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Module 13 - Data Backup and Recovery

Performing Data Backup Using
AOMEI Backupper Standard

AOMETI back upper is an important fool used for backup and restoration. It can
back up large amounts of data in a short time, has a user friendly GUI and is
comipatible with most systems.

Lab Scenario

Taking data backups at periodic intervals is an important task of an
admunistrator 1n any orgamzation. Backups help orgamizations recover from
data loss and disasters. Loss of data or corruptions of data cause severe
problems to an orgamization as it may damage their reputation or can affect
their business contumuty. As a Network Administrator, you should know
various tools and techmiques tfor taking backups of sensitive data.

Lab Objectives

The objective of the lab is to demonstrate how to perform a backup of your
data.

Lab Environment

To carry out the lab, you need:

* A vutual machine mnmng Windows 10, with AOMEI back upper
standard installed on it

"  An Intemet connection and a web browser to download AOMEI back
upper standard if it is not installed, from the link http:/ /www.backup-
utility.co m/ tree-backup-software.html

®  The screenshots may differ if you have mstalled the latest version

*  Administrative povileges to mun this tool

Lab Duration
Time: 25 Minutes
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E task 1

Taking Full
Backup

@.ﬂ Full Backup -

Before getting to know
mecremental and differential
backup, it iz necessary for
ns to learn what "full
backup” 1s. Full backup
refers to creating a backup
of all the valid data,
whether it 13 new added or
exists for a long tume.

Module 13 - Data Backup and Recovery

Overview of AOMEI Back upper standard

AOMEI 1s an easy to use data back up and restoration tool. AOMEI creates a
backup of specified files, folders, partitions, disks or even an entire system. You can
store the backup file on your system or on a NAS. AOMEI can be set to
automatically take backups at speafic ime intervals using a Scheduled backup.

Lab Tasks

1.
2.

Launch the Windows 10 machine and login as the local Admumistrator.

Before starting thus lab, navigate to Z:\CND-Tools\CND Module 13 Data
Backup and Recovery'Data Backup Tools for Windows\AOMEI
Backupper and copy the Test Documents folder and paste the folder
on the Desktop of the Windows 10 machine.

FIGURE 1.1: Need to Backup Folder

Navigate to Z:ICND-Tools\CND Module 13 Data Backup and
Recovery\Data Backup Tools for Windows\AOMEI Backupper and
double-click Backupperfull.exe to start the AOMEI Backupper
imnstallation.

The User Access Control window appears, click Yes and follow the

wizard driven installation steps to install the AOMEI Backupper.

. — — . |
¥ User Account Control X
Do you want to allow this app from an unknown
publisher to make changes to your PC?
Program name:  BackupperFull.exe
Publisher: Unknown
File origin: Hard drive on this computer
Show details Yes Mo
L_hange when these notifications appear
k J

FIGURE 1.2: TJzer Access Control
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Module 13 - Data Backup and Recovery

5. To launch AOMEI Backupper, double-click the short-cut icon on the
meack“P ] desktop for AOMEI Backupper Standard

For instance, a backup of
the operating system refers
to back up all the data in
system partition. If the

system files of Windows 7 O
occupy 12GB, a full backup Hackugp..
of this system partition wall
contain data of 12GE.
Namely when making a full
backup of a disk, all the
data on the dizsk will be
backed up.
FIGURE 1.3: Launch AOMEI Backupper Standard
6. The User Account Control window appears. Click Yes.
ﬁ User Account Control e
o you want 1o allow this app from an unknown
publisher to make changes to your PC?
Program name:  Backupper.exe
Publizher: Unkenown
File origin: Hard drive on this computer
Show details Yes Me
Change when these notifications appear
e i
FIGUEE 1.4: User Account Control
7. The AOMEI Backupper Standard window appears. Click Create New
Backup.
AUMEL Backupper sandard -1 Upgrade =
S Welcome to ADMET Backupper
m Full Backup -
30 does the full backup of
a partition. The object of
full backop can be system ek
partition, data partition, a [l" Backup
whole disk, etc.
==
5 Restore
@ wtilities
FIGUEE 1.5: Namgating to new backup creation
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Module 13 - Data Backup and Recovery

8. The Backup tab appears. Click File Backup.

ADMEL Backu PPLEr standard 4 Upgrade = Menw ‘:} - X
m Full Backup -
Generally speaking, we will
do a full system backup
system. After a pediod of A
time, we will add data to ['F Khomme
system partibion, and then
need to do a system backup
again. If we employ a full
bac}mfr it will mastJmnre Backup Windows and create an image of system partition.
time than the last full :
backup. . - S M
P (& Restore B St o :
Backup hard dgke to an image file.
[‘_"_:} Clone £  Partition Backup
. Backup partitions or dynamic volumess ko an image fike.,
Il* utilities Hie Backup
Easiy backup files and foldars to an mage file.
FIGURE 1.6: AOMEI Backnpper File Backup
9. The File Backup window appears. Click Add Folder.
AOMET Backupper ctndard T uUpgrade = Menu
m Full Backup -
What's more, the 4 :
compressed image file of ok S ' ' ' Incude subfoldars | Indude files
the first full backup might :
occupy 8GE, and the image
file of the second full
backup mught occupy

another 8GE or more. In
the two image files. Much

of the data is identical
Utilities
«Back | StartBadwp)
FIGURE 1.7: Adding file for backup
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Module 13 - Data Backup and Recovery

10. The select folder window appears. Click Browse.

select folder

MFullﬁacth—
There is no need to back
up identical data for the
second tume. Only the new
added data needs to be
backed up.

FIGURE 1.8: Select Folder pop-up

11. The Open window appears. Navigate to the Desktop and select the
folder which you want to backup, (here in this lab Test Documents i1s

the folder) then click Open.

Open

Lok in: | I Desktop | & & ¢ E-

6 Onelrive Admin
Desktop
~ . This PC | Libraries
Libraries T n
! ‘ Network = Test documents

MFuuBacmp- This PC

It can reduce the time of

the backup, but also reduce

the storage space for the

second image file. Share/NAS

File name: C:\Users'\Admin‘\Desltop' Test documents i

Files of type: Folder Only v

FIGTJRE 1.9 S-E;lectmg folder for bac]s:up

Certified Network Defender Copyright © by EG-Gouncil

CND Lab Manual Page 567
All Rights Reserved. Reproduction 13 Stnctly Prohibrted.



Module 13 - Data Backup and Recovery

12. The select folder window appears with the backup folder/file path.
Make sure that the Include subfolders option i1s checked (with this
option selected if there are subfolders AOMEI Backupper will include
those) then click OK.

select folder

Folder to backup C:\Users\Admin\Desktop Test documents

m_F'uﬂBac]mP- —— — :
A Full backup has two llﬁ Indude subfolders

disad'mﬂtages- It costs
more time. The image file

of a full backup requires
more storage space.
FIGURE 1.10: Folder backup
13. The File Backup window appears. Click the Schedule checkbox at the
bottom of window.
14. The Schedule Settings window appears. Click the Advanced tab.
ADMEI Backupper ci,
Schedule Settings
" General |
Diaity
@ Runonce onlyat [6/29/2016 =] [18:30 |2
"} Run onca every dayat 1830 ==
L) Full Backup - =
There isn't any way to
remove the reduplicative 71 Intenvals
data but to delete the image !
file of the last full backnp. Start Bme 0000 = Frish ime 23:.59¢ =
Luckily, the appearance of
mt:I-EﬂEﬂtﬂ backups make 5 Within the time ndicated zbove of each day, run i for every | hour
it possible to fipure out all
these problems.
FIGURE 1.11: Schedule Settings
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m Full Backup -

The most nsed and most
popular backup methods
are System Backup,
Partition Backup and Dizsk
Baclup. These three
backup modes can prowide
useful and effective ways to
create a full backup for
their partition, system or
even the entire disk.

Module 13 - Data Backup and Recovery

15. Click the Full Backup radio button and uncheck the Run missed
backup at the next system startup checkbox. Click OK.

Schedule Settings

Choose a way to perform the scheduled backup: (7)

@ Full Backup ' Incremental Backup (Default) Differential Backup

Don't install the service, directly use Windows Task Scheduler to run scheduled tasks.

@ Install 3 service to run scheduled tasks.

" Run missed backup at the next system startup.

FIGURE 1.12: Selecting Full backup

16. Click Start Backup and click Add the schedule and start backup
now.

AOMEI Backupper standard d Upgrade = Menu 3 = X

[ add the schedule and start backup now |

Cnky 2add the schedule

FIGURE 1.13: Selecting file

Note: The backup file will be stored in Drive C. If you want to change the
location, click Step2 and select a different location.
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m File Baclmp refers to
backing up a specified file
or folder to prevent data
loss. For instance, you can
create backups for your
family pictares, favorite
mmsic or other files.

m File Backup 13 more
convendent than a full
backup, becanse it can
directly backup the needed
files and avoud the
undesired ones. This will
not only save much of the
operating ttme but also the

stn:age Space.

Module 13 - Data Backup and Recovery

17. Once the backup 1s completed, AOMEI Backupper will store the
backup file in the default location, in this lab the default location is
C:\My File Backup then click Finish.

AOMET Backupper standard

Jd Upgrrde = Menu 5 o= X

File Backup Prograss
Task Marme: My Fie Backup

Backup is initialzing...

Getting the fie information...
Scanning the authoriy files...
Trying to create snapshots...

Backng up the fies...
Backing up of the fles don=s,

The operation has been compoleted successfully.

Calculgting the total number of the backup fies...

FIGUEE 1.14- Eac]mP file stored

18. The Backup Management window appears. My File Backup is created.

Click Restore to restore the file.

AOMET Backupper cwandard

My File Backup
Mext _nm:@"ﬂfzﬂlﬁ 16:50:00

 Scheduke Task.
Y LT ey T P
o "

il

E;:" Clone

E{I' Utilities

FIGURE 1.15: Backup file

1 upgrade

Manu
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Module 13 - Data Backup and Recovery

19. Nawvigate to This PC = Local Disk(C:) = My File Backup to view the
backup file, selected for restoration.

. . |
7| ¥ | My File Backup
m:ljatawhmhis stored Home Share View
on your computer can be
very fragile and vulnerable - v A » ThisPC » Local Disk (C:) * My File Backup v 0
to attack Without a
sophisticated backnp mn B e e -
advance, the data can be # Quick access e Hate modified Rl
easily damaged or lost due : ————— -
s Fil k /27,2016 4:41 PM ACH
to a system crash, software Fy Desktop of = My File Backup |
confliet, virs attack or * Downloads +
hnman errors. (S A

FIGURE 1.16: Backup file

20. Create a new file with a name of abel.doc in the Test Documents
folder on the Desktop, this will add data into existing folder, as shown
in the screenshot.

E = | Test documents .
Home Share View
o » Test documents v O Sed
I # Quick access MName & Date modified Type
B Desktop ¢+ | =] abec l.doc 6/29/2016 7:44 PM f'-'Iicrn::J
; Downloads + =] abc.doc 6/29/2016 744 PM Micros
b & NDaruments @ d

FIGURE 1.17: New file created

21. Switch to the AOMEI Backupper Standard window and click the
Backup tab in the left pane.

H task 2

Incremental AOMEI Backupper s.rdaic 1 Upgrmde =
Backup

Backup Management

Al backups are listed here.

m Yon are advised to
backup files regulady. You
can set up a schednled
backuop or mammually backap
those files at any time.

FIGTUJRE 1.18: Namigﬂiiug to Bac]mP
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m Incremental backup
refers to backing up the
data which has changed
and any new data added
based on the first full
backup or the last backup.

.L..-..!'. An Incremental
backuop will not back up the
identical data bazed on the
last backup. An
Incremental only backs up
the data which has changed
ainice the last incremental
backup was performed.

m That is to say, each
backup will create an image
file, and all the image files
are related. The last image
file of an mncremental
backup iz based on the

previous image file.

Module 13 - Data Backup and Recovery

22. Click File Backup.

AOMET Backupper sindsrd

System Backup
Brckup Windows and create an image of system paration.

Disk Backup
Backup hard diks to an image fiie.

Partition Backup
Backup parotions or dynamic wolumes to an image fie.

hile Backup
Ezsiy backup Fles and folders to an imzge Fila.

FIGUEE 1.1%: Nntrigati.ﬂ.g to file bn-::]mp

23. The File Backup window appears. Click Add Folder.

AOMEI Backupper st=ndsrd

' "'l‘J Frilities

| Indude subfolders | Incuda fles

FIGURE 1.20: Navigating to add folder

24. The select folder window appears. Click Browse.

seledt folder

Folder to backup

FIGURE 1.21: Browsing the folder
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m No one enjoys the
tedious process of
backups, but the pain of
pictures, sensitive files and
vour favorite music can be
Very annoying. You cannot
afford to lose any of those
valuable files becanse most

of them are iLEEPhﬁEﬂ]J]E.

Module 13 - Data Backup and Recovery

25. The Open window appears. Navigate to the Desktop and select the
folder you want to backup, (in this lab Test Documents is the folder)

then click Open.

8] Open X

L
+
1)
&l

L

Look in: |-Daﬂctnp | & [

a Admin

Desidop
m . This PC ' Libwaries
Libraries = ™

Test documents

§ ‘ MNetwork 1]
This PC

|C.HUum\ﬁdmin"~Deulctnp\Taut documents

FIGURE 1.22: Select Folder for Backup

26. The select folder window appears with the backup folder/file path,
make sure that the Include subfolders option i1s checked, (with this
option if there are any subfolders AOMEI Backupper will include those
in the backup) then click OK.

select folder

] C:\Users\Admin\Desktop\ Test documents ILm_]

FIGURE 1.2 Selecting the folder

27. The File Backup window appears. Click the Schedule checkbox at
the bottom of window.
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m The main fanction of
a File Backup 1= to
strengthen the data
security. This feature
recovers the backed up
image file safely no matter
if the file i3 lost.

m Everyone has their
own backup preference.
Which files and folders
should be chosen to
backup depends on the
user's specific needs. Here
we listed some of the
frequent objects; they are
described here for
informational purposes
only.

Module 13 - Data Backup and Recovery

28. The Schedule Settings window appears. Click the Advanced tab.

AODMEI Backupper si
Schedule Settings

General

Daiby

@ Ruronce onlvat [6/29/2016 2| [18:30 |2

) Run onca every dayat 1830 ==

1 Intervals
=

Skart Bme (00:00 = Fhsh e 23.59 =&

Within the tme ndicated above of each day, run & for evary | 1 hol

FIGTIRE 1.24- Z"Jat'igﬂt'mg to Advanced tab

29. Click the Incremental Backup (Default) radio button and uncheck
the Run missed backup at the next system startup checkbox. Click

OK.

Schedule Settings

Choose a way to perform the scheduled backup: (2)

Full Backup @ Incremental Backup (Default) ' Differential Backup

Don't install the service, directly use Windows Task Scheduler to run scheduled tasks.

@ Install a service to run scheduled tasks.

Run missed backup at the next system startup.

FIGUEE 1.25: SelectLﬂg meremental ba{:}mp
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m Documents: You

should backup your
documents which inclhade
vonur cucrent work
contents_ Also the
temporary folders.

Q;II Music: If you don’t
want to dizappoint yourself,
backup your MP3
downloads which you've
paid lots of money for.
Becanse you'll probably be
depressed to lose them.

Module 13 - Data Backup and Recovery

30. Click Start Backup then click Add the schedule and start backup

now.

ADMET Backupper standzrd X upgrade = Memu o — X

T
e Task Name | My Fle Backup(1)

path | Inchude subfolders | Incude fles |
Ci\Users\Admin|Desktop\Test .. Yes Backup all files

Resbnre

@ utiities

Add the schadule and start badkup now |
Only add thea schaduk

FIGURE 1.26: Starting the backup

31. Once the backup is completed, AOMEI Backupper will store the
backup file in the default location, (in this lab the default location is
C:\My File Backup(1)) then click Finish.

AOMEI Backupper standard ¥ Upgrde = Memu 3 = X

Scheduled Backup Progress
Task Mame: My Fle Backup(1)

Bzchkup is intizlzing...

Getting the file nformation...

Scanning the authorty files...

Trying to create snapshots...

Calculating the total number of the backup fikes...
Backing up thea files...

Backing up of the files dona.

The operation has bean completed successfully.

FIGURE 1.27: Incremental backoap completed
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m Pictures and Videos:
Famuly pictures and videos
are poceless. It will not take
too mmch time to backup
them up, remund yourself
to back them up regularly

if‘g'w:m Can.

H task 3

Differential
Backup

m Sumilar to incremental
backup, differential backup
is used to back up the
changed data based on the
last full backup.

Module 13 - Data Backup and Recovery

32. The Backup Management window appears. You can see the new
backup file created.

AOMFT Backupper cizndard

g Upgrzde = Menu

Backup Management
All backups are isted here.

*——_—*

| &9 Mew Backup | | Al Bacups

My File Backup(1) My Filz Backup
Newt run:6f27/2016 17:568:00 Mext run:6;/27/2016 16:50:00

Resbore

/| schedule Task

FIGURE 1.28: Incremental back up file

33. Create a new file named abe2.doc in the Test Documents folder on
the Desktop to add data into the existing folder, as shown in the

screenshot.
= - . |
/1 = | Test documents
1T » Test documents v &
o
I # Quick access Name Date modified )
B Desktop (=] abe 1.doc £/70/9016 T-dd PM
< Downloads [=| abe L.doc 6/20/2016 744 PN
] ISkl 6/29/2016 7:44 PM
L |=| _Documents ¥ I=] abc.coc

FIGURE 1.29: creating new file

34. Switch to the AOMEI Backupper Standard window and click the
Backup tab in the left pane.

AOMEL Backupper siardad

E’i Backup

[5 Restore

J vpgrade = Menu

Backup Management
£l backups are istad hera.

| €™ MewBadup | | alBadups v | (T

- My File Backup(1) | My File Backup
Hext run:6/272016 17:58:00 Hext runsE 27 2016 16:50:00
¢ Schedule Tesk |+ Echedule Task

FIGURE 1_30: Natrigﬂti_ug to Eac}mp tab
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m That is to say, it is
bazed on a full backup, not
for its advantage, it can
help to improve backnp
efficiency and reduce
storage disk space required
by the image file.

Module 13 - Data Backup and Recovery

33. Click File Backup.

AOMEI Backupper ciandard

System Backup
Backup Windows and cregte gn mege of system partition.

Disk Badwp
Backup hzrd disks to an mage file.

E} Clona £ Partition Backup
Backup particions or dynamic volumes to an image file.

;rﬂ‘ utilities . File Backup
Easily backup files and folders to an imaoe fie.

FIGURE 1.31: File backup

36. The File Backup window appears. Click Add Folder.

AOMEI Backupper stardare J Uporade = Menu

@ Restore

E__,j Clona

Eﬁ utilities

FIGURE 1.32: h’am'gatiug to add a folder
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Module 13 - Data Backup and Recovery

37. The select folder window appears. Click Browse.

select folder

m According to the
pancipals of the three
backups, full backnp is the
slowest one while
incremental backup iz the
fastest one.

FIGURE 1.33: Browsing the folder

38. The Open window appears. Navigate to D:\CND-Tools\CND Module
13 Data Backup and Recovery'\Data Backup Tools for
Windows\AOMEI Backupper then click on Test documents. Click

Open.
Open X
Look in: | [l Desktop | e BexEr
- ( OneDrive Admin
Desktop
~ ‘ This PC .n Libraries
s ‘ Network & Test documents
This PC —_—
m As for differential E
backup, it lies betwreen full
backup and incremental Share/NAS
backup and 15 of moderate
speed. However, this is not
always tme.
File name: |C:‘..Llsem‘s.ﬂ.drriﬂ[lmldnp‘ﬁe,st documents - COpen
Files of type: IFuIdgr Only - Cancel
FIGURE 1.34: choosing the folder
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m For example. if the
newly added or changed
files contain more data than
the onganal ones, the
incremental backup and the
differential backup are both
slower than the first full
backup.

m Bezides, after the first
full backuap, if there are
only new files inclnded and
not any original files
bearing data deletion, then,
differential backup and
cost the same amount of
time.

Module 13 - Data Backup and Recovery

39. The select folder window appears with the backup folder/file path,
make sure that the Include subfolders option 1s checked, (with this
option selected any subfolders will be included by AOMEI
Backupper) then click OK.

select folder

l C:\Users\Admin\Desktop\ Test documents
Include subfolders |

FIGUEE 1.35: Selecting the folder

40. The File Backup window appears. Click the Schedule checkbox at
the end of window.

41. The Schedule Settings window appears. Click the Advanced tab.

ACOMET Backupper stz
Schedule Settings

|Daly -

Haome

@ Run once only at |ﬁ-,l'2'3‘,l'2|:|15 : |IE:30 :

"3 Run once every day at |10:30

1 Intervals
Restore
SEart time | 00:00 = Finish time  23:59 =

S Clone Within the time ndicated above of sach day, run i for every 1 ol

2 vettios o cancel

FIGURE 1.36: ngahﬂg to advanced schedule setl:i.ﬂgs
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m A differential backup
requires mofe space to
store its image files than an
incremental backnp but
requires less than a full
backup. Also, this cannot
be applied in every
situation.

m The backup speed
rank of the three types of
backups 15 turned upside-
down when it comes to
restoration. MNevertheless, it
1z not difficult to
understand. If we restore
onr computers from the
image files of full backups,
we only need to add the
latest smage file into
restoration list.

Module 13 - Data Backup and Recovery

42. Click the Differential Backup radio button and uncheck the Run
missed backup at the next system startup checkbox. Click OK.

Schedule Settings

Choose a way to perform the scheduled backup: (?)

Full Backup Incremental Backup (Default) @ Differential Backup

' Don't install the service, directly use Windows Task Scheduler to run scheduled tasks.

@ Install 3 service to run scheduled tasks.

| Run missed backup at the next system startup.

FIGUEE 1.37: Navigating to Differential backup

43. Click Start Backup then click Add the schedule and Start backup
now.

AOMETI Backupper ctrdard J Upgrade := Menu €3 = N

| Include subfoldars  Incude files

Bockup ol files

Add the schedule and start backup now
only add the schedula

FIGURE 1.38: Starting the backup

CND Lab Manual Page 580

Certified Nerwork Defender Copyoght (& by EG-Gouncil
All Rights Reserved. Reproduction 13 Stnctly Prohibrted.



Module 13 - Data Backup and Recovery

44, Wait for the backup to complete. Take note of the location, then click

Finish.
AOMET Backupper standard T uUpgrade = Menu
m If you restore from a
differential backup, you
need to add both the first
full backup image file and j T im R
the latezt differential . Task Mame: My Flie Backup(2)

backup image file into the

restoration list However, if
restoring from an
incremental backnp, you
only include the first full 2 _
hack: image file and all Backup is ntialzng...
ﬂ; 13?;[ . ntal Getting the file information. ..
_mmm& i _ Scannng the authority files. ..

backup image files in the | Trying to create snapshots..,
restoration list. Calculating the total number of the badup fies...

Backng up the files...

Baddng up of the files done.

The operation has been completed succossfuly.

FIGUEREE 1.39: Differential backnp completed

45. You can view the new backup file created.
AOMEI Backupper cizndard J Uporede =
Backup Management
All badcups are isted hara.

m A full backup
becomes the fastest while
incremental backup falls
into the slowest. It iz not My File Backup[1)
becanse full backup deals Mext run:6/27/2016 17:58:00
with less data but becanse ' /! Schedule Task
an incremental backup ' —— | _—

rﬂql.ﬂ.tes more upemﬂuual
steps.

FIGURE 1.40: Differential Backup file created
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Module 13 - Data Backup and Recovery

46. Following the steps in this lab, you can create different types of
backups using AOMEI Backupper.

Lab Analysis

Analyze and document the results of the lab exerase. Give your opinion on your
target’s secunty posture and exposure through free public information.

PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

L] Yes M No
Platform Supported
v Classroom V] iL.abs
CND Lab Manual Page 382 Certified Nerwork Defender Copvoght e bv EG-Gouncil

All Rights Reserved. Reproduction 13 Strctly Prohibited.



Module 13 - Data Backup and Recovery

File Recovery Using EaseUS Data
Recovery Wizard

EaseUS Data Recovery Wizard is recovery soffware for Windows that supports
[Jiles, partitions, and the complete recovery of data.

ICON KEY Lab Scenario

I lafixmble_ As a Network Administrator, you should know how to recover deleted files and
ti iy . : .
s—— partitions which have been deleted acadently by users or from a catastrophe using
' Test yonr recovery techniques or propretary applications to obtain the crtical information.
knowledge

Lab Objectives

;IL. Web exercize

] Workbook reviews  Lhe objective of this lab is to demonstrate the use of EaseUS Data Recovery

Wizard, by intentionally deleting a few tfiles and then recovenng them.

Lab Environment

To carry out the lab, you need:
" A system nunning Windows 10

=  EASEUS Data Recovery Wizard, located at ZZCND-Tools\CND Module 13
Data Backup and Recovery\Windows Data Recovery Tools\EASEUS
Data Recovery Wizard

" A web browser with an Internet connection, if EaseUS Data Recovery
wizard is not installed

"  Adnunstrative provileges to run tools

Lab Duration

Time: 20 Minutes

CND Lab Manual Page 385 Certified Nerwork Defender Copvoght e bv EG-Gouncil
All Rights Reserved. Reproduction 13 Strctly Prohibited.



m Delete files by
pressing the Delete key or
press Shufi+Delete to
permanently delete the files
without sending them to
the Recycle Bin.

= TASK 1

Deleting Files

m EaszelUS Data
Recovery Wizard supports
FAT12/FAT16/FAT32/IN
TFS/NTFS5 file systems.

Module 13 - Data Backup and Recovery

Overview of Recovering Deleted Files and

Deleted Partitions

EaseUS Data Recovery Wizard solves all data loss problems — from recoverng
files emptied from the Recycle Bin or lost due to a software crash, a formatted or
damaged hard drive, virus attack, lost partition, and other unknown reasons in
Windows. It recovers data from formatted partitions with the original file names
and storage paths.

Lab Tasks

1. Launch the Windows 10 machimne as a Local Admuustrator.

2. Before mnning the tool, go to This PC = Local Disk D: and check for any

available files
Note: The Local drive letter may vary in your lab environment according to the
assigned dove letter.
upe ST e D O =%
Hame Share vy Flsnage '
=+ « P o ¢ ThisPC s Local Disk [) + w Sesrch Local Disk (TH) o
#F itk access -
M D=kicp A= A=
& Downloads o E E
| Documents o E
&l Pictures i~ bty faldert bty falder2 Wy folderd
ey Tolder (2 &
== Local D (Or]
Wiy Backup(1)
Heww folder
A Sereenpresso J

FIGURE 2.1: Local Disk D contents

3. Delete the My folder3 folder to recover it with EASEUS.

- - —_—
= | = DreaToals  Local Disk (D) - O 1
Hame Shareg Vigi Manage

< & =« P & » ThisPC * Locd Disk (DK w Search Local Disk (Dx) £

-

B Dexktop o
+ Downloads o |
T Docurnents 4 ; -
=

= Pictures o

M folder (2 4 W1y Tarlder] Py Talder?
= Locd Disk (k)

Iy Bachup(l)

Meve folder

SCrEEnpressa J

S -

FIGURE 2.2: My folder3 deleted

4. Nawigate to Z:\CND-Tools\CND Module 13 Data Backup and
Recovery\Windows Data Recovery Tools\EASEUS Data Recovery
Wizard and double-click drw_free.exe, if the User Account Control

pop-up appears, then click Yes.

CND Lab Manual Page 584

Certified Nerwork Defender Copyoght (& by EG-Gouncil
All Rights Reserved. Reproduction 13 Stnctly Prohibrted.



m EASEUS Data
R-EEG‘E’-E;IF Wizard featares
mnchade:

Recover deleted or lost
files emphed from the
Recycle Bin

File [ECOVELY after
accidental format, even
Windows reinstallabion

Dhsk recovery after a
hard disk crazh

(=t back files after a
Parﬁ'linning error
(=et data back from
RAW hard drives

Recover office
documents, photos,
mmages, videos, music,
email etc.

Becover from hard
dove, USE doive,
memory card, memory
stick, camera card, zip,
floppy disk, or other

Module 13 - Data Backup and Recovery

5. The Select Setup Language pop-up appears, choose the language from
the drop-down, then click OK and follow the wizard installation steps.

-
Select Setup Language X
Select the language to use during the
installation:
Engish W
4

FIGURE 2.3: Select Setup Lanpuage

6. After the installation completes, make sure that the Launch EaseUS
Data Recovery Wizard option is checked, so it will launch automatically
then click Finish.

7. Alternatively, you can also launch by double-clicking the short-cut icon
on the desktop.

% Setup - Easel)S Data Recovery Wizard —

Installation was successful

Setup has finished installing EaselUS Data Recovery Wizard on your computer,

| Launch EaselS Data Recovery Wizard

DParﬁl:ipatE in the Customer Experience Improvement Program

FIGURE 2 4: Launch EaselUS Data Recovery Wizard

8. The EaseUS Data Recovery Wizard Free window appears as shown in
the screenshot.

CND Lab Manual Page 585

Certified Nerwork Defender Copyoght (& by EG-Gouncil
All Rights Reserved. Reproduction 13 Stnctly Prohibrted.



Module 13 - Data Backup and Recovery

9. By default, the Select types of lost files option is selected, click All
File Types, then click Next.

EasalIS Data RAcoven Ward Fras
H tTAask 2 =
1. 5elect types of lost files 2 Beledt a location to slart finding data
Recover Deleted
FiIEE Recover 1024 ME daia for free: 1024 W8 let. To recover more, please Upgrade Hom

All File Types
bl |: Scan all the tollovardg hles

= Graphics o, Audia
- IE common image fles or digrtal camera photos, such as o n common audio files, such as MF3, WNA atc
IPG, PHNG. BNP st
- Document - , Video
o E common documerk files, such ag Waord, Excel, POF files o H % commaon wdeo filks, such s digitsl camera recardngs

S

" Ernail _H Cther
o commion emails fom Chiicsnke or Chlook Exprese. such 85 o [i ckher filag such-as archives

nut, dhx, el

Shanng our softwane on n u you can gaet additional 1 38 data for fee Next =

i

FIGURE 2 5: {.',':Lmsu:gHIﬂTﬁpﬁ of lost files

10. Choose the option to Select a location to start finding data. Sclect the
partition from which you have to recover the files then click Scan.

[Z] Easelld Dkt Recovery Wizard Free

sebkact types of lost files 2 Select a location 1o start finding data

4 Ciommon Locations (2]
MThEParﬁﬂnn

Recovery Module is for 1 R o

rﬂcme;r_ing data from a

deleted, lost, or damaged s Hard Disk Drives (3) o

Pal:h'hﬂﬂ' Local Disk sy @ Local Disk oy Local sk H:H
""-s--ﬁ—.n-a-?n«;ae "’rwue frae o1 376 G ""r-ei:uf

¢ Lost Disk Doves (1)
System Resened (]
e B
e 15000 V8

€ Back Scan G,

FIGURE 2.6: Choosing Location of Deleted Files
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Module 13 - Data Backup and Recovery

11. Select the files and click Recover.
Note: If the lost files cannot be found, perform a Deep Scan to find more files.

[£] EaseU3 Data Racovery Wizard Frea

Cuick Scan completed
W¥a found 161 files [40.59 MB)  Expoert Scan Stajus Seard .
Path = Type  Time @ = [
= -.-.:=- ']:‘-:I_ _ 'l"I rdame SEE = |_,|."'
: Cither lost Files :
T L[] My foldes3 ¥ ml 289104 png 7318 KB PHG File
SEECYICLE.BIM 3
DL S1-5NL TR 7R4E1 246113 ¥} #52885344.prg e B T
-~ recup_dind ¥| ol 6288358 pg 796 63 KB PNG File
s L recup_dind
¥ | 288298 pag 34 .97 KB PHG Fila
m If the lost files are not |l 278920 pog 18.20 KB PNG File =
found or are commpted in | @ 16278824 pag 46.06 KB PHG File @|
the Deleted File Recovery -
: ¥| gl 2TETEE png 25 04 KB PN File
mode, then go back and
aslect the Cumplel‘e ¥| @ R2TETED png 193 KB PHG File Praview
Recovery mode. %) & 278608 prg 73.19 KB PNG File
Filename: TB289104. png
¥| @ 6273568 png 16.54 KB PN File Sire 73119 KB
T~ PH File
= gT 024536 axe 168 00 KB Apglication IWlodihed: AN b 422411 Al
Path O-vecup dir 3UE235104.pn
1
.| Fath-  DOracup d B2 104 _png |
# Home & Deep Scar Selected 160 file(s), 4055 M8
—

FIGURE 27: Recowversd Filez

12. Select a location to save the recovered files then click Save.

[T] EaseUS Data Recovery Wizard Free X
|‘:f] Documents "
< Downloads

m Note: It 13 not J’ Huslc
recommended to save the "l: Pictures
recovered files to the same I Videos
f;’ﬂ Tm tis = -3 Removable (A)
PR TR W ocal Disk (C:) 347 GB free of 19.98 GB
successful recovery. T
) - Local Disk (D:) 9.48 GB free of 9.52 GB
= Local Disk (F) 9.08 GB free of 9.22 GE
-y Libranes
EH;‘ Metwork
- *4§ Homegroup »
1) Don't save the recovered data to the drive where you lost your data.
[ Save ] | Cancel
FIGURE 2.8: Choosing Destination Locations to Save the Recovered Files
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m Easzell5 Data
Recovery Wizard also
recovers lost data due to
software crazhes, vims
mfections, and other
unknown (easons.

m EASEUS Data
Recovery Wizard is
compatible with Windows
2000 /XP /2003 /Vista/8/7
F10.

Module 13 - Data Backup and Recovery

13. After the save 1s complete, a report will be displayed on the screen, click
OK.

[Z] EaseUS Data Recovery Wizard Free

Recovery completed!
The file has been saved in C:\Recovered data 05-06-2016 at 00 _

Recover 1024 MB data for free: 963 MB left. Upgrade Now.

Sharing with friends, you can get additional 1GB data for free.

FIGURE 29: Recovery Completed Meszage
14. Nawigate to the save location for the recovered files. (T]:us location

usually appears automatically once recovery i1s done with folder NTFS)

ome ars Wiewy 1

+ + ThisPC ¢ Local Disk [C3) ¢+ Recovered dete 05-08-2016 ab 00 _21_12

-

" L = -
A& OQuick access MName [rate madified Ty Size

M Desktop o
& Downloads o
3] Documents o

-

[= Pictures

MTFS SAAFT16 13 AM File folder

Mew folder (2 o

o Local Disk ([k)

FIGURE 2.10: Recovered Files Locabon

15. You can find the My Folder 3 in the Other Lost Files under the NTFS

folder.
| [ |, = | Otherlaost files — O x
Home Share Wiews
= v A w MTF5 » OCtherlostfiles w U Search Ciiner lost Files e
Ok s & Mame Drate modified Type Size
Bl Desktop & [-_ Pl folders BN 1221 AN Filefolder
4 Downloads o —
= Documents o —
[&=! Pictures ) -
Mew folder (2 # pp——
— —

FIGURE 211: Deleted Folder,/ File Recovered
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Module 13 - Data Backup and Recovery

Lab Analysis

Analyze and document the results related to the lab exercise.

PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

RELATED TO THIS LAB.

Internet Connection Required

[ 1 Yes M No
Platform Supported
] Classroom V] iL.abs

CND Lab Manual Page 589

Certified Nerwork Defender Copvoght e bv EG-Gouncil
All Rights Reserved. Reproduction 13 Strctly Prohibited.



Module 13 - Data Backup and Recovery

File Recovery Using Quick
Recovery Tool

The Quick Recovery Tool recovers files from inaccessible, lost, missing, damaged, or
Jormatted drives. It is fast, compact, light weighted, easy to use and bas a great success
rate in recovering the files

icon key  Lab Scenario

"7 Valuable

Sometimes, you are not able to recover data using a specific tool. In such cases, you

information
need to go for another data recovery tool. As a Network Administrator, you should
#* Test your be aware of several different data recovery tools that may help you recover your
knowledge itn

;IL. Web exercize

Lab Objectives

The objective of thus lab 1s to demonstrate the use of the Quck Recovery tool for
data recovery.

[]I[] Workbook review

Lab Environment

To carry out the lab, you need:
" A computer mnning Windows 10
"  Adnunstrative prvileges to mstall and run the tool

*  The Quick Recovery tool, located at Z:\CND-Tools\CND Module 13 Data
Backup and Recovery\Windows Data Recovery Tools'\Quick Recovery

"  You can also download the latest version of the Quick Recovery tool from
http:/'www.recoveryourdata.com

" If you decided to download latest version of the tool the screenshots may
vary

Lab Duration
Time: 20 Minutes
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= TAsSK 1

Deleting Files

m Delete the files by
pressing the Delete key or
press Shifi+Delete to
permanently delete the files
without going directly to
the Recycle Bin.

Module 13 - Data Backup and Recovery

Overview of Quick Recovery Software

The Quick Recovery tool is non-destructive data recovery software for Windows,
designed to restore lost, deleted, and formatted data from FAT and NTFS file
systems. It saves the restored files to a new file. It 1s read-only, meaning the program
will never attempt to write to the drive you are about to recover. The software's
unique Guided File Excavation Technology (GFETCh) helps in locating files and
folders lost behind overwntten partitions.

Lab Tasks

1. Before minning this tool, go to This PC - Local Disk (here, D: dove) and
delete a few folders. In this lab we are going to delete the CIND-1 and
CIND-2 folders for demonstration purpose

—y = |
. = | Drive Taols  Local Disk (0¥ — I .
Horne Share Wiew kManage ﬂ'
= v P @& ThePC » Local Disk (D) » w0y szarch Local Diek () B
Mew falder i
-lh..‘.
SCreenpresso =L
i Onelnve o i = E
B This PC
— CHE-1 CHD-2 CMND-3 CHND-4
B Deskiop
— N |
FIGURE 3.1: List of Available Files
2. The screenshot below shows the remaining contents after the deletion of
the CIND-1 and CIND-2 folders.
|
=1 Drive Tools  Local Disk (D) — O .l
Hormn e Share e Manage ﬂ'
= « P o s ThePC » Local Dick (I¥) » w0y search Local Diske () B
Mew folder b
SCreenpresso
R Onelinve E
B This PC
o CHO-3 CHD-4
I Deshtop
s . |

FIGURE 3.2: Rest of the files after deletion

3. Nawigate to Z:\CND-Tools\CND Module 13 Data Backup and
Recovery\Windows Data Recovery Tools\Quick Recovery
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Module 13 - Data Backup and Recovery

4. Double-click the Windows-FAT-NTFS-Partition-Demo.exe to launch the
setup, then follow the wizard-driven installation instructions.

5. The Quick Recovery window displays, as shown in the screenshot.

F Cuick Recoveny for Windows (Tnal Yersion) —_ bt

Optiors  Log  Settings  View  Support

@ (N | & W5y Quick Recovery
= e 5 Do # Yourself Dota Recovery

) Selecl Quick Recowery lor deleteddost Bes. Selecl Exhausthve Recowery to retrisve fles from comuepled delves, paiflons, fokders. Select Raw Reoowsny 0 meoowar
m The ch]s; R_EC[}'EIE_T_'F lang kool filaz by searching file seclor by sedor. Disk Imaging besf wsed dor disks having bad sectoms. Uss QulckExhauslive Becovary on the imaga thel 8 crealed.
Tool for Windows is easy
to use as data recovery
software to restore files and
folders accidently lost for
M5 Office.

Exhaustive Recovery

¢=
D

Raw Recovery Disk Imaging

Select the Recovery Mode

FIGURE 3.3 Quuck Recovery mamn window

6. (Click the option for recovery from Select the Recovery Mode option, here
we are choosing the Quick Recovery option as shown in the screenshot to

Recover recover the deleted folders/ files.
Deleted Files -

' Quick Recovery for Windows [Tral Version)

EH TaAaskK 2

Qpdons Log Settings View Support

= ‘ L& ‘ @ ‘ 9 ‘ - 5% Quick Recovery
) Sating e Halp ¢ Do i Yourself Dalo Recovery

Salect Quick Recowery lar deletedios] files. Sales) Esfauslive Recovery 8o relriese Sac froem carmupied dnves, panions, folders. Seles Raw Recowery 1o recover
lang st e by seanching M secioy Dy seciel, DEE Imaging besl wsed for AEES Mving bad seciors, Use SuickE s tive Recovery on e image Lhal s crealed.

Exhaustive Recovery

&=
L=

Raw Recovery Disk Imaging

salect the Recovery Moda

FIGURE 34 Quck Recovery Disk Selection wandow
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Module 13 - Data Backup and Recovery

7. Now select the Partition to search for deleted files then click Next.

' Quick Becovery for Windows (Tnal Version] - Cuick Recovery — b
Options  Log  Settings  View  Support
B A o 2N O i#a% Quick Recovery
R Setling Haly Do It Yoursett Data Recovery
m Diavice Inloimalion | el
e Gekoi Logical Drive
e Local Dish (L) Buy Online

e helel Dizk
o Dk

- Select Okk Image |ciestsd bp mage recowvan aplioh|, fom which pou ware tooecower pou data, clok Mewt booprocesd b Step 2.

"ﬁ Barck Mext ﬁ'

L Quick ® _ FIGURE 3 5: Quick Recovery Selected Disk Contents window
;E%ﬂfﬁgézﬂ?iﬂd 8. The Step-2 wizard appears as shown in the screenshot, in this step you need

NTFSS5 file systems. to select the partition in the left pane, then click Next.

¥ (Duick Recowvery for Windows (Trial Version) - CQuick Recoweny — -
Options Log  Settings  View  Support

¥ A @ m e &% Quick Recovery

Lsad Log Save Log Setting Help Co If Yourself Data Recovery

s Local Disk [D] You have zelected Locd Di=k |F:] wihl:dhwirg |:|r|:||:|=r|:'=: g Comtact Uz

File Sy=bam . MTF5
Capaoly 95GE Buy Online

[ Seach Exhauzive

Select the particion i which yoLr data exist. Click Nest for Step 3. To change your disk go Back | wou have zaved lopeake. bad bg
by select Lond Log opfian
E=hauzhve Mode - Thizis b be checked it the curent st of partbores iz nok complebe. Select "Dk boosearch For more parkboes in the disk,

If parthors ane lishad. 2eleck e padton wkhin mhick vou need o seach borlos olde: o dives
9 oo

FIGURE 3.6: Qruck Recovery tool recovery process window
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m The Quick Recovery
tool’s key features inchude:

» Recovers files deleted
from the Recycle Bin

= Recycle Bin recovery for
both FAT and NTFS

» Recovers data after
formatting and creating
different file systems

= File recovery from
miss.ingmlnstfnldm

® Verzatile fecovery filter
that assists in rmeﬂng
» Recovers files deleted

from the Windows
command prompt

u SuPPc:u:ts devices such as
hard disk doves, USEB

etc.

= Saves a Recovery log
during recovery analysis

Module 13 - Data Backup and Recovery

9. In the window that pops up, click OK.
Quick Recovery for Windows (Trial Version) - Quick ... X

If you are unable to find the deleted/lost file's &
folder's in the directory tree,

Please chooze Exhaustive Recovery' under Options
Mmen.,

FIGURE 3.7: Quick Recovery information pop-up window

10. Select the restored files then click the Save button to save them in the
desired path.
"_-" Chiick Recovery for Windows (Trial Verszon] - Cuick Recowveny -
Options  Log  Sethngs Yiew  Support
E A @ 9 o ‘ 2% Quick Recovery
Load Lag Sava Log BI!:I.I.-IE Search Help Y Do It Yourself Dafa Recovery
=& ¢ Root Name | Type | Size | Modifiad [~
B-0117) SExiend O/  $Extend Falder 0 0 B-Mar-2
O System Volurme Information ]|  System Volume Information  Folder 0 15-Apr-20
W[ SRECYCLE.BIN YCLE BN Folder 0
- [FEn CND-2 =) Deleted Folder 0
&) GND-3 [ = i
m-C1) CHO-4 CND-+4 Folder ] 1 0-May-21
L[] CNDAA W CRC-1 Daleted Folder 0 1 0-May-2
FMFT File L2 2ER 0B-Mar-2C
Ol | $MFTMir File 4096 0B-Mar-2C
O : ELogFile File 16449536 0B-Mar-2C
[ $Volume File 0 0B-Mar-20
O | sAttrDef Fila 2560 08-Mar-2C
Ml ° $Bitmap File 312000 0B-Mar-2C »
< >
| Select the desired filesMfolders and cick on Save Browes te path o s@ve. Save ecaven g b cass vou need o caverTecoe Fles latear,
113687 ME size in 20 Direcloriss 724 Fies

Gurrert Faldar -

ﬁ Back

B save

FIGURE 3.8: Quuck Recovery Recovered Files windoow

Note: The tral version of this software will only display the restored files. You need
to purchase the license key from the vendor’s site in order to save the restored
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Module 13 - Data Backup and Recovery

Lab Analysis

Analyze and document the results related to the lab exercise.

PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

(] Yes V] No
Platform Supported
V] Classroom V] iLabs
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]
ICON KEY

™ Valuable

information

e # Test yous
knowledge

m Web exercize

UIE Wotkbook review

Module 13 - Data Backup and Recovery

Partiion Recovery Using MiniTool
Power Data Recovery Tool

MiniTool Power Data Recovery recovers deleted data from the Windows Recycle Bin,
restores lost data even if the partition is formatted or deleted and restores data from a
corrupted bard drive, virus infection, unexpected system shutdown, or soffware jailure.

Lab Scenario

In some cases, there may be a situation where the entire partition is deleted
accidentally and needs to be recovered. Some tools do not support a partition

recovery feature. As a Network Administrator, you should be aware of the different
tools which 1s capable of recovenng deleted partitions.

Lab Objectives

The objective of this lab is to demonstrate how to recover deleted partitions using
the MiniTool Power Data Recovery tool.

Lab Environment

To carry out the lab, you need:
" A computer mnning Windows 10
"  Adnunstrative prvileges to mstall and run the tool

* The Power Data Recovery tool, located at Z:\CND-Tools\CND Module 13
Data Backup and Recovery\Windows Data Recovery Tools\MiniTool
Power Data Recovery

"  You can also download the latest version of the Power Data Recovery tool
from http://www.powerdatarecovery.com

" Ifyou decide to download the latest version, screenshots shown mn the lab
mught difter
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= TASK 1

Deleting a
Partition

Module 13 - Data Backup and Recovery

Lab Duration
Time: 20 Minutes

Overview of MiniTool Power Data Recovery

MiniTool Power Data Recovery is data recovery software for home and business
users. It can recover deleted data from the Windows Recycle Bin, restore lost data
even if the partition 1s formatted or deleted and restore data from a corrupted hard
drve, virus infection, unexpected system shutdown, or software failure. It supports
IDE, SATA, SCSI, USB hard disk, memory card, USB flash duve, CD/DVD, Blu-
Ray disk, and iPod. MiniTool Power Data Recovery contains five data recovery
modules: Undelete Recovery, Damaged Partition Recovery, Lost Partition
Recovery, Digital Media Recovery, and CD & DVD Recovery. Each data recovery

module focuses on a different data loss scenano.

Lab Tasks

1. Before minning the tool, go to Computer and check for the available
partitions. In thus lab, Windows Explorer 1s showing two partitions, Local

Disk (C:), and Local Disk (D:) .

[
|5 | ] =] hisPC
camputer Wiewr
= w P E s ThisPC w S=arch This PC
o
b Ouick access ~ Folders {B)
B Desltop - e
s
* Downloads o - Desktop ~— [Documents
E Documents 4
= Pictures -, ‘ Downloads I hMusic
Mew folder (2 #
My Backup(1) |—| Pictures E Yiceos
Mew folder k'
- Mew Volume (D2 ~ Devices and drives {3)
SCIEENpressn Local Disk [C:)
| B Fioppy Disk Drive (a1 I
s OneDrive My gy 3.4% GE free of 19.9 GR
I Bl This PC Mew Yolume (IK)
- |
I Deskiop Mgy 3.39 GE free of 3.41 GB
E| Documents
A

FIGURE 4 1: Windows E.‘zpls:u:e.rshc:mug Hard Dhzk Dyives
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IQ;[I Registenng a copy of
MiniTool Power Data
Recovery with a
Commercial Licenze wall
allow data recovery for the
Windows Server O5. For
example: the Windows
2000 Secver Family, the
Windows Server 2003
Famuly, and the Windowrs
Server 2008 Fanuly.

m The Undelete
Recovery module focnses
on recovenng deleted files
and folders. By using the
Undelete Recovery modnle,
vou could recover deleted
files emptied from the
Windows Recycle Bin and
even files deleted by
pressing Shift+Delete.

Module 13 - Data Backup and Recovery

2. Right click on the Start icon and choose Disk Management from the

context menu as shown in the screenshot.

Programs and Feabures

Powvwer Options

Event YViewer

Systemn

Device Manager
Metwork Connections
Dizk Management
Computer Management
Command Prompt

Command Prompt [Admin]

Task Marnager
Cantral Pamel
File EBgilores
Search

Fii

Shut down or sign out
Diesktop

Yot

FIGURE 4.2 Nawgatng to Disk Management

3. The Disk Management window appears. Right click on the New Volume
(D:) and select Delete Volume from the context menu.

4. Once you click on Delete Volume, the Delete simple volume pop-up

appears, click Yes.

Note: Delete simple volume warning message appears, click Yes to continue.

The drive letters may vary in your lab environment.

ke

r
= Disk Management H 7
File Actien View Help
e D HE QXS aE
3
Volume Layout Type File System Status Capacity Free S5pa... | %
= () Simple Basic MNTFS Healthy (B... 19.93 GB 348 GB 17
sat=RilN Sirnnle Razir MTFS HEEch'_‘,." P.. 3.42GE 3,30 G5B O
i System R Open Healthy (... 300 MB 174 ME 353
Explors
Mark Partition as Active
Change Drive Letter and Paths...
£ Format...
Extend Volume...
= Disk 0
Basic Shrink Velume... Volume (
40.00 GB Add Mirror... GENTFS ] | 659 GB 9.52 GB
Online i
Delete Volurne.. lthy (Prirnar] | Unallocated Free space
W Properties I
Help
B Unallocarcopgrromary-parooer g carenmoeo-paroooemrss . Free space

FIGURE 4.3 Deleting the Volume
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Module 13 - Data Backup and Recovery

5. Navigate to ZACND-Tools\CND Module 13 Data Backup and
Recovery\Windows Data Recovery Tools\MiniTool Power Data Recovery
and double-click the pdr7free.exe, if the User Account Control pop-up
appears click Yes then follow the wizard droven installation steps.

Note: Never install this tool on Operating system mnstalled dove from which
you need to recover the data.

I Setup - MiniTool Power Data Recovery Free Edition — -

Wclcome to the MiniTool Power
Data Recovery Free Edition Setup
Wizard

This will install MiniTool Power Data Recovery Free Edition 7.0
on your computer.

Itis recornmended that you dose all other applications before
contnuing.

Clidk Mext to continue, or Cancel to exit Setup.

FIGURE 4.4: Installing MiniTool Power Data Recovery

6. After completion of the mnstallaton make sure the Launch MiniTool Power

L) Powes Data Recovery Data Recovery option is checked, then click Finish. The main window of
supports Windows 7, Vista, MiniTool Power Data Recovery appears once it is launched, as shown in the
}TEE : Bﬂﬂmgmﬁiﬂﬁ screenshot.

2000 Server fanulies.

_" Hni|oo Fower Dads Hecoy ey Free Edibon VA0

(Mini Tool | 5
Power Data Recovery °

Lost Partilion Recovery

Damaged Partition Recowverny

Digital Media Recovery CIVDVD Recovery

FIGURE 4 5: Main Window of MiniTool Power Data Recovery
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m Power Data Recovery
free version software
supports 32/64 bit

Systems, including
Windows XP, Vista, and
Windows 7. The free
version allows recovery of
1 GB of data only.

= task 2

Recover Deleted
Partition

EL) supposts NTFs

compressed and encrypted
files.

Module 13 - Data Backup and Recovery

7. Choose the Lost Partition Recovery module.

\Mini Tool|

Power Data Recovery

. +

Undeiete Recovery Loat Partition Recovery

FIGURE 4.6: Choosing Lost Partihon Recovery module

8. Select the Device you would like to recover and click the Full Scan button.
Note: In some cases, the tool mught not be able to recognize disk partitions.
Instead, it will just show the complete hard disk in the device selection pane. If
that is the case:

a.

o aon

Hh

Salect the Dewice you like to recover: | oad manualy saved s can readt

P vitual HD

f-n.,:
r--

P hew Volume[MTFS)

Select the recovered partition and then click the Show Files button, this
displays the message Preparing RAW file list 1s in process.

On completion of the process, the list of files present in the recovered
partition 1s displayed.

Check the restored partition and then click the Save Files button.
Browse for the path to save the restored partition and then click OK.
A Window pops up showing the information. Click OK.

Now the partition is restored

Device Type Cepacity  Informstion

ALK GB [Systern Reserved), Cy Mew Yolurme)

Phiysical Disk

Dieleted Pastitian

FIGURE 4.7: Starting the recorery process of Deleted Partition
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Module 13 - Data Backup and Recovery

9. On completion of the recovery process, the list of files present in the lost
partition 1s displayed. Select all files and click OK

"‘: MiniTool Foveer Cevia Reoowery Free Ecibion W0

E Lost Partition Recovery

¥ Preazs q Fird "'f Eiter E Expeort Sean Resulk

Path Type
= m k- File Mams T Size Crestion Date 4
PR R Bl w0 = =) (urFsizazce

y B == 22 (NTES)AD..
! [] s &2 (NTFS)3.01 ME
; [ == 23 (NTFSIT.2.

[ e s a2 3 INTRSIT.2G ME "y

I7] i 44 [All RAW Files)

m Power Data Recovery
tool kev featares inclade: Flename: #1(NTF5)3,42 &8
) Sio=:

Dirmergiora;

Creation Date: Linknown
Wincifiad Date: Linkmowr

= Recovers deleted files
and folders

» Recovers data from

damaged partitions . =
Legend: x Deleted Ale 7 LostFile | RawFRle NTFS Comprecsed Fle  NTFS Fncrypted Fie
= Recovers data from
inaceceszible hard drives Total 6.68 MB i 39 (e, Seected 668 MBin 39 s, | Eack |=

Fres= Edibon hes 1 GE dats restorsbon it 101852 ME l=Ft. Doograde Mo

» Recovers data after re-

E 2 FIGURE 4.8: Saving all the files of restored partttion
» Recovers data froma ] ]

crashed hard drive 10. The Select a directory to save file window appears. Select any location
» Recovers data after an then click OK.

MER cormption
» Recovers data after

remnstalling Windows :

|

» Recovers data from _- [mﬁlmjFl I N S N L L L L N S ¥ j

Windows Dynamic Disk @ @ Win-10

Volhime

#- |5 Documents

" Recovers photos from a :

memeory card B ﬁ Music
= Recovers video and '-ﬂ . Videos
» Recovers data from L HFI Dick Dri .

! = | [ e Floppy Disk Drive (A:)
finalized, or scratched . B & Local Disk (C) (3.41 GB Free Space)
CD/DVD disks
& MNetwork
oK Cancel
>
FIGURE 4.9: Choosing Destination to Restore

CND Lab Manual Page 601 Certified Nerwork Defender Copyoght (& by EG-Gouncil

All Rights Reserved. Reproduction 13 Stnctly Prohibrted.



Module 13 - Data Backup and Recovery

11. You can see the lost files of the deleted partition restored on the selected
location (Desktop).

Recycle Bin

[Q;,[l Supports file systems:
FAT 12/16/32 (used by
hard disks, disks,
Smartmedia™, Compact
Flash™, Memory Stick and
other), NTFS (used by hard
drives), ISO 9660, Joliet,
and UDF (used by
CD/DVD disks). :
3
(NTFS) /...

.8

4 (All RAW
Files)

e

MiniTool
Power Dat...

FIGUERE 4.10: Data restored

Note: Screenshots may vary in your lab environment according to the contents of

the file stored in the deleted partition.
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Module 13 - Data Backup and Recovery

Lab Analysis

Analyze and document the results related to the lab exercise. Give your opinion on
deleted partitions recovernng deleted partiions with the Power Data Recovery tool.

PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions
Internet Connection Required

[ 1 Yes M No
Platform Supported

] Classroom V] iL.abs
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