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Module 12 - Network Risk and Vulnerability Management

Vulnerability Analysis Using the
Nessus

Nessus allows you fo remotely andit a network and determine if it has been broken
into or misused in some way. It also provides the ability fo locally andit a specific
machine for vilnerabilities.

Lab Scenario

As a network administrator, you are require to perform vulnerability scanning
on you network as a part of network operation. This enables you to find various
vulnerabilities that may exist in your network. These vulnerabilities, if not
mutigated mn time, can create huge nsk to the network. Attackers may take
advantage of these vulnerabilities to compronuse your network. As a network
administrator, you should be able to perform a detailled vulnerability scan on
yvour network. This lab will demonstrate how to perform vulnerability scanning
on the target network.

Lab Objectives

This lab will teach you how to use the Nessus tool to perform a vulnerability
scan on the target network.

Lab Environment

To carry out this lab, you need:

" Nessus, located at Z:\CND-Tools\CND Module 12 Network Risk and
Vulnerability Management\Vulnerability Assessment Tools\Nessus.

" You can also download the latest version of Nessus from the link
http: / [wrwrw.tenable.com/ products /nessus/ select-your-operating-
system. If you decide to download the latest version, the screenshots

shown in the lab mught differ
" A wvirtual machine munming Windows Server 2012

" A virtual machine runming Windows 10
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Module 12 - Network Risk and Vulnerability Management

® A virtual machine minning Windows Server 2008

® A web browser with Internet access

®  Admumstrative provileges to run the Nessus tool

Lab Duration
Time: 35 Minutes

Overview of Vulnerability Scanning

Vulnerability scanning i1s one type of a secunty assessment activity performed by
securnty professionals on their home network. It helps them find possible network
vulnerabilities.

Lab Tasks

Note: Before starting this Lab Exercise turn off Windows Update in the

E TaAask 1

Windows Server 2008 machine. To turn Windows update off launch Control

Cnr:ll': 5::: ;::5u5 Panel = Windows Update =2 Change settings and select the Never check for
g updates (not recommended) radio button and click OK then close all the

windows.
1. Launch the Windows Server 2012 virtual machine before beginming thus
lab.

2. Navigate to Z2\CND-Tools\CND Module 12 Network Risk and
Vulnerability Management\Vulnerability Assessment Tools\Nessus,

and double-click Nessus-6.6.2-x64.msi
If the Open File - Security Warning pop-up appears, click Run.

4. The Tenable Nessus Installation Wizard appears. Follow the
installation steps to install Nessus. You should accept all of the
installation defaults.

Tenable Nessus (x54) - InstallShield Wizard

Welcome to the InstallShield Wizard for
Tenable Hessus (xG64)

B The Iratallshield{R) Wizard will install Tenable Messus (x64) on

- vour computer. To continue, cids Maxt,

E? Mesasns iz dEE!.E[I.-E:d to

antomate the testing and
discovery of known
secuﬂtyp:ﬂblems_ ;ﬁeﬂgﬁﬂﬁjgam is protected by copyright law and
FIGURE 1.1: The MNessus Install Shield Wizard
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Module 12 - Network Risk and Vulnerability Management

5. Dunng the installation, if a Windows Security pop-up appears, click
Install or skip to the next step.

6. After installation, Nessus opens in your default browser.

Note: In this lab demonstration the default browser 1s Chrome, if you are

using different browser the screenshots may vary in your lab environment.

inchades NASL (Nessus 7. The Welcome to Nessus window appears. Click the clicking here link

Attack Seripting Langnage). to connect via SSL.

[ Welcoms to Neassus xR

= = I [ localhost: 8834, WelcomeToMessus- Installfwelcome

Welcome to Nessus

Flease conmect via 351 byfclicking here

ikely toget 0 secwnily alert fror
your web broweser saying that the 550 centificate s
Y adher Cho0se o T8rmipongsi
X, G v oon obfour o volid 550
ficote from @ registrar. Please refer fo the

nertahion for more dnform gl

FIGUERE 1.2 Welcome to MNessns window

8. The Your connection is not private window appears. Click the
ADVANCED link.

[ Brivacy errer

€& - O b localhostBo34

m MNessus probes a mange
of addresses on a network to Your connection is not private
I Attackers might be trying to steal your information from localhost (for example,
passwords, messages, or credit cards). METEAA CERT AUTHORIT ALIC
] sutornatically report details of possible secunty incidents to Google. Prvacy policy
ADVAMCELD Rack to safety
FIGURE 1.3: Browser Security Webpage
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9. Now, click the Proceed to localhost (unsafe) link.

[® Privscy ermor
- 2 B e ocalhostBA34
Dunng the mstallation
i
Nessus, manipulating the
Nessus sermce 13 penerally not

Your connection is not private

Attackers might be frying fo steal your information from lecalhost (for example,
passwards, messages, ar credit cands)

[ suitcenatically report details of possible security incidents 1o Geogle. Privacy policy

HIDE ADYANCED dack to satety

This server could not prove that it is lecallhost: its securnity certificate & not trusted by your
compuier's operating system. This may be caused by a misconfiguration or an attacker
ritercepliing yiowr connection.

Broceed b0 bocalfost unsafe)

FIGURE 1.4 Browser Securty Webpage

10. The Welcome to Nessus 6 window appears. Click the Continue
button.

3 Nezan J Setup

- 2 & e localhosta 3

Welcome to Nessus® 6 JNessus

Thdnk yod Tor installing Mlecsus, the warkd eader in vulnersili scanners. Mess s #ill low you 10 periom:

* High-zpeed vulnerahiliy discousery ta determine which hosts are running which senaces
* Ageriless auditing ta make =urs no hast on your retwork is mizsing zecurity patches

= Comgliance checks 4o wanfy that avery host on your network adhares to your security poliog

s Scan scheduling to @utomatizally rum scans at the fraquency you select
s Arid maral

Press contirue 10 perfarmn aocounk setup, register this scanmer, and downlesd the latest plugins

Lordinue

m Nessus 15 public
Domaimn software lhcensed

nnder the GPL.
FIGURE 1.5 Welcome to MNessus window

11. The Account Setup window appears.

12. Create credentials for scanner administrative control. In this lab we
have created the Username: admin and the Password: test@123 then
click Continue.
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m Nessns has the ability to

test 351 servaces such as hitp,
SMTPS, IMAPS and more.

m If you are namng the
updates are managed from
the Secnnty Center. Nessus
needs to be started to be able
to commmumicate with the
Secunty Center, whach it will
normally not do without a

Module 12 - Network Risk and Vulnerability Management

13. These credentials are used to log in to Nessus for the vulnerability

VP Messus F Seb
P

+_'

O | S b/ ocalhostB834

Account Setup

“INessus

morder to log in 1o this scanner, a "System Administrator acoount must be created. This user has full contrd of the
scannei—aath the sbility 1o createsdelets users, stop nunning scans, and change the scanmer configuration.

Usemame
Fassword

Caonfirrm Password

Continue

admin

I EEEaEaER

FIGURE 1.6: Account Setup window

14. The Product Registration window appears, in which you need to enter
an Activation Code. Click the Registering this scanner link to obtain
the Activation Code.

15. The Obtain an Activation Code tab opens. Scroll down and click the
Register Now link under Nessus Home.

Messus Home

Free

Messus® Home allows you to scan
wour parsonal home nabeork with
tha same powwerful scannear
aenjoyed by Hessus subscribers

For Home Wsers

Scan % IPs

Nessus Home featuras:

High-speed, accurate asseszment
with thausands of chocks

Aganthass scanning of home
networks

Hagislar MNow

Solutions

MNessus Professional

$2 190/ Year

With more than 20,000 users,
Massus® Prafessional is tha
waorld™s mioist l.l..irli:l'!,r-.-le-p oy
vulneraoi IT!.I'. EﬂﬁTgUrﬁ[lﬂl’l and
compliance assessment produc

For Individuals

Scans Unlimited (P
Messus Professional fealures:

Accurata, b gh-spead assat
discovery and broad coverage
and profiling

Vorla's largest continuous|y-
updatad librany of vulnerability and
canf guration checks

Products Try Buy Support & Services

i

Company

Nessus Manager

Contact Us

Messus® Manager combines the
powarful detoction, scanning, and
nu.'liling features of Nessus with
ERTENS R ".l'lJl'I'II'."I"-c'IDIlIl'!'l'
FrAfGgarment and collaboration
functions.

For Enterprise Teams

Scans IPs and Hosts with Nessus
Agents

Messus Manager features:

Enables the shar ng of multiple
Messus scanners, schedules,
policias and rasults

Imteqrates with patch
management, mabils devico

FIGURE 1.7: Activabon Code Registration tab
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Module 12 - Network Risk and Vulnerability Management

16. The Nessus Home page appears. In the right pane under Register for
an Activation Code, enter your details and click Register. Once you
click the Register button you can close the newly opened tab.

Note: Provide a working email ID in the Email field, as Nessus will send
you the activation code.

o0 Messus o Sehugn 1 O Hesues Home | Tenable
o ] i www Eenablecomyproductsfnessus
If"iuldﬂ ﬂﬂt @51:& o 1:] Solubons  HFrodwcls Iry  EBwy Support & Servicas  Company
vour copy of Nessus, you will >
not recerve any new plogmns {1} Nessus Home Register for an
and wall be unable to start the Messue® Home allows wou to scan your parsonal home nebaork (up to 16 1P Activation Eﬂde
NEESI.E SErver I"'Iﬂtﬂi T]'.'IE addresses per scarmer] with the same high-spesed, in-deph assessments and Farst Name *
Artrration Code i3 not case agentkess scanning convenianoa that Mossus subscribars cnjoy.
.

Please nols that Messus Home doas nol provida 3000ss 10 supgor, allaow you 1o .
Last Mam
perform compliance checks or contant audits, or alkee you b use tha Nessus virlual

agpliance, IT you reguing suppon and these additonal Teatures, plepse purchase a

Messus subscrption

Messiis Home B availlable 160 personal uEe ina home envirenment ol 1S not fof

i ail i
u=a by amy comamarcial ar-ganl::allnn. Bl

Checlk to recetss updates from
Tkl

* Il agree fo the terms of senice

FIGURE 1.8: Reglstenng for a Nezsns activation code

17. Log in to your email and look for the activation code. The mail is from

Nessus Registration, open it.

18. Look for activation code in the mail and note it down.

Nessus Registration <noreplyidi - v

Thank you for registering your Nessus scanner with Tenable. The Nessus Home
subscrption will keep your Nessus scanner up to date with the latest plugins for
vulnerability scanning

(Mote: If you use Messus in a professional capacity, you need a Messus
subscription. )

Your activation code for the Nessus Home is

m The updated Nessus
secunty checks database is o . : . .
retrieved with the This is a one-time code. If you un-install and then re-nstall Nessus. yvou will
: P lated need to register the scanner again and receive another Activation Code.

plugins. Activating your Nessus Home Subscription
Activate your subscription by entering the Activation Code using the procedures
below:

After the initial installation of Messus, the final process will Inad a local
configuration page in your default web browsar This page will begin a brief
process to set up the scanner including ceating an account. registering the
scanner with your activation code, specifying a proxy (optional). downloading
the plugins, and initializing Messus for use.

Plaase consult the Nessus 6 Installation guide locatad at
http://wanw tenable. com/products’nessus/document ation for more information
on this setup process.

Mo Intemet Access on your Nessus system?

FIGUERE 1.9: Activation code for MNezzns
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Module 12 - Network Risk and Vulnerability Management

19. Switch to the Product Registration page and enter the Activation code
in the Activation code section then click Continue.

3 Nessus / Setup

= - O | & E//localhost8434

L) Once the plugins have

been doomloaded and

el e [N LN Product Registration J)Nessus
il indtialize and the Mezans
server will start

As information abowt new wulnerabilities is discovered and released into the puldic domain, Tenable's research staff
rebeases pluging that enable Messus to detect their presence, These pluging contain wulnerability information, algaonithme
to test for the presence of the issue, and a sat of remediation actions. Reqgistering this scanner will grant you access to

dewsnload these plugins.

Registration Messus [Home, Professional or Manzger)

Actvation Code

Custom Settings

FIGURE 1.10: Activation code registration

20. The Nessus Download page appears. Wait for the download to

complete.

¥ MNeszus ¢ Loading »*

- C &b/ localhosta834

FIGURE 1.11: Nessus Download page
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Module 12 - Network Risk and Vulnerability Management

21. After downloading i1s complete, the Initialization page appears. Wait for
the mitialization process to complete (It will depend on ISP bandwidth).

L1 For theitem SSHuser [ © Nesaus/ Losding %\
name, enter the name of the €« - O | [&b#S/localhostigid
acoonunt that 13 dedicated to
MNessus on each of the scan
target systems.
e
O Nessus
N
FIGURE 1.12: Nessus being inthialized
22. On completion of the mmitialization, the Nessus Login page appears as
shown in the screenshot.
23. Enter the Username and Password you created m Step 12
(Recommended User: admun; Password: password), then click Sign In.
=¥ Nessus Home | Login & T,
€ = C B bupt/localhostaaid,%,
.,
O)Nessus
haome
m Nessus probes network
sermces on each host to 4 admin
obtain banners that contain
software and OS5 version g “"'“'l
: :
FIGURE 1.13: Signing into Nessus
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Module 12 - Network Risk and Vulnerability Management

24, The Nessus/ Scans window opens as shown.

‘3 Messus Home [ Scans -l T

- C & baps)/Mocalhost:B834,%/scans

Policies aderin

Scans

My Scans ] )
This folder iz empty.
Trash

All scans

Mew Folder

FIGURE: 1.14: The Nezzus Scan: window

Hrask 2 25. To add a new policy, click the Policies button in the menu bar.
Add a Network "% Messus Home ¢ Scans xR
Policy = O | B s/ /localhost8834/#/scans

-_:fi Nessus Policies

) New Scan

This folder is empty.

FIGURE 1.15: The Mezzuz Policies window
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26. When the Nessus/ Policies window opens, click the + New Policy
button.

‘o Meszus Hame [ Policies A T

& = C @& bsrE/localhost8534/%/ policies

Policies

m NEWPﬂlm are © New Policy
confignred nang the

Credentials tab.
FIGURE 1.16: Adding a new policy in Nessus
27. The Policy Library window appears. Click Advanced Scan
‘o Meszus Hame [ Policies A T
& = C &bwrsslocalhost8834/%/ policies/new
D Nessus
Policy Library
All Temiplatss Coanner
‘\ (o 5_

Audit Cloud Infrastructure Badlock Detection Bash Shellshock Detection
mmamtnm ' ecommendatiors. T party coud senvices, 3016.2118 ard CVE-2016.0128, 30145271 and CVE-2014-TIER
certificate to your
ocganization must be used.

Basic Metwork Scan Credentialed Patch Audit DROWN Detection Hast Discowery
FIGURE 1.17: Choosing Advance scan from the Policy Library
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Module 12 - Network Risk and Vulnerability Management

28. The New Policy / Advanced Scan section with General settings
appears under the BASIC tab.

29. Specify a policy name m the Name field (we are wusing
NetworkScan_Policy), and give a description about the policy.

¥ Messus Home / Policies /| X W %
= ' | & b /localhosta834/#/ policies/new/ad629e16-03b6-8c1 d-cefe-ef Bc9dd 20858d 24bd 260ef5 f9abb et 17 | =
i) Nessus Scans Palicies admin

New Policy / Advanced Scan

Policy Library > Settings Credentials Compliance Flugins

BASIC W Settings [/ Basic / Genera

General

Permicsione Mamme Metwaorkscan_Policy

DISCOWERY o
Description Scanning a Metwaork

ASSESSMENT

REPORT

ADWANCED m s
LS

FIGURE 1.158: Costomuzing the general settings

30. Click the DISCOVERY tab in the left pane. Host discovery (which is a
sub umt of Discovery) will appear.

H task 3

¥ Messus Home [ Policies . » %
Configure a

&= = O & beps/localhost8834,/%/ policies/new/ad628e15-03b6-8c1d- cefE-efBc2dd3ca58d 24bd 260 f5f0e 66 /5etti o | =
Network Policy —

':ﬁ NESSUS Scans Palicies acdmin
New Policy / Advanced Scan
Policy Library » Settings Cregentials Complanos Plucuns
BASIC tings / | ry / Host Discovery
DISCOVERY

Ping the te host
Host :-Il'-il:l'.lf'l:,.' e Rl
Peirt SCanning
Service Discovery General Settings
ACCESTMENT | Test the local Nessus host

t setbing specifies whether the locs
REPRT
ADVANCED
Iise fast network discoveny
] e "-|'il'-'_ ag s atbamipts f0 avoid false positiens performing additions] fests ¢
s -r lnad balancer East meswnirk discowere hivnasses those sdditinas
Fing Methods
FIGURE 1.19: Host Discovery tab
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31. Switch off the Ping the remote host button, check Scan Network
Printers and Scan Novell Netware hosts. INext, click on the Port

Scanning tab under Discovery.

23 Messus Home / Policies /0 Y
€ = 0 & bupt/localhostag34/#/policies/new/ade29e16-03b6-8c1d-cefs-efBcodd3ce58d24bd260ef5 1066/ setticy =
Palicy Library * Sattings Credentials Compliance Slugins -

BASIC Settings / Discovery / Host Discovery

DISCONERY
Fing the remote host

Hest Discovery

Part Scanning

Fragile Devices

Sendice Chscovery

ASSESEMEMT | Scan Metwork Printers ‘g

REFORT

=«  cran Movell Metaare hosts

ADVANCED

Walke-on-LAN

List of MAC addresses #dd Fila

Boot time wait {in minutes)

Metwoark Type

MWetwork Type flmed (use RFC 15%18)

FIGURE 1.20x Customizing the Host Discovery tab

32. Click the checkbox to Verify open TCP ports found by local port
enumerators and click on the Service Discovery tab.

=% Messus Home / Policies /% %

= -+ O | B bs/flocalhost: BR34/%/ policies/new/ad62%e 16-03b6-Bc 1d-cefs-efBc9dd3c658d 24bd 260ef5 flebh/satti 1 E'

ke

OIS COVERY o
Perts

Host Discowvery )
Corsider unscanned ports as closed

Port Scanning
Service Disc :'""f""l'e Peat scan range: chefault
ASKESSMIENT

REPORT Local Port Enumerators

w
ADVAMCED 35H [netstat)

WM [netstat]
m Path of MNessus home
directory for windows
\programfiles' tenable’\nessus

CHMP

Cnly run network port scanners if local port enumeration failed

Verify open TCP parts found by local port enunverators I

Metwork Port Scanners

ol B L

Override avtomatic firewall detection

FIGURE 1.21: Customizing the Port scanming options
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33. In the Service Discovery section, check the Enable CRL checking box
then click ASSESSMENT 1n the left pane.

3 Messus Home § Policies x g
= & | & barS//|localhostAg3d/# policies/new/adE2 92 16-03b -8 1d -cafi-eficod d3ch 58d 24bd 260ef5fabhfsettiyy =

DSCOVERY W
General Settings

Host Dhscovery
#  Probe all ports to find senaces
Port Scanning

Attermpls to map each open pe

services and cause foreseen sic

capdice Disoovery

ASSESSMENT e cearch for SSL/TLS semvices

REPDET

ADVANCED
Saarch fer SSLTLS an Known S5L/TLS ports

Identrfy certificates expining withen = days ai

" Enumerate all S5LTLS ciphers

WWhen selecied, Messus _.||l-\.=:.-|.!:||'...'l'. shiers scvertizec OY S a | Lo ZEM,

inections using all posxibde ciphers

o v  Engble CRL checking {connects ta the Intemet]l

" WARNING: Any
changes to the FIGURE 1.22: Customuzing the Service Discovery tab

. 34. In the ASSESSMENT section, click the Web Applications tab and turn
configuration will . . . i . .
affect ALL Nessus on Scan Web Applications, this option will scan if you have any web
users. Edit these applications running on the machine.

"% Messus Home / Policies x B

& - O | Bbers//ocalhost8834/#/policies/new/ad62 9 16-0306-8c1d-cati-efBc9dd3c658d 24 bd 260e 51966/ setti o 7 E

1.23 NESE LIS SCams Palicies

New Policy / Advanced Scan

Palicy Library * Settings Credentials Compliamas Plugins

BASIC Settings / Assessment /S Web Applications

DISCOVERY
Web Application Settings

ASSESSMENT SR |
Ecan web applications .

General

Brute Force
General Settings

Web Applications I

Lse 3 custom User-Agent hdczillafd0 {compatible; MEIE 8.0 Windows NT 5.1
W ndowe

Malware

. Web Crawler

Start crawling from
ADYAMCEDR

Excluded pages (ragex) fsarver_privileges), phpllogout

FIGURE 123 Custnmizing the Webh H.Pplicalicms tab
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33. Click on the Advanced tab and set the Max number of concurrent TCP
sessions per host and the Max number of concurrent TCP sessions
per scan as 10000,

¥ MNessus Home [ Policies 7 % % |

= 2 O B beys/docalhostBB 3478/ palicies/d/config/settings/advanced

(EIPELELRg R un )

General Settings

ASSESSMIENT
¥ Ensble safe checks

REPORT
P —

ADWVAMNCED

Stop eranning hosts that become unresponsive during the scan

Scan P gddresses in a random order

Perfarmance Options

Slow down the scan when natwork congestion is detected

Metwark tiFmeout [in seconds)

Max simultanecus checks per host

Max simuttanecus hosts per scan

Max number of concurrent TCP sessions per host

Max nurnber of conourrant TCF S2£510NS per sean

FIGURE 1.24- Custumiziug the Advanced tab

36. Click Credentials on the menu bar. Expand the Host tab in the left

pane.

¥ Mesms Home / Polices ) x %
= - @hﬂpﬁ:_'_."lncalI‘ID'E'[:HH.*LJL'.’-'-'.-'|:-u icies/4/config/credentials

Policies Ay

tINessus

NetworkScan_Policy

Policies * S=ttings Credentials Compliance Elugins

CRELFENTIALS ALTIVE CREDEMTIALS

¥ Cloud Services

r Databasze

lb Host

¢ Miscellansous

F Plaintext Authentication

FIGURE 1.25: Customizing the credentsals

CND Lab Manual Page 484

Certified Nerwork Defender Copyoght (& by EG-Gouncil
All Rights Reserved. Reproduction 13 Stnctly Prohibrted.



Module 12 - Network Risk and Vulnerability Management

37. After expanding Hosts, a Windows tab appears below Hosts. Click on
the Windows tab. A Windows Active Credential appears on the right.

J hessus Home / Policies ¥

+ C' [ bbE localhost:8334,7#/policies/4 /configfcredentials

0 _ DI Nessus —
The most effective
credential scans are those for - By 0o pofiny
which the ﬂpp]ied credentials ’
st i Cradentials Conyliance Plugins

Authentication method

Userranme

Password

Domam

Plaintext Authentication

Global Settings

FIGURE 1.26: Adding Windows hosts

38. Select NTLM hash as the Authentication method from the drop down.
The username will be AD143 and the hash is qwerty@123.

7 Meszus Home (Policies [ = % %

& & C @& baptsdocalhoscaaid, 7#/ policdes/4/configfcredentials

Windows  \ser 407435 Auth methoo: MTL Hash

Authentication method MNTLEA Hash

Usermame A0143

Hazh FETTTrE T

Dhomnsin

Global Saftings

| Wever send credentials in the cleas

[ho maok use WTLEWA authanbcahion

Ltart the Remote Ragistry sarvica during tha scan

Ermable adminsstrative shares duning the scan

FIGURE 1.27: Adding Windows credentials

39. Add another three Windows hosts by following the same steps as
above. The Username will be AD144, AD145 and AD146 respectively
and the hash value 1s common for all three. It 1s qwerty@123.
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40. Now, expand the Database tab which i1s above the Host tab. Under the
Database tab click Database to add a New Database.

m If'FUU- ﬂIEllEifg 2% Messus Home  Policies /| 3 %

Km?““ﬂ“t cﬂ:l:l.ﬁgl.:l.l:e = = O & 5/ /lacalhost: 3834/7#/pohicies/d/configfcredentials
I :

a MNessus scanner to = . =

anthenticate a KIDC.

CREDENTIALS ACTIVE CREDENTIALS

. dSe Windoass Ltz ADV1SE Aurth miethiod: NTLA Hash

- Database

Database Windouws Liser ADNEE Ath miethiod: NTLW Hash

MangoDB Windows  User: AD43, Auth method: NTLM Hazh

k Host

b Micalanaons Windoiws  Usen ADSL Auan metinod: KT Hash

FIGURE 1.25: Adding a Database

41. A new Database window opens in the nght pane. Enter the Adnmun
Login details created in Step 12.

42. Enter the Database SID: 4587; Database port to use: 124; and select
the Oracle Auth type: SYSDBA.

=3 Messus Home S Policies ' | X &

C | & bapT//localhosta 34, 7%/ policies/4/config/credentials
R Wirdows  User: ADNAS, At metecd: MTLA Hesb

Winddows  Wkar: AD44, Aull mathssd: NTLM Hash

Database

Usermame admin

Plaintext Authentication
Passward PETTrer

Catabaze Type

Cratalpase Poat

m To scan the window,

inprt the field name, type, auth type
Eﬁqr,mtarg&d;aﬂdmget SID

Cancal

FIGURE 1.29: Adding Database credentials
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43, Click Save.

) Wessus Home [/ Policies | % )

& & beE/ AocalhostB834,/7#/policies/4/config/credentials

Wirndows  User AD145 Both matkosd: MTLA Hash

Windows  User AD044, Auth method: NTLW Hesh

adiin

m Nessus has the ability to

save confienred scan pohices, Password sssasans
netwodk tacpets, and reports
as a INessns file. Databiaze Typa Oracle

Databaze Port

ALth type

SID

FIGURE 1.30: Saving the settings
44. A Policy updated successfully notification appears, and the policy is

added as in the Nessus/ Policies window, as shown.

=% Mem=us Home / Policies X & 0

- - @mmf;_”ﬂﬂﬂ”'llﬂ';[:!-!ﬁ-'l_.':'-'-=_."|:::|||'.".

‘}!.1 NE‘SSUE SCENS Policies admir

Poficy saved successhulby

Mew Pelicy slices /Al Policies

Mame = Type

|ﬂ-eh'-1:-r|-:5-:-a n_F'cln:',rl Advanced

FIGURE 1.31: The Nessus - Policie: window with the ﬂEl;l;rl}'r added Pc:].tmr

= TAsk 4

45. Now, click Scans = + New Scan to open the New Scan Template
Launch a

window.
Network Scan
I Messus Home ¢ 5<ars x R
-
i Nessus ; admir
This fzkdar is empty,
FIGURE 1.32: Adding a New Scan
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465, Click on the User tab on the menu bar.

¥ Messus Home / Sars x % 1

= C | & bars ./ localhostaB34)7#/scans/new

m Nessus supports non-
credentialed remote scans;

credentialed. local scans for
deeper, granular analysis of
a network device’s

3 Nessus Scans R

Scan Library

All Templates

-\

Audrt Cloud lnfrarlrm:tunl

st

Basic Metwork Scan Credentialed Patch Audit

FIGURE 1.33: Selecting the user tab

)

Bash Shellshock Detection

TR =Ll L PR

©

Haost Discovery

4/. Click on the policy created. (NetworkScan_Policy)

¥ Messus Home / Scans A T
& = O |G beps:/flocalhost834/7% /scans/new

;_-:'} NE‘SSUE Soans Policies

Scan Library
m Messus has more than
450 Irmphﬁ are avalable for Al Tesmplates G 1 Llzer
comphance (eg., FFIEC,
CEERT, CIS, COBIT,/TTIL,
DISA STIGs) auditing. E

MetworkScan_Policy

FIGURE 1.34: S-EIEctmg the created Pﬂ].ﬂ:'i’
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48. Input the Name of the scan (for this lab use Local Network), then enter

the Description for the scan.

e . 49. In Scan Targets, enter the IP address of the target on which you want

i sl bickebine: to perform the vulnerability assessment. In this lab, it 1s the Windows
hosts communicating with 10 virtual machine and the IP address 1s 10.10.10.10.

botnet-infected systems,

lmowm /unknowm processes

as well as web services linking ) Messus Home S Scans /B0 X

to malicions content. € 5 O B bey/ NocalhostBa34/7# scans/new/abdbacd 2-0516-42 5c-9d79-3ba3040ad 1c24e5 1211403 febed)

BASIC oy 15 £ Bas |:3.:'__.r|.;|__-':_1:|

General

Schadule

Motrfications
Diascription Scanning a local network

Wiy Scans

TR

Upload Targets

FIGURE 1.35: Confipuring the basic settings in the scans window
Note: The IP addresses may vary in your lab environment.
50. Click save.

Wl Messus Home S Scansf B X

€ = O [BEbeEyNocalhostEE34 1% scans/ new/abdbacd 2-05f6-42 S5c-9d79-3ba3940ad 1c24e5121f40 3fehed)

ezl
e Mama Leweal Metwiark

tificatiors
Desciption Scanning & local Memwork

Py Scans

[LER LR LENy o)

Upload Targets add File

FIGURE 1.56: Samng the scan settings
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51. You can view the new scan file created. The Scan saved Successfully

mes sage E.PP-EEIS.
F Messus Home ¢ Soars b T
m EvHFEUdﬂiuﬂﬂe £ C | & baerElocalhost:8834,7# scans/folder/3
Tenable Nessus vulnerability :
scanner 15 coded as a pluginc a j Nessus Policias addmin
ample program which checks
for a grven flaw. Nessus nses Scans
more than 60,000+ different
phigins, covering local and
| ﬂaws. ﬂ' Mow Scan

Mame Last Modified =

Liocal Metwork =T

FIGURE 1.37: Scan settings saved successfully

52. Click on the Launch symbol to start the scan.

“) Mescus Home f Scans

=

admin

Last Modified =

m Badlock Detection
This policy is used to perform
remote and local checks for

(CVE-2016-2118 and CVE-

2016-0128).

M8

FIGUIRE 1.38: Imu:nchmg the zcan
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53. Click on the scan name (Local Network) to view the status. Wait for
the scan to complete.

F Messus Home ¢ Soans b T

% C & beepE/Mocalhost: 3834/ #/zcans/ 16/ history

I._I_:E} MEEEL’IS Salicies PN

Local Metwork

Scans ' Hpsts Histary Kl
star Time = End Time Status
0 Today atd:4a3. Todtay at 4:46 A M i Runring Local Metwark
Burini ng
L Bazh Shellzhock MebeorkScan_Policy
Dietection Local Scanmer
Wy SCans
This policy is uzed to Today at 4:43 AM
perform remote checks for
the Shellshock mﬂﬂerabilitp'
(CVE-2014-6271) via
HTTP, FTP, SMTP, telnet,

and SIP. 55H credentials
can optionally be provided

to test for CVE-2014-6271
via 55H and enumerate
missing software updates
MEEENE DL & STt s FIGURE 1.39: Scanning the Device
CVE-2014-72901.
54. Once the scan 1s complete, the status changes to Completed.
i Memsuz Home / Scans xR
& - O |8 beptslocalhostBs3d, #/scans/ 16/ histony
r_____:i} FESEUS , admin
Local Network Configure Launch =
Scams > Hosts History [}
Start Tima = End Tima Stafus Scan Details
m T'?j-?"r' . Tl:llji':r' at 453 AN w T Local Metiwork
Status: Complatad
Policy; Matwarkscan_Policy
£ canrwer: Local Scanmar
Falder Ty SLans
Start Ty ab 4:43 AN
End: Today at £:53 A8
Elapsed 13 mirates
Targats: 1101010
FIGURE 1.40: Scan completed successfully
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m DEREOWMN Detection
This policy s used to perform
remote checks for the
DRWH?uhﬁm]ﬂitF
(CVE-2016-0800).

Module 12 - Network Risk and Vulnerability Management

55. No vulnerabilities are found in the Windows 10 machine. Now we are
going to scan the Windows Server 2008 machine.

56. Click Scans = + New scan.

3 Meszus Home [/ Scens LA T
C B b NocalhostB834/ 7 #/scans

rame Last haditied &«

Local Metwark w53 Ak

FIGURE 1.41: Rddmg 4 NeW sCcan

57. Click on User.

2 Messus Home [ Scans R T
& = O & bept/ocalhost:8834/78 /scans/new

Falicies admiir

Scan Library

&ll Templatez Scanner

%, PN

Audit Cloud Infrastructure

ya AN T el BB L UL -

s DIIOE 4

)

Credentialed Patch Audit

FIGURE 1.42- Sdec&n.gthe pa]:c:rfc:: scan
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38. Select the NetworkScan_Policy.

¥ Messus Home [/ Scans LA T
&= = O |G bepslocalhostBE 3474 /scans/ new

‘) Nessus

Scan Library

Al Ternplates Scannes User

E
MetworkScan_Palicy

e

m Messis summarizes the FIGURE 1.4 Selecting the created policy

:ﬁmﬁ;}:{m@ﬁms 59. Enter the Name, Description, and Target IP address as 10.10.10.8

vulnerabilities on the netwods. (Windows Server 2008 machine) then click Save.
For example, Nessus wall
recommend that “Taking the - : .
el . 7 ¥ Messus Home / Scams P B0 X B 9
hosts would resolve 429 of & = C G berE/ocalhost 3834/ scans/newlabdbacd?-0576-425c-9d79-3baid0ad 1c 24251 1f403 febed O
the vulnerahilities on the BASIC - ML J Dasil [ athiETa
netwods” and proceed to list General
the detads c:fﬁme specific L A Local Network 2
lnerabilities.
Modifications
Dascription A network scan
My SCanG
1010108
Upload Tangets
FIGURE 1.44: Entering details of the scan
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60. You can see the new scan created and the Scan saved Successfully

IMESSAgc Appcars.

8 Messus Home f Scans R T

m Nessus liste sach C [ beE/localhostB834,/7# fscans/folder/
wlnerability found during 1 SCans policies
vour scan and the affected
hosts. System administrators
will find it easy to read this

report and fr< the problems
that have been identified

My Scans Last Modified &

Tra=h Local Metwark W D453 AM

All Scans

[ Local Network 2 | —

Messy Folkder

FIGURE 1.45: New scan created

61. Click on the Sean icon to start the scan then click on Local Network 2.

7 Messis Home [/ Scans A T

& B b/ localhostB234/7# /scans/folder,/3

Policies

@ New Scan : by Scans
m Messns hists each host _ !

ﬁnmf_i dunng the scaﬂandﬂs My Seans Name Last Modified =
associated mlnerabdlities

Systems EWWE Trash Local Netwark 04i53 AM
often 1ze j:epur:t L8]
address specific issues with g s Local Metwark 2 = Mo
certam hosts, follow-up scans,
PCI scans, and tarpeted

M Falder

FIGURE 1.46: Starhing the scan
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62. You can see the status of the scan as Running. Wait for the scan to be

completed.

N Mescus Hame J 5cans xe

L C B berE Nocalhost 5334/ 7# fscans/ 1 B/ histony

- : NEEEUS Palicies admir

Local Network £

Scans ¢ Hosts Widnerabilities Histery [EN

Start Time a Erdd Timie

Today at 5:24 Ak Local Metwork 2
Runring
MetworkScan_Policy
Local Scanmer
My Scans
Tooay at 5223 AR

Vulnerakilities

FIGURE 1.47: Scanmng in progress

63. After the scan is completed the status changes to Completed. Now,
there are vulnerabilities found in the Windows Server 2008 machine.
Click on the Vulnerahilities tab to view the vulnerabilities in more
detail.

3 Messus Home | Scans 4 T

L C | & bwpE/NocalhostBE34/7# /scans 18/ history

Start Time = Erd Tome Srafus Secan Details
B roday .- Today at 5:32 AM Completed hame: Local Metwork 2
Ltatus: Completed
m The Neasu: Scan Policy: Metaoarkscan_Policy
REFEl:t FEEEE”E m SCAnreErn Liocal Scanmer
data al — hiliti Falder bty SLans
detected on the netwods The Start Today at 5:23 AM
. end: Tpday at 32 AR
report can be &afma]ljru&eﬁll : L
o ity st e e =
to Semunity Center bt are T —
farmiliar wath the format and
content of reports penerated Vulnerabilities
t:gHessus_
& Crtical
, ¥ H gl‘
Fsledium:
[ TN
FIGURE 1.48: Scan completed Successfully
CND Lab Manual Page 495 Certified Nerwork Defender Copyoght (& by EG-Gouncil

All Rights Reserved. Reproduction 13 Stnctly Prohibrted.



Module 12 - Network Risk and Vulnerability Management

64. Click the Vulnerabilities tab, and scroll the window down to view all

= TAskK 5 the vulnerabilities associated with the target machine.

Examine the
Vulnerabilities

o Messus Hame / Sars 4 T

C | & barE)localhostaBid, 72/ scans/ 18 vuinerabilities

Vulmerabilities H History

Flugin Mame Sean Details

MSAS-050: Microsedt Windass SMB2 _Smb2validatsProvidenalbac. Hame: Local Metwork 2

Slatus Completed

Unsupported Microsoft DMS Server Detedion Fehcy: MetwiorkScan_Policy
Scannen Local Scanner

Hultipls Wendor DS Query |0 Fisld Prediction Cache Poisoning Folder: My Scans
Start: Today at 5:23 Al

—

M5 16-04T: Security Update for SAM and LSAD Remate Protocols (31... Encl: Today at 332 AM
Elapsad: S miruies

DN5 Server Cache Snooping Remote Information Disdosure Targets: 1o 1ne

MIS08-03T: Vilnerabilibies in DMS Could Allow Spocfing (951746] fun._
Vulnerabilities

v

Messus SYM scanner
[{CE Services Enumeration

Serce Detechion

M

FIGURE 1.49: Vulnerability Summary window

63. Click on these vulnerabilities to view a detailed report about each of
them. For instance, in this lab, M$09-050: Microsoft Windows
SMB2ValidateProviderCallback() vulnerability is selected.

¥ Meszus Home | Scans & T
&= 5 2 & bigsslocalhost:2834/7#/scans/ 18/ vulnerabilities

Scans Hosts Vulnerabilities [ History
m Nessus will provide the
Yetailed infi . I SEvEily Flugin Mame Sean Datails
the mulnerahilities detected on
] BT rs00-050: Microsoft Windoms SME2_Smb2ValidsteProviderCallbac. Name Locsl Wetwork 2
mvhmtﬁ;u:ﬂnﬂd Secunty - Complated
PR ey BESE Uncupportad Micoeoft DNS Server Detaction Palicy. Natworkscan_Policy
hﬁr i i Loanirer: Local Scanrar
= B twhiiple vendor DNS Query 1D Field Prediction Cache Poisoning e My Scans
netwodc Start Today al 523 AM
| ML MS16-D47: Security Update for SAM and LSAD Remote Protocols (31.., nd: Tooay at 5132 AM
Elapsed 9 minutes
| DME Server Cache Snooping Remote Information Disclesure Targets: 100,908
| EL ME0E-037: Vidnerabilities in DMS Could ABgw Spoofing [951746) [Un...
Vulnerabilities
“ Meszus SV scanner
B ccccenices Enumenston ’,
m Sanvice Detedtion
FIGURE 1.50: Selecting vulnerability
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66. The report appears, as shown in the following screenshot

3 hessus Home [/ Scans A T
& = B beapt docathost8834,7# fscans, 1 5/ vulnerabilities/40887

Policies admin

Local Network 2 Configure | Audit Trail Launch =
m&'@mmaa]}q_ il s =
[Iﬂ]]ﬂg " fiessnere” Scanms ¢ Vulnerabilitics E History
there are several parameters
that can be confizneed to MS09-050: Microsoft Windows SMB2 _Smb2ValidateProvi... Plugin Dtails
speaify 553H authenticabions.

Ssveriiy: Crtical

| 40887
The remote bast is nenning a warsion of Microsofl Windows Vista or Windows Server 2003 that contains a Version SRevision 126 %
wadrarahility in is Shilv? implemeniation,

Description

Type: remote
Family; Windows
PubEhed: 200EA0, 08

An amtacker could exploit this flaw 1o disable the remote host oF 1o execUne ambitrang code on .

hcsditiesd: 201450711
Solution

Microsoft has released a patch Tor Windows Vista and Windows Server 2008 Rigk Informstian

Risk Factor: Critical
CVES Base 3cores 100
Ittpey e nessLs . Drg,futdrs 2ecil CAVES Vacton CVSS2&AN N ACLAAENACLC A

Sy 3 e e i o O | [P e — -
httped technetrmecroseft.com,fen-ussecurntybulleton LSS Termneral Varinr  Cuss 2 SR R
¥

See Alsa

FIGURE 1.51: ?lﬂuemhilitp' report

6/. If you wish to save a detailed Report, switch to the Nessus tab and click
Export - HTML.

= TAskK 6

¥ Nessus Home ¢ Scars i T
Generate a = = O &bupsilocalhostaB34/7# /scans/ 18/ vulnerabilities/ 40887
Vulnerability

Report

SCans Policies

5 i .| .
al Network 2 Corfigura Audit Trail Laurch = Eaport

Massus

Vulnerabilities [  History o

LS
MS02-050: Microsoft Windows SMEB2 _Smb2ValidateProwi... Plugin Details

Messus D

Saverity: Critical

ICx: 40T
remote host is runring & version of Microsaft windows Vista or Windows Senver 2008 that contains a WErsion SRevision: 126 5
erability in its SMBv2 implemartation.

ription

Type: remaie
Famih: Windorws
Publisha: 0008 008
P esdified: 20450711

ptacker could exploit this faw o disable the remote host of to executs arbirany code on it

tian

peaft has released a patch for Windows Vista and Windows Server 2008, Risk Information

Risk Facior: Critical
CWES Base Score: 100
LW NES RS ong U T DT 2ecT2 CWES Vector CWEEIEANRA DL AL AT i

Y technet microseftoam fen-usssecurity/bulletingM=09-050 WSS Tamanral Warknr (CWSEREFFRI OFRT
1

Alza

FIGURE 1.52: Exporting Report to HTMI. Format
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68. Select Custom from the Report drop down menu.

o Mecmies Home ! Scanc
& - O [Ebers/localhost8834/7% scans/ 18/ vulnerabilities 40887

Expart as HTML

Report Exscuive Summary

ExaCutive Summary

Custonm

1) To stop the Nessus FIGURE 1.53: Selecting the Custom Report

server, open the Nessus .
Server Manager, and click 69. Click Export.
the Stop Nessus Server
button.
¥ Meszus Home ¢ Sars % [ Messus Scan Report
= - O & beplsiocalhostBbid T2 scans/ 18/ vulnerabilities 40887

Export as HTML

Cushomi

[ata ¥ Yulrerabilities

Group by Huast

FIGURE 1.54: Saving the HTML file
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70. Now the report appears on the bottom left side of your browser. Click
on the downloaded file. (If you are using a different browser, the

downloads appear in different places)

8 Messus Home f Scans R T

m Nessus has = C [ beyE/localhostBa34,/7#/scans/ 1 Bfvulnerabilities /40837
implemented new features to -
help users combat mobile JMNessus Policies admin
threats. MNetwods bazed
scanning is not the right cal Network 2 Configire | Audit Trai
h o id m__-? " T
m]lmtm o ﬂﬁ:ﬂ.ﬂ 5 3 Hosts Yulnerabilities E Hiskory
demces, due in larpe part to
!hf_ﬁﬂ ﬂﬂl" SHICEC s . MS09-050: Microsoft Windows SMB2 _Smb2ValidateProwi... Plugin Details
in "sleep” mode and/or naing
a 3G/ 4G netwod: o Severity Critical
hescription
1 40887
e remate bast is raning a version of Microsoft Wincows vista or Windows Sereer 2008 that comtains a NBrSian: SRevision: 126 %
rarahility in s SPABWZ irnplamentation Type: —
Famil:,' Windows
Published 20N, 0
Modifi=d: 201407411

attacker could exploit this flaw to disable the remcte host or 1o execute arbitrary code on it

Risk Information

Eik Facter: Critical
CWES Base Soore: 1.0

 Local Metwoek 2 12 haml 7 ¥ Show all downloads..

FIGURE 1.55: HTML report file saved

71. You can scroll down to view all the vulnerabilities. Click on any
vulnerability to view its detail report.

Y hessies Home  Scans ¥ [N Messus Scan Report [ Blessus Scan Repoert =%

C [ files/yC-fUsers/Administrator/ Downloads/Local Network_2_4d96qc_html
- 11011 - Microscft Windows SME Sarvice Dataction
B 11213 - Nessus SYN scanner

I8
[ 11219 - Hessus BYN scanner

20670 - LDAP Sarvar Detsclion

25701 - LDAP Crafted Search Reguest Server information Dleclesure

m Nessus report filtenng

featires show mfomaton for - :
a SPE(.‘IEC t'iPﬂ of device, for ﬂ_ﬁg%ﬂfiﬁiﬂﬁﬂz?ﬁiﬁnMWs SMB2 _Smb2VabdateProviderCallback() Yulnerability
mplel- ]l';i}e ﬁ:ibmg I'abgﬁft{lm 1011 - Microsoft Windows SME Service Detection
{Pads. 10736 - DCE Services Enumaration
10785 - Microsaft Windows SME MativelLanManager Remote System Information Disclosurs
1073 - Microsoft Windows SWB Log In Possibla
1279 - Nassus 5YM scanner
25017 - Microsaft Windows SMB Reqgistry - Massus Cannot Accass tha Windows Ragistry
FIGURE 1.536: Selecting a vulnecability for detailed wiew
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72. Now, you can view the detailed report including the Solution for the
Vulnerability.

3 Messes Home [ Scans ' [ Messus Scan Repart [ Messus Scan Repart

C 3 filey/f T Users/Administrator/Downloads/Local_Metwork_2_4d®6qc_html

0BT - MS03-050: Microsoft Windews SMB2 _Smb2ValidateProviderCallback() Vulnerability [4]
975497} [uncradantialad check)

Synopsis

Arbitrary code may be executed on the remote hast though the SMB pord
Description

The remote host s runnlng a verzlon of Microsoft Windows Vista or Windows Server 2003 thal cortaing a vulnerabilky In
its SMB«2 implamantation

An attacker could exploit this flaw to disable the remote hast or to execute abirary cods on it

See Also

hitlp: s oo ongiu P07 2ee T2

——— : ; , , ity ulletinMS09-054
Solufion

Microsoft has released a palch for Windeas Vista and Windows Servar 2008

Risk Facior

Critical
CVSS5 Base Scons
100 (EWESIRAN MAT LA R G CTAL T

CVS5 Temporal Score

FIGURE 1.57: Detailed Vulnerability report

73. To Sign out of Nessus, Switch to the Nessus Home tab, click on admin
— Sign Out.

B Messus Home | Sqars [M Messus Scan Report % " [ Messws Scan Repart
& - O &byt docalhost 2834/ % scans 18/ vulnerabilities 40887

|1.| NE'S.S LIS Policies admin
m MNessus External C
Netoods Scan - This policy i 1 User Prafi
) bcal Network 2 configure | Audit Tral 7 i
tunﬂdtc:meztﬂm]]vﬁnn.g ENT RESULTS: TEOAY AT 5:21 AM Hielg & Support
! VI t Vulnerabilities n Hiskor Vihat's Mew
fewer services to the netwods o —
The phigins associated with SignCut 4
known web application M509-050: Microsoft Windows SMB2 _Smb2ValidateProvi... Plugin Details
minerabilihes (CGI Abuses e e
and CGI Abuses: XS5 phugin eription I-;“*"'-" dr-;'::
ﬁmﬂﬁ:’ are enabled i thiz 2 remvate host 5 rummg a version of Microscft Windows Vista or Windows Server 2008 that contains a Version dRevisian 1.26 %
PG].EJ‘T. .L‘!.'lhﬂ, Eﬂ'ﬁmpﬂﬂﬂ Inerabdity i its SMMEvZ implemantabion Type: remita
are scanned for each tarpet
. N . ; Family: Windows
n artacker could exploit this faw 1o disable the remote Best or o execute arbitrary code on it
Pubilished: 2009 09,08
I editiad: 21440711
Risk Informatian
Risk Factor: Critical
CW5E5 Base Soore: 1000
b fuwnenar. nessus arg T 2ec T2 CW5ES Vacton CVESZEAVMAACLAEMITICMC AT
[parechneLmicros oflcom e n-ussecuritybulletingMS0E-054 FUEE Tomnaral Verbmr 0GB iR
i
FIGURE 1.38: Sipnung out of Nessus
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74. You get the signed out successfully, Goodbye, admin message upon

successtul log out.

Y Messus Scam Report

S baepE/localhost:BR34/7 48/

f 2% Messus  Login ®

- c

® U [B Messus Scan Report

b

i

Rememiber fvis=

FIGTIEE 1.59: 511::[:&551:111[5-' Sr.gu-&d out of MNessns

py

—_—

TASK 7

75. Let’s see how to remove a vulnerability. Select the crtical vulnerability

MS09-050: Microsoft Windows SMB2ValidateProviderCallback()

Removing a and resolve it.

Vulnerability

76. To resolve the issue, we need to install the updates on the Windows

Server 2008. Launch the Windows Server 2008 machine

7'7. Navigate to the Control panel and click Windows Update

r Control Fan=l Home E:i .. : I
Classic View {3 . ! |II 1y o
P NE= ‘ O
fdd Hardware Administrative  AutoPlay Color Diate & Time Diefault Device
Taals Management Frograms Manager
Y ¥ £ ' i
| ]m ] G::g % >
Eagz of  Folder Optiong Fants Indexing Internet  ISCST [niiator  Keyboard
Booess Cemter Ootions Cpiions
PR rPE P
m Vilnecabilifies i Mous= Mebnork and  OFline Fies Persoralzz...  Phore and  Pows Options Print=rs
Sharng C. .. Modem ...
SMEBEv2 Counld Allow Remote
Ky U = i —
Problem Programs and  Regioral and Sound System Ta=kbar and Text io
Beports a... Features Language . .. Start Menu tpeech
e R
820 @\
IUser Accourts Windows Windows Windows
Card=pace Frewal Ldate

FIGURE 1.60: Iﬁamgah.ﬂg to Windowrs Upd.ate

CND Lab Manual Page 501

Certified Nerwork Defender Copyoght (& by EG-Gouncil
All Rights Reserved. Reproduction 13 Stnctly Prohibrted.



Module 12 - Network Risk and Vulnerability Management

78. Windows Update was turned off per the Lab Tasks in the beginning
of this lab exercise. Turn Windows Update on, then click Install

Updates.
2 windows Update - |
"4.' ‘L - Contral Panel ~ Windows Undate - (& [==ah (D
Edit ‘Yew Took Hep
e Windows Update
Chienge setlings
View updste histary ',a Install updates for your computer
Restore hidden updates :
] Totak 1 important update il s prlnirs
Fd Upcates: frequently acked
questions Always inatal the latest updates to enhance your compuber'a security and view avalable updatss
performance.
Most recent dheck for updates:  Yesterday at 11:52 PM
Updat=s were instaled: Today at 3:50 &AM, Yiew update history
You have Wirdows s=t to; Aufomaticaly install new updates every day at 3:00 AM [recommended)
fou receive undates: For Windoss only.
|, Eet updates for more products
Scealso
Installed Updstss
|
FIGURE 1.61: Installing an update
79. Wait for all the updates to be installed.
= Wndows ipdate ==
.. |ﬁ = Contral Farel » Windaws Undate - @” corch f'_
He Edit  Yew Toos Help
e Check for updates Windows Update
Change setings
Installm tes...,
Wieas update history lmadiiicn
% Restore hidden updates L Stap instalation
i Lpdates: frequenty askec [retalng Lpdste 33 oF 28,
Questions Security Update for Windows Server 2008 (KB2207552)
m Wmndows 15 mstallng
the ;! Mozt recent check far updat=s:  Today =t 11:52 B0
Lipdaies weere instaled: Mever
Yau hawe Windows ==t fo Automatically instal new updates swery day at 3:00 AM [recommented)
You receive updates: For Windows onby,
,:, Get updstes for more products
EE’E‘ ﬂh:
Instaled Updstes
53 : £ Wi, dows Upda i . e
FIGURE 1.62: Update mstallation in progress
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80. After all updates are installed, click Restart now. Wait for the restart to
complete. It takes some time

= Windows Update

!{ H } |§“ * Control Parel = Windows Lidate

Ele Edit %ew Toals Hep

15;- Check for updates Windows Update
Cange cettings
Yiew urlate history @ The updates wers successfully nstalled

Restare hidden updates

Restart row o finish nstaling updates.
(7] Uodates: fraquenty acked Succeeded; 33 Lpdates
fu=stinns

Restart now I

Windoas can't undate importani fles and services while the system is using them, Save amy open files,
&nd then restart the computer,

Most recent check for uodaies:  Yestorday at 11:52 P

Updates were instale: Today at 12: 15 AM, view update hstary

Yau have Windows sst bo Autamstcaly install new updstes every day at 3200 AM {recommended)
Yau receive updabes: For Windows only,

" Gzt updates for mare praducts

See also

Inetaled Uodates

FIGURE 1.63: Restarting the system after update 1s installed

81. Switch to the Windows Server 2012 machine and mn the vulnerability
scan again on Windows Server 2008, by following the steps

mentioned above us.iﬂg Nessus.

3 Messuz Home f Scmns o T
= = O G baptydocalhostasid/# soans

._;ﬂ NE!:',E;U!:'. Scans Palicnes admiin
Local Network 2 Configure | Audt Trail aunch v

Scans ¢ Hosts n Yulnerabilities Hiztary

wulnarakilities & Scan Details

Status: Completed
Policy; MetworkScan_Palicy
SCanren Local Scanrer

Folder My Srans
Ltarm Today at 1:27 Ak
Enil: Today at 1:36 akd
Elzpsed: 9 minLutes
Targets: 1210008

Wulmerabilities

FIGUERE 1.64- Smﬂﬂiugm:l.]ﬂerah&]iﬁes after Windows server 2008 updnte
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82. Now click Vulnerabilities from the menu bar.

¥ M Homs [ Scans A T

- = ﬁ-m_-':'mr;.ﬂmst ERA4 /& scans 18 vulnerabilities

Vulnerabilities H]

Plugin Mame
Lnsupported Mareseft Oy
DM Server Cache Snoop
M5 T 6-0T; Secumty Lipda
Messus SN scanner

DHCE Services Enamerstion
Sarnce Detection

DinS Server Datechicn

LDwP Crafied Search Reg

Canfigure

Flugin Famly

DS

D=

Wirdos

Port scanners

Wirsdos

Senace detechon

DS

ks,

Audit Trail

5can Details

Mama Lacal kataark 2
Status: Campleted

Folicy: MertaarkcScan_Policy
Scannar Local Scanrsar
Faldar: iy Scans

Start: Today ak 1:27 Ak
End: Today at 1:38% Ak
Elapsad 9 mirites

Targeis: T0LI00E

Vulmerabalitics

FIGUERE 1.65: Vulnerahilities in the system after update

83. The vulnerabilities are arranged in order of severity levels. CRITICAL,

MEDIUM, INFO.

84. You can see in the CRITICAL field only one vulnerability is present
related to DINS. The earlier vulnerability related to SMB i1s removed.

83. By following this same procedure for every vulnerability you can

remove them all.

Lab Analysis

Analyze and document the results of the lab exercise. Give your opinion on your

target’s security posture and exposure through free public information.

PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

ABOUT THIS LAB.

Internet Connection Required

M Yes ] No
Platform SuEPurted
] Classroom [ ]ilabs
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]
ICON KEY

"7 Valuable

information

a
" Test yous

knowledge

H. Web exercize

[II[] Workbook review

[II[] You can dowmload
GFI LanGnard from
http:/ /www.gficom.

Module 12 - Network Risk and Vulnerability Management

Scanning for Network
Vulnerabilities Using the GFI
LanGuard

GFI LanGuard scans networks and ports fo detect, assess, and corrvect any security
vitlnerabilities found.

Lab Scenario

Using one wvulnerability-scanning tool may not be sufficient. As a network
admunistrator you should know different tools used for scanning network
vulnerabilities. You should always try to perform a vulnerability scanning with
different kinds of vulnerability scanning tools.

Lab Objectives

The objective of thus lab 1s to demonstrate vulnerability scanning with the GFI
LanGuard network vulnerability scanner.

Lab Environment
To perform this lab, you need:

® Regster at the GFI website http: 7 mw.gﬂ.comf products-and-
solutions / networl- secunty-solutions / gﬂ—lﬂﬂgtmrdf download to obtain a
license key.

®  Complete the registration to recerve an activation code. You will then
recerve an email contaning the code.

®= If you download the latest version, then screenshots shown mn the lab
mught differ.

® A virtual machine minning Windows 2012 Server.
® A virtual machine minnming Windows 10.
®*  Admunstrator provieges to run the GFI LanGuard Network Secunty

Scanner.
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Lab Duration
Time: 35 Minutes

Overview of GFl LanGuard

GFI LanGuard helps discover and list all vulnerabilities for the operating system on
remote computers (mussing securty patches), as well as vulnerabilities of installed
software, system configurations, and so on.

Lab Tasks

Note: Before starting this lab, turn on the Windows 10 virtual machine, and
= TAsK 1 login with the domain user credentials or with the local admin credentials and

Register and leave the machine rmunning.
Download GF 1. Launch a web browser in the Windows Server 2012 virtual machine,

LanGuard :
type the URL http: / e, gtfi.com / products-and-solutions /network-
security-solutions/ gfi-languard/download in the address bar, and press
Enter.
2. The registration page for GFI LanGuard appears. Enter your details,
and click GET MY FREE TRIAL.
W Download GF LanGuard © 3 0%
<« C [ www.gficom/products-and-selutions/network-security-solutions/gfi-languard /dewnload
This saftware is designed for business use only, The doeamload link and license key requirsd fo activate Current customers
your 30-day free trial will be sent to you by email, We also encourage you to review aur global privacy and partners
policy.
Login (3}
First name: * rind
Last narme; * matthews
Email address: = @gmall.com
Coempany: =
Pheme: ¢
Counkry: United 5tates
Llate: Alaska
I Subscrite for further infarmation fron GFI
nolicabas required fhehd {SET er FFIEE IHI#I. IE}
FIGURE 2.1: GFI LanGuard Regastration page
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3. You will be redirected to the download page, click Download Now.

W Confinmatan

#= =+ C | [ wwwglicom/products-and-solutions/network-security -solutions/gfi-languard/downloadsconfirmation

8 30-day evaluation key will ba sent to wou by email in the nast few minutes, A valid email address is required to receive your 30-day
endal uatlom kay. If you have not supplied a valid emnall address, please re-register with your carrect email address.

GFI LaniGuard is ourrently availabde in English, German, kallan and Japanese.
Far licensing and suggested specifications, please see the product documentation,
Wartch this short video to learn how bo get started with GFI LanGuard

End user license agreement | available im English |
Lninstall instructions | available in English |

Downloads

GFI LanGuard 12 (build: 20160419 Download Mo (3)

File ciza ~ 2 ME

System requirements Product documentation Installation support

Findd out which hardware and software Complate the first step in your free 30- Our poweerful solutlons are easy to
requirements must be met to run this day trial: Donwnboad this produect’s install, configure amd ran. But we're
product effectively, documentation. here if you mesd us, Your free 30-day

FIGURE 22: GFI LanGuard Download page
H TAask 2

4. Nawigate to the download location for your browser and double-click

Install GFI languard.exe to begin the installation.
LanGuard
Application Tools
Home Share Wew Manage
pEEe., WX S [ S B
= i Copy path W Y Easy access - [# Eor Select none
O Fasie K C Delete Pe M P rti -
o [7] Paste shortcut r:'.l"-! -tn,:,ﬂ.:-" !.-E nEme f{llll::r' mpf & ﬁu Inwert sel=ction
_lipboand Organime vy Jdpen Seject
=“—!f:' - % |j b ThisPC ¥ Local Disk (2] » Users v Administrator ¢ Downloads v D Search Downloods
i,
<& Favorites Mame Date modified Type Size
I Cesktop Im languard.eo= 504/2016 054 Phd Applicabion
10 Downlosds
5] Recent places
1™ This PC
i Deskbop
E| Documents
& Downloads
A Music
& Pictures
B Videos
ik Local Disk [C2)
& Metwork
Tiem 1 itern selected 482 KB
FIGURE 2.3 GFI LanGaard exe file
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5. If the Open File - Security Warning pop-up appears, click Run.
6. When the GFI LanGuard Installer dialog box appears, click | Agree.

License Agreement ®
You must agree with the license agreement below to proceed., F '

GFI® End-User License Agreement

For: GFl FaxMaker': GFI Archiver™, GFl MailEssentials’: GFl WebMonitor': GFI
LanGuard":

GFI Network Server Monitor'; GFI EventsManager’ and GFl EndPointSecurity’
(“Software”)
PLEASE CAREFULLY REVIEW THE FOLLOWING TERMS AND CONDITIONS OF THIS END
USER LICENSE AGREEMENT ("EULA"). THIS EULA IS A LEGALLY BINDING CONTRACT
BETWEEN YOU AND GFI.

BY CLUICKING ‘1 AGREE’ OR DOWNLOADING, OR OTHERWISE USING THE SOFTWARE, YOU | ¥

I Agree Reject
m GFI LanGuard works
on Microsoft Windows
Server 2008 FIGURE 24 GFI LanGuard Licenze Apreement Window
Standard /Enterprise,
Windows Server 2003 7. The GFI LanGuard product installer begins to download. Wait until the
Tsmﬂdm’ Tmmlz download 1s completed. Once the download 1s finished click Next.
ﬁ?&.ﬂmﬁs 8. The GFI LanGuard dialog box appears. Select a preferred language, then
Small Business Server 2003 click OK.

(SP1), and Small Business
Server 2000 (SP2).

. Select the language for this installation from the choices below.

IEninsh vl
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@ The GFI LanGuard
system -

This chart is available only
when selecting a domain or
a workgroup and displays
the nmmber of andited
computers, grouped by the
installed operating system.

@ The GFI LanGuard
Computers by network role

This chart is available only
when selecting a domain or
a workgroup and displays
the mumber of andited
computers, grouped by
network role. Amongst
other roles, this graph
identifies the nmmber of
serers and wordksstabions
per selected domain.

Module 12 - Network Risk and Vulnerability Management

9. The GFI LanGuard installation window opens. Click Next.

GFl LanGuard

Network security scanner and patch management
Version: 12,0 Buld: 20160419

. | galact the companents to be iretalled. Missing prerequigites wil be downloaded and installzd.

v&- Diowniloaded ﬁ [nstalled

Wirdowe [Installer 3.1 Redistributable ;f

Microsoft JMET Fremework 4.5.1

v
(5FT LanGuard x

GFI LanGuard Ceniral Menagement Server

FIGURE 2.6: GFI LanGuard 2014 mstallation window

10. The Database Configuration window pops up. Click Install Microsoft
SQL Server Express (free).

Please configure a Microsoft SQL Server,

SQL server name: |

Install Microsoft SQL Server Express (free)

W] Use Windows Authentication

SQL Login:

Password:

FIGURE 27: Databasze Installabon

CND Lab Manual Page 509

Certified Nerwork Defender Copyoght (& by EG-Gouncil
All Rights Reserved. Reproduction 13 Stnctly Prohibrted.



Module 12 - Network Risk and Vulnerability Management

11. The SQL Server 2012 Setup window appears. Wait for the rule check to

) complete.
@ The GFI LanGuard
Andit status 12. In the License terms page click the checkbox I accept the license

This chart iz available only -

: R terms then click Next.
workgroup and enables you
to identify how many andits
have been performed on License Terms

youe network grouped by

: Toinstall SOL Server 2012, you must accept the Microsoft Software License Terms,

License Terms

MICROSOFT SOFIWARE LICEMSE TERMS -
Product Updates E

In=tall Setup Files MICROS0FT S0l SERVER 2012 EXPRESS

Theze licanse terms are an sgreement between Microsoft Corporation [or basad on where you
Ive, one of s afillates) and you. Flease rend tham. They apply to the saftware named abowve,
which includes the media on which you received i€, If any, The terms also apply to amy Microsoeft

& updates,
*  supplements,

= Intermet-bassd servicas, and

- SiiFfenFT Sifulneg

b | accept the licencs tamms,

n Send feature usage data to Microsodft. Feature wsage data includes information about your hardware
configuration and howr you use 500 S=reer and its components,

Cae the Mlicrosaft SO Sarear 2012 Privacy Statearnent for mare infomation.

< Back

FIGURE 2 8: Accepting the hcense terms

13. The Product Update page appears. Click Next.

Product Updates

Always install the latest updates to enhance your SOL Sarver security and performance,

IJ CEn=E THI‘HE

Product Updates
Install Setup Files Mame Size (MB) Mare Information
S Server 2012 5P1 QDR Setup .. |lE KE 2723634

[+ Include S0L Server product updakes

@ The GFI LanGuard
Vulnerabiity trends over
time -

When a domain or The Setup u pdates (22 ME] #ill be inctalled when you click Mest,
workeroup i3 selected, this
section displays a line graph
grouped by computer
count. When a single
computer 15 selected, this
section displays a graph
showing the change of Bead S o
fﬂ,[ 'I‘_hE EE;]_E:EI_'E:d mmpu[‘u Leam more= sbout SOL Server product updates

1 vpdates (22 BB} found online.

FIGURE 29: Accepting the heense terms
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14. The Install Setup Files appears. Wait for all tasks to download and be

mnstalled.
e SQL Server 2012 Setu
& The GFI LanGuard ;
Computer Tilnecability Install Setup Files
distribution - _ _ _ - .
'I‘hjs Ch.ﬂItiE E‘ﬁ'ﬂﬂﬂ.b]ﬂ ﬂﬂ].F. Ll 551'1 id:.q:;.lu::lrl:dbe nstalled. I 2n updu'l:-l.- for S0l Server 5=I:.||:| = found and !FEI:I‘FIEE' o b= |ni:|u~:|-|:1:|I th=
1 ] B 5 ] . o upl:ldz Wi ] n |
e T I —
wmlnerahilities o FouL Instal Setup Files Update ic being extracted.
network This chart enables Task Status
you to determuine how Scan for product upd stes fanJ eted
many computers have high, Dovmload Sctup files Compicted
medmm and low Extract Setup files InFrogress

vulnerability rating. Install Setup files Mat starbed

FIGURE 210 Install files dowmload

15. Next, the SQL Server 2012 Setup with Feature Selection wizard, leave
the settings as default then click Next.

Feature Selection
Select the Ex press features to instll
& The GFI LanGuard: fE s R in
Most valnerable computers
o Setup Support Rules Festureg: Feature deccription:
This list is available only IF Seloction]
when SE].ECtﬂlg a d.Dﬂ]ﬂJII. or E— n The configuration and operstion of sach
Instzllation Rules [+ Database Engine Services instance feature of a 501 Server instance is
a W'kagf':'“fh and shows i i 5 Reslicati isolated from other S0L Server instances,
Instance Corfiguration | 50 Server Replication . ;
the most valnerahle Shared Febures S0L Server instances can cperate side-by-
- Dick Space Requirements side on the same computer,
computers discovered pa _E’q _ [ ] 0L Client Connectivity SDK g
duging the scan. The icon Server Configurabion Redi stributable Features
color on the left indicates Database Engine Configuration
the vulnerability level Errar Reporting Preraquisites for selected featurac:
| . - .
n:.'h:llut!un Configuration Fules Alreacty installed:
e Microsoft MET Framework 4.0
Completz L. Windows PowerShell 2.0
L. Microsoft MET Framework 3.5
To be installed from mediz:
.. Microsaft Visual Studia 2070 Shel
Select All | | Unselect All
Shared festure directony: ChProgmm Files\MWicrosoft 501 Senverl
Shared featurs dirsctony («B6): | C\Program Files x38) Microsoft S0L Server
FIGURE 211: SQL Server Feature Selection
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@ The GFI LanGuacd
dashboard Overriew 13 a
graphical representation of
level /vulnerability level of a
single computer, domain or
entire network

@ The GFI LanGuard:
Network security level
This rating indicates the
vulnerability level of a
computer, network,
depending on the number
and type of wulnerabilities
and/or missing patches
found. A high vulnerability
level 13 a result of
wlnerabilities and/or
missing patches which
average seventy s
categorized as high

Module 12 - Network Risk and Vulnerability Management

16. In the Instance Configuration option, change the name to SQL under
the Named Instance radio button, then click Next.

Instance Configuration

Specify the narne and instance |D for the instance of S0L Server. Instance 1D becomes part of the installation path.

Sebup Sugport Rules () Defaultinstance
Festure Selechicn

® Marmed instance: 20

Installation Aules
Instance Configuration
Dick Space Requirements Instance IO PS50 SERVER

Server Configurabion

Cratabase Engine Configuration
Error Beporting

Instance roct directorny:  [C\Program Files (BB Microsoft 5L Server®,

e SOL Server directory:  Ci\Program Files (xB6}\ Microcoft SQL Server\MSSOL1 1. MSSOLSERVER
Imstallation Progress

Complebz Instzlled instances:

Instance Mame Instance 0 Features Edition Yersion

FIGURE 2 12 Instance confignration option setup

17. Install the SQL Server 2012 Setup with the default options, after
completing the installation, you are prompted for a System restart. Click
OK. Then, click the Close button to exit the SQL Server Setup window

18. The Database Configuration window appears. Select \SQL from the
SQL Server Name drop down list then click Next.

Please configure a Microsoft SQL Server.

SQL server name: .\sQL

[w| Use Windows Authentication

SQL Login:

Password:

FIGURE 213 Database Confipnmbtion window
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@ The GFI LanGuard
dashboard 15 made up of
mmltiple views. These
different wews enable real-
time monitoring of your
scan targets and allow you
to perform instant remedial
and reporting operations.

@ Full Scan (Active) Use
this scanning profile to
retrieve system information
as well as scan vour
network for all supported
vulnerabilities inchiding:
open TCP/UDP ports,
missing patches and service
packs, USE devices
comnected and more. The
timeouts in this profile are
specifically preconfigured
to suite the network traffic
and transmission delays
usually associated with
LAN environments.

Module 12 - Network Risk and Vulnerability Management

19. Wait until the necessary files are downloaded.

Fleaze wait while GFl LanGuard downloads and installs the
required files.

Inztalling GFI LanGuard Engine. ..
E stimated time remaining: 2 minube(s).

FIGURE 214 GFI LanGuard 2014 dialog-box

20. The GFI LanGuard Setup window opens, click Next

Welcome to the GFI LanGuard
Setup Wizard

The Setup Wizard will install GF1 Lanzuard an your computer,
Click Next to continue or Cancel to exit the Setup Wizard.

FIGURE 2.1 GFI LanGuard dialog-box

21. The Customer Information section of the Setup wizard appears with
the License Key then click Next

Customer Information -
Specity the required mformation GF ’

Specify your rame, company ard license key.

Tou can either use the key which was sent 1o you by emal on product download 1o evauate
for 30-days, or didsMext to cortinue and specify a licenze key Eter.

User Mame: [viindows User]

Corrpany Marne! I

Lir=rnse Key: |

Meote: Keys belonging to earier versons ae not compatibe
and must be upgradad to run current version of GFI
LanGuard

FIGURE 2.16: GFI LanGuard 2014 dialog-box
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22. In the Attendant service credentials section, leave the Name field set
to its default, and enter the Password for the machine where GFI

LanGuard i1s installed, then click Next.

Attendant service credentials ®
Speafy the credentials needed to run scheduled GFI LanGuard GF ’

operations

Administrator user account (in format ‘DOMAIN\administrator'):

Name: |' \Administrator

Password: || sesenne

NOTE: Spedfy the administrator account under which the scheduled operations such as
scans, product update and auto-remediation will operate,

To Successfully run these operations, the spedfied account must have administrator
privileges over target computers.

FIGURE 2.17: GFI LanGamard Attendant service credentials section

23. In the Choose Destination Location section, choose the location where
you want to install the application, then click Install.

& GFILanGuacd ships

with the default scanning
profiles described in the Choose Destination Location —
sections below. To create
your own custom scanning Select the folder where setup will install files, GF ’
i)rﬂ.ﬁl&i, refer to creating a
new Scanning Profile.

Setup will install GFI LanGuard in the following folder.

To install in this folder, dick "Install”. To install to a different folder, dick "Browse" and

select another folder,

Folder:

:\Program Files (x86)\GFI\LanGuard 12
FIGURE 2Z.18: GFI LanGuard Attendant sermce credentials section
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& GFILanGuard
enables you to scan your IT
infrastmicture for particular
vulnerabilities nsing pre—
confipured sets of checks
known as scanning profiles.
Scanning profiles enable
vou to scan your network
tarpets and enumerate only

Module 12 - Network Risk and Vulnerability Management

24, The application begins to install. Wait for the process to complete.

Please wait while the Setup Wizard installs GFI LanGuard.

Status: Copying new files

FIGURE 219: GFI LanGuard Installation wandow

25. The GFI LanGuard Central Management Server Setup page appears.
Click Next.

Welcome to the GFI LanGuard Central
Management Server Setup Wizard

The Setup Wizard will install GFI LanGuard Central

Management Server on your computer, Click Next to
continue or Cancel to exit the Setup Wizard.

FIGUREE.E&G-FILMGHEEdCEJﬂEIﬂHﬂ%Eﬂ]EﬂtmE
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‘?5 In practice, scanning
profles enable you to focus
efforts on to a specific area
of your IT infrastructure,
such as dentiffing only
missing securty updates.
The benefit is that you have
less scan results data to
analyze; tightening up the
scope of your mvestigation
and helping you quickly
and easily locate the

& GFI LanGuard
Central Management Server
13 aimed at very lacge
networks that want to
monitor the operation of
multiple GFI LanGuard
mstances in one central
conzole. It offers
administrators a mew of the
secunity and valnecabiity
status for all computers,
networks or domains

by the different
GFI LanGuard instances.

Module 12 - Network Risk and Vulnerability Management

26. In the Service logon information section, leave the Name ficld set to
its default, and enter the Password for the machine where GFI

LanGuard is installed then click Next.

Service logon information ®
The following logon information is used by GFI LanGuard Central F ’

Management Server Service

Administrator user account (in format 'DOMAIN\administrator'):

User Name: \Administrator

Password: ey

NOTE: The account must have the "Logon As Service” right. If it doesn't, it will be
switched ON automatically for the specified account.

FIGTUIRE 2 21: GFI LanGnard Sﬂmlﬂgﬂumﬁ]ﬂnumm

27. The HTTPS settings page appears. Do not make any changes. Click
Next

HTTPS Settings

Use this address when connecting to GFI LanGuard Central
Management Server,

Name of the HTTPS server:

FIGUBRE 222: GFI LanGuard HTTPS settings section
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@ The GFI LanGuard
Central Management Server
15 used for reporting only.
Scans and remediation take
place within each ndrvidual
GFI LanGuard instance.
Information is centralized
to the GFI LanGuard
Central Management Server
soon after it becomes
available in GFI LanGuard,
depending on the network
size and amount of data
being transferred.

‘?5 Agents send scan data
to GFI LanGuard through
TCP port 1070. This port is
opened by defanlt when
nstalling GFI LanGuard.
Agents do not consume
resonrces on the scan target
unless the agent is

performing a scan or a
remediation operation.

Note that agents can only
mnning a Microsoft

and they requre
approximately 25 MB of
memory and 350 MB of
hard disk space.

Module 12 - Network Risk and Vulnerability Management

28. The Destination Folder section appears. If you want to change the
default location click Change... and select new location. Otherwise,

click Next.

Destination Folder L
Click Next to install to the default folder or dick Change to choose another. GF’

Install GFI LanGuard Central Management Server to:

C:\Program Files (x86)\GFI\LanGuard 12 Server)

FIGURE 223 GFI LanGuard Destination Folder section

29. The Ready to install section appears. Click Install.

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Chck Cancel to exit the wizard.

FIGURE 224 GFI LanGuard Ready to install section
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"'_ § Relay agents reduce
the load from the server
where GFI LanGuard iz
mstalled to increase server
performance and to apply
bandwidth load balancing
techniques. Computers
confipured as relay agents
download patches and
definitions durectly from
the GFI LanGuard server
and forward them to client

-::c:mpul:ers_

@ GFI LanGuacd can be
deploved in a number of
number and type of
computers and devices you
want to monitor network
bandwidth nsage during
normal operation times and
the network topology.

Module 12 - Network Risk and Vulnerability Management

30. Wait for the installation process to complete.

®
Installing GFI LanGuard Central Management Server G”

Please wait while the Setup Wizard installs GFI LanGuard Central Management Server,

Configuring IIS...

FIGURE 225 Central Management Server installation in progress

31. Click Finish once the installation 1s completed.

Completed the GFI LanGuard Central
Management Server Setup Wizard

Click the Finish button to exit the Setup Wizard.

In order to connect to GFI LanGuard Central Management
Server use address: https: [fwin-2012: 1077

Back I Finish I | Cancel

FIGURE 2 26: Central Management Server mstallation completed
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& GFI LanGuard can be
confipnred to antomatically
deploy agents on
computers. Agents
minimize network
bandwndth uhlization
becanse andits are done
using the scan tarpet’s
resonrces and only a result
ML file 1= transferred
over the network Dewices
that have a GFI LanGuard
agent installed will be
scanned even if the device
1z not connected to the
company network and are
more accucate than agent-
less scans becanse agents
can access more
mnformation on the local
host.

@ If intrusion detection
software (ID3) 15 mnning
during scans, GFI
LanGuard sets off a
mmltitude of IDS warmings
and intmsion alerts in these

Module 12 - Network Risk and Vulnerability Management

32. The GFI LanGuard page appears. Click Finish to launch GFI LanGuard
and the GFI LanGuard Central Management Server.

GFI LanGuard Setup

Setup Wizard Complete

Setup has finished installing GFI LanGuard on your computer.

|w| Launch GFI LanGuard

Launch GFI LanGuard Central Management Server

FIGURE 227: Launching GFI LanGuard and GFI Central Management Server

33. If the GFI Central Management Server appears in the browser
mimmize or close the browser.

34. A GFI LanGuard pop-up appears on the main window of the application.

Click Continue evaluation.

GFHl LanGuard

'. Fxtended trial period will expire in 20 days!
0n expiry network vulnerability avditing & remediation features will no longer work.

License key

License Lype

Liccnse usage
Patches/Updates deployed
Vulnerabilities discoversd

Aunditing restricted to 25 nodes + 25 nodes exclusively for
maobile devices.

878 kgGaALyviTce TBC 55 Icgwhbej~v4F-m-10001 {Edit...)
30-day mial license {expires on 6f4/2018)

0 medes {50 free)

0 updatees {0 target computers)

0 wulrerabilities (0 Critical / High)

LL} L} L} L] LR}

Continue evaluation

FIGURE 228: GFI LanGuard 2014 pop-up
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= TAaskK 3

Configure GFI
LanGuard

& GFlLanGuad
identifies reachable
network It collects
mformation sets from the
network machines as part
of its Network Discovery
operations and performs a
deep scan to enumerate all
the information related to

target computers.

m Custom scans are
recommended:

" When performing a
onetime scan with
particular scanning
parameters/profiles

* When performing a scan
for particular network

Module 12 - Network Risk and Vulnerability Management

35. The GFI LanGuard main window opens with the Network Audit tab
contents.

36. GFI LanGuard begins to inspect the securnty status of the local computer.
37. Click Launch a Scan.

= | = Dadkhbaand Sran Rernadiata Bctivity Monior Fsporc Configuration Litalikies - Damcums S wrson

Welcome to GFI LanGuard

GFI LantGuard is ready to audit wour network for valneraiilties

Local Computer Vulnerability Lesvel

GFl LanGuard is ingpeciing securky slatis of
e local compuiar

View Dashboard
Ivsestigate networs vainarabilly stahis and sudt rasults

Remediate Security lssues
Drploy rrizging galcha:z, uninatall unavthon2ed software, lurn on antiyine and
marg.

P
TIST Y
%

Wiew dednails

Manage Agents
Enable agents to automate nebwork security audit and o distribube scanning
load across dismt machines.

Launch a Scan
Manually g&t-up and rigger an agenllpes natwark gecurily audil.

LANES ] MEWS

Ne O5May-201E - Vulnembility Database - List of suppoded OWAL checks - Rasd mare
ﬁ M5-Mlay-21E - Patch Mansgement el shaes - Ld of copported Moosoll sscuety updstes - Besd mors
WL D5ay-201E - List of suppofed non-Mcroscll secuilty updabes - Reed moe

&y Tnal pericd will expire m 30 days|

FIGURE 2290 L‘al_u:;‘:liuga acan i GFI I_zn.gmﬂi

38. The Launch a New scan window appears, by default it will start scanning
the local machine. This scan can be stopped by clicking on the Stop button
or by warting until the scan 1s completed.

Scan Femediste Bctivity Monitor Feports Configuration Lhilities ol Discuss this vension..

Profle:

w| [] [Full semn |

L nisimes

- | B

Scam Resiilts Details

E @ Scom tenget: kecalhest
= Scan completed!

Summary o1 scan resuis gensreiad during this nebwonk audt.

Wulnerability level:

The average vuhambity kel for the scannng sessien i High

e .

Results statistics:

G353 audd operations
processed

ddher vainerabilities: H (4 CriticakHigh)
Potandial vakarabiitias: 1

Imstalled spphcabons: 28 (0 vnauiherzed)
Open ports: 5

Audit operations processed:

Times;

FIGURE 2 30 Lanch a hew scan window
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= TaAsk 4

Scan a Target

m Usze GFI LanGuard
to scan, analyze and
remediate the health of

vour network devices.
Install GFI LanGuard on a

seme[wilitiuyc:u:netmﬂ:_

Ef_' During a full scan,
GFI LanGuard scans tarpet
computers to retoeve the
setup information and to
identify all secunty
vulnerabilities, nchiding:
Missing Microsoft updates

System software
information, mchuding
unauthorized applications,
incocrect antivims settings
and outdated signatures.
System hardware
information, mchiding
connected modems and
USE dewices.

Module 12 - Network Risk and Vulnerability Management

39. Enter the IP address of the virtual machine in the Scan Target field, select
Full Scan from the Profile drop-down list. Next, select the Currently
logged on user from the Credentials drop-down list then click Scan.

Cashboard Scan Femediate Ackivity Monibar Lkl e - Discuss s version...

Reports Configuration

Prodfi=:
o ]| [t seen

LbsA TG

Furrenﬂ-.l legged on ussr vl

Sean Resilts Dwerview
= @ scan target: bcalhost
= FEe

Scan Resailts Details

Scan completed|

Summary of scan resulls generaled dunng this nebevork aedi.

Vulnorabality lewal;

The awerage vulnarabily weal Tor this acanniig sssson & High

| EWEmmE T

Resilts stalistics:

A5ES mecdr opsrabons
processed

Hher vulnerabddios; 21 (4 CricalHgh)
Pabertial visknerabilitiae: 1
Install=d applications: ZE [ unauthorized)

Ope=ri ports: 25

Awdit operations proce s sed:

Tiiress

Commpuatsrs scannsid: 1 pompuisns)

Ay Trial pened will expire in 30 days!

FIGURE 2.31: Customizing the scan seftings
Note: The Windows 10 IP address is 10.10.10.10. This may vary in your lab

environment.

40. GFI LanGuard takes some tume to perform the vulnerability assessment on
the intended machine.

Dughbeesd  Smn Remedile BOGdiyMoniy Reposts Confgumtion LAl

5 miies
I 11 auct ppersines pocassad)
T e 1 CErTaRTR) Nl e TR Pl SOy
FRCr Ll ] SIS O ) CRTHRMETES I Siop I
Falt SCEw
Bty Tracraicw Soen Mty Biclosh. J
& Scan berget: 1001001010
F ® inananas
Pa 'y Winkom
iating largata..
Bhigfin g cpepeiors: bl
Fitef b 1o Doy
Digimrrae g conpuios &l e v
Mol 5 roply e 1R IDLIORITT in 11 elligecorech

FIGURE 2.32: Vulnerahility assessment being performed
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= task 5

Examine the
Scan Results

Module 12 - Network Risk and Vulnerability Management

41. Once the scanming is complete, the Scan Results Overview and Scan
Results Details are displayed, as shown in the screenshot.

Dachboard  Scan Remediate  Actwity Monitor - Reports Configuration Utilities  #) - Deacusa this veesion

Profik:
vl El |I'-|.I Scan
Lisarname:

carety et ) =]

aran Jobons, .

'-.-'ll:_i‘l

Scan Results (verview Scan Results Debails

Sl ] 5con targer 10001010 ]
F [+ B 1001001010 [WINLO] (MT Workstat... | Scan completed|

Symmary o scan resuls generabed during 1hia network gidi.

Vulnerabality lewvel:

This computer does not hawe 8 Vulnerabiky Level assigned.
| p— . = g | p— w (o
L L L - - i

Possible reasons:

Scanner Bctivity Window
FIUNIN MU 35

Inlia izing 2can anging

Starting gecurity acan of host WINAM10,10.10.10] ..
Timee: F57-00 AR

CRAR rornsinm

|I".b'h'.u'|-:|:ln:|:|l.l= Scan thread 1 (idle) |5m‘.'ﬂ1r:ud1Ed:l;!5:unH'rea:l3§e!!En‘m.

0y Tiial period will expine in 30 days!

FIGURE 2.3 Scan Results displayed in GFI LanGnard

42. To check the Scan Result Overview, click the IP address node.

| = = Dashboard Scan Remeliate  Activity Monitar Reports  Configuration  UHilibes - Discuss s verseon...
l..n.-ﬂinh&.nn
Scgn Tangst: Prefie:
[10.10,10.10 w | [ss | [Futl S2an -| @
Lk B

Crederals: Usarram

Ermm—E -] | | [

foan Optons, .

Scan Fesults Cvernew Scan Fesults Details

= @ scanta 10101010 [l
=[] g 10.10.10.10 [WrH10] {NT Workstat..| | 000D (WIHTD] (NT Workstation}
H- @ Uherabity Amsecanert

+- g Mebsork & Softwane Avdt

vulnerability lewal:

This compuisr do=s not have a Vulnerabity Level assigned.
. mfubnilabegh i
L L L L 4 f L L

Possible reasons:

Results statistics:

Sranner Actiuity Window

nbalzng scan engine

Starting secunty scan of host WINTO[A0.10.90.94]...
Thrmui: 2:67 00 AR

B probéng...

Mannsrios 1L

Herbwork dscovery | Scan thread 1 (idle) | Scon thread 2 fide) | Scan thread 3 fdie) | Ermors |
A Tiial pesiod will axpine in 30 daya

FIGURE 254 Viewing the scan resulis
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Module 12 - Network Risk and Vulnerability Management

43. It displays the Vulnerability Assessment and the Network & Software
Audit nodes. Click on Vulnerability Assessment.

Note: The results may vary in your lab environment according to the
vulnerabilities recorded.

':? |{- | =B Cashboard Scan Femediate BActrvity Monitor Reports Configuration LHilities - Discoss s verson...

Laumnch a Mew Scan
Scan Target: Prodie:
10,10, 10. 10 w| .. | |Full Sean w |
| | | @
Credertals: Lis=rmame: Fassword:
curersy et ] =
a&p Dne to the larpe -
. . Scan Resalbs hrervew Scan Resalts Details
unt of inf —— = @ Scan target: 10U10.10.10 ]
- = ] I
retneved from scanned 5 DEE 10.10.10.10 [WIK1D] (KT Workstat.. | 10.10.10.10 [VIN1D] (T Warkstation} A
targets, full scans often [F 5 Vo abiity Assecament]
tend to be ]mgthv_ Tt is H- 5§ Mebsork & Softwars Audit
recommended to mon a full Vulnerability leval:
acan at least onee every two Th.u l:-?rrp_-uu.r gaes nol m.'“.a '-:'uln&ruhiry Level assgned.
mks_ S ' | | i L
Possible reasons:
Results statistics: v
Srannmer Actheity Window ¥
nbalzing scan engine ™
FIGURE 235 Viewing the scan results
44. The details of the Vulnerability Assessment by category. Click each
category to view all the vulnerabilities in the virtual machine.
== Cashboard Scan FEemediate Bctrety Monrtor Reporis Configuration Hilities 8~ Discuss s cersion_
Laumch a Mew Scan
mﬁ. scheduled scan 13 a Sean Target: Profla:
network andit scheduled to [19.10.10.10 v ][] [Fullscan @
mn antomatically on a Crecentik: Userrame: :
specific date/time and at a |Currenty kgged on user v | [
specific frequency. Scan Cptiore:...
Scheduled scans can be set

Sram Results Onrerriew Sean Resalts Details

to execuie once of

s =@ Scan target: 10,10,10.10 | N
pecodically. = 28 10.10.10.10 [WIK10] (T Workstat.. | —+ Vulnerability Assessment

Y L=ty Sssesmment Select one of the fellowing vulrerabdity categories below

H L& MNebmork & Softwars bodt

ﬁ High Sacurty Yulnerabities (1)
Alpavs you 1o anakyze the hioh security vulmerabiities

O Wedim Security Wilmerabilites (1)
Alowes you to snalvze e medum secunty vulrershiies

Low Secunty Vulnerablmeas (2]
alowws you to anakyze te low seourity wulnerabilites

ﬂ'fﬂ siillizl '-l'Lll'lll:-l'\. 12--: 114

nitializing acan enging

Harting aecurity acan of hoat WIRTO[10190,10,140]...
Tome: 6700 AR

SMEB probmg...
N .

44

mmmummﬁ_ Sean thread 1 (idle) | Scan tvesd 2 de) | Scan thread 3 (dke) | Errors |
J Trial peniod will expire in 30 days!

FIGURE 2.36: Vulnerhility Assessment categories
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Module 12 - Network Risk and Vulnerability Management

45. Expand the Network & Software Audit node in the left pane, expand
Ports, then click Open TCP Ports to view all the open TCP Ports.

| = | = Dashboard Soan FEemediate Activity Manitor Repiorts Corfiguration Lilities &) = Discuss this version...

Lamnch a bew Scan
Scan Target: Profile:
[o.10. 0.0 w| [o] [Fudlcan
Crecherrhels; Liserrame;
|Cum:11H'.l legged on user v!
Scan Optons...
‘Scan Results Details
E J Fg]lﬂwhlg a hetowrork = ) Scan Barget: 10.10.10.10 I i 11 [Danciption: FTP - contrel (command} | Servica: Unknawn]
security scan, the next ]Db = E|== 101010010 [WINLD] (MT Workstak., | @ =5 [UEE‘FWZEEE&MFHDUJIEIH { Seruine: Linkncvn]
. I . l.'.'-h - L Vunerablity dss=ssmert I i 139 [Desorpdon: MNetil05 Sesson Serce | Serace: Unloown]
is to identify whi RS H1- g Fetwark B Softrare Aust] - 445 Descripton: Mirosoft 06 Active Directory, Windows shares | Services Unkrowr]
and systems require your I"_ji Pogtal -~ i 3389 [Description: Termingl Services [ Servine: Lnknewn]
immediate attention Do ! ﬁ ¥ f B000 [Descphon: IROMD (Intel Remate Desitop Management Inferface) ( Servie: HTTF (Hyper Text Trarsfer Protc
. . = l:“j Evstem Infermation i 8090 [Desripton: Aphexs Ramobe Fadket Sniffer [ Servics: Unknown]
this by analyzing and 4 @ 12350 [Descripton: CodeMeber, WIBU-SYSTEMS AG Software probection system | Service: HTTP (Hyper Text Trarsi
correctly interpreting the
mformation collected and
generated dunng the
secunity scan.

ntialzing scan engine

Starting aecurity scan of host WIBHE0,10,10.10]...
Tirnas: 2:67 00 Al

L LT Lo UL

H=twork dEsocvery f;n-tlrud:ltiilr_] Scan thread 2 (idke) | Scan thread 3 {ide] | Emors
&y Trial pened will expine: i 30 doys]

F[GUEEE.BT:S::&:JL&N]ISE:{::PEJTEPPM

46. Click the System Information in the left pane to display detals of the
system.

47. Click the NETBIOS names to view the name and descoption of all the

systems in the network.
m&.hjghwhmabﬂit?

lewel 13 the resnlt of

vulnerabiliies or mussing & == Dachboard  Scan Remediate  Adtivity Monitor  Reports  Corfiguration  Utilities  #) - Discuss this vonson__
patches whose average Launch a New Scan

severty 1s categonzed as Sean Target: Profie:

“high.” [comain:primary demain | [ien] [Pt scan

Credentals: sername:

ﬁ’renﬂ:.'lumad O Ly |

Sran Dphigns
Scan Results Overeiew

E @ Scan targel 10.10.10.10 [z
=[] BE 10,10, 10,10 [WINIG] (NT Workskst.., |
- g Wulrerabiity Aseegsment
- & Mebwark B Software St
= &g Ports
| % Dpen TCF Ports (5]

i
E
E

A

Cesmrimbar

Winrkstation Servioa
Cuaimain Mame:

Pl Server Service
Browveer Serice Elechons
[desi=r Brovwser

fdasiar Brovser

fPLSEEE

g

NetBIOS Mames (5]

InfAlzng SCan engine

Starting security acan of hoat WA 0.18.10.10)...
Time: EST00 AR

Crrmaskes 4L

réepnrk dscovery | Soan thresd 1 [idle] | Goan thread 2 (die) | Scan thread 3 {de] | Emors
Ay Tial perad will expire i 30 dys!

s
FIGURE lﬂEmegﬂJeNE'IBIDSmmﬁ
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m It 1z recommended to
use scheduled scans:

* To perform
periodical / regular
network vulnerability

using the same scanning
profiles and parameters

» To trigger scans
automatically after office
hours and to penerate
alerts and auto-
distribution of scan
results via email

* To automatically trigger
auto-remediation
options, (e.g., Auto
download and deploy

missing updates)

m GFI LanGuard
includes a reporting
module which enables you
to genecate text and
graphical reports based on
nformation obtained from
network secuty scans.
This topic provides you
with an overmew of the
available reports as well as
how to create your own
reports for a tatlored
solution. Through the
Reports tab, you are able to
e technical activity
reports for IT staff and also
executive reports that
normally contain less
technical details and focus
more on overall statistics.

Module 12 - Network Risk and Vulnerability Management

48. Click the Computer tab to view vanious details about the target

machine.

Dashboard  Scam Rermediate  Activity Menitor

Sran Target: Profilke:

Reports  Coafiguration  Utilities 8L - Digeuss thes wersion

ld:rr!ul.'l:nﬂl'l'lﬂ"r":hl'ﬂﬂn_ il El |F"”“"
Er-adznhu_h: Ugername:
[Curra'lli.rlul:l:radnnl.uzr ¥ |

dcan Cobons, ..

Scan Results Overview Scan Results Details

E @ Scan target: 10.10.10.10 | sderster
E - [+] S 101001000 [WINLO] (NT Workstat.. | | | | SeMOC:
¥ g Vulrerzbiry Asssssment g Tme o e (L)
=i~ L Nebvark A Saftware Audit  Damen:
2 B ports ' L wanager:

i . Opan TOP Pords (8]
= L System Information
K HemEN0S Hames {5
.
- (£ SNMP

Inti=izing scan =ngine...

Starting security scan of host WIHIE0 1R AR10].
Tirme: F57-00 AR

SMIE profing...

Fanngding (185

| Metwvork discovery | Scam theead 1 (idle) | Scen fread 2 (e | Scan tread 3 fde] | Erors |

Ay Trnal period will expire in 0 days!

49. Click on SNMP to view the SNMP details of the target system.

== [azhboard Scan Remediste  Achwity Momitor
Laurch a Bew Scan

5@1Tan;_|=t:
|::|A:||11:i1:|:|'rru'r daman

Reports  Configursbon Ualties B - Dhscuss tis verson...

Credertials: Li: : Password:

|-l:'_“|.|.'n=nl:|'.l loog=d on user

Scan Oobons, .,

Scam Fesults Chwerview

= @ Scan target: 10010.10.10 L
= [¥]B@ 10.10.10.10 [WINLD] (MT Workstat... | |
H- 1§ Wulnershilty Assacament
= g Mebsork & Softwane Avdt
=& Pouts
4 Open TCOP Porks (83

T B g ey R Ny

5 L} System [nformation
B MemI0S Hames [5)
& Compoter

-+ B

Iniiaizing scan enging. ..

Harting security can of hoat WIHA0[10A0.90,140] .
Tomee: &:57:00 Al

SME probmg...

Frnnpedins S48

Metwork decovery | Scan thread 1 (idle) | Scen tread 2 fide) | Scan thread 3 (de] | Erors

J, Trial period will expire in 30 days!

FIGURE 2 40: Viewang SINMP results
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Module 12 - Network Risk and Vulnerability Management

50. Click the Dashboard tab to display all the scanned network information.

’.t | o= | = Remedist= Sctivity Monitor Reports Configuration LHilities  #)~  Discuss this wesion_.

JE| & |32 @8]

ol
Flter Eroup } Vulrersbibes Pors Softuems

+ & Entre Network = ' Entire Network - 2 computers

B Locahost - wn-2012
- Vulrerability Lawvel || S=ouriy Sersors
¢ U aral Coman : ECC

Ii
P B CHD Software Updat... Firgwall lagues : Cradentials Sai,..

JH) Miskile Devvicns | e . | | ﬁ | |
= con rompuhers 0 compuisrs 1 compubars

Wit Wuln ez bl Computers Service Packs a....l ! ILlnEull'ﬂ:n'iled.ﬂ....I : Malware Prodec...

I =R

Vislnarabilitiea Aniclin Slatieg Aganl Haalth 1&.., -

i —— 1 il T 1
Widrerablby Trend Crer Tme

o2

. Timre
Computber Yulnerabiity Distibubon [ || Computers By Operating System
| e Doompnans)
M B | el i oSS Hlea T ] — 15a
o A T I rirsall i peogress Do) o . ko W)
i - ek Fp—— BBk | M [ T
Lusom scan... z. H - Lo o
N Disciorymisst Soon Dicompersenn s i iy

Sei credertials
Depdoy zoert |a.u=nL5t.=|m | Audit Stabus | | Computers Bv Oger, . [ Computers By Heta.. |
o

B, Trial periced will expine in 30 days!

|
FIGURE 241: Overnew of the Scan in Diashboard

Lab Analysis

Document all the results, threats, and vulnerabilities discovered dunng the scanning
and auditing process.

PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

M Yes [ 1 No

Platform SuEPnrted
M Classroom []iLabs
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knowledge
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e

A Woikbook review

Module 12 - Network Risk and Vulnerability Management

Auditing the Network Security
with Nsauditor

Nsauditor Network Security Aunditor is used fo scan networkes and hosts for
vitlnerabilities, and to provide security alerts.

Lab Scenario

Network auditing 1s an important task of any network security operation where
an admunistrator ensures their network security by conducting various checks
against the network. As a network admunistrator, you should be able audit your
network to find security loopholes.

Lab Objectives

This lab will demonstrate how to audit your network using Nsauditor.

Lab Environment

To carry out the lab, you need:

®  Nsauditor, located at D:\CND-Tools\CND Module 12 Network Risk and
Vulnerability Management\Vulnerability Assessment Tools\Nsauditor
Network Security Auditor

® A virtual machine minning Windows Server 2012
® A virtual machine minning Windows 10

" A Web browser with an Internet connection

® Administrative prvileges to mn tools

Lab Duration
Time: 20 Minutes
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Module 12 - Network Risk and Vulnerability Management

Overview of Nsauditor

Nsauditor will check the network for all potential methods a hacker will use to
attack it and then create a report of any potential problems found. Nsauditor
provides mnsight into the services runming locally, with additional options to dig
down mnto each connection and analyze the remote system, terminate connections
and view data.

Lab Tasks

1. Launch Windows Server 2012

E rtask 1

2. Navigate to D:CND-Tools\CND Module 12 Network Risk and
Vulnerability Management\Vulnerability Assessment
Tools\Nsauditor Network Security Auditor then double click
nsauditor_setup.exe to start the installation.

Launching
Nsauditor

3. The Open File - Security Warning window appears. Click Run.

Do you want to run this file?

@ Name: .. .WIN-NEMVGGIG3LE\Downloads\nsauditor_setup.exe
Publisher: Nsasoft US LLC
Type: Application
From: C\Users\Administrator, WIN-NEMVGG9G3L6\Downloa...

Run Cancel

v Always ask before opening this file

e While files from the Internet can be useful, this file type can potentially
L\’) harm your computer. Only run software from publishers you trust.
- What's the risk?

FIGURE 3.1: Windows mmtvmng file

4. Follow the onscreen instructions and complete the installation of
Nsauditor.
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Module 12 - Network Risk and Vulnerability Management

5. Click the Start button and navigate

launch it.
AppPS
a Profile Wiewer

UIninstall D ployment

Wizard

Whinet Manager ) d
FAICrCEoit S0

Execute Fackaqe
Litiliny

Installation Cente...

a0rting Serice

Configuration

S0L Zerver Ermor
and Uzage

Irstaltation Cente

0L

AU Develkper

Mmap - £Zenmap
ol

Uriversal Installer
Msawditor i ‘Wallet Manager
HE'W

Moauditor on the

to Apps and click Nsauditor to

fdministration
Assistant for

Databais
Coanfguration

Wigration Assista

LDatabase Llpgrade
Assistant

Locale Builder
I LISt o
BEsiSTant

Het Manager

guraban Weh

FIGUEE 3.2: Launu:lnng Mazanditor

6. The Nsauditor main window will appear as shown in the fo]lcmﬂlg
screenshot.

File ‘'Yiew emtistics Comnections Tools LEils Ediors  Options Repots Help  Register
W &S row @R 3HNNE TS @

SAESONE Process | Prot.. | Localtdcess | Loc.. | Aenotetdd.. | Ae.. Hoziname | Couniy
w Syshemd TCP  1921BBE0OER  IMF 19216301 di5 DESKTOPOTISES rrico s
_— Syzhemd TP 1521BBOER  IE 1821301, 945 DESKTOPOTISESN rricrosof-cs
Hetmrork Mortorng Syshemid TCP  1321BRE0OER 25 19216301. dd5 GESKTOPOTIRES reir sk o
Syshem:d TCP  1921BEOER 24 19216301 dd5 DESKTOPOTIRES Iricrasof-c
& Systemd TCP 1521RBOER 133 M ] refing-Lm
W [nG 076 TCP  1%21GBE0OER  §3 {5 ] comain
& G 076 TCP 127001 ¥ | M, ] o
Syshemd TCP 1001012 220 10109010 DESKTOPOTISES rricro s
Syshemid TEP 10401012 N9 10109010 GESKTOPOTIRES rricrasof-cs
1k Syshem:d TCP 1001012 N8 10109010 DESKTOPOTIRES rricrasof-c
Mol P Micinen Sihermd TCP 10401012 261 10109010 DESKTOPOTIRES miciosnfk-ck
B Gysternd TCP 10101012 179 M refhic-ra
E LG 076 TCP 10401012 63 e, doman
o B Systennd TCP 0000 1. ek Lk necar
Hetwork Sconner B Gystend TCP  0.0oo EY M Lk ncan
M Gyrbond Senice, 0.0 1300 Uik s

>

- T e o omm m m TEh e = om = am

Weh Proge Scanrer Deseiplon Slate Fdatify
Hebvork: Monioing i HOKITORING Fiurrirg

FIGURE 3.3 Nsanditor GUI
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Module 12 - Network Risk and Vulnerability Management

7. Launch the Windows 10 user machine and login as a local

Hrask 2 admunistrator.
Turm On User (Note: You need to turn off the firewall on the user machine before
Machine auditing it with Nsauditor.)
8. Nawigate to the Control Panel and click System and Security.
Control Panel — (| w 1
4 [E& » Control Panel » w |‘:-|--|'| h Control Panel =)
Adjust your computer's settings View by:  Category

[Systemn and Security]
Heview your computer s status
Save backup copizs of your Filzs wath File
History
Backup and Restore (Windows 7)
Find and foe problems

: MNetwork and Internet
Wiew netwior statius and tasks

Choose homegroup and sharing options

User Accounts
® Change account type

Appearance and Fersonalization
Change the theme

Adjust screen resolution

Clock, Language, and Region
Add s language
Change input methods

n"' Hardware and Sound Change date, time, or number formats

%‘ View devices and pnnkers Eace of Access
. Add adevice Let Windows suggest sethngs

& iR

FIGTIRE 3.4: Nﬂt’!gﬂﬁﬂg to Spste;m and Sacm:itjr

9. The System and Security window appears. Click on the Windows

Firewall.
System and Security - |:| i
- v AP ‘ » Control Parel » System and Securty » w | T Search Contiol Pane o
~
Contrel Panel H . -
snrElrane neme Secunty and Maintenance
« System and Sccurity Foewview your compuzer's status and resclve issues
Q Change User Acoount Control setbings Treublesheet common computer preblems
MWetwork and Internet
Hardware and Sound ‘ Windows Firewall
Check firewall status Allew an app through Windows Firswall
Programs
User Accounts g S.'_-,TSIEI'T‘I
: Yiew amount of R&M and processor speed E.ﬁ. lowe rermote acoess
Appearsnce and i . : B .
il Launch remote assistance | 32 the name of this computer
Perzonzlization
Clock, Languags, and Region Power Options
Ense of Access Reguire a password when the computer wakes | Change what the power buittens do
Change when the computer sleeps
File Histary
Save backup copies of your files with File History | Restore your files with File History
E Backup and Restore Windows n
FIGURE J.5: Namgating to Firewall
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10. The Windows Firewall appears. Click on Turn Windows Firewall on or

off on the left side of the page.

@ Windows Firewall — O 3 |
— « 4 @ » Control Parel » System and Security > Windows Firewall w | Ty Search Control Pane g
Help protect yvour PC with Windows Firewall
Contrel Panel Home PP e
Windows Firewall can help prevent hackers or malioous softwarz from gaiming access to your PC
Miow an app er feature through the Imternet or a network
through Windows Firewall
ﬁi‘ Change notification setfings . 9 Domain netwarks Connected ...7;
B [Tum Windows Firewall on or )
off M etworks at a workplace that are attached to s domain
Restore default i
% MEESERS Windows Firewall state: On
ﬁ Advanced settings . . .
Inceming connections: Elock all connections to apps that are not on the
Troubleshoot my network list of allowed apps
Loctive domain networks: i end.corm
Motification state: Motify me when Windows Firesall blecks a new
Ep
. 9 Private networks Not connected ()
l 9 Guest or public networks Not connected (> F

FIGURE 3.6: Windows Firewrall

11. The Customize Settings window appears. Click on the Turn Off
Windows Firewall radio buttons for Domain, Private and Public
networks then click OK.

i Customize Settings = O e 1

- v 4 @ « Windows Firewall » Customize Setfings w | Iy Search Control Panel =]

Customize settings for each type of network
You can modify the firewall sethings for each type of nebwork that vou use,

Domain network settings
g {3 Turn on Windows Firewall
Block all incoming connections, including those in the list of allowed apps

Motify me wwhen Windows Firewall blocks a nevr app

@ i) Turn off Windows Fireweall (not recommended)

Private network settings
Q {3 Turn on Windows Firewall
EI'.I'.l. |'.| ill:'..'rrli'll;g CLTIHNEL t".lll"h ill:l'.l.lilll;ll -.II.."H.' irl t'll‘ i'h- '..I: d I..".l'.l".—'.l '|:.:F:'|

Hr' I‘I f_-, me .l'\.'I'I En -."'nfir'l'lﬁl.l'.l"\-\. Fi'i".l’\.'-‘.” I:I 8 L'\-\. a newy i-Fll'I

@ |@Turn off Windows Fireveall inot recommended]

Public network settings
g i) Turn on Windows Firewall

Bleck all incoming connections, including those in the list of allowsd apps

rJr' I‘I f_-, me .l'\.'I'I En -."'n'lir'l'lﬁl.l'.l"\-\. Fi'i".l’\.'-‘.” I:I s L'\-\. a niswy i-.Fll'I

@ {®) Turn off Windows Fireweall (not recommended)

K Cancel

FIGURE 3.7- Windows
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Specify the IP
address or IP
range of user
machines and
start auditing

Module 12 - Network Risk and Vulnerability Management

12. Switch back to Windows Server 2012 and go to the Nsauditor window.
Click Auditor in the left pane.

dsaudit

File View Statistics Connections Tools Utils Editors Options Reports Help Register

EEE »omFE B @i 0N & TS W@

Ceesione Froces: Frot.. | Lecal fddrez: | Lee. | Remotedidd. . | Be... | State
? Onscache: 532 UDF 0000 oa0.. M 0 Liztzning
@ Onecache: 332 UDFE 0000 Ae3. M/A 0 Liztening
Netwaork Monitaring # Dnszache: 232 UDF 0000 BE3. M/A 0 Liztening
) ¥ Dhscache: 232 JDF 0000 LA T P 1] Liztening
ﬁ Orzzache 832 LDP  000o REA. MJA 1 Liztening
@ Orhzcache: 232 UDP 00,00 BZ2.. M/A 0 Lizkening
? Onscache: 832 UbFE 0000 8. HiA 1] Liztening
? Ornecache 332 UDFE 0000 920 MiA 0 Liztening
ﬁ Urzzache: 332 uoF 0000 all..  Mia 0 Liztening
i a1 UDF 0000 4% Mo 1] Liztening
1 . UDF  0.0.00 436, MJA I Lizkening r|

FIGUERE 3.8: Starl:i.ﬂg the anditor

13. The Host Range and Credentials Selection Dialog window appears.
Enter the IP address of the Windows 10 machine in the Host Name /
Address: field, click the Other Credentials radio button and enter the
credentials of the Windows 10 Local Admunistrator (username: Local-
Administrator and password: tﬁﬂb@lZB} then click OK.

Note: If you want to audit multiple hosts in the network, enter a range of
IP addresses by specifying the Start and End in the IP range option.

Range a

—Select Host Range

f* Host Mame / Address - (10101010

" IpRange Start :

(" Ip &ddress List  File .

Select Credentials

" Null Session " Current Credentials ¢ Other Credentials

User Name - Local-&dmirstrator Passwoard - |77

HOTE: Specify the user name in the format 'DOMAIN\account'
of 'account’ for using cument domain name

] Cancel

FIGURE 3.9- Ta.tget system details
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Module 12 - Network Risk and Vulnerability Management

14. The Network Audit Dialog window appears. Click Start Audit.

1 TCP

v Eutended Tep Ports
Forts [ Exarnple: 13,17,21-23,25.42 43.53,73-80.103-117,113,118-119,135,137-133,143)

13.17.21-23,25.42,43. 537380, 109111 113 118-119.135.137-139.145.156,173,389.443 445 5128155 add Ports

AV Ftp Wulnershilities [ Por 21 ] —— (¥ Smip Yulnerabiities [ Port 25 ] —— W Met Bios
¥ Check Ftp Vulnerabiliies ¥ SHTP Yulnershilities I¥ MetBio: Mames, Common Info
[T Check wWeak Passwords ¥ SHTP Felaying 7 Retrieve Users Logs

¥ Enumeate Users
v Telnet Yulnerabilities [ Port 23] — ¥ Pop? Yulnerabiities [ Part 110 ] — ~

¥ Check Teret Vulnerabilities ¥ Check Pop Yinerabilities F Erumeate Groups

[T Check Weak Pazswards T Check Weak Pazswards ¥ Erumeate Shares

¥ Erumerate Hidden Shares
¥ Tcp Services v Hittp Yulnerahiliies [ Port 80,8080 v

IV wiholz [ Port 43

¥ Finger [ Port 73
v SI:_J;IFII;E: | ;:'Drt 1]11 ] ¥ Erumeate Services

¥ Mz Rpc| Part135] ¥ Enumerate Processes
v It4AP4 [ Faort 143 I¥ Fetiieve Policies Infarmation
¥ Remote EXEC [ Part 512 | Iv¥ Retrieve Registy [nformation
¥ M SOL [Port 1433 I¥ Fetiieve Time of Day

¥ tdy SOL [ Port 3306 | [T Retiieve Browser Helper Objects
I¥ Plug and Flay [ Port G000 ) I Checkweal Passwords

Enumerate M achines

E hurierate Cannections
[¥ Erumerate Metwork Devices

v Udp
v Ewxtended Udp Poartz

Fots [ Example: 42,43,55,67-63,83,111.135-138,143,161 445,514, 5201300 )
|42,43,53,E?-,EE,1 28.143.445. 514 520,1433.1512

v Ldp Services
¥ Mz Bpc[Port 135 ¥ MetBios Mame [ Part 137 v HMsSql Monitor [ Port 1434)

[¥ SunRpc(Port 111 ] W Srmp Yulnerzbilities [ Porl 161 [¥ Plug and Play [ Part 1900 )

— Target Host / Local Interface / Commatnd Buttons

Prafile Mame: Drefault &udit Profile Timeout: |2|]|:":|

* Html i =mi

|' R eport Mode

Local Interface: 0 .10 . 10 . 12 {:?;a | Load Default | Load Prafile S ave Pofile

T arget Hozt: 10 .10 . 10 . 10 oy Stark Adt Cancel Save Az

FIGURE 5.10: Starting the Aundit

15. The Nsauditor Network Security Auditor window appears. Click OK.

=E Please Disable Firewall Manually Before Starting Audit!

| OK I

FIGUEE 3.11: Firewall disable message
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16. System auditing will start. Once the audit 1s
Finished status.

Fiz Vi SisRtks Cormbdtions Took Utls Ecditees Options Repors Help  Register

FH &S rumEEEFE 0 E TSR

completed, you can see the

| I TN E RN
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FIGURE 3.12: Auditing coimpleted

17. Click the Audit Reports list icon to view the complete audit report.

File Wiew Statistics

Connections  Tools  Wtils  Editors

Opticns  Reports  Help  Register

IR ECE E R

S=ssiars

Hes! 10.10.10.10 Remate Ad.. | Femats Pat | Infa
-2 10101010 [DESKTOP-OTIEESM] (] nep 101070, Host Alve,... Up
E..!:I Udp ngs 101070, 42 O pet

o 42 - name mei 1071070, 43 Upen
I* 43 - richiame neg1010.70.... B3 Oper
w632 - domain ey 101070, €7 Upen
wgp 57 - boolps e 101010, B3 Open
e 53 - boolpc mgx 101070, Upen
-0y B3t e 1010070, 52 Open
w82 kaiberas e 101010, 111 Open
w111 - zunrpe mer 101070, 135 Upen
I* 135 - epmap mes 101070, 132 O pety
gy 138 - netbics-dam mes 101070, 142 Uper
-0 143 - imap ey 101070, 161 Upen
g 151 - znmp mep 101070, 445 Upen
w445 - rricroacft-ds g 101010, 514 O pen
|* 514 - syzlog g 101070, 520 O pen
gy 520 - raLter me 101070, 1023 Oper
Lands 1029 - e 101010 1433 Mnes 4

< | m

Tazkh Descriolion FlogEss State

= etmaon oy Maiwark. Mcﬂt-:-nr'g T Metmoh Bunning MO MITORIM

FIGURE 3.13: Namgating to andit reports
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18. Click the report then click View (if there are multiple audits, the latest

= TAask 4 audit report will be at the top of the list).

Examining
Auditing Report

Audit Report File Name

IE nereport 06-23-2016 21 -EE-D?I
I B B B .
I B H H 1

o
<
¢
¢
¢

1]

— Select Report From List

Export to Access Database | Export to Excel

| View I Cancel

FIGURE J.14: Viewing audit reports
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19. The Auditor Report appears. Scroll down to view the contents of the
report.

File “iew Statitics Conneclions Tools Ubls Editors Options Aepots Help  Register

|FH & re | F B EF 0 F TS =0

Default Audit 10,10, ik, L0,
10,10, 110

IP Address :10.10.10.10

State : ¥

DHS ; DESKTOP-0OT35E5M

MAC address : D0:15:50:00:39;38
Risk High : 1

Risk Medimm @ 1

Pisk Lo = 1

Opearating System 2

"W R € Teem
C HEE Mediom =1

sk Low @ 1

Dperating System ;

Fropa rimet tranefar probasal, warld wide seh hitp

dew ks htien, b 1 warsicw, noslocnl locotion brokar
TS SESEAN B YR

IMOsoit-ds

Bl R SETEEr

wha I, tknane

domain rame eprsr

:buip.'ﬂnpmr, boatsirsp protocol wrear
| oeat cirecp chnt, Eedeisarep prococol dil
il Tila traeas, orivial Tl Iravcaenr gronaoal

ZEEFFEEFE

LR

B Hidp Malscae PaeSarvites WL ! P Sy i
[ T
By hip High This comguter sseme 15 be infschsd with el )
] ] I ] This Syaleim 4o 1o ba Conpremiesd
Hioi el poid racshilon, localien oo,
_NW _h arxins kcabon broker .l-mm
MMGTRAL 5 nHp: ! icew op-hin/o
uksraniity 130 reatbins-550 Wadum Ukl RIS 0O FRdricas iRTOPTIAIN Tram SO LIION * Bksd Uidy L3F Fait

§ Viirsdows hest & remohe afacker may use this in gain Sooess o sesiie nfarmation
BET HACHIRG IHFD :
BTN ]
NT WORKSTATIGN
S0
124
a1Fm

FIGURE 3.15: Audit report

20. In the same manner, you can conduct audits for multiple hosts 1in your
network.
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Lab Analysis

Analyze and document the results of the lab exercise. Give your opinion on your
target’s secunty posture and exposure through free public information.

PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
ABOUT THIS LAB.

Internet Connection Required

v Yes [ 1 No
Platform Supported
V] Classroom [ ]ilabs
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Module 12 - Network Risk and Vulnerability Management

Scanning for Vulnerabilities in a
Network using OpenVAS

OpenVZAS  offers a comprebensive and powerful vulnerability scanning and

vitlnerability management solution.

Lab Scenario

When doing a secunty test, admiunistrators should use a vanety of vulnerability
scanners to expose all possible vulnerabilities.

Lab Objectives

The objective of this lab 1s to help students learn how to:
e Perform a Vulnerability Assessment using the OpenVAS tool.

Lab Environment
To perform this lab, you need:
® A wvwrtual machine minning Ubuntu
® A virtual machine minning Windows 10

Lab Duration
Time: 25 Minutes

Overview of OpenVAS

The OpenVAS scanner 1s a comprehensive vulnerability assessment system that can

detect SEclu:itj' issues 1 servers and network devices.
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Lab Tasks

1. Launch Windows 10 virtual machine

E task 1

Turn off Eiraursll 2. Before starting this lab, turn off the Windows Firewall in the Windows

in Launch 10 machine. Log in to the machine as an Adnun user and go to the

Windows 10 Control Panel, then click on the Windows Firewall and choose the
machine Turn off option for the Firewall profiles as shown in the screenshot.

B Wiedasr Fiedall
"o = ﬂ Coermol Fangl & &l Corsral Pene Hesis ket Fineasil

Help protect your PC with Windows Rirewal|

T ratigd Panied Hame

Windawx Firsmall can help prevest hack ss o msbeimar wofte s Do geining o to gou B0
&l an aop or Fetumne daroiigh the Rbsw e o @ etk
gt W ind s Feemall

W Change netificstion settings Updata vour Frewal wstings

& Tum Wim e Frrownll anar ¥ rdigves Firowell i nok uzng e
d 5 Firoel] B ¥ U e en ded satin
ot recarerend ed setings o grobect o 5 ¥

$ feemr e ek comput e
E & phvarer = Settin i Vitiet wrw the recommendad et nge’

Tecubkesnaog rmy nebamik

.ﬁ Tl netwarks hot connected

.g Prade AT S Mot ronnectad

.ﬁ Fuest ar public networks Connected

Wt ke iy el o places sk =5 merpoets g cotes shegs

Findows Firowsal baric OFF

nenrming conreckans Block ofl connechioesdp a pps thob me rok on dhe

letef alowed Jpos
A palic netvarks = Lk oeificd eamwoii
T S {0 Py tiotfication %ote Periify e wiben Yindiqwe Firevall biodks @ niee
FII.

Fl=baark end Sheing Cerier

FIGURE 4.1: Tarn off firewall

3. Log on to Ubuntu machine. T}‘pﬁ toor in the Password field and click
Next.

EH rtask 2

Install OpenVAS

Ubuntu

FIGURE 4.2: Entenng Username
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4. Launch a terminal, type sudo su in the ternunal and press Enter. You
will be prompted to enter a password. Tﬂjf- the password as toor and
press Enter.

Note: The password you enter will not be visible

root@ubuntu: /home/ubuntu

ijbuntu@ubuntu:~$ sudo su
[sudo] password for ubuntu:
root@ubuntu: /home /ubuntu# §

FIGURE 4.3: Getting root Terminal

5. Now, you need to install the openvas package from a PPA (personal
password archive). For that, you need to add a personal password
archive (PPA) to your system's Software Sources. To add, type add-apt-
repository ppa:mrazavi/openvas in the terminal and press Enter.

root@ubuntu: fhomefubuntu

ibuntu@ubuntu:~S sudo su
[sudo] password for ubuntu:
root@ubuntu: /homefubuntu# sudo add-apt-repository ppa:mrazauifnpenvail

FIGURE 4.4: Add.m.g Repc:situ:rr_l;'

6. A prompt appears stating that a set of new packages will be added to
the system. Type y and press Enter to add the packages.

root@ubuntu: /fhome fubuntu

t4#% Openvas 9 (beta 3) ***

. set of new packages for openvas 9 (beta 3) 1s now included. If vou prefer to inst
311 them, you just have to install "openvas9" package instead of "openvas". Then, u
rdate scripts/data with the following commands:

sudo apt-get install sgqliteld
sudo openvas-nvi-sync

sudo greenbone-scapdata-sync
sudo greenbone-certdata-sync

sudo service openvas-scanner restart
sudo service openvas-manager restart
sudo openvasmd --rebuild --progress

“lease note that the default port number of the web interface for the new packages
ire changed to 4008. So, to access the web interface for version 9, go to https://1
rcalhost: 4008

fou can change the web interface port number by modifying fetc/default/openvas-gsa.
[hen, restart its service by issuing "sudo service openvas-gsa restart™.

More info: https:/flaunchpad.net/-mrazavi/+archive/ubuntufopenvas

‘ress |[[ENTER] to continue or ctrl-c to cancel adding it

FIGUEE 4.5: Addi_ug MNew Pan:kage
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7. Once the packages are added, type apt-get update and press Enter to
ensure that all packages are correct and up to date

reob@ubuntu; fhoemefubuntu
‘ress [ENTER] to continue or ctrl-c to cancel adding it

pa: keyring " /tmp/tmpvkqGoaxd/secring.gpg' created

1pg: keyring °[ftmp/tmpvkgSoaxdfpubring.gpg’ created

1pg: reguesting key 4AA450ED from hkp server keyserver.ubuntu.com

pg: /tmp/tmpvkgSoax®/trustdb.gpg: trustdb created

pg: key 4mA450E0: public key "Launchpad PPA for Mohammad Razavi” imported
pg: Tetal number processed: 1

1pg: imported: 1 (RSA: 1)

K

~oot@ubuntu: /home /ubuntu# apt-get update

set:1 http://ppa.launchpad.net/mrazavijopenvas fubuntu xenial InRelease [17.6 kB]
iit:2 http://us.archive.ubuntu.comfubuntu xenial InRelease

1it:3 http://security.ubuntu.comfubuntu xenial-security InRelease

cet:4 http://us.archive.ubuntu.comfubuntu xenial-updates InRelease [95.7 kB]

et:5 http://ppa.launchpad.net/mrazavi/openvas/ubuntu xenial/main amd&4 Packages [2
, 900 B

wet:6 |:'|||.'1.'|11‘|"I|I'FI|IFI.]ﬂI.IFIEhFIEllﬂ.I'IE'I.'||I"I"'I|'|'-!TH'I.|"i}"DrJF'I'I\’H‘:.Jn'lIhI.II'I1'l| xenial/main 1386 Packages [2,
168 B |

et:T http://ppa.launchpad.net/mrazavijopenvas fubuntu xenlal/maln Translation-en [1
044 B]

1it:8 http://us.archive.ubuntu.com/ubuntu xenial-backports InRelease

~etched 128 kB in 2s (57.8 kB/fs)

FIGURE 4.6: L'P-:IatLﬂg Rep-c:-sitﬂﬁes

8. Once done, type apt-get install openvas and press Enter to install

OpenVAS

root@ ubuntu: fhomefubuntu

start its service by issuing "sudo service openvas-gsa restart”.
More info: https://launchpad.net/~-mrazavi/+archive fubuntu/openvas
‘'ress [ENTER] to continue or ctrl-¢ to cancel addimg it

1pg: keyring ~jtmpftmpvkgSoax0/secring.gpg’
1pg: keyring ~/tmpftmpvkgS5oax6/pubring.gpg’
1pg:

1pg-

1pg:

gpg: Total number processed: 1

apg: imported: 1 (RSA: 1)

K

root@ubuntu: fhome fubuntul® apt-get update

Ler:
Hit:
Hit:
et
et

et

http: ffppa.launchpad.net/mrazavi/openvasfubuntu xenlal InRelease [17.6 kB]

http: ffus.archive.ubuntu.comfubuntu xenlal InRelease

http: ffsecurity.ubuntu.com/ubuntu xenial-security InRelease
http:/fus.archive.ubuntu.comfubuntu xenlal-updates InRelease [95.7 kB]
http://ppa.launchpad.net/mrazavi/openvas/ubuntu xenial/main amde4 Packages [2,990 B]
http:/fppa.launchpad.net/mrazavi/openvasfubuntu xenial/main i386 Fackages [2,988 B]
#t:7T http: f/ppa.launchpad.net/mrazavi/openvas fubuntu xenial/main Translation-en [1,844 B
fit:8 http:/fus.archive.ubuntu.comfubuntu xenial-backports InRelease

Fetched 126 kB in 2s (57.8 kB/s)

Reading package lists... Done

root@ubuntu: fhome fubuntu# apt-get install openvas

FURN Ny Y

L

= Eh A

m

FIGURE 4 7: Installing OpenVAS
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9. A prompt appears stating that additional disk space will be used. Type y

and press Enter to continue.

root@ubuntu: fhome/ubuntu

Jse 'sudo apt autoremove' to remove them.

The following additlonal packages will be installed:
fonts-late fonts-lmodern javascript-common 1libhiredis®.13 libjemallecl 1ibjs-Jquery
libmicrohttpdie libopenvasg libpotrace® libptexenci libruby2.3 1ibsynctex1l 1ibtexluas?
libtexluajit2 1ibzzip-8-13 lmodern openvas-cli openvas-gsa openvas-manager
openvas-scanner rake redis-server redls-tools ruby ruby-did-you-mean ruby-minitest
ruby-net-telnet ruby-power-assert ruby-test-unit ruby2.3 rubygems-integration sqlite3
tex-common texlive-base texlive-binaries texlive-latex-base texlive-latex-base-doc
xsltproc

suggested packages:
apachez | lighttpd | httpd wxmlstarlet ruby-redis ri ruby-dev bundler sqlite3-doc
debhelper perl-tk

he following MEW packages will be installed:
fonts-late fonts-1lmodern javascript-common libhiredis®.13 libjemallocl 1libjs-jquery
libmicrohttpdl® libopenvasg libpotracea libptexencl librubyz.3 1ibsynctexl Libtexluasz
libtexluajitz libzzip-8-13 Imodern openvas openvas-cli openvas-gsa openvas-manager
openvas-scanner rake redis-server redis-tools ruby ruby-did-you-mean ruby-minitest
ruby-net-telnet ruby-power-assert ruby-test-unit ruby?.3 rubygems-integration sglite3
tex-common texlive-base texlive-binaries texlive-latex-base texlive-latex-base-doc
¥xsltproc

} upgraded, 39 newly installed, & to remove and 270 not upgraded.

leed to g 95.7 MB of archives.

this operation, 242 MB of additional disk space will be used.

you want to continue? [¥/n]lvy

FIGURE 4.8: Installing OpenVAS

10. Dunng installation, a Configuring openvas-scanner window appears,

type Yes and press Enter to connect to redis database with a wmux
socket

roob@ubuntu: fhome/ubuntu
‘ackage configuration

| Configuring openvas-scanner |

openvas scanner require redis database to stare data. It Wwill connect to the
database with a unix secket at fvar/run/redis/redis.sock.

If you select yes, the installation process will enable redis unix secket at this
address automatically, by updateing fetc/redis/redis.conf.

If you select no, you have to manually update your Jfetcfredisfredis.conf.

Do you want to enable redis unix socket on fvar/run/redis/redis.sock?

FIGUEE 49: Ccm.ﬂgl:u:ing DPeiﬂ-'AE
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11. Once done with the installation, type apt-get install sqlite3 and press
Enter to install sqlite3

root@ubunty: fhome/ubuntu

Processing triggers for tex-common (6.04) ...
tunning updmap-sys. This may take some time... done.
tunning mktexlsr /var/lib/texmf ... done.
3uilding format(s) --all.
This may take some time... done.
up ruby2.3 (2.3.1-2~16.64)
up ruby (1:2.3.8+1)
up rake (16.5.€ s
up libruby2.3: 64 (2.3.1-2-16.04) ..
Processing triggers for libc-bin (2.23-0ubuntu3)
Processing triggers for ureadahead (6.100.8-19)
Processing triggers for systemd (229-4ubuntu4d)
~oot@ubuntu: fhome jubuntu# apt-get install sglite3
teading package lists... Done
iuilding dependency tree
teading state information... Done
sqlite3 is already the newest version (3.11.9-1luvbuntul).
zglite3d set to manually installed.
he following packages were automatically installed and are no longer required:
linux-headers-4.4.08-21 linux-headers-4.4.8-21-generic linux-image-4.4.0-21-generic
linux-image-extra-4.4.8-21-generic
Jse 'sudo apt autoremove' to remove them.
3 upgraded, © newly installed, © to remove and 278 not upgraded.
"oot@ubuntu: fhome fubuntu# I

FIGURE 4.10: Instﬂ]li_ng sq!ite

12. Once the installation is completed, type openvas-nvt-sync and press
Enter to synchronize an NVT collection with the OpenVAS NVT Feed

root@ubuntu: /home/ubuntu

The following packages were automatically installed and are no longer required:
linux-headers-4.4.8-21 Llinux-headers-4.4.0-21-generic linux-image-4.4.0-21-generic
Linux-image-extra-4.4.8-21-generic

Jze 'sudo apt autoremove' to remove them.

9 upgraded, 8 newly installed, ©® to remove and 270 not upgraded.

root@ubuntu: fhome fubuntu# openvas-nvt-sync

i] This script synchronizes an NVI collection with the "OpenVAS NUT Feed'.

i] The 'OpenVAS WVT Feed' is provided by 'The OpenVAS Project’.

i] Online information about this feed: 'http://www.openvas.org/openvas-nvt-feed.html'.

i] NVT dir: fvar/libfopenvas/plugins

w] Could not determine feed wversion.

i] rsync is not recommended for the initial sync. Falling back on http.

i] Will use wget
Usimg GNU wget: Jfusr/bin/wget
Configured NVT http feed: http://www.openvas.orgfopenvas-nvt-feed-current.tar.bzz
Downloading to: ftmp/openvas-nvt-sync.d4xnfhoomzlfopenvas-feed-2616-08-081-21643.tar.bz2

--2016-08-01 00:57:24-- http://www.openvas.org/openvas-nvt-feed-current.tar.bz2

Resolving wwWw.openwas.org (Www.openvas.org)... 5.9.98.186

Connecting to www.openvas.org {www.openvas.org)|5.9.98.186|:808... connected.

iTTP request sent, awaiting response... 2 JK

Length: 26369946 (25M) [application/x-bzip2

saving to: *ftmp/openvas-nvit-sync.4xnfAoomz]fopenvas-feed-2016-08-01-21043.tar.bz2

Jtmp/openva %[ | 8 --.-KB/s

Iﬂ{}UGHE4Jj;SyndumnﬂﬂnganfT?T
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13. Once NVT collection is synchronized with the NVT Feed, type
openvas-scapdata-sync and press Enter to synchromize SCAP data
directory with the one present in OpenVAS

root@ubuntu: fhome fubuntu

‘@] Error: rsync falled. Your SCAP data might be broken now.
oot@ubuntu: fhome fubuntu® openvas-scapdata-sync
I This script synchronlzes a SCAP data dlrectory with the OpenvAS aone.
This seript 1s for the sQL1te3 backend.
SCAP dir: Jfvarflib/openvas/ccap-data
Will use rsync
using rsync: Jusr/binfrsync
Configqured SCAP data rsync feed: rsync://feed.openvas.org: fscap-data
penvAs feed server - http://www.openvas.org/f
his service is hosted by Intevation GmbH - http://intevation.de/
4l1 tramsactions are logged.

Please report synchronization problems to openvas-feed@intevation.de.
If you have any other gquestions, please use the OpenVAS mailing Llists
ar the OpenWAS IRC chat. 5ee http://www.openvas.org/ for details.

recelving itncremental Tile Llist
/

COPYING
,493 100% .42MB 5 0:00:00 (xfr#l, to-chk=65/67)
181 100% T6.76kB/s 0:00:00 (xfr#2, to-chk=64/67)

wdeve-2.8-2002.xmL
131,072 0% 2. 84kB [ = :02:38 M

FIGURE 4.12: Synchronizing scapdata

14. Once done, type openvas-certdata-sync and press Enter to

synchronize a CERT advisory directory with the once present in
OpenVAS

root@ubuntu: fhomefubuntu

[1] uUpdating placeholder CPEs

cot@ubuntu: /home/ubuntu# openvas-certdata-sync

[1] This script synchronizes a CERT advisory directory with the OpenvAS one.
[1] This script is for the sSQLite3 backend.

[1] CERT dir: jfvar/libfopenvas/cert-data

[1] WLLLl use rsync

[1] Using rsync: Jusrfbin/rsync

[1] conflgured CERT data rsync fTeed: rsync://feed.openvas.org:/cert-data
penvAs feed server - http:[/www.openvas.org/

his service is hosted by Intevation GmbH - http://intevation.de/

411 transactions are logged.

*lease report synchrenization problems to openvas-feed@intevation.de.

f you have any other questions, please use the OpenVAS mailing lists
sr the OpenvAS IRC chat. See http:/f/www.openvas.org/ for details.

eceiving incremental file list
i
B-K131.xml

1,427,139 166% 64.60kE /s B:00:21 (xfr#1l, to-chk=368/32)
B-K13.xml.asc

181 180% B.20kB/s B:00:00 (xfr#2, to-chk=29/32)

B-K14.xml

1,835,008 38%

FIGURE 4.13: Synchronizing certdata
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15. Once the synchronization is successful, you need to restart the openvas
scanner. 1o restart, type service openvas-scanner restart and press
Enter.

root@ubuntu: fhome fubuntu
13 188% 6.35kB/s :00:00 («Afr#3@, to-chk=1/32)
Cimestamp. asc
181 106%  88.38BkB/fs 0:00:00 («fr#3l, to-chk=0/32)

.ent 651 bytes recelved 24,557,586 bytes 93,651.68 bytes/sec

total size is 24,952,246 speedup is 1.808

[1] Initializing CERT advisory database

[1] uvpdating /varflib/openvas/cert-data/CB-K13.xml

[1] updating /varflib/openvasfcert-data/CB-K14.xml
Updating fvar/libfopenvasfcert-data/CB-K15.xml
updating /var/libfopenvas/cert-data/CB-K16.xml
updating /var/libfopenvas/cert-data/dfn-cert-2zem
Updating /var/libfopenvas/cert-data/dfn-cert- 208
Updating /var/libfopenvas/cert-data/dfn-cert-26
Updating /var/libfopenvas/cert-data/dfn-cert-2611.
Updating /wvar/libfopenvas/cert-data/dfn-cert-2612.x
Updating /var/libfopenvas/cert-datajdfn-cert-26013.x
Updating /wvarflibfopenvas/cert-data/dfn-cert-2814.x
Updating /var/libfopenvas/fcert-data/dfn-cert-2015.x
Updating /wvar/libfopenvas/fcert-data/dfn-cert-2016.x

[1i] Updating Max CV55 for CERT-Bund

[1i] Updating Max CVS5 for DFN-CERT

gpot@ubuntu: /home fubuntu# service openvas-scanner restart

pot@ubuntu: /home fubuntu#

FIGUEE 4.14: Bestart Dp-eaﬁ-'ﬂﬁ Scanner

16. Now, restart OpenVAS manager by i1ssuung the command service
openvas-manager restart

recbimubuntu: fhome fubuntu

‘lmestamp.asc
181 1008% 88.38BkB/s B:00:080 (xfr¥31, to-chk=8/32)

ent 651 bytes recelved 24,957,588 bytes 93,651.68 bytes/sec

otal size 1s 24,952,246 speedup 1s 1.88

1] Initializing CERT advisory database

[ Updating /var/lib/openvasfcert-data/CB-K13.xml
Updating /var/lib/openvasfcert-data/CB-K14.xml
Updating /var/lib/fopenvasfcert-data/CB-K15.xml
Updating /jvar/lib/openvasfcert-data/CB-K16.xml
Updating /var/lib/openvas/fcert-data/dfn-cert-2088.x
Uupdating /var/lib/openvas/cert-datajfdfn-cert-2009.x
Updating /wvar/lib/openvas/cert-datafdfn-cert-2016.x
Updating /var/lib/openvasfcert-data/dfn-cert-2011.x
Updating /var/libjopenvas/cert-data/dfn-cert-2012.x
Updating /var/libjopenvas/cert-data/dfn-cert-2013.x
Updating /var/lib/openvas/cert-data/dfn-cert-2014.x
Updating /var/lib/openvas/cert-data/dfn-cert-2015.x
Updating /var/lib/openvas/cert-data/dfn-cert-2016.x
Updating Max CV55 fTor CERT-Bund

| Updating Max CV55 ftor DFN-CERT
sot@ubuntu: fhome fubuntu# service openvas-scanner restart
oot@ubuntu: fhome fubuntu# service openvas-manager restart

oot@ubuntu: fhome fubuntui B

FIGURE 4.15: Restart OpenVAS Manager

CND Lab Manual Page 345 Certified Nerwork Defender Copyoght (& by EG-Gouncil
All Rights Reserved. Reproduction 13 Stnctly Prohibrted.



Module 12 - Network Risk and Vulnerability Management

17. Once the manager is restarted, type openvasmd --rebuild --progress
and press Enter to rebuild the NVT cache. It takes 10-15 minutes to
rebuild the NVT cache.

root@ubuntu: fhome fubuntu

M

ived 24,957,500 bytes 93,651.68 bytes/sec

T
o
Ln
a
T
—+
i1}
W

-y

5 15 2¢ 2, 2L speedup 1s 1.88
Initializing CERT advisory database

Updating /var/libfopenvas/cert-data/CB-K13.xml
Updating /var/llbfopenvas/cert-data/CB-K14.xml
Updating /var/libfopenvas/cert-data/CB-K15. xnl
Updating /var/libfopenvasfcert-data/CB-K16.xm]
Updating /var/libfopenvasfcert-data/dfn-cert-2088.xml
Updating /var/libfopenvas/cert-data/dfn-cert-; . xml
Updating /var/libfopenvas/cert-dataj/afn-cert-ze16.xml
Updating /var/libfopenvas/cert-dataj/dfn-cert-ze11.xml
Updating fvar/libfopenvasfcert-dataj/dfn-cert-2012.xml
Updating /var/libfopenvas/fcert-dataj/dfn-cert- Lxml
Updating /var/lib/fopenvas/fcert-data/dfn-cert-201:2
Updating /wvar/libfopenvas/fcert-dataj/dfn-cert-2815.
Updating Jwar/lib/openvas/fcert-data/dfn-cert-2016.x
Updating Max CV55 Tor CERT-Bund

Updating Max CWV55 Tor DFN-CERT
"ootdubuntu: /home fubuntu®

~pot@ubuntu: /home fubuntu#

oot@ubuntu: /home fubuntu#

tebuilding NVT cache... deone.

pot@ubuntu: /home fubuntus §

[&]
(a1}
—
n
et

L I el el el el el el dl el el el

n
£
]
]
]
]
]
]
]
]
]
]
]
]
]
]

FIGURE 4.16: Rebuilding NVT Cacnhe

18. Once the cache 1s rebult, launch Mozilla Firefox web browser, type
https://127.0.0.1 in the address bar and press Enter. A webpage appears
stating that the connection is insecure. Click Advanced.

Insecure Connecktion - Mozilla Firefox

W Insecure Connection =

€ | 127.0.0.1 > | a8 @ 4+ & B

% Your connection is not secure

The owner of 127.0.0.1 has configured their website improperly. To
protect your information From being stolen, Firefox has not connected to
this websike.

£arn mare.,

Report errors like this to help Mozilla identify misconfigured sites

FIGURE 4.17: Connection Insecure
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19. Now, click Add Exception... button to add certificate exception

Insecure Connectlon - Mazilla Fire fox

“ Insecure Connection =

€& 0 https)/127.0.0.7 @ | | Q search T BE @ %+ & O

i

# Your connection is not secure

The cwner of 127.0.0.1 has configured their website improperly. To
protect your information From being stolen, Firefox has not connected to
this website,

Learn more...
| aAdvanced |
Report errors like this to help Mozilla identify misconfigured sites

127.0.0.1 uses an invalid security certificate,

The certificate is not brusted because the issuer certificate is unbmowm.
The server might not be sending the appropriate intermediate certificates.
An additional root certificate may need to be imported.

The certificate is mot valid For any server names,

Error code: SEC_ERROR_UHEMOWN_ISSUER

add Exceplion...

FIGURE 4.18: Adding Exception

20. Add Security Exception window appears, click Confirm Security
Exception button

Add Security Exception

You areabout to override how Firefox identiFies this site.
Legitimate banks, stores, and other public sites will not ask you to do this.

server

Location: | https://127.0.0.1/ | | Get Certificate

Certificate Status
This site attempts to identifyitself with invalid information. View. ..

Wrong Site

The certificate belongs to a different site, which could mean that someone is trying to
impersonate this site.

Unknown Identity

The certificate is not trusted becauseit hasn't been verified as issued by a trusted authority
using a secure signature.

Permanently store this exception

Confirm Security Exception Cancel

FIGURE 4.19: Adding Exception
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EH task 3

Configure the
Target

Module 12 - Network Risk and Vulnerability Management

21. Greenbone Security Assistant login page appears, type Username and

Password as admin, and click Login

Greenbone Security Assistant - Mozilla Firefox

# Creenbone Security...

& 8

i

ttps://127.0.0.1/login,login.ht e T B 9 %+ A O

sername | admin

|

Fasoword | ssses

FIGUERE 4.20: Logging into OpenVAS

22. The OpenVAS Homepage appears, as shown in the screenshot. Hover

the mouse cursor on Configuration and select Targets.

Greanbone Security Assistant - Mozilla Firefax

& Greenbone Security...
L& C& | htty
’_#. Greenbone

9% Securiby Assistont

M1 270000, ompr=1&bok 16:3-8 jres B3| Q|

L o M i e et Poat Liscs

H -/B8

TR D BB CDADENLE + Elﬂ

[Rppliad Ther spply overmides=1 rows=10 frsi=] Sori=ramme) S T —

F
Welcome dear new uzer! o n IP address
To explore this powerful application and Tags
to i b start £ th th
o have a guick start for ooing r1-;=h ] — | |

FIGURE 4.21: Choosing Target

23. Click the star icon in order to add a new target.

Greenbone Security Assistant - Mozilla Firefox

& CGreenbone Securiby... =
€ Ok h

R0 ampTomid=i i AHel1 ; LR =

Bl Logged in&s Admin admin | Legout

4 Greenbone
835" Secunty Assistant

Mon aug 1 13C0ECEE 2Ol UG

wran Manage ment Axzet Mansgement %ecinio Managemsnt Cormhguraban Bdminiztraisen

Targets _| PR 1 {total: 1) ERmRwRE ¥

R subc—reFrenk '\-'

[#iS= 10 Arst=1 S5T=name

FIGURE 4.22: Clicking Start Icon
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EI_ The admin password
iz generated during the
setup phase

\& ) R | https://127.0.0.1/ompTcmd=new_targetdnext-get_ta @ | 9 search T B 9 % #® 2

Module 12 - Network Risk and Vulnerability Management

24. The New Target window appears, enter the target name (Windows 10
in this lab) in the Name text field. Next, select the Manual radio button
under the hosts section and enter the IP address of the target machine.
The TP address of Windows 10is 10.10.10.10. Select the All IANA

assigned TCP 2012-02-10 option from the Port List drop-down. Leave
the other options set to the defaults then click Create Target.

Cresnbone Security Assistant - Mozilla Firerox

& Creenbone Securiby... =

i

%can Management fizzel Managemert %Seclnbo Managemens Corhguraton Extras Admanmiraktion

Maw Target® =

Lol wWindows 10
Comment (apticnall
Hiosts
O panual | 10-10.10.10 |
From fle | Browse... Mo fileselected.
Excluda Hosts
Reverse Lookup Onl
R = ! s n L [a]
Rorvorza Lookup Ui
3 o Wies u Ha
Pork List
Al 1AM as5ig red TCP 201 2-02-10 w
Afve Test Scan Config Default w

Credentials for authenticated checks [optionall:

55H
- % | gn part | 22

SMB

ESXi

i Create Target ]

FIGURE 4 23: Eﬂteri.ﬂg target for zcan

25. Once you click the Create Target button, OpenVAS will add the target

and show you the Target Details as shown in the screenshot.

Greenbone Security assistant - Mozilla Firefox

& Greenbone Security... x

; CF B Logged moas Admin admbn | Logout
e Eime;uhnna
S ECLIF I":r'- 3 Mon Aug 1 13:23:47 ZD16 UTG

Scom Maomngement  Asset Mamagement  Secinfo Management Confguration HErc Adnninist ration

Target E!ﬂl:uilr.-! LA L L )

Hame: Windows 10 L et beed- 17T - 20T 0 bdT e~ 2 330hiIE D Sl

Camment: Croatad: Mor Ay 1 13:23:43 216
. — e Last modifiad: Mon Auy 1 13:23:47 2016
Exclude Hosts Lrwirer: admin

RAeverse Lookup Only: Me

Revarse Lookup Linify; MO
Maxirmum number of hests: 1

Port List: All TANA assigned TCP 20L-02-10
Aliwe Tast; scan Config Defaulk

Cregentials for authenticated checks:

S95H:

SME;

ESH

Tasks using this Target: None

Usar Tags for "Windows 10" nona L

FIGURE 4.24: Target Details
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Module 12 - Network Risk and Vulnerability Management

26. To view list of the Targets added to OpenVAS, go to Configurations
and click the Targets option.

Creenbone Securlky Assistant - Mazilla Firefox

4 Creenbone Security... »

L% (O E bpss/ 127.0.0.1,0
Greenbone

Lecurhy

Scan Managemest  AdEel Managersenl  Secinio Managemant

Lonfiguration Adminiitration

Targets

Target cetaicll MWE @HFEW
Hame: Windows 10
Comimenk:
Hosts: 10.10.10.00
Exchide Hosts:
Reyerse Loakup Onbe Ha
Feverse Lockup Unify: Ha
Magimum number of hosts: 1
Part List &ll laMA assigned TCP 201.2-02-10
Alive Test: Scan Config Default
Credantials for suthanticated checks:
S5H:
SME
ESXi

e

Port Lints

Crala FeblileeB- 1754071 b2fa- 2 396005 be b
Eran Configs &l Mom Al 1 132342 2016
wedadifiad: MO A 1 131347 2016
i - admin
Echadules

Report Farmats
Elaves

Aganis
Scannars
Filters

Tags
Par i e e

Greenbone Securiky Assistant - Mozilla Firefox

# Greenbone Security

¥ | 0 | https://127.0,0.1/omp7cme

Greenbone

- - -
SE2CL r1T-,' Assisiont

wran Mamsgemenst

dAzsrt Management  %ecinin Manags ment

Localhost & localhost 1

m

| 5 [
un -—'.'I' > —..' T = ST -
] Credantials i

Openvids Default

e @ 4 & O

B Loggedin as Admin admin | Logout

Mon Apg 1 132609 2016 UTC

Caonhguratsen Ardmersstratin

I 8 -~BE8

ﬁ.

had B

| windows 10 10.1¢.10.10 1

All 1AM A, assigned TOP 2012-02-10

(& ]~T=[¥]

AApphy b page coakenbe E I__]ll._.l

LOP TG SUUE AU O Ll D e i s LiFiDH, el Jieinl I |

FIGURE 4.25: List of Tarpets

27. To add a new task to OpenVAS hover the mouse cursor on Scan
Management then click Tasks.

Greenbone Securiky Assiskant - Mozilla Firefox
& Greenbone Security... x

€ i@

e '_12?.D.D.1.l'“. - =&l Faraakrecq ok

4 Greenbone

P2’ Security Assistant

Reparts
Rk uite
Haotey

Dwerrides

Localhost B locakaost 1

Windows 10 10101010 1

OpsnWAS Default

&l LA assigned TCF 2012-02-10

vwe O 4 & O

Logged in &= Admin admin | Logout

Mon Aug 1 13220609 2016 UTC

v I s bo-re Fresh "

|| g -~E8

e N N e

nad B

FIGUIERE 4 26a: Addj.ﬂ.g newr task
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Module 12 - Network Risk and Vulnerability Management

28. The Tasks wizard appears, as we haven't added any tasks to OpenVAS
it will be empty. Now we need to create a new task. To do this click on
the Star icon near Tasks (total: 0).

Gregnbone Securiky Assistant - Mozilla Firefox

& Cresnbone Security... x

& OE a2/ 127.0.0.1/ emd=aet kasksBloken=8a5 El & Q, Zear v B @ 4+ # B

Legged in as Admin admin | Logout
Ak Fre&nhﬂne & leggedina | Log

o2 Security Assistant Mon Aug 1 13:28:00 2016 UTT

Scan Management Axzet Management Secinfo Managemenk Configaration Administration

Tasks (total: O] ’ W . ' WMo ssbo-ref el w

Filter:
u r

ApEly_ower - iy e} [T ———

nd
VR Bp D) PIGE CENLaNE v E uﬂj

[Applled fAfter: apply ovemiges=1 roms=10 first=1 sori=rame bokal: 0

Welcome dear Aew user]

T explore this powerful application and
to hawe a quick start for doing things the
first tiene, | arm here bo assist yow with
some hints and short-cuts

Cuick start: immediately scan an IP address
IP address or hostnams

Starc Scan

I will appear autermatically in areas
whare you have craated no ar only = faw

For this shert-cut | will do the follewing for you:

L. Create a new Target with default Part List
2. Create a new Task using this tanget with default Scan Configuration
3. Start this scan task right away

chjects, And disappear when you have
mare tham 3 chjects. ¥u can call me

PN Y S-S Sp—— PRPSSPIPIN B FEES [ S ——

FIGUEE 427 Crem:i.ﬂg new tazk

29. The New Task page appears, enter the name of the task (Windows
10 Scan), choose Full and very deep scan from the Scan Config drop-
down and select Windows 10 from the Scan Targets drop-down.
Leave the other options set to default, and scroll down and click Create
Task. This creates a task which will be performed in the forthcoming
steps.

AEsiEtant - Mazila Firefax

Greanbane Securicy

& Greenbone Securiby... =

* IR 270001 en 18 et L =] v E O O kB

Mamie

| windows 10 5can |

Commant [optiomall

Sran Tangets Windows 10

Al=rts {pptionail - w
Schedule (eptional) -« || lonce
Add results [o Asset Managemant Oyes e
Akerablo Tk — = I

o ical
Auto —— D il automnatically dedete reports

futomatically delete oldest reports buk always keep newest | 5 reports
Scanner
(o] Openva&s Scanner Openvas Delfault ~
Scan Config Full and wery desp '-' ]
Slava {oprtional) -
Hetwork Source Interface
Order for targed kosts Soquaniial «

Fagimiam concurrently executed N per host | 4

Faximism concurmently scanned hosis 20

Create Task

FIGURE 4.28: Entering name of the task
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= TAaAsK 4

Starting
Vulnerability Scan

Module 12 - Network Risk and Vulnerability Management

30. The task named Windows 10 Scan has been successfully added to
OpenVAS as shown in the screenshot. Begin a vulnerability scan by

clicking the Start (Seventh (play symbol) icon in green color), in Task

Details.

Greenbone Security Assistant - Mozilla Firefox

& Greenbone Security... x T

& (8 hitps:/127.0.0.1/om o

3 Logged in as Adn
% Greenbone J3= Loggedin
ge security Assistant Mon Aug 1 13:35

]
-

Scan Management Assel Management Seclnfe Manadgeme mt Confguration Administration

Tazk Detnil= !-.' i?‘ '. Yo aytorefresh
MName: Windows 10 Scan I 126 1fc-5543-4
Coenmnent: Crested Mon Bug 1 13:3
Target: Il‘-l'il'ldﬂ'l'iE 10 Lest modifed H:il'l.ﬂul.lg] 13:358
Alerts: Orerner acmin
Schedule: {Mext due: over)
Add to Assebs: yes
Alterable Tashk: Mo
Auto Delete Reports: Do not automatically delete reports
Scanner: Openvas Defaulk (Type: Openvas Scanner)

Scan Config: Full and very deep

Slave:

Order for karget hosts: Sequential

Network Source Interface:

Maximum concumently executed NVTs per host: 4

FIGURE 4.29- Task name is 51.113::3551:11]1? added

31. The vulnerability scan has been initiated successfully. Now, select the

Refresh every 30 Sec. option from the drop down in the Tasks section
and click the Refresh button.
By doing thus, the scan status will be updated every 30 seconds.

Wait until the scan is completed, it will take approximately 5 to 10
Minutes to complete the scan.

& Greenbone Security... * W3

€ | (0 | https://127.0.0.1/ompZtoken-Ba6da164-837a-42e9-b7 | @ | Q search w B +
. Logged in as Admin admin
4 Greenbone & ‘loggedina '
e Sgr;unr}f Hezishcint Mon Aug 1 13:38:12 2016
Scan Managemant — Asset Management Secinfo Manage meant Configuration Extras Administration

Task Detaiis BEWE HEE EE oy C

Mamea: Windows 10 Scan Io- LeZ6c 1. 5543426l b2 31-4
Comment: Created Mon Aug 1 13:35:32 2016
Target: Windows 10 Last modified: Mon fug 1 13:37:50 2016
Alerts: Olvarier: acdmin
Schedule: [Mext dues: ower)
Add to Assels: VES
Alterable Task: nao
Auto Delete Reports: Do not automatically delete reports
SCanmer: Dpenvias Default (Type: OpenvAS Scanner)
scan Config: Full and very deep
Slave:
Order for target hosts: Sequential
Network Source Interface:
Maximum concurrently executed NVTs per host: 4
Maximum concurrently scanned hosts: 20
Status: —— A

FIGURE 4.3(0: Scanning in progress
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Module 12 - Network Risk and Vulnerability Management

32. On completion of the scan, the status of the scan changes to Done as
shown in the screenshot. Once this happens, change the Refresh every
30 Sec to No auto refresh.

) Connecting... x

& | (D8 https://127.0.0.1/c

. B Logged in asAdmin admin | Logout
&b Greenbone B Logg o

957 Secunty Assistant Mon Aug 1 13;54:10 2016 UTC

Scan Managemenl Bssel Management Sedinfo Manage ment Configurathon Estras Administratian

Task Details T --' i i'p ' -. g ) to-reFresh

Hame: Windows 10 Scan [] ledes 11c-5543- 4200231 -4elc cod D00AE
Comment: Created: Mo Ausg 1 13:35-33 201E
TargE't . Windows 10 Last modified Mon Ay 1 13:37-50 2018
Alerts: Cramer acmin
SChedule: AMent due: oves |
Add to Assets; yEs
afterable Task: na
Aute Delebe Reports: Do nol automatically delebs reports
Scanner: Open'yts Default (Type: OpenvidS Scanner)
Scam Config: Full and very deep
Slave:
Order for target hosts: Sequential
MNetwork Source Inbesfac o
Maximum concurrently executed W per host; 4
Mazimum concurrenthy scanmed hosts: 20
Status:
Reports: 1 [Fimished: 1. Last: Auwsg 1 2016]

FIGURE 4.31: Scan c:c:mpl&ted

33. Click on the date link in the Reports section of the Task Details. The
date displayed in this lab vanes from your lab environment.

Greenbone Security Assistant - Mozilla FirefFox

# GCreenbone Security... * W2

& | (& | https://127.0.0.1/ompToken=8asdal 64-¢ L, Search w B @ % »

i Logged in as Admin admin | Logout
a Greenbone & Logge -
9" Security Assistant Mon Aug 1 13-54:16 2016
S5can Manage meant Asset Management 5Secinfoc Management Configuration Administration

Help
Task Details FEw= | E .. +Mo aute-refresh
Name: Windows 10 Scan 0 Le26c Lfc-5543-42ef b231-4elcccd00DIE
Comment: Creabed: MomAug 1 13:35:32 2016
Target: Windows 10 Last modified: Mon Aug 1 13:37:50 2016
Alerts: ChAmEr: admiln
schedule: (Mext due: ower)
Add to Assets: YES
Alterable Task: Micy
Auto Delete Reports: Do not automatically delete reports
Scanner: OpenyAs Default (Type: OpenvAs Scanner)
Scan Config: Full and very deep
Slave:

Order for target hosts: Sequential

Metwork Source Interface:

Maximum concurrently executed NVTE per host: 4
Maximum concurrently scanned hosts: 20

Status: —
Reports 1 (Finished: 1. Last:|&ug 1 2016
. ¥

:
1Tal:

FIGURE 4.32: Date displayed
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Module 12 - Network Risk and Vulnerability Management

34. The results window appears as shown in the screenshot. This is where

OpenVAS will display all the Vulnerabilities and their Seventy levels.

Greenbone Security Assistant - Mozilla Firefox

& Creenbone Security...

% (& | https://127.0.0.1/omp?cmd= greport_id= | C | [ 5 e U 4+ & O

Logged in as Admin admin | Logout
& Greenbone & Logged in ' | Lo
a? Decunty Assistant Mon Aug 1 14:03:15 2016 UTC
SLan Management Azzet Mamagement Secinfe Panagemsnt Canfiguration Extras Adminkstrathen
+ Raport: Resulis .. 1l-7 af 7 (total: 7} .. !'
ﬁlr.er- sort-reverse=severity result_hosts_only=1min_cvss_base= min_god= levels=h (g H -~ EHE
Fing Host | DOileg | 10.10.10.10 generaltcp i, |
DIRB [MASL wrapper) [ o0ilog | BO0% 10.10.10.10 generalitcp wa s, |
ICMIP Tirmestamg Deboction BO% 10.10.10.18 genes alfic mp Elfs
05 Detection B5% 10.10.10.1d generalitep 1
IP protocols scan [ OOilog | BO% 10.10.10.10 generaltcp 1%
Traceroute | OOilog | BO% 10.10.10.10 generaltcp 1
CFE Inventorny [ o0ilog | EO0% 10.10.10.10 generalfCFE-T . |
:”I_I "r'.'r|r. rl_-_l._.._::r—' WETITY rEsull_hosrs =1 WhE DG = EE T Tl o WD E S ] OFEET g1 firste=] = J = 1. T off T [tk T =+ +]

ke ey

FIGURE 4.33: Vulnembility Report

35. Click on any of the vulnerabilities found. OpenVAS will show you a
complete summary of the vulnerability and also prowvide a solution for it.
As a network administrator, you have the ability to scan all the machines
in your network. If any vulnerabilities are found, you will need to patch

them.

Greenbone Security Assistank - Mozilla Firefox

# Greenbone Security.., x

= | ()& | https://127.0.0.1/omp?emd=get_result&result_id=2 @ ||Q Searc w B + # @

li

4 Greenbone & Logged in asAdmin admin | Logout

A = r
@& Decunty Assistant Mon Aug 1 14:04:41 2016 UT

Scan Management Azzet Mansgement Secinfo Management Configuration Extras Administration

Result Details E B .

Task: Windows 10 Scan 10 2c45dh20-63d47-450e- 31 14- 96362 eetanT

clm_mm
ICMP Timestamp Detection 8% 10.10.10.10 genaralficmp %
Summary

The remote host responded to an ICMP timestamp request, The Timestamp Reply is an ICMP message which replies to a Timestamp message. It
consists of the originating timestamp sent by the sender of the Timestamp as well 25 a receive timestamp and a transmit bmestamp. This
mformation could theoretically be wsed to exploit weak bme-based randem number generabors in other senvices,

Vulnarability Detection Result
vulnerability was detected according to the Vulnerability Detection Method.

Vulnerability Detection Methoad
Dwetails: ICMP Timestamp Detecton (0I0: 1.3.6.1.4.1.25623.1.0.103190)

‘wersion used; SPevision: 3115 §

References

CVE: CVE-1999-0524
CERT: CB-E15/1514 , CB-E14/0632 . DFN-CEFT-2014-0658
Other: httpsmwwwietf org/ric/fic0 792 . xt

FIGURE 4 .34 Summa_q:r of the ‘E‘lﬂuﬂmbiﬁt‘_'i’
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Lab Analysis

Analyze and document the results of the lab exercise. Give your opinion on your
target’s secunty posture and exposure through free public information.

PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
ABOUT THIS LAB.

Internet Connection Required

v Yes [ 1 No
Platform SuEPnrtEd
¥ Classroom [ ]ilabs
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Module 12 - Network Risk and Vulnerability Management

Conducting a Vuinerability
Assessment using OSSIM

OSSIM (Open Source Securty If;yffiﬁﬂﬂffaﬂ Management) is an gpen source secirity
information and event management system

Lab Scenario

An orgamization’s mfrastructure may contamn a large number of hosts deployed

——— O11 1ts network. As the number of hosts increase, threats to the organization’s

ICON KEY data also increase since there are additional chances hosts are munmng
7 Valuable deprecated versions of operating systems. Other issues include one or more
information hosts affected by malware such as Trojans, virus, worms, etc. As a network

defense architect, it 1s essential to perform vulnerability scanming on the target

47 Test your A
network, find the vulnerabilities and resolve them.

knowledge

k=l Web exercise Lab ObjECtivEE

A7 Wotkbook review

The objective of tlus lab 1s to help students understand how to perform
vulnerability scanning on a system /network using OSSIM.

Lab Environment

To carry out the lab, you need:

= (OSSIM wartual machine
® A virtual machine minmine Windows Server 2008
A Web browser with an Internet connection

® Administrative prvileges to mn tools

Lab Duration
Time: 35 Minutes
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HETasK 1

Logon to OSSIM

Module 12 - Network Risk and Vulnerability Management

Overview of Vulnerability Scanning

The "L'-"Llltlﬂl'ﬂhﬂit}" s::amling 15 a process of sc::uming a single or several hosts on a

network and identifying their flaws.

Lab Tasks

L.

Before starting this lab, make sure both the Windows 10 and the

Windows Server 2008 machines are turned on.

Power on the OSSIM wvirtual machine from the VMwrare workstation
and wait until the log in screen appears.

Once the log in screen appears, type root in the alienvault login field
and press Enter. In the password field type toor as the password and
press Enter.

Note: The password is not visible.

FlienVault web interface using the following LEL:
s S0 10 A0 14s

ierdault USHM 5.7.59 - =86_64 — Lty

I

wlt login:|root
cl:

Tup AU 2 08:13:30 EOT 2016 on ttuyl

.;u'fizr'r-.-'a.l.lt 3.16.0-d-anbd #1 SKMF Debian 3.16.7-cktz5-1 (2016-03-05) «E6

ol have me mall.

FIGURE 5.1: O53IM Login Window

4. Launch the Windows Server 2012 machine and log in. Now close the

Server Manager window and open a web browser. In this lab we are
using the Chrome browser.

Note: If you are using a different browser the screenshots may differ in
your lab environment.

Type httpa:f;’"lﬂ.'l[}.lﬂ.lﬂl and press Enter in the address bar of the

browser.
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HTAaskK 2

Perform a
Vulnerability Scan

Module 12 - Network Risk and Vulnerability Management

6. The OSSIM Login page appears. Enter admin in the USERNAME
field, qwerty@123 in the PASSWORD field then click LOGIN.

QVIT

ALIEN VAULT OSSIM

ahemvault 10.10.10.14

USERNAME admin

PASSWORD  ssessees

FIGURE 5.2: Logging m to Ahen Vault

7. To check the wvulnerabilities present (if any), hover the mouse on
ENVIRONMENT and select VULNERABILITIES.

A\ N

ENVIRONMENT

ASSETS & GROUPS

VULNERABILITIES

NETFLOW

AVAILABILITY

TRAFFIC CAPTURE

FIGURE 5.3 Navigating to Vulnerability
8. Scroll down and expand CURRENT VULNERABILITIES. Click

NEW SCAN JOB.
r . |
v |CURRENT VULNERABILITIES
b 4

FIGURE 5.4 Namgating to New Scan
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Module 12 - Network Risk and Vulnerability Management

9. The CREATE SCAN JOB appears. Provide a Job Name:

Job Mame: [Wulnerahility Scan |

Lelzct Sensor:

'First Available Sensor-Distributed ¥ |

Prafile:

Default - Mon destructive Full and Fast scan v | [EDIT PROFILES |

Gchadule Methad:

Im mediately v

ADVANCED

¥ Only scan hosts that are

alive (greatly speeds up the [Type here to search assets
sCanning process)

FIGURE 5.5: Pmiding the Scan a Wame

10. Expand All Assets, Assets, 10.10.10 and select 10.10.10.8 and Click
Save.

Type here to search assets

EI {
= ([Asses]
B ‘;], (3 hosts)
| 10.10.10.1 (Host-10-10-10-1
- 14 [10.10.10.8)Hosr-10-10-10-8
(g 10.10.10.14 (alienvault)
8 g, Asset Groups
[ o Networks

Host-10-10-10-8 (10.10.10.8)

w

DELETE ALL

SAVE

FIGURE 5.6: Saving the Scan

11. You can see the new scan job created and the time at which 1t will be
launched. Wait until the vulnerability scan completes.

NEW SCAN pOB IMP O MERE FILE

RUNMING SCAMNS

No Bumnings Soans

SCHEDWLED JOBS

Mo Sohedubked Jobs

ALL SCANS

STATLIS B NAMNE LALINCH TIRE

SCANSTART TIME SCAN ENDF TIME

(D screcu Zore 075 0z5e

FIGURE 5.7: New Scan Created
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Module 12 - Network Risk and Vulnerability Management

12. Once the scan i1s completed you will see the Completed status as shown
in the screenshot.

13. You may see a few options in the ACTION section, where you can
change the owner and pull out the vulnerability scan report in different

formats.

14. Now, we are going to view the scan report by clicking on the pdf icon

in the ACTION section.
- - I E{M 01010, 14 cassim FenviranmentieulnerabilibesScan_jobs [aliemvanlt - 1T0.70,760,74] i —
E ALIH VEIELT TN WELCOME ADMIMN | ALIEMNYAULT 12.10.10.14 :_ar SETTINGS EUPFORT LOGOUT P

o 4 X Bl X
DASHBOARDS AMALYSIS ENVIRONMENT REPORTS CONFIGURATION
VULNERABILITIES (7]
OVERVIEW SCAN J085 THREAT DWTABAS
NEW SEAN JOB | iapemT MBE FiLe PROFILES
R Ll G SLANYS
Mo Runrings Soans
SCHEDULED JOBS
Mo Seheduled [oka
ALL SCAMS
T TATILIE OB hLARAE LALIMCH TIME ECAM STAPRT TIME ECAN EMD TIME SCAM TRE NEXT SCAM ACTION
[ Completed Vulenranliy Scan  2016-06-01 071029 20160800 O7F1E03  2016-05-01 O7:20:48  Bmins a5 2 o) =) Ay 280

FIGURE 5.8: New Scan Created

15. Once you click on the pdf icon under the ACTION section, a new tab
opens in the browser window with a detailed report. Scroll down to
view the entire report.

]:H]‘.Tg:-'-"lI'.'L’IEL"ID.']4-':":"i'1'.'-;'."l“'wr:‘l_"f' respdt.php fipl=all8=cantype

-
MEm_opt=enwircnmentfsm_opt=vulnerabilities&h_opt=on

E‘] ﬂ - AlienVault: |.T Security Vulnerability Report

ALIEH VAULT SE%iM
Bean fime: - Generaled: 2018-07-28 0&17:27

Total number of vulnerabilities identified on 1 system(s)

B serious: 2
. High: 3

Total number of vulnerabilities identified per system

HostiP HostMame Serious Higiih hed Low Infa
10.10.10.8 Host-10-10-10-8 2 k]

FIGURE 5.9: Detailed vulnerability Report
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16. Double-click on the scan to view the scan report. You will see the
Vulnerability pie chart with the different types of vulnerabilities

found.

SCAN JOBS THREAT DATABASE

BY SERVICES - TOP 10

Serious [2]
High [3]
Medium [1]

Info [20]

FIGURE 5.10: Vulnerabilities in 10.10.10.8

Lab Analysis

Analyze and document the results of the lab exercise. Give your opinion on your
target’s secunty posture and exposure through free public information.

PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
ABOUT THIS LAB.

Internet Connection Required

[]Yes [ 1 No
Platform Supported
] Classroom V] iLabs
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