CND Lab Manual

Network Traffic
Monitoring and
Analysis
Module 11




E————————
ICON KEY

=7 Valuable

information

a

# Test yous
knowledge

Lg Web exercise

»

A4 Woikbook review

¥ 7/ You can dowmnload
Wireshark from
http:/ /www wireshark org.

Module 11 - Network Traffic Monitoring and Analysis

Capturing Network Traffic using
Wireshark

Wireshark is a network packet analyzer, which is used o capiture network packets
and display packet data in detail.

Lab Scenario

Traffic flowing through a network contains various kinds of data. Understanding the
packets of data flowing through the network using command line applications is a
tedious task, and it 1s difficult to sort out the required tratfic from the live tratfic that
1s flowing through the network. Hence, it is necessary to have an application with a
graphical user mterface that can capture the entire traffic in a network, and help you
in filtering the traffic. Being a network adnmumistrator, you need to have Wireshark
mstalled to monitor and capture network traffic.

Lab Objectives

The objective of this lab is to demonstrate the installation of Wireshark and
capturing network traffic

Lab Environment

To carry out the lab, you need:

®  Wireshark, located at Z:ACND-Tools\CND Module 11 Network Traffic
Monitoring and Analysis\Packet Sniffing Tools\Wireshark

" You can also download the latest version of Wireshark from the link
https: 1 mm"w.wireslmxk.org/ download. html

* If you deaide to download the latest version, then screenshots shown in the
lab may dutfer

* A wvirtual machine manning Windows Server 2012
A Web browser with Internet connection

* Administrative prvileges to mun tools
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Module 11 - Network Traffic Monitoring and Analysis

Lab Duration
Time: 10 Minutes

Overview of Packet Capture

Packet capture means intercepting data packets traversing over a network using
packet capture tools like Wireshark These captured packets are analyzed in order to
deternune whether proper network security policies are being followed.

Lab Tasks

Log on to Windows Server 2012 virtual machine in Hyper-V Manager

1
2. Before beginning this lab, ensure that WinPcap 1s installed.

-L,J

Navigate to Z:\CND-Tools\CND Module 11 Network Traffic Monitoring
and Analysis\Packet Sniffing Tools\Wireshark and double-click
Wireshark-win64-2.0.2.exe

4. If Open File - Security Warning pop-up appears, click Run.

H tAask 1 3. Follow the wizard-driven installation steps to install Wireshark

Installing and
Launching
Wireshark

Welcome to the Wireshark 2.0.2
(64-bit) Setup Wizard

This wizard will guide you through the installation of
Wireshark.

Before starting the installation, make sure Wireshark is not

running.
V7 iisahark s an open
source packet analyzer used Click ‘Next' to continue.
for network
troubleshooting, analys:s,
software and

comummrucations Pmtoc.ol
development, and
education

FIGURE 1.1: Wireshark installation wizard
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Module 11 - Network Traffic Monitoring and Analysis

6. During installation, a window appears asking you to install WinPcap. If
you have already installed the application, click Cancel; else, click Next if
you have not installed WinPcap.

£ Wireshark 2.0.2 (64-bit) Setup

Install WinPcap?
WinPcap is required to capture live network data. Should WinPcap be installed? ‘

Currently installed WinPcap version

Install
Install WinPcap 4.1.3

Vo Pk e bl
that allows packet traces to
be sniffed, captured and
analyzed. Before Wireshark
(or in general, any packet
capture tool) iz uzed,
careful consideration
should be grven to where in
the network packets are to
be captured.

(Use Add/Remove Programs first to uninstall any undetected old WinPcap versions)

What is WinPcap?

Figure 1.2: WinPcap mstallation wizard

7. On completing the mnstallation, launch Wireshark from the Apps screen

ApPPS

Aorobat. oom

NEW

Adohe Feader

Draskto ¥

intemneat Explarer

WildPackets. .
MEW

WildPackets
CimniPeek

Wireshark
MEW

Cluster-fware

MEWY

Component

SErVICES

Computer
Management

Canmection...
MNEWY

Defragment and
Cptirnize Drives

Event Viewer

Failower Cluster.
NENY

Folicy

MNetwork Palicy..

ODBC Data

sources [b4-bit)
Performance
Monitor

HEW

Resource Montor

Eouting and

Eemote Access

FIGURE 1.3: Window= Server 2012 Apps Screen

Task Sched uber
Windows Firewall
with Advanced..

Windows Memary
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Windowws
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Module 11 - Network Traffic Monitoring and Analysis

8. The main window of Wireshark appears as shown in following

screenshot:

l“- e L e e L Ry T B e B b e i e e
File Edit WView Go Capture Analyze Statistics Telephony Wirdess Tools Help
dn @ imRB sz TiEEaaan

[l I Anply a display fiter | <Chl-f=

&

Capture
Jusng ths fiter: | B |Ente 3 caprure filer

Ethemet2 WL A\ A
Eth:E[nEt ;\__.p-...n A P e P T M

Learn

User's Guude - wiki - Questions and Answers © Maling Lists
You are romnirg Yreshark 20002 (2.0 . 240galke22e from master-2.0). You receive automatic updatss.

#  Rzady te load or capture | Mo Packets
FIGURE 1.4 Wireshark Window
H Task 2 9. Now, you need to select an interface on which you want Wireshark to
capture traffic. To begin packet capture, select an interface of your choice,
Capturing and click Capture (shark fin) icon.
Network Traffic
Using Wireshark " Ine Wireshark Ivelwors Analyzer
File Edit MView Ge Copture Analyze  Statistics  Telephony Wirdess Tools Help
imso® EMRE ] =T LS|Elaaq
m anply a display fiter . <Chl-f=
Weloome 1o Wireshark
Capture
Leing the fiter: [ » | Enter a capture filer
User's Guide - wiki - Questions and Answers © Maling Lists
fou are rurming Yireshark 2,002 (w2 0.2-0-calse?2e from master-1.0]. You recews automatic updatss.
¥ Ready toload or capture | Mo Packets . Profile: Default
FIGURE 1.5: Captunng traffic in Wireshark
CND Lab Manual Page 332 Certified Nerwork Defender Copyrght ) by EG-Gouncil

All Rights Reserved. Reproduction 13 Stoctly Prohibited.



10. Wireshark begins to capture traffic of the selected interface as shown in

File

Module 11 - Network Traffic Monitoring and Analysis

the following screenshot:

JOUFING T YELNC

Edt View Go Capture  Analyze  Stotistics

Telephony

Wirdless

Toals

Help

AW s e TRE Qe==27 i[5|[Faaan
Lil"‘FP"}"“d‘:': oy Flter | <O n_" EXTIrEsson. .,
Mo, Tim= Source Di=stination Protoeol  Lengih Indo
277 18.. HonHaiPr cB:2e:19 Broadcast ARP 6B Who has 192, 168.8.342 Tell 192.168.8.46
278 18.. Microsof 96:83:88 Broadoast ARP 6@ Who has 192.165.6.13% Tell 192.168.8.57
279 18 Microscf 88:80:88 Broadcast 606 Wha has 192.158.6.1537 Tell 192.168.8.57
258 18.. Te38::4836:da89:938.. Tfe2::1:3 87 Standard query Bxibdd? A ecceda2
281 18, 192.168_.46.57 224 _8.8.252 67 Standard query éxibdd 4 ecceda?
282 18.. Microsof P@:E9:88 Broadcast 68 Who has 192.168.8.1997 Tell 192.168.8.57
283 1@.. 192.168_8.126 238_255.255.258 374 NOTIFY * HTTP/ 1.1
254 18.. 152.1685.8.126 239.255.255.258 374 NOTIFY * HTTP/L.1
285 18 192.163_8.126 239 _255.255.258 3F3 NOTIFY * HTTR/1.1
E S Whireshark nses colors 285 18.. 192.168.8.126 239,255.255.258 383 NOTIFY * HTTP/1.1
ioh x it the 287 1a. 192 .163.8.126 239 _255.255_258 438 NOTIFY * HTTR/1.1
. eh?}xna Eiﬂlf? . 2838 18. 192.168.8.126 239,255,255.258 438 NOTIFY * HTTP/1.1
types of traffic at a glance.
By defanlt, green is TCP P Frame 1: 6@ bytes on wire (482 bits), &8 bytes captured (488 bits) on interface @
tmﬁc,dm:kblueis DMS b Ethernet II, Src: Microsof 88:58:88 (88:15:5d:86:80:88), Dst: Broadcast [ff:ff:ff:ffff:FF)
traffic, light blue iz UDP F Address Resolution Protocol (regquest)
traffic, and black identifies
TCP packets with problems ok

eu1e
BE2a

gz

| Pachats: 308  Ciaglayed: 305 {100,0%] || Profie: Defaut

FIGURE 1.6: Traffic Captured on Wireshark

11. This way, you can configure Wireshark to capture network traffic

Lab Analysis

Analyze and document the results of the lab exercise. Give your opinion on your
target’s secunty posture and exposure through free public information.

PLEASE TALKE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
ABOUT THIS LAB.

Internet Connection Required

M Yes [1 No

Platform Supported
M Classroom

[1ilabs
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Module 11 - Network Traffic Monitoring and Analysis

Applying Various Filters in
Wireshark

Wireshark provides numerous filters that can be applied fo get only the required
packets

Lab Scenario

Wireshark filters traffic flowing through the entire network. This traffic
contains vanous kinds of data packets associated with various protocols,
flowing between the source and destination. So, searching for a specific packet,
port or an IP address manually is extremely difficult. In such cases, applying
Wireshark filters helps network admunistrators to track down the huge amount
of traffic and discover the intended packets. As a network admunistrator, it 1s
essential to have a good knowledge of various Wireshark filters that help you in

narrowing down the traffic and obtaining the desired result.

Lab Objectives

The objective of this lab is to help you become familiar with various Wireshark
filters

Lab Environment

To carry out this lab, you need:

®  Wireshark, located at Z:ACND-Tools\CND Module 11 Network Traffic
Monitoring and Analysis\Packet Sniffing Tools\Wireshark

" You can also download the latest version of Wireshark from the link
https: V4 ﬁww.wireslmxk.org/ download.html

* Ifyou decide to download the latest version, then screenshots shown in the

lab might differ
* A virtual machine munning Windows Server 2012
® A virtual machine minning Windows Server 2008

= A Web browser with Internet connection
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Module 11 - Network Traffic Monitoring and Analysis

" Administrative prvileges to run tools

Lab Duration

Time: 25 Minutes

Overview of Wireshark

" Youcandownload lhere are various filters in Wireshark that help you filter packets containing:
Wireshark from
http:/ /www wireshark org. " Source IP address

®*  Destination IP address

= TCMP traffic and so on

Lab Tasks

1. Before beginning this lab, ensure that you are logged on to the
Windows Server 2012 and Windows Server 2008 virtual machines

2. Launch Wireshark and start capturing traffic on your network

5. In order to capture traffic in Wireshark, browse the websites
http://www.in.com and htt:p://lU.IO.lO.B/cnd

4. The Filter field at the top of the Wireshark main window allows you to
apply various filters which help with narrowing down the traffic

File- Edit Wiew Go Copture Analyze Statistics Telephony Wirdess Tools Help

T TR e - ==
ABJ6 JERBE Aess=F L2 E]|laaQ
’-'l'_llll',l'ﬁl“fﬂllﬂ,c' fiter . <Chl-f= L ‘ ~ | Bpresson. ..
Mo Time Source Destration Pratocol ‘Length Info
= 1 &. 88888 192163 .8.148 192 _168_8.255 NENS 92 Name query NE WPADCSE>
! 2 €.000993 fe80::c859:F216:b94.. ff02::1:3 LLMNR 84 Standard gquery @xc43c.
E 3 e_oalara 192 168 . 8. 148 224 8. B_252 LLMMR 64 Standard query Bxcd3c.
! 4 8.981125 feB0::cB859:f216:b94.. ff02::1:3 LLMNR 84 Standard guery @xa53b.
Vi 7 A captuge filter takes : 5 @.081152 162.168. 8. 148 224.8.8.252 LLMMR 64 Standard query @xa53b..
the form of a sedes of v 6 @.123585% 192.168.9.33 192.168.8.255 NONS 92 Namc query NEB WPAD<B@> | |
Lk e 1 £ a54l FTedd: :TRE2:a36h2 10 B2l N 42 Sp XID: @xd4aft2ha.. |
'comecwdbycoqmcﬁons [ Frame 1: 92 bytec on wire (736 bitc), 92 bytes captured (736é bits) on interface @
{md,-’or}andoptiom]ly [l“; Ethernet I1I, Sr‘-::l DellTes:bf:ba (fo:adiaz:e9:bf:ba), Dst: Breadcast (Fr:ff:ff.Ff:TF:FF)
p led by not Internet Protocol Version 4, Src: 152.168.8.140, Dst: 192.168.8.255
£ 4 User Datagram Protocol, Src Port: 137 (137), Dst Port: 137 (137)
ff £ff £Ff £ £ ff f8 4d a2 <9 bf ba BE GG 45 00
89 4= 14 d3 60 B0 88 11 a2 8 cH a3 B8 Bc cd ab
88 T @@ 89 @9 B9 @@ 33 6T 8d ca 99 81 1@ @6 Al
48 BE 668 &0 0B 88 28 45 48 4p 41 45 42 45 45 43
41 43 41 43 41 43 41 43 41 42 41 43 41 43 41 43 ACACACAC ACACACAC
41 43 41 43 21 41 41 288 €€ 20 o8 8l ACACAAA. . ..
.' ? Ethemnet: <live capture in progress> | Packets: 200 - Displayed: ZGDV(JDZJ,U%]I Profie: Cefault
FIGURE 2 1: Wireshark Filter Field
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Module 11 - Network Traffic Monitoring and Analysis

5. To view the HTTP specific traffic flowing in your network, type http in the
filter ficld and press Enter. By applying this filter, Wireshark filters HTTP
traffic flowing through the network and displays it as shown in the

following screenshot:
File- Edit Wiew Go Copture Analyze Statistics Telephony Wirdess Tools Hep
== i i e ' —— T [—
An @ JRRE Re=s==2F 4= ®RAaH
| hitpl ';H; - | Epression... |+
Time Source Destration Protocol  fLength Info 1‘1
2197 17.875729 £9.89.31,193 192.165.8.159 HTTP 1114 HTTP/1.1 288 OK [PNG)
2198 17.675729 69.89.31.193 192.168.8.159 HTTP 1046 HTTP/1.1 266 OK [PNG)
2Jed 17 .878263 192 .168.8.159 69.89.31.193 HTTP 435 GET /images..v‘sear‘ch-bg,..
2261 17.078B69 192.168.8.159 69.89.31.193 HTTP 441 GET /images/footerBg-..
2287 17.204585 £9.80.31.103 192 168.@.150 HTTE 1224 HTTP/1.1 200 OK [PNG)
2269 17.295348 192.168.9.153 69.89.31.193 HTTP 439 GET /images/mainMenu-.. |
4762 50, 80 : 92, 168,8,159 4110 809 HITP/1.1l 266 OK [PHG) |
[ Frame 2289: 439 bytes on wire (3512 hits), 439 bytez captured (3512 bits) on interface @ Kl
I Ethernet II, 5rc: Microsof €0:901:8d (88:15:5d:90:81:8d), Dst: Ciscolnc le:82:cl [f4:8f:1b:le:82:cl)
[ Internet Prutoco]. Ver‘sn:-n A Src: 192.168.6.159, Dst: 69.89.31.163 '
fa af 1b 1e 02 5d 8@ 8L Bd B8 6@ 45 08
Bl a9 21 49 49 @@ 00 cb a3 06 of 45 59
If ¢l ¢@ 25 @0 ef 16 51 2d 5a dé 50 18
a2 8@ 27 fd ea 54 28 2f 59 Bd B1 BT BS
72 2f &6d &1 B9 Ge 75 2d 6c 65 B T4 2e  =/mainMe nu-left. ‘
70 Ge 67 20 48 2f 31 20 31 6d @2 48 6f png HTTP /i.l..Ho el
@ 7 wireshark _pamg_54341..._3316342‘wm12_300331I Pachets: 2789 * Displayed: 227 (8.1%) 'Droppad:U{U.D%}l‘ Profile: Default
FIGURE 2.2 Packet Filtering with HT'TP Packets
6. To view the TCP specific traffic flowing in your network, type tep in the
filter field and press Enter. By applying this filter, Wireshark filters TCP
traffic flowing through the network and displays it as shown in the
following screenshot:
File Edit WView Go Capture Analyze Statistics Telephony erclcss Tools Help
AdE @ JERME Qes=TF s5|Eaaaq
— "l Expression... 4 |
Source Cectination Protocol  fLength Info
387 11.733498 78.125.68. 192.165.8. TCP BA 443 + 49159 [ACK] Sedq.
368 11.735343 74.125.68. 152.168.8. TLSv1.2| 1434 Server Hello
389 11.735886 74.125.68. 192.165.8. TCP 1434 [TCF segment of a rea.
- : 7 .125.68. .168.9. 3 ‘ ifi
£ e Bigpeest TR R L I B e
?&“nsﬁﬂ:. tocol (HTTF) 312 11.740163 192.168.0. 74.125.68. Tiswi.2| 188 Client Kcy Exchung:, -
13 an application protocol A AT P A R ot il e i
for distributed, ) E_Frane 3@a: 1434 byte; Bﬁa;;re (114?1 b1t:), 1434 bytes captured (1147i'Ei%E]HLngiHEEFfQEEAE"’""Hwanﬁ
collaboratrve, hypermedia
information systems. b Rt e Varesr 4 Sre+ 74,125 68 239 Dst 102.168.0.150
HTTP functions as a

request—response protocol

in the chient—server

computing model

1b 1e @2 ¢l 8B B8 A5 GG
f& fa 4a 7d 44 of B a8
ce B7 7f ad 5 9¢c 56 16
95 75 ah 42 Td al 38 97
97 11 d& 52 fa 7z Se el
d2 cd db 2e bb bl 62 &8

28 15 5d @2 61 ad f1 of
85 8c 3d be 66 428 31 B85
0 9f 81 bk c® @7 98 64
@l 55 84 49 @8 @88 bc 39
2e 59 pd E5 35 e 38 51
cB 12 38 27 1 42 eb 2e

I

-..alr l.J}Dlll

e 1| Y | L

| Packats: 2349 - Displayed: 995 (42 4%) - Dropped: 0 (0.0%%) I. Profie: Default

() ¥ Tranemission Conirol Protocol: Protocol

FIGURE 2.3: Packet Filtering with T'CP Packets
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7. To view the ARP specific traffic flowing in your network, type arp in the
filter field and press Enter. By applying thus filter, Wireshark filters ARP
traffic flowing through the network and displays it as shown in the

following screenshot:
File Edit Yiew Go Capture Analyze Statistics Telephony Wirdess Tools Help
TRE Re==Fi=[Eleaas
Eaf _ ~| Expression.. +
Source Dagtinaton protocol |Length  Info |
"—/'The Address 17 ©.624165 D-LinkIn 4c:78:a8  Broadcast ARP 60 Who has 122.158.1.167..
Resolution Protocol (ARF) 18 ©.631040 HonHaiPr_cd:3%:chb Broadcast ARP e® Who has 102.168.8.927..
12 a telecommmnication 32 6.927483 Foxconn_al:e7:b2 bBroadcast ARP &8 Who has 192.168.8.811..
protocol nsed for 33 @.928281 Faxconn 21:87:h2 Broadcast ARP 6@ Who has 192 158 8. 137
resolution of Internet laver 44 ©.929312 Fowxconn_al:87:b2 Broadcast ARP 6@ Who has 192.168.8.67%..
addmsﬁmmmm" 45 @.91493R2 Foxconn al:@7:h2 froadcast LRD B8 Who has 192 188 _8.182._ |
addreszes. a cotical i . 339 75 HonHaiP 4868529 Sroadcast p 8 Who ha 0 68.8,292., | ¥
function in mmltiple-access i Frome 17: 68 bytes on wire (488 bits), 60 bytes captured (486 bits) on interface @
networks. [ Ethernet II, Src: D-LinkIn deo:78:a8 (J3:54:2e:4p:78:a8), Dst: Broadcast (Ff:ff:Ff:FF:77:77)
P Address Resoluticn Protocol (request)
2c 4c 76 2B @8 06 00 Bl
2e 42 76 &5 @ ag oL Bl
Pl B2 B2 96 BE 09 00 99
B4 9c 5d au
¥ Accress Recclution Protacal: Protecol | Packate: 19313 - Diplayec: 4941 (22.4%) || Profle: Defaut
FIGURE 2.4: Packet Filtening with ARP Packets
8. In the same way, you may use various other filters to filter the required
traffic
9. You can also filter traffic based on the source and destination IP
E task 2 addresses. To view traffic originating or destined to a specific IP
Filtering Traffic by address, agply ﬁlter [lp.ad-tlr==IP Address] (The IP addresses shown
IP addresses here may differ in your environment)

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Al e JERE ResxZF IS aqQaH
_D.addr == 10, 10.10.8]

Time
je.ealzsal
G 8.862090
7 1.814214
8 1.815181
9 1.826397

18 2.827524

FEL R
o

‘4” = | Expression...

Length Infoc
74 Echo
74 Echo
74 Echo
74 Echo
ICHMP 74 Echo
ICHMP 74 Echo
ICMP il i

Dectination
18.128.18. 8
je.1e.1e.12
18.18.18.8
16.168.168.12
e .1e. 18 .8
1g.168.18.12

Protocol
ICHP
ICHP
ICHP
ICHP

Source
18.18.
18.18@.
1a.18,
18.16,
18.18.18.12
18.10.16.8
Jﬂ.lﬂ_lﬂ 12 TE_lﬂ.lﬂ_S
: Frame 3: 74 hytes an wire (592 b1ts] 74 bytes captured (592 b1ts) on interface @

Ethernet II, Src: Microsof ©86:81:15 [00:15:5d:00:81:15), Dst: Microsof 00:01:14 (908:15:5d:00:01:14) -
» Internet Protocol Verszion 4, Src: 16.168.18.12, Dst: 16.16.18_8

Internet Control Message Protocol

request
reply
request
reply
request
reply

(ping)
(ping)
(ping)
(ping]
(ping}
(ping}

1a.12
16.8
1@.12
1e.8

88 15 5d 66 &1 14 &8 15
88 3c 62 51 66 @6 Bb Bl
Ba B3 66 62 4d <4 @0 81
67 b5 69 6a 6b 6c 6d be
77 Bl B2 B3] B4 65 BE B7

5d 82 @1 15 8B 83 45 &g
B8 B2 B8a Ba Ba Bc Ba Bz
Be 17 61 62 63 54 65 66
6F 78 71 72 73 784 75 76
RE R4

veesMD.. ..zbcdef
ghijklmn opgrstuv

wabcdefg hi

() ¥ wirechark_pcapng_AA ICF200-4BEZ- . 85F72C00D_10160421043706 300604  Packste: €3 - Displayed: 48 (76.2%) | Profie: Default

FIGURE 2.5: Packet Filteng with TP Address
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Module 11 - Network Traffic Monitoring and Analysis

10. To view traffic originating from specific IP addresses, apply the filter
IP Address]

[ip.src==

File Telephony

Edit \View Go Capture Analyze Statistics Wireless  Tools Help
e  ARE Qes=FILIZ[EaqaaH
I — E __ ~| Expression...
@Eﬂﬂhmaﬁhiile Saurce Destinaton Protocel  Length Info
connected to the Internet 16.18.18.8 18.16.18 . TcHp 74 Echo (ping) reply

has an address known as an 8 1.915181 19.19.10.8 |18.18.10.1 ICHP 74 Echo (ping) reply
Internet Protocol address 18 2.827524 16.19.10.8 18.16.16. Icmp 74 Echo [ping) reply
(IP address). The IP 12 3.948485 19.19.19.8 18.16.16. ICHP 74 Echo (plng) reply
e g e e A 14 4.857190 10.19.18.8 18.16.18. ICHP 74 Eche [ping) reply
four numbers separated by 16 5.875852 18.18.18.8 18.18.16. 1cHp 74 Echo [ping) reply
dots, for example: 2 G, BO0G 10.19.10.8  119.16.16, ICHP 74 Echo
123.45.67.890. In s:mple P Frame €6: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @
terms. it i the numeric [ Ethernet 11, Src: Microsod 88:81:14 (@@:15:5d:08:81:14), Dst: Microsof @8:81:15 (@6:15:5d:868:01:15)
address of 2 computer I Internet Protocol Version 4, 5rc: 16.16.16.B, Dst: 18.16.168.12
el b the TRlcanet: 4 Internet Control Message Protocol
also called Internet address. w0l B@ 15 50 98 A1 15 P@ 15 Sd 99 A1 14 A3 09 45 P8
B2 3c @8 68 00 BA 26 Bl B3 32 Ba @z Ba B8 8a Bz ;
Ba Bc 28 08 55 44 68 61 @8 17 6l 62 63 64 BS BE A0 . ..abcdef
67 68 69 6a 6b 6c 6d 6 6f 70 71 72 73 74 75 76 gh].]klmn opgrstuy
77 61 62 B3 B4 B©5 B6 67 63 B3 wabcdefg hi
() 7  Source: IPv4 accress | Packets: 63 * Displayad: 24 (38.1%) | Profile: Default
FIGURE 2.6: Packet filtening with source IP Address
11. To wview the traffic destined to a specific IP address, apply the filter
[ip.dst==IP Address]
File Edit View Go Capture Analyze  Statistics  Telephony Wirdess Tools Hep
iEde  BREQes=FT LI Eaaqr
p.dst == 10,10, 10,8 Bl -]|boreson. | +
Ma. Tima Couree Deztratian Pratozal  Lemgth Info ?ﬁ
— 3 8.881241 19.19.18.12 10.19.18.58 ICMP 74 Echo (ping) request
T 1.91421% 16.19.18.12 1@.18.18.8 ICHP 74 Echo (ping) request
9 1.@26397 18.18.18.12 18.18.18.8 ICMe 74 Echo (ping) request
Vo Paddiesics saiisad 11 3.939288 16.10.10.12 16.18.10.8 ICHP 74 Echo {ping) request
mmpmm of data 13 4. G5449B88 18_16.168.12 18.18.18 8 [omM= 74 Echo (ping) request
b s S e 15 5.874764 18.16.16.12 16.16.18.8 ICHP 74 Echo (ping) request
what 13 termed end-to-end ki e g 18 18,8 LM 74 Echo (pingl regue
signiﬁcance Thiz means [ Frame 3: 74 bytes on wire (592 bitz), 74 bytes captured (591 bits) on interface 8
ikt s s I Ethernet II, S5rc: Microsof €0:61:15 (99:15:5d:00:81:15), Dst: Microsof ©96:61:14 [(00:15:5d:08:81:; 14}
By [ Internet Protocol Version 4, Src: 18.10.1€.11, Dst: 18.16.16.8
destination IP address
) ol R Fe 4 Internet Control Message Protocol
smoled 88 3c 62 52 08 8D 38 81 €€ 08 0a Ba Oo Oc OGa Ba
I.ﬂ]: e TP the]l’mis Ba B85 65 80 4d 44 B8 B1 €8 17 6l 52 63 64 65 66 . abcdef

the recemver of information.

67 68 B9 Ba 6h Bc &d Be
77 61 62 83 B84 b5 65 &7

6f 7@ 71 72 73 74 75 76
6d Bo

ghijklmn opgratuw

wabcdefg hi

|| Packets: 133 - Displayed: 24 {17.3%) | Profike; Cefault

é ¥ Destination: IPv4 address

FIGURE 2.7: Packet filtering with Destination IP Address
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Module 11 - Network Traffic Monitoring and Analysis

12. You can also use various conditional operators on IP address filtering to
filter traffic of your interest

Symbol Meaning
== Is equal to
1= Not equal to
> Is greater than
< Is lesser than
>= Greater than or equal to
<= Less than or equal to

TABLE 2.1: List of Companson of Operators Used in Filtering

13. To view traffic higher than a specific IP address, use > conditional
operator in conjunction with IP address filtening. Apply the filter ip.dst >
[IP Address] to find the destination IP Addresses greater than the specified

IP Address.

File Edit View Go Capture Analyze Statistics Telephony Wirdess Tools  Help

AEde LEmRE(R

cs=>=ZF 4 = [

aln

: *lEmr:ssm...

[2 pudst > 10.30.10.8

Timg
B B.8828989
8 1.015181
18 2.827524
12 23.040438
14 4 @571949
16 5.6758562

L b

Dectration
.198.18.12
.18.18.12
.18.18_12
.18.18.12
18,1812

.19.18.312
12

Protocol  Length Info

ICMP 74 Echo (ping)
ICWP 74 Echo (ping)
ICMP 74 Echo (ping)
P 74 Echo (ping}
ICMP 74 Echo (ping) reply
ICMP 74 Echo (ping) reply
LCM= : i 2 p

reply
reply
reply
reply

* Frame B:

74 bytes on wire (592 bitg), 74 bytes captured (591 bits) on interface @

- Ethernet II, Src: Microsof €0:01:14 (99:15:5d:900:01:14), Dst: Microsof ©6:61:15 [00:15:5d:06:81:15)
» Internet Protocol Verszion 4, Src: 18.108.16.8, Dst: 18.16.16.12
Internet Control Message Protocol

86 15 S5d @6 o1 15 86 15
88 2c BE 68 b 80 30 81
Ba 8C B8 @8 55 44 88 8l
67 58 B9 Ba 6h B- Bd Be

77 0l 62 &3 64 b5 65 67

5d @8 8l 14 BE GG 45 88
Ga 32 0o 2o Bo B8 Ba Ba
&8 17 6L 52 63 B4 B5 b6
&f 78 7L 72 73 74 75 76

g8 B9

ata s Tl g
ess UD.. ..abcdef
ghijklmn opgrstuwv
wabedefg hi

(0} ¥ wireshark_peapng_AA 1CF209-4BE3-. SBF72C00D_20160421043706_a00€0 | Packets: 140 - Displayed: €2 (44.3%) | Profile: Default

FIGURE: 2.8: Packet Filtecing Using Greater Than Operator
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Module 11 - Network Traffic Monitoring and Analysis

14. To view traffic less than a specific IP address. Use the < conditional
operator 1n conjunction with IP address filtering. Apply the filter ip.dst <
[IP Address] to find the destination IP Addresses less than the specified IP
Address.

=y

Eile: (Bt Nicw: Ba. Cophns: Analre Shises lephony . Wades: Bk Helg

amge imRB Yes=Fe[Elaqgamn

e

Ii IE' ,dst < 10,10,10,12 E = '| EXpression ..

Destination Protocol Length Info
BT‘J —— " J 6.0681241 18.16. 16.16.18.8 ICHP 74 Echo {ping) reguest
et 7 1.914214 10.10.18.12 16.10.16. TP 74 Echo (ping) reguest
?PPlYaﬂltefﬁthFnglt 9 2.826397 16.16.18.12 18.16.16. ICHP 74 Echo (ping) reguest
mnto the filter box at the top 11 3.939288 10.16.18.12 19.16.16. ICHP 74 Echo (ping) reguest
of the window and clicking 13 4.854988 18.16.18.12 16.16.16. TCMP 74 Echo (ping) request
Apply (or pressing Enter). 15 5.674764 16.16.18,12 10.10.18.5 TCHMP 74 Eche (ping) reguest .. |
For ple,type“dns” I 6.B8318] 18.168.18,.12 168,14 16 TP 74 Echo foine) reouest .
and vour'll zee only DIMNS I Frame 3: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @
packets. When you start
typing, Wiresha:kwillhelp ,[: Internet F’rotac;l Version 4, Src]:- 16.10.18.12, Dst: 16.18.108.8
2ot auh let ‘ Internet Control Message Protoco
filles Aanen @B 15 5d 98 A1 14 B9 15 Sd 9@ @1 15 G B8 45 06
2210 88 3c 62 52 88 86 B0 81 96 82 Ba Ba B3 Bc Ba Ba
93 @2 @3 89 4d 44 @@ 81 B 17 61 62 53 64 65 66  ....MD.. ..abcdef
67 68 69 G2 6b 6c 6d G &F 78 71 72 73 74 75 76 ghijklmn opgrstuv
77 61 62 B2 64 65 66 67 68 B9 wabcdefg hi
e wiresherk_pcapng_8AA 1CF295-6E3- _8BF72050D _2!)'150421043?06_;[1“‘ Packets; 165 - Display=d: 24(14.5%]} Profil=; Default
PACKET 2.9: Packet Filtering using Less Than Operator
15. You can also filter traffic based on the source and destination port. To
ST view traffic originating or destined to the TCP port, apply the filter
tcp.port==80
Filtering Traffic by | IE
Port Number File Edit WView Go Caopture Analyze Statistics Telephony Wirdess Tools Help
Adn 7@ LERE AecE=ET o Elaaqm
|w¢==m m > | 'I Expression.. +
Mo Timez Soirce Dectination Protocol  Length Info LA
2127 89.822263 192.16%.8.159 198.154.225.184 TCP 66 49733 |88 [SYMN, ECN, CWR] Seq=8 W.
2128 §9.297813 158.15+4,225.14 192.168.6.159 TCP 55 88 -+ 49 [ SYM, ACI{] Seq=8 Ack=1 ..
21J9 #9.297@68 197.165.8.159 198 .154.225.14 TCP 54 49233 </ &8 [ Seq=1 Ack=1 Win=1..
2248 92.819232 152.168.8.159 69.89.31.193 FCP SE 49226 80 [5YMN, ECN, CWR] Seq=9 W.
2247 92 819263 192 .1s8.8.159 BC_ 39 31193 TCRE ah 49237 280 |SYN, ECN, CUR] Seq=0 . [
2242 92 .019271 192.168.6.159 §9.89.31.193 TCP SE 49228 B89 [5YN, ECN, CHR] Seq=9 K. —
13 92.819279 19 2.8, 159 50, 84 a3 TCE | g8 fsyn M. CHRT Seq=0 . |
[ Frame 2127: &b bytez on wire (528 bitc), 6 bytes captured (528 bits) on interface 8
I Ethernet II, 5rc: Microsof €0:901:8d (88:15:5d:90:81:8d), Dst: Ciscolnc le:82:cl [f4:8f:1b:le:82:cl)
- Internet Protocol VYerszion 4, Src: 192.168.8.159, Dc-t: 198.154.225.14
| Transmission Control Protocel, Src Port: ).[ D=t Port: 86 (80))
poos 4 of 1b le 62 cl B3 15 Gd 68 @1 Bd BE 68 45 02
85 34 18 30 40 B 80 BG @8 00 cP aB 66 of c6 9a
el 9e @ 51 @0 58 Bd cd ad 72 99 D9 BE 6@ 50 (2
70 @@ B9 17 6@ 8@ B2 B4 @5 b4 81 B3 B3 B8 81 81
a1 @2
@ 7 wireshark_pcapng_543413A3-0EAQ. .04D63DSC_20150421050835 202904 | Packets: 3350 - Displayed: 220 (5.5%) | Profie: Default
FIGURE: 2.10: Packet Filtering Based on Port Number
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Module 11 - Network Traffic Monitoring and Analysis

16. To view traffic originating from a specific port, apply the filter
tcp.srcport==port number

File Edit Wiew Go Capture Analyze Statistics  Telephony Wirdess Tools Help
AE 9 LPBRE R=s==F i (Elaaqml
| tep.sroport==543 E _ +| Expression...

Time Destination Protocol  Length Info
b @.191474 . 161.1e8.8.159 TCP 1314 [TCP segment of a reassembled PDU]
7 €.191475 5 ) 192.168.9.152 TLSv1.2 315 Application Data
9 8.210983 - 192.168.0.159 TLSv1.2 1414 Ighored Unknown Record
10 €.211754 i 192.165.6.159% TLSv1.2 1414 Ignored Unknown Record
11 @.211785 3 152.168.0.159 TLSv1.2 1414 Igncred Unknown Record
12 @.211786 i 192.168.8.153 TLSv1.2 1414 Ignored Unknown Record

= - : 4 iinle o A

[ Frame B: 1414 bytes on wire (11312 bhit<), 1414 bytez captured (11312 bits) on interface @

I Ethernet II, Src: Ciscolnc le:92:cl (f4:6f:1b:1e:92:cl), Dst: Microsof ©6:61:6d [00:15:5d:08:81:0d)
- Internet Protocol Verszion 4, Src: 72.52.13.133, Dst: 102.1638.8.159

I Transmissicn Control Protocol, [Src Port: 443 (443)) Dst Port: 49239 (49239), Seq: 1, Ack: 1, Len: 1
< | '

1b 1le 82 C1 BE @@ 45 29
83 52 4B 24 &d @ ad
76 ¢4 27 Bb 25 56 Lo SR, . i 8 i

83 86 59 535 @9 17 29 SR - R R o et
7k 36 Ba 98 ae la &c
de ce fa B85 b7 cd 52

=
=1

83 15 5d ee
85 78 72 au
8@ of 1 bb
ff 8@ ee &7
29 @8a 37 b
ce 36 84 el

F3582
EAHE

AELRER

FESRRS

=%
L=

o
o

() 7 wireshark_pcapng_5434..20160421052433_30208(| Packets: 2855 - Displayed: 2209 (77.4%) * Dropped: 0 (0.0%) | Profie: Cefault

FIGURE 2.11: Packet Filtenng Based on Source Port Number

17. To wview traffic destined to a specific port, apply the filter
tcp.dstport==port number

File Edit VYiew Go Capture Analyze Statistics Telephony Wircless Tools Help
A8 J@ JORE Qe=E¢ 4 = Qe en
| 1cp.dstport==+5

Ma. Tirne Source Dectnation Frotccol  Lergth Info
B.0008e8 192.165.8.159 T72.52.13. TLSwl.2  B75 Application Data
8.882472 192.168.8.159 T2 52120233 TLSwl.2 971 Application Data
2.a14332 192.155.8.159 T2.52.13.7 TLSV]1.2 875 Application Data
8.191525 192,153.8.159 T2.52.13.233% TCP 54 49239 +1443 |[ACK] Seq=1 Ack=1G62Z W.
B.211321 192.165.8.159 TEa 02, 13. 233 TCP 54 49238 443 |[ACK] Seq=1 Ack=18234 ..
B8.227682 192.168.8.159 T2.52.13.933 FCP 54 49243 +|443 [A{K] Seq=-1 Ack=1526 W.. P
O IERE) 107 IR @A IS0 0 T EP 43 3 TIGhet 3 PRG Aomdlicatdon Data

I Frame 3: 875 bytes on wire (7888 bits), 875 bytes captured (7666 bits) on interface 8

[ Ethernet II, Src: Microsof @8:81:8d (B@:15:5d:86:81:8d), Dst: Ciscolnc le:82:cl (f4:8F:1h:1e:82:C1)

I Internet Protocol Version 4, Src: 192.168.€.159, Dst: 72.52.13.233

[ Transmiz=ion Comtrol Protocol, Src Port: 49247 [49241),'051: Port: 443 [MS)', Seqr 1, Ack: 1, Len: 821
P Secure Sockets Layer

(]
(i ]

f4 @f 1b 1= 82 c1 @@ 15 5d 80 Bl Bd GE £ 45 88
@3 5d 5f 94 40 ©0 82 @6 60 DD cO oB 00 9T 48 34
@d e3 cB 59 ©1 bb 2f 89 61 99 B85 4b od 22 50 18
Tf @8 la b4 @@ @8 17 @3 83 83 38 c3 de 63 aT ba
a4l 41 92 db aa bBd bF 39 79 7d 7b d9 93 G4 18 54 Be
BEsE 7 91 Of 1a 6d 16 a7 9a 78 e4 d7 af 33 13 20 65

m o m

[ IO s |
wt I |
fd =

-—
-
<
i
-~

B =1

@ & Desiination Port: Unsigned integer, 1 bytes .| Packets: ' Dizplayed: 441 (15,.4%;) - Drooped: 0 [0.0%%:) “ Profle: Default

FIGURE 2.12: Packet Filtening Based on Destination Port Number
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Module 11 - Network Traffic Monitoring and Analysis

18. You can also use various conditional operators with the port filtering
technique to filter out traffic of your interest. Apply the flter
!(tep.port==port number) to find the packets that are not traversing on
the specified port.

Wirdless Tools Hep
Qe a H

File- Edit WView Go Copture Analyze Statistics Telephony

Am 2@ pHRE

] 1 {bep. port==443)

Mo Time

: 4 8.120358
5 8.1264B88

21 @.235605
76 ©.389452

ReE{ & S

- | Egresson... |+

Length Info LA
163 solicit XID: @xshS45 CI0: AAA1AGAL.
374 NOTIFY * HTTP/1.1
374 NOTIEY * HTTP/L.1

58 Wwho has 192.168.8.1147 Tell 192.16.
50 Who has 102 _162.08.477 Tell 192.168.

Source Destination
fede: :ds7f:186d.. ff@2::1:2 DHCFYEB
152.168.9.44 239.255.255.258 SSOP
197 168 . 6. 44 230 255 255 258 SS0DP
HonHaiPr c4:a2:.. Broadcast ARP

17 @.389452 HonHaiPr c4:a9:. Erocadcast ARP

B9 €.345543 192.168.0.44 239.255. 255,258 SSDP 383 NOTIFY * HTTP/1.1 b

_OR G 2030 CicenTne alsfae COD/WTDADTDON _OOD 25 Navdics The SRASIA=RE=86  Doed The _'. ¥
b Fram= 4: 163 bytes on wire (1304 bits), 163 bytes captured (1384 bits) on interface 8 L)
I Ethernet II, Src: HonHaiPr_ c4:a8:20 (54:35:38:c4:aB:29), Dst: IPvbmcast 01:00:02 (33:33:00:01:00:02|
I Internet Protocol Version 6, Src: fed@::dsif:le6d:3d44:a25a, Dst: ffez::l:2
4 User Datagram Protocol, |[Src Port: 545 (546), Dst Port: 547 (547)|
<]

Frotooo!

ee0d
egle
B0 e
Be30

Bo4a

33 33 80 81 40 82 54 35
B0 80 66 6d 11 8L f= BE
18 6d 3d 44 a2 sa ff @Az
20 B8 BE &1 0B 82 B2 22
bS 45 86 88 08 82 85 dc
1b 17 eB df ec 4 bb 87

je c4 aB 29 86
&g o8 @8 89 B8
B8 B B8 B8 BE
@2 23 88 6d b
a6 oL 88 Be B8
Sa dB @0 83 @6 6c @8 54

¢e5a

() 7 Source or Destination Part: Unsigned integer, 2 bytes T| Packets: 2855 - Displayed: 205 (7.2%] ' Dropped: O (0.0%) | Profile: Default

FIGURE 2.13: Packet Filtening Using the Negation Operator

19. To view traffic originating or destined to a port greater than or equal
to a specific port, apply the filter tep.port>=port number

File Edit Yiew Go Capture Analyze Toals

dE @ JMmMRE QeasEd L =S

Stotistics  Telephony  Wireless
—
=|AQaH

Help

Source Dectinztion Protoccl  Length  Info

2 B8.883472
3 8.914332
6 6.191474
7 B.191475

8 8.191525
1 [ - e v

192.165.6.159
192.168.8.159
192.1658.8,159
72.52.13.233
72.52.13.233
192.168.6.159

I3 537 1= 133

72.52.13.233
72.52.13.233
72.52.13.233
192.168.8.159
192.168.8.159

72.52.13.233
102 168 @ 150

TL5vI.2
TLSvL.2
TLSvL.2
TCP
TL5vl.2
TCP

ISyl 2

875 Application Data
971 Application Data
875 Application Data
1414 [TCP segment of a reassembled PDU]
315 Application Data

54 45239 + 443 EAEK] Seq=1 Ack=1522 W. -
1A1LA Tonarad linknoueen Docoed 5'\"7

b Frame 6: 1414 bytes on wire (11312 bits), 1414 bytes captured (11312 bits) on interface @

[ Ethernet II, Src: CiscoInc_le:@2:cl (T4:8f:1b:le:@Z:cl), Dst: Microsof @@:01:8d (8@:15:5d4:08:81:8d)

P Internct Protocol Version 4, Src: 72.52.13.233, Dst: 152.168.8.153

[ Tranzsmizzion Control F'r‘-n-tucnl_,lSrc Port: 443 (443), Dst Port: 1'3239“49239}_, Seq: 1, Ack: 1, Len: 1358
d ' - - | > ]

a8 15 5d
a5 7B 72
ea of 81
T 90 Be
29 83 37
cb 36 34

BE @1 ed ¥4 of 1e
ab 48 80 68 86 B2 52
bb c@ 57 15 32 76 c4
{5la]
38

cl B8 88 45 2@
34 &d e9 B a8
@b 25 1c S8 18
g5 @9 a9 17 28
98 ab B8 1la 8c
86 b7 cB cd 52

Low
[

Lab I e

67 88 8 17 83 83
Zb ba 5c Be 41 7h
6l d@ &5 fTc db de ce

e T T

B L by

= Omm

[+
(L% ]
in

| W

wireshark_pcapng_5434 2315041m52433_3019ﬁ - Packats: 2855 - Displayed: 2650 (32.8%) - Croppec: O (0.0%) | Profie: Cefault

PUIFEEUEELI4:fihadnglﬁﬁngfhe(}uﬁunrﬂﬂrnaomIﬂyuﬂho()peﬂnbt
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Module 11 - Network Traffic Monitoring and Analysis

20. To view traffic orginating or destined to a port less than or equal to a
specific port, apply the filter tep.port<=port number

File Edit View Go Capture Analyze Statistics Telephony Wirdess Tools Hdp
AdEB g6 LR REB es=2=2F 4 = KRAaq
tep.port< =443 Ei;ig'flEuyegxn_

Time Source Destination Frotocal  Length Info 5
087 42.612284 101.168.6.150 173.194.72.147 TCP 66 40361 + 443 [5YN, ECN, CHR],Seq?BAZ,

g24 42.722480 152.168.6.159 173.194.72.94 TCP 54 49362 -+ 443 [ACK] Seq¥1 Ack=1 Win=..
925 42 722592 192.16%.8.159 173.194.72.93  TL5vl.2 258 Client Hello

[ Frams OB7: Bh bytez on wire (528 hits), B6 hytss captursd (528 bitz) on interface @

I Ethernet II, 5rc: Microsof @8:901:8d (99:15:5d:90:91:8d), Dst: Ciscolnc_le:82;:cl [(f4:8f:1b:le:62:cl)
- Internet Protocol Version 4, Src: 192.168.6.159, Dst: 173.194.72.147

I Transmission Control Protocel, Src Port: 49361 [49361%,lost Port: 443]

seRn T3
e21lg B0
ge2d 48
gEIR 28
2RAE 8aa

af
34
93
ae
a8

(&) ¥ wireshark_pcapng_54341308-0EA...4D63D8C_20160421060344_302088 | Packets: 2530 - Displayed: 317 (12.5%) || Profie: Default
IUISIIRIEELIS:Eﬁhﬁihqg]?acketsIIshy;less’Iiuuacn:E&qumdholﬂmxunbur

Note: You can use various conditional operators on the port filtering technique
to filter out tratfic of your interest

B TASK 6

21. You can also filter traffic based on a specific stang contained in the

Filtering Traffic tratfic. Apply the filter http contains [string] to filter out the traffic
Using ‘Contains’ which contains the mentioned string.
Keyword

Note: This can only be applied to characters and not numerical. It searches for
a sequence of characters provided in the filter.

File Edit View Go Capture Analyze Statistics Telepheny Wireless Tools Help
f® IERB Ren=T sS[Elaqan

H - | 'I Expression. .
Dactination Protocal  Length  Info

17561 634. 192.168.8. 64.185.181.238 377 GET [Jsfcelebs.jsiv=0.8.12 HTTP/1...
17578 634. . 192.168.0. 215.58.226.34 497 GET ftag/js/gpt.js HTTP/L.1

17715 635, . 192.168.9. 215,56, 228 .46 425 GET fanalytics.js HTTPSL.1

17739 £35. . 192.168.06. 123.176.33.41 825 GET /contents/utility/utilitybar.p.
17748 635, 192.1638.8. 123.176.33 .41 826 GET Scontents/utility/plus_button...
17746 635, . 192.168.8. 123.176.33.41 865 GET [storage/common/trends today.h. |-

Hozt: im@2_activeld. comrin

Connection: keep-alive\r\n

Accept: */*\r\n

User-Agent: Mozilla/5.8 (Windows NT 6.3; WOW64) AppleMebKit/537.36 (KHTML, like Gecko) Chrome/58
Referar: [hittp://www. in. com/\rin |

Accept-Encoding: gzip, deflete, sdchriin

Accept-Language: en-US,en;g=8.8'r\n

Wi

[Full request URI: http://imB2.3ctivell. com/js/celebs . jsfv=0.8.12]

3

Q@ 7 wireshark _pﬁpng_54341.._3315042m344_30393{ Pad:ate: 13873 - Displayed: 15 {0, 1%) - Dropped: 0 {0.0%:) |; Profie: Default

FIGURE 2.16: Filteting Packets Using the Contains Keyword
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Module 11 - Network Traffic Monitoring and Analysis

22. To view the HT TP traffic whose request header fields (referrer or host)
contain a specific string, apply http.referer contains [string] or
http.host contains [string] filter

Capture Analyze Statistics Telephony Wireless Tecls  Help

Am @ IBRE Qes=Fa=[=Eaqamn
hitp.fost contams www.in.com EEL'_I Ewpresson..  +
Rl Time Sourcs Destinaton Protocol  Length Imfio
| 17739 635.9191. 192.165.9.159 123.176.33.41 HTTP 825 GET /Jcontents/utility/utllitybar.php.
i 17746 6£35.9197.. 192.168.6.159 123.176.33.41 HTTP 826 GET [fcontents/utility/plus_button.ph.
{17746 635.9719.. 192.168.6.159 125.176.33.41 HTTP 865 GET /[storagescommon/trends_today.htm.
f 17758 626.6019.. 192.168.68.159 123.176.33.41 HTTR 816 GET /contents/sliders/homeopinion.ph..
! 17761 636.e461.. 192.165.9.159 123.176.33.41 HTTP 818 GET J[contents/menu/HomeNeekvideos.h.
Frame 17739: 825 bytes on wire (6668 bits), 825 bytes captured (55088 bits] on interface © -

Ethernet II, Src: Microsof B@:@1:8d (@@:15:5d:8@8:01:@d), Dst: CiscoInc le:@2:cl (fa:8f:1b:le:82:cl)
Internet Protocol Yersion 4, Src: 192.168.8.159, Dst: 123.176.33.41

Tranzmizsion Control Protocol, Src Port: 40383 (49383), Dst Port: B8 (80), Seq: 1, Ack: 1, Len: 771

| S R = R

Host: www.in.comYr\n
Connection: keep-alivelrin
Accept: text/javascript, application/javascript, */*\rn
X-Requested-With: XHU-I‘ttpRegues‘t\.r\n_l Kt

<

@ 7 Host: Character string | Packets: 18873 - Display=d: 5(0.0%) - Croppec: 0 (0.0%) | Profile: Default

FIGURE 2.17: Filtering Packets Using Host Field and Contains Keyword

File Edit View Ge Capture Analyze Statistics Telephony Wirgless Tools Help
=Eeaaan

Adm @ LERRE Ree=EF i =
I_ | hitp,refersr contains wwa,n.com
Mo

Source
192.168.

bmd ™| Beression...

Frotooal
HTTF
HTTF
HTTF
HTTP
HTTP
HTTP

HITD

Dectination
64.185.181.235
216.58.228.34
Z16.58.228.45
123.176.33.41
123.176.33.41

123.176.33.41
173 176 23 43

Time

17561 634.3293..
17578 634.5256.. 192.168.
17715 635.6758.. 192.168.
17739 635.919L. 192.168.
17748 635.9197.. 192.168.8.153

17746 635.97159. 152.168.6.159
g " 1 150

Length Info
377 GET
497 GET
425 GET

. 159
«159
-39
. 159

/lsfcelebs.js?v=0.€.12 HTTP/1l...
/tag/js/gpt.js HTTR/1.1
Janalytics.js HTTP/1.1

825 GET /contents/utility/utilitybar.pu.
826 GET /contents/utility/plus button...
855 GET /storage/common/trends today.h.
2R GET {rontantsicliders (hamaaninion

LAld ]

b Tr‘nnsmision Cntr'ol Protocol, Src Port: 49383 (493B3), Dst Port: BB (898}, Seq: 1, Ack: 1, Len: ??1’_}_

Host: wwaw.in.com\rin
Connection: keep-alivehZr'n
Accept: text/javascript, application/javascript, */*\r\n
X-Requested-With: XMLHTTpRequesthryn
User-Agert: Mozilla/5.8 (Mindows NT 5.3; WOMG4) AppleliebKit/537.36 (KHTML, like Gecko) Chrome/5@.
IReferer: http: s . In. com/ e
l Accept-Encoding: pgzip, deflate, sdchiyr\n |
€ 1 | >

@ 7 HTTP Referer thttp.referer), 29 bytes

|| Packets: 18873 - Displayed: 13 (0.1%) * Dropped: 0 (0.0%) | Profile: Default

FIGURE 2.18: Filtering Packets Using Referer Field and Contains Keyword
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Module 11 - Network Traffic Monitoring and Analysis

23. You can also filter traffic based on a specific pattern contained in the
tratfic. Apply the filter http.accept matches [pattern] to filter out the
Filtering Traffic tratfic which contains an exact pattern. It matches the sequence of exact

Using ‘matches’ characters in a pattern with the traffic.
Keyword

= TAsk s

l b

File Edit VYiew Go Capture Analyze Statistics Telephony Wircless Tools Help
dm fe JBRB ResEFT LS [El@aaan

|h11p‘.aaieuﬁtmatdwes]a¢ascrbt :; - | '] Expression.. 4+
Mo, Time Source Dectination Frotocol  Lemgth Info

| 17739 635.9191.. 192.158.8.159  123.176.33.41 HTTP 825 GET /contents/utility/utilitybar.php.-
17746 635.51097.. 192,.158.8.156  123.176.33.41 HTTP B26 GET /conterts/utility/plus button.ph..

Host: wnw.in.comhryn
Connection: keep-alivelrin
Accept: text/javascript, application/jevascript, */*\r\n
X-Requested-iith: XMLHttpRequestirin
User-Agent: Mozilla/5.9 [(Windows NT 6.3; WOW6L) Applek=bKit/537.36 (KHTML, like Geckc) Chrome/58
Referer: http://wwaw.in.com/\rin
Accept-Encoding: gzip, deflate, sdchhZwhn
Accept-Language: en-US,en;q=8.B\r\n
[truncated]Cooklie: IN_MB_pop_v3=1; IN_GEQ RGN=hyderabad: _ pads=ID=618llidesadb8afb:T=146124358¢
tehn '

d|

@ 7 HITP Accept {htip.acceot), 54bytes || Packets: 18573 * Displayed: 2 (0.0%) - Drooped: 0 (0.0%) || Profle: Default

FIGURE 2.19: Filtening Using the Matches Keyword

24. To view traffic originating from a specific set of IP addresses, apply the
= TAask 9 membership operator ip.src in {[IP Address 1] [IP Address 2] [...]} to
filter tratfic of your interest. It allows you to compare IP address fields

Filtering Traffic i
3 ! with a set of values.
Using Membership
Operator u
File- Edit View Go Capture Analyzz Statistics  Telephony Wirdess Tools Help
An i@ JMRE R=>ZFTLIZE|QAQAHE
L" posrcin £193.168.0,159 123176, 33,41 716, 58,220, 343 — | Boression..
E ‘ Time Source Destination Frotoocol  Length Info
TASK 10 17734 B35, 7292, 216,558,228, 33 1592.165.8,.159 TLSv1.2 92 Application Data
17735 635.7563. 1592.168.8.159 216.58.228.45 TCP 54 49428 - 88 [ACK] Seg=372 Ack=117 W.
F“terim traffic 17736 357563 21e.58.226_34 192 .1p8.8.159 TCRE 6@ 443 = 49427 [ACK] Seq=4420 Ack=154.
I i TCP fl 17738 635, 777L. 192.168.8,159 216.58.228.34 TCP 54 49427 + 443 [ACK] Seq=1648 Ack=442..
on ag 17739 g35.9101 . 192 1s& . 8_159 123 .176.33.41 HTTE 825 GET /ecentents/utility/utilitybar._p..
17748 635,9197.. 192.168.6.159 123.176.33.41 HTTP 826 GET /contents/utility/plus_button... —
L ATTA RIAC G234 173 TR 23 AT 107 162 A IEQ TrD SR \R o A0282 [ATK] Son—=1 Ack-T72 Lhn kf_\i
- Frome 1774€; 826 bytes on wire [668B bits), 826 bytes captured (66868 bits) on interface © L ]
Ethernet II, Src: Microsof @0:01:8d (8@:15:5d:00:81:8d), Dst: Ciccolnc le:@1:cl (fa:8f:1b:le:@2:cl)
Internet Protocol Version 4, Src: 192.1658.8.159, Dst: 123.176.33.41
Transmission Control Protocol, Src Port: 49382 (49382), Dst Port: BB (88), Seq: 1, Ack: 1, Len: 772
HosSE: www.in.com\rin
Connection: keep-alivelrin
Accept: text/javascript, application/javascript, */*\ri\n
__1 X-Regquested -With: XMLHEtpReguest'.rin
i
@ 7 wireshark_poapng_5434..20160421060344 20298 | Packets: 18873 - Displayed: 1570 (8.3%) * Dropped: 0 (0.0%) | Profile: Default
FIGURE 2.20: Filtering Packets nsing Membership Opegator
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Module 11 - Network Traffic Monitoring and Analysis

25. To view the TCP traffic with a specific TCP flag set, apply the filter
tcp.flags & [flag code]. (Here flag code 0x012 denotes packets with the
SYN and ACK bits set, or SYN or ACK bits set)

Note: Similarly, you may use the flag code 0x002 to check packets with a
SYN flag set and flag code 0x010 to check packets with an ACK flag set.
Use the appropriate code for any respective flag packets.

File Edt View Go Capture AOAnalyze Statishcs Telephony Wireless  Toole Help
dn i@ LiBRBRes=FTo<[Elaqand
. top.flags & 0x012

Time Source Destiration Protocd  Length Info -
17738 635.7272. 192.168.8.159 216.58.226.34 TCP 54 49427 -+ 443 [ACK] Seq-1618 Ack=-4348 Win..
17731 635.7272. 216.58.228.34 152.168.8.159 TLSwl1.2 95 Application Data
17732 635.7274,.. 192.16B8.9.159 216,58, 226,34  TLS5vl.2 92 Application Data
17733 635.7292.. 216.58.228.34 192 168.8.159 TCP 68 443 =+ 49427 [ACK] Seq=43&2 Ack=655 Win=_
17734 635.7292. 216.58.128.34 192.168.8.159 TLSV1.2 9z application Data
17735 B35.7563.. 192.168.6.159 216,58, 226,46 TCP 54 £9428 + 20 [ALK] Seq=-372 Ack-117 Win=-13.. "
17736 635.7563. 216.58.228.34 152.168.8.159 TCP 6O 443 » 49427 [ACK] Seq-4420 Ack-1648 Win.. [~

I Internet Protocol Version 4, Src: 192.168.8.159, Dst: 216.58.228.45
4 Transmissicn Comtrol Protocol, Src Port: 49428 [49428), Dst Port: B8 (288), Seq: 372, Ack: 117, Len: @
Source Port: 49428
Destination Port: B@
[Stream index: &7]
[TCP Segment Len: 8]
Sequence number: 372 (reletive sequence number)

Acknowledgment number: 117 {relative ack number)
Header Length: 28 bytes

| b Flags: exele (ack) |
Window size value: 511

Pl . 1 L i FE WY T |

@ 7 wireshark pompng_543413.C_20160421060344_ 202988 | Packets: 18873 - Displayed: 2918 (15.5%) - Dropoed: 0{0.0%) || Profik: Defout

FIGURE 2.21: Filtering Using the Bit Field Opexator

26. You can also view the Wireshark filters in conjunction using one or
more logical operators to view tratfic of interest.

H rask 11 27. For instance, to view the TCP traffic with a sequence number of 2841
o and length 1107, apply the tep.seq==1 & & tcp.len==1380 filter
Filtering Traffic
Using Logical
Operators File Edit View Go Capture Analyze  Statistics  Telephony  Wireless  Tools  Help
AR ® LRERAB Yes=s=EZF LS S|aAQqQH
toposeq==1 &8/ rep len==1380 . +|Expression..  +
Time Source Destration Length Infa :
943 42 838573 173.194.72.94 192 _168.8_159 1 1434 Server Hello
949 42.835682 173.194.72.949 192.168.8.159 . 1434 Server Hello
058 42.845448 1732.194.72.147 192.168.8.159 .2 1434 Server Hello
1832 43.165623 216.58.228.46 192.168.8.15% TLSwl. 1434 Server Hello
g6l 43245748 74.125.138.23%  192.168.8.159  TLS5w1. 1434 Server Hello
1458 51.585532 216.58.228.35 197 168.8.159 TLSV1. 1434 Server Hello
1456 51.588969 216.58.228.35 191, 168.8.159 TLSVI. 1434 Server Hello
[+ Frame 243: 1434 bytes on wire (11472 bits), 1434 bytes captured (11472 bits) on interface 8
- Ethernst II, Src: Clscolnc le:@2:cl (fa:ef:lb:le:@2:c1), Dst: Microsof e@:el:ed (B8:15:5d:88:81:0d)
I Interpst Protocol Version 4, Src: 173.194.72.34, Dst: 192.168.8.153
4 Transmission Comtrol Protocol, Src Port: 443 (443), Dst Port: 49362 [49362),[
Source Port: 443
Destination Port: 49362
[Stream index: 1]
[TCP Segment Len: 1388]
Sequence number: 1 (relative sequence number)
[Next sequence number: 1381 {relative sequence number)]
Acknowledgment number: 285 (relative ack number)
@ 7 wreshark_poapng 5434134 AC_I016043 1060344 an?555 | Fackets: 18373  Dispayed: 53 (0. 2%) * Dropped: 0 (0.0%) || Profle: Defat
FIGURE 222: Filtening Using Logical AND Operator
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Module 11 - Network Traffic Monitoring and Analysis

28. You can specify one or more conditional and logical operators to find
the tratfic of your interest.

For example, you can apply an ICMP based filter to filter traffic
originating and destined to a specific IP address with a request type of 8
and checksum wvalue Ox4d53. Apply the following icmp.type==8 &&
icmp.checksum==0x4d53 && ip.src==[source IP address] &&
ip.dst==[Destination IP address] filter to wiew only those ICMP
packets.

| CAC+R

File Edit View Go Capture Analyze Statisbics Telephony Wireless Tools  Help
AWM i@ IERABIec==2F 8 S |F

| | icp. type— =8 38 iamp. checksum ==0xPdde B8ip.src==192.168.0.10 84 p.dst==224,0.0.1 B3 0 -] Expression... | +

Mo, Time: Source Destingtion Protocol  Length Info _ _
1048 64.914597 192.168.6.18 224.8.8.1 ICHP 74 Echo (ping) request Iid=-0wB081, seq-2784/3..
B56B 365.3542. 192.16B.8.18 224.8.0.1 ICHP 74 Echo (ping) request 1d=-8x8681, seq=2784/3..

P Frame 190@: 74 bytes on wire (592 bits), 74 bytes captured (592 bitsg) on interface @
I Etherpet II, Src: Dell 22:37:86 [64:808:63:22:37:86), Dst: IPwvdmcast 91 [91:08:5%e:88:88:91)
I Internet Proteocol Version 4,|Src: 192.168.8.18, Dst: 224.8.6.1|
< Interns=t Control Message Protocol

Type: B|(Echo (ping) request)

Codea: @

Checksum: @x2dde [correct]

[Tdentifier (BE): 1 (BxE0B1)]

Identifier (LE}: 256 (©&x8lea)

Sequence number (BE): 2784 (Bx8398)

Cequence number (LEY: 26874 (0wG0ds)

I bl WY 1

@ 7 wireshark pozpng_543413A8. DEC_20160421060344 202988 | Pachets: 18873 - Displaved: 2 (0.0%) - Dropoed: 0 {0.0%) || Profile: Defaut

FIGURE 2.2 Using Logical AND With More Than two Operators

29. Similarly, you can use a Logical OR operator. To check the number of
packets which are referencing a particular URL or are referred by a
particular URL, browse a —website of your choice, here
http://www.in.com, and apply http.user_agent==[URL] or
http.host==[URL]

File Edit View Go Capture Analyze Satistics Telephony  Wireless  Tools  Help
dE @ LERE Ses=sET LS qaqe

| Fttp. user agent==www.in.com or http.host==www.in. com

il

Expression. . +

Mo. Time Source Destration Protocl  Length Info
J 17739 £35.9191. 192.16B.6.159 123.176.33:41 HTTP 825 GET fcontents/utilicySutilitybar.php?callb..
17748 635.9197. 192.165.8.159 123.176.33.41L HITP 826 GET .-"contents.futility.."plus_button i ph p?call..
¢ 17746 £35.9719. 192.168.6.159 123.176.33.41 HTTP 865 GET fstorapge/common/trends_today.html HTTP..
+ 1775B 635.0819.. 192.168.0.159 123.176.33.41 HITP 818 GET /fcontents/sliders/homecpinion.php?regi..
. 17761 636.8461. 192.168.8.159 123.176.33.41  HTTP 818 GET fcontents/menul HomeWeekVideos  himl ?Fi..

Connection: keep-alivesrhn

Accept: text/javescript, spplicetion/javescript, */*wrin

X-Requested-with: XMLHttpRequestirin

User-Agent: Mozilla/5.8 (Windows NT 5.3; WOW6d lewebkit/537.36 iTML, like Gecko) Chrome/S0.8.25€-

FIGURE 2.24: Packet Filtering Using OR Operator
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Module 11 - Network Traffic Monitoring and Analysis

30. Thus, Wireshark allows you to use a wide range of filters to filter traffic
per your interest
Lab Analysis

Analyze and document the results of the lab exercise. Give your opinion on your
target’s secunty posture and exposure through free public information.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
ABOUT THIS LAB.

Internet Connection Required

M Yes [l No
Platform Supported
V] Classroom V] iLabs
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Module 11 - Network Traffic Monitoring and Analysis

Detecting Clear-Text Traffic using
Wireshark

Wiireshark is a network packet analyzer, which is used fo capture nepwork packets
and display packet data in detail.

Lab Scenario

Some of the applications allow their users to communicate through protocols like
HTTP, FIP, Telnet, etc. These protocols transfer data over TCP in clear text
format, which can be easily understood by someone eavesdropping on the network.
As a network defense archutect, you need to know how to determune if there is any
sensitive information (such as user credentials) flowine through the network.

Lab Objectives

The objective of this lab is to help students learn how to:

*  Detect sensitive data flowing through the network in clear text format

Lab Environment

To perform the lab, you need:

" Camn & Abel located at ZACND-Tools\CND Module 11 Network Traffic
Monitoring and Analysis\ARP Poisoning Tools\Cain&Abel

®  You can also download the latest version of Camn & Abel from the link
http:/ /www.oxid.it/ camn.html

®  Wireshark, located at Z:ACND-Tools\CND Module 11 Network Traffic
Monitoring and Analysis'\Packet Sniffing Tools\Wireshark

" You can also download the latest version of Wireshark from the link
https: / Iwrorw awvireshark. org/ download html

* Ifyou decide to download the latest version, then screenshots shown in the

lab mught differ

* A virtual machine munning Windows Server 2012
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Module 11 - Network Traffic Monitoring and Analysis

" A vutual machine mnning Windows Server 2008
* A virtual machine mnning Windows 10
= A Web browser wath Internet connection

" Administrative prvileges to mn tools

Lab Duration
Time: 25 Minutes

Overview of Lab

Packet capture means mtercepting data packets traversing over a network using
packet capture tools such as Wireshark. These captured packets are analyzed mn
order to determuine whether proper network security policies are bemng followed.

Lab Tasks

H rtask 1 1. Since thus is a test environment, there is no SPAN port to enable

Wireshark to capture traffic flowing throughout the network. So, we
shall perform ARP Poisoning using the Cain & Abel application, to
enable Wireshark to capture traffic between the required machines.

Clear-text HTTP
Traffic

2. Log on to Windows Server 2012 virtual machine.

5. Navigate to Z:\CND-Tools\CND Module 11 Network Traffic Monitoring
and Analysis'\ARP Poisoning Tools\Cain&Abel and double-click

ca_setup.exe.

4. If the Open File - Security Warning pop-up appears, click Run.
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Ll iMan in the Middle
attack has the potential to
eavesdrop on a switched
LAN to =mff for clear-text
data (McClure, Scambray).
It can alzo be nsed for
substitution attacks that
can actively manspulate
data.

5:

Module 11 - Network Traffic Monitoring and Analysis

Follow the wizard-driven installation steps to install Cain & Abel.

6.

%

Tain & Abel v 950 Instaliation

Cain B Abel 4.9.50 Installation

ﬁl’ Can & Absl 4.5.50
i

This ieatadledion piogrann vl ivetal D & A0el 4950

Press the Mlest buthan b st dhe etalaion oo can press
o Carvced Do on moss o dio ik ysard o estal Can b Abal
1350 al s fime.

FIGURE 3.1: Cain & Abel installation

The WinPcap Installation pPop-up appears; click Don’t install, as you
have already installed it during the lab setup.

WinPcap Installation

WARMIMNG I This program uses the packet diver that comes with
WinPcap v4.1.3 available at www winpcap.org,

Do you want to install the packet driver now ?

Don't install

FIGURE 3.2: WinPcap Installation pop-up

Launch the Windows Server 2008 and Windows 10 virtual machines.
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Module 11 - Network Traffic Monitoring and Analysis

8. Swnitch back to the Windows Server 2012 wirtual machine, and launch
Cain & Abel from the Apps screen.

ApPpPS

Serabat oom

Local Security e Tazk Schedules
Policy

1‘-’,‘

Adobe Res

w -

End Lser License
Agresment

Deskbon

1

Intermet Explorer Mac Scanner

Performance Windows ; Packet Builder
Micnitor PoweerShell 15E

WildPackets i Cormeachon

CmniEngine F Manager.
[safragment and Windows

© - Opbimize Drives Management

Wireshark Event Yiewsr Resource Wonior

e » & a

i
3

Roting and . CA_Lls=rikaras

I

B
[ el 1.

= =
Group Policy & Security ‘ | Cain . Releazeiotes
kanagemeant b Confguratson | NEW
m Hyper-y Manager % Server Manager ' Urenstall Cain Al Uninstail Co
J I Cacca 7 Enterprs

FIGURE 3.3: I_:.mnching Cain & Abel from Apps IcIeen

9. If a Cain pop-up appears, click OK.

Windows firewall i1s enabled. Some Cain's features will not work
! , correctly.

| OK |

FIGURE 3.4: Cain pop up window
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@;.Hcm & Abel covers
some security
aspects/weakness intrinsic
of protocol's standards,
anthentication methods and

m:&PR-SSHl can
capture and decrypt S5H
version 1 session that are
then zaved to a text file.
APR-HTTPS can intercept
and forge digital certificates
on the fly but becanse the
tmsted anthority does not
sipn these certificates a
warning message will be
dizplayed to the end user.

Module 11 - Network Traffic Monitoring and Analysis

10. The main window of Cain & Abel appears as shown in the screenshot:

File ¥iew Configure Tools Help

GBS RMEE +y 2 DEBEI0EE Q7 0

ﬂ Traceroute Im ccou '8 Wireless

2 Query

& Decoders IQ Metwork * Sniffer @f Cracker

& Cached Passwords
L Protected Storege
Q’ L5A Secrets
LB Wireless Passwords
g IE T/8/8 Pacswords
-5 Windows Mail Passwiards
@ Dielup Passwords
L[ Edit Boxes
‘% Enterprice Manager
lﬁ Credential Manager
L Windows Vault

Press the + button on the toolbar to dumpthé Protecterd Storage

[ <]

i Protectzd Storage

bt ey, ol it
FIGURE 3.5: Cain & Abel Main Window

11. To configure the Ethernet card, click Configure from the menu bar.

~ File View [ISEPNES Tocls  Help

D @ 2L I mEESO s

IE. 7

07 i

& Cached Passwords
L Protected Storage
ﬁ‘ L5A Secrets
Q“ Wireless Passwords
g |E T/8/G Passwords
Lﬁ] Windowes Mail Passwords
428 Dialup Passwords
{: Edit Boxes
“in Enterprise Manager

iPrecs the + button on the toolbar to dump the Protected Storage

% Credential Man-a&er A

FIGURE 3.6: Cain & Abel Confipumation Option
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Module 11 - Network Traffic Monitoring and Analysis

12. The Configuration Dialog window appears.

L IReplay attacks can also 13. The window consists of several tabs. Click the Sniffer tab to select the
be nsed to resend a sniffed -
Pl ackein sniffing adapter.
SRR e 14. Select the Adapter associated with the IP address 10.10.10.* subnet
unauthorized user. ?
click Apply, and then click OK.
Challenge Spoofing |  Fitersandpots | HTTP Fields I
|  Cerificate Spoofing |  Cenficates Collector |
Snifer |  APR (Amp Poison Routing) |  APR-SSLOptions |
Adapter IP address Subnet Mask
ﬁ”\Device\NPF_{MM‘I 3JA... 192.168.0.61 255.255.255.0
spoofing you have to
choose addresses that are
not already present on the
network By defanlt Cain
uses the spoofed MAC '
"001122334455" for two | <] i
reasons: first that address )
can be easily identified for ~Winpcap Version
troubleshooting and second ‘
it iz not supposedhng to exist 4.1.0.2380
in your network
Note: You cannot have ~Current Network AAdapta'
on the same Layer-2 nsing
APR's MAC spoofing and
the same Spoofed MAC WARNING ! Only ethemet adapters supported
address.
—Options
[ Start Snifferonstatup [ Dont use Promiscuous mode
I Start APR on startup
| Ok | Cancel
FIGURE 3.7: Cain & Abel Configuration Dialog Window
15. Click Start/Stop Sniffer on the toolbar to begin sniffing.
- Eile View Configure Tools Hslp
|a(wle kBl +v B uimmEaOYE |0 2|0
E. [recoders I_E‘ Metwork ]ﬁ Sniffer |.gf' Cracker Iﬁ Traceroute |l1| CCO ]'f Wireless |§'§g Quary |
i, Cached Passwords
- Protected Storage Press the + button on the toolbar to dump the Protected Storage
- o L5A Secrets
: 2% Winddess Pasawords
m'l‘he most crcial item -"g LE;::::::ETI Pazsmwords
i that list i3 the radioactive - 438 Dialup Passwords
hazard APR_ It is in this --[== Edit Boues
window that we select our {0 Emerprise Mandger
SR :5). -~~‘;?" Credential Manager
FIGURE 3.8: Starting a sniffer
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Module 11 - Network Traffic Monitoring and Analysis

Note: If the Cain Warning pop-up opens, click OK.

. WARNING ! TCP Large/Giant Send Offloading is enabled for the
A current network interface. Cain's S5L MitM attacks could be affected;
please check the Windows's advanced settings of your network
interface configuration,

& B wained that theie i Alternatively you can globally disable task offloading features with the
the possibility that you will following command:
canse damage and/or loss
of data nsing this software N  a L ‘ e
sl st i sy sl i netsh int ip set global taskoffload=disable
author be hiable for such . P -
damages or loss of data. Remember to deactivate and re-activate the network interface after the
above command.
FIGURE 3.9: Cain Waming pop-up
16. Now click the Sniffer tab.
File View Configure Tocls Help
SQH LB +v R aMEAEI0%E Q|0
Q Metwark ﬁ Sniffer Ir;if Cracker I@ Traceroute Im ccpu ﬂﬁ” Wirelesz %} Cluery
IF address | MAC address DU fingerprint Host name B..- | B... | B&
FIGURE 3.10: Sniffer tab
17. Click the plus (#) icon, or night click in the window, and select Scan
MAC Addresses to scan the network for hosts.
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18. The MAC Address Scanner window appears, select the Range radio
button, enter the scan range 10.10.10.1-10.10.10.254. Check All Tests,

then click OK.
BN
File - Wiewr: Configurs  Tools Halp
[Dnehma [ty ummEa2n (@2 6
é% Cecoders Ig Metwark I@ Sniffer Cracker | AW ueq,rl
IP address MAC address Ul fingerprn BE | Gr | MD| M1 | M3
— Targeat
Al bosts oy subet
(& Rerce]
mAPR-RDP can capture =
and decrypt Microsoft’s im0 10 1
Remote Desktop Protocol
as well. To-
10 . 10 ., 1D , 254
Promizcuous-Mode Scanner
I ARP Test {Broecoest J1-bifl
I BEP Test [Brosdoss 16-bil
F BEP Tes :Hn e -oehil]
B AP Test {Goup 6
R nEP Test [Muticest goup |
W ARP Tess (Mutrcas goup 1)
B AFP Tes Mulces goup 3
<| 151
Hosts [i@ Ao [ Routing [T Passwerds [ vol Ok thag
Lost : 0% g
FIGURE 3.11: Cain & Abel - MAC Addresz Scanner Window
19. Cain & Abel starts scanning for MAC addresses and lists all those
found.
7= Speeding up capture 20. After the scan is completed, a list of detected MAC addresses is
speed ireless packet . :
speed by wisciess packs displayed as shown in the screenshot:
injection.

File Wiew Ceonfigure Tools Help

ameREE +y R LunEEaOEE @7 0

| £, Decoders I @ Metwork Iﬁ Sniffer IL.T_IFI Cracker |'ﬁ Traceroute IM ccou I‘T" WWireless I%J Query |

Host name B..| B..} BB

+

MALC addrezs

001550000111
001530000113
001530000114

IP address

1010101
10.10.10.8
10.10.10.10

CUl fingerpnnt

Microsoft Corporation x X
Micresoft Corporation
Microsoft Corporation

FIGURE 3.12: Cain 8 Abel - MAC Address Scanned
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21. Click the APR tab at the lower end of the window.

File ¥iew Configure Tools Help
UMY |+ RLOmMEBEOE 2 O 7|0
Q Metwork |E8 sniffer |of Cracker |43 Tracercute |ER copu Uﬂn Wireless a){'luay
: I IP address MALC address MAC address

{2 APR-Cen

-2, APR-DNS
mAAPR state Half- - APR-SSH-100)
Routing means that APR is &y APR-HTTPS (0]
routing the traffic correctly -y BPR-ProwyHTTPS (0)
but only in one direction -8 APR-RDP (D)

(ex: Client->Server or
Server->>Client). This can
happen if one of the two
hosts cannot be poizoned
of if asymmetric routing is
used on the LAN. In thas
state the sniffer loses all the
packets for an entire
direction =0 it cannot grab
anuthentications that use a

mrqote that the Cain &
Abel program does not
exploit any software
vulnerabilities or bugs that
could not be fizxed with
little effort.

MAPR state Full-

&) APR-FTPS [0)
.5 APR-POPIS (D)
5y APR-IMAPS (D)

MAL eddress

MAC address

B APR-LDAPS ()
-5 APR-SIPS (D)

{|

ww  Configurztion / Routed Packets

|
# Foutin g iy ValP

IE

4 Passwords

FIGURE 3.13: Cain & Abel ARP Tab

22. Click anywhere in the nght pane on the top most section to activate the

+ icon.

Eile Wiew Configure Tools Help

SPETS T IER A IS T T Y - TN AN |

& Decoders |§ Metwork |ﬁ Sniffer IE_\“I Cracker |ﬁ Traceroute Iﬂ CCDU |'E;'j',’ Wireless IEh Quew]

IP address MAC address | Packets -» | <- Packets | MAC address

[E] APR-Cent

- APR-DNS

- APR-55H-1(0)

L&) APR-HTTPS (0)
L[ APR-ProxyHTTPS ()

Routing means that the IP ' APR-RDP (0)

traffic between two hosts |2| APR-FTPS (M |
has been completely é APR-PCP3S (0 = -
hijacked and APR is 3 APR-IMAPS () | Peddress | MACaddress | Packets -» | <- Packets | MACaddress [ IPe
working in FULL- L) APR-LDAPS (D)

DUPLEX. (ex: Server<- L) APR-SIES ()

>Client). The sniffer will

grab anthentication

information accordingly to

the sniffer filters set.

<]

| &=  Configuration / Routed Packets

[E2)
@3 YolP

‘&' Rnuting_

% Passwards

Lost packets: 0%

FIGURE 3.14: Cain & Abel Sniffer Section

CND Lab Manual Page 357 Certified Nerwork Defender Copyoght ) by EG-Gouncil

All Rights Reserved. Reproduction 13 Stoctly Prohibited.



Module 11 - Network Traffic Monitoring and Analysis

23. Click the Plus (+) icon; the New ARP Poison Routing window opens,
from which we can add IPs to listen to traffic.

Yiews  Conl quUIE Tools Help

il
Sl @ ol B HE

j IP address
B B |
A APA-DNS ‘ e e s
< APR-S5H-L () WAARNING 111
By APR-HTTPS [0) - - e
H . APF ehables you to hilack [P rafic betmesn the selected hoat on the kI lizt and 2l sedected hostz on the ight list i Dat

£ The Protected Stoce is a D APR-ProxyHTTPR | [fieriiars. IF & selected host has fauling capatillies Wi tflic wil be Ftercepled a well Pleare not= that since pou

facls % g - 2PR-ROP () machine has rol the zame pelomeance of a rocter you could cauze DoS F vou zel APF between pour Defaul Gat=wey snd
mllt_,i P-[D ildw- -é APH'F[PS [0} al Dlhcl hoﬂﬁ o YOl LAH.

part of Microsoft B APA-POPIS (0]

_CIYPtUAP;FS pomary use B APA-IMAFS (0]

13 to securely store povate i _ A

fhat havel sl i~ APR-IDARS 1) P addr=ss | MAC | Hostneme IF eddiess | MaC | Hastare
ey () APR-SIPS (0) 010101 01 FE000011
to a nser. 1010102 Q01 E=0o00114

10101010 01 E20O00114

FIGURE 3.15: New ARP Poizon Routing window

24. To monitor the traffic between two computers, select 10.10.10.10
(Windows 10) and 10.10.10.8 (Windows Server 2008). Click OK

WARNING I

APR enables you ta hijack IP trafic between the selected host oq the left lizt and all zelected hosts on the right list in bath
directionz. If a selected host has routing capabilities WA traffic will be intercepted as well. Pleaze note that since your
maching haz not the zame performance of a router you could cauze DoS if you et APR between your Default Gateway and
all ather hozts on pour LAM.

L All of the information

in the Protected Store 15

encrypted, using a key that IP zddress AL Hostharne IP address Hostrame
13 derived from the user's 10.10.10.1 001550000111 10101000 101 14

logon password. Access to 1010108 001550000113 1010101

the information is tightly 10.10.10.10 001550000714

regulated so that only the

owner of the material can
access it

m [>]

| Ok I Cancel

FIGURE 3.16: Momtoring the traffic between two computers
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23. Select the added IP address in the Configuration/Routed packets, and
click Start/Stop APR.

a Many Windows ]
applications use this Note: If a Couldn’t bind HTTPS acceptor socket pop-up appears, click
feature; Internet Explorer,
Outlock and Outlook
Express for example store
and passwords
mﬂaﬁfm_ Filke VWiew Configure Tools Hep
Szl +v B umEmEaQEnE @ i
_ | Status | IPaddiess | MACoddress | Packets-> | <-Packets | MAC address | IP address
@ APH-Cert iV icile | 16:10.70.8 | o7550000119 | | | DDSS0000714 | 10.10.10,70
3 APR-DNS |
. P APR-S5H-1 (D)
3y APR-HTTPS [0)
-5y APR-ProwyHTTPS (0)
.4 APR-RDP [0)
&) APR-FTPS [0} =
-5y APR-POP3S 0]
Dy APR-IMAFS ([} | IP address | MAC address | Packets -» | <- Packets | MAC address | IP address
-2y APA-LDAPS (0]
By APR-SIPS D)
<]
5 i Configuration / Routed Packets |
f Routing ;1: Passwords | g VolP
FIGURE 3.17: Cain & Abel ARP Poisonng
26. Now, launch Wireshark and begin the traffic capture on the Windows
Server 2012 machine
27. Browse the end Website installed on the Windows Server 2008 machine
(Here the IP address of the machine is 10.10.10.8. It may vary in your
environment)
28. Now, log on to the Windows 10 virtual machine
29. Launch a web browser, type the URL http://10.10.10.8/end/wp-
login.php in the address bar and press Enter.
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30. The WordPress login page appears, login to the end website using the
credentials admin/qwerty@123

| 10.10.10.8/cnd f'wp-login php

Usernarme

admin

Password

o
......Il..| o

| | Remember Me

FIGURE 3.18: Login credentials entered in a non HT'TPS page

31. Now go to Wireshark and stop capturing. Filter for the packet with the
code http contains [forms] (here, end) since our web URL had forms
in it. Choose the HTTP post packet from the filtered list and right-click
on its HTML form encoded and click Follow—=>TCP Stream from
context menu.

Fi= Edit View OGo  Ceplure  Analyze Statistics  Telephony ‘Wirdess Tools Hep
e ABRE Ree=FiE[Eacan

Tine Gauros Destnaban Frodoosl  Length Info
71 19.855542 18.18.18.19 18.18.10.8 HTTP 212 GET SfendS HTTR/L.L
£5 24_B37243 12.18.18.3 18.18.1a.18 HTTP 1514 HTTPS1.1 284 OK {tﬂn‘tfhtll]
123 38, 615766 18.18. 18, 18 1@, 18, 16,8 HTTR 457 GET fendfwp-login.php HTTRSL. 1
131731-9923?2 18.18.09.8 - 18.1_%.19.157 L 1514 H'T'!'Pn";r.'.l 280 COF st;rtfhhl'l - — -
155 39.2&39?6 18.74. 16, 18 18,16, 16.8 HTTP i 1] Pﬂ Icndﬁp-ln&in.php HITRPFL.1 [applicationx-ww-forn-urlencoded)
152 41.882157 18.19.10.8 18.18,. 1812 1285 HTTF/1.1 382 Found
158 41 039042 18.18.13.1a 18 18.18.8 ‘BOF GET fend fwp-adabnd HTTRS1.1
Fah 43, 4414088 18,78, 19,8 18, 18.18. 18 HTTI 68 HTTPS1. 1 288 0K {text/himl}

F Prame 133: 718 bytes on wire (3728 bits), 718 bytes captured (3720 bits} on interface &
bk Ethermet TI, Src: Microsof 98:39:33 (680:15:54:88:35:33), Ost: Microsof @8:39:33 [(88:15:5d:88:39:33)
ik Interret Protocol Version 4, Sec: 19.18.19.18, D=t; 18.18.168.8
|} Transmission Cantrol Protecol, Sre Port: 49785 (49785}, Dst Port: B@ (3@), Seqr 1, Ack: I, Len: 562
b B ncdfw gin.phg HTTRSL.2\r
Accept: text/html, application/xhinl+wml, imsge/{xr, */"\rin
Referer: http:/ 18,190,138, 8 /cnd fap - login, php'viin
Accept-Language: en-Us'urin
rser-agent: MoZE113,5.9 (Windows NT 18.8; wWindd; x64) Appledebkits/537.36 [KHTHL, 1lke Gecke) CheomsSd6.89, ME6.89 Safaris537.36 Edpesls, 185360
Content-Type: application)x-wwa-form-urlencoded'rin
accept-Encoding: gzip, deflate’riyn
Host: 18,18, 18.8% 0
Contemt-Langth: 112%r'n
Connection: Keep-ALLvelwrin
Cache-Contrel: mo-cache’rin
b Cookle: wp-settings-time-1=1368337541; wordpress test cookie=WP+lookiet+check'yr'n
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Saurce Destination Protocol  Length  Info

10.10.190.10 1e.16.16. HTTP 412 GET /cnd/ HTTP/1.1
B37243 16.19.10.5 1e.18.16. HTTP 1514 HTTP/1.1 280 OK (text/html)
615756 16.16.16. 16 18.18.18, HTTP 457 GET /fond/wp-login.php HTTR/1.1
g@ax371 18.18_18_E 12.18.18. HTTP 1514 HTTR/1.1 288 DK (tertfhtml:l
BE397E 16.10.10. 10 10.16.16.8 | “in.php HTTR/1.1
882157  10.10.10.8 18.18.16. il bl it d
889942 10.10.10.10 16.16.16. Ignore/Unignore Facket Cerl+D / HTTR/1.1
447458 16.16.16.8 18.18.18. Set/Uncet Time Reference Cerls T {text/html})

Time Shift... Cerl+ Shitt+ T

- Frame 155: 716 bytes on wire [5728 bits}), 716 bytes ¢ Packet Comment...
b Ethernet II, Src: Microsof £0:39:38 (88:15:5d:00:39:3 |

F Internet Protocol Versiom 4, Src: 10.16.10.16, Dst: 1 Edit Resolved Name
F Transmission Contrel Protocol, Src Port: £9785 (49785

Bpply 2 Filter

POST fond/wp-login.php HTTP/1.1%r\n Prepare a Filter

Accept: text/html, application/xhtml+xml, image/jx| Conimiaticn Eiler
Referer: http://108.10.10.8/cndfwp-login.phphrin
Accept-Langusge: en-UShrin
User-Agent: Mozilla/s.@ (Windows NT 18.8; win6d; x SCTR
Content-Type: application/x-wew-Torm-urlencodedhr, Eollow TCP Stream
Accept-Encoding: gzip, deflate\rin
Host: 16.16.10.8\r\n Copy
Content-Length: 112%rln = ‘ 550 Stream
Connection: Keep-Alive\rkn Protocel Breferences ‘
Cache-Control: no-cachelryn Decode B,

IF Cookie: wp-settings-time-1-1468332541; wordpress t Show Packet in Mew Window

Colenze Conversation

UDP Stream

POST .-"l:ndjwp—lnsin.php HTTRS1.1

Accept: text/html, applications/sthtml+snl; lmage/Jur, "/~

Referer: http:ff16.18.168.8 /cnd/wp-login.php

Accept-Language: en-US

User-dgent: Mozilla/5.68 (Windows NT 18.6; Winfd; x64) Applefl=bkit/537.36 (KHTML, like Gecko) Chrome/46.8.2486.8 Safarid
537.36 EdgeS13.16585

Content-Type: applicatlonds-wew-form-urlencoded

BAccept-Encoding: grip, deflate

Host: 18.18.18.8

Content-Length: 113

Connection: Keesp-Alive

Cache-Control: no-cache

Cookie: wp-sebtings-time-1=1458332541; wordpress_test cookie=WP+lookietcheck

loa=adnind riy el 2 Pup- subslt-Log+Indredirect to=httpB3ARaFEaF18, 18, 18, BE2FcndX2Pwp-adnin¥2Fitestooakle=1HTTR 1.1
382 Found

Date: Tue, 12 Jul 2816 14:31:42 GHT

Server: Apache/2.4.2 (Wins4) PHP/5.4.3

K-Powered-By: PHPf5.4.3

Expires: Wed, 11 Jan 1954 85:88:00 GMT

Cache-Control: no-cache, must-revalidate, max-agse=@

Fragma: no-cache

set-Cockle: wordpress test cookle=wWP+Cookle+check; path=rcnd/

X-Frame-Opticns: SAMEORIGIN

Set-Cookie: wordpress aSel76fe5ds25cadacdeadfaciooc 37 l=adninXIC14E85067 03X TCRAAMYKSMFBRETL SIS IR=RIA TSAThI thP Iva7PwhDd
ErCdcfed24eafe3018a5d26066e9c 123858542 F38C 50adcBsTc2523a600T9ac4Ees; path=/cnd/ wp-content/plugins; hittponly

Set-Cockie: wordpress_aSed76feSd625c abaSde adfaddocc 37 2=adninB7CIA68506 T3 EFCBLAmYESMFERBI kI SIR=REh TSmFhI P 1wd TPwMD jd
¥7cdcfed24eafe3012a5d2606520¢1230585 127 280 5AadCBET€2523a6BhTIackERs; path=/cnd/wp-admwin; httponly

FIGURE 3.19: Plain text password transmitted by Non HTTPS packet
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%
[~

. This demonstrates clear text traffic flowing in a FTP network

(o
0

. Begin a new packet capture in the Windows Server 2012 wvirtual machine

(o
I

. Switch to the Windows 10 wirtual machine, launch a command prompt.
Type ftp 10.10.10.8 (10.10.10.8 1s the IP Address of Windows Server 2008)
and press Enter. You will be prompted to enter the FIP credentials of the

|
= TASK 1

Clear-text ETP server. Enter any username and password of your choice. In this lab, the
Traffic username and password are Admin and test@®123.
- -
B¥ Command Prompt - ftp 10.10.10.8 o O X

~:\Users\Adminxftp 1

—onnected to

1268 Microsoft FTP

Please login with USER _and PASS.
(19.18.168.8:(none) ) : |Admin

Password reguired for Admin.

i

= m &3
=

5
33
43
- -
)

|

{4 ]

i

FIGURE 3.20: Logging in to FTP
35. Swntch to the Windows Server 2012 virtual machine.

36. Stop the capture process in Wireshark and look for the FTP traffic in the
scanned results
o *Ethernet 2 =191

File Edit View Go Capture Analyze Statistice  Teleghory  Wireless  Tools

BRE Qe==Fis[E

4 ~ | Expression... +

Die=stine tion Protoceol  Lergth
18.18.18.8 TCP 5
18.16.16_5 17
18.16.18_F y
e 18.16.16.
g 18.16.18. 1
[l:l:ﬂ FTIP tranzmits data '
18.16.18.1
unencrypted 1
13 . 743904 |'-'1icrce.:"_l-39:ﬁ'1:"' I*‘Ii.c*us.u:f_ﬁﬁ:ﬁ'l:tg 4RP 18.16.18.168 1= =t 88:
313.744842 Microsof 68:61:15 Microsof £0:81:1a ARP 42 18.18.18.8 is at 8A:15:5d:66:81:15 (dupl.
321.7506856  10.10.16.10 18.18.10.5 FTP W) 69 Request: PASS testilad
121 .751378 18.16.16. 16 18.16.18 .8 TP (e ’_Tl—r Retranssissio £
| I+ Frame 183: 69 byte:z on wire (552 bits), 59 bytes captured [552 bit:z) on interface @
b Ethernet II, Src: Microsof @@:81:1a (28:15:5d:80:81:ia), Dst: Microsof @@:@1:15 [@8:15:5d:88:81:15)
F Internet Protocol Version 4, Src: 18.19.16.16, Dst: 18.18.18.8
F Transelzcion Control Protocol, Src Port: 54855 (54855}, Dst Port: 21 (21}, S=q: 27, Ack: 188, Len: 15
L+ File Transfec Protocol (FTPY
' @ 15 5d 8¢ 91 15 88 15 5d 89 81 1a 08 08 45 24
80 37 ad 54 48 8@ 88 B6 C5 3¢ @2 B3 B3 B2 Ba Ba
fo 98 do 47 @2 15 5 29 5b 38 T4 c4 of 1B 58 1B
1f ad 71 62 @@ 0@ 58 41 53 53 2@ 74 65 73 74 48
31 32 331 6d éa
' _- > wireshark_peepng_AAICF 259-8E3-4+1DD0-305E-DCRAEF 720300 _20 1504260330 57_s0302) | Packets: 108 - Displayed; 108 (100,0%) || Profle; Default
FIGURE 3.21: FTP clear text traffic detected in wireshark
. : T
37. In the above screenshot we can clearly see that the Username is found to
be Admin and password 1s found to be test@123 in the FIP traffic
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s 38. Now we shall use Wireshark to view clear text traffic flowing through the
|
H Ttask 2 TELNET protocol

Clear-text Telnet 39, Before beginming this task, ensure that the Telnet Client is installed in the
Trafic Windows 10 virtual machine and the Telnet Server is installed and running

on the Windows Server 2008.

40. Begin a Wireshark packet capture in the Windows Server 2012 wvirtual
machine

41. Switch to the Windows 10 wirtual machine, launch a command prompt,
type telnet 10.10.10.8 (10.10.10.8 1s the IP Address of the Windows Server
2008) and press Enter.

‘ BN Administrator; Command Prompt - m X

ﬂ-l-,t Telnet iz an
application laver protocol
used on the Internet or
local area networks to
provide a bidirectional
interactive text-onented
communication facility

using a virtual terminal
connection.
FIGURE 3.22: Establishing Telnet connection
42. A Welcome screen appears, type y and press Enter in order to send the
password information in the Internet zone.
rmf‘ Telnet 10.10.10.8 - O |
jelcome to Microsoft Telpet Client #
Escape Character 1s "CTRL+]"
are about to send your password information to a remote computer in Internet zone. This might not be
Do you want to send anyway (yv/n)iye
"
FIGURE 3.25: Confirming the connection
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43. Capture packets in Wireshark while transmitting data using the Telnet
protocol

rﬁ Telnet 1C0.10.10.8 — O >

server could not log you in using NTLM asuthentication.

vord may expired.

elcome to Microsoft Telnet Service
login:

1aSsSWora:

The handle is Inwvalld.

ogin Failed

ogin:

FIGURE 3.24 Loggi.tlg in to TEINET
44, Switch back to the Windows Server 2012 wvirtual machine. Now stop the

capture and filter all the traffic pertaining to the telnet protocol.

A *Ethernet 2

File Edit \iew Go Capture Analyze Statistics Telephony Wirdess Tools  Help

= [0 T=s=2=E§ i |EQACqQB
[ | tenet -
ko, Time: Source Oestnation Pratocal  Length  [nfo
858 1821 . B872. l1e.ie.18.:18 16.18.168.8 TELHNET 35 Telnek Dets
850 1871.6880. 10.19.16.8 18,10, 18, 18 TELNET &0 Telnet Deta
[f[- . ) 854 1825.1193. 19.10.16.18 16,10, 10, TELNET 56 Telnet Data
=={You cannot directly 856 1825.1220.. 10.10.10.8 10.10.10.16 TELNET 66 Telnet Dota
filter Telnet protocols while 870 1026,3534.. 10.16.108.18 10, 18,16, 8 TELNET 55 Telnet Deta
capturing. However, if you 875 1826.5313. 10.10.10.18 18.10.18, TELNET 55 Telnet Data ...
know the TCP port s 879 1826.9033. 10.19.16.16 16.10.16.8 TELNET 55 Telnet Dota ...
: : 883 1827.8963. 10.10.16.10 14.10.10.8 TELNET 55 Telnet Data ...
ll_SE‘e abDVE"l" f;‘-'Oll Carn ﬁltEI 887 1827.2944,. 18.19.18.18 19.10.18.8 TELNET 55 Telnet Data ...
on that cne. £33 1031,5753. 10.109.18.10  10.10.10.F TELHET 56 Telnet Data ...

b Frame B878: 55 bytes on wire (448 bits), 55 bytes captured (348 bits) on interface &

b Ethernet II, Src: Microsof @8:01:1s (80:15:5d:8@:01:1s), Dst: Microsof 88:81:15 (80:15:54:08:61:15)
b Internet Protocol Wersion 4, Src: 16,18 16_18, Dst: 16.168.18.8

b Transmission Control Protocol, Src Port: 55179 (55179), Dst Port:

b Telnet

Packets: 1062 « Displayed: 232 (30 .9%] - Dropped: 0 (0.0%)  Profile: Defzult

FIGURE 3.25 Filtenng wireshark with telnet
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45. Since TEILNET transmits data alphabet letter by alphabet letter, you cannot
understand anything if you observe an individual packet. Go to Analyze in
the Wireshark toolbar, select Follow and click TCP stream.

L L B B N '.Va L B a—'x!
0"‘t‘e!1.n!e't‘/!
llelll ia'lilla'i!8|.""f'f'.'.QQON!IP&.'Is"I'_EII'x..""
Telnet server could not log you in using NTLM authentication.
Your password may have expired.
Login using username and password
Welcome to Microsoft Telnet Service
!!‘ If you are working
with TCP based protocols ,
it can be very helpful to see login: .... ¥...{jajassoonn
the data from a TCP
stream in the way that the
application laver sees it 5
ety v A Vo password: |green
ds in a Telnet
st s The handle is invalid.
make sense of a data . o
stream. The stream content Login Failed
13 displayed in the same
sequence as it appeared on
the network Traffic from login:
Ato B is marked in red, Session timed out.
while traffic from B to A is
marked in blue. If vou like, i
s Gz Telnet Server has closed the connection
colors in the “Colors™ page
of the “Preferences” dialog. 17 client pke(s), 12 sarver phys), 20 turns.
Entire conversation (1305 bytes) | Show data as
Find:
Hide this stream
FIGURE 3.26: Telnet clear text traffic captured in Wireshark
Lab Analysis
Analyze and document the results of the lab exercise. Give your opinion on your
target’s secunty posture and exposure through free public information.
PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
ABOUT THIS LAB.
Internet Connection Required
M Yes [1No
Platform Supported
] Classroom ] iLabs
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Module 11 - Network Traffic Monitoring and Analysis

Monitoring and Detecting
Network Reconnaissance,
Access and DoS/DDoS Attempts

Wireshark is a nebvork packet analyzer, which is used fo capture nepvork packets
and display packet data in detail

Lab Scenario

Network reconnaissance 1s the imitial phase of an attack where attackers collect as
much information about a network as possible, including the IP Address range, OS
version, services running on the OS, etc. The attackers then use this information to
identify the vulnerabiliies mn the network and proceed to the next phase of the
attack. Attackers mainly look at gaining access to a system, or to enforce a demial of
service attack, and make the system stop responding to the requests comung from its
clients. As a network adnunistrator, you need to know how to analyze the packets
captured by Wireshark, and detect the reconnaissance activities occurring on the
network; network access related attempts as well as denmial of service attempts
performed on a machine or a network.

Lab Objectives

The objective of this lab is to teach you how to understand the process to detect
various types of scans and attacks occurring on a network.

Lab Environment

To perform the lab, you need:

" Camn & Abel located at Z:CND-Tools\CND Module 11 Network Traffic
Monitoring and Analysis\ARP Poisoning Tools\Cain&Abel

" You can also download the latest version of Camn & Abel from the link
http:/ /www.oxid.it/ cain html

®*  Wireshark, located at Z:ACND-Tools\CND Module 11 Network Traffic
Monitoring and Analysis\Packet Sniffing Tools\Wireshark
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* Nmap, located at Z:ACND-Tools\CND Module 11 Network Traffic
Monitoring and Analysis'Port Scanning Tools\Nmap

® You can also download the latest version of Wireshark from the link
https: / /wrwwawireshark. cug/ download html

® If you decide to download the latest version, then screenshots shown in the

lab mught ditfer
* A virtual machine manning Windows Server 2012
* A vutual machine minning Windows Server 2008
* A virtual machine mnning Windows 10
" A virtual machine munning Ubuntu Linus
= A Web browser with Internet connection

* Administrative prvileges to rmn tools

Lab Duration
Time: 120 Minutes

Overview of Packet Analysis

In a network, there 1s always a diversified amount of tratfic flowmng between two
end points, and this can be intercepted by Wireshark. Proper analysis/examination
of each of the packets can help identify malicious activities occurning in the network

Lab Tasks

1. Before beginning this lab, launch Cain&Abel in Windows Server 2012
and follow steps 9-25 of the previous lab to perform ARP poisoning
between the Windows 10 and the Windows Server 2008.

2. Also, install Nmap located at Z:\CND-Tools\CND Module 11 Network
Traffic Monitoring and Analysis\Port Scanning Tools\Nmap in
Windows 10 machine

3. Now we shall look at how to detect various TCP flag based attacks. By

using Nmap in the Windows 10 machine to perform a TCP half
scan/SYN Scan. Install Wireshark in the Windows 10 virtual machine.

H task 1 Note: TCP half scan is a reconnaissance attack in which the attacker

attempts to gain information as to which ports are open on the wictim’s
Detecting TCP Half

system. Lhe attacker sends a SYN packet to show that he is interested in
Scan attempt - '

establishing a connection. If a port is open it replies with a (SYN+ACK)
packet else, it sends a RST packet. If the attacker gets a SYN+ACK packet
to complete the connection the attacker should send an ACK packet but he
1s not mterested mn establishing any connection. His intention was to know
if the port 1s open or not which was established after he got SYN+ACK
packet. Now he either sends a RST packet to close the connection or
doesn’t send any more packets at all.
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mTCPSYN scan s often

referred to as half-open
scanning, because you don't
open a full TCP
connection. You send a
SYN packet, as if you are
going to open a real
connection and then wait
forare 8. A
SYN/ACK indicates the
port 13 istening (open),
while a RST (reset) is
indicative of a non-hstener.

Module 11 - Network Traffic Monitoring and Analysis

Make sure that you are rmunning Wireshark in the Windows Server 2012
virtual machine.

In this scenario, the target machine’s IP Address 1s 10.10.10.8 (Windows
Server 2008) and the attacker machine’s IP address is 10.10.10.10
(Windows 10).

To perform a SYN scan on the target machine, switch to the Windows 10
machine, launch Nmap, and type the command nmap -sS -T4 10.10.10.8 in
the Command field then click Scan.

< Zenmap

Scan Tools

Target:

Command:

Profile Help

10.10.10.8

Profile:

nmap -s5-T4 10.10.10.8

s |

Nmap Output Ports / Hosts Topology Host Details Scans

- [

FIGURE 4.1: Performing SYN Scan Using NMAP

7. When the scan completes, switch back to the Windows Server 2012 wirtual

“File

machine, stop the packet capture and issue the syntax tep.flags.syn==1 in
the Filter field. This displays all the packets containing the SYN request and
the SYN, ACK response between Windows 10 and Windows Server 2008
as shown in the following screenshot:

Edit View Go Capturs Analyze Statistics  Telephony  Wireless  Tools  Help
i® hERBRe=ZERF IS |ERAQAAH

Di=stination Protocol Length  Info

I Frame 109: 58 bytes on wire (464 bitc), 58 bytes captured (464 bitc) on interface @

F Ethernet II; Src: Microsof 88:8L1:15 (9@:15:5d:08:81:15), Dst: Microsof @9:81:19 (0@:15:5d:89:81:19)
- Internet Protocol Verslon 4, Src: 18 1@.18.18, Dst: 16.16.16.8

b Transmission Control Protocol, Src Port: 48529 (48523), D=t Park: 22 (21), Seq: 8, Len: 8

5d 28 21 19 B8 15 5d 28 2L 15 83 80 45 @@
Joec B8 B8 31 86 dY bp Ba Ba @a da da G2

g
bd 91 2@ 16 82 24 &d fa 20 &0 B0 20 60 62
le 3b 20 08 82 84 85 b4

() 7 wrechark_pcapng AALCFI99-4553-9100- . E-DCBSSF72C900_20160425235305 301020 Packets: 4075 * Disnlayed: 4016 (98.5%) || Profle: Default

FIGURE 4.2:'TCP SYN packets from attacker to victim
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8. Since a huge number of SYN requests are sent to the target machine, the
target’s ports which are open reply with SYN+ACK. Issue the syntax

tcp.flags.syn==1 and tcp.flags.ack==1 to view the traffic containing the
SYIN, ACK response packets.

2

F-|-E -Edii :u'ie:w En Capmre A'n-algrxle .Si-aii-:tics. —felé;}hmy -.Wireless 'I:cml; Heip
Ani® JBRE Qess=Ef iz [ElaqQaaH

> Frame 25: 6@ bytes on wire (458 bltc), 68 bytes captured: (438 blits) on interface @
> Ethernet II, Src: Microsof ©9:81:15 (80:15:5d:80:81:15), Dst: Microsof 8@:el:la [@8:15
- Internet Protocol Version 4, Src: 18.19.168 .8, Dst: 16.18.16.18

Transmission Control Protocol, Src Port: 88 (88); Dst Porkt: 48529 (48529}, Seq: @, Ack:

8@ 15 5d 82 81 la 5d 8@ 81 15 863 88 45 24
88 2c da ec 48 BA & c? ba @2 Ba Ba BE Bp Bp
Ba @a 8@ 52 bd 91 af 7b ®2 24 8d b &8 12
28 09 98 34 08 po 25 bs G2 Bo

() 7 wrechark pcapng AAICF209-98E. F 720000 2015046235305 30102 Packets: 9075 - Diplayed: 50 (1.29%) * Droppad: 0 (0.0%) || Profle: Default

FIGURE 4.3: TCP ACK+5YN flags retransmitted

9. From thus, it 1s evident that an attempt was made to scan open ports by an
attacker using the TCP half scan method

O tasKk: 2 10. Now we shall perform the TCP full connect scan. In the half scan attack,

an attacker replies with a RST to close the connection after getting to know
Detecting TCP the open ports. But in a full connect scan the attacker establishes a full
Connect Scan

3 way TCP handshake and after connection is established immediately

Adempt terminates it with a RST packet or does not reply at all.

11. The attacker is 10.10.10.10 and the target 1s 10.10.10.8. He implements a
full scan attempt using Nmap.

12. Launch Wireshark in the Windows Server 2012 machine, and begin a packet

CE,PTLII_'E 2

CND Lab Manual Page 369 Certified Nerwork Defender Copyoght ) by EC-Gouncil
All Rights Reserved. Reproduction 1s Stactly Prohibited.



Module 11 - Network Traffic Monitoring and Analysis

13. Switch to the Windows 10 machine, launch Nmap, type the command
nmap -sT -T4 10.10.10.8 1n the Command field then click Scan.

¥ Zenmap

Scan Tools Profile Help

10.10.10.8 | Iv|

nmap -sT -T4 10.10.10.8

-

Services | Nmap Output Ports / Hosts Topology Host Details Scans
m'I’CP connect scan is - ‘nmap -sT-T410.10.10.8 N
the defanlt TCP scan
when SYN scan is no:tt‘;': W 10.10.10.8
opthhe:naS’iNm Stﬂf‘ting Mﬂ?p 6.40 ( http://nmap.org ) at 2016-04-27
is available, it is nsually a ©3:27 Pacific Daylight Time
better choice. Nmap has
less control over the high
raw packets, making it less
efficient. The system call
completes connections to
g Mt
‘ Orming 1f- ; - ‘
open reset that 2 SYN scan FIGURE 4.4: Implementing TCP full scan attack
14. When the scan completes, switch back to the Windows Server 2012 virtual
machine, stop the packet capture and issue the syntax tcp.flags.syn==1 and
ip.src==10.10.10.8 in the Filter ficld. This displays all the packets
contaming the SYN request and the SYN, ACK response between
Windows 10 and Windows Server 2008 as shown in the following
screenshot:
File Edit View Go Capture Analyze  Statistics  Telephony Wirdess Tools Help
(Ege LmRE Res=T oS [Elaaan
Pratocel Length Info
[ Frame A384: 66 bytez on wire (528 bitc), 66 bytec captured (528 bitc) on interface 8
- Ethernet II, Src: Microsof @0:01:15 (99:15:5d:090:81:15), Dst: Microsof #@:81:19 (09:15:5d:08:61:19)
P Internet Protocol Version 4, Src: 19.10.10.16@, Dst: 18.106.16.8
I Transmission Control Protocel, Src Port: 56789 (56763), Dst Port: 139 (139), 5eq: 8, Len: @
Beo0 Sd 0@ 8L 15 BS 88 45 88  ..]..... =3
010 2f 55 0a Ba Be €a Ga Ba  .4%3I@... /U
enza eb 25 o0 PO DO 06 30 02 ........ . p LR
B 30 25 bd 81 B3 B3 B3 81 a1
GE40
© 7 vireshork_prapng_AALCF295-40E . F72C90D_20160427031647 202860 Packets: 8902 - Displayeds 7943 89.2%) | _Profie: Default
FIGURE 4.5 TCP SYN packets from attacker to victim
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15. Now, the victim is filled up with SYN packets and it starts replying to the
attacker with SYN, ACK packets from the open ports. You can observe
particular ports of a victim which are open and which are replying to the
attacker. Use code tep.flags.syn==1 and tcp.flags.ack== and
ip.src==10.10.10.8

File Edit View Go Copture Analyze Statistics Tclr;phnn'f W’trdcss Tools  Help
Am @ JERABR==ET L [Elaaafl -
| | tep. Alags.syn==1and top.flags.ack==1 and .src==10. 10. 10.5 %] - | Expression...
g .Time —Ecurce .Eeétinaﬁan Protocol Length  Info - '
26 ©.636194 19.19.19.8 19.10.19.10 P 68 135 =+ 34485 [5YN, ACK] Seq=8 Ack=1 Win=3l.

58 8693974 1A.1A.1A.8  1A.IR. 1814 P AR AR = S44R5 [SYN. ACK] Seo=A Ack=1 Win=R19.. |

From= 26: 6@ bytes on wire (488 bits), 68 bytes captured (48€ bits) on interface @
Ethernet II, Src: Hi.croscrf e6:01:150 (%'15"5d'%'61'19), Dst: Microsof 86:081:15 [88:15:5d:00:01:15)

. T
.
b

FIGURE 4.6: Victim replies to the attacker wath SYN/ACK packets

Note: We can see that ports 23, 445, 49153, 49154, 49152, 49156, 139 and
135 are some of the ports which are open and have replied to the attacker.

16. Now moving on, the attacker goes on and sends ACK packets to open
ports. (We filter with open ports only). After an attacker sends the ACK
packets, the TCP 3-way connection is established. But instead of sending
data he immediately terminates the connection by sending an RST

packet, immediately after the ACK packet.

17. To view this, switch to the Windows Server 2012 machine, and issue the
command tep.flags.ack==1 && ip.src==10.10.10.10 in the Filter ficld.

dqtatimd fhath i
o Lar a8 i b 7T e g™,

File Edit View Go Copture Analyze Statistics Tcl:phnn',r W’trdcss Tools  Help
Adn @ JEARB ResxsET LS (E|QaAQH

| |t Aags.ack==1 & ip.sc==10. 10, 10, 10

Source Cestination Pratocol Langth  Info
4559 £25.8743.. 18.10.10.16 18_.18_16_3

18.18.

56847 » 445
36985 - 445

54 56088 = 445
L [TCP Window
4 56988 » 445
56959 + 445

AUAHL ¥ -

< JILIELAIER

Frame 4395: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface 8

Ethernet II, Src: Microsof e@:ei:15 (99:15:5d:00:91:15), Dst: Microsof 8@:81:19 (09:15:5d:08:81:19)
Internet Protocol Version 4, Src: 18.18.16.16, Dst: 18.16.16.8

Transmission Control Protocol, Src Port: 56786 ([56785), Dst Port: B8 (88), Seq: 1, Ack: 1, Len:

FIGURE 4.7: Attacker replies to victim with ACK packets
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18. To demonstrate a TCP Null scan attack. In this type of attack, the attacker
sends TCP packets with no flag set. It is only done to check open ports.

= Task 3

An open port does not reply to a Null packet and a closed port replies

Detecting TCP null
scan attempt with the RST flag set.
19. In this case, our attacker’s machine i1s 10.10.10.10 and the victim’s machine
1s 10.10.10.8.
20. Begin a new Wireshark packet capture in the Windows Server 2012 virtual
machine.
21. Switch to the Windows 10 wirtual machine, launch Nmap, type the
command nmap -sN -T4 -A -v 10.10.10.8 in the Command field then click
Scan.
T"‘-" Zenmap - Ol X
Scan Tools Profile Help
Target: | 10.10.10.8 v| Profile v| Cancel]
Command: |nmap -sN -T4 -A -v 10.10.10.8
D me Nal Scan | Hosts Services , Nmap Output VPnrts/ Hosts Topology Host Details Sqns
zploi‘f: a ;gl;ﬂe é;ogm:: 0S 4 Host a  nmap-sN-T4-A-v 10.10.10.3 j = |Details
differentiate between open W 10,10.10.8
and closed ports. The Null Starting Nmap 6.48 ( http://nmap.org ) at 2016-04-28
scan does not set any bits 82:13 Pacific Daylight Time
(TCP flag header is 0)
- —

FIGURE 4.8: TCP NULL scan attack using NMAP

22. When the scan completes, switch back to the Windows Server 2012 virtual
machine, stop the packet capture and issue the syntax tcp.flags==0x00 in
the Filter field. This displays all the packets containing the NULL request
and the SYN, ACK response between Windows 10 and Windows Server
2008 as shown in the following screenshot:

B T ] i T e e i i
d - TEthernet £ ol N
A = =y i —

B o T B G T
File Edit View Go Capture  Analyze  Statishics  Telephony  Wirdess Tools  Help

iEde  BRER===F 2 E|Elaaam
| tep. fags==0xad] B | Boesom. | +

Mo. Time Cestination Protocol  Length  Info i
TP 54 41341 + 32779 [<None:] Seq=1 Win=182% L.

1 &, ooaand .18, 18.1€.18.
2 B.000885 .10, 168.1e.18.
3 &.GBaaan 16 16.16.16.
4 8, oeaaad 16, 10.16.19.
5 . 008885 18, 18 16 _16.
6 8.0088L0 <18, 18.16.19.

TCP 54 41331 > 1783 [<Noner] Seg=1 Win-10824 Le.
TCP 54 41341 3 5670 [<Nones] S=g=1 Win=1824 L=
TCP 54 41341 > 9666 [<MNoner] Sege=1 Win-10824 Le.
TCP 54 41341 > 1864 [<Nones] S=g=1 Win=1824 L=.
TCP 54 41341 » 1857 [<MNone>] S=g=1 Win=1024 Le..
7 ©.000811 16,18 10.1€.10. TCe 54 41341 > 1060 [<Nones] S=g=1 Win=10824 Ls.

8 ©.e00012 .10. 18.1@.19. TCP 54 41341 » 1068 [<Noner] Se=g=1 Win=1624
00 GAA0 3. 161618 16,1616 8 Ip Cd 413 SAE 20 o = eao=1 llin=1A2]

Q) 00 o0 DO OO DO QO M

FIGURE 4.9: TCP NULL scan detected in Wireshark

Note: In the above screenshot a lot of packets have no flag set in them. They
are sent from 10.10.10.10 (attacker) to 10.10.10.8 (target). It clearly shows a
TCP null scan attack.
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23. Now a demonstration of a TCP Xmas attack. In this type of attack, the

E task 4 attacker sends TCP packets with FIN, PSH and URG bits set. Just like its
1 i i , ; ]
Detecting TCP Xmas NULL counterpart, the victim’s open port‘s do not reply and closed one-s
scan attempt reply with an RST packet. The attacker is 10.10.10.10 and the target is
10.10.10.8.

Note: Since URG is used to enhance the priority of a packet and PSH is
used to push the data; now with these two flags set, if FIN (finish) is also set
it means that the connection should be closed. Now, two flags indicate data to
be pushed and in fact pushed urgently and at the same time another flag asks to
termunate the connection. So this packet 1s meaningless. It is only sent to check
open ports.

24, Begin a new Wireshark packet capture in the Windows Server 2012 virtual
machine.

25. Switch to the Windows 10 wirtual machine, launch Nmap, type the
command nmap -sX -T4 -A -v 10.10.10.8 in the Command field then click

Scan.

<® Zenmap — O

Scan TJools Profile Help

Target: | 10.10.108 v | Profile v Cancel

—

Command: |nmap -sX -T4 -A -v 10.10.10.8

' I Hosts | Services | Nmap Output Ports/ Hosts Topology Host Details Scans
The Xmas Scan — —
exploits a subtle loophole 05 4 Host T nmap -sX-T4-A-v 10.10.10.8 g
in the TCP RFC to P S— —
differentiate between open FIGURE 4.10- TCP Xmas attack in Wireshark

and closed ports. This scan

i‘?;smm;mhghﬁ ":;2 26. Switch to the Windows Server 2012 virtual machine, stop the Wireshark
packet up like a Christmas packet capture, and issue the syntax tcp.flags==0x029 in the filter field to

Tt detect a Xmas scan.

File Edit View Go Capture Anelyze Statistics Teephony Wirdess Tools Help
Adun i@ JMRAB Re==EF 4 SIEQAQARH
] |tm@a:—0:d]ﬁ| . | '7| Expresson...

Time Saurce Destinabon Protocol Length  Info |
G 11.32929 16.10.1i8.16 198.16.16.8 TCP 54 56264 + 23 [FIM, PSH, URG] Seg=1 Win=16.. .

3 11.528298 10.16.18.10 18.10.16.8  TCP 54 56264 - 58 [FIN, P5H, URG] Seg=l Win=16.

FIGURE 4.11: TCP Xmas attack

27. In the above scenario we can clearly see that the target machine is flooded
with packets in which FIN, PSH and URG bits are set. So it can be
concluded that a TCP X-mas scan was performed.
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B TASK 5 28. The next attach to take a look at is the DDOS attack which is also called a

SYNIFIN attack. In this type of attack, the attacker floods the vicum with
Detecting SYNFIN packets in which both the SYN and FIN flags are set.

Attack
29. The attacker machine’s IP Address is 10.10.10.10 (Windows 10) and the
target machine’s IP Address 1s 10.10.10.8 (Windows Server 2008).

30. Begin a new Wireshark packet capture in the Windows Server 2012.
31. Switch to the Windows 10 virtual machine, launch Nmap, type the

command nmap --scanflags synfin 10.10.10.8 in the Command ficld then
click Scan.

= ’Ienmp

Scan Tools Profile Help

10.10.10.8 Profile: |

!!‘ A SYN scan is the

defanlt and most popular C nmap --scanflags synfin 10010108
scan option for good | .
reasons. It can be _ Services l Nmap Outpul  Ports/Hosts Topology Host Detail:  Scans
Pe:fomed qmcldy, e nmap --zcanflags synfin 1010708
Host ap e
scanning thousands of " B s
ports per second on a fast Skl i e
, Starting Nmap 6.4@8 ( http://nmap.org | at 2816-85-03 81:85 Pacific
network not hampered by Daylight Time
restrctive firewalls. Nmap scan report for 10.19.10.8
) ) Host iz up (B.88s latency).
A Fin Scan exploits a subtle All 1889 scenned ports on 19.10.19.8 are filtered
loophole in the TCP RFC RAC Address: P8:15:5D:08:01:15 (Microsoft)
to differentiate between
open and closed ports. It
St at the TCETAN A FIGURE 4.12: Attacker Implementing syn/fin Attack
32. When the scan completes, switch to the Windows Server 2012 wirtual
machine, stop the Wireshark packet capture, and issue the syntax
tcp.flags==0x003 in the Filter flag. You will observe packets containing the
SYN and FIN flags as seen in the list iew pane of Wireshark and as shown
in the following screenshot:
File Edit View Go Capture Analyze Statisics Telephony Wirdess Tools Help
AW J @ MRAE ResEZFT LIS QAaQ H
_tep, lags==02003 i b | Expression...
Mo. Tima Source Dectination Pratocol Length  Info |
6 5.988836 18.19.10.10 19.18.10.5 TP 58 49829 » 3385 [FIN, SYN] Seq=8 Win=1624 ..
Frame 6: 58 bytes on wire (464 bits), 58 bytes captured (464 bits) on interface @
Ethernet II, 5rc: Microsof @0:91:1a (P9:15:5d:99:81:13), Dst: Microsof 8@:@1:15 (99:15:5d:98:81:15)
It:r'm: Po‘tl Vrin 4, r: 1.19.1.&_. Dst: ‘..l.B .
FIGURE 4.13: SYN/FIN Attack Detected in Wireshark
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e 53. Now, we shall perform an ARP sweep scan which 1s used to detect live

[

—_—i

TASK 6

Detecting ARP
sweep attempt

hosts on a network. In this type of scan, the attacker broadcasts
numerous ARP packets Icquesting the MAC addresses of all the
machines.

34. The attacker’s IP address is 10.10.10.10 (Windows 10) and he sends out
ARP broadcast packets in the entire network of 10.10.10.*. The Nmap

command to scan the entire subnet 1s nmap -sn 10.10.10.0/24.

35. Launch Nmap in the Windows 10 machine, type the command nmap -sn
10.10.10.0/24 in the Command field then click Scan.

ﬂ
< Zenmap - u X
'Scan Tools Profile Help
0 arget: | 10.10.10.0/24 v| Profile | v| [Scan] [Ganeel
=iThis option tells — :
Nmap not to do a port ommand: |nmap -s=n 10.10,70.0/24
scan after host discovery, —— ,
and only prnt out the Hosts Services | Nmap Qutpul Ponts/Hosts Topology Host Details  Scens
Ao th"“:hg ktlh“: B ki « |nmap-sn10.10.10.0724 5] = (Do)
responded o lat3 : - — S
deeco P i e starting N 6.49 ( http:/ | at 2916-95-83 92:04 Pacifi
S : - arting Nnzp 6.48 :/ /nmap.or a -95- a acific
pavileged user tries to scan ¥ 10.10.10.3 Dayligh'% Timg ki il e e
targets on a local Ethemet 10.10.10.10 Nmap scan report for 10.10.16.1
& 10.10.10. :
network, ARP requests are - Host is up (@.88s latency).
unsed unless —send-ip was # 10.10.10.11 MAC Address: 8€:15:50:88:81:11 (Microsoft)
specified. The -sn option W 10.10.10.12 Nmap scan report for 10.10.10.8

can be combined with any
of the discovery probe
types (the -P* options,
excluding -Pn) for greater
ﬂeijjh‘ i -tU_

-

Host is up (0.88s latency).
RAC Address: 8@:15:5D:88:81:10 (Microsoft)
Mmap scan report for 10.19.10.11

Host is up (@.88s latency).

RAC Address: 88:15:5D:88:01:12 (Microsoft)
Nmap scan report for 19.10.10.12

Host iz up (B.88:c latency)-|

RAC Address: 868:15:50:80:81:15 (Microsoft)
Nmap scan report for 19.10.16.16

Hr=t 4= 1n.

Filter Hosts

FIGURE 4.14: Attacker scanning for live hosts in the network

36. Switch to the Windows Server 2012 wvirtual machine, stop the Wireshark
packet capture, and issue the syntax arp in the Filter ficld.

37. Wireshark displays all the ARP packets that have been broadcasted in the
network, proving that an ARP sweep attack has been performed on the
network, as shown in the following screenshot:

 File Edit View Go Capture  Analyz=  Statistics  Telephony Wirdess Tools Help

AEJge L RE ARerET LS [Elaaan
Larp * | Expression..  +
No. Time Source Cestination Pratocol Length | Info J"“
2 1.170668 Microsof O.. Broadcast LRE 42 Who has 168.16.16.17 Tell 16.16.10.18
3 1.1763B5 Microsof 8.. Microsof 68:.. ARP 42 19.10.198.18 1is at 89:15:5d:66:61:15
4 1.178611 Microsot @.. Broadcast ARP 42 Who has 16.16.10.4? Tell 16.16.16.106
5 1.179695 Mlicrosof e.. Broadcast ARP 42 Who has 18.1€.16.5? Tell 18.10.19.10
6 1.176789 Microsof O.. Broadcast ARP 42 Who has 18.1€.10.67 Tell 16.16.16.10
7 1.178783 Microsof 8. Broadcast BRP 42 Who has 18.1€.10.77 Tell 18.1€.10.18
8 1.176785 Microsof @.. Broadcast ARP 42 Who has 16.1€.10.8? Tell 16.1€.10.16
9 1.178788 Microsof 8. Broadcast ARE 42 Who haz 18 _1@.16.9?7 Tell 16.16.16.18 ‘
i ; Microsg Brogdcast ARP 42 who has 16 i? 6,16 18 :

I Frome 2: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface @
[ Ethernet II, Src: Microsof @0:01:1a3 (B@:15:5d:08:81:13), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
[ Add_ressﬁesalution Protocol (request)

J—

FIGURE 4.15: ARP scan detected in wireshark
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s 5]. In this lab, we shall perform a Ping sweep scan, which is also done to test

-

o e 7 live hosts in a network. In this scan, an attacker pings a single host,

Detecting Ping multiple hosts, or even the entire network, in an attempt to discover the live

Sweep attempt hosts in the network.
32. We will ping the Windows Server 2012 (10.10.10.12), Ubuntu (10.10.10.9)
and Windows Server 2008 (10.10.10.8) machines.

33. Before beginning the lab, ensure that you are logged on to the above
mentioned machines.

34. Begin a new packet capture in the Windows Server 2012 virtual machine.

35. Switch to the Windows 10 wirtual machine, navigate to Z:\CND-Tools\CND
Module 11 Network Traffic Monitoring and Analysis\Packet Sniffing
Tools\Wireshark\Cping, double-click cping_1.2.1.218.exe, and follow the
wizard driven installation steps to install the Colasoft Ping Tool.

Note: Once you double-click the executable, if a User Account Control pop-

up appears, click Yes.

35] Setup - Colasoft Ping Tool 1.2 - X 7

Welcome to the Colasoft Ping Tool
1.2 Setup Wizard

This will install Colasoft Ping Tool 1.2 (Build 218) on your
computer,

t is recommended that you dose all other applications before

L-ElColasoft Ping is used continuing.

to ping machines in a
network It supports
pinging muliiple IP
addresses simmltaneously
and list the comparative
responding times in a

Click Next to continue, or Cancel to axit Setup.

graphic chart.
MNext > Cancel
—a
FIGURE 4.16: Installing Colasoft Ping Tool
36. When the installation completes, double-click the Colasoft Ping Tool icon
on the Desktop to launch the application.
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57. Enter the target IP addresses 10.10.10.8, 10.10.10.9 and 10.10.10.12 in
the Target field then click the Start Ping button.

# Colasoft Ping Tecl

S % Chat  Obans Hely
Fil p = ¥
“&“' ﬁ'a' roial Esepe e

RN ‘ - E
A — 0 W . Colasoft
. Online Resource Lo 5|$I@|J—I'|E| & &l

Capsa Free °

. Portable Network Analyzer

Monitoring ¢ Analysis [ Troubleshooting

Is it possible to increase the log

E ze?

I input the ping www.google.com,
nothing happen.
s "request timed out” not accurate.

< >

start/ Stop Ping

v

FIGURE 4.17: Cola soft ping tool nsed to implement ping sweep attack

32. The application begins to ping the machines, and records the response time
for those machines which respond to the ping request, as shown in the
following screenshot:

%" 10.10.10.8 10.10.10.9 - Colasoft Ping Tool

R

 OnlineResource R xR g \“‘v'a] & sf

B ic10.106 1010108

Capsa Free

Portable Network Analyzer

Monitoring / Analysis / Troubleshooting

mponse Time(m

20180503 0X21:40 2016/0503 03:21:50

1

| caflis | sl
A 9 10.10.10.8 [2015-5-3 03:21:52|Reply r...
1010108 [2015-5-3 03:21:54]Reply fr...

Iz t possible to increase the lng

=)
cize? 2 LecabaniN/A [2016-5-3 03:21:33]Reply fr..
| o

121 Packet: 5200395 L.
I input the ping www.google.cem, j o P [2015-3-3 03:21:57 Reply fr...

. @ Packets Recaved: 394 [2015-5-3 0%:21:50] Reply fr..
QEERLELT ISR “-i2) Packets Lost:1[0% loss)

" ~ " W i
reguest tmed out” not accurate. =l Response Time Minimurm:1ms

< > --1Z) Respense Time Maximum:13ms

[2016-5-3 03:22:00]Reply fr...
[2015-5-3 03:22:01]Reply fr...

e 0y

FIGURE 4.18: Results of Colasoft Ping Tool
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33. Switch to the Windows Server 2012 wvirtual machine and stop the
Wireshark packet capture.

34. In Wireshark, look out for ICMP packets which are in a sequence of
requests and replies. Issue the syntax icmp.type==8 or icmp.type==0 in the
Filter ficld, to detect a ping sweep attack.

lcmp . typE==8 or lcmp. hype== . = Expressian...

Ma, Time Source Destraton Frotocol  Length  Info
15592 24B83.6786.. 16.10.18.1% 16.18.16.12 ICHP 166 Echo (ping) request id=8x0001, seq=5/128..
1554 24B3.68738.. 18.16.18.16 1€.18.16.8 ICHP 186 Echo (ping) request id-8x0081, seq-4/102..
1506 2483.870%. 18.18.18.8 16.i8.16.16 1CHMP 188 Echo (ping) reply id=Eedal, seq=1/102..
1597 7453.879.. 18.19.18.8 18.19.18.10 186 Echa (ping) reply id=exeeal, seq=4/102..
1662 2454.656.. 18.16.19.16 16.18.16.12  ICHP 166 Echo (ping) request id=6x0081, seq=7/179..
15683 24B4.656.. 16.10.18.16 16.18.1€.8 ICHP 186 Echo (ping) request L1d=-8x8081, scq-3/204.
16584 2484.656.. 16.106.18.16 16.18.16.8 186 Echo (ping) request id=Gx0881, ceq-82/104..
1585 2484 657 18.18.18.8 18.18.18.18 186 Echo (ping) reply id=Eveeal, seq=5/204_
1666 24B84.657.. 18.16.18.8 1€.19.16.10 186 Echo (ping) reply id=Gxpadl, seq=5/284..
1516 24B85.168.. 18.16.18.16 16.18.16.8 ICHP 186 Echo (ping) request id=-6x0881, secq=3/230..

- Frame 1@98: 186 bytes on wire (848 bits), 186 bytes captured (B48 bits) on interface @

I Ethernet II, Src: Microzof @0:81:11 (8@:15:5d:@0:81:11), Ost: Microsof B@:81:15 (@8:15:5d:P0:81L:15)
F Internet Protocol Version 4, Src: 19.19.16.1, Dst: 18.10.18.12

} Internet Control Message Protocol

5d 96 61 15 60 15 5d 86 61 11 68 PO A5 8P
88 Sc 43 33 8@ B8 T7T 81l 4a dd @a 8a 8a @l @a 8a
Ba Bc 68 B8 cc 25 63 BL 02 bl 41 41 41 41 41 41
41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 31
41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
41 41 £1 41 <1 41 41 41 41 41 41 41 41 41 41 41

(0 ¥ wreshark_prapng_AAIC . 20160503022741_a03053 | Packets: 12711 * Displayed: ©724 (76.5%) - Oropped: 0 (1.0%) || Frofile: Defaut

FIGURE 4.19: Ping sweep attack detected in Wireshark
35. Next, we are demonstrating an ARP poisoning attack.

36. Before beginning this lab, start a Wireshark packet capture in the Windows
Server 2012 machine.

37. Log on to the Windows 10 virtual machine, and launch Nmap. Type the

command nmap -Pn --spoof-mac 0 10.10.10.1 (gateway of the network) in
the Command field then click Scan.

< Zenmap — O X
Scan JTools Profile Help

Target: | 10.10.10.1 | Profile: B
[QIssmng ST Command: |nmap -Pn --spoof-mac 0 10.10.10.1
Nmap to use the given i :
MAC address for all of the Hosts Services Nmap Output Ports / Hosts Topology Host Details Scans
raw Ethemet frames it 1 | ]
sends. This option implies - | 05 4 Host - nmap -Pn --spoof-mac 0 10.10.10.1 v = |Details
-send-eth to ensure that
Nmap  actually  sends Starting Nmap 6.4@ ( http://nmap.org )} at 2016-05-03
Etbetetlouelpackets; §4:53 Pacific Daylight Time
Spoofing MAC address 31:E6:0€:23:30:14 (No registered
vendor)
Nmap done: 1 IP address (@ hosts up) scanned in 2.14
FIGURE 4.20: Implementing ARP poisoning in NMAP
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38. When the scan completes, switch to the Windows Server 2012 wvirtual
machine and stop the packet capture.

39. Issue the syntax arp.duplicate-address-detected in the Filter field to find
the packets containing any duplicate IP Addresses.

File Edit VWiew Go Capture Analyze Satistics Telephony Wireless  Tools  Help
Am:® sBEB Ae=2=FIZ[EaQan

|ap.duplmm-ad:ren-cbtec12d - '] Expression. .+

Time Source Destraton Protocol  Length  Info
2 ©.9P9654 Microsof €. Microsof €6:.. ARP 42 16.16.18.18 is 15:5d:889:01:15 (duplic..
16 29.987887 Microsof @.. Microsof 6@:.. ARP 47 16.10.10.18 is 15:5d:88:81:15 (duplic..
18 59.994021 Microzof @.. Microzof 08:.. ARP 41 10.18.16.18 ic 15:5d:08:81:15 (duplic.
2@ £9.993907 Microzof @._ Microzof @8:. ARP 47 18.18.18.18 is 15:5d:88:81:15 (duplic..

I Frame 2: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface @
- Ethernet II, Src: Microcof @0:91:15 (88:15:5d:80:81:15), D=t: Microsof 6@:81:10 (88:15:5d:0860:01:19) A
b [Duplicate IP address detected for 18.18.18.18 (88:15:5d:8@:01:15) - also in use by @8:15:54:88:81:1a v

g0na 0P 15 5d 96 01 19 00 15 5d 99 €1 15 €8 85 @0 Pl
GEle BB B0 00 B4 00 B2 0B 15 54 8@ 61 15 @a 83 @a Ba
p023 @D 15 5d 8@ @1 15 0a Ba ©a 98

(O ¥ wreshark_pcapng_AAICF29..00_20160503045352 302131 Packats: 25 - Displayad: 4 (16.0%)] - Cropped: 0 (0.0%) || Profile: Defauit

FIGURE 4.21: ARP poisoning attack detected in Wireshack

E task s 40. Before beginning this lab, start a new Wireshark packet capture in the

Windows Server 2012.
Detecting FIN scan : /

Ingl pt 41. Switch to the Windows 10 machine, launch Nmap, and type the command
nmap -sF -T4 10.10.10.8 (Windows Server 2008) in the Command field
then click Scan.

< Zenmap — O X

Scan Tools Profile Help

Target: }10.10.10.,8 v | Profile: W Cancel

Command: |nmap -sF-T410,10.10.8

Hosts ’ Services =~ Nmap Output Ports / Hosts Topology Host Details Scans |
L) 'The Fin Scan esploits | 05 4 Host -  nmap-sF-T410.10.70.8 EI = |Details
a subtle loophole in the
TCP RFC to differentiate Starting Nmap 6.40 ( http://nmap.org ) at 2016-05-83
between open and closed @5:24 Pacific Daylight Time
ports. It Sets just the TCP
FIN bit.
FIGURE 4.22: FIN scan attack performed in Nmap
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42. Switch back to the Windows Server 2012, stop the Wireshark packet
capture and issue the filter tep.flags.fin==1 in the Filter ficld.

Fite Edit WView ©Go Capture Analyze Statisticc Telephony Wireless Teols Help
AE /@ ,MEEB Qe==F oz [EaaaH

M | trp fiags. fin==

.. - Destination Protocol Length  Info

- e

11 6.531744 19.10.18.10 16.18.18.5  TCP 54 52781 + 111 [FIN] Seq=1 Win=1824 Len=6

b Frame 11: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @

I Ethernet 1I, Src: Microsof @@:8l:la (88:15:5d:80:81:13), Dst: Microsof B@:81:15 (88:15:5d:00:01:15)
I Internet Protocol Wersion 4, Src: 18.18.18.18, Dst: 18.18.18.8

Bong

Bl 88 283 10 14

@24 oo 88 ce 2d
3R

O ?' wireshare_pcapng_AA1C. . 20160503052435 3021804 ‘| Packetz: 4032 - Displayad: 4000 (95.2%] * Cropped: 0 (3.0%:) “ Frofile: Defaut

FIGURE 4.23: FIN scan detected in Wireshark

Note: Note the presence of a FIN packet which 1s used to terminate a
connection, indicating there has to be a SYN packet which started the
connection. Now filter the traffic captured by Wireshark to view the packets
containing a SYN flag.

File Edit View Go Capture  Analyze Statistics  Telephony Wirelesz  Tools  Hsalp
AE & bMRAEB Qeas=RF LIS (|EaqQaH

“ _ﬂ SN == X 'F - EK’DI'EEOH +

Mo, Time Pratocol — Length  Trfo

O ?' Syn: Boalean || Packets: 4032 - Dicplayed: O {0.0%] * Cropped: 0 (0.0%:] || Frofile: Defait

FIGURE 4.24: Absence of SYN packets
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TASK 9

Detecting IP
Protocol scan
attempt

m The attacker sends IP
packets without proper
headers to the wictim (for
TCP, UDP, ICMP, SCTP,
and IGMP proper headers
are sent out). If he gets an
ICMP error messape on a
protocol nnreachable (type-
3 and code-Z), it indicates
that the protocol is not in
nse. If an ICMP message
with ICMP port
unreachable message (type-
3 and code-3) s recerved, it
means that the particulac
protocol 1z m use; and
some other ICMP message
like type-3 and code-
013910 and 13 means
that the protocol 15 filtered.
However, in case of TCP,
UDP, ICMP, SCIP, and
IGMP protocols, if any
reply 15 recerved on these
protocols they are
considered to be open.
Even if after repeated
tranzmizsion, a protocol
does not respond in any
way, it is cateponzed as
open or filtered.

Module 11 - Network Traffic Monitoring and Analysis

Note: The presence of a huge number of FIN packets which do not have a
corresponding SYN packet indicates that a FIN scan has been performed.

43. Next is an IP protocol scan. This scan is performed in order to know the IP

protocols supported by the target machine.

44. Before beginning this lab task, start the Wireshark packet capture in the
Windows Server 2012 virtual machine.

45. Switch to the Windows 10 machine, launch Nmap, and type the command
nmap -sO -T4 10.10.10.8 (Windows Server 2008) in the Command ficld

then click Scan.
<& Zenmap = O X
Scan Tools Profile Help
I *‘: —] [, 1
Taiget | 10.10.108 | Profiler | ~v| [Scan] |Caricel
Command: |nmap -sO -T4 10.10.10.2
Hosts ' Services ! Mmap Output Ports / Hosts Topelogy HostDetails Scans
05 4 Host o |nmap-sO -T410.10.10.8 v| E |Details|
& 70.70.10.8
Starting Nmap 6.48 ( http://nmap.org ) at 2016-685-83 22:53 Pacific
Daylight Time
Nmap scan report for 18.19.19.8
Host is up (P.88s latency).
Not shown: 255 open|filtered protocols
PROTOCOL STATE SERVICE
1 open icmp
MAC Address: @8:15:50:88:81:19 (Microsoft)
‘r Mmap done: 1 IP address (1 host up) scanned in 7.26 seconds
—

FIGURE 4.25: IP protocel scan attack implemented nsing NMAP

Note: The scan result might vary in your lab environment.

46. Now of the total 256 protocols present, it shows that ICMP is open and

the rest of the 255 are either open or filtered which indicates they never

Ieplicd even after Iepeated transmissions.

47. To detect an ICMP protocol, use the code icmp.type==8 or icmp.type==0,

which 1s used as an ICMP request and reply packet respectively.

File Edit View Do

Capture

Analyze

Sratictice

Telephormy  Wireless  Teols

Help

A B URRB eszR IS EAQAHE

r!_lmp.t!ph ;3 or i;awp-typE= =0

Expresmon. .

Mo, Time

575 7.896353
385 7.896741
586 T7.897524
587 7.843855

SoLrce
16.18.18.10
16.16.18.16
16.10.18.8
168.16.18.3

Destiration

18,
16.
1a.
1e.

19.1@.8
1p.10.8
16.16.16
18.16.16

Protocol

ICHP
ICHP
ICHP
IcHP

Length  Info
42 Echo
42 Echo
66 Echo
&8 Echo

(ping) request
(ping) request
{ping) reply
(ping) reply

Ld=@xdfed,
id=8xdfed,
id=Bxdfed,
id=Gxdfad,

seq=a/a,
seq=8/8,
seq=2/8,
seq=8/8,

F Frame 575: 42 bytes on wire (335 bits), 42 bytes captured (336 bits) on interface B
b Ethernet II, Src: Microsof @0:81:1a (89:15:5d:00:81:1a), Dst: Microsof 66:61:15 (8B:15:5d

| _Internet Protocol Version 4, Src: 10.10.10.18,

Dst: 16.18.16.8

:00:61:15)

FIGURE 4.26: ICMP packet request and reply indicating that icmp protocol is nsed

CND Lab Manual Page 381

Certified Nerwork Defender Copyoght (o] by EG-Gouncil
All Rights Reserved. Reproduction 13 Stoctly Prohibited.



Erree———_—
= TASK 10

Detecting ACK scan
attempt

[:@ This scan is different
than the others discussed
z0 far in that it never
determines open (or even
open | filtered) ports. It 1s
used to map out firewall
milesets, determining
whether they are stateful or
not and which ports are
filtered.

Module 11 - Network Traffic Monitoring and Analysis

48. Now we shall demonstrate an ACK scan attack, which is used to know the
nature of a protocol on the target machine.

Note: A protocol can be either stateless or stateful. /A stateless protocol
only blocks SYN packets from umdentified networks, but allows ACK
packets because it thinks it might be an acknowledgement for an earlier packet.
A stateful protocol keeps track of the connection and blocks unsolicited ACK
packets, if there were no corresponding SYN packets for them.

If a port replies with a RST packet, the port is unfiltered, which means the
firewall was stateless, and no reply indicates that the firewall was stateful.

49. Before beginning this lab task, start a new Wireshark packet capture in the
Windows Server 2012.

50. Switch to the Windows 10 machine, launch Nmap, and type the command
nmap -sA -T4 10.10.10.8 (Windows Server 2008) in the Command field

then click Scan.

< Zenmap i O bl |
Scan JTools Profile  Help
Target | 10.10.108 v Profile | v| [Saan] | Gancel
Command: |nmap -sA -T410.10.10.28
| Hosts | Semwices  Nmap Output Ports [ Hosts Topelegy Host Details  Scans
05 4 Host . nmap-sA-T410.10.108 v | Details
& 10.10.10.8
Starting Nmap 6.48 ( http://nmap.org ) at 2016-05-83 23:54 Pacific
Daylight Time
Nmap scan report for 16.10.16.8
Host is up (8.88sz latencyl].
All 1888 scanned ports on 109.10.10.8 are filtered
MAC Address: ©08:15:5D:80:01:15 [Microsoft)
Nmap dons: 1 IP address (1 host up) scanned in 57.64 seconds
Filter Host
ilter Hosts V|

FIGURE 4.27: ACK attack implemented through NMAP

51. Switch to the Windows 10 machine, and stop the Wireshark packet capture,
when the scan completes.

52. The reply shows all ports are filtered, which indicates the firewall was
stateful. So there should not be any replies containing a RST packet.

33. Our prmary task i1s to check for ACK packets sent from the attacker
machine to the target machine. To check, type the syntax tep and
ip.src==10.10.10.10 in the Filter ficld.
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54. First check Wireshark using the code tep and ip.sre==10.10.10.10 to look
for ACK packets from the attacker to the vicum.

Fite Edit Wiew ©Go Capture Analyze Statistice Telephony Wireless Teols

AdE J® JMRAE Qas=F i EQAQAAH

trp and ip.src==10.10.10. 10 | ~| Expressan. .
Time Sarce Destination Pratocol — Length  Info

193133 18.l1e.18.1% 1@.19.19.8 TCP =4 61313

L193137 18.16.18.10 16.19.19.8 TR 54 61313

193137 16.16.19.19 16.18.16.8 TCP B4 61313

163138 18.16.18. 106 16 . 18.18.8 TCP C4 pi3l3

1
1
i
=]
1.193138 18.16.18.1% 16.19.1€¢.8 TCP 54 61313
1
ul
T
1

445 [ACK] Seq=1 Ack=1 Win=1824 Le.. |
995 [ACK] Seq=1 Ack=-1 Win-1824 Lec.. BB
554 [ACK] Seg-1 Ack-1 Win-1824 Le..
1726 [ACK] Seq=1 Ack=1 Win=1824 L
a8a8 [ACK] Seq=1 Ack=1 Win=1824 L..
88 [ACK] Seg=1 ack=1 Win=1624 Len..
3330 [ACK] Seq-1 Ack-1 Win-1824 L. §
5006 [ACK] Seq=1 Ack=1 Win=1824 L. &
118 [ACK] Seq=1 Ack=1 Win=1824 Le.. &=
1825 [ACK] Seq=1 Ack=1 Win=1824 L.. ..

L193139 18.16.18.16 16.10.16.8 TCR 54 61313
193139 18.16.18.16 16.18.16.8 TCP 54 61213
103746 168.16.168.16 16.18.10.8 TCP 54 1313
-193146 10.18.18.16 18.18.18.8 TCP 54 RL313
1.19314% 16.16.19.1¢ 16.19.16.8 TCP 54 61313

(T PR I PR T T R P S

F Frame 4: 54 bytes on wire (432 bits), 54 bytes captured {432 bits) on inmterface @

- Ethernet II, Src: Microcof @@:8l:la (88:15:5d:80:81:1a), D=t: Microsof B@:81:15 (88:15:5d:088:01:15)
I Internet Protocol Wersion 4, Src: 18.18.18.18, Dst: 18.18.18.8

F Transmission Control Protoccl, Src Port: 61313 (61313), Dst Port: 445 (445), Seqg: 1, Ack: 1, Len: @

goes 80 15 S5d 86 oL 15 @8 15 S5d 88 o1 1a @8 B8 45 BD
UELE 88 28 30 dz @8 8@ 27T B 20 dl @a 8a Ba 8a Ba 8a
@323 6o 68 ef 81 0L bd 90 BO 06 BB 16 32 85 T4 56 1P
@AE Al PR T 49 88 P8

C} ¥ wreshark _pcapng_AALT. . 20160503235414 a0l4a0 | Packets: 3109 - Digplayed: 4000 {97.3%] * Cropped: D {0.0%:) “ Frofile: Defaut

FIGURE 4.28: ACK packets from the attacker to the mictim

55. Next, we must filter Wireshark for the RST packets from the victim to the
attacker, which confirms that the firewall was a stateful firewall. Use code
ip.src==10.10.10.8 and ip.dst==10.10.10.10 and tcp.flags.reset==1.

:‘E.-v
File Edit View ©Go Capture Analyze Statistice Telephony Wireless Teols Help

I BmRE Re==F IEEaaaH

[T Tip.ec==10.10 0.8 and \p.dst==10. 101010 and tep.fags resst==1 B4 *|Expresson. . +

| M, Time SOUFCE Destination Pratocol  Length  Trifo

(0 7 wreshark_pcapng_AAICF200-4BE3-4. BEBF72C000_20150504002301 a01120 | Packste: 2424 - Displayed: 0 (0.0%) || Profile: Defaut

FIGURE 4.29: RST packets from wictim to the attacker conficnung the firewall was stateless
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56. There is no trace of a RST reply, which concludes the firewall is in fact a
stateful firewall.

TASK 41 57. Our next lab task is to perform a Nmap Maimon scan. In this type of scan,

the attacker machine sends FIN/ACK packets to the target machine. The
Detecting Nmap ports which respond with a RST packet are considered to be closed and the
Maimon attempt ports which do not reply and drop the packets are open.

38. Before beginming this lab task, start a new Wireshark packet capture in the
Windows Server 2012.

39. Switch to the Windows 10 wvirtual machine, launch Nmap, type the
command nmap -sM -T4 10.10.10.8 (Windows Server 2008) in the
Command field then click Sean to perform a Maimon scan.

<% Zenmap
Scan Tools Profile Help

Target | 10.10.10.8 Profile: |

Command: |nmap -sM -T410.10.10.8

The Maimon scan is
named after its discoverer,
described the technique in | 0s 4 Hogt «  nmap-sM-T410.10.10.8 ~| £ | Detais|

Phrack Magazine issue #49 :
N ber 1996). Nmap. W 10.10.10.8

Hosts I Senvices Mmap Output Ports / Hosts Topolegy Host Details  Scans

Starting Nmap 6.48 ( http://nmap.crg ) at 2016-05-84 01:02 Pacific

m included this Daylight Time
technique, was released two Nmap scan report for 16.10.10.8
izsnes later. This technique Host is up (©.88= latencyl.
iz exactly the same as the All 1888 zcanned ports on 10.10.10.8 are open|filtered
NULL, ‘FIN, and s MAC Address: 88:15:5D:€8:01:19 (Microsoft)
scans, except that the probe
is FIN/ACEL
FIGURE 4.30: Maimon scan implemented using NMAP
60. The result says that all the ports are open | filtered, which signifies there is a
firewall behind the host, and you cannot find any open ports.
61. Switch to the Windows Server 2012, stop the Wireshark packet capture, and
issue the syntax tep.flags.fin==1 and tcp.flags.ack==1 in the Filter ficld.
File - Edit View ©Go Capture Analyze Statistics Telephony Wireless  Teols  Help
AdE 9@ LRRB Res=F 3[F]
| | top.fizgs. fin==1 and tp. flags.ack==1 E_._j « | Expresson._ .+
Time Source Destination Protocol — Length  Trfo - ) #
4 1.467062 16.10.18.10 16.19.16.8 TP 54 43982 - 139 [FIN, ACK] Seq=1 Ack=1 :Hillﬂ.-. :
l Frame 4: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface &
I Ethernet II, Src: Microsof @8:81:1a (8@:15:54:080:81:13}, Dst: Microsof B@:081:15 (88:15:5d4:08:61:15)
I Internet P‘toc version 4, 5rc: 160.19.19.18, Dst: 18.19.16.8
FIGURE 4.31: F]I\J,a’ACKpackets sent as part of Maimon scan detected in Wiresharck
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Detecting a null
scan decoy attempt

Q«l This Nmap syntax
canses a decoy scan to be
performed, which makes it

to the remote host
that the host(s) you specify
as decoys are scanning the
tarpet network

Module 11 - Network Traffic Monitoring and Analysis

62. Next 1s the demonstration of the Decoys option. It is used with -D switch
in Nmap. In this type of scan, you can merge a few other hosts along with
you as decoys and perform a scan on any system. It does not hide your IP
but makes it one among the decoys and difficult to guess as to who
performed it.

63. Now we implement a Null scan using two Decoy IP addresses 10.10.10.11
and 10.10.10.12.

64. Before beginning the lab task, start a new Wireshark packet capture in the
Windows Server 2012,

65. Switch to the Windows 10, launch Nmap, type the command nmap -sN -T4
-D 10.10.10.11,10.10.10.12 10.10.10.8 in the Command field then press
Scan to implement the Null scan.

<% Zenmap g O b 1

Scan  Tools Profile Help

Target | 10.10.10:8 | Profiles | v| Ban| [Ginel

Command: |nmap -sN -T4 -D 10,10.10.11,10.10.10.12 10.10.10.2

I Hosts SENVICES Mmap Output Ports / Hosts Topology Host Details  Scans

S 4 Host «  nmap-sN -T4-D 10.10.10.11,10.10.10.12 10.10.10.8 v| = [Detai]

< 10.10.10.8

Starting Nmap 6.48 ( http://nmap.org ) at 2016-85-084 83:33 Pacific
Daylight Time

Nmap scan report for 16.19.16.8

Host is up (8.88s latency].

All 1888 scanned ports on 10.10.18.8 are open|filtered

MAC Address: ©8:15:5D:68:01:19 (Microsoft)

Nmap dons: 1 TP address (1 host up) scanned in 25.27 seconds

FIGURE 4.32: Decoys option nsed with two decoys in implementing a null scan
66. Since we are using decoy IP addresses, it will be difficult to identify the IP
address from which the scan 1s being performed.

67. On completion of the scan, switch to the Windows server 2012 wirtual
machine and stop the Wireshark packet capture.
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68. Filter the traffic captured by Wireshark to get all the TCP null packets by
1ssuing the syntax tep.flags==0x00 in the Filter ficld.

-

— A

ile Edit View Go Capture Analyze Statistice Telephony Wireless Tools
@ sBRBRes==FAC][Eaaan
= =D 00| E . ~| Expres=an..  +

Time Source Destiration Pratocol  Length  Info
24 95320 16.16.18.11 18.18.18.8 TCP BRGLT
24.853263 16.16.198.19 12.18.16.8 TEP 50647
24.8533264 16.16.18,12 16.18.16.8 TCP GRE4T
24.852305 16.16.18.11 18.i8.16.8 TCP s 1o
24.953285 18.18.18.18 1€.18.18.3 TCP BREAT
24.853206 16.16.18.12 16.18.16.8 TCP Ge547
24.9852266 16.10.18.11 16.18.1€.8 TCP GaL47
24,.852267 16.16.18.16 16.18.18.8 TCP At
24 853267 18.18.18.12 16 .18.18.8 TCP BBRAT
24 24 9532038 1A.16.18.11 18.19.18.8 TCP BE64T

445 [<Mone>] Seq=l Win=1824 Len=#
445 [<None>] 5eg=1 Win=1824 Len=6
445 [<None>] Seq-1 Win-1024 Len-8
8880 [<Mone>] S5eqg=1l Win=1024 Len=8

BAEE [<Noner] S=2g=1 Win=1824 Len=8
88868 [<Noner] Seg=1 Win=1024 Len=8 =
1722 [<Moner] Seg=1 Win=1624 Len=8 ;
1723 [<Mone»| Seg=-1 Win-1624 Len-B
1723 [<Mone>] Seqg=1 Win=1624 Len=8
[<Mone>] Seq=1 Win=1824 Len=f

{RNE ERN M R T R TR Y

b A A A A A A A A &

4

S
P
=

l Frame 15: 54 bytes on wire (432 bits), 54 bytes coptured (432 bits) on interface @

- Ethernet II, Src: Microsof 60:81:1a (89:15:5d:80:81:1a}, Dst: Microsof ©868:81:15 (88:15:5d:60:01:15)
Il Internet Protocol Version 4, Src: 16.18.16.11, D=t: 18.18.16.8

lF Transmission Cantrol Protocol, Src Port: 68647 (68547), DSt Port: 445 (445

FIGURE 4.33: Decoys used to implement a Null scan attack

Note: You can use a large amount of decoys and with a lot more options to

make the attacker more enigmatic.

69. Now we demonstrate the use of the verbosity option -v. The higher you set

the level of verbosity the more information is printed. A verbose scan
cannot be detected in Wireshark.

70. In the Windows 10 wirtual machine, launch Nmap, type nmap -sN -T4 -v -v
-v -v -v -v -v 10.10.10.8 (or nmap -sN -T4 -v5 10.10.10.8) (10.10.10.8 1s the
IP address Windows Server 2008) in the Command field then click Scan.

71. When the scan completes, you will notice a clear scan result printed on the
Nmap output as shown in the following screenshot:

< Zenmap

Scan Tools  Profile Help

|
‘Target: ‘10.10.10.8 l:] Frofile: ‘

nmap -sN -T4 -v -v -v -v -v -v -v 10.10.10.8

\ Services Mmap Output Ports / Hosts Topeology HostDetails Scans
nmap -sN -T4 -v -v -v -v -v -v -v 10.10.10.8 ’V

<1 10.10.10.8
Starting MNmap 6.48@ ( http://nmap.crg ) at 2016-65-84 94:21 Pacific
Daylight Time
Initiating ARP Ping Scan at 84:21
Scanning 16.16.16.3 [1 port]
Completed ARP Ping Scan at 84:21, 8.13s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at @4:21
Completed Parallel DNS resclution of 1 host. at 84:21, 8.81s
elapsed
DNS resolution of 1 IPs took 1.26s. Mode: Async [#: 1, OK: @, NX:
1, DR: @, SF: @, TR: 1, CN: @]
Initiating NULL Scan at 84:21
scanning 19.19.10.8 [1988 ports]
Comoleted NULL Scan at ©4:21, 22.95s elapsed (1888 total ports)
Mmap scan report for 10.19.10.8
Host is up (9.816 ency ).

Figure 4.34: Verbosity option nsed to perform null scan attack
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Detecting 0OS

fingerprinting
attempt

Q-:.l! After performing
dozens of tests, Nmap
compares the results to its
nmap-os-db  database of
more than 2 600 known OS
fingerprints and ponts out
the OS5 details if there iz a
match. Each fingerpnnt
mnchides a freeform textnal
descuption of the OS5, and
a  classification  wiuch
provides the vendor name
(e.g. Sun), undedyng OS
(e.g. Solans), OS5 generation
(e.g. 10), and device type
(general pugpose, router,
switch, game console, etc).

T2
7, &

74.

Fii

Module 11 - Network Traffic Monitoring and Analysis

There is no special signature for detection in Wireshark

Next, we take a look at 0S detection or OS fingerprinting. There are two
types of OS detection. Passive and Active detection. Passive OS5
detection does not send any packet or probe to the victim and only smffs
the victim’s traffic. It 1s difficult to detect and its results are unreliable. On
the contrary active OS fingerprinting sends a lot of probes to the vicum
and has far better chances of giving accurate results as well as being

detected by the firewall and IDS.

We demonstrate TCP/IP based fingerprinting using NMAP which is an
active OS fingerprinting method

Before beginning this lab task, start the Wireshark packet capture in the
Windows Server 2012

76. Switch to the Windows 10 machine, launch Nmap, type nmap -0 -A
10.10.10.8 in the Command field then click Scan
% Zenmap = Il b 1
Scan JTools Profile  Help
- — Aessssmassann '
Target | 10.10.10.8 v Profile | | Seani |Cancel
Command: |nmap -0 -A10.10.10.8
l Hosts SErvices Mmap Output Ports / Hosts Topology Host Details  Scans |
0% 4 Host - nmap-0-A1010.10.8 v = Detais
',P
10.10.10.8 Host script results: g
| nbstat: NetBIOS name: WIN-K94KJ2DRGPG, NetBIOS user: <unknown?,
NetBIDS MAC: ©8:15:5d:88:981:19 [Microsoft)
| smb-os-discaovery.:
| 05:| Windows Server (R] 2888|Standard 6881 Service Pack 1
(Windows Server (R) 28838 Standard 5.8)
| 05 CPE: cpe:/fo:microsoft:windows_server_2088::spl
| Computer name: WIN-K94KJXDRGPG
| NetBIOS5 computer neme: WIN-K94KJ2DRGPG
| Domain name: CND.com
| Forest name: CND.com
| FODMN: WIN-KS4KJIZDRCPG.CND.com
|  NetBIOS domain name: CND@
| _ System time: 2816-85-84T86:26:29-87:98
| smb-security-mode:
p— | Account that was used for smb scripts: guest
Filter Hosts I User-level authentication i

FIGURE 4.35: OS5 fingerpointing nsing NMAP
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77. Switch back to the Windows Server 2012, and stop the Wireshark packet
capture. Issuuing the syntax (tcp.flags==0x02) && (tcp.window_size <
1025) allows you to view the traffic associated with OS Fingerprinting as

shown in the screenshot:

File Edit View Go Capture Anohze eatistics  Telephony  Wireless  Tools  Help
Am® LDRE === TF iE|[Eaaan

| M | (trp, flags==0402] B (. vindesy size < 1025

Ha, Time Seurce ~ Destnaton B’umi erh ]nr’o

T

e

CCOAGAS 0 14
| 253s4.csas

I Frame 193: 6@ bytes on wire (4388 bits), &b bytes captured (488 bits) on interface @
I Ethernet II, Src: Yemare Sa:59:8f (98:0c:29:53:59:87), Dst: Vimware 4a:65:70 (00:8C:20:4a:65:78)
I Internet Protocol Wersion 4, Srcr 18.18.18.18, Dst: I68.18.18.E

FIGURE 4.36: Detecting Nmap’s OS fingerpninting attempt
Note: Although we have used both -O and -A options, just one of them will
help in performing OS fingerprinting. -O switch 1s meant only for OS detection
while -A 1s for OS detection, version detection, scrpt scan and traceroute.

H rask 14 78. The next lab task is to demonstrate a bruteforce attack on a FIP server and

detect the attack using Wireshark.

Detecting 2 : B S g
Bruteforce Attempt /- Before beginning this lab task, ensure that a FTP website is running in the
Windows Server 2008, and a new packet capture is begun in the Windows

Server 2012.

80. Navigate to Z:CND-Tools\CND Module 11 Network Traffic Monitoring
and Analysis\Bruteforce Tools\Brutus, and double-click BrutusA2.exe to
launch the application.

81. The Brutus GUI appears as shown in the following screenshot:

3 Brutus - AET2 - www.hoobie.net/brutus - (January 2000}
File Tools Help

Taget [127.0.01 Type [HTTP Basic duth] = | | Stat | Siop | Clear

—Connection Options

Paort |80 Connections l‘l—. : 10 Timeout '.-1 10 [ Use Prosy Defir:el

—HT TP [B azic] Options
Method | HEAD - | IF Feephlive

—Authentication (ptions
¥ Uzelsemname [ Single User Pass Mode |WaordList v |

Uszer File lusers.t:-:t Browse |  PazFile |wordstst

FIGURE 4.37: Brutus GUI
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ll:ll Boutus 1s a password
cracking tool that supports
HTTF (Basic
Authentication), HT'TP
(HTML Form/CGI),
POP3, FTP, SMB, Telnet
and other types such as
IMAP, NINTP, NetBus,
etc. You can also create
vour own aunthentication

types.

Module 11 - Network Traffic Monitoring and Analysis

82. Assign the IP address of the Windows Server 2008 (10.10.10.8) in the
Target ficld, select FTP from the Type drop-down list, leave the other
options set to the default settings then click Start.

Q Brutus - AET2 - www.hoobie.net/brutus - (January 2000) o O X
File Tools Help
Target [1010.10.8 Type [FTP ] [C8ta ] stop | Cleas
-~ Connechion Options
Port |21 Connections 10 Timeow T J : 10 I UseProwy  Define
FERRANII IV NEY [ [ I I I B B R )
-~ FTP Options
todify zequence ™ Ty to stay connected for Iunlinﬁﬁ 'I attempis
- Authenbcation Options

v Use Usemame [™ Single User

Uzer File lzp\brutus-aetz-darknetmsas.tut Browese

Pass Mode |WordList  » |

words bt

Browse |

Pazs File

Pozitive Authentication Besults

Target Type

- Pazsword

Initializing .. , - ,
Unable to verfy target 10.10.10.8, chack connechion settings/timeout,

FIGURE 4.38: FTP attack with Brutus tool

83. Wait until the attack i1s completed

€ Brutus - AET2 - www.hoobie.net/brutus - (January 2000) — O X
File Tocls Help
Target {10.10.10.8 Type [FTP _;] Start | Stop |Clea;
Conrection Options
Pot |21 Connections ™ 10 Timeout ©J-""=""""= 10 7 UseProw Deﬁnel
—FTP DOptions
Modify sequence [~ Ty to stay connected for IUnIimitet vI atternpts

~Authenhcation Options

v Use Usemame

[~ Single User Pass Mode [Word List  +|

User File |:n|:n"s.brutus-ael2-daknet"-.users.txt Browse

words, bkt

VBmwse |

Pazs File

Paositive Authentication Results

Username Paszsword

Type

|l 1: £ 0-12

Dizengaged té:r;ét 10.10.10.8 elapsed time : 0:00:12 atternpts : 4308

FIGURE 4.39: FIP attack completed
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84. On completion of the attack, switch to the Windows Server 2012 and stop
the Wireshark packet capture.

Note: In this lab, 4,908 attempts have been made to gain unauthorized access
to the FIP server, but still failed. For every failed attempt, a packet containing
the response code 220 will be recorded in Wireshark.

85. Issue the filter ftp.response.code == 220 in Wireshark Filter field

File Edit VNiew Go Capture Analyze Statistics Telephory Wirelese Toek Hep
48 0@ JPMRERes=T LS (Eaqan
[I |ﬁp\;eapnnae.mde - 1 :1,“; '| EMpression. ..

Tme Sounoe Dizctinstion Protocal  Lemgth  Info
1817 5467. 18.1@8.18.1@ FTP &1 Response: 228 Microsoft FTP Service
1853 5467.263. 19.168.16.8 18.10.18.16 FTP 81 Response: 220 Microsoft FTP Serwvice
1355 5487.263. 18.19.18.8 198.19.18.19 FTP &1 Recponce: 228 Ficrosoft FTP Service
1857 5467.263. 18.18.16.8 16.18.18.16 FTP 81 Response: 228 Microsoft FTP Service
1858 5467.263. 18.18.18.8 108.18.106.106 FTR 81 Response: 228 Microsoft FTP Service
1861 S54087.264._ 18.18.18_8 Jle 18 18 FTP 81 Rezponse: 228 Microsoft FTP Service

ia
1836 5407.272. 18.18.18.8 18.16.18.10 FTP 81 Response: 228 Microsoft FTP Serwvice
ia

1881 5467.272. 18.18.18.8 1e.18.18 FTP 81 Recponse: 224 Mlcrosoft FTP Service
1835 5467.272. 18.18.16.8 18.18.18.16 FTP 81 Response: 220 Microsoft FTP Serwvice
19@7 5487.278. 19.18.18.8 19.19.12.10 FTP 81 Recponcze: 228 Microsoft FTP Serwice

F Frame 1817: 81 bytes on wire (648 bitc), Bl bytes captured (848 bits) on interface @ ‘
l Ethernet II, Src: Microsof B8:61:19 (809:15:5d:88:81:19), Dst: Microsof @8:81:15 (88:15:5d:88:81:15)
I Internet Protocol Version 4, Src: 18.19.18.8, Dst: 18.16.18.19

F Transmission Control Protocol, Src Port: 21 (21), Dst Port: 2256 [2256), Seq: 1, Ack: 2, Len: 27

@8 15 54 6@ @l 1S o8 1S Sd 86 81 19 88 80 45 B0 A — | — E.
938 43 @6 46 49 90 88 86 CC 49 83 Ba 93 B3 83 Ba LC.F@. ..

Bz Ba 88 15 88 do 78 Bd 4c 1f b9 cf 3d 22 58 18  ...... pi. Lo i=TH,
81 86 2f 1T 08 80 32 32 36 20 4d &9 63 72 6F 73 sofenadd B Micros
6f 66 74 20 45 54 50 28 53 65 72 76 69 53 65 B8d oft FTP Service.
e .

(0 7 wrechark_pczpng AAL.0150508000943 201000, Packsts: 115700 - Dsplayed: 4909 (3.1%) - ropped: 0 (0.0%] | Profle: Defadt

FIGURE 4.40: Brute force FTP attack

Note: It i1s evident that a huge number of failed logins have been recorded,
which is confirmation that a brute force attack has been performed.

Lab Analysis

Analyze and document the results related to the lab exercise. Give your opinion on
securing the wireless network using Linksys router

PLEASE TALKE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[]Yes ] No
Platform SuEported
Classroom M iLabs
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Module 11 - Network Traffic Monitoring and Analysis

Network Traffic Monitoring using
PRTG

PRTG Network Monitor is a network traffic monitor that enables you to manage
your network.

Lab Scenario

The amount of traffic traversing through the organization’s network keeps
fluctnating, and cannot be predicted. The exceptional usage of network bandwidth,
and performance bottlenecks may occur anytume, and it becomes difficult to spot
them in time. As a network security admunistrator, you need to employ a network
monitoring solution that enables you to manage your network, and avoid bandwidth
and server performance bottlenecks; discover which applications use up the network
bandwidth, and troubleshoot network problems.

Lab Objectives

This lab will help you understand how to monitor Network Traffic and
Bandwidth in the Network using PRTG

Lab Environment

To carry out the lab, you need:
* A virtual machine running Windows server 2012
®* A web browser with internet access
" Admunstrative privileges to run the tools

= Since you will be installing the latest version of PRTG Network Monitor,

screenshots and steps might differ in your lab environment

Lab Duration
Time: 45 Minutes
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Overview of PRTG

PRTG is a network traffic and bandwidth monitoring tool. This tool can even
monitor system health like CPU load, Memory on any system, etc. PRTG uses the

concept of Sensors, and monitors every device using a sensor.

Lab Tasks

= TAsSK 1

1. To begin this lab, you need to download and install PRTG Network

Download and Monitor.

install PRTG
2. To download the application, launch a web browser, type the URL

mmm-*.paessler.comg prtg in the address bar and press Enter.

3. PRTG Network monitor download page appears, click FREE TRIAL
DOWNLOAD. By selecting this option, you will be able to download and
access the PRTG network monitor that has all features, but lasts for
only 30 days.

PAESSLER E

THE NET'WDRY NONITURING COMPANT
L

"PRTG: Finally There Is a Network Monitoring Software
That Is Powerful And Easy To Usel”

Metwork monitaring for professionals

[.;L].] Paessler Router Installed in 2 minutes
Tmf_ﬁc Grapher is a server Automatically discovers your network
up-time and utilization, Monitors your network 24,7
network monitoring and
bandwidth usage software Alerts you before emergencies oCcur
package for server Used by 15C,000 administrators worldwide
mfrastructure from Paessler
A Tt e mocibor and PRTL fits into any budget and grows with your needs. Try PRTG now and see how it can make your
classify bandwidth nsage in netwaork more raliable and your job easier.
a network using SNMP,
Packet Sniffing and Everything you need is contained in one simple installzr, no additional downleads are requirad.
Netflow.
We make it simple for you, now and later!
FREE TRIAL DOWNLOAD ==
You will be up & running In less than 2 minutes
-pase*.c-:m.j'd';.-n'@ac"_c-rtg-?:.'.r.':*!cac: |
FIGURE 5.1: Paessler official Webpage to download PRTG
4. As soon as you click download, a Save As window appears; specify a
download location and save the file.
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5. Meanwhile, you will be redirected to a webpage containing the license
key for the tral version of the tool. Make a note of the license key.

: ) Cangrats! This is Your Fre ! | ‘
€ = C |G hups//www.paessler.com/download/prtg-download ird @] =
5= Apps  [E] Daily Report for ASFE [EE] CEHVO Status Report &% Work AssignmentRe  fa CEHVO labs Master = »

PAESSLER BHE =

THE NETW\OAK WOMITORING CDiWPa MY

ce £%tﬁe$ Ic?rIBRYID(JJI ngt'\a/\?ork
onitor

.+ 3
License Details

Licanse Name:prigtrial

License Key:

(R ——————— e

Flease save this license key as you will need it during the installation of the software.

FIGURE 5.2: Copying the License Key

6. On completion of the download, navigate to the location where you
have downloaded the file, and unzip the contents of the file to a folder
named PRTG.

7. Open the PRTG folder, and double-click the setup file, to begin the
mstallation. You will be asked to choose a language. Choose the
language (here, English), and follow the wizard driven installation steps
to install PRTG Network Monitor.

, Select the language to use during the
'N\NJ installation:

FIGURE 5.3 Selecting a Langunage

8. Dunng the installation, you will be asked to enter an Email and the
Product key, enter them.
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9. On successful installation, the web console of PRTG Network monitor
appears, click Skip introduction.

{ BB Root| Group | PRTG Mete % %

~ =2 @ [} 127.0.0.1/group htm?id=0&tabid=18username=prigadmin&passhash=1347015680

=¥ Home  Devices Llibraries Sensors  Alarms - Maps  Reports Logs  Tickets  Setup :;:- ? ¢ Sen

MNew Log Enfries 73 Lipdated Tickets 2 R .n i

Group Root

=1 1 T 1 arErn @O BOEE

SIS SEnsOrs Searcn; = - Defait infervas
oK vHBs vl vEie vHs B nenen, g 0 & L @' ﬂl mvary 60 seconds

‘et 1A

FIGURE 5.4: PRTG Network Monitor Main Window

H task 2 10. PRTG automatically discovers your subnets and you can add additional

bnets 11
Setting up PRTG G i

11. Now, we will be accessing PRTG through the browser interface to set
our imitial settings.

12. First of all, click on the devices tab and then on the settings tab.
B foot | Group | PRTG Mer: x |, |

. o I_] 12? 0.0.1/group htm Tid=08zabid=1
Likbraries sensnrs alarms Maps —P.epcns Loys Tlck.ets

laroup Root

pe T ot § e | 5 reenses B © 2

Stahes:  Sensors arch: z e Defaiit Intenmk
o B w7 B cH2 a! L e svery B0 seconds
{of 188}

=° Roat

= % Local Probe

'. Disk Fres ,v“ . Y Commaon Saa . o Hl:ms:v‘,'. Hy.

&A% [L LH " R
.h'an.rm: By | Tarecke Tunre.
e 24 ot Okt |w|

El E=| Proge Device .q; Haah umm Healh E e Feahh
l' :

5 57 Metwork Ciscovery

H 152 Network Infrastructure

(1 e irtemet l kTS
F

[l B Gateway: WN-OQOMEEZEETE f Nms: Frwe: T :s Saraon
PR 10 Ll

0o Catewayt 10206801 i ate Avaiiabie| A Folow & Shars @1 Contac Sudpeet
SRTE Metwork Moniior 10 132 2565 £ 2116 Pacisker A5 BRTS Sysces Admivsoratar I Raliesh im 23 g ST A-AD3:E] BA

7 Getmore hel in the Heip Centerl

FIGURE 5.5: Navigating to the Settings Page of PRTG

CND Lab Manual Page 394 Certified Network Defender Copyright © by EG-Council
All Rights Reserved. Reproduction 13 Stoctly Prohibited.



Module 11 - Network Traffic Monitoring and Analysis
13. Now on the settings page, scroll down to the “credentials for windows
systems’ section.

B8 Aot | Group | PRTG et % 3
& -+ C [4127.00.1/greup htm?id=0~1ahid=2

2 Home Devices Libraries  Sensors  Alarms  Maps Reports  Logs Tickets  Setup

| Dences

CREDENTIALS FOR WINDOWS SYSTEMS

Lemain or Com puter Name

CREDENTIALS FOR LINUX/SOLARIS/MAC O5 (SSH/WBEM) SYSTEMS

Lmer
 Active Background Tasks

Login ¥ Login wia Passwaord 9 Autz Discavery
T Login via Private ey

.7 Help

SETTINGS
For WBEM Lise Protoccl 2 HTTR - Defne settings specinic to s groug, There is 3

® HITPS “mania page avallabe with cetsiled Information:
Fe WIRELA [fom B ® Set automatically (port 5888 of 5959) ¥ Help: Sroup Settings.
! ¥ Get rmore helpin the Helo Centerl

Pessword

Cancel SOR— '
Lo O Uatesvaise R FolowsShae & ConlactSuppornt

DETE Metwork Monitar 164 222565 & 2016 Dasslar. &5 PETS Syitem Adminicrsar 11 Fafrass i 00 see ENOR0ELOSSS AN W

FIGURE 5.6: The Credentials Section of the Settings Page

14. You need to enter your active directory domain here which will be
responsible for all windows access controls. If you do not have such a
domain, you can make any PC responsible for windows access. We

make the local PC itself responsible for access control.

B Root | Group | PRTG Ner. x &
&« - O[] 127.0.0.1/group htm7id=0&tabid=8

| ¥ Home  Devices  libraries semsors  Alarms raps Reparfs Logs Tickets Sétup (o T
:"ﬁ-:i.'lewu-l

wow Log Enimes 17137 EIECLRIE RN 73 [N

CREDENTIALS FOR WINDOWS SYSTEMS

Domain or Computer Name cnd.com
The alarms list shows e
all senzors that are m———
cucrently in a Down, Down
{Partial) Down
(Acknowledged), Warning, CREDENTIALS FOR LINUX/SOLARIS/MAC OS (SSH/WBEM) SYSTEMS Hein
or Unusual status. 5&[130[5 ‘ P Enter & userrame for
in other states (for i | SSHAWBEM acoess
example, Up, Paused, or ‘ gl & |ogin via Password T Further Help (Marual)
Unknown) do not appear O Login sis Private Key
o 'I}:].;S-uls i m keep Password ?.‘-_Help ' .
track of all irregularities in SETTINGS
e e Dot st e s T

| ® HITPS ranise| page syaileble i detsted Informstion:
Ere WREM 11cs Par * 5et qutomatically iport 5968 or 5389) 7 Heto: Grou Setrings
- ' 7 Get more neip in the Het Center!
#® Update Aueilable @ Folow B Share  EA) Contact Supgart
FIGURE 5.7: Credentials Entered for Windows Systems
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15. Similarly, like Windows, if you have other platforms in your
organization like the Linux, Solans, MAC or VMware server, and you
want to configure an Administrator account for them as well. You can
do so by scrolling down.

"
+ - e L_'_l] 127.0.0.1 ."'gH:.UF.erIA'.-:vid:':l gildbld:e

=% Home Dewces  Lbraries  Sensors Alarms Maps Reposts . Logs Tickets  Setug I O~ | -
L@ | Devies

Mew Log Entries 1163 [ETEEr i v -!,‘.;ff',_"m

| CREDENTIALS FOR LINUX/SOLARIS/MAC OS (SSH/WBEM) S5YSTEMS
m The Logs list shows User

all past activities and events
O Legin ® | ogin via Password
of your PRTG monitoring B Grghiva Prisieial
setup. This is useful to
research past user activities,
e ‘ 2 for For WEER Use Prococe < HTTP
example, to check whether ® HTTPS
messages were sent. Ina For WBEM Use Port ® 5ot automatically (part 5988 or 5559
typical setup, a huge T set manay
amount of data is produced
D S5H Part 22
here. Becanse the activity
of every single object is S5H Rights Elevatiar ® Run the command as the user connecting fdefault)
Ieco':dﬂ w] can nse thj's S Aun the cormmand a5 another user using "audo’
o PCEIN B T Run the cammand 25 ancthar usar Lsing o
vour setup works exactly as S5H Engine ® Default (recommended)
Al 3 O Compatibiiny Moo (deprecated)
CREDENTIALS FOR VMWARE/XENSERVER
FIGURE 5.8: Credentials for Administrator systems of other platforms
16. You may configure the SNMP devices, DBMS and Cloud
Root| Group | PRTS Met, kY
& = C [Y127.00.1/group htm?id=08tabid=8
Devices  Libraries Sensors. Alarms Maps Reports Logs  Tickets  Setup
| CREDEMTIALS FOR SMNMP DEVICES |
SMMP Varsion 2
LT3
Lo |
Cemmunity String pubin
SHMP Sort 161
SMP Thmeour [5ec] 3
gADue to barnal rvkabiona, you cat oy monnar a himebed number of Tensors pes tecond when usng S?JI;J; -évTh? man bmtng facthor
| in P power. Curmently, FRTG o sbie 1o handle roughly 20 reguests per sacond snd computer oors. depending on your 3yshem. This
| maana that you oA run sooet 5000 SRR w3 sensors wath g 50 seconas scatnng rherasl on s computer with beo oo snd amound
| PE0D0 pemmory withy B sscondy rmbenssl on 8 rprtem veth four corer 4 pou scpensncs sn incresasd Cteoual Deley' or *Ope Rsgusit”
| reading of trw Probe Sesith asmcs you nesd fo dirinbots the load cvwsr multple protsse. SUME 1 and 2 do ot bheve thi litetion
ICREDENTl ALS FOR DATABASE MANAGEMENT SYSTEMSI
Poem for Databas s & Set partonartically [default port. recommended)
O Dwfine oo Custom Dot vald for all database sens o
A nticadon Maodka & windows suthenticotion with sperssnasion
O SO s erver authenLcation
Timadu (5 &0
[ CREDENTIALS FOR AMAZON CLOUDWATCH |
Acceun hey
FIGURE 5.9: Credentials for SNMP, DEMS and Cloud
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17. Now, in SNMP based devices you have a password like entity known as
a community string which has a default value of public. If your devices
use the same, then do not alter it and SNMP can be any of the three
versions. v1 is the basic version and v2 has some additional features like
the 64 bit counters and the most advanced v3 even supports
authentication and encryption.

18. If you want to monitor the SQL server, configure it with a port number
and authentication of the database. If you want to use PRTG’s cloud
sensors, then enter AWS access key and AWS secret key.

19. There are even the WINDOWS COMPATIBILITY OPTIONS and the
SNMP COMPATIBILITY OPTIONS. Unless you encounter problems
with any particular device, it 1s adwisable to keep the default settings

unchanged in these sections

"
BB Root | Group | PTG et

* ¢ [ 127.001/group htm?id=0&tabid=2
A Home Dewices  Libraries Sensors Alarms Maps Reports Logs Tickets  Setup
! ﬁ' D=y
[ WINDOWS COMPATIBILITY OFTIONS M Al 19 | New Log Eriries 1207 e m
Prafemred Data Sourcs ® Performance Counters and fallback to W recommended|
[:.I_.:h O Performane Counten anly
The Hyper-V Host o Wil ony
Server sensor momnitors a Treout Metnod ® Lize 1 5% scannmg interval {recomem ended)
Microsoft Hyper-V host @ Set menually
server via Windows
Performance Counters or Er P =
SHMMP COMPATIBILITY OPTIONS
Windows Management
Instmmentation (WMI), as FRNIP: Deeae fo o
confipnred in the = :
e Failed Reguesis recommended
"Windows Compatibility Bl o S rt e
- L]
OPFOHS of the P&[Eﬂt Coert ow Values igrere overtiow values
de:VICE\. Handle overflow values as wvabd results
Fera Vaies Igmore 2ern values for delta s2nsors (recemimended)
Hardde 2600 values a5 vald results for delta sensors
SEemitEAb s Couraers Lize bd-hit counters if available {recommended)
2 Use 32.oit counbers anly
Raguast Mode & e i get edormended)
T Use single get
Port Mame Templat= [port?) Nfakas] [ifsensar)
-1y 0|
AT hm:;‘v‘::mm-;;i 1414.‘.5-&5 T --‘ﬁ;ﬂ‘l-éﬁu-u—ov:& i ':-WT:": Spmmery A dmpuntrenos Il Astreah o 25 sex SR G- 36 AN -
R P
FIGURE 5.10: Windows and SNMP Compatibility Section of PRTG
20. Moving on to the next section, if you want the sensors to monitor data
over a proxy server enter the details of the proxy server and the next
section which deals with the monitoring interval, enter the frequency at
which you want the scans to take place. Also choose the action you
want to be performed when you discover a faulty system.
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21. You may scroll down the webpage to wiew the schedules,
dependencies, and Maintenance section, which should only be used
when you are performing gradations or mantenance and you do not
want monitoring to be done. So you can disable momitoring during
these times with this option.

{ B Root]| Group | PRTG Ner x 4|
&= = N 127.0,0.1/group htm?id=02tabid=8

| &3 Home  Dewices  Ubraries  Sensors  Alarms Maps  Reports  Logs Tickets  Setup

| Do

[FROXY SETTINGS FOR HTTP SENSORS ew siarme 22 | Wew g Entres 1214

‘ Hams
Part
Lhser

Passwarnd

SCANNING INTERVAL

Scanning Interva 60 seconds

When 3 Sermsar Beports an Lot sensor towarning tar 1 mterval. then set to “down™ trecommensdedh
Error

| SCHEDULES, DEPENDENCIES, AND MAINTENANCE WINDOW|

Dependencies, schadules and mairierance windows 2 ways pause all sersors Inside a grougydavios: This pausng |5 always inhented 2o all
sub-anpects and e inkadtance Can ot De dissbled. Below vous Car 581 additiona! scheduies maintenanoe windaws of dependencies that |
wi! e v==d on top of any inberted s=ttng.

Schadule Hone -

el -

PATE Manwork Monitar 161220568 & 2018 Padscier AG BRTS Systom Komirisrande 1 Rafresh in 17 sec SN0 LA TOT ALY -
- ]

FIGURE 5.11: Proxy Settings and Scanning Intervals Sections of PRTG

15. Next, i1s Access rights, which governs the read, wrte and full
permissions and which should be granted to groups and users. The
channel unit configuration section deals with units like Kilobytes and
Megabytes in which various sensors measure their data.
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16. The final section called Automatic monitoring data analysis deals with
unusual detection which displays the unusual values of a sensor and the
similar sensors sub section. When enabled this provisions the detection
and display of simuilar sensor values. It i1s adwisable to have both these
enabled. Finally click on Save after all settings are done. Do not click
save now since we have not yet configured the two sections at the top.

B "ot | Group | PRTG Netw x %%
& = C | [§127.0.0./grouphtm?id=08tabid=8

1 Hame Devices Libaragias Sensors &larms Pdaps Reports |_f.'l;!5 Tickeats Setup
£ | Deviies

[ACCESS RIGHTS] i it

User Groun Access # User Group
BRTC Users Group

|| Revert chidren's access nghis to mhended

CHANNEL UNIT CONFIGURATION]

Chanrel Unit Types % Channel Type
Bytes (Bandwidth]

Bytes (Memory]
Bytes {Dusk)

Byt=s (File)

| AUTOMATIC MONITORING DATA ANALYSIS

a
B L b
FRTE Mapwark Monbor 16,1 27 3585 B 2050 Paestier A PTG Systam Admunisranst 11 Retresh i 12 s S0 TS BT 0 AR -
- )

FIGURE 5.12: Access Rights, Channel Unit and Automatic Monitoring Data Analysis Sections of PRTG

17. Now, scroll back to the top and look for the Basic group settings. The
settings we have configured belong to this Root group. The Name can
be changed. All other devices and sensors inherit settings from here.
You can overnide the mheritance of any setting for a sensor as well,
which we will see later on.
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18. In the Location section you need to enter the Geographic Location of
the PRTG server. Normally your location is auto detected, but if there
1s a wrong detection, you can change it manually. Scroll down the web
page, and click Save.

RolerplDRTG Metr x B 1
s 2 o 127.0.0.1/group.htm?id=08tabid=8

&% Home Dewces Libraries  Sensors  Alarms  Maps  Reporis  Logs  Tickets  Setup

|
New Log Entries 1315 [QRIEEECT RIS n..f',.:-_;'[

I E'Dt"m'E':

BASIC GROUP SETTINGS |

Goup Mare Root

Hatus

LOCATION

Lecatian (for Geo Maps)

FIGURE 5.15: Basic Group Setting and Location Sections of PRTG

19. Upon installation, PRTG network monitor automatically assigns a
username and password of its own. So, it 1s recommended to change the
user credentials.

20. To change the user credentials, hover the mouse cursor on setup, hover
the cursor on Account settings and then select My Account from the

drop down list.
lErcup | PRTG Net- % -
€« = € | [ 127.001/grouphtm?id=08&tabid=8
& Home Dewses  Libraries  Zensors:  Alarms  Maps  Aspors  Logs Tickets m

ﬂ !"Jhi&t- | Chiervi e

BASIC GROUP SETTINGS = e Wémmn

Soup Naime Hoot Miptitcation Contacts PRETG Stats

Shedules Ligenze

‘ Status J
In the My Account AP e
settings you can define Ciorrioads
valnes regarding your LOCATION
(currently logged in) PRTG
nser. A]] Settings iﬂ ﬂ]is Lecation (for Gen kG os)
Some account ophions may
not available, but restricted
to the administrator.

CREDENTIALS FOR WINDOWS SYSTEMS

FIGURE 5.14: Entenng the Account settings page of PRTG
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H Task 3 21. The Account Settings web page appears, change the login name to
Admunistrator, click the Specify new password radio button, specify the Old
Administrator Password as prtgadmin, enter a strong password in the New Password
account setup field and re-enter the same in the Retype Password field.
=% Home  Devices Libranes Sensors  Alarms  Maps Reports Logs Tickets  Setup R L T g s
i | S=np |.=,r. nurt Settings
[ tiew aiarms 27 | WewLog Entries 1533 [EURERERTSEE e

Account Settings

E'My Account. T Notificetion: | BYioiification Corkaciz: W Schadules

USER ACCOUNT
Legin Pame Adiminksiaton
Dispiay Kame PRATG System Administratos
Primnary Emadl Address rini o gemail.com
Passward D Dar't change

I ® Specify new puemwdl
O Pazsward RddRE R
Mew Pacoworg T
Retype Pasaword BadRERE S
Paschash 34701 5689

FIGURE 5.15: Administrator Acconnts Section of PRTG

22. Now i the ACCOUNT CONTROL section, select the PRTG
Administrators account in the Primary Group drop-down list. This is the
main account of which all the other groups have to be a part of. Usually it 1s
better to have an Administrator account as a primary account. The Status
and Last Login ficld’s values cannot be edited for a default Adnmimistrator

account.

23. The USER GROUPS scction shows all the groups, in which the current user
holds up a membership. This section cannot be edited.

24. The AUTO REFRESH AND ALERTING section provides you with an
option as to how frequently (Auto refresh interval) the content of the
PRTG web page is to be refreshed automatically. You can also disable
automatic refresh if requured. Additionally, you may even configure the Play
Audible Alarms.

B Account Settings | PRTG | x B
& = [ 127.001 /myaccounthtm?tabid=1

™y Home  Devices  Ubraries  Sensars Alarms Maps  Reports Logs Tickets  Sefup

Mew Alarms 30 | Mew Log Entnes. 1647 [JEELECCRETCETINA ¢

i | ehip !-:".'_-_"-T"'FQ'T

AUTO REFRESH AND ALERTING

Auto Aefresy ® Refresh pages (recommended)
S o automatic refresh

Austoy Aafrash Irssrsal {Sac) 30

Play Sudibie Alamns ® Never
OO DashiB0ET papes onk

OO Al pages

FIGURE 5.16: Auto Refresh Section of PRTG
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25. The WEB INTERFACE section contains the homepage URL which is the
page displayed immediately after login. The Max. Groups/Devices per
Group section defines the number of groups and devices that can be shown
before reduction of a group or device can be performed.

26. The next sub section Max. Sensors per Device defines the maximum
number of sensors that can be shown before performing the reduction. The
time zone can be changed to your local area ime and the date format can be
kept the same as the system date

27. The TICKET SYSTEM scction, which if enabled, generates an email every
time a ticket 1s assigned to the admumistrator or the user group, or an

assigned ticket’s status is changed.
28. Leaving all these section’s configurations set to default, click Save.

Teme  Dedces  Lbranec  oansars Alarme ma;ps 'ﬁepa-fts' Logs Tickete cafup o) 7“&
i FHup | ALamaT SN TGS
PRpNamEAN: S [ i s 31 | e Lo rtnes 1650 [RSGUNRY , . [SEEE
m PRTG nzes S Onoall pages '
notifications to send you
alertz whenever PRTG
; WEE INTERFACE
dizcovers a defined status, I |
such as slow or failing Hornegage UAL
LeNs0rs, Of When sensor
channels breach threshold S o e e e 10
Group
values. You can define an i i ™
nnlimited number of 1 )
notifications ﬂomgto zan [UTC-08:00) Pacttic Time (US & Canadal
nse one, or more, of several
communication channels R A ST
like email, text messaging,
g nohieaiaus tn, [TICKET SYSTEM ]
Android and 105 devices,
aﬂd MANY MOLe Ernal Motificaiions * | want fo recsive an emall whenever 3 ticket changes
4 3 < | da not want to recene any emails fram the ticoet aystem
FIGURE 5.17: Web Interface and Ticket System Sections of FRTG
29. Now we shall explore the netification section of the PRTG. Notifications
are meant to send out a message when something abnormal is detected in
the network It can be sent in the form of a mail or a text message to a
predefined number.
30. Navigate to Setup < account settings = notifications in PRTG.
etings ::'TG %'—;- ) -
& = C 1127001/ myaccounthtm?tabid=1 ¥ =
&3 Home Dewces Libraries  Sensars - Alarms Maps  Repoets  Logs Tickets m h PO et -
i A | S8y | ALCTn: St ings Cwerdew .
mﬁ.m:uﬂ Settings My Acoount
Account Settings System Adminktatan *Incsfications
] PRTG Shatus MOSincaticn Contans ]
By Accoumt I letsetens | Deincater contacts @ scmasies & - - 1E
-, Auta-Update e diiial
USER ACCOUNT 5 s
DU"NO"J' eemenn... Ertertne loginname of the user
Login Mame | pdminestratos PRTG AP This rame will be used e og into
e i A £ 3%et ihe web rerfacs
Dizplay Mame FRTE Sysiem Admmistrator u‘:‘—r-bﬂ ol - T Further Hep (Manusl)
FIGURE 5.18: Nawigating to the Notifications Section of PRTG
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31. You are left with three notificaion options which are mailing to the
Administrator, mailing to PRTG user group members and ticket
notification. To make changes to any of the existing notifications click on
edit button.

Y ) Account Setting= | PRTG | % Y, ¢

L& = ' [1127.0.0.9/myaccount.htm?tabid=2

| = Home  Devices  Librares 5ersors  Alarms  Maps  Reports  Logs  Tickets  Setup

A | setup | Accoaint Settngs

Account Settings

NOTIFICATIONS
= = 1to3gid— =
Dbject =

X Email and push notification to admin # Edit | B Clore W Test

Il Fause
L Email 10 all members of group PRTG Usars Group e re v Test m

Z% Ticket Notification v Test

e = 1to3ot3 =+ +

@ Aod new noification

PRTE Remwork Monhor 16.9,222505 = 2015 Pasmiiel &S PRTE Systei Ad o scracor BE Salrashy i 4 sec

FIGURE 5.19: Notification Section of PRTG

32. Now in the BASIC NOTIFICATION SETTINGS section, you can change
the default name of the notification, mention a few tags for filtering, change
the state of the notification to be started or paused.

33. Next 1s the Schedule sub section, in which you can set up a schedule to
recerve notifications only on particular days and finally you also have an
option to postpone notifications in which you can either collect them not at
all, in paused state or collect them and send when reactivated.

Email and push notificatic % 4

& = O |[1 127001 /editnotification. htm?id =3008tabid=1

=% Home Devices Lbraries Sensors  Alarms  Maps  Reports Logs  Tickets  Setup
& | My Acoourt | NojifceDons BT | and QUEN ROUfCTion 10 admin =

Mew Alarms 3

MNouficaton Email and push notification to admin

T - =

HBASIC NOTIFICATION SETTINGS

Notfication Mame Email and push notification to sdinin
Tags

Catus ® Started
C Faused

SCNedUE HMone

Postpone C Discand notifoations duing paused status
® Collect notifications and send them when reactivated

FIGURE 520: Varons Settings in the Notifications Section
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34. The NOTIFICATION SUMMARIZATION section provides different options
which you can set PRTG to customize summary of the notifications with
these options.

33. You can also set up a Subject line for summarnized messages and set out the
time frame (munutes) after which the summarnization takes place.

36. The ACCESS RIGHTS section allows you to give various permissions (read,
write and full) to different user groups.

' Ernail and push notficati: X B 1

o C | [} 127.0.0.1 /editnotification.htm7id = 3008 tabid =1

“n Home  Dewces  Libranes  Sersors Alarms Maps  Repods Legs Tickefs  Sefup

|t | Ny dccount | Noolmrons Emesierd pash notification fo-=sgomm =

[NOTIFICATION SUMMARIZATION |

Mesan D Blweys rotify ASLS
2 Sand first DOWN messege ASAR, summarze cthers
& Sena first DOAWHN and P message ASAR suminarize others
9 Serd sl DOWH messages ASAP, sammanize ofhers
O Serd af DOWN and LIP messages ARAR, summarize others
0 Always summarze notificatans

Sulject for Summarized [%sitename] Esummaryoount Summarized Motifications
Messages

Gather Motification For 1
Ainutes)

[ ACCESS RIGHTS |

LAer GrouD ACTess ® User Group
PRTG Users Group

FIGURE 521: Vanous Settings in the Notificabions Section

37. After this, you can configure the way you wish to be informed. There are
quute a few methods like Email, Push Notification, SMS, SNMP trap and so
on. After completing the update of your settngs, click Save.

B et and push ratificat: % g B
= o O [ 127.0.0.1 feditnotificationbtmTid = 3008&tabid =1

=y Home | Devices  Libranes  Sersors Alarms Maps  Repors Logs Teckets  Setup
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Zang e s PRTG Systent Adminiswator
Send to User Group Haorme

5B 1o Emael ADcress

Suojedt [ESiTeranss] SOevioe Sname SSManus SO0 (Rmessage

rormat & HTML
o Tagt

© Taut with Cusiam Janten

highest

EF?SEND PUSH NOTIFICATIONEETA)

e fwsn recapient sreiings belvas (vee aner grosp) work mdepencenlly. So svery parsh device
sefecied by any of these setlings will isceive the Botificafion

FIGURE 5.22 Vanious Methods throngh Which Notification is Received in PRTG
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38. Next, we explore the monitoring options in the System Administration
section. Hover the mouse cursor on Setup, hover the cursor on System
Administration and then select Monitoring from the drop down List.

| ﬂ Acoount Settings | PRTE | X 'i :

& ¢ [Y 127.0.0.1/myaccount tm tabid=2
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i
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GIUDs
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B i 1 o
P

|
| -
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ILF | S I R [~ )y | ey 8t " B [
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FIGURE 5.23: Monitoong Sub Section in System Admunistration

39. The first section deals with the available Monitoring Interval time frame
which can be configured in the settings section of every device tree.

40. The UNUSUAL DETECTION section has daily and hourly comparison
methods. Daily average compares the previous day’s average with other
week days which have already passed. And hourdy average compares
previous hour average with other past hours of the same week, day and

hour. You can set the percentage level which can be termed as unusual

41. The next two sections deal with SIMILAR SENSORS DETECTION and
RECOMMENDED SENSORS DETECTION. Similar sensors can be
configured to detect over panmary channels only or all channels. But, it 1s
recommended leaving it to the default settings.
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Module 11 - Network Traffic Monitoring and Analysis

42. Similarly RECOMMENDED SENSOR DETECTION which mnstructs the
Admumnistrator as to how he should deal with recommended sensors, which
can be set to erther always show or never show. However the best setting is

the default recommended setting.

- —— p— "
Bl 5rctem Administaton | T % ] B
= = | [1127.001/systemsaetup him*tabid=2 =
Home  Devices Libranes Semsors  Alarms  Maps  Aeports  Logs Teckets  S=tup w P surnty ol

+ | Sefun | System Admirisiraton
SCANMING INTERVALS] LSRR, waee e 1 [ O (R

Jaliabie Irbanals I
Tm
S
10m

IUNUSUAL DETECTION]

: S'*'J-'v‘ UNUELE Vehen F4h average |5 =200 oF =500% of weekday averaie |recomivssdad) -
o Urusus When Hourly average 1 <200 or = 500% of howr-of-day average (recomemenced] v
NG % Do not bog unusual events

O Write ursmus evests ric e g

SIMILAR SENSORS DETECTION)

Aralbess Dasth ® Manage automatically based on sensor count (recommend sd}
@ Lnalyre prenany cherrels only

© Arakyza all channe's [Wghar CPU load]
© Tum analysis off

RECOMMENDED SENSORS DETECTION]

i ection Engre & Manage automatically based on sensor couet (ecoammandad )
O Amays show recormmendaions
© Tum recommescations off

Save Cancsl

FIGURE 524 Monstoning Section in System admmnistration setfings

43. The Auto-Discovery section lets you to set a particular time in a day at
which the auto discovery should take place and the UPTIME TRESHOLD
section deternunes the minimum wvalue below which a sensor’s good
requests fail and the sensor turns red. Maintain default values for both of
these sections. Click Save after the settings are confioured. In this lab, all
the default settings have been chosen.

RECOMMENDED SENSORS DETECTION

Dietectior Engine * MManage automatically based on sensor count {recommended)
O Always sy recommendations

O Ture recammendations aff

[ AUTO-DISCOVERY]

Rur Drisgoveny 3t O 00 W

{UPTIME THRESHOLD |

Diesined Mimimum Uptime 99,99 % b

5/11420 16 87405 A -

FRIG Hersok i 2000 Snessisr A5G

PTG Sjtam Adminiatrance

FIGURE 5.25: Auto Dascovery and Uptime Sections in Monstoong
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mm the notification
delivery settings you can
define global settings for
notification delivery. If you
do not want to use a
method, just leave the
respective fields empty.

44,

Module 11 - Network Traffic Monitoring and Analysis

The next section is Notification Delivery. To go to the Notification
Delivery section, hover the mouse cursor on Setup, hover the cursor on
System Administration and then select Notification Delivery from the

drop down list.

Systern Administration | T X
&= = C 127.0.0.1 /systemsetup.htm?tabid=1

3% Home

& | Sela | Systeon Amrrktralon

System Administration

I User Intesface | @Montoring St

WEBSITE

PARTG Site Hame

DIHS Hame

Tickets
i Coemrvizw

Dewices  Lbranes  Serscrs Alarms Maps Reports Logs

hew Alerms 3

Account S=ttngs

User lmtestace

Sysbamn Acdministration

PRTG Status Maritaring

e License

=

Rotificatior: Delvery

s agate * Core 5 Probes

| Down oS ¥ User Accounts

PRTG Metwirk Monitor WIN-SNGILHE2OPS5] PRTG AFI

User Graups

| Comtact Support Adminstrattos Tacis

WI!‘I-SN‘GEUQJIWS

45.

47.

E System Administration | F

‘_‘_

"-'-'1 Home
i | -Sefup | Syslen AlmnkEnEion

System Administration

| Gl nistse  @Moskaing  ©Notfcation Defivery  SOCoe&Pube | B Usetdcounts | s Grougs | AUminsvaleToos

FIGURE 5.26: Nofification Delivery in PRTG

The Notification Section deals with setting up the SMTP Server and SMS
DELIVERY. The SMTP DELIVERY mechanism can be used to select the
way in which the SMTP notification is delivered. You can also configure the
sender’s name and E-mail address

. In the HELO Ident section you can set the DNS name which PRTG is

Munning.

The SMS DELIVERY section can be used to select the correct
configuration mode. Either select the sender from an existing list of service
providers or select a new service provider. In the following sections you can
set up varnous fields of service providers. Click Save when done.

x

Q [5 127.00.1/systemsetup.htm?tabid=3

Devices  Ubranes  Sersocrs Alarms  Maps Reporls  Logs  Tickets

Hew Aamms 8

Setup

MNew Log Bmtries TH3

| SMTP DELIVERY

SMTP Dl very Mecharem

Sander £-Mail

Serder Mams

HELD lgery

* Direct defrvery wsing butt-in emall server (default)
Q Jsa SMTF relay server [recommended inside LANs/NATs)
O e T SMITP meiay servers [rimany and teibace sener)

Fininmatihewsdgmailoom

FRTG Metwork Monitor

WIN-SNGRLUOIZ0RS

[SMS DELIVERY

Configuration Mods

L m:deMSMrMmalmmpm
o ] T R — i FIDE B o - i} 2t

Cancel

RIS Hiowok Meomior 16,0 223585 SULHMEIERAL ~

FIGURE 5.27: Notification Delivery in System Administration Section of PRTG
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48. The Core & Probes section lets you configure the way in which a probe
should be handled. If you are using a proxy server to get probes you can
specify the details in the PROXY CONFIGURATION section or you can use
the default option of no proxy. Click the Core & Probes tab in the
webpage to view and configure the section.

49. In the PROBE CONNECTION SETTINGS, you have the probe connection
IP’s in which you can select which IP’s to recerve the probes (local 127.0.0,
all IP’s or specific IP’s)

50. The next section is Access Keys which allow you to specify a set of
passwords and any probe that needs to connect to PRTG should enter one

of the passwords mentioned in this section.

51. The Allow IP’s lets you specify a set of IP addresses from which the probes
will be accepted and if it is left blank then only those probes orginating
from the local host are accepted.

52. Similarly the Deny IP’s addresses lets you specify a set of IP addresses
from which probes should not be accepted. If an IP address is in both the
Allow and Deny list, then it will be denied.

53. In the Deny GID’s section, you can define a set of Global IDD’s(GID) which
can be denied access and any probe from this GID will not be accepted.

The mini probes can be set up in the next section

E System Admimistration | 5 X

€ e B 127.0.0.1 /systemsetup. htm? tabid=4

=y Home Cewces Lbranes Sensors alarms - Maps  Repoets Logs Tiokeds

by | Geup I Syrhewr Aomnszshon

[PROXY CONFIGURATION] New s 12 § Wew Log Enlres 533 B i

Use Prowy Senver ® Hao, e dineck connection {0 the irtermet (dedsult]
Q Yes i our neteork & promy ©5 marcatory

[FROBE CONNECTION SETTINGS]

#® Local Probe only, 127.000.1 (PRTG will not be accessible for Remate Probes)
O 4 1P sealanie on this comauter

O Spacify s

DRTS Mmek Blenkor 16 | 212365 ® 05E Sempum 4D PATE Synsmr A manaiar il Asdrmen 'l’-t 51 1/2018 25255 AM

FIGURE 5.25: Probe Sethings Section in Network Administration
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LQ'Ihe Devices tab is
vour starting point for
everyday use. The page is
split into two parts. On the
left hand side, it shows the
lists all configured PRTG
core servers with their
probes, groups, devices,
and the sensors on the
devices, in a hierarchical
order. Next to each object
you see an overview of the
mumber of sensors,
grouped by their cucrent
status.

Module 11 - Network Traffic Monitoring and Analysis

54. If you have an active directory from where probes can be expected this can
be confioured in the active directory integration section. Historic data
pruning allows you to specify the number of days the data for vanous
protocols should be saved. You can use the default values in these cases.

! E System Administrabon | I X . ‘
L& = O [M 127000 systemsetup.htm?tabid=4

| = Home Devices  Libraries
& l Sl | ShshEn A et

Tickets Setup

11 | Mew log Enbres B35 EREELE a0 'V T m

sensors  Alarms  Maps  Reports Logs

[ACTIVE DIRECTORY INTEGRATION

Damain Mame

® Use the PRTG core senvice account (usually LOCAL SYSTEM)
0 Une mxplicf cregenbals

Aess Tye

‘l HISTORIC DATA PURGING

Logfie Seoords

‘Web Server Log Recomds
Historic Sensor Data

Topls! Records

Closed Tickets
El -

BTG Newtmerk Mocitor 161 23 BES

2016 Semnles A £A42HE 45556 AR K-

FIGURE 5.29: Probe Settings in PRTG

55. Let us view the devices discovered by the PRTG Network Monitor. To

view the devices, click on the Devices tab. The Devices window appears,
displaying all the discovered devices as shown in the following screenshot:

.. ES] Foot | Group | PRTG Mete X -
& = C [N127.001 /grouphtm?id=08&tabid=1

| & Home Libraries  Sensors Alarms  Maps  Feports Logs  Tickets  Sstup
El |D€-r’t?ﬁ

m 7O

5 | Mew Log Brines 152 W8

,,An I Notificatians : ~‘A.u, nn.n
X = Disfault Intery 13 5
o o & B

weeryG0seconds =0 REREE

B 73 Local Probe

[=] ) Proge Device

Core Heak® W Drbs Hauls Sy Heakin
e gy w0 e

B Cone Fras  Commean san | Wkmanomy
.-.1- R T m".-_n-_w.,- L
P rtcroscte . | [ Teredo Tumns .

Fﬂ:"-u:'. el EETOH L]

=1 = Metwork Discovery

—_

F wa? Network Infrastructure

52w indemet g HTTP

e ]

W Digk Fraa. 3. .. 25 Samson
R 1o ]

[ Rl Gateway: WIN-OOOMEE2BETE

PTG Mstmork Monicr 16122 2565 R 2016 Seeanier A5 S 12815 53703 AM -

FIGURE 5.30: Various Types of Devices in the Network Shown in PRT'G
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Module 11 - Network Traffic Monitoring and Analysis

56. PRTG discovers all the devices on the network but we do not want to
monitor all of the devices i1 our network. We have our host machine
and a few hyper-v virtual machines under it.

57. Let us add the Windows Server 2008 virtual machine, in order to monitor
the tratfic flowing through the machine

38. Click the Add Device button under the HyperV section

Root | Group | PRTG Nee, % 8

== XN 127.0.0.1 ‘grovg. htmid=08tabid=1

2 Home  Desices  Ubsanes  Sensors Alarms Maps

| Dieyces

B = HyperV Hosts

S N -COOMERIGETE
El = OMEGA

£l w5001
Founes o dasencenny

El = Wi 2OV HDEN T FR

=i mwy RE-030
Srute By mRmenaTay
Bl wm RE-031
Soured by gRoenaeTey
Founed &y depenseney
B = R-008
Fouted oy decengeny

ClFm RCC0E

£l ¥= RC-030

Fianen oy desendency

Feports  Logs  Tickets  Setup

Nefw Alaires ] Miw Log Batries 550

T3 LR

—II Ao
) e

O =0 Bypery Virtual Machines

{Fare ot

= -

FIGURE 5.31: Various Types of Devices in the Network Shown in FRTG

59. The Add Device to Group Hyper-V Virtual Machines pop-up appears;
enter the Device Name as Windows Server 2008, the IP address of the
Windows Server 2008 re., 10.10.10.8, and select the Windows icon in the
Device Icon section.

- Add Device 1o Group HyperV Virtual Machines

ADD A NEW DEVICE

nECEs5ary.

elp: Add a Device

DEVICE NAME AND ADDRESS

Cevice Name

IF Yersion

[Pt Address/DMNS Mame

Tags

Device lcon

nea device name and address cotions for auto-dizcovery, and credantial setungs for Windows, Uinue VidhearsXEN, ano SMMP T

Windows Server 2008

® Connect using IPvd
O Connect using 1PV

10.10.10.8

Continue >

FIGURE 5.32 Adding a New Device in PRTG
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Module 11 - Network Traffic Monitoring and Analysis

60. Scroll the pop-up window down, select the Automatic device
identification (standard, recommended) radio button under the Sensor
Management section and click Continue.

Add Device to Group HyperV/ Virtual Machines

DEVICE TYPE
Sensor Maragemert O Manual {no auto-discovery)

® Jutomatic device identification (standard, recommended)

0 Autematic devics identfication |delaled may create many

SENSOrS)

O Automatic senzor creation using specific device templata(s)
Discovery Schedule Cnce w
CREDENTIALS FOR WINDOWS SYSTEMS
E inFerit from E“ Hypery Virtual Machines (Domain or Computer Kame: ond.com, User Admir
CREDENTIAIS FOR LIN UX/SOLARIS/MAC 0§ (SS H/WB EM) SYSTEM..
L:_":, nl"cntfcnf Hypct‘u“..-'lrtunlhiac" nes{Us empty>, Logim 0, For WBEM Use Portz 0.
CREDENTIALS FOR VMWARE/XENSERVER

vy I e S

FIGURE 5.33: Confipuring the New Device in PRTG

61. The added machine appears under the Hyper-V Virtual Machines section
and PRTG monitor begins to perform auto-discovery on the machine as
shown in the following screenshot:

"B Rect | Group | PRTG Net. % %
C [} 127.00.1/group. ktm?id=0&tabid=1

Devices  Libraries  Sersors Alarms Maps Reports Logs Tickets Setup

1 = HyperV/ Hastsl
T mnl WN-CODMKEZRETE

m'l’he Hyper-V Host I e
Server sensof momitors a ——
=k -
Microsoft Hyper-V host i by opaoing 7 1" EEE——
server via Windows T 30F Famoa..
{ fae
Performance Counters or I WEA-KADVHDENTRR B 5L Cwdbar. W) S5L Secwiy C.

¥ ot * B P S sk i
Wm mgemﬁﬂt = # -;1;;3‘. - ﬁ HITE o g -E: vy ..

Instmmentation (WMI), as 3 ruo

: = AC.030
confipured in the Rauzen by dspandency
"Windows Compatibili B ¥ RD-031

o t?' Pawsea by dapendancy
Dpttons of the parent 3 =1 ADC006
eTice Paused By dapandency
d £ xE RD-008

Faursea by dapengancy

O EEVRD1ES
H "o RD-030

Pawsed by dependzncy

El o HyperV Virtual Machines Active Backgiound Tacks

El o Windows Terver Jovil :w.s

Agyep- Dhssoueny in aragress (2% ™

FETS Matwork Moeinod 18:1.222565 2000 Pagssicn AS FRTG Syscern Ads mistranoe: 11 Fafrash in 20 2 SNL001G T AT 00 A0 -
.

FIGURE 5.34: New Device Added in PRTG
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Sensor Setup

Module 11 - Network Traffic Monitoring and Analysis

62. It takes some time for the application to discover the machine. Upon
successtul discovery, PRTG network monitor adds a few sensors such as
Ping, Memory, IIS, etc. to the machine as shown in the following
screenshot:

Bl Root | Group | PRTG Kete % 8
< C | [4 127.00./grouphtmTid=08tabid =1

) Home Deaces Lbraries Sensors  Alarms Maps Reports Logs  Tickets  Setup
-ﬁ IDes."tzs

e ew g rvves 23¢0 IEEECCRISERAN + RIS
| - o Mew &lamms 28 P Losg Entnes 2360 a3 CEets W s
= = BE-008 G . 9 !

-
=) e BR-00E
, =
Bl =m RE-030
™~
A = HyperV Virtual Machines

Fl &5 SERVERZD0E (Windows - &::u Load B O Froe
2 Server J008] 'Windows ! e _Mcs ol K -
E & Linue/ MacO5s [ Unix

= = e
[ (=al TOELT0S

= e A;Piss-zr.—i.'.u:.z
FIGURE 5.35: Sensors Bunming on the Newly Added Demnce

63. Now we see how to add a sensor to a device. Sensors are the basic
elements of PRTG which make up an entire monitoring structure of PRTG.

64. A device can have any number of sensors and every sensor monitors a
different aspect of the system.

65. To add a new sensor to the Windows Server 2008 device, rght-click on
Windows Server 2008 and select Add Sensor from the context menu.

[ Aot | Grous | PRTE Hat 0 B 9

= | Y 127.00.% fgroup. him7id=08&abid=1

. IDE:L::
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E1 e RE-008 ﬁ BRG
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[ Check MKow

El == RD-030 Defads
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Ef B StavIRzood (win Acd Sensor T ﬁ .
Serder 2008 [iinco) Bysto.DHscovery sl miglses el PR
Webzerver]
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FIGURE 5.36: Initating the process of new sensor addition

66. Now we shall select the traceroute sensor and this new sensor will be a part
of the Windows client machine. To find the sensor, type the term
“traceroute’” in the SEARCH field.
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Q-:E'Ihe Traceroute Hop
Count sensor traces the
number of hops needed
from the probe system the
sensof is mnning on to the
IP Address/DNS Name
defined in the sensor's
parent dewice.
It shows the following:
Execution time

* Number of hops.

o  If the number of
hops (the route)
changes, you can
another senzor status.

! B2} Add Sersor (Step 1of 2]

&

Module 11 - Network Traffic Monitoring and Analysis

67. While you are typing, the Traceroute sensor matching to the term appears

in the search result. Select it.

C ([ 127.00.1/addsensor.htm?id=2253
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FIGURE 5.37: Adding a New Sensor

68. On selecting the sensor, the BASIC SENSOR SETTINGS window appears,

where you need to configure the basic sensor settings like Name, Prority,
tags, etc. of the selected sensor.

69. In the sensor setting, you need to define what action should be taken if a

traceroute 1s altered. You can ignore it or set the sensor to a warning state or
even an error state.

70. The final section is the scanning interval and it can either be inhented from

the device or it can be reset. In thus lab, the scanning interval 1s nhented
from the dewvice.
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71. So, leave all the configurations set to the default and click Continue.

| B 4dd Sensor Step 206 21| % W
& = C  [4127.00.1/addsensord htm?id=2253&tmpid=1
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FIGURE 5.38: Setting up the Sensor for Use

72. Once you click Continue, you will be redirected to the Windows Server
2008 device overview webpage, displaying the status of the sensors. You
may scroll the webpage down to view the added sensor. If you find the icon
of the sensor in the color gray instead of green, nght-click on the
Traceroute Hop Count sensor and click Check Now from the Sensor
Menu.
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=¥ Home Deviges LI gres SErEOs Alarmis Maps Reports LS Tickats Satup g2
N | Do | LAl Probs - wmh DIy » | VirheE Syetpmy - ‘ i = | -Hypy Virtial -
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FIGURE 5.39: NewSmmemuteShawnUpAgainstﬂxDﬁine

73. Now, we explore the sensor colors. A sensor can either be red, yellow,

green, blue or orange depending on its state. All these can be found at the
top right comer of the browser
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74. A red color indicates the sensor 1s in an error state, yellow indicates a
warning state, green indicates the sensor 1s working fine, blue indicates the
sensor 1s paused and it 1s not monitoring

75. The orange indicates an unusual value, the one whose statistical values are
not usual but cannot yet be deemed as a warning or error, but might or
might not be in the future

B SERVER2008 (Windows 5 % Yo ¥
&= = | [ 127001 /device htm7id=22534tabid=1

% Home Dewces Dbranes  Sensors  Alarms Maps  Reporls  Logs - Tickets Setup
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Mew Alarrs 78 | New Log Enfries 3925

fevice SERVERZ2008 (Windows Server 2008) [Windows Webserver] » &k &+

ge 0
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FIGURE 540 Sensor State Reflected in Colors

Note: The status of the sensors might vary in your lab environment

76. Now once we have set up the sensors we need to configure them with
upper and lower threshold values and when the sensor reads any value
not in the range of the specified threshold an alarm is triggered.
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sensor is muaning on to the
IP Address/DNS Name
defined in the sensor's

parent dewice.
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T7. For setting the threshold value we need to specify a parameter (channel)
for a sensor (here, Traceroute Hop Count) for which the threshold is
being defined. To set up values in the Traceroute Hop Count sensor, click
on the sensor and click anywhere on the elliptical path (click on highliochted

Bl Traceroute Hop Count | & % =
&= = [ 127.00/sensorhtm?Pid=2267&tahid=1
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— - i
Mew Log Entnes S00% G ERCGR T S| LN n :
d = !

Sensar Traceroute Hop Countm dak+ =

e e n Il e R e I S ‘ m.ﬂ-
] Y B s | 5 | B ‘N © <! - g 4 Cha - o 1
lheoam, Zoms 0dws | sows | Hsorcows og. L Notmcatons ‘

Dowrfime Covsrage Cenzar Type Cependencys
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Execution Time ﬁ ozl
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FIGURE 5.41: Area to be Clicked to Enter the Threshold Settings of Sensor

78. You can select a channel from the available list of channels at the top
section. In this lab, we will be selecting the number of hops as our channel

for the sensor Traceroute. Now go to the bottom section called limits and
click on enable limits

Edit Channel

Mame

D a

Crari Rendering ® Show in Charts
Q Hide from Charts

Table Rendering ® Show in Tables
Q Hide= from Tables

FIGURE 542 Selecting a Channel to Set Threshold Valies

79. We have selected the number of hops as our channel for the sensor
Traceroute. Now go to the bottom section called limits and click on
enable limits

Note: Hop count defines number of devices that a packet has to pass to
reach its destination, less the number of hops quicker the web page is loaded
and more hops the slower the web page 1s loaded
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Module 11 - Network Traffic Monitoring and Analysis

80. So we will set out an upper error limit when maximum hop exceeds 25 and
an upper warning himut when it exceeds 20. We are not concerned about the
lower level of the threshold, since a smaller number of hops the quicker the
webpage 1s loaded. So we keep lower values blank. We can also write
custom error messages for both error state and warning state. So, write
some random Error Limit Message and Warning Limit Message. Once
done, click Apply and then, click OK.

. |
Edit Channel
& Al ‘.
© Custom
Spike Filter ® [isable Filtenng

C Enable Filtering

Vertical Axis Scaling ® Automatic Scaling
© Manual Scaiing

C Disable Limits

Limits
| ® Enable Limits |
Upper Emor Limit (%! 25
Upper Warning Limi [#) 20
Lower Warning Limis (#)
Lower Emor Limit (#)
Error Limit Message Hop limit exceeded
YWarning Limit Message Hop limit exceeding

-

FIGURE 5.43: Setting the Threshold Vahies of Traceroute Sensor
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Module 11 - Network Traffic Monitoring and Analysis

81. Now you can see the ellipse in three different colors for Warning (yellow),
Error (red) and Good (green). You can also know the status of the sensor
by looking at the position of the arrow if it is in a green, red or yellow zone.

TracemuteHopCmrml': A T

& =2 O | [§127.00.1/sensorhtmPid=2267 &tabid=1

3 Home  Devices  Libvanes  Sensors Alarms Maps Reports Logs Tickets  Setup @ 7t Geesh
-ﬂ IDﬁm ILomecv imm' IWS_MI.' |er‘l’v |qu:r‘i’dlmm..,— SEAVERZOOS (Win... = ]

Mew Log Entries AT10 R =TT R = L - g ;2 § m ‘

Last Sz Last W Lasl Dowre Uptme: Dontine Coverage: Sensor Type: Cependerys Inbevni: ICe
i7s 17 100000 % (LM 1009 Traceroate Pazent avery Gl 20T

Hops T . CONFIGURING THE 5Y5LOG
: - " RECEIVER SENSOR

Sea how ezsihy vou can manzage and fileer
Syslog messages, [19:08)

1#

Evecution Time ﬁ

PATG Hiwork Monkor 16.1.222585 530104413 AN

FIGURE 5.44: Analyzing the Health Status of the Taceroute Sensor

82. Now we look at how to analyze the previous data of a sensor. The value
which we saw was an overview. 1o know the details of a sensor at this
moment, click on live data, if you want to view the previous data you have
the option of 2 days, 30 days and 365 days.

Tbe Hopfau.rrtﬁ' L T
& - i [ .127.0.0.1 /'sensor.htm?id =2267 Btabid=2 o =
| @ Home Devices Libranes  Sersors  Alarms Maps PReports Logs  Tickets - S=tup W PO sarii a2 -

smmesrae: » [0 71 A D

# | Devices | Lot Prove = | Nétwark Oncovery = | vinlsr Synemi = | wipenvs | HyoeeV virtial = | SERvER2008 Wi, +

Conerage Sansar Trpe Inberval;
100rE Tracerouts every 60 5

ILE TR AR

FIGURE 5.45: Analyzing Previous Data of Traceroute Sensor
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Module 11 - Network Traffic Monitoring and Analysis

Note: You can also get customized historic data of a sensor by configuring
the historic data tab. To configure, click Historic Data tab in the webpage.

83. Now, we shall perform bandwidth monitoring. PRTG has already built
sensors for this task. We need to only add them to the dewvice and
configure them to start the monitoring process. Let’s see how the
network sniffer works.

84. We first use the Network sniffer sensor. It can be used in three ways:
a. To sniff the traffic of an entire network

b. To create a disk mirror and switch PRTG to this mirror and
connect to snift all of the data

c. If you have multiple switches you can use additional hardware and
integrate them and get all the switch data to PRTG

85. We will use the first option, and monitor an entire network using the
network sniffer sensor.

86. Select the Devices tab on the webpage. When a list of devices appears
on the webpage, right-click on Probe Device under Local Probe section
and select Add Sensor... from the Device Menu.

' B foot| Group | PRTG et % W
b€ 2 C [1127.00.1/group.htm?id=0&1abid=1

——
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&
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adit

Rad Sensor..,

- . . Auto- Distoveny . .

| ' | = 4| <

| b = -~ A B g Hd]
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';*.1 Eoot

LICENSES THAT FIT
YOUR NEEDS

o s Vigit our online shop,
m il 0= |-
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: I crobe Haalm
Historic Data 100 % L™ Pk
- I sk Fres Comman 5. B9 Wascft Hy.. BUY YOUR
- Devies Toclz L T R LICENCE NOW >>
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e o Open Ticket
[ S5 Networe mnasuucmre

[ (=) Ingemet Gl
PR e iz (i
[ = Gateway: WIN-COOMKEZSETE | Disk Fraw: O |35 Senices
0 [l
(s Gateway: 1921668001 '“A 5 e

ORTE Keovork Moo 16 12225628 21 20E Densler A SRTE Saem Adminiracor 1 Zafrech i 26 pec

FIGURE 5.46: Adding a Packet Sniffer Sensor to Local Probe Dewce
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Module 11 - Network Traffic Monitoring and Analysis

87. Now from the sensor list page, enter packet sniffer in the search tab.
The matching sensors appear in the lower section of the page. Select
Packet Sniffer from the list of results. Notice that there i1s also a

custom packet sensor next to packet smiffer. We will discuss this in
further steps.

: E Add Sensar (Step 1of ) ™ ‘

- & | [4127.0.0.1/addsensor.htm ?selection=0&searchtext=windows+server+ &id=2253

"3 Home  Devices  Librares  Sensors Alarms Maps Reports Logs Tickels  Sestup

m'Ihe Packet Sniffer [ | Devices | Lot Probe | Wetwork Discovery w | Virluai Systems | Hyoerv'= | Hypery ¥irtual o
PO S mecio e MATCHING SENSOR TYPES 25 | NewLog ertries 17 [RUCEERETEEN « ;IS
headers of data packets that
pass a local network card
using built-in packet
R T SENSOR TYPES THAT CAN ONLY BE CREATED ON A PROBE DEVICE
ri}:;:ﬂ PIEdEEaed channels. To sdil ese tens0 Tposs pleate seledt a probe devica
hﬁdseiﬂsaf Ws Oﬂl}? "'_ k.:f_"jrj"'j_ o 7 l::.lA:‘-h-.;.'-nn.j;-{ :":',7.:-‘.:'[:?-.-’;,:-nrl‘.'" .. - ! '—'Ii fl::lil.r‘-v'r'ii_nj‘rj:;l_“_illlllijl“‘c;;_'i|rf:~_?;
-hr'.rl--'-_fll-'I lj'trji?'tﬂ-:._-*'.t1l:: chis !:n:’lfll lri-'.-ﬂ“l:e r:.' Ao s - :‘?:I-e_l;‘i-l'l.l_ ;T‘d -'-‘:i:.l"rﬂ; s e
i o |
« Cancel s=n=sor creaben Haven't found what you reed? Fing mong CLETOM Sensars ardme or send your feeadack 13 Faessierl
PRTG Mecwor Monitor 1001.22.2505 5 2018 Paessier A PRTG System Agministrane: 11 Refresh in 23 2= S ZEDIE SRS AN -
FIGURE 5.47: Adding the Packet Sniffer Sensor to Local Probe Device

88. Now in the next page, enter a custom name, tags and prority levels for
the sensor. Next is what filters to include and exclude. An Include filter
lets you to customize the traffic that enters the sensor. You can use
vanous filters to either get packets from one particular IP or a particular
port and so on.

89. If you do not want to get packets from any port or IP or MAC, just
mention it in the Exclude Filter list. For now, we keep both these fields
blank, so that we get the complete network traffic.

90. The network adapter has the IP address from where PRTG sniffs the
traffic. The log stream allows you to define what data is written to the
disk. If you select None no additional log files will be written, only for
the other channel option writes log files of only the data which is not
filtered and all stream data writes log files for all data recerved.
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Module 11 - Network Traffic Monitoring and Analysis

91. In this lab, choose the network adapter that is associated with the
10.10.10.* network and click Continue.

"B bdd Sersor Step20f2 L X
| - [7 127.0.0.1/addsensord.htm?id=408:tmpid=3
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FIGURE 5.48: Setting Up the Packet Sniffer Sensor

92. Now go to the Devices section, wait until the state of the Packet
Sniffer sensor under the Probe Device section turns green. If the state
of the sensor does not turn green and runmng, right-click on it and
select Check Now under Sensor Menu.

93. Once the sensor i1s up and running, click on it
Root | Graup | PRTG Netw % %

& = C [§127.00.1/grouphtm?id=08&tzbid=1 =
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FIGURE 5.49: Packet Sniffer Sensor in SENSORS LIST
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Module 11 - Network Traffic Monitoring and Analysis

94. When you click on the sensor it opens up showing the wvarnous
parameters. (It might be grey for you initially after immediate creation.)

| BB Packet Sniffer | Sensor D= % G %
& - & |[5127.0.0.1/5ensor.htm?id=22698tahid=1 5y =

= Home  Devices Libraries Sensors  Alarms  Maps Logs Tickets  Setup P -
i:]Drwc::|lmH‘obcf|l’mhcﬂmtc~r iﬁﬂlﬂﬁ"iﬁﬁ"v :

15Cans Last Upe Last Do Uptimes Dowend T 5
s P o P dew Alarns 16 | New Log Entries 9380 [RI I ERE T mi'..'ﬁu i
Bd 5 B4 5 V0L OMH S AL O e

Top Talkers Top Connections

Top Praotocols Add Toplist

+

50
e D i

DRTE Mewwcek Manitor 161222505 © 2016 Fagcsler A5 PRTG Sycten Adminswratar A1 et i 31 sec

FIGURE 5.50: Vanions Parameters of the Packet Sniffer Sensor

95. If you scroll the webpage down, you will see the total aggregated traffic
on the left side in the Total section and individual traffic in small
eclipses on the right side with names like Infrastructure, WWW,
NetBIOS and so on.
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FIGURE 5.51: Vanions Parameters of the Packet Sniffer Sensor
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Module 11 - Network Traffic Monitoring and Analysis

96. Scroll the webpage up and click the Top Talkers link. This section

shows which device IP’s caused maximum traffic in the network.

Top Talkess | PRTG Hetw: X Y |
= = 0 ) 127.007 toplisthtm?id=2269&topnumber=-1&subid=1

% Home Devices Libranes Semsors  Alsrms Maps  feporls  Logs  Tickets  Sebup

A | Devies | Loge Piooe |Pmne:=w.ue - I Facuel Spffer =

Top Talkers @ Top Connections

/1302016

4500 AM
4:30000 AM - 44300 AM
21500 Ak — 43000 AR

FIGURE 5.52: The Top Talkers Graph Expanded

97. In the same way, you may analyze the Top connections and Top
Protocols. The Top Connections section displays the connections
which are using most of the bandwidth and the Top Protocols section
shows which protocols use the most bandwidth. Click on any one to

expand them.

98. After expanding any graph if you scroll down you get a detailed view of
all source and destination IP’s. You can also create a new top list with
your custom IP protocols etc. by using the Add Toplist option.

99. You can also view the live data for the past two hours by clicking on the
graph at the night or on the Live data tab.

Sensor; Packet Sniffar [Live Graph, 2 hours)
Local Probe / Probe Device

Mau: 3?:_.2 khit/s

310 AW

kbt E Bemote Comtrod fidat s |
Shaw el | Hide sl

FIGURE 5.53: Live Network Traffic Data
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100. We now see how to setup Maps in a PRTG. A Map is a graphical

representation of a network structure. Hover the mouse cursor on the

Maps tab and click Add maps.

- Packet Sniffer | SensorDe %X B

€« - C [E 127.0.0.1/sensor.htm?id=2269&tabid=2

ELhwith PRTG's Maps |
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call this "dashboards’) you & | Devices | Loca! Prope » ‘ Probe Device = | Packet Sniffer = ] All [
can create web pages with 123 5 1235 | ‘ Ty :
il
montoang statis Salect Man 5|
mformation in a
cusbumﬂable layout. Using Max: 36.2 khitj
this nnique concept, you |
can also make youc |
overview pages of live data / \]
publicly available, if you i, /\v’
like. '/
FIGURE 5.54: Nawvigating to the Map Section
101. Enter the values for map name, its layout dimensions, an optional
background image and whether you want the map to be publicly
accessed or specifically accessed only by authentication. In this lab, all
the default options are chosen. Click on Continue.
f Bladd MapiStep1cfaijr x g
&= =< € [J127.001/addmap.htm
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FIGURE 5.55: Confipuring a Map
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102. On the results page, you can drag and drop items from the left pane
or the right pane into the center pane.
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FIGURE 5.56: Vadous Parts of the Map

103. Now as soon as we drag and drop an item it shows the number of
sensors in that device and their respective states.
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FIGURE 5.57: Windows Dewice with Sensor States
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Module 11 - Network Traffic Monitoring and Analysis

104. In our setup mentioned earlier, we have a host machine which has
three virtual machines under it so we added the three virtual machines
under the host.

"B Map | Map Details | PATC % % 00
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FIGURE 53.58: Creating the Basic Network Stmucture

105. You can show a connection between devices by interconnecting them.
Click on the dot at the left end and drag to the device you want it to

connect to.

# SERVER2008 (Wi ¥ 10,10.10.9 5 10.10.10.11
ndows Server 2008)x, 1 1
[Windows Webserve

g
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FIGURE 5.59: Map connections Set Up
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106. To view the map, click the View Map tab at the top left corner of the
webpage. Once the map is finalized, click Get HTML

107. You have several options for opening the map. You can open it with
or without a login, by using the respective URL’s or you can also
show the map as an Iframe if you use the third option. Click on the
link present under Option 2 to view the map.
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FIGURE 5.60: Map Opened Up in a New Tab

108. The map appears as shown in the following screenshot:
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FIGURE 5.61: Map Opened Up in a New Tab

CND Lab Manual Page 427

Certified Nerwork Defender Copyrght ) by EG-Gouncil
All Rights Reserved. Reproduction 13 Stoctly Prohibited.



'I'he alarms list shows
all senzors that are
cucrently in a Down, Down
{Partial), Down

of Unusnal status. Sensors
in other states (for example
Up, Paused, or Unknown)
do not appear here. This is
useful to keep track of all
urepulanties in your
network

Module 11 - Network Traffic Monitoring and Analysis

109. The alarm section. This section shows which sensors that are either in
an error state, warning state or an unusual state. Go to the Alarm tab

and click on All.

/B Map | Map Details | PRTC % |

€& = C [[§127.0.01/maphtm?tabid=4&id=2270

%) Home  Devices  LUbranes  Sensors Maps Reports Logs Tickets  Setup
‘& | Maps |EditMap Al

Show as Gauges . Mew Log Eniries 9955 ERTHE (= RIT(S0m

Map Map GiRs Gy

Waninos Oney
| = viap escrer [  secen JERPELEY 10 5

PRTG Metwork hMoritor makes It easy for you to Include the monitoring results n cther wab papes

‘.F i.-.:-_- "o -.":.._":
A lr £

OPTION 1: LINK TO A WEB PAGE WITH THE MAP THAT REQUIRES LOGIN CREDENTIALS

Create a link to the fellowing URL(s) and the user will be asked for his ogin crecentials to view the map:
FIGURE 5.62: Navigating to Alarms Section

110. Now you get a list of sensors with their respective states and the
devices to which they belong to.

B Alanms | PATG Netwark b % %

(— = & | [1127.0.0.1/alarms htm?ilter status= : . =

| @ Home Devices Libraries Semsors  Alarms  Maps  Reports  Logs  Tickels  Setup (B B . L e

B
NSy SRRl Updated Ticests 2 __ i _‘.f'"xﬂll

H | AiETe

Sensors With Alarms

W+ 1o A0ofdd 4 4

Down for Probe Groun Device Sensor . Message -

v 0 I R 0 o o e S T e mpw.} Host not found. This message indicates that e
47 m A Eek TOP-UICEURA t'he kET [naerse, address. and 50 on) was not

47h15 L smimmor 3 i e RING Host not found, Ths message indicates that -

=M ACBODKPRO- AT the key (name. address. and 50 on) was not

i I LY - Beinc Hest not found, This message indicates that  dedke-
=5l SERVERZKS the- ey (hame, adklescs, and o0 onl wais ok

il S 7 T i Hone Hest not found. This message indicates that k-
e SERVERZKE hie ey s, ackiess) andsa anj s ok

. [=15ewis M Aequesttimed cut ICMP errar 2 11010) Rk

W 192 168076
T LR e 12 T Haost not found, This message indicates that W

= ECCCOUNCIL LAPT the key [name, address, and 5o onl was nat

T .« BEring Requast timed out (ICKMP emor ¥ 11010) *i

Rl 10 1Em iy 2 g
PATG MNecwork MonRor 10.1.22 2585 B 2018 Froessizr AG PRTG Syzeem Adminisorecor I Refresn m 17 52 51372018 50351 AM »
14l '

FIGURE 5.63: Sensors Not Functioning Propedy

111. You can see what is wrong with the sensor by carefully analyzing the
data in the Message section and take necessary action to correct.

112. You can also have a look at the sensors as a gauge or view only the
sensors that are 1n an error state (errors only) or warning state
(warnings only) or unusual state (unusual only) by clicking on other
options under the Alarms tab

CND Lab Manual Page 425

Certified Network Defender Copyright © by EG-Council
All Rights Reserved. Reproduction 13 Stoctly Prohibited.



MTMLGgslistshmaﬂ
past activities and events of
vour PRTG monitoging
setup. This is useful to
research past user activities,
system events, and, for
example, to check whether
messages were sent. Ina
typical setup, a huge
amount of data is produced
here. Becanse the actmmty
of every single object 15
mformation to check if
your setup works exactly as
dezired.

| ~% Home
ﬂ- Alarms

Module 11 - Network Traffic Monitoring and Analysis

113. Now we shall analyze the Logs section. This section shows all the past
activities and events of the PRTG setup. To view logs, hover the
mouse cursor on Logs and click All

/ Alarmsl PETG Metwark I

X
- - ‘I_‘l 127.0.0.1/alarms. htm?filter status=58&filter status=48&filter status=10&filter statug

Devices  Libraries  Sensors Alarms Maps  Reports Tickets  Setup
| A1 II

Status Changes }5

y I Updated Ticke

Sensors With Alarms
—= Gystem Events

] Obect History

FIGURE 5.64: Nawgating to the Log Records

114. This is where you get the complete list of log records. Notice the item
in the top right comer which highlighted. This is the Select Range.

"

C | [312700.1/log.htm

" B Log | PRTG Network Mo
€ -

92 156.0.104
92,168.0.104

192.168.0.104

1(_ o

Devices  Lbranes Sensors  Alarms  Maps  Reports  Logs  Tickets  Setup

Mew Alrms 4

0 fems: 50 Date Range: 2016.05-08 D200
Tme Object
SSLSecunty  MMlSSL Security Chack (Past 443)
Check BETA
5L Securnity
Check BETA

S5L Secunty

[@'-e 2016-05-14 0000
i ..

L:)cwn

Error im Securty Rating:
No Secure Pratacol

Mo data zince 3713/2016
51759 Al

Error im Securiy Rating:
‘Mo Secure Protocol

W55 Security Check {Port 443) Unknown

B =5l secuity Chack (Part 443) Dowin

FIGURE 5.65: Log Records

115. Now you can select the range tab and choose how many days of data
you want to see. We can select the Today option, to show only today’s
records or any other option for more records. You can also set a Date

Range between which you want to see the records.

Y B Log | PRTG Network Mon % % %
C | 1 127.00.1/log.htm

~¥ Home Dewces LUbranes Sensors  Alarms Maps  Reports  Logs  Tickets  Setup

Mew Alarms 9 | New Log Entnes 7143

0 fems:S0 Date Range: 2016-05-06 D00

C]22016.-05- 14 00:00

Nnhficatm Statué 3
Infa serven

~ wEiglact Range
Todsy

Teserday

Tepe Object
Netification 2 Email and push natification to admin

T days
Meogoficstion Sendin I days

Notification & Fmail ard push natification to admin
Info CK (Sed

E morths
12 Months
Unlimeted

=Rt Motification State T
_|Info Email B

Groug

FIGURE 5.66: Selecting Today’s Log Records
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Module 11 - Network Traffic Monitoring and Analysis

116. If you want to view log records for a particular system (windows

machine in this case), go the following location as shown below

= € [} 127.0.0.1/log.htm o

Homa  Devices  Libraries  Sensors  alarms Maps Reporis Ticksts

P

e flHetwonk Discoery Hetwork nfrastnic.

—
] Lystem Everts o Windows L R

Paret Tupe O Claect Hztory Vi 5:~6 b Sexyers
F2006 &51:55 AM Mone Motification T Email and push noabcaton 8 Linu ¢ Macs / Ui iending Push Notficatiar OK
| ) - SensonSowrceS 1D 21584.40.717)

5/ 1372016 &51:55 AM Mone Graup v Ront Primters itate Trigger sanding Email Push
Nnde (SensonSouwnce/ 10 219440,

15/ 13/2016 6:51:55 AM E1ADMIN i Mogification State Trigger activated (Sersonfso ‘

/2015 AeSGad AM
FIGURE 5.67: Filtering the Log with a Particular System

117. The filtered data is shown below. Look at the parent section of the
filtered record.

BB Clients Log | PRTG Netwe % & |
& - C [1127.0.0.1/log.htm?id=65

mPRTG Nm 3 Home  Dewices Librares Sersors  aAlarms Maps  Repeorts Logs Tickets  Setup
Monitor includes its own ﬂ»lDﬁcﬂll
; ; : - =a
ticket system. With tickets ;
you can manage and
MMM issues Log Entries
Winch sy sppedt o # T B emsish) DfeREnge 00508 0000 THUS01605-160000 3 (vEdedt|
tfmmtfmnganetwntk-_ A T PP Parart _Tl‘:pi:' Obect SR N
ticket in PRT'G contains = Chants Device M0 ACCOUNTS-SERVER Aciive
information about recent 5/ 15/2071E 11:32:37 PM| S Clients Device B ACCOUNTS-SERVER Resuming | Resumed by Depende
events in your PRTG 2,
: 53 : 5/15/2016 11:3237 PM| S ents Device B0 ACCOLNTS-SERVER Aete
mstallation which need a - . = )
closer look by the 5/15/2016 11:3%:37 PM| 5" Chients Device =0 ACCOUNTS-SERVER Resuming | Resumed by Depende
admimstrator or another 5/13/2016 7:1%:56 AM | E=l ACCOUNTS-SERVER Ping Mpric Motification | State Trigger activated
X Inba [SensorSaurcedC: 321
responsible person. You : :
% Pﬂ S/13/2016 7:19:53 AM | EEl AC COUNTS-SERVER Ping MpinG Motification Htate Trigger activatec
can see each ticket as a task i#ia [Senson/Source/10: 221

fora Pﬂfﬁﬂﬂﬂl’ PRTG user. 5/13/2016 T0%:36 AM | Chents Device B ACCOUNTS-SERVER Pausad Faused by dependenc

532006 T0%36 AN |58 A COUNTS-SERVER Ping [IMpiric Dhovam Recuect timed cut [
error & 11010

5/13/2016 T09:31 AM | S Cliants Device M ACCOUNTS-SERVER Paused Paused by dependanc

PATG Network Morikor 16122 2585 £ 2016 Paessier AG PATG Sysimm Adminitrator I Refiesh in 13 3ec SAS2CE 14034 -
]

FIGURE 3.68: Log Data Filtered Based On Dewice

118. You can use other options and filter the log records on wvarious
parameters.

119. Next, we will explore the Ticket section of PRTG. Tickets contain
mnformation about recent activity i the network, on which the
admunistrator has to have a look. It could be a new installation, an

addition or deletion or a real 1ssue.
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Module 11 - Network Traffic Monitoring and Analysis

120. Hover the mouse cursor on the Tickets tab and select All to view all
the tickets.

IR Clients Log | PRTG Netwe: % &
€ = @ [} 127.001/loghtm?id=65

| & Home Devices Lbraries  Sersors  Alarms  Maps  Feports  Logs

- | -O=nces: | Log o 2l

My Tekels 3 Mew Log Entries 106

&l Tickets »

| Log Entries

4 ToDio Tickets

5 !
=1 ‘@ ttems: 5D DateRange: 2 J16-05-1€ D000 T wseslectl
| Date Tin Fanent Type  DOhect I Cpen Tiket } Status! Message

5/15/2015 11:47:00 PM ED ACCOUNTS-SERVER Ping EpiNG Unknown Mo data yet

S1S2006 114100 PM | B2 aCcDUNTS-SERYVER Ping IMpinG Unknown Mo data yet
511572016 11:39:37 PM. =7 Clierite Davice W0 ACCOLIMNTS-SERVER Active
5/15/2016 11:32:37 PM =" Clients Device W ACCOUNTS-SERVER Resurning  Resumed by Depende
5/15/2015 11:39:37 PM =7 Clients Device ™7 ACCOUNTS-SERVER Active
5/15/2015 11:39:37 PM 27 Cliants Device B ACCOLINTS-SERVER Resuming | Resumed by Depende

313/2016 73938 AM | [=ACCOUNTS-SERVER Ping  MpiNG MNotfication | State Trigger activated
Infa [Senson'Souwce1 Dx 220

132005 %53 AWM EEACCOUNTS-SERVER Ping | ENe Motification | State Trigger activat
Infin (G=nson Sowee/1 Tk 220

5372016 70836 AM 5P Cliants Device =i 40 COUNTS-SERVER Paused  Paused by depandenc

L3RS T 28 AL T8 ~or EA e CEm T Moo - nf = e |
PETG Network Monxor 1807 112585 = 2018 Fagssler AG PRTG System Sdminimratos 11 Refresh im 5458 SCES/2008 14205 OM -

12?.00.1{%.}1“”“&!_“5&":1 m&ﬁ‘lter_stnlqs: 1 . —

C
L

FIGURE 5.69: Navigating to the Tickets Section

121. You can see that there are various parameters to apply filters at the
top section. The actions you can take against a ticket are in the nght
hand section of the web page, which are Edit, Assign, Resolve and
Close.

Y BB Tickets | PTG Metworkl X |

L& = & [0 127.0.0.1/ticketshtm?ilter_user=1008fiiter status=1.htm
| = Home Deviees  Lbraries  Sensors  Alarms Maps  Reports  Logs  Tickets

A Ticketa

Assgnedto  Status Object
PRTG Systerm €1 System
Administrator
DRTG System 1 System
Administrator

n your country PRTG (| System
Administrators
SRTG Systern 1 System
Adminisoatoe

BRTG System (1 System

Sdministrator

8 (Windows Serve... DATG Systeme (1 3 SERVERDO0DE (Windewws Server 2008) Windows Wehserver]
Sdministrator

BRTG Systen (1 System A Bl

P oelrnm

PETE Manwork Moningy 161 22 7505 S 204 Baanslel A5 s?r& Spsrem Adiiniarasos 11 Faliesh in 24 s SMS2008 11 49014 P w

FIGURE 5.70: Tickets in the System
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122. If you want to view only those tickets which are related to one of the
virtual machines, click on the related to any Object (click to
select) tab and select the virtual machine from the list. You can also
select a particular sensor as well for the selected device. Click on Save
when done.

BB Tickets | PRTG Metwork [ x §
‘G- = & [% 10.10.10.12/tickets. htm ilter user=1008filter status=1.htm

Y Home Devices Libraries Sensors  Alarms Maps  Reports  Logs Tickets Setup

zsige rr !n_ T_ﬁ..i,:

& Software update is not available PRTG System |0 Systemn
Administrator

182 5 ago *hkdkt gz T Email via MX PRTG System (O] Systam
Acdmmistrator

39mbsage wkdkE 4 T Email via MX PRTG System 1 System
' : Administrater

5132016 114530 P Wk ok d 4qg I Email via MX PRTG System 0 System
Acimmistrator

5/13/2016 32436 AM hk A HF 29 & There are trusted PRTG partners siso in your country! PRTS O System
Admmistrators

501272016 102755000 kkkk * 48 & Email via MX PRTG System 0 System
Admmistrator

S/122016 32802 AW Wk kb 4 5 Email via MX PRTG System |0 System
v Adruristrator

S2016 30146 AM Kk E S d g futo-Discovery finished for "SERVERZ00B (Windows Serve.. PRTG Syszem O 5 SERVERZ00B [Winch

PRTG Metwork Momitor 16,7 201565 2016 Pammaler A TG Systern Administrstor W Refresh indsec CENBIII2ITAM v
. b

FIGURE 5.71: Selecting an Object

BB Tickets | PRTG Metwork | x % %

'(— = & [% 10.10.10.12/tickets. htm ilter_user=1008filter_status=1.htm

Please select an obyect!

I. Navigale Device Tree O rppy . | 2 Sedect o Find anObject. 0 o, ]

| T mamnoue B SERVERZO08 (Widiows Server 2008) [Wirdorws Wik
5__ 0 DESKTOP-T6LTAEC {'DU Lload Wirdiows CPU Load)
L. 21 VMW wCenter Servers B rree (WM Free Disk Space (MU Dick
d- [ Hyper¥ : D:::- (ONS
- H Hests HTH HTTH
4 -: m:p:::g_mmuﬁzasu lIS _Tcial "Windows |15 Apalicelion)
OMEGA ﬂus Diefaudit Web Site windows |5 Apaiication
- 6m SD-011 }nlnit: 21140-3ased PCI Fast Ethemer Adapter [Emuiat
- [ WIN-K2OVHDGEMNTFP H irie 21140 8 2ued POl Fast Brhemet Adapter [Emulat
& RD-030 B vemony WM MEmDnY]
g-- mn RD-031 npagenie Usage Wirinaws fagafie]
;- mm RD-006 Hrinc Fing)
;" G RD-008& Trmu‘.eHmCumt (Trecerowts]

-+ o RD-018 B uoime Windaws System Uptme]
-- = RD-030

4. = HyperV Virtual Machines
- 1= Linus / Maol§ / Unix

FIGURE 5.72: Selecting a Device to View its Tickets
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123. You get only those tickets related to the particular device as follows:

B Tickets | PRTG Network b x B %
& = O [1010.10.12 ickets him ™ ilter user=1008&filter status=1.htm

&3 Home Devices  Librarnes  Sersors Alanms Maps  Reports  Logs Tickels  Setup
# ITlrﬁ'ctr

-
i.
i

-I'
N

Tickets

Show vall  “Tickets ‘assignedte e related 10 47 SERVERZO08 L. changes setwesn |

[+ Ttotof 1+ u | _ | D |

[lostmodfed »  Prory  TaketD Sutjet - besgredty StusObjeer

[5/11/2076 80146 AM Tk * * & g5 7 Auto-Discovery finished for "SERVER2008 (Windows Serve... PRTG System &"semmuamm-ﬂ
Aclmini strator

~ltolofl 4 #

FIGURE 5.73: Tickets filtered by a particular device

124. You can change the ticket name, assignee or prority using the edit
option, assign the ticket to someone else using the assign option.
You can use the resolve or close options to end the ticket if you feel
the issue has been solved.

125. The last section is the report section which allows you to create
custom reports based on various parameters. To add a report, hover
the mouse cursor on the Reports tab and click on Add report to
create a new one.

B Tickets | PRTG Network b X B

& = ¢ 110101012 icketc himHilter_user=100&filter_status=1.htm

Y Home  Devices  Libraries  Sersors  alarms BAaps m Logs  Tickets  Satup
# |T=n-:c't':-: ;...

Ald Regon

Tickets [ siemeson

Show vall *Tickats assgnedte Yme | Configuration Reports

# = Ttolofl+ # _ D | | —

lost modifed v Priordy Ticket (D Sutject i G Pl

5/11/2016 80146 AM % % % 46 & Auto-Discovery finished for “SERVERZO0S (Windows Serve., PRTG System O & SERVERZO0B (Window |
Acdmani strator

® cranged betwesr

= plofl =+ &

E , PATS Netwart Monker 121,22 2585 £ 2018 Facstler AG
J0.10, 10,1 M addreporthim id=new. . ~ »

DATE System Admiinkaracor I Rabesh In | sec S 1ZIOT AN v

FIGURE 5.74: Adding a new report
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Module 11 - Network Traffic Monitoring and Analysis

126. In the basic settings of the report, provide a report name (here, Test
Report), and select a template from the drop-down list (here, Graph
1h interval, table 1h interval template has been chosen). Security

context deals with the Administrator account. Leave the other
sections with the default options set, click Continue.

! B Add Report | PRTG Netwe % % §

iﬁ- == 0 | |5 10.10.10.12/addreport htm?id=new

=Y Home Devices Libraries  Sensors  Alarms  Maps  Reports  Logs  Tickets  Setup
# | Uepops | A Hepart

Add Report

BASIC REPORT SETTINGS

Report Mams Test Report

Tags

Template Graph 1h interval, Table 1h interval

Secursy Conteat PRTG Systermn Admanestrator

| Timezong [UTC-0E:00) Pacific Time (U5 8: Canada)

Faper Sze 9 Mane
L+ I

D A3

TEIG Matwork Menitor 10.1.22.3585 £ 3018 Daectlor &S DETE Sustem AominisetnT - Ratrashin 30 s6c EFIRS20T0 123734 Ak -
4

FIGURE 5.75: Basic Settings in Repost

Note: You may configure the other settings like the SENSORS that are to
be included in the report, SCHEDULE as to when you want the report to be
generated, PERIOD during which the data should be collected, which forms
the part of the report, etc.
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127. The next step 1s the selection of individual sensors. Make any changes

v Select Sensors Manually L

. Common Saas Check
iRt

| Core Health

s |

==1] Probe Device

"/ Disk Free

v Available S...

g Gmh MIII
V| GitHub
| Youtube

to sensors and click on Run Now at the top left comer of the

webpage.

& Sensors Selected by Tag

,'““n

v Office 365
i 2l

'v| Dropbox
-

v Facebook
v Downtime

v Healtn [V Free Virtua...

1 w 3]

= ] Free Physi... vl committe...
= —
| Handles | Threads

| Downtime

i s 127001

=] Probe Device

FIGURE 5.76: Selecting Sensors Manually

128. Use the processing options item to select the start and end dates for

the report as well as the report format.

¢ BB feport| Report Details | F % ‘
&= & £ [11010.10.12/repont. htm?tabid=1&id=22732

| T Home

# : Heparts: | Edif Hepom

Report Report

i R Mow | o P R A e T ,

RUN REPORT "REPORT"

Raport for

Gtart Date

Erd Diate

Quick Range

RBun Report

Devices  Libraries  Sensors  Alarms  Maps . Reports  Logs Tickets  Setup

" Solect Sensors Manualy ¥ Sermors Selected by Tag

T Current Period: This week (3/16/20705 - 3232016
O Previous Period: Last week (S/%2016 - 57162016
O Select & Pecad

® Select Date Range Manually

2016-05-16

2016-05-17

Last ®Barth

AR T R S
PTG Manwork S onitor 10:1.2235085 SMB2006 1256513 AM b4

& 2016 Paesshar & SETE Systam Adminicrator

I Fefreshin 1 sec

FIGURE 5.77: Finalizing the report settings
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Module 11 - Network Traffic Monitoring and Analysis

129. The report has both a data table and graph. You can scroll the report
down and find every parameter in detail.

Common 5aa5 SETA [15 m Interval]
| 127004 = 127001 = Probe Device
PR3 [5hrma Ds) Dovwn:

Gocd: 21 Fallec:

100 %

t_.‘.ummm Zaas Check
Frobe Dizvice

12000 PM

B ooentime iz I svanapie sereczs o5 [ omice 385 imsec [l Bing imsec) [l Gocgle Apps  (mzac) I Dropoox
' tmsac) B Githuo imsec) M Faceoook imsec [l Twitter imsec) Il Youtuoe (msac)

FIGURE 5.78: Report generated

Lab Analysis

Analyze and document the results related to the lab exercise. Give your opinion on
securing the wireless network using Linksys router

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[1Yes M No
Platform SuEPorted
M Classroom M iLabs
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Module 11 - Network Traffic Monitoring and Analysis

Web-based Traffic Analysis and
Flow Collection Using ntopng

ntopng is a network traffic probe that shows network usage.

Lab Scenario

Orgamizations host web servers, switches, routers, etc. in order to provide network
access to personnel. Large amounts of traffic 1s flowing through the network, which
needs to be examined by following the network policies implemented by the
orgamzation.

As a network admurustrator, it 1s essential to know how to log the network traffic;
and examine the information flowing through the network as well as the network
status.

Lab Objectives

This lab will demonstrate how to monitor Network Traffic using ntopng.

Lab Environment

To carry out the lab, you need:
= A virtual machine munning Network Security Toolkit (NST)
* A vutual machine running Windows server 2012
= A web browser with Internet access

"  Adnunistrative privileges to run the tools

Lab Duration
Time: 20 Minutes

CND Lab Manual Page 437

Certified Nerwork Defender Coprright o bv EG-Gouncil
All Rights Reserved. Reproduction 13 Stoctly Prohibited.



Module 11 - Network Traffic Monitoring and Analysis

Overview of ntopng

ntopng is a network traffic probe that shows the network usage. ntopng users can
use a web browser to navigate through ntopng (that acts as a web server) traffic
information and get a dump of the network status.

Lab Tasks

1. Betfore beginning this lab, ensure you are logged into the Windows 10,
Login to NST Windows Server 2012, Windows Server 2008 and Ubuntu wvirtual
machines.

E TAasK 1

2. To begin this lab, launch the VMware Workstation and Power On the
NST virtual machine.

3. To login to the machine, select Other... from the NST User drop-down
list.

rohe-ens 3 . ncaldomain 20160802 110057 g en s o ol

FIGURE 6.1: NST Login Window
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4. Type root in the username field, Pa$SwOrd in the password field and
click the Log In button.

Prohe-ens 13 localdomain 20160802 11 11:32 B0 enLsimE 6 L

FIGURE 6.2: NST Login Window

H rask 2 5. On successful login, the NST Desktop appears, click the Firefox icon in
the Taskbar to launch the web browser.
Login to NST WUI Bl e e e e | TR T TR

Browsa the Web

FIGURE 6.3: Launching Web Browser
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Module 11 - Network Traffic Monitoring and Analysis

6. An Authentication Required window (to access http://127.0.0.1:9980)
appears, type root in the User Name field, Pa$$wOrd in the Password

field and click OK.
# Connecting... X o ]
taarcH.or anteriiiess x | @ [Q sear | & &8 & # e 9 =
3 Authentication Required %

A username and password are being reguested by hitpf127.0.0.1:9580. The sike says:
"NST WUl System Managemant™

User Name: rook

Fassword: LT IT 1T TT)

I " Cancel 4

]

CIE

Login to ntopng

FIGURE 6.4: Authentication Required Window

7. NST homepage appears, go to Network = Monitors < ntopng Ul
(HTTPS)

Hatwork Monitonng: bandwidthd: 127.0.0.1 - Mozilla Finefox
B Metwork Monitoring: X =

'.t.“;f,"f{-‘—;_ii%ﬁ‘i'lz_—i-,.~..;.-,,,-..; wnetworkir  BEJ @ | @ [Q search e R4 O

k . _GhTs hd " LU S (T i !
Network Mgrme mndwidthd: "ens33" (bandwidthd: vz.0.1-31.6c24) TRt ER Y
Use the "bandwid F e rface” button to access the "bandwidthd” web-based management interface for

‘monitoring networl iR s
! v :1 =

| The following outy ¥ unning on this NST probe;

=
=
=
[
™
[
™

R AMk2 @

L An alternative view of all "bandwidthd

|
= with the systemctl command:
v

LARG=an US. U ta ERM=ans1 ull Fsstas

e

| £
i

L= the "Kill handwidthd Processes"

» ted processes running on this NST probe:

FIGURE 6.5: Lannching ntopng Ul
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Module 11 - Network Traffic Monitoring and Analysis

8. ntopng is a detailed network traffic usage monitor. One can use a web
browser to navigate through a comprehensive set of rendered ntop
network traffic views and analysis pages depicting the overall network
tratfic status.

9. ntopng Setup Management page appears, scroll down the page and
click Startup ntopng Session to imtialize the application

@8 metwork Monitoring x| BB metwork Traffic Usag.. x

127.0.0.1:993 0/ nstwuifogi- ol ndnetw orki noyint : Q, search =
rF s

vk Security Tolkit -

htopng (Community Edition) Setup Manag ement: [nopng: v2 5-160630 77.nst24) o f’é;) t ¥ 4+

ntopng is a next generation "ntop” detailed netwaork traffic nsage maonitar. One can use a web browser 1o navigate through a
comprefhensive set of rendered "ntopng” network traffic views and analysis pages depicting overall network traffic siafus with

nDPI (ntop Deep Packet Inspection Library). Supporting geolocation tools are avallable including one that dynamically
peclocakes "ntopng” hosts on "Google Maps" with "NST Network Tools " and "NST Map Tools"™ integration.

he following form allows one to configure and startup an "ntopng” session on one or more network interfaces attached to this
INST system:

| m * m
MNetwork Intarface(s) e l " |
Mote:  Click ona NIC Adapter lcon for detailed Network Interface infoimation.

HTTPS Access Port 1004

10010 10.v24

bbbl Action: [Clear] [127.0.0.0/] [10.10.104/32] [10,1010.0/24] [183.82.0.0/16] [183.62 41 51/32]

DMNS Address Resaolution Mode Resolve Local Networks Only -® Resolve AN ' Decode DNS Responses Only Disable All DNS Resohving
ntopng Alert Detectian ® Enabio Disabla
HHZV[.}HH |:3Hlll'tl-57ii[|illl * Enabile Disable

redi=s Databhase || Fush On Startup [ A o-Stop

SIAriup Mopng Session

FIGURE 6.6: Initializing ntopng

10. ntopng begins to mutialize in the background. Click Return to check the

sta.fcup progress.

EEG~ il-.'-?-'-'ﬂjé- i 03.20:35 P EDT u.um'{[h: 050, 0 45 L <‘ o
Starting Up: "ntopng" SEteed

We are now issuing the following commands o Startup the "ntopng” service in the background.

irst make sure that the persistent key-value database service; "redis" is stared:

i'
iSkip Flushing the persistent key-value database service: “redis”.

tFinally the “ntopng"” service is stared:

|
I L ntop

UL oy il Va2 LEWULL olc L L R > Ic FlLlc S04

E i ;
O R T 8- 3 | F oy HE Dy ! . D

FIGURE 6.7: Checking the startup progress
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Module 11 - Network Traffic Monitoring and Analysis

11. Once the ntopng application is successfully mitialized, it displays the
ntop Service Control status as Running. Now, click Use ntop Interface
(HTTPS) button to enter the ntop web-based user management
interface.

i Network Traffic Usage Monitor (ntop v5.0.2, SVN: 6123): 127.0.0.1 - Mozilla Firefox

B NST 24 Start Page: 1... % | @R Network Traffic Usag... %

L I - =
| *,‘ i) 127.0.0.1:9980/nsbw uijcgl-binmetwork ing/n E]| o W Search

Tue Aug 02, 2016

5 . localhost.localdoman :
EE® % 27001 12:55:10 PM EDT

..... L b L I >ECUT

ntop Management (vs0.2-6123 34.nst24, SVN: 6123, Uptime: , Manitoring Interface: ens33)
An "ntop” session is up and rupning on this NST system monitoring the following network interface:

=

Use the buttons below 1o either enter the "ntop” web-based user management interface or refresh the ntop
administrative "ntop” user for this session is: "admin”.

_ e e s [neve
ntop Services Control: Running]
' The following output shows the "ntop” service state on this NST system:

FIGURE 6.8: Using ntopng GUI

12. ntop muns on port 3001 by default. A webpage appears, stating the
connection is not secure. To access the page, click Advanced.

Insecure Connection - Mozllla Firelox

B MST 2astart Page: 1. % B Metwork Traffic Usag.. x | Ji Insecure Connection L

& [Q searck |8 + & 4 @ =

| [ bttps:127.0.0.1:3001 e

&% Your connection is not
secure

The owner of 127.0.0.1 has configured their website improperly. To
protect your information from being stolen, Firefox has not
connected ta this website.

Learn more...

L Report errors like this ta help Mozilla identify misconfigured
sites

FIGURE 6.9: Connection Untmsted Webpage
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Module 11 - Network Traffic Monitoring and Analysis

13. Click Add Exception... to add access the ntop webpage.

Insecure Connection - Mozilla Firefox

B neT 2astart Page: 1. x @R Metwork Traffic Usag... = | J) Insecure Connection x| 4

| & | (i) | hittps:4127.0.0.1:3001

"‘I & |‘:1.';'.55r:}': |ﬂ' B 4+ & 4 © =

#

Your connection is not
secure

The ewner of 127.0.0.1 has configured their website improperly. To
protect your Information from being stolen, Firefox has not
connected to this website.

Learn more..

Go Back Advanced
= Report errors like this to help Mozilla identify misconfigured
sites

127.0.0.1:3001 uses an invalid security certificate.

The certificate is not trusted because it is self-signed.
The certificabe is only valid for 10.10.10.4

Error code: SEC_ERROR_UNENOWN_ISSUER

Add Exception...

FIGURE 6.10: Adding Secusity Exception

14. The Add Security Exception window appears, click the Confirm
Security Exception.

Add Security Exception

/% You are about to override how Firefox identifies this site.

! Legitimate banks, stores, and other public sites will not ask you to deo

this.

Server

Location:

’ Get Certificate

Certificate Status

This site attempts to identify itself with invalid information.

Wrong Site

‘ View... l

The certificate belongs to a different site, which could mean that someone is trying to
impersonate this site.

Unknown lIdentity

The certificate is not trusted because it hasn't been verified as issued by a trusted
authority using a secure signature.

‘W Permanently store this exception

Confirm Security Exception l @ Cancel l

FIGURE 6.11: Confirming Secunty Exception
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Module 11 - Network Traffic Monitoring and Analysis

_— 15. The ntopng login page appears, type the following credentials and click

= TAsSK 4 i

Monitor Network Username: admin

Using ntop
Password: admin

Welcome to ntopng - Mozilla Firetox

B8 wsT 2a star Page: 1. x @ merwork Traffic Usag.. ® | Welcome to ntopng X | o

€ ) (& | hepsyn27.00.1 2001 uafogin luatreferer=, @ | # [Q search T E & A 4 B U =3

Welcome to ntopng

admin

H you fired ntoprg usahul. please suppor ws by
masing a small denalion. Your funding will halp o ren
and foster the developmant of this project. Thark you.

£ 1508-2016 - piop.org
mopng I8 reieagad under GELYI

FIGURE 6.12: ntopng Login Page

16. Once logged in to the application, switch to each wvirtual machine and
browse websites such as https: [/ www.google.com.

17. After browsing the websites, switch back to the NST machine. View the
ntop dashboard. The ntop dashboard displays the Top Flow Talkers

under the Talkers webpage as shown in the screenshot.

VWelcome bo ntopng - Mozilla Firelox

@ nsTzastan Page: 1.« @ Metwork Traffic Usag.. x| welcome to ntopng X | o

& |f; Seanch |1.'f 8 4+ & 4 © @

wi n Flows HOElg - imanaces - ﬂ- - A - Q =aarch Hosl

Bashboard Talkars Hosts Ports Aoplicatons A=k aendars
Top Flow Talkers
aallds21-in-r3. 1= 10 ne .
' 10001090 e etooe: [l
maande 18- 1e1o0ne . [l
1010103 server-od8-230-190-50 maad.

0cD-1D-34-183-103.u8-wea 12 —
maalds B fas 12 1 00.ne | —
za- -7 1a1 ned —

FIGURE 6.13: Network Taffic Displayed in ntop
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Module 11 - Network Traffic Monitoring and Analysis

18. Talkers are those hosts in a network, which communicate with the
machines/software /web applications remotely.

19. Click the Hosts tab to wiew the top hosts that consume the most
bandwidth compared to other hosts on the network.

Welcome to ntopng - Mozila Firefox

B msT 24 Start Page: 1. % [} Network Traffic Usag... ® | Welcome to ntopng X e

{-LP https:/127.0.0.1:3001/7page=TopFlowTaiker: r{,‘l -2 |":L Search | B % A 4 0 9

. I | I 8|a ll ﬂ Flowe Hoels Inlerfaces - o -~ & | Search Hast

Dashboard Talkars Hosts Paris Applications NSME Senders

Top Flow Talkers

10

£8-n-H T2 100 net

FIGURE 6.14: Viewing hosts in the network

20. The Top Hosts webpage appears displaying the percentage of

bandwidth consumed by every local host as shown in the screenshot.

Welcome to ntopng - Mozilla Firefox

@8 nsT 2astartPage: 1. x| [ Metwork Traffic Usag.. ® | Welcome to ntopng x|
(-:'; ) i | Attpsy127.0.0.1:30017page="TopHosts c | -2 |‘:& search I oTBa +$ & 4 0 QO =
'I I I ¢, 6 ' n Flows Hosts - Intertaces - L - & - Q | Search Host
Dashbeoard lalkers Hosts Paria Applications ASME Sanders
Top Hosts (Send+Receive)
8.3% 0.0%
216.58.197.78 DUTC
48.1%
12.10.10.4
10,10, 10,42
FIGURE 6.15: Top Hosts in the Network
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Module 11 - Network Traffic Monitoring and Analysis

21. All the ports, applications, ASNs and Senders associated with the top

talkers can be viewed.

22. By default, ntop tracks all hosts that it sees from packets captured via
various NICs. The next task is to view all the hosts (local and remote)
the network communication took place between. To view, hover the
mouse cursor on the Hosts drop-down list and click Hosts.

Walcoma to ntopng -~ Mozila Finetox

g NST 24 start Page: 1. x| [ Network Traffic Usag... x| Welcame to rtopng X | Welcome to ntopng ®x o

‘ {':‘l iy | Wtbpssi127.0.0.1:3001,7pag e=Top RowSande [ ey | =3 |'>:l, Search I ‘ﬁ E o B ﬂ a‘ [ u

! I I I & @ !‘ m Flows Hosts = Interfaces - o - F:Y Q | Ssarch Hosl

Hosts
Dashhoard: Talkers Hosis POl  Networks 3 Senders

MAC Addresses
Top Flow Talkers: Live Autonomaus Systems

Couniries

5.8% ,
gateway Cperating Systems

HTTP Servers {Local)

¥ Top Hosts (Localp
¢ Geo Map
o Tree Map

=a Local Flow Matrix

: 20.5%
Sa-n-T34 12100 net

24.3%

1aal3sld-in-f35. lelod. net

FIGURE 6.16: Viewing All Local and Remote Hosts

23. ntop displays all the hosts, along with the type of host (local or remote),
time since the host is seen, amount of traffic through the host, etc. as
shown in the screenshot.

Walcoma to ntopng - Mozilla Firefox

BB NST 24 Start Page: 1... x| B Network Traffic Usag... x | Welcame to ntoprg R

.{'} Ti @, | hitps-/127.0.0.1-3001fua/hasts stats lua & | & |Q search | v B ¥+ & 4 & O

8.8 ‘ - Flows Interfacas - v - A Q | Search Hosk

All Hosts

Seen
IP Address Name Since ASN Breakdown Throughput

Ho2::1:2 RO2::1:2 4 Aewd 0 bps =

min.
48

02010004801 3ce:57ic ] fed0. 2010 badd. 1308.570...

feR
]

10.10.10.8 10.10.10.8 &

FIGURE 6.17: Examining All Local and Remote Hosts
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Module 11 - Network Traffic Monitoring and Analysis

24. You may wview either local hosts alone, remote hosts alone or local
networks by filtering them from the Filter Hosts drop-down list.

Welcome to ntopng - Mozilla Firefax

@8 nsT za Start Page: 1., % @R Network Traffic Usag... ® | Welcome to ntopng X |

{-) (iviy | hetpsii127.000.1: 2001 4uafhosts stats lua

.._,l -3 I‘:l_ Search I TE & & 4 & @

-

[ €) 7 & nipsin27.00.03001 fuaghests stats luaten | @

Flows Hosls - interfaces - & - & I

- -

All Hosts

Filter Hosts-

Al Hosis
Local Cnly
Remate Cnly

IP Address Location Alerts ASH

Breakdown Throug
momoie S 1 [ ol
min,

10 Local Metworks
S8C

fe20.2010.048d.13ce 570... 5 sec TE565bps | 11.04

+ KB

10.10.10.8 1010108 £ 45533

KB

{0 bps —

fef0::2010:b48d:1 3ce: 570 m
=

FIGURE 6.18: Filtenng Hosts

25. There are other options under the Hosts drop-down list which can be
used for monitoring the network.

Wealcoma to ntopng - Mozilla Firefox

LA
¥ &8 & & 4 & ©

g8 nsT2astart Page: 1. x| [ Network Traffic Usag... % | Welcome to ntopng

| =3 l":l, Search

! ! ! ! 2,8 !‘ - Flows Hosts - interiaces - o - - a Q saarch Host
Hosts
MNetworks
MAC Acdresses
Re mOte HOSts Atonomous Systems
enires 10~  Filier Hosts~
Cperating Systems
IP Address Location  Alerts M| HTTP Servers (Local) Hnce ASH  Breakdown Throughput Trattic
232,255.255,250 [ Ramone | a 21 2 58 Hcva Dbps = 506 KB
¥ Top Hosts (Local)
224.0.0.252 0 2 gGeoMap lec BT sacavbps4 471B
o Tres Map
Showirg 1 to 2 of 2 rows s | 1 Elow Matrix
i 1998-2016 - nloporyg & A ____ o bps Uptime: 2 h, 53 min, 32 sec
Generated by ntopng Community \ & 0 bps A
v.2 5. 160702
for user admin and Inerdface ensal 0 bps [0 pps]
ttps 127,00, 1:300 L luaihosts stats Juaimede=mmated |

FIGURE 6.19: Examining Hosts

CND Lab Manual Page 447

Certified Nerwork Defender Copyoght ) by EG-Gouncil
All Rights Reserved. Reproduction 13 Stoctly Prohibited.



Module 11 - Network Traffic Monitoring and Analysis

26. The various options under the Hosts drop-down list are:
a. Networks: Displays all the networks discovered by ntop.

b. MAC Addresses: Displays a list of Level-2 Addresses for the hosts
identified.
c. Autonomous Systems: Displays all autonomous systems discovered

by ntop.

d. Countries: Provides all the countnes discovered by ntop. Any
country can be clicked on to be redirected to a page containing the
full list of hosts localized for that country.

e. Operating Systems: Displays a list of the operating systems
detected by ntop. They can be clicked on to see the detailed list of
hosts.

f. HTTP Servers (Local): Lists all the local HTTP Servers. Multiple
distinct virtual hosts may refer to the same HTTP server IP, which

15 speciﬁed in the second column.

g. Top Hosts (Local): Provides a host’s activity based on time. The
page should be kept open in order to allow the graph to dynanucally
update with freshly collected data for each host.

h. Geo Map: Provides a world map where hosts are arranged according
to their geographical position.

1. Tree Map: Provides a tree map of all monitored hosts. By clicking
on the hosts it is possible to visit the corresponding ‘Host Details’

Page.

j. Local Flow Matrix: This page wvisualizes a matrix of local hosts
versus local hosts. Each cell contains the amount of traffic

exchanged between each.

27. The Flows entry in the top toolbar can be selected to view real traffic
mnformation on the currently active flows. A flow can be thought of as a
logical, bi-directional communication channel between two hosts.
Multiple simultaneous flows can exist between the same pair of hosts.

28. To view the network flows, click Flows in the ntop menu.

Welcomea to ntopng - Mozilla Firetox

B8 wsT 24 Start Page: 1. % @ Nerwork Traffic Usag... ® | Welcome to ntopng X | o

(i1l | hetpsy127.0.0.1: 300l uafhosts matrix lus | -3 |“‘l'1.‘ search ! T B8 4+ A 4 O =

ALY o - Flows Intarfacas - B - A Q Search Host
ool =

Local Hosts Active Flows Matrix

FIGURE 6.20: Viewing Actrve Flows
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29. ntop displays all the active flows in the network as shown in the

screenshot.

Welcome to ntopng - Mozilla Firefox

BB nsT 24 startPage: L. % [ Metwork Traffic Usag... * | Welcome to ntopng x| o

(-J?n'-il httos:i12 7.0.0.1. 200 L/ luafows_stats.lua C‘] g |'-1_ Search | B8 4+ & 4 @

| Flows Hostls - Imerdaces - L - & - A Q& | Search Host

Active Flows

10 = Anplications -

L4 Actual Total
Application Proto Client Server Duration Breakdown  Thpt Bytes Info

? Unknown ~ UDP | feBD:ddedf6zearhs.. | fi0Z:1:2:dhcpve-server 1 min, 4 Obps  1.23
0 hopvG-cliant 580 - KE

2 Unknown | UDP | fe8D:a131:43e:8610... D21 . 2:.dhcpvis-server 1 min, 4 m. 0 bps 1.18
™ hopve-cliant 58C - KB

SSOP¢Y | UDP | 1010101285225 930 255.255.250:580p asec G 0bps 8648

? Unknawn feA02010-b48d: 1308 finz: 1 2.dhopus-server Dbps 805 B
M0 hopee-client -

DHCP o probe. 10,10.10.254:boatps Dbps 686 B
FIGURE 6.21: Examuning Active Flows

30. ntop allows you to view the network flows and statistics from the tratfic
captured by the ntop server.

Lab Analysis

Analyze and document the results related to the lab exercise. Give your opinion on
securing the wireless network using Linksys router

PLEASE TALKE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[]Yes M No

Platform SuEPorted
iV Classroom M iLabs
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Module 11 - Network Traffic Monitoring and Analysis

Traffic captuning with an OSSIM

Packet capture is a computer networking ferm for intercepting the traffic flowing
through a network. Once a packet is captured, it is stored femporarily so that it can
be analyzed.

Lab Scenario

Traffic flowing through a network contains various pieces of data. This data includes
traffic associated with various protocols such as http, telnet, tcp, ftp, udp, etc. It 1s
the responsibility of a CIND to use packet captunnge tools and capture traffic flowing
through an orgamzation’s network.

Lab Objectives

This lab will demonstrate how to capture traffic using an OSSIM.

Lab Environment

To carry out the lab, you need:
= OSSIM wirtual machine
* A virtual machine ranmine Windows Server 2008
= A Web browser with an Internet connection

*  Administrative privileges to mn tools

Lab Duration
Time: 20 Minutes

Overview of OSSIM

OSSIM (Open Source Securty Information Management) is an open source
securty information and event management system, which comes integrated with a
selection of tools designed to aid network administrators in computer security,
mntrusion detection, and prevention.
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Module 11 - Network Traffic Monitoring and Analysis

Lab Tasks

1. Before starting this lab, make sure the Windows 10 and Windows Server
2008 machines are turned on.

2. Power on the OSSIM wvirtual machine from the VMware workstation
and wait until the login screen appears.

ETasK 1 3. In the login screen type root in the Alienvault login field and press
Enter. In the password field type toor as the password and press Enter.

Logon to OSSIM

Note: Password 1s not visible.

FIGURE 7.1: OS3IM Login Window

4. Launch the Windows Server 2012 machine and log in. Now close the
Server Manager window and open a web browser. In this lab we are
using a Chrome browser.

Note: If you are using different browser the screenshots may differ in
your lab environment.

5. Type https://10.10.10.14 and press Enter in the address bar of the

browser.

6. The OSSIM Login page appears. Enter admin in the USERNAME
tield, qwerty@123 in the PASSWORD field and click LOGIN.

ALIEN VAULT OSSIM

alienvault 10.10.10.14

USERNAME admin

PASSWORD  eesessss

FIGURE 7.2 I.ngg in to Alien Vanlt
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Capture Traffic
Flowing from
Windows Server
2008

Module 11 - Network Traffic Monitoring and Analysis

7. Before starting the Traffic Capture of the Windows Server 2008
machine in OSSIM, log into Windows Server 2008 and browse random
webpages to generate traffic.

8. To capture the traffic on the host, hover the mouse cursor on
ENVIRONMENT and click TRAFFIC CAPTURE.

AN

ENVIRONMENT

ASSETS & GROUPS

VULNERABILITIES

NETFLOW

TRAFFIC CAPTURE

AVAILABILITY

DETECTION

FIGURE 7.3: Capturing the Traffic

9. In the Destination field type the Windows Server 2008 or select from
the Assets list by expanding and click LAUNCH CAPTURE.
Note: If you receive any error while capturing the traffic, switch to the
OSSIM wvirtual machine and select the Reboot Appliance option to
restart the machine.
1 = peens ) 1000 T e e mronmant irathe. capture Iratie capture --  [aberwatiit - 10,10, 10,14 =
ol Q, &l X
DASHBOARDS ENVIRDONMENT REPDRTS COMFIGURATION

TIMEQUT [10 v |aacends

SENSDR

10-10.10.14 (akemuaut | sthi)

CAPTURE OFTIONS
CRPSIEE 4008 patkals REW FILTER
SETTIMGE
SIURCE DESTIKATION
1018 10 &
1
- p AllAssels 1= g All Assets
4 f Asscixs i F A Assels
+ & Assed Groups H =] ill 10090 8 hawts
= g Networks i § T fHoat-10-10-10-1)

g Y1090 2 jHomi-100-10-2

g 1010.70.12 tHowt 110012
, § 10101014 isenenits
;B g Assel Groups
|z Metworks

LALINCH CAFTURE

FIGURE 7.4 Launching the Capture
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10. OSSIM starts capturing the network traffic, which is generated by
Windows Server 2008.

T I#.ﬂ?","'-!0.?@.1‘0.14:":-:5 m/ e maAronment tra h-:_csi:.vtu'e.-"tmﬂ:_-:a;:'t_:r-:- - [ahenvault - TOTETOE]

WELCOME ADMIMN ALIENYAULT 10.70.10.14 | _}' SETTINGS SUPPORT

. &l

 ——
DASHEBOARDS ANALYSIS ENVIROMNMENT REPORTS CONFIGURATION

TRAFFIC CAPTURE (7]

SEMN3S0R3 STATUS

SEMSOH HAWE SEMSOR IP TOTAL CAPTURES STATUS
abeny ok B0 1070 B4 1 Captumng
CURREMT CAPTURE  [—— - ot 6
ST0P eaw E— T T
CAPTUIRE START TIME DURATION [SECONDS) LISER ACTION
205-08:04 135303 10 AT ™
- CAETURE QPTH
FIGURE 7.5: Sensor Status

11. Wait for the capture to complete. In the case of multiple captures, the
latest capture report is present at the bottom.

SENSORS STATUS

SOR MAME L-.‘.N‘SCR i TOTAL CAFTURES STATLY
Terialt 19161014 3 le
CAFTUHRE START THIE DURATION (SECOMNDS) USER ACTION
200E-07-37 05:2814 al admie 7] M 5P I
20737 135500 10 admir [1] N
2016-07-2205:1517 1 adwin 7] o =
FIGURE 7.6: Capture Reports

12. Click View Payload under ACTION as shown in the screenshot.

—

— i Y - ~ - - < - - . TR
c Ei:bt'.ﬂ?;,"!ﬂ_e'ﬂ.‘lcl.14: ossEm S emironment/trathic_capture fralfic_capture [alizreault - TO0.T0074] b i

WELCOME ADMIN ALIENYAULT 10.70.10.14 | :? SETTINGS SUPFPORT LOGOUT

L X « &l

CASHBOARDS AMNALYSIS EMVIRONMENT REFORTS COMFIGURATION

TRAFFIC CAPTURE Q

SEMSORS STATUS

SEMS0R NAME SENSOR P TOTEL CAPTURES STATLE
abeny mad e 14 i Idie
CAPTURE START TIME DURATION [SECONDS] USER ACTION

2075-08-01 135303 19 acmin —|_T'

FIGURE 7.7: Viewing Capture Report
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13. A new tab with the name of SharkVault opens. You can view the
captured traffic here.

i e e i ) B i >

=~ = ™ (’_i‘(biﬂﬁ’!()‘ﬂ 10,14/ mssim/ poap/shark/viewcapture phpZscan_name=néetscan_admin_1470059583_10_10,10,10.14 |'::jr,'1g:|-fi.="-£j-' =
Start Tima:Mon 2ag L 09:53:04 2018 End Time:Mon 2oy 1 09:53:10 20L&
Caprtare duraticn:s aeconds Number of packets:issl
Bo Tims Source Deatimation Probocal Lsngth Infa
—_— e e e e e e s — p— - e —_— T i
D.00GO0Cano 106.10.1L9%. 78 10.10.106:8 ILSY1.2 146 Application Daca,. Applicacion Dete = J
235 wFE\ g 050720 [ACH as B
0. 0DO45TI00 106,10:19%.78 10,10.10.B ICE g0 3 e ,“'E;’f;‘_g_ 95 [AFK] Seq=33
Acke38 RinezdZil Laned
D.2D0A332000 1238.232.133.32 1D, 10.10.8 ILS¥1.2 1434 Jeper Halln
0, O04 51000 128,232, 125,32 16,310.710.8 ICE 1513 [ICE mmgrens of & rea=sencle=d FDO]
0.004 5358000 158 232:135.32 10.10.10-8 TCP 1514 [TCE aeqmeaxntc of & reassentied FOO]
D.2043238300 153.232.125.33 10.10.1C.B ILEY1l.2 0T Certificonts
0005 0ET0 158,232, 125.32 10,1010, 8 TLS»1:2 1513 Jeryer Hells
0, 205078000 195,232.125,32 10,.10,10.8 ICE isls [ICE aggrent of & reazpencled FOO)
v 3
e R o P A S e Sl

W TRAME L1 14€ BYIES O MIBE {Ilgf BIIS), ldg EYIES CRETUBEL: {1168 3IIE| G IRIERFACE Q

¢ ETHERNET II, SBCt DO:50:56:FLIEDGAE {00:50:54:EL:EDIREy, DSTr O0:0CI22:4RI65:T0 {00:00E29: 45650700
¥ INIEASET - FROTDOOL VERSION &4, -SRC: 108.10.133.78 [196.E0.155.78), DET+ 10.10.10.B [10.10.10.2)

e TRANSMIS3TON COUIRCL BROTOCOL, 3AC BORI: 443 (4437, DT BORT: 59793 (50724, 3803: 1, ACH: 1, LEM: 92
& SECTRE SO0CHETS LRTER

FIGURE 7.8: Shark Vault Showing Captured Packets

14. Click the Graphs button in the extreme nght corner of SharkVault to
view a graphical representation of the captured traffic.

Filter: 'IL src == 10.0.0.1 | | & Apply [ Clear | | 4P Graphs

FIGURE 7.9: Graphical View

15. The Graphs: All Traffic pop-up appears, after observing the traffic; you
can close the Graphs pop-up and SharkVault tab.

Grapha: All Taffic

FIGURE 7.10: Graphical View
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Module 11 - Network Traffic Monitoring and Analysis

Lab Analysis

Analyze and document the results of the lab exercise. Give your opinion on your
target’s secunty posture and exposure through free public information.

PLEASE TALKE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

ABOUT THIS LAB.

Internet Connection Required

M Yes [ 1 No
Platform Supported
V] Classroom []ilabs
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Module 11 - Network Traffic Monitoring and Analysis

Network Traffic Analysis Using
Capsa

Capsa is a network analyer which belps network specialists detect and troubleshoot
network problems, improve network performance, and enbance nefwork security.

Lab Scenario

As the number of hosts in a network increases, the chances for anomalies increase

as well. To avoid such anomalies, a chief network defender needs to deploy a

ICON KEY network analyzer which can perform packet capture, accurate protocol decoding
7 Valuable and analysis, and automatic diagnosis of network events. Using this data, you can
information detect and troubleshoot network problems to improve network performance and

enhance network secux:ity.

Lab Objectives

This lab will demonstrate how to use network analyzers for network mamntenance.

o Test Fouc
knowledge

=  Web exercise

& Wotkbook review

Lab Environment

To carry out the lab, you need:

*  Regster at the link given below to get the setup file for the Capsa Enterprise

Edition demo version

http: / /wrww.colasoft.com/download / Aproducts/ download_capsa.php

® If you decide to download the latest version, the screenshots shown in the

lab might ditfer

" A computer munning Windows Server 2012 as a Host (Admuustrator)
machine

* A wirtual machine mnning Windows 10

¢ You can download

Wireshark from : :
http:/ /wwrw.wireshark org. " A Web browser with an Internet connection
" Administrative privileges to mn tools
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Module 11 - Network Traffic Monitoring and Analysis

Lab Duration
Time: 25 Minutes
Overview of Network Analysis

Network/ packet analysis 1s a process of capturning the traffic flowing through a
network and examining each packet to detect network anomalies.

Lab Tasks

O TASK 1 1. Log on to the Windows Server 2012 virtual machine

Download and 2. Goto
Install Capsa http:/ /www.colasoft.com/download/products/download capsa.php

5. Enter your details, uncheck the Subscribe to our newsletter option,
and click FREE TRIAL DOWNLOAD.

[ Thenk you for downigecd: X ‘
C | [ wwweolasoft.com/dovnload/product s/download_capsa php
i Gy Report for ASPF (B 5L iejection in Beck”™ 23 Open a port in Wind- (£ Create & Ercode 8 [ Make n usdetectable [0 Wi Cracking - Ko |

,lc 0 faSOft' PRODUCTS - SOLUTIONS - PURCHASE - DOWNLDADS - SUPPDRT - COMPANY -

ackmins Nedwerk el

Down | Dad Capsa Enterp rise DemO Home | Downlboad ! Download Capsa Entarprise Demo

Download the dema version teday 1o

= honkor and analyze network and application pefomance
« Pippoint nefwvork abnomaltias and bettlenechs
« DOptimiza nataork parformance and user satisfaction

0 Pipasa complata tha followmag form t atam 3 free mal A WALICE EMAI

s raguinad 10 compisie the nsiall

File Sizam
L Lo . Firsi Hame
Licante Typa
Version

Last Mame
Requirements
Limn fbatio e

Highlights:

Country

Slate

= Matwark Traffic Monitaring
= Advanced Protocol Analysis Coempany
& [n-dapth Packat Decoding

Multiple Network Behavior Monilaring ey
5 R ) Ermail
s Exlere=ive Siatistics of Each Hasl

Automatic Expert Notwork Disgrosis

WVistpalizesd Comnmsctions n Matie Phicaie

o Powerful Conversalion Analysis

= Lsefd & Vahmabia Builtdn Tools

5 Subscribe o our newsieter |

FREE TRIAL DOWNLOAD

FIGURE &.1: Registening for Capsa
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Module 11 - Network Traffic Monitoring and Analysis

4. Once you click FREE TRIAL DOWNLOAD, the system prompts you to
save the installer through a Save As window. Save the installer on the

Desktop.

II:EII * 7 |l Desktop » Search Desktop

Organize *  New folder

|

457 Favorites -
| B Desktop R Administrator

n Downloads

.E Recent places ]&] This PC
b [ Desitop { | Libraries

I- | Documents

[ jf, Downloads A '
I W Music . I Hetuak

I- =] Pictures

I B Videos ] Kali Sharing
[ E Local Disk (C:) -

File name: | capsa_ent_demo_9.0.0.9034_x64.exe

Save as type: |Application

k * Hide Folders

FIGURE 8.2: Downloading Colazoft tool

5. Nawigate to your download location, double-click the installer file and
follow the wizard installation steps to install the application.

Note: In this lab, the version of Capsa downloaded i1s
capsa_ent_demo_9.0.0.9034_x64.exe. If you are running this lab using
a different version of Capsa, screenshots and steps may differ in your
lab environment.

Dunng installation, if a Windows Security pop-up appears, click
Install.

In the final step of installation, check the Launch Program option and
click Finish.
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Module 11 - Network Traffic Monitoring and Analysis

6. The Colasoft Capsa 9 Enterprise Demo window appears, click OK.

Thank you for trying Colasoft Capsa. This demo will expire in 15 day(s).

This demo version differs from the full version as follows:

Capture project wil run only 4 hours in each capture.
Concurrent projects are limited to 1.

Only Quick mode 5 available for replaying packet files.
Only two packet fies can be replayed simultaneously.
Only the first 20 private IP addresses will be analyzed.
Provides only 5 custom protocok.

Provides only 5 custom alarms.

Provides only 2 custom dashboard panels.

The reports cannot be saved.

The report settings cannot be configured.

Logs and packets cannot be automatically saved.
The print function is not avaiable.

16MB at most can be allocated to the packet buffer.

Purchase the full verion

FIGURE 8.3: Colasoft capsa demo

2 TASK 2 7. The Colasoft Capsa 9 Enterprise Demo window appears as shown in

the screenshot.
Begin Traffic

Monitor

Ip | bps Speed Packets |~ |

[ Fthemet 4 182 1620180 20364 Kbps 1,410.07 Mbps —

[:I Local &rea Connecticn 0.0.0.0 0.000 bps 10.00 Mbps 0

M Fhemnet 3 A2 J TA1007 Mbps

TR, ity Analeis HTTE Anabisi EmsilAnalin: DMSAnabsis  EI0 Analyss
konitoring y Ve
FIGURE 8.4: Colazoft capsa Enterprize Demo
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Module 11 - Network Traffic Monitoring and Analysis

8. In the Analysis Profile section, click Traffic Monitoring.

Hame | | pes Bps | spesd Pa~|  Motselected
Hetwork Profile W

[ Etharme: 127001 a7 45508 Kbps 190,30 Mbps o Metwork Profile 1
| I rk Bk
[ Ehemer 127001 43 A2IEKDEs  1A0LTMERS 10 ol
1<} = | ' Anablysis Profile 7]
Traffic Montonng:
Provides rapid and =fficent

statrtical analyss of excessive
nebwork traffic.

Anatysem modules losded:
[INS

Captura Riter:
o filter apphed, all traffic will

Data Seorage:

Packet output disaloled
L ' Log cutput cisabled
[ ﬂ (] '? -
[ ‘ o i N F
& P @ & 4@ =2 =&
= ol X . "H TEY —
Full analysic cufity Analsis HTTP Analysis  Email Analsic DRS Analysic FTP &Aralycis

FIGURE 8.5: Namgating to Traffic momtonng profile

9. Under the Capture tab, check the adapter associated with the IP
Address of the Window Server 2012 virtual machine (i.e., 10.10.10.12).

= Local Network Adapter(s)
[ Ethernet 4 192.168.0.190
[] Local Area Connection 0.0.0.0

Ethernet 3 10.10.10.12

0.000 bps
0.000 bps

0
0

FIGURE 8.6: Selecting network interfaces
10. Scroll down and click Start.

ol

Security Analysis HTTP Analysis Email Analysis  DNS Analysis  FTP Ana

Traffic
,w@lonitafing;

FIGURE 8.7: starting the traffic monitoning
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H task 3

Examine Network
Traffic

Module 11 - Network Traffic Monitoring and Analysis

11. Launch the Windows 10 machine and log in as the Local Administrator.
Browse some sites to generate traffic.

12. After a few minutes, click Stop.

FIGURE 8.8: stopping the traffic

13. Switch back to Windows Server 2012.
14. You can view the total traffic size in the Total Traffic by Bytes widget.

710.00 B
268.00B
426.00 B
284.00B
142.00B
0.00B

FIGURE 8.9: Viewing total traffic

15. You can wview the IP addresses which consumed the maximum amount
of memory in the Top IP addresses by Bytes widget.

op IP Addresses by Bytes

3.74KB
2.99 KB ~
2,24 KB -
1.50 KB

766.00 B
0.00B -

FIGURE 5.10: Viewing IP address in bytes
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Module 11 - Network Traffic Monitoring and Analysis

16. The protocol applications which consumed the most memory is

available in Top Application Protocols by Bytes widget.

Top Application Protocols by Bytes

1.87 KB
1.50 KB -
1.12 KB -
766.00 B -
383.00 B
0.006 -

FIGURE 8.11: Protocols by bytes

17. Click the Packets tab.

FIGURE 8.12: Navigating to packets tab
18. The Global mdget 1s available in Packet tab.

@ <=54
@ 55-127
|- 128-255
(4B 256-511

= @ 5121023
- 1024-1517
[y >=1518

FIGURE 8.13: Global widget

19. The Global - Broadcast, Multicast (packets) widget shows the packets
which were broadcast and multicast.

Global - Broadcast, Multicast (Packets)

—.._* Bruadcﬁst-‘— Muiticast

FIGURE 8.14: Global mmlticast and broadcast packets
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Module 11 - Network Traffic Monitoring and Analysis

20. The Domain tab has widgets if more than one domain is used.
21. Click the TCP tab to view various TCP flag related statistics.

(e _ TrRTCUR Capt TP CUMACE Cams (T armty
10031 - TUP SYIN Sent, TLF 5YNALK Sent [Lount)

4 TCP 5YM Sent - TCF SYMACK Sent

FIGURE 8.15: Global TCP SYN and ACK packets

22. You can also view widgets that show when the TCP FIN flag and RST
flags are set.

23. Click the Port tab. You can view the top ports used in the network
traffic.

FIGURE &.16: Global ports used

24. You can also view a separate widget each for TCP and UDP ports used.
The UDP port widget is shown here.

FIGURE 8.17: Global UDP ports used

23. Click the IP tab. You can wview the top IP groups which generated the
most traffic.

FIGURE 8.18: Global IP traffic
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Module 11 - Network Traffic Monitoring and Analysis

26. You can also view the top local IP address, which generated the most of
the traffic.

Global - Top Local IP Address by Total Traffic (Packets)

[ 10.10.10.10
B 10.10.10.255
[ 10.10.10.12
[ 224.0.0.252
Bl 10.10.10.1

B 239.255.255.250

FIGURE 8.19: Local IP with most traffic

27. Next, click the Close Project button to close the window.

FIGURE 8.20: Closing the project

28. If a Colasoft Capsa pop up window appears, click No.

0 If you quit without saving, all packets will be
discarded. Do you want to save them?

Yes | Cancel

| ] Do not ask again.

FIGURE 8.21: Not saving the packets
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H TaAask a4

Perform Security
Analysis

B task 5

Examine the
Output

Module 11 - Network Traffic Monitoring and Analysis

29. Click Security Analysis and click Start.

Analysis Profile

Full Analysis

Monitoring

Kc ity AnalysH

FIGURE 8.22: Secusity analysis

30. Switch to the Windows 10 machine and browse web sites to generate

traffic.

31. Switch back to Windows Server 2012 and click Stop to stop the packet

CH.PTIIIC :

General

'Y

Network Prof

FIGURE 8.23: stopping the traffic

32. The Summary window appears. You can see a summary of the attacks
or suspicious activities.

. DosAttacking
.- DoS Attacked

- Suspicious Conversation

- TCP Port Scan

AP Amack
=i Diagnasis
: lﬂfmm ation Events
i “Netice Fverts
~ Warning Evertts

| Multicast
| Averag Packet Size
=Pkt Size Distribution.
' o=
L B5-127
128255

 Bytes | Packets Utilization
UL 0| Looo
wiwe el CLoo0%
184K 7] L.000%

Packets Utilization
13
35

3

FIGURE 8.24: Summary of secunty
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33. The next few tabs such as ARP Attack, Worm, DoS Attacking and so
on show data only if relevant attack packets are found.

34. Click the Diagnosis tab to view any network defects.

10.10.10.10

| 00:15:50:00:39:38 10.10.1w0.10

00:15:50:00:39:38

00:15:5D:00:39:33

| 00:15:5D:00:39:38 -
om1559-m3933 |

FIGURE 8.25: Diagnosis by IP address

| E i;‘ chatl-lmt

: E'-'e'ﬁt'.s'lln!ﬂi!j‘ -

FIGURE 8 26 Diagnosis by details

35. Click the MAC Endpoint tab to view the MAC address endpoints and

MAC conversations.

' u H ums 5090 1%:0C

- 40,1010,

: u H' mms&mma&

-8 1010.00.10

= H 00:15:50:00: 36:33
- 10:10.8.12
EE‘__MEI‘tlcast Addiesss

) 5% 010056 TR:FFFA

B 329,355, 255,250

r % 01:005EORO0FC

B 3333, PR3 36043

| &

.mmmsl}mag;ss

~ Do0CkDOA10112
000G 00000000
mo&ﬂznmg

90.008 |
117 KB |

FIGURE 8.28: MAC conversations
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Module 11 - Network Traffic Monitoring and Analysis

36. Click IP Endpoint to view IP address end points and IP conversations
(further sub divided based on protocols).

- 1010100124 T : <2
! 10.10.70.1 B e

-8 10,10.10.10 [ ] 3.51 KB |

S ATST T N J |

! 5 10,10:10.255 [ | 1.26K8 |
=2 Muln:astAddresses Bl
=E ﬁg‘ Adlmmmatwely Scope - .
B esmon | | : 56

= Js;.? Local Metwork Control ... [ 145KE 145 KB

ﬁmunzsz [  TS0O00B | : 10 | DO00bps 750.008 |

S 1 S . S———

__?1010.11111 5 | |
= 10.10.10.255 DRO402.243571 |
00:05:00, 160883

FIGURE 8.30: IP conversations

37. Click the Close Project button to close the window.

FIGURE 831 Closing the project

38. If a Colasoft Capsa pop up window appears, click Ne.

o If you quit without saving, all packets will be
discarded. Do you want to save them?

Ys |[No ][ Cancel

|| Do not ask again.

FIGURE 8.32: Not saving the packets

CND Lab Manual Page 467 Certified Network Defender Copyright © by EG-Council
All Rights Reserved. Reproduction 13 Stoctly Prohibited.



Module 11 - Network Traffic Monitoring and Analysis

39. Click HTTP Analysis then click Start.

E TAsK 6

A lyses fotile

Perform HTTP
Analysis

Full Analysis Security Analysis |HTTP Ana s?s‘
i Menitorind B ; L

FIGURE 8.33: HITP analysis

40. Switch to the Windows 10 machine and browse web sites to generate
traffic.

41. Switch back to Windows Server 2012 and click Stop.

Adapter Start  Stop

Capture

Node Explorer

FIGURE 8 .34: Stopping the traffic

O TAaskK 7 42. The Summary tab shows a summary of the packets.

a i B

ard | Biagnosis | Protocal | MAC Endpaint | IF Engpoint | 1P Comversab

Examine the
Output
| -Notice Events
Woming Events. & L8
ErorBvents .0 o ) . A% &y
Btes | Utilization
188 K8 | e DD0o%
0008 | 0.000%
- Muiticost 18K o B 0000%
o [ Poersge Packet Size . 2 AN P
E - Pt Size Distributicn Bytes | | Utilization
ST I LUTY D%
| 65127 368.00B | 0.000%
---128-255 153 KR | 0.000%
. O00E | _DO00% |
P --512-1023 000 B | 0.000%
L MmesasiT . Deow|
L >=1518 0008 |
- Address
| MACAddes
FIGURE 8.35: Summary of packets
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43. The Dashboard and Diagnosis tabs have the same widgets as shown
above. Click the Protocol tab. You can wview number of packets
(amount of traffic in Bytes) generated by different protocols.

BT NetBIOSS,"
: '_I_' BES

. T NEDGM
- 5507 .53 KB
ULy L L | Ages . |

FIGURE 8.36: Protocol summary
44. Follow steps 37 and 38 to close the project.
45. In addition, other components can be analyzed as shown in the

Analysis section.

Lab Analysis

Analyze and document the results of the lab exercise. Give your opinion on your
target’s secunty posture and exposure through free public information.

PLEASE TALKE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
ABOUT THIS LAB.

Internet Connection Required

M Yes [1No
Platform Supported
Classroom []ilabs
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