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Module 11 - Network Traffic Monitoring and Analysis

Capturing Network Traffic using
Wireshark

Wireshark is a network packet analyzer, which is used fo capture network packets
and display packet data in detail.

Lab Scenario

Traffic flowing through a network contains various kinds of data. Understanding the
packets of data flowing through the network using command line applications 1s a
tecious task, and 1t 1s difficult to sort out the requured tratfic from the live tratfic that
1s flowing through the network. Hence, it 1s necessary to have an application with a
graphical user mterface that can capture the entre traffic in a network, and help you
in filtening the traffic. Bemng a network admumistrator, you need to have Wireshark
mstalled to monitor and capture network trathic.

Lab Objectives

The objective of this lab is to demonstrate the mstallation of Wireshark and
captunng network tratfic

Lab Environment

To carry out the lab, you need:

"  Wireshark, located at Z:ACND-Tools\CND Module 11 Network Traffic
Monitoring and Analysis'\Packet Sniffing Tools\Wireshark

" You can also download the latest version of Wireshark from the link
https:/ /www.wireshark.org/download.html

" Ifyou deade to download the latest version, then screenshots shown in the
lab may ditfer

" A wiurtual machine munmng Windows Server 2012
" A Web browser with Internet connection

" Administrative prvileges to mun tools
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Meodule 11 - Network Traffic Monitoring and Analysis

Lab Duration
Time: 10 Minutes

Overview of Packet Capture

Packet capture means intercepting data packets traversing over a network using
packet capture tools like Wireshark These captured packets are analyzed in order to
determune whether proper network secunty policies are bemng followed.

Lab Tasks

Log on to Windows Server 2012 virtual machine in Hyper-V Manager

[

2. Before beginning thus lab, ensure that WinPecap 1s installed.

3. Nawigate to Z:\CND-Tools\CND Module 11 Network Traffic Monitoring

and Analysis\Packet Sniffing Tools\Wireshark and double-click
Wireshark-win64-2.0.2.exe

4. If Open File - Security Warning pop-up appears, click Run.

= TAsSK 1 5. Follow the wizard-driven installation steps to install Wireshark
Installing and Wireshark 2.0.2 (64-bit) Setup

Launching

Wireshark

Welcome to the Wireshark 2.0.2
(64-bit) Setup Wizard

This wizard will guide you through the installation of
Wireshark.

Before starting the installation, make sure Wireshark is not

running.
Ewﬁiﬁhﬂ_tk 15 an open
source packet analyzer used Click 'Next' to continue.
for network
troubleshooting, analys:s,
software and
commmmications protocol
development, and
edncation

FIGURE 1.1: Wireshark installation wizard
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Module 11 - Network Traffic Monitoring and Analysis

6. Dunng installation, a window appears asking you to mnstall WinPcap. If
you have already installed the application, click Cancel; else, click Next if
you have not installed WinPcap.

A Wireshark 2.0.2 (64-bit) Setup

Install WinPcap?
WinPcap is required to capture live network data. Should WinPcap be installed? ‘

Currently installed WinPcap version

Install
[w] Install WinPcap 4.1.3
(Use Add/Remove Programs first to uninstall any undetected old WinPcap versions)

7 Wiseshark is a tool
that allows packet traces to
be sniffed, captred and
analyzed. Before Wireshark
(or in general, any packet
capture tool) iz nzed,
careful consideration
should be grven to where in
the network packets are to
be captured.

What is WinPcap?

Figure 1.2: WinPcap mstallabon wizard

7. On completing the installation, launch Wireshark from the Apps screen

A p p S

Adohe Feader 9 Cluster-Aware

Local Security Task Scheduler

Windows Firesal

Metwiork Policy

Deskto 8]

Irtermet Explorer

WildFackels. ..
MEWY

WildFackets
CirmniPeak

Wireshark
MEW

MEWY

Component

SETVIES

Computer
Management

Conmection...
MEW

Letragrment ancd

Dptirmize Drives

Event Viewer

Failover Cluster
ENY

© ¢ © 4 4 » =

HEVY

Pt mia noe
koniar

Hemote ACCess

HEW

Fesource Monitor

Hemote ACcess

with Advanced

Windows hMenno 33

Diagrostic

Windows
Powwers bl :.:"! !r:':-l:

WInoows
Powwearshell ISE

Wnoows

PowerShell 1SE.-..

FIGURE 1.3: Windows Server 2012 Apps Screen
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Module 11 - Network Traffic Monitoring and Analysis

8. The main window of Wireshark appears as shown in following

screenshot:

File Edit View Go  Caplure  Analze Statistics  Telephony  Wirdess Tools Hep
4s 8 iBREA-==TsE|Eaaan

rl | apply a display fiter . <Chl-f=

Welcome to Wireshark

Capture

Lu5Ng this fiter: [ A | Enter & capture filter

Etheinet 2 M (.

Ethernet |

Learn

User's Gukde - wiki - Questions and Answers - Malling Lists
You are urning sWireshark 20,2 (w2.0.2-0-0alse22e from master-1.0]. You receive automatic updatss.

#  Ready to load or capture | Mo Packets . Profile; Cefault

FIGURE 1.4: Wireshark Window

B TaAsk 2 9. Now, you need to select an imnterface on which you want Wireshark to

capture traffic. To begin packet capture, select an interface of your choice,

Capturing and click Capture (shark fin) icon.
Network Traffic

Using Wireshark
File Edit  View Go Copture  Analyze  Statistics  Telephony  Wirdess Tools Help

B EERE =T o Elaaan

r. | apply a display fiter . <Cwl-f=

Welcome to Wireshark

Capture

.zing this filter: [ N | Enter a capture filter

Users Guikde - wiki * Questions and Answers *© Mailling Lists
You are urning sWreshark 2,002 (w2.0. 2400315222 from master-1.0]. You receive automatic updatss.

# Ready to load or capture | Mo Packets Profile: Cefault

FIGURE 1.5: Capturing traffic in Wireshark
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Module 11 - Network Traffic Monitoring and Analysis

10. Wireshark begins to capture traffic of the selected interface as shown in
the following screenshot:

File Edit Yiew Go Capture Analbeze  Statistics  Telephony  Wirdess  Tools  Help
AB 2@ MREB esEF RS|EQa8_]H

I__! | Spply & dsplay flber .. <Cirl-)

LJ | epresson . +

Mo, Time Source De=xlination Protoeol  Length Info -
277 18.. HonHaiPr_c@:2e=:19 Broadcast ARF 68 Who has 192.166.8.347 Tell 192.168.8.46
278 18.. Microsof_9e:So:88 Brosdcast ARF 6@ Who has 192.158.6.13% Tell 192.165.8.57
279 18 Microsof @8:80:88  Orosdcast ARP 60 Who has 192.168.6.1537 Tell 132.168.8.57
288 18.. Tede::4836:daf9:935.. Tfe2::1:3 LLMMA 87 Standard query 8xibdd A ecccd22
281 18._ 192.168.8.57 224.6.8.252 LLMR 67 Standard query @xibdd A ecccd2?
282 18.. Microsof_9B:E2:88 Broadcast ARP 68 Who has 192.168.8.1987 Tell 192.168.8.57
283 18. 102.163.8.126 238.255.255. 250 S50 374 NOTIFY * HTTP/1.1
284 18.. 192.165.8.126 239.255.255.250 S50F 374 NOTIFY * HTTP/L.
285 18. 192.168.8.126 239.255.255. 250 S50F 383 NOTIFY * HTTP/1.
V7 Wireshark uses colors 286 18.. 192.165.8.126 239.255.255.250 S50F 383 MOTIFY * HTTP/L.
RS 287 18. 102.163.8.126 238255255258 S508 438 NOTIFY * HTTP/1.
to help you identify the 288 18.. 192.165.8.126 239,755,255, 258 S50 A3F NOTIFY * HTTP/L.
types of traffic at a glance.
By defanlt, gl:&enisTCP F Frame 1: 68 bytec on wire (€32 bits), 68 bytes capturad (428 bits) on interface @
'I'_‘m_ﬂi[:: dack bhie i1z DINS b Ethernet II, Src: Iﬁ:rnmf_ﬁ:ﬂﬂ:m (H:lE:Sd:H:Eﬂ-:m}, D=t: Broadca=st f'Ff:'Ff:F'F:ff:f‘F:'F'F]
traffic, ].ight blue iz TTDP F Address Resolution Protocol (reguest)
traffic, and black identifies
TCP packets with problems : 5d 60 5 €8 03 95 00 o1
pa pr 3 50 B8 58 08 @ af B8 39
P8 9f 28 09 09 88 00 00
B8 B9 28 68
Pachets: 305 * Cisplayed: 305 (100.0%) || Profile: Defaut
FIGURE 1.6: Traffic Captured on Wireshark
11. This way, you can configure Wireshark to capture network traffic
Lab Analysis
Analyze and document the results of the lab exercise. Give your opinion on your
target’s secunty posture and exposure through free public information.
PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
ABOUT THIS LAB.
Internet Connection Required
M Yes [ No
Platform Supported
M Classroom [Jilabs
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Module 11 - Network Traffic Monitoring and Analysis

Applying Various Filters in
Wireshark

Wireshark provides numerous filters that can be applied fo get only the required
packets

Lab Scenario

Wireshark filters traffic flowing through the entire network. This traffic
contains various kinds of data packets associated with wvarious protocols,
flowing between the source and destination. So, searching for a specific packet,
port or an IP address manually 1s extremely difficult. In such cases, applying
Wireshark filters helps network admuinistrators to track down the huge amount
of traffic and discover the mtended packets. As a network administrator, it 1s
essential to have a good knowledge of vanous Wireshark filters that help you in
narrowing down the traffic and obtaining the desired result.

Lab Objectives

The objective of this lab 1s to help you become fanmuhar with vanous Wireshark
filters

Lab Environment

To carry out this lab, you need:

"  Wireshark, located at Z:ACND-Tools\CND Module 11 Network Traffic
Monitoring and Analysis\Packet Sniffing Tools\Wireshark

. You can also download the latest version of Wireshark from the link
https:/ /www.wireshark.org/download html

" If you deade to download the latest version, then screenshots shown in the
lab mught differ

" A vurtual machine munning Windows Server 2012
" A virtual machine manning Windows Server 2008

" A Web browser with Internet connection
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http:/ {wwwwiteshark org.

EIT_FL capture filter takes
the form of a senes of
pomitive eXpressions
connected by conjunctions
(and/of) and optionally
preceded by not

Module 11 - Network Traffic Monitoring and Analysis

® Administrative prvileges to mn tools

Lab Duration
Time: 25 Minutes

Overview of Wireshark

There are various filters in Wireshark that help you filter packets containing:

" Source IP address

Destination IP address
ICMP traffic and so on

Lab Tasks

1.

&

Before beginning this lab, ensure that you are logged on to the
Windows Server 2012 and Windows Server 2008 virtual machines

Launch Wireshark and start captuning traffic on your network

In order to capture tratfic in Wireshark, browse the websites
http:/ /www.in.com and http://10.10.10.8 /cnd

The Filter ficld at the top of the Wireshark main window allows you to
apply various filters which help with narrowing down the tratfic

et [V LA T AT . CLIE

File

4 W

Edik

View Go Wirdess Tools Help

il x

Capture Telephony

e~

Analyzz  Statistics

TLaz|=Elaaqr

- -~ ——
q o [ EEE

- | Expression. .. +

Apply & display fiter .. <Chl-f=

Time

Source

Destration

Pratocol

Length

Info

My

1 &. BEbaa

1931 . 168 .8. 148

192 168.8.255

HEMNS

Name query NE WPADCBS

2 B, eea099
E R
4 g.e81125
L 8.ea1152
6 &.,123585

3 G511

fed@::cB59:F216:b94.. Ff@2::1:3

192.1e8.8. 148

214 . 8.8.252

fed@; :cB59;f216:b94.. ffa2::1:3

192.163.8. 148
132.168.9.33

224.8.8.252
192.168.8.235

fed@: :f262:36bh2:0cd,., ffR2::122

LLMMR
LLMMR
LLMMR
LLMAMR
HEMNS
DHCPwis

84 Standard gquery @wcd3dc.

Standard query Bxcd3c.

B4 Standard query &xa53b.

Bl
a2

Standard query BxabZb.
NE WPADBE-

e 2 o=

Hame gquery
5 L j M1

Frame 1: 91 bytec on wire (736 bitc), 92 bytes captured (736 bitc) on intertace @

Ethernet II, Src: Dell eS:bfi:ba (fe:dd:az:eg:bf:ba), Dst: Breoadcast (Ff:ff:ff.f7.FF:FF)
Internet Protocol Versiom 4, Src: 1592.168.8.146, Dst: 192.163.6. 255
User Datagram Protocol, Src Port: 137 (137), Dst Port:

137 (137)

tf ff ff £ £f ff fo ad
88 4= 14 d3 @8 89 58 11
aa ff @8 59 8@ 59 @@ 32
a8 B8 BE B8 BB B8 28 a5
41 42 41 43 41 42 41 43
41 43 41 43 41 41 41 &8

a2 % bf ba BE 82 45 08
a? T8 c® a3 88 Bc c@ ad
6F &d ca 98 A1 18 @8 a1
A8 A 41 45 42 45 45 43
41 43 41 42 41 43 41 43
&8 26 09 al

ACACACAC ACACACAC

ACACAAA. . ..

Qo 7

Ethernet: <live capture in progress:s | Padkets: 200 - Displayed: 200 {m.n%ﬂ Profil=: Cefault

FIGURE 2.1: Wireshark Filter Field
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Module 11 - Network Traffic Monitoring and Analysis

= tAask 1 5. To view the HTTP specific traffic flowing in your network, type http in the
o filter ficld and press Enter. By applying this filter, Wireshark filters HT TP
EIRET" TNy traffic flowing through the network and displays it as shown in the
Protocol .
following screenshot:

File Edit View Go  Capkure  Analyze  Statistics  Telephony  Wirdess Tools Hep
An i@ JERBR==>E=TLE|Elaaand
hitpl -] Boressen... | +

Time Source Destiration Pratocol  |Length Info b
2197 17.875729 £9.89.31.193 192.165.8.159 HTTP 1114 HTTP/1.1 Z8@ OK [PNG) fi
2198 17.875729 63.859.31.153 192.168.8.159 HTTF 16846 HTTR/1.1 288 O [PHG)
2288 17 .8T7T8263 192 .1k8.8. 159 69 _89.31.1593 HTTP 435 GET _.I"i.I'HEEE'S..I'SEEF"Eh—hE..-
2261 17.478B65 192.168.8.159 5%.85.31.3153 441 GET /images/footerBg-..
227 17. 294685 BY9.89.31.163 192 162.8.159 HTTF 1224 HTTP/L.1 2@ OK [PHG)
2269 17.2195348 192.168.8.15%9 59.89.31.3193 HTTP 439 GET /images/mainMenu-.. |

S
o

1 2412 17 . »a7524 [ P I A I 192 16E. 8,159 4110 2849 H . RGO 50
[ Frame 2289: 430 bytez on wire (3512 bitz), 439 bytez captured (3512 bitz) on interface 8

I Ethernet II, Src: Microsof _@0:0L1:8d (99:15:5d:80:0L1:8d%, Dst: Ciscolnc_le:€2:cl [f4:8f:1b:lec:82:cl)
I Internet Protocol VWersionm 4, Sepc: 1802.168.6.150, Dot: 60.89.31.1093

f4 8f 1b le 82 cl 5d @8 81 Bd BE 88 45 00

8L a9 21 49 48 o8 eg @2 ch ad @@ 5f 45 59

If €1 & 25 @8 58 ef 18 5L 2d Sz dé 5@ 13 P WO-ELP.
EEEE 82 8d 37 fd ea a8 54 18 2f 589 B6d BE1 BT RS e-...GE T .l"irI'IEIEE
gese 73 M ed 61 69 GBe Ge 75 2d & 65 EE T4 2e z/mainMe nu-laft.
CESO 78 Se 67 28 28 54 2f 31 20 31 6d o 48 &f png HTTP f1.l..Ho

@ 7 wireshark_peapng_54341.._20150421022213 20033 | Packets: 2789 + Displayed: 227 (8.1%) * Drapped: 0 (3.0%) | Profile: Default

6. To view the TCP specific traffic flowing in your network, type tep in the
filter field and press Enter. By applying this filter, Wireshark filters TCP

traffic flowing through the network and displays it as shown i the
following screenshot:

Edit View Go Capture Analyze Stabstics Telephony Wireless Tools Help

Adn @ JERE QRe=x=F iZ([Faaand

"l Expression... =
Time Source Cestination Protocol  |Length Info i
T 11.T7334958 Fa., 125 68, 192 . 1688 .8, TCR 68 443 3 49159 [ACK] Seq.
@8 11.735343 74,125 .68. 152 .168.6. TLSw1.2] 1434 Serwer Hello
I3 11.735886 74,125 .68, 192 .. 16&.8. TCF 1434 [TCF segment of a rea.
Pt ypees T R ] e
k ?mfﬂml[HHIj' 312 11.746163 152.168.0. 74.125.68. TLSv1.2| 188 Cliert Key Exchanzs, ..
manapph-:ahmpmmcﬂ]
for distributed,
collaboratrve, hypermedia
nformation systems.
HTTP functions as a
request—response protocol
in the client Pt 28 1S od @2 21 ad fa4 ef 1k 1e 82 1 GE B33 A5 &8
i B85 Bc 3d be 80 08 21 B85 15 fa 4a 7d 44 of cB a8
computing model 2820 B0 9F 81 bb <@ 67 98 64 cc 67 7f ad F5 9c 58 16

Al 55 B84 49 @@ @@ bc 39 95 75 a6 42 fd al 38 97
BRan e 59 =4 @5 a5 Be 38 6L 97 11 dB 52 fa Vo Ge el .
B850 cB 12 38 27 fl1 4e e5 22 dE cd db 8e bb bl 62 6@ - L | .

i) ¥ Tranemission Conirol Protooo: Protocol | Padkate: 2342 - Digplayed: 995 {42 49%) - Dropped: 0 {EI.D!-".]l Profie: Default

FIGURE 2.3: Packet Filtering with TCP Packets
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7. To view the ARP specific traffic flowing in your network, type arp in the
filter field and press Enter. By applying this filter, Wireshark filters ARP

traffic flowing through the network and displays it as shown i the
following screenshot:

File Edit Wiew Go Capture Analyze Statistics Telephony Wirdess Tools Help

Amfde  EPREQezx=zFiLIZ[ElaaamE

= | Expression... +

Time Sourcs Destination -
"—7'The Address 17 @.624165 D-LinkIn 4e:78:a8  Broadcast 192.168.1.167..
Resolntion Protocol [:_H._RP} 18 @.63 1640 HonHaiPr_cd:af:ch Broadcast 102.158.8.927..
13 a telecommmnication 32 B.9274083 Foxconn_al:87:b2 Broadcast 192.158.8.6817..
P:qtqml nzed for 23 @_918281 Fowxconn_al:@7:hbl Broadcast 1892 188 _@.137
resolution of Internet laver 44 @,929312 Fosconn_al:@7:b2 Broadcast 192.158.8.67 ..
addeezzes into link ].‘E?B[J 45 @.9293R2 Foxconn_al:@7:bl Broadcast 192 _1R8_R_183._
addresses, a crtical ’ Sl ©,934784 HonHaiPr c4;a8;:29 Broadcast :
fanction in ﬂ]J.:l.ltip]e-amess I Frame 17: 68 bytes on wire (4308 bits), 68 bytes captured (4868 bits) on interface @
networks. [ Ethernet II, Src: D-LinkIn_ds:7@:a8 (JE:54:2e:4e:7@:a8), Dst: Broadcast (f:-ff:ff:FF:F7:7F)

I Address Resolutien Protecel (request)

8 54 2e 4= V0 oB €3 6o o2 oL TR
6 534 282 42 V8 of C@ ad el ol waaaaa
CR as @l B3 BB B8 2R BE 8B Aaa

B3 @@ B4 9c 5d a0

1+
5]

L 7
aE el 7
LGS
B

e
B

@ ¥ Address Resclution Protocol: Protocol | Packete: 192313 - Displayed: 4441 (22.4%) || Profile: Default

FIGURE 2 4: Packet Filtening with ARFP Packets

8. In the same way, you may use various other filters to filter the required

tratfic
9. You can also filter traffic based on the source and destination IP
H task 2 addresses. To view traffic orginating or destined to a specific IP
Filtering Traffic by address, EEP]}' E]tf:f [||:|.=|:I?:Ir——IF Address] (The IP addresses shown
IP addresses here may differ in your environment)
File Edit View Go Capture Analyze Stabstics Tdephony Wireless  Tools  Help
AN Je | J)EREQexEF S [Eaqaas
p.addr == 10, 10.10.8] Expression. .
Time Source Dectination Protocol  Length Info
3 8.991241 19.16.18.12 19.16.18. 1CHP 74 Echo (ping) request
& ©.862608 l16.1€.16.8 16.16.16. ICHMP 74 Echo {ping] rl:p].}'
7 1.914214 19.16.18.12 19.16.18. ICHP 74 Echo (ping) request
8 1.815181 le.1€.16.8 18.16.16. ICHMP 74 Echo I:ping] rl:p].}"
9 1.826397 18.1€.18.12 1€.1€.16@. 1CHP 74 Echo (ping) request
18 2.827524 10.16.10.8 16.16.10. ICHP 74 Echo (ping) reply
CERT R 12 IE Iﬂ Iﬂ E | ] 0 anlale “Tall[= )
[ Frame 3: 74 bytes on wire (592 bits), 74 bytes captured [592 bitz) on interface & A
I Ethernet II, Src: Microsof _8€:81:15 [(#9:15:5d:808:81:15), Dst: Microsof _68;:81:14 {'BE:IE:Ed:&B:El:l#}
[ Internet Protocol Yerzionm 4, Sec: 16.168.18.12, Dst: 18.168.18.8
4 Internet Control Messoges Protocol
cege 88 15 5d 88 81 14 88 15 5d @8 81 15 8B 88 45 aa
2E18 88 2c 62 52 G606 68 38 31l BGe 88 8a Ba Ba Bc Ba Ba v bR wnmmaaas
EEZ0 ©a O3 B8 €2 4d 44 9B Bl 88 17 61 62 63 54 65 66 vosolDe. ..obocdef
FEAE B7 BB B9 B3 Bb 6C Bd Be BF TR J71 T2 T3 72 75 76 ghijklmn opgrstuv
el 77 5l B2 B3 B4 BS BR BY BE EBEH wabcdaefg hi
o wiredﬁrkjmpng_MICFm-ﬂEE?-—..ﬁ?lﬂ'?ﬂ[!_lﬂiﬁﬂﬂilﬂ#ﬂﬂﬁ_aﬂﬂﬁﬂﬂq Pad&l::é?‘ﬂk:played:#ﬂ[?ﬁ.l%” Prefie: Default
FIGURE 2 5: Packet Filtening with TP Address
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"7 Fach machine
connected to the Internet

hasz an address known as an

Internet Protocol address
(IP address). The IP
address takes the form of
four numbers separated by
dots, for example:
125.45.67.890. In sample
terms, it 15 the numenc

Module 11 - Network Traffic Monitoring and Analysis

10. To view traffic originating from specific IP addresses, apply the filter
[ip.src==IP Address]

File

A W &

Edit View Go Capture

Analyze
MREReasZEF L S [E

Statistics  Telephony

Wireless  Tools

B 8 B

Help

|! | p.src == 10.10.10.3

Mo,

Time

Deatination

Prokocol  Length

b @ Ba2898 1e.18.
8 1.815181 18.18.
1o 2.827524 1. 18,
12 3.848455 1e.18.
14 4.,8571939 16.18.
16 5.8755852 19.18.

s e . 19.19.8 118,118,168,

18.8

18.8

18726816 .
18.16.18.
18.16.18.
18.16.1&.
18.168.148.
18.18.1@.

ICMP 74
ICHP 74
ICHP 74
ICHP 74
ICHP 74
ICHP 74
ICHP 74

Frame 6: 74 bytes onm wire (592 bits), 74 bytes captured (592 bits) on interface @
Ethernet 11, Src: Microsof 88:81:14 (@@:15:5d:8@:81:14), Dzt: Microsof 88:81:15 (@8:15:5d:88:81:15)
Internet Protocol Version 4, Src: 168.16.16.58, Dst: 18.16.16.12

address of a computer
o ted to the Int ¢ Internet Control Message Protocol
also called Internet address. pEER @@ 15 S5d @@ 8L 15 PA 15 S5d 89 A1 14 85 88 45 Pa
BELE B8 3c 28 bl B8 BE 26 Bl @a 32 Bz Ba Ba B8 Ba Ba I
CE2G Ba Bc 26 @ 55 44 B8 81 a8 17 5l &2 63 64 b5 BE weeaUD. . ..abcdef
FES8 67 68 69 6a 6b 6c 6d 6 6T 78 FL 72 73 T4 73 76 ghijklmn opgrstuy
PRsp 77 B1 B2 B3 B3 B5 BE BY BB B9 wabcdefg hi
(0 ¥ source: IPvd addrecs | Packats: 63 - Displayed: 24 (38.1%) | Profile: Dafault
FIGURE 2.6: Packet filtening with source IP Address
11. To wiew the traffic destined to a specific IP address, apply the filter
[ip.dst==IP Address]
File Edit VMiew Go  Caplture  Analyze  Statistics  Telephony  Wirdess Tools Help
[ . - r-9 = ||=
Aimd@ |  BREQe=s=FT LI E|aaafr
pdst == 10,10.10.&
Timz Cource Daztration Pratocal  Lemgth Info
3 @8.801241 19.19.18,12 19.18.18.8 ICMP 74 Echo (ping) request
7 1.014214 16.10.10.12 16.18.10.8 ICHP 74 Echo (ping) request
9 1.826397 18.10.18.12 18.18.18_8 ICMP 74 Echo (ping) request
~—71P addresses are used 11 3.8392B8 16.10.18.12 19.18.16.8 ICHP 74 Echo (ping) request
tﬂdﬂ]i"i"ﬂ[PinEl‘E of data 13 4 854988 1@ 16 1@ 12 8. 18 _18_8 LCMP 74 Echo (ping) request
e 15 5.8747564 1€.16.16.12 16.18.18.8 ICMP 74 Echo (ping) request
hat is od end 10end R R P B, 16, 16,12 16 18,10 8 [CMP 74 Echp (pingl reg
&igniﬁcaﬂ-::e Thiz means Frame 3: J4 bytes on wire (592 bitc), 74 bytes captured (591 bitz) on interface &
that the souce i Ethernmet II, Src: Microsof @8:61:15 (88:15:5d:88:81:153), Dst: Microsof 88:81:14 [(@8:15:5d:88:81:14)
destination TP address Internet Protocol Versionm 4, Sec: 18.18.18.17, Dst: 18.168.168.28
. - t as the Internet Control Message Protocol
packet traverses a network. 0oo0 BG 15 5d @0 61 14 B3 15 5d 08 AL 15 BE GG 45 89
- CELI0 88 3c 62 52 60 88 88 g1 62 88 Bo Ba Bz Gc Ba Ba R
In simple terms the,
. - . gEl0 Ba 95 65 @9 4d 44 28 B1 8@ 17 6L 52 53 B84 65 66 wawol.. . .abcdef
Destination IP address iz

6f 7@ FL 72 73 74 75 TG
BE B

67 58 69 &a &b &c &d
J7 8l B2 &3 Bd BS BB BV

e el

ghijklmn opgratuw

the recerver of information. P40 wabcdefg hi

i) ¥ Dectination: IPv4 address

|| Padsets: 139 - Displayed: 24 {12.3%) | Profile: Cefault

FIGURE 2.7: Packet filtering with Destination IP Address
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12. You can also use vanous conditional operators on IP address filtering to
filter traffic of your interest

Symbol Meaning
=5 Is equal to
= Not equal to
- Is greater than
< Is lesser than
= Greater than or equal to
<= Less than or equal to

TABLE 2.1: List of CDﬂ‘LPﬂ.'I‘.‘iE-Dﬂ of DPEIEHDIE Uszed in Fﬂten:i.ﬂg

13. To view traffic higher than a specific IP address, use > conditional
operator mn conjunction with IP address filtening. Apply the filter ip.dst >
[IP Address] to find the destination IP Addresses greater than the speatied
IP Address.

File Edit View Go

i @

Capture Anahze Statishics Wiraless
RE Res=FaI[Elaaqm
'The Hypertext [ p.dst > 10.30.10.8 [

Tﬂ'ﬂsfﬂ Pmmcﬂl EHTIE Mo. Destiration Pratocol  Length Info

is an application protocol 19.19.12 ICMP 74 Echo (ping)
for distributed, 18.10.12 ICMP 74 Echo (ping)
collaborative, hypermedia 18.1@8.12 LCMP 74 Echo (ping)
information systems 18.18.12 ICMP 74 Echo (ping)
18.18_12 [cMe 74 Echo (ping) reply
16.18.12 ICHP 74 Echo (ping) reply

L, BEERG : 3 4, B 12 ICME ] i s

[ Frame B: 74 bytes on wire (5921 bitc), 74 bytes captured (591 bitz) on interface &

I Ethernet II, Src: Microsof 88:81:14 (99:15:5d:80:01:14), Dst: Microsof &€:€1:15 [686;:15:5d.68.81:15)
I Internet Protocol VWersion 4, Src: 18.18.18.8, Dst: 18.168.18.12

4 Internet Control Message Protocol

Telephony Tools  Help

- | Exoression...

Timg

£—

s 18,18, 1@.
8 1.6151B81 « 18,148, 1.
la 21.827524 - ; 5 1@.
12 3.e48488 18,18, 1.
14 4. 8571494 1818, 16
16 5.875862 18,18, 1.

reply
reply
reply
reply

(0} 7 wireshark_pcapng_AA 1CF295-4BE3-. SBF72000D_20160421043706_a0060 | Packets: 140 - Displayed: 62 (44.3%) | Profile: Default

88 15 Sd 86 a1 15 84 15
92 3c B8 &8 @8 80 B8 Bl
fa 8ac B8 &8 53 44 88 |l
67 58 £2 Ea &h 6c 5d Be
77 Bl B2 63 B4 B5 65 B7

od 8 81l 14 B8 B8 45 48
Go 32 0o Bo Bo G Ga Ba
@@ 17 6l 52 63 B4 65 66
6T 7@ 7L 72 73 74 75 76
Bl B9

e e een<E-

aXahoa.. L2
e iD.. ..a2b
ghijklmn opqr
wabcdetg hi

cdef
st

FIGURE: 2.8: Packet Filtening Using Greater Than Operator
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Module 11 - Network Traffic Monitoring and Analysis

14. To view traffic less than a specific IP address. Use the < conditional
operator mn conjunction with IP address filtering. Apply the filter ip.dst <
[IP Address] to find the destination IP Addresses less than the specified IP
Address.

Fil= Edit View Go
i W 0 =
[ [.dst < 10.0.10.12

Capture  Analyze  Statistics  Telephony  Wirdess Tools Help

TRE Ae=2=TLZ[E|laqam

~ | Expression ..

Time Destination Protocal  Length Info

™= "The most i o 13 3 0.881241 16.16.18.12 18.16.18. IMP 74 Echo (ping) reguest

) i 7 1.814214 16.16.18.12 16.16.16. ICHP 74 Echo (ping) reguest
apply a filter is by typing it 9 2.826397 10.16.18.12 19.10.16. P 74 Echo (ping) reguest
into the filter box at the top 11 3.839288 10.16.18.12 16.16.16. ICHP 74 Echo (ping) reguest
of the window and chcking 13 4.654988 16.16.18.12 16.16.16. 74 Echo (ping) request
Apply (or pressing Enter). 15 5.0874764 18.16.18.12 16.16.16. TCHP 74 Echo (ping) request
For mPh,tgP.e “dn="" 17 6.8881al 16.168.18.12 16, 16, 16 TCHPE 74 Echo (olneY reouest
gﬂd?nu’]]mﬂﬂl?:[}ms [ Frame 3: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface &
packets. When you start
tvf:&ﬂg_,ﬁ?'ﬂeshz.tkwﬂlh&lp I Imternet Protocol Version 4, Src: 16.168,18.12, Dst: 18.18.18.8
‘i:l::ru autﬂc-umplel'emu[ 4 Imternct Control Message Protocol
lter ’ AcRn 8B 15 Sd B8 AL 14 B8 15 Sd 08 A1 15 08 BE 45 B9

B8 B3 Ba Bz B3 Bc Ba Ga . N s
. . «.abodef
ghijklmn opgrstuy
wabcdefg hi

BEle 88 Jc &1 52 OB G0 =26 81
2928 Ba @3 B3 9@ 4d 44 B 81 9@ 17 61l 62 53 64 65 66
#978 67 68 €9 bo 6b 6c 6d G 6F 7B 71 72 73 74 753 76

En 776l 52 63 64 65 66 &Y 5E 69

() ¥ wiresherk_pcapng_AA LCF295-FE3- ..EEF?EE‘EIJD_EDIWEW*J?M_A:H)&:I‘_ Packets; 165 - Display=d; 74 [lﬁ.ﬂh_'lll Profil=; Default

PACKET 2.9: Packet Filtering using Iess Than Operator

15. You can also filter traffic based on the source and destination port. To
view traffic originatine or destined to the TCP port, apply the filter

= TASKS

tcp.port==80

Filtering Traffic by .
Port Number fil- Edl Aicw 60/ Coptum Anoher | Stafistics Widess Tk
AN i@ JERBE e T oS [E|aaamE
[ ipport==5

Mo,

Source Dectination Protocol  Length Info .
— 2127 89.822269 192.16&.9.159 198.154,225.14 TCP 66 49233 -+ [5YM, ECM, CWR] Seq=@ W..
2128 89.297813 158.154.225.14 192.168.8.159 TCP 66 80 + 49 [SYMN, ACK] Seq-8 Ack-1 ..
2139 A9 _ 297868 191 _168.8.159 198 154 225.14 TCP Sd 49253 = | Seq=1 Ack=1 Win=1__
2240 92.619232 152.168.8.155 69.89.31.193 TCP 66 49226 [5¥M, ECM, CWR] Seq=0 W.
2741 92.819263 101.16% 6150 EO.H20.31.103 TCP 66 40227 [SYM, ECN, CWR] Seq=@ W.

5}

Telephony Help

-| Boressin...  +

Time

2242 92.819271 192.168.8.153 69.8%9.31.153 TCP 66 49228 [5YM, ECM, CWR] Scq=9 L.
432 02.819279 10 : = 0, 80 33 TP N M., CWR] Seq=0 . |~
[ Frame 2127: BB bytez on wire (528 bitz), BB bytez captured (528 bitz) on imterface 8
I Ethernet II, Src: Microsof _@0:0L1:8d (99:15:5d:80:0L1:8d%, Dst: Ciscolnc_le:€2:cl [f4:8f:1b:lec:82:cl)
I Internet Protocol Wersion 4, Sepc: 102.168.8.150, Dct: 198.154.225.14
I

2200
24316
e 26
B30

2EL0

$ 7 wired"arkpapng_ﬁd&qﬂﬁE-ﬂEAﬂ...D#DEJDEC_EDIEMEIUEUEEE_&DEM| Padketa: 3360 - Displayed: EED{E.E%” Profile: Default

f4 8f 1b 1le 62 cl 88 15
g 34 18 3@ <6 80 38 6o
gl 8e 8 51 @@ 58 ad cd
79 B@ B9 17 @8 88 B2 B4
284 a2

5d 0@ 81 3d B8 86 45 42
8¢ @8 c@ a3 88 o cé 9a
ad 72 08 59 B0 @ &0 C2
B5 hd AL 83 B3 B8 81 AL

FIGURE: 2.10: Packst FJ]ter_iug Bazed on Port MNumber
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16. To view traffic originating from a specific port, apply the filter
tcp.srcport==port number

File Edit View Go  Capture  Analyze  Statistics  Telephony  Wirdess Tools Hep
Adn @ LPERBResrET L [E|RQAQTE

| tep.sroport==243 - | Expression. . +

Time Source Destination Frotocol  Length Info -

6 8.191474 72.52.13.233 191 .168.8,.159 TCRE 1414 [TCP segment of a reassembled PDU]

7T 8.19147% F2.52.13.233 152.168.9.153  TLSwl. 315 Application Data
9 &.219983 72.52.13.223 162.168.8.159  TLSwl. 1414 Ignored Unknown Record

11 @.2117R: F2.532.1%,233 152.168.8.159  TLSwvl.
12 &. 211786 72.52.13.233 192.165.89.152  TLSwl.

13 % 244700 23 LT 13 3AD 107 T8 & TIC0 e |

[ Frame B: 1414 bytes on wire (11312 bit=), 1414 bytes captured (11312 bits) on interface @

I Ethernet II, Src: Ciscolnc_le:82:cl (f3:8f:1b:1e:82:cl), Dst: Microsof 86:6l:6d [68:15:5d:66:81:8d)
I Internet Protocol Verszion 4, Sec: 72.52.13.233, Dst: 192.168.8.159

b Transmission Control Protocel, [Src Port: 443 (443)|) Dst Port: 49239 (49239), Seq: 1, Ack: 1, Len:
<|

1414 Ignored Unknown Record
1414 Ignored Unknown Record

1414 T e 1lml n ] -

)
2
1o &, 211784 72.52.13.233 192.165.9.159 TLSv1.2 1414 Ignored Unknown Record
2
z
|

FEEE 8@ 15 S5d 88 8l ad T3 8f 1b 1e 82 C1 BF AR 25 78
el @5 78 72 30 40 88 68 B 83 52 4B 24 &d c@ ad
gezo 8@ 9F @1 bb c@ 57 15 32 76 o4 27 Bb 25 S8 la
gesa ff @@ @2 67 @0 80 17 83 @3 @6 58 63 @9 17 @
FRin 29 @a 37 2b bd 5c 82 41 7h 36 Ba 98 ab la &c
CES0 ch 36 B4 61 d@ o5 fo db de ce fa B85 b7 cd 52 O

(O 7 wireshark_pcapng_5434.. 20160421052433_50208( | Packets: 2855 - Cigplayed: 2200 (77.4%) * Dropped: 0 (0.0%) | Profile: Default

FIGURE 2.11: Packet Filtenng Based on Source Port Mumber

17. To wiew traffic destined to a specific port, apply the filter
tcp.dstport==port number

File Edit View Go Capture Analyze Statistics Telephony  Wircless Tools  Help
= = : i . - — [—
Adm @ J)RRE Qeass=T L [E|aaan
tco.dstport==443
Time Source Destnation Frotocol  Length Info
1 B.opBeas  192.165.8.159 T21.51.13. TLSw].2 B75 Applicarion Data
2 B.8E3472  192.155.8.15%9 72.52.13. TLSw1.2 971 Application Data
3 8.814332 192.165.8.159 T21.52.13. TLSv1. 2 B75 Application Data
B 8.151525 192.158.8.155 72.52.13. TCP 54 45239 +|443 |[ACK] Seq=l Ack=1G6ZZ W.

17 9.211821 192.165.8.159 T2.52.13. TCF 54 49755 =[4435 |[[ACK] 5eq=1 Ack=18Z34 ..

28 8.227682 192.158.8.155 T2.52.13. TCF 54 45243 =442 [A{K] Seq=1 Ack=1526 W.
(A =5 5 = i I e I ] B Y BCO fNnmldeatiom Data

Frame 3: 375 bytes on wire (7888 bits), 875 bytes captured (7888 bits) on interface @

Ethernet II, Src: Microsof 88:8l:8d (@@:15:5d:86:81:8d), Dst: Ciscolnc_le:82:cl (f4:@f:1b:le:@2:cl)
Internet Protocol YWersion 4, Src: 192.166.8.15%, Dst: 72.52.13.233

Transmizsion Comtrel Protocol, Src Port: 49241 [492111},|D5t Port: 443 H-IH}L Seq: 1, Ack: 1, Len: 321
Secure Socke=ts Layer

BEEE af 1b 1= @2 c1 @2 15 G&d 88 31 Bd 88 43 45
i 1e Sd 5T 24 40 00 22 856 00 8D cB a8 88 o9f 48 -
BE2E e9 B 539 81 bb 2f 89 61 98 85 4b &d 22 50 wmaToal o BaaK P
Be 38 /e 1la hd BA BB 17 83 83 A3 38 c3 de 63 aT Y O
BEAA 92 db as bd bT 39 79 ¥d Fb d9 93 G4 1@ 54 A...m. Sy ... Tn
BE5E 91 of 1a 6d 16 a7 9a 78 ed d7 af 33 13 26 wwwalMaas Haaals

() ¥  Destinaton Port: Unsigned integer, 2 bytes | Packets: Displayed: 441 (15.4%) - Dropped: 0 (0.0%) || Profie: Default

FIGUEE 212 Packet Filtermg Baszed on Destination Port MNumber
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18. You can also use various conditional operators with the port filtering
techmque to filter out traffic of your interest. Apply the flter

!(tep.port==port number) to find the packets that are not traversing on
the specified port.

File Edit View Go  Capkure  Analyze  Statistics  Telephony  Wirdess Tools Hep
Adw @ LEREB Res=E=TLZEaaamE
| (bcp. por t==443)

Time Eource Deagbination Frotocol  Length Info

4 @,120358 Tegl::da7f:186d. Tfe2::1:2 DHC P 163 50licit XID: #wsbs545 CID: ABAALA8AL..
5 @.1264B8 192.168.8.44 229,255, 255,258 SSOpP 374 NOTIFY * HTTR/1.1
21 &.235695 192.1p3.6.44 239.255.255.2%8 SsDp 374 NOTIFY = HTTPSL.1

76 8.389452 HonHaiPr_c4:a%:.. Broadcast ARF 68 Who has 192.1638.8.1142 Tell 1%2.185. |
J7T @.389452 HonHaiPr_c4:a9:.. Ercadcast LRP 68 Who has 192 _168.8.477 Tell 102 1&6&.
a9 @.345543 192.l168.08.44 239.255.255.298 SS0P 383 NOTIFY * HTTP/1l.1

00 & 2037240 FicrnTlnrs aR=Sse AODATDR/BTD/ADA OO IEE Nensaeas THie CRASTIEA=RE=TE Dhmemf T

Frome 4: 163 bytes on wire (1384 bits), 163 bytes captured (1384 bits) on interface &

Ethernet II, Src: HonHaiPr c4:a8:20 (54:35:38:c4:aB:29), Dst: IPvemcast @1:88:82 (23:33:00:01:00:82
Internet Protocol Version 6, Src: feS@::ds7f:1e6d:3d44:a25a, Dst: ffez2::1:2

User Datagram Protocol, |[Src Port: 546 (546}, Dst Port: 547 (547)|

GEO0 33 33 80 €1 09 82 54 35 38 o4 ab 29 86 dd 68 00 I3....TE B ).
fEle B9 88 @8 6d 11 81 f= BE @6 @0 00 00 BE @8 da 7T N | P

peon 18 Bd 3d 44 32 53 Tf B2 BE B8 B3 A9 BE B2 B8 B8

DEZE B0 00 B2 81 o 82 B2 22 81 22 88 6d Vb df 8l 86 mm e .

gE40 b5 45 BB G2 00 B2 B5 dc B2 41 83 Be BE 81 68 81

2850 1b 17 eB df ec T4 bb 87 5o dB 0B 83 86 ©c @8 54 o

i) ¥ Source or Destination Part: Unsigned integer, 2 bytes | Packets: 2855 * Displayed: 205 (7.2%) ' Drapped: O -I'_D.I:]‘H:}l Profile: Default

FIGUEBE 2.13: Packet Fﬂt&ﬂﬂg Using the N&gaﬁﬂﬂ Clpeml'm

19. To view traffic originating or destined to a port greater than or equal
to a specific port, apply the filter tep.port>=port number

File Edit Yiew Go Capture Analyze Statistics Telephony  Wireless  Toels  Help
J@ LERE Qeas=g iZ[Eaqam

Sources Destination Pratocal  Length Info
132.168.48.159 Fe.52.13.233 TL5¥1.2 875 Application Data
@.8683472 192.168.8.159 72.52.12.233 TLSv1.2 971 Application Data
B.\814332 192.165.8.159 r2.532.13.233 TLS¥1.2 875 aApplication Data
2.191474 72.52.13.233 152.168.8.159 TCP 1414 [TCP segment of a reassembled POU]
B.191475 72.52.13.233 192.168.8.159 TL5¥1.2 315 Application Data
8.191525% 192.168.4.159 72.52.13.233 TCP 54 45239 + 443 [ACK] Seg=1 Ack-1522 W.
E F1GaR3 73 53 33 133 197 168 @ 159 LT 3 i | WAL Toemoead Linkmcmmes Goeoed
Frame 6: 1414 bytes on wire (11312 bits), 1414 bytes captured (11312 bits) on interface @
Ethernet II, Src: CizcoInc_le:B2:cl (T4:8T:1lb:le:@Z:cl)), Dst: Microzof e@:@l1:8d (8@:15:5d:e€:81:8d)
Internet Protocol Version 4, Src: 72.52.13.233, Dst: 192.168.58.159
Tranzmizzion Control F*r‘utucul,lEr'r: Port: 443 (4434, D=t Port: JI'EIEEQ||[x'.1.ElﬂEIEI]J Seq: 1, Ack: 1, Len:

L

BEEE @B 15 5d 8@ @1 @d 4 aFf 1b 1e @2 1 B2 88 A5 2@ ce]eeeee o-----E
CE10 85 7B 72 a0 48 4@ 62 86 22 G2 48 34 8d =0 -8 a8 el h.e JBHAL ...
poze @8 of 81 bb B 57 15 32 75 o4 27 @b 25 1c 58 18
paze T o0 B2 67 @8 88 17 63 BE 5@ 65 @9 ag 17 28
PEAE 29 @8a 37 Zb ba s5c Be 41 36 Ea 98 ab B@ la Bc
FESE  ch 36 81 681 d@ =5 fc db ce Ta 86 h? cB od 52 B I T

If:l 1 wireshark_prapng_5434 . .'3315!]41]ﬂ52433_a[|1’9ﬂ Packsts: F855 » Displayed: 2650 (92.8%%) = Dropped: O {EI.IZI'.'-".Jl Profie: Default

FIGURE 214 Fjlterhlg Usi.ﬂg the Geeater Than or E.q‘ua] to {)Pe.mtm
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20. To view traffic originating or destined to a port less than or equal to a
specific port, apply the filter tep.port<=port number

File Edit View Go  Capture  Analyze  Statistics  Telephony  Wirdess Tools Hdp
Al J@ LJEREB Re=2Ef &= B G
tep.part= =943 v | Expresson.. +

Time Source Destination Frotoool  Length Info -
ge7 42.612284 101.168.8.1549 173.194.72.147 TCP 66 49381 =+ 443 [5¥YM, ECM, CUWR] Seq=8 ..

924 42,722488 192.168.8.159 1/3.194.72.94 TP 54 49362 -+ 443 [ACK] Seg-1 Ack-1 Win-..
925 42,.722692 192.165.8. 159 173.194.72.94  TLSv1.2 258 Client Hello

[ Frams OBJ' Bk bytez om wire (528 hitz), BB hytez raptured (528 hitz) on irterface @
I Ethernet II, Src: Microsof 88:8L1:8d (99:15:5d:80:8L:8d%, Dst: Ciscolnc_ le:€2:cl [f4:8f:1b:lec:82:cl)
I Internet Protocol Wersion 4, Sec: 102.168.8.159, Dot: 173.194.72. 147

pepn fa 8f 1b 1e 82 c1l @@ 15 Sd @8 BL Ad B85 8@ 45 a2
CE1E 8@ 24 Je 16 49 23 B0 B B2 08 cd a2 8@ of ad c2
fE20 483 93 o d1 @1 bb 93 BE V8 66 @2 00 2O 82 80 c2

gES0 20 8@ b7 ¢3 @9 80 82 84 @5 hd 6L 83 83 @3 8l el
FRAR @l 82

(0 7 wireshark_pcapng_543413A2-0EA . 4D63DSC_20 160421060344 302088 | Packets: 2530 - Displayed: 317 (12.5%) | Profie: Cefault
FIGURE 2.15: Fﬂtering Packets Using less Than anqIJal to Gpe.ml:c:u:

Note: You can use various conditional operators on the port filtering techmque
to filter out tratfic of your interest

B TAsK ©

21. You can also filter traffic based on a specific string contained in the

Filtering Traffic tratfic. Apply the filter http contains [string] to filter out the traffic
Using ‘Contains’ which contains the mentioned string.
Keyword

Note: This can only be applied to characters and not numerical. It searches for
a sequence of characters provided in the filter.

File Edit View Go Capture Analyze 5Statistics Telephony  Wireless  Tools

Adw @ JPERE Qes=Ef I/ EQAQAGH

[ hito contains ww. . com ~| Expression..  +
”

Mo. Time Source Diacfination Protocal  Length  Info

17561 634.3293.. 192.168.8. 64,185,181, 377 GET Sjsfcelebs.jsiv=08.8.12 HTTP/1...
17578 634.5256.. 192.168.8. 216.58.228. 497 GET /tag/js/gpt.js HTTR/L.1

17715 635.6754.. 192.168.8. 216.58.228. 475 GET Sfanalytics.js HTTPSL.1

17739 635.9191.. 192.168.4. 123.176.33. 825 GET /contents/utility/utilitybar.p.
17748 635.9197.. 192.163.@. 123.176.33. 826 GET ScontentssSutility/splus_button...

17746 635.9719.. 192, 168.8, 123.176.33. 865 GET [/storage/common/trends today.h.
g S G G ¥ 2 173 176 33 2 cris=w Sl T T

Host: imB2 _activeld.com'rin

Connection: keep-alivehrin

Accept: */*\rin

User-Agent: Mozilla/5.8 (Windows NT 6.3; WOWE3) AppleWebKit/337.36 (KHTHML, like Gecko) Chrome/58
Refarar: |h'l:tp:..f..f|.m.in.cm..-"'-,r"-,n|

Accepb-Encoding: grip, deflate, sdchirivn
Accept-Language: en-US,en;g=@8.8\r\n
\rhn

| [Full reguest URI: http://imBZ.activelld.com’j=z/celebs . j=fuv=0.8.12] |
£ »

$ 7 wired'ﬂrkjmpng_EﬂE.#L.._mmn#zmm_aﬂﬂ Packets: 18873 - Displayed: 15 (0. 19%%) - Oropped: 0 {EI.D‘:-!'.]l Profie: Default

FIGURE 2.16: Filtering Packets Using the Contans Keyword
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22. To view the HTTP traffic whose request header fields (referrer or host)
contain a specific string, apply http.referer contains [string] or
http.host contains [string] filter

File Edit WView Go Capture Analyze Statistics Telephony Wireless Teels Help
Adm i@ JPRE Qeass=ET IS [Eaqam
[ || | hitp.host contains wwiw.in.com m i 'I Expresson..  +

M. Time Sourcs Dizetination Protacol  Length  Imfo
17739 635.9191.. 192.165.6.159 125.176.33.41 825 GET Scontemts/utility/utilitybar.php..
17748 635.9197.. 192.168.68.159 122.176.32.41 816 GET JSfcont EntE.r"ut:ili't}r.-" plu E_buttcln.ph...
17746 635.9719.. 192.1656.6.159 125.176.33.41 865 GET Jfstorage/common/trends_today.htm.
17758 626.86109.. 192.168.68.159 122.176.232.41 318 GET Icﬂntentﬁr’ﬁ]iders.-"hclneupi.n:i.-:ln.ph...
17761 636.846].. 192.168.8,159 123.176.33.41 318 GET JScontentsS/menu/HomeweekVideos. k.

Frame 17739: 825 bytes on wire (6686 bits), 825 bytes captured (6580 bits) on interface @

Ethernet II, Src: Microzof 8@:81:@8d [(@8:15:5d:8@:81:@d), Dzt: Cizcolnc le:@2:cl (fa:@8f:1b:le:@2:cl)
Internet Protocol Yersion 4, Src: 192.168.8.159, Dst: 123,.176.33.41

Transmizszion Control Protocol, Src Port: 49383 (49383), D=t Port: 88 (B@), Seq: 1, Ack: 1, Len: 771

[
Host: www.in.comyrn
Connection: keep-aliwvelrin
Accept: text/javascript, application/javascript, */*\wrin

| ¥-Requested-With: ¥MLHttpRaquesthirin |
£ e}

) 7 Heet: Character string | Packets: 18873 « Dignlayad: 5 (0.0%) - Croppect: O (0.0%) | Profile: Default

FIGURE 2.17: Filtering Packets Using Host Field and Contains Keyword

File Edit View Go Capture Analyze Statishcs Telephony Wirdess Tools Help
Ams® LEREB  _Rx=F & = @ Qe
hitp.r=ferer contains wwewv,in.com m .. = | Expression...

Mo, Time Solrce Destnation Frotocol  Length Inmfo

! 17561 634.3293. 192.165.8.159 64.185.18L1. 377 GET /]sfcelebs.js?v=08.9.12 HTTP/1...

i 17578 (34,5256, 192.168.8.159 216.58.228, 24 497 GET /tag/js/gpt.js HTTR/1.1

! 17715 635.67534.. 192.165.8.159 216.55.228. .46 425 GET Janalytics.js HTTP/1.1
17739 £25.9101.. 192.168.8.159 123.176.32.41 825 GET /contents/utility/utilitybar.p.
17748 635.9197.. 192.165.8.159 123.176.33.41 826 GET Jcontents/utilitys/plus_button...
17746 £35.971%9.. 192.168.68.155 123.176.33.41 855 GET /storage/common/trends today.h.

X g & 1C0 1733 176 23 A HTTD U@ GET  emntan i = T T

I Treansmission Control Protocol, Src Port: 49383 [(49383), Dst Port: BB (88), Seq: 1, Ack: 1, Len: 771 ~
A

W
¥ "

[
Hozt: waad.in. comirin

Connection: keep-alivedrhn

Accept: tewt/javascript, application/javascript, */*\rin

X-Requested-With: XMLHLLpReguestyrin

User-Agent: Mozilla/5.8 (Windows NT 5.3; WOW64) AppleWebkit/537.36 (KHTML, like Gecko) Chrome,/58.
|referer: http:/fwew.in.com/\rin

Accept-Encoding: pzip, deflate, sdchiywin
£

) 7 HTIP Referer fhtip.referer), 20 bytes || Packets: 18873 - Displayed: 13 (0.1%%) * Drapped: 0 (3.0%) | Profile: Default

FIGURE 2.18: Filtering Packets Using Referer Field and Contains Keyword
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Module 11 - Network Traffic Monitoring and Analysis

23. You can also filter tratfic based on a specific pattern contained in the
tratfic. Apply the filter http.accept matches [pattern] to filter out the
Filtering Traffic tratfic which contains an exact pattern. It matches the sequence of exact

Using ‘matches’ characters in a pattern with the traffic.
Keyword

= TAsSK 8

File Edit View Go Capture Analyze Statistics Telephony  Wirzless Tools  Help

Adm @ JRBEEB Re==F L= [Eaaan

| hitp.accept matches javascript -] Expression...  #

Time Source Dectnation Frotocol  Lemgth Info

17739 635.9191.. 192.165.8.159 123.176.33.91 HTTP B25 GET Srcomtents/utility/sutilitybar.php..
17748 535.9197.. 192.168.8.1505 122.176.32.41 HTTR B26 GET /contents/utility/plus button.ph..

Host: wew.in.combrhn
Connection: keep-zlivelrin
Accept: text/jovescript, application/jevascript, */*Wwrkn
¥-Requested-With: XMLHttpRequeztirin
User-Agent: Mozilla/5.8 [Windows NT 6.3; WOW6L) AppleW=bKit/537.36 (KHTHML, like Gecko) Chrome/58
Referer: hittp:/ wav.in.com/\rin
Accept-Encoding: gzip, deflate, sdchhwhn
Accept-Language: en-US;en;q=2.8%\n
[truncated]Cookie: IN_ME_pop w3=1l; IN_GEC_RGN=hyderabad; _ gads=ID=6l8ll4dedadbd4Th:T=146124358¢

“rin ~
£ | 3

) 7 HITP Accept (htp. scozob), 54 bytes || Packets: 18573  Dicplayed: 2 (0.0%) * Dropped: 0 (0.0%) || Profie: Default

FIGURE 2.19: Filtenng Using the Matches Keyword

24. To view traffic originating from a specific set of IP addresses, apply the
= Task o membership operator ip.src in {[IP Address 1] [IP Address 2] [...]} to
filter traffic of your interest. It allows you to compare IP address fields

Filtering Traffic .
) i with a set of values.
Using Membership
Operator
File Edit View Go  Caoplure  Analyze  Statistics  Telephony  Wirdess Tools Hep
R, : o me — 1=
_ip.srcin £192,168.0, 159 123,176, 33,31 216, 58,220, 34} - | Exoression...
.E. Mo, Time Siource Destination Frotocol  Length Info
TASK 10 ! 17734 B35.7292,.. Z216.58.22@8,. 34 192 .165.8,1593 TLSV1. 2 92 Application Data
E 17735 635.7563. 192.168.8,155 216.58.228.45 TCP 54 49428 - 80 [ACK] Seg=372 Ack=117 K.
Fill:El'ing traffic i 17736 B35.7563.. 216.58.226.34 192 .1e8.8.159 TCE BE 442 = 404737 [ACK] Seg=d4428 Ack=lad..
I i TCP fl v 1F738 635.777L. 192.168.6.159 216.58.228.34 TCP 54 49427 - 4473 [ACK] Seg=1648 Ack-442.
on ﬂg | 17739 £35.91091. 197 168 8. 159 123.176.33.41 HTTF H25 GET Jeontents/utility/utilitybar.p.
' ¥ p
| 17748 635.9107.. 192.168.6,159 123.176.33.41 HITP 826 GET /contents/utility/plus_button...
L AFIAR G3IC @734 173 176 32E A1 107 162 & 1650 TiD AR PE a A0E2E (AW San—1 Ack-777 LHn
Frome 17748: B26 bytes on wire (6688 bits), B26 bytes captured (6688 bits) on interfaoce &
Ethernet II, Src: Microsof @@:01:8d (P@:15:5d:80:81:8d), Dst: Ciccolnc_le:@l:cl (fa:8f:1b:le:@2:cl)
Internet Protocol Vversion 4, Src: 192.168.4.159, Dst: 123.176.33.41
Transmission Control Protocel, Src Port: 49382 [452B2), Dst Port: BB (88), Seq: 1, Ack: 1, Len: 772
HOST: ww.in. comyrin
Connection: keep-alivelrin
Lccept: text/javascript, application/javascript, */*Wwrin
| X-Reguested-With: XMLHEEpReguestiryn
i ¥
@ 7 wircshark_poapng_5434...20160421060344_a0298! | Packets: 18873 - Displeyed: 1570 (8.3%) - Dropped: 0 (0.0%) | Profie: Default
FIGURE 2 20: Filtening Packets using Membership Operator
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Module 11 - Network Traffic Monitoring and Analysis

25. To wview the TCP traffic with a specific TCP flag set, apply the filter
tcp.flags & [flag code]. (Here flag code 0x012 denotes packets with the
SYIN and ACK bits set, or SYN or ACK bits set)

Note: Similarly, you may use the flag code 0x002 to check packets with a

SYN flag set and flag code 0x010 to check packets with an ACK flag set.
Use the approprate code for any respective flag packets.

File Edit View Go Capture Analyze Stabishics  Telephony Wireless  Toole  Help
Adm i@ JERAB Rec=FT L [Elaaan
tep. flags & 0x012

Time Solne Destiration Protocl  Length Info
17738 635, 7272, 192.168.6.1549 216.58. 226,34 TCP 54 40427 + 442 [ACK] Seq=-1618 Ack-4348 Win..
17731 635.7272. 216.58.228.34 152.168.8.15% TLSw1.2 9% Application Data
17732 635,.7274.. 192.168.6.159 216.58. 226,34 TLSwl1. 2 92 Application Data I
17733 635.7292. 216.58.228.34 102.168.8.159 TCP 6@ 443 + 409427 [ACK] Seq=4382 Ack=655 Win=_ |
17734 635.7292. 216.55.229.34 192, 1658.8.159  TLSvl.2 92 applicatien Data |
17735 635.7%63. 192.168.6.154 216.58. 228,45 TCP L4 40428 + 88 [ALK] Seq=372 Ack=117 Win=13..
17736 635.7563. 216.58.228.34 192.168.8.15% TCP GO 443 =+ 404727 [ACK] Secq-44208 Ack-1648 Win.. |+

E Internst Protocol Wersionm 4, Src: 1892.168.8.159, Dot: 216.58.228.45 .
4 Transmission Comtrol Protocol, Sec Port: 45428 [49428), D=t Port: 808 (880, Seq: 372, Ack: 117, Len: @
Source Port: 49428
Destinetion Port: BE
[5tream index: &7]
[TCP Segmertt Len: @]
Sequence number: 372 (relative sequence rumber)

Acknowledgment number: 117 (reletive ack number)
Header Length: 28 bytes

| & Flags: exe1e (ack) |
Window =size wvalue: Sl11

b
il N 1 h 1 (O | A =

@ 7 wireshark_poapng_543413. C_20160421060344 202988 | Packets: 18873 - Displaved: 2918 (15, 5%) - Dropoed: 0 {0.0%) || Profile: Defaut

FIGURE 2.21: Filtening Using the Bat Field Operator

26. You can also wiew the Wireshark filters in conjunction using one or
more logical operators to view tratfic of interest.

H task 11 27. For mstance, to view the TCP traffic with a sequence number of 2841
and length 1107, apply the tep.seq==1 && tep.len==1380 filter

Filtering Traffic
Using Logical
anl'ﬂtm File Edit View Go Capture Analyze Statistics  Telephony  Wireless  Tools  Help
dm @ LRRAR Qe==EF i Eaaas
[ | top.ceq==1 & tep len==1380 «| Expression. . +
Time Souroe Destimation Length Info
943 42 838573 1L73.194.72.94 192 165.8. 159 . 1434 Server Hello
9449 42.835682 173.194.72.94 192,188 .8.159 . 1434 Server Hello
OCB 42840448 173.194.72, 192, 168.8, 159 5 1424 Server Hello
1832 43.1659623 216.58.228.46 152.168.8. 155 5 1434 Server Hello
1861 £3,.2457468 74.125.1348. 192.168.8.159 . 1438 Server Hello
1458 51 _585532 216.58.32128.35 193 168 .8 . 159 . 1434 Server Hello
1456 S5L.588E969 216.58.128.35 192.185.8. 159 o 1434 Server Hello
[ Frame 243; 1434 bytes on wire (11472 bits), 1434 bytes captured (11472 bits) on interface 8
[ Ethernet II, Src: Clscolnc le:@l:cl (fd:@f:1lb:le:@2:cl), Dst: Microsof @@:8l:6d (8@:15:5d:8@:&81:8d)
F Internst Protocol Wersiom 4, Sre: 173.194.721.94, Det: 192.168.8.159
4 Transmission Comtrol Protocol, Src Port: 443 (443), Dst Port: 49362 [49362), : 1, Ack: 285, Len: 1388
Source Port: 443
Destination Port: 49362
[Etream index: 1]
[TCP Segmert Len: L3538
Lequence number: 1 (relative sequence number)
[Mext sequence number: 1381 (relative sequence number) ]
Acknowledgment number: 285 {relative ack number)
@ ¥ wieshark_poapng_S43413A.BC_I0160471060344_a02555 | Fackets: 18873  Displayed: 38 (0. 2%) - Dropped: 0{0.0%) || Profle: Defait
FIGURE 2.22: Filtenng Using Logical AND Operator
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Module 11 - Network Traffic Monitoring and Analysis

28. You can specify one or more conditional and logical operators to find
the traffic of your interest.

For example, you can apply an ICMP based filter to filter tratfic
ornginating and destined to a specific IP address with a request type of 8
and checksum wvalue Ox4d53. Apply the following iemp.type==8 &8&
icmp.checksum==0x4d53 && ip.src==[source [IP address] &&
ip.dst==[Destination IP address] filter to view only those ICMP
packets.

File Edit View ©Go Capture Analyze 5SZatisbcs  Telephony Wireless  Tools  Help
AN i® JEREBIezx=T L Saaamd
[ icmp, bype= =2 BB iomp. checksum ==0xPdde Bip src==192,168.0, 10 &4 i, dst==224,0,0, 1

Time BOUrCE Destination Protocod  Length  Info
19848 o4.914897 192.168.8.18 224 .8,.8,1 ICHP 74 Echo (ping) request id=-OxE268l, seq=2784/3..
8568 365.3542. 192.168.0.10 224.8.08.1 LCHP 74 Echo (ping) request id=-0xB081, seq-2784/3..

F Frame 198@: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface &
[+ Ethernst II, Src: Dell 22:37:86 [B4:808:53:22:37:86), Dst: IPwvidmcast @1 [B1:88:5e:08:86:81 )
i Internct Protocol Version 4, |Src: 192.158.6.18, Dst: 224.8.6.1 |
& Internet Control Messsge Protoool

(Er:hu (ping) request)

Code: @

Checksum: Ex2dde [correct]

[Tdentifier (BE): 1 (AxE081)]

Identifier (LE]}: 256 [@x81848)

Sequence number (BE): 2784 [Ex8z98)

Lequence number (LE): 26E74 (OwO083)

e (il W1 1

@ ¥ wircshork_pospng_543413A8. DEC_20460421050344_o0298€| Packets: 18873 - Displaved: 2 (D.0%) - Dropoed: 0{0.0%) || Profik: Defoult

FIGURE 223 Using Logical AND With More Than two Opemtors

29. Similarly, you can use a Logical OR operator. To check the number of
packets which are referencing a particular URL or are referred by a
particular URL, browse a website of your choice, here
http:/www.in.com, and apply http.user_agent==[URL] or
http.host==[URL]

File Edit View Go Capture Analyze Satistics Telephony Wireless Tools  Help

dAm i@ JERREAE Aes==FT L = aqaagsa
[l |h‘|:|:p\.IJl-Ef agent==wwan.in. com or hitto.host==avwew.in. com "'l Ewpression. . ==
Ma. Time Source Destration Protocl  Length Info
17730 A35.9191. 192 . 168.8.159 173 _176.33.41 HTTR 825 GET .-"r:-u:mtEnts.n"utilil:y..l'utilityhar-phpi‘ca]lh._
17748 635.9197. 192.168.8.159 123.176.33.41 HTTP 526 GET fcontents/ fut Zi.:|.:|.'l.":,l'..Il plu s_but'tun .ph FI--I"EE].:L..
17746 635.9719. 192.168.8,.159 123.176.33.41 HTTP 265 GET /storapge/common/trends_today.html HTTP..
+ 17758 636.8819. 192.168.8.159 123.176.33.41 HTTP B18 GET /contents/sliders/homeopinion.php?regi..
17761 636.8161.,. 192.168.6.159 123.176.33.41 HTTP 818 GET Fcontents/menuZ/HomeWeekVideos . himl ? fi..
I [SEQFACK mnalysis] n

o
[
Host: wnw.in.comhrhn

Connection: keep-alivehwrhin

Bocept; text/javescript, spplicetion/javescript, */*wrkn

K-Requested-with: XMLHUtpRequestirin

User-Agent: Mozilla/s.B (Windows WT 6.3 Wie4) ApplelWsbKit/537.36 {KHTHL‘ like Gecko’) Chrome/s8.8.26

FIGURE 224 Packet Filtering Using OR Operator
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Module 11 - Network Traffic Monitoring and Analysis

30. Thus, Wireshark allows you to use a wide range of filters to filter traffic

per your interest

Lab Analysis

Analyze and document the results of the lab exerase. Give your opinion on your
target’s secunty posture and exposure through free public information.

PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
ABOUT THIS LAB.

Internet Connection Required

M Yes [ 1 No
Platform Supported
V] Classroom V] iLabs
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"7 Valuable

information

A Test your
knowledge

’I;IL Web exercize

A Woikbook review

Module 11 - Network Traffic Monitoring and Analysis

Detecting Clear-Text Traffic using
Wireshark

Wireshark is a network packet analyer, which is used fo capture network packets
and display packet data in detail.

Lab Scenario

Some of the applications allow their users to communicate through protocols like
HTTP, FIP, Telnet, etc. These protocols transfer data over TCP in clear text
format, which can be easily understood by someone eavesdropping on the network.
As a network defense architect, you need to know how to determune if there 1s any
sensitive information (such as user credentials) flowing through the network.

Lab Objectives

The objective of thus lab 1s to help students learn how to:

*  Detect sensitive data flowing through the network mn clear text format

Lab Environment

To pertorm the lab, you need:

" Camn & Abel located at Z:ACND-Tools\CND Module 11 Network Traffic
Monitoring and Analysis\ARP Poisoning Tools\Cain& Abel

" You can also download the latest version of Cain & Abel from the link
http:/ /www.oxad.at/ camn.html

"  Wireshark, located at Z:CND-Tools\CND Module 11 Network Traffic
Monitoring and Analysis'\Packet Sniffing Tools'\Wireshark

" You can also download the latest version of Wireshark from the link
https: / [wrarw awireshark. t::-rgf download.html

" If you decide to download the latest version, then screenshots shown in the
lab mught differ

" A virtual machine manning Windows Server 2012
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Module 11 - Network Traffic Monitoring and Analysis

" A virtual machine mainning Windows Server 2008
" A virtual machine runming Windows 10
" A Web browser with Internet connection

" Administrative povileges to mn tools

Lab Duration
Time: 25 Minutes

Overview of Lab

Packet capture means intercepting data packets traversing over a network using
packet capture tools such as Wireshark. These captured packets are analyzed n

order to determuine whether proper network securty policies are being followed.

Lab Tasks

1. Since this 1s a test environment, there 1s no SPAN port to enable

L task 1

Wireshark to capture traffic flowing throughout the network. So, we

Clear-text HTTP shall perform ARP Poisoning using the Cain & Abel application, to

Traffic N . ; .
enable Wireshark to capture traffic between the required machines.

2. Log on to Windows Server 2012 virtual machine.

5. Nawigate to Z:\CND-Tools\CND Module 11 Network Traffic Monitoring
and Analysis\ARP Poisoning Tools\Cain&Abel and double-click
ca_setup.exe.

4. If the Open File - Security Warning pop-up appears, click Run.
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Man in the Middle
attack has the potential to
eavesdrop on a switched
LAN to smff for clear-text
data (McClure, Scambray).
It can alzo be used for
substitution attacks that
can actively manspulate
data.

5.

Module 11 - Network Traffic Monitoring and Analysis

Follow the wizard-drven installation steps to install Cain & Abel.

7.

Cain & Abel w4 8 50 nstallztion

Caim 8 Abel 4.9.50 Installation

% Can absl 4350
—

Tz ireafalkadion paogram wall el Caim &80 4950

Fress the Wewt buthon bo st Bee irctalaion oo can piess
oz Carvcaed bt raci I i oo ok waed b0 ieedal Cain B Akl
13,50 al s lime,

FIGURE 3.1: Cain & Abel installation

The WinPcap Installation pop-up appears; click Don’t install, as you
have already installed it duning the lab setup.

WinPcap Installation

WARNIMG W This program uses the packet dirver that comes with
WinPcap v4.1.3 availlable at wenw winpcap.org.

Do you want to nstall the packet driver now ?

| Fstall

FIGURE 3.2: WinPcap Installabon pop-up

Launch the Windows Server 2008 and Windows 10 virtual machines.
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Module 11 - Network Traffic Monitoring and Analysis

8. Swnitch back to the Windows Server 2012 wvirtual machine, and launch

Cain & Abel from the Apps screen.

Irtermet Exnplorer

Cluster-Awvare
Updating

s | Companent

SETVioss

Lomputer
Managpemeant

Local Seouriy

Palicy

. Metwion Folicy

SETVET

LLEC Lata
Sources [32-hit)

UUEL Data

Sources [6-hik

e‘ Tk Schedules

._-..'I‘_'. Windows Firesall

with Adhenced

E WO ows W emory
i CHagricstic

! Windows

PowvserShell DoBiR)

olasolt Lapsa f

=3 Frllr"rrl"'-l" Demio

bnd Lser License
Agresmert

Mac Seanmer

WildHackets A L Dnnecion Hearbormance E Windows Packst Bullder

CmniEngine F Manager Monitor Powsershell 151

3 WidFaCkets =  |Dafragment and Famote fooass
CimniPeek Ciptimize Drives Management

Wireshark :' Ewvent iewear Resource Monior
Failorver Cluster
Manager

iaroup Policy Security Cain

hanagement Configuratior = MEW

m Hyper- Manager = Server Manager Urenstall Cain

FIGURE 3.3: Launu:}mmg Cain & Abel from Apps sofeetl

9. Ifa Cain pop-up appears, click OK.

Cain

Windows firewall is enabled. Some Cain's features will not work
! \, correctly.

‘ OK |

FIGTURE 3.4: Cain pop up window
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muﬂaiu & Abel covers
some secuty
aspects/weakness intrinsic
of protocol's standards,
anthentication methods and
caching mechanisms.

m.APR-SSHi can

capture and decrypt 35H
verzion 1 session that are
then saved to a text file.
APR-HTTPS can intercept
and forge digital certificates
on the fly but becanse the
trasted anthodty does not
sign these certificates a
warning message will be
displayed to the end usec.

Module 11 - Network Traffic Monitoring and Analysis

10. The main window of Cain & Abel appears as shown in the screenshot:

Taols

Eile  ¥iew Cpnfigure

|+ 4 2R mEBEa0%2 @7 0
ﬂ? sniffer I@i’? Cracker I'ﬂ Tracercute

Help

Qo @ o 1B O

& Decoders

"' wireless II_:(.!) Query

& Metwork EA ccou

& Cached Passwords
R Protected Storzge
ﬂ L5A Secrets
W Wireless Passwords
ﬁ IE T/8/9 Passwords
- Windows Mail Passwords
@ Diglup Passwords
L Edit Boxes
i Enterprice Manager
'ﬁ' Credential Manager
- JE Windows Vault

Press the + button on the toolbar to dump the Protected Storage

<]

ﬁ Protectad Storage

hit po/Mone, oziclik

FIGURE 3.5: Cain & Abel Man Window

11. To configure the Ethernet card, click Configure from the menu bar.

File  ¥izw Toals

ke e+ R LI DERE0%E O 0

é% Decoders I_Q Metwork I@ Sniffer I@f Cracker Iﬂ Traceroute Iﬂ] CCDu In.;'f] Wirelesz I% Cuery I

Cached Passwords

i Protected Storzge

gl LSA Secrets

{g‘ Wireless Passwords

a [E T/E/8 Paseworde

l‘_;‘,] Windones Mail Passwaords
420 Dialup Passwords

L[ Edit Boacs

n Enterprise Manager
'ﬁ‘ Credential Hanaﬁer

Help

—_—

iPress the + button on the toolbar to dump the Protected Storage

FIGURE Jj.6: Cain & Abel Confipuration Option
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Module 11 - Network Traffic Monitoring and Analysis

12. The Configuration Dialog window appears.
[)Replay attacks can akso 13. The window consists of several tabs. Click the Sniffer tab to select the

be nsed to rezend a sniffed :
password hash to S.Illfﬁﬂg :a.dap heE.
RINEHAICS a0 14. Select the Adapter associated with the IP address 10.10.10.* subnet
unanthorized user. 3
click Apply, and then click OK.
Challenge Spoofing |  Fitersandpots |  HTTP Fields |
Traceroute I Certificate Spoofing | Cerificates Collector |
Snifer | APR(Ap Poison Routing) |  APR-SSL Options
Adapter IP address | Subnet Mask
Bl \Device\NPF_{543413A... 192.168.0.61 255,255 2550
0 or IP and MAC TS E 3 10.10.10.12 255000 |
spoofing you have to
choose addresses that are
network By defanlt Cain
uses the spoofed MAC
"001122334455" for two
reasons: first that address
can be easiy identified for
troubleshooting and second
it 13 not supposed to exst
in your network
MNote: You cannot have
two or more Cain machines ‘Device\NPF_{AA1CF299-4BE3-41D0-8B9E-DCB3BF72C30D}
on the same Laver-2 nsing
APR's MAC spoofing and
the same Spoofed MAC WARNING !!! Only ethemet adapters supported
address.
—Options
I Start Snifferon statup | Dont use Promiscuous mode
| Start APR on startup
‘ OK | Cancel
FIGURE 3.7: Cain & Abel Confipnration Dialog Window
15. Click Start/Stop Sniffer on the toolbar to begin sniffing.
Eile Mjew Corfigure Tools Hep
[a[w])e hmw +v BaommEaO®E |6 |0
E. Decoders I_E' Metwaark |ﬂ Saiffer |f Cracker |Iﬂ Traceroute |III CCm) |T Wireless |$ t]uerg.rl
g+, Cached Passwords
~§' Protected Storage Press the + button on the toolbar to dump the Probected Storage
- LS4 Secrets
_!"' Wirel ess Passwords
mnﬁ most cmcial item :-g :.'Tn:a::;-l:l:; Pazswords
in that List 13 the radicactive -5 Dialup Passwords
hazard APE_ It 15 in this |: Edit Boxes
window that we select oue i i Emterprize Manages
= :E:I- ---'?" Credential Manager
FIGURE 3.5: Starting a sniffer
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Note: If the Cain Warning pop-up opens, click OK.

_ WARNING !!! TCP Large/Giant 5end Offloading is enabled for the
A current network interface. Cain's 55L MitM attacks could be affected;
please check the Windows's advanced settings of your network
interface configuration.

& Be warned that there is Alternatively you can globally disable task offloading features with the
the possibility that you will following command:
canse damage and/or loss
;fdd“;ﬁﬂmfnﬂvmm netsh int ip set global taskoffload=disable
author be liable for such . ‘ ‘
damages or loss of data. Remember to deactivate and re-activate the network interface after the
above command.
FIGURE 3.9: Cain Waming pop-up
16. Now click the Sniffer tab.
File ¥Yiew Configure Tools Help
S I AR LY - A
&. Decoders Q M etwiark Eﬁ' Sniffer I[Eij' Cracker I'ﬂ Traceroute |EA CCDu “ﬂn Wireless IHQ Ciuery
IF address PAC address U fingerprint Host name B.. | B.. | BE
FIGURE 3.10: Sniffer tab
17. Click the plus (#) icon, or right click in the window, and select Scan
MAC Addresses to scan the network for hosts.
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18. The MAC Address Scanner window appears, select the Range radio
button, enter the scan range 10.10.10.1-10.10.10.254. Check All Tests,

then click OK.

SCIES

File Yiew Configure Tools Help
Glmedknn[Fy R numEEED2E (0@ i

|g§ Decoders I? Metwark Iﬁ Sniffer

Cracker [raceroute IR0 CoDU 1A Wirless |ﬁ Cuery I
IP address MAC address | OUI Fingerprin MAC Address Scanner | B8 | Gr | MO | M1 [ M3
— Target
O Bl bosts oy sobeet
« A
mﬂPR-RDP can capture From
and decrypt Microsoft's THRETEETEEE
Remote Desktop Protocol
as well. To
m .1 1, 254
Promizcuous-Mode Scanner
I ARF Test [Broadoast 21-bif]
I 5FP Test [Brosdosst 16-bif]
K AFF Tes (Ricedcest 3hil)
F &8RP Tes [Gioup bE)
I 5FP Test [Muticest group 0]
W 4FF Test [Muticast group 1)
p .-"-._P Tl:c». -H.Jll_i:-au. Joup 3|
. 0
Hocte [ @ APR [@ Routing [T Passworde 45 vole . S—
FIGURE 3.11: Cain & Abel - MAC Address Scanner Window
19. Cain & Abel starts scanning for MAC addresses and lists all those
found.
=7 Speeding up captuge 20. After the scan is completed, a list of detected MAC addresses is
speed by wireless packet . .
T P displayed as shown in the screenshot:
njection
File View Configure Tools Help
[ty R ymEmEaO®Es 67 0
&, Decoders I ? Metwork Iﬂiﬂ' aniffer IlEil? Cracker I'ﬁ Traceroute I!HI cCcou |k.ij'.3] Wireless |E[:| Query |
IP address MALC addre:zs CUl fingerpnnt Host name B..|B. | BR
10,100,101 D01550000111 Microsoft Corporation N = "
10.10.10.8 001330000119 Micresoft Corporation
10.10.190.10 DO133000011 A Microsoft Corparation
FIGURE 3.12: Cain & Abel - MAC Address Scanned
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21. Click the APR tab at the lower end of the window.

File Yiew Cpnfigure Tools Help

NS MBEE +0 2 amEBEaeOER @7 0

& Metwork ﬂ Sniffer Qf Cracker Iﬂ Tracercute |HEA CCDU ['.;'j.ﬂ Wireless IB!) Cuery

= | IP address MAC address MAC address

[ APR-Cent

.2 APR-DNS
MAPR state Half- B APE-S5H-100)
Routing means that APR is &) BPR-HTTPS (0]
routing the traffic correctly - BPR-ProwyHTTPS (0)
but only in one direction 59 APR-RDP ()
(ex: Client->Server or - APR-FTPS [0) u
Server->>Client). This can 5y APR-POP3IS (D)
}JEPPE:H if one of the two & AFPR-IMAPS (0] MAC address MAC address
hosts cannot be poisoned 5y APR-LDAPS (0
or if asymmetric routing is 2y APR-SIPS ()
nsed on the LAN. In this
state the smuffer lozes all the
packets for an entire
direction so it cannot grab
anthentications that nse a
challenge-response
mechanizm.

<
] W ww Configurstion / Routed Packets
B oste |iF APR ing | 5% Passwords | @ ValP
Lost packets: 0%
QQN@ that the Cain & FIGURE 3.13 Cain & Abel ARP Tab
Abel program does not . . . . "
i 22. Click anywhere in the night pane on the top most section to activate the
wulnerabilities or bugs that + icomn.
conld not be fixed with
little effort.
Eile Wiew Configure Tools Help

S e ¢+ B IDEEe0% 2|07 0

_ IP address WAL address | Packets - | =- Packets | MAC address

[ APR-Cent

2 APR-DNS

P APR-55H-1 (0)
m&_]? é APR-HTTPS ()

APR state Full- () APR-ProsyHTTPS [0)
Rﬂu‘hﬂgﬂl&ﬂﬂs that the IP '_m APR-RDP i0)
traffic between two hosts é APR-FTPS ()
has been completely - APR-POP3S (D) =
hijacked and APR is IEI APR-IM&PS () I? address MAC address MAC address
working n FULL- é APR-LDAPS (D)
>Client). The sniffer will
grab anthentication
information accordingly to
the sniffer filters zet. <]
IE' Configumation / Reuted Packets I
@ Vol
Lost packets: 0%
FIGURE 3.14: Cain & Abel Sniffer Section
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23. Click the Plus (+) icon; the New ARP Poison Routing window opens,
from which we can add IPs to listen to traffic.

|= view  Lonf fqure loals felp

I
swedksn[Hy om0 ws @ | f
ither Lgf Cracker Ilﬂ Traceroute Iﬂ CCou It " Wireless If‘y Cjuery |
Statws Ny | Peddress | MAC eddress | Packets - | <- Packets | MAC address | P eddress

=) mPR-Cen
g...ﬁt, APR-DNS
- APR-SSH-T ) iR NG 1]
By APR-HTTPS [0) -~ . —
H | APF ehables you to hipck IP raflic betmesn the ssdected host oo the BE list and &l selecied bosts on the dight [zt in Dath
L The Pootected Stoge iz a Igl APR-ProsyHTTP drections. |f a selected host haz mouting capatilties Wi raffic wil be ntercspled a:z well Peaze nots tha since you
e . Sl ApR-RDP (3 machine hes ol the zame perlomence ol & rocter you could cauze Do5 F vou zel APA bebvween pour Defauk Gatewsy snd
storage facility promided as 3 APR-FTPS 0] all othier hosts on your LK,
part of Microsoft &) APR-POP3S (0]
FltﬁPtﬂﬂPleist prmaryuse B & apr aps
13 to securely store povate B APR-LDAPS (0]
o e () APR-SPS [0} :E?Ejﬁ: l ﬁmﬁgﬂnmmﬁ LHosoare Heds
to a nser. QLA RIRINES Q01 500001 14
10101010 201 5200 14
FIGURE J.15: New ARP Poizon Routing window
24. To monitor the traffic between two computers, select 10.10.10.10
(Windows 10) and 10.10.10.8 (Windows Server 2008). Click OK
WOARMIMNG
APR enables you to kijack 1P trafthc between the selected host o the left izt and all zelected hostz on the ight izt in bath
directionsz. If a selected host haz routing capabilities ‘\WAN traffic will be intercepted as well. Pleaze note that since pour
maching has not the same performance of a router you could cauze Do5 if you zet APR betweeq vour Default Gateway and
all ather hoztz on pour LAM.
[ Al of the information
mn the Protected Store 1=
encrypted, using a key that IF zddress kA8 C Huosthame IP address Hosthame
13 derrved from the user's 10.10.10.1 00550000111 10.10.10.10 | 001550000114 |
logon password. Access to 10.10.10.8 00550000119 1010101 am 550000111
the information is tightly 10101010 001550000714,
regulated so that only the
owner of the material can
access it
m >

ok I Cancel

FIGURE 3.16: Momtorng the traffic between two computers
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A Many Windows
applications nse this
feature; Internet Explorer,
Ontlook and Outlook
Express for example store

usermmesmdpasmrds
using this sermce.

Module 11 - Network Traffic Monitoring and Analysis

25. Select the added IP address in the Configuration/Routed packets, and
click Start/Stop APR.

Note: If a Couldn’t bind HTTPS acceptor socket pop-up appears, click
OK.

File Wiew Configure Teols Help

olwElnm e+ v 2,

.& Decoders I@ Plebwiark Iﬁ Sniffer IEIiJ iCracker I'ﬁ Traceroute Iml CCou IEE'] Wireless I?Ej Duery |

e APR IP 2ddress MAC address < Packets | MAC address | IP address

--E APR-Cert FVice | 10.10.10.8 | 001550000119 | | DISS0000114 | 10.10.00.10
2 APR-DMS

g APR-S5H-1 (D)
-5y APA-HTTPS [0)
-2y APR-ProoyHTTPS (D)
-8 APR-RDP ()
2y APR-FTPS (0]
-5y APR-POPIS {0)
E. APA-IMAPS () IP address MAL address Paclkets -= | <- Packets | MALC address IP address
-2y APR-LDAPS (0]
2y APR-SIPS (0]

n |:-

)<

e  Configuration / Routed Packets I

i x

| & ar [ Aouting B, Pazswords | % volP

Lost packets: 0%

FIGURE 3.17: Cain & Abel ARP Poisoning

26. Now, launch Wireshark and begin the traffic capture on the Windows
Server 2012 machine

27. Browse the end Website installed on the Windows Server 2008 machine
(Here the IP address of the machine 1s 10.10.10.8. It may vary in your

environment)
28. Now, log on to the Windows 10 virtual machine

29. Launch a web browser, type the URL http:fflﬂ.lﬂ.lﬂ.ﬁfﬂldhﬁ‘p—
login.php in the address bar and press Enter.
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30. The WordPress login page appears, login to the end website using the
credentials admin/qwerty@123

10.10.10.B/cnd fwp-login php

sername

admin

Passwors

l«llilili-l‘| o

Remember Me

FIGURE 3.18: Login credentials entered in a non HT'TPS page

31. Now go to Wireshark and stop captuning. Filter for the packet with the
code http contains [forms] (here, end) since our web URL had forms
in it. Choose the HTTP post packet from the filtered list and right-click
on its HTML form encoded and click Follow—TCP Stream from
context menu.

le Edit View 0Go Ceplure Analyze Statistics  Telephony Wirdess Tools Hep

e AERE =T LS [Elaaam

Destnaban Frofocol  Length Info
71 19.855542 18.18,. 13,13 18.18.18. B HTTR 412 GET fondf HTTR/L.L
£5 24.837243 18.1&. 16,8 18.16.1@. 1@ HTTR 1514 HTTP,/1.1 288 OK {tewt/htel)
123 38615766 18,16, .18, 18 18,18, 18,8 HTTR 457 GET SondSwp-login.php HTTRAL. 1
131 31.9582372 18.16.18.8 16.16.1@. 18 HTTP 1514 HTTR,/1.1 2B@ 0K  {text/hital)

155 39.883976 18.16.18.18 18,169,168 HTTR ME POST Senddfwp-login.php HTTRSL.1 [applicationx-wew-form-urlencoded)
162 41.882157 18.18.14.8 18.19.1@, 18 HTTP 1285 HTTP 1.1 382 Found

166 41 .B800481 18.18. 10,18 18.16.10. 8 HTTE BOZ GET fond/wp-adebn HTTESL.1

ZEG 43, 491488 18,18, 16,8 18,18, 18.18 HTTR B8 HTTRSL1.1 288 0K (te=xtihiml)

Frame 1535: 718 bytesz on wire (3728 bits}, 718 bybes captured (3728 bitsz} on inmterface &

Ethermet TI, Src: Mlcrosof 8B:39:38 (@@:15:54:88:35:38), Dst: Microsof B8:39:33 [(@8:15:5d:88:39:33)
Intermet Protocel Version 4, Sec: 16.16,16.18, [=t: 18.16.18.8
Transmission Control Protocol, Src Port: 49785 (49785}, Dst Port: B@ [(2@), Seq: 1, Ack: 1, Len: GE2

Accept: test/html, application/xhtnlrasl, dmege/{er, */"\rin
Referer: http:/f18,. 18,18, 8 cndSwp-login. phpirhin
Accept-Language: en-USyrin
Pser-Apent: MOZEllarS. @ (Windous NT 18.8; WinGd; 264) AppledebkiTs/557.56 (KHTHL, 1ike Gecko) CheomeSd6.9. 2486.8 5aTaris557,.36 Edpesls. 18586
Content-Type: spplicetion,=-wwa-form-urlencededirin
Accept-Encoding: gzip, deflate’rinm
Host: 18.18.18.8\rn
Contermt-Length: 112%rwm
ConnecTion: Keep-AlEvehrin
Cache-Control: mo-cachelrin
b Cookie: smp-settings-time-1=1462337541: wordpress test cookie=wP+Cookle+checkysin
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Tme
71 19,B855642
85 24.B37243

123 38.615756
131 31.9@2372

SOUrCE
16.16.16.18
14.19.18.8

16,19, 1@, 1@
18.16.18.E

Dectination
18.18.18.8
18.18.168.18

18.1@.18.5
18.18.18.18

Protocal  Length  Info
HTTFP 412 GET /cnd/ HTTR/1.1
HTTF 1514 HTTP/1.1 288 OK (text/html)

HTTP 457 GET Jond/wp-login, php HTTP/1.1
HTTP 1514 HTTR/1.1 288 DK (text/html)

155 39.883976

16, 16,16, 16

18.18.168.8

162 41.882157
156 41.889942
286 43.441450

16.16.16.8
16.10.16. 18
16.1%.16.8

18.18.168.18
18.18.168.8
18. 18.16. 18

[n.php HTTP/1.1
d

{ HTTR/1.1
(text himl)

Park/Unmark Packet CErl+- i
Ignore/Unigrore Facke: Cerl-0r

SetfUnset Time Reference Cerl+T

Time Shitt.., CerleShift+ T

Frame 155: 716 bytes on wire [5728 bits), 716 bytes O Packet Comment...
Ethernmet II, Src: Microscf B8:39:38 (88:15:5d:080:39:3
Internet Protocol Version 4, 5rc: 19.19.19.19, Dst: 1

- Transmission Control Protocol, Src Port: 49785 (49785

oo tevip i

Accept: text/html, application/xhtml+xml, image/jx
Referer: http:// 16.18.18.8/cndfwp-login.phphrin
Accept-Langusge: en-Ushrin
User-agent: Morilla/s.e (Windows NT 18.8; wWinsd; x SCTP
Coantent-Type: application/x-wwm-Torm-urlencodedyrs,
Accept-Encoding: gzip, deflate'rin
Host: 16,16,16.2%r\n Copy
Content-Length: 112%r%n
Connection: Keep-Aliwedwrin
Cache-Contral: mo-cacheyryn

F Cookie: wp-settings-time-1=1468332541; wordprezs_t

Edit Rezsolved Mame

Bpply as Filter

Prepare a Filter
Conwversabion Filcer

Celonze Conversation

Fallow

UDP Strearn

BLL Stream
Protocol Preferences

Decode As..,
Show Packet in Mew Window

POST f:nd_."'up-lnEin.phF HTTRS1.1

Accept: text/html, application/shtml+xnl, inage/j=r, */=

Referer: http:fS16.16.18. 8 cnd/wp-login.php

Accept-Language: en-Us

User-Agent: Mozilles5.8 (Windows NT 18.8; WinGd; x64) SppleWe=bKit/S37.36 (KHTML, like Gecko) Chrome/46.6.2436.6 Safarid
C37.36 Edgesf13.18CH:

Content -Type: appllicatlons-www- form-urlencoded

Brcmpt-Encoding: grip, deflate

Host: le.18.18.8

Content-Length: 112

Connection: Kesp-Aliwve

Cache-Control: no-cache

Cookie: wp-settings-time-1=14E5633254); wordpress_test cookie=WP+Cookietcheck

log=adnind
382 Found
Dat=: Tu=, 12 Jul 2816 14:31:32 GHT

Server: fpacheS2.4.2 (Nins4) PHP/S.4.3

¥-Powered-By: PHPS5.4.3

Expires: Wed, 11 Jan 1959 @5:88:08 GMT

Cache-Control: no-cache, must-revalldate, max-age=0

Pragma: na-cache

Set-Copkle: wordpress_test_cookle=wP+Cookle+check; path=Scnd/

X-Frame-Options: SAMEORIGIN

Set-Cookie: wordpress aSea7efesdS2Scadatdes8faSeoocI7l=adninErC1468506783ETCRAAMYKSMjBNbIL ST 51ReRKh TSmThI thP1va7PwiiDd
XnCdcfed24eafe3nlfaSd26de6e9c12a058542 38 S0adcBETc2523a6abfIac4BRd; path=,cnd fwp-content/plugins; httponly
Set-Cooki=: wordpress_aSe2d76Teidéa25c sbaSde sl faBdc oo 37 IzadninEMC 1468506 TEIEFCBAAMY K SMEhb Ik S1R=REh TSmf hI £kP 1wd FPwiDjd
¥ dcted22eafe3nlBasd26deEencl2adSE5d 2T 38 58adcBG7c252Ja6RfIacsERe; path=,cnd wp-admin; httponly

riyaald -subilt=Lop+Indredirect to=-httpB3AXaFRaF1e. 18, 18, BXIFcnd¥2Fep-adnin¥2FEte st oonkle=1HTTRA1.1

FIGURE 3.19: Plain text password transmitted by Non HTTPS packet
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32. This demonstrates clear text traffic flowing in a FTP network
33. Begin a new packet capture in the Windows Server 2012 wirtual machine

34. Switch to the Windows 10 wirtual machine, launch a command prompt.
Type ftp 10.10.10.8 (10.10.10.8 1s the IP Address of Windows Server 2008)
and press Enter. You will be prompted to enter the FIP credentials of the

]
E TaAask 1

Clear-text ETP server. Enter any username and password of your choice. In this lab, the
Traffic username and password are Admin and test@®123.
. |
B Command Prompt - ftp 10.10.10.8 = O X
pt-Tp

onnected to

268 Microsoft FTP S

38 Please login with

Iser (18.18.18.8:(none)): |Admin
31 Paccword required for Admin.

rassword:

368 User Admin cannot log in.
ogin failed.

tpr

FIGURE 3.20: Logging in to FTP

35. Switch to the Windows Server 2012 virtual machine.

36. Stop the capture process in Wireshark and look for the FTP traffic in the
scanned results

| *Ethernet 2
File Edit Wiew Go Capture Analyze Statistics Telephory Wireless Tools Hep
RRE Aae=sZf i [Eaaan
[Oi==tination Protoeol Lergth  Info
18.168.18. 8 TCP 54 [TCP Dup 4CK 93#l] 54855 =+ 21 [
10.10.10.5 1
18.18.18._ 5 66 [TCP Retransmizzlion] S4855 + 21 'F'=-I-_. AlC
18.16.18. 88 Response: 331 Pessword required for Admi.
ﬂ];,[l FIP transmits data 98 319_2793682 10.18.18.8 16.16.16. 18 8 [TCP Retransmission] 21 -+ 54855 [PSH, AC
B -348386 54 54855 =+ 21 [I-'.I:h!] Seq=2T Ack=186 Win=B893_
unencrypted .
. 743904 |'-':_-:'|:|.-.'_1"_Eﬂ:ﬂ'1:". .‘-'Ii.-\'."n';-::l'_ElB:F:l‘l:L'El ARP 43 16.16.168.148 1= e-‘l.EIﬂ:"."'.-:".-d:BE-:l:'lf-
s E T qu"nﬂn'_ﬁﬂ:ﬁj;f_ WlQ"nﬁnf_ﬁﬁ;ﬁ1;1ﬁ ARP 42 14.18.18.8 1= at 88:15;5d;868:81:;15 :d_p]"
LTERE06 16,16, 18,16 16.16.18.8 FTF 63 Request: PASS testflll
$ 321.751378 18,168,108, 16 16.16.18. B TCP 63 [TCP Retransmission] 54855 +
[ Frame 183: 69 bytec on wire (552 bits), &9 bytes captured [552 bitc) on interface @
F Ethernet II, Src: Microsof @@:él:la (@8:15:5d:88:81:la), Dst: Microsof ®@:@l:1S [@8:15:5d:@@:81:15)
F Internet Protocol Verslon 4, Src: 18.19.16.16, Dst: 18.18.18.8
F Transmlssion Control Protocol, Src Port: 54855 (54855), Dst Port: 21 (21), Seq: 27, ack: 186, Len: 1S
E Fille Transfer Protocol (FTRY
B 15 5d @2 91 15 88 15 5d @9 81 la B3 88 45 B8 ..]vaess JewsasE
g 37 8d 5d 48 @@ 8B B6 C5 32 B3 @2 B3 Ba Ba Ba B R | PR
fa @8 dé 47 @8 15 f5 25 Sb 38 f4 c4 of 1B 58 1B ...G...) [B....F
1T 9d 71 62 @@ @& 58 41 53 53 28 T4 65 T3 74 48 ..gb. (P4 55 te-iti?
31 32 33 d Ba 123
¥ wireshark_pespng_AA 10F 239~ 3-HDD-0A5E -DORAEE TACS00_20 1504260390 57_s0302) Packets: 105 - Displayed: 108 (100.0%) || Profle: Default
FIGURE 3.21: FTP clear text traffic detected in wireshark
- . -
37. In the above screenshot we can clearly see that the Username is found to
be Admin and password is found to be test@123 in the FIP traffic
CND Lab Manual Page 362 Certified Nerwork Defender Copyoght & by EG-Gouncil

All Rights Reserved. Reproduction 13 Stnctly Prohibrted.



Module 11 - Network Traffic Monitoring and Analysis

s 38. Now we shall use Wireshark to view clear text traffic flowing through the
H task 2 TELNET protocol

Cleartext Telnet 39 Before beginning this task, ensure that the Telnet Client is installed in the

Traffic Windows 10 virtual machine and the Telnet Server 1s installed and munning
on the Windows Server 2008.
40. Begin a Wireshark packet capture in the Windows Server 2012 wirtual
machine
4]1. Switch to the Windows 10 wirtual machine, launch a command prompt,
type telnet 10.10.10.8 (10.10.10.8 1s the IP Address of the Windows Server
2008) and press Enter.
.
B Administrator: Command Prompt — L] b
licrosoft Windows |'".'|_—"- rsion 106.8.16240 _
c) 20615 Microsoft Corporation. All rights re
:\Windows\system32:telnet 10.106.108.8
[Q.-;ﬂTelnet is an

application layer protocol
nsed on the Internet or
local area networks to
provide a bidirectional
mteractve text-onented
communication facility

11*:-31‘.g a virtual terminal
connection.
FIGURE 3.22- Eamb.'liahj.ng Telnet connection
42. A Welcome screen appears, type y and press Enter in order to send the
password information in the Internet zone.
rﬁ Telnet 10.10.10.8 — O =, 1
e about to send yvour password information to a remote computer in Intermet zone, This might not be
Do you want to send anyway (y/n)iye
FIGURE 3.23: Cc:uﬂﬂmﬁng the connection
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43. Capture packets in Wireshark while transmitting data using the Telnet
protocol

B Tclnet 10.10.10.8 — O b4

'elnet server could not log you inm wusing NTLM authentication.
‘our password may have expired.
ogin using username and password

jelcome to Microsoft Telnet
loglin: |Jasor

‘he handle 1s Invalid.

ogin Failed

ogin:

FIGURE 3.24 Logging in to TELNET

44, Switch back to the Windows Server 2012 virtual machine. Now stop the
capture and filter all the traffic pertaining to the telnet protocol.

M *Ethernet 2
File Edit \View Go Capture Analyze Satistics  Telephony  Wirdess  Tools  Help
@ LBRE scs==Fis[Elaaan
-] Expreseion..
Tire Courme Destnation Pratorod  Length  Irfo Rl
1821 E87Z2._. 1&.i@.18.18 16.16.18.8 TELNET 55 Telnet Dets
858 1ez1.68408. 10.198.18.8 16,16, 16, 16 TELNET A8 Telnet Data
ﬂIﬂ . ) g5d 1825.1193.. 18.18.18.18 16. 16, 16,8 TELNET 56 Telnet Deta
== You cannot duectly 856 1825.1228.. 10.106.18.8 18.10.10.16 TELNET 66 Telnet Data
ﬂltgf']"e]_ﬂetpf.:,t.}mlg while 278 1826.3534,. 16.16.18.18 18,19, 16.8 TELMNET 5 Telnet Dota
know the TCP ]_:I-I:!-J'.‘t -uae:d 879 1826.9833. 16.18.18. 16,16, 16.8 TELMNET 55 Telnet Data

BE3 1627.8963. 16.16.18. 16, 16.16.8 TELHET 55 Telnet Data

BEF 1927.294%. 19.19.18.] 1@, 18.18.8 TELNET 55 Telnet Data

o 1831 ,575 B, 16, 1B, ) 18,16, 18,8 TELHET 56 Telpet Data
Frame B78: 55 bytes on wire (448 bits), 55 bytes captured (448 bits) on interface @
Ethernet II, Src: Microsof 8@:@l:1s (B8:15:5d:88:81:1s), Dst: Microsof 86:81:15 (88:15:5d:6&8:81:15)
Internet Protocol Yersion 4, Src: 16,16 16 18, D=t: 16.16.18.8
Transmission Control Protocol, Src Port: 55179 (55179), Dst Port: 23 (23), Seq: 682, Ack: 582, Len: 1
Telnet

(see above), you can filter
on that one.

e e = =

BEea M@ 15 54 8@ 81 15 88 15 54 @ 81 1s 88 @8 45 A

Ba1a 3 29 Bf 63 49 @B 8@ 86 3 3T Pa Ba 23 Ba Ba B

B 28 da 88 d7 8b 88 17 24 37 d5 8b IE 94 &9 48 56 18 SR T 1, -8
LR ENA] T bb o4 BB BB G coocodE

) ¥ Frame (frame), 55 bytes Packete: 1062 * Digplayed: 222 (20.9%) - Dropped: O (0.0%) | Profile: Defaul

FIGURE J.25 Filtenng wireshark with telnet
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45. Since TEINET transmits data alphabet letter by alphabet letter, you cannot
understand anything if you observe an individual packet. Go to Analyze in
the Wireshark toolbar, select Follow and click TCP stream.

Bfe*ff"fffff"f'ﬂ""'gﬁ" ad!!!!Ra!!x-m_}-H.
. .t.e.l.n.e.t./.
1.8...1.6...1.0...8 Q.N..PE..IS..._
Telnet server could not log you in using NTLM authentication.
Your password may have expired.
Login using username and password
kWelcome to Microsoft Telnet Service
m[f]muarewntﬁﬂg
with T'CP based protocols
1t can be very helpful to see
the data from a TCP
stream in the Way that the
application layer sees it. E
Pechaps you are looking fot password: greenl
dz in a Telnet
f;;Tm;:mtﬁﬂgm The handle is inwvalid.
make sense of a data
stream. The stream content Login Failed
isd.isph‘_lrﬁdiﬂthﬂ same
wmﬁeasitappﬂmdﬂﬂ
the network Traffic from lggin:
AtoBis markedin ced, Session timed out.
while traffic from B to A 15
marked in bine. If you like, =
you can d G Telnet Server has closed the connection
colors in the “Colors™ page
of the “Preferences” dialog. 17 clhant pkys), 12 sarvar phefel 20 turne.
Entire conversation (1305 bytes) Show data as
Find:
FIGURE 3.26: Telnet clear text traffic captured in Wireshark
Lab Analysis
Analyze and document the results of the lab exerase. Give your opinion on your
target’s secunty posture and exposure through free public information.
PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
ABOUT THIS LAB.
Internet Connection Required
M Yes [ 1 No
Platform Supported
] Classroom V] il abs
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Module 11 - Network Traffic Monitoring and Analysis

Monitoring and Detecting
Network Reconnaissance,
Access and DoS/DDoS Attempts

Wireshark is a network packet analyzer, which is used fo capture network packets
and display packet data in detail.

Lab Scenario

Network reconnaissance i1s the muitial phase of an attack where attackers collect as
much mformation about a network as possible, including the IP Address range, OS5
version, services running on the OS, etc. The attackers then use this information to
identify the vulnerabiliies m the network and proceed to the next phase of the
attack. Attackers mainly look at gaiming access to a system, or to enforce a demal of
service attack, and make the system stop responding to the requests comng from its
chients. As a network admimistrator, you need to know how to analyze the packets
captured by Wireshark, and detect the reconnaissance activities occurring on the
network; network access related attempts as well as demal of service attempts
performed on a machine or a network.

Lab Objectives

The objective of thus lab 1s to teach you how to understand the process to detect
various types of scans and attacks occurnng on a network.

Lab Environment

To perform the lab, you need:

" Camn & Abel located at ZACND-Tools\CND Module 11 Network Traffic
Monitoring and Analysis\ARP Poisoning Tools\Cain&Abel

" You can also download the latest version of Cain & Abel from the link

http:/ /www.oxd.at/ cain.html

®  Wireshark, located at Z:CND-Tools\CND Module 11 Network Traffic
Monitoring and Analysis'\Packet Sniffing Tools\Wireshark
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Detecting TCP Half
Scan attempt

Module 11 - Network Traffic Monitoring and Analysis

Nmap, located at Z:ACND-Tools\CND Module 11 Network Traffic
Monitoring and Analysis'\Port Scanning Tools\Nmap

You can also download the latest version of Wireshark from the link
https: / Jwrarw awireshark. :::-Igf download.html

If you decide to download the latest version, then screenshots shown in the
lab mught differ

A virtual machine minning Windows Server 2012
A virtual machine minning Windows Server 2008
A virtual machine minning Windows 10

A virtual machine munning Ubuntu Linux

A Web browser with Internet connection

Administrative prvileges to mn tools

Lab Duration
Time: 120 Minutes

Overview of Packet Analysis

In a network, there 1s always a diversified amount of trathc flowmng between two

end points, and this can be intercepted by Wireshark. Proper analysis/examination

ot each of the packets can help identity malicious actrvities occurnng in the network

Lab Tasks

1.

Betfore beginning this lab, launch Cain&Abel in Windows Server 2012
and follow steps 9-25 of the previous lab to perform ARP poisoning
between the Windows 10 and the Windows Server 2008.

Also, mstall Nmap located at Z:\CND-Tools\CND Module 11 Network
Traffic Monitoring and Analysis\Port Scanning Tools\Nmap in

Windows 10 machine

Now we shall look at how to detect various TCP tlag based attacks. By

using Nmap in the Windows 10 machine to perform a TCP half
scan/SYN Scan. Install Wireshark in the Windows 10 virtual machine.

Note: TCP half scan is a reconnaissance attack in which the attacker

attempts to gain information as to which ports are open on the victim’s
system. The attacker sends a SYN packet to show that he is interested in
establishing a connection. If a port 1s open it replies with a (SYN+ACK)
packet else, it sends a RST packet. If the attacker gets a SYN+ACK packet
to complete the connection the attacker should send an ACK packet but he
1s not interested in establishing any connection. His intention was to know
if the port 1s open or not which was established after he got SYN+ACK

packet. Now he either sends a RST packet to close the connection or

doesn’t send any more packets at all.
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4. Make sure that you are munming Wireshark in the Windows Server 2012
virtual machine.
5. In this scenarno, the target machine’s IP Address 1s 10.10.10.8 (Windows

Server 2008) and the attacker machine’s IP address 1s 10.10.10.10
(Windows 10).

6. To perform a SYN scan on the target machine, switch to the Windows 10
machine, launch Nmap, and type the command nmap -s8 -T4 10.10.10.8 in
the Command field then click Scan.

< Zenmap

Scan JTools Profile Help

Target: | 10.10.10.8 Profile:

Command: |nmap -s5-T4 10.10.10.8

mTﬂP SYN scan s often i i
referred to as half-open Hosts Services | Nmap Output Ports / Hosts Topology Host Details 5cans

scanning, becanse don't
open a full TCP 5 05 4 Host - -
connection. You send a
SYNN packet, as if you are
gomng to open a real
connection and then wait
for a response. A FIGURE 4.1: Performing SYN Scan Using NMAP

SYMN/ACK indicates the ] _

port is listening (open), 7. When the scan completes, switch back to the Windows Server 2012 wirtual
while a RST (reset) is
indicative of a non-hstener.

machine, stop the packet capture and issue the syntax tcp.flags.syn==1 in
the Filter field. This displays all the packets containing the SYN request and
the SYN, ACK response between Windows 10 and Windows Server 2008
as shown in the following screenshot:

File Edit View Go Capture Arnalyze Satistics  Telephony  Wireless  Tools  Help
Ami® JERBERess=E=T A [ElaaaH
W epfsgueyne-y B -] Sspreshn

Ma. Time Soure Die==tination Protocol  Length Info

I Frame 189: 58 bytez on wire (464 bltch, 53 bytec captured (464 bltc) on Interface @

I Ethernet II; Src: Mlicrosof @B:81:15 (#@:15:5d:88:81:15}, Dst: Microsof @8:81:19 (@@:15:5d:89:81:19)
FF Internet Protocol Wersion 4, Src: 18 18.18.18, Dst: 16.18.16.B

- Transmizsion Control Protocol, Src Port: 48529 (48519), D=t Pork: 2Z (23}, Seq: 8, Len: @

d 28 21 19 88 15 Sd 28 21 15 83 88 45 88
oo B8 B8 31 86 dY bp Bo Ba o Go @o d@o
d 91 2@ 16 82 24 &d fa 20 o0 99 80 60 @21
¢ Jb &9 98 82 B4 85 b4

() ¥  wrechark_pcapng AA1CFI99-48E 3-3100-. E-DCSSEF720900_I0160425235305 301020 Packets: 2075 - Dicplaved: 4016 (98.5%) || Profle: Default

FIGURE 42- TCP 5YN Pac]sets from attacker to wictim
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8. Since a huge number of SYN requests are sent to the target machine, the
target’s ports which are open reply with SYN+ACK. Issue the syntax
tcp.flags.syn==1 and tcp.flags.ack==1 to view the traffic containing the
SYN, ACK response packets.

=rnet

File Edit Wiew Go Capture Analyze Statistics Telephory  Wireless Tools Hep
AnN 9 JBRE Qe>ZFTIS[E|AQQE
I- |tcu.Fhus.m--landnn.ﬂaua.ad{--1 B '|

Source Cestination Profoml Length Info

1 RHHUE

(||

F Frame 25: 66 bytez on wire (4538 bitc), 68 bytes captured (438 blitz) on interface @

F Ethernet II;, Src: Microsof #@:81:15 (86:15:5d:80:81:15), Dot: Microsof #@:81:la (@B:15:5d:88:81:
F Internet Protocol version 4, Src: 18.16.18.E, Dst: 14.168.16. 18

b Transmission Control Protocol, Src Port: 8@ (88}, Dst Port: 48529 (4B529), Se=q: @, Ack: 1, Len: 8

@3 15 5d &2 @1 1a 88 15 5d @9 81 15 &3 88 45 S8
B8 2c @o ec 48 B8 88 86 cV ba B3 G2 Ba BE @ G
fa 9a o2 52 bd 91 T2 48 &7 7b 82 24 8d b &8 12
28 08 B0 33 80 B9 B2 84 @5 bs 0B BO

) 7 wreshark_pcapng_AAICF299-96E. FT2CS00_20150476235305 201021 Packets: 075 - Displaved: 50 (1.2%) * Droppad: 0 (0.0%) || Profile: Default

FIGURE 4.3: TCP ACK+5YN flags retransmitted

9. From thus, it 1s evident that an attempt was made to scan open ports by an
attacker using the TCP half scan method

O TAsSK 2 10. Now we shall perform the TCP full connect scan. In the half scan attack,

an attacker replies with a RST to close the connection after getting to know
Detecting TCP the open ports. But in a full connect scan the attacker establishes a full
Connect Scan

3 way TCP handshake and after connection is established immediately

s o terminates it with a RST packet or does not reply at all.
11. The attacker is 10.10.10.10 and the target is 10.10.10.8. He implements a
full scan attempt using Nmap.
12. Launch Wireshark in the Windows Server 2012 machine, and begin a packet
capture.
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13. Switch to the Windows 10 machine, launch Nmap, type the command
nmap -sT -T4 10.10.10.8 in the Command field then click Scan.

“® Zenmap

Scan Tools Profile Help

Target: | 10.10.10.8

Command: |nmap -sT -T4 10.10.10.8

Hosts |  Services | Nmap Output Ports/ Hosts Topology Host Details Scans
LL¥rCP connectscanis s ¢ Host | nmop-sT-T410.10.108 v
the default TCP scan type
when 3YN scan 1s not an ® 1010108 )
option. When a SYN scan Starting Mmap 6.48 ( http://nmap.org ) at 2016-84-27
mmﬂahle,itmusua]lva @83:27 Pacific Dﬂ:ﬂ'light Time
better choice. Nmap has
less control over the hugh
level connect call than with
raw packets, makmg it less
efficient. The system call
completes connections to
open tarpet ports rather
reset that 2 SYN scan FIGURE 4.4: Implementing TCP full scan attack
14. When the scan completes, switch back to the Windows Server 2012 virtual
machine, stop the packet capture and issue the syntax tep.flags.syn==1 and
ip.src==10.10.10.8 in the Filter field. This displays all the packets
contamning the SYN request and the SYN, ACK response between
Windows 10 and Windows Server 2008 as shown in the following
screenshot:
File Edit  View Go Copture  Analyze  Statistics  Telephony  Wirdess Tools Help
AN A0 JERE Q=T LS [E|QAAQTHE
Al ==1andip.src==10,10. 10, 10
Ceestinatian Pratocal Length Info
- Frame 4384: 66 bytes on wire (528 bitc), 66 bytec captured (528 bitc) on dinterface 8
I Ethernet II, 5rc: Microsof _e@e:el:15 (#@:15:5d:@8:6L1:15), Dst: Microsof @@:€1:19 [66:15:5d:06:81:19)
I Internet Protocol Version 4, Src: 18.18.18.18, Dst: 18.18.18.8
I Transmission Control Protocol, SrC Port: S6789 ([56783), DOst Port: 139 (139), Seq: @, Len: @
5d 06 6L 15 @S 6@ 45 80  ..]..... T z.
2f 55 8o Ba Bz Gz Ba @a A3IE... SU
eb 25 @0 28 B8 68 &8 a2
@5 bd B1 B3 @2 &2 61 el
o ¥ wir:d‘u'kpmm_Ml[ﬂ:ES—q-EE..F?EﬂElﬂﬂ_m:lED‘E?'I]SlE‘I-?_dJEE-EdI Padkets: 8902 - Displayed: 7943 {HEI%”I Profile: Default .
FIGURE 4.5 TCP SYN packets from attacker to victim
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15. Now, the victim is filled up with SYN packets and it starts replying to the
attacker with SYN, ACK packets from the open ports. You can observe
particular ports of a vicim which are open and which are replying to the
attacker. Use code tep.flags.syn== and tcp.flags.ack== and
ip.src==10.10.10.8

File Edit View Go Capture Analyze Statistics Telephony  Wirdess Tools Hep
in @ IERBE =T A= [EQaa]am

[I b flags. syn==1 and top. fiags.ack==1and ip.src==10. 10, 10.5 E_E - | Bpression... | +

Time Source Cestination Protocal Length  Info

26 @.63629 a8 133

'l.'l:-| =En=H .ﬂ.t‘:'l Hil‘l:ﬁ-q".
' Frome 26: 68 bytes on wire (489 bits), 68 bytes coptured (488 bits) on interface #

- Ethernet II, Src: Microscf @@:01:10 (B0:15:5d:88:81:19), Dst: Microsof B8@:01:15 (@B:15:5d:0@:81:15)
IF Internet Protocol Version 4, 5rc: 18.18.16.8, Dst: 18.18.16.16

I Transmission Control Protocol, Sec Port: 135 (135), Det Port: 54485 (54485), Seq: &, Ack: 1, Len: @

S50 B.A93974 TALIA.1R.E TA.IR. 1@, 18 e AR AR = S49498%5 [SYIN.

1
1
1

b
|

FIGURE 4.6: Victim replies to the attacker with SYN/ACK packets

Note: We can see that ports 23, 445, 49153, 49154, 49152, 49156, 139 and
135 are some of the ports which are open and have replied to the attacker.

16. Now mowving on, the attacker goes on and sends ACK packets to open
ports. (We filter with open ports only). After an attacker sends the ACK
packets, the TCP 3-way connection is established. But instead of sending

data he immediately terminates the connection by sending an RST
packet, immediately after the ACK packet.

17. To view this, switch to the Windows Server 2012 machine, and issue the
command tep.flags.ack==1 && ip.src==10.10.10.10 in the Filter ficld.

File Edit View Go Capture Analyze Statistics Telephony  Wirdess Tools Hep
Adm @ JERE Resx=T o [EaaqH
[I tep. flags.ack==1 &&ip.src==10. 10, 10,10

Source Cestination Protocol Lengih  Indfo

18.1&.168.8

45608 625, = .18, « 18, [TCP Window

4691 627 . = « 18, « 18, 56988 » 445
1356.. L 4 S6088 = 445
4693 B27. 5 .18, « 18, [TCP Window
4694 627 .1858.. o 19, 8 4 SE98E + 445
4829 B2&, 5 .18, 18,8 56369 = 445
T T O I 0 1 P T P LA SEOED 5 440 [RST. AMK] Seg=1 fAck=1 HWin=A ..
Frame 4395: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface 8
Ethernet II, 5Src: Microsof _@e:el1:15 (88:15:5d:88:81:15), Dst: Microsof _@@:81:19 (@8:15:5d:88:81:19)
Internet Protocol Version 4, Src: 18.18.16.18, Dst: 18.18.18.2
Transmizssion Control Protocol, Src Port: 56786 (56785), Dst Port: B8 (88), Seq: 1, Ack: 1, Len: @

- = ™

FIGUEE 4.7: Attacker IEP]i&E to metim wiath ACK Pm:k&ts
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18. To demonstrate a TCP Null scan attack. In this type of attack, the attacker
sends TCP packets with no flag set. It is only done to check open ports.

= TAsSK 3

Detecting TCP null An open port does not reply to a Null packet and a closed port replies
scan attempt with the RST flag set.

19. In this case, our attacker’s machine i1s 10.10.10.10 and the victim’s machine
15 10.10.10.8.

20. Begin a new Wireshark packet capture in the Windows Server 2012 wirtual

machine.

21. Switch to the Windows 10 wirtual machine, launch Nmap, type the
command nmap -sN -T4 -A -v 10.10.10.8 in the Command field then click
Scan.

r
® Zenmap — [ X

Scan Tools Profile Help

Target: | 10.10.10.8 w | Profile: W

Cancel

Command: |nmap -sN -T4 -A -v 10.10.10.8

L mhe  3ull Scan Hosts Services Nmap Output Ports / Hosts Topology Host Details Scans

_EEPIU';JEZ a;;l;ﬂe }R;Oghnsz 05 1 Host - fmap -siN -Td-A -y ?'[.1 ?ﬂ TG-E A - Details
1

differentiate between open & 10,1008

and closed ports. The Null Starting MNmap 6.48 ( http://nmap.org ) at 2016-04-28B
scan does not set any bits ©2:13 Pacific Daylight Time
(TCP flag header is 0)

e

FIGURE 4.8: TCP NULL scan attack nsing NMAP

22. When the scan completes, switch back to the Windows Server 2012 wirtual
machine, stop the packet capture and issue the syntax tcp.flags==0x00 in

the Filter field. This displays all the packets containing the NULL request
and the SYN, ACK response between Windows 10 and Windows Server
2008 as shown in the following screenshot:

i

File Edit  View Go Copture  Analyze  Statistics  Telephony  Wirdess Tools Help
W ae RE Rexs=FaE|Elaaqm
kep, flags = =0xad] [%] | Boressien... | +

Timie Cectinatian Pratocal  Length  Info b
1 & . eepaaa 18,18, 18.1e.1@. TP 54 41341 =+ 32779 [<Noner] Seg=1 Win=18Z4 L. .
TP 54 41341 = 1782 [<MNoner] Seg=1 Win-1824
TR 54 41341 = 5679 [<None>] S2g=l Win=1824
TP 54 41341 » 9666 [<Noner] Seq=1 Win=1824
TR 54 41341 = 18R4 [<None>] Se2g=l Win=1824
TLCP 54 41341 -+ 1857 [«<Noner] S=g=1 Win=1624
TR 54 41341 = 1860 [<{None>] Seg=l Win=1824
TLP 54 41341 -+ 1868 [<MNoner] Seg=l Win=1624
T e Ed 41341 = SEREME [ sHones] San=1 Lin=1&2]

2 @.00een5 « 16,18, 18.16.16.
3 6. OB0Eh i L= 16, 16 16.

< @, aaanT - 16,18, 168.1@.1&.
O i = 16,16 16.
T e - 16 . 18, 16.1@.1&.
7 B oaaall 18,16, 18, 16, 16,
g &.ee0eL2 « 16 .18, 16.1@.1&.

bo GO B0 OO0 DO GO DO 0O Q4

FIGURE 4.9: TCP NULL scan detected in Wireshark

Note: In the above screenshot a lot of packets have no flag set in them. They
are sent from 10.10.10.10 (attacker) to 10.10.10.8 (target). It cleardy shows a
TCP null scan attack.
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23. Now a demonstration of a TCP Xmas attack. In this type of attack, the

H task 4 attacker sends TCP packets with FIN, PSH and URG bits set. Just like its

Detecting TCP Xmas NULL counterpart, the victim’s open ports do not reply and closed ones

scan attempt reply with an RST packet. The attacker is 10.10.10.10 and the target is
10.10.10.8.

Note: Since URG is used to enhance the priority of a packet and PSH is
used to push the data; now with these two flags set, if FIN (finish) is also set
it means that the connection should be closed. Now, two flags indicate data to
be pushed and in fact pushed urgently and at the same time another flag asks to
termunate the connection. So this packet 1s meamngless. It 1s only sent to check
open ports.

24, Begin a new Wireshark packet capture in the Windows Server 2012 wvirtual

machine.

25. Switch to the Windows 10 wvirtual machine, launch Nmap, type the
command nmap -sX -T4 -A -v 10.10.10.8 in the Command ficld then click
Scan.

< Zenmap — ) X

5can Jools Profile Help

Target: | 10.10.10.8 | Profile: v |Cancel.

Command: |nmap -sX -T4 -A -v 10.10.10.8 |

| Hosts Services Nmap Output Ports / Hosts Topology Host Details Scans
mt[heii o B S sl
exploits a subtle loophole 05 1 Host - nmap -sX -T4-A -v 10.10.10.8 v| = Details
in the TCP RFC to — —

differentiate between
and closed ports. Thiz scan

ﬁﬁmﬂ@m@ﬁ “t’;: 26. Switch to the Windows Server 2012 virtual machine, stop the Wireshark
packet up like 2 Christmas packet capture, and i1ssue the syntax tcp.flags==0x029 in the filter field to

tree. detect a Xmas scan.

FIGURE 4.10: TCP Xmas attack in Wireshark

File Edit View Go Capture Analyz= Statistics Tdephony Wirdess Tocls Help
Adm 28 JPERE Re=s=F i [Eaaan
[ Ttep. Fisge=~cnan 2]

Time Saurce Destination Protocol  Length  Info
& 11.828293 16.16.18.14 18.16.16.8 TCH 54 56264 + 23 [FIN, PSH, URG] Seq=1 Win=18. .

9 11.628298 1%.16.18.16 165.16.16.0 54 56264 - 8@ [FIN, P5H, URG] Seg=1 Win=16..

FIGURE 4.11: TCP Xmas attack

27. In the above scenario we can clearly see that the target machine is flooded
with packets in which FIN, PSH and URG bits are set. So it can be
concluded that a TCP X-mas scan was performed.
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C TASK & 28. The next attach to take a look at is the DDOS attack which is also called a

SYN/FIN attack. In this type of attack, the attacker floods the vicum with
Detecting SYNFIN packets in which both the SYN and FIN flags are set.

Attack
29. The attacker machine’s IP Address is 10.10.10.10 (Windows 10) and the
target machine’s IP Address is 10.10.10.8 (Windows Server 2008).

30. Begin a new Wireshark packet capture in the Windows Server 2012.
31. Switch to the Windows 10 virtual machine, launch Nmap, type the

command nmap --scanflags synfin 10.10.10.8 in the Command ficld then
click Scan.

<= Zenmap = O -

Scan Tools Profile Help

arget | 10.10.10.8 | Profile | v
m A 5YMN scan i3 the
Jefanlt and t ] ommand: |nmap --scanflags oymfin 1010108
scan option for good :
reasons. It can be Hosts Services | Mmap Qutpul  Ports/ Hosts Topology Host Details  Scans
Pecfﬂ.l:ﬂlﬂd quickly, 05 1 Host - nmap --scanflags synfin 10.10.10.2 Iﬂ = |Details
a & 10.10.10.3
] second on a fast En— . s
) g . by Starting Nmep 6.48 ( http://nmap.org ) at 2816-05-83 81:85 Pacific
ﬂﬂt”‘_"ﬂ"_ not hampered by Daylight Time
restrictive firewalls. Nmap scan report for 19.10.10.8
) ) Host is up (8.88z latency).
A Fin Scan exploits a subtle All 1898 scenned ports on 10.10.18.8 are filtered
loophole in the TCP RFC RAC Address: 8€:15:5D:88:81:15 (Microsoft)
o . oo 1 IF add 1l host ed in 24.85 d
ne: address 0sT up) scann n 14.88 seconds
open and closed ports. It

sets just the TCP FIN bit. FIGURE 4.12: Attacker Implementing syn/fin Attack

32. When the scan completes, switch to the Windows Server 2012 wvirtual
machine, stop the Wireshark packet capture, and issue the syntax
tcp.flags==0x003 in the Filter flag. You will observe packets containing the
SYN and FIN flags as seen in the list view pane of Wireshark and as shown
in the following screenshot:

File Edit View Go Capture Analyze Statishics Telephony  Wirdess Tools Hep
Al Jg@ LEARAEB Res=EZF &= B QG
e, flags==0x003 b Led 7| Boresson... | +

Mo. Time Source Cectination Pratocel  Length  Info "
6 5.988836 18.18.19.198 18.1@.18.5 TCP 58 49829 =+ 3389 [FIN, 5YN] Seqg=@ Win=1824 ..

I Frame G: 58 bytes om wire (464 bits), 58 bytes captured (464 bits) on interface @
I Ethernet 11, 5rc: Microsof _e@:8l:1la (P@:15:5d:88:81:1a), Dst: Microsof _@@:@1:15 [89:15:5d:88:81:15)
I Internet Protocol Version 4, Sec: 18.18.168.168, Dst: 18.109.18.8

FIGURE 4.13: SYN/FIN Attack Detected in Wireshark
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= TASK 6

Detecting ARP
sweep attempt

@'Ihis option  tells
Nmap not to do a port
scan after host discovery,
and only pont out the
available hosts that
responded to the host
discovery probes. When a
povileged user tres to scan
tarpets on a local Ethemet
network, ARP requests are
used unless --send-ip was
specified. The -sn option
can be combined with any
of the discovery probe
types (the -P* options,
excluding -Pn) for greater

Module 11 - Network Traffic Monitoring and Analysis

33. Now, we shall perform an ARP sweep scan which is used to detect lLive
hosts on a network. In tlhus type of scan, the attacker broadcasts
numerous ARP packets requf:sting the MAC addresses of all the
machines.

34. The attacker’s IP address is 10.10.10.10 (Windows 10) and he sends out
ARP broadcast packets in the entire network of 10.10.10.*. The Nmap

command to scan the entire subnet 1s nmap -sn 10.10.10.0/24.

35. Launch Nmap in the Windows 10 machine, type the command nmap -sn
10.10.10.0/24 in the Command field then click Scan.

¥ Tenmap - O . )
Scan Tools Profile Help
Target | 10.10,10.0/24 w~ | Profile w| |Scan| |[Cancel
Command: [nmap -sn 10.10.10.0724
| Harsts Services Mmap Qutpul  Ports/ Hosts Topology Host Details  Scens
0c 4 Host &~  [nmap-sn 1010100724 W Deiails!
& 10,1010
5tarting Nnap €.48 ( ALTp://nmap.org | at 2816-85-83 82:84 Pacific
B 10.10.10.3 Daylight Time
B 10101010 Nmap =can report for 19.16.14.1
Host is up (8.88s latency).
& 10101011 MAC Address: 8@:15:5D:808:81:11 (Microzoft)
Nmap scan report for 19.10.10.8
#10.10.10.12 Host is up (@.88s latency).
AAC Address: @G:15:5D:88:681:10 (Microsoft)
Nmap scan report for 10.10.10.11
Host is up (@.88s latency).
HAC Address: 98:15:50:80:81:12 (Microsoft)
Nmap scan report for 19.10.108.12
Hozt iz up (8.88z la'l'E-m:J,r]I.l
HAC Address; 88:15:50:88:81:15 (Microsoft)
Nmap scan report for 10.16.16.16
Fiki=: Hosts Ho=t 4= un v

FIGURE 4.14: Attacker scanning for live hosts i the network

36. Switch to the Windows Server 2012 virtual machine, stop the Wireshark
packet capture, and 1ssue the syntax arp in the Filter field.

37. Wireshark displays all the ARP packets that have been broadcasted in the
network, proving that an ARP sweep attack has been performed on the
network, as shown in the following screenshot:

L [METNE ot Lot

File Edit View Go  Capture  Analyze  Statistics  Telephony  Wirdess Tools Hep

w8 @ RE Re=EFT LI [Eaaqd
arp = | BExpression..
Ho. Timie Souroe Cestinatian Pratocel  Length  Info L~
2 1.178668 Microsof @.. Broadcast ARE 42 Who has 18.18.16.1? Tell 18.16.16.16
3 1.178385 Microsof_#.. Microsof 66:.. ARP 47 16.10.18.16 is at 88:15:5d:68:81:15
4 1.178611 Microsof #.. Broadcast ARP 42 Who has 18.1€.16.47 Tell 16.16.18.16
5 1.179695 Microsof @.. Broadcast ARP 42 Who has 18.18.1e.57 Tell 1&.1e.16,. 16
6 1.176788 Microscf @.. Broadcast ARP 42 Who has 108.1€.16.67 Tell 16.18.16.14
T 1.178783 Microsot_@.. Broadcast ARP 47 Who has 18.1@.18.7? Tell 18.1@.18.18
8 1.1786785 Microsof @.. Broadcast ARP 42 Who has 18.16.16.8* Tell 18.16.16.16
g9 1.178788 Microsof @.. Broadcast LRP A2 Who has 18.16.16.97 Tell 16.16_ 16. 1@
B7LY Microsof €., Broadcoa ARP 42 Who has 16.16.19.117 Te=ll 16.16.16.18 b

IF Fram= 2: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface &
- Ethernet II, Src: Microsof @0:81:1a (B8:15:5d:88:81:1a), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
I' address Resclutlon Protocol (request)

FIGURE 4.15: ARP scan detected in wireshark
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|
E TaAaskK 7

Detecting Ping
Sweep attempt

Ll Colasoft Ping is used
to ping machines m a
network It supports
pinging multiple IP
addresses simmltanecusly
and list the comparative
responding times in a
graphic chart.

Module 11 - Network Traffic Monitoring and Analysis

. In this lab, we shall perform a Ping sweep scan, which i1s also done to test

live hosts in a network. In this scan, an attacker pings a single host,
multiple hosts, or even the entire network, in an attempt to discover the live
hosts in the network.

. We will ping the Windows Server 2012 (10.10.10.12), Ubuntu (10.10.10.9)

and Windows Server 2008 (10.10.10.8) machines.

. Betore beginming the lab, ensure that you are logged on to the above

mentioned machines.

. Begin a new packet capture in the Windows Server 2012 virtual machine.

. Switch to the Windows 10 wirtual machine, navigate to Z:\CND-Tools\CND

Module 11 Network Traffic Monitoring and Analysis'Packet Sniffing
Tools\Wireshark\Cping, double-click cping_1.2.1.218.exe, and follow the
wizard driven installation steps to install the Colasoft Ping Tool.

Note: Once you double-click the executable, if a User Account Control pop-

up appears, click Yes.

e
i’ﬁ] Setup - Colasoft Ping Tool 1.2 — 4

Welcome to the Colasoft Ping Tool

1.2 Setup Wizard

This will install Colasoft Ping Tool 1.2 (Build 218) on your

computer,

It is recommended that you dose all other applications before

contnung.

Click Next to continue, or Cancel to exit Setup.

Next > Cancel
»

FIGURE 4.16: Installing Colasoft Ping Tool

36. When the mstallation completes, double-click the Colasoft Ping Tool icon

on the Desktop to launch the application.
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37. Enter the target IP addresses 10.10.10.8, 10.10.10.9 and 10.10.10.12 in
the Target field then click the Start Ping button.

s Colasoft Fing Toal — 4 b
il Edit Chart Options Help

4.9 «I'Colasoft

10.1C.10.8, 10.10.10.9

ﬂnlin:ﬁr_mun:l: 1 x gl |¢I|LU|| ||E|E (=]

Capsa Free °

Portable Network Analyzer

Monitoring £ Analvsis [ Troubleshooting

FAQ

Is it possibla te increase tha log

=ty

I input the ping wwwv.google.com,

athing happen. 7
K # e P
" 2 " W Ky - -~ e -
request timead aut” not accurate, .- 1 T 1 T

£ >

= [
il | P L 1 o B By

=

FIGUEE 4.17: Cola soft ping tool used to implement ping sweep attack

32. The application begins to ping the machines, and records the response time
for those machines which respond to the ping request, as shown in the
following screenshot:

w 10.10.10.8, 10.10.10.9 - Colasoft Ping Tool

File  Edit  Chat  Options  Help

10.10.10.8, 10.10.10.9 N

G | F| B[P u

. Online Resource =

~ B c.10106 M 1010108

Capsa Free

Portable Network Analyzer

Monitoring f Anabysis f Troubleshooting

201800503 03:21:40 2016003 03:21:50

mponse Time(m

e ERlEl=

fAQ W 10.10.10.8 A || [2016-5-3 02:21:52] Reply fr...
Iz it possible to increase the log E:l 10.10.10.8 [2016-5-3 03:21:54] Reply fr...
cize? D LocaboniM/A [2016-5-3 03:21:53] Reply fr...
I input the ping www.google.com, Sl 5-E|’1|::.E'.'§IS- [2015-5-3 03:21:57) Reply fr...

'F_J Packets Recsved: 394 [Em £-2-301.21 "_'-IE]H;‘. v fr
jekiing happen. . Packets Lost:1[0% loss) i
" : . W | (7= TachessLost g [2016-5-3 03:22:00] Reply fr...
request timed out” not accurate. ....E] Response T!rne Mlm.mum:l rrs [2015-5-3 03:22:01] Reply fr..

c » -2 Respense Time Maximum:13ms W ¥
L €3 0) i Sl H
FIGURE 4.18: Results of Colasoft Ping Tool
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353. Switch to the Windows Server 2012 wirtual machine and stop the
Wireshark packet capture.

34. In Wireshark look out for ICMP packets which are in a sequence of
requests and replies. Issue the syntax icmp.type==8 or icmp.type==0 1n the
Filter ficld, to detect a ping sweep attack.

File Edit

View [Go

Capture

Analyze

Skatistics

Telephormy

Wireless  Tools

Adm 2@ JERE Qe==Faz[EaaaH

Hslp

Icmip. Tyme==8 o Iimp.Tyme==
Souree

Ha,

15682
1563
1564
15685
L5885
151

Time

24033.678..
2482.878..
2483 .879..
24835.879..
2454, 656.
2484.656..
2484.656..
2484 657
2454, 657..
24B86.168..

18.
1a.
18.
18.
1s.
1a.
1a.
18.
18.
1a.

16.
1a.
1.
18.
1a.
1.
la.
la.
16.
1.

18.1&
18.1&
18.8
18.8
18.1&
18.1&
18.1&
18.38
18.8
18.1&

Destraton

1.
1a.
1a.
1.
1&.
1a.
1.
1@,
1.
1.

18.14.
18.148.
18.14.
18.148.
16.16.
18.14.
18.18.
18.16.
18.14.
18.14.

1z
8
18
18
1z
a
2
18
16
a

Protocol
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICMP
ICHP
ICHP
ICHP

Length
186
186
186
186
186
186
186
18E
186
186

Info

Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo

{ping)
{ping)
(ping)
(ping)
{ping)
{ping)
(ping)
(ping)
(ping)
{ping)

request
request
reply
reply
request
request
request
reply
reply
request

= | Expressian...

L |

Ld=@xeasl,
1d-Gx00a1,
1 d=@xpeal,
id=@xpaal
Lod=Exeaal,
id-ex0eal,
1d=Gx0081,
id=eweeal,
Ld=@xeaal ,
1d-Ex0001,

seq=3/125..
seq=4/162..
seq=4/182..
seq=3/182..
s5eq=7/17%.
seq=3/204..
seq=8/104.
seq=5/284..
seq=8s204..
seq=3/230..

M

- Frame 1898: 186 bytes on wire (848 bits), 186 bytes captured [B48 bits) on interface @

I Ethernet II, Src: Microsof @@:81:11 (#@:15:5d:@88:81:11), Ost: Microsof B@:81:15 (Bd:15:5d
F Internet Protocol version 4, Src: 19.18.19.1, Dst: 16.16.18.12

I Internct Control Message Protocol

5d
£5
a3
41
41
41

1BE@L:15)

S5d 2@
aa dd
63 bl
2] 41
41 41
£1 41

a8 15
88 Sc
Ba Bc
41 41
41 41
41 41

e
as
EE
41
41
41

aL
a8
cC
41
41
41

15 o9 15
a8 T al
25 o6 3l
41 41 41
41 41 41
41 41 41

ol
Ba
41
41
41
al

a8
Ba
41
41
41
41

aa
&l
41
41
41
41

45 o8
Ba @a
41 41
41 41
41 41
41 41

11
aa
141
41

41
2

() ¥ wreshark_pcapng_AALC..20160503022741_a03053 | Packets: 12711 - Display=d: S724 (76.5%) - Oropped: 0 (0.0%) || Frofle: Defait

FIGURE 4.197 Ping sweep attack detected in Wireshark
35. Next, we are demonstrating an ARP poisoning attack.

36. Before beginnming this lab, start a Wireshark packet capture in the Windows
Server 2012 machine.

37. Log on to the Windows 10 virtual machine, and launch Nmap. Type the
command nmap -Pn --spoof-mac 0 10.10.10.1 (gateway of the network) in
the Command field then click Scan.

“® Zenmap — O b4
Scan JTools Profile Help
Target: | 10.10.10.1 ~ | Profile w
Q;les s iy s Command: |nmap -Pn --spoof-mac 0 10.10.10.1
Nmap to use the given :
MAC address for all of the Hosts Services Nmap Output Ports / Hosts Topology Host Details Scans
aw Ethernet frames it ———
sends. This option implies - | 05 1 Host a~  |nmap -Pn --spoof-mac 0 10.10.10.1 o Details
-send-eth to ensure that
PEEN,  aciaaly. oo Starting Nmap 6.4 ( http://nmap.org ) at 2016-@5-03
Ethemet-level packets. ©4:53 Pacific Daylight Time

Spoofing MAC address 31:E6:80:23:38:14 (No registered
vendor)
Nmap done: 1 IP address (@ hosts up) scanned in 2.14

FIGURE 4.20: Implementing ARP poisoning in NMAP
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38. When the scan completes, switch to the Windows Server 2012 wirtual
machine and stop the packet capture.

39. Issue the syntax arp.duplicate-address-detected in the Filter field to find
the packets containing any duplicate IP Addresses.

File Edit Wiew Go Capture Analyze Statistics Telephony Wireless  Tools  Help

dmo® JBRB Re==Fiz[E|aqar

| 2rp. duplicate-accrese cetartad «| Expression. .+

Time Source et Protocol  Length  Info
2 8.908854 Microsof_@.. Microsof_ee:.. ARP 47 19.168.108.18 is at @8:15:5d:88:81:15 (duplic.
16 29.587887 Microsof @.. Microsof @@:.. ARP 42 19.10.10.10 is ot @0:15:5d:88:81:15 (duplic.
13 59.994821 Microsof €. Microsof 86:. ARP 41 18.18.18.18 iz at @&:15:5d:88:81:15 (duplic..
2@ E9.99309687 Microzof 8. Microzof @a8:. ARP 41 18.18.168. 18 at @@:15:5d:88:81:15 (duplic.

lF Frame 2: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface @

I Ethermet IL, Src: Microcof @8:61:15 (88:15:5d:@80:81:15), Det: Microsof _B@:81:19 (@8:15:5d:8@:01:10) |

I [Duplicate IP addrezz detected for 18.1B8.18.18 (B88:15:5d4:88:81:15) - alze in uze by BR:15:5d:88:81:1a v
| >

88 15 5d 88 @1 1% @@ 13 5d 88 81 15 @8 85 @0 8l
BE BE BB B4 B8 B2 B 15 5S4 868 81 15 8a da Ba da
@2 15 54 28 @1 1% @a 8a @a @8

(0 ¥ wrechark_pcapng_AA1CF29..0D_20160503045352_a0213]| Packate: 25 - Dicplayed: 4 (16.0%) « Cropped: D (0.0%) || Profile: Defait

FIGURE 4.21: ARP poisonung attack detected in Wireshack

O TASK 8 40. Betore beginning tlus lab, start a new Wireshark packet capture in the

Windows Server 2012.

"E'”;E"f: SeaM " 41. Switch to the Windows 10 machine, launch Nmap, and type the command
nmap -sF -T4 10.10.10.8 (Windows Server 2008) in the Command field
then click Scan.

< Zenmap — [ X

Scan Tools Profile Help

Target: | 10.10.10.8 v | Profile: w Cancel
Command: |nmap -sF -T410,10.10.8
Hosts Services Nmap Output Ports / Hosts Topology Host Details Scans
L The Ein Scan exoloit: 105 4 Host ~  nmap-sF-T410.10.10.8 d = | Details
a subtle loophole in the
TCP RFC to differentiate Starting Nmap 6.4@ ( http://nmap.org ) at 2016-985-03
between open and closed @5:24 Pacific Daylight Time
ports. It Sets just the TCP
FIN bat.
FIGURE 4.22: FIN scan attack performed in Nmap
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42. Switch back to the Windows Server 2012, stop the Wireshark packet
capture and issue the filter tep.flags.fin==1 in the Filter field.

File Edit Wiew Dbo Capture Analyze Statistics  Telephomy Wirelesz  Tools  Hep

dm 7 ® JORE Qea=sEF 4= @ G G H
B | tcp fiags.An== B4 ~|cExpresson..  +

Tifre SOLFCE Destiration Pratocal — Length T
11 6.831742  1@.18.18.1@ 1&.18.18.5 TCP 54 52781 =+ 111 [FIN] Seq=1 Win=1824 Len=@&

F Frame 11: 54 bytes on wirs (432 bits), 54 bytes coptured (432 bits) on interface 8
I Ethermet 1L, Src: Microsof @8:8l:1la (88:15:5d:00:81:1a), Dst: Microsof B8:81:15 (88:15:5d:06:01:15)
I Internet Protocol Wersion 4, Src: 18.18.18.18, Dst: 18.18.18_.3

@8 15 5d 86 &l 15 @@ 15 5d 96 @1 la €8 89 45 0B
B3 25 18 14 @3 8@ 2e 85 L4 97 B3 B3 Ba Ba Ba da
Ba B8 ce 2d @@ ST 4a eb b d1 o0 B2 @0 8O 50 8L
Bl BB 9e 54 BB 88

(O 7 wireshark_pcapng_AAIC..20160503052436_s02864 | Packets: 4032 - Displayed: 4000 (99.2%] - Cropped: 0 (0.0%) || Frofie: Defaut

FIGURE 4.23: FIN scan detected in Wireshark

Note: Note the presence of a FIN packet which is used to terminate a
connection, indicating there has to be a SYN packet which started the
connection. Now filter the traffic captured by Wireshark to wiew the packets

containing a SYN flag.

File Edit View bGo Capture Analyze Statistics Telephomy Wireless  Tools  Help

dm @ JNRE Rea=s=F 0= ® & & ¥

[CP =05, 8 —

M, Tire SOLFCE Destination Protocol — Length T

(0 #  Syn:Boalean | Packete: 4032 - Dicplayed: O (0.0%] - Cropped: 0 (3.0%) || Frofie: Defauit

FIGURE 4.24: Absence of SYN packets
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Note: The presence of a huge number of FIN packets which do not have a
corresponding SYN packet indicates that a FIIN scan has been performed.

EH TAsSK 9 43. Next is an IP protocol scan. This scan is performed in order to know the IP

protocols supported by the target machine.

Detecting IP
Protocol scan 44. Before beginning this lab task, start the Wireshark packet capture in the
attempt Windows Server 2012 virtual machine.

45. Switch to the Windows 10 machine, launch Nmap, and type the command
nmap -sO -T4 10.10.10.8 (Windows Server 2008) in the Command tfield

n then click Scan.

=1 The attacker sends TP

packets without proper !-':.‘:- -

headers to the victim (for £enmiap 0oox
TCP, UDFP, ICMP, SCTP, | Scan Tools Profile Help

and IGMP proper headers S

are sent nut}_ If he gets an Target: | 10.10.10.8 ~ | Profie: ‘--' Scan Zancel
ICMP error message on a

protocal unreachable (type- | Command: |nmap -s0 T4 10.10.10.8 |
3 and code-2), it indicates

that the protocol is not in Hosts Services Mrmap Output Ports / Hosts Topelogy Host Details Scans

B T e i « |nmap-s0-T410.10.10.8 ~ Details

with ICMP port
unreachable message (type- 1)
3 and code-3) is received, it

10.10.10.8
Starting Nmap 6.48 ( http://nmap.org ) at 2016-85-83 22:53 Pacific

means that the particular
protocol iz i use; and
some other ICMP messzage
ike and code-
013910 and 13 means
that the protocol 15 filtered.

Daylight Time

Mmap =can report for 18.1€.19.8

Host iz up (B.88s latency).

Not shown: 255 open|filtered protocols
PROTOCOL STATE SERVICE

1 apen lcmp

MAC Address: 88:15:50:88:81:19 (Microsoft)

However, in case of TCP,
UDP, ICMP, SCTP, and
IGMP protocols, if any
reply 15 recerved on these
protocols they are
considered to be open.
Even if after repeated
transmission, a protocol
does not respond in any
way, it iz cateporized as
open or hiltered.

Mmap done: 1 IP address (1 host up) scanned in 7.26 seconds

FIGURE 425 IP Preteree-l scan attack implemented uemg MNMMAP

Note: The scan result might vary in your lab environment.

46. Now of the total 256 protocols present, it shows that ICMP is open and
the rest of the 255 are either open or filtered which indicates they never
replied even after repeated transmussions.

47. To detect an ICMP protocol, use the code icmp.type==8 or icmp.type==0,

which 1s used as an ICMP request and reply packet respectively.

File Edit View bGo Capture Analyze Statistics  Telephomy  Wireless  Tools  Help
; e m— T m — [—=
dm f® JMREB Ress=FT I [EaaaH
m|icrn|:l.t'5-1:le==8eriu'n|:l.t5-1:le== E '|E:q:|.reee|nr1.. +
M. Time S0Lrce Destnation PFrotocol  Length  Info
575 7.896353 18.16.18.19 18.108.18.3 ICHP 42 Echo (ping) request ld=8xdfed, seq=8/8, LL.
365 7.896741 16.16.18.1@ 1€.16.16.8 ICHP 42 Echo (ping) request id=8xdfed, seq=8/8, tt.
SBe 7.857524 168.1e.18.8 16.18.16.16 ICHP 6@ Echo {(ping) reply id=@xdfed, seq-8/8, tt.
SEY 7.808@55 18.18.18.8 18.18.16.18 ICHP 6@ Echo {ping) reply id=Budfed, seq=08/8, tt.

I Framc 575: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interfoce B
I Ethernet II, Src: Microsof @8:81:1la (B8:15:5d:80:81:1a), Dst: Microsof _88:81:15 (88:15:5d:00:61:15)
IF Internet Protocol Version 4, Src: 16.18.16.18, Dst: 168.18.18.8

FIGURE 4.26: ICMP packet request and reply indicating that icmp protocol 1s nsed
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meessssssss————  15. Now we shall demonstrate an ACK scan attack, which is used to know the

= TAask 10

Detecting ACK scan
attempt

[:-D.I ‘Thiz scan is different
than the others discussed
=0 far in that it never
determines open (or even

open | fiiltered) ports. It 1s
nzed to map out firewrall

mlesets, determining
whether they are stateful or
not and which ports are
filtered

nature of a protocol on the target machine.

Note: A protocol can be either stateless or stateful. /A stateless protocol

only blocks SYN packets from umdentified networks, but allows ACK
packets because it thinks it might be an acknowledgement for an earlier packet.

A stateful protocol keeps track of the connection and blocks unsolicited ACK

packets, if there were no corresponding SYIN packets for them.
If a port replies with a RST packet, the port is unfiltered, which means the

firewall was stateless, and no reply indicates that the firewall was stateful.

49. Before beginming this lab task, start a new Wireshark packet capture in the
Windows Server 2012.

50. Switch to the Windows 10 machine, launch Nmap, and type the command
nmap -sA -T4 10.10.10.8 (Windows Server 2008) in the Command tfield
then click Scan.

& |
<% Fenmap — O X
Sran Tools  Profile  Help
Target | 10.10.10.8 v | Profile v| [San]| Cancel
Command: |nmap -sA -T410,10.10.2
Hosts Services Mmap Output Ports [ Hosts Topolegy Host Details Scans
05 4 Host - nmap -sA -T4 10.10.1028 W Details
& 10.10.10.8
Starting Nmap 6.48 ( http://nmap.org ) at 2016-85-83 23:54 Pacific
Daylight Time
Wmap scan report for 16.16.16.8
Host is up (8.88=s latency].
All 1888 scanned ports on 18.18.10.8 are filtered
MAC Address: 88:15:5D0:808:81:15 [Microsoft)
Mmap done: 1 IP address (1 host up) scamned in 57.64 seconds
Filter Hosts . W

FIGURE 4.27: ACK attack implemented through NMAP

51. Switch to the Windows 10 machine, and stop the Wireshark packet capture,

when the scan completes.

52. The reply shows all ports are filtered, which indicates the firewall was

stateful. So there should not be any replies containing a RST packet.

33. Our pomary task is to check for ACK packets sent from the attacker

machine to the target machine. To check, type the syntax tep and
ip.sre==10.10.10.10 in the Filter field.
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54. First check Wireshark using the code tep and ip.src==10.10.10.10 to look
for ACK packets from the attacker to the victum.

File Edit Wiew Dbo Capture Analyze Statistics  Telephomy Wirelesz  Tools  Hep
dum 7® JORE Qea=sEF 4= @ G G H

top &nc . sro==10. 10, 10. 10 «| expresson.. +

Time SOLFCE Protocal — Length  Tnifo "~
L183133 18.14. TCP 61315 445 [ACK] Seq=l Ack=1l Win=1824 Le.. !
153137 168.18. TCR 61313 995 [ACK] Seq=l Ack=1 Win=1824 Le..
153137 18.1é, TCR 61313 54 [..!-.{K] Seqg-1 Ack=1 Win=-1824 Le..
163138 1@.16. TCP B1313 1728 [ACK] Seq=1 Ack=1l Win=1824 L.
183138 18.14. TCP 61313 B3R3E [ACK] Seq=l Ack=1 Win=1824 L..
153139 16.14. TCP 61315 88 [ACK] Seq=1 Ack=1 Win=1824 Len.. ==
L1583139 16.14. TCP 61313 3389 [..I-.-EH] Seq=1 Ack=1 Win=1824 L..
1837146 16.16. TCP B1313 5088 [ACK] Seq=l Ack=1 Win=1824 L.. =
.193148 18.18. TCP 61313 =+ 118 [ACK] Seq=1 &ck=1 Win=1824 Le.. ==
L193148  168.16. TCP 61313 1825 [ACK] Seq=l Ack=l Win=1824 L.. ..

EENLYEELRY

O I T Y O R

1
1
1
1
1
1
1
1
1
1

I Frame 4: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @

I Ethermet 1L, Src: Microsof @8:8l:1la (88:15:5d:00:81:1a), Dst: Microsof B8:81:15 (88:15:5d:06:01:15)
I Internet Protocol Wersion 4, Src: 18.18.18.18, Dst: 18.18.18_.3

F Transmizsion Control Protocel, Src Port: 61313 (613130, Dst Port: 445 (445), Seq: 1, Ack: 1, Len: @

goes @B 15 5d 86 eL 15 &8 13 S5d 88 oL 1la @3 88 45 o
BELE B 23 39 da @B B 27 g5 20 dl Ga #8a Ba Ba Ba Ba
0e28 8a B8 ef 31 81 bd &0 8@ @8 88 16 32 85 T4 56 18
pEsE Bl PR Th 42 B8 88

() 7 wieshark_pcapng_AAIC. . 20160503235414_s02460 | Packets: 4108 - Dispizyed: 4000 (97.3%) - Cropped: 0 (0.0%) || Profile: Defauit

FIGURE 4.28: ACK packets from the attacker to the mctim

55. Next, we must filter Wireshark for the RST packets from the victim to the
attacker, which confirms that the firewall was a stateful firewall. Use code
ip.src==10.10.10.8 and ip.dst==10.10.10.10 and tcp.flags.reset==1.

File Edit View bGo Capture Analyze Statistics Telephomy Wireless  Tools  Help
AEAd® LN RE Qes=F RE|EaQan

ip.=ro==10.10. 10.8 and ip.d=t==10. 10. 10. 10 and tcp.fzags. resst== = | Expresson...

M, Timre SOLNCE Destination Protocol — Length T

(0 ¥ wreshark_pcapng_AA1CF293-4BE3-4. BBBF72CH0D_20150504002301_a01120 | Packste: 2424 - Dieplayed: 0 (0.0%) || Profie: Defaut

FIGURE 4 .29- RST packets from wictim to the attacker confirning the firewall was stateless
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EH task 11

Detecting Nmap
Maimon attempt

The Maimon scan is
named after its discoverer,
Ugiel Maimon. He
descubed the techmique in
Phrack Magazine i1ssue #49
(November 1996). Nmap,
which mncluded this
technique, was released two
issues later. This technique
is exactly the same as the
NULL, FIN, and Xmas
scans, except that the probe
s FIN/ACEK.

Module 11 - Network Traffic Monitoring and Analysis

56. There is no trace of a RST reply, which concludes the firewall is in fact a

stateful firewrall.

Our next lab task is to perform a Nmap Maimon scan. In this type of scan,
the attacker machine sends FIN/ACK packets to the target machine. The
ports which respond with a RST packet are considered to be closed and the
ports which do not reply and drop the packets are open.

hi.

58. Betfore beginming this lab task, start a new Wireshark packet capture in the

Windows Server 2012.

Switch to the Windows 10 wirtual machine, launch Nmap, type the

command nmap -sM -T4 10.10.10.8 (Windows Server 2008) in the
Command field then click Sean to perform a Maimon scan.

.

<% Zenmap — ] =
Scan  Tools Profile  Help
Target | 10.10.10.8 v | Profile v| [San| Cancel
Command: |nmap -sM -T4 10,10.10.8

Hosts Senvices Mmap Output Ports / Hosts Topology Host Details  Scans
05 1 Host +  nmap-sM-T410.,10.10.8 ~| © Details
B 10.10.10.8

Starting Nmap 6.48 ( http://nmap.org ) at 2916-85-84 01:82 Pacific
Daylight Time

Mmap scan report for 18.16.16.8

Host is up (8.88= latency].

All 1882 =zcanned portz on 18.10.18.8 are open|filtered

MAC Address: ©88:15:5D0:808:81:19 [Microsoft)

FIGURE 4.3 Maimon scan in:{.'-lﬂmenta:l us.mgl’ilMﬂP

60. The result says that all the ports are open | filtered, which signifies there is a
firewall behind the host, and you cannot find any open ports.

61. Switch to the Windows Server 2012, stop the Wireshark packet capture, and
1ssue the syntax tep.flags.fin==1 and tcp.flags.ack==1 in the Filter ficld.

File Edit Wiew bGo Capture Analyze Statistics  Telephony
dm 2 ® JORE Sea==§ 3=

'I. trn flans. Ain==1 and tro

Wireless  Tools

G aan

Hs=lp

= | Expression... -+

Length  Info "
S4 43802 - 133 [FIN, ACK] Seq=1 Ack=1 Win=10_.|

Protocol
TCP

1 Time: SOUrce Destination
4 1.487862 16.16.18.1e 12.18.16.8

I Frame 4: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @
I Ethernet 1L, Src: Microsof @@:8l:1la (8&:15:5d:@88:&Ll:1a), Ost: Microsof BE:81:15 (B#8:15:5d:868:81:15)
F Internet Protocol Version 4, Src: 19.18.19.18, Dst: 16.18.10.3

FIGURE 4.31: F]H,."ACI{PW:.I:HE sent as part of Maimon scan detected in Wireshark
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= TAsSK 12 62. INext 1s the demonstration of the Decoys option. It is used with -D switch

in Nmap. In this type of scan, you can merge a few other hosts along with

Detecting a null s : _
i e et you as decc-j!rs and perform a scan on any s_*,rst?m. It does not hide your IP
but makes it one among the decoys and difficult to guess as to who
performed it.
63. Now we implement a Null scan using two Decoy IP addresses 10.10.10.11
and 10.10.10.12.
64. Betore beginming the lab task, start a new Wireshark packet capture in the
Windows Server 2012.
65. Switch to the Windows 10, launch Nmap, type the command nmap -sN -T4
-D 10.10.10.11,10.10.10.12 10.10.10.8 in the Command ficld then press
Scan to implement the Null scan.
-
<% Fenmap — O -
Scan Toole Profile  Help
Target | 10.10.10.8 v | Profile v| [San| Cancel
Command: |nmap -sMN -T4 -0 10.10.10.71,10.10.10.12 10,10.10.8
[:_L:E Ths Mmsp » Hosts SENVICES Mmap Output Ports / Hosts Topology Host Details  Scans
causes a decoy scan to be  Foc o o +  nmap-sN-T4-D 10.10.10.11,10.10.10.12 10.10.10.6 v Details

performed, which makes it

to the remote host e 10.10.10.8 : e
EEEB e . ':.';, Starting Nmap 6.48 ( http://nmap.org ) at 2016-@5-@4 ©3:33 Pacific
l:s-':l L ?Pm ; Daylight Time

as decoys are scanning the Nmap scan report for 1€.10.16.8
tarpet network Host is up (@.88s latency].

All 1888 =canned portsz on 18.108_.18.8 are open|filtered

MAC Address: ©88:15:5D0:808:81:19 [Microsoft)

Mmap done: 1 TP address (1 host up) scanned in 25.27 seconds

Filter Hosts

FIGURE 4. 32: Damj;'s DP‘I:lDﬂ used with two d&u:r}rs in m:lplemeuu.ng a mll scan

66. Since we are using decoy IP addresses, it will be difficult to identify the IP
address from which the scan 1s being performed.

67. On completion of the scan, switch to the Windows server 2012 wirtual
machine and stop the Wireshark packet capture.
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68. Filter the traffic captured by Wireshark to get all the TCP null packets by
issuing the syntax tep.flags==0x00 in the Filter field.

File Edit Wiew Dbo Capture Analyze Statistics  Taephony Wirelesz  Tools

du 2@ LoEREE Re=2=FAEElaaas
r.|t|:|:|.ﬂagg==|]xlllll| 'IEIP:I’EEEIH.. +

Mo, Time Destination Protocal — Length T "~
15 24853200 18.16.18.11 1&.14.16. TCP BEO4T 445 [mme:] 3eq=1 Win=1824 Len=@ .
16 24.853263 168.16.18.19 1&.18.16. TCP Ba647 445 [<Noner] Seg=l Win=1824 Len=8
17 24.853264 168.16.18.12 16.18.18. TCP oBbd7 445 [{I'-Iune}] Seq=1 Win=1824 Len-8
18 24.853065 168.16.18.11 16.18.16. TCP bBbA T BBEE [<Moner] Seq=1l Win=1824 Len=8
19 74.8532085 18.18.18.168 18.18.16. TCP BB547 = BB8@ [<(Mone:] Seq=1 Win=1824 Len=8
28 24.853266 168.16.18.12 1&.16.16. TCP Gao4y BB3E [<Honcx] Seg=1 Win=18234 Len=8
21 24.853266 18.16.18.11 16.18.16. TCP oae47 1723 [<Honer] Seg=1 Win=1824 Len=B
22 24.853267 18.16.18.16 18.18.18. TCR Gas47 1723 [-:Hn:'ne}] Ceg=1 Win=1624 Len-B
23 14 853267 18.16_18_12 16 18 16 . TCP BBRAT 1723 [<Mone}] Ssg=1 Win=1824 Len=6
24 24 .853268 18.16.18.11 1&.18.16. TCP s e 1728 [<Moner] Seg=1 Win=1624 Len=8 ..

A I R T T PR

EELLELEELX Y

]
]
8
B
&
a
8
2
8
]

I Framc 15: 54 bytes on wire (432 bits), 54 bytes coptured (432 bits) on interface 8

I Ethernet IL, Src: Microsof @0:81:1a (88:15:5d:80:81:1a), Dst: Microsof B6:01:15 (@B8:15:5d:88:01:15)
I Internet Protocol Version 4, Src: 18.18.16.11, Dst: 168.18.168.3

IF Transmizsion Control Protocel, Src Port: G6BEAT (685470, Dt Port: 445 (445), Zeq: 1, Len: B

FIGURE 4.33: Decoys used to implement a Null scan attack

Note: You can use a large amount of decoys and with a lot more options to

make the attacker more emigmatic.
69. Now we demonstrate the use of the verbosity option -v. The higher you set

the level of verbosity the more information is printed. A verbose scan

cannot be detected 1n Wireshark.

70. In the Windows 10 virtual machine, launch Nmap, type nmap -sN -T4 -v -v
-v -v -v -v -v 10.10.10.8 (or nmap -sN -T4 -v5 10.10.10.8) (10.10.10.8 1s the
IP address Windows Server 2008) in the Command field then click Scan.

71. When the scan completes, you will notice a clear scan result printed on the
Nmap output as shown in the following screenshot:

q
<& Zenmap - O X
Scan Tools  Profile Help
Target: | 10.10.10.8 | Profile: hd 5can Cancel
Command: | nmap -sMN -T4 -v -v -v -v -v -v -v 10.10.10.8
Hosts Services Mmap Qutput Ports / Hosts Topeology Host Details Scans
0S 4 Hos - nmap -sN -T4 -v -v -v -v -v -v -v 10,10,10.8 b Details]
1 10.10.10.8

starting Nmap &.48 { hitp:/s/rnmap.crg ) at 2816-65-84 84:21 Pacific
Daylight Time

Initiating ARP Ping Scan at @4:21

Scanning 16.16.1€.3 [1 port]

Completed ARP Ping Scan at 84:21, @.13s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at @4:21

Completed Parallel DMS resolution of 1 host. at 84:21, 8.81s
elapsed

DNS resolution of 1 IPs took 1.26s5. Mode: Async [#: 1, OK: @, NX:
1, DR: @, SF: @, TR: 1, CN: @]

Initiating NULL Scan at 84:21

scanning 19.19.19.8 [1888 ports]

Completed NULL 5can at 84:21, 22.95s elapsed (1888 total ports)
Nmap scan report for 16.16.16.8

Host is wup (8.816s latency).

S5canned at 2816-85-84 84:21:32 Pacific Daylight Time for 24s

Figure 4.34: Verbosity option used to perform mull scan attack
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TASK 13

Detecting 0S

fingerprinting
attempt

dozens of tests, Nmap
compares the results to its
nmap-os-db  database of
more than 2 600 known O5
hingerprints and prnts out
the O5 details if there iz a
match. Each fingerprint
inchudes a freeform textual
descrption of the O3, and
a  classification  which
provides the vendor name
(e.g. Sun), undedying O3S
(e.g. Solans), OS5 generation
(e.g. 10), and dewice type
(general purpose, router,
switch, game console, etc).

T2
13

74.

73.

76.

Module 11 - Network Traffic Monitoring and Analysis

There is no special signature for detection in Wireshark

Next, we take a look at 0S detection or 0OS fingerprinting. There are two
types of OS detection. Passive and Active detection. Passive OS5
detection does not send any packet or probe to the victim and only smffs
the victim’s traffic. It is difficult to detect and its results are unreliable. On
the contrary active OS fingerprinting sends a lot of probes to the victim

and has far better chances of giving accurate results as well as bemng
detected by the firewall and IDS.

We demonstrate TCP/IP based fingerprinting using NMAP which is an
active OS fingerprinting method

Before beginning thus lab task, start the Wireshark packet capture in the
Windows Server 2012

Switch to the Windows 10 machine, launch Nmap, type nmap -0 -A
10.10.10.8 in the Command ficld then click Scan

b |
<% Fenrmap — O X
Sran Tools  Profile  Help
Target | 10.10.10.8 v | Profile v| [San]| Cancel
Command: |nmap -0 -A10.10.10.2
Hosts Services Mmap Output Ports [ Hosts Topolegy Host Details Scans
05 4 Host - nmap -0 -A1010,10.8 W Details
1 Ll Hozt script results: -
| nbstat: NetBIOS name: WIN-K94KJ2DRGPG, NetBIOS user: <unknown?,
NetBIOS MAC: @8:15:5d:88:81:19 [(Microsoft)
| smb-os-discovery:
| 05:| Windows Server (R] Z-E-EE|51:an|:Iar"|:| BE@1 Service Pack 1
(Windows Server (R) 2888 Standard 6.8)
| 05 CPE: cpe:/o:microsoft:windows_server_2088::spl
| Computer name: WIN-KS4KJIIDRGPG
| MetBIOS computer name: WIN-K94KJ1ZDRGPG
| Domain name: CND.com
|  Forest name: CHND.com
| FQOM: WIN-KS4KJZDREPG . CHD . com
|  MNetBIOS domain name: CND®
|  System time: 2816-85-04T86:26:29-87 100
| smb-security-mode:
| Account that was used for snb scripts: guest
Filter Hosts I User-level authentication ¥
| A

FIGURE 4.35: OS fingerprinting using NMAP
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77. Switch back to the Windows Server 2012, and stop the Wireshark packet
capture. Issuing the syntax (tcp.flags==0x02) && (tcp.window_size <
1025) allows you to wiew the traffic associated with OS Fingerprinting as

shown 1n the screenshot:

File Edit Wiew Go Capture Anabze Skatistics  Telephony  Wireless Tools  Help
Am i@ LDRE =T i5[Eaaan
p D, Tiaads ,m-d-m size < 10

Proocel  Length Info

GB S8891 + 15888 [SYN] Seqe@ Win=1824 Len=# MSS=1468

I Frame 158: B3 bytes on wire (488 bits), 68 bytes captured (488 bits) on interface 8
I Ethernet II, Srci Wware_Sa:59:5F (80:0C:29:5a:59:8F), Dsti Waware_Sa:i65:78 (90:8C:29:4a:65: 78]
I Imternet Protocol ¥Wersion £, Src: 1B.18.18.108, Ost: 1R.18.18.8

FIGURE 4.36: Detecting Nmap’s OS5 fingerprinting attempt
Note: Although we have used both -O and -A options, just one of them will
help i performuing OS fingerprinting. -O switch 1s meant only for OS detection
while -A 1s for OS detection, version detection, scrpt scan and traceroute.

H rasx 14 78. The next lab task is to demonstrate a brmteforce attack on a FIP server and

detect the attack using Wireshark.

Detecting s ] S : _
Bruteforce Attempt /2~ Before beginning this lab task, ensure that a FTP website is running in the
Windows Server 2008, and a new packet capture i1s begun in the Windows

Server 2012,

80. Nawvigate to Z:\CND-Tools\CND Module 11 Network Traffic Monitoring
and Analysis\Bruteforce Tools\Brutus, and double-click BrutusA2.exe to
launch the application.

81. The Brutus GUI appears as shown in the following screenshot:

a Brutus - AET2 - www.hoobie.net/brutus - (January 2000]
File Tools Help

Taget (127.0.01 Tope |HTTP (Basic &uth) _~| | Stat | Siop ||:|e.ar

—Connection O ption

Part |80 Cormections — I 10 Timeouwt FJ 10 [ Use Prosy Defirel
—HTTFP [Bazic] Options

Meathod IHE.-'l.D 'I [ Feopblive

—Authentication Options
v Uze Username [ Single Uzer Pass Mode |“Word List ;I

Lzer File |users.t:-:t Browse Paszz File  |words kst

Fazitive SAuthentication B ezt

FIGURE 4.37: Bruins GUIL
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82. Assign the IP address of the Windows Server 2008 (10.10.10.8) in the
Target ficld, select FTP from the Type drop-down list, leave the other
options set to the default settings then click Start.

€ Brutus - AET2 - www.hoobie.net/brutus - (January 2000) - O X
File Tools Help
Taget [1070:108 Type [FTF 7] [T stop | cles
- Brutus lisﬂ:aPﬂm‘i - Connection Options
cra oo, t
'C]EIEE; : supports pot |21 C ations T J_ 10 Timeout tm 10 7 UseProxy  Define
Anthentication), HTTP -
(HTML Form/CGI), ~FTP Optons
POP3, FTP, SME, Telnet :
" : : b o LEHCE I Twto conneched for - | atte
and ofher fypes such s dify seq ¥ to stay IUnllrri.‘e-c | mpts
IMAP, NNTP, NetBus, [
etc. You can also create - Authentication Options
ﬁsm anthentication v Use Usemame [ Single User Pazs Mode |Word List ﬂ
User File |Jp"~l:urutua-aet2-darl=;net‘mas.tﬂt Browse | Pass File  |words. bet EBrowse |
Pozitive Authentication Hesults
T arget Type U sername Pazzword
|mitializing .. s
Linable to verify target 10.10.10.8, check connection settings./imeout,
FIGURE 4.38: FTP attack with Brutus tool
83. Wait until the attack is completed
B Brutus - AETZ - www.hoobie.net/brutus - (January 2000) - O X
File Tools Help
Target [10.10.108 Type [FTP ] [ stan | stop | Clear
Connection Options
Pot |21 Connections ™ | 10 Timeout ©J 10 I UseProwy  Define
—F TP Ophong
Modify sequence | I Ty to stay connected for |L|n|i|'ni|:gf, _-| attempts
Authenbcation Options
v Usze Usemame [ Single User Pass Mode |Word List |
Uszer File I:np"»l:urutus-aetE—da‘knet“-.u&ers.t:-:l Browse Pasz Fle |words bt Browse |
Positive Authentication Results
T arget Type Uszername Pazzword
Al hets exhaugted )
Dizengaged target 10.10.10.8 elapsed time : 0:00:12 attermpts : 4908 W
FIGURE 4.39: FIF attack completed
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84. On completion of the attack, switch to the Windows Server 2012 and stop
the Wireshark packet capture.

Note: In this lab, 4,908 attempts have been made to gain unauthonzed access
to the FIP server, but still failed. For every failed attempt, a packet containing
the response code 220 will be recorded in Wireshark.

83. Issue the filter ftp.response.code == 220 in Wireshark Filter field

File Edit Niew Go Capture Analyze Statistics  Telephory  Wireless  Tocls  Hep
Adn @ JPRERes=ET L= [Eaagan
| | Fp.response, code == 220 = | Ewpresoion... |+

Tz, Time Sauns Dectinston Protocal  Lemgth  Info o
1817 5487 247 18.18.146. Jl1é.18.1e FTP &1 Responze: 2328 Mlcrosoft FTP Service
1853 5467.263. 18.18.146, 18.18.16 FTP Bl Response: 228 Microsoft FTP Sarvice
1855 S487.263.. 18.18.18. 18.18.18. 16 FTP 81 Recponce: 218 Microsoft FTP Serwice
1857 5467.7263. 18.18.18, 18,168,180 FTP Bl Response; 228 Microsoft FTP Service
1858 S487.263. 18.18.148, 18.16.18.16 FTP &1 Response: 228 Microsoft FTP Serwvice
1881 5487264, 18.18.16. Jlé 18 . 1a FTE &1 Responze: 228 Mlcrosoft FTP Service
1836 S467,272. 18.18.146, 18.16.18.16 FTP 81 Response: 228 Microsoft FTP Service
1881 S5467.272. 18.18.14. P T - g ] FTE 81 Recponze: 214 Mlcrosoft FTP Service
1835 5467,272. 18,.18.18, 0 = FTP Bl Response: 228 Microsoft FTP Service
19a7 5487 .278E.. 18.18.18. 18,18, 18 FTR 81 Recponse: 228 Microsoft FTP Ssrwice

G OO0 0 OO DO OO OO0 0d OO | DOd

P Frame 1817: 31 bytes on wire (648 bitc), B1 bytes captured [543 bits) on imterface @

- Ethernet 1L, Sro: Microsof B6:681:1% (86:15:5d:88:81:19), Dst: Microsof _88:81:15 (@8:15:5d:86:81:15)
I Internet Protocol ¥ersion 4, Src: 18.18.18.8, Dst: 18.18.18.18

I Transmizsion Control Protocol, Src Port: 21 (21%, Dst Port: 2256 [2256), Se=q: 1, Ack: 2, Len: 27

-]

e fiin e e Rt Rt

15 5d 8@ @1 15 @8 15 S5d &8 81 19 83 &8 45 &6

43 85 46 48 8@ 38 88 cCc 49 83 @a 93 283 8= Ba

B3 @8 15 @8 de 78 Bd 4c 1f b9 of 34 22 5@ 18

@8 2f IF 08 88 32 32 28 20 44 &9 63 72 of 73

66 74 20 45 54 58 28 53 65 72 V6 69 63 65 8d  oft FTP  Service.

o3 o B
e s e . < e+
T T e

s R

D F il wiresrark_pcspng AAL...01505080009435_a01000 | Packets: 115700 * Displayed: 4308 (3, 1% - Crapped: O (0.0%] || Profile: Defaut |

FIGURE 4 40 Brute force FIT attack

Note: It 1s evident that a huge number of failed logins have been recorded,
which i1s confirmation that a brute force attack has been performed.

Lab Analysis

Analyze and document the results related to the lab exercise. Give your opinion on
securing the wireless network using Linksys router

PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[]Yes ] No
Platform SuEPnrted
M Classroom ] iL.abs
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Module 11 - Network Traffic Monitoring and Analysis

Network Traffic Monitoring using
PRTG

PRTG Network Monitor is a network traffic monitor that enables you to manage
your network.

Lab Scenario

The amount of traffic traversing through the organization’s network keeps
fluctuating, and cannot be predicted. The exceptional usage of network bandwidth,
and performance bottlenecks may occur anytime, and it becomes difficult to spot
them in time. As a network securnty admuinistrator, you need to employ a network
monitoring solution that enables you to manage your network, and avoid bandwidth
and server performance bottlenecks; discover which applications use up the network
bandwidth, and troubleshoot network problems.

Lab Objectives

This lab will help you understand how to momnitor Network Traffic and
Bandwidth in the Network usine PRTG

Lab Environment

To carry out the lab, you need:
® A wvurtual machine running Windows server 2012
= A web browser with internet access
*  Admunstrative povileges to run the tools

®  Since you will be installing the latest version of PRTG Network Monitor,

screenshots and steps nught ditfer in your lab environment

Lab Duration
Time: 45 Mimutes
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Module 11 - Network Traffic Monitoring and Analysis

Overview of PRTG

PRTG is a network traffic and bandwidth monitoring tool. This tool can even
monitor system health like CPU load, Memory on any system, etc. PRTG uses the

concept of Sensors, and monitors every device using a sensor.

Lab Tasks

E TaAsk 1

1. To begin this lab, you need to download and install PRTG Network

Download and Monitor.

install PRTG
2. To download the application, launch a web browser, type the URL

www.paessler.com/ prtg in the address bar and press Enter.

3. PRTG Network monitor download page appears, click FREE TRIAL
DOWNLOAD. By selecting this option, you will be able to download and
access the PRTG network monitor that has all features, but lasts for
only 30 days.

7 FF:_TG H:L-W:rk HE-“I'Ii'.:I:' _ ® I\il'l_|

: s
1 = )

s Apps Caily Report for ASPE CEHvO Status Report  de Work Assignment Re: s CEHVA Labs Master S

PAESSLER

THE NET'WORS RONITORING COSIFANT

"PRTG: Finally There Is a Network Monitoring Software
That Is Powerful And Easy 1o Usel”

Metwork monitaring for professionals

[:.@ Paeszler Ronter Installed in 2 minutes
Tﬂfﬂﬂ Graphet is a server Automatically discovers your network
up-time and vtilization, Monitors your network 24,7
network monitoring and ]
bandwidth nsage software Alerts you before emergencies oCour
package for server Used by 150,000 administrators worldwide
mfrastrocture from Paesszler
AG. Tt can monitor and PRTLC fits into any budget and grows with your needs. Try PRTG now and see how it can make your
classify bandwidth nsage in network more reliable and your job easier.
a network using SINMP,
Packet Sniffing and Everything you need is contained in ona simple installzr, no additional downleads are requirad.
Netflow.
We make it simple for you, now and later!
FREE TRIAL DOWNLOAD ==
You will be up & running In less than 2 minutes
.paess er.com/download/prig-downlcad
FIGURE 5.1: Paessler official Webpage to download PRTG
4. As soon as you click download, a Save As window appears; specify a
download location and save the file.
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Module 11 - Network Traffic Monitoring and Analysis

5. Meanwhile, you will be redirected to a webpage containing the license
key for the tnal version of the tool. Make a note of the license key.

Congrats! This is Your Fre. 3 % %

« - C https.//www.paessler.com/download/prig-download iy @l
s Anps Draily Report for ASFE E CEHwD Status Report s Work AssignmentRe: s CEHv Labs Master S

PAESSLER E B=

b b

?:2 . gaet%e—yn}g riBFgﬁlc‘(ljI rNI(:e'i%veork
onitor

(+ ]
License Details

License Name: prtgtrial

License Key:

e

Flease save this license key as you will need it during the installation of the software.

FIGURE 5.2: Copying the License Key

6. On completion of the download, navigate to the location where you
have downloaded the file, and unzip the contents of the file to a folder
named PRTG.

7. Open the PRTG folder, and double-click the setup file, to begin the
mnstallatton. You will be asked to choose a language. Choose the
language (here, English), and follow the wizard drven mstallation steps
to install PRTG Network Monitor.

Select the language to use during the
N installation:

FIGURE 5.3 5elecl:i|:|.g a I_a.ngmge

8. Dunng the installation, you will be asked to enter an Email and the
Product key, enter them.
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Module 11 - Network Traffic Monitoring and Analysis

9. On successful installation, the web console of PRTG Network monitor
appears, click Skip introduction.

B Root | Group | PRTG Here % % 8

&= = € | [} 127.001/group htm?id=0&tabid=1&username=prigadmin&passhash=347015689

<% Home  Devices  Llibraries  Semsors Alarms Maps  Reports Logs Tickets  Setup

ST ST e - [

& | Devipss

Group Root

overvn | [ [ e ] S S ET @O GOBE

Satus: o 1 Search: e @I nl Default Inferval 1
=Y || 1
oK vH3s + T v B vH4+ 2 search, o @ O L mvery Bl seconds £
=

Active Backgraund Tasks
10w Db Discowery

T Help

REMOTE SITE MOMNITORIMG
With PRTG youw can manitor your network using

4 §ClE Crodes, PR | redlel The 4} -7 1

FIGURE 5.4: PETG Network Monitor Main Window

H task 2 10. PRTG automatically discovers your subnets and you can add additional

subnets as well.
Setting up PRTG

11. Now, we will be accessing PRTG through the browser interface to set
our 1itial settings.

12. First of all, click on the devices tab and then on the settings tab.

Ef oot | Group | PRTG Here: x B %
€& - € [}127.00.1/grouphtm?id=08&tabid=1

Cevicss| Llibraries Sensors Alarmms Maps Reports Logs Tickets  Setup

Mewr Slammis 29 | MNew Log Entries 1095 IS bl el e kI m

Group Root

oo i I [ BT [ D

States:  Senzorm Search: _ e Dedault Intenalk:
ol v B 7 W Eiss <H2 B Search. o O O &2 @' n svery G0 seconds
[of 165}

fctive Background Tasks
Sx Auto Dhscowrery
biss!

‘o Haalth Dlnb-: Haah Syeiem Faahh

100"% |- 100 % |- K ~ T H.E‘:l-
I.'.'Ist Free Coemmon Saa. slicrosertt Hy_

£ % [ [ 3 it REMOTE SITE MOMITORING
Warrogoft Hy = Ttk T .

L] it 0 R 1 kbt = With PETC you San montor youdr nebwark usng
muEiple probes, FRTG oneales the Local Probe
awtamatically. You can add addifional prabes ta
micnibor remode sites ard WP or bo diskn bube
manibaring load

El =1 Metwork Ciscovery

H 15 Network Infrastruckure

[-] mm |Int=met KTIE |

P 50 e ? Helpcddd Remate Probe
3 e Gabeway: WIN-OQ0M EEZEETE Dzt Free: Do |25 Sensors

el s - ? Z=t maore halp inthe Help Centerl

£ Em Gabewsy: 19216601

¥ Updste Available B Folow & Share @ Contact Suppert
AT Metwork Monitor 168 1.22 2565 S5 2016 Pastcker A5 PATS Syices Admirismransr Il Refewsh im 23 gec S0Z016 40221 AM

FIGURE 5 5: Navigating to the Settings Page of PRTG
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The alarms list shows
all sensors that are
currently in a Down, Down
(Partial) Down
(Acknowledged), Warning,
of Unusnal statas. Sensors
in other states (for
example, Up, Pansed, or
Unknown) do not appear
here. This is useful to keep
track of all icrepularities in
your network

Meodule 11 - Network Traffic Monitoring and Analysis
153. Now on the settings page, scroll down to the “credentials for windows
systems’ section.

Ef Root | Group | PRTG Nete x W0 8
&= = C [0127.001/grouphtm?id=08&tahid=8

=y Home  Deviees  Libraries  Sensors  Alarms  Maps Reports Logs  Tickets  Setup

+# | [Deices

fesy Log Bnlsies 1049

CREDENTIALS FOR WINDOWS SYSTEMS

Carnaln or Core puter Mame
Lisgr

Psowond

CREDENTIALS FOR LINUX/SOLARIS/MALC OS5 (SSHAWEBEM) SYSTEMS

User
Active Eachground Tasks

Logir ® Login via Password Ou Awste Discovery
< Login via Private Key
7 Help

SETTINGS

For WEEW Lss Protaca = HTTR Define settings speciic ta this group. There is 4
® HTTPS manual page avallabke with getaled Informatiomn:

Pezsword

Fror WIREWA Lins Prrt ® Sat glomatically (port S988 or 5989) ? Help: Group Settings

T Get more help in the Hele Canter
@ Update fvalable & Follow S8 5hare @ Contact Support

T TR L Ea

PRTG Metwork Monitor 16.1.22. 7565 = 2014 Pasasler &5 FETE Symam &dminicraass 11 Refrash in 50 e Sr2016 L0355 AM w
4 L]

FIGURE 5.6: The Credentials Section of the Settings Page

14. You need to enter your active directory domamn here which will be
responsible for all windows access controls. If you do not have such a
domain, you can make any PC responsible for windows access. We
make the local PC itself responsible for access control.

BB Root | Group | PRTG Here % % %
€& - ¢ [} 127.00.1/group.htm?id=08&tabid=8

=% Home  Devices  Libraries  Semsors Alarms Maps  Reports Logs  Tickets  Setup I U1

& | Devipss

Mo Alarms 23 Lol S R E T Lmdated Tickets 2 m

CREDENTIALS FOR WINDOWS SYSTEMS

Domein or Computer Mame crd.comi

User Administrator

FPassword TTTRTEeTTY

CREDENTIALS FOR LINWX/SOLARIS/MAC OS (SSH/WBEM) SYSTEMS Help

| Enter a userrame for

SEHANEEM mcoess

Liser

Logir * Login via Password T Further Help {Manual)
QO Login vis Prvate Key
T Help E 3

SETTINGS

For WEBEM Use Protoco Q HTTP Define settngs soecific to this group. Thare is a
® HTTPS msnus| page svailable with deteiled information:

Passwerd

Frr WREL Lles Pt * Set automatically (port 5988 or 5985) T Help: Group Settings
? Get mone help In the Help Cenber!

B Update dvallable  Fx Follow BrShare BB Contact Supegeart

FIGURE 5.7: Credentials Entered for Windows Systems
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Module 11 - Network Traffic Monitoring and Analysis

15. Simularly, lLke Windows, if you have other platforms in your
organization like the Linux, Solans, MAC or VMware server, and you
want to configure an Administrator account for them as well. You can

do so by scrolling down.

B Root | Group | PRTG Nete x B

& =2 C [ 127.00.1/group.htm?id=08tabid=2
=% Home  Dewces  Libraries  Sensors Alarms Maps Reports Logs Tickets  Seftup
& | Devices
Bde=ar Blarns 33 | Mew Log Entnes 1169 TR T o m m
CREDENTIALS FOR LINUX/SOLARIS/MAC O3S (SSH/AWBEM) SYSTEMS
The Logs list shows Dser
all past activibes and events
. - ® | ogin via Password
of your PR'I'G mnm;c;ﬂng B o
Ei'E!tI]P. Il:us 13 nseful
research past user activities,
i to ’ wh,ﬂn For WHEM Lse Protocs = HTTF
EEZE.‘EI]P].E:, check ether ® HTTPS
miﬁﬁagﬁweris}i:ltge:fﬂﬂ Fer WEELS Lse Bt @ Set awtomatically (port 5988 or 5589)
t?[ﬂ[‘.ﬂl S.Etllp, o St manualty
amonnt of data iz pmdu::a:l B i st o
here. Becanse the actity
of every single object 1= 55H Rights Ebevatian ® Run the command as the user connecting (default)
m TOU Cat use 'ﬂl-is S mun the command 35 another user USing "asdo’
: o . D Runthe command 25 another USar using =0
mformation to check if
your setup works exactly as 55H Engine ® Default {recommensded)
Hedaiea ! & Corgatibiity Wiode (deprecated)

CREDENTIALS FOR VMWARE/XENSERVER

FIGURE 5.8: Credentials for Adminstrator systems of other platforms

16. You may configure the SNMP dewvices, DBMS and Cloud

B Root | Group | PRTG Mete x B
& = O [4127.00.1/group.htm?id=021abid=2

= Home Devices  Litraries  Sensors

& | Device
|CREDENTIF'.L‘3 FOR sKRP DE'L-'ICEEl

BMlams  Maps  Reports  Logs  Tuckets  Setup

I gy - - [

uom

SMMP Verzion 2w
# 3¢
O 3

Community Siring Fublic
NP Sort 151
SMMP Timenut [5ec) 5

[Due to wbarnal lirvkabiora you can ondy monsgr a limeted numbsr of mensors per seoond when using SHME w3 The man briting fachor
i TP paorvvsy, Currently, FRTG o oshis $o hendes roughly 40 reguesty per wscong snel computsr oors, depending on your wystem. Thin
mesna thet gow e ren sbowt SI00 SNMD 1 seroors with 8 B0 seconds samning mherasl on s computsrwich teo cores snd arcund
10 000 smmmwory with B0 iscondy rkaruel o e rprism veth foor corew 4 pou sepensrcs snincresasd CIntsousl Deley' or “Jpen Regusata’
resdirg of B Probe Seeth ssmee you nesd to distnbuts the loed cesr mudtple probse. SMMP 1 and w2 da rct bevs thn limitstion

CREDENTIALS FOR DATABASE MAMNAGEMEMNT EH’STEM‘Sl

® Set parbamoti cadly [defasl poart. recommended)
O Dafing ord CusTom por valid for all dambase Sensom

PoeT. fizr Databasas

& Windows swthenficotion vith mperssnagion
& SO 5 ervl sl s o

AR T ardoon M ock

T {5ac] &0

| CREDENTIALS FOR AMAZON CLOUDWATCH |

Accean Key

FIGURE 5.9: Credentials for SNMP, DBEMS and Cloud
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Module 11 - Network Traffic Monitoring and Analysis

17. Now, in SINMP based devices you have a password like entity known as
a community string which has a default value of public. If your devices
use the same, then do not alter it and SNMP can be any of the three
versions. v1 1s the basic version and v2 has some additional features hike
the 64 bit counters and the most advanced v3 even supports
authentication and encryption.

18. If you want to momtor the SQL server, configure it with a port number
and authentication of the database. If you want to use PRTG’s cloud
sensors, then enter AWS access key and AWS secret key.

19. There are even the WINDOWS COMPATIBILITY OPTIONS and the
SNMP COMPATIBILITY OPTIONS. Unless you encounter problems
with any particular device, it 1s adwvisable to keep the default settings
unchanged in these sections

KD Foot | Group | PRTG Net: o "|||: !

- E 1 127.0.0.1/group. htm¥id=08tabid =8
% Home Dewices  Libraries  Semsors Alarms Maps Reports Logs  Tickets  Sefup
'ﬂ' Dievioss
[WINDOWS COMPATIBILITY OFTIONS Hew Log rres {217
Preferred Dsts Sourcs ® Pegformance Counters and fallback to W [recommended)
m D Perfommance Countens anly
=1 The Hyper-V Host B WM eriy
Server sensof momtors a W Lsze 1 5% scanning interval {recommended]
Microsoft Hyper-V host @ Set manually
server via Windows
Performance Counters or - . -
SNMP COMPATIBILITY OPTIONS
Windows Management |
Instmumentation (W), as SHMP Dy (ms o
goeed in the ® Retry | ended)
e Falled Resgusst Iy (rECoImim
"Windows Compatibility mila o 0o ::._ relry
Options" of the parent = :
] OvErt ow alues griore cveriow values
device. ; ' ¥ Handle overflow walues as valhd results
Zera Ushues ® |gnore zery values for della sensors (recemmennded)
S Harde zerg values as vald results for dela sersors
JZ-RitfEA-bE Courters ¥ Lsze b2-bit counters if available (recommended)
2 Use 312.bit counbers anly
Recuest Mode B e il get redormimended)
2 Use sngle get
Port Aame= Templets et Fifalizs] litsensnr]
Cangel
PRTG th'\.:r::"'rll.:rl.u.:.r-'-; 22 .Ei-ﬁi S --i;:lﬁ-l:l_-ll-hr.':ﬁ o .;:"\.TS Syaters A drmini s bor Il Asfresh o 26 1mc SR 2006 dadd- 36 Al -
¥
FIGURE 5.10: Windows and SNMP Compatibility Section of PRTG
20. Moving on to the next section, if you want the sensors to monitor data
over a proxy server enter the details of the proxy server and the next
section which deals with the monitoring interval, enter the frequency at
which you want the scans to take place. Also choose the action you
want to be performed when you discover a faulty system.
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21. You may scroll down the webpage to wiew the schedules,
dependencies, and Maintenance section, which should only be used
when you are performing gradations or maintenance and you do not
want monitoring to be done. So you can disable momitoning during
these times with this option.

B Root | Group | PRTG Mete x B
= = 0 127.0,0.1/group htm?id=0&tabid=8

=3 Home Dewices Libraries Sens0rs Alarms Ma P Reports L|:||E|5 Tickets Sefup
B | Devioes

FIHC]K'T' SETT|MGS FGH HTTFI SENSDHS b Blamns 22 | Wew Log Entries 1274 EEETE 0l oS m m

Hams

Port

Lser

SCANNING INTERVAL

Seanning Irterva G0 seconds

When 3 Sensor Beports an Sef sensor to warming far 1 mterval. then set to “down™ Drecomimendedp
Error

| SCHEDULES, DEPENDENCIES, AND MAINTENANCE WINDOW|

Dependerces, schadules ard mairierance windows always pause all sersors inside o grovgfdedce. This pausng |5 always inhenied o all
sub-ghgects and e inheritance Can mot De disabled. Beloew vou Can 51 additional schedules, maintenanoe winddes oF dependendes that
wil be wve=d on top of any inberted s=tting.

Schedule Hone -

. - :

PRATG Mamsork Momimr 161223563 & 20148 Pascher &G PRTS Sy oy Adminds rano 0 Aalrash in 17 sec SANIODNG 4 TOT AM -
¥

FIGURE 5.11- me:jr Suetl:ings and Sm.ﬂ.ﬂmg Interval: Sections of PRTG

15. Next, 1s Access rights, which governs the read, wnte and full
permissions and which should be granted to groups and users. The
channel unit configuration section deals with units like Kilobytes and
Megabytes in which various sensors measure their data.
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16. The final section called Automatic monitoring data analysis deals with
unusual detection which displays the unusual values of a sensor and the
similar sensors sub section. When enabled this provisions the detection
and display of similar sensor wvalues. It 1s adwisable to have both these
enabled. Finally click on Save after all settings are done. Do not click
save now since we have not yet confipured the two sections at the top.

E Root | Groug | PRTE Mete X '{ L
€« C [ 127.0.0.1/group.htm?id=08tabid=8

=¥ Haome Devices Likaranes Sensors &larmes hdaps Aeports Logs Tickets Setup
& | Davices

|.|'1".|:|:_-E55 RIGHm weuw Log Ertries 1266 ETLESL TR plal L

User Grous Aocess ¥ User Group % Rights
PRTG Users Group Mone

Revert children’s acoess rights to inhented

[CHANNEL UNIT CONFIGURATION]

Channal Unit Types = Channel Type
Bytes (Bandwidthi]

Byioes (Ml ermcay)
Bytes {Dsk)

Bytes (File)

[AUTOMATIC MONITORING DATA ANALYSIS

=]
Cance

S Lmembime
FRTE Mefwork Ronmor 10.1.22 2505 B 2010 Paesser A PATG Systam Adminimrator I} Refreshin 19 @ SO EATI0 AR -
)

FIGURE 5.12: Access Rights, Channel Unit and Antomatic Monitoring Diata Analysis Sections of PRTG

17. Now, scroll back to the top and look for the Basic group settings. The
settings we have configured belong to this Root group. The Name can
be changed. All other devices and sensors inhernt settings from here.
You can overnde the mmheritance of any setting for a sensor as well

i 3
which we will see later on.
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18. In the Location section you need to enter the Geographic Location of
the PRTG server. Normally your location is auto detected, but if there
1s a wrong detection, you can change it manually. Scroll down the web
page, and click Save.

BA Root | Group | PRTG Mete x B
€« = C |[127.00.1/grouphtm?id=081abid=8

=3 Home Drevioes Labiraries LAN50rS alarms Pola s Reports Lr:-gs. Tickets S-E'TI.IFI

o W L L g I E L Updated Ticoets 2 m

# | Devices

BASIC GROUP SETTINGS]

Goup Maime Bont

Satus

LOCATION

Locatian ifor Geo kaps)

FIGUEE 5.13: Basic Gmup Setl:lﬂgandl.nmhﬂﬂ Sections of PRTG

19. Upon installation, PRTG network monitor automatically assigns a
username and password of its own. So, it 1s recommended to change the
user credentials.

20. To change the user credentials, hover the mouse cursor on setup, hover
the cursor on Account settings and then select My Account from the

drop down list.

B Foot | Group | PRTG Mete x B &
€ -+ C |[127.00.1/group.hitm?id=08zabid=8
M~ Home Dewoss  Libraries  Zensors  alarms Maps  Reporis  Leosgs Tickets m

# | Devioes Chearvies
Wy Accoenk Accoumt Settings
BASIC GROUP SETTINGS Mnﬁhmé T *?ﬁmmﬁ
Group Mame Hoot Motifcation Contads PRTG Status
- P Echedules ILi::r:-i:
In the My Account Autc-Uipdate
valnes regarding your LOCATION PRTG AP
(currently logged in) PRTG | Comtact Support
nzer. All settings in thiz Lecatian for Geo Majgs) Uinited mgfp.mﬁ
Some acconnt c:nptinﬂs may
not available, but restricted <) T
to the administrator. g - | Pt
' || Consiiutom Ay e Morimes] - I
I = ¥t Biicrmac :
--a:"| —a Pk e E__,'.- s
CREDENTIALS FOR WINDOWS SYSTEMS
FIGUEE 5.14- Eﬂteﬁngthe Apcount set&n.gs page of PRTG
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= TaAskK 3

Administrator
account setup

Module 11 - Network Traffic Monitoring and Analysis

21. The Account Settings web page appears, change the login name to
Administrator, click the Specify new password radio button, specify the Old
Password as prtgadmin, enter a strong password in the New Password
field and re-enter the same in the Retype Password ficld.

Display Mame

~% Homea  [Cevices  Libranes  Sensors Alarms Maps Reports Logs Tickets  Sefup I B LA ¢ i
# | S=tup | Account Settngs

[ Newlams 27 | New Log Enties 1583 [T DRET 2]
Account Settings
[E My Account I Holificstions B Hotification Conkacis B Cobedules
USER ACCOUNT
Leqin Mame Adminisirator

PRTG System Administrator

Primany Email Address rini @ gmail,com
Dpsmunrd 2 Dar't change

I ® Snecify new pmn-uldl
Tid Passwand TTIII T
e Pasword 0 | ssdesseess

Refype Password

Paschash

CEEETT Ra

3401 SGED

FIGURE 5.15: Administrator Accounts Section of PRTG

22. Now m the ACCOUNT CONTROL select the PRTG
Administrators account in the Primary Group drop-down list. This is the
main account of which all the other groups have to be a part of. Usually it 1s
better to have an Administrator account as a praimary account. The Status
and Last Login ficld’s values cannot be edited for a default Adnunistrator

account.

section,

23. The USER GROUPS scction shows all the groups, in which the current user

holds up a membership. This section cannot be edited.
24,

The AUTO REFRESH AND ALERTING section provides you with an
option as to how frequently (Auto refresh interval) the content of the
PRTG web page is to be refreshed automatically. You can also disable
automatic refresh if requured. Additionally, you may even configure the Play
Audible Alarms.

i —
B Account Settings | PRTG T 1"\,__ 1

- O [4127.00.1/ myaccount.htm?tabid=1 ¥ =
y Home | Devices  Libraries  Sensors Alarms Maps Reposts Logs Tickets  Setup I I - o =
E £8P Aot a5t rgs

[T

AUTO REFRESH AND ALERTING

® Refresh pages (recommended)
O Mo aulematic refresh

gt Ffrasn

furtn Refresn Intenal (52 £

W Mever
& On dashivoand papes only
8 O all pages

Playy Audible Alaerns

FIGURE 5.16: Auto Refresh Section of PRTG
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l:-l.;ll PRTG uses
notifications to send you
alerts whenever PRTG
dizcovers a defined stats,
such as slow or failing

zef130rs, of when sensor
channels breach threshold
valnes. You can define an
nnlimited number of
notificattons allowing to
nze one, of more, of several
communication channels
like email, text messaging,
push notifications to
Android and 105 devices,
and many more.

Module 11 - Network Traffic Monitoring and Analysis

25. The WEB INTERFACE section contains the homepage URL which is the
page displayed immediately after login. The Max. Groups/Devices per
Group section defines the number of groups and devices that can be shown
betfore reduction of a group or device can be performed.

26. The next sub section Max. Sensors per Device defines the maximum
number of sensors that can be shown before performing the reduction. The
time zone can be changed to your local area time and the date format can be
kept the same as the system date

27. The TICKET SYSTEM scction, which if enabled, generates an email every
time a ticket is assigned to the admunistrator or the user group, or an

assigned ticket’s status 1s changed.
28. Leaving all these section’s configurations set to default, click Save.

Tickets

=y Home | Deaces Libraries  Sansors

| Sefup | A I Settirgs
Flay &udible Alamns

Alarms™ Maps Reports  Logs Betup G - B o =

Mews Blarmis 31 || Mew Log Bnbries 1650 EEEGESCE R e m m

' MeEver

2 On dashioand pagss only
O O all pages

[WEE INTERFACE]

Hormepgage WAL fweloomehim

Wt A0 s Tev RS P 10

Group

Wan Sersors per Device 20

TImeEzane [UTC-0B:MY] Pacific Time (US & Canadal ¥
Date Format Usg Syciem Settings b

| TICKET SYSTEM |

® | want fo receive an emall whensver 3 ticket changes
2 | da not want 1o receive any emails fram the ficoed R

Emal Motifications

FIGURE 5.17: Web Interface and Ticket System Sections of PRTG

29. Now we shall explore the notification section of the PRTG. Notifications
are meant to send out a message when something abnormal is detected in
the network It can be sent in the form of a mail or a text message to a

predefined number.

30. Navigate to Setup = account settings = notifications in PRTG.

i~ —_—
B Account Settings | PRTG 1 .‘li-ﬂ_ 1

- C [ 127.00.1/myaccounthtm?tabid=1 ¥ =
= Home Dewces  Libraries  Semsars  Alarms  Maps  Reports  Logs  Tickets m U e -
B | Setup | Ao t Seftings Criersie

m.ﬁ.-m:JH Saatings H My Accourt

Dyt Adieinistation

* o Hications

Account Settings

PRTG Status

Madification Contairs

=y Account 1 potifications  Enctfication Contacts @ Schadules !I

Licemse H Schedues

el LR
- & uto-Update Heip
USER ACCOUNT
p—

Dowmloads . enterme kogin name of the user

Liagin Manme hh‘.‘u‘l:ritnl PRTG AP This rame will be used to og int:
the wak rierfacs
. B o {antect Support

Dizplay Name PRTE Sysiem Administrator T Furiber Hep (Manosl)

FIGURE 5.18: Navigating to the Notifications Section of PRTG
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Module 11 - Network Traffic Monitoring and Analysis

31. You are left with three notification options which are mailing to the
Administrator, mailing to PRTG user group members and ticket

notification. To make changes to any of the existing notifications click on
edit button.

E Account Setbings | PRTG T o %

€ - €' [§127.0.0./myaccount.htm?tabid=2

~% Home  Devices  Libraries  Sersors  Alarms  Maps  Reports  Legs  Tickefs  Setup

# | Sstup | Aocoant Seftings

Account Settings

Bty Accourt O Metifications  BNobfication Corfacts W Schedules

MOTIFICATIONS

Show notficatons Eoped wih

= = 1to3aid =+ =
Objert =

X Email and push natification to admin

L& Email to all members of group PRTG Users Group

£ Ticket Notification

= +=1m3aoii—+ =

PRTG Network Monkor 16.1.222505 & 2010 Passsler A PRATG Sysuan Adeninistracor I Fafrach i 4 s4c

FIGURE 5.19: Notification Section of FRTG

32. Now mn the BASIC NOTIFICATION SETTINGS scction, you can change
the default name of the notification, mention a few tags for filtening, change
the state of the notification to be started or paused.

33. Next 1s the Schedule sub section, in which you can set up a schedule to

recerve notifications only on particular days and finally you also have an
option to postpone notifications in which you can erther collect them not at
all, in paused state or collect them and send when reactrvated.

E Email and push nobfcatic 3§ 9

L = & | % 127.0.0.1 /editnotification. htmTid =3008tabid=1

=% Home Devices Libraries  Sensors  Alarms  Maps Reports Logs  Tickels  Setup i}

# | My Actount | Molifcations Emall and push nofificstion to admin =
Mew Alarms 9 J Mew Log Enbries 534 m

Maotificaton Email and push notification to admin

& Sattings E n

BASIC NOTIFICATION SETTINGS

Haotification Name Emnail and push notification o admin

Mone

O Discand notifcations during paused stadius
® Collect notifications and send them when reactivabed

FIGURE 520 Vanous 3ethngs in the Motificabons Sechon
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Module 11 - Network Traffic Monitoring and Analysis

34. The NOTIFICATION SUMMARIZATION section provides different options
which you can set PRTG to customize summary of the notifications with

these options.

35. You can also set up a Subject line for summanzed messages and set out the
time frame (nunutes) after which the summarnization takes place.

36. The ACCESS RIGHTS section allows you to give various permissions (read,
write and full) to different user groups.

E Email and push notificatic % B ¥

& 2 C [} 127.00.1/editnotification.htm?id = 3008 tabid=1

~n Home  Devices  Libraries  Sersors Alanms hMaps Reporis Legs Ticksefs  Sefup

£ | My Account | Robfcations Email ard push nedificedion fo admin =

[NOTIFICATION SUMMARIZATION]

et D Always rotify ASLF
D Serd first DWW meszege ATAR summarize others
& Send first DOWH and LI message ASAR sumimarize others
9 Send sl DOWH messages ASAP, summarize oihers
O Serd gl DO a0 LIP mescages ATAR cifimarize oihars
D Always summarze rotficatans

M ILisg Bnliies

Sypjed for Summarized [%sitename] %summarycount Summarized Motifications
Mleszages

Gather Motification For 1
(i nustes)

| ACCESS RIGHTS |

WIser Growg AC0ess & Lhser Group
PRTG Users Group

FIGURE 521: Vanous Sethings in the Notificabons Section

37. After this, you can configure the way you wish to be informed. There are
quute a few methods like Email, Push Notification, SMS, SNMP trap and so
on. After completing the update of your setungs, click Save.

BB Ersail and push natificanc % % %
L o | [ 127.0.:01 editnotificationbhtm?id= 3008 tabid = 1

=% Home Devices  Libranss  Sersors Alarms MWaps  feports Logs Teckests Setup
4 | My Accourd hutfl:alr.n:l Erizil 3l push natifcadion 10 aoain =

SISEND EMAIL [ ew suams 10 | mewion e 30¢

Thee thaee recipeemt settimgs below (uer, ueer groug, cmail addiess) work i ndepemdently. So
eyery condschsddrem sslscted by any ol thess setimgy wll recerre the nrbrthcation

Sand 1o User PRTG System Adminisiator
Sand o User Group M o=

5and o Email Anoness

Subfedt [Esitenaime] Haevice Sname LSanus Soomn (Smessage

Format * HTMIL
@ Tawt
O Tt with Cusnom Camian

Priprity highest

[/ SEND PUSH NOTIFICATIONTETH]

Vhe twa recypent wettings beloas s vaer grosp ) work indepenceEnt y, S0 seery poch device

selectied by any of these setlings will recsivie the mobification

PATG Metwork Monmor 10.1.22 2506 & 1000 Faesser A PETS Syrem Siminsrsoe Il Refresh in 23 52¢ SANLE0 X107 AW -

FIGURE 522 Vagous Methods through Which Notification is Received in PRTG
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38. Next, we explore the monitoring options in the System Administration
section. Hover the mouse cursor on Setup, hover the cursor on System

Administration and then select Monitoring from the drop down list.

E Sooourt Settings | PRTC :::""\.; i

2 [ 127.00.0/ myaccount.htm?tabid=2
Devices Librames  Sersors Alarms Maps  Reports Logs Tickets
g (e by
Account SE't'tiI'IQE- Sysbarn Aoribnistration B User Interface
PRTE S0atus Maritaring
B Wiy socount | O Motificatlens | ©Nplifcton Contacts W Sdhedules i
] " {BN5 ¥ fic ey
E@Iﬂ the monrtoring RIS PNt L= e
- Ao Updal ® Care &% Prab
seftings you can define NOTIFICATIONS sEiians et
wal i Downloads ¥ User Accounts
El“bal_ }‘E“'Eﬁidm‘g Show rotiTications tagged witt T b o
scanmng mntervals, nnusual - = 14D Jaf 3 = PATG API User Graups
ﬂ.ﬂd. Eilﬂ'ﬂlﬂ_f SEN=0Ls Dhﬂ!ﬂ - At /Faused Links Coetact 5.”3.:- Adrminstrative Tools
detection, auto-discovery, 2 Ermail and push notifization te admin Active | ® cion: | [ Faune | & ety
and U-Pﬁ.ﬂ].l.‘!! threshold L Email 1o all members of groug PRTG Users Group Aot m o Used by

I Ticket Motification Active m & Lksed by

el B L LE T

127.0.0 1/ systemsetup.hitm? tabid =2 T 2016 Peeaaler A5 PATG Syxtem Adminwtrator Il Fefreak in 16 wec 5112016 33817 AM -

FIGURE 5.23: Monitogng Sub Section in System Admunistration

39. The first section deals with the available Monitoring Interval time frame
which can be configured in the settings section of every device tree.

40. The UNUSUAL DETECTION section has daily and howly comparison
methods. Daily average compares the previous day’s average with other
week days which have already passed. And houdy average compares
previous hour average with other past hours of the same week, day and
hour. You can set the percentage level which can be termed as unusual

41. The next two sections deal with SIMILAR SENSORS DETECTION and
RECOMMENDED SENSORS DETECTION. Simular sensors can be
conficured to detect over pumary channels only or all channels. But, it 1s
recommended leaving it to the default settings.
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42, Sil]‘lﬂaﬂ‘j’ RECOMMENDED SENSOR DETECTION which mstructs the
Admunistrator as to how he should deal with recommended sensors, which
can be set to either always show or never show. However the best setting is
the default recommended setting.

E 5stem Administration [P X %% = |
= = 0|4 127001 5y51ems st htm?tabid=2 bR —
Home - Dewices Libranes SEmars Alarms Ilaps R=ports Logs  Teckets T=tup eI | - a

; |£t1.u Gharn Ammin szt

SCANNING INTERVALS) [ vem s s | v g e 730 SRS - o | [ 1]

yaliabde Irbereals Fim
Tm
Sam
L] p

UNUSUAL DETECTION|

Sno UNUELS Wnean Fal aperage |5 =0 o =500% of weekday asetage {reomivendad) ¥
S Winusysl When Hourly average & <30% or = 500% of hoaw-of-day average recomemended) =
Logring * Do ot Hep unusml events

O Winte uresus evecks irbs e log

SIMILAR SENSORS DETECTION]

alysis Dapth # Manage automaticaly based on sensor court (recommended)
Q Lnabyze premary cherrek onky
O Anakyza &l crannes [ghar CPU lead
2 Tumn arakysis off

RECOMMENDED SENSORS DETECTION]

Detectian Engire & Manzge aubomatically Based on cencol cous (iecosnimanded|
Q &kays shore recommen dedions
© Tym reccmmercatbions off

e Carde

FIGUEE 524:Mm1i1miug5&dinﬂiu5}rstemadnﬂﬂmﬁnﬂsetﬁcgs

43. The Auto-Discovery section lets you to set a particular time in a day at
which the auto discovery should take place and the UPTIME TRESHOLD
section determunes the mummum wvalue below which a sensor’s good
requests fail and the sensor tums red. Maintain default values for both of
these sections. Click Save after the settings are confioured. In this lab, all
the default settings have been chosen.

RECOMMENDED SENSORS DETECTION

Dieteciicn Engine ® flanage automatically based on sensor count {recommended)
O Alwiays s Feconimendaions
Q Turn recammengatians aff

[AUTO-DISCOVERY]
R Distoweny a1 [FEHiR] b

[UPTIME THRESHOLD |

Desired Minimurm Uptime ol ¥
PRTG Metwork Mondtor 10.0 22 2505 B I Poessier AG FRTG Sy shem Adninisirabor I8 _Aedresh in 12 52C SA1Z016 S1825 AW L

FIGURE 5.25: Auto Discovery and Uptime Sections in Monstoong
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44. The next section is Netification Delivery. To go to the Notification
Delivery section, hover the mouse cursor on Setup, hover the cursor on

System Administration and then select Notification Delivery from the
drop down list.

ESy:h:rn Administration | F ®

& = C [4127.00./systemsetup.htm?tabid=" e =
=3 Home  Cevices Ubranmes  Sersors Alarms Maps  Reports Legs Tickets m (e B pa o -
& | Sabug | Syshen Administration Ty e
S}rstem Administration Sysbern Admilnistrakion o User Intartace
PRTG Statues Marikaring
.. [ User Inberface  @idonioring  EMotification Deliveny ™ Core & Probes & Ukser Acgouints 1‘ . J - E
Li=ATn the notification Hlesne e ey
. -  Uodate i N
delivery settings you can WEBSITE Ao-Updat Core & Probes
define g]ﬂba]_ g_em_ﬂ_gg for Ciownads ¥ User Accounts
notification delivery. If vou PRTG Site: Narme PRTG Metwork Monitor WIN-SHGAL320PS) PRTG AFI User Groups
o4 El S ———
do not want to nse a Contact Support &dministratiue Tacls

DINS Hame WIN-5MGIUGIZGPS

method, st leave the

FIGURE 5.26: Netification Delivery in PRTG

respective fields empty.

45. The Notification Section deals with setting up the SMTP Server and SMS
DELIVERY. The SMTP DELIVERY mechanism can be used to select the
way in which the SMTP notification is delivered. You can also confioure the
sender’'s name and E-mail address

46. In the HELO Ident section you can set the DINS name which PRTG is
unmng.

47. The SMS DELIVERY section can be used to select the correct
configuration mode. Either select the sender from an existing list of service
providers or select a new service provider. In the following sections you can
set up vanous fields of service providers. Click Save when done.

B system Administration | P 2 %
2 &[4 127.00.1/5ystemsetuphtm?tabid=3
% Home Dewices Ubranes Serscrs Alaoms  Maps  Reports Logs  Tickets  Setap
& | Selup | Sychern AdminiEtration
System Administration
I:B‘lIEEI'I'ItH'IIE A oitoring 2 Motification Delivery 2 Core &L Frobes & ser socourds A User Groups  #® Adminstrative Teok unE
SMTP DELIVERY
SMTF Dl weny Mecharsm ® Direct defreery using buih-in email server (detfault
2 ize= SMTP relay server (recommended insice LANs/HATS
O |kes i SMITR melay servers [peimany and tHiback SEnse)
Serder E-Mall Fininmatthewsdgmailoom
Sarder Mame PRTG Metwork Monitor
HELD ldemt WIN-SMNGRIUQI2HPS
[SMS DELIVERY
Corfiguration Mods ® Seject an SMS provider from a list of providers
l PTG Meowork Mominor 10.032 2565 & 200 Fesss ke AT PATE Sy S0 v o e nos 1 akoi 1l Radrechs in 7T s&C S/ 2016 43568 Ak L
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48. The Core & Probes section lets you configure the way in which a probe
should be handled. If you are using a proxy server to get probes you can
specify the details in the PROXY CONFIGURATION section or you can use
the default option of no proxy. Click the Core & Probes tab in the
webpage to view and configure the section.

49. In the PROBE CONNECTION SETTINGS, you have the probe connection
IF’s in which you can select which IP’s to receive the probes (local 127.0.01,
all IP’s or specific IPs)

50. The next section is Access Keys which allow you to specify a set of
passwords and any probe that needs to connect to PRTG should enter one
of the passwords mentioned in this section.

51. The Allow IP’s lets you specify a set of IP addresses from which the probes
will be accepted and if it 1s left blank then only those probes onginating
from the local host are accepted.

52. Sumilarly the Deny IP’s addresses lets you specify a set of IP addresses
from which probes should not be accepted. If an IP address is in both the
Allow and Deny list, then it will be deried.

53. In the Deny GID’s section, you can define a set of Global ID’s(GID) which
can be denied access and any probe from this GID will not be accepted.
The mini probes can be set up in the next section

E System Administration | F K."t_ |
€ C [} 127.00.1/systemsetup htm?tabid=4

<y Home Oavices Lbranes  Semsors  Alarms Maps  Reporis Logs Tickets  Saetup

# | Sefup | System Adminisheatiorn
[PROXY CONFIGURATION] e wars 12 | e Log rires 53 [RESEEREEE

Uze Prosy Server * Mo, use direch connecton o the imternet (dedsit]
9 Yes, in our nebecrk a prosy s mancakory

[PROBE CONNECTION SETTINGS]

[Froze correcien 72 # Local Probe only, 127.0.0.1 (PRTG wall not be accessible for Remate Probes)
O &) 1P svmlasle on thic mgutar

[Focess vy 7CIB496D0-#1D3-4250-8345-F38 111608524

Can{p

BETG Metrork Monikor 161,22 2565 i r Il Refrmen m 15 e 511720168 45255 AR -

FIGURE 528: Probe Setiings Section in Netwodk Administration
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54. If you have an active directory from where probes can be expected this can
be confisured in the active directory integration section. Histonc data
pruning allows you to specify the number of days the data for vanous
protocols should be saved. You can use the default values in these cases.

ES}:bcmﬂ-.-:lmlﬂstr.:hunH %
& =2 & [0 127004 /5ystemsetup.htm?tabid= T =

=% Home  Devices  Libraries  Sensors  alarms miesps Reports Logs Ticksts  Sstup B 7 & Swach. A <

# | Setup | System Admiristratian
i [ e

|P-CTI"I.|“E DIRECTORY INTEGRATION

Daamain Mamrse

Arcess Tyse ® Use the PRTG core senvice account (usually LOCAL SYSTEM)
D Use= mxplicit credentisls

HISTORIC DATA PURGING

Logfie Reoords E]

‘feb Server Log Reconds 30
Historic Sensar Oata

Toglsi Records

Clased Tidiets

|“ .-\.

PATE Metwork Monror 16121 3585 & 2016 Pesnker A5 5112015 455 D5 AN -

FIGURE 529: Probe Settings in FRTG

55. Let us view the devices discovered by the PRTG Network Monitor. To
view the devices, click on the Devices tab. The Devices window appears,
displaying all the discovered devices as shown in the following screenshot:

B} oot | Group | PRTG Nete: % %
&= = C [0127.00/9roup htm?id=08&tabid=1
=% Haome Libraries  Sensors alarms Waps Reporis Logs Ticksts  Setup

# | Devices

Group Root

S T PO T O N © tanagemen: [ 4 setting: ] 1 wotifcason: [ © [ 0 | AOEERA
Umbems  Sensoms Searche ) - Diefault Interea: 1D: o M

oK vl v s v 11 v @z B fearen o @ B | E—“ u every B0 seconds &0 L
(ot 188 .

E-' Raot ﬂ
B % Local Probe =
= Pro@e Device Cers Heuks Probe Haakh Sjuiem Heakh
'-: % |||-.-_. II'I ¥ n
[k Froz Comman a3 Miraseft Hy .

Sk L T % w

ofi kbis |
Pelcrosctt HiL. Tersdo Tenne.
I-' A :--.-.-:'. L]

=] = Metwork Discovery

=l = Metwark Infrastructure

E == Intemst 4 HTTE
(L] " RETETTra ]

[ Em Gateway: WIN-DDOMEEZBETE

PATE Metmerk fonior 161.21 3565 & 2016 Pesanker A5 PRTE Syakem &dmisvbralze i -

FIGUEE 5.30: Various Types of Devices in the Network Shown in PRTG
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56. PRTG discovers all the devices on the network but we do not want to
monitor all of the devices in our network. We have our host machine
and a few hyper-v virtual machines under it.

57. Let us add the Windows Server 2008 wvirtual machine, in order to monitor
the tratfic flowing through the machine

38. Click the Add Device button under the HyperV section

BB Aot | Group | PRTG Mete

« - c
=1 Home
B | [evce:

1 1270067 fgroug. htm

Dayices

Libranes

=" Hypery Haosts

=1 WN-COOMEBZBETE
B Em OMEGA

B == 501
FrLred oy JREenT I

El Em WK 2OHDEHFFR

o R-030
Foured by depend ey
1 mm AD-03
Fowuned by degend ey
El Fm RD-006
Founnd by dReeng ey
El = RD-(08
Foured By depengdenny
Bl = R09d

El BN RO-0M

Fured o desenren”

SemEors

d=0&tabid=1

Alarms  Maps

Reparts

5 Seramn

FMD = g7

i L]
MG | 5L Cmerfn
e chars

ELD [Semcts
f-u ™
Fin

O =0 Hypery Virtual Machines

Add Device to Group Hypery Virtual Machines

SOE Mems

Logs  Tickets

Setup

FE LG BT

FIGURE 5.31: Various Types of Devices in the Netwark Shown in PRTG

59. The Add Device to Group Hyper-V Virtual Machines pop-up appears;
enter the Device Name as Windows Server 2008, the IP address of the
Windows Server 2008 re., 10.10.10.8, and select the Windows icon in the

Device lcon section.

Y
D 4 MEW DEVICE
fime a device name and address, options for auto-dizoowery, and credential settings for Windows, Linwg, Widhaars XEM, and S0P, i
ECES5aAry,
elp: Add a Device
DEVICE NAME AND ADDRESS
Device Name Windows Server 2008
2 Yersion # Connect using IPv4
2 Connect using |Pvd
Pud Address/DNS Mame 10, 10.10.8
Tags
Device lcon a o o & o El o []
a |el o [ o | 1 o &
a cf o e & o 0 a 2
a [ Fall | Pl | oI . Mmoo A

Camoe

Continues =

FIGURE 5.32: Adding a New Device in PRTG
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60. Scroll the popup window down, select the Automatic device
identification (standard, recommended) radio button under the Sensor

Management section and click Continue.

Add Device to Group HyperV Virtual Machines

DEVICE TYPE

0 Manual [no auto-discoveny)
|_- Auvtomatic device identification (standard, recommended)
O Auterratic device identification |defaled may create many
SENSOIS)
O Autornatic sensor creation using specific davice templatels)

Sensor Maragement

Discovery Schedule Cnce -

CREDENTIALS FOR WINDOWS SYSTEMS

Ef':inherit fromn E:'Hyper‘u""u'ir't.JaIMa-:"iﬂ-Ei Doemain or Computer Mame: cnd.com, User: &dmin

CREDENTIALS FOR LINU}{HSE}LF.RIS,-"MAC OS5 [SSHMBEM} SYSTEM..

E‘* nk:rltf'crr' H:,-p:r'u"'-.-'lrtualhia-::" nes [LUs empt Login: 0, For WEEM Use Port

CREDENTIALS FOR VMWARE/XENSERVER

Cancal

FIGURE 5.33 Confignring the New Device in PRTG

61. The added machine appears under the Hyper-V Virtual Machines section
and PRTG monitor begins to perform auto-discovery on the machine as
shown in the following screenshot:

E Root | Group | FRTG Met
-
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FIGURE 5.3 New Device Added in PRTG
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62.

It takes some tme for the application to discover the machine. Upon

successful discovery, PRTG network monitor adds a few sensors such as
Ping, Memory, IIS, etc. to the machine as shown in the following

screenshot:

Root | Group | PRTG Mat

*

= = C |[4127.00.1/group.htm?id=08tabid=1

% Home DOewces  Libraries

Bl | Devices
= Il
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rad s

i Server 2008]
=1 = Linwe / MacDs [/ Unix

[ = 160,01
1 == 06109

=] @nl AFPLES-IMAL-Z

FIGURE 5.35: Senzors Runmngcm the Newljrﬁddﬂi[}m

63. Now we see how to add a sensor to a dewvice. Sensors are the basic
elements of PRTG which make up an entire monitoring structure of PRTG.

64. A device can have any number of sensors and every sensor momnitors a
different aspect of the system.

65. To add a new sensor to the Windows Server 2008 device, right-click on
Windows Server 2008 and select Add Sensor from the context menu.

Sensor Setup
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FIGURE 5.56: Initiating the process of new sensor addibon

66. Now we shall select the traceroute sensor and this new sensor will be a part
of the Windows client machine. To find the sensor, type the term
“traceroute’ in the SEARCH ficld.

CND Lab Manual Page 412

Certified Nerwork Defender Copyoght & by EG-Gouncil
All Rights Reserved. Reproduction 13 Stnctly Prohibrted.



Module 11 - Network Traffic Monitoring and Analysis

67. While you are typing, the Traceroute sensor matching to the term appears
in the search result. Select it.
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FIGURE 5.57: Adding a New Sensor

68. On selecting the sensor, the BASIC SENSOR SETTINGS window appears,
where you need to configure the basic sensor settings like Name, Pronmnty,
tags, etc. of the selected sensor.

69. In the sensor setting, you need to define what action should be taken if a
traceroute 1s altered. You can ignore 1t or set the sensor to a warning state or

even an error state.

70. The final section is the scanning interval and it can either be inherited from
the device or it can be reset. In thus lab, the scannming interval is nhented
from the device.
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71. So, leave all the configurations set to the default and click Continue.
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FIGURE 5.38: Setting up the Sensor for Use

72. Once you click Continue, you will be redirected to the Windows Server
2008 device overview webpage, displaying the status of the sensors. You
may scroll the webpage down to view the added sensor. If you find the icon
of the sensor in the color gray instead of green, nght-click on the
Traceroute Hop Count sensor and click Check Now from the Sensor
Menu.
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FIGURE 5.39- New Senzor Traceroute ShuwnUPAgaiﬂstim Diewvice

73. Now, we explore the sensor colors. A sensor can either be red, yellow,
green, blue or orange depending on its state. All these can be found at the
top right comer of the browser
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74. A red color indicates the sensor is in an error state, yellow indicates a
warning state, green indicates the sensor 1s working fine, blue indicates the

sensor 1s paused and it is not monitoring

75. The orange indicates an unusual value, the one whose statistical values are
not usual but cannot yet be deemed as a warning or error, but might or
might not be in the future
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FIGURE 5.4 Sensor State Reflected in Colors

MNote: The status of the sensors mught vary in your lab environment

76. Now once we have set up the sensors we need to conficure them with
upper and lower threshold values and when the sensor reads any value
not in the range of the speafied threshold an alarm 1s triggered.
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77. For setung the threshold value we need to specify a parameter (channel)
for a sensor (here, Traceroute Hop Count) for which the threshold is
being defined. To set up values in the Traceroute Hop Count sensor, click
on the sensor and click anywhere on the elliptical path (click on highlighted

area).

E Traceroute Hop Count | 5 X '1,;:‘_
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FIGUEE 5.41: Area to be Clicked to Enter ﬂE'IhIEEhﬂll:lSeﬂmgs of Senszor
78. You can select a channel from the available list of channels at the top
section. In this lab, we will be selecting the number of hops as our channel
for the sensor Traceroute. Now go to the bottom section called limits and
click on enable limuts
Edit Channel
Hiops (10 0) w
Mame Hops
1C 0
Chari Rendering * Showin Charts
0 Hide from Charts
Teble Rengering * Show in Tables
2 Hide from Tables
FIGUEE 542> Sdacl:iﬂga Channel to Set Threshold Vahes
79. We have selected the number of hops as our channel for the sensor
Traceroute. Now go to the bottom section called limits and click on
enable limuits
Note: Hop count defines number of devices that a packet has to pass to
reach its destination, less the number of hops quicker the web page is loaded
and more hops the slower the web page 1s loaded
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80. So we will set out an upper error limit when maxumum hop exceeds 25 and
an upper warning himit when it exceeds 20. We are not concerned about the
lower level of the threshold, since a smaller number of hops the quicker the
webpage 1s loaded. So we keep lower values blank. We can also wnte
custom error messages for both emror state and warning state. So, write
some random Error Limit Message and Warning Linut Message. Once
done, click Apply and then, click OK.

- . |
Edit Channe
oAl A
© Custom
Spike Filter ® [isable Filtering
C Enable Filtering
Vertical Axis Scaling * Automatic Scaling
2 Manual >@Eling
Limits Z Disable Limits
l * Enable Limits |
Upper Emor Lim It (#] 25
Upper Warning Limit [#) 20
Lower Warning Limii (#
Lowver Emor Limit (#)
Error Limit Message Hop limit exceeded
Yarning Limit Message Hop limit exceeding
w
FIGURE 543 Setting the Threshold Vahes of Tmceroute Sensor
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81. Now you can see the ellipse in three different colors for Warning (yellow),
Error (red) and Good (green). You can also know the status of the sensor

by looking at the position of the arrow if it 1s in a green, red or yellow zone.
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FIGURE >.44: Analyzmg the Health Status of the Traceroute Sensor

82. Now we look at how to analyze the previous data of a sensor. The value
which we saw was an overview. 1o know the details of a sensor at this
moment, click on live data, if you want to view the previous data you have
the option of 2 days, 30 days and 365 days.
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FIGURE 5.45: Analyzing Previous Data of Traceroute Sensor
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Note: You can also get customized historic data of a sensor by configuring
the historic data tab. To configure, click Historic Data tab in the webpage.

83. Now, we shall perform bandwidth monitoring. PRTG has already buult
sensors for this task. We need to only add them to the device and
confipure them to start the monitoring process. Let’s see how the
network sniffer works.

84. We first use the Network sniffer sensor. It can be used in three ways:
a. To sniff the traffic of an entire network

b. To create a disk mirror and switch PRTG to this mirror and
connect to smuff all of the data

c. If you have multiple switches you can use additional hardware and
integrate them and get all the switch data to PRTG

85. We will use the first option, and momitor an entire network using the
network sniffer sensor.

86. Select the Devices tab on the webpage. When a list of devices appears
on the webpage, right-click on Probe Device under Local Probe section
and select Add Sensor... from the Device Menu.
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FIGURE 546: Adding a Packet Sniffer Sensor to Local Probe Dewice
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@'Ihe Packet Sniffer
sensor monitors the
headers of data packets that
pass a Jocal network card
using buli-in packet

sniffer. You can choose
from predefined channels.
The sensor analyzes only
header traffic.

Module 11 - Network Traffic Monitoring and Analysis

87. Now from the sensor list page, enter packet sniffer in the search tab.
The matching sensors appear in the lower section of the page. Select
Packet Sniffer from the list of results. Notice that there 1s also a

custom packet sensor next to packet smffer. We will discuss this in
further steps.
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FIGUERE 547- ﬁl:ldm.g the Packet Sniffer Sensor to Local Probe Device

88. Now in the next page, enter a custom name, tags and poority levels for
the sensor. Next 1s what filters to include and exclude. An Include filter
lets you to customize the tratfic that enters the sensor. You can use
various filters to erther get packets from one particular IP or a particular
port and so on.

89. If you do not want to get packets from any port or IP or MAC, just
mention it in the Exclude Filter list. For now, we keep both these fields
blank, so that we get the complete network traffic.

90. The network adapter has the IP address from where PRTG sniffs the
traffic. The log stream allows you to define what data is written to the
disk. If you select None no additional log files will be written, only for
the other channel option writes log files of only the data which i1s not
filtered and all stream data wutes log files for all data recerved.
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91. In this lab, choose the network adapter that is associated with the

10.10.10.* network and click Continue.
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FIGURE 5.48: S-E;thng UP the Packet Sniffer Sensor

Now go to the Devices section, wait until the state of the Packet
Sniffer sensor under the Probe Device section turns green. If the state
of the sensor does not turn green and runmng, nght-click on it and
select Check Now under Sensor Menu.

Once the sensor 1s up and runmng, click on it
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Default Ir

every 6l

DID YOU KNOW?

You can buy PRTG from 2
patner in your country,

PRTG Systam Administratod Il Redresh in 14 sec

CND Lab Manual Page 421

Certified Nerwork Defender Copyoght & by EG-Gouncil
All Rights Reserved. Reproduction 13 Stnctly Prohibrted.



Module 11 - Network Traffic Monitoring and Analysis

94. When you click on the sensor it opens up showing the wvarious
parameters. (It mught be grey for you mtially after immediate creation.)
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FIGURE 5.50: Vanons Parameters of the Packet Snuffer Sensor

95. If you scroll the webpage down, you will see the total aggregated traffic
on the left side in the Total section and individual traffic in small
eclipses on the right side with names like Infrastructure, WWW),
NetBIOS and so on.
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FIGURE 5.51: Vanons Parameters of the Packet Stuffer Sensor
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Module 11 - Network Traffic Monitoring and Analysis
96. Scroll the webpage up and click the Top Talkers link. This section
shows which device IP’s caused maximum traffic in the network.
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FIGURE 5.52: The Top Talkers Graph Expanded

97. In the same way, you may analyze the Top connections and Top
Protocols. The Top Connections section displays the connections
which are using most of the bandwidth and the Top Protocols section
shows which protocols use the most bandwidth. Click on any one to
expand them.

98. After expanding any graph if you scroll down you get a detailed view of
all source and destination IP’s. You can also create a new top list with
your custom IP protocols etc. by using the Add Toplist option.

99. You can also view the live data for the past two hours by clicking on the
graph at the nght or on the Live data tab.

Sensor: Packet Sniffer [Live Graph, 2 hours)
Local Probe / Probe Device

Max: 35:3 khitis

L
=
=t

R T

[kbrfs WA [kbitfs El Remcte Control (kkak/s
ﬂ Infragtrocturs  (wart)s) fo* NetBOS (ebrt)fs} & Usnious (kb Shaw sll  Hide sl

FIGURE 5.53: Live Network Traffic Data
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Module 11 - Network Traffic Monitoring and Analysis

100. We now see how to setup Maps in a PRTG. A Map is a graphical

representation of a network structure. Hover the mouse cursor on the

Maps tab and click Add maps.

Packet Sniffer | SensorDe % & %

€« 2 C [j127.0.01/sensor.htm?id=2269&tabid=2

Wiﬂ:l PRTG's Maps
feature (some people might ~% Home  Dewices  Lbranes  Sersors  Alarms Reporis  Logs  Tickets  Setup

call this 'dashboards') you # | Devices | local Probe » | Probe Device = | Packet Sniffer = | Al f

cauutewehpagesu&th 173 5 193 5 —
.

mnmtonng m Lelert Map »
mformation in a
custcmﬂable layout. Using Max: 36.2 khitjs
this nmque concept, you F

can also make your III\
| N
o
|

overview pages of live data
publicly available, if you
like.

FIGURE 5.54- Hﬂ:gabng to the Map Section

101. Enter the values for map name, its layout dimensions, an optional
backeground image and whether you want the map to be publicly
accessed or specifically accessed only by authentication. In this lab, all
the detfault options are chosen. Click on Continue.

B add Mep istep 12| F x %
- = C (1 127.0.0.1/addmap.htm

5% Home o Dewvices  Ubranes  Sensors alarms Maps Reports Logs Tickets Setup

i | Maps | Add Map [Step 1 of 2|
Mew Log Entriex 9523 [T EIREE SO m

Add Map (Step 1 of 2)

MAP NAME

sz Peme

MAP LAYOUT

Kiaz Width B0
Kiaz Height GO

Baceground Image fopliona) Choose Fie | Mo file chosen

PUBLIC ACCESS

Al Fubic Amcess # Mo public access (map cannot be viesed without logm)

- a

Cancel

PRTG Msbwort Monitor 16,1 22 2565 & I0E Fasler AC FRTO Sywtwm Adminmtratcr Il Ewlmenin 15 amc 51 33015 5:164T Ak -
F

FIGURE 5.55: Confipuring a Map
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102. On the results page, you can drag and drop items from the left pane
or the night pane into the center pane.

B Map | Map Details | PRTE x B
« - C

~3 Hame

Y 127.0.0.1 .-"rnap.!‘trn';‘tabin:l 28id=2270
Dievi cas Libraries

# | Meps | Edit Map

Sensors  alarms  Maps  Reports Logs  Tickets

setup

hag Map

# Settings H n

i [ Wetwork Discovery
[ (= Metwork Infrastruct
[ = Windows
i D= Virtual Systems

- Defadlt loons A

Linux # Mac0S /U

FRTG Metwork FMonibor 10.1.22.2585 B 2018 Faessker Ao FRTG Sysiem Admnistrrtor |1 Rednesho i 18 ==C

FIGURE 5.36: Vadrous Parts of the Map

103. Now as soon as we drag and drop an item it shows the number of
sensors in that device and their respective states.

Map | Map Details | PRTC % § %

= = [ 127.00.1/map.htmTabid=2&id=2270#
=y Home  Devices
it |r~"l-n|:|5 Edit Map

Libraries  Semsors  &larms  Maps  Reports  Logs Tickets  Setup

Updated Tickets 2 m

Mew Log Entries 9748

w Defadil loons A

.

m- A

4. ¢ Local Probe

i w0 Probe Device

a.. = Metwork Discovery
[~ =4 Network Infrastructy)
r = Windows
d- = Virtual Systems
P 5 VMWYare
L4 51 HyperV

57 SERVER200B (Windows Server
2008) [Windows Webserver]
!__ — ; 1 3

o

AT Metwark fdontor 161 222565 & 216 Paessler AG il Refresh in 20 =ec

PRTG Systern &dministrator

FIGUERE 5.537: Windows Device with Sensor States
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Module 11 - Network Traffic Monitoring and Analysis

104. In our setup mentioned earlier, we have a host machine which has
three virtual machines under it so we added the three virtual machines
under the host.

Bl Map | Map Details | PRTE % %
« - O [1127001/map.htm?tabid=2&id=2270#

< Home  Deviess Magz Aeparts Logs
& | kags | St B ap

Libranes  Sensors  Alarms Tickets

Setup T &

R ey v~ - 0 A K

a =

Map Map
BEEN

& CERVERICM i B q,00.10.9 00 340, 90,1011
ndows Server 2008, [ | =, 1
|Windows Webserye

ﬂ oore A (SEakic)
a oore B

Dl |ooe 5
(== -]

core B [Stahc)

i

Asrash n 30 sec.

ruharn Thakicl =2 Bid =22 7T0%
FIGURE 5.58: Craal:ing the Basic MNetwodk Stmctare

105. You can show a connection between devices by interconnecting them.
Click on the dot at the left end and drag to the device you want it to

connect to.

"' Probe Device
1 Es .

1 10,10.10.11
(/ §

¥ 10,10.10.9
1

¥ SERVER2008 (Wi
ndows Server 2008)s,
[Windows Webserve

/
13

FIGURE 5.53%: ]!.![‘aP connections Set UP
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Module 11 - Network Traffic Monitoring and Analysis

106. To view the map, click the View Map tab at the top left corner of the
webpage. Once the map is finalized, click Get HTML

107. You have several options for opening the map. You can open it with
or without a login, by using the respective URL’s or you can also
show the map as an Iframe if you use the third option. Click on the
link present under Option 2 to view the map.

B Map | Map Details | PATC 3¢ 8

€« - C [1127001/map.htm?tabid=4&id=2270

= Home Dewvices  Libranes  Semsors Alarms Maps Repords  Logs  Tekets  Setup

[oarsa [ eron e (OO . . [RRLE] . 2

ﬁ|r.-m:.|£-:||mm

Map Map

e [ o] I N =l

PRTG Metwork Monthor makes ® sasy far pou o indude the manitoring reaubts in other web pages:

OPTION 1: LINK TO A WEB PAGE WITH THE MAP THAT REQUIRES LOGIN CREDENTIALS

Lreate 5 link 1o the fallowing UALS] ard the user will be asked for Bis lagin credentials to view the map

httpd I SHGAUQ32OP 5 maps how. him Tid= 2270

OPTION 2: LINK TO A WEE PAGE THAT DISPLAYS THE MAP WITHOUT A LOGIN

Usean URL with “mapld-passwerd” (5etthe Map's "Fullic ACoess” setiing To "Aliow Fullio ACDess i

TR AN SHGEUD 3 208 S publicmaps hos nTm 3T =2 2708 mag d =TA2 D03 2F-5B3F-+80F -85 AB-SFEAARCT CHHC |

OPTION 3: SHOW A MAP INSIDE OTHER WEB PAGES USING AN IFRAME

Pasie the foliowwing HTIL code imo your webpege and =t the map's ‘Public Acoess’ setting to Allow Public Acoess

PATG Meowork Monhor 181222585 = 2008 Paessler A PRTG System Administrator Il Refresh im 24 20 ErIZ010 53818 A -
L ¥

FIGURE 5.60: Map Opened Up in a New Tab

108. The map appears as shown in the following screenshot:

B Mg | Map Detals | PATC X | B =g | PRTG Metwork Mo 2 B 8

[ win-sng%ug32qp5/public/mapshow.htm?id=2270&mapid=TA2D032F-5B3F-489F -83A8-5FEAAGCTCIT LT

]

= ™

=1 probe Devioe

iMa

N

%

L A=
5 SERVER2ODE (Wi 10.10.10.9 10,100,114
ndlaws Sereer 2008 Hh H

[Windows ¥Webserv

£1]
[+ RE!

PAT( hemivecric bondos 161202565 Network Mdoratnimg Sofwers & 116 Pasasie 80 Sereer Tome 5003502006 54016 200 (LT85

FIGURE 5.61: Map Opened Upina New Tab
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'Ihe alarms list shows
all senzors that are
cucrently in a Down, Down
(Partial), Down
(Acknowledged , Warning,
or Unmsnal status. Sensors
in other states (for example
Up, Panzed, or Unknown)
do not appear here. This is
useful to keep track of all
urepulanbes i your
network

Module 11 - Network Traffic Monitoring and Analysis

109. The alarm section. This section shows which sensors that are either in
an error state, warning state or an unusual state. Go to the Alarm tab
and click on All.

B2 Map | Map Details | PRTC X
-

=~y Home
&

e

C | [0 127.0.0.1/map.htm?tabid=4&id=2270

Tickets

Sensors Maps Reports  Logs Sefup

ISRl el U pdated Tickets

Devices  Libranes

Maps | Eciit Map Al

Show a5 Gadges

Man Map Errars Only
Warnings Ondy
Wiew Map | Map Designer 7 settincy i enETel Cinlby I n

PRTG Metwork bonitor makes [T easy for you to Include the monitoring results n other web papes

OPTION 1: LINK TO A WEB PAGE WITH THE MAP THAT REQUIRES LOGIN CREDENTIALS

Create a link to the followd and the user wiill be asked for his login credentials to view the maps

FIGUERE 5.62- Hamg;mng to Alarms Section

110. Now you get a list of sensors with their respective states and the
devices to which they belong to.

B Al2ras | PRTG Metwork b

o=

=~ Home

g
& [ 127.0.0.1 /alarms.htmilter_status=5&filter status=4&filter status=108&filter status=138filter status=1597 =

Teckets P

cranes e 2 | ) D
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i |.Au'rn:-
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2d21h
47 m
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-

L&
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I

£

H:nc LA
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Ea MACHDOKPRO-AT 5
4Th1 -

m

11 AT

Host not feund, This message indicates that
the key [name, address, and so on] was not

=5 SERVERZES

= SERVERZKA
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4ThD Heinuc
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m

Hrine
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-

FIGUEE 5.63: Sensors MNot Fuﬂc:tlmmg Pmpe.r]jr

111. You can see what i1s wrong with the sensor by carefully analyzing the
data in the Message section and take necessary action to correct.

112. You can also have a look at the sensors as a gauge or view only the
sensors that are in an error state (errors only) or warning state
(warnings only) or unusual state (unusual only) by clicking on other

options under the Alarms tab
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'Ihe Logs list shows all
past activities and events of
vour PRTG monitoring
setup. This is useful to
research past user actrvities,
system events, and, for
example, to check whether
messages were sent. Ina
typical setup, a huge
amount of data i3 produced
here. Becanse the actity
of every single object is
recorded, you can use this
information to check if
your setup works exactly as
desired.

Module 11 - Network Traffic Monitoring and Analysis

113. Now we shall analyze the Logs section. This section shows all the past
activities and events of the PRTG setup. To view logs, hover the

mouse cursor on Logs and click All.

B Alarms | PRTG Network b0 x § %

&= = O | [j12700.1/alarms.htm?filter_status=5&filter status=4&filter status=10&filter statu

=% Home Devices  LUbraries  Ssnsors Alarms Maps  Repomns Tickets  Setup

# | Alzrms Al ||

Status Changes }

?I Updaied Tick

Sensors With Alarms

|5]mwalirm5rtlitedtumﬂﬁnrt{di:ktnmncﬂ Dtagged with
1+« 1tod0af 40 + +

< Gyeten Euvents }I

| Object Histary

FIGTUIRE 5.64: Nwigaﬁng to the l.c:g Records

114. This is where you get the complete list of log records. Notice the item
in the top right corner which highlighted. This is the Select Range.

x
9 127.0.0.1/log. htm

Log | PRTG Network Mor

€ > C

=% Home
# | Log

Devices  Libraries  5Semsors Alarms  Maps  Repeorts  Legs  Tickets Setup

MNew Alms 4 Mew Log Enimes 44 m
BE

Tl vselectrange |
hessege

Errar in Security Rating:
‘Mo Secure Protoccl

10 Iterns: 50 Date Ramge: 20760508 DC0
Type Ohiect

SSLSecunity  IMMlSSL Security Check (Part 443)
Check BETA
55L Security
Check BETA

551 Securnky
Check BETA

I’ﬂ - Z016-05-14 0000
Status
Dioen

92.168.0.104

Mo data since 37132016
G759 Ak

Errar in Security Rating:
‘Mo Secure Protocel

92.166.0.104 Unknown

B 550 Security Check [Port 443)

Cowwn

92.168.0.104 Bl 5L S=curity Check [Port 443)

FIGURE 5.65: Log Records

115. Now you can select the range tab and choose how many days of data
you want to see. We can select the Today option, to show only today’s
records or any other option for more records. You can also set a Date

Range between which you want to see the records.

X e
[ 127.0.0.1/log.htm

B Log | FRTG Network Mo

€ > C

=% Home
# | Log

Devices  Librares  5Semsors &larms  Maps  Repeorts  Legs  Tickets  Setup

Mew fAlarms 2 | Mew Log bnimes 148 m
BE

;ﬂ - ZD16-05-14 0300 E| ~Select Range

Status hiessag Today

Mobficaton Shabus 3 YesTersay
Infa Sersen

jim} Items: 50 Date Ramge: 2076.-03-08 D00
Type Ohiect
Metification £ Email ard push natification to admin

7 days

30 days

& maonths
12 Miorths
Wnlimited

Metification L Email ard push natification te admin

M otification SEHdiI'IJ
Infa CE (Se

Mlotification State T
Info Email P

Group | =Root

FIGURE 5.66: Selecting TDdajr’s Log Records
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Module 11 - Network Traffic Monitoring and Analysis

116. If you want to view log records for a particular system (windows

machine in this case), go the following location as shown below

o Log | PATG Metwork Mor x % 1 =
&= - O [4127.007/ og.hitm “
Home  Devices  LUbraries  Sensors alarms Maps Reporis m Ticksts  GSetup [

s v @
: o [t [t e | 7 S

i Local Probe Metwirk Discove Mtk ISt . @-
og Entries L3 = =i -
- 110 50 = | Eystem Everds ﬁ *| W nd s . M| Clbmrts | wsa
Tirme= Far=nt Tyoe (HC-D_E-:IH:-::W Virium 5;.'3 b Seruers |
/1372076 &51:55 AM Mone Motification | 2 Email ard push notifcation & (nu ¢ Mscds /U serding Fush Mo re LK
S SRS CRES SensonSaurce/|Dx 219440,/1]
5/13/2076 &51:55 AM Mon= Graup = Raot Prirters itate Trigger sending Email Push b
Infor SensonSawrce10: 2194.40.1)
S/ 1320 6 E251:55 AN EADIpdIN Fing | [ Meotification State Trigger activated (Sersono
Infio 2104001
13,201 6 FeS4d Akl 02 | EE.0.A0 HTTR TR Dawn Canmestion refused (sockat arnor £

FIGURE 5.67: Filteing the Log with a Particular System

117. The filtered data is shown below. Look at the parent section of the
filtered record.

B Clients Log | PRTG Netwo: % % %

£ =2 Q [0 127.001/log.htm?id=65

[ ] ]
PRTG Nm ~% Home  Devices Librarfes  Sersors  alarms  Maps  Reporis  Logs Ticksts  Setup
Mmtnrmcludesﬂm *l“"‘“l""g
ticket syztem. With tickets
you can manage and
Whﬂhmm @ fems: 50 Dote Renges 2016.-05-08 0000 R S2016-05-16 D000 St
monitorng a ne Parers Type  Obeck Status Messape
ticket in PRT'G contains 5/ 15/2016 11:38:37 PM| 53 Ckants Device =9 ACCOUMTS-SERVER Active
nformation ﬂbﬂ‘-ﬂ;éﬂﬂﬂt 5/ 15/2016 11:38:37 PM| 59 Chents Device (B ACCOUNTS-SERVER Resuming  |Resumed by Depende
events in your PR
- = . 5/15/2016 11:39:37 PM| 53 Cfents Device B9 ACCOLUNTS-SERVER Bictive
mstallation which need a
] loak b"i' the 5/15/2016 11:3%:37 PM| S CRents Device B ACCOLINTS-SERVER Resuming  |Resumed by Depende
administrator or another 5/13/20°6 7:19:58 &M |EEl AL COUNTS-SERVER ring e Notification State Trigger activated
I:EEPEI:IEib]E som. ¥ Imfa [SenscrfSaurcedls 221
PE_I - 5132076 71953 AW | == ac COUNTS-SERYER Ping [Mpiric Motification State Trigger activated
can see Each ticket az a tazk e [Senser/Sourcedl: 221
fora Pﬂ-fﬁﬂllﬂ-f PRTG user. 5/13/2016 70936 AM |57 Chents Device B ACCOUMNTS-SERVER Fausad Faused by dependanc
513206 0036 AW | B A CoOUMTS-SERVER Ping MeiriG Dioraim Recuect timed cut (K]
errar & 11010
5/13/2016 7:09:31 AM |E3Cfants Device B ACCOLNTS-SERVER Paused  Faused by dependenc
PRTTG Netwark Manitor 16.1 22 2565 B 2016 Paensler AG PATG Syviem Adminitratar W Refresh in 13 3ec SASZ06 11A034PM
Ik
FIGURE 5.68: Log Data Filtered Based On Dewice

118. You can use other options and filter the log records on wvanous
parameters.

119. Next, we will explore the Ticket section of PRTG. Tickets contain
information about recent activity in the network, on which the
administrator has to have a look. It could be a new installation, an
addition or deletion or a real 1ssue.
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120. Hover the mouse cursor on the Tickets tab and select All to view all
the tickets.

B Clients Log | PRTG Hetwo % % |
€ = C  [1127.001/loghtm?id=65

=3 Home  Devices  Libraries  Sersors alarms Maps  Repors  Logs setup
# | Devices | Log A

My Tickets E

Al Tickets »

Log Entries

| ToDw Tickets LR
[ Iems S0 DeieAshge: 2 ME-05-16 0000 :@ whaetf

Tye Ohko | Cpen Tiket | status Message
5/15/2016 11:41:00 PM B ACCOUNTS-SERVER ping MpinG Unknown Mo data yet

5155206 11:41:00 PM | B2 40C DU MTS-SERYER Ping MpinG Lnknown | Mo data yet

S15/2006 11:3937 PM =7 Clients Device W0 ACCOLMNTS-SERVER Artive
SAUSS2006 1153237 PM =0 Cliants Device B ACCOUNTS-SERVER Resurning | Resumed by Depende
5/15/2016 11:39:37 PM =7 Clients Device = ArCOLINTS-SERAVER Active
5/15/2016 11:39:37 PM .57 Clients Device B COLIMNTS-SERYVER Fesurming | Resumed by Depende:

51352006 7958 Al (=Y AccOUNTS-SERVER Ping .FI|NG Motification | State Trigger activated
Imfn (S rzor Sownce, 10k 220

51372016 7:1%:53 AM == ACCOUNTS-SERVER Ping e Motification State Trigger activaterd
lmf (Semsor Sounce10E 220

51372016 70836 AM 5 Clients Device B a0 COUMTS-SERVER Paused Paused by dependenc

CAA3 ML T 35 Akl (el & ek e ernanrm [ — B - ™ - A |
PATS Motwori Monikor 18132 2585 = 5018 Faessker A PRTE Systam Adminicorator Il Ratreshin 14 e S/NEF300E 114205 PR

127 0.0.1 eckets htm? filber_us=r=100&filter staius=1 |

FIGUEREE 5.69: Navigal:ing to the Tickets Section

121. You can see that there are various parameters to apply filters at the
top section. The actions you can take against a ticket are in the nght
hand section of the web page, which are Edit, Assign, Resolve and
Close.

BB Tickets | PRTG Metwork o x %
€& =  [O127.00.1 icketshtmilter user=1008tfilter_status=1.htm

~% Home  Devices  Libraries  Sensors Alarms Maps  Reports Logs  Ticksts  Sstup

| Tickeis

Mew Log Ertries 1 ul

Object {click #o select) 2 thanged betwesn

Assigred 10 States Object Ariions

BRTG System (1 |System [ 2 assgn |/ Resotve | X Ciose |

Administrator

BRTG System (1 |System [ 2 assgn |/ Resoive | X Ciose |

Administrator

o P Y ) X

Sdminisirators

Administrator

PTG System (1 System = e =

Sdminisirator

B (Windows Serve.., BATG System (1 8 SERVER2008 (Windews Server 2008) [Windows Wehserver] m m m

Administrator

Nl e i Eme
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FIGURE 5.70: Tickets in the System
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122, If you want to view only those tickets which are related to one of the
virtual machines, click on the related to any Object (click to
select) tab and select the virtual machine from the list. You can also
select a particular sensor as well for the selected device. Click on Save
when done.

BB Tickets | PRTG Matwork I x Y
&= =2 & [110.10.10.12/Mckets. himfilter user=1008&filter status=1.htm

<% Home  Devices  Libraries  Sensors Alarms Maps  Reports  Logs  Ticksts  Setup
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39 mbsago W g 5 Email wia MX PRTS System (O System
ddministrator
5132016 114530 P Wk drdke kw5 Email via MX PRTS System 1 System
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ddministrator
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FIGURE 3.71: Selecting an Object
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- [ WIN-K20VHDEMTFP [H irtel 21140 8 2ned PCI Fast Bhemet Adapier [Emulet
- m RD-030 H omon AL Memany)
- mn RO-031 nFEQETHE'UE-:'-;IE Windaws Pagefile)
- mm RO-0& H-rire Firg)
- @ RD-00& ﬂTrmu:eH:pCl:lml: (Trec=route]

- =D RD-018 | 7 T Windows System Uptmie
-~ En RD-030

d. E" HyperV Virtual Machines
| 57 SERVER2008 (Windows Serve|
- = Linus / Macls |/ Unix

FIGURE 5.72: Se.h:ﬁ.ﬂga Device to View its Tickets
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Module 11 - Network Traffic Monitoring and Analysis

123. You get only those tickets related to the particular device as follows:

B Tickets | PRTS Metwork 1 % % %
&= = O [ 10101012 ickets htmMilter_user=1008filter_status="1.htm

= Home  Devices  Libranes  Sersors  alarms Maps Reports Logs  Tickets  Setup
# | Tickets

Tickets
assigned o ~me relsted 1o &7 SERVER2008 L. R Cranped oetwesn -

Pricriy Ticket ID Subged: Assigned o Status Chject

51142076 B07:46 AN ok 3k #h tr Auto-Discovery finished for "SERVER2008 (Windows Serve... PRTG Syctem a 85 SERVERIO0S {(WWindow
igdmini strator

4+ 1tolafl + w

FIGURE 5.73 Tickets filtered by a particular demce

124. You can change the ticket name, assignee or pronty using the edit
option, assign the ticket to someone else using the assign option.
You can use the resolve or close options to end the ticket if you feel

the i1ssue has been solved.

125. The last section is the report section which allows you to create
custom reports based on various parameters. To add a report, hover
the mouse cursor on the Reports tab and click on Add report to
create a new one.

B Tickets | PRTS Metwork 1 x B %

&= = O [ 10.10.10.12/tickets htmMilter_user=1008¢filter_status="1.htm

Y Home  Devices  Libranes  Sersors  alarms  Maps m Logs  Tickets  Setup
& | Ticeets { |

Add Pepor

Tickets pmeckeail ’
nfiquration B | *>
I Configurafio EQOMmE h '

assigned to me M chanped betwesn

Ticket D Subject Assigned to  Status Ohbject

541142016 B0 146 AR Wk b ag I Rurta-Discovery finished for “SERVERZO08 (Windows Serve.,. PRTG Systam O | 8 SERVERZODE WWindow
Adminiskrator

|+ + 1to1of1 +

PRATG Manwsark Monkor 161322585 B 2018 Passcher AS PATS Spatesn Adminkaransr I Radrach in 1 s EME 006 12:26407 Al w

0, 10.10. 1 &/ addreport.himfid=new - b

FIGURE 574 Rddmg a new report
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Module 11 - Network Traffic Monitoring and Analysis

126. In the basic settings of the report, provide a report name (here, Test
Report), and select a template from the drop-down list (here, Graph
1h interval, table 1h interval template has been chosen). Securty

context deals with the Admunistrator account. Leave the other
sections with the default options set, click Continue.

B 2dd Report | PRTS Netwe X \E'_'-.
€« G [§ 10.10.10.12/addreporthtm?id=new

=~y Home  Devices  Libraries  Sensors  Alarms Maps Reports Logs Tickets  Setup

# | Reports | &ckd Report

Add Report

BASIC REPORT SETTINGS

F=port Mame Test Report

Tags

Template Graph 1hinterval Table 10 interval

Securiy Comtewt FRTG Systern &dminestrator

TImezone UTC-(rE:00) Pacific Time (LS & Canada)

Paper Skze = Mare

(=l

A3
PETG Mamwork Monitor 18.1.22.3585 = 2010 Passclar &5 FETG Systam Adminiso=ane 11 Refrashiin 30 oL EME20TE 122744 Akl -
4 F

FIGURE 5.75: Basic Settings in Report

Note: You may configure the other settings like the SENSORS that are to
be included in the report, SCHEDULE as to when you want the report to be
generated, PERIOD during which the data should be collected, which forms
the part of the report, etc.
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127. The next step is the selection of individual sensors. Make any changes
to sensors and click on Run Now at the top left comer of the

webpage.

[Run Now)  stored Reports ¥ Select Sensors Manually

Objects

¢ Sensors Selected by Tag

./ Common Saas Check v Available S.. ¥ Office 365 v Bi
¥ I!I T r
s 12O »
v = le . o W
= p Device oogle Ap. Dropbox

v GitHub v Facebook vIT
¥ Youtube v | Downtime

"/ Core Health v | Health v'| Free Virtua... I F

127.0.0.1 -
| Free Physi... v'| Committe... v CF
(=22] Prabe Device

V| Handles v'| Threads v Ra
| Downtime

" Disk Free
s 1270010 »
=] Probe Device

v Free Bytes.., v | Free Space.. YT

¥ Downtime

FIGURE 5.76: Selechng Senasors ]!.:[anua]lv

128. Use the processing options item to select the start and end dates for
the report as well as the report format.

B feport| Report Details |- ox B %
&= = ' [11010.10.12/repart.htm?tabid=1&id=2272

=~y Home  Devices  Libvaries  Sensors  Alarms  Maps Reports Logs Tickets  Setup
& | Reports | Edit Report:

report Report

Run Now | Stored Reporis w* Salecl Sensors Manus by ¥ Sermors Selected by Tag

RUM REPORT "REPORT"

Report for 2 Currert Pariod: This week (51652006 - 3232018
D Previous Period: Last week (5/%2016 - 5/16/2016
2 Select & Period
W Leject Date Range MManually

Start Date 2016-05-16
Erd Cat= 2016-05-17

Quick Ramge

Run Report

ARG Marmwork Monitar 18.1.22.2585 = 3018 Passshar &5 FETS Systam Adminisrsane Il Fefrechin ] soc EMEr207T8 12513 AM -
4 ]

FIGURE 5.77: Fma]izing the report setliugs
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Module 11 - Network Traffic Monitoring and Analysis

129. The report has both a data table and graph. You can scroll the report
down and find every parameter in detail.

Mew report: Common 5SaaS Check

Report Tima Spare | 3/3/2076 120000 AM - 3/4/2015 12:00:00 AM

Report Hours: 2477

Sansor Tyoe Common 53a% BETA [15 m Intenva

Probe, Group, Device (427004 > 12T.00.1 > Probe Davice

Ustime Stats: T ' 100 % [ 1sroem0ep ‘Down: o5l s
Request Stats: | Goca: woxllizn ' Failed: osfl 12
Aymrage [Bveilable Services: | 100 %

COmmon Saas Check
Frobe Dizvice

1100 PM @

iz I avanapie sereczs (5 [ omice 385 imsect [l sing imsec) Il Gocgle Apps  (msen) [ Dropacx
imisar) B GHHub rmzec) Il Facenook irzect I Twitter irnzec) Il voutuse {misac)

FIGURE 5.78: R.E-'PCI[II gena:ated

Lab Analysis

Analyze and document the results related to the lab exercise. Give your opinion on
securing the wireless network using Linksys router

PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[]Yes M No
Platform SuEPnrted
] Classroom V] iL.abs
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Module 11 - Network Traffic Monitoring and Analysis

Web-based Traffic Analysis and
Flow Collection Using ntopng

ntopng 1s a network traffic probe that shows network usage.

Lab Scenario

Organizations host web servers, switches, routers, etc. in order to provide network
access to personnel. Large amounts of traffic is flowing through the network, which
needs to be examuned by following the network policies implemented by the
organization.

As a network admuustrator, 1t 1s essential to know how to log the network trathic;

and exanune the information flowing through the network as well as the network
status.

Lab Objectives

This lab will demonstrate how to monitor Network Traffic using ntopng.

Lab Environment

To carry out the lab, you need:
* A virtual machine rmunning Network Security Toolkit (NST)
® A virtual machine running Windows server 2012
= A web browser with Internet access

*  Admunstrative povileges to run the tools

Lab Duration
Time: 20 Minutes
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Module 11 - Network Traffic Monitoring and Analysis

Overview of ntopng

ntopng 1s a network traffic probe that shows the network usage. ntopng users can
use a web browser to navigate through ntopng (that acts as a web server) trafhic
information and get a dump of the network status.

Lab Tasks

E TaAsk 1

1. Before beginming this lab, ensure you are logged into the Windows 10,
Login to NST Windows Server 2012, Windows Server 2008 and Ubuntu wvirtual
machines.

2. To begin this lab, launch the VMware Workstation and Power On the
NST virtual machine.

3. To login to the machine, select Other... from the NST User drop-down
list.

robe-ens33.localdomain 0160602 110957 o en s o ol

N5T 24

FIGURE 6.1: NST Login Window
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Module 11 - Network Traffic Monitoring and Analysis

4. Type root in the username field, Pa$$woOrd in the password field and
click the Log In button.

Frrehe-ens 17, nraldamain 2016=-08-02 11:11:32 El en LUS.utfd gy (L)

FIGURE 6.2: NST Login Window

H rask 2 5. On successful login, the NST Desktop appears, click the Firefox icon in
the Taskbar to launch the web browser.
Login to NST WUI - EEG TR [ A B W s Aug 2 1119)

Firefax
Browse Dhe Viebh

FIGURE 6.3: Launching Web Browser
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E TAask 3

Login to ntopng

Meodule 11 - Network Traffic Monitoring and Analysis

6. An Authentication Required window (to access http://127.0.0.1:9980)
appears, type root in the User Name field, Pa$$wOrd in the Password

field and click OK.
= |
# Connecting... LI
[ . cogrch or enter address _I.@._ Coarch ]‘_E:?E 3 & =
4 Authentication Reguired X

& usemame and password are being requested by httpf127.0.0.1:2080. The site says:
"HET WUI: System Managemeant™

User Name: roakt

Fassword: (T T2 1111 ]

& Cancel oK

FIGURE 6.4: Authentication Required Window

7. NST homepage appears, go to Network = Monitors < ntopng Ul
(HTTPS)

Hatwork Monitonng: bandwidthd: 127.0.0.1 - Mozilla Firefox

. Er'.llj".w-::-lk Monitoring: ... % .1-

(€) 2 & 12700.19%0mstmuicorbinnetworkii B3 € | 4 [Q search &8s & &# 4« @ @ =
(a] Sunter m SO Datnhin-s i

Network MdeEs Mndwidthd: "ens33" (bancwidthd: vz.0.1-31.fc24) RE Y

Lise the "bamdwid

e rface” button o access the "bandwidthd” web-based manageme nt interface for
monitoring networ

r

= J BLamchasicll iguration
L :1 Exit
L :1

The following aump

¥ % % [ =

An alternative view of all "bandwidthd with the systemctl command:

LANG=an_US.UlTF-3 ERM=ansl  — i EL D - page L g tus barnewiuzhd . 53: VETE

ated processes running on this NST probe:

FIGURE 6.5: Lannching ntopng Ul
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Meodule 11 - Network Traffic Monitoring and Analysis

8. ntopng is a detailled network traffic usage monitor. One can use a web
browser to nawvigate through a comprehensive set of rendered ntop
network traffic views and analysis pages depicting the overall network
tratfic status.

9. ntopng Setup Management page appears, scroll down the page and
click Startup ntopng Session to mutialize the application

I Hetwork Traffic Usage Monitor (ntopng Standard Edition v2.5, Version Date: 160630): 127.0.0.1 - Mozilla Firefox - + &

@8 wetwork Monitoring: ... x| @ Wetwork Traffic Usag.

127.0.0.1:993 0fnsoavuifcgi-o0 nd et ors ng it £ : 2arch | ﬁ E '." ﬁ "" E E E

Plerwerk Security Talkit

ntﬂpng (Community Edition) EE‘I:up Mﬂ“ﬂg ement: [mtopng: v2.5-160630.77.nst24) ‘_“?‘ "F'@ ‘!‘ i' *‘l 'r

ntopng is a next generation "ntop” detailed network traffic usage monitor. One can use a web browsar 1o navigate through a
comprefiensive set of rendered "ntopng” network traffic views and analysis pages depicting overall network traffic stafus with
nDPI (ntop Deep Packet Inspection Library). Supporting geolocalion tools are available including one that dynamically
geolocates "ntopng” hosts on "Google Maps” with "NST Network Tools” and "NST Map Tools"™ integration.

The following form allows one to configure and siarup an "ntopng” session on one or more network interfaces attached to this
NST sysiem:

MNetwork Interface(s) = ml hl

Mote: Click on a NIC Adapter Icon for detailed Network Interface information.

= Sysiem et

HIT TIPS Access Port 2004

10 10,1024
Action:  [Clear] [127.0.0.0/8] [10.10.10.4/32] [10.10.10.0/24] [183.82.0.0/16] [1B3.82 41.51/32]

Local Networks
DNS Address Resolution Moede Resalve Local Networks Only % Resolve Al Decode DNS Responses Only Disable All DNS Resoihing
ntopng Alert Detection * Enable Disable

ntopng Geolocalion % Enable Dizable

redis Databasa Flush On Startup w Auvio-Stop

FIGURE 6.4: Iniﬁﬂ]jziug ntopng

10. ntopng begins to imitialize in the background. Click Return to check the
starmp progress.

I Metwork Trafthic Usage Monitor {nbopng Standard Edition v2.5, Version Date: 160630): LZ27.0.0.1 - Mozilla Firefox - + =

@8 Metwork Monitaring: ... % | [§B Metwork Traffic Usag...

&= 127.0.0.1

e

pcalhost_localdomain Fri Aug 12, 2016 Up: 0 days, (10 e ¢y MNST

E : @ 7o 032033 PM EOT Load: 0,42, 0,50, 0.43 :,:_', '_ i
Starting Up: "ntopng" Getded

We are now Issuing the following commands 10 Startup the "ntopng” service in the background.

First make sure that the persistent key-value database service; "redis” Is started:

1 ctars

Skip Flushing the persistent key-value database senvice: “redis™,

Finally the "ntopng” sernvice is stared;

FIGURE 6.7: Checking the startup progress
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Module 11 - Network Traffic Monitoring and Analysis

11. Once the ntopng application is successfully imtialized, it displays the
ntop Service Control status as Running. Now, click Use ntop Interface
(HTTPS) button to enter the ntop web-based user management
interface.

] Metwork Traffic Usage Monitor (ntop v5.0.2, SVN: 6123): 127.0.0.1 - Mozilla Firefox

B MNST 24 Start Page: 1. » | g Metwoerk Traffic Usag... x| 4

@] i | 127.0.0.1:9980/nsbw Ui jcgi-binjnetwark ing/n Ead| & "ﬁ"

lecalhostlecaldoman Pueee Aug U2, 2016
@ 1700 2:55:10 PM EDT

ntop Management (v5.0.2-5123.34.nst24, SWN: 5123, Uptime: . Monitoring Interface: ens33)
An "ntop” session is up and running on this NST system monitoring the following network interface:

=)

Use the bumtons below 10 either enter the "ntop” web-based user management interface or refresh the niop
administrative "ntop"” user for this session is: "admin”.

The following output shows the "ntop” service state on this NST system:

FIGUERE 4.8 Us—.iug ntopng GUI

12. ntop runs on port 3001 by default. A webpage appears, stating the
connection is not secure. To access the page, click Advanced.

Insecure Connection - Mozilla Firefox

B8 MST 24 start Page: 1... ®  [f§ Network Traffic Usag... x | J Insecure Connection A

Fittps: 4127.0.0.1:3001 |

& [Q searck & + & 4 @

& Your connection is not
secure

[he owner of 127:0.0:.1 has configured their website improperly. 1o
protect your information from being stolen, Firefox has not
connected to this website.

Learn maore...
|_ Report errors like this to help Maozilla identify miscenfigured
sites

FIGURE 6.9: Connection Untmsted Webpage
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13. Click Add Exception... to add access the ntop webpage.

Insecure Connection - Mozilla Firefox

B nsT 24 Start Page: 1. x [ Metwork Traffic Usag... x | f Insecure Connection ® | d

[-- hittps:/127.0.0.1:3001 -I_'l - |'l'.-—:3r:k |1‘:a* B 4+ & 4 & @ =

% Your connection is not
secure

The owner of 127.0.0.1 has configurad their website improperly, To
praotect your information from being stolen, Firefox has not
connected to this website.

Learn more...

Go Back Advanced

Report errars like this to help Mozilla identify misconfigured
sites
127.0.0.1: 2001 uses an invalid security certificate.

The certificate is not trusted because it is salf-signed.
The certificate is only valid for 10.10.10.4

Errar code: SEC_ERROR_UNEMOWN_ISSUER

Add Exception...

FIGURE 6.10: Adding Secunty Exception

14. The Add Security Exception window appears, click the Confirm
Security Exception.

Add Security Exception

Legitimate banks, stores, and other public sites will not ask you to do

You are about to overnde how Frefox identifies this site.
FAN
this.

Server

Location: | [(gaveaeraeRiREe{sl)] ‘ Get Certificate

Certificate Status
This site attempts to identify itself with invalid information.

| View... ‘

Wrong Site

The certificate belongs to a different site, which could mean that someone is trying to
impersonate this site.

Unknown ldentity

The certificate is not trusted because it hasn't been verified as issued by a trusted
authority using a secure signature.

(¥ Permanently store this exception

Confirm Security Exception ‘ @ Cancel ‘

FIGURE 6.11: Confirming Secunty Exception
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15. The ntopng login page appears, type the following credentials and click
= task 4 Yo

Monitor Network Username: admin

Using ntop
Password: admin

Welcome o ntopng - Mozilla Firefox

@8 nsT 24 Start Fage: 1. ® [ Wetwork Traffic Usag... ® | Welcome to ntopng X | o

= | iy | httpsy127.0.0.1: 3001 uafogin luat referer= Ll - |‘L:‘~.L search | TE ¥+ O A4 08 Q@ =

Welcome to ntopng

acrmilm

tyowe find ntoprg usaful, please suppor s by
making a amall donaticon. Your funding will halp o ren
and fastar the davelopment of this project. Thank you.

& 1% 8-2016 - miop.org
micpng 12 releasad undar GPLW: A

FIGURE 6.12: ntopng Login Page
16. Once logged in to the application, switch to each virtual machine and
browse websites such as https: ri www.google.com.

17. After browsing the websites, switch back to the NST machine. View the
ntop dashboard. The ntop dashboard displays the Top Flow Talkers
under the Talkers webpage as shown in the screenshot.

Welcoame to ntopng - Mozilla Firefox

@8 NST 24 Start Fage: 1. x @ Metwork Traffic Usag... x | welcome to ntopng ® o
{'} e | (i) @ | hrtps:/127.0.0.1:3001 /7 page=TopFlowTa & | o |“~1 search | T A ¥+ & 4 8 @ =
Rili :a H Flows Hosts - Intarfaces - H- &~ Q| SearchHosl
Dashboard Talkars Haosts Ports Applications AS ks Sendars

Top Flow Talkers
I maabasz1-in-f3.12100ne... [

0101010
maands 18-n-r38. 1e100. 0. [

1010103 server-34-230-180-59.maad.. .

FIGURE 6.13: Network Traffic Displayed in ntop
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Module 11 - Network Traffic Monitoring and Analysis

18. Talkers are those hosts in a network, which communicate with the
machines /software /web applications remotely.

19. Click the Hosts tab to wiew the top hosts that consume the most
bandwidth compared to other hosts on the network.

Wealcome o ntopng - Mozilla Firefox

X

@8 wsT 24 Start Page: 1. % [ Wetwork Traffic Usag... ® | Welcome to ntoprg X

T Ea & A A P

+:| 2y | httpsy 127.0.0.1: 3001 Fpage=TopFlowTalkern iy | e |q search
AEY | n Flows Hosts - ntarfaces - -l:l- - L - Q search Ho
Bl 1]
Dashboard Talkers Hosts Porfs Applications ASMNE Sanders
Top Flow Talkers
LR LALERH
£A-In-HG. 1210 nat

FIGUERE 6.14- View:.t'lg hosts in the network

20. The Top Hosts webpage appears displaying the percentage of

bandwidth consumed by every local host as shown in the screenshot.

Welcome to ntopng - Mozilla Firefox

x| &

|8 & & 4 & ©

BB nsT zastart Fage: 1... x| [ Network Traffic Usag... * | welcome to ntopng

{-:'.'Z-Zi" Mttps - 127.0.0.1:3001/7page="TopHosts -:i‘l -2 |"3'. Search

I I " I I u Flows Hosls - Interfaces - & - F Q | Search Host
LDashboard lalkers Hoasls Horis Applications ASME Sandars
Top Hosts (Send+Receive)
g.3% 055
216.58.197.78 =
12.6%
10.10.10.10 .
48. 1%
10.10.10.4

12.8%

LA R

4uinil il s i

FIGURE 6.15: TﬂP Hostz in the MNetwork
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Module 11 - Network Traffic Monitoring and Analysis

21. All the ports, applications, ASNs and Senders associated with the top

talkers can be viewed.

22. By default, ntop tracks all hosts that it sees from packets captured wia
various NICs. The next task is to view all the hosts (local and remote)
the network communication took place between. To view, hover the
mouse cursor on the Hosts drop-down list and click Hosts.

Walcoma to ntopng - Mozilla Firefox

B MST 24 Start Page: 1... x | JB Metwork Traffic Usag... = | Welcome to ntopng X | Welcome to ntopng x4

{-} iy | https:127.0.0.1:3001 7 page=TopFlowSende 'El =2 |-1l Search | v BE O 4 8 2

! ! ! ! ae !| n Flows Hosts - Interfacas - = B - a Q. | Search Host

Hosis
Dashboard; Talkers Hosls For  Mebworks 1 Sanders

MAC Acdresses
Top Flow Talkers: Live Autanamaus Systems

Couniries
5.8%
gateway Cperating Systems

HTTP Szrvars {Local)

% Top Hosts (Local)
¥ Geo Map
& Tree Map

== Local Flow Matrix

24.3%
1aal3sld-in-f35.1el00. net

FIGURE 6.16: Viewmgﬂ]l Local and Bemote Hosts

23. ntop displays all the hosts, along with the type of host (local or remote),
time since the host is seen, amount of traffic through the host, etc. as
shown in the screenshot.

Walcoma to ntopng - Mozilla Firefox

B MST 24 Start Page: 1... x | JB Metwork Traffic Usag... x | Welcome to ntopng ¥ | odp

&) 0 & Fitps127.0.0.1:3001 fluashests_stats lua @ | & |Q sears &8 & &% 4 & O

!!II, _l| N - Flows Interfacas - = B - FiY Q& | Search Host

All Hosts

10 = Fllter Hosis-

Seen
IP Address Location Aleris Since ASN Breakdown Throughput Traffic

m o 4 Acvd 0 bpsg = 4.43

KB
48
58C

feB0:-2010:besd 1 3065700 m fed0.2010.b45d. 1308.570... 2
-
12

10.10.10.8 m 10.10.10.8 £

FIGURE 6.17: Examuning All Local and REemote Hosts
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Module 11 - Network Traffic Monitoring and Analysis

24. You may wiew either local hosts alone, remote hosts alone or local
networks by filtering them from the Filter Hosts drop-down list.

Welcome o ntopng - Mozilla Firefox

@8 nsT 24 Start Fage: 1. ® [ Wetwork Traffic Usag... ® | welcome to ntopng X | o

+:|-_--F' https:y/127.0.0.1: 2001 /uafhosts_stats lua Cl 1B |"3l.. search | T BE 4+ #F A4 8 Q@ =

sl e | - Flows Interfacas - -ﬂ' v l' ﬂ Q

All Hosts

Filtar Hoolg-

Been Al Hosis
IP Address Location Alerts  Mame Since ASM  Breakdown Throug Local Only

finz::1:2 = 0 fiozz2 1 BT 7ss.sy Remote Only

10 Local Metworks
SBC

teg0::2010:bagd:12cer5T0c ) fe20.2010.b48d.13ce 570... B 7ose5bps | 11.04
-~ o+ KB

 Local| 10.10.10.8 & Obps— 48532

KB

FIGURE 6.18: Filtering Hosts

25. There are other options under the Hosts drop-down list which can be
used for monitoring the network.

Walcoma to ntopng - Mozilla Firefox

B MST 24 Start Page: 1... = | JB Metwork Traffic Usag... = | Welcome to ntopng ¥ ) dp

{-} i iy, Rttps:127.0.0.1:3001ua/hosts stats luatm -:':| i |-11 Search | w B 4+ % 4 & 9

! ! I I A l| - Flows Interfaces = = B - ﬁ Q

Hosts
Metworks

MAC Acdresses
Remote Hosts B Sk

- - . ,
Cauntrigs 10 = Filter Hosls-

Cparating Systems
HTTF Semvers | Local)

239,255.255.250 1 2 5ec [ Aewt | Dbps— 506 KB
¥ Top Hosts (Local)
el ot F : qﬁEQMap | 3 ESEd?hpE'I'* 471 H‘
il Treae Map

Showing 1 1o 2 of 2 rows &= Local Flow Matrix

IP Address Location  Alens fince ASH  Breakdowin Throughput Traflic

D 1998-2016 - nlopoarg Ol Uptime: 2 h, 52 min, 32 sec

Generated by ntopng Commueniy ﬂ m m m

v a el i

for user admin and Interface ansl3

0 bps [0 pps]

ua/hosis statsJuaimode=remotes#

FIGURE 6.19: Examuning Hosts
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26. The various options under the Hosts drop-down list are:

a.

b.

Networks: Displays all the networks discovered by ntop.

MAC Addresses: Displays a list of Level-2 Addresses for the hosts
dentified.

Autonomous Systems: Displays all autonomous systems discovered
by ntop.

Countries: Provides all the countnes discovered by ntop. Any
country can be clicked on to be redirected to a page containing the
full Iist of hosts localized for that country.

Operating Systems: Displays a Llist of the operating systems
detected by ntop. They can be clicked on to see the detailed list of
hosts.

HTTP Servers (Local): Lists all the local HTTP Servers. Multiple
distinct virtual hosts may refer to the same HTTP server IP, which

15 specified in the second column.

Top Hosts (Local): Provides a host’s activity based on time. The
page should be kept open in order to allow the graph to dynamically
update with freshly collected data for each host.

Geo Map: Provides a world map where hosts are arranged according

to their geographical position.

Tree Map: Provides a tree map of all momitored hosts. By clicking
on the hosts it 1s possible to wvisit the corresponding ‘Host Details’

Page.

Local Flow Matrix: This page visualizes a matrix of local hosts
versus local hosts. Each cell contains the amount of traffic
ex ed between each.

27. The Flows entry in the top toolbar can be selected to view real traffic
information on the currently active flows. A flow can be thought of as a
logical, bi-directional commumnication channel between two hosts.
Multiple simultaneous flows can exist between the same pair of hosts.

28. To view the network flows, click Flows in the ntop menu.

Welcome bo ntopng - Mozilla Firefox

@8 NST 24 Start Fage: 1. x @ Wetwork Traffic Usag... ® | Welcome to ntopng X | o

# ) (i) iy | https:)/127.0.0.1:3001/uafhosts_matrix lua x.'l e |"‘-~'~'-==."'| | T e 4+ /& 4 O =

‘_Lﬂcal Hosts Active Flows Matrix

"~ - Flows \ nterfacas - L - 2 - A o] Search Hoe

FIGURE 6.20: Viewing Actrre Flows

CND Lab Manual Page 445

Certified Nerwork Defender Copyoght & by EG-Gouncil
All Rights Reserved. Reproduction 13 Stnctly Prohibrted.



Module 11 - Network Traffic Monitoring and Analysis

29. ntop displays all the active flows in the network as shown in the

screenshot.

Welcome to ntopng - Mozilla Firefox

BB nsTz4 startFage: L. % [ Metwerk Traffic Usag... ¥ | welcome te ntopng x| %
o

{-J:i-F' https:#127.0.0.1: 200/l uaflows_stats.lua o |Q5ean:h |1:‘r B + #&# 4 & QO =

search Host

I II I-| = .| N - Fiows Hosls - Interfaces - L - - - F1Y (]

Active Flows

10 = Applications -

Actual Total
Application Client Server Duration Breakdown Thpt Bytes Info

F Unknown fed0:ddedf62.ea7b:... fi0Z::1 .2 dhcpws-serer 1 min, 4 0 bps 1.23
™0 hopyt -clian - KB

? Unknown feBD:sal131:3e8610.. finz::1:2:dhopvg-server 0 bps 1.18
-0 hcpve -client - KB

SS0OP 1010101285225 239.255.255.250:s8dp Dbps 864 B

? Unkmown feB0:2010:b48d:13ce finz:1:2:dhopud-serer 15 52 ODbhps B0SB
#-d hopvE-client -

OHCP o probe- 10, 10.10.254:boatps < 1 88C Dbps BBE B
FIGURE 6.21: Examining Active Flows

30. ntop allows you to view the network flows and statistics from the traffic
captured by the ntop server.

Lab Analysis

Analyze and document the results related to the lab exercise. Give your opinion on
securing the wireless network using Linksys router

PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[]Yes M No
Platform SuEPnrted
] Classroom V] iL.abs
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Module 11 - Network Traffic Monitoring and Analysis

Traffic captuning with an OSSIM

Packet capture is a computer nehvorking ferm for infercepting the fraffic flowing
through a network. Once a packet is captured, it is stored temporarily so that it can
be analyzed.

Lab Scenario

Traffic flowing through a network contains various pieces of data. This data includes
traffic associated with vanous protocols such as http, telnet, tep, ftp, udp, etc. It 1s
the responsibility of a CIND to use packet captuning tools and capture traffic flowing
through an orgamzation’s network.

Lab Objectives

This lab will demonstrate how to capture traffic using an OSSIM.

Lab Environment

To carry out the lab, you need:
= OSSIM wirtual machine
* A wirtual machine minning Windows Server 2008
= A Web browser with an Internet connection

® Administrative pavileges to mn tools

Lab Duration
Time: 20 Minutes

Overview of OSSIM

OSSIM (Open Source Secunty Information Management) 1s an open source
securty information and event management system, which comes mntegrated with a
selection of tools designed to aid network admumustrators i computer security,

mntrusion detection, and prevention.
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Lab Tasks

1.

Betore starting this lab, make sure the Windows 10 and Windows Server
2008 machines are turned omn.

2. Power on the OSSIM wvirtual machine from the VMware workstation

and wait until the login screen appears.

ETasK 1 5. In the login screen type root in the Alienvault login field and press

Logon to OSSIM

Enter. In the password field type toor as the password and press Enter.

MNote: Password 1s not visible.

FIGURE 7.1: O55IM Login Window

4. Launch the Windows Server 2012 machine and log in. Now close the

Server Manager window and open a web browser. In this lab we are
using a Chrome browser.

Note: If you are using different browser the screenshots may differ in
your lab environment.

5. Type https:ff'lﬂ.lﬂ.]{].]-’-l and press Enter in the address bar of the

browser.

6. The OSSIM Login page appears. Enter admin in the USERNAME

field, qwerty@123 in the PASSWORD field and click LOGIN.

ALIEN VAULT OSSIM

ahenvault 10.10.10.14

USEENAME admin

PASSWORD  sesssses

FIGURE 7.2: Logging in to Alien Vault
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7. Before starting the Traffic Capture of the Windows Server 2008
machine in OSSIM, log into Windows Server 2008 and browse random

webpages to generate traffic.

HTAask 2 8. To capture the traffic on the host, hover the mouse cursor on
ENVIRONMENT and click TRAFFIC CAPTURE.

Capture Traffic
Flowing from

Windows Server &

2008 ENVIRONMENT
ASSETS & GROUPS
VULNERABILITIES
NETFLOW
TRAFFIC CAPTURE
AVAILABILITY
DETECTION
FIGURE 7.3: Capturing the Traffic
9. In the Destination field type the Windows Server 2008 or select from
the Assets list by expanding and click LAUNCH CAPTURE.
Note: If you receive any error while capturing the trathic, switch to the
OSSIM wvirtual machine and select the Reboot Appliance option to
restart the machine.
DASHBOARDS AMALYSIS ENWIRDNMENT RAEPDRTS COMNFIGURATION
CAFTURE QOFTIONS
TILEQUT 10 ¥ |aabonds CaP QFE 4008 packale RAW FILTER |
SETTIHGE
SENZDR SOURCE DESTINATHIN
101010148 [ akererault ) =thil) w 11108
= 4n Al AsgslE 55-; cn Al Azsels
i A :::::mm 7 & ::;1.150.1:: T—
= g NeTWORKS § TOAMA0 (Hoam0
..................................... | i ——
BN 1010908 e 100 10-3 |
i 10109010 [Her-0-10- %81
= | T010.70.12 1Hows- 110412
I g 10109019 jpherwpal
b om i‘|||: Assel Groups
| Metwoiks
FIGURE 7.4: Launching the Capture
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10. OSSIM starts capturnng the network traffic, which i1s generated by
Windows Server 2008.

% bepts-/M10.10.70. T4/ Cssrm/ Fermaronment/traffic_capture,traiic_caphure

[allenvault - TOLT0 1014 ol

WELCOME ADMIN ALIENWAULT 10

N

AMALYSIS ENVIHLNMEN] REPORTS

EETTIMNGE SUPPORT LOCOUT

L
DASHEOARDS

CONFl GURATICM

TRAFFIC CAPTURE (7]
SENSORS ITATUS
SEMS0OR NAME SEMSOR IP TOTAL CAFTURES STATLUS
akenv ok 10.10. 1814 1 Copturing
CURRENT CAPTURE [ - 7<= 3%

I e T
CAPTUIRE START TIME

DIURATION (SECDMOS) USER ACTION

2015-08-01 13:53:03 10 admin T

FIGURE 7.5: Sensor Status

11. Wait for the capture to complete. In the case of multiple captures, the
latest capture report 1s present at the bottom.

SENSORS STATUS

SOk NAME SEWSOR IP TOTAL CAPTURES STAT
alignyault 10001004 3 dia
AP TIHE 5T T TERIE LRGN (SECM LS USEH TR
20N E6-07-37 09: 2814 10 admin L] .'!'
2016-07-17 13:53.00 10 admim [ W@ on
200E-07-29 051577 L] admin ﬁ-.l_:.
i

FIGURE 7.6: Capture Reports

12. Click View Payload under ACTION as shown in the screenshot.

= & | B Bps/10.10.10.14/cssim e nvironment/traffic_capturetraffic_capture [alienvault - TOLTOLT0LT4] gy —

WELCOME ADMIN ALIENYAULT 10 SETTIMNGS SUPFORT

CASHBOARDS AMNALYSIS

EMVIRONMENT REFORTS COMNFI GURATICM

TR&FFIC CAPTLUIRE

SEMGURS STATUS

SEMS0A NAME SEMSOAIP TOTAL CAPTURES STATLIZ
Ak mk BT TE RS 1 i
CARTURE START TIRE CIURATION [SECDMOS) USER ACTION

20715-03-071 13:53:03 10 admin E@

FIGURE 7.7: Viewing Capture Report
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13. A new tab with the name of SharkVault opens. You can wiew the
captured traffic here.

Shark ekt

o i b=/ /10,0014 ossim poapfishark/vieswcapiure phpfscan_name=natscan_admin_1470059583_10_10.10,10,74 rap&eTy| =

STart Time:Mom xay 1 089:53:04 2016 End cime:Men 2ag 1 09:53:10 2014

Hao. Tims Source Dextioatiomn Prokccol Lamgth Info

0. 000000000 106.10.18%_ 78 10.10.10_8 TLS¥1.2 148 Aprilicerion Deta, Applicacion Dete =
445 mm D B E n D250700 [ACE 5

D, 00043700 106,10,L9%.7% 10,10.10.8 IcE &0 ,.E-T;thf:i:._:fg_.ti- L Feged

0.0D03572000 128,232.123.12 10.10.10.8 ILS¥v1.2 1434 J=mer Belln

0, 004516000 148,232, 125.32 10.10.10.6 ICE 1514 TCE mmgrent of & cea=zsentled FDO]

0.204333000 1558.253.125.33 10.10.10.E6 ICE 1514 [TCEF aegmenc of a reassepbled FOO]

D0.0D4238000 138,232.135,32 10.10.10.E ILET1.2 07 Cercifiants

0. O0S0ETI0D 146,252, 135,32 10.10.10. 68 TLS=1.2 1514 Seryer Bello

0. 005072300 195,252, 125.32 10.10.10.6 ICE 1514 TCE aggrent of a reazpeniled BLOT .

F FTHRME L1 14& BYIES DN WIBE {Ll#E BEIIS), 148 BYIES CRETUBELD [1L6E BITE| 4H IHIERFACE 0O

r ETHERBET II, SBC: 00:50:56:FL:EDGAE (00:50:54:FL:EDGRE), DST: O0:0C329:4A:65:70 {00:00s 290 4R165:70)
¥ IOIERNET FROIDOOL VERSION 4, SEC: 106.10.193.7TE [106.10.199.78), D&ETr 10.10.10.B [10.10.10.83)

e TEAMSMISITIN COMTRLL ERCIOCOL, SBC BORI: 443 (443), DST BORT: 59794 {50799y, 3EL: 1, ACK: 1, LENM: 92
» SECTRE SOCHETE LAYER

FIGURE 7.8: Shark Vault Showing Captured Packets

14. Click the Graphs button in the extreme night corner of SharkVault to
view a graphical representation of the captured tratfic.

.

Filter: :i; 51 10.0.0.1 | E Apply T Clear | | & Graphs

FIGURE 7.9: Graphical View

15. The Graphs: All Traffic pop-up appears, after observing the traffic; you
can close the Graphs pop-up and SharkVault tab.

Graphs: Al Taffic

FIGUEE 7.10: Graphical View
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Lab Analysis

Analyze and document the results of the lab exercise. Give your opinion on your
target’s secunty posture and exposure through free public information.

PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
ABOUT THIS LAB.

Internet Connection Required

M Yes [ 1 No
Platform Supported
] Classroom [ ]ilabs
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Module 11 - Network Traffic Monitoring and Analysis

Network Traffic Analysis Using
Capsa

Capsa is a network analyzer which helps network specialists detect and froubleshoot
nenwork problems, iniprove network performance, and enbance nefwork secuniy.

Lab Scenario

As the number of hosts in a network increases, the chances for anomalies increase
as well. To avoid such anomalies, a chief network defender needs to deploy a
network analyzer which can perform packet capture, accurate protocol decoding
and analysis, and automatic diagnosis of network events. Using this data, you can
detect and troubleshoot network problems to improve network performance and
enhance network security.

Lab Objectives

This lab will demonstrate how to use network analyzers for network maintenance.

Lab Environment

To carry out the lab, you need:

" Regster at the link given below to get the setup file for the Capsa Enterpose

Editton demo version

http: / [wwrw.colasoft.com/download/ pl‘t:rduc.tsf download_capsa.php

" If you decide to download the latest version, the screenshots shown in the
lab mught differ

" A computer munnmng Windows Server 2012 as a Host (Admunistrator)

machine
" A virtual machine manning Windows 10
B A Web browser with an Internet connection

" Administrative povileges to mun tools
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Lab Duration
Time: 25 Minutes

Overview of Network Analysis

Network/packet analysis is a process of capturing the traffic flowing through a
network and examining each packet to detect network anomalies.

Lab Tasks

O TASK 1 1. Log on to the Windows Server 2012 virtual machine

Download and 2. Goto
Install Capsa http:/ /www.colasoft.com/download/products/download capsa.php

3. Enter your details, uncheck the Subscribe to our newsletter option,
and click FREE TRIAL DOWNLOAD.

|:| Thank you for downiosch: X R

2 | 5 wwweolasofteom/download/products/download_capsaphp by Q
I Appe [E] Doy Report for ASPE 1B SOL Injection in Beck” 28 Opera port in Wind: B Create & Ercode Bine 1B Make a undeisctable  IB0 Wili Crncing - K li

"-ﬂﬂ lasoft PRODUCTS - SOLUTIONS - PURCHASE - DOWNLDADS - SUPPORT - COMPANY -

Bl i Nedwer i b

D':lwn | E}a d Ca pﬂa Enterp riSE DE‘FﬂD Home | Download ¢ Download Capsa Enterprise Damo

Download the dermo version today 1o

= Kionior and analyze network and application perfomanca
= Pinppairt natwork abnomalitkes and bottlanecks
« Oplimiza natwork parformance and user satisfaction

complete the tollowing torm Bo siard & tnes mal & WALILY ERAIL
mipkrie 1he 1all

Fila Siza

First Hama
Licaide Tyja
Wesrsicim

Lt Hame
Reguirepiants

Limetat innes
Cauntry

Highlights:

Slate

= Mghwark Traffie Monttaring

= Advanced Protocol Analysis Coampany
# In-dapih Packst Decoding

# Muliiple Netvwork Behervior Moniloring Ry
# Exlermive Sialistics of Esch Hasl S
= Aulomatic Experl Mebsork Diagnosiz

e isialized Connsclions n Matiis Fhone
» Powerful Conversalion Analyais

= Lisghd & Valwabla Builtin Toolks [T Subscribe 1o our nowschier |

FREE TRIAL DOWNLOAD

FIGURE &.1: Registering for Capsa
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4. Once you click FREE TRIAL DOWNLOAD, the system prompts you to
save the mnstaller through a Save As window. Save the installer on the

Desktop.

B Desktop » Search Desktop

Organize *  MNew older

oy
A7 Favorites |

B Desktop ]& Adrinistrator

4. Downloads

= Recent places ﬂk}f This PC
T |

J;-;l This PC P —

[ Degktﬂ.p Libraries
JHS‘J

| Documents

= Pictures

[

I+

I @ Downloads .

[ Wl Music @II IHERaC
; :

I

& Videos l Kali Sharing
I i Local Disk (C:) :

File name: | capsa_ent_dermo_9.0.0.9034_x64.exe

Save as type: |Application

4 Hide Folders

FIGURE 8.2: Dﬂwnlnadj.ﬂ.g Colazoft tool

5. Nawigate to your download location, double-click the installer file and
follow the wizard installation steps to install the application.

Note: In this lab, the version of Capsa downloaded is
capsa_ent_demo_9.0.0.9034_x64.exe. If you are running this lab using
a different version of Capsa, screenshots and steps may differ in your
lab environment.

Dunng mstallation, if a Windows Security pop-up appears, click
Install.

In the final step of mnstallation, check the Launch Program option and
click Finish.
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6. The Colasoft Capsa 9 Enterprise Demo window appears, click OK.

Thank you for trying Colasoft Capsa. This demo will expire in 15 day(s).

This demo version differs from the ful version as follows:

Capture project wil run only 4 hours in each capture.
Concurrent projects are limited to 1.

Only Quick mode s available for replaying packet files.
Only two packet fies can be replayed smultaneously.
Only the first 20 private IP addresses wil be analyzed.
Provides only 5 custom protocok.

Provides only 5 custom alarms.

Provides only 2 custom dashboard panels.

The reports cannot be saved.

The report settings cannot be configured.

Logs and packets cannot be automatically saved.
The print function is not avaiable,

16MB at most can be alocated to the packet buffer.

Purchase the full verion

FIGURE 8.3 Colasoft capsa demo

O Task 2 7. The Colasoft Capsa 9 Enterprise Demo window appears as shown in

the screenshot.
Begin Traffic

Monitor - : 2s0it Lapsz ' :
@ A Home Page "!£| Forum ﬁ About You hawe 14 days left in your evaluation. m
&,
[ g
Mlarne IR | bps Soeed
[] Echernet 4 182 162.0.190 29264 Kbps 141007 Mbps
[ Loeal Area Connection 0000 0.000 bps 10.00 Mbps
M Ethernet 3 109070012 I 141007 Mbps
Full Analy=is R Security Analysis HTTP Anahysis  Email Analysis  DMS Anabysis FTP Analysis
FIGURE 8.4: Colaszoft capsa Enterprise Demo
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8. In the Analysis Profile section, click Traffic Monitoring.

x

A HomePage %3 Foum ) About You have 15 days left in your evaluation. [ ld K Hel

Mame L | ps bips | Speed Pa~|  Motselected

= Local Metwork Adapter(s) Metwork Profile &
B Local &rea Connection

[ Ethamet 1Zrnal a7 45508 Kbps 000 Mbps 10 Metwark Profile | )
[ Ehemes 1270407 a3 42,992 Kbps 141007 Mbps 10~ Jet Network Profile
x

d " | Analysis Profile 7

Traffic Monitonrg:
Provides rapid and =fficent
statiticel anabysis of ecessive

netvenrk traffic.
Anahan modules beded:
DH5
Capiurng Flter:
o fitter appled, all traffic will
Diata Storage
Packet output disalbled
: : : : - Log output disabled
i (—— P (—— T [—— P— —
e == B P &l (a8 2] -
N = \ ; . " i 4 -
Full Analysis H;I?Iﬁn:ng Sacuiity Analyds HTTP Analysic  Email Anaksic  DMS Aralysis  FTP Sralyii

st

FIGURE 8.5: Navigating to Traffic monitoring profile
9. Under the Capture tab, check the adapter associated with the IP
Address of the Window Server 2012 virtual machine (1.e., 10.10.10.12).

Name IP

= Local Network Adapter(s)
[ Ethemnet 4 192.168,0.190
[] Local Area Connection 0.0.0.0
Ethernet 3 10.10.10.12

FIGUEE 8.6: Se]ecﬁngnetwmkjnterfam

10. Scroll down and click Start.

Security Analysis HTTP Analysis Email Analysis  DNS Analysis  FTP Ana

Menitoring

FIGUJRE 8.7- slrartingthe traffic mﬂﬂ.itm:ing
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11. Launch the Windows 10 machine and log in as the Local Administrator.
Browse some sites to generate traffic.

12. After a few munutes, click Stop.

Nndé Explﬁrer
"z 4905

& I" Protocol Explorer (1)
FIGURE &.8: stopping the traffic

13. Switch back to Windows Server 2012.

2 TAsSK 3 14. You can wiew the total traffic size in the Total Traffic by Bytes widget.

Examine Network
Traffic

710.00B
568.00B
426.00B
284.00B
142.00 B

0.00B

FIGURE &.9: Viewing total traffic

15. You can wiew the IP addresses which consumed the maximum amount
of memory in the Top IP addresses by Bytes widget.

op IP Addresses by Bytes

3.74 KB -
2.99 KB -
2.29 KB -
1.50 KB -

766.00 B
0.00B

FIGUBE 8.10: Viewing TP address i bytes
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16. The protocol applications which consumed the most memory is
available in Top Application Protocols by Bytes widget.

op Application Protocols by Bytes

1.87 KB
1.50 KB +
1.12 KB +
766.00 B 4
383.00 B
0.00B

FIGURE 8.11: Protocols by bytes

17. Click the Packets tab.

Analysis Profile Setting

m X l'SI.:II"I!'.I.I'I'IﬂI"j" rDiagnusis

@[5 (e ™

[Packets| Domain | TCP | Port | IP | Proce

FIGURBE 8.12: Namigating to packets tab
18. The Global widget is available in Packet tab.

slobal - <=64, 65-127, 128-255, 256-511, 512-1023, 1024-1517, >==1518 {Packets

1 B <=5
- 55-117
—@ 12B-155
- 256-511
- 512-1023
- 1024-1517
i >=1518

FIGURE 5.13: Global widget

19. The Global - Broadcast, Multicast (packets) widget shows the packets
which were broadcast and multicast.

lobal - Broadcast, Multicast (Packets)

- Broadcast @ Multicast

FIGURE 8.14: Global mmlticast and broadcast packets
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20. The Domain tab has widgets if more than one domain is used.
21. Click the TCP tab to view various TCP flag related statistics.

<4l TCP 5Y¥M Sent - TCP SYMACK Sent

FIGURE 8.15: Global TCP SYN and ACK packets

22. You can also view widgets that show when the TCP FIN flag and RST
flags are set.

23. Click the Port tab. You can view the top ports used in the network
traffic.

FIGURE 8.16: Global ports used

24. You can also view a separate widget each for TCP and UDP ports used.
The UDP port widget is shown here.

Global - Top UDP Port by Total Traffic (Packets)

30 -
249 -
18 -
12 -

A\ = v G A
S ;;?’ G ,ﬁ? VS P
FIGURE 8.17- Global UDP ports used

25. Click the IP tab. You can wiew the top IP groups which generated the
most traffic.

lobal - Top IP Group by Total Traffic (Packets)

FIGURE 82.18: Global IP trafhic
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26. You can also view the top local IP address, which generated the most of
the traffic.

lobal - Top Local IP Address by Total Traffic (Packets)

[ 10.10.10.10
M 10.10.10.255
O 10.10.10.12
[ 224.0.0.252
B 10.10.10.1

[ 239.255.255.250

FIGURE 8.19: Local IP with most traffic

27. Next, click the Close Project button to close the window.

FIGURE 8.20: Closing the project

28. If a Colasoft Capsa pop up window appears, click No.

o If you quit without saving, all packets will be
discarded. Do you want to save them?

Yes Cancel

[ 1 Do not ask again.

FIGUERE 8.21: Not sam.-ngﬂ:le Packets
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Module 11 - Network Traffic Monitoring and Analysis

29, Click Security Analysis and click Start.

Analysis Profile

¥ (@

Fuil Analysis

Monitaring -E‘recum'_l,r Analysigy HTTP Analysic  Email Analysis DNS Analysis

FTP Analysis

_— _ —

FIGURE 8.22: Secusity analysis

30. Switch to the Windows 10 machine and browse web sites to generate

traffic.

31. Switch back to Windows Server 2012 and click Stop to stop the packet

-CE.P'III.]IE.‘.

|Am|}rsi5| System  Tools

e . — .‘._.
B > |m =7

Adapter Start  Stop
A

' General

. Metwork P

FIGURE 8.23: stopping the traffic

32. The Summary window appears. You can see a summary of the attacks
or suspicious activities.

- Worm-infected Hosts
- Dos Attacking
- DoS Attacked
Suspicious Conwersation
- TCP Port Scan
. ARP Attack
EI Diagnosis
! Irforrmation Events
Motice Everts
Warning Events
: " Error Events
= Traffic
. -Total

- Broadcast

- BAulticast

E---Jflu.neragvr: Packst Size
=i Pt Size Distiibution
st

5127

128-255

Bytes LHilization
3.96 KB 0u000%
1000 E D000 %

1.84 KE D.000 ¥

Litilization

FIGUERE 8.24- Suu:tma.qr of sacmit?

CND Lab Manual Page 465

Certified Network Defender Copyright © by EG-Gouncil
All Rights Reserved. Reproduction 13 Stnctly Prohibrted.



Module 11 - Network Traffic Monitoring and Analysis

33. The next few tabs such as ARP Attack, Worm, DoS Attacking and so
on show data only if relevant attack packets are found.

34. Click the Diagnosis tab to view any network defects.

All Diagnosis\Diagnosis Address: | 4
" MAC address IP Address |

10.10.10.10 | 00:15:50:00:39:38 | 10.10.10.10
00:15:50:00:39:38
00:15:50:00:39:33

| 00:15:5D:00:39:38 | -
| 00:15:5D:00:39:33

FIGURE 8.25: Diagnosis by IP address

1AL 2 Details:

- &5 0015:50:00:39:0C
' & 3 00.15:50:00:33:38

. 8- 2 Local Host

=L Multicast Addresses
I=l

!Enuri:vEIPAddrEi

IP packet TTL value too small [s=e packet 48} : 10101010

FIGURE 8.26: Diagnosis by details
35. Click the MAC Endpoint tab to wview the MAC address endpoints and

MAC conversations.

-8 10.10.10.1

-5 40,10,10.10

= B omssoonied:
LW 0900002

BB (1:00:5E:TRFRFA
. 329, 355,255.250

i by

U8 0015350:0030:33 B 0T0RIEORCOFC

o £ | 000000410112
B3 00:15:50:00:35:33 T@ 33:3TFF 306643 —i_ 00:00:00,000000
| B9 00:1550:00:39:33 '

FIGURE 8.28: MAC conversations
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Module 11 - Network Traffic Monitoring and Analysis

36. Click IP Endpoint to view IP address end points and IP conversations
(further sub divided based on protocols).

10.0.10.0724

o 10.10.10.1 [
B 10101010 [ ]
- 40,10,10.12 | |

W 10.70.10.255 1
E Multicast Addresses |
EE" adeministratively Scope. [
P 230955355 250 |
E'.Z,EP Local Metwork Contral ... [
: ____@ 234.0,0.252 1

FIGURE 5.29: IP endpoints

IFEmalsﬁnl TCP Conversation | UDF Conversation
@ % & - Fiter + | Bxactly Match (3

.

= 10.10.10.12 O0x00: 08,084 276

& 10.10,70.,10 =% 10,107,255 D04 02,243511
& 10.10.10.1 D0:05:00,160883

FIGURE 8.30: IP conversations

37. Click the Close Project button to close the window.

General

Network Prof

FIGURE 8.31: Closing the project

38. If a Colasoft Capsa pop up window appears, click No.

o If you quit without saving, all packets will be

discarded. Do you want to save them?

Yes Cancel

|| Do not ask again.

FIGURE 8.32: Not saving the packets
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Module 11 - Network Traffic Monitoring and Analysis

39, Click HTTP Analysis then click Start.

Analkyses Frobile

Full &nalysis o Security hnahfs-ls;ll-ﬂ'l'i-" Analysisl Email Analysis DM Analysis FTP Analysis
Maornitorind

FIGURE 8.33: HTTPF analysis

40. Switch to the Windows 10 machine and browse web sites to generate
traffic.

41. Switch back to Windows Server 2012 and click Stop.

Tools

Adapter Start  Stop || General

| A

Capture . Network Pro

Node Explorer

FIGURE 8 34: Stopping the traffic

42. The Summary tab shows a summary of the packets.

| nfermabon Bvenis
- Mliotice Bvenis
‘Waming Brents
' Errar Evenks
E-Traffic UHilization
] Tokal 0000 %
---Broadcast 0000 %
Multicast 0.000%

Huerage Packet Size=

E- - Pkt Size Distnbuticn UHilization
; <=bd 0000 %
63127 0005
128233 0000 5%
236-511 DD00%
~--512-1023 0000 %
1024-1517 0D00%
{oea=1518 00005
E--Mdrﬁs
| MAC Address
| P Addiress

FIGURE 8.35: Summary of packets
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Module 11 - Network Traffic Monitoring and Analysis

43. The Dashboard and Diagnosis tabs have the same widgets as shown
above. Click the Protocol tab. You can wiew number of packets

(amount of traffic in Bytes) generated by different protocols.

BT MetBI0s

T nBHE
_ T MBDGM
- 8500
T LLMNE

FIGURE 8.36: Protocol summary
44. Follow steps 37 and 38 to close the project.

45. In addition, other components can be analyzed as shown in the
Analysis section.

Lab Analysis

Analyze and document the results of the lab exercise. Give your opinion on your
target’s secunty posture and exposure through free public information.

PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
ABOUT THIS LAB.

Internet Connection Required

M Yes [ 1 No
Platform Supported
¥ Classroom [ ]ilabs
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