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Module 09 - Secure VPN Configuration and Management

Establishing VPN Connection
using OpenVPN

Openl"PIN is an open-source software application that implements virtual private
network (V'PIN) fechnigues for creafing secure point-fo-point or sife-fo-sife
connections

Lab Scenario

VPN allows communicating securely with different computers over msecure

———— C11A00€E]S. It uses the Intemnet and ensures secure communication to distant offices

ICON KEY or mdividual users in thewr enterprise’s network. As a network adnunistrator you
=7 Valusble need to know how to establish a VPIN connection for your organization.
information

Lab Objectives

This lab will demonstrate on how to establish a VPN connection using
H. Web exercize O}_}CHRTPN

A Test your
knowledge

4 Wotkbook review Lab Envirnl"ll'l'IE“t

To carry out the lab, you need:

*  Download OpenVPNN from the link https:/openvpn.net/index.php/open-
source/downloads.html

* You can download configuration files from http://www.vpnbook.com
® A virtual machine minmine Windows Server 2012

" A Web browser with Internet connection

® Administrative prvileges to mn tools

Lab Duration
Time: 15 Minutes
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|
EH task 1

Installing and
configuring
OpenVPN

mWhﬂJDPenVE’His
started as a sermce, a

separate OpenVPIN process
wﬂl be mstantated for each

mﬂ.ﬁgl.utiuﬂ file:.

Meodule 09 - Secure VPN Configuration and Management

Overview of OpenVPN

OpenVPN allows peers to authenticate each other using a pre-shared secret key,
certificates, or usemame/password. When wused in a mult-client-server

configuration, it allows the server to release an authentication certificate for every
client, using a signature and Certificate authonty. It uses the OpenSSL encryption
library extensively, as well as the SSLv3/TLSv1 protocol, and contains many security

and control features.

Lab Tasks

1.
2.

Launch Windows Server 2012

Navigate to Z:\CND-Tools\CND Module 09 Secure VPN Configuration
and Management\Software VPNOpen VPN and double-click
OpenVPN-install-2.3.11-1001-x86_64.exe to start the installation

If an Open File - Security Warning window appears click Run and
follow the wizard doven installation steps to install

Open File - Security Waming

Do you want to run this file?

@ Mame: .. 9GILE\Decktoplopenvpn-install-2.3.17-1007-x86_64. exe
Publisher: OpenVPN Technologies, Inc.

Type: Application
From: ChUsers\Administrator, WIN-NEMVYGGIGILE\Desktoph...

Run Cancel

Always ask before opening this file

harm your computer. Only run software from publishers you trust.

| e | While files from the Internet can be useful, this file type can potentially
L/
¢ What's the risk?

FIGURE 1.1: Windows secunty warning

While installing Windows Security pop-up appears as shown in the
screenshot, click Install, and follow the wizard doven instructions and
complete the installation

Windows Secunty

Would vou like to install this device software?

= Mame: TAP-Windows Provider V9 Network adapters
h' Publisher: OpenWPN Technologies, Inc,

Always trust software from "Open¥PN Dan't Install
Technologies, Inc..

W You should only install driver software from publishers you trust. How can | decide which
device software is safe to install?

FIGURE 1.2: Windows device software warning
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Meodule 09 - Secure VPN Configuration and Management

5. After completing the installation, check Start OpenVPN GUI option and
uncheck Show Readme option and click Finish in order to launch

OpenVPN once the installation 1s completed

Note: Alternatively you can also launch from Installed start menu apps

Edemi- i Smrf:i? or by double-clicking the short-cut icon on the Desktop.
Dpaﬁ-r"FN Apccess Server
that does all of the OpenVPN 2.3.11-1001 Setup
backeround worlks, routing.
tannebng, encryption, user )
management, anthentication Completing the OpenVPN
etc. OpenVPIN Access -
Server comes with 2 Web N 2.3.11-1001 Setup Wizard
GUI that helps to manage RS =
the undedving components OpenVPN 2.3, 11-1001 has been installed on your computer,
of the VPN server.
Click Finish to dose this wizard.
/] Start OpenVPN GUI
| |show Readme
FIGURE 1.3: OpenVPN GUI
6. After clicking the Finish button the OpenVPN GUI icon appears in
the Notification area with the status offline (Grey in Color) as shown
[ OpenVPN apglication in the screenshot
that implements wrtual
ﬂ;’i’ﬂt? ﬂH'EELTFN} 7. In thus lab we are demonstrating how to connect to Open VPN
mﬁt—t&lﬂtgﬂrsﬁe— networks that are available, to do thus we have placed Open VPN
to-site connections in routed configuration files in the following location Z:\CND-Tools\CND
or bodged confignmbions - :
and semote access facilifies. Module 09 Secure VPN Configuration and Management\Software
It uses a cnstom security VPN\Open VPN Config Files
protocol that wiilizes
SSL,/'TLS for key exchange.
BB Windows Server 2012R2
FIGURE 1.4: OpenVPN GUI in Notification Area
8. Nawvigate to Z:\CND-Tools\CND Module 09 Secure VPN
Configuration and Management\Software VPN\Open VPN Config
Files\TCP and Copy the vpngate_2016-2.o0pengw.net_tcp_443.ovpn
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Meodule 09 - Secure VPN Configuration and Management

9. Paste the file in the following location C:\Program

Files\OpenVPN\config
L OpenVPN allows peers . TEC - s
ity st NDtE‘..- It.} ou have your own 1TN configuration file, you can place
nsing a pre-shared secret that file in the following location
kev, certificates, or
nsername,/password When
used m a nnlt-chent-server
confipuration, it allows the
server to release an
authenbicabon cerhificate for
every client, nsing signatire T Favorites
and Certificate anthonty. It
nses the OpenSSL Bl Desktop _| | README.td
encryption library 4 Downloads (1) vpngate_2016-2.opengw.net_tcp_443.ovpn
extensively, as well as the . = -
SSLv3/TLSv1 protocol il Recent places
/M This PC
b
2items 1 item selected
FIGURE 1.5: Sample OpenVPN Confipuration File
10. Close the config folder and right click the Windows icon and select
Command Prompt from the context menu
| Programs and Features

Power Options

Event Viewer

Systemn

Device Manager

Metwork Connections

Dick Management

Computer Managemert
[0 Oper VPN has | Command Prompt
ported and embedded to Command Prompt (Admin)
several systems. For
emnph:DD-'i'iE'RThasﬂle Task Manager
Open VPN server function Cortrol Panel
SofEther VPN, 2 mulf- File Explorer
protocol VPIN server, has an
smplementation of Search
Open VPN protocol Run

Shut down or sign out

Desdop

FIGURE 1.6: Nawmgating to Command prompt
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Module 09 - Secure VPN Configuration and Management

11. Type ipconfig to check the system IP address.(Here, 1t 1s 10.10.10.12)

Note: IP addresses may vary in your lab environment, if you have
assigned different IP addresses to your machines.

Administrator: Command Prompt

icrosoft Windows [Uewrzion 6.3 _966HA]
Cc» 2013 Microsoft Copporation. All rights reserved.

0 OpenVEN uses the sUszerssAdministrator>ipconf ig

OpenSSL library to provide

encryption of b;ﬂ:l the data dindows IP Configuration

and control channels Tt lets

OpenSSL do all the Ethernet adapter Local Area Connection:

mtfﬂﬂlﬂﬂd Media State . . . . . . . . . . . & Media dizconnected

authentication wodk, Connection—specific DNS Suffix . :

allowmg OpenVEN to

41l the cohers availahl ;E Ethernet adapter EthernetB:

the OpenSSL paclkage. It Connection-specific DNE Buffix . :

can1 alzo nze the HMVAC Link—local IFvb Address . . . - = fedB:-f491:383f dBjd-1281lax1l
_ o TPvd Addees=s. . . . . . . . . . 1A, 1A_1#A.12

packet anthentcation Subnet Mask . . . . . . . . . . . : 255,205 JGL @

featnre to add an additional Default Gateway . . . R - ! 18.18.18.2

layer of security to the
connection (referred to as
an "HMAC Firewall" by the

unnel adapter Teredo Tunneling Fzeuwdo—Interface:

creator). It can also use FIGUEE 1.7: Checking System IP address

hardware acceleration to et o . . .

better encryption 12. Mininuze the Command Prompt window and click the up arrow in the
performance. system tray. You will find the OpenVPN GUI

o & |6H

Customize,,

FIGURE 1.8: Starting Open VPN

13. Right-click OpenVPN GUI and select Connect from the context menu

= TAask 2

|

Connect

Establishing
Connection with
OpenVPN

Disconnect
Show Status
View Log

Edit Config

Change Password

Settings...

Customize...

T:54 PM
7/13/2016

FIGURE 1.9- Cmmecﬁng to VPN
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Meodule 09 - Secure VPN Configuration and Management

14. As soon as you click Connect from the context menu, OpenVPIN will
mmitiate the connection to the provided OpenVPN network in

configuration file

Note: If the configuration file that 1s demonstrated in the lab doesn’t
work, you can choose one of the different configuration files that are
placed in the following location Z:\CND-Tools\CND Module 09
Secure VPN Configuration and Management\Software VPN\Open
VPN Config Files. But before using another file delete the old
configuration file and paste the other configuration file in the following

location C:\Program Files\OpenVPN\config and paste another file

If any of the configuration files ask for credentials, you can find the

iﬂtﬁg B e credentials in OpenVPN Credentals.txt file which is available in the
with each other. OpeaVPN following location Z:\CND-Tools\CND Module 09 Secure VPN
offers Pf&::ﬁ Configuration and Management'\Software VPN\Open VPN Config
nsername, password-based Files.
authenticabion Pre-shared
secret key is the easiest, with
certificate hased being the
meost robust and featare- Cumrent State: Connecting
e b o S0 20 120828 2018 WARINING: No server corifcate vercabion method has been enabled. Ses it
R P““‘“Idbﬁ ed Jul 20 12-06:28 2016 Socket Buffers: R=[65536->65536] 5=[65536->65536]
o e ad Jul 20 12:06:28 2016 MANAGEMENT: >STATE: 1468996588 RESOLVE..,
enabled, both with o ed Jul 20 12:06:28 2016 Attempting to establish TCP connection with [AF_INET]42.2.80.188:443 [nonblo
wathout cerificates. ed Jul 20 12-06:28 2016 MANAGEMENT: >STATE: 1468956588 TCP_CONMNECT..,
However to make use of ed Jul 20 12-:06:29 2016 TCP connection established with [AF INET}42.2.30.188.443
username; password ed Jul 20 12:06:29 2016 TCPv4 CLIENT bnk local: jundef]
authentications, OpenVEN ad Jul 20 12:06:29 2016 TCPv4 CLIENT knk remote: [AF_INET])42.2.80.188:443
depends on think party ed Jul 20 12:06:29 2016 MANAGEMENT: >STATE: 1468396589 WAIT ...
LT - ed Jul 20 12:06:30 2016 MANAGEMENT: >STATE: 1468996590, AUTH...
’ ed Jul 20 12:06:30 2016 TLS: Initial packet from [AF_INET}42.2.280.188.443, sid=//43201b 398563b4

ed Jul 20 12-06:30 2016 VERIFY OK: depth=0, CN=c 1x7vo net, O=dn%deht opj80, C=US

ed Jul 20 12-:06:31 2016 Data Channel Encrypt: Cipher "AES-128-CBC intialized with 128 bit key

ad Jul 20 12:06:31 2016 Data Channel Encrypt: Using 160 bit massage hash "SHAT for HMAC authertic

ed Jul 20 12:06:31 2016 Data Channel Decrypt: Cipher "AES-128-CBC inftialized with 128 bit key

ed Jul 20 12-:06:31 2016 Data Channel Decrypt: Using 180 bit message hash "SHAT1" for HMALC authentic

ed Jul 20 12-06:31 2016 Control Channel: TLSv1, cipher TLSv1/550v3d DHE-RSA-AESZ256-5HA, 2048 b

ed Jul 20 12:06:31 2016 |c1x7vo net] Peer Connection Initiated with [AF _INET}42 2 280.188:443

FIGURE 1.10: Logging in to VPN
[0 OpenVPN can ma over 15. Once the authentication 1s successful, a message will appear as shown
i in following screenshot in the Notification area. This indicates that
(UDP) or Transmission . . .
Control Protocol (TCP) the VPN connection is successfully established
transports, muliiplexng . ] .
created 5SS tannels on 2 16. A new IP will be assigned (10.211.2.33) and the Open VPN icon turns
single TCP/UDP port -
(RFC 3948 for UDP). '
Note: The newly assigned IP address may vary in your environment.
® vpngate 2016-2.0pengw.net_tcp_443 is now connected.|* *
Assigned IP: 10.211.2.33
1215 PM
= el
FIGURE 1.11: OpenVPN Connected and Newly Assigned IP Address
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Module 09 - Secure VPN Configuration and Management

17. To confirm whether a VPN is established or not, type ipconfig /all
= command on the Windows Command Prompt and check for a newly

= TASK 3 assigned IP address (10.211.2.33).

Verifying = Administrator: Command Prompt

e L 1T oc0f ¢ Windows LUersion 6.3.96001
connection Ce) 2013 Micwrosoft Corporation. All »ights pezerved,

Cisllzers AdministratorFipconfig Aall
Jindows [P Configuwration

Hozt Name . . . . . . WIM-SQHFC4U1 EGP
Primary Dns Suffix .
Hade Tupe . . . . . .
IP Routing Enabled. .

HTHS Proxu Enahled.

Huhr»id
Mo
Ho

Ethernet adapter Local Area Connection:

Connection——=specific DHNE Suffix

Dezcription . . . . .
Physical Addwess. . .
DHCP Enabled. . . . .

TAP-Windows Adapter U?
HA-FF-E9—4F-38—1D
Yes

Autoconfiguration Fnahiﬂﬁ : : : ; Yes
Link—local IPu6 Addressz . . - - = fe8H::-h8bhf:=3ab?:a465:427bx16Freferred)
TPvd Addwress. . . . . . . . e - = 1841 .2 33 Preferred
Subnet Mask . . . . . - . - - = 255.255.255.252
Lease Ohtained. . . . .- - . = = Hedpnesday, July 280, 20816 12:15:HA8 PH
Lease Expires . . . . - « = = Thursday, July 28, 2017 12:15:88 PM
Default Gatewaw . . . . - -
DHCP Server . . . . . - - - = 18.211.2.3
(1) OpenVPN has the DHCPub TAID . . . . . . . . . . . : 2685A8921
hility to wozk through DHCPuvb Client DUID. . - . . - = BA-¥1-88-81-1F-17-F9-CB—HA8-AC-29-CB-58-78
most PIOXY servers DNE Servers . . . . . . . s 18,211 .254_ 254
(inchading HT'TF) and is _ . ) R.B_RB._8
sl king through MetBIDS owver Tcpip. . . : Enahbled
INE vl L i E Al E L he rnet adapter EthernetB:
(NAT) and getting ot
through frewalls. FIGURE 1.12: Checking VPN Configuration in Command Prompt
18. Now when a VPN i1s established, all communications toward the
Internet will be relayed via the VPN Server.
(1) OpexiVPN offes two 19. Tﬂ::ﬁt tracert 8.8.8.8 in command prompt and press Enter
types of mterfaces for
networsng via the Administrator: Command Prompt =
Universal TUN/TAF C:sUszserssAdministratoritracert 8.8.8.8
drrrer. It can create either a
laver-3 based TP tannel Tracing route to google-public—dns-a.google.com [B.B.8.81]
. cr O maxi f 3@ hops:
,:I"L'H:}G:ﬂ -2 bﬂjﬂi A REY O MO 1MmUm O
Ethemet TAP that can caory IE2 mz  A83 mz 429 mz public gu.upngote.nct [10.211.2564_254]
e - i : Y11l m= * 453 ms nl6EW/MILL N4, imshiz.com L1668 . H.142 2541
any type of Ethemet trafhc 3 1921 ms x x 19.193.233 .22
ms 746 * wtzclalld _netvigator.com [218.162_48_141
ns el 1458 63-216—1V6-33.static.pccwglobal.net [63.216.176.
ms 1817 a7 Y2.14.197 .48
ns ta4 674 mz 289.85.258.31
ns 485 603 ms 216.237.48.35
1179 84 m= 216.239.46.11%
ms ) 593 me 209 _85.245 .58
* * Requeszt timed out.
ms E7H ms * gqoog le—public—dns—a.google .con L[8.
ms 737 ms L25% mz google—public-dns—a.google.con [B.
Trace complete.
CosUzepssAdministrator >
FIGURE 1.13: Venfying VPN Connectivity
20. From the above screenshot, it 1s concluded that packets are passing
through the VPN network. Thus your commumnication 1s now relayed
through OpenVPNN.
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Meodule 09 - Secure VPN Configuration and Management

Lab Analysis

Analyze and document the results of the lab exercise. Give your opinion on your
target’s secunty posture and exposure through free public information.

PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
ABOUT THIS LAB.

Internet Connection Required

M Yes [ 1 No
Platform Supported
] Classroom [ ]ilabs
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1
ICON KEY

7 Valuable

information

A Test your
knowledge

H. Web exercize

A4 Woikbook review

Meodule 09 - Secure VPN Configuration and Management

Establishing VPN Connection
using SoftEther VPN

SoftEther VPN Server, Client and Bndge are free software, and released as open-
source. SoftEther VPN i1s an overy strong tool to buld a VPN tunnel.

Lab Scenario

In an orgamzation’s network infrastructure, there are firewalls to 1solate mside and
outside network traffic to ensure secunty. Not only to resolve security issues, but
also organizations use firewalls, proxies and NATS in order to share the IP addresses
with the users in the office. These devices play a crucial role today.

Lab Objectives

This lab will demonstrate on how to establish a VPN connection using SoftEther
VPIN.

Lab Environment

To carry out the lab, you need:
® A virtual machine minmine Windows Server 2008
® A virtual machine minning Windows 10

* Navigate to Z:\CND-Tools\\CND Module 09 Secure VPN Configuration
and Management'\Software VPN\SoftEther VPN

" A Web browser with Internet connection
* Administrative prvileges to mn tools
® If you have downloaded the latest version then screenshots will differ

Lab Duration
Time: 30 Minutes
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= TAsK 1

Install SoftEther
VPN

L0 Virhalization of
Ethemet devices is the key
of the SoftEther VPN
architecture. SoftEther
VPN wirtnalizes Ethemnet
devices in order to realize a
flexible virtual private
netwodk for both remote-
access VPIN and site-to-zite
VP

Meodule 09 - Secure VPN Configuration and Management

Overview of SoftEther VPN

SoftEther VPN is one of the most powerful and easiest to use VPIN software in the
wotld. It 1s freeware. One of the key features of SoftEther VPN is the transparency
for firewalls, proxy servers and NATs (Network Address Translators). NATs are
sometimes implemented on broadband router products.

SoftEther VPN uses HTTPS protocol in order to establish a VPN tunnel. HTTPS
(HTTP over SSL) protocol uses the 443 of TCP/IP port as destination. This port is

well-known and almost all firewalls, proxy servers and NATS can pass the packet
through using the HTTPS protocol.

Lab Tasks

Note: Before starting this lab exercise, make a note of your public IP. To know
your public IP open up any web browser and browser google.com. In google

search type what is my IP and click search. It will display your public IP.

1. Launch Windows Server 2008 and login as Administrator

2. To install SoftEther VPN, navigate to Z:\CIND-Tools\CND Module
09 Secure VPN Configuration and Management\Software

VPN\SoftEther VPN and double-click softether-
vpnserver_vpnbridge-v4.21-9613-beta-2016.04.24-windows-x86_x64-
intel.exe

Note: If the Open File — Security warning window appears click Run.
3. The SoftEther VPN setup wizard appears, click Next as shown in the

screenshot

=l SoftEther VPN Setup Wizard (Version 4.21.9613)

Welcome to the SoftEther VPN Setup Wizard C

<D

‘_LEJ" Extremely Powerful Open-Source VPN Software.
e
13 SoftEther VPN is freeware developed at University of Tsukuba, Japan.

High-performance VPN with the ultimate compatibilities to many devices. Windows,
Mac, smartphones, tablets (iPhone, iPad, Android, Windows RT) and Cisco or other
VPN routers are supported. SoftEther VPN also accepts OpenVPN and MS-SS5TP VPN

clients.

SoftEther VPN

RN L Cipen VPR L LIF _Ether [P ] S-S5 L LR |

| | | | | L | | |

IPad iPhone

Android
Android Tah ) ,
Windhomws Linux Windaws RT Windows Bhone  Ci500 VPN Routers

) omi BB o=

= Back I Mext = I Cancel

FIGUEE 2.1: SoftEther VPN Server Setup Wizard
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Meodule 09 - Secure VPN Configuration and Management

4. In the Software Components to install wizard, SoftEther VPN Server
1s selected by default, leave the selection as default and click Next

=i SoftEther VPN Setup Wizard (Version 4.21.9613)

select Software Components to Install
Ll SoftEther VPN
mmplements the Virtual I
Network Adapter progmam SoftEther VPN Server
as a software-emmlated -
traditional Ethemnet netwods % i
: coni a3 SoftEther VPN Bridge
mmplements the Viriual .
" A (—_ﬂ SoftEther VPN Server Manager (Admin Tools Only)
(called Virtual Hub) as a
software-enmilated
toaditional Ethernet switch.
About SoftEther VPN Server
! Install it on a server computer at the central site of VPN, The management tools will be also
i installed.
< Back Mext = Cancel
d
FIGURE 22: SoftEther VPN Server Software Components
5. End User License Agreement wizard appears, check | agree to the
End User License Agreement check box and click Next
6. Follow the wizard doven installation steps to install SoftEther VPN
Server Manager
2| SoftEther VPN Setup Wizard (Version 4.21.9613)
End User License Agreement C‘
Please read the End User License Agreement carefully.
Ll SoftEther VPN SoftEther VPN Server, Client and Bridge are free software, and released as i’
implements a VPN Session open-source. You can redistribute them and/or modify them under the
as a software-enmlated terms of the GNU General Public License version 2 as published by the Free
Ethemet cable between the Software Foundation.
network adapter and the
;,‘mm“hmmﬂmmm Copyright (c) 2012-2016 Daiyuu MNobori.
Virtual Evibs with Sof5s ; Copyright (c) 2012-2016 SoftEther Project at University of Tsukuba, Japan.
VPN on vour server Copyright (c) 2012-2016 SoftEther Corporation.
computer. This server All Rights Reserved.
computer will become a hitp://www.softether.org/ :l
VPN server, which accepts
VPN comnection requests ¥ |l agree to the End User License Agreement,
from VPIN chient
computers.
<Back Next > Cancel |
- y

FIGUERE 2 % SoftEther VPN Server License &greemem
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Meodule 09 - Secure VPN Configuration and Management

7. When the Setup Finished wizard appears after completing the
installation, make sure that Start the SoftEther VPN Server Manager
option 1s checked to launch automatically once you click Finish
Note: Alternatively you can also launch the application by double-
clicking the short-cut icon on the Desktop

I

(0 You can create one or #l SoftEther VPN Setup Wizard (Version 4.21.9613)

many Virtual Netwod Setup Finished C
'iJ'PHnﬂj'nu:c]imt
Wﬂm“ @ The setup process of SoftEther WPN Server has completed successfully.
estabhlishes 3 WP
connectons to the Virtnal
Hub on the VPN zerver

Start the SoftEther VPN Server Manager.

41 softtther VPN is a work of the research and development project of Japanese
~1__| Government, subsidized by Ministry of Economy, Trade and Industry of Japan,
administrated by Information Promotion Agency.

= Back Firish I Zanel |

k d
FIGURE 2 4 Launching SoftEther VPN Server
8. The SoftEther VPN Server Manager window appears, click the
Connect button to configure the VPN Server
& SoftEther VPN Server Manager
SthEt h er v P N Unhversity of Tsuklba, Japan.
Server Manager
S
—Connection Sattings for WPN Server:
Ll You can establish VPN Cannection Sactings for VPN Server or WPN Bridge ara definad as follows.
seazions, as called VPN . Double-click tha ikem to canned to the server.
¢ ' bet VEN To add & new connection, click Mew Setting.
clients and VPN servers. A Setting VPN Server Hostname peration Mods
"FPH Eﬁmiﬁ '&I.E 1| acal host |:T|i-: e -'r'l::l local host Ertire WPH Server
wirtnalized netoods cable. A
VPN session 13 realized ower
a TCP/TP connection The
signals throngh the VPIN
551
Mew Satting Edit Setting | Deleta Setting
Connect
- Make a Certificate
t Smart Card Managar.. I Select Smart card..
Ahout SoftEther VPM... | Buit SoftEther WPN Server Manager
FIGURE 2.5: SoftEther VPN Server Manager
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Meodule 09 - Secure VPN Configuration and Management

9. Connecting for the first tme will prompt you to set the Admiumistrator
password for the Server Manager, type in the password in the New
Password field and retype the same password in the Confirm

L] Therefore, you can _ )
safely establish a VPN Password field (here in thus lab we kept password as test@123) and
zezzion bevond the Intemet -
e click OK
A VPN session is ] ]
established by SoftEther 10. The Password has been changed pop-up appears click OK to continue
VPIN's "VPIN over HTTPS"
technology. It means that # ¢ Change Administrator Password of localhost
SoftEther VPN can create a
VPN connection beyond . Change the administrator password of the server localhost. Enter the
any kinds of Grewalls and new password and click OK.
MNATR
Mew Password: | eessssses
Confirm Password: | esssssss
FIGURE 2.6: SoftEther VPN Server Manager Administrator Password
11. Check the Remote Access VPN Server check box, and click Next in
the SoftEther VPN Server / Bridge Easy Setup wizard
o Lot iser VPN Server j Briage Casy Sebap
fif SoftEther VPN Server / Bridge Easy Setup
By using this rebup you can sasily setup 8 SoRttther WOR Server or YPK Brdge Forthe following use and perpose, After axiting the sebup, vou cen
use the WPN Gerver Menager bo fresly cosfigure maore advenced sethings
Bxlect the type of VPN sarvarvou want to buld. Mutiple bipes can be s=leck=d together.
7] Remate Access VPR Server -
b the caiasing i segmerty, for coanplemmparrian, E %"niﬂ
Any VPH Chents wibo s consecting to the WPN Server will be able to sco=ss bo the network Fi =
as If they are comnmerted directy and physically to the nebaork.
[ Site-to-site WP Sereer o VRN Bridge P a—
Srbe-to-aibe VPN i 8 VPN configuretion fo ceened betwees bao or more remete Etherset s A £
E:E::FFEE mites are connected together, and become the =ame segrent ot Laye--2 level, ._.-"'}? - s
It meable= any compuber of gach pites {10 commenicete to esch other ag iF there in 8 mingle VBN Barver P Brides l"-. i 2
nemegik. Y .u"" "-,m? marver [ Bridge
R S e fjfﬁ?é}{ P Y
S Y Serenr thal & pi= Conrech i ther dma Leriter ) Salemd tr
L0 The Virtnal Hub 8 VPN Sy o Y9 B o Ench Sk (Ecy ) e

exchanges all Ethernet
packets from each
connected VPN sezzion to
other connected sessions.
The behavior is the same as
switches. The Virtnal Hub
has a FDB (forwarding
database) to optimize the
transmizsion of Ethemet
frames.

I~ other Advanced Configuration of WiPH
Selagt this Fyou are planeing to bulld a WPH system that provides advenced functions such as 2 dustering Function and a Wirtual Layer 3 Switch

Fanctisn.

Click Mext ko =tert Setup, Click Qoae  you wand bo et the setup and manvally coefigure ol sethings.
heat = Clome

FIGURE 2.7: SoftEther VPN Server / Bridge Easy Setup

12. The SoftEther VPN Server Manager pop-up appears click Yes to

continue

softEther VPN Server Manager

The current settings of this VPN Server or VPN Bridge will be

b iitalzed,

Do you really want to do this?

| Yes I

FIGURE 2.8: SoftEther VPN Server / Bodge Easy Setup pop-up

Certified Network Defender Copyright © by EG-Gouncil

CND Lab Manual Page 286
All Rights Reserved. Reproduction 13 Stnctly Prohibrted.



Meodule 09 - Secure VPN Configuration and Management

13. The Easy Setup pop-up appears where you need to specify the Virtual
Hub Name. Type the name of the Virtual Hub in the respective field
and click OK as shown in the screenshot. In this lab we are providing

L1 You can define a local
bridge hetween the Virtial the name as CND-VPN
Hub and the existing
physical Ethernet seement Easy Setup - Decide the Virtual Hub Name X
h?usiﬂgﬂ;ﬁhﬂlﬂidge
i L““l] Bodge - You have to create one Virtual Hub on the VPN Server at least.
the physical =1 — g Name the new Virtual Hub as you prefer.
adapter and the Virtual Hub,
You can establizh a remote-
access VPN from home
bl to the company Virtual Hub Name: | CND-VPN |
network by nsing the Local
Bodge funchon.
Eama

m Y[ﬂ.l Carn EIE:E:I:I.E a — L2TF Server (Remote-Acoess WFN Server Fundion)

md;mgm WP Connections from Smartphones suchliks iPhone, iFad and Andraid, and slso from R o - .
built-in VPN Clignts on Mac 05 ¥ and Windows can be accephad, iwwn ol

betueen two or more ﬂ

emote Vichal Hahs, With Enable L2TP Server Function (L2TP over TPsec)

caaciding, vou can mtfgmte Make %84 Connectionz from iFhone, iFad, &ndrood, Windowe, and Ksc 05 X scoepiable

Too OF 1T0de fefmote [T Emable L3TP Server Function (iaw L2TF with Mo Encrgptions]

Eﬂ]?.:l]lﬂt w toa It supports spedal ¥PH Clients which uses L2TP with no IPsec encryption.

E g t Users should specify their usemame such as "Username@Target Virtusl Hub Wame"to connect this L2TF Server.

For example, after you

. - Dafault Virtual Huk in & case of omitting & nam= of Hub on the Usemams; ICHD-'-'F‘H ﬂ
connectons between stes
'HL-' B :i.t'.l.dl'.:, &I'Eﬂ atry EtherlP S=rver Function (Site-to-Sike WPH Connection} )
computers in ste Al be Aouter products which are compatible with EtherTP ) LITPS over IPaac can connect to Virtual Hub on —

. . the WFN Server and establish Layer-Z (Ethernet) Bridging.
ahle to comnmmcate with &=
. . Emable EtherIP | LITP¥3 over IPsec Server Function EbherlF | LETFS Detal Sebhgs I

the computers in site B and :

site C. This is a site-to-site
VPN

FIGURE 2.9: Virimal HUE Name

and leave the other settings as default and click OK

IPsec | LITP | EtherlP | LZTPwE Settings

IPsec [ LZTP [ EtherIP / LZTPv3 Server Settings

wirtual Hube an the VPN Server can acoept Remate-Aocess VPN connectiens frem LZTP-compatible PO, Mac 05 X and Smartphones,
and also can accept EtherlF | LZTPV3 Site-to-Site WPN Connection.

¥ de=ignation of & Virtusl Hub 15 omited, the belew Hub will b= used as the target.

- IPseC Comman Settings
IPsec Fre-Shared Key: | Wpn

Paec Pre-Shared Key is algo called “PSEs” or “Sacnete®, Specify it with areund 2ight
ASCI charactars, and let all VPM users know.

o |

14. Dynamic DINS Function window appears, click Exit to continue
Check Enable I.2TP Server Function (L2TP over IPsec) check box,

FIGURE 2.10: Enabling I 2TP Server Function
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16. The VPN Azure Service Settings wizard appears, you can choose any
option according to your organization network policy, in thus lab we
are selecting the Disable VPN Azure radio button and click OK

Ll SofiEther VPN can also - S —
establish a VPN session VPN Azure Cloud e
over UDP. The UDP-mode « o =
of SoftEther VPIN supports iy
NﬂTm T]]E:HﬁT Usg Built-in
sl e e S s : Penetrate: WPM Sessian Ectablich 5 .:';:Ir:l?:ﬁ;:f
VPN server belund existing ___‘I -"-':-I| 15 Relayed 2ETE EN
el VPN iy i '-g‘-ﬁ‘h 27 No oo 4
incoming IESHONS. : v s
Yon need no netwods vy I e RN ®
administrator’s special =" N[ Metwork__ Giobal I? m
. ) : iy T _.—"'- i o
permussion before setting np Your PC with ! o Open Ports “:1_ a/8T
a VP server on the VPN Server Office Home
company network behind
freralls or NATS. VPN Azure Cloud VPN Service (Free)
!-_! ] ]-I- ]] a S HEH gﬂifﬂr;ng:t::l rl:;frl:grri::l::!:: ::Tu?;;;?ﬁfﬂ:ﬁ:;::r::;?m your office FC. Whilz 2 VPN connecticn is astablished, you
VPN Server may be placed
N wou don't nead a glebal [P address on the office BC {VPN Server]. It can work behind firswalls or NATS. Mo network admi nistrabors
on the d_?ﬂﬂﬂlﬁ: IP address m:fiuuraﬁ-:-n required, You can use the built-in 35TP-VPN Client ufWim:I:-.-.ﬂ in -p:n:n n-:lurne PC, .
environment sice VPN &zure 15 8 daud WP service operated by SoftEther WP Frojed. WFN 8zure Is free of charge and availlable to anyone. Press
SoftEther VP has a blt- the right butten to see details and how-to-use instruddans.
in Dynamuc DNS (DDINS) P Ao Scktim How Lo Use VPN Azure
fanchon. i~ Enable VPN ATure (Wisit the Web)
Soats: Bk ConnE e
I E-Dlsahlt WP Azure oK
FIGURE 2.11: Disable VPN Azure Service
17. The VPN Easy Setup Tasks wizard appears where we need to create
Users who will access the organization network through a VPIN. To
create new users click Create Users
@ To complete the satup of this VPN Server § VPN Sridgs, vou must completz the fallowing tasks,
Step 1. Create a User to Accept VPN Connection
) Whan thiz VPN Servar acceptes a remote access VPN, or hecomes tha cantral site-to-gita WPN
m SoffEfher VPN S E i gersar that accepts connections from aother zites, create uzars to accept the WEN connection.
supports additional VEIN
protocols, inchiding | e — I
Microsoft SSTP, L?TPr3

and EtherdP. These create
the mnteroperability with
budt-in I 2TP / TPsec VPN
chents on iIPhone, 1Pad,

Andeooad, Windows and Mac

05X and also with Cisco's
VPN mouters and other

im:lnm"’uTNpmttm

Step 2. Define a Connection bto Destination YPM Server
“Whizn this WPN S=rver is instaled on a partiodar sike (edoe’ of a sibs-bo-site VPN, yod bave ko specify

thz: address of the cenbzr WPM Server bhak accepks the connections, and establish a conneckion ko Ehat
cercra YR Server,

Zarfigure Connection Setbng

Step 3. Set Local Bridge

For an site-to-site VPM, use the Local Bridge Fundtion to cannect a bridge betwean the virtual
Etharnet segment on the VPM side and the physical Ethernet segment on the local side. Saled: an
evicting Ethernet device (Mebwork Adapter) that will be provide the bridge connedion to the VPN,

ISI:II:I:I: the Ethernet device to establish the bridge connection. _ﬂ

Once the required settings are configured, dick Close. £n advanced management
taal for VPN Server /WP Bridge will be appeared. You can then configure any

: h Cloae
advanced settings as you wish,

FIGURE 212 CmaﬁngUsers in Sertre:]'uianzge.[
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Meodule 09 - Secure VPN Configuration and Management

18. The Create a new user wizard appears, fill in the required details as
shown in the screenshot, click OK

19. We have created a new username as martin and the password is
qwerty@123

Ll SoftEther VPN Server
supports addibonal VPN iy
B B ! Sarurky Policy
protocols, inchoding L) |username: [matn Py
[ Sat S=ourky Policy Secwir Pl
LZTP,/TPsec, OpenVFNN, Full ame: [Forte @ —
Microsoft SSTP, L?TPr3
Hedes | Pageword Asthastication Sattings:
and EtherTP. These create
: . . & - Pagawind: ||unuu|
the mteroperability with G Hame | Browse Goaps.. | ﬁ
Tilt: MIEI'P,J'.]PEH: VM o (Optianal: Zonfim Pessunid; [ ssssssssss
. [T Set the Expiration Cate for This &ccount
chents on iPhone, 1Pad, @ reichal Cartificaa Authentication Satting
4 Wind 1M | 7rz0/201¢ | jeoomeem E e Lsars wea ekl CetReats ALtharteator uil b
'!!uﬂ'ﬁmi bevsaced i charid correction depandineg on mbsthior te S5L
{}5 gujglmwﬂh- {is‘]}r dmnk ir ek s complstaky natches e certificat s Hhab ba
1i|| }L ; &m Trpa: fnonymaus Am!—"'h“hu" b=en :-:: '!-I the user beforshend, o
TP ronters and other
"i-“E:EI:lD.[ET-TN P.T.'ﬂd]]m S Individual Cartificats Buthantication Spec iy Cerhifipaie Y=y Certifi dle Create Carbificate
$¥'5gned Cortificate Buthentication
’Fl.ﬁ.l:llUE-.ﬁ.utim'trcﬂ:lun S ned Cartificate ALtherlication Satting
o T Domain Authenkication a wenhicgion of whether the clent osrbficsts & sigred = based
;F on a certificate of & C4 rusted by this Yiriual Hub
CAAD0ILE ar MT Conan authenticatian Settings
g agin sbtemphs by pescemrd vl be werfisd by the sote misl RADDLE I Limit Conmon Hame (04} Vo
ey Weirdoms BT domain corerol B, oF Acee DiFectory contrall=r |
r pecfu Lser Mame on &othenticabion Seresr U wale khs Cert =iia =
o Marma on Authantication Sarver: | |
Hcke: Enter hewsdsdng valuss, [Example: OLS S0l C0E)
Hiriz [efine 3 user ohject with ssersame ™ [ssterisk] in order to accept a logn abempt of 3 user
which daas not match any of ragisterad axplicit user objects. Such a special userwill usathe stemal aK Canosl |
user-authenticetion seréer to wenify the bgin. =
L

FIGURE 2.13: New User Creation

20. The User created pop-up appears as shown in the screenshot, click
OK

~oftEther VPN Server Manager

|0| User martin has been created.

FIGURE 2.14: New User Created pop-up

21. The Manage Users window appears, where you can create new users,
edit created users, View User Information, and Delete users. Now

click the Exit button
Ll An ad hoc VPN
ists of the small- & Manage Lsers
number computers with
long-distance, it 15 easy to
any kind of LAN-opented

FIGURE 2.15: Manage Users Screen
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Ll SofiEther VPN can
constmict distoibuted wrhal
Ethemet segments. If you
want to enable geclogacally
distributed computers to
commnmuucate each other as
if they are connected to the
single Ethemet netwods,
using SoftEther VPN is the
easiest way.

First, set up a VEPIN Server.
Next, set up VPN Clents
on each member PCs.
Fnally start VPIN
connechons on each VPN
client. Then each client can
use any kind of IP-based or
Ethemet-based

via the VPIN even if they are
distributed aronnd the
wodd

mDnmJPbﬂp‘mnmdm
connect to the company

LAN from outzide or
homer Remote Access
VPN provide a virthaal
network cable from a Chent
PC to the L AN from
anywhere and at anytime.

Meodule 09 - Secure VPN Configuration and Management

22. The VPN Easy Setup Tasks wizard appears click Close

E% To complate the setup of thiz VPN Sarver f WPN Bridge, you must complete the following tasks.

Step 1. Create a User to Accept YPH Conmeclion

P

i ) When this VPN Server acczpts a remote access VPN, or becomes the central site-to-site VPN
':r-_JJ gerver that accapis connedions from other gites, create users to accept the VPN connection.

Craate Usears

Gtep 2. Define a Connaction bo Destination ¥PN Server
When Bris YFN Server s instaled on @ partiodlar ske (edae) of a site-ta-site YPN, vou have to spedFy

the addrass of the cercer YN Serear that accephs Hhe connedtions, and establsh 2 conmection to that
centbral VPN Sarver,

Configurs Cormsction Setking

Stap 3. %et Local Erdge

For an site-to-site WPM, use the Local Bridge Function to connedt a bridge between the virbual
Ethernet segment on the VPN side and the physical Ethernet segment on the local side. Select an
existing Ethernet device (Mebwork Adapter) that will be provide the bridge connedtion bo the VPN,

|5E'|E'|:t1.'|1E' Ethemst devica to establish the bridge connection. j

Once the required settings are configured, dick Close. An advancad management
tool for VPN Server fFWPM Bridge will be appeared. You can then configure any Flaze
adwanced zettings as you wish.

FIGURE 2.16: VPN Easy Setup Tasks

23. The Manage VPN Server dashboard appears, where you can see the
connected users through the VPN network. You can also manage the
VPN settings from the different options of thus dashboard

g kscalhsl [This corver) - SoltElhier VPN Serder Manager
LL] "
E’j ', Manage VPN Server localhost
Wirtual Hub Namg Slakis & LIsers SIoUDS SE55icnS MaC Tables | 1P Tables
il | *
Mansge Wirtual Hub Do CefFline= | Wiear States | Creste & Wirkusl Hub I Froperhes I Oslabs I
Managenant of Ligtenars: WPN Sarear and Metwsork Infamation and Sattinges
Listener st {TCRIF portle F
1 Enonyprticn and Metwiark E;;E;l Clustering Configurstics I
part Numbar | status | Creste ; -
——— r———
il TCF 443 Listening . a Viewy Sarvar Setun 9 0 v ber ey Sk s
il TCF 252 Listaning ()
ﬂTEF‘ 1154 List=ning rE—
[ cheww List aF
@RTCPESES Listening St About this YT Server TEPIP Comctions
Sn E; Edit Canfig
B ——— LREy
IS Local Bridge Setting @ Laver 3 Switch Setting a Prec/L2TP Seting | % DpenWPN | M5-SSTP Setting

‘ Dynanic DKE Satting E WPH Azure Satting EH!a W Gata Sattisg Rafrach I Exit
-—

rrent DS Hostname:  YpNS39EES460,saftather, net

FIGURE 217- I'uizmage WP Server Diachboard

24. Now, switch to the Windows 10 machine and login as the Local

Admun and install the SoftEther VPN client
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= TAask 2

Installing and
Configuring
SoftEther VPN
Client

Ll The ad-hoc network
allows communmications for
VPM-established member
PCs. However if vour
company has a lot of
computers on the cogporate
network, it is not practical to
mstall VPN Clents on all
PCs in your company. This
1s the reason why Remote
Access VPN 1z necessary for
corpogate networks.

Meodule 09 - Secure VPN Configuration and Management

25. To install the SoftEther VPN client, navigate to Z:\CND-
Tools\\CND Module 09 Secure VPN Configuration and

Management\Software VPN\SoftEther VPN and double-click

softether-vpnclient-v4.21-9613-beta-2016.04.24-windows-x86_x64-

intel.exe
26. The SoftEther VPN setup wizard appears click Next
SoftEther VPN Setup Wizard (Versien 4.21.9613) >
Welcome to the SoftEther VPN Setup Wizard C

ﬁ Extremely Powerful Open-Source VPN Software.

Softbther VPN iz freeware developed 2t University of Teukuba, Jzpan. High-performance WERN
with the ultimate compatibilities to many devices, Windows, Mac, smartphones, tablets
(iPhene, iPad, Android, Windows RT] and Cisco or ether WPN routers are supported.
SoftEther VPN also accepts OperW/PN and M5-55TP VPN clients

SoftEther VPN

EEECE ETEE L LilF L _LtheslF Pl SalF L LalFed
T T T T * )

ErErod
Anidraid Tob .
Linus: Miac ks AT Wl rocerna: P rem ipoo BN Rowrdons

) omill B Y =

FIGURE 2.18: SoftEther VPN Client Setup

27. 1f the User Account Control pop-up appears, click Yes

28. The Select Software Components to Install wizard appears, choose

the SoftEther VPN Client and click Next

29. Follow the wizard doven installation steps to complete the installation

PIOCESS

SoftEther VPM Setup Weard (Version 4.21.9913)

select Software Components to Install

0.

K

aay SoftEther VPN Client
3 SoftEther VPN Client Manager (Admin Tools Only)

About SoftEther VPN Chent

@&  Install it on VPN client comuters. & VPN disnt computer will be able to connect to the central
u VPN Servern The mamagement tools will be also irstalled,

<Badk Cancel

FIGUERE 2.1%: SoftEther VPN Client Software Cnmpunmts
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30. The Setup Finished wizard appears, make sure that the Start the
SoftEther VPN Client Manager option is checked to launch the

application automatically and click Finish

31. Alternatively, you can also launch the application by double-clicking
the short-cut icon on the desktop or from the Start menu mnstalled

ELPPS
H| SoftEther VPN Setup Wizard (Version 4.21.9513) 1
L] Remote Access VPN is .
Setup Finished

o of the up Finis C
ad-hoc network The k‘
difference hetween ad-hoc
VPN and remote-access
VEN s similar to WiE Ad. ‘@@  The setup process of SaftEther VPN Client has completed successfully.
hoc mode and Wi-F ol
Infrastmcthire mode.

[-1start the SoftEther VPN Client Manager.

[ sofiEther VPN is 3 wark of the research and development project of lapanese
- Government, subsidized by Ministry of Economy, Trade and Industry of lapan,
administrated by Information Promotion Agency,

J
[ E—— FIGURE 220 Lannching SoftEther VPN Chent
Adding New VPN 32. The SoftEther VPN Client Manager window appears, double-click on
Connection the Add VPN Connection to add a system to the VPN network
iy S0ftEther VPN Client Manager = O

Connect  Edit  View Virtual Adapter Smart Card Tools Help

VPN Connection Setting Mame Status WPM Server Hostname Wirtual Hub irtual Metwork A..
I Add YPM Con nection

FIGURE 2.21: SoftEther VPN Client Manager

33. Before creating a VPIN Connection Setting, we need to create a
Virtual Network Adapter, the SoftEther VPIN Client will ask you to

[0 With WiEi Adhoc create a Virtual Network Adapter, click Yes
mode, every computer must
mmmagﬂgjewl_ Enﬂ:Ether‘n.n"PN Chent Manager
Fi sepment Wi-Fi
Infrastmchire mode allows

icati Before you can create a new VPN Connection Setting you need to
on both a Wi-Fi segment create a Virtual Network Adapter,
and a Phiysical Ethernet
sepment. Do you want to create a Virtual Network Adapter?

I Yes Mo
|-
FIGURE 2.22: Creating a New Virtual Network Adapter
CND Lab Manual Page 292 Certified Nerwork Defender Copyoght (& by EG-Gouncil

All Rights Reserved. Reproduction 13 Stnctly Prohibrted.



= TAsK a4

Creating New
Virtual Network
Adapter

Ll In order to build a
Remote Access VPIN you
function in order to connect
between Virhual Povate
Network segments and
physical Ethernet netwodk
sepments. After that any
remote compiters which
are connected to the Virtnal
Hub ma VPIN will be treated
as a part of the exsting
physical Ethernet segment

Meodule 09 - Secure VPN Configuration and Management

34. The Create New Virtual Network Adapter pop-up appears, type the
name in the Virtual Network Adapter Name field and click OK.

Leave the settings as default.

Note: The Virtual Network Adapter Name should be VPN or VPN2

to VPIN127 (You can create a maximum of 127 Virtual Network
Adapters)

ICreate New Virtual Network Adapter ){1

A new Virtual Network Adapter will be created on the system.
You can specify a name for the Virtual Network Adapter, which can be a
maximum of 31 alphanumeric characters.

Vitual Network Adapter Name:

The name of a Virtual Network Adapter must be 'VPN' or 'VPN2' to 'VPN127'.
(Maximum 127 adapters can be created.)

I OK I Cancel

FIGURE 2.235: Virtual Network Adapter Confipumation

35. The SoftEther VPN client will create a new Virtual Network Adapter,

as shown in the screenshot, wait until the process is completed

r .
m Creating a new Virtual Network Adapter for Windows.

This process can take several seconds or over a minute.
Please wait...

(Please do not perform other operations while the Virtual Network Adapteris
being installed.)

]
——————————————————————————————————]

FIGURE 224 Virtual Network Adapter Confipuration Process

36. The newly created virtual network adapter can be seen in the lower

pane of the SoftEther VPN Client Manager window with the assigned
MAC Address, Status and Version. Now, we need to configure the
adapter. Double-click on newly created Virtual Network Adapter
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37. In thus lab, the newly created Virtual Network Adapter is VPN Client

Adapter - VPN as shown in the screenshot

o SoftEther VPM Client Manager - O ”, 1
Connect  Edit View Vinual Adapter Snart Card  Tools  Help
YPMN Connection Setting Narme Siatus VPN Server Hostrianme Wirtual Huk Virbual Mebwork A,
| Add VPM Connection
L0 Traditional legacy VFINs
requure static and global IP
addresses for the VPN
Server. The TP address nmst
be reachable from the 3
Intemnet However, a stafic Wirtuial Network Adagter Narme Status MALC Address Wersion
ﬂlﬂ#bﬂl IP addcess is Ly YN Client Adapter - VPN Enabled Qo-4C-12-1C-B9-BF 4.79.0.9594 I
expensive. It costs ﬂmﬂﬂ]l"[-’
It has also a secunty nsk
becanse your VPN Server
mst be exposed to the
public Intemet.
SoftEther VPN has a
sohhon. SoffBther VDN
Server has buult-in Dynamic
DNS and NAT Traversal L — ~ ] o _ — j
fanctions. Static TP : : '
addresses are no longer FIGURE 2.25: Virtual Network Adapter Created
required to set upa VPN
Server. Even global IP 38. The New VPN Connection Setting Properties wizard appears, as
i shown in the screenshot
Iqu.ti.tﬁi SoftEther VPN
Server can be set up on the 39. In the Settings Name ficld provide a name for VPN Connection. In
rrate IFP address behind & : . ; .
ﬂmf NAT the Destination VPN Server section type your public IP in the Host
Name field, you can choose any port from the Port Number drop-
down
40. In the Virtual Hub Name field choose the appropriate name, in this
lab we have created a virtual hub name as CND-VPN at step 13. If you
have multiple virtual hubs created choose the appropriate one. Leave
the other settings as default
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fanchion assigns a wodd-
your SoftEther VPIN Server.
Your global IP address of
the SoftEther VPN Server
address changes. If the IP
address of SoftEther VPIN
the TP address recond which
is repastered to the Dynamuc
DINS hostname changes
antomatically and

L A VPN client nser can
specity the Dynanmuc DINS
hostname as the destination
VPN Server's hostname
instead of the IP address.
VPN Chents and VPN

SoftEther VPN Server even

if the server-zside Internet
connecton s not a stabc IP
addre=s contact

Meodule 09 - Secure VPN Configuration and Management

41. On the nght-hand side of the window, type the Username and
password of the user that you have created in Step 18. In this lab the

Username is martin and the Password 1s qwerty@123, click OK and
leave the other settings as default

— e
VPH Connection Setting Propeties =

% Please configure the VPN Copmection Zetting Tor WEN Serer. Wirtual Mebwork Adapter to Use:
% VP Client Adapter - VR

setting Mame: | Martin vEM ]
Diestination VPN Senven

Spegify the Fiost rame or 1P address, arnd the por rumber
and the Wirtual Hub omthe destination VPR Server.

Hest Mame: | 1 51 |
Part Mumben | 443 [HTTPS Park) " D Disable PAT-T User Authentlcation Setting:
Set the user authentication information that i regured when
wirtua | Hub Mame: | CHD-VPH | connecting to the VPR Server,
Auth Type: | Standand Password Authertication w
Proy Sarvar as Relay:
WU C3R coNnect ta 3 VP Server via 3 oroxy server. User Mame: | martin |
Innprt IE Promy Sener Settings | Fassword: | sasssssn [
Prooey Type: (%) Direct TCRNP Carnection (Mo Prox ‘U Lan chang s the User's passaond on the VRN Seneer
() Connect via HTTP Prosy Server Crangs Fassaard |

(3 Conmect via SOCKS Promy Sener

Proxy Senser Setting Adyanged Setting of Commumicatiors
f@‘z EA Recarmeds Autamatically After Discormectad
Sener Certificate Verifcation Oplicn L-u-_,-J" cconmect Counk —
[T] atsays wardy Sarver Cartificate Becarmed Intenak 15| seconds
| bansge Trusted LA Cerbficats List ] infirite Reconmects [Keep WPH Always Online)
| Spedl Inghidual Cert | Show Inglividal Cert [0 nat e TL5 10 Siiiosloi
[ Hide Status and Emers Soeens [] Hide IP Aodiress Scresns i Cancel "

FIGUEE 2.26: VPN Connection Setting Properties
42. A newly created VPIN connection appears in the SoftEther VPN

Client Manager window with a status showing as Offline, as shown in

the screenshot
43. Now, click Connect from the context menu to connect the

organization network through the VPN

% SoftEther VP Client Manager = O b
onnect  Edit View  Wirtual Adapter  Senart Card  Toole  Help
PM Connection Setting Mame Stetus YPM Server Hostnams Yirtual Hub Virtus| Metearork A
21 Add YPM Connaction
g Mlaran VER | Offline T e T : ey WRH
I Connect
View Stabus,.,
Disconnect

Disconneck &l

Rerent WPR Servers

Mew VP Connection Setting...
Copy

Create VPN Connection Shartout...

Export WPN Connection S=thng. ..
Irnport YFM Connection Setting...

irtual Metwork Adapter Mame 3=t as Startup Connection Version
VM Client Adapter - VPN Resnowe Startup Cennection 4,100,050
Bemame
Delets

Properties..,

- | - =ik Build 5

[ nt banag kgl o onnecked a8 hpodkbkh IH[

FIGURE 227 Cuunechng’l'hm@??ﬂ Metwock
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Meodule 09 - Secure VPN Configuration and Management

44. The Connected to VPN Server pop-up appears, and it will request
you to assign an IP. Wait until the process 1s completed

Ll The NAT Traversal
mf’?ﬁ@ﬂ ﬂmn: = Virtual Network Adapter "VBN" Status 3
almost the same to Skype’s
NAT Traversdl, but m Connectzd to e VPN Server.
ﬂﬂ. HHiT : Reguesting an IP address to the DHCP server in
Traversal is more optimized
the VPN
for VPMN-use
Legacy IPsec-based or
OpenVPN-based VPN I
Servers cannot be placed Closs
behind the NAT, becanse A d
VPN Clients nmst reach the :
Intemet.
45. The VPN Server connected pop-up appears, check the box ‘Do not
show this message again’ and click OK
VPM Server "1 1" (Virtual Hub: "CND-VPN') %1
** Connected with MAT traversal - might be unstable ** e
This VPN Client is cannected to the VPN Server "WIN-TPGVWFSELM1.cnd.com’
by using the MAT Traversal (UDF Hole Punching) technology.
MAT Traversal allows the VPM Server behind the MAT-box to accept VPN
connections from VPM Client without amy port-forwarding setting an the
MAT-box.
Howewver, MAT Traversal-based VPM sessiorns sometimes become unstable,
because MAT Traversal uses UDP-based protocol. For examplz, the VPN
tunnel disconnects every & minutes if there is a poor MAT-box between the
VFM Server and the VPM Client, Somie large-scale MAT gateways in cheap I5Ps
sometimes cause the same problem on MAT Traversal, This isa problem of
rowters or 15Ps, This is mot a problem of SoREther VPN sofware, v
Do ot show this message again
k 4
3 Some NATS can be FIGURE 229 VPN Server Connected pop-up
confipnred to define a .
"DMZ" or "Port-mapping” 46. As soon as you click OK, the status of the VPN changes to
to relay any packets toward Connected from Offline as shown in the screenshot
the outzide TP address of
NAT to the internal VPN ¥ SoitEther VPN Cliert: Manager - O =
Server. However, it has ornect  Edit  View Vitual Adapter SmetCard Tool:  Help 1
compatibiliy problems. WP {onnection Setting Name Stabus RN Server Hosname Virusl Hub  Virtusl Metwork A..
Moreover it requres a Add VPN Conrection
sperial permission by the Martin VAN Connected | 1 1 [Direct TCP/IP Connecti..  CHD-VPN VPN
administrator of the NAT
If vour netwrodk
admesteator 15 not
cooperative with you, he
may be hesiant to set up the
NAT dewice to open a hole
from the Internet
Vitual Netwods Sdapter Mama Status kAL Acldrecs arminn 1
WPM Client Adapter - VAN Erabled O0-AC-12-1C-RBG-BF 41900504
b VB S0 2 SOCTE R Bl B0 5l
FIGUERE 2.30: VPN Client Connected to VFPIN Server
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Meodule 09 - Secure VPN Configuration and Management

47. Now switch back to the Windows Server 2008 machine, where the
SoftEther VPN Server 1s mnstalled and click the Refresh button to

Ll Unlike legacy VPN, ] ) . ]
SoffEther VPN Server can view the active Sessions using the VPN
be set up on a povate 48 In th -
: . e screenshot you can 0 Sessions
network behind the NAT. y
No Wﬂdﬂlm@mm i localhost [This server) - SoftEther VPN Server Hanager
the NAT dewice is required. . .
You need no permission by g Manage VPN Server "localhost
I:-u-ilt | | I I I | | ]
: _- Wirtwal Hub Name Skatus Type LUsers Erouns 5551005 MAC Tables | IF Tables
of the NAT. The - - ® CND-VPN Onlinz Stand ol one 1 i 1] 1] ]
MAT Traversal Function
opens a "Punched Hole" on
the NAT or firewall
il | _"I
HManmage Wirtual Hub | Crilna | Offline | View Status | Create a Virtual Hub | Froperties | Delate
Management of Ligtensrs: Wwen Server and Network Information and Settings:
Listener List [TCRIP part]:
'ﬁ Encryptian and Metwork E;E;] Clustering Configuration
Port Number | Status | Create N,
el TCP 443 Li:bcning ﬂ Wiew Server Stotus a Blisternp StatiE
iy TCF 292 Lisk=ning =l
TR 1134 Ligkening - :
@hTCPS555  Listening Sttt Abroutthiz VPN Sarver & ;!E:w,l‘n:hc:;mn{ ans
pen
5o ;L@f Edt Config
ISR Local Bridge Setting @ Layer 3 Switch Setting ﬁ [Fsec/LITFSetting | % OperVPKfMS-S5TP Setting
‘ Dyniamic NS Setting E VPN Azure Setting ‘% VPN Gate Setting Refresh Ext
wrrent DOMS Hostname:  VpN599885460.softether, net F
FIGURE 2.31: VPN Server Manager Diashboard
49. Once you click the Refresh button you can see the active sessions
which are accessed by users as shown in the screenshot
i lacalhost [This sereer] - SaftEther VPN Server Manager
g Manage VPN Server "localhost”
Virtual Hub Name | status | vpe | users | groups | sessions | MACTables | PTables |
BT anline Standalone 1 ] 1 1 2
[ When the VPN Clent 1] | |-
ar V1 io 5 ;'PNE to Hamnage Virtual Hulb Cnire affling | Wiew Status | Create a Virbuzl Hub | Praperties | Celetz
Server ];ﬂgm[[ﬂﬂg M&T___ﬂlg Management of Listeners: WPN Server and Metwark Information and Settingss
connechon packets will be Listener List (TCR/IP part): ﬂ
) Encryption and Mebwork E x | Clustering Configuraticn
lead through the hole. The Port Number | Satus | Create - =5,
hole 1z created by the o TOP 243 Li sb=ning - B . s
SoftEither VPN Server Bl TCP 992 Lisk=ning D=t Ll ] 0 Hustariig i
antomatically, so yon need [ Lot ML EE— g Shaw List of
ST i I o About this YPN Senser ;
hi ] om the NAT ¢ TEP 5555 Ligtaning Srart TCP/IP Connections
e
Sap ,-1@}_;:; Edit Carfig
IS Local Bridge Setting @ Layer 3 Switch Seting ﬁ Fsec [ L2TPGetting | % DpenVPN / MS-SSTP Setting
‘ Dyniamic DINS Setting E VPN Azure Setting [% VPN Gate Setting Refresh Ext
rrert DOMNS Hostnams: VPN 599885460, 50ftether.net
FIGURE 2.32: VPN Server Active Sessions
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mﬂﬂﬂEﬂJer?FHkmpsa
from the Clond to the TAMN
24h/365d You can
consider the remote Clond
povate netowork as a part of
your cogporate network

L1 If you ate nsing a lot of
povate netwrocks between
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a Clound Prowmder's network

Meodule 09 - Secure VPN Configuration and Management

50. To view and manage the sessions double-click on the available VPN
Hub in the dashboard. Management of the Virtual Hub — (Name of
the Virtual Hub) here in this lab CND-VPN appears as shown in the

screenshot

51. Traverse through all the required options available in wizard, and you
can manage the sessions and settings of the VPIN Network

52. For instance we are going to see the Manage Sessions option, to do
this click Manage Sessions button as shown in the screenshot

Managemenl ol Varkwa | Hub - “CND- VPR

Virtual Hub 'CND-VPN'

— Management of Securiby Databas ez

“HMEﬂEl—lﬂEN ““-i.I

E“_j !

Add, delste or 2dit user acoaunts.

Manage Groups

Edd, delste ar =dit groups.

Manage AcCess Liste

Edd or del ete arcess lists {Fackst filtering
rules),

roument

status of this virtual Hub:

Item

| value

(@ Virtual Hub Hame
Status Online
g'm:-e standalong

Secureh|aT
£y Sessions 1
£l Sessions [Cliant)
sﬁessmns {Eridpa)

fpcess Lists

fi’] Users
4 Groups

CHD-4PH

Dizabled

—Wirtual Hub Setings:
Wirtual Hub Properties

Configure this Hub.

a Authentication Server Sething

Uge eaternal RADIUS authentication senver
for user authentication.

[% Manage Cascade Connections

Establish Cascade Connedian to Hubs on
lecal or remote YPH Servars,

other Settings:

S,

Log Save Setting Lag Fle List

Configure settings of lag saving fundian,

=
S

Trusted CA Certificates Revoked Certs

Manage trusted CA cerbficabes.

Wirbual MET and Virtual DHCP Server {SecureMaT)

Sepure NAT iz avallable on this wirtual Hub, You can run
Wirtual MAT and Wirtual DHCP.

WPH Sescions Managsment:

(1)
ey

Manage Zeceians

FIGURE 2.33: VPM Server M.a.tmge Sessions

53. The Manage Sessions wizard appears, where you can see connected
users through the VPN Network, you can use different options to

manage the VPN users as shown in the screenshot

4 Manage Sessa - DRV

Virtual Hub *CHD-YPH® has the fallowing WPN sessions curently.

rdpermtons far Sessions

Szapinn Wfarmation Dioannat I

I MAC Table of Saluctad Saacion

[P Tahla of Salactad Seegion I

- dther Admmistrabon Tasks

_ MAC Address Table List |ﬂ 7 address Table List |

FIGURE 2.34: Manage Sessions Dashboard
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Meodule 09 - Secure VPN Configuration and Management

Lab Analysis

Analyze and document the results of the lab exercise. Give your opinion on your
target’s secunty posture and exposure through free public information.

PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
ABOUT THIS LAB.

Internet Connection Required

M Yes [ 1 No
Platform Supported
] Classroom [ ]ilabs
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