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Module 08 - Secure IDS Configuration and Management

Configuring Snort IDS

Snort is an open-source network IDS [ IPS.
Lab Scenario

An IDS/TPS is an important network securnty measure which 1s used behind a
firewall and works from inside the network. An ID inspects the network traffic and
looks for heunstics and pattern matches for the intrusions. However, improper IDS
configuration and management can make IDPS unworthy. So, IDS configuration
and deployment should be performed with careful planning, preparation,
prototyping, testing, and specalized tramune. As a network admumstrator, you
should be able to configure IDS/IPS in your organization’s network

Lab Objectives

The objective of this lab is to demonstrate how to configure snort IDS in a network.

In this lab, you will need to:

Install Snort and venfy Snort alerts
Configure and validate the snort.conf file
Test Snort is working by carrying out a test attack

Perform Intrusion detection

Lab Environment

To complete this lab, you will need:

A wirtual machine rmunning Windows Server 2012
A wirtual machine runming Windows 10

Snort located at Z:\CND-Tools\CND Module 08 Secure IDS Configuration
and Management\lDS and IPS Solutions'\Snort

You can download the latest versiton of Snort from
s:/ /www.snort.org/downloads. If you decide to download the latest
version, screenshots may differ

WinPcap drvers installed in Windows Server 2012 virtual machine
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Install Snort

Module 08 - Secure IDS Configuration and Management

* Notepad++ mstalled in Windows Server 2012 virtual machine

*  Admumstrative privileges to configure settings and mn tools

Lab Duration

Time: 25 Minutes

Overview of IPSs and IDSs

An intrusion prevention system is a network security appliance that monitors a
network and systems for malicious activity. The IPS’s main functions are to
identify malicious activity, log information about any activity, attempt to
block/stop it, and report it.

An mtrusion detection system is a device or software application that monitors
a network and/or systems for malicious activity or policy wiolations and
produces reports to a management station. The IDS performs intrusion
detection and attempts to stop detected incidents.

Lab Tasks

Note: Before starting this lab Tum off Windows Firewall in the Administrator’s
machine 1e., Windows Server 2012, for the lab demonstration purpose. Later you
can turn on the Firewall.

1. Launch Windows server 2012 Virtual machine.

2. To install Snort, navigate to Z:CND-Tools\CND Module 08 Secure IDS
Configuration and Management'IDS and IPS Solutions'\Snort

3. Double-click the Snort 2 9 8 3 Installer.exe file. The Snort installation
wizard appears

4. If Open File - Security Warning pop-up appears, click Run
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Module 08 - Secure IDS Configuration and Management

5. Accept the License Agreement, and install Snort by selecting the

S

default options that appear step by step in the wizard

Please review the license terms before installing Snort 2_9_8_3.

Press Page Down to see the rest of the agreement.
RN R R XA XX T E XX EE L EEXEEEE XA EEE XL LT 7

it =+
The text that follows is the GNU General Public License, Version 2 (GPL V2)

B’Smxtis an open
source network mtmsion
prevention and detection land governs your use, modification and/or distribution of SNORT.
system (IDS/IPS).
Section 2 of the GPL V2 acknowledges that the Free Software Foundation may
blish revised and/or new versions of the GPL V2 from time to tme. Section 9
further states that a licensee of a program subject to the GPL V2 could be
free to use any such revised andfor new versions under two different scenarios:
1. Failure to Speafy.” Section 9 of the GPL V2 allows a licensee of a E'
If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Snort 2 2 8 3.
Fullsoft Install System vz 46
I I Agree I
FIGURE 1.1: License Apreement
6. A window appears after the successful installation of Snort. Click Close
Q;] You can also
download Snort from
http:/ /www.snort.org.

Mullsoft Install System vz

FIGURE 1.2 Snort Setup completed
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ET WinPcap 1= a tool for
link-laver network access
that allows applications to
capture and transmit
network packets to bypass
the protocol stack

L 3
4" To prnt out the
TCP/IP packet headers to
the screen (1.e., sniffer
mode), type: snort —v.

78
8.

Module 08 - Secure IDS Configuration and Management

Snort requires WinPcap to be installed on your machine.

If you have already installed the application click OK to exit the Snort
Installation window and skip to the next step

10.

11.

12.

14.

Snort has successfully been installed.

Snort also requires WinPcap 4.1.1 to be installed on this machine.
WinPcap can be downloaded from:
http://www.winpcap.org/

It would also be wise to tighten the security on the Snort installation
directory to prevent any malicious modification of the Snort executable,

MNext, you must manually edit the 'snort.conf’ file to
specify proper paths to allow Snort to find the rules files
and classification files.

FIGURE 1.3 Snort Successful Installabon Window

By default, Snort nstalls itself in C:\Snort (depending on the disk duve in
which the OS i1s installed)

Navigate to the ete folder in the specified location, Z:\CND-Tools\CND
Module 08 Secure IDS Configuration and Management\IDS and IPS

Solutions\Snort\snortrules\etc copy snort.conf, and paste it in
C:\Snortletc

If Snort.conf 1s already present in C:Snortletc; replace it with the
snortrule’s snort.conf file

Copy the so_rules folder from Z:\CND-Tools\CND Module 08 Secure IDS
Configuration and Management\lDS and IPS Solutions\Snortisnortrules,
and paste it in C:\Snort

. Copy the preproc_rules folder from Z:\CND-Tools\CND Module 08 Secure

IDS Configuration and Management\iIDS and IPS
Solutions\Snortisnortrules, and paste it in C:\Snort. The preproc_rules
folder is already present in C:\Snort; replace this folder with the
preproc_rules folder taken from snortrules

In the same way, copy the rules folder from Z:\CND-Tools\CND Module 08
Secure IDS Configuration and Management\IDS and IPS
Solutions\Snortisnortrules, and paste it in C:\Snort. The rules folder is
already present in C:\Snort; replace the folder
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Module 08 - Secure IDS Configuration and Management

15. Now nawvigate to C:\Snort, and press Shift + right-click on bin; click Open
command window here from the context menu to open it in a command

EH TAsSK 2

PMRJHHPE
Verify Snort Byl so— —r
File Hame Shars Wisw ﬂ
) = ?( =] e Ry, ¢ jopen > B setect an
i=f Copy path > y T . T |Easyaccess = — Select none
Copy Pacie bbave  Copy Defete Eepamie Mew Properties g
st to- to = T Folder o Invert selection
£ - B b This PC k Local Disk [C:) b Snert v Carh B 0
Marmie Yate modified Type -
U Favordes e Jate modiied ‘pe Size
B Ceskop bin remsts T M File Tolder
oy [
& Downloads doc i B 20 P File folder
S Recent places i Cpen in new process A Srac Rt

lib Open in new window L 2:37 &M File faldar
‘& This PC log Open command window hens L 237 200 Fils folder
i Desktop QrEpree Share with w L a8 AR File foider
Docurments rules @ Iip and Share [WinZip Exgoress] b AR File falder

& Downloads €3 Uninsta @1 | Windip e B2SPM Anphcation 45 KI

& Mucsic Restore previcus versions
= Pictumes

d Videos

e Local Disk ()

Include in library *
P to Stert
Copry as path

- Send to L
B Metwork

cut
Copy
Create shortcut

| Defete

I ::g FERS

| item selected

;l

FIGURE 1.4: Starting Command Prompt from Snort' bin
16. The Command Prompt window appears. Type snort and press Enter

17. A rapid scrolling text will appear in the command terminal, scroll up. This
command will show you that snort is confisured in your machine
successfully. The Process ID will differ in your lab environment.

NSnortibinisnort
Running in packet dump mode

——== [pnitializing Snort
Initializing Output Pluginzst
pcap DAQ configured to passive.
he DAQ version does not support reload.
Acgquiring network traffic from "“Device~NPF_<{B87BBAGTF-D7CD—4293-BDED-6DACAKB24A92

Ll
‘l-

;:cuding Ethcrnect

——== [pnitialization Complete ==—

=, ; —#*> Snoprt? (=
L/ To spec‘irj;'alogulto Uersion 2.2.8.3-WIN32 GRE {Build 383>
logging directory, type By Martin Roesch & The Snort Team: http:/suwu.snort.orgscontactiiteam

snort —dev -1
(logdirectorylocationand,
Snort antomatically knows
to go into packet logger
mode.

Commenc ing

7-19-11:56:38 .3893108 18.1A.18.12:13% —> 18.18.18.255:13Y

Copyright <G> 2M14-2M15 Cisco andAsor 1its affiliates. AHLL rights resepr
Copyright <C> 1998-2013 Souwrcefire, Inc.. et al.

Using PCRE version: 8.18 28188625

Using ZLIE version: 1.2.3

packet proceccing Cpid=2B68>

FIGURE 1.5: Bazic Snort Command

18. The Initialization Complete message displays. Press Ctrl+C. Snort exits and
comes back to C:\Snort\bin
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LY Ping - Fa] o
count] [l size] [-f] [ TTL]
[-v TOS] [-£ count] [-=
counf] [[-] host-list] | [k
host-hst]] [-w ttmeont]
destination-list.

A
" To enable Network
Intmsion Detect 1on
System (INIDS) mode so
that you don’t record every
single packet sent down the
wire, type: snort -dev -1
..-"'1og -h 192.168.1.0/24 ¢
snort.conf.

Module 08 - Secure IDS Configuration and Management

19. Now type snort -W. This command lists your machine’s Physical
Address, IP Address, and Ethernet Drvers, but all are disabled by
default

Administrator. C\Windows\system32\cmd.exe

Bad TTL: A ¢ B.888:)
55 G 1: A ¢ B.888:)
8L G 2= B ¢ O.880:>

Snort exiting

sSnortsbinrsnort —U
B —#% Snopt¥ L

o Jersion 2.7.8_.3-WIN32 GRE <(Build 383>
s By Martin Roesch & The Snort Tean: http: A wuww.snort.orgscontactHteam
Copyright (C) 2014-2815 Cisco and-sor its affiliates. All rights reser
ed.
Copyright <C) 1798-2013 Sourcefire. Inc.. et al.
Using PCRE version: B8.18 26818-86-25
Ueing ZLIB wewrsion:z 1.2.3
Index Physical Address IP Address Device Hame Description
1 BACACIZ?:CH:5A:Y AR AR f e8P AROB - DAAD 1 DAAR - £ 4091 - 38 3f “Device™
EPF {B?BEREDF—D?CD—42?3—BDHD—EDHCGBEQEFZE} Intel(R)> 825Y4L Gigabit MNetwork
onnection

i ~Snortahin
FIGURE 1.6: Snort -W Command
20. Observe your Ethernet Driver index number and write it down (in this lab,
itis 1)
Note: Ethemet Index numbers may vary in your lab environment, if two or

more drvers are installed.

21. To enable the Ethernet Drver, in the command prompt, type snort —dev —i
1 and press Enter

Note: In the command 1 is nothing but the Index number of the Ethernet
adapter installed in your machine.

22. You see a rapid scroll text in the command prompt, which means that
the Ethernet Driver 1s enabled and working properly

W0 isSnortsbin2snort —dev —3 1

unning in packet dump mode

== Initializing 3Snort ==
Initializing Output Plugins?

—== Jpitialization Complete ==—

—#*> Snoprt? (=

Uersion 2.7.8.3-WIN32 GRE (Build 383)

By Martin Roezch & The Snowt Tean: http:/Ywvww_snort _owvrgAocontactiiteam
Copyright (C> 2814-2815 Cisco andsor its affiliates. All rights reser

Copyright (C> 19?8-2813 Sourcefire, Inc.. et al.
Using PCRE wversion: 8.18 Z2818-86-25
Uzsing ZLIB version: 1.2.3

Commencing packet proceszing Cpid=19963

FIGURE 1.7: Snodt —dev — 1 Command
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Module 08 - Secure IDS Configuration and Management

23. Leave the Snort command prompt window open, and launch another
command prompt. Right-click on the Start icon and click the Command

L1 e frag3 Prompt from the context menu.
preprocessor 1z a target-
based IP defragmentation 24. In a new command prompt type ping 10.10.10.10 and press Enter

module for Snort.

Note: 10.10.10.10 is the IP address of Windows 10 machine.
Administrator: Command Prompt - ping 10.10.10.10

Microsoft Uindows [Uersion 6.3.966881

_Fr) 2013 Micwosoft Corporation. All »ights resevruved.
-]t::'\USEI‘E:\ndmin istratoriping 1H.16.18.18

Pinging 18.18.18.168 with 32 bhytes of data:
Reply from 18.18.168.18: bytes=32 tine<ims TTL=128

Reply from 18.18.16.18: bytes=32 tine<ims TTL=128
]Jieply from 1W.1W. 1818 bhytes=3Z tinedlms l1L=1:8

FIGURE 18 Ping Command in New Command Prompt

25. This pimng command triggers a Snort alert in the Snort command prompt
with rapid scrolling text.

Administrator: C\Windows\system32\cmd.exe - snort -dev-i 1

64 B 66 A7 GRB K%Y 6A AB 6C 6D GE &F P8 abhedefghijklnnop
4 75 76 77 61 62 63 64 65 66 67 68 67 grstuvwabocdefghi

=d=f=t+=d=d=Ff=t=t=4+=d=d=t=d=F=+=d=F=Ft=t=F=+=d=t=F=F=F=+=F=F4=F4=4=%=+
2:04:-12.244735 B0:-0C:=29:CE=58:=78 > O@:-AC:=29:5A:59:8F type Bx800 len B4l
A2 —r 18.18.18.18 ICHP TTL:128 TOS:6xB ID:-364? IpLen:Z28 DgmLen-68
Codez@ ID:1 Seq:5 ECHO _

64 65 66 67 68 69 6A 6B 6C 6D 6E 6F 78 abcdefghijklnnop

P4 P8 6 PP 61 62 63 64 65 66 67 6B 69 grastuvwabedefghi

===t ===t =d =t ==t st =t == s s =t =t == s s = =t === ===+

Mo preprocessors cunfiguretl for policy B.
:B4:13.2451927 B88:08CG:22:50:52:8F > BB8:8C:22:CB:568:78 typc :8x808 lecn :Bx40

s 18.18.18.18 —» 18.18.18.12 ICHP TTL:Z1Z8 TOS:8x® ID:4888 IpLen:Z8 Dgmlen:68
ﬂIﬂ " B Tvpe:A Code:f ID:1 Seq:5 ECHO REPLY
== Notepad++ is a free »1 62 63 64 65 66 67 68 Eq 6A 6B 6C 6D 6E 6F 8 abcdefghijklnnop

sonrce code editor and Al V2 73 P4V Ve PV 61 62 63 64 65 66 67 68 67 grstuwwabcocdefghi
NOtEP1d leP].aCEﬂlei t dlat =4=d4=d=d=d=%=4+=d=d=d=d=F=4+=d=d=F=F=F=4+=d=Fd=F=4=F=+=d=Ft=F=F=F=+=F=F4=F4=F=4=+
~1lppc>1'tJ several langnages.
It mans in the MS Windows
environment. _ .
FIGURE 1.9: Snort Showng Captured Ping Request
26. Close both command prompt windows. The verfication of the Snort
installation and triggenng alerts 1s complete, and Snort 1s working correctly
in verbose mode.
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H task 3

Configure
snort.conf File

m The element “any’ can
be used to match all IPs,
although "any” 1s not
allowed. Also, negated IP
ranges that are more
general than non-negated
IP ranges are not allowed.

Module 08 - Secure IDS Configuration and Management

27. Configure the snort.conf file, located at C:\Snortietc
28. Open the snort.conf file with Notepad++ using the nght-click menu

29. The snort.conf file opens in Notepad++, as shown in the screenshot

Edk 3earch Yiew Encoding Languege - Settings n
IEHE s @ s R e Aty 2 BES1EREE R WG [

Note: If any Notepad ++ update pop-up appears close them

= —

ik Sl i bt v

acm Fun

b

in ndnw T -

F T R D e e e e

¥

£
£
#
¥
¥
£
=
$
¥
£
£

30.

VET Bule Packages Inoct.gomf

For more informacion vwisit we atl

hoops/ /W . SROrc . org Snort Webaite
et A y it, 0 dourserirs VAT Hlgg

Mseiling lisc ConcacT: anczt-aigafliscs.aguIcelfcrge.0etT
False Positive reports: Iodannroefire. oo
Snorc buge: bugadanart.geg

Compatible with Znost Versions;
VEREIDME 1 2.5.B.3

FIGURE 1.10: Snort.conf File in Notepad++

Scroll down to Step #1: Set the network variables section (Line 41) of
snort.conf file. In the HOME_NET line (Line 45), replace any with the IP
address of the machine (Network Admunistrator Machine) on which Snort
1s running. Here, the Network Administrator Machine 1s Windows Server
2012, and the IP address 1s 10.10.10.12

Note: This IP address may vary in your lab environment

A == E pat

_ Wiew nm-ing\ cro un Igins iri“
cHEHBRGR| 4Ok e hgl 2ax BRI 1 [ EDELD 95N & |6

s S—

Esron cor £

Ry

U T O = 1]

l

[ R T

ha

(1 P |

[P I o R Y |

P o R
o |

Wy

[T

iha
i |

i R

e iz
ol i

J

|
it

LI

i

£
#
2
£
F
¥
£
£
- 4
£

1} Set the network variakles.

2} Configure che decoder

3} Configure che base derectcion engine

4} Configure dynamic loaded libraries

5} Configure preprocesscrs

€} Configure cucput plaging

7} Custaomize your rule =ec

g8} Customize preprocessor and decoder rule set
&} Cuscomize shared objecc ruls Ser

R e e

FHEEEAR AR E R F R AR LR AR R AR R S

#IStep £1: 8=t the n=twork veriables. For more information, =e= README.varisbl=s

EE S R e L R S R R S S R R R RS S ke R R R s S e

FIGURE 1.11: Confipnang Snort conf File in N ++

31. Leave the EXTERNAL_NET any line as it is
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Module 08 - Secure IDS Configuration and Management

32. If you have a DNS Server, then make changes in the DNS_SERVERS line
by replacing SHOME_NET with your DINS Server IP address; otherwise,

leave this line as it 1s

Rl=  Edit Search View Ermcoding  Lengusge Sd'hngs Macio  Fun Plugins 'Mrdm ¥
cHEE s GR JNB e an| 2 BE S 1EDEL

Hiavmmr:’l corf 3 | g it mies 1]

=

BAR4EREA4ERAEAIEARIRARRIRIRRRAIEIRARIRERIRARIIRIE

- & Step &1: S8t the necwork variablea. For nore informacion, see BEADME.varlablea
e Logpackets a1 N L L L R e e L L T e L e
tcpdomp format and to 5
A %% B Setup the n=twork sddoess== you az= poobschkiog
produce minimal alects, 5 var HOME NET 10.10.10.1Z
-iI - snort -b —A faSt_c f Set up the externsl oetwork addrsassas. Lesyve as "aoy™ in mosc situaclons

snort.conf. B var EXTERNAL _NET any

§ List of DHY secwers on your network
var ma_smms

4 List of SMIF ssrvers On FOUT DETwWoTR
var SHTE_SERVERS #EHIME KET

# Liac of webp gerverz on yoar necwork
var HITE_SERVERS SHIME NET

£ Lisc of agl secver= on your netwack
var 50L SEEVERS EEME RET

# Liac of 1QleAT SQEVGLEd OB WOUY RaCWork

var TELWET_SEEVERS #E0ME_HET

5 8 List of a=sh secwer= on yours netwock

length : 26893 limes: 651 ln:27 Cot:64 Sel: (|0

FIGURE 1.12: Configneing Snort conf File in Notepad-++

33. The same applies to SMIP_SERVERS, HTTP_ SERVERS,
SQL_SERVERS, TEINET SERVERS, and SSH_SERVERS

34. Remember that if you don’t have any servers munning on your machine,
leave the line as it 1s. DO NOT make any changes in that line

33. Scroll down to RULE_PATH (Line 104). In Line 104 replace ../rules with
C:\Snortirules, in Line 105 ../so_rules replace with C:\Snort\so_rules,
and i Tine 106 replace ../preproc_rules with C:\Snort\preproc_rules

File Edit Search View Encoding Language Settings Macro Run  Plugins  Window 7

cHEHBE & sED|oc| e ¢ 5| EE _...J'IJ;|DE§J'J“I
'E:md‘:::iﬁ
85
86 & Li=t of ports yoa run ft-p =ervers an
Rule vasisble names
can be modified in several 8
ways. You can define meta- 5
variables using the §
operator. These can be
nsed with the vadable
modifier operators ¢ and -.
t ather variables. chese should nov e modifisd
.12 .200.0/24,205. 11
# Path to your rules Tiles (cthis can be a relacive path)
£ Note for Windows us=rs=s: You ere advis=ed to make this sn ah=sclute path,
‘-.s"or"'\rules
B‘A:I.'E'-l.".’r Snorchrul
FIGURE 1.13: Confipnnng Snort conf File in Notepad++
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m The include keyword
allows other mile files to be
inchided within the mile file
indicated on the Snorct
command line It works
mmch like an #Finclude

from the C programming
langnage, reading the
contents of the named file
and adding the contents in
the place where the include
statement appears in the
file.

EI;.II Preprocessors allow

the functionality of Snort
to be extended by allowing
users and programmers to
drop modular plug-ins into
Snort fairly easily.

Module 08 - Secure IDS Configuration and Management

36. In Lines 109 and 110, replace ../rules with C:\Snortirules

S R Mo, & 0T Bt o Frt L] e R L .
R R AR T v e o T e N s TR

File Edit Search View Encoding Languége

Settings  Macro Run Plugine  Window i

dEHEHB 3 A s Rb e ey 2 BE=1[E@EE =BG (EE
=l oon carf £ |

# Lisc of porta you run ftp Servers on

# Ligc of GTP porta [or GIP preprocessor
Rextyms GTP PORTS [2123,2152,3386]

§ other wariablesa, chese should noc be modified
Aipyay AIM SFRVERZ [6£4.12.24.0/23,64.12.28.0,/23,62.12.161.0/24, 64 12 163.0/249,64.12.200.0/24,205.1¢

§ Pach to vour rales filss (thia can be a relacive path)
§ Heece for Waindowa us=sxrs:
# Zuch as: oi\anorchrules
¥ar RULE PATH C:\3ncrtirules

¥ar SO _RULE PATH C:A\ASnortiac rulen

¥ar PREPROC RULE PRIH C:\Snort\preproc rulea

Yoz are advised to maks this an mbaolute path,

$# If vyou are using reputation preprocesaocr set theas

¥ar WHITE LIST PATH C:‘\Snort\rules
yar BLACK LIST PATH C:\Snortiruled

41. In

FIGURE 1.14: Confipnong Snort conf File in Notepad++

37. Nawvigate to C:\Snortirules, and create two text files; name them white_list

and black_list and change their file extensions from .txt to .rules

38. While changing the extension, if any pop-up appears, click Yes
39. Switch back to Notepad ++, scroll down to Step #4: Configure dynamic

loaded libraries section (Line 238). Confioure dynamic loaded libraries in
this section

40. At the path to dynamic preprocessor libranies (Line 243), replace

lusr/local/lib/snort_dynamicpreprocessor/ with your dynamic preprocessor
libranies folder location

this lab, dynamic
C:\Snort\lib\snort_dynamicpreprocessor

preprocessor  libraries are located at

42. At the path to base preprocessor (or dynamic) engine (Line 246); replace

/lusrilocal/lib/snort_dynamicengine/libsf engine.so with your  base

Preprocessor engine C:\Snort\lib\snort_dynamicengine\sf_engine.dll
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Module 08 - Secure IDS Configuration and Management

43. Comment (#) the dynamic rules libranies line as you already configured
the libraries in dynamic preprocessor libraries (Line 249)

| File  Edit  Search  View Encoding  Language  Seftings Macra Run  Plugins Wiuw !
cHEHBE R S| sBR e ekt EE1FEREBAD N R G [E
Mnnnuﬂiﬂ
b e R R S s Y S R E SR iR i e R SRS
# Step §4: Configure dymamic leaded librariea.

# For mor= information, see 3nort Manwal, Configuring Snort — Dynamic Modoles

bR R e R R R i s R St S R R S R R R eSS

gt

v,

z
-
4

3
3
40
4
4

N T~

(=]

$¢ path to dynamic preproces=or libraries

|mmm,m;gx directory C:\Snort\lib\snort dynamicpreprocesaor |

y oRd-hl B3

"
o
“

URE 5]

{ 5]
1.3
iy

# path toc base= preprocsss=oz engins

mgm CivSnorthlib\snort dynamicengine'asf cnqin:‘.mj

A
.
oy

$ path to dynamic rules libzaries

FIGURE 1.15: Confipnong Snort conf File in Notepad++

+#" Note: Preprocessor 44. Scroll down to Step #5: Configure Preprocessors section (Line 252), the

ode 1 | before the : 3 ]
Zetmﬁoﬁlgmefs caliedd, listed preprocessor. Do nothing i IDS mode, but generate errors at

butﬂﬂﬁifhﬁfﬂﬁkﬁthﬂs Itﬂlthllﬁ
been decoded. The packet

ﬁl:: e‘:ﬁj:ﬂ‘;‘_gfbmd 45. Comment all the preprocessors listed in this section by adding # before
e osiop this. each preprocessor rule (261-265)
mechanism

YW1.COn

le: Edit Search VYiew Encoding Language 5Settings  Macre Fum Plugins  Yindow 7

RS s aD ¢/ el x5 B3| =1 [ERER EED® B [Ea

Eﬂmﬂﬂnuﬂﬂi'
i e il e e e e R AR Ak R R
#] Step §5: Configure preprocessors

# For more information, s== the 3nort Manwal, Configuring 3nort — Preprocessors

RN E T IR NIHIEFFIITNN I FFFFINININE

# GTP Control Channle Preprocessor. For more information, see README . GTF
preprocesgor gtp: porce § 2123 3386 2152 |

Inline packet mormalization., For morz information, see READHE .normalize

Does nothing in IDS mode

preprocesgor normalize ipd

preproceasor normalize top: block, paw, pad, LIR, Tog Brg, Iog pay, Ieg Urp. lRE. S50 Strcam
PIeprocessor normalize icmpd

pre=processor normalize ipé

preprocea’or normalize icopb

FIGURE 1.16: Confipnang Snort conf File in Notepad++
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46. Go to lines 502-506 and remove the backslash at the end of each line

E ot St R S e A e il
 File Edit Search View Encoding Languagé Settiﬁgs Macre  Fun Plugi'ris Window 7
thhkesummgﬂb | E 3 = fi=> 57“E:3';k.3|@@mm.é|@lh
the mles for the version of
Snort you are nstalling.
# Modbus preprocessor. For more information aee HEADME .modbus
preprocessor modbuz: porce { 502 )
# DMPF3 preprocessor. For more 1nformaclion see HEADME .dnp3
preprocessor dnp3: pores § 20000 } N
memsaR 262144 0
check crc
# Reputation preproceasgr. For more information see README.reputation
=11} preproceascr reputation: :
Palas mEmcap 500,
04 prioricy wWhitellst.,
505 nested ip inner,
06 | whiteliaf SWHITE LIST PATH/white list.rules,
507  blacklistc $BLACK LISI PATH/black 115t,Tulea
FIGURE 1.17: Confipnong Snort conf File in Notepad++
47. Comment (add #) the lines 502-507, as shown in the screenshot
= hahanorieltisnorioont - INotepad++ LAdminisiralar]
; File Edit Search View Encoding Longuage Settings Macre Fun Plugins  Window 7
I cDHR R S s MDD ac|antx|HE = 1[FEh onD @R [FHa
E
[ enart cont Elll -
un_decode depth O
# Modbrs preproces=cr. For more information =ee README . modbns
preproceascr modbua: porce { 502 )
405
Fj:zgj iz intended a= a 4455 £ DHNP2 preprocessor. For more information see README  dnp3
replacement for the f[ﬂgz 457 preproceascr dnp3: porca { 20000 ¢ A
- 408 ;]
defrazmentation module o mﬁ“’f ADIINTE
2 4 59 check croc
and was designed with the = =
fonomﬂggoalﬁ 531 # Beputation pre=pzocesasor. Foz more informaticn se= README.reputation
1. Faster execution than T g preproceasor reputation:
frag2 with less complex 503 memcap 500,
data ant. 504 pricricy whitelist,
27 Be fusedt hoat S ";z:ﬁn ;:':;:Iré LIST PATH/white 11 1
modeli = 2 whireliar " ] white list.ralea,
S -dob trasinn blackliz: SBLACK LIST PATH/black list zules

techniques.
FIGURE 1.18: Confipnang Snort conf File in Notepad++

48. Scroll down to Step #6: Configure output plugins (Line 510). In this step,
provide the location of the classification.config and reference.config files
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and command line opuons
of Snort can be specified in
the confipuration file.
Format: config <directive>
[[ <walue>=].

‘!! Note: ‘ipvar's are
support. Without IPv6
support, use a regular ‘var’

Module 08 - Secure IDS Configuration and Management

49. These two files are in C:\Snortletc. Provide this location of files in configure
output plugins (in Lines 529 and 330) 1.e., C:\Snortletciclassification.config
and C:\Snortietc\reference.config

File Edit Search View Encodng lungungc Sd'tmgs Mucn:r Run Fluglns Wmdaw Z

 cHHER S shD et B3 1[EEE AEENE B [

n oL

fiiddsssat ittt atstt ittt ttttbttttttasatatttsid

tIStep $6: Configure oucpuc p;ggégal

# For more informatiom, a¢¢ Snort Honual, Configuring Snort - dutput Modulea
PP TN T T T T NNt F7F999545¢

T, L oAn
[ P e

# unified?Z
# Recommended for most installs
# output unifi=d?: £ilepeme= merged.log, limit 128, postamp, =mpls =vent types, vlan event types

1=

| D

1=

Additional configuracion for specific cypes cof inscalls
output elert wnified2: filename snort.alerct, limit 128, postemo
output log unifiedZ: filspame snorc.log, limic 128, ROJRATR

2
3
q
=
&
)
31
9
LY

LS I

sy=leg
output alert syslog: LOG AUTH LOG ALERT

L]

s

RERE
OUTERT log_topdunmp: Sopdump, log

L en i dn gn bnodn &0 bnodn gt bn o&n

d . 0

[y

(o e}

reference data. do not modify these lines

R Ry RO R R R R R

FIGURE 119 Confignsing Snort conf File in Notepad-++

50. In Step #6, add the line (331) output alert_fast: alerts.ids, for Snort to
dump all logs in the alerts.ids file

FcI: Edit Search View Encoding Languagt Settings  Macro Fun Pluging  Window 7

qulla 2 3 b oecan| x| EE 1 ERE@R ®

todn dnotvoon N ocn dnon
=k i 3 “poa b
4

L otn

i oen

b3 B
=]

L e e e e e s e R
# Step §6: Configure ocucput plugine
# For more= information, =ee= Znort Manwal, Configuring Snort — Ouotput Modules

S E e b i kR s kit R R s

¥ I
e

4 unified?
Recommendsd for most installa
# output unified?: filspame merged.log, limic 128, postanp, Dpls event Types, vlan event cypes

iy}

[

i pa

Additional configuration for apecific typea of installa
output alert unified2: Jame anort.alerc, limic 128, poStaunn

output log unified?: gg&gﬁgms snort.log, limit 128, postamp

L}

tn

gyalog
output elert syslog: LOG AUTH L

n
fur R3O0 Ak
oW R

Reak
output log tcpdump: topdump.log

an

i AR AR
[T I ]

ad

@g&ggg;a reference data, do noc nndliy theas linesa

a2

FIGURE 1.20: Configneing Snort conf File in Notepad-++

51. Save the snort.conf file

52. Before minning Snort, you need to enable detection rules in the Snort rules
file. For this lab, we have enabled the ICMP rule so that Snort can detect

any host discovery ping probes to the system rmnning Snort
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53. Nawvigate to C:\Snortirules and open the icmp-info.rules file with Notepad
++

>4, Tj:-pe alert icmp SEXTERNAL_NET any -> $SHOME_NET 10.10.10.12
(msg:"ICMP-INFO PING"; icode:0; itype:8; reference:arachnids,135;
reference:cve,1999-0265; classtype:bad-unknown; sid:472; rev:7;) in line
21, and save it

#*"T'o run Snort as 2 Note: The IP address (10.10.10.12) mentioned in $HOME_NET may vary
daemon, add -D switch to

wl 3 in vour lab environment
any combination Notice ’

that if};*cm want to be able o *CA\Snort\rulesyicmp-inforules - Notepad++ [Admimistrator] 0 = [ &
BT Sﬂ?ﬂ bT seudmg File Edit Search View Encoding Language Settings Macre Aun  Plugine Window 7 X
R SICHILID spoa I fhe cHEHBR LA 4hD ot 2z B2 1 EDER I 0 ® S [
daemon, specify the full = ‘ : = & :
path to the Snort binary Eemiteet L) [H iempirfo nies E3
when you start it, for 1 ¥ Copyright 2001-1013 Sgurcefire, Inc. All Righta Reserved.
example: d ¢
,-"'1151'.v".local,.'"biﬂ,."'SﬂOIt _d _h # This file contcaina I:,,'L: proprietary rules that were créated, teaced and cercifisd by
192xxx/24\ 1 ¢ ¥ Sourcefire, Ing. (the "VRI Cerxtified Rules™) that are disctribuced under the VRT
F : ¥ ; 5 # Certified Rules Licen=e Agreement (v 2.0), and (ii) rules that were= created by
,-'-varg'.log,.-' snorﬂogs -G f # Soursefire and other third parties (che "GPL HEulea™) that are distributed under the
/ust/local/etc/ snort conf - T § GNU General Fublie Licenss [GPL), V2.
s-D $
5 #§ The VEI Cercified Rulea are owned by Spurgefire, Ing. The GFL Rules were created
T ¥ by Sourcelfire and other chird partiea. The GFL Rulesz created by Sourcefire ara
¥ own=d by Zourc=fizre Ipc., and the GPL Rule= not created by Jourc=fize are ocwn=d by
P §# cheir reSpECTlive Creatorsd. Please aee f gLlt rxfannyrc) ! Tfor a
13 § lisc of third party owners and their respective copyrights.
£
5 §# In order to determine what Tulea are WVRT Certified Rulea or GPL Eulesa, please refer
16 ¥ co the VAT Cercified Rules License Agresment (vV2.0).
£
L ———
o § ICMP-INFC RULES
T T B AR _ _ S _ , _
- |slert icmp SEXTERNAL NET any -> $HOME NET 10.10.10.12 [mag:"ICHMP-INFO PING": icode:0; iGype:S; rer:
FIGURE 1.21: Confipnong icmp-info mles File in Notepad++
H rask & 53. Mininuze all the windows that were open and navigate to C:Snort and
select bin folder, and press Shift + right-click, and then click Open
MEREaS command window here from the context menu to open it in the command
Configurations

P Oﬂlpt

56. Type snort -iX -A console -c C:\Snortietcisnort.conf -1 C:\Snortilog -K
ascii and press Enter to start Snort (replace X with your device index
number; in this lab: X1s 1)

Administrator: C\Windows\system32\cmd.exe

%.-L'::\Hnnvt\bin}snurt —il A console —c GisGnorthetcrsnort.conf —1 GisGnort™log —K
ascil

FIGURE 1.22: Command to actrvate Snort and save the stored log files

57. If you recerve a fatal error, you should first verify that you have typed all
modifications correctly into the snort.conf file, and then search through the
tile for entries matching your fatal error message

58. If you recerve an error stating “Could not create the registry key,” then
rn the command prompt as an Administrator
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&4:5 Preprocessors are
loaded and configured
using the ‘preprocessor’
keyword. The format of the
preprocessor directive in
the Snoct mles file is:
Preprocessor < name=:
<options>=.

|
E TASK 5

Ping the host
Machine

59

60

Module 08 - Secure IDS Configuration and Management

. Snort starts mnning mn IDS mode. It first iitializes output plag-ins,
preprocessors, plug-ins, load dynamic preprocessors libranies, rule chains of
Snort, and then logs all signatures

. If you enter all the command information correctly, you recerve a
comment stating Commencing packet processing <pid=xxxx> (:the
value of xxxx may be any number; in this lab, it i1s 2616), as shown in
the screenshot

—¥2 onoprt? ¥
lersion 2.7.8_.3-WIN32 GRE (Build 383>
By Martin Roesch & The Snowrt Tean: http: A Avuu.snowt .orgscontactiteam

Copyright (C» 2814-2015 Cisco andsor its affiliates. All rights reser

Copyright CC» 1928-2013 Sourcefire,. Inc.,. et al.
Using PCHRE version: 5.18 Z8018-86-25
Uzing ZLIB version: 1.2.3

Rules Engine: SF_SHORT_DETECTIOM_EMGIHE Uewxcion 2.6 <Build 1>
Preprocessor Object: SF_SSLPP Uersion 1.1 <Build 4>

Preprocessor Object: SF_S85H VUerszion 1.1 {Build 3>
Preprocessor Object: SF_SMTP Uersion 1.1 <Build 2>
Preprocessor Object: SF_SIFPF Uerpszion 1.1 <Build 1>
Preprocessor Object: SF_SDF Uerszion 1.1 <Build 1>
Preprocessor Object: SF_REPUTATIOM Uersion 1.1 <Build 1>
Prepwrocessor Object: SF_POP Uewpsion 1.8 {Build 1>
Preprocessor Object: SF_MODEUS Version 1.1 <Build 13>
Preprocessor Object: SF_IMAFP Version 1.8 <{Build 1>
Preprocessor Object: SF_GIP Uerszion 1.1 <Build 1>
Preprocessor Object: SF_FIPIELNET Uersion 1.2 <Build 13>
Preprocessor Object: SF _DNS Uerszion 1.1 <{Build 4>
Preprocessor Object: SF_DMP3 Uersion 1.1 <Build 1>
Prepwrocessor Ohbhject: SF_DCERPC2 Vewrsion 1.8 <Build 3>

GCommencing packet processing (pid=2616J

FIGURE 123 Initializing Snort Rule Chans Window

. After imtializing the interface and logged signatures, Snort starts and waits
for an attack and triggers an alert when attacks occur on the machine

2. Leave the Snort command prompt ﬂmning

. Attack your own machine, and check whether Snort detects it or not
. Launch the Windows 10 virtual machine and login

. Open the command prompt and issue the command ping 10.10.10.12 -t
from the Windows 10 machine

Note: 10.10.10.12 is the IP address of the Windows Server 2012
machine. This IP address may differ in your lab environment

S EA Cormenand Prosnpt - ping 10010000012 -t = [ A |

FIGURE 124 Pingmng the tarpet machine from host machine
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66. Switch back to the Windows Server 2012 machine. Observe that Snort
triggers an alarm, as shown in the screenshot

@8 Administrator. C\Windows\system32\cmd.exe - snort -i1 -A console -¢ C:\Snor...

i?a!R335ﬂoﬂaga AlALT-13:85:34. 415851 [==] [1:472:7]1 ICHP-INFO PING [#=] [Classification:

Daani s ; tially Bad Trafficl [Priority: 21 {ICMP> 18.18.18.18 —> 18.18.18.12

HAESEMM], ST A7,19-13:85:35.428462 [*x] [1:472:7]1 ICMP-INFO PING [*%] [Claccification: Poten
/ust/local/bin/snort -d -h tially Bad Trafficl [Priority: 21 {ICMP} 18.168.18.18 > 18.18.18.12

192 xxx/24\ 1 A7,12-13:85:36.444165 [»=] [1:472:71 ICMP-INFO PING [*=] [Classification: Poten
; :’1 Fowéﬂ tially Bad Trafficl [Priority: 21 {ICMP> 18.168.18.18 > 18.18.18.12

S i e T A7/17-13:85:37.4958994  [#*x] [1:472:7]1 ICMP-INFO PING [*=] [Classification: Poten
Jusr/local/etc/ snort.conf - tially Bad Trafficl [Priority: 21 {ICHMP} 18.168.18.18 -> 18.18.18.12

g AT/12-13:85:38.4748%4 [=x] [1:472:7]1 ICMP-INFO PING [#=] [Classification: Poten

Eially Bad Twafficl [Priowrity: 21 {ICHMP> 18.180.18.10 -> 106.108.18.12
A7/17-13:85:39.493688 [=xx] [1:472:7]1 ICMP-INFO PING [#+*] [Classification: Poten
Lially Bad Trafficl [Prierity: 21 {ICHMPY 18.18.168.18 > 18.18.18.12
A7/17-13:85:480. 588844 [=x=] [1:472:7]1 ICMP-INFO PING [#*] [Classification: Poten
Eially Bad Trafficl [Priority: 21 <ICGAP> 18.18.10.18 —> 18.18.18.12
A7/17-13:85:41 523897 [*x=] [1:472:7]1 ICMP-INFO PING [»%] [Classification: Poten
tially Bad Trafficl [Pricerity: 21 {ICMP: 18.18.18.18 - 18.18.18.12
A7,17-13:=85 =42 54080092 [»=] [1:472:7]1 ICMP-INF0QO PING [#%]1 [Clacszification: Poten
tially Bad Trafficl [Pricerity: 21 {ICMP> 1A.18.18.18 —> 18.18.18.12
AVA17-13:85:43.556176  [xx] [1:472:71 ICHP INFO PING [*=] [Classification: Poten
tially Bad Trafficl [Priority: 21 {ICMP> 18.168.18.18 - 18.18.18.12
ATA17-13:°85:44.577511 [*x] [1:472:71 ICAP-INFO PING [*%] [Classification: Poten
tially Bad Twafficl [Priority: 21 {ICMP> 1A.1A.18.18 - 18.18.18.12
A7/17-13:85:45_ 588398 [=xx=] [1:472:7]1 ICMP-INFO PING [x] [Classification: Poten
Eially Bad Twrafficl [Priowrity: 21 {ICHMP> 18.180.18.1080 -> 108.1680.168.12

FIGURE 125: Snort Alerts ids Window Listing Snort Alert
67/. Press Ctrl+C to stop Snort. Snort exits.

Administrator: C\Windows\system32\cmd.exe
Tree Disconnect (HBxY1>» @ 171
Megotiate (BxY2> : 2-1
Cezgion Setup AndXd (@=73> = 2.2
Logoff Andd (@Bx74> = 171
Tree Connect Andd <Bx?52 = 1.1
SMB2
smbhZ prunes:
Hemory wused for smb2 processing: @
Haximum menory wsed for smbZ processing: B
EMB2? command weguestzAsresponzes processed
smbh2 create
smb2 wrrite
smbh2 read
smbZ set info
tree connect
PR tree disconnect
== When Snort is mn as
a Daemon, the daemon

S NIRRT 0 [P Preprocessor Statistics
directory. Total sessions: 8

Snort exiting

IC:\Snort\bin>

FIGURE 1.26: Exiting snort by pressing Cid+C

CND Lab Manual Page 261 Certified Nerwork Defender Copyoght o) by EC-Gouncil
All Rights Reserved. Reproduction 13 Stoctly Prohibited



Meodule 08 - Secure IDS Configuration and Management

68. Go to the C:\Snortllog\10.10.10.10 folder, and open the ICMP_ECHO.ids
file with Notepad++. You see that all the log entnes are saved in the

ICMP_ECHO.ids file

Note: The folder name 10.10.10.10 might vary in your lab environment,
depending on the IP address of Windows 10 machine

ud

i A WL

Fle Edit Sewch View Encodng Language Seffings Macro Run Plugins Window 7
cHHER S LMD oe|an|t x| BRI [EFER EE IR [Ee

e it 3] lanies (3 5 OMP_ECroas 63]]

[[**] ICMP-INFO PING [**]
07f19-15:03:14¢.807T064 10.10.10.10 -> iD.10.10.12
ICMP TTL:128 TOS5:0x03 ID:4738 IplLen:20 DgmLen:&d
Iype:8 ~Code:D ID:1

2gg:3® ECEQ

Lot Lo sl
o T pere ek

_ [**] ICMP-INECG PING [**]
g=i=d Three types of 07/19-18:09:109.419420 10.30.10.10 = 10.10.10.12
vagnables may be defined in ICMP TTL:128 TOS:0x0 1D:4739 Iplen:20 Dgmlen:é&(
Snort: dgg:i0 ECED
= Var
[**] ICMP-INFD PING [*=*]
» Portorar O7/19-13:09:24.409841 10.10.10.10 =% 10.10.10.12
ICMP TIL:12B8 TOS:0x0 ID:4742 Iplen:20 DogmLen: &0
= !P‘VBI Type:8 Code:d ID:l  Seqg:il ECHEC

(D LT [N L ] (oS Ayl ey - [yl [Pl ey Sr gy ALy LLrg |
LTI DRrEs Frmh reomn rma LR rwed oo SR PR fmek Dbv o YSDE mea

FIGURE 1.27: Saved Snort log file

69. This means, whenever an intruder attempts to connect or communicate
with the machine, Snort immediately triggers an alarm

70. So, you can become alert and take certain security measures to break the
communication with the organization network

Lab Analysis

Analyze and document the results of the lab exercise. Give your opinion on your
target’s secunty posture and exposure through free public information.

PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

ABOUT THIS LAB.

Internet Connection Required

[1Yes v No
Platform Supported
] Classroom V] iLabs
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ICON KEY

7 Valuable
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s
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knowledge

Q Web exercize

HZEE Workbook review

’-‘jh_ -
¥ Yon can also

download KFSensor from
http:/ /www keyfocus.net

Module 08 - Secure IDS Configuration and Management

Detecting Intruders and Worms
using KFSensor Honeypot IDS

KESensor is a Windows-based honeypot IDS.
Lab Scenario

Intrusion detection plays a key role in ensuring the integrity of a system's secuity.
Network Intrusion Detection Systems (INIDSs) have long been the best method for
identiftying assaults. KFSensor 1s an NIDS that i1s easy to mstall and configure. No
special hardware 1s required, and its efficient desien enables it to run even on low-
specification Windows machines.

As a network admunistrator, you must possess sound knowledge of network IPSs
and IDSs, identify network malicious activity and log information, and stop or block
malicious network activity.

Lab Objectives

The objective of this lab is to demonstrate the use and configuration of KFSensor

Honeypot IDS.
In thus lab, you will:
®  Detect hackers and worms in a network

" Provide network sec.m;it_g-*

Lab Environment

To complete this lab, you will need:

= KF Sensor 1s located at Z2\CND-Tools\CND Module 08 Secure IDS
Configuration and Management'Honey Pot and Padded Cell System
Tools\KFSensor

®  KF Sensor installed in Windows Server 2012

*  MegaPing located at Z:\CND-Tools\CND Module 08 Secure IDS
Configuration and Management'\Honey Pot and Padded Cell System
Tools'MegaPing
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= TAask 1

Configure
KFSensor

Module 08 - Secure IDS Configuration and Management

*  MegaPing 1s mstalled in Windows 10

® If you have decided to download the latest of version of these tools, then
the screen shots may differ

" Admuustrative prvileges to configure settings and run tools

Lab Duration
Time: 25 Minutes

Overview of the Lab

KFSensor contains a powerful mternet daemon service that is bult to handle
multiple ports and IP addresses. It 1s wutten to resist demal of service and buffer
overflow attacks.

Building on this flexibility KFSensor can respond to connections in a varety of
ways, from simple port lListening and basic services (such as echo), to complex
simulations of standard system services. For the HTIP protocol KFSensor
accurately simulates the way Microsoft’s web server (IIS) responds to both valid and
mvalid requests. As well as being able to host a website it also handles complexities
such as range requests and client side cache negotiations. This makes it extremely
difficult for an attacker to fingerprint, or identify KFSensor as a honeypot.

Lab Tasks

Note: Ensure that WinPcap 1s mstalled before runming this lab. Before starting
thus lab make sure that Windows Firewall 1s turned off in the Windows Server
2012 machine for demonstration purposes. After the completion of this exercise
you can turn on the Windows Firewall.

To tumn off Windows Firewall navigate to Control Panel, in the Control Panel
window click on the Windows Firewall, and in the Windows Firewall window
click the Turn Windows Firewall on/off link from the left hand-side. Customize
Settings window appears, select Turn off Windows Firewall (not
recommended) racio button for both the profiles and click OK.

1. Log into Windows Server 2012 virtual machine.

2. Nawigate to Z:\CND-Tools\CND Module 08 Secure IDS Configuration and
Management'Honey Pot and Padded Cell System Tools\KFSensor,

double-click kfsens40.msi and follow the wizard doven installation steps to
mstall KFSensor.

Note: After mstallation if it prompts to reboot the system. Reboot the
virtual machine.
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3. Once the installation i1s finished make sure that the Launch KFSensor
option is checked and clicks Finish. To launch KFSensor automatically.

Completed the KFSensor Evaluation
Setup Wizard

. ”
¥/ The Set up Wizard is 2 : ; b . A
serd fo prefiicns thie snisial ‘ 3 Click the Finish button to exit the Setup Wizard.
confipnration of KFSensor.
Launch KFSensor
FIGURE 2 1: Launching KFSensor
4.  On fuirst launch of KFSensor, the setup wizard appears; click Next
Set Up Wizard
The KFSensor Set Up Wizard will take you through
A a number of steps to configure you system.
=i The KFSensor All of these can configurations can be modified later
Monitor 13 a module that using the menu options.
provides the nser interface
f;tt};?tm:smmf system. You might like to read the manual at this point to leam
11 1 ‘_'i"DlI Can COﬂ.ﬂgl'lI& ‘ 3 :
PR AT N how KFSensor works and the concepts behind it.
examine the events that it ;
gene.tates. Gahng aarted
For help on the options in the Set Up Wizard.
| Wizard Help |
FIGURE 2 2: KFSensor Set Up wizard
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E?Asystems SErvICe 13 4
special type of application
that Windows mins in the
background and is similac
in concept to a UNIX
daemon.

[III To set up common
ports KFSensor has a set of
pre-defined listen

Windows Workstation
Windows Server

Windows Internet

Windows Applications

Linux (services not
usually in Windows)

Trojans and worms

Module 08 - Secure IDS Configuration and Management

5. Uncheck all the ports with all active native services to include, and click
Next

Ports with active native services

[ ]TCP 135- MS RPC

[ ]TCP 445 - NBT SMB

| TCP 49152 - Vista wininit

[ ]TCP 45153 - Vista EventLog
[ | TCP 45154 - Vista nsi

[ ] TCP 49155 - Vista svc

These ports are cumently running native services.

KF Sensor can monitor the activity of these exdsting services, choose this by
checking the port. This is the recomended option for sensors located within
an organization's network.

To allow KFSensor to monitor a port directly then uncheck
the port. This is the recomended option for a sensor exposed
directly to the intemet via 2 public IP address.

(Bad-:|

FIGURE 2.3: KFSenosr Native Services

6. If you want to send KFSensor alerts by email, specify email address details,
or leave the fields empty and click Next

Send to:
Send from:

if you want KFSensorto send alerts by email then fill
in the email address details.
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Module 08 - Secure IDS Configuration and Management

7. Click Finish to complete the setup

The KFSensor Set Up Wizard has now got all the
infformation it needs to configure your system.

To read up on where to go from here click the button below

MNote on the Evaluation Version

We hope that you find the KFSensor evaluation tial perod
sufficient to evaluate KFSensor. f you would like to have an
extended tnal penod, or have guestions related to the product
then get in touch with use at http://www keyfocus net/cortact/.

m The Ports View is

displayed on the left panel
of the mam window. It
compuses of a tree
stracture that displays the 5
FIGURE 2 5: KFSenosr Set Up Finished
name and status of the e
KFSensor Server and the - . - .
T 8. The KFSensor main window appears. It displays a list of ID protocols,
ports on which it 1= ; ) !
listening. Visitor, and Received automatically when it starts. In the window (shown
below), all the nodes in the Left block crossed with blue lines are the ports
currently in use
Helg
“EPE R Al S e 2 E
=W B kiscnsor - localhost - W=~ | 1D Start Curstion Pro.. Sens. Mame Visitor -:l
- TCP & 50 771572016 4:28:14 PM.... 0.000 TCP 9097 TCP Closed Port  WINDOWS
- o) 0 Closed TCPPorts = | @ 59 7715/2016 4:28:14 PM.... Q000 TCP 9997 TCP Closed Port  WINDOWS
: | @58 7/15/2016 4:20:13 PM.... 0.000 TCP 9997 TCPSynScan  WINDOWS _
: o 57 7/15/2016 4:28:45 PM.... 0000 TCP 9907 TCP Closed Port  WINDOWS =
- ol @56 7/15200642844PM... 0000 TCP 9987 TCPClosedPort WINDOWS
i g &3‘ AT @ 55 7/15/2016 4:28:43 PM.... 0000 TCP 4997 TCPSyn Scan
o & 015 @ 54 7152016 4:26:14PM..., 0000 TCP 9997 TCP Closed Port
g R i @ 53 7/15/2016 4:28:14 PM.... 0.000 TCP 9997 TCP Closed Port
g 119 NNTP @ 52 7/15/2016 4:28:13 PM.... 0000 TCP 9997 TCP Syn Scan
Q 135 s eor fhn | O O 7/15/2016 42744 PM..., 0000 TCP %997 TCP Closed Port
.13 139 NBT Session .. 7/15/2016 4:37:44 PM.... 0000 TCP @097 TCP Closed Port
E i INAP d 7715/2016 4:27:43 FM.... 0.000 TCP TCP Syn Scan ‘ :
il ﬂ |2 7/15/2016 4:27:31 PM.... 0.000 UDP MET Datagram... WIN-SQHF
Name Value B 7/15/2016 42715 PM.... 0.000 TCP TCP Closed Port WINDOWS
" — T —— = 7/15/2016 4:27:14 PM.... 0.000 TCP TCP Closed Port  WINDOWS
Last status 115/2016 4:2 7115/2016 4:27:13 PM.... 0.000 TCP TCP Syn Scan WINDOWS
Status Active \ 7/15/2016 4:26:45 FM 0.000 TCP TCP Closed Port  WINDDOWS
Runningsince  7/15/2016 2:13 7/15/2016 4:26:44 FM 0.000 TCP TCP Closed Port  WINDOWS
Last restart 7/15/2016 4._39.; 71572076 4:26:43 PM.... 0.000 TCP TCP Syn Scan WINDOWS
Runnlng for 9 rminutes and_l: s ?}'1 5!2016 4226.14 FMnn ﬂ.ﬂw TCP - TCP CIE‘SEd PDl't WINDMU
<fw ] Ed || B il L 1>
: J i Serven Attack Vistors: 3 Ewvents: 60,60
FIGURE 2.6: KFSenosr Main Window
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9. Launch the Command Prompt from the Apps screen

10. In the command prompt, type netstat —an and press Enter

"7 The top level item is 11. This will display a list of listening ports

the server. The IP address - ——1— ——————————
of the KFSensor Server o) Administrator: C\Windows\system 32\ cmd.exe
and the name of the Microszoft Uindows [Uersion 6.2.9680]

cucrently active Scenario (c> 2813 Microsoft Corporation. All rights reserwved.

are displa};'ed_ The zerver
icon indicates the state of
the server: Hictive Connections

i s lzerssAdministratornetstat —an

State

LISTEHIHG
LISTENI NG
LISTENING
LISTEHI HG
LISTENING
LIS TENI M
LISTENI NG
LISTENING
LISTEHNI NG
LISTEKRI NG
LISTENI NG
LISTEHIHG
LISTENI NG
LISTENING
LISTEHI NG
LISTEHING
LISTENI MG

Proto Local Address
TCP B.8.8:1

TCP
TCP

=]
ESEBE@ES@SEEEEEEEE

ERAAREIRRAREED R RS E M
FARAARARRARAERAREED

QAR @

QRGNS R G

(L |
L T T T T T
o 00 00 00 O R B b P B Pl = = e s
el Do b (B0 0 DD CF1 L0 [ e ke WD ] G
P

ERAREARIARGEDEERE T

(1]

#.8.8
A.8.8
B.8.8
#H.8.8
W.¥u.Hu
B.68.9
H.8.8
a.8.8
Hn.A_A
#.8.8
B.8.8
A.4.48
A4.84.8
B.8.08
A.4.8
WM.\

FIGURE 27 Conumand Pmmptwiﬁl netstat -an
12 Log into Windows 10 virtual machine as a local Administrator.

13. Navigate to Z:\CND-Tools\CND Module 08 Secure IDS Configuration and
ManagementiHoney Pot and Padded Cell System Tools\MegaPing and
double-click megaping_setup.exe and follow the wizard doven installation

steps to mnstall MegaPing.
L1 Each visitor detected . .
b R e 14. Once the mstallaton 1s completed make sure the Launch the program
_vthe KFSensor Server i3 ] ] i e _ ]
listed. 'The visitor's IP option i1s checked and then click Fiush, so that MegaPing will launch
address and domain name automatic g]l 2
are displayed. ally.

15 MegaPing - InstallShield Wizard X1

InstaliShield Wizard Completed

The InstallShield Wizard has successfully installed MegaPing.
Chick Finish to exit the wizard.

Launch the program

[] show the readme file

Bac | Finish | — AN
‘ 4

FIGURE 2 & Launching MepaPing in Windows 10
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15. The About MegaPing pop-up appears; click | Agree to continue

B ks 5 About Megaping

ez MEGAPING

MegaPing 4.9 Copynght® Magneto Software 2016

- | TR [
5 I k- E
wy |l|.-iT' ATy d' "'"'!’- L.

,":-i’f f:t 1l S AN = o AAD

Quit ‘_"?L Enter I:ode 1.. Order
FIGURE 29 MegaPing License Agreement
16. MegaPing main window appears as shown in the screenshot.
m The protocal level of n MezgaPing (Unregistered) = O x
KFSensor 13 nzed to group File View Tools Help
the ports based on their -
protocol; either TCP or : "E" LBz v
o R - ,a_' DMS List Hosts o
.2, DNS Lookup Name ésy Skl
JQ Finger i
{8 Network Time ~F Connectiors  BJ Statistcs - Intefacss 9 PRouting &5 ARF
g“g Ping Al
- gg Traceroute Frotocd ¢ PID Lecel Addess  Femcte Adar.  State ]
-5 Whals C @mF 135 8560000135 0.0.0.00 LISTEMING & Refresh
‘3 Metwork Resources LR - F 139 410,010,121, 0.0.0.00 LISTENING [ Active Only
*%) Process Info g E-F 3389 1012000.0:3389  0.0.0.00 LISTENING
B Y Syztem Info @ F 8089 13280.00.0:808%  0.0.0.00 LISTENING o
@ IP Scanner @ ¥ 40654 662 0.00.0:40664  0.0.0.00 LISTEMIMG
g‘ MeBIUS Scanner m,,_‘r‘ 40665 752 0.00.0:4965 0.0.0.0:0 LISTENING
& Share Scanner ko 49660 1040 0.00.0:49666  0.0.0.00 LISTENING
@ Security Scanner . @ 49657 1648 0.00.0:49667  0.0.0.0:0 LISTENING
- Port Scanner @ 40658 752 000.0:40668  0.0.0.00 LISTEMING
-8 Host Monitor R ¥ 49600 524 000.0:49669  0.0.0.0:0 LISTENIMNG
. Bl 49670 740 0.0.0.0:49670  0.0.0.0:0 LISTENING
G- F 45672 1450 0.00.0:45672  0.0.0.0.0 LISTENING
@Y s 40000:445 00000 LISTEMING
A% uDP 15 ports 16:34:53
B F 123 1480000123
— { - ' 107 AADANAn 10k Tk i &pm

FIGURE 210 MegaPing Man Window
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EH task 3

Perform Port
Scanning

L] Visitor s obtained by
a reverse DINS lookup on
the wisitor's IP address. An
icon 13 displayed mndicating
the last time the visitor
connected to the secver:

EI_ The Ports View can

be displayed by selecting
the Ports option from the
View menn.

Module 08 - Secure IDS Configuration and Management

17. Select Port Scanner 1n the left pane

18. Enter the IP address of the Windows Server 2012 (10.10.10.12 ) m the
Destination Address List field and click Add

% MMegaPing (Unreginered) = O b 4
File View Tools Help
A GG 358 THRXPS S0

-2 DNS List Hosts i

T

. 2 DNSLockup Name ,-3 it

[E Finger -

@ MNetwork Time ~ Fort Scanner gd Pot Scanmer Setings

g Ping

. gg Traceroute Destination

L& Whols 10.10.19.12 Scen Type: Authonzed Forts | Seatt

ﬁ Metwork Rescurces
- Process Info
2 System Info
--f IP Scanner
g MetBlOS Scanner
_ d,'? Share Scanner
.@ Security Scanner
- Port Scanner
@ Host Montor

Destination Addresa Lix

Hast

|1'D.'H]' 1012 I

“elect Al

Resuks

Portz £ Type  Keyword Deecnption

FIGURE 211: MegaPing Port Scanner

19. Check the IP address in the Host section, and click the Start button to start
listerung to the traffic on 10.10.10.12.

Note: This IP address may vary in your lab environment

=

File View Tools Help

MegaPing (U nfeg?itsred)

ACARGRS DA |fTEERY E|D

-3 DNS List Hosts =

,3,. ONS Lookup Mame ,,—? R
] -@ Finger
8 {3 Metwork Time = Port Scarner #¢ Part Scanner Settings

g8 Ping

: ? Traceroute Deetiration: F

g Whols 10.10.10.12 Sean Type: | Authonzed Pots v | M == |
tg Metwork Resources Destiration Address List

- @ Process Info [10.10.10.12

g Systern Info ;

i H

A Q IP Scanner n}:r_ [ 5elect Al
- NetBIOS Scanner 810101012 Ldd
Ge! Share Scanner T—

@ Security Scanner | Desta
o Port Scanner

... Host Monitor Fie sults

Paorts £ Type HKeyword Cheacrption Fiak
Repot

FIGURE 212 Begmning the Scan on 10.10.10.12
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20. The image below shows the identification of Telnet on port 23

21. MegaPing begins to scan for open ports and displays a list of ports

22. You can observe Telnet on port 23, which allows hackers to connect to a
remote machine through Telnet

ag MegaPing (Unr:g:rl:d]

File View Tocls Help
2282 gas 3D L HZRPS 2B

-2 DNS List Hosts
- Port S
. 2 DMNS Lookup Mame r’g i

ﬂ' Finger )
{3 Network Time ¢ Port Scanner i Pot Scanner Settings
g% Ping
gy Traceroute Drastination:
. Whels 1010.10.12 Scan Type: | Authorized Pors
A2¥ Metwork Resources Destination Address Lt

: % Process Info 10191012

; g System Info

r;f IP Scanner ek
Y NetBIOS Scznner L& 10101012
3P Share Scanner
B Security Scanner
. Port Seanner

: @Ho:th‘lnnitur Reauts

Pots ¢ Type Keyword  Description Risk
ﬁb‘ 3| TCP fip File Transfer [Contr... Elevated =a
; 22

ToP _cch Femote Login Prot..  Elevated
TCP  telnzt Telnet Elevated
TCP smip Simple Mail Transter  Elevated

TP namesern.. Host Mame Server Low i ] Repmt

FIGURE 213 MegaPing Telnet Post
— 23. Now, switch back to the Windows server 2012 virtual machine. Observe
= TAsk 4 that KFSensor has detected port 23 is open.
Analyze the 24, Seeaing this port open, you can take proper secunty measures to close the
Result port, thereby preventing intruders from connecting to this machine from

the outside.

Ot

Ic icw Sc:nu ignaturcs S:gs Help

R R [N Y E[TEER AR S E MR

L:!:i kfsensor - localbost - M. ~ Start Duration Pro.. Ssns. Mame Visitar

Fx:] TCP 7/15/2006 2:40015 PIA.... 0.016 TCP 23 Telnet WINDOWS10
i Lo 0 Closed TCP Ports =

A 17 Quote of the ..
b 19 chargen - Re..
5 21 FIP - Recent...

SMTP - Rece. ©
[

Mame Value

Sensar kf=erisor E
Last status 7152016 £:41

FIGURE 2.14 Telnetpatt open Alert in KFSensor

CND Lab Manual Page 271 Certified Nerwork Defender Copyoght ) by EG-Gouncil
All Rights Reserved. Reproduction 13 Stoctly Prohibited.



"7 The Visitors View is
linked to the Events View
and acts as a filter to 1t. If
vou select a visitor then
orly those events related to
that wmsitor will be displayed
in the Events View.

2 B @

Module 08 - Secure IDS Configuration and Management

25. The image below displays the data of a Death Trojan on port 2. Secing this
port open, a network administrator can add a firewall rule to block port 2,

thereby securing the system from being atfected by Death Trojan

' KFSensc
 File View Scenario  Signatures Settings Help

b

& [

ORI E AR Sel 2@ MR N

Os =

El'i kfmﬁ;or-hcaﬂmsl-m_ga D
.8 TP

0 Closed TCP Port
1 port one - Re...!

E

Start

Curabion

Pre,

Sens..

Mame

Visitar

& 151
€14
8132

A 17 Quote of the ..
19 chargen -R‘.e_g
. 21 FIP - Recent..
.\ 22 S5H - Recen...

]\ 23 Telnet -Rec..
. #® 25 SMTP -m-.-;.u__f”

<| C

I

7152076 4:40:18 PM....
7152076 4:40:18 FM....
715/2076 4:40:15 PM....

0.000
0.000
0.000

TCP
TCP
TCP

2
2
Z

Death, Trojan
Death, Trojan
Dreath, Trojan

WIMDOWS10
WIMDOWS10
WINDCWS10

Flame

Sensor

Lact status
Status
Running since
Last restart
Funning for

Walue

kfeensor
T5/2016 4:45
Hcte
T115/2016 4:19‘,
7/15/2016 4:29
25 minutes

-

e

&

B

Liser Rights: Admin [7E]

FIGURE 2.15: Death Trojan data on KFSensor

Lab Analysis

Analyze and document the results related to thus lab exercise. Provide your opinion
of your target’s secunty posture and exposure.

Server: Running

| Visitors: 4

Events: 37197

PLEASE TALKE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

RELATED TO THIS LAB.

Internet Connection Required

[1Yes No
Platform Supported
] Classroom M iLabs
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