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Module 08 - Secure IDS Configuration and Management

Configuring Snort IDS

Snort is an open-source network IDS [ IPS.
Lab Scenario

An IDS/IPS is an important network security measure which 1s used behind a
firewall and works from mside the network. An ID mspects the network traffic and
looks tor heunistics and pattern matches for the intrusions. However, improper IDS
confisuration and management can make IDPS unworthy. So, IDS configuration
and deployment should be performed with careful planning, preparation,
prototyping, testing, and specalized tramung. As a network admumstrator, you
should be able to configure IDS/IPS in your organization’s network

Lab Objectives

The objective of this lab 1s to demonstrate how to configure snort IDS in a network.

In this lab, you will need to:

Install Snort and venfy Snort alerts
Contigure and validate the snort.conf file
Test Snort is working by carrying out a test attack

Perform Intrusion detection

Lab Environment

To complete this lab, you will need:

A virtual machine munning Windows Server 2012
A virtual machine munming Windows 10

Snort located at Z:\CND-Tools\CND Module 08 Secure IDS Configuration
and ManagementIDS and IPS Solutions\Snort

You can download the latest vwversion of Snort from
lltt:l:rs'.f [wrarw.snort, m:gf downloads. If you decide to download the latest
version, screenshots may ditfer

WinPcap dovers mstalled m Windows Server 2012 virtual machine
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Install Snort

Module 08 - Secure IDS Configuration and Management

" Notepad++ mstalled in Windows Server 2012 virtual machine

"  Adnunstrative prvileges to configure settings and run tools

Lab Duration
Time: 25 Minutes

Overview of IPSs and IDSs

An intrusion prevention system is a network secunty applhance that monitors a
network and systems for malicious activity. The IPS’s main functions are to
identify malicious activity, log information about any activity, attempt to

block/stop it, and report it.

An mtrusion detection system 1s a device or software application that momnitors
a network and/or systems for malicious activity or policy wiolations and
produces reports to a management station. Lhe IDS performs intrusion
detection and attempts to stop detected mecidents.

Lab Tasks

Note: Before starting this lab Tum off Windows Firewall in the Administrator’s
machine re., Windows Server 2012, for the lab demonstration purpose. Later you
can turn on the Firewall.

1. Launch Windows server 2012 Virtual machine.

2. To install Snort, navigate to Z:\CND-Tools\CND Module 08 Secure IDS
Configuration and ManagementilDS and IPS Solutions\Snort

3. Double-click the Snort 2 9 8 3 Installer.exe file. The Snort installation

wizard appears

4. If Open File - Security Warning pop-up appears, click Run
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Module 08 - Secure IDS Configuration and Management

5. Accept the License Agreement, and install Snort by selecting the
default options that appear step by step in the wizard

Please review the license terms before installing Snort 2_9_8_3. @

Press Page Down to see the rest of the agreement.

r DTS TG D AT D DR TG 6 A 6T DN AR DD 360 DA 6D IS NG 6D D D6 D D6 N NG DRSNS D6 T DS DN NG 6D D D6D DN 60D 36D 6T DA 6D D NI 6D DA S DD 536D 6 DA D DN T DD A D6 D D T 5 A

"7 Snortis an open wmm—

source network intrsion The text that follows is the GNU General Public License, Version 2 (GPL V2)
prevention and detection and governs your use, modification andfor distribution of SNORT.

system (IDS,/IPS).

Section 9 of the GPL V2 adknowledges that the Free Software Foundation may
|publish revised and/or new versions of the GPL V2 from time to time. Section 9
further states that a licensee of a program subject to the GPL V2 could be

free to use any such revised andfor new versions under two different scenarios:

1. "Failure to Epeuﬁr * Section 9 qf 1_11& GPL V2 _a!uws a Iu:ensee _t:F a

If you accept the terms of the agreement, dick [ Agree to continue. You must accept the
agreement to install Snort 2 9 8 3.

Mullsoft Install Swstem w2 .46

FIGURE 1.1: License Agreement

6. A window appears after the successful installation of Snort. Click Close

m You can also

download Snort from
http:/ /www.snort org.
f'-.l'_l||‘~ 'Il-'r I 15Ea | F.':_-'n',l‘ =0 W dE
FIGURE 1.2 Snort Setup comipleted
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Module 08 - Secure IDS Configuration and Management

7. Snort requures WinPcap to be installed on your machine.
8. If you have already installed the application click OK to exit the Snort
Installation window and skip to the next step
7 WinPeap is 2 tool for =
S et & Snort 2.9_8_3 Setup
that allows applications to
capture and transmit
network packets to bypass :
the protocol stack Snort has successfully been installed.

10.

11.

12.

.:ﬁ; To print out the
TCP/IP packet headers to 13

the screen (1.e., sniffer
mode), type: snort —v.

14.

Snort also requires WinPcap 4.1.1 to be installed on this machine,
WinPcap can be downloaded from:
http://www.winpcap.org/

It would also be wise to tighten the security on the Snort installation
directory to prevent any malicious modification of the Snort executable,

MNext, you must manually edit the snort.conf’ file to
specify proper paths to allow Snort to find the rules files
and classification files.

-

FIGURE 1.3 Snoct Successfnl Installabon Window

By default, Snort installs itself in C:\Snort (depending on the disk duve in
which the OS is installed)

Navwigate to the ete folder in the specified location, Z:\CND-Tools\CND
Module 08 Secure IDS Configuration and ManagementiIDS and IPS

Solutions\Snortisnortrules\etc copy snort.conf, and paste it in
C:\Snortletc

If Snort.conf 1s already present mn C:\Snortletc; replace it with the
snortrule’s snort.conf file

Copy the so_rules folder from Z:\CND-Tools\CND Module 08 Secure IDS
Configuration and ManagementiIDS and IPS Solutions\Snortisnortrules,
and paste it in C:\Snort

. Copy the preproc_rules folder from Z:\CND-Tools\CND Module 08 Secure

IDS Configuration and ManagementilDS and IPS
Solutions\Snortisnortrules, and paste it in C:\Snort. The preproc_rules
folder 1s already present in C:\Snort; replace this folder with the

preproc_rules folder taken from snortrules

In the same way, copy the rules folder from Z:\CND-Tools\CND Module 08
Secure IDS Configuration and ManagementilDS and IPS
Solutions\Snortisnortrules, and paste it in C:\Snort. The rules folder is
already present in C:\Snort; replace the folder
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Module 08 - Secure IDS Configuration and Management

15. Now navigate to C:\Snort, and press Shift + right-click on bin; click Open
command window here from the context menu to open it in a command

E TAsK 2

prompt
Verify Snort

Calact none

|
g5 Invert selection

b ThisPC k Local sk [C:) ¢ Snort

I Favortes —_

B Cesktop bin

0O
& Dovmloads dor pen

CIpEn in new process

Recent places Ete
lib 'f.lpl;n i new window

18 This PC log Open command window here

m Deskiop preproe Share with
Diocurments rules q fip and Share [Windip Bprass)
W Dovnloads i Uninsta &3 | WinZip
W Music Restare previous versions
&=l Pictures nelude in library
8 Videos Pim ko Start
i Lo<al Disk (C] Copy as path

. Send to
Bl Metwork

Cut

Cnp‘:.-

Create shortout
| Delete

3 itermis 1 item selerted

FIGURE 1.4 Starting Command Prompt from Snort' bin

16. The Command Prompt window appears. Type snort and press Enter

17. A rapid scrolling text will appear in the command terminal, scroll up. This
command will show you that snort is confisured m your machine
successfully. The Process ID will differ in your lab environment.

Administrator: CAWindows\system3 A cmd exe - snort

SSnortrsbinlsnort
Running in packet dump mode

——== [pitializing Snort ==—
Initializing Output Plugins?
pcap DAQ configured to passive.
he DAQ verszion does not support reload.
Acquiring netwvork twaffic From "““DevicesHNPF_{B7RBAGDF-DCD—4293-BDED-6DACAKB24A7 2

S A
¥

;:nuding Ethernct

——== [pnitialization Complete ==—

= . : —®> Snoprt?t {x
£/ To SPEMFRIGEMtD [ L Uersion 2.2.8.3-WIN3Z2 GRE {DBuild 383>
logging directory, type By Martin Roesch & The Snort Team: http:/-wwuw.snort.orgscontactiiteam

s Lopuyright <G IW14—4W15 Gisco andAsor 1ts atfiliates. HLL rights resep
snort —dev —1
{logdirectorylocationand, Copyright <¢C> 1998-2813 Sourcefire. Inc.. et al.
SﬂD‘ft alitﬂﬂlaﬁ{'ﬂ]l‘\_- h‘.l.':l‘:';-'-ﬂ LIEJ:.IIH P':RE UI::I"HJ:.I.III: B-.I.E EH.I.EI_EEI_EE
to go into packet Io Uzing ZLIE version: 1.2.3
mode. Commencing packet procecsing Cpid=2B68>

A?-19—11:56:=38 . 3823168 1A 1A 1812137 —> 18.18.18,255:137
FIGURE 1.5: Bazic Snort Command
18. The Initialization Complete message displays. Press Ctrl+C. Snort exits and
comes back to CiSnortibin
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L Ping [ Fa] [0
count] [-1 size] [-f] [ TTL]
[-w TOS] [-£ count] [-=
count] [[-] host-list] | [-k
host-hst]] [-w timeont]
destination-hist.

" To enable Network
Intmision Detect 1on
System (INIDS) mode so
that you don’t record every
single packet sent down the
wire, type: snost -dev -1
.flc:ng -h 192.168.1.0/24 ¢
snort conf.

Module 08 - Secure IDS Configuration and Management

19. Now type snort -W. This command lists your machine’s Physical

Address, IP Address, and Ethemet Drvers, but all are disabled by
default

Administrator C\Windows\system32\cmd.exe

Bad TTL: A ¢ A.88a:)
55 G 1: A ¢ @A.88e:)
8L G 2= B ¢ O.800:x>

Snort exiting

t“»Snortsbin*snort —4W

e -3 Bpnort? <£»—
o' Jersion 2.7.8_3-WIN32 GRE <(Build 383>
f e By Martin Roesch & The Snort Tean: http: ~wuu.snort.orgscontactHteam
Copyright <C) 2014-2081% Cisco andsor its affiliates. All rights reser

Copuwright <C) 1298-2013 Souwrcefire. Inc.. et al.

Using PCRE version: 8.18 26018-86-25
Uging ZLIB wewrsionz 1.2.3

IT Address Device Hame Description
AA:AC-2P:CBE=5A:7 AR AN feHP-DAA:-PAVB AR - F4A1 38 3F ~Device™.
EP‘F {87BBAGDF-D7CD-4233-BDED-6DACE B2489 26> Intel(R) B2574L Gigahit HNetuork
onnection

»Snortsbin >

FIGURE 1.6: Snodt -\ Command

20. Observe your Ethernet Drver index number and write it down (in thus lab,
itis 1)
Note: Ethemnet Index numbers may vary in your lab environment, if two or
more dovers are installed.

21. To enable the Ethemet Drver, in the command prompt, type snort -dev -i
1 and press Enter

Note: In the command 1 1s nothing but the Index number of the Ethernet
adapter installed in your machine.

22. You see a rapid scroll text in the command prompt, which means that

the Ethernet Drver 1s enabled and working properly

Administrator: CAWindows\system32\cmd.exe - snort -dev -1 1

»Snortsbin2snort —dev —i 1
wnning in packet dump mode

== Inditiali=zing 3nort ==
Initializing Output Pluginsz?
pcap DAQ configured to passive.
he DAQ verszion does not support reload.

—== [Initialization Complete ==—

—%3 Snopt? (=
lersion 2.7.8.3-WIN32 GRE <Build 383>

By Martin Roesch & The Snowrt Tean: httpis“vuu_snopt _orgscontactiteam
Copyright (C) 2014-2815 Cisco andAsor its affiliates. All rights reser
Copyright (C) 19?28-2813 Souwrcefire, Inc.. et al.

Using PCRE wversion: 3.18 2818-86-25

Uzing ZLIB version: 1.2.3

Commencing packet ppocessing Cpid=19962

FIGURE 1.7: Snort —dev —1 1 Command
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Module 08 - Secure IDS Configuration and Management

23. Leave the Snort command prompt window open, and launch another
command prompt. Right-click on the Start icon and click the Command

LD e frag3 Prompt from the context menu.
pPreprocessor is a target-
based IP defragmentation 24, In a new command prompt type ping 10.10.10.10 and press Enter

module for Snort.

Note: 10.10.10.10 1s the IP address of Windows 10 machine.

Administrator: Command Prompt - ping 10.10.10.10

icrosoft Windows [Uersion 6.3.7668]
Ly 2013 HMicwoszoft Corporation. All »ights weserved.

tslzepssAdministratoriping 181601818

inging 18.18.18.18 with 32 hytes of data:

eply from 18.180.168.18: hytes=32 tine<imz TTL=128
eply from 18.18.18.18: hytes=32 tine<im=z TTL=128
eply from 1H.1H. 1M 1HZ hytes=3Z tine<lms l1L=128

FIGURE 1.3: Pjng Command in MNew Command Pr-::nmpt

25. This ping command triggers a Snort alert in the Snort command prompt
with rapid scrolling text.

Administrator: C\Windows\system32\cmd.eve - snort -dev -i 1

4 BEL BE A7 AR R BA BB GC AD RE KF 8 ashedefghijlklnnop
Y4 75 76 77 61 62 63 64 65 66 67 68 67 grstuvwabocdefghi

=4+=4=+4+=4=4+=F=+=4+=4+=4+=4+=F*=+=4+=4+=4+=*+=F*=4+=4+=4+=4+=4*=Ft=4+=4=4*+=¥*+=*+=F=4+=4=+=¥4=4=¥=+

A7 19-12:-04-12 244735 @A-0C:-29:CE-58=-78 —> OB-BC:-29:5A:59:-8F type -Bx8008 len-Bx4A
8.18.18.12 —> 1A8.18.18.18 ICHF TTL:12Z8 TOS-E8x@ ID-364? IpLen:Z60 DygmLen-60
vpe:8 Code:B@ ID:1 seq:5  ECHO )

(1 62 63 64 65 66 67 6B 69 6A 6B 6C 6D 6E 6F 78 abcdefghijklnnop

1072 7274 7% e 7 61 62 62 64 65 66 67 68 69 grstuvwabedefghi

=t+=d4+=+4+=t=t+=t=t+=Hdt=t=t=t=t+t=t+=t+=4+=t+=t+=+=t+t=t+=4+=t+=t+=t+=+=H4+=t+=4+=t+=t=+=H4+=H+=t+=4+=%+=+

MRNING: Mo preprocessors configured for policy B.
P12 -12:84:123.245127 B8:8C:22:5A:=52:z8F —> BA:=:8AC:=22:CB:58: 78 typc:0x8808 len:=Bx4A

LA.10.18.18 —> 1A.18.18_12 ICHP ITL:=1:28 TOS:Ux@ ID:-4088 lplen:Z28 Dgmlen:-G6H
[Eﬂ - i - Tvpe:A Code:@ ID:1 Seqg:5 ECHO REPLY
== Notepad++ is a free 21 62 63 64 65 66 67 68 6% 6A 6B 6C 6D 6E 6F YA abcdefghijklnnop

spnrce code editor and A2 7?3 475 V6 PP 61 62 63 64 65 66 67 68 69 grstuvwebcdefghd
T -
thEPﬂd IE-'P].E':'Eﬂ-.I.E'Lt th'at =4+=4=4+=4+=4+=Ft=+=4+=¥4=4+=4+=F+=+=4=4+=F+=F+=F=4+=4+=+=F+=4+=F=4+=4=F+=F4=F4=F=4+=4=+=4=4+=¥%+=+
supports several languages.
It mns in the MS Windows

environment.
FIGURE 1.9- Snost Sh-:mng Capnred ngﬂﬂqlmt
26. Close both command prompt windows. The vernfication of the Snort
installation and triggenng alerts 1s complete, and Snort 1s working correctly
in verbose mode.
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Module 08 - Secure IDS Configuration and Management

27. Configure the snort.conf file, located at C:\Snortletc

EH task 3

28. Open the snort.conf file with Notepad++ using the nght-click menu
Configure

et coat e 29. The snort.conf file opens in Notepad++, as shown in the screenshot

Note: If any Notepad ++ update pop-up appears close them

File Edit 3earch Y“ieww Encoding Languege Settings Macro Fun Plugins  Window T ke
cHHEHE % B 4l e aty a EES1[EERELH EERE G |
s ceond £
L T M LTI N L SN L N O Y P L PR -
2 & VBT Bule Packages Znoct.gomi =
3 #
4 & For more informacicon visit e ati
R S hoopty /W . SROXE. DTG Snoet Wekaite
L L L i 1 dgureefire VAT Blag
t
£ HMailipg li=c CORCAGE: anort-gigaflists. agurceforge.o=t
= False Fosicive reports: Ipdaonroefiee . oom
£ Enorc blgs: PugadanasrT . gy
¥
F 4 Competible with Snort Veo=ions:
1 ] YEREITHE 1 Z2.5.B.,3
£

FIGURE 1.10: Snort.conf File m Notepad++

.
=

. Scroll down to Step #1: Set the network variables section (Line 41) of
snort.conf file. In the HOME_NET line (Line 45), replace any with the IP
address of the machine (Network Adnmunistrator Machine) on which Snort
1s runming. Here, the Network Admunistrator Machine 1s Windows Server
2012, and the IP address 1s 10.10.10.12

Note: This IP address may vary in your lab environment

File Edit Search View Encoding Language Settings Macre Fun Plugine Window 7

cHEHBREGR 4hke g 2x BRE [ EDERD RED R R (E

-E sron conf E'|I|
#
# 1} 3=t the necwork wariables.
m The element "any’ can # 2} Configure che decoder
bE m&d to ﬂlﬂtﬁhﬂ]] ].-PE i 3 Configure che Dafe Jdetectlon engine
3]" 1 ,EIII'" 15 not ’ ¥ 4} Configure dynamic loaded librariss
ﬁl . 'I:E:d_[F' # 5} Configore pDreprocCessora
allowed. Alzo, nega $ €} Configure cucput plLRging
ﬂlﬂgﬂﬂ that are more # T} Coustomize your rule =et
geue,ml than ﬂDﬂ—ﬂEﬁltEd # 2} Customize preprocessor and decoder rule set
1P fanges are not allowed. # 2} Cuscomlze sharsd object rule ser
e e R g
ki
£ IStEp £1: 5=t the ne=twork verimbles. For more= informstion, === REALDOME.varisbl=s
2 S p s s E S R P it E R R g g L s E X SR E R E T ]
# Zetup th= network addre==es you are protecting
FIGURE 1.11: Confignong Snort conf File m N ++
31. Leave the EXTERNAL_NET any line as 1t 1s
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Module 08 - Secure IDS Configuration and Management

32. If you have a DNS Server, then make changes in the DNS_SERVERS line
by replacing SHOME_NET with your DNS Server IP address; otherwise,
leave this line as it is

Fle Edit Zearch Wiew Emcoding Lenguage Settings Maco Pun Pluging  ‘Windew
cHEHR AGR sGb e a2 BEE N 1EDEL | ®

Bl chengeloa 1 =l anorcorf 3 | Enepins kee ]
T adbabadidbabibidibbibibibbibididisiiabibbRaI bR

m ) 41 & Step #1: 38T The necwork varlables. For more inforwaclon, see AERTME.warlahilea
I-Dg Eﬂﬂkﬁtﬂ i L et Lk Lh b b bk Lih 1ot Lk Lat et bk La b da L Lt LT E T
tcpdu.mp format and to ol
S i & Setup the network sddoesa=s yoo so= poobeEcting

produce minimal alerts, A5 var HOME NET 10.10.10.12

- B110 Et RE
YPE- -b-A fast ¢ 47 & 38t up rhe sWrernel DETWoEk eddrsssss, Lesye a8 "poy™ 1o most situsclons
snort.conf. 48 var EXTERNAL HET any

44

50 & List of DHY secwer= on your netwock
i1 var mﬁ_&ﬂmas

53
53 & List of SMIP s:srvers on FOUT metwork
54 var JMTE_SERVERS #HIME_NET

# Liac of wal gerwers On Yyour necwork
wvar HITE_SERVERS &HIME NET

g Li=st of agl sece=c= on youro neowoack
var 50L_SEEWERS EBEOME HET

# Ligc of TalReT SeBvEPd i JOUT BaCWork
var TELWET_SEEVERS ¢EOME_HNET

& Li=t of ash secw=r= on your network

length: 26825  lmes: 631 lnz37 Col:64 Sel: 0|0
FIGURE 1.12: Confignnng Snort conf File m N ++

33. The same applies to SMIP_SERVERS, HTTP SERVERS,
SQL_SERVERS, TEINET SERVERS, and SSH_SERVERS

34. Remember that if you don’t have any servers minming on your machine,
leave the line as 1t 1s. DO NOT make any changes in that line

35. Scroll down to RULE_PATH (Line 104). In Line 104 replace ../rules with
C:\Snort\rules, in Line 105 ../so_rules replace with C:\Snortiso_rules,
and in Line 106 replace ../preproc_rules with C:\Snort\preproc_rules

File Edit 5earch View Encoding Language Settings Macre FRun Plugins  Window 7 X
HEHE RS R oe|leawtxEE 1 [EEA R D E G[=a
-Esnurl.i::rﬂ E]|
BS *
B & Li=t of port= you run ftp =ervers omn
. 87  poxtyar FIP_PORTS [21,.2100,3535]
m Rule vanable names s -
can be modified in several 8% ¢ List af porcs ypou run STP servers an J
ways. You can define meta- 80 portyar SIP_PORTS [50&0,5061,5600)
variables nsing the § 91
e e | sl et el i
nsed with the varable | el [FHTTE_BORTS, 110,143
modifier GPE*mtﬂES?md = 85 § List of GTP ports for GTP preprocegsor
96 poztyar GTP _PORTS [2125,2152, 3386)
g'l'
82 § other wariahles, chess should not be modified
59  ipyar AIH SERVERZ [64.12.24.0,/23 64 12 . 28.0/25 64.12_161 0,24 64.12_163_ 0,24, 62_12 _200.0/24, 205.14
100
131 # Path to your rules files (this can be a relative path)
102 4 Hote for Windows users: Yoo ere advi=ed toc make this en sh=sclut= path,
1032 # anech as: oianorchrules
104 BULE PATH C:\3norchrules
105 30 RULE_PATH C:\Snorti=oc rules
106 FREFROC RULE FATH C:\Snort\preproc rules
FIGURE 1.13: Confignong Snort conf File in Notepad++
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306.

Module 08 - Secure IDS Configuration and Management

In Lines 109 and 110, replace ../rules with C:\Snort\rules

File Edit Search View

sHEHB 2G84 B e A xx

Encoding  Language Settings  Macre Run

Plugine Window
|ﬁ Ff| E&

1| EEEE

(o (m] [k ¥l iy | 4E|(&

.Hmurlmrf El

m The include keyword E
allows other mle files to be i
inchnded within the mle file al
indicated on the Snorct :
command line. It works

contents of the named file
ar addjng the contents in
the Plan::-e where the include

statement appears in the
file.

[;QI Prepmces.sm:s allow
the functionality of Snort
to be extended b"il' a]lu:rwiug

users and programumers to
drop modular plug-ins into
Snort fairly easily.

# Liatc of porta wou run ftp aervers on
POELNALD ETF_PCE:S [21,23100,3535]

# Liac of porta you run S5IP Servers on
RRrLyay SIP PORTS [5060, 5061, 5600]

§ Liac of file data porte for file inepectlon
poriyer FILE DATA PORTS [SHITF PORTS, 110,143]

$# Liac of GTP porta For GTP preprocessor
portyar GTP PORTS [2123,2152,3386]

§ other wariables,
iFwssr AIM SERWERS [62.12

§ Pach
§ Hote
# auch

e modified
12.28.0,/23,62.12.161.0,/24, 64 _ 12 .163.0/24,64.12.200.0/24,205.1¢

ghould noc
L24.0/23, 84,

chaza

Lo your ruleg files (This can be a relacive path)
for Windowa nszrs: You are adwised to mak=s this an sbaclute pathk,

cihanorchrulea

az:

¥ar RULE PATH C:\dnocrtirules
¥ar 50 _RULE PATH C:ihGnortisco rulea
¥ar PREPROC RULE PATH Ci\Snort\Prepros_rulea

# If vou ars using reputation preprocsasor set cheas

¥ar WHITE LIST PATH C:ZSmortirules
war BLACK _LTST PATH

f:kﬂnn:t\ru1=4

37.

38.
39.

41.

42.

FIGURE 1.14: Confignnng Snort conf File m Notepad++

Navigate to C:\Snortirules, and create two text files; name them white_list
and black_list and change their file extensions from .txt to .rules

While changing the extension, if any pop-up appears, click Yes

Switch back to Notepad ++, scroll down to Step #4: Configure dynamic
loaded libraries section (Line 238). Confipure dynamic loaded libraries in
this section

. At the path to dynamuc preprocessor lhbranes (Line 243), replace

lusrflocalllib/snort_dynamicpreprocessor/ with your dynamic preprocessor
libranes folder location

In thus lab, dynamuc

C:\Snortilib\snort_dynamicpreprocessor

preprocessor  libraries are located at

At the path to base preprocessor (or dynamic) engine (Line 246); replace
/usrflocal/llib/snort_dynamicengine/libsf_engine.so  with
preprocessor ﬂlgine C:Snortilib\snort_dynamicengine\sf_engine.dll

your  base
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:ﬁp Note: Preprocessor
code 15 mn before the
detection engine is called,
but after the packet has
been decoded. The packet
can be modified or

Module 08 -

Secure IDS Configuration and Management

43. Comment (#) the dynamic rules libranies line as you already configured
the libraries in dynamic preprocessor libranies (Line 249)

File Edit S5Search  View Encoding  Language  Sefttings  Macre  Fum Flugins Window 7 X
S HRE LA s ED e a2 EE S 1EHTEL =B E N R G [
19&mMﬂwﬂEﬂ|

B i e LR e R R R R L R S R LR L o
238 & Step §4: Configure dynamic loaded libraries.

239 4 For more infommation, see= 3nort Manuwal, Configuring Snort — Dymamic Modules

R 2t e i a e s i e R R R R R S ey S S S R R g

231

747 & path to dynamic preprocess=cr libraries

213 |qipgmign;;nzggggqg; dirsctory C:HEnnrtklihk:nnIt_dyﬂﬂmiuﬂItp:Dc::aurl

244 N

245 4 path to bas= preproc=s=soz engine

246 Fﬁpﬂmig;nggg; Ci\Enorevlib\snort dynamicenginesaf :nqin:.g;;| -—
Z97

248

& path to dynmamic rules librarcies

FIGURE 1.15: Confignong Snort conf File i Notepad++

44, Scroll down to Step #5: Configure Preprocessors section (Line 252), the
listed preprocessor. Do nothing in IDS mode, but generate errors at

mnome

45. Comment all the preprocessors listed in this section by adding # before
each preprocessor rile (261-265)

File Edit 5earch View Encoding Longuage Settings Macre Fum Plugins  Window 7

O HERGE s mb ey x| BE5 =1[EER FED®ER| [2a

iémunrwﬁEﬂI
1 FEEFFFERENNN PP R RN RIS TR L IFFFIFRT IS

gl 5tep §3: Conflgure preprocessors |

r more information, === the 3nort Manwal, Configuring 3nort — Preprocessors

FE P E T T A NE I T i iT s IsFF7TTFas4 877779998544

&

&
]

GTEF Comtrol Chapnle Preprocesscor. For more information, see README.GTE

pIeproceaaor

Inline pocket normalization, For mors informacion, see READHE .normalize

Does nmoching

AR porce { 2123 3388 ZL15ZE |

1n IDS mode

&
E
3
£
#
¢
£

preprocessor
DIeprocEaaoT
preproceEsgor
pS=procE=sor

PICPrOCC330T

mormalize ips

normalize top: block, paw, pad, Urp. Tog urg, red pay, reg urp. RS- S50 Stroam
normalize icmpd

nozmalize iph

normalize icopd

FIGURE 1.16: Confipnong Snort conf File in Notepad++

CND Lab Manual Page 256

Certified Nerwork Defender Copyoght (& by EG-Gouncil
All Rights Reserved. Reproduction 13 Stnctly Prohibrted.



E? Make sure to grab
the mles for the version of
Snort you are nstalling.

MF[%S is intended az a
replacement for the frag?
defragmentation modnle
and was designed with the
following goals:

1. Faster execution than
frag? with less complex
data management.

2. Target-based host
modeling anti-evasion

techniques.

Module 08 - Secure IDS Configuration and Management

46, Go to lines 502-506 and remove the backslash at the end of each line

File Edit 5earch Wiew Encoding Language Settings Macre PRum  Plugins Window 17

cHEHE R LR A RD e ay| aeBR DR IR DB B [

uu_decode depth O

# Modibua preprocesacr. For more Information Zee RERDME .modbus
preproceaacr modbuz: poroe { 502 )

# DNP3 preproceasor. For more informacion see README .dnp3
preprocessor dnp3d: ports { 20000 F N

memsan cadl44
check oro

# Beputation preproceascr. For more informaticn see README.reputation
preprocedsor repuatarTion:
memzagp 500,
pricoricy whitelist,

nezsted iP inner,

|  whiteliab EWHITE LIST PATHSwhite list,

blackliac $BLRCK LIST PATH black 1iat,

FIGURE 1.17: Confipnong Snort.conf File m Notepad++

47. Comment (add #) the lines 502-507, as shown in the screenshot

File Edit Search Wiew Encoding Language Settings Macre Bum Plugins  Window 7

cHEHBRHE s Bb aelay 2% EBR = 1[EREEEED® B [#Ha

uu_decode_depth ©

£ Modbp= preproces=cr. For more information =ee README . modbns
pIeproceascr modbua: porcs { 502 )

£ DHP2 preprocsssor. For more informeation sees HREADME  dnp3
preproceasnr dnpd: porca { 20000 oM

memcap 283144 %
check _croc

¢ Beputaticn proe=psoce=sscr. For more information =se= BREADME.reputation

preproceascr repatation:

priority whitelist,

nested ip inmer,

Whitelligr $WHITE LIST PATH/white list.rulea,
blacklist SBLACK LIST PATH/black list.rules

FIGURE 1.1&: Confignring Snort conf File in Notepad++

48. Scroll down to Step #6: Configure output plugins (Line 510). In this step,
provide the location of the classification.config and reference.config files
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and command line options
of Snort can be specified in
the configuration file.
Format: confip <duwective>
[[ <walue=].

m Note: ‘ipvac’s are
enabled only with TPv6
support. Without IPv6
support, use a repular “var”

File

Q

Module 08 - Secure IDS Configuration and Management

49. These two files are in C:\Snortlete. Provide this location of files in confioure
output plugins (in Lines 529 and 530) 1.e., C:\Snortietciclassification.config
and C:\Snortietc\reference.config

Edit Search View Encoding Language Settings Macre Fum Plugins  Window 7
SHERLE «hbac/ay as BRI =1V EZEE IEDE B [

B PN TP TR NP9t dadF39955448

#|5tep f6: Configure oucCpur E&&E&E&I

# For more informatiomn, acc Smort Honual, Configuring Smort - dutpat Hodulea
B T TNt T IR A s T4 9 5448435955448

# unified2
# Recommended for moat installs
# outpot unified?: £ilepesme merged.log, limdit 1268, postamp, mpls_s=vent types, vlan_event_types

Additicnal coafiguracion for specific types of inscalls

output slert wnifiedZ: filepame anort.alezt, limit 128, goatemo
output log unifiedZ: filsnams snorc.log, limit 128, ROSRanD

sysicg

output alert_syslog: LOG AUTH LOG_ALERT

RERE
output 1o0g_topdump: LERCAUmD.log

n reference data. do mot modify theses linea

FIGURE 1.19: Confipnsing Snort conf File in Notepad-++

50. In Step #6, add the line (331) output alert_fast: alerts.ids, for Snort to
dump all logs in the alerts.ids file

L B L R e o L R T
(= [l i i i el i
WO ] N e R D

Ln
Pt b3
H =5

S22
S23
o4
525
526
D27
odd
529
520
o331

File Edit 5Seprch  View Encoding  Language  Seftings  Macre  Fum Flugins Window 7 X
cHHBEEE bR eyt B8 1 [F@A @EE R G| (2
= enait conf Eﬂ
ST e T i i e E R R e R R i "
§ Svep §6: Configure oucpar plugine

# For mor= infommation, se= 3nort Manuwal, Configuring Snort - Ouotput Modules

gt et e s et L eSS S E L e i S e R R Y

# unified?
# Recommendsd for moat installa
# output unifiedd: filensme merged.log, limic 118, poscomp, mMpls event Cypes, Vlan avent Cypas

# Additional comfigurmtionm for apecific types of inatalla
OUTRLT alert unifiedZ: filename enort,alert, limit 128, postang

# outpot log unified?: filepame snort.log, limit 123, poatsop

e

# avaleq
£ outpuot el=rt sy=log: LOG AUTH LOG ALERT

# pean
# outpuot log topdump: topduamp. log

# meradaga reference datva, do0 not modify these lines —
Snocth\gighclassification.gonfig

C- N
inclode E:hEnn:tkﬁﬁﬁkr:ft::nc:.gﬁn;;g

inclode

FIGURE 1.20: Confipuong Snort conf File in Notepad++

51. Save the snort.conf file

52. Before munming Snort, you need to enable detection rules in the Snort rules
file. For this lab, we have enabled the ICMP rule so that Snort can detect

any host discovery ping probes to the system running Snort
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Module 08 - Secure IDS Configuration and Management

53. Navigate to C:\Snortirules and open the icmp-info.rules file with Notepad
++

a4, T}-‘pe alert icmp SEXTERNAL_NET any -»> SHOME_NET 10.10.10.12
(msg:"ICMP-INFO PING"; icode:0; itype:8; reference:arachnids,135;
reference:cve,1999-0265; classtype:bad-unknown; sid:472; rev:7;) in line
21, and sawve it

#" T'o run Snort as a Note: The IP address (10.10.10.12) mentioned in $HOME _NET may vary
daemon, add -D switch to
any combination. Notice

that if you want to be able

1n your lab environment

Icmp-in
BRI Sn?ﬂ bFSE“du-Ig File Edit 5earch View Encoding Language Settings Macro FRun  Plugins Window 7

a SIGHUP signal to the - o o B | & & =D
dﬂ'l:_'-'ﬂ]ﬂﬂ, SPE‘GLf‘;’thE ﬁ.ﬂl } = a == L) I] ] =5 = 2 . E s
path to the Snort bitm_t';r o [l i=mpenfo niles 3

when you start it, for Inc. All Eightsz Reserved,
example:

This Tile concainas (1} propristary rules that were created, teaced and cercifisd
Soureefire, Incs. (the "VEI Certified Rules"™) that are distrikbuced under the WVRT

Jusrlocal /bin/ snort -d -h
192=zxx/24" 1
/var/log/snortlogs -c
/usr/local/etc/ snort conf -
z3-D

C=rtified Rules Licen=e Agre==m=nt (v Z.0), and (ii)} rules that w=r= created bv

sourcellire and other third partiea (Che "GPL Fulesa™) that are discributed under the
0 General Publlic License ([GPL), V2.

IThe VRI Cercified BRulea » Ihe GFL Hules were Ccreated
by Souwrcelfirg and other

chelr reapectlive Creactord. Fleaze sef RTTm:/S www.@nort org/snorc/sport-team’ for a
lizc of third parcy owners and their resgpective copyrights.

In order t©to determine wWhat rulea are VET Certified Rulesa or FL Rulea, please refer
co che VAT Cercified Hules Licenase Lgresmant [(V2.0).

HF SE A 4F SE Ak 4 BF Sk 4 SE 4k 4F SF 4k 4F a

o

- YHOME MET 10.10.10.12 [mag:"ICHP-INED PIHG": ioode!0r 1CVpeRBE) ref:

FIGURE 1.21: Cmu.ﬁglm.ﬂg imup—inﬁ:v_mlea Filein Notepad++

B rask 4 53. Minuze all the windows that were open and nawvigate to C:Snort and

select bin folder, and press Shift + right-click, and then click Open
command window here from the context menu to open it in the command

prompt
50. T}Fpe snort -iX -A console -¢ C:\Snort\etc\snort.conf -1 C:\Snortilog -K
ascii and press Enter to start Snort (replace X with your device index

Validate
Configurations

number; 1 this lab: Xis 1)
Administrator: CA\Windows\system32\cmd.exe

L::‘*-.Hnm.'-t\hin;-anu:l-t —il A console —c¢c CIxSnortsetcssnort.conf —1 CxSnortxlog —K
AsCcil

FIGURE 122 Comimand to actvate Snort and save the stcu:ecllc-g files

57. If you receive a fatal error, you should first verify that you have typed all
modifications correctly into the snort.conf file, and then search through the
file for entries matching your fatal error message

58. If you recerve an error stating “Could not create the registry key,” then
run the command prompt as an Administrator
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39. Snort starts rmunming i IDS mode. It first imtializes output plug-ins,

preprocessors, plug-ins, load dynamic preprocessors libranies, mule chains of
Snort, and then logs all signatures

L1 Preprocessors ac 60. If you enter all the command information correctly, you receive a
loaded and configured y : ] ] o

using the ‘preprocessor’ comment stating Commencing packet processing <pid=xxxx> (the
keyword. The format of the value of xxxx may be any number; in thus lab, it 1s 2616), as shown i1n
PfE‘PIﬂCEﬂ sof directive i " - :

the Snort mies file is: the screenshot

PLEPLOCEsSOL <Mame™;

<options>. @ Administrator: C\Windows\system32\cmd.exe - snort -i1 -A console -c C\Snor... L= 2

—¥2 HnopL? ¥

lersion 2.9.8_.3-WIN32 GRE (Build 383>

By Martin Roesch & The Snox»t Teanm:® http: Avuu.snowt _orgscontactiteam
Copyright CC) 28014-2015% Cisco andsor its affiliates. All rights resep

Copyright <C» 19?8-2813 Sourcefire,. Inc.. et al.
Using PCHE version: 5.180 Z80180-86-25
Ulzing ZLIB version: 1.2.3

Bules Engine: SF_SMORT_DEIECTIOM_EMGIHNE Uerzion 2.6 <Build 1>
Preprocesszor Object: SF_SELFP VUersion 1.1 <Build 4>

Preprocessor Object: SF_S83H Uerszion 1.1 {Build 3>
Preprocesszor Object: SF_SMTFP Uersion 1.1 <Build 2>
Freprocessor Obhject: SF_SIF Uepszion 1.1 <Build 1>
Preprocessor Object: S5F_SDF Uerzion 1.1 <Build 1> .
Preprocessor Object: SF_REPUTATION Uersion 1.1 <Build 13
Preprocessor Object: SF_POP Uewpgion 1.8 {Build 1>
Preprocesszor Object: SF_MODEUS Vlersion 1.1 <«Build 13
Preprocessor Object: SF_IMAT WVersion 1.8 «Build 1%
Preprocesszor Object: SF_GIP Uerszion 1.1 <Build 1>
Preprocessor Ubject: SF_FIPIELNET WVersion 1.2 <Build 13>
Preprocessor QObject: SF_DNE Uerszion 1.1 <Build 4>
Preprocesszor Object: SF_DNMP3] Uersion 1.1 <Build 13>
Preproceccor Object: SEF_DCERPCZ2 Uepcion 1.8 <Build 3>
Commencing packet processing Cpid=26162

FIGURE 123 Initializing Snort Rnle Chans Window

61. After mitalizing the interface and logged signatures, Snort starts and waits

for an attack and triggers an alert when attacks occur on the machine
62. Leave the Snort command prompt mnning

63. Attack your own machine, and check whether Snort detects it or not

E TASK 5 64. Launch the Windows 10 virtual machine and login

65. Open the command prompt and 1ssue the command ping 10.10.10.12 -t

Ping the host ) :
from the Windows 10 machine

Machine
Note: 10.10.10.12 i1s the IP address of the Windows Server 2012
machine. This IP address may differ in your lab environment
B Commend Prosnpt - ping 10010010012 ¢ — (| ® 1
FIGURE 124 Pj.ng;ingthe tarpet machine from host machine
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66. Svatch back to the Windows Server 2012 machine. Observe that Snort

toggers an alarm, as shown in the screenshot

@ Administrator. C\Windows\system32\cmd.exe - snort -i1 -A console -c C\Snor... .= [ 9 |

LL] Run Snortasa A7/19-13:85:34. 4130851  [eee] [1:472:7]1 ICHP-INFO PING [#==] [Classification:

D i tially Bad Trafficl [Priowrity: 21 {ICMP} 18.10.18.18 -> 18.18.18.12

Jacmon syntaz A7,19-13:05:25_ 428462 [»x] [1:472:71 ICMP-INFO PING [#*] [Claccification: Poten
/st local/ bin/ snort -d -h tially Bad Trafficl [Priority: 21 {ICMP> 18.18.168.18 —-> 18.18.18.12

192 x5 x/24\ I A7,17-13:05:36.444165 [xx] [1:4?2:71 ICMP-INFO PING [»»] [Classification: Poten
f lc: s rtl tially Bad Trafficl [Priority: 21 {ICHMP} 18.10.168.18 —-> 18.18.18.12

/YL DR} SO0 ¢ A7/19-13:05:37.458994 [*x] [1:472:7]1 ICMP-INFO PING [#x] [Classification: Poten
Jusr/local/ ete/ snort conf - tially Bad Trafficl [Priority: 21 {ICHP: 18.168.18.18 —-> 18.18.18.12

s D A?/19-13:85:38.4748%4 [e] [1:472:7]1 ICHP-INFO PING [#==] [Classification: Poten

Eially Bad Twafficl [Pricewity: 21 {ICHMP> 18.10.168.10 -> 10.18.18.12
AV/17-13:85:39.4923688  [x=] [1:472:7]1 ICMP-INFQ PING [==] [Classification: Poten
Fially Bad Trafficl [Prierity: 21 {ICHPY 18.18.18.18 > 18.18.18.12
A7/17-13:85:40. 588044  [x=] [1:472:7]1 ICMP-INFQ PING [==] [Classification: Poten
Fially Bad Trafficl [Priority: 21 <ICGHAP> 1A.18.18.18 —> 18.10.19.12
AT/17-13:05:41 . 523899  [2x] [1:472:7]1 ICMP-INFO PING [==] [Classification: Poten
tially Bad Trafficl [Priority: 21 {ICHMP> 18.10.18.160 - 10.18.168.12
A7A17—-13:-85:-42 548092 [»=] [1:472:7] ICHMP-INFO PING [#+] [Clacsification: Poten
tially Bad Traffic]l [Priority: 21 {ICMP> 18.1A.18.18 > 18.18.18.12
AVA172-13:85:43.5506176 [»=] [1:47V2:7]1 ICHP INFO PIHG [»=] [Classification: Poten
tially Bad Trafficl [Priority: 21 {ICHMP> 1A.1A.18.18 > 18.1A.18.12
AT 17-13:85:44.577511  [#*=] [1:474:7]1 ICAP-INFO FPING [*<] [Glassification: Foten
Eially Bad Trafficl [Priority: 21 {ICHMP> 18.1A.1H.1H4 —> 18.18.1H8.12
A7/172-13:85:45.588398  [x=] [1:472:7]1 ICMP-INFQ PING [==] [Classification: Poten
Eially Bad Terafficl [Priowity: 21 {ICMP> 18.180_.180.10 —-> 10.180.1689.12

FIGURE 125 Snort Alerts ids Window Listing Snort Alert
67. Press Ctrl+C to stop Snort. Snort exits.

Administrator: C\Windows\system32\cmd.exe

Tree Disconnect (Bx71> @ 171
Megotiate (BxV2> @ 2-1
Cezzion Setup And¥d (@«P3> = 2.2
Logoff Andd <Bx74> - L-A1
Tree Connect Andd <HxP?52 = 11
SMB2
tmbhZ prunes: @A
Hemory wsed for smbh2 processing: A
Haximum menory wused for smbZ processing: A
EMB? command »equestzsresponses processed
zmb2 create
smb2 write
smbh2 read
smbZ set info
tree connect
tree disconnect

o
5.1:?.'1 When Snort 12 min as
a Daemon, the daesmon

R RYIREEELR AL . [P Preprocessor Statistics
directory. Total sessions: B

“SEnort~bin>

FIGURE 1.26: Exsting snort by pressing Ctrd+C
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!;Eﬂ Theee types of
vanables may be defined in
Snort

Module 08 - Secure IDS Configuration and Management

68. Go to the C:\Snort\log\10.10.10.10 folder, and open the ICMP_ECHO.ids
file with Notepad++. You see that all the log entnes are saved in the

ICMP_ECHO.ids file

Note: The folder name 10.10.10.10 might vary in your lab environment,
depending on the IP address of Windows 10 machine

File Edit Search Wiew Encoding Language Settings Macre Fum Plugins  Window 7

cHEHEELE sRboelag|lax B3R 1[EEREED® R [
S| SRS onF oo o)

[[**] ICMP-INFO PING [**]

07/19-13:03:1¢.807064 10.10.10.10 -> 10.10.10.12
ICHMF TTL:128 TOS:0xD ID:4T3E8 Iplen:20 Dgmlen: &0
Type!® Code:d ID:l

[**] ICHF-INEC PING [**]

07/18-15%:09:-15.419420 10.310.10.10 -> 10.10.10.12

ICME TTL:128 TOS5:0x0 ID:4739 Iplen:20 Dygmlen: &0
Code:d ID:l

[**] ICMP-INFD DING [**]
0T/19-13:03:24 409941 10.10.10.10 -> 10.10.10.12
ICMP ITL:12E TO5:0R0 ID:4T42 IpLen:20 DgmLen: &0
Type:8 Code:d ID:l  Seg:ll ECED

FIGURE 1.27: Saved Snort log file
69. This means, whenever an intruder attempts to connect or communicate
with the machine, Snort immediately triggers an alarm
70. So, you can become alert and take certain security measures to break the
communication with the orgamzation network

Lab Analysis

Analyze and document the results of the lab exercise. Give your opinion on your
target’s secunty posture and exposure through free public information.

PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
ABOUT THIS LAB.

Internet Connection Required

[ ] Yes v No
Platform Supported
] Classroom V] iLabs
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™7 Valuable
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A
A Test Four
knowledge

Q Web exercize

[]I[] Wotkbook review

"__“,_—l_
L You ecan  also

download EFS5ensor from
http:/ /www. keyfocus.net

Module 08 - Secure IDS Configuration and Management

Detecting Intruders and Worms
using KFSensor Honeypot IDS

KESensor is a Windows-based honeypot IDS.
Lab Scenario

Intrusion detection plays a key role in ensuring the integrity of a system's secuuity.
Network Intrusion Detection Systems (NIDSs) have long been the best method for
identiftying assaults. KFSensor 1s an NIDS that 1s easy to mstall and configure. No

special hardware 1s requured, and its efficient design enables it to run even on low-
specification Windows machines.

As a network admunistrator, you must possess sound knowledge of network IPSs
and IDSs, identify network malicious activity and log information, and stop or block

malicious network ac.tivit},-'.

Lab Objectives

The objective of thus lab 1s to demonstrate the use and configuration of KFSensor
Honeypot IDS.

In thus lab, you will:
" Detect hackers and worms in a network

" Prowvide network sec.m;ity

Lab Environment
To complete this lab, you will need:

»  KF Sensor is located at Z:\CND-Tools\CND Module 08 Secure IDS
Configuration and ManagementiHoney Pot and Padded Cell System
Tools\KFSensor

B KF Sensor installed in Windows Server 2012

" MegaPing located at Z:\CND-Tools\CND Module 08 Secure IDS
Configuration and Management'Honey Pot and Padded Cell System
Tools\MegaPing
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= TAsSK 1

Configure
KFSensor

Module 08 - Secure IDS Configuration and Management

" MegaPing is installed in Windows 10

* If you have deaded to download the latest of version of these tools, then
the screen shots may difter

"  Adnunstrative provileges to configure settings and run tools

Lab Duration
Time: 25 Minutes

Overview of the Lab

KFSensor contains a powerful intemet daemon service that is bwlt to handle
multiple ports and IP addresses. It 1s wntten to resist demual of service and buffer
overflow attacks.

Building on this flexubility KFSensor can respond to connections in a varety of
ways, from simple port listening and basic services (such as echo), to complex
simulations of standard system services. For the HTIP protocol KFSensor
accurately simulates the way Microsoft’s web server (IIS) responds to both wvalid and
mvalid requests. As well as being able to host a website it also handles complexities
such as range requests and client side cache negotiations. This makes 1t extremely
difficult for an attacker to fingerpnnt, or identify KFSensor as a honeypot.

Lab Tasks

Note: Ensure that WinPcap 1s installed before munming this lab. Before starting
thus lab make sure that Windows Firewall 1s turned off in the Windows Server
2012 machine for demonstration purposes. After the completion of this exercise
you can turn on the Windows Firewall

To turn off Windows Firewall nawvigate to Control Panel, in the Control Panel
window click on the Windows Firewall, and in the Windows Firewall window
click the Tum Windows Firewall on/off link from the left hand-side. Customize
Setungs window appears, select Turn off Windows Firewall (not
recommended) racio button for both the profiles and chick OK.

I. Log mnto Windows Server 2012 virtual machine.

2. Nawigate to Z:\CND-Tools\CND Module 08 Secure IDS Configuration and
ManagementiHoney Pot and Padded Cell System Tools\KFSensor,
double-click kfsens40.msi and follow the wizard doven mstallation steps to
mstall KFSensor.

Note: After mnstallaton if it prompts to reboot the system. Reboot the
virtual machine.
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3. Once the installation i1s finished make sure that the Launch KFSensor
option is checked and clicks Finish. To launch KFSensor automatically.

Completed the KFSensor Evaluation
Setup Wizard

"7 The Set up Wizard is i | . | |
used to pecform the inifial - Click the Finish button to exit the Setup Wizard.
confipnration of KFSensor. 44

4

|

i

)

=

'h_

¥

‘*x‘\ Launch KFSensor
FIGURE 2 1: Lannching KFSensor
4.  On first launch of KFSensor, the setup wizard appears; click Next
Set Up Wizard
The KFSensor Set Up Wizard will takce you through
A a number of steps to configure you system.
‘The KFSensor All of these can configurations can be modified later
Monitor i= & module that using the menu options.
provides the user interface
{?’Eﬁﬂﬂsmsm system. You might like to read the manual at this point to leam
1 _"[-'ﬂ'l.'l- Cafn Wﬂﬂg‘ﬂ‘[ﬁ . .
the KESensor S - od how KF5Sensor works and the concepts behind it.
exanmune the events that it :
penecates Getting Started
For help on the options in the Set Up Wizard.
Wizard Help
FIGURE 22 KFSensor et Up wrzard
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E?ﬁ. systems service is a
that Windows mins in the
backepround and is sumulac
in concept to a UNIX
daemon.

To set up common
ports KFSensor has a set of
pre-defined listen
definitions. They are:

= Windows Workstation

s Windows Server

= Windows Internet
Services

= Windows Applications

= Limx (zervices not
usually in Windows)

] Tmiaﬂs and worms

Module 08 - Secure IDS Configuration and Management

3. Uncheck all the ports with all active native services to include, and click
Next

Ports with active native services

| |TCP 135- MS RPC

[ |TCP 445- NBT SMB

|| TCP 49152 - Vista wininit

[ ] TCP 45153 - Vista EventLog
[_]TCP 49154 - Vista nsi

[ ] TCP 49155 - Vista svc

These ports are cumently running native services.

KFSensor can monitor the activity of these existing services, choose this by
checking the port. This is the recomended option for sensors located within
an organization's networlc.

To allow KFSensorto monitor a port directly then uncheck
the port. This is the recomended option for a sensor exposed
directly to the intemet via a public IP address.

FIGURE 2.3 KF3enosr Natve Services

6. If you want to send KFSensor alerts by email, specify email address details,
or leave the fields empty and click Next

Send to:
Send from:

if you want KFSensor to send alerts by email then fill
in the email address details.
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7. Click Finish to complete the setup

The KFSensor Set Up Wizard has now got all the
information it needs to configure your system.

To read up on where to go from here click the button below

Getting Started

MNote on the Evaluation Version

We hope that you find the KFSensor evaluation tral perod
sufficient to evaluate KFSensor. If you would like to have an
extended trial penod, or have guestions related to the product
then get in touch with use at http://www keyfocus net/contact/.

m The Ports View is
displaved on the left panel
of the maimn window. It

comprises of a tree
stracture that displays the

ﬂameaudstamsufﬁm
KF5enzor Server and the

ports on which it is 8. The KFSensor main window appears. It displays a list of ID protocols,
listening. Visitor, and Received automatically when it starts. In the window (shown
below), all the nodes in the Left block crossed with blue lines are the ports

currently i use

File Yiew Scenario Signetures  Settings  Help

S % =El== = B A S ez E| MR A

0 Start Curation  Pro..  S=ns. Mame Wisitor Kal

=& TCP & 50 7/15/2016 4:20:14 PM.... 0.000 TCP QUUT  TCP Closed Port  WINDOWS

. o) 0 Closed TCPPorts = | @ 59 7/15/2016 4:28:14 PM.... 0000 TCP 9997 TCP Closed Port  WINDOWS
@@ 1 portone @ se 7/15/2076 4:20:12 PM.... 0.000 TCP TCPSynScan  WINDOWS _
- 21 FTP ® 57 7/15/2076 4:28:45 PM.... 0.000 TCP TCP Closed Port WINDOWS
ﬁ ikl ® 56 71572016 4:28:44 PM.... 0.000 TCP TCP Closed Port WINDOWS
g Z;' EISZF‘ & 55 T15/2016 4:.268:43 PM.... 0.000 TCP TCP Syn Scan WINDOWS
S 20 IS [ T 715720706 4:28:14 PM.... 0000 TCP TCP Closed Port - WINDOWS ™|
S 110 POES & 5 752076 4:28:14 PM.... 0.000 TCP TCP Closed Port - WINDOWS
5 119 NNTP & 52 TA2016 42813 PM.... 0000 TCP TCP Syn Scan WINDOWS
g 135 JAS RO | Foo & 51 TAS06 2744 PM.... 0.0 TCP TCP Closed Port - WINDOWS
{5} 139 NBT Session.. 7/15/2016 A:27:44 PM.... 0000 TCP TCP Closed Part  WINDOWS

| AR v 7/15/2016 4:37:43 PM.... 0000 TCP TEP SynScan  WINDOWS

< Ll # Tr15/2016 4:27:31 PM.... 0.000 UDP MEBT Datagram... WIN-SQHF
Mame Value - 771572016 4:27:15 PM.... 0.000 TCP TCP Closed Port WINDOWS
Sensor N 5E 7/15/2076 4:27:14 PM.... 0.000 TCP TCP Closed Port WINDOWS

Last status FI15/H016 42 TA15 2006 42713 PM.... 0000 TCP TCP Syn Scan WINDOWS
Starus Brtive T15/2016 4:26:45 PM.... 0.000 TCP TCP Closed Port  WINDOWS
Running since 7/15/2016 419 7572076 4:26:4 PM.... 0.000 TCP TCP Closed Port WINDOWS
Last restart 7/15/2016 4:25 7152016 42643 PM.... 0000 TCP TCP Syn Scan WINDOWS
Funning for @ minutes and T15/2076 42614 PM.... 0.000 TCP TCP Closed Port - WINDOWS

User Bights Admin [7E Serven Attack Yistors: 3 Ewvenks: 60,/60

FIGURE 2.6 KF5enosr Man Window
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E_ The top level item is
the server. The IP address
of the KFSensor Server
and the name of the
cucrently active Scenario
are displayed. The server
icon indicates the state of
the server:

Module 08 - Secure IDS Configuration and Management

9. Launch the Command Prompt from the Apps screen

10. In the command prompt, type netstat —an and press Enter

11. This will display a list of listening ports

Administrator: CA\Windows\system 32\ cmd.exe

icroszoft Windows [Wersdion 6.2.76800]
(c» 2013 Microsoft Corporation. All rights reserwved.

CrisllzerssAdminiztratord*netstat —an

Active Connections

Proto
i
TCP
TCP
H Y
TCP
TCE
TCP
TCP
TCP
TCP
TCP
TCFE
TCP
TCP
TCcP
TCP

Local Address

-
= 0
w

State

LISTEHIHG
LISTERING
LISTERI NG
LISTEHIHG
LISTERI NG
LIS TEMI NG
LISTERI MG
LISTERING
LISTEHING
LISTEHKI NG
LISTERIHNG
LISTEHIHG
LISTEHRI NG
LISTEKRING
LISTEHING
LISTERI NG

AQEEAROANIRAREEREE

BE G QS RIE SRS G SIS S

ARG REIE T
AESARIARISAREEREZET
QEGAROARIEEEE SRS E -
AEEARIARISAREEREZED
QOO R G

a0 00 O WM ke b e P P Bl R osRsg E
] Do e (350 L) D DT 0 [l b ke D ] 0

LI5TENI MG

AERARODRRIEAEREERED
CEEAROARIRAREEREE

ICE

FIGURE 2.7: Command Prompt with netstat -an

12. Log into Windows 10 virtual machine as a local Admunistrator.

13. Nawigate to Z:\CND-Tools\CND Module 08 Secure IDS Configuration and
ManagementiHoney Pot and Padded Cell System Tools\MegaPing and
double-click megaping_setup.exe and follow the wizard doven installation
steps to install MegaPing.

ﬂ:.lz,[l Each wisitor detected

by the KFSensor Server 15
listed. The wisitor's IP
address and domain name
are dusplayed.

14. Once the mstallation is completed make sure the Launch the program
option 1s checked and then click Finish, so that MegaPing will launch
automatically.

r_@ MegaPing - InstallShield Wizard }{1

InstallShield Wizard Completed

The InstallShield Wizard has successtully installed MegaPing.
Chck Firesh to exit the wizard.

[#] Launch the program

[] show the readme file

B | Finish | ]

FIGURE 2 & Launching MegaPing in Windows 10
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15. The About MegaPing pop-up appears; click | Agree to continue

EH TAask 2 About MegaPing

an MEGAPING

MegaPing 4.9 Copyright® Magneto Software 2016

I"uil}l funchional unregistered version for
; tefed version does not display this noti
___!;t]_"IIE program, please visit Magneto S

-y
i
1)

R ki
MULEL

i

]

r' - :
Poiaas Fadlde N, [ -
_- ,'rr*i’fﬂ! P 4::,::.-?,:.-,_}-,

(2 ik _‘7_ Enter Code ...I Order

= = — K
L L — 2 5_puis a = g i e — e *F

FIGURE 2.9 MegaPing License Agreement
16. MegaPing main window appears as shown in the screenshot.
m The protacol level of H MegaFing (Unregistered) — O o 1
Miﬁllﬁﬂdtﬂgiﬂup File View Tools Help
the ports bazed on their
protocol; either TCP o
UDP. OMS List Hosts
E OMS Lookup Mame éﬁystcm g
g Finger 1
{8 MNetwork Time ~F Cornections 5] Statistcs 9 Intefacss ¥ IPRouting &8 ARF
gﬂg Fing Al
g8 Traceroute Fretocal ¢/ PID Local Addiess  Femoie Addr.  State oy
485 Whols Eo# 135 8560000:135  0.0.0.00 LISTENING & Refresh
~C§ Network Resources - 139 410.10.10.10:1... 0.0.0.0:0 LISTENING [] Active Only
-4y Process Info E-F 3389 1012000.0:3389  0.0.0.00 LISTENING
m- ¥ 8089 1328 000.0:08%  0.0.0.00 LISTENING ke
3 IP Scanner W 20654 662 0.00.0:49664  0.0.0.00 LISTENING
@} NetBIOS Scanner o % 49665 752 0.00.0:49665  0.0.0.0:0 LISTENING
& Share Scanner H- ¥ 49666 1040 0.00.0:49666  0.0.0.0:0 LISTENING
@ Security Scanner E-F 49657 1648 0.00.0:49667  0.0.0.00 LISTENING
- Port Scanner ¥ 40658 752 000.0:49668  0.0.0.00 LISTENING
&) Host Menitor E-F 49660 524 000.0:49669  0.0.0.0:0 LISTEMIMG
- 49670 740 0.00.0:49670  0.0.0.0.0 LISTENING
- 49672 1460 0.00.0:49%672  0.0.0.00 LISTENING
o W 445 A000DA45  0.00.00 LISTENING
- UDP 15 ports 16:34:53
sy weoooms o [ e

FIGURE 2.10: MegaPing Main Window
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= TAsSK 3

Perform Port
Scanning

m Visitor 1s obtained by
a reverse DINS lookup on
the wisitor's IP address. An
icon is displayed indicating
the last time the wsitor
connected to the server:

"—7 The Ports View can

be displayed by selecting:
the Ports option from the
View mem.

Module 08 - Secure IDS Configuration and Management

17. Select Port Scanner in the left pane

18. Enter the IP address of the Windows Server 2012 (10.10.10.12 ) mn the
Destination Address List field and click Add

# MegaPing (Unregistenzd) = O =
File Wiew Tools Help

LA BRGRa 238 THXPS 2 0

- = DNS List Hosts
E DME Lockup Mame ry atlizaanner
. % Finger
E Metwork Time ,.éar Foit Scanner ,ﬁf Port Scannsr Settings
Eﬂﬂ Fing
. g Traceroute Destination
& Whols 10.10.10.12 Scan Type: Authorized Forts v | Gt
f__:‘_j Metwark Resources Degtination Addresa Lz
% Process Info |1':I 0012 ;
Systemn Info
lf% IP Scanner e ==l
g MetBlOS Scanner
CE Share Scanner
.. Security Scanner Delte
h.}" Port Scanner
Host Montor Resuts
Ports ¢ Type Keyword  Descriotion Rike
Feport

FIGURE lll:hiegaﬁnanﬂSmﬂner

19. Check the IP address in the Host section, and click the Start button to start
listening to the traffic on 10.10.10.12.

MNote: This IP address may vary in your lab environment

MegaPing (Unregistersd) - O x
File WYiew Tools Help

AGEGRad | 3B a/CHER Y 80
- B DNS List Hosts nﬁpuwm

,3.' OMS Lookup Mame
Finger

2 Metwork Time S Port Scarner A Part Scanner Setings

#& Ping

;---gﬂi Traceroute Dastiration:

% Whols 10.10.10.12 Sean Type: Lythorized Ports w| | stan
T3 Metwork Resources Destiration Address List

: @ Process Info 10.10.10.12

LB Gyctern Info

: Hoat

L FF IP Scanner |En — | |5elect Al
L8 NeRIOS Scanner B10101012 Add

l:Q! Share Scanner
E Security Scanner
l,;qj Part Scanrer

E Host Monitor Fesultz
Porta s Type Haywond Deaciption Fiah

Report

FIGURE 2.12: Begmnng the Scan on 10.10.10.12
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20. The image below shows the identification of Telnet on port 23

21. MegaPing begins to scan for open ports and displays a list of ports

22. You can observe Telnet on port 23, which allows hackers to connect to a
remote machine through Telnet

2 MegaPing (Unregistered)

File VWiew Tools Hep
TR I IR £ FAl-

2 DN List Hosts
| = Port &
2, DNS Lookup Mame 3 o e

M3 Finger
[ Metwork Time 4 Poit Scanner arl Pott Scanner Setiings
gﬂg Fing
gng Traceroute Drestination:

% Whals 1001012 Scan Type:
:;_1 Metwork Resources Destination Address L=t

A Process Info 10.10.10.12

Systern Info
%IFI Scanner st

g. MetBIOS Scanner =1 = 10.10.10.12
ﬂf@ Fhare Scanner
- Security Scanner
{'__[‘i Port Scanner
E Host Moritor

¢ Type Keyword  Description Rligk
TP fip File Transfer [Contr... Elevated =

ToP _sch Femote Login Prot.  Elevated
TCP telnet Telnet Elevated
TCP smitp Simple Mail Transter  Elevated

TCP nameser.. Host Mame Server Low W | Repon |

FIGURE 213 MegaPing Telnet Part
23. Now, swntch back to the Windows server 2012 virtual machine. Observe
= TAsk a that KFSensor has detected port 23 is open.
Analyze the 24. Seeing this port open, you can take proper secunty measures to close the
Result port, thereby preventing ntruders from connecting to this machine from

the outside.

File WYiew Scenario Signetures  Settings  Help

; q Q”q'inﬂHi”H F3 "’EI s [ C?|§EIE B A N
Iﬂ:i.J kisensor - localbost - M. ~ Start Curation  Pro.. 3sns.. Mame Wicitor
=i TCR }I: 7/15/2016 4:40:16 PM. .. 0016 TCP 23 Telnet WINDOWS10

L.gf) 0 Closed TCP Port
' 1 portone - Re..
-3 2 Death, Trojan ..
.-\ 7 Echo - Recent..
-\ 9 Discard - Rec..
-} 13 Daytime -R..
.\ 17 Quete of the ..
.\ 19 chargen - Re..
.. 21 FIP - Recent..

g 22 55H - Recen...

i SMTP - Rece. ™
£ m b

Mame Value "
Censor kf=ersor E
Last status T52016 40
Active el
FIGURE 214 Telnﬂtpm:t open Alert n KF3ensor
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"7 The Visitors View is
linked to the Events View
and acts as a filter to it. If
vou select a wizitor then
bﬂlvthnse events related to
that visitor will be displayed
i the Events View.

Module 08 - Secure IDS Configuration and Management

25. The image below displays the data of a Death Trojan on port 2. Secing this
port open, a network administrator can add a firewall rule to block port 2,

thereby secuning the system from being affected by Death Trojan

File ¥iew 5cenaric  Signatures Settings Help

3 B9[] R ][] =

=292 [ ol &) et 2 6 M RN

E||i- kfsensor - localhost - M_.

=& TP
. g 0 Closed TCP Porg ®

A 17 Quote of the ..
.y 19 chargen - Re..
. 1 21 FIP - Recent..
.\ 22 55H - Recen..
ﬂ 23 Teinst - Rec_..
725 SMTP - Rere_

< | W | 3

D

Start

Curation

Pra..,

Sens..  Mame

Visitor

£ 151
e 11
E132

15720716 4:40:16 PM....
715/2016 4:40:16 PM....
71572016 4:40:15 PM....

0.000
0.000
0.000

TCP
TCP
TCP

£ Death, Tropan
2 Death, Trajan
2 Death, Trojan

WINDOWS10
WINDOWS10
WINDOWS10

Mame Walue -

Senzor kfsensor ’:
Lact status Tr1542016 2:45
Stakus Bctie

Running mnce  7/15/2076 415
Last restart T115/2016 4:20

Funning for 25 minutes e
£ ]| =

Lab Analysis

FIGUEEEIE:DEﬁﬂleideIIﬂﬂI{FSeﬂm{

Lizer Rights: Acmin [7A]

Serser: Running

Yisitors: 4 Ewents: 3797

Analyze and document the results related to this lab exercise. Provide your opinion
of your target’s secunty posture and exposure.

PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[]Yes ] No
Platform Supported
¥ Classroom ] iLabs
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