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Module 06 - Host Security

Disabling Unnecessary Services
Running on User Systems

Unnecessary services can apen doors ﬁar attackers.

Lab Scenario

Unnecessary services munning on the system can allow attackers to exploit
vulnerabilities on and gamn access to the system or network. As a network
admurnustrator, you should be aware of which services are unnecessary based on the
orgamzational policy. Disabling these uﬂﬂeces.s.al}'f unused services on a system is
one of the important activities that should be performed for security reasons.

Lab Objectives

The objective of this lab is to identify the unnecessary/unused services on a particular
system and disable them.

Lab Environment
To pertorm the lab, you need:

* A virtual machine minnine Windows 10
* A virtual machine minning Ubuntu

= A web browser with an Internet connection

Lab Duration
Time: 10 Minutes

Overview for Disabling Unnecessary Services

Operating systems enable a set of services to function properly. Apart from the
default services launched by an OS, users may enable certain services or install
applications that enable other dependent services. After the deswred task is
complete these services may still be left enabled. Attackers can exploit these
services to launch various attacks on the system.
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Module 06 - Host Security

Lab Tasks

1. The required services that should be running on a computer is stated in
= TAasK 1 the organization’s security policy. This set of required services is
generally known as a baseline. Based on tlus, you can identify the

Disabling : i :
UNNeCcessary services rinning on a SP-E:C:IEC computer.
unnecessary
services on 2. Launch the Windows 10 virtual machine and login as the Administrator.
Windows 3T _ o _ d
computer . 1ype services.msc i the Search the web and Windows and press
Enter.
= & b 0B 3 & 2
Best match
SEMYICES MSC
e Micrceoft Cammon Comsole Dooumant
am My stuff
FIGURE 1.1: Windows 10 Machine Launching Services
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Microsoft Windows
services, formery known
as N'T services, enable you
to create long-minning
executable applications
that mun m their own
Windows sessions.

These services can be

automatically started when
the computer boots, can
be pansed and restarted,
and do not show any user
interface. These features
make services 1deal for use
on a server of whenever
you need long-mnning
functionality that does not
mterfere with other users
who are working on the
same computer.

Module 06 - Host Security

4. The Services window will open as shown in following screenshot. This
window will show all the services munning on the system with a Running

status.
T Gemvices | x
File  Acbon  Wiew Help
| @ di=|HmE » » 8 n
L, Senvices (Local] O
Sel=ct an it=m to view its description. Mame . Clescription Status Startup Type Log On As

%ﬁu:tvﬂ Installer {Axlnst5Y) Frovides Us... Manuazl Local Systern
0 Allleyn Router Service Routes Allo.. Wanuzl (Trigger $tart]  Local Semvice
'-ﬂﬁ.pp Azadiness Gets apps re.. Kanuzl Local System
nﬁ'r.l!nppll cation Host Helper Ser.. Provides ad...  Eunning  Autcmetic Local Systemn
T Appli cation | dertity Deterrnings .. MWarnual (Trigger $tart]  Local Service
ﬂﬁmitﬂﬁun I nforrnation Facilitatest..  Runming  Manwal (Trigger 5tart]  Local Syestern
g‘r.l!nppll cation Layer Gateway . Prowides su.. Manua| Local Serace
‘T Appli cation Management ProCesses in, Manual Local Systemn
i AppX Deployment Service (.. Provides inf... Wlanual Local Frstem
i) Auto Time Zone Updater Autometica... Cisabled Local Semace
1{“,;?'1 Background Intelligent Tran... Transfers fil.. Running  Automatic (Delayed 5. Local Systemn
:-Eglﬂm:lngmi.md Tasks Infrastru..  Windows in...  Funning  Auvtormetic Local System
‘L Base Filtering Engine TheBacz Fil... Running  Autematic Local Semvice
'-i'“;:?.aﬂitL-:n:ker Drive Encryption ..  BOESVC has.., Manual (Trigger 5tart]  Local Systern
:-.-Eziﬂ-lm:l: Level Backup Engine ... The WHEHNG... Marnual Local Systern
T Blugtooth Handsfres Service  Enables wir... MWanual (Trigger 5tart]  Local Service
ﬂﬂlunnnth Support Service The Blugtoa,., Manuzl (Trigger $tart]  Local Senvice
@'rﬂran:hl:u:he This s=rvice ... hanuazl Metwordk Servic
:0), Cenificate Propagation Copies uger .. Bunning  Manuazl Local System
'-ﬂl:li:nt License Service [Clip5,. Providesinf.,  Bunning  Wanual (Trigger 5tert] Local System
%ENE Key lsolaticn The CHO ke..  Running  Manual (Trigger Start] Local System
L4 >

Extended l,‘:;ﬂtundard ,|'I

FIGURE 1.2 Services: Windomr

5. Now find out the unnecessary services running on the system and disable
them. To disable a service, right-click on the service and click Properties

from the context menu.

W Sapacer
File Action View Halp
| mEdz Heelvremmwp
1 Sandces (Local) o
Phone Service

Start the semvice

Descnprhion:
fdanages the telmhony state on the
dedice

e

Log On Az
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FIGURE 1.3 Stuppniug Unn&cﬂsar_lr Service
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You can also min services
in the secunty context of a
specific user account that
15 different from the
logged-on user or the
defanlt computer account.
For more mformation
about sermces and
Windows seszions, see the
Windows SDEK
documentation in the
MS3DN Library.

You can easily create
services by creating an
application that 1s installed
as a service. For example,
suppose you want to
monitor performance
counter data and react to
threshold valies. You
could wrote a Windows
Service application that
listens to the performance
counter data, deploy the
application, and begin
data.

Module 06 - Host Security

Fhone Service Properties (Local Computer)

Gerersl | LogOn  Recovery Dependsncica

Service name: FhaneSye

Disnlay name: Phone Service

Desciption: Manages the telephory atate on tha devica

Path o sxescutabls:
CWIndows system3&sychost exe 4 LocalService

Startup fype: Dizabled

Jervice status:  Stopped
Sart Stop Pause Fesime

ou can specify the start parameters that apply when you slar the service
from here.

Stat paameies:

6. The selected service Properties window appears, choose Disabled in the
Startup type section and click Apply to disable the service.

FIGURE 1.4 Dasabling Service

Once the service 1s Stopped click OK as shown in the screenshot. You
can check the service status in the properties window.

The service has been disabled permanently in the Windows machine,
unless the network admunistrator enables 1t again when requured.

Phone Service Properties (Local Computer)
Genersl LogOn Pecowvery Dependencies

Service name:

Display name:  Phone Service
Description: Manages the ielephomy state an the device
Path to executzble:

C\Winoowe aystem 32 avchost .oos b LocalServica

Startup nhpe: Dizabled i

Service statue:  Slopped

Slar Stop Fauze Resume

You can specify the start pamameters that apply when you stat the senvice
from here.

Start palameiors:

[oc ]| coes | [s

FIGURE 1.5: Service 1z Stopped

. |
A
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Module 06 - Host Security

9. Launch the Ubuntu virtual machine and open a command line terminal.

= TAsK 2

10. Type the ps ax command and press Enter to know the kind of services
Disabling running on the system.
unnecessary
services on Linux
computer

il

ubuntu@ubuntu: ~

ubuntu@ubuntu:~$|ps ax

PID TTY STAT COMMAND
7 Ss /sbinf/init auto noprompt
[kthreadd]
[ksoftirqd/e]
[kworker /0:0]
[kworker /@:0H]
[kworker fu256:0]
[rcu_sched]
[rcu _bh]
[migration/@]
[watchdog/@]
[kdevtmpfs]
[netns]
[perf]
[khungtaskd]
[writeback]
[ksmd]
[khugepaged]
[crypto]
[kintegrityd]
[bioset]
[kblockd]
[ata sTf]
[md]

FIGURE 1.&: Checl-:itlg Rmming process 111 Ut
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11. You requure the Root (Admunistrator) prvilege to disable unnecessary
services in the computer.
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Module 06 - Host Security

12. To disable a specific service, type the command sudo update-rc.d —f
[service name] remove and press Enter. It will ask for the root
password, enter toor as the password and press Enter. (Here in this lab,
we are disabling the apache2 service)

ubuntu@ubuntu: ~

fts
1962 ? update-notifier
1989 ? - fusr/1lib/x86 64-1linux-gnu/deja-dup/d
The service command eja-dup-monitor
references a service using 2074 ? sl @:00 fusr/lib/qvfs/qvfsd-metadata
its it scopt, stored in the 2121 ? Ss 0:00 Jusr/sbinf/apache2 -k start
/ete/wmitd directory. 2124 ? sl @:00 fusr/sbin/apache2 -k start
Check that directory if 2125 ? sl 0:00 Jusr/sbin/apache2 -k start
you aren’t suge what name 2184 pts/17 R+ 0:00 ps ax
the system uses for a jbuntu@ubuntu:~$|sudo update-rc.d -f apache2 remove
i [sudo] password for ubuntu: B
ubuntu@ubuntu: ~
2223 5 :08 fusrflibjcups/notifier/dbus dbus:,
2224 5 :80 fusr/lib/cups/notifier/dbus dbus:
2225 5 :00 fusr/libfcups/notifier/dbus dbus:
2226 7 5 8:00 fusr/lib/cups/notifier/dbus dbus:
2227 7 5 9:00 fusr/libfcups/notifier/dbus dbus:/,
2228 7 5 9:00 fusrflibfcups/notifier/dbus dbus:,
2238 ptsf4a 55 B:08 bash
2253 ptsfa R+ B:88 ps ax
ibuntu@ubuntu:~5 sudo update-rc.d -T apachel remove
[sudo]| password for ubuntu:
buntu@ubuntu:-~%S I
FIGURE 1.7: Stopping Unnecessary Sermces in Ubuniu
13. Type reboot and press Enter to restart the machine.
Lab Analysis
Analyze and document the results related to the lab exercise.
PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
ABOUT THIS LAB.
Internet Connection Requured
[]Yes v No
Platform Supported
i Classroom ] iLabs
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Module 06 - Host Security

Detecting Missing Security
Patches using MBSA on Windows

MBS_A is used fo identify missing security updates and common security
PHISCONJIgUIations.

Lab Scenario
In real-hfe scenanos, it 1s not possible or an ideal practice to manually check the
iCON KEY missing securty patches, updates, misconfiourations on a Windows machine. As a
™ Valuable network administrator, you should find a way to automate the process. The
information administrator can use MBSA to automate the process for checking if there are
mussing secunty patches on a Windows platform.

Lab Objectives
This lab will demonstrate how to use the MBSA tool to check for Missing

security patches on a Windows system.

P
A Test VOTLL

knowledge
R Web exercize

A .
A Wortkbook review

Lab Environment

To carry out the lab, you need:
® A virtual machine minming Windows Server 2012
* A wirtual machine minning Windows Server 2008

= MBSA, located at Z:CND-Tools\CND Module 06 Host Security\Patch
Management Tools\MBSA

= A Web browser with an Internet connection

® Administrative prvileges to mn the tools

Lab Duration
Time: 20 Minutes
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E TAask 1

Install MBSA in
Administrator
Machine

(Windows Server
2012)

The MBSA provides
built-in checks to
determine if Windowrs
admunistratrve

vulnerabdities are present,

if weak passwords are
being nsed on Windows
accounts, the presence of
known IIS and SQL
admunistratrve
vilnerabiities, and whach
secunty updates are
requured for each
ndividual system. The
MBSA prowides a
dynamic assessment of

mussing securty updates.

Module 06 - Host Security

Overview of MBSA

The Microsoft Baseline Securnty Analyzer [:B«IBSﬂj helps small and medmm-sized
businesses determune their securty state in accordance with Microsoft secunty
recommendations and offers specific remediation guidance.

Lab Tasks

1. Launch the Windows Server 2012 machine and login as Admin, the

credentials are Username: Administrator, and Password: Pa$$wOrd.

Note: By default, the Admunustrator user profile 1s selected, just type the
provided password in the password field and press Enter.

2. Nawvigate to Z:ICND-Tools\CND Module 06 Host SecuritylPatch
Management Tools\MBSA and double-click MBSASetup-x64-EN.msi

3. The MBSA Setup window appears. Click Next.

MESA Setup

Welcome to the Microsoft Baseline Security Analyzer

Werzion 2.3

Microsoft Baseline Security Analyzer Setup

[tiz srongh recommenced that you exit all*indows programs before running fiz s=tup program.

Click Cancel to quit the setup pregram, then cloze any programs pou have running. Click Mest to
continue the installation.

WaRHIMG: This program iz protected by coppight law and Rternational trzaties.

nauthanzed reproduction o disibubon of this program, or any porkion af it, may result B zevers
civil ad crminal penalties, and will be progecued o the masimum exient poszble under law
Copyright 2002-2013 Microzoft Corpoiation. Allrights reserved.

Cancel

FIGURE Z1: MBSA setup page

4. Follow the wizard doven instructions and complete the installation.

5. A MBSA Setup pop-up appears atter completion of the installation, click
OK.

HSA Setup

Microsalt Baseline Secunty Analvzer Setup
has completed successiully,

FIGURE 2.2: MBSA Installation complete
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Module 06 - Host Security

6. Nawvigate to the desktop and double-click the Microsoft Baseline
Security Analyzer 2.3 short-cut icon 1in order to launch.

EH task 2

Launch MBSA Note: Alternatively, you can also launch the Microsoft Baseline

Security Analyzer 2.3 from the installed start menu apps.

BR Windows Server 2012R2

FIGURE 2.3: Launching MBSA from Deskiop

7. The Microsoft Baseline Security Analyzer 2.3 main window appears as
shown imn the screenshot, by default the Tasks option 1s selected in the
left pane of the window. Click Scan a computer.

blicrosoft

®® ¥ Baseline Security Analyzer

Tasks Check computers for common security misconfigurations.

The MBSA can scan one Scan a computer
A cc:rmputem bT S e comptE The Microsoft Baseline Securty Analyzer can check computars running Microsoft Windows

: - Server 2012 R2, Windows 8.1, Windows Server 2012, Windows 8, Windows
domain, IP ad":_]rm fange - Sarvar 2008 R2, Windows 7, Windows(® Server 2003, Windows Sarver 2008,
or other Srouping. Once ?.ur:,rrn-:i::::rrg;mdm Windows Vista, or Windows XF. Scanning computers for secunty updates utilizes
Eﬂm]_:llefe, the MBSA Windows Server Update Services. You must hawe administrator privileges for each computer
provides a detailed report ¥OL Want to scan,
and mstmichions on how -
o th um yout E";'El‘E:ﬂl -.! ;:I::ahglrlrﬁlpulgl:c‘;r using its name or F Addrass,

mto a more secure

Scan multiple computers
Check multiple computers using a demain name or & range of TP addresses,

working environment.

- R S U | S S
B x5 Ay W B

View, print and copy the results from the previous scans,

Sea Also

Mirosoft Baseline Seourity
&nalyrer Help

Mimrosoft Secunty Web se
& 2002-2013 Micrcao ft Corparatan. All iphts reserved,

FIGUEE 2 4 Sc:mumg a Dumputer

8. Which computer do you want to scan’ A wizard appears, you can enter
the Computer name or IP address in the respected fields, leave the

other settings as default and click Start Scan.
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= Task 3

Perform Scan

Module 06 - Host Security

9. In this lab we are going to scan the Windows Server 2008 (CIND
domain) machine and its IP address of 10.10.10.8.

Note: The IP address may vary if you have set different IP addresses in

your lab environment.

sdicroenft

¥ Baseline Security Analyzer

Which computer do you want to scan?

Enk=r the neme af e computer or is 1P sddress,

Compiter name: |

P adoess: w f|w ||w

Sequnty peport rame: 000G - Wl W [T G)

a0 = dommain, el % = corpuler, %T% = date and me, %eIP% = TP addresc
Diptions:
A check for Windows administrative winerabiities
o] Check for weak passwords
A Check for IS adwinistrative winerabiities
o] Check for S0L administrative vulnersbities
] Check for spourity updates
|| Configure computars for Microsoft Update ard scarning prerequisites
[] advanced Update Seraces gptiors:
Ecen using essoned Windows Server Updete Servicss[WELS) servers only
Scan usng Miroaa frUpdate anhy

Sean usng oitire catslog only

Learn mare abolt Scanming Opbons

FIGURE 25: MB3A mihates Scan

10. Wait until the scanning process 1s completed; it will take a few seconds to

complete the scan.

micrasoft

¥ Baseline SECL.Ir'i't}F Analyzer

Scanning...

Done dawnloading seournity update infoermation,

o ]

FIGURE 2.6: MBSA Scanning in Progress
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To use the MBSA tool,
users will need erther
Windows Server 2008 R2
Windows 7, Server 2003,
Server 2008, Vista, XP or
Windows 2000 and wall
need admunistrator
prvileges sufficient to
scan the target computers.

1

Module 06 - Host Security

11. Once the scan i1s completed scroll down and wiew the results in the
Security Update Scan Results section. It will be showing mussing
security patches, security misconfigurations, etc.

Note: The computer name may vary in your lab environment.

Microsoft

€ ® ¥ Baseline Security Analyzer

Report Details for CND - WIN-7PGVWFSELM1 (2016-07-14 11:41:18)

EECLII‘I:\I' assessmeni:
Incomplebe Scam (Could not complete one of more requested checks, )

Compuber mame: CHOYAIN-TPEVFSELM 1

1P address: 10,10, 15,3

Securiby report name; CMD - WIN-TREVWERSELM1 (7-14-2016 11-41 AM)
Scan date: F4/1016 L1341 AM

scanned with MESA version: 2.3.2211.0

Cataben synchronization date:

sort Order: | Score (worst first) "'u"'l

Security Update Scan Results

Score  Issue Result

! Sacurty Canmat contact YWndawe Update Agent om tanget computer, posably due to firewsll setings.
Updates What was scanned Hriw o carrect Hhis

Windmwe Sran Rocilbs

"'I - T . " -
s Eint this repert -D Lopy to dpboard [_:J Previcus aecuriby repart Mt gecurty report

o

FIGURE 2.7: MBSA Scan Results

12. Scroll down to view the Windows Scan Results, it will display the
complete Administrative Vulnerabilities found in the targeted machine
as shown in the screenshot.

13. MBSA shows the severty level of the vulnerability under Score, Name
of the vulnerability in Issue, and information about the reported
vulnerability and how to fix the issue in Result.
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After mstalling MBSA and
mnming the tool, users can
3Can a computer usmng its
name or [P address, scan
multiple computers within
a domain name of a range

of IP addresses, or wmew
existing security scan
repoits.

14. In tlus lab we are going to check the Automatic Updates vulnerability

Module 06 - Host Security

and how to fix this issue. To fix this issue, click the How to correct
this link under the reported vulnerability.

sicrosoft

¥ Baseline Security Anal}rzer

Wihat was scanned How to comect this

Issie

Lipdates

Paz=word

Ewpira tion

Incomplete
Upsdates

¥indaws
Firewall
Filz Svotem
Sutalogon

Gu=st Account

Recult

The Automatic Updates feature hae nob been confloured an this comouter, Phescs upgrade o the stest

Service Pack to cbitan the latest verson of this feahure and thenuse the Conirol Pandd 1o configure

Autormatic Updates.

What waa scanned

|Hn-.'.- to cormect IJ'ia|

Eorme umer accounts {2 of 4) havs non-expiring passwords.
What wes scanmed Resulb delals How to correck bhis
Mo ircemplete softears update nstallabons wers found.
ihat was scanned

Thia theck war skipped because ® cannat be done remetely,

&l kard drives (L) are ugng the MTFS flle eyetzm,
Whatwaa scanned  Resut detais

Butclogon is rot configured on this computer,
Ahat was scanned

The= Guest account is dsshled on this computer.

Wihat was scanned

oo ke i P o e e e e e o] ¢ o ol e ¢ -

;'___|',F‘|lIJ|u'|.|.u': Dcu_;_. to dipaard

Mext s=ounty neport

Previous securiby report

FIGURE 2.8: Windows Scan Results

15. Once you click on the How to correct this link, a browser window will
appear with the solution to fix the respective 1ssue as shown in the
screenshot. Scroll down to view the complete information to fix the
issue.

16. To resolve this issue, login to the target machine, follow the step by
step mstructions that are provided by the MBSA tool.

There are even more ¢ B o\ Program Fles\Microsoft Basdine Security 0 = & | &3 Microsoft Baseline Security .. *

options available through
and-J 'I.. Microsaft :
_Hl& command-line ¥ Baseline Security Analyzer
mterface to support "
mipl]ﬂ_g and fine-tned Automatic Updates Check
control over MBSA’s —
mﬂﬂiﬂggﬂd:ﬂpmﬁﬂg & tic Updat ke tar up-to-date sutomatically with the latest updates from Microssft by delivering th
dll:lzurnl:-il':l:; fuuru::r:irr::zr ‘Frpnn*::a:lﬂr:al:llrl:sm!’tkl].fpditz :l:v:.ul.'u::ilrmrdl;:uiu Update sil:Et, or fmun?u B I:zulrmndﬁs Ecr'.n:r uﬂ::;r;ng-:lﬂ:;nﬁ
fﬁa‘[‘l‘l.[es_ (WSUIS) sarver if wou are n a managed anmaronmant}. MBS will warm ueers if Automatic Updatas @ ot @nabled an tha scanned

compuber, or if it s emabled but s not configured to sutomatically download and mstall updates. Aukomatic Updates = available on
WindomsE 2000 SP3 compubers and legher.

The Aukomatic Updates control panel sethings hawe besn enhanced n Windoas XF Sernce Pack 2, and the steps used to configure
the feature hawe chamged from those steps documented in MIBES for pror Windows versions. These anhancements also appear in
Windows 3000 Service Pack 3 and abeove for computers that have avtomatically updated fram Windows Update to obtain the latest

Aitomatic Updates oeank werson,

Solution

Enable gnd confgure Autcenatic Updstes to sutomatically download and install the |stest updstes Ffrom Microseft. For more
infermation an Autamatic Updabes sattinge, plaase refar to the Knowledge Baee artick on echeduling Automate Updatas in

Windoms XP, Windows 2000, or ‘Wndows Servar 2003,

Instructions
Yau must ke lagged onoas a computer administrator to complete this pracedurs.
To change Automatic Updates settings in Windows Server 2003, Windows XP Profescional, or Windows 2000
. Open System, and then click the Automatic Updates tab.
—ar-

IF wou are runmang Windows 2000, click Start, point to Ssttings, cick Control Panel, snd then double-click Avtomatbic
Updates,

» Chck Automatic (recommandad),
. Under Avtomatically download recommended updates for my compuber and install them, s=lect the day and tme

FIGUERE 2 9: How to fix the vulnerabilifies Solution
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Module 06 - Host Security

17. Let us now fix the issue. To do this, click the Windows Server 2008
machine and login.
18. Credentials to login:

L - ini
EH TAsk 4 Username: CND\Administrator

Fixing the ® Password: Pa$$wOrd

Vulnerability 19. Go to Start = Control Panel and double-click the Windows Updates

1COMn.

Control Fanel Home ™ ey |
Classic View ﬁ EI:_: |. ;! & Gii g é’

Add Hardware Admiristative  AutoPlay Celor Date and Time Default Device

Tools Maragement Programs Menager
| e :-': ) £ @ o,
L= - gl =
A = G G <
Exeof  Folder Cpliors Fonts Indesing Internet  ISCS1Initiztor  Eeyboard
Acress Cenber Ophons Optiars

Wouss Hetwark and  COfireFles  Personaliza...  Phons end  Powesr Opbions Print=r=
Sharng ... Modem ..

Froflem Fr-:ngra'ns and Regional and Sound Taskbar and Text to
Reparts a... Featires Language ... Start Menu Speech

User Acoounts  Vilndows
Firewzl

ﬂs.i‘

FIGURE 210 Windows Server 2008 Control Panel

The MBSA also provides
an expanded List of 20. A Windows Update window appears, click the Change settings link in
opticns beyond what is - -
SR the left hand side of the window.
mterface via the -% YWindiows Update ‘_Lnlﬂ
'E."Dﬂlt'.tlﬂﬂd—]iﬂﬂ iﬂ.tE!l'fﬂE-E ﬁ_}; |F.‘r * Conkrol F‘a'r:ll vll.l.l'nd:uu Lpdete - [m' I:-r-.r“ E|
Theseuphﬂnsc:a::ibe s
accessed by opening a ®
command-prompt in the S Ched for updates Windows Update
MESA installation thange setings ;
directory and munning i W"Mm
MBSACLI exe /7 e Updates are nok being installed automatically S
ﬂ Updates: frequenty aaked Toenhance the s=ourity and performancs of your computer, set Windaws ko
questons irstal important and recommended updates subama toalhy, Views advanced oplions
Most repent check for updates:  Mever
Updsf=s were irs teled: Meer
Yo receive updates: Faor Wirdares anly.
,, Getupdab=s for more products - |
FIGURE 2.11: Windows Secrver 2008 Windows Update
21. In the Change settings window, choose the Install updates
automatically (recommended) radio button and schedule the time to
Install new updates or leave the settings as default and then click OK.
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After you select the
appropoate options and
computers, you then
togger the scan, which
typically takes several
nunutes to mn. By default,
the MBSA wall
automatically attempt to
reach Microsoft Update
for the latest catalog. The
MBSA wall augment the
scan usmng any updates
approved by the W5US
admuin i managed

environments.

Module 06 - Host Security

22. As soon as you click the OK button, it will start checking for new
updates and it will prompt you to install the updates. Install the

required updates on the machine.

s |F.J = Control Pered » Vindows Updele = Changs setings - E I.--.*.'i— L

Chosrse how Windows can nstall updaies

Wher pour computer i onire, Wirdomes can soiomah cally dhede for important updates ard nstall them using thess
setings. Vihen nev updates are avalsble, pou can also rstal them before shutting dewn the computer.

Urder skanding 'Wirsd oves automatic updaing

ﬁ i+ Tnstall updabes atomatically (recommanded)

Irsisl rewy uod stes:
[Every day =] a |z =)

7 Dovwriosd updates but et e chooss whether to irstal them
= ik for updsies but et me choose wheder o dawnlosd amd install $em

gl ™ M=wer cheds for updates (Fot recommended)

Yowr computes will be more wulnerable fo security teeats and parformance problens mtout the latest
upckabas.

Recommendsd updates
™ Inchde recommended Lpdates when domnboading, mstaling, o rabifying me about woates

Hloke:; Windcwys Lipdate may update ilbel suboma bosl y before i dhedks for other updates, Pesd our proescy plebemert
poine

L == —

FIGURE 2.12: Choosing how Windows can Install Updates

23. Now switch back to the Windows Server 2012 machine and click OK
to go back to the main screen of MBSA.

dicrosoft

T e : .
€ ¥ Baseline Security Analyzer

Lodates What wes scanned

wWindows Scan Results

Adrnimistratnee Yulnerabdibes

Score  Issue Result

[ ] Autometic The dubametic Updates festure has not b=en configured on this computer. Fesse upgrade bo the Istest
Lpdates Service Pack m ebtzin the test version of this feature and then wse the Control Panel m configure
Aubomabc Lpdetes.

Wihat wes scanned
Password Some wser acoounts (2 of 4] have mon-exprng passwvonds,
Expiration Wihatwes scanned . Resultdetals  How to comrect this
Incomplets Mo moomplete software update instalatons were found.
Lipdates vihat was s@nned
Windovis This check wes ckipped becsuse it cannok be done remoksly.
Fressal
Fi= System Al hard driwes (1) are using the HTFS fie system.
Wihatwies scanned  Result detais
Autmlagon Autolagon B nat configured on this computer.
'n"|1'l-'!T Wimes soanneEn
Guest Acocount  TheGuest acoount is disabled o this computer,
Wihat was acanned
| g T N N e e e e e e e i ————

Hew to mmect this

_j Capy to cipbaard

Presious ety reoort

2wt gecurity repartk.

FIGURE 213 MESA Windows Scan Results

24. Follow steps 7 to 14 to rescan the Windows Server 2008 machine and
check if the i1ssue 1s fixed.
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Module 06 - Host Security

25. Now the Automatic Updates 1ssue 1s fixed as shown in the screenshot.
Simuilarly, you can fix all the Administrative Vulnerabilities using the

re spective scan results.

MBSA Scan Results after _
i ﬂ‘.l.-E.' fmmd {_: - . ".1:|-::||:i'.|:r|_ _ T e
i e o € ¥ Baseline Security Analyzer
Targeted machine.
Sort Crdar: |5|:|:te (warst first) :l
Security Update Scan Results
Result
Camnot confact Wndowa Update Agent on target computer, passibhy due 1o firewsll setings.
fihat was sconned Howi to comect this
Windows Scan Results
Administrative Yalincrabilites
Score  Issue Resilt
ﬂ Passvord Some user accounts (2 of 4) have nonexprng passwords.
Expira tion What wes scanmed  Resut detals  How bo correct bhs
Incomplete Mo imcomplete softwars update nstallatons wena found,
Lpdates fihat was sconned
Wiindawe This theck wat ckipped becauze it cannat be done remotely.
Freywall
Aubametic Updsies are sutomabicaly downloaded and instaled on this computer,
Updates IWhat wae scanned
Fl= Systam Al kard drives (1) are usirg the NTFS fil2 syst=m.
What wes scanned  Resulk details
S Print this report ) Cooy to dipboard
FIGURE 2.14: MBSA Fixed the Issue
Lab Analysis
Analyze and document the results of the lab exercise. Give your opiion on your
target’s secunty posture and exposure through free public information.
PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
ABOUT THIS LAB.
Internet Connection Required
[l Yes v No
Platform Supported
] Classroom M iLabs
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Module 06 - Host Security

Conducting Security Checks using

buck-security On Linux
bick-security is a collection of security checks for Linux

Lab Scenario

As a network admuustrator, you should be able to conduct secunty checks against a
Linux system in order to know the secunty status of the system.

Lab Objectives

This lab will demonstrate how to conduct a security check on an Ubuntu Linux
S}Tﬁtﬁ‘m.

Lab Environment

To carry out the lab, you need:
* A virtual machine minming Ubuntu Linux
= A Web browser with an Internet connection

® Administrative prvileges to mn the tools

Lab Duration

Time: 10 Minuates

Overview of buck-security

The aim of buck-security is to allow you to get a quuck overview of the securty status
for your system. It 1s useful to get an overview of the secunty status of the system
immediately. It mins important tests and returns the results to you after a couple ot
minites.

Lab Tasks

1. Turn on and log in to the Ubuntu VM
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The aim of buck-secnrity is
to allow vou to get a quick
overview of the secunty
statns of vonr system. Asa
Linmx system admuinistrator
- but also as a normal
Linmx nser - you often
wonder if your system is
SECTLE.

In this sstiation, it 13 nseful
to get an overmew of the
security status of the
system immediately. Buck-
security was designed
exactly for this. It mins
important tests and retnrns
the results to you after a
couple of minntes.

Module 06 - Host Security

2. Nawigate to task bar and click the Files icon. Next, click Connect to
Server and when the connect to Server window appears, type the
following: smb://IP Address of the CND-Tools shared folder machine
and click Connect.

Note: The IP address may vary in your lab environment.

) Recenkt : '
D o o B - -a
il Deskt Deskiop Documents i e
esktop
[ Crocuments ! J ‘
i e -
< Downloads Pictures Public Templates K
A music jm
= Fhicturaes a server Address
H Videos nebwr |5mb:.a',.-'1911':iﬂ.1}.121." | e 4a
Trash
2! Mebwork

Recent Servers

B Compuker 3

| connecttoserver |

Cancel Connect

R — |
FIGURE 3.1: Eﬂteriug Super nser maode

JYORPEPD ) O

3. Password required for pop-up appears, type the credentials of your local
host machine where the shared folder is located and check Remember
forever radio button and click Connect.

>, Password required for 192.168.0.121

Username | Administrator

Domain ORKGROUF

pESSWDrd tesasennnn

Forget password immediately
Remember password until you logout
© Remember forever

Cancel Conneck

FIGURE 3.2 Eﬂteriug Super nser maode
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Module 06 - Host Security

4. Nawvigate to CND-tools on IP address of the machine (where CIND-
Tools are shared) 2 CND Module 06 Host Security =2 Linux Security

and copy buck-security-master folder and paste it on the Desktop.

Buck Security should be
mst a amall tool in vour
holistic security concept.
Server secunity i3 a complex

Linux Security

CHD Module (8 Hosk Security | Limux Security

PROCESS which can't be
gnaranteed by a simple Recent
tool Haime
Desktop  master

Documents Crpen
Open in New Tab

P P H<DODO N B O

Downloads
Open With
Music
Pictures
Videos Paste Into Folder

=h

Trash Mowve Ta...

Hebarark Copy To...
Make Link
I cndioolsoni., & SR Gt

%

e g L IRl K

B

[fl Computer Delete

E Connect to Server Compress...

Open in Terminal
Email...

"buck-securiby-master” selected

Bromserties

FIGURE 3.3 Eﬂtefmg SUper Nser mode

5. Launch a Terminal, and type sudo su and press Enter

6. It will prompt you for sudo (Admunistrator) password, type toor and
press Enter.

Note: The password is not visible while you are typing in the terminal

E Task 1 window. The password may vary a different password was chosen at the
time of installation.

Launching buck-
9 root@ubuntu: fhome fubuntu

security in Ubuntu buntu@ubuntu:~3%

Linux terminal [sudo] password Tor ubuntu:
"oot@ubuntu: fhome fubuntu#

FIGURE j.4: Entenng super user mode
7. Type cd Desktop and press Enter to navigate to the Desktop folder.

root@ubuntu: f/home /ubuntufDesktop
ilbuntugubuntu:~5 sudo su

[sudo] password Tor ubunty:

root@ubuntu: fhome jubuntus

root@ubuntu: fhome /ubuntu/Desktop#

FIGUEE 3.5: Enteﬂng Dowmloads folder
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E Task 2

Running Security
Check

The different security-
checks are the core of Buck
Secunty. In every secunty
book for Limx vou'll find a
couple of small tncks to
check the secnmty statos of
vour svstem. Buck Secunty
ams to nnite all these small
but important and nsefil
checks in one easy-to-use

ProgTanl.

Module 06 - Host Security

8. Type ed buck-security-master and press Enter to access the buck-
security directory.

root@ubuntu: f/home/ubuntufDesktop/buck-security-master

lbuntu@ubuntu:~5 sudo su
[sudo] password for ubuntu:

root@ubuntu: fhome /ubuntu# cd Deskto
root@ubuntu: fhome /ubuntu/Desktop# |cd buck-security-master
root@ubuntu: fhome /ubuntu/Desktop/buck-security-master#

FIGURE 3.6 Entering Elwk-semmt? folder

9. Type .buck-security and press Enter. This command will run the
security scan on the Linux machine and check for vulnerabilities in that
machine.

root@ubuntw: fhomefubuntu/Desktop/buck-security-master

pot@ubuntu: /homefubuntu/Desktop/buck-security-master# |. fbuck-security

buck-security 0.7 #
BB R R HE R R RHEEE R R YRY
e Will rum 13 security checks now.
his may take a while...

1] CHECK checksum: Checksums of system programs
'he security test encountered the following error during execution.
—ouldn't read ./checksums.gpg: No such file or directory

_ommand was: a perl script, too long to display

2] CHECK emptypasswd: Users with empty password

The security test encountered the following error during execution.

assword file [homefubuntufDesktop/buck-security-masterfetc/passwd does not exls
C.

ammand Was®* a3 b cerrint ton lono to displav

FIGURE 3.7: Buck secunty output first part

10. Scroll down to wiew the secunty Warning messages that were discovered
by buck-secuurity.

11. Buck-secunty will display a warning message, if any i1ssues are found in

the secm’_it:;-' measures as shown in the screenshot.
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The most commeon use of
the sticky bit todav 13 on
directories, where, when
set, ittems inside the
directory can be renamed
of deleted only by the
item's owner, the
directory's owner, or the
supemser; without the
sticky bit set, any nser with
write and execnte
permussions for the
directory can rename or
delete contained files,
regardless of the owner.
Tvpically, this is set on the
{tmp directory to prevent

Module 06 - Host Security

12. In thus lab scroll down to the [3] CHECK firewall: Check firewall
policies section. This section shows you the complete settings of the

Firewall in the Linux machine.

root@ubuntu: fhome /ubuntu/Desktop/buck-security-master

CHECK firewall: Check firewall policies

The security test dlscovered a possible insecurity.

The following iptables policies are set to ACCEPT.
AR AR R R R A R R R I R I R A A R R R A R R R IR E R R TR
FORWARD: ACCEPT
INPUT : ACCEPT
JUTPUT : ACCEPT
“ommand was: a perl

script, too long to display

CHECK pac

_ommand was: a perl

problematic pac

long to display

kages search

kages [ OK ]

CHECK services: Listening Services

The security test discovered a possible insecurity.
The following programs are listening for incoming
connections. Output format Ls port:program:listen_mode
AR I A I I R I A A R R A R A I R I TR
5353:avahi-daemon:LISTEN ALL

57477 :avahi-daemon: LISTEN _ALL

| TETIER

07 = el ool e

FIGURE 3.5: Entenng super user mode

13 You can run the secunty scan using buck-security against an Ubuntu
machine, to find the issues and vulnerabilities within the machine and fix
those vulnerabilities.

Lab Analysis

Analyze and document the results of the lab exercise. Give your opiion on your
target’s secunty posture and exposure through free public information.

PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
ABOUT THIS LAB.

Internet Connection Required

[ ] Yes ] No
Platform Supported
[¥] Classroom V] iLabs
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Module 06 - Host Security

Remote Patch Management using
BatchPatch

BatchPatch is a software patch management fool. It can remotely initiate Windows
Update, WSUS, software deployments, and reboots on many computers.

Lab Scenario

An admunistrator 1s requured to apply secunty patches or updates to a system mn order
to ensure they are not vulnerable to attack. Patch management is one of the
important tasks admunistrators should perform penodically to ensure all systems in

the network are patched and updated. The Administrator should have knowledge of
various patch management tools that perform remote patch management.

Lab Objectives

This lab will demonstrate how to perform remote patch management on

Windows using the BatchPatch tool.

Lab Environment

To carry out the lab, you need:
® A virtual machine minming Windows Server 2012
* A wirtual machine minning Windows 10
= A Web browser with an Internet connection

®=  BatchPatch, located at Z:\CND-Tools\CND Module 06 Host Security\Patch
Management Tools\BatchPatch

® Administrative prvileges to mn the tools

Lab Duration
Time: 25 Minutes
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Module 06 - Host Security

Overview of BatchPatch

With the BatchPatch management tool, you can initiate the download and/or the
mstallation of Windows updates on MANY remote computers simultaneously from
a single console. Computers can be standalone, in a Workgroup or members of a
domain.

Lab Tasks

1. Launch the Windows Server 2012 virtual machine and login

= task 1 2. Navigate to Z:\CND-Tools\CND Module 06 Host Security\Patch

Management Tools\BatchPatch and double-click batchpatch.exe to start
the installation

Install and Launch

3. Ifan Open File - Security Warning window appears. Click Run to

continue.

4. The BatchPatch License Agreement window appears. Ensure that the
checkbox 1s ticked and click Agree.

END-USER LICENSE AGREEMENT for BatchPatch, Copyright © 2011-2016,
|[Cocobolo Software, LLC. All ights reserved.

IMPORTANT: PLEASE READ THE TERMS AND CONDITIONS OF THIS LICENSE -
AGREEMENT CAREFULLY BEFORE SELECTING "AGREE" to accept the terms of

this agreement. By selecting "AGREE". you are consenting to be bound by all the

terms of the agreement. ¥ you are not willing to be bound by this agreement , select
"DECLINE." Your use of the software indicates your assent to be bound by the

[terms and conditions of this agreement.

This End-User License Agreement (EULA")is a legal agreement between you
{("LICENSEE") and Cocobolo Software, LLC for the software product ) identified

above which may include associated software components, media, printed matenials,
and “online” or electronic documentation ("SOFTWARE PRODUCT™). By installing.
copying, or otherwise using the SOFTWARE PRODUCT, you agree to be bound by

|I:he terms of this ELULA. This EULA represents the entire agreement conceming the
SOFTWARE PRODUCT between you and Cocobolo Software, LLC, and it

|supersedes any prior proposal, representation, or understanding between the parties. ™

Initiate the download

and/or installation of \¥] | have read and agree to these terms and conditions

Windows npdates on

MANY remote computers Agree Decdline

stimmltaneonsly from a -

single console. Computers

can be standalone, in a FIGURE 4.1: Agreeing the license

Workgroup, or members of ] ]

a domain 5. The BatchPatch notification window pops up. Click OK.
Please make sure you have put PsExec.exe in the Windows PATH and that you
have launched it at least one time to accept the license agreement.

FIGURE 4 2: BatchPatch notification
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Choose to install all
avalable npdates or st
install specific npdates, by
name. Additional filters are
also available, allowing you
to select npdates by their
classification groupmgs:
Caotical Updates, Secunty
Updates, Definition
Updates, Updates, Update
Rollups, Service Packs,
Feature Packs, Dirivers, and
Tools. Or mimic Microsoft
Windows Update and
choose to install only
Important and /ot
recommended npdates.

Use your own managed

TWSUS zerver, or nse
BatchPatch in conunction
with Windows Update o
MhMicrosoft Update as an
effective WSUS alternative.

Module 06 - Host Security

The BatchPatch - Register File Types? window appears. Click Yes.

Would you like to register .bps, .bpt, and .bpp file extensions?

Registering these file extensions will enable you to double-click on files
of these types in Windows to launch them in BatchPatch.

If you skip this step now, you may still register these file types later by
selecting 'File > File association' in the BatchPatch menu.

**Select "Yes' to register file extensions and disable this prompt from
appearing again.

**Select 'No' to disable this prompt from appearing again without
registering file extensions.

**Select 'Cancel’ to display this prompt again next time BatchPatch is
launched.

FIGURE 4.3: BatchPatch registration

The .bps file registration window appears. Click OK.

The .bps file extension has been registered for the current user only. It will be
bound to the current path of BatchPatch.exe, which means that if you move the
exe at a later date, the extension will need to be re-registered.

FIGURE 4.4 bps window

The .bpp file registration window appears. Click OK.

The .bpp file extension has been registered for the cumrent user only. It will be
bound to the current path of BatchPatch.exe, which means that if you move the

exe at a later date, the extension will need to be re-registered.

FIGURE 4.5: bpp file registration

CND Lab Manual Page 125

Certified Network Defender Copyright © by EG-Gouncil
All Rights Reserved. Reproduction 13 Stnctly Prohibrted.



Turn BatchPatch into a
central distnbution point
for Windows Updates
using the optional “Cached
Mode.”

= TAask 2

Copy PsExec Tool

Module 06 - Host Security

9. The Getting Started window appears. Tick Don’t show this anymore
checkbox and click Close.

Priev e quiciben & Helpfid Linka

' IJ: X
A hitpe: Favtrhpatch. com ffag
Tistoriaia; hifpa: (hanohpa poh. com SCateoorviTuiorists fior a Bt of halpfll futonals and inatructional malerials

Cusck Stark:

1. G0 b Fle = &4d hests, or st dreg and drop 8 bext e bo add 8 Bt of computers o $e BatdPadch gnd

2. Highight ane, some, or all rows, and then right cidk bo sedect an action to perform on the highlghted rows

3. When importng hests, you can dss mport other nformaton sudh ss MAC sddress by usmg 2 as defmiter, or fedes by w=ng the |
ot spmnbcd, The follosdng are al walld and can be erdened inbo the Add Hosts didog or putin & best fle:

The order of values entered must be the same a3 the order ghaven belos:
£ MAC | KOTES Il ROTES2 11| DESCRIPTION 1011 LOCATION (U LISEEHAME Pl PASSWORD D) DDkAIN

Syritax examples for adding hosts wth =xira valuss: ole it s not necessary o incude sl gements as long as e owersl order of
dlements i retained)

hestl= 1CsFa 056413

hoet2# 183ASSES4312 fnates for hoat?

hestdfretes for hests

bt || Degcription information for hostd] | ||Lecaton Fformation for hastd

hostS SEEDOC CEEDDCC [Mates 1| otes 2| | | Desoriptian | || |Lecavtion |U jusemame P |passward |0 |domain

Tips B Shortouts:
IXIEEEEINANEXXIX
1. Mdde~cidong a cedl faonall whesl didd) will display $he contents of that cel in & toohp window. RightChck or MiddksClick anywhens
on the boolbp o drsg it o 8 new lecaton.
2. Mdde-cidang an a celin the WEUS Installvtion Progress colunn whie updates are downloading or irstaling il show you the w

FIGUERE 4.6: Introdurtion window

10. The BatchPatch main window appears along with the BatchPatch pop-

up as shown in the screenshot, click the Close Window.

File Actions  Tocls View Hep Eoom &
LEHUFPFEOOEOBLRPLEEO2JO00RIRNEON

rl:w1|

BatchFatch | =]

Thers is a newer build of Balch Patch swsilable!
Downlnsd

3

Cose Vindow

YWew change log

FIGURE 4.7: BatchPatch window

11. Nawigate to Z:\CND-Tools\CND Module 06 Host Security\Patch
Management Tools\PSTools and copy PsExec.exe file and paste in
C:\Windows.

FH s=lect aii
it oo Salect mone
Wove  Copy Az namie Froperties )
P to < g invert seled

O ganiz Ly Oper Lo lmick

v This PC » Local Diske (€] » Windows w |:.| Search Windeows

&
4 Favorites I"fr'nz Diate madified Type Size
B Desktep % prefiltgd.dll QU011 5:00 Ak Application extens..,

E PsEsmc B 192016 11:09 PR Apphcatsan

FIGURE 4.8: PsExec file moved

12. Now, Launch the Windows 10 virtual machine and login as the Local
Administrator.
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Apply Windows Updates to
computers that do NOT
have internet access (offline
Windows Update) nsing
‘Offline Mode.

Retrieve Windows Update
history information from
all of your computers into a
consobdated report.

Deploy software remotely
to an enfire network of
computers with st a few
of clicks.

Module 06 - Host Security

13. Go to the Control Panel and click the Windows Firewall in All Control
Panel items.

14. In the Windows Firewall settings, click the Allow an app or feature
through Windows Firewall from the left pane of the window as shown
in the screenshot.

F_ﬂ' Windows Firewall - L }“:_1
— S E » Control Panel = All Control Pane Rerms ¢ Windows Firewall w O Search Control Panel )
IR R R Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or mali cious software from gaining access to your PC
thraugh the Internet or a nebwork.

. 9 Dromain networks
¥ Tumn Windows Firewall on or ]
i ﬁ Fetworks a'l'a.'m:ﬂu:e that are attached to a domain | I

FIGURE 4.9: Changing Firewall settings

Allow an app or feature
through ‘Windaows Firewall

) Change notificabion s=things

Connected

15. The Allowed apps window appears. Click Change settings. Check the
boxes for Domain, Private and Public for File and Printer sharing.

q Allowed apps 1

+ » A i » Control Panel » System and Security » Windows Firewall » Alowed apps

Allow apps to communicate through Windows Firewall
T add, change, or rerdve allpwed apps and ports, click Change sethngs,

What are the risks of allowing an app to communicate?

I ¥ Change settings I

Bllowed 2pps and festures:

MHarme [omain  Private  Public

» Emiail and accourts S| ] W

‘ ZFile and Prirter Sharna

FIGURE 4.10: Enabling File and Ponter shanng

16. Scroll down and check the boxes for Domain, Private and Public for
Windows Management Instrumentation (WMI) and click OK.

17. Close all the windows that were open in the Windows 10 Machine and
log off the machine.

—~
Allowed apps and features:

Mame Domain  Prvete  Public ™

[ Wi-Fi Direct Mebwork Chscovery C C =

LI Windows Collaboraton Computer Mame Registration Service I:I I:I Il

vl Windows Defauls Lock Screen (] (] [

[#] Windows Feedback ]

L1 Windows Firewall Rermnote Management | | |l

Windows Management Instrumentation (W1 [w] [w] W]

[+ Windows Mdp:.- b

LI Windows Media Flayer | | |l

ClWindows Media Player Metwork Sharing Service ] ] ]

O] Windows Media Player Metwork Sharing Service (Intemet) O O O

[ Windows Pesr to Peer Collzboration Foundatizn C C Il

[ Windows Remote Management ] ] [ B

Details... Remove

Allow another app...
O Cancel

FIGURE 4.11: Finahzing the Firewall sethings
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Deeploy standalone
©hMicrosoft or third-party
patches such as Adobe or
Java updates, as well as
registoy keys, scopts, and
st about anything else to
remote hosts. Push install
M5Is remotely to mmliiple
computers (M3l msp msu
-exe reg vhs cmd and
more). Take a look at the
softwrare deplovment page
for more information,
ttonals, and wdeos.

E TaAsk 3

Add Host

Reboot or shmtdown
remote hosts and monitor
status in real-time wath
integrated pinging.

Module 06 - Host Security

18. Switch back to the Windows Server 2012 machine and go to the
BatchPatch main window

19. Click Files and select Add hosts....

File | Actions Tools View Help

iii |Ad|:| hosts... Ctrl+Q
T Add hosts from directory... Ctrl+D

@ Newtab Ctrl+T
5 New window Ctrl+N
&

Open BP Url List... (.bpurl)

i+  Open... (bps, .bpt, .bpp, .bct) Ctrl+ 0O

FIGURE 4.12: Adding Host

20. The Evaluation version window appears. Click OK.

This is the evaluation version of BatchPatch, No more than 4 hosts will
be displayed. To purchase the full version, please visit
https://batchpatch.com

FIGUERE 4.13: Host imitation message

21. The Add Hosts window appears. Enter the IP address of the Windows
10 machine (10.10.10.10) and click OK.

Note: The IP addresses may vary in your lab environment.

10.10.10.10)
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BatchPatch offers a very
convement method for
remote scopt execnbion
enabling vou to easily and
guickly retrieve information
from vour tacpet
computers, push
confienration changes,
apply custom settings, and

do st abont anything else
vou can think of.

Inteprated job quenes: Yon
can create a set of actions
to execute sequentially on
remote hosts, which allows
vou to min scripts before
and/or after a reboot, or
string together mmltiple
patch and reboot cycles ete.

Advanced multi-host
custom sequencing options
to handle complex npdate
and reboot tasks involving
nnmerons computers with
online /offline
dependencies, all of which
can be confignred for
single-click execntion.

Module 06 - Host Security

22. The Windows 10 machine will be added in the BatchPatch main window.
Right click the added host and select Specify alternate logon

credentials.
)  Ping »
: |1"|'" Specify alternate logon credentials
Fil Acti Tool Vi
' ons o = ﬂ Get information 2
el =L = R OJO) _
¢  Windows updates b
new 1
_ “4,  Services / Processes 3
B % Hos 1
E_| w3 10.10.10.10 (& Send message to logged-on users
@. Reboot *
@ Shutdown 3

FIGURE 4.15: Changing logon credentials

23. The Security Warning window appears. Click OK.

Password Securty WARNING!

BatchPatch grid files (bps/ bpt) that contain usemame./password combinations
must be carefully protected. K you choose to save this grid to a bps/ bpt file, any
passwords specified in the "Altemate Credentials’ dialog will be obfuscated in the
saved file, but they will NOT be encrypted “unless® you specifically enable
password protection on each grd (see "File > Password protect)).

It is trivial to de-obfuscate passwords in bps/ bpt files that have not been
encrypted, which is why it is imperative to treat these files just as you would treat
files that contain plaintext passwords.

However, to optionally protect the contents of your bps/ bpt files with 256-bit AES
encryption, go to File > Password protect,” and then set a password for each grid
that you would like to protect.

FIGURE 4.16: Warmng message

24. The Credentials window appears. Enter the Windows Server 2008
machine credentials and domain name then click OK.

Credentia

User name: | Administrator

Pﬂsmd: BERBRBBRBEEN
Domain: [v] |cnd.coml|
[ Integrated Security

Click here for help with authentication

| ok Cancel

FIGURE 4.17: Entering Domain system credentials
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Module 06 - Host Security

25. Click 10.10.10.10 and type the letter P from the keyboard to start
pinging the Windows 10 machine then press ctrl+P to stop the ping.

File

Actions Tools View Help

LEHQFEQOREOE9&E0®=d0

new 1

Host

4 Ping Reply

Logon Account

[~

10.10.10.10

Reply from 10.10.10.10 time=2ms

cnd.com \Administrator

Retrieve the last boot time
from remote hosts (Tery
handy when rebooting
computers).

FIGUEE 4.18: Piﬂ.g successiinl

Expend rowis) < Double-Clicks> R
Remabe decktop connection

Fing .

Specify alternake logon credertials

Get infarmation

waindlows updates

5erdices f Proesses

5end messae b logged-on users
Rebat

Shuted e

Wiake O LAN

Dreploy softwared patch/sonpliregkey etc
Execute remote process/ command
Esscuts Iocal process/command

Job queus [ruti-slap saecution

OENEROGC WL OO0 am B

Copy fila f foddar

EREC S S0 e s ¢ HighE

26. Right click on 10.10.10.10 and select Windows updates = Check for
available updates from the context menu as shown in the screenshot.

Retneve consolidated ud list of available updates

| # | Checkfor available updates |

Generate conisolidated report of available updates

Fiear which svailable updates ars induded er mduded when downlaadinginstalling
Hide 7 unhide updates (hidden updates are not available for download/installatan)

Drwsnioad availsale updates

Deanboad and install updates

Dewnbaad and install updates + rebort if requined
Diwnioad and Install updates + reboot alweys

Install doanlpackd updates
Install doamicaded updates + reboot if reguined
Install doamicaded updates + reboot alweys

Updete + reboot cycle
Updete +~ shukdown
Uninstall individusl updete {requires KE 1)

Abar downlosd [ indalletion (graceful exit, no rebont]
Kill smarch [ dewnload [ installstion (terminate process, no rebock)

Reattach orphared Windows Update process

FIGURE 4.19: Checking for patch updates

27. The Confirm Windows Update Action window appears. Click OK.

host(s)?

Are you sure you want to check for available updates on the selected

FIGURE 4.20: Confirming the update check
28. If an Open File - Security Warning window pops up. Click Run.
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BatchPatch was designed
to be simple and intitive.
Special attention was pad
to keeping the app as shm
as possible. No mstallation
necessary— mst lannch the
EXE and you're ready to
go! You start by loading a
list of computer names, IP
addresses or MAC
addresses (MACs are
reqpared for Wake on
LAN). Then highlight one,
some, of all rows in the
grid to perform actions on
st the selected hosts.
Either right click on the
encrently selected rows or
use the Actions memm to
select an action to perform.
It doesn’t get mmich easier
than that!

Retrieve the list of services
that are zet to “Antomatic”
but not cucrently moning

on the remote hosts

(diagnose boot up issues).

Module 06 - Host Security

29. BatchPatch will take some time depending on the updates available; wait
for the process to be completed.

File Actions Took View Help [E.i55:

"ClRFEFEQORAOERE4KRC O SOQEEBEBOR

new 1

8_ T Hiost = Ping Reply Windows Update Messages Progreas
4 110107010 | Rephyfrom 10.10.10.70 time=Tms  Geecuting Batch Pobch Remoke Agert mee . - 045535 Seaiching..

FIGURE 4.21: Windows npdate search n progress

30. Once all the updates are found, the Progress ficld changes to 100%

Search Complete.

File  Actions Tools View Help R

RSN == R NORON N F-NFN-N NN ES X - -y § N-F

r=w |

Host = Fing Aepty ‘Wirdows Updele Meszages Progress Aemale Ageri Log
8 W |
& %% 10101010 | Raok from 10101090 tme=0na | 1 updatelaliound - (4:56 46 DESKTOP-GTI5E5M

FIGURE 4.2Z: Found Windows updates

31. Right click on 10.10.10.10 and select Windows updates -> Download
and install updates + reboot if required.

@ Generste consolidated repart of availsle updates
- : [+ i [
Fike  Actiors  Tools  Vew Hdp  Eoim 4T I=  Foter which suslable upolshes pee inchided or schuded when downbadingfnstaling
"L EGeEEE® D S F Y Spech skemats logon cedentish [E  Hide! urhite updstes thitden upsdsbes are not svrisble for dovwnloadfimtallstion} &
F— ) Gat information b & [Download avalabile updates
|8 :ﬂi Hot Pling Plegly ' I\l.'.-.um "Pd'bnl b | ** Download end intall updeim
BRI IE | Aaplefor & AR AR AP N
ey — . | # | Download and indal wpdates + reboot ¥ requirsd |
& Download snd instal updaie ~ reboat dhwys
&  Gangd mmsage ko |egged-on wisn
&  sial dossnbesded igadabe;
Fabosst ¥ .
& e &  inctall downbosded updates + reboot F required
Iﬂ' Shutdown F | &  nriall downlosded updata + reboct by
'ﬂ' Wiakoa O LAK E H Updstn + raboct cyeln L
H Dwploy infteam/paich/ scrigt gy sbe F | lpdsts ~ thutdewn 5
B Executsnemcis precmnstemimand b |y Unindal individual ireg KE iD]
@ Exscuim ksl procemdcommand b [} fbort downlosd Jinalstion (greceful ik, re mbook)
O Job e berlli-siap saculion] v |3 VN seaich ¢ doswnboad ¢ irstallation Merminaie prooess, no e bool]
il ok j | Resninch orphaned Windows Upcste process

FIGUERE 4 23: Dmmlmiug and iusta]]jng up:ht&w

32. The Confirm Windows Update window appears. Click O

o Are you sure you want to search for, downlead, and instzll updates on

the selected hostis) and then reboot, if required?

FIGURE 4.24: Confirming Download and mstall of updates

35. If an Open File - Security Warning window appears. Click Run.

34. Once the download and installation is complete, view the Progress field
value. It will show 100% Installation Complete.
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Module 06 - Host Security

Note: If the installed updates require a reboot, the target machine will be
rebooted automatically once the installation is completed. In this lab the

updates that were installed didn’t required a reboot as shown in the

screenshot.

File Actions Tools View Help R
DHQFHCE@fE0B G VAEERZTO00SSRBOR

mew 1 |

Hoet & Ping Reply Windows Uodste Megeagee Frogrees Rermnote Aoent Log
T 100 | Fepky from 101010010 fms=0ms |H|:- Reboot Aequired. Dverall Instalation Fesuk: . | 100% | ratallation Complete | DESKTOP-OT35ES

FIGURE 4.25: Successfully downloaded and installed updates

Lab Analysis

Analyze and document the results of the lab exercise. Give your opinion on your
target’s security posture and exposure through free public information.

PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

ABOUT THIS LAB.

Internet Connection Required

[ ] Yes ] No
Platform Supported
] Classroom V] iLabs
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Module 06 - Host Security

Configuring a Syslog Server for
Log Review and Audit

Syslog is a data logaing service which enables network devices such as roufers, switches,
Jerenalls, printers, web-servers, efc. fo send, store events and information on a logging
server.

Lab Scenario

Conducting a log review and audit for all the network devices in a network 1s an

s L11pOrtant task. Admumistrators must detect and analyze any unauthorized activity on

ICON KEY

"7 Valuable

information

A Test your
knowledge

H. Web exercize

A4 Woikbook review

the network. They have to conduct log reviews and audits perodically as a part of
their normal network securnity activity. The Administrator should know how to
configure a syslog server so that they can conduct a log review for all their network
devices using a single console.

Lab Objectives

This lab will demonstrate how to confisure a syslog server and conduct a log
review for remote network devices.

Lab Environment
To carry out the lab, you need:
® A virtual machine minmine Windows Server 2012

" A Web browser with an Internet connection

* Krwmi Syslog Server, located at Z:CND-Tools\CND Module 06 Host
Security'Log Monitoring Tools\Kiwi Syslog Server

® Administrative prvileges to mn the tools

Lab Duration
Time: 25 Minutes
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= TAsSK 1

Installing Kiwi

Syslog Server
Console

Centralized Manapement of
Syslog Messapes & SNMP
traps — Recerve and
consolidate syslog messages
and SINMP teaps from
network devices and Linnx
and UUNIX hosts.

Module 06 - Host Security

Overview of Kiwi Syslog Server

With Kiwi Syslog Server you can collect, view, and archive up to 3 sources; including

routers, computers or other devices.

Lab Tasks

1. Launch the Windows Server 2012 virtual machine and login as the

Administrator.

2. Nawigate to Z:\CND-Tools\CND Module 06 Host Security\Log
Monitoring Tools\Kiwi Syslog Server and double-click the
Kiwi_Syslog_Server _9.5.1.Eval.setup.exe to start the installation.

3. The License Agreement window appears. Click | Agree.

solarwinds

Server 9.5.1.,

Plesze review the lcense terms before instaling Kisi Syslog

Frece Paoe Down to c22 the rect of the agresment.

FM PORTANT - READ CAREFULLY: BY DOWNLOADING,
INSTALLING, AND/OR USING THE SOFTWARE (DEFINED L]
BELOW), YOU (DEFINED BELOW) AGREE TO BE EQUND

BY THE TERMS OF THIS AGREEMENT (DEFINED EELOW).

IFYOUDOMNOTAGREE TO THE TERMS OF THIS
AGREEMENT, YOUMUST NOT DOWNLOAD, INSTALL, OR
USE THE SOF TWARE. AND YOU MUST DELETE OR
RETURN THE UNUSED SOF TWARE.

IF you accept the terms of the agreement, did<I Agree to continue, ¥ou must accept the

soreement o instal Kiwi Syslog Server 9.5.1,

L]

d-||||'| I-"\.illll'\--_ [nc,

FIGUERE 5.1: ﬁgre&mg to the license agreement

4. The Choose Operating Mode window appears. Ensure the Install Kiwi
Syslog Server as a Service radio button i1s enabled. Click Next.

solarwinds

The program cam be rum as & Service o apnlcation

I@J Inztall Kiwn Syslog Server az a Sernice

This opfion irstalks Kiwi Sydog Server 85 8 Windows senice, sllowing the
program to run without the need for a user o ogn @ Windows, This option akso
instals the Kind Syslog Server Manager which is used o contral the service,

() Inztall Kiwi Syslog Server az an Application

This option imstalls Kiwi Syslog Server 25 a typical Windows application,
requiring @ user to login to Windows before running the application.

SolerWinds, Inc

FIGURE 5.2: Choosing the Operating mode
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Module 06 - Host Security

5. The Service Install Options window appears. Ensure the LocalSystem
Account: radio button is enabled and click Next.

Real-Time Syslog Alerting
& Motification — receme
real-time alerts bazed on
collected syslog and SNMP Service Install Options
trap data (message text, solarwinds Choose the account that you would like to use to install the Kiwi
host name /TP, date /time Service,
of message, syslog facility,
el ) IMPORTANT NOTICE: If you are not using the LocalSystem account to install the service
then you MUST use an account that is a member of the local Administrators group.
Install the Service using:
(®) The LocalSystem Account:
(_) An Admin Account:
Passward:
Conkirm password;
FIGURE 5.3: Choosing the Service install type
6. The Install Kiwi Syslog Web Access window appears. Uncheck the
Install Kiwi Syslog Web Access checkbox and click Next.
Install Kiwi Syslog Web Access
solarwinds Remote viewing, filtering and highlighting of Syslog events...
| | Install Kiwi Syslog Web Access
' Create a new Web Access logging rule in Kiwi Syslog Server
Kiwi Syslog Web Access can be enabled in the licensed or evaluation versions of Kiwi
Syslog Server.
Solarwinds, Inc,
FIGURE 5.4: Not opting to install Kron web access
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Module 06 - Host Security

7. The Choose Components window appears. Do not make any changes.
Click Next.

i u E I:

] solarwinds - Choose which features of Kiwi Syslog Server 9.5.1 you want to
Antomatically Respond to install.
Log Messapes — Execnte
antomated actions npon - _ )
receiving log messazes: This will install Kiwi Syslog Server version 9.5.1
send email. forward to
another host, mn scopt, log
to Select the type of install: Normal
file /database, WindowsE
event log, ete. Or, seiectti:e mﬂ“;_.dm Program files (required)
mnﬁ W [#] shortcuts apply to all users
' Add Start menu shortcut
Add Desktop shortcut
[v] Add QuickLaunch shortcut
[ ] Add Start-up shortout
Description
Space required: 105.8MB Position your mouse over a component to see its
description,
Solarwinds, Inc,
[ Next>
FIGURE 5.3: Selecting Kron components to mnstall
8. The Choose Install Location window appears. Leave it as default and
click Install.
- Choose Install Location
Miseiioe & Manses Logs solarwinds - Choose the folder in which to install Kiwi Syslog Server 9.5.1 .
from Web Console — Use
the out-of-the-box Web
access ntility to monitor Setup will install Kiwi Syslog Server 9.5.1 in the following folder. To install in a different
and manage syslog folder, dick Browse and select another folder, Click Install to start the installation.
messages and SNMP toaps
from any Web browser.
Destination Folder
C:\Program Files (x86)\Syslogd)|
Space required: 105.8MB
Space available: 26.5GB
Solarwinds, Inc.
FIGURE 3.6: Selecting the location to mstall Ko Syslog server
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Module 06 - Host Security

9. After the mstallation 1s completed, you will see the following window
with the successful installation message. Ensure the Run Kiwi Syslog

Server 9.5.1 checkbox is checked and click Finish.

Completing the Kiwi Syslog Server
9.5.1 Setup Wizard

Kiwi Syslog Server 9,5.1 has been installed on your
computer,

Click Finish to doss this wizard.

-g! Visit the SolarWinds website
solarwinds ¥.

<gack  |[__Emish

FIGUERE 5.7: ]_auﬂthng K S}rslqg Server

H rask 2 10. Thank you for starting your free trial! Pop-up appears then click Close.
Configuring Kiwi
Syslog Server to
listen various Kiwi Syslog Server
types of Thank you for starting your free trial!
messages Tirne left in trial; s B3 LR

Hawve guestions? Contact Kiwi Sales:

Kiwisales@SalarWinds.com or 255 498 4157

“IWI pert of the Salor b o farmity

FIGUEE 3.5 Installation Completed
11. The Kiwi Syslog Server main window appears. Click the File menu and
select Setup.
File | Edit View Manage Hep
Store & Archive lﬂgﬂ for Setup Cirl-P
Repulatory Compliance —
An e 5end test message to localhost Cirk-T
clearmp schednles to Purge '
comply with vour log Import settings from M1 file
retention policy and Export setfings to INI file
! ) Create Tech-5upport File (£ip)
Exit
FIGURE 5.9: Navigating to Setup
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Module 06 - Host Security

12. The Kiwi Syslog Server Setup window appears. In the left pane, scroll
down and expand the Inputs section and click UDP.

13. By default, Listen for UDP Syslog messages i1s checked. If the option is
not checked enable the option.

14. Click TCP under Inputs in the left pane.

L > @ G 3 uDF UDPinput ootiona

I=I Formatting
o Cugtorn file formate

[¢ Listen for LIDP Syslog messagex

Custom DB bommaks UDP Port[1 - GSEI5]: B4
k= DM S Aesalaion

(WS Selup Bind to address: |

D=tz ancodng |E-_I.I=alen1 ;I I

OM5 Caching

Modiiers

Seriphing

Ciizplay

Apreaaice

E-mail
El Alamrn
© Minmesszge court
oo e message counl
= ek spece morlor
© o Mesrane quaue movitol

Cercur TCP
i SHMP
Lo Kespralve
T ezt meszage
Drefauked mport/Expo
Praduc! U pdates

Hop | o | Concal | acpw

FIGURE 5.10: Enablng UDF syslog messages

15. Click the Listen for TCP Syslog messages checkbox and leave the

Generate Syslog Reports . . .
e settings as default then click SNMP under Inputs in the left pane.
Events, 8 Actions —
Generate HTML and plain
text reports and deliver via AxOD HhR o W TCP TEF it options
email or send to disk View Yo
syslog statistics and trends '5____u"|:-nuﬂ::|ﬁ e Formals 2 [ Listen for TOP Syslon messages
on graphical charts on the C Custor DB famaks IO Pt [1 - B35 |—1 e
management console. =1 ONS Rezoulion
. DMS Setup Bind to address: |
DS Cache
- e Data encoding: |55mh:m EI I
Sciiptng !
Dlispley t ezzage delimberz:
Appsarzncs
E -l R CALF [aSCi 13, A5CH 10|
& Alarms R CAA5C0 13
foo Min meszage couni
“- Wax mezsage count B LF [A5CH 100 - PR Fresal
Lo Digk poace monitar ;
Message queus manitor b Mull J2=011 00] - M etecresn Firewal
- Secus TCF
NEE
L Keepeaive
Te:l me=sage
0 ef audizmport /Expot
Fraduct Updates
FIGURE 5.11: Enabling TCP syslog messages
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Module 06 - Host Security

16. Click the Listen for SNMP Traps check box and leave the settings to
default.

17. Click Keep-alive under Inputs in the left pane.

AxmBh oo SHMP ENMF inpu onbioes
= Formatling - _
Cucbam Fle lonmals [# Listan foi 5 HMF Traps| dicd J Fismmovs SHMF o3 Credertials |
- Buhom DE formazts LD Part (1 - 65535} IPyvd Port | 162 IFofs Pt [163
= DNS Rezdulon ) .
DMS S=hp Bind to addiess: | Yenable Binding I
i‘r‘lul:l]:ir:isca:hng SHMP Fieks Ewzlog Prony bo use
Senpiing I¥ Cammuniy 5 pelog Facilty
Display [w¥ Ent=mnze |Ln:.:ﬁ'
Appearance [# Llplme
E-mai W Ageri addiess Spelog Levat
= Alaime [ Trap tpoe |DEt"-'3
- Minmessape couni [W “Warsion .
I'[-]1.at Meszage u:::nhl,:t ¥ Metsags ~ SNMP fiald tagoing
: lessiiin;: N [D1ag atd drop bo reeorder fizks) |E" D=vabie,
; : i Inputs — Dizcoding options
Deploy quckly: Installs in - uDP
minmtes. Start m]lecﬁng . TCP [ Uza Linkys Dieplay fikar [ramoes PPF eventz]
E?Elﬂg messages SNAP [T Shaw e 01D 3d welua af sack varizbke bndng
traps, and Windows event - v Periam MIE lookups
log data from your IT Teat mezeam I Lo Faled MIB loakups b debug ik

mnfrastmctare. Defauitz Mmoot E koot W Show addbional 010 s.f=inio
Froduct Lipdsle:

FIGUERE 5.12: E'.mb]jng SMMP traps

18. Tick Enable Keep-alive messages checkbox. Enter 10.10.10.10 in the
From IP address: column (to record the logs of the user machine). Click
Apply and then click OK.

Note: 10.10.10.10 is the IP address of the Windows 10 machine. The IP

address may vary for your lab environment.

Ll = 00 by 1Y & & K.eep-abve FKezegralme message

S chedules
=1 Formarting [¥ Erable kaec-alive meszapes
: Custam fle ormats
e Cugtam DB farmats
=1 DMS Re=zohiion :
: DS Setup | 5 pedog Facily:
- DINS Caching
Madli== Sp=dog Level
Crenpliog
D
Appesrance
E-mal Mes300e e |H-==p-dm= messags
=l Al
e Min mesane cour

megm_l.l: s =Thn] g [n

Fram |P address: ﬂmm.mm

oo Mak message counl
- Disk space manibar
Mesrage oueUe moritor
= Inputs
S lDP

; TCP

e Secue TCP

b SHMP
 Keepdive
Test meszane

Di=faults ImpoiEspor

Frocurt | ndabes

FIGURE 5.13: Enabling keep-alive messages
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Module 06 - Host Security

19. The Syslog server is configured to record the logs of the configured users

machine.

20. Next, login to the Windows 10 machine as a domain user and browse
webpages. Domain credentials are Username: CND\Martin and Password:
gwerty@123 as shown in the screenshot.

Faceboak - Loq marSign X\ i=oonlE

C B httpe/fwww facebook.cam wrl =

facebook

Create an account

Facebook helps you conne ct and share with the

people in your life, I's free and always will be,
|
'ﬂ' -"LI- : o il First namse SUrname

Birthday

Cav *| Maomh ¥ Yaar w | eI 001 nesd o provite my
: duie of bath™

Male

By eitking Cruals an atcolil, jou aenda o ol Tenks and Tl
vy bawe repd cun Dl Policy. mchiden our Cookip Uane

Create an account

Creal® a Page for a celebdity, band or busingss.

Female

FIGURE 5.14: Actimities in Windows 10 Machine

21. Switch back to the Windows Server 2012 machine where the Krwi Syslog
server 1s running. You can see the Syslog server has recorded a few logs
encountered through the Windows 10 machine as shown in the

screenshot.

File Edt WYiew Manage Help
o A& BN G | Display 00 (Defaull) v |

14 Days leff in eveluaton

Date

Time

Priority

Hostname

07-14-2016
07-14-2016
07-14-2016
07-14-2016
07-14-206
07-14-2016
07-14-2016
07-14-2016
07-14-2016
07-14-2016
07-14-2016

16:533:45
182845
18:3T:45
18:26:45
183545
18:-24:45
18:33:45
16:32:45
18:21:44
183042
18:29:42

Syslog Info
Spelog.Info
Silog. Info
Spslog. Info
Spelog. Info
Swslog.Info
Lpelog. Info
Spslog Info
Spelog. Info
Sp=log. Info
Spalog. Info

101 010.10
101010010
1011010
1010010010
10 1mioin
1010010010
101 10.10
1010010010
101010010
101010010
1010010010

Keep-alive message
Feep-alive message
Keep-alive meszage
Keep-alive message
Keep-alive meszage
Keep-alive message
Eeep-alive message
Keep-alive message
Keep-alive meszage
Keep-alive message
Feep-alve meszage

I

U-14-2016

Figure 5.13: Syslog recerved in Ko Server
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Module 06 - Host Security

Note: If you have munimized the Kiwi Syslog server, the Kiwi syslog server icon
will be shown in the notification area on the desktop.

Lab Analysis

Analyze and document the results of the lab exerase. Give your opion on your
target’s secunty posture and exposure through free public information.

PLEASE TALEKE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
ABOUT THIS LAB.

Internet Connection Required

[ ] Yes v No
Platform Supported
¥ Classroom V] iLabs
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Remote Log Capture Using Splunk
Universal Forwarder

Splunk 1s a tool for collecting, momtoring, and analyzing log files from servers,
applications, or other sources.

Lab Scenario

Maintaining the health and secunty of the remote systems in a network 1s the pomary

e (25 Of a network admunistrator. Setting up a remote log server will ensure that the

ICON KEY logs remain uncompromused in the event of an intruder attack. You need to install a

F=7 Valuable log forwarder in all machines in the network. This will store all the logs in the main
information log management server.

& T'E-'E O11L ] =
konalodace Lab Objectives

Web exercize This lab will demonstrate how to install and configure a log forwarder to capture
remote system logs.

0

i

Workbook review

Lab Environment

To carry out the lab, you need:
* A virtual machine munnine Windows server 2012 with Splunk installed on it
* A virtual machine runnine Windows 10

®*  SphunkForwarder located at Z:\CND-Tools\CND Module 06 Host
Security\Log Monitoring Tools'Splunk

*  Admunstrative povileges to run the tools
" A web browser with Internet access

® If you wish to mstall the latest version of tools; screenshots and steps nught
difter from the ones shown in the lab environment.

Lab Duration
Time: 30 Minutes
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Module 06 - Host Security

Overview of Universal Forwarder

The universal forwarder is a Splunk Enterprise instance that contains only the
essential components needed to forward data. The application provides reliable,
secure data collecton from remote sources and forwards that data mto Splunk
(Enterpnse, Light, Cloud or Hunk) for indexing and consolidation.

Lab Tasks

Bl iasic G 1. Launch Windows Server 2012 and navigate to Z:\CND-Tools\CND
Module 06 Host Security'Log Monitoring Tools\Splunk

Installing
Splunk console 2. Double click splunk-6.3.3-f44afce176d0-x64-release.msi to start the
installation. If the Open File - Security Warning window pops up, click
Run.
Jpen File

Do you want to run this file?

SO Name: ..L6\Desktop\splunk-6.3.3-f4dafcel76d0-xb4-release.msi

%y

e Publisher: SPLUNK INC

Type: Windows Installer Package
From: C\Users\Administrator. WIN-NEMVGGIG3L6\Desktop\...

[v] Always ask before opening this file

E While files from the Internet can be useful, this file type can potentially
lq] harm your computer. Only run software from publishers you trust.

A

b What's the risk?

FIGURE 6.1: Open File — Secunty Warning
Note: If a notification appears stating the "SmartScreen has prevented the
app from mnning", click More info, and then click Run anyway.
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Using no predefined
schema, Splunk Universal
Forwarders and collection
methods such as syslog,
HTTP direct API, scripted
inputs, and the mobale
SDK can index
nnstmctnred data from
sonrces such as

applications, sensors,
endpoint devices,

Module 06 - Host Security

3. The Splunk Enterprise Installer window appears. Accept the license
agreement and click Install.

Splunk Enterprise Installer

| Check this box to accept the License Agreement View License Agreement

Default Installation Options
- Install Splunk Enterprise in C:\Program Files\Splunk
- Run Splunk Enterprise as Local System account

- Create Start Menu Shortout

Customize Options

FIGURE 6.2: Splunk license agreement

4. Wait for the installation to complete.

Splunk Enterprise Setup

Please wait while the Setup Wizard installs Splunk Enterprise,

Validating install
e |

FIGURE 6.3: Splunk installation progress
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By monitoring and
analyzing everything from
customer click streams and
transactions to security
events and network activity,
Sphunk Enterprise helps
vou gain valnable
Opemtional Intellisence
from vour machine-
penerated data. And with a
full range of powerinl
search, misnalization and
pre-packaged content for
use-cases, ANy nser can
guickly discover and share
insights. Just point your
raw data at Sphnk
Enterprise and start
analyzing vour world.

E TAsSK 2

Login to Splunk

Module 06 - Host Security

5. After the installation 1s complete, ensure the Launch browser with
Splunk Enterprise box is checked then click Finish.

Splunk Enterprise Setup

Splunk Enterprise was succesfully installed.

| Launch browser with Splunk Enterprise

FIGURE 6.4 Spluﬂh: installad mcceasﬁﬂl::r

6. Splunk Enterprise launches in your default browser. The First time
signing in? page appears. Enter the default username and password

(provided by Splunk) in their respective fields and click Sign in.

7. The default credentials for the first login display on the screen as shown
in the screenshot.

r El Login | Splurk
- Incalhast

splunk

First time signing in?

FIGTURE 6.5: Spluﬂk irztallad auccesaﬁﬂl?
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Using no predefined
schema, Splunk Universal
Forwarders and collection
methods such as syslog,
HTTP direct API, scripted
inputs, and the mobile
SDEK can index
nnstmctnred data from
sonrces such as
applications, sensors,
endpoint devices,
mamnframes, industoal
svstems and network
packet streams.

Module 06 - Host Security

8. The Change password page appears. Create a strong password and click
Save password.

; u Login | Splunt
e lacalhost

splunk>

Change password

FIGUEE 6.6: Splunk mstalled successiully

9. In order to monitor logs in a Windows 10 virtual machine, you need to install
the Universal log forwarder in it.

10. Login as a local adnmunistrator and navigate to Z:\CND-Tools\CND Module
06 Host Security\Log Monitoring Tools\Splunk, and double-click
splunkforwarder-6.4.0-f2c836328108-x64-release.msi.

11. The UniversalForwarder Setup window appears, accept the license
agreement and click Customize Options.
_____ _ ———

Check this box to accept the License Agreement View License Agreement

Default Installation Options

- Install UniversalForwarder in C:\Program Files\SplunkliniversalForwarder
- Run UniversalForwarder as Local System account

- Enables Application, System and Security Event Logs

Use this UniversalForwarder with on-premises Splunk Enterprise. Uncheck if you
want this UniversalForwarder to contact a Splunk Cloud instance.

Cancel Customize Options Mext

FIGURE 6.7 ltlsm]]mg Spluukfc:.tw:a.tder
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Module 06 - Host Security

12. Leave the mstallation path set to the default location, click Next.

ﬂ-‘,-] UniversalForwarder Setup — b4

Install UniversalForwarder to:

C:\Program Files\SplunkUniversalForwarder

Change...

Cancel Back Mext I

FIGURE 6.8: Choosing location to mstall Sphnk foroander

13. Click Next in the Splunk Certificate section.

h‘ﬁj UniversalForwarder Setup

If the following information is not provided, forwarded Splunk data will still be enarypted with
the default Splunk certificate

SSL certificate (file containing public and private key parts)
| Browse...

Certificate Password

Password: |

Confirm password: | |

SSL root CA (the file containing the Root CA certificate to valdate the server certificate)

[ Browse...

FIGUEE 6.9- Ins.t:a.ﬂjng SthJs Forwrarder
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Timeline shows
start,/stop/ducation of
processes on a timeline and
is commonly nsed by IT to
imvestigate processes that
min for a longer time
penod and to monitor
batch processes. It can also
be nsed for business
analytics to quuckly portray
order processing.

Module 06 - Host Security

14. In the next step, select the Local System radio button, in order to install
Universal Forwarder as a Local System and click Next.

15 UniversalForwarder Setup = p 4

The user you install UniversalForwarder as determines what data it has access to

Install UniversalForwarder as

Ifij Local System

Installs UniversalForwarder using local system account. UniversalForwarder can
access all data on or forwarded to this machine, It cannot access data remotely,

(") Domain Account

Installs UniversalForwarder with domain account you provide. This lets you collect
logs and mefrics from remote machines as well as local and forwarded data. You
can set the account in the next dialog, as a local administrator or a reduced privil...

Cancel Back

“ Next

FIGURE 6.10: Instaling Sphunk Forwarder as a Local System

15. Next | check all the entities under Windows Event Logs and Performance
Monitor and click Next.

@ UnversalForwarder Setup —_ 4

Windows Event Logs Performance Monitor
Application Logs CPU Load
security Log Memory
System Log Disk Space
Forwaraded Events Log Metwork Stats
Setup Log
Active Directory Monitoring
[_]Enable AD menitoring
Path to monitor
| File... Directory...
L »

FIGURE 6.11: SElecmgthe events to forward
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Vizualizations make it
easier to analyze and
interact with data during
wvestigations or within
dashboards and reports.
The right visual goes a long
way to nnderstanding the
results of the analyzis of
vour most complex data.
With dch misnalization yon
can easily find the right
diapram to make your
results known across your
orpanization—in the
boardroom or in the war
room. Splunk base contains
a wide areay of Splunk-built
visuals, and a development
framework that makes it
simple for enstomers and
partners to create new
visuals and make them

Module 06 - Host Security

16. Select the Install the Splunk Add-on for Microsoft Windows included
with the installer (Recommended) radio button and click Next. This
installs the Splunk Add-on for Microsoft Windows along with the mnstaller.

r.kTLS'J UniversalForwarder Setup = X 1

This installation requires the Splunk Add-on for Microsoft Windows. The Splunk Add-on for
Microsoft Windows indudes predefined inputs to collect data from Windows systems and data
maps to normalize the data to the Common Information Model.

(@) Install the Splunk Add-on for Microsoft Windows induded with this installer (Recommended)

This installer indudes version 475 of the Splunk Add-on for Microsoft Windows.

(O Install an existing copy of the Splunk Add-on for Microsoft Windows

Select this option if you have either downloaded a more recent version of the Splunk
Add-on for Microsoft Windows or a customized version that you want to use with this

installation.

Download Splunk Add-on for Microsoft Windows from -
Splunkbase =

FIGURE 6.1Z Installing Microsoft Add on wath Sphunk forowarder

17. Leave the Deployment Server section without issuung the Deployment IP
and port nmumber details and click Next.

If you intend to use a Splunk deployment server to configure this UniversalForwarder, please
spedfy the host or IP, and port (default port is 8083). This is an optional step. However,
UniversalForwarder needs either a deployment server or receiving indexer in order to do
anything.

Deployment Server

Hosiname or IP

| F

Enter the hostname or IP of your deployment server, default & 8089
e.g. ds.splunk.com
Cancel Back MNext
| - i

FIGURE 6.15: Sphank forwarder Deployment server
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Module 06 - Host Security

18. In the Receiving Indexer section, enter the IP address for Windows Server
2012 1e., 10.10.10.12 in the Hostname or IP field, enter Port 9997 in the
port field and click Next.

Note: The IP address may vary if you used a different IP address at the tume
of lab setup.

f?j] UnrversalForwarder Setup —_ 4

If you intend to use a Splunk receiving indexer to configure this UniversalForwarder, please
specify the host or IP, and port (default port is $957). This is an optional step, However,
UniversalForwarder needs either a deployment server or receiving indexer in order to do
anything.

Receiving Indexer

Hostname or IP

110.10.10.12 N T
Enter the hosiname or IP of your recaiving indexer, default s 9997
&.q. ds.sphunk. com

Cancel Back || Next ||

FIGURE 6.14: Setting values in Recerver

19. Once you are through with the configuration, click Install, while installing
if a User Account Control pop-up appears, click Yes.

'kl;.!rl UniversalForwarder Setup — W

Exzpanded system
monitoang, single sisn-on
options and role-based
management increase

operational efficiency,
secnrty and Hexibility.

Chick Install to begin the installation. Click Back to review or change any of your

installation settings. Click Cancel to exit the wizard.

Cancel Back || ) Install |
A |
FIGURE 6.15: Starting the mstallabon of Sphnk forwarder
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Windows Firewall with
Advanced Secunty settings
to create a new mile for
Inbound traffic.

20.
21.

23

24.

25

Module 06 - Host Security

Click the Finish button after the installaton completes.

You have successfully configured the universal forwarder to forward all logs
to the Splunk enterprise console deployed mn the Windows Server 2012
machine through port 9997.

. Windows Server 2012 has a firewall enabled, it blocks the traffic that 1s trying

to enter the machine through port 9997.

To allow the traffic to enter the machine, you need to add a Windows
Firewall Rule for port 9997.

Switch back to the Windows Server 2012 vutual machine and close all the
windows that are open and then launch the Windows Firewall.

In Windows Firewall window, click the Advanced settings link on the left-
hand side of the window.

Control Fane Home

i‘{{ All Control Panel tems ¢ Windows Firewall v 0 search Control Panel

Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access

Allow an app or feature toyour PC through the Intemet or a network.,
through Windows Firewall

'@' Change notification settings . [ﬁl Private networks Connected @

'H' Turn Windows Firewall on or

of f

Metworks at home orwork where you know and trust the people and devices on the
network

@' Fectore defaults

'@' Advanced settings Windows Firewal| state: n

Troubleshoot my network Incoming connections: Block all connections to 2pps that are not

S=e alzo
Action Center

Metwork and Sharing Center

on the list of allowed apps

Actrve private networks: 'i-h Metwark

2 Metwork 2

Motification state: Co not notify me when Windows Firewall
blocks a new app

l E@' Guest or public networks Not connected ()

FIGURE 6.16: Nawgating to Windows Firewall Advanced sethngs
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26. The Windows Firewall with Advanced Security control panel appears,
select Inbound Rules from the left pane.

File Action Yiew Help

% o 1

F LD RN E D Windows Firewall with Advanced Security on Local Computer
E3 Inbound Rules
% Outbound Rules
®i Connection Security Rules

b &L Menttoring & Export Policy..
Overview Festore Default Palicy
Domain Profile Diagnose / Repair

'ﬁ Windawa Frewall is an.

'ﬁ Intound cannections that do not match @ ruke are bleched.
'ﬂ Cutbound connedlions that do not match 8 e ars dlowed

aiipcowe Eigpall il nd

‘ Windows Frewall wih Advaneed Securty providea netwerk securit £ Imnport Policy..

Wiswr

Fetresh

Froperties
Private Profile is Active

'ﬁ Windows Frawsl ie an.
G Inbound connections thal do not match a ruke are blocked.
'ﬂ Cutbound connedlions thet do not match 8 e ars dlowed

Fublic Profile

ﬁ Windows Frawsl e an.

G Inbound connections that do not match a ke are blocked.
'ﬂ Cibound corneclions that do not match & nle ars dlowed

rﬂ Windowe Frewsll Properties
L[}

FIGURE 6.17:- Windows Firewrall Advanced satlmgs

27. Click New Rule... in the right pane to add a new inbound rile.

File Action View Help

e FEEEE
@ Vit o] [ -~
|E Igh:::nd :uplljl Mame Zroug . A |
s @ PRTE_Meswork_Monitor_Admin_Tocl %
% E‘“”'?:'“_'”" security RUles || @ PRTG_Network_Moniitor_Probe g(fB e

b %5 Monionng (@ PRTG_Metwork_Monitor_Server P Filter by Profile ¥
& PRTG_Metwork_Monitor_Server W Filter by State >
@ splunk 514 ¥ Filter by Group v
. BranchCache Content Retneval (HTTP-In)  Branchleche - Conte
. BranchCache Hosted Cache Server [HTT.. EranchCache - Hoste View d
- BranchCache Pesr Diccovery (WED-In) EranchCache - Peer [ Refrech
. COM+ Mebwork Acozss (DCOM-In) COP+ Mebwork Acce 5 Expart List..
. COM+ Remote Administration (DCOM-1R)  COM+ Rerots Admi Helo
ﬂ Core Metwarking - Destinabon Unreacha,.,  Core Metworking
lﬂ Core Metwarking - Destination Unreacha..  Core Metworking
ﬂ Core Mletworking - Dynamic Host Config.,  Core Networking
ﬂ Core Metwarking - Dynamic Host Confige.,  Cere Metworking
Iﬂ Core Metworking - Intemnet Group Mana...  Core Metworking
'ﬂ Caore Metwarking - IPHTTES (TCP-In) Caore Metworking
lﬂ Core Metwoiking - [Pv (I Pub-lm) Core Metworking
ﬂ Core Metwarking - Multicast Listener Do, Core Metworking
lﬂ Core Metwarking - Multicast Listener Q. Core Metworking
q Core Metworking - Multicast Listener Rep.. Core Metworking
£ n

FIGURE 6.18: Adding Inbound mile in Windows Firewall Advanced setting=
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28. The New Inbound Rule Wizard appears, select the Port radio button in the
Rule Type section and click Next.

_ Rule Type
tmgaﬂlﬂ]efma|]] Select th of firewal rule 1o creats
in the Wi Fig ect the type of firewal rule 1o .
with Advanced Settings. a—
Aue Tipe VWhat type of nie would you tke 1o create ?
Frotocol ard Ports
Z Progrem
Rule that contmols comredtions for a program.
® Port
Fule that contrals conredtions for a TCP ar UOF pod.
(' Predefined:
EmnchCache - Comterd Retnizval (LUses HTTF]
Rule that comrale conrections for a Windowe espeience.
' Custom
Custom nike
FIGURE 6.19: Selecting a port
29. The Protocol and Ports section appears, Specify port 9997 in the Specific
local port ficld and click Next.
Assioni ; . Protocol and Ports
Iﬁﬂiﬂg a ecific Pﬂﬂ i
the Bnl SP Specity the protocoks and pora to which this ks sppliss.
Sleps-
@ Fus Typs Dioes the rule apphyrta TCP er UOP?
@ Protocol and Fortz ® ICP
& Actin ) UDP
# Profila
" Dioee thie rule apohyto 3l lecsl pors ar epscfic locsl pore?
2 Pl local porte
'* Specific local porte: EEEN
Examplz: B0, 443, 5000-53010
FIGURE 6.20: Specifnng the port mumnber
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30. The Action section of the wizard appears, select the Allow the connection

radio button and click Next.

Asstprung an Action for the "
newlv created oile in the Specify the action to bs taksn when a cormection matchas the condtons epeciiisd inthe rue.
Windows Firewall with Stopa:
Advanced Settings wizard

& Pue Type What action shoud be taker when 2 connection matches the specilied condtions™

a Protocal and Pors —

% Allow the conneclion
T This incldes co-nections that oe protecied with IPsec as wel =sthoese 2 not.
& Prdfile
. [ Allow the conneclion il il is securs
- This includes onfy connections that have been authendicated by wsing [Pssc. Connections
wil b aecured uging the sstings in IPeac propartias and nulea n the Connaction Sacurty
Auke rode.
C stomze.. |
[ Block the connection
FIGURE 6.21: Allowang the connection for the specified port
31. In the Profile section, leave the configuration set as default and click Next.
. Praofile
Applying a mle to the
Profile for 3 machine Lpeciy the profiles for which this rue appliss.

Slepa:
Aulz Type
Frotocol and Pors

When does this rule apph'?

| Domain
Apples when 3 computer i comnecied to its corporate domain.

'+ Private
Applaes whan 3 computaria conneciad to 2 prvate netweds locstion, such =2 & home
or wWork place

+| Public
Apples when a computer i cornected o 2 public rebwark location

i
)
o Pt
i
-

FIGURE 6.22: Sdecting the profiles for the mle
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32. The Name section of the wizard appears, type the Rule name as Port 9997
Opened in the Name field and click Finish.

N
Naming a Rule in Windows pixn
Firewall with Advanced Specify the nama and descrintion of this rue.
Settings =

Fue Tyoe
Frotocol and Porta

Aizlion

Profile _—
[Fon 5357 Opened

Mame

Deecrption (optona]:

FIGURE 6.23: Naming the mle

33. The new rule is now added to the firewall rules as shown in the following
screenshot.

34. Next, close all the firewall windows after confisuration completes.

hnlti-site clustering and

antomatic load balancing File Acion View Help
scale to support hnndreds
s HmE = BE
of terabytes of data per day,
npﬁmize [&E{Jﬂ-ﬂﬁ& ﬁmes. i Windows Firewall with Advance
and provide continmons L Marne
availability. Seacch Head g cotboundiules e |[Pori 9997 Opened g
Chustering provides support b B ME:::;.ﬁ:n curity Rules 8 PATG_ Metwork_ Monitor_Admin Tool
for a virtually nnlimited = d ﬂl PRTG Metwork Monitor_Frobe W Filter by Profile
nm]b&[ ﬂf mﬂm&ﬂt ﬂFHTG_HEh\"JI’k_M Uﬂ't':lr_str'l'":r ? Filter h:l'l State
nsers and searches. The EIPHTE_NEm::Iﬂ{ Monitor_Senver 7 Filter by Gioup
. LEL, b 2;::Ilun:';1dh C R I{HTTP-In) BrenchCache - C i
. tent Retrieva -In)  BranchCache - Conte
Analvtics Store and other T T
] . T @ BranchCache Hosted Cache Server [HTT...  BranchCache - Hoste 5 Refresh
e - 'E'IEE BranchCach= Peer Discowe WSO-In BranchCache - Peer [ £ it Lict...
~nabl 4 ¥ [ ) =
e you to penerate @ Com: Metwork Access (DCOM-In] COM- Netwark Acce Help
reports on biz data at @ COM- Remote Administration [DCOM-In) COM- Remote Admi -
]J.ghmmg fast SPEEdE @ Core Networking - Destination Unreacha..  Care Nebworking W
El Corg Mebwarking - Destination Unreacha.. Core Metworking ‘# Dicable Rule
ﬂ Core Mebworking - Dynamic Host Config...  Core Hebworking j cut
ﬂ Corz Mebaarking - Dynamic Hast Config.., Core Mebworking
@ Core Networking - Intemet Group Mana... Core Networking 52 Copy
B Core Networking - IPHTTRS (TCP-In) Core Mebworking K Delee
El Core Mebwarking - [P (IPwE- ) Core Metworking EI Properties
ﬂ Core Mebworking - Multicast Listener Do...  Core Nebworking
Core Mebworking - Multicass Listener Qu...  Core Mebworking Help
% | [Tt
FIGURE 6.24: New mle created snccessiully
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33. Now that a new firewall rule in Windows Server 2012 1s confipured and the
Universal Forwarder in Windows 10 i1s set up, the next thing to do is
configure Splunk enterprise in Windows Server 2012 to recerve the traffic

coming from the Windows 10 machine.

36. Open a web browser and type http://localhost:8000 in the address bar and
press Enter then login with the Splunk credentials as shown in the

screenshot.

Note: In thus lab we are using a Chrome browser. If you are using a different

browser the screenshots may daffer.

« & [0 localhostB8000/en-US/account/login?return_to="%2Fen-US%.2| L el —

FIGURE 6.25: Logging in to Splunk

37. Splunk web console appears, click the Forwarding and receiving link
under the DATA section in the Settings drop-down menu.

: o . ol [ = [T
Apps deliver a nser ¥ Bl Home | Splurk 6.3.3 X 1‘.(_
expenence designed to ' '
make Splunk immediately \ C | [ localhost:B000/en-US/app/launcherfhome P =
useful and relevant for iphl . : 3 S
r':_. . Admil b B55E085 5EI|'||'|95 . A i He
typical tasks and roles.
Apps simplify and optimize Apps @
user tasks, vet allow access g
to the data and functions of [f —. ™ Car.hes, report gier | ata INpUts |
the fiall it o L | Data maod ding and recaiving
Pjﬂ — I""'--.:.--"":II E.—. | 25 = =1
A i) eport acceleration
I SUMIMares
Loosups urce =
(7 b
'1 | BlET
x“‘--_--'/) { gd s2arch lege Terin
- . Al comfiqurations = irOar manaQement
I Emia ] Duted search
SEFVET Setting
=0V E] | ~CLE
Licemsin
FIGURE 6.26: Namgating to Forwarding and recerving:
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Whatever your need, these
apps help yon get powerul
results npht out of the box
Browse Splunk base to take
advantage of the hnndreds
of apps and add-ons that
vou can immediately nse
with Splunk

The Sphunk platform
imports and indexes
virtnally any machine data
and provides powerful
search and analysis features
that deliver immediate
value to your business. We
also offer hnndreds of apps
and add-ons that can
enhance and extend the
Sphank platform with
ready-to-use inctions

data collection to monitor
security, IT management

and moge.

Module 06 - Host Security

38. The forwarding and receiving console appears. This is where a new instance
will be added to recerve the data forwarded from Universal Forwarder. Click
Add new link for the Configure receiving field.

=

& C | [1 localhost:8000/en-Us/manager/launcher/forwardreceive iy =

Settings | Splunk

Forwarding and receiving

Forward data

Set up forwarding between twa oF more Splunk instances.

Ections
Forvarding defaults
Configure forwarding Akl new
Receive data
Configure 1his instance to receive deta forwarded from other instances
Bctions

Configure receiving

FIGURE 6.27: Confipnnng recermng settings

39. The Add new console appears, enter port 9997 in the Listen on this port
field and click Save.

*

[ localkhaos 8000/

Settirgs | Splunk

&= c

'action=edit&rne=launches

Add new

Forvwarding and receiing » Recsve data » Add new

Configure receiving
duia from forsssdsns

5et up this Splunk instance io rece v

Liszen on this paet

BeaT

For sxamgde, BRI wal receive dste an TOP poeT G007

Cancal

FIGURE ﬁ?&ﬁp&i@ﬁgmpﬂﬂm

40. Once the port 1s added, go to Apps and select Manage Apps.

| L

EJ Gettings | Splunk b
« i

[ localhost2000/2n

S/manager/search/data/inputs,tcp/cooked

Search & Bepaiming ::

Manage Apps

Find Kore Apps

FIGTIBEE 6.2 Natrigﬂﬁngtu apps
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Module 06 - Host Security

41. The Apps console appears, click the Enable link associated with the
SplunkForwarder application.

Install spp from file | Create app

Showing 1-14 of 14 items Resulta per

Hame = Follername = STaS

SplunkForsander S plunBForwar ce ' ! Permiasicang Digabled | Enalde

SphurislighFonsarder SplunkLightForesrder Permissions Disabled | Enaki=

Wehhook A Sclion slert_wehnook Fermissions Enabled | Mesabis
AO0E SnoveE e apoobdeaer i Permisasiona Enabled
frameviork framemark Permissions Enebled
FT1ing Starmed getingsiared ' Permiasions Disabled
irnicgg et ion_generar_sddan INDOoS pecTion _generarsr_sddon J Permissions Enabled
Homs laurchesr Permissions Eneshl=d

| l=arned Fermiasions Enabled

FIGURE 6.3 Eﬂiﬂmgﬂzeﬁ:[waniiapp

42. When the application 1s enabled, click the Edit Properties link.

settings | Splunk
= -+ C |[0 localhost:2000/en-US/manager/search/apps/local?app_only=False&msgid=53 SOO00.8903095245°

ol

Aesulsperpag= | 25 ¥

Fharing ¥ S1euE - Actions

ADD | PeErT EEi0NE Enabled | Dizabie Launch app I ECiT propant & | We objecIa

App | Permissions Disabled | Enable

App | Permissions Enabled | Disabl= Edit properties | View ohjects
App | Permissions Enabled Launch spp | Edit properties | Yiew objecis
A | Permi ot icns Enabled | Dicabia Edit properties | Wiew chiscls

App | Permiesiong Digabled | Enabla

ion_genensdor_sddon App | Permizaions Enabled | Disahkle Edtt properties | Visw chjscta

fpp | Permissions Enabled Launch app | Edit properties | Yiew objects

FIGURE 6.51: Editing Forwarder app properties
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Module 06 - Host Security

43. The SplunkForwarder console appears, click Yes under the Visible section
then click Save.

SplunkForwarder

Apps » SplunkFonwarder

Mame
SplunkF orwrardsr

GIve Wour app & ienally name for dignfay in Soiunk e

Update chacking

= Mo '® Yes
Check Sphmkd pos for updetes to s 2on

Vizlole

o[ (8] ves

Onfy aoes with ¥iews shoold be mede visibke.

Upload assst
| Choose Fie | o fle chosen

Car e amy hindd, & e orher fifs Io scd e powy Spg.

cancsl

FIGURE 6.32: Making forwarder app visible

44, Go to Settings and select Server controls under the SYSTEM section.

C' | [ localhost:8000/en-US/manager/search/apps/local’ns=search&msgid=6720000.25124309411 &5.7

KHOWILED G E
Searches, reports, and alerts Cata inputs
L e Tl e T Data models Forwarding and receiving
Evenl types Indexes
Add DA Tags Repan acceleration
Figlds ST aries

Browse more apps JRUEGHEEN ) Lookups Source ypes

Showing 1-14 of 14 items User inkerface

Alert actlons | DISTRIBUTED ENVIROMNIMEN
Advancad seanch Indexar clustering

Mame ¥
: Distributed ANl comourations Forwarder management

Banzageman Disiribured searct

SplunkForaarder

Console R

-
]
=

Sanol Semings UEERE ANMD AUTHE

Waahook Alart AClion : arvEl CONLolS Access controls

Aops Browser CENSING

SplunkLigmForwander

framework
GGetting started gettingsiaried i App | Permissions [isnki=gd | Enable
imMrospection_generstor_sddan introspEction_ge=n=ratar_addaon G533 App | Permissions Ensbled | Disahle

Home laLinche=i App | Permissions Enmbled
localhostEI0V en-US manager/searchf conincl

FIGURE 6.33: Mamgating to Server controls
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Module 06 - Host Security

45. The Server controls console appears, click Restart Splunk. A confirmation
pop-up appears, click OK.

H Settings | Splunk x\x '3
L C' [} localhost8000/en-US/manager/search/contro

Server contro

localhost:2000 says:

Are you sure you wart to restark Splunk?

Cltktl'ntun below o 9

ocalhostEI00/en-US/manager/scarchy/contro #|

FIGURE 6.34: Restarting Sphink

The distributed 46. O ful ¢ .
. On a successtul restart, a pop-up appears, click OK.
management console 5 P ap ’
provides enterprise-wide
administration and el Settings | Splunk x %
maintains a complete, = = u : :
signed audit trail of L o C' [ localhost:B000/en-US/manager/search/control#

administratire actions and
localhost:BO00 says:

Restart successful - click OK to log back into Splunk

Prevent this page from creating additional dialogs.

FIGURE 6.35: Sphmk restarted snccessfully
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Module 06 - Host Security

47. You will be redirected to the login page. Enter the user credentials and click

Sign in.

" B Login | Splunk x N

| =

- C [ localhost:B0DO/en-US/account/login?return_to=%2Fen

|
_—

The Sphink platform makes
it easy to customuize Sphink
Enterprize to meet the
needs of any project.

FIGURE 6.36: Logging in to Splunk

48. When logged in, click SplunkForwarder in the left pane.

p
y H Home | Splunk 6.3.3

- C' [} localhost:8000/en-US/app/launch

splunk -

Apps ©

>

Search & Reporting

Add Data
A robust secunty model

provides secure data
transfer, granmlar role-
bazed access controls,

Mevw 1o Solunk® Take atourto help vou Add er forerard deta to Splunk
Or YOUr Wiy Enterprice. Atterwsrds, youmay exiract

nelds

LDAP mtegration and
single sign-on, andstabadsty
and data integrity.
FIGURE 6.57: Lannching the SphinkForwarder app
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Every transaction is
anthenticated, whether
through the web and
mohbile interfaces,
command line interface or

the Splunk Enterprise APL.

Splank can also combine
vour machine data with
data in vour relational
databaszes, data warehonses,
and Hadoop and NoSQL
data stores.

Module 06 - Host Security

49. The Search console appears, click Data Summary under the What to
Search section.

Bl Scarch | Splunk 633 %)
€ = Q | [ localhost8000/en-USfapp/SplunkForwarder/search

How to Search What to Search

If youu aren't familiar with searching in Splunk, or want to learn 0620 Events 3 years ago 44 minutes age
rmare, checkout one of the following resources MDEXED EARLIEST EWENT LATEST EVENT

Documentation (2 Tutarizl LA Data Surmmary

Search History

¥ Expand WaLr Seanch h .ﬂ:‘:r‘::

FIGURE 6.38: Viewing user system data
50. A host list appears, select the host machine name for Windows 10 (here,
Windows10), the computer name may differ in your lab.
Data Summary

Hosts (1) Sources (4) Sourcetypes (4)

Haost Last Update

Windows10 A6 520:23.000 PM

FIGURE 6.5%: Selectng Windows 10 machine
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Module 06 - Host Security

51. All the logs pertaiung to Windows 10 are recorded in Splunk as shown mn
the following screenshot.

= = [ kcalhostE000En Us/appsSsplunkForwardersearchig=search®20hostFIDwWindows 108sid= 1468497546, T&display |1-!:]"‘\:_:" =

splunk

Dafaul Views v

L New Search

SplunkForwarder

EomAcw  Close

hasT=Windows1q

All lime

Q

o 350 graanks (befare TOA14M 6 6: 20007 000 PR

Evanis (250) Pattarms Cratshes

Farmaat TimeEine « Tonm Ol

# Formiat -

¢ Hide Flgids Time

14416
5126859000 PM
Sl ecied Ficlds
& st 1
o Soice 4
@ soucelype 4
Interesting Felds 7414416
& collechion 3 5:28:50 000 P
@ counter -
& index 1
& Instanpe 3

& linecocur

arvaile during Momday, July 10,

¥ Smart Maoda w

Visuahizabon

| dary par columin

6

0 Per Pace ~

Event
071472016 17 24:55 446 <0500

callectior="Merwork Interface"

IEIE-:EI:'L"'"IEEH-:II'K Interfaca”

Counter="Bytas Sentisec”

instance="Incael[R] #2574L rlgitli[ Hetwork Connectien”
chow 3l 6 Ines

nost = WInAows10 @ sounce

0771452006 17 23 .59 445 +0500

callection="Merwark Interfaca"

[It':E‘II'l.'""'lE"E-'-I‘:IFE InTerfaca”

counter="Bytes Recelved/sec”

ipstance="Intel[R] 325741 Glgat-u MNeTWwork Connecstion”
Sheowr &l G Ines

host = Windows10 . sourc:

Farimon Ketwork Intertace SOUNTETY e = Pertmor™eiwork inferface

Poriman: Netasork Interdace - sourcotype = Pefmen Mlolwork Inerfzcs

& b
i 0T/1452016 172858, 211 +0500

collactiarn="Availabla Memory®

14416

@ punct 1 B:28:55.000 P

FIGUERE 6.4 Bemiltz of Windows 10 machine

52. From these logs, you can analyze the performance entities and windows
events for the remote machine (Windows 10).

Lab Analysis

Analyze and document the results of the lab exercise. Give your opiion on your
target’s secunty posture and exposure through free public information.

PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
ABOUT THIS LAB.

Internet Connection Required

[ ] Yes ] No

Platform Supported

[ iLabs

¥ Classroom
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]
ICON KEY

™ Valuable

information

e # Test yous
knowledge

H. Web exercize

[II[] Wotkbook review

Module 06 - Host Security

Monitoring Activities on a Remote
System using Spytech SpyAgent

Spytech SpyAgent is a powerful computer spy software that allows you fo monitor
everything users do on a computer—in complete stealth. Spygent provides a large
array of essential computer monitoring features, as well as a website, application, and
chat-client blocking, lockdown scheduling, and remote delivery of logs via email or
FIP.

Lab Scenario

Today, employees are given access to a wide array of electronic communication
equpment. Email, instant messaging, global positioning systems, telephone systems,
and video cameras have given employers new ways to momtor the conduct and
performance of their employees. Many employees are prowvided with a laptop
computer and mobile phone they can take home and use for business outside the
workplace. Whether an employee can reasonably expect pavacy when usimng such
company-supplied equpment depends, in large part, on the secunty policy the
employer has put mn place and made known to employees. As a network
admurnustrator, you should know how to track and monitor activities of remote users
in the orgamization.

In this lab, we explain the process of monitoring employee activities using Spytech
SpyAgent.

Lab Objectives

The objective of this lab 1s to demonstrate how to momnitor user activities remotely
using Spytech Spyz t.

Lab Environment

To perform this lab, you need:
® A virtual machine minming Windows Server 2012
* A virtual machine mnning Windows 10
*  Administrative privileges to install and run the tools
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HrTAasK 1

Accessing
Windows 10
Remotely

Module 06 - Host Security

Lab Duration
Time: 25 Minutes

Overview of the Lab

SpyAgent provides a large array of essential computer monitoring features, as well as
a website, an application, and chat client blocking, logging scheduling, and remote
delivery of logs via email or FIP.

Lab Tasks

Note: Before starting this Lab, make sure the Windows 10 machine 1s turned

on and no user 1s logged 1n.
1. Launch the Windows Server 2012 machine and right-click the Start

icon at the lower left corner of the desktop then click Search.
2. In the nght pane of the window, search for a Remote Desktop
Connection.

3. The Remote Desktop Connection window appears; enter the IP address
for Windows 10 (10.10.10.10) in the Computer field and click the Show
Options button.

Note: The IP address may vary if you have assigned different IPs in your
lab environment.

Remote Desktop Connection

| Remote Desktop
»¢ Connection

Computer: 10.10.10.10| v

Username: None specified

You will be asked for credentials when you connect.

v Show Options

FIGURE 7.1: Remote Desktop Connection
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m E_slﬂﬂishﬁ:gaﬂﬂnnte

m You can download

the Spytech SpyAgent from
bttp:/ [ www. shytech-web. com

3

Module 06 - Host Security

In the User name: field type Windows10\Admin (login as a local admun
account), and click Connect.

| Remote Desktop
> Connection

General | Display | Local Resources | Programs | Experience

Logon settings
m| Enter the name of the remote computer.
|

Computer: 10.10.10.10 v

User name: |‘WﬂdﬂWETMmi‘ll

You will be asked for credentials when you connect.

|| Mlow me to save credentials

Connection settings
Save the cument connection settings to an RDP file or open a
l saved connection.

Save Save As._. Open_..

'~ Hide Options || Connect ||

FIGURE 7.2: Accessing Windows 10 Remotely

The Windows Securty pop-up appears, type Pa$$wOrd to login as a local
admurustrator for the Windows 10 machine and click OK.

Enter your credentials
These credentials will be used to connect to 1010.10,70,

Admin

H Windows 1005 dmin

H Use another account

[ | Remember my credentials

FIGURE 7.3 Windows Local Admin
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Module 06 - Host Security

6. A Remote Desktop Connection prompt appears. Click Yes.

= Remote Desktop Connection

|"':rl The identity of the remote computer cannot be verified. Do
.* / you want to connect anyway?

The remote computer could not be authenticated due to problems with its
security cerificate. t may be unsafe to proceed.

Certificate name

o Name in the cerificate from the remote computer:
Windows10.cnd.com

Cerdificate amors

ﬂ:_l;ﬂ Active Mode: this The tollowing emors were encountered while validating the remote

ki S e computer’s cedificate:
be started in monitonng
mode when it 15 opened -
no need for manually

The cerificate is not from a trusted certifying authority.

starting its momtonng

Do you want to connect despite these cedificate emors?

| Dont ask me again for connections to this computer

View certfficate. .. Yes
FIGURE 7.4: Remote Desktop Connection Certificate
7. Remote connection is established for the Windows 10 machine, and
local adnmunistrator log in.
TOIE0T

LL stealth Mode: this Otner user

option allows Spy. t to
mn in total stealth &
Combined -with ‘Active
Mode' the software wnll
load and mon i monitonng
mode without being
detected.

Welcome

FIGURE 7.5: Windows 10 Machine Remote
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HTAasK 2

Install Spytech
SpyAgent

m Splash Warning:
This option allows you to
display a message to the
user when SpyAgent 1s
started. This message can
be confipured in the
Advanced Settings =
Splash Screen window

Module 06 - Host Security

8. Navigate to Z:\CND-Tools\CND Module 06 Host Security\Employee
Monitoring Tools\Spyagent and double-click Setup
(password=spytech).exe to start the installation.

9. The User Account Control window appears. Click Yes.

E User Account Comtrol

1o allow this app from an unknown
to make changes to your PC?

Program name  Setup (password=spytech).exe
Publizher Uimbornoesn
File origin: Hard drive on this computer

() Show details

FIGURE 7.6: User Account Control

10. The Spytech SpyAgent Setup window appears. Click Next.

Spytech S5pyAgent Setup

SpyAgent

Computer Monitoring and Activity Recording Sofrware

FIGURE 7.7: S5pytech SpyAgent Setup

11. The Notice to Antivirus Users wizard appears, click Next to continue with
the mstallation.

Welcome i

Welcome o the Sprech Spedgent San prooram. This pragram will inssall
Spytech Spydgent on vour compuler.

MOTICE TO &AMTIWIRLIS LISERS

Spudoenl iz a comoutel manitling product and zome antivius soliions wil
Flag & as patentialy harmbal Pleaze bemporanly dizable pour anbsaras whike
irztaling Spydigent Excluzian instrachons aie provided at the end af thiz
irzkallation.

Cick Mest io cortinue wilh be Sahap program.

WARNING: This program is pickected by coppight lar and inkematicnal
treation.

Unauthonzed reproduction o diiibution of Ibis program, or aw porlior of it
ey resl ioasvers ohal and enminal penalties, and wil be prasecuied ta
the maxmum extent pozsible under law.

=T

FIGURE 7.8: Spytech SpyAgent Welcome
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m Log Location: this
allows you to specify where
vou want SprAgent to store
its actrvity logs. For
Windows NT/2000,/XP
systems, monitoring ATT
nsers 12 recommended the
log location be set to

=\ documents and
settings'\all users

its actvity logs in secret to
vour own personal email o
FTP account

m Internet Traffic
Data: This logs ALL
incoming and outpoing
mternet data transmutted
and recerved by users. All
email passwords, FTP
passwords, website
transmissions, etc. will be
logged by this feature

Module 06 - Host Security

12. The Important Notes wizard appears, click Next.

Cotech Spydoznt Y

Buld¥erzion 9.00.16
Copsright Spytsch Softwars snd Design, Inc, 2000-201E.

vy, DRt e s Meb.com

Whit is 5 pptech Sptigent?

Copbech Spydoznt iz oun saard winnng, powetiid corpubar spy
software that aliows you to monkor EWERYTHING uzer: do ok pour
compuler - in bokal sleakh. Spedoent prowedes a lange arap of essebal
camputer monkoring feafune:, ax well ar website, apolication, ad chat
chenl Bladking. lodsdown schedulng. and remole delvew of logs via
amail or FTF. Spe®gent vl pul pour mind at esza wich itz innovstye
and urmatched. el sase o Lee festuis-==t hat priorides ths ubmae
al-n-ane computer mankoning sofbeare package.

Soedgert can be ran oo Windows starbop in achye mankonng mode

¢ Beck MHext ¥ I Cancel

W

% Important Motes 4

FIGURE 7.9: Spytech SpyAgent Important Notes

13. The Software License Agreement wizard appears, click Yes to accept the

terms and conditions.

Flezze read the folowing License Agreemert. Press the PAGE O DWH key to ses the rsxt of the

agre=m=nt

Lizenze Y
1. %'ou may uze be program on a zrgle compuber at one bme. 'vow may nol copy the progrem and
accamzanpng materialz except for bachun porpoges bo wss b support of ueng tha program on a single
machine al ore time

2. “ou may ank install thiz sofbeere on a compokes that wou own, ar on a compltes fiom which you
have concert ol the owne b nztall his cofhuee

3. ou may not maks capigs of e program far sale or disrioution

4. Thes sobivears & copenabbed, and &l nahts thersin are resereed for S petech Sotbeares, Purchass of

Do you accept Al the teims of the priecedng Licenss Ageerent? Hpou choose Mo, 5 etup sl closs To
natall thiz product, you must accep: this 2gnreenen.

Fiirt < Back ‘e Mo

% Software License Agresment i

FIGURE 7.10: Spytech SpyAgent License Apreement

14. The Choose Destination Location wizard appears, leave the Destination

Directory to default and click Next.

_hoos= Desbination Locetion

Selup wil inztall 5pptect Spedgent in the following drectony.
Toinztall to this dreciom, click Mext,

Tainztall to 2 dfferent directon. click Browze 2nd 2=lect smather diechan

Selup.

“ou can choose nol tainstall Sputech Spesoent. b clicking Cancel to exi

=

Deztination Dirsctoo
|7 C:AProoram Files [EE] v zprconfigh

Browsee, . I

Space Aequied: 3335 K.
Space Mvesilatle; JERS1002 K

< Back Mewt I Caricel |
—d

FIGURE 7.11: Spytech SpyAgent Destination Location selechion
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Module 06 - Host Security

15. The Select SpyAgent Installation Type wizard appears, click the
Administrator /Tester radio (default) and click Next.

= -eect Spyfgent Installation Type ot
L) SppAsent bas the
wuque abidity to allow you to

to vour pesonal e-mal
address or FTP accounnt.

Click the bpe of Sehup you prefer, then click Mext.

Jlu:ln'ir'isl:rstnu']' exter  Piogram will ke inztalled with the all zoftware
options - and accessible via“indows start meru.
Thiz iz recommended alza for new uzers! Help
documenits ars installed

[ Gtealth Installation Piogram will ke inztalled with minimorm requied
optionz and ro shokout: neluded in Windores
ztar meny. ko HELF Documents are HOT
IMSTALLED.

Space Requied. Z336K
Space Avalable: Z070E04 K

% Back Mest - I Canc=l |

FIGURE 7.12: Spytech SpyAgent Installation Type

16. Continue with the mnstallation until you reach the Spytech SpyAgent setup
window. Click Yes.

Spytech SpyAgent Setup

L) Sppagent has a buit in
schedhlling featuee that allows

your to confignre SprAgent to IOI Would you like to include an uninstaller?
jIEM e ] - -

specific hours of the day, or

to lock dowm your computer

at Yes I MNo

FIGURE 7.13: Spytech SpyAgent Setup pop-up

17. The Spytech SpyAgent window appears after installaion completes,

an Sdia mummize or close the window.

called Smart] oggine that lets U4 1 = | Spytech SpyAgent — | ‘;{J

vou topeer monitonng when Home  Share  View
. ) ﬂf T & Start Mend Prl:lgrﬂr'ﬂE- 3 sﬁl:.'tel:l"l SFI}'V':"gE‘I"II w | [ Search Sptech SpyvAgent =
mnmng constantly logging - i
E'E"Ei‘l.'lﬂliﬂgﬂﬂt 118815 dﬂ. + Dowmlgads = = Mame ate mndified Ty pe el
Snn‘lﬂ_ﬂghgﬁmhlmﬂm m| Documentz = Lioense EULA SIZ0G4ISAM  Shartout KB
kevstrokes, websites visited, B Pictures & 5 | Purchase Spysgent Onlin! SA1/20N6435AM  Shomeut 1EE
#hﬂﬁl{]lﬁ ran, and windoos M fiodder (3 4 i Read me S5N2NES4ITAM Sharfout 2 KB
11 - q 5 =7 DA 'm Rernowve Spytech Spyigent 57112006 4:35 &M Shartcut 1 EB
Mhy BackupdT] ¢ Spyfigert Help Documertation 51172016 4:35 M Shortcut 7 KB
Nesw Folder '.-T Spyfgent PC Suwellla?ce SO11/2E 435 A Shomout ? KB
. 5| SprAgert's 10 Step Guide to Total Stealth 571208435 A Shorout * KR
RN i Stop Spyfgent Stealth Mode /12016435 AM  Shartcut 2 KB
i OniaDrive
W This BC
I Desktop
2| Documerds
& Downliacs
Ji Music
=] Picturas
. Videos
‘am Local Disk {C:)
4 iberns ==
FIGURE 7.14: Spytech SpyAgent Installation Folder
CND Lab Manual Page 175 Certified Nerwork Defender Copyoght (& by EG-Gouncil

All Rights Reserved. Reproduction 13 Stnctly Prohibrted.



m SpyAgent allows you
to save all of SpyAgent's
keystrokes, websites,
connections, clipboard,
activity, prnt jobs, file
usage, and documents logs
to a specified directory at
once - for easier Mewing
later on - or 30 you can
clear your logs without
losing data.

Module 06 - Host Security

18. The A NOTICE FOR ANTIVIRUS USERS window appears; read the
notice and click Next.

?ﬁ A NOTICE FOR ANTIVIRUS USERS ",

Modern antivinuz programs can detect a wade range of potenhally .n
dangerous programs. This normally goes far beyond bradibonal vinuses

and worms and often includes heurishic alerts, which basically means

that you can get alerts and warnings when an antivinus program "thinks

it could be'' something.

These warnings should be expected for the following types of
apphications:

- Software that logs or captures keystokes

- Software that monitors user achvity

- Software that allows you o recover passwords or other personal data
- Software that monitors or bogs Intenet of network. activity

Since Spybgent can do all of the above, some antivrs solubons may
deem Sppdgent as ‘potentially harmbul’ or a trojan’ despite it being a
legitimate tool to rmonitor youwr computer [and users]. With all Spytech
zaftware, you can be sure our products are 100% zafe to use and
yines-free.

If pou run inko any “trojan' related wamings., it i very kel to be a

¢ Back l MNext » I Cancel |

FIGURE 7.15: Spj'tech Spﬁrﬂgmt Motice for Antivims

19. The Finished window appears. Ensure Run SpyAgent is checked and click

Close.

Setup iz complete and Spytech Spudgent is now installed|

Hun Spudgent

™ View Help Documentation

Chck, Cloze to end the Setup

< Back, I Close I it

FIGURE 7.16: Spytech SpyAgent Installation Finished
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Module 06 - Host Security

20. The Spytech SpyAgent dialog box appears; click Continue....

spytech

SpyAgent

Computer Monitoring and Activity Recording Software

yn:uur C acf:n:unﬁ’r' Spg&gerwt I the award wmnmg suluf:lcun t at
can put your mind at ease

This window will be displayed upon every run of Spyagent.,
Al monkoring intervals during this trial penod will terminate
after 30 minukes, This window 15 eliminated in the full version
of Spragent, The tnal perod is also unlimited as well.

Spyhgent can be purchazed for individuzl use or for multiple
cystermns. Click on the Ordering Informnaton buttan for
information on how you can purchase this program.

A page will be opened in vou webh browser,

Ordering Info Continue...

FIGURE 7.17: Spytech SpyAgent Confisuration
21. The Step 1 of the setup wizard appears; select click to continue....

>4 %{ SpyAgent

first tme usage tips and help

1::._ l;‘

T —

Welcome to SpyAgent! (Step 1)

Before you can start using SpyAgent you must

configure your password that will be used for

accessing SpyAgent. Do not lose this

paiiﬂnrd_a:iit cannot be reset without a
einstallation of SpyAgent.

L SpyAgent featnres 2 FIGURE 7.18: Spytech SpyAgent Step 1

large set of reporting tools :

that allow you to save and 22. Enter a password in the New Password ficld, then retype the same
lc’g] Sk o e e password in the Confirm field.

mﬂm fopmrat Note: The password entered is qwerty@123

e 23. Click OK.

Old Password:

Mew Passwaord:

Confirma

This password restricts otherusers from
changing che SpyAgent seccings,

Cancel

FIGUEE 7.19: Sp_l;'tech SP_'FﬂgEﬂt &smgtmg?nmrd

CND Lab Manual Page 175 Certified Nerwork Defender Copyoght (& by EG-Gouncil
All Rights Reserved. Reproduction 13 Stnctly Prohibrted.



Module 06 - Host Security

24. The password changed pop-up appears; click OK.

password changed

SpyAgent password has been successfully changed.

I OK |

m Eeystroke Logging FIGURE 7.20: Spytech SpyAgent Password changed
Monitor and log all _
keystrokes along with the 25. The step 2 of the Welcome wizard appears, select click to continue...
= I,!. : ﬂ’di” 1::: ~~ "\ spytech
- : X
and apply test formating to /¥ SpyAgent
muake the log mote readable. . _ :
Passwords captured are first time usage tips and help
Hagged for easy mewng. If
: N
euaﬂed,SpyAgm!twﬂgﬂ display Welcome to SpyAgent! (Step 2)
related screenshofs alongside You will now be presented with the Easy
the keystroke log entries. Configuration Wizard. You can use this wizard
to quickly setup SpyAgent's most frequently
used features. You can restart this wizard at
any time in the future,
FIGURE 7.21: Spytech SpyAgent Step 2
26. The Configuration section of the setup wizard appears; click the
Complete + Stealth Configuration radio button, and click Next.
o\ )EBitech
1. Configuration ms'ehidecta configuration package
2. Extras
_ ; * Complete + Stealth Configuration
3. Confirm Settings Configure to run in total stealth, with all possibla
4. Apply logging options preconfigured.
| 5. Finich " Complete Configuration
Configure with all possible logging options
praconfigurad.
" Typical Configuration
Configure with the most commeonly used logging
options preconfigured.
FIGURE 7.22: Spytech SpyAgent Confipuration
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Module 06 - Host Security

27. The Extras section of the setup wizard appears; check the Load on
Windows Startup option, and click Next.

m Emails Sent and

Rﬂceimdluiuﬁtﬂrﬂmlhga]]
emails sent and recerved by
1=Ers c:ftlt:lu[ mmp@miﬁ]l
SMTP and POP3 messages
Choose additional options to enable for
are recorded for later mewing. 1. Configuration
Attachments are logged as SpyAgent from the below selections.
well 2. Extras
- , 7 Send Logs to yourself via Email

= G ngs Send the SpyAgent logs to your email address

4. Apply for remote monitoring.

5. Finich [~ Display Alert on Startup

Alert the user that they are being monitored
when SpyAgent starts,

Set Spvﬁugent to Run everytime your PC is
turned on.

Close | Next I

FIGURE 7.2 Spytech SpyAgent Extras

28. The Confirm Settings section of the setup wizard appears; click Next to
continue.

m Events Timeline:

Logpmg Log all events nsers
pediormed and wew them in
ordered listing. The Events A

. : rFe Yyou sure you want to continue Your
Timeline lets you view what 1. Configuration configuration? If so, click NEXT.
the events I:lﬂe 1nser
performed, in the order they 2. Extras Settings to be applied:
did them Events lopged
inclnde Program Starts/Stops, 3. Confirm Settings »All logging options will be preconfigured for
Keystrokes Typed, Email and optimal Stealth
Chat Messages, Website 4. Apply *SpyAgent will load on Windows Startup
and Printings, how long users 5. Finish
were active and idle each
sesaion, and more.

FIGURE 7.24: Spytech SpyAgent Confirm Settings
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Module 06 - Host Security

29. The Apply section of the setup wizard appears; click Next.

. Configurations Applied!
1. Configuration 4 e

2. Extras All selected settings have been applied
3. Confirm Settings

successfully!

Click FINISH to finish the easy configuration
4. Apply wizard!

5. Finish

FIGURE 7.25: Spytech SpyAgent Applying Configuration

30. The Configuration Finished window appears, click Finish to successfully
setup Spy/Agent.

: Configuration Finished!
1. Configuration
2. Extras You have now successfully setup SpyAgent! If you
1 ; wish to change any settings further, click on the
=1 Intemet Chat- 3. Confirm Settings buttons on the SpyAgent interface for more
Comversatons Momitor and options!
log both sides of all chat 4. Apply
comversations nade on chat
clients. Supported dients 5. Finish
mchide the latest versions of
AOL (inchding 9.0 and
Optimized), AOL Instant
Messenger, ATM Yahoo
GoogleTalk, Skype, XFire,
and ICQ).
FIGURE 7.26: Spytech SpyAgent Configuration Finish
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Module 06 - Host Security

31. The main SpyAgent window appears, along with Step 3 of the setup wizard.

32. Select click to continue....

Eygc;Agent

first time usage tips and help

Welcome to SpyAgent! (Step 3)
This is Sprnnunt‘: user interface. This is

-ﬂaﬂ and d{!h.,g';,.. "

ol _x'.' =
S

FIGURE 7.27: Spytech SpyAgent Step 3
33. If a Getting Started dialog-box appears, click No.

34. To track the general user activities, click Start Monitoring.

\|ll||-' I Click Hore for

py gent Ordering Information

B Frogram Options B oo actions Reports T Setup WWzard

General
- 1up Satino:

@% E E @J Logging

s L
keyboard & Mouse Windows Viewed Proegram Usage Screenshols
[ Keye Last Session 0 Wincoae ogged I Apolications Lagged 0 Soreengnots Lagged Ra mote L'.-_IE! Daliva |'I‘I
jurg Famaola Dallvary

(> & wQ T

Events Timeline Files & Documents  Computer Usage Mic & Webcam Content filtlefi"g
r L AN DO SIS

0 Events Logged O File Events Logged I Sessions Logged 0 Captures Logged

SCreanspy
Record Desklop A

a E @ -1 SmartLogging

Aelvily Triggered Logging
E-Mail Activity Website Usage Internet Activities Chat and Social
0 E-Mails Logged 0 Wehsites Logged 0 Connections Logged 0 Chats Logged ‘E;"hadullng
“her Mertarirs Time
View Most Popular Activities Summary
Behavior Alerts
Reaktime Activily Alarls
Start Mon itljll"irlf;_l Chck "Skart Momitonng™ to Start Momtonng Usar Actrerhas

FIGURE 7.28: Spytech SpyAgent Start Monitoring
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Module 06 - Host Security

35. The Enter Access Password window appears, enter the password
specified in step 23 (n thus lab, qwerty@123). then click OK.

spylect Click Hare for

-::I_I.::?__'El::: S pyﬁ' g en t Ordering Information

Rl Frogram Cptions B o actions
= General
£ lup Satlings ] |
@ B EREER -
m Website Actrvity: Log Sunfigure Lesging Cptions
1l wehsite visits and : k Keyboard & Mouse Windows Viewed Program Usage Screenshols
[ Keye Last Session 0 Windows: Logged 0 Applications Loegged 0 Soreenshots Logged Remaote Log Delivery
searches performed by the Configure Remcta Dalivary
popular browsers used today. Entar Access Passmand
Al website itz ﬂI-E:LJﬁEd- [ eewannnenn Advanced DptianE
b_'lI:""EI;'E.bEJtE R n L | - I ireer Cordnal o pyAgeni
- . s Lance o . b
and time of the site visit Events Timeline Files & Docu g Content Filtering
Spyagent also logs how long 0 Events Logged 0 Fils Events Logged I Seasions Logged 0 Captures Logged NS O
users visit each website 20 yon - &oo
CafL 33_511_'!'." zee what wehaites f r_E"E:TIII}II’ Aoctreily
e & = B W
SmartLoggi
SPvAgmt supports ﬂle latest - ﬂﬁ-:u v 1 I:Irgglng | ogging
versons of the following E-Mail Activity Website Usage Internet Activities Chat and Social
browsers: Intemet Explorer, 0 E-Mails Logged 0 Wabsites Logged 0 Connections Logged D Chats Logged Scheduling
mejhm Fu:eﬂ:m? Sched Ion 1arrd; Time
Flock G_C,Og]ﬂ Chrome View Most Popular Activities Summary
. : i Beahaviar Alerts
Amenca Online tenltime Activity Alerts
Start Manit [::.ring Click "Skart Monitaring” to Start Menitoring User Acthabes
FIGURE 7.29: Spytech SpyAgent Enter Access Password
36. The Stealth Notice window appears. Read the instructions then click OK.
Note: To bring SpyAgent out of stealth mode, press Ctrl+Shift+Alt+M
I | h
Stealth Motice X
Stealth Mode Notice:
i N
This is your first time running SpyAgent in stealth mode. Remember,
SpyAgent 15 now going to be totally invisible to you and other users!
To bring SpyAgent out of stealth mode either press
CONTROL+5HIFT+ALT+M on your keyboard, or run the nostealth.exe
included in SpyAgent’s installation directory!
This message will not appear again!
I 0K
FIGURE 7.30: Spytech SpyAgent Stealth Mode Notice
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m Application Usage:
Monitor and log all
apphcations an by users -
SpyAgent logs when the
apphcation was started,
stopped, and how long it was
actually used Users cannot
fool SpyAgeat by simply
opening 2 program a0d
leaving it manning in the
backgronnd - SpyAgent wil
know how long the program

m Webmail and Website
Content: Log webmail

Gmal, Yahoo Mail and

MySpace webmail SpyAgent
logs mcoming messages read
by the nser, as well as
content vizted can be logged
as well

Module 06 - Host Security

37. A SpyAgent pop-up appears. Check the Do not show this Help Tip again
and the Do not show Related Help Tips like this again, then select click to
continue....

\ spytech

¥: SpyAgent

o

first time usage tips and help

SpyAgent is now monitoring your computer.
To stop monitoring press SpyAgent’s hotkey
combination - by default it is
CONTROL+ALT+SHIFT+M - then enter your
SpyAgent password.

FIGURE 7.31: Spytech SpyAgent Tips

38. Next, close the remote connection and login to the Windows 10 machine as
a domamn user (Usemame: CND\Martin and Password: qwerty@123).
Perform random activities such as browsing webpages, etc...

39. Swntch back to the Windows Server 2012 machine and establish a new
Remote Desktop Connection (RDC) to connect to the Windows 10
machine (follow steps from 1 to 7 in tlus lab exercise).

40. To bring SpyAgent out of stealth mode, press CTRL+Shift+Alt+M on
the keyboard.

41. SpyAgent will ask for the Access Password (qwerty@123), enter the
password and click OK.

Enter Access Password
g sssssssens

con | 5]

FIGUERE 7.32: SF_l;'tech SP_?ﬂgmt A.u:ﬂxmg from stealth mode

42. To check user keystrokes from the keyboard, click Keyboard & Mouse
on the SpyAgent GUI
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m Intelligent Screenshot
Captacing: SpyAgent can take
snapshots of your desktop at
set mtervals of ime,
whenever the mouse is
clicked or whenever websites
are Masted, allowmg you to
wnsually see what 15 happening
at all imes. The screenshot
capture manager has a budt-in
screenshots are cateponized by
content - social netwodang,
webmad, website nsage, and
more. The screenshot

to increase its
frecuency when windowr
captions containing specific
keywords are mteracted with
s0 vital information 1s not
muszed.

Module 06 - Host Security

43, Select the View Keystrokes Log.

@® Help

v AcHions o

E]

Program Usage

67 Applicatons Logged

Setlp Az and

2l X

)

Screenshots

16 Screenshots Logged

Ganaral
Starup Settings and Config
Logging

g 2 plione

Keyboard Select an Activity Log

o Kays

Remote Log Delivery
Carnfigure Remote: [ VEry

Advanced Options
Firer Control nn Spyfgen

Wic & Webeam Contant Filtering

i Filter ard Block sctivily
O Capturas Logged

View Keystrokes Log [3]
View Pdouse Clicks Log [10]

S

Files & Documents

2250 Fila Ewvants

e

Website Usage

9 Y=bsites Logged

Evants Timeline

SOE Everts Logged

=

E-Mail Activity

0 E-Mails Logged

Computer Usage

1 Sassions Logged

[

Imternet Activities

121 Connections Logged

[P
LRSS

ScreenSpy

FReacond Desklap Aclnnby

-
Chat and Social

0 Chat=s Logged

SmartLogging

Activity Triggered Logging

Scheduling
Crhadu o it

View Most Popular Activities Summary
Bahavior Alers
Aleris

o sl arruas A w
Real-lime Aclrity

plonitoring Stopped. Chick "Start Monitoring” to Resume.

Start Monitoring
FIGURE 7.33: Spytech SpyAgent Viewing recorded keystrokes

44. The keystroke logs pressed by the user can be reviewed by simply selecting

them.

SpyAgent Keystrokes Loqg Viewer - 3 entries

L} Format 3 Actions - £ Jumpto Log..

A 2ave Log E Save All ] Clear
Eelect a Keystrokes Log Entry

| Username | Tima
win-10 Wed T 11J16 @ 53514 AM
Win-10 Wed S/11/18 & 5:40:06 AM
Win-10 Wed S/11/15 & 5:40:24 AM

spplicztian I window Title

Soytech SpyAgent
no titl= [Spyb=c h Spygent]

explorer mue
Fayadiag =we

micFosoft. com

[Enter]

omail; [Backepace].com
[Ent=r]

[Fause][Fausze]

FIGURE 7.34: Spytech SpyAgent Keystrokes Fecorded

45. In this way you can view screenshots, program usage, chat & messages, and
many other user activities on the user’s computer.
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Module 06 - Host Security

Lab Analysis

Analyze and document the results related to this lab exercise. Provide your opiion
regarding your target’s security posture and exposure.

PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

RELATED TO THIS LAB.

Internet Connection Required

[ ] Yes V] No
Platform SuEPnrted
¥ Classroom V] iLabs
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ICON KEY

"7 Valuable

information

P
A Test TOouL

knowledge

.ma Web exercize

[IIH Workbook review

Module 06 - Host Security

Auditing System Information using
MSINFO32

MSINFO32allows you fo view details about the hardware and soffware confignuration
on your machine.

Lab Scenario

Sometimes, an admumustrator needs to know the software and hardware contiguration
to diagnose issues in the network. Windows OS prowvides System Information or the
MSInto Utlity or msinfo32.exe to gather mformation about the computer, to
diagnose 1ssues or to access other tools. An Admunistrator can use the MSInfo Unlity
to perform system auditing to know the current software and hardware conficuration
on a specific Windows system.

Lab Objectives

This lab will demonstrate the use of the MSInfo Utlity to view the software and
hardware configuration on a specific Windows system.

Lab Environment

To carry out the lab, you need:
® A vurtual machine manning Windows 10.

Lab Duration
Time: 25 Minutes

Overview of MSinfo

With the MSInfo Utlity, you can wiew the information about a Windows system. It
provides mnformation such as:

®* OEM System Information (manutacturer, model, and type)
®  The type of central processing unit (CPU)

*  The amount of memory and system resources
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Module 06 - Host Security

= BIOS wversion
"  T.ocale
"  Time zone

®  User name in the format of DOMAINNAME\USERNAME (only present
if the computer is configured for a domain)

®* Boot device (if multiple devices are present on the computer)
® The path to the Page file
® Hardware Resources category

Lab Tasks

B2 TAsK 1 Note: To locate the problem areas, you can compare the current

configuration of the machine with a known good configuration.
1. Launch the Windows 10 machine as a Local Adnunistrator.

Launching

System
Information 2. Press the Windows and R keys. The Run window pops up. Enter
window msinfo32 in the Open section and click Enter.
4 Run X
=7 Type the name of a program, folder, document, or Internet
= resource, and Windows will open it for you.
Open: msinfo32| %
OK Cancel Browse...
FIGURE 5.1: RUN pop-up
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EH task 2

Module 06 - Host Security

3. The System Information window pops up. You can view the system
summary where you can see the Hardware Resources, Components and

Knowing the
Hardware
resources used
by the system

Software Environment configured on the system.

Swshen Infoemation

Fin Edi Yew Huip

Hiimi vakio b
i IT 5 Hame Micr=aft Windaws 10 Fro M
| Compan ks WEFS ko 100 0240 Buikd 10240
i {Software Envignment Cther 05 Dascriphian Mot Avadabls
o5 Menufechurer Mirnzoft Corporabon
Syriem Hame WD
System bdarid adure Mirasolt Corporatian
Syriem kdasdzl virual Mechine
System Trpe= wfd - BT
Spsiem el Lnsippaitad
Procassor Intel[R) Cored Tk 12-&500 CPU ) 3 306GHz, 3292 Mhx, 1 Carafs], ¥ Logical Fro..
BEXS Vs n T amencan Megatnencs Inc 000G, 3235012
SKABIOE arsian 3
B82S Mock Le=gacy
Bes=Roard ksnufacturer Mian=oft Corporstion
BarsaBoard bAoded Mot Available
Barsa Boaird Mame B S B
Platiorm Fole Ceskiog
Seure Baol State Unsuppored
PCRT Coafiguration Einding Mot Pessitlo
Windows Direchory CAMindows
Syiem Direschory ChirdowTyykema
Hooi Davice DA e Hard dis s umie
L Lowcale Liniarl Sinbas i
Find ghai: | Fingd Chesa Find
[ Saarch seliectad category oy [ Ssapch cabagery namas only

FIGUEE 82 Sﬁtem Informaticn {I'»IS]I"QIFD} Window

4. Expand Hardware Resources

—_

to view its results in the right pane.

5. The first subsection of Hardware Resources is Conflicts/Sharing. Click it

Sytam Informstion
Fie EdE Visw Help

Sysiem Summary
= Hardwars Resources

[ XTY
Forced Hardwars

8 Softwars Emarcnment

Resawrce

W Pom Gl 0-0e 0 0CF T
10 Part CaDdCOo0-OsD0I0CF T

Oeace
PCI Bus
Dt sy accecs controlar

. R 1g Fcrasolt Hyper-¥ 52 Cop
I::; G Ad inbal 24140-Earcad P Fasi BEharmed Sdapbar € nulabad]
]
BAdomuony
[T] i F . FRFEFF P M 5
H- Comparants ey Address GaFBIO0-LFRFFFFFF Mcrasolt Hyper-s' 52 Cap

Memery Sddress GuFBIGHN-LFAFFFFFF PO Aus

Find what

I:IiErm:ukrl.nd Epksgary only DS:EEH Epbegary names gk

Fing iCinse

Find

FIGURE 8.3 Sjrstem Information Hardwrare Besources
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Module 06 - Host Security

6. You can view the devices which share the same resources. If any device has an
1ssue and 1s listed 1n shared dewices, it might be due to a resource usage conflict.

7. Next, 1s the subsection Direct memory access (DMA). In DMA data is
transferred directly from the memory to the hardware without involving the
CPU.

8. You can view a device which has DMA access by clicking on DMA.

Syabam Informutizn — | x‘
ke Edi View Hep
By Summany Resource  Oewice Sinbyre
B Hardwars Risources Channel 2 Standard Floppy disk controller O
ﬂmﬂ“““‘? Chanral &  Diract mamony accass comirollar O
Forresd Harchwans
()
iAs
RAEmaey
B o mponents
B Softwars Envronrmeant
Find what: Find lose Find
[l 5earch s2lacied category o = names a J

FIGUEE 8.4: S-Erstem Information DALA

9. If the status i1s showing up in an error state, you should update the drrvers or
contact the manufacturer.

10. The next subsection is Forced Hardware. [t lists any devices which are

configured manually by the user. It normally lists the plug and play (PnP)
devices.

Sysbem Infarmation o b1
File Ecit View Help

Eyslam Sanmany Drawica PP Dawice 1D
B Harchwane Riessoiross

Conficts, Therng

Ohia

2]
IR0
Fete mcey
B S el
B Sofoaare Enwinonimant

Fingl Llnse Find

FIGURE &.5: S_wtem Information Forced Hardware

11. Forced hardware uses user specific resources and not system specific
resources like regular hardware devices.
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m The status column of
the I/ O shows whether the
device mnning status 1s

O or has an error.

Module 06 - Host Security

12. The next subsection deals with system resources. Let’s look at the first resource
which is Input/Output (1/0).

13. I/O transfers data from a computer to device and vice versa.

Svkam informston
Fie EdiE View Help

Sysiem Summary
= Hardwars Resowrres
| |- conitssharing
Corwis
no:l:l Herdwars
—IFGe
BAmany
i Componsants
- Software EmArcnment

RELIFTE

TR0 -Cra B I
T MO O
Dl 30065 Dol D000 EF
Dol 300 O -Coad 00000 ..
TR0 72 -Coa PR TR
T MO B - O
Do OO0 6 Y ool 00000 .
DD D00 E4 -Cool 00000 ...
Do RO B -ChoB I
o000 B o000 .

Orevice

PCiBus

Direect eimory acciss canrallar
Rictheroard resnurces
Programmatds mtermupt contraler
rfoiharoand rasourCes

. Sysiam dmer

Riotherboard resources
sienctard PE2 Keyboard

. SyEIR P kT

Feotherocard resources
Slenclard PL2 Keyboord
Pbotrmtoand resouroas

Systam CAOE Tl e cledk
Rt rcard resources
Fedctharboand resgurres

Dt ey dccicss contralar
Riotharboard resourcas

Orect memery access controler
Pt oand rasouFces

Sintus

00N -Cond 00000 .. DiriCt sy diCics conbrolsr
DG B - Dol Mothertand resguries
e EF-DeD000008F  Direscl memory acces: conbroler
- Rdnina drna e racwrac

Find what | | Fing Guse Find

RAARRARRAARRIAARRAZRR IR

FIGURE 8.4: SFstem Information IﬂPU-t and 'Dulput Device

14. Next is the (Interrupt request) IRQ. IRQ) is the hardware path through which
devices send interrupt signals to the microprocessor.

System Wlormation - O o
Fie Ed&t Yew Hep

SpETern Summany [SEHT ] Do Sraiits
= Hardware Resources 1AL 2 Eysham timir ar
- Conflicty/Sharing Ch standerd P52 Keyhoard ax
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FIGURE 87: IRQ)'s Information
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systems use memory address
manges for commmmcation
The status indicates an OK or
ernor state

EH task 3

Knowing the
Components
used by the

system

m A codec {code-decode),
could be either a demce ora
program which codes ore
decodes signals or digital data

FLOEAMS.

In M5 info under andio and
wdeo codec you can find, the
codec under the CODEC
fiedd.

The marmifacharer name is
present under the
mamifachuer colnmn Some
codecs have a description
ﬂdiptﬁmimdﬂm

The statns shows if a codec is
wodang well or not and the
file pomts to the location and
verson displays the current
codec Tersion.

The size and creation date
shomw the size of a codec on
the dizk and the date on
which it was created.

Module 06 - Host Security

15. The final subsection is Memory. It explores the memory devices used by the

SFEtEITL

Swstemn informnation
Fiz Edi Ywes Halp
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Clase Find

FIGURE 8.8: Memory Information

16. The next section is the Components section. The first subsection is
Multimedia which 1s a combination of Audio and Video Codecs.

Lyatem InFormabon

File Edit View Help

System Summany
= Hardware Fesouroes
Canflict=/Sharing
IS,
Farced Harchware
(B
- IRIZs
Rdernary
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chpindows) systemaimasdpd..  Mir. oK CAW.. 100, 3B. 70
ciwandows) system3Zymsadpi2.. Mir.. Ok CAW. 100w 338. 70
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Ciwanows) system3zumsgsm3.,.  Micr., oK CWW. 100, 418, 70

FIGUEE 8.9: Multimedia Information

17. The next subsection after Multimedia is Compact Disc (CD-ROM).

yrbem Information

File Edit Viea Help

System Summany

F+ Hardware Resawroes
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r- Dikdhs
U Forced Hardware
170
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Drive
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Dirnveer

b

value

E:

CO-ROM Drive

M

CWD-ROM

Msit irtual SO0k ATA Denice

iStandard CO-ROM drives)
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]

IDEyCOROMBASFT VIRTLAL COyROM 1.0 ES&ATEIAIF&D..
chwindowsysystem3 2 drivers) cdromsys (1001024016384 170,00 KB [174,08...

FIGURE 3.10: CD-ROM Information
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mmﬂ.{)}uﬂmﬂhﬂdﬁm
assigned followed by a short
shows if there 15 any disc
currently in the CD-ROM or
P

Medta type shows the
functionalibies of the dowe.
The next three sections,
name, marmfactorer and
status show the dove name,
itz marmifacturer name and
current stabis.

Transfer rate shows the
Spﬁahatwhichﬂ:lﬁﬂﬂ—
ROM can transfer data, SCSI

of the CD ROM which can

range from (-7 for ample
SCSL

PNP shows the Phug and play
ID of the CD-ROM and
furally dorver showrs the
location the device driver is
installed.

Module 06 - Host Security

18. After CD-ROM is Sound device, which displays audio devices on the
computer. Although it 1s empty here, on a regular host machine it displays the
device name, manufacturer name, status, PnP Id and installation location.

& System Information
File Edit View Help

System Summary item Value

~ Hardware Resources
i---fnnﬂictajSharing
- DMA
Forced Hardware
~1/0
. Memory
é-cnmpﬂnentj
| |—| Multimedia
. Audio Codecs
- -Video Codecs
- CD-ROM

FIGURE 8.11: Sound Devwice Information

19. The next subsection is Display. It shows the name and Device ID, the type of
adapter, an adapter descoption and RAM allocated to adapter.

B Systern Information — O o
Fil=  Edit Wiew Help
Eysterm Summarny [tem alue
fl Hardware Resources Flame bicrosoft Hyper-v Video
[ omponents PP Device |0 WMBLIS| DA0ATRNZ-E3TT-4 AAC-EETT-0558FR 10T3FE} [S620F0CT-
eI e Adapter Type Mot Available, Microseft compatible
ot sdapter Description Bicrosoft Hyper-v Video
.e».-n:e Adapter R Mot fvailable
--Infrar::i Installed Drivers Mot Availabla
- Input Oriver ersion 1001024016384
- Madem IMF File wombusvideoinf Hypervideo Install section)
8- Mebwork Color Planes Mot Available
i Ports Color Table Entries 4294967206
D m- Storage Resalutian 1024 x 768 & 1 heriz
-~ Brinting Bits,/Fiel 3z
-- frablem Devices bAemory Address G FFRO0D-0xFFEFFFFF
i - UsBE Driver chwindows\system3Z\drivershhypervideo.sys (10.0.10240,16384, 25,
A Software Ervironment
£ >
Finid what: Find Chosa Fnd
[ ]5earch selected category ank [ ] Search category names on

FIGURE 8.12: Display Settings Information

20. Next 1s Infrared, since this is not supported it 1s left without any details.
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m The keyboard shows
vanons information wiz the
descoption which is the
mode of connection USB
port, name and layout of
the keyboard, PnP ID and
finally the dovers location

Module 06 - Host Security

21. The Input subsection is next. It is made up of two parts. Keyboard and
Pointing Devices. The Keyboard subsection is provided belowr:

Systern Information

Fil Edit WView Help

System Summany
= Hardware Rescurces
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i Ry
=~ Camponents
|- Mukimedia
Audia Codeis
Wicked Coslecs
CO-ACkA
Sound Devie
Dizplay
Ffrared
- gt
F'I:Ilﬂ[lﬂg DeEdae
kodem
el Melmork
[ Ports
- Slorage
Prirting
Problem Devices

Find what:

Y

w

em

Crascriphian

Mama

Layouk

PEIP Davice 1D

Mumkber of Fundlicn Keys
Diriver

Descripbian

Fame

Ly

FRIP Davize 10

Mumber of Fundlion Esys
Drivar

D=scriphan

Flama

Layouk

PMP Davice 1D

Mumkber of Fundtion Eays
1T Fart

I/ Fort

IR0 Channel

Miriver

walua

Femole Destap lﬁ'bﬂirﬁ Dewice

Enhanced {101- or 102-key)

Qooo0d0g

TERMMPUT_BUS URAB 2 B2 228 CCRE 08 SESSKIM2KEYROA RDO

19

cwindaws\system22 driversiterminploys 01024016204, 2724 KB (30,752,

Microsoft Hyper-' Wirbual Keyboard

Enhanced {101- or 102-key)

0oOoo40s

W WELS P31 2ADE0- 2817 -48EA-BOS-FO 2 TAS) CT 64T [C24EE2T-B 58 0-4 289 -8. .
12

c'._u.1nduw".ﬁ.*:ﬁl-:nﬂ?._dr'r.rnrﬂhrpnruzd.m (W00 00240 18334, 168.00 EE [14.38..

Standard P52 Keybaard

Enhanced (101- or 10E2-key)

ooooo4cg

ACPIPREIEDE 4530009870640

12

D000 - 0000060

e - D0 64

IRI1

ekt seshemE® dr e Suikhd P ok s MIRAAAMA IR 19000 KR M 14 6.

Find LClosa Find

FIGURE 8.13: Keyboard Settings Information

22. The Pointing Device (mouse) shows the Hardware type (USB) used to
connect the device to the PC. The next section shows the name and layout of
the pointing dewice.

Syrtem Information
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FIGURE 5.14: Pointing Dewice Information
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It showws information like
Name and type of adapter, if
1tz installed or not and the
PnP ID.

The last reset, shows the date
and the time it was last reset.
Indexed vahies are shown in
the next section INext 13
SEITICE Name.

Network adapter’s TP address,
subnet mask and defamlt
gateway are showcased in
next section It 15 followed by
the DHCP details and MAC
address of the adapter

Module 06 - Host Security

23. The Modem subsection is empty since no Modem is currently used on the

device.

24. The Network subsection is made of three parts. First is the Network Adapter.

System Infomation
File Edit View Help

SySEEM Summarny
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FIGURE 8.15: Adapter Information

Cha== Fnd

25. The next network subsection is Protocol. It shows the name of the protocol.
It also shows if the protocol 1s connectionless or not, and it guarantees the

delivery and sequencing of the message.

E ew Help
=I- Companents A || ltem value
= Muftmedia IName IMSAFD Tepip [TCP/IP]
G ) Connecbonless Service Mo
- Sound Device Guarantees Delivery Yes
- Display .
i i izuaranteas Sequencing Yes
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: Keyboard _
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- Metwork Pseudo Stream Oriented Mo
Adapter Supports Broadcastng Mo
Protocal Supports Connect Data Mo
- \WinSork supports Disconnect Data M
= POrts Supports Encrypticn Ma
© - Sonal supports Expadited Data Yes
: Parallel Supports Graceful Closing Yes
Ij Storage Supports Guaranteed Bandwidth Mo
. - Drives Supports hulticasting Mo
: —

FIGUERE &.16: Protocol Information

26. The third subsection is Winsock, which is a programming support interface to
handle input/output requests.
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name, marnnfactorer and
onorent statns of the dewmce.

Furthermore, it provides
details like PnP device ID and
location where the Diorers

Module 06 - Host Security

27. In Winsock the fields described are file location, size of program, and version
of the program.

e Edit Miew Help

- Compenents ~ | Item Value
- B Multimedia File
- CD-ROM

Sound Device

chwindows\syswowbdwsodk3 2 dll
16.00 KB (16,284 bytes)
b.2. 00017415
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: Versicn
- Display
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File chwindows\system32\wsock32.dll
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I%|--Dnrt5
' Serial

FIGUERE 3.17: WinSock Information

28. The Ports subsection describes the Serial and Parallel ports present on the
systermn.
29. The Serial ports display the Name of the attached device, Status, PNP 1D,

and other information.

System nformetion — O o
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FIGURE 8.18: Senal Ports Information

30. The next subsection is Storage, which is further divided into four parts.
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[ﬁ&ksdm:ﬁl:eﬂ:ebg;t&sf
sector stored on the disk and
1f the disk 12 cunrently loaded
in the syetem or not The
media type describes if the
disk 1s permanent or not.
disk and SC5I shows the

Module 06 - Host Security

31. The first section in storage is Drives. The drives provide the name and a short
description of the drrve.

Systern Information
File Edit Wiew Help

Video Codecs 1| Item Value
Ca O Drive A
Sound Device Description 3 1/2 Inch Floppy Orive
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- Infrared DOrive o
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m File System MTFS
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Find what: Fingd

FIGURE 8.19: Available Doves Information

32. The second subsection under storage is Disks. It consists of description,
manmufacturer name and model number for the disks.

System Information

Fil= Edit Wiew Help

video Cadecs | hermn value
- ED-ROM Description Microsaft Hyper-W Accelerated Disk Dirive
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FIGURE 38.20: Available Disks Information
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Module 06 - Host Security

33. sCSl 1s the next subsection under storage. It 1s a standard parallel interface
which enables the attachment of ponters, disk doves, and other penpheral

standards.

Sy=tem rdormabon
File Edit Wiew Help
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- Saund Device
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= Inpui
keyaard
Paoinbrg Device
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FIGURE 8.21: SC5I Stnrage Information

34. IDE (Integrated Development Environment) 1s the fourth subsection and it
provides a set of comprehensive facilities to programmers which assist them in
software development.

System Informnation
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FIGURE 8.22: IDE Information
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Module 06 - Host Security

35. Next 1s the Printing subsection. It descrbes the ponting devices Name,

Driver, Port Name, and Server Name.

System Irfornaton
File Edit ‘“iew Help
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FIGURE 8.23: Pj:iﬂiil:tg Information

36. The Problem Devices appear when the hardware devices are facing issues.
We can see the 1ssue (error code) with the device.

Systemn Information
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FIGURE 8.24: Problem Devices Information
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Module 06 - Host Security

37. The USB subsection which is currently empty, usually shows the USB port
names and PNP ID’s.

Systern Inforrnation

Fil= Edit View Help
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FIGURE 8.25: Available USE Ports Information

B Task 4 38. The next section is the Software Environment section. Lhe first subsection is

System Drivers.
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FIGURE &.26: System Dovers Information
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39. The next subsection is Environment Variables. These vanables have an
mmmense effect on how a process behaves on a computer. An environment

vanable can be user defined or system defined.

File Edit VMiew Help
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FIGURE 8.27: Environment Varables Information

40. The next subsection is Prnt Jobs. It describes the document name, size, its
owner, whom to be notified, and current status.

Syrtem Irformation = 0 Lt
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FIGURE 8.25: Pont Jobs Information
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41. Following Print Jobs 1s the Network Connections subsection. It generally

Module 06 - Host Security

shows NAS devices attached to the network.

18 Syetern Informabion
Fil= Edit Wiew Help

Frotocol
: L Winsock
5- Ports
- Serial
i - parallel
I;I Storage
{ i Drives

Disks

- SCE
Frinting
Froblem Devices
L Lyse
1 software Environment
i System Drivers

Envircnment variailes

Print lahs
Metwark Connections

Running Tasks
- Loaded Modules

* || Local Mame

i

Femote Mame

Type

Staus  User MName

1

FIGUEE 8.29: Network Connection Information

42. The next section shows the Running Tasks on the system.
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FIGURE 8.30: Bunning Tasks Information
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43. After that is Loaded Modules. It shows the name, version,

module.

and size of the
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FIGURE 8.31: Loaded Modules Information

44, Next up is the Services running on the computer. It shows the name and

display name of the service, its current state, and start mode.

Syrtam Irformnation
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FIGURE 8.32: Available Sermnces Information
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43. Program Groups is the next subsection. It has vanous start menu items

grouped under programs. It shows the group name, name of the program

and user name.
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46. The Startup Programs shows a list of programs that auto
system starts.

FIGURE 8.33: Program Groups Information

User Mams
Default

Public
WIKTIWIR-10
Dafault

Public
WIKTFWIn-10
Default

Public
WIKTIWIR-10
Dafault

Public
WIKTIWIR-10
publiz

Public

Public

WK OYYin-10
Public

Public

Public

Public

Wikl hn- 14
WIR1Win-10
Nétaiilr

Find LDlose Find

System Information
ile  Edt View Help

- Proocal
- WinSocdk
=-PFarts
Serial
Farallel
EFSorage
- Drives
Chisks
&Sl
ICE
Printing
Frablem Devices
i LB
(= Software Environmer
Systern Driers
Errdironment Yariables
-= print Jabz
- Metwark Connections
= Running Tasks
Leaded Madules
SErViCRS
ngram GroIps

Startup Pr OOranms
[~ OLE Registratian
Windows Error Reporting

[

Fragram

ansOirive
SLTEEFEressn

Camman i

“ehusarsywin-1happdatayocal...
“eiusershwin- 1Ohapgdatallocal.,
Salartinds LogRorwar., “chprogram files eBEhsalari.,

Findwhat |

FIGURE 8.34- Stm'tup ngmms List Information
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47. The next subsection is OLE (object linking and embedding) registration. It
has information about components and their servers, which are registered

as OLE programs.
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FIGURE 8.35: OLE Registration Information

48. The final subsection i1s Windows Error Reporting. It shows the date and

the time an error occurs, type of error and the details of the error.

Systern Information
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FIGURE 8.36: Windows Efror Rﬂpamng Information
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49. If you want to store the current status of msinfo32 for future audits, you
can go to File ->Export and provide a name and save as a text file.
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FIGURE 8.37: Expnrl:lug SFstE;m Information

50. The Export As window appears. Select a location, provide a name in File
name section and click Save.
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Cancel
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FIGURE 8.38: Saving Exported Andit File

Lab Analysis

Analyze and document the results of the lab exerase. Give your opiion on your
target’s secunty posture and exposure through free public information.
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PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
ABOUT THIS LAB.

Internet Connection Required

[ ] Yes V] No
Plattorm Supported
[ Classroom V] iLabs
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ICON KEY

™= Valuable

information

A Test your
knowledge

R Web exercize

A4 Wotkbook review

Module 06 - Host Security

Implementing Host-based
Firewall Protection with iptables

iptables are a command-line firewall utility that uses policy chains to allow or block

fraffic.
Lab Scenario

As an admunistrator, you should know how to configure an iptables host based
firewall to allow or block traffic to or from a Linux system. iptables allow
admuinistrators to enter rules for the firewall into the existng tables using the

command line.

Lab Objectives

This lab will demonstrate how to configure an iptables host-based firewall in an
Ubuntu machine.

Lab Environment

To carry out the lab, you need:
* A wirtual machine minning Windows Server 2012
®*  WinPcap mnstalled in the Windows Server 2012 virtual machine

® A virtual machine minnming Ubuntu

® Administrative prvileges to mn the tools
Lab Duration
Time: 25 Minutes

Overview of iptables

iptables 1s a standard firewall included m most Linux distributions. With the detault
chain policies configured, you can start adding rules to iptables so it knows what to
do when it encounters a connection from or to a particular IP address or port.
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]
TASK 1

Install and
Launch Nmap

*Tools
Demonstrated in
this lab are
located at
Z:\CND-
Tools\CND
Module 06 Host
Security'\Port
Scanning
Tools'\Nmap

Module 06 - Host Security

Lab Tasks

5.

6.

1.

Launch the Ubuntu machine and login.
Launch Windows Server 2012 and login as an Administrator.

Install Nmap, to install Nmap nawvigate to Z:\CND-Tools\CND Module
06 Host Security\Port Scanning Tools\Nmap and double-click nmap-
6-25-setup.exe.

While installation 1s in progress, Nmap will prompt you to nstall
WinPcap, if it 1s already installed skip the installation of WinPcap, and
proceed to the installation of Nmap.

Select the Desktop icon check box, at the Create Shortcuts wizard of
the Nmap installation and follow the wizard doven installation steps.

To launch Nmap — Zenmap GUI, navigate to the Desktop and double-
click the Nmap — Zenmap GUI icon in order to launch the application.
Alternatively, you can also launch from the installed start menu apps.

BR Windows Server 2012R2

FIGURE 9.1: Launching NMAP

The Zf-mnﬂ,p main window appears as shown in the screenshot. T}‘pc
10.10.10.9 in the Target: ficld, select Intense scan in the Profile: ficld
and click Scan.

Note: 10.10.10.9 1s the IP Address of the Ubuntu Machine. IP addresses

may differ in your lab environment.

Zenmap

Scan Tools Profile Help

Target:

10.10.10.9 v | Profile: |Intensze scan ¥ Scan Cance

Command: nmap -T4 -A -v 10,10,10.9

Hosts Services Mmap Output | Ports / Hosts

Scans

Tupulngyl Host Details

0S 4 Host - Details

FIGURE 9.2: Selecting the Scan Profile
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8. Zenmap will show you the scan results of the Ubuntu machine as

shown in the screenshot.

Scan Tools Profile Help

Target: |10.10.10.9 Profile: ilntmsescan Cancel

Command: nmap -T4 -A -v 10.10.10.9

Hosts Services Nmap Output | Ports / Hosts | Topology
05 1 Host nmap -T4 -A -v 10.10.10.9
W 10.10.109
Starting Nmap 6.25 ( http://nmap.org ) at 2016-87-25

[ 'The “Intense scan” is ©3:34 Pacific Daylight Time
must one of several scan NSE: Loaded 186 scripts for scanning.
profiles that come with NSE: Script Pre-scanning.
Zenmap. Choose a profile by Initiating ARP Ping Scan at 83:34
selecting- it from the “Profile™ Scanning 10.10.10.9 [1 port]
combo box Profiles exist for Completed ARP Ping Scan at 83:34, 8.11s elapsed (1
several common scans. total hosts)

] ] Initiating Parallel DNS resolution of 1 host. at 83:34
An intense, comprehensive Completed Parallel DNS resolution of 1 host. at 83:34,
scan. The -A option enables @.80s elapsed
O3 detection (-O), version Initiating SYN Stealth Scan at ©3:34
detection (=), scoipt Scanning 10.10.10.9 [188@ ports]
scanning (-3C), and traceronte Completed SYN Stealth Scan at ©3:34, ©.83s elapsed
(—traceroute). Without root (1008 total ports)
privileges only version Initiating Service scan at 83:34
detechion and scopt scanning Initiating 05 detection (try #1) against 10.10.10.9
are nan This is considerad an Retrying 0S5 detection (try #2) against 10.10.10.9
intrnsive scan NSE: Script scanning 19.106.18.9.

Initiating NSE at 83:34
Completed NSE at 83:34, 8.808=s elapsed
Nmap =can report for 19.10.18.9
Host is up (0.0868895s latency).
[AI1 1888 scanned ports on 10.10.10.9 are closed]
MAC Address: ©9:15:50:00:39:41 (Microsoft)
Too many fingerprints match this host to give specific
0S5 details
Network Distance: 1 hop
TRACEROUTE
HOP RTT ADDRESS
1 .29 ms 10.10.10.9
NSE: Script Post-scanning.
FIGURE 9.3 Scan Results
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9. Right click the Start icon in the lower left corner of the desktop and

—— click Command Prompt from the context menu.
TASK 2

Ping Test Programs and Features
Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management

Computer Management

Command Prompt

Command Prompt (Admin)

Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out 4

Desktop

| | et

dd
ad

FIGURE 9.4- Lam:c}:l.ing Command P:c:uir.pt

10. In the command prompt window type ping 10.10.10.9 and press Enter.
[=7 The PING command .

SRNIAS & NSt ket of chata 11. You can see that the Ubuntu device 1s accepting connections from any
a desinated TP address. . "
machine.
Administrator: C\Windows\system32\cmd.exe
icrosoft Windows [Version 6.2.26881
‘c>) 2013 Microsoft Corporation. All rights reserwved.
slsepessAdministrator WIN-MEHUGG?GILE >ping 1@.10.18.9
Pinging 18.18.18.% with 32 bytes of data:z
Reply from 18_18_18.9: hyte==32 time<{im=z TTL=128
Reply from 10.18.18.9: hytes=32 time<imz TTL=128
Reply from 18.18.18.72: hytes=32 Ctime<ims TIL=128
Heply from 18.18.18.92: hytes=32 timed{ims TIL=128
Ping statistics for 10.18.180.7:
Packetz: Sent = 4, Received = 4, Lost = A (B lo=ss>,
pproximate round trip times in milli-seconds:
Minimum = Bmz, Haximum = Bmz,. Average = Bms
GislserssAdministrator . WIN-NEAUGGY GILE >
FIGURE 9.5 Ping Successful
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=7 iptables isa nser-space
apphcation program that
allows a system administeator
to confipure the tables
provided by the Limax kemel

-

and the chains and miles it
shores.

=7 IP tahles have three kind
of mle chains. INPUT
defines what connecton can
enter the device. OUTPUT
defines what connection can
leave the demice and
FORTWARD defines whether
the system can forwand
packets like a Router

Module 06 - Host Security

12. Switch to the Ubuntu machine and nght click on the Desktop and select
Open Terminal. Alternatively, you can click the Terminal icon from the

taskbar.

Ubuntu Desktop

New Folder

New Document

Open Terminal

Organize Desktop by Name
v Keep Aligned

Change Desktop Background

FIGUEE 9.6: Lalmchjng a Terminal in Ubuni

13. Switch to super user mode by using the command sudo su. Enter the
root password as toor.

Note: The password that you enter will not be wisible.

rootiubuntw: fhomefubuntu

buntu@ubuntu:~5 sudo su
sudo] password for ubuntu:
sot@ubuntu: /hone/ubuntu# |

FIGURE 9.7: Gaming an Access as Super User

14. Type iptables —list and press Enter. This command will list the existing

iptables rules as shown in the screenshot.

15. You can see that all three chains accept all kinds of information. Now,
we need to change these rule settings to make Ubuntu secure.

root@ubuntuw: fhomefubuntu

buntu@ubuntu:~5 sudo su

[sudo] password for ubuntu:

oot@ubuntu: /homefubuntuf iptables --11st
hain INPUT (policy ACCEPT)

target prot opt source destination

_hain FORWARD (policy ACCEPT)

target prot opt source destination
“hain OUTPUT (policy ACCEPT)
target prot opt source
“o0tT@ubuntu: jhome/ubun Cu#

destination

FIGURE 9.8: Vecfying iptables Eules
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16. Type iptables —F, this command will flush all the rules and temporarily
disables the firewall.

root@ubuntu: fhome fubuntu

ibuntugubuntu:~5 sudo su

[sudo] password for ubuntu:
root@ubuntu: fhome fubuntu# iptables --1list

Chain INPUT (policy ACCEPT)

target prot opt source destination

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)

Larget prot opt source destination
root@ubuntu: fhome fubuntu® iptables -F
root@ubuntu: fhome fubuntuz |

= iptables requires elevated FIGURE 9.9: Flushing the Rules

privileges to operate and nmst ] .

be executed by nser root, 17. Type iptables -P INPUT DROP and press Enter. In this command —P
Eﬁfﬁfﬁgm ﬁmz“m switch 1s used to set the default policy on the specific chan. This
iptables is installed 2= ' command will make the firewall block all incoming communication for
/uar/shin/iptables and the Ubuntu machine.

documented in its man pages,

which can be opened nsing -

i itahiles when | root@ubuntu: /home /ubuntu

root@ubuntu: fhome fubuntu# iptables -P INPFUT DROP
rootgubuntu: fhome /ubuntu#

FIGUEE 9.1k Dmpping all Input Packets

18. Switch back to Windows Server 2012 and open a command prompt and
type ping 10.10.10.9 and press Enter. As you have blocked the
incoming communication for the Ubuntu machine, you will not get any
response; as shown in the screenshot below.

Administrator: Command Prompt

icrozoft Windows [Wersion 6.3.76HE1
tcr 213 Microsolit Corporation. H1ll »ights reserved.

sUserssAdministratoriping 108.10.18.7
 18.18.18.? with 32 bytes of data:

timed out.
timed out.
Cimed ouwt.
Request timed out.

ing statistics for 16.10.18.%:

Packets: Sent = 4. Received = 8. = 4 (188x loss>,
= It may also be found n
/shin/iptables, but since
iptables is more like a service
rather than an "essential
binary”, the preferred location
remaing /nsr/shin

tsUserssAdministrators
FIGUEE 9.11: "ia’eﬂ.ﬁ-riig Clmrlged Eules

19. Switch back to the Ubuntu machine and type iptables -A INPUT -m
state --state ESTABLISHED,RELATED -j ACCEPT and press Enter.
This command makes your device accept only those incoming
connections which are imtiated by you.

rook@ubuntu: fhomefubuntu
root@ubuntu: fhome fubuntu# iptables -A INPUT -m state --state ESTABLISHED,RELATED

-j ACCEPT
root@ubuntu: fhome fubuntu#

FIGURE 9.12: Dropping Packets INot Intbated by User
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20. To block forwarding, type iptables -P FORWARD DROP and press

Enter
[~/ Different kernel
P e - roobt@ubuntu: fhomefubuntu
murrenthy nsed for diffesent root@ubuntu: fhome fubuntu# iptables -A INPUT -m state --state ESTABLISHED,RELATED
protocols; iptables applies to | R

root@ubuntu: /home fubuntu# iptables -P FORWARD DROP

IPv4, ipétables to IPv6,
root@ubuntu: fhome fubuntud#

arptables to ARP, and
ebtables to Ethernet frames.

FIGUEE 92.13: Dis.ab]jng Fn:rm-‘.a_tdjng of Packets

21. To allow accepting of packets for outgoing connections, type iptables -
P OUTPUT ACCEPT and press Enter

rook@ubuntu: /fhomefubuntu

root@ubuntu: fhome/ubuntu# iptables -A INPUT -m state --state ESTABLISHED,RELATED
-j ACCEPT

root@ubuntu: fhome /ubuntu# iptables -P FORWARD DROP

root@ubuntu: /home fubuntu# iptables -P OUTPUT ACCEPT

root@ubuntu: /home fubuntu#

FIGURE 9.14: Dis.aban.g Fc:.twa.td.i_ng

22. We have configured all three chains. Type iptables --list and press
Enter, to recheck the firewall configuration we have set for the Ubuntu
machine.

23. At the beginning of this lab we saw that all the firewall rules were listed
as accept at step 15. Now we have configured the firewall with the new

_ _ set of rules as shown in the screenshot.
=7 The term iptables is also

commonly used to incnsively root@ubuntu: /homefubuntu

Eﬁﬁnymﬂhimﬂkﬁigﬂe -got@ubuntu: fhome fubuntu# iptables -A INPUT -m state ESTABLISHED,RELATED
_tables -j ACCEPT

mﬂfﬂf]ﬁﬂﬂm‘h cot@ubuntu: fhome fubuntu# iptables -P FORWARD DROP

catryug the shared code -oot@ubuntu: fhome jubuntu® iptables -P OUTPUT ACCEPT

P““mxlmmdb?aﬂ&“F -oot@ubuntu: fhome jubuntu# iptables --list

modules that alzo provides “hain INPUT (policy DROP)

the AP] used for extensions, target prot opt source destination

subsequently, Ktables is more [l 0y all -- anywhere anywhere RELATED,ESTA

of less nzed to refer to the ILISHED

entire firewall (v4, v6, arp, and

eb) architectnre. “hain FORWARD (policy DROP)

Cargel prot opt source destination

“hain OUTPUT |(policy ACCEPT)
target prot opt source
"oot@ubuntu: fhome /ubuntu#

destination

FIGUERE 9.15: iptables. Ch&ckmg the D::un.ﬁ.gmaticm
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=7 tables allows the
system adminsstrator to
define tables contaming
chains of miles for the
treatment of packets. Each
table 13 assoctated with a
different kand of packet
processing. Packets are
processed by sequentually
traversing the miles m chamns.
A mile in a chain can canse it
to g0 or umyp to another
cham and thus can be
repeated to whatever level of
nesting 12 desired. (A pamp is
like a “call”, 1e. the posmt that
was amped from is
remembered ) Every network
packet aromng at or leaving
from the computer traverses
at least one chain

Module 06 - Host Security

24. To block a Ping request, type iptables —A INPUT _p icmp —-icmp-type
echo-request -j REJECT and press Enter.

root@ubuntu: fhome fubuntu

root@ubuntue: fhome fubuntu#® iptables -A INPUT -m state --state ESTABLISHED,RELATED
-j ACCEPT

root@dubuntu: fhome fubuntu# iptables -P FORWARD DROFP

root@ubuntu: fhome fubuntu# iptables -P OUTPUT ACCEPT

reoot@ubuntu: /home fubuntu# iptables --list
Chain INPUT (policy DROP)

target prot opt source

ACCEPT all -- anywhere

BLISHED

destination

anywhere state RELATED,ESTA

Chain FORWARD (policy DROP)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)

target prot opt source destination

root@ubuntu: fhome fubuntu® iptables -A INPUT -p icmp --icmp-type echo-request -j
SEJECT]

FIGURE 9.16: Ping Blocking

25. Type iptables —list and press Enter, to verify the new rules are created.

rootubuntu: fhome /ubunktu

root@ubuntu: fhome fubuntuw iptables
Chaln INPUT (policy DROP)

Larget prot opt source

ACCEPT all -- anywhere
BLISHED

REJECT icmp -- anywhere
reject-with Lcmp-port-unreachable

destination
anywhere state RELATED,ESTA

anywhere icmp echo-request

Chain FORWARD [(policy DROP)
target prot opt source destination
Chain OUTPUT (policy ACCEPT)

target prot opt source

root@ubuntu: fhome fubuntus I

FIGURE 92.17: Blocking Ping Requests

26. Switch to the Windows Server 2012 machine and open the command
prompt window and type ping 10.10.10.9 and press Enter. Now, you
should see the message as Destination port Unreachable as shown in
the screenshot. This is because we have blocked ping requests in the
previous step.

Administrator: Command Prompt
Packetsz: Sent = 4. FRecedved = B, Lost = 4 {180 lossl.
C =% lgersAdministrator2ping 1W.14_10. 7
Finging 18.18.18.9 with 32 bytes of data:
Request timed oukt.
Fequeat timed onkt._

legquest timed owl.
lequest timed ouwkt.

ing =tatiztics For 1A_1A.1A_9:
Packets: Sent = 4. EKeceduved = B, Lost = 4 <188« loss).

s zererAdminlctratoriping 1W. 1414 Y

Finging 180.168.18.9 with 32 hytes of datao:

Reply from 160.13.18.9: Destination port unreachable.
Feply from 18 1A0_18_92 llestination port unreachable.
eply from 18.18.18.7: Destination port unreachable.
Reply From 18.18.18.7: Destination port unrecachable.

ing statistics for 1A.10,10.9:
Packets:s Sent = 4, Recedwed = 4, Lost = B <8 lozs?.

Lo lzers s Administratons

FIGURE 9.18: Verifying Ping Rule
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= iptables -P INPUT
ACCEPT If connecting:
remotely we must first
tempaocanty set the defanlt
to ACCEPT otherwize once
we flnsh the ourrent miles we
will be locked out of oor
SEITEL

= sptables -F We nsed the -
F switch to flush all existing
niles so we start wath a clean
state from whiach to add new
niles.

Module 06 - Host Security

27. Switch back to the Ubuntu machine, to restore the iptable configuration
at boot time, type iptables-save > /etc/iptables.rules and press Enter

rocot@ubuntuy: /home/ubuntu

root@ubuntu: fhome /ubuntu# iptables-save = fetc/iptables.rules

root@ubuntu: fhome /ubuntu#

FIGUEE 9.19: Resm.thg the Setti_ugs at Boot Time

28. To save the settings permanently, type gedit etc/network/interfaces
type and press Enter, to access the interfaces file to edit.

rocot@ubuntu: fhome /ubuntu
-oot@ubuntu: fhome/ubuntu# iptables-save = fetc/iptabl

oot@ubuntu: fhomefubuntu# gedit etc/network/interfac

FIGURE 9.20: Accessing Interfaces File

29. The Interfaces file opens in editor mode as shown in the screenshot.
Add the following line at the bottom pre-up iptables-restore <
letcl/iptables.rules.

!interfaces (fetc/network) - gedit

ile Edit View 5earch Tools Documents Help
.. F. Open = m Loy .!, = Lindo

| | *interfaces =
E interfaces(5) file used by Lfup(8) and Lfdown(B)
auto lo

face lo inet loopback

Finternal network

BUTO ethd

face eth® inet static

address 18.16.18.9

etmask 255.255.255.0

Qateway 10.10.10.1

pre-up iptables-restore < fetcfiptables.rules

FIGUEE 9.21: A.ddl_ug a Bnle in Interfaces File

30. Click Save and close the interfaces window.

*interfaces (fetc/network) - gedit

File Edit View Search Tools Documents Help

!_ P Open E save .; &, Undo

| *interfaces *

# interfaces(5) file used by ifup(8) and ifdowl
auto lo

iface lo inet loopback
#internal network

auto ethe

iface eth® inet static
address 10.10.16.9
netmask 255.255.255.6
gateway 10.10.10.1
jpre-up iptables-restore < jetcfiptables.rulesi

FIGURE 9.22: Samng the interfaces
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[=7 iptables -A TINPUT -ilo
-jﬁCCEFTNﬂwifsﬁmetc:
start adding some mles. We
use the -A switch to append
(or add) a mle to a specific
chain the INPUT chain in

- swatch (for interface) to
specify packets matching or
destined for the lo (Jlocalhost,
127.0.0.1) mterface and finally
- (jamp) to the target action
- in this case ACCEPT. 5o
this mile will allow all

the localhost mterface to be
accepted 'This is generally
requured as many software
applications expect to be able
to commmnicate with the

localhost adaptor.

Module 06 - Host Security

31. Switch back to Windows Server 2012 and run an intense scan on
10.10.10.9 from Zenmap.

32. As you can see all the ports are filtered which indicates that they are
present behind a firewall. If a port 1s closed and you send a SYN packet,
it replies with a RST packet, but filtered ports never reply to SYN
packets from unknown hosts. They only initiate a connection from a

115€T.

Scan  Tools Profile Help

Intens= scan Cancel

Torget [10.10.70.9 [ w

Command: | nmap -T4 -4 - 10.10.10.9

Hosts Services Mmap Cutput | Ports / Host: Host Details

05 4 Host nmag -T4 -A -v 10.10,10.5

& 100,108
Starting Mmap 6.35 { nttp://nmap.org ) at I@816-87-25
85:32 Pacific Davlight Time
MSE: Loaded lE6 zcriptsz for zcanning.
MSE: sScript Pre-scanning.
Initiating ARF Ping Scan at @85:32
Scanning 18.18.18.9 [1 port)
Completed &8RP Pimg Scam at @5:32, 8.89= slapsed (1
total hosts]
Initiating Parallel DN= resoluticn of 1 nost. at @85:32
Completed Parallel DHS resclution of 1 host. at €5:32,
8.,88s elapsed
Initiating SYM Stealth =Scan at &5:32
Scanning 16.18.18.9 [1888 ports]
Completed 5YMW 5Tealth Scam at @5:32, 22.94c =lapsed
(1688 totaml ports)
Initiating Service scam akt @5:32
Initiating 05 detection [(try #1) against 18.1a8.1&8.9
Retrying 05 detection {try #2) sgainst 18.16.16.9
MSE: Script scanming 18.18.18.9.
Initiating NSE at @5:32
Conpleted NSE ot @5:32, @.88s5 clapsed
Mmap scan report for 18.18.18.9
i ooy,
A1l 188@ scanmed ports on 10.10.10.9 are filterzd|
MAL Address' B8:15 S0 Be:359:41 (Mi1Crosoer)
Too many fingsrprints match this host to give specific
05 detaild
Metwork Distance: 1 hop

FIGURE 9.23: All Ports Filtered after INew iptables Rules

Lab Analysis

Analyze and document the results of the lab exercise. Give your opinion on your
target’s secunty posture and exposure through free public information.

PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

ABOUT THIS LAB.

Internet Connection Required

[ ] Yes v No
Platform Supported
] Classroom V] il abs
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knowledge
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A4 Woikbook review

Module 06 - Host Security

Managing Network Hosts Using
an OSSEC Agent in OSSIM

OSSEC is an apen-sonree host-based intrusion detection systern (HIDS).
Lab Scenario

Network admumistrators are requured to monitor servers in their organization’s
network. For tlus, they need a Host-based Intrusion Detection System (HIDS) to
perform log analysis, mtegnity checking, Windows registty momnitoring, rootkit
detection, time-based alerting, and active response. As an admunistrator, you should
know how to deploy OSSEC agents in OSSIM.

Lab Objectives

This lab will demonstrate how to deploy an OSSEC Agent in OSSIM.

Lab Environment

To carry out the lab, you need:
* A virtual machine minning Windows Server 2012
®  OSSIM virtual machine
® A virtual machine minming Windows Server 2008
* A virtual machine minning Windows 10
* A Web browser with an Internet connection

® Administrative prvileges to min the tools

Lab Duration
Time: 10 Minutes

Overview of OSSIM

OSSIM (Open Source Secunty Information Management) i1s an open source
secunty mnformation and event management system. It has a selection of tools
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E task 1

Login to OSSIM

Module 06 - Host Security

mtegrated into it designed to aid network admurustrators with computer security,
intrusion detection, and prevention.

Lab Tasks

1. Before starting this lab, make sure the Windows 10 and Windows Server
2008 machines are turned on.

2. Power on the OSSIM wvirtual machine from the VMware workstation,
and wait until the log in screen appears.

3. In the log in screen type root in the alienvault login field and press
Enter. In the password field type toor as the password and press Enter.

MNote: Password 1s not visible.

coess the AlisaYaldlt web interface using the foOllowing LRL:
vt =S O I R

ilienvault LEM 5.2.5

lismwanlt login:|root

.:.t. in:ng:il'u: Tue AL 2 08:135:30 EDT 2016 on thuyl

inux aliemvault 3.16 . O——antsd Bl SMP Debian .16 . 7—ckt?5—1 (20LE—0F-06) %866
ol Rave e mall.

FIGURE 10.1: O55IM Login Window

4. Launch the Windows Server 2012 machine and l-:-g imn. Now close the
Server Manager window and open a web browser. In this lab we are
using a Chrome browser.

Note: If you are using a different browser the screenshots may differ in
your lab environment.

5. Type https://10.10.10.14 and press Enter in the address bar of the

browser.
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6. The OSSIM Login page appears. Enter admin in USERNAME field,
qwerty@123 in PASSWORD field and click LOGIN.

QVIT

ALIEN VAULT OSSIM

aliervault 10.10.10.14

USERNAME admin

PASSWORD  seseeees

FIGURE 10.2: Logging in to alien vault

ETtask 2 7. The NETWORK INTERFACES page appears. Click Next.

e 5:]:#15:-". DA A ossimwizardy

Deploy OSSEC
Agent

WELCOME ADMIMN | LOGOL

The neowork incerfaces in AllenVaul 0551 can be configured 1a run Meowerk Manitoring or as Log Colbection & Scanning.
Cince you've configured the interfaces you'l need 1o ensure that the nemworking & oonfigured spproprigtely for eacn
nterface so that AlienWaul O55IM i either receiving dara passively or has the abiicy ©o reach out 1o the desired network

NIC PURPOSE IF ADDRESS STATUS ot
& Management The Managsment
neerface was configured an the
1014 - D53 Conscle and alngs you
io connect to the st UL Thes
Lerface Cannot be nanged
Trioem the wieb UL
a  Mabtmork Monitoning: Passuely
S LE FOF NETAOrE Tramic
nrarfare will ke 52710
promiscuous mode, Requires 3
network tap or span. -
A5 O N 10 SEDU &

NeTWiFk R or §En

i [ =
gl L. 1#QI nt Ll i

a Log Collection & Scamning:
Coleinor recsive [CEs TTOm wir
A5SETS, NN & atsel =an, or
deploy the HIDS azant. Raguiras
FOLUTAMNE 00855 10 your
NeTworks.

a Mat imUse: Use this cotion d you
0 NOTVWANT 06 USE SNE OF e

Nemnrk Inmafaoes

FIGURE 10.3: Network interfaces
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8. The ASSET DISCOVERY page appears. You can see the detected live
hosts in the network, scroll down and click Next.

= X | o et S OOT0, 70, 14 fossin Meizard =

E e WELCOME ADMIN | LOGDU '

Bloame oz Alienyaulr Q550

Ll Ul S5 TTEridaiiy

Add Aszet Manually

~ ]
|_': m—

HOSTHAME L TYPE

alisneacit 10401014 Linitis X | ﬂ
Hiost- 10191001 IRER R £ Ascer T o) m
HosT 10-18-10-10 10010 30 Windowss x [% ﬂ
HiosT- 1019 10-12 R [ Windiows X | v m
HosT- 10 18-10-2 1010102 it ar Asset Type | n
HioesT- 10- 10 1048 1010108 windows X ¥ m

FIGUERE 10.4: Live azsets dizcoversd

9. The Deploy HIDS to Servers window appears. Expand
Local_10_10_10_0_24.

Lat's Get Started D.E-F.Inv_.,l HIOS to Sarvears 1

a METWORK INTERFACES For thess devices we recommend deploying HIDS in arder to perform fle integriny rmonitonng, rootkt detection and 1o collect
eent logs. For windows machines the HIDS agent wil be installed locally, for UnizfLinux ermdronments remate HIDS monitoring
€ ~sceroscovery

will be comfigured
o

Enterthe domain admin account to inszal the HIDS apent. The usermame and passaord you provide will potfbe permanently
stored, itwill De used Do deploy &n JEENL 0 The Selected assers.

Usermame Deploy to the following hosts:

+ Local 19 10 _10_0_24 I

Password

Diovmain {Optionsl)

FIGURE 10.5: Deploying HIDS

CND Lab Manual Page 215 Certified Nerwork Defender Copyoght (& by EG-Gouncil
All Rights Reserved. Reproduction 13 Stnctly Prohibrted.



Module 06 - Host Security

10. Select the Host-10-10-10-8 checkbox. Enter the login credentials for the
Windows Server 2008 and click Deploy.

a. Username: Administrator

b. Password: Pa$$wOrd

e TS L0004 fossimSwezar

s e Staried Deplay HIDS 1o Servers

n ETFSCIRE INTERFACES o thiese denloes v recammiend daploying HIDS in oroker oo parfarm Fle incegricy monitoring ootk dacermon amnd to
OHbeCT ayenn Lops. For windows madnines he HIDG agant will pe instalied kcally, For UinisfLinue epadronments ramone HIDS
moritoring will be confEmaned.

_ — —
Ervar e domiain admin acoount to inscall cha HIDS agent. The username and passward you provics will norbe

permarandy stored, ireill oe used o deploy an agent o the celeced assers

Deploy bo the following hasts

Us=rnames
vl of

|‘1 : | - Local_10_10_10_0_z4

Passwand O Hosl-10-10-10-12

= | ] Hasl-10-10-10-10

Domaln (Cpronal|

| DEPLOY
-

FIGURE 10.6: Entenng credentials

11. The HIDS Deployment pop-up appears. Click Continue.

HIDS Deployment

You are about to deploy 1 host, this may take more than a few minutes. Are you
sure you would like to continue?

CANCEL CONTINUE

FIGURE 10.7- Cmﬁrmmg the deplcmn&ut
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12. You will get the deployment successful message. Click OK.

HIDS Deployment

We were able to deploy HIDS to 1 of the 1 devices selected.

FIGURE 10.8: Successfully deployed HIDS

13. Click SKIP ALIENVAULT WIZARD.

* L | @ bHs-/M10.10.70,14/ossim/fwizard/ Cdll—

H LI vast1 OIS WELCOME ADMIN | LOGDU

Blogme o Allenvaulr 0551k

T e Deploy HIDS to Servers

o WETWORK INTEREACES ~or these devices we recarmmend deploying HIDS in order 1o perform file integrity monitorng. roockit detection and m
Collecr event logs. For windows machines the HIDS agent will be instaled lacally, for o/ Linus @nviranments remoie HI0S
mpnEering will be :-:m"lg.lrec_

e ASCET DISCONERS

e WWIRCEDAS [3h 41 T LIS |

Eniter e domain admin accaunt to install the HIDS agent. The username and passwoerd you pravide will nor be
nermanenty stored, ITwill be usesd oo deploy An #ZenTT0 The 33lemed Assars

Usemame Deploy o The Tollowing NosTs:
Famnistraion

- Losal 10 10 10 0 24
Fassword i - [ Hoat-10-10-10-12

' | & Hosk-40-10-10-8
- Host-10-10-10-1D

Drommnain (Optdonall

FIGURE 10.9- Moving to nexst step
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14. Hover the mouse cursor on ENVIRONMENT and select DETECTION.

Note: If HEIP US IMPROVE ALIENVALUT OSSIM pop-up
appears, click Cancel.

al I « El

DASHBOARDS AMALYS1S EMYWIROMMEMNT REFORTS

ASSETS & GROUPS
VULMERABILITIES
TICKETS SECURITY TR POY VLILMERARN NETELOW
TRAFFIC CAPTURE
SECURITY EVENTS: TOF 5 ALARMS
AVAILABILITY

DETECTION

FIGURE 10.10: Navigating to detection

15. You can see the agent for host 10.10.10.8 (Windows Server 2008) i1s

Active.

16. We have successfully deployed an OSSEC agent in the Windows Server
2008 to monitor.

I AGEMT INFORMATION

AGEMT MEME = ASZET ¥ IPCIDR % CURRENT IF CURREMT LUSER STATUS Ex] THEMD [TIME UTC)

A BTG UR CSEver) allgrwaur 127001 127001 > ATweinal I

Haost-10-10-10-4 Homt-10-10-10-8 G000 1010104 3 Active |

FIGURE 10.11: Agent 1s active

Lab Analysis

Analyze and document the results of the lab exercise. Give your opinion on your
target’s securty posture and exposure through free public information.

PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
ABOUT THIS LAB.

Internet Connection Required

[ ] Yes ] No
Platform Supported
 Classroom ] il abs
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Module 06 - Host Security

Viewing SIEM Events with OSSIM

OSSIM (Open Source Security Information Management) is an gben source secirity
information and event management systen.

Lab Scenario

It 1s necessary to collect all events and logs pertaming to an organization’s
mfrastructure and examine them to check if things are in order. As a cluet network
defender, you need to deploy SIEM on the orgamzation’s network and wview the
events and logs stored in the SIEMs.

Lab Objectives

This lab will demonstrate how to view SIEM events with OSSIM.

Lab Environment

To carry out the lab, you need:
= (OSSIM wirtual machine
® A virtual machine minning Windows Server 2012
= A Web browser with an Internet connection

® Administrative provileges to mn the tools

Lab Duration
Time: 15 Minutes

Overview of SIEM

A SIEM collects event data from vanous secunty logs within the orgamzation, such
as those for enterprise security controls, operating systems and applications. The
SIEM converts the event data into a format it understands, analyzes it, generates
alerts for any suspicious events and creates reports on the events.
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Module 06 - Host Security

Lab Tasks

= TASK 1 1. Betore starting this lab, make sure the Windows 10 and Windows Server
2008 machine 1s turned on.

Log on to OSSIM
2. Power on the OSS5IM wirtual machine from the VMware workstation,

and wait until the l:::g 111 screen appears.

[

In the log in screen type root in the Alienvault login field and press
Enter. In the password field type toor as the password and press Enter.

Note: Password 1s not visible.

the Aliervault web interface using the following UREL:
https:w10.10.10.147

Aliemvault UM 2.2.0 — @b b4 - Tyl

erwault login: root

st loginm: Tue Aug 2 02:13:30 EOT 2016 on tiyl

Linux alienvault 3.16.0-d-zmdEd #1 SMP Debisn 3.16.7-ckt25—1 (2016-03-06] «&85_5d
I' QL I.—I:Il.u E P2 m |:|j_ ]. .

FIGURE 11.1: OS5IM Login Window

4. Launch the Windows Server 2012 machine and l:::g . Now close the
Server }.Lﬂnﬂg&r window and open a web browser. In this lab we are
using a Chrome browser.

Note: If you are 115i11g a cifferent browser the screenshots Mmay differ in
your lab environment.

E...."I

Type http*a:f‘;“'l[J.lD.l'D.14 and press Enter in the address bar of the
browser.
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6. The OSSIM Login page appears. Enter admin in the USERNAME
field, qwerty@123 in the PASSWORD field and click LOGIN.

QVIT

ALIEN VAULT OSSIM

alienvault 10.10.10.14

USERNAME admin

PASSWORD  secssces

FIGURE 11.2: Logging in to Alien Vault

HETAsK 2 7. To wiew SIEM events, hover the mouse cursor on ANALYSIS and click
SECURITY EVENTS (SIEM).

4

View Security
Events

ANALYSIS

ALARMS

SECURITY EVENTS (SIEM)

RAW LOGS

TICKETS

FIGUEE 11.3: Na‘:'igaﬁng to SMIﬂtF Events

8. Scroll down and view the vanous types of events.

EVENTE
1 TREM —
cnvas v ] acrons |
S ) . &Y = il ASS
5ka w WS R IR . SERECIR T SOLIEL EST T & i [ 1
i I 1016 L alwrraim H allamiauk e i @
AU IDS: Login sesgion o s 20700728 DE02 35 L. B A hi'E akeraem i L =i i} ﬂ.&

FIGURE 11 4: Nawipating to Tﬂxnuc:mlr View
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9. To wiew SIEM logs which are related to the 10.10.10.8 host, click
ADVANCED SEARCH.

OTX IP REPUTATION CLEAR FILTERS Q,

OTX PULSE

FUISE Maln e

LJ ONLY OTX PULSE ACTIVITY

ADVANCED SEARCH

FIGUEE 11.5: Namgating to Advanced Search

10. The ADVANCED SEARCH appears. Expand IP FILTER.

ADVANCED SEARCH

SENSOR: |{ any Sensor } ¥ |
vl [>=_ v [l vlps| [2016 w| [ |:[ |:| [[_¥]
EVENT TIME:
- v| [{time}v| [{month}v| | | [{veardw| | |:[ [:[ [ [_v]
RISK: [{anyrisk} v | PRIORITY: [== v | |{any Priority} ¥ |
PRIORITY:
ASSET: [== v | [{any Asset} v | RELIABILITY: [== v | [{any Reliability} ¥ |

.ll IP FILTER

» PAYLOAD FILTER

= EVENT TAXONOMY FILTER

QUERY DB

FIGURE 11.6: Exzpanding IP Filter
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11. Select the values in the ADDRESS field as shown in the screenshot, click
QUERY DB.

ADVAMCED SEARCH
SENSOR: [(amy Sensar | w
[ =] [== | 1y v| 28] [2me rll_J_I ]

(&6 v]
|_'|'. |[E.‘!1E:'.T [mpnth} = |_ 1_'|.'E.|.r]'l'||_'.J!_| _'rl

RISKE: |{any rigk} v | PRIODRITY: |== v | { any Prigrity & v

PRIORITY:

ASSET! [au ¥ | [{any Asset | ¥ | RELIABILITY! [a= ¥ | [{any Relabibby] 7|

¥ P FILTER

Appress:  |[i v] [SrarDestv| [« ¥| [iei006E | [ i'l

e PAYLOAD FILTER

» EVENT TAXCMNOMY FILTER

FIGURE 11.7: Adding Filter Details

12. You can wiew all events for the 10.10.10.8 host, urrespective of whether
the address is in the source or destination field.

w» DATE GMT-4:00 SENSOR OTX SOURCE DESTINATION

2016-007-28 08:20:25 allenvault alienvault43612 Hast-10-10-10-8:445

2016-07-28 07:45:21 alienvault alienvault: 44425 Host-10-10-10-8:445

2016-07-28 074237 alienvault Host-10-10-10-8 Host-10-10-10-8

2016-07-28 07:41:31 alienvault Host-10-10-10-8 Host-10-10-10-8

2016-07-28 07:41:51 alienvault Host-10-10-10-8 Host-10-10-10-8

2016-07-28 07:41:43 alienvault Host-10-10-10-8 Host-10-10-10-8

2016-07-28 07:41:35 alienvault feB0::d79:7da%:d056:baB2-56683 Host-10-10-10-8

2016-07-28 07:40:55 alienvault Host-10-10-10-8 Host-10-10-10-8

2016-07-28 07:40:47 alienvault feB0::d79:7da% d056:baB2-56644 Host-10-10-10-8

FIGURE 11.8: 3IEM Logs Filtered
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Lab Analysis

Analyze and document the results of the lab exercise. Give your opinion on your
target’s secunty posture and exposure through free public information.

PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
ABOUT THIS LAB.

Internet Connection Required

[ ] Yes v No
Platform Supported
] Classroom V] iLabs
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