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Module 04 - Network Security Policy Design and Implementation

Implementing Policies using the
Group Policy Management Console
(GPMC)

The Group Policy Management Console (GPMC) is a scriptable Microsoft
Management Console (MMC) snap-in, providing a single administrative tool for
managing Group Policy across the enterprise. GPMC is the standard fool for
managing Group Policy.

Lab Scenario

Admumistrators use GPMC to perform all Group Policy management tasks with
the exception of contiguring individual policy settings in Group Policy Objects
themselves. This is done with Group Policy Object Editor. The scenarios below
describe how an admunistrator uses GPMC to manage Group Policy.

Lab Objectives

This lab demonstrates how to use Group Policy Management.

Lab Environment

To carry out this lab, you need:
® A wvirtual machine runming Windows Server 2008

®* A wirtual machine munming Windows 10

Lab Duration
Time: 20 Minutes

Overview of the Lab

Group Policy Preferences, mtroduced in Windows Server 2008, provide more than
twenty Group Policy extensions that expand the range of configurable preference
settings 1 a Group Policy object (GPO). Group Policy lets you manage dove
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Launch Group
Policy
Management

The GPMC uses files that
-adml extensions to display
the friendly names of
policy sethings when
generating HTML reports
for GPOs, Group Polcy
Meodeling, and Group
Policy Results. These
options let you control the
locatron from whach the
GPMC reads only .adm
files.
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mappings, registry settings, local users and groups, services, files, and folders without
the need to learn a scopting language.

Lab Tasks

Betore starting this lab make sure that the Windows 10 machine 1s turned on.

1. Launch the Windows Server 2008 machine and log in as a domain
admunistrator

2. Once you have logged in, close the Server Manager window, 1if it
appears.

3. To launch Group Policy Management, navigate to Start =2
Administrative Tools and click Group Policy Management as shown in
the screenshot

4. Alternatively you can also launch by typing gpmec.msc in the Start
Search field and press Enter to launch.
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existing location, you must
restart GPMC for the
GPMC to display the
change in the adm or
admz file when displaying
HTML reports.
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5. The Group Policy Management main window appears as shown in the

screenshot. Expand the Forest: CIND.com domain tree
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FIGURE 1.2: Group Policy Management Main Window

Configure Group
Policy
Management

The GPMC lets you
confipure preferences
when you edit any domamn-
bazed GPO. The
Preferences node appears
under Computer
Confipnration and User
Confignration.

6. Expand the Domains tree, CND.com tree and select the Default
Domain Policy profile from the left pane and click Settings under the
Detault Domain Policy in the right pane as shown in the screenshot.
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FIGUIEE 1.3: Defanlt Domain Pﬂliq:r

7. Click to expand the Policies, Windows Settings and Security
Settings, night-click on Account Policies/Password Policy and click
Edit from the context menu as shown in the screenshot.
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8. With this you can configure the password policies for domain users.

=6 H
The policy settings under %EUFF; Eﬁcﬂ;ﬂ:i:ment Default Domain Policy
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mmplemented at the domain Y= ir'fn[i::g_j t ) Default Domain Policy
level A Windows Server - 1:|:| T Data colected on: 8/2/2016 7:42 16 PM
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FIGURE 1.4: Editing Account Policies /Password Policy

9. In this lab we are going to set the password policies for the domain
users. The Group Policy Management Editor Window appears; expand
Computer Configuration — Policies 2 Windows Settings - Security
Settings — Account Policies and click Password Policy in the left pane.

10. As soon as you click on Password Policy in the left pane you will see the

. _ olicy and its Policy Settings in the ht pane as shown in the
sethings at any other level in o cy Hg
Active Directory will only screenshot
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separate password policies, e 2w R HGE
they should be segmented || 5/ Defaut Demain Poicy [WIN TPGVWFSELML OND. | | Poicy = | Policy Setting |
S ; H & Computer Configuration Lii; Enforce peesword history 24 passwards remembered
into another domam or o [ Policies =~
= L Maximum passward age 42 cavys
forest, based on any (= [ Seftware Settings % Minim_m passmord age 1 days
additzonal .tequitenm:ﬂts. = I""ird':""'_‘ﬁ Settngs L Minmum pasaword length 7 charactera
= 5u:r||:|1§ {Ehrll_.n.n‘.ihub:.lnwnj I Password must meet complexity requirements Erabled
=y E;-Ecl.rrhr 5:"."]"95. L Stere passaords using reversitle encrypliion Cigabled
=l g5 Account Polices
[+ coount Le Policy
Fl 5 Kerberos Policy
H | Local Polices
F | Eventlog
% |4 Recmicted Groups
Bl [ g System Services
7 [g Regstry
¥ 4 File System
& fuf Wired Metwork (JEEE 802.3] Fr
H  windowe Frewal with advanc
| Mebwark Liet Manager Polides
7 Zafl Wireless Metwork (IEEE 802, 1
— -. k- _ J
FIGURE 1.5 Group Policy Management Editor
CND Lab Manual Page 102 Certified Nerwork Defender Copyoght ] by EG-Gouncil

All Rights Reserved. Reproduction 13 Stnctly Prohibrted.



Password Policy: These
policy settings are used for
doman or local user
accounts. They determune
settings for passwords,
such as enforcement and

Account Lockout Policy:
These policy settings are
used for domamn or local
user accounts. They'
determne the
circnmstances and lenpth
of ttme that an account wall
be locked out of the
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11. Set the Password Policies according to your organization’s policy. To
edit the policy settings right-click on the policy and click Properties

from the context menu.

B Group Policy Manogement Editor

e | 0T | XKE = HE

= Defeult Domain Policy [WIN-TREVWF 5E_M L. OHD. ¢ =
= = Computs Corfiguration
= | Polcies
H | software Settings

= | windowe Settinge
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L Enfiarce password history 24 pesowiords rememioered
51| Maximum password age 42 days

| Minimum password age 1 days

rMnimum password length 7 characters

£ Sopte (Startup/Shutdown)
E g Seaurity Settings
B 5 Account Polides
i Passward Palicy
F 25 Account Lockout Policy

Erabled

Pazaword must mast complexity nequremerits
11| Store passwords using reversiole encryphion

FIGURE 1.6: Pazsword Policies

12. The selected policy properties window appears; you can define the
policy settings under the Secunty Policy Setting tab

Password must meet complexity requirements Pre

Securty Polcy Setting | Explain |

Password must meet complexity requirements

= b

* Enabled

" Digabled

FIGURE 1.7: Propertes of Policy

13. In the Explain tab you will have a bnef description of the selected
policy, read the explanation and edit the policy following your
organization’s policy.
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14. Click the OK button to close the policy properties window:.

Password must meet complexity requirements Properties

Security Policy Setting | Explain

KEI']JEIOEPDHC}'ZT]:LEEE Password must meet compledty requirements

Pﬂlicfﬁﬁtﬂﬂgﬂmm'ﬂdfm This securty setting determines whether pagsswords must meet
domain user accounts. |complexity requirements.

ihey detenmine L athems f this policy is enabled. passwords must meet the following
related settings, such as [minimum requirements:

- S Mot the user’s of the user’s full
contain account name or parts
e.nfarmnent Kerberos ; name that exceed two consscutive characters
policy sethings do not emst Be at least st characters In length
m local computer P':']icfr'- Contain characters from three of the following four categories:
English uppercase characters (A through £)
Erglish lowercase characters (a through z)

Bese 10 digits {0 through )
Mon-zlphabetic characters for esxample, |, §, #, %)
Complexity requirements are enforced when passwords are

changed or created.

Default:
Erabled on domain controllers.

For more information about securty policy and related Windows
feagtures, gee the Microsoft website.

ﬂFIIaneIl

FIGURE 1.5: Pn]ic_l;r Exp]anzl:tcm

15. Similarly, you can configure the Password Policies according to your
organization’s policies.
Lab Analysis

Analyze and document the results of the lab exerase. Give your opinion on your
target’s secunty posture and exposure through free public information.

PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
ABOUT THIS LAB.

Internet Connection Required

L] Yes v No

Platform Supported
] Classroom V] iLabs
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