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Module 01 - Computer Network and Defense Fundamentals

Basic Network Administration and
Troubleshooting Using Windows
Command Line Utilities

Windows affers several powerful command line utilities that help administrators in
troubleshoating their network connections

Lab Scenario

Network troubleshooting 1s beconung the most common task that a network
admin needs to perform in large or medmim orgamizations. As a network
admunistrator, you are often required to troubleshoot the network problems as a
part of your role and responsibilities. Admunistrators should have basic
knowledge of network troubleshooting required to diagnose, momtor, and
repair network connections. There are wvadous basic Windows commands
available to diagnose a network problem that every network admin needs to

know.

Lab Objectives

This lab demonstrates the use of basic Windows command-line utilities to
perform troubleshooting in the network

Lab Environment

To carry out this lab, you need:

" Windows Server 2012 and Windows 10 VMs
®  Adnmunistrator privileges to run the tools

Lab Duration
Time: 25 Minutes
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Module 01 - Computer Network and Defense Fundamentals

Overview of the Lab

Windows Command utilities such as ipconfig, Ping, tracert, nslookup, netstat, arp,
etc., allows you to admunister, diagnose, monitor, and repair network connections.

Note: Before starting this lab, login to Windows 10 VM (User: Admun,
Password: Pa$$wlrd) and disable the network adapter:

®*  Go to Control Panel 2 Network and Internet = Network and Sharing
Center, and click Change adapter settings

-.;_"- Metwark and Shanng Cenber == | >

. v A4 == « Metwork and Internet # MNetwork and Sharing Center w | search Control Pamel P

View your basic netwaork information and set up connections
Control Panel Home

View your active networks

Change adapter s=ttings

Change advanced sharing MNetwork 4
settings Prvate network

deocess type: Internet
HomeGroups: Ready to creabs
Connections: Q Ethemetl

Charnge your networking settings

'i Set wp & new connection or nebwork A

FIGURE 1.1: Change Adapter Settings
®  Select and nght-click the Ethernet adapter, and click Disable from the

context menu.

-P Metwerk Connections == O > |
A ﬁ o Metwork and Intermet » Mebwork Connections w0 Search Metwork Connections 2
Crganize = Disable this network device Diagnose this connechon Renamez thiz connechen = Bz - [N ﬂ
!'! | Ethemetl
. Metwaork 4
Inte IQ Dizable I
Status
Diagnose
Y Bridge Connections
Create Shortout
Q D=lete
Q Fenarne
o Properties
A
FIGURE 1.2: Disabling Network Adapter
®  Itwill disable Ethernet adapter as shown belown
- 1
U8 Metwork Connections - [ -
bk II' oo Pletwork and Imtermiet » Metwork Connections » w 0 Search Metwork Conmections 0
Organize = Enable this network device Diagnose this connection Rename this connection = B - M ﬂ
L" Ethernetl
W= Disabled
W2 |ntel(F) 32574L Gigabit Netwark C..
1ikermn 1 ikem sebacted - E|‘
FIGURE 1.3: Network Adapter Disabled
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Module 01 - Computer Network and Defense Fundamentals

Lab Tasks

1. Launch Windows Server 2012 VM, and login to the local admunistrator
account [usemaﬂm: Administrator and password: PaS$woOrd).

E TAsSK 1

Verifying IP
Configuration
Settings

2. Open a command prompt in Admun mode by nght-clicking on the
Start icon and then click on Command Prompt (Admin) from the
context menu.

Programs and Features

Power Options

Event Viewsr

Jystem

Device Manager
MNetwork Connections
Dizk Mznagement
Cornputer Management

Command Prompt

Command Prompt (Admin)

Task Manager
Control Fanel
File Explorer
search

Fun

Shut down or sign out
Desktop

7

FIGURE 1.4: Launching Command Prompt

3. The command prompt appears on the screen

Administrator. Command Prompt

icrosoft Windows [Uersion 6.3.760081
Cc» 2813 Microsoft Corporation. All rights reserved.

sWindowsssystend2>

FIGURE 1.5: User Account Control

4. Type ipconfig in the command prompt and press Enter to verify the IP
L1 ipconfig Syntax configuration settings of the machine.

i[f;;;‘ﬂfglll]f?]_llellﬁﬂﬂﬂ’ 5. The IP Configuration details of the system will be displayed. As a
er]) |/ release ; . [y

[ﬂdﬂgtﬁ]] [/ frushdans] network admin you should know the IP configuration details of all the
[/ displaydns] [/registerdns] : . —_

[/ <hawelaseid Adepted systems in the network.

[/ setclassid Adapter

[ClassIDI]-
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Module 01 - Computer Network and Defense Fundamentals

Administrator: Command Prompt

icrosol € Windows [Werzion 6.3 Y0HM]
oy WY Aicrozoft Corporation. HLL eights reserved.

L s indows s putemdd dipoont 1g

Jindows | Configuration

bthernet adapter Ethernet#:

Lonnection—specitic s Swffix =
Lank—local |Puwb Address . - . . T FeHMzzeHGh 4t i de' PR i BAR 2122
| Fod Addreszz. - . - - . . . . - . ¢ 1. 1H_ 1414
Subnet Aaxk ToASS_ASL _ELL M
et anlt ateway D IM_ 1M 1M
[unne ]l adapter Teredo Tunneling Pseodo—-Intertace:
Lonnection—specitic JMs Swffix =
[ Faele Al e T PHE cHhe RS M A i AR R S FS PSR
Liank—local uly Addrexs . . . . . ¢ FeHM:cd44B i 01b PSS i FhFaxlq

Defanlt Gateway

funne ]l adapter isatap LHYHHAGLDE-INACD—2Y S — RIS D—6 R L IR0 2 2

PAedia State . - - . - - - _ . o .  Media disconnected
Lonnection—speciltic M5 Swffix :

Lz andows s pstemd Y x

FIGURE 1.6: Checking IP Configuration

You can use different ipconfig parameters to perform various network
troubleshooting activities.

ipconfig Parameters

Jall Displays the full TCP/IP configuration for all adapters.

/renew [Adapter] Renews DHCP configuration for all adapters

/release [Adapter] Sends a DHCPRELEASE message to the DHCP server to
release the current DHCP configuration and discard the IP
address configuration for either all adapters (if an adapter 1s
not specified) or for a specific adapter

/flushdns Flushes and resets the contents of the DINS client resolver
cache.

/displaydns Displays the contents of the DINS client resolver cache,
which includes both entries preloaded from the local Hosts
file and any recently obtaimned resource records for name
queries resolved by the computer.

/registerdns Initiates manual dynamic registration for the DINS names
and IP addresses that are confipured at a computer.

/showclassid Adapter Displays the DHCP class ID for a specified adapter.

/setclassid Adapter [ClassID]  Configures the DHCP class ID for a specified adapter.

/?

Displays help at the command prompt.

7. Now, type ipconfig /all and press Enter. This command will list out the

System’s IP configuration, host name, Ethernet Adapter installed and its
MAC Address (Physical Address) and so on, as shown in the

screenshot.
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= TAsK 2

Checking IP level
Connectivity
Using Ping
command

Module 01 - Computer Network and Defense Fundamentals

10.

11.

Administrator Command Prompt
Connection—specific DHE Suffiw
Cosdndows seysten3 2-ipeonf iy call
Windows TP Configuration

Host Mame . . . . . s s oxom o= oa b opCrwCrEPlE
Primavry Dnz Suf fix - =

Mode Type . . . . . w s ox o= = o« & Hyhbrid

IT Bowting Enahled. e = 2 o= = . & Mo

WIME Proxy Enabhled. “ s s e s 2 Mo

Fthernet adapter EthewrnetB:

Connection—specific DHE Soffix :

Degepription . . . . - . . - ¢ IntelcR) B2574L Gigahit Metwork Connectio
Physdcal Addyes=. . - . . . . . . : O8-BC-27-BA—-B4-AF

DHUE bEmabled. . . . - & & ¢ & o o & Ho

Autoconf igueration Enabled . . . . : Yes

Link—local IPve Address . . . . . ! fedBizgHeh:4B43=4eVE 838412 (Prefarred?
Pud Address. . . -~ - - « . - - . =+ 1A AB A8 A2{Preferred?

Subnet Mask . . . . - . . . . . . ¢ 255 2G5 _255.@

efault Goteway @ & - & & 0 & &« o & 1HM.1HM.AWE

THCPua TRID - . . . - - . . - - . & 3919936064

DHCPwe Client DUID. . . . . : HO-931-00—81—-1F-F-36 -8B -00—-0C—29Y-Bn—#4-n%y

DHS Sepvers . . . & - & & & = = « * B.H.B.B
HetBlOE over lcocpip. = = &« & - -« « & Emabled

Ilunncl adapter Ieredo Tunneling Fseudo—-Interface:

Connection—sgpecific DHE Soffim . @

“1pEkiom - . . 2 2 = &« & 2 =« « & leredo lwnneling FPseudo—lnterface

cal Bddre=ss. . - . . . . . . : 9@-AE-A0—RE—RA—HB-A0-FEB

" 2:m' m‘m =2 2 = = N )
tionm FEmahled . . . . i Yes
1! « = om ox o ox o om o ow o« 2 2O001:0:5ef5:7PEA:34483 516 FSESFREICPratfe
PreEl

Link—-local IPwe fAddrese . . . . . ! fedB::=344B8:516:FfFSFS-FSf3x1d4{Prefeprredl
etault Goteway . . - = = = = . 5 =%
DTHCPud TAID - . . . e - . . . . : 3BRSETSYAER
DHCPwhG Cliemt DUID. « = 2 o= = « & HO-91-08-81-1F-AF-2&-80-00—-8C—2Y-BA-#4-aY

MetBIDE over Tocpip. « = = = &« « : Dizabled

unnel adapter izatap.<BYERBAGDF-DY7CH—42%3-BOED-6DACE B2 485285 ;
Media State - . . - - - . . - . . & Media disconnected
Connection—sgpecific DHE Suffiw
2 . s oa « = s« a2 = « & Microsolt ISHLAY Adapter HE
cal Addve=x=s. - _ _ . . . . . : 68-BE—A6E—-RE—BA—E6—-88-F&
Enabled. .

|:|II‘|..III.|'II'|‘r'iHIII".'ll-iIIII Fnabled . . . . : Yes

visindows~systemdd »

FIGURE 1.7: Complete IP Confipuration

You can use the information obtained from the above steps to create an
Inventory List of all the computing devices in the network. In later
modules we will look at better and more sophisticated techniques to
create a Network Inventory but this could be an ideal starting point.

= = = g = = g

Close the command prompt after noting down all the information.

Now, we will explore the usage of the Ping command. Network
admunistrators always encounter IP level Connectivity errors in the
network such as Request timed out, Destination host unreachable,
etc. With the help of the Ping command, they can ensure the
reachability of a host to other hosts connected 1n the network

Open a command prompt i the Admin mode by nght-clicking on the
Start icon and then clicking on Command Prompt (Admin) from the

context menu. Type ping followed by the IP address of the Windows 10
machine (1t 1s 10.10.10.10 for thus lab setup)
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Module 01 - Computer Network and Defense Fundamentals

Administrator: Command Prompt

icrosoft Windows [Uersion 6.3.76801]
L) 2013 Hicrosoft GCorporation. AlLL »ights reserved.

sHindowsssystem32Pping 18.10.18.18

inging 18.10.18.180 with 32 bytes of data:
Request timed out.
Request timed out.
timed out.
ret timed out.

ing statistics for 18.10.180.108:
Packetz: Sent 4. Received A, Lost 4 (108 loss)

nHindowsssystem32 >

FIGURE 1.8: Demonstration of the Ping command

12. You can see that the “Request timed out” error. It means that the
target system did not reply withun the stipulated time frame. It implies
that the target device is out of reach. The cause of this is either due to
the target machine is turned off or the Network adapter is disabled on
the target machine.

Option Use

-n Cournt Determines the number of echo requests to send. The default is
4 requests.

-w Timeout Enables you to adjust the time-out (in milliseconds). The default

15 1,000 (a 1-second time-out).

-1 Size Enables you to adjust the size of the ping packet. The default size
1s 32 bytes.
-f Sets the Do Not Fragment bit on the ping packet. By default, the

ping packet allows fragmentation.

13. Now, switch to the Windows 10 machine to troubleshoot the issue.

14. Go to Control Panel -> Network and Internet -> Network and
Sharing Center. Check for the Network adapter status

15. Now you can see that Ethernet 2 adapter 1s showing up “INo internet
access’ . Click on Change adapter settings in the left pane

T:_: Metwork and Shanng Cenker - O H
i -"-_: o Metwork and Imtermet = Wetwork and Sharing Center T Search Camtrol Parie =

Wiew your basic network information and set up connections
Control Panel Home :

Wiews your active netwarks

Change adapher selfing
You are curently not connecked to any netvodes.

Change advanced shanng
settings Charige your nebwir king settings
"r.i:. Set up a new connection or network
-

Set up a broadband, disl-up, or VPN connection; or set up a router or acess paint

— rouibleshaot proglems
—

Cagnose and repair network problems, or get roubleshoobing informstion

FIGURE 1.9: Ethernet 2 Network adapter error
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Module 01 - Computer Network and Defense Fundamentals

16. Now you can see that the Ethernet 2 adapter 1s disabled.

= |
&l Kletwnds Connections - O »
i ;- e Metwork and Interniet »  Bletwork Connections Fl I 1 " Enrectiors )
Urgane= = sl T i B
Ethernetl
L' ) S1[=.]
= iteliE] AL Cgalit Mebsoors L.,
| - il
FIGURE 1.10: Disabled Ethernet adapter
17. Right click on it and select Enable from the context menu.
&' Networe Connections = O H |
i _E' « Metwork and Intemet @ Metwork Connectiors o Seart st onneckic
LFganize = Ernabile thic mebwaik deyice A3gnose this Connection Eeriame this connedion E] - w [ E
Etherrsetl)
IL—- E Dz a bl
iR 82574 G| ) Enable
LU
Diagrois
Create Shortouk
E LA
Y Benarme
Y Properties
| - |

FIGURE 1.11: Enabling the disabled adapter

18. Now, switch back to Windows Server 2012 machine and ping the
target machine again

Administrator, Command Prompt

icrosoft Windows [IVersion b.d.70KHH]
Cod 2813 Microsoft Corporation. A1D wights reserved.

CivMindows~gyetend2>ping 18.108.16.14

ing 18.48.48.18 with 32 bytesz of data:
st taimed owt.

Fing statistices For

Tent = d, Lot = 4 {188x loscd,.
F: salWindowssspsteniddping 1H 1H_1H_1H

'inging 18.18.
laply From
laeply From
leply Freom
Heply From

with 32 b of data:
1@z h time<lne
1Bz byt time<lime
18z o timedins
Mz

[y
EmEmmEl )
]

+ TH.1A.1A.1A:
: leceived = 4. Lost = B (8% loss),

um = Bms . Auverage = Bmns

FIGURE 1.12: Ping request successfully executed

19. This ime, you will be able to ping Window 10 machine successfully.

Note: Sometimes even after enabling the adapter, the ping request might
not be successful due to firewall restrictions. In such cases, you need to
temporarily disable the firewall on the target machine to check its
reachability
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E TAsK 3

Tracing the route
of packets using
tracert command

Module 01 - Computer Network and Defense Fundamentals

20. Now, we will see the usage of the tracert command to know the

21.

number of hops between a source and a destination node in a network.
tracert 1s useful for troubleshooting large networks where several paths
can lead to the same pomnt or where many intermediate components
(routers or bndges) are involved.

About tracert:
Source: htips:/ [ support.microsoft.com

The tracert diagnostic utility determunes the route to a destination by
sending Internet Control Message Protocol (ICMP) echo packets to the
destination. In these packets, tracert uses varying IP Time-To-Live
(TTL) wvalues. Because each router along the path is required to
decrement the packet's TTL by at least 1 before forwarding the packet,
the TTL is effectively a hop counter. When the TIL on a packet
reaches zero (0), the router sends an ICMP "Time Exceeded" message
back to the source computer.

tracert sends the first echo packet with a TTL of 1 and increments the
TTL by 1 on each subsequent transmission, until the destination
responds or until the maximum TTL is reached. The ICMP "Time
Exceeded" messages that intermediate routers send back show the
route. Note however that some routers silently drop packets that have
expired TTLs, and these packets are invisible to tracert.

tracert prints out an ordered list of the intermediate routers that return
ICMP "Time Exceeded" messages. Using the -d option with
the tracert command instructs tracert not to perform a DNS lookup
on each IP address, so that tracert reports the IP address of the near-
side interface of the routers.

On the Windows Server 2012 machine. Open a command prompt in
the Admin mode by night-clicking on Start icon and then clicking
Command Prompt (Admin) from the context menu. T}*prs-. tracert
followed by the target system IP address the command prompt and
press Enter.

Administrator: Command Prompt

ievocoft Windows [Uerslon 6.3.7686]
3 2013 Microsoft Coprporation. A1l wights pecerved.

Ci~Nindows~eyestemd2 Mtracert 18.168.168.16

racing » to WindowslB [18.18.108.18]
prer 4 maximum of 3B hops:

1 <1 mz <1 ne <1 mz HWIMDOWS1E [18.18.18.18]
[race oo mon lete.

visWindowssayatemdd >

FIGURE 1.13: Demonstration of Tracert command

22. From the above screenshot, we can see that the destination was reached

in the first hop itself.
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E TAskK 4

Resolving Domain
names with Using
nslookup
command

[Q;,[l An Authontative or
Primary Nameserver is a
nameserver (DINS Server)
that holds the actual DINS
records (A, CNAME FTR,
etc) for a particular
domain/ address.

Module 01 - Computer Network and Defense Fundamentals

23. Now we will demonstrate the use of nslookup command. Nslookup
stands for name server lookup. It 1s used to query a DINS server to
obtain its domain name and associated IP address. It can be used with
the domain name as an argument or mndependently

24. On the Windows Server 2012 machine, type nslookup followed by the
domain name which you want to resolve (here, certifiedhacker.com) in
the command prompt and press Enter.

Admimistrator; Command Prompt

icrosoft Windows
oy 203 Microsoft Coeporation. ALL wights eesepoed.

resbindowsssystemd2 racert 18.18.18.18

pacing route to Windewz=18 [(1B.168.418.416]
iver & maximan of JH hops:

1 <1 ma 21 na 41l me WIHDPOWELS [168.18.18.18]
I'vace complete .
CisHindows szystemd2 nelookup certifiedhacker.com

= LT N i J!.| le- |_.n.l.].l lic—dnz—a.google .com

ddrex=: &_8_.8_R

amne = cent JI.FJIJ:'L.I.]'I-HL'I‘LI:' P = C0E

on—authoritative answepr:
ddrexs=: 67 8% _91_.193

Cowblindowe wsystem32 >

FIGURE 1.14: Demonstration of nslookup command

25. From the above screenshot, you will see that the domain name

(cerifiedhacker.com) resolves to its comesponding IP address
(69.89.31.193)

26. You can also use the 1151:3{:1@11} command with type parameters to get
non-authoritative name server (INS) information as shown in the
screenshot below:

Administrator: Command Prompt

race complete.

Cisdindowssaystandd *ne lookup certif iedhaclker.con
Server:  google—public—dns—a.gooegle.com
Hddress=: H_.H.H_®

ritative answer:
certif iedhacker.com
6T B9 _31_493

type A certifiedhacker . con
google—pubITE—ONE —A. G009 Le . Com
. E_B_B

—authoritative answep:
certil 1edhacker . com

E?.89.31.1%3

Condindowsssystend 2 b

FIGURE 1.15: nslookup command with type parameter

27. To get an authontative NS information, you can use —type=soa
parameter with nslookup.
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= TASK 5

Checking your
network
configuration and
statistics netstat
command

Module 01 - Computer Network and Defense Fundamentals

AILE =

Administrator: Command Prompt

-t google—public—dns—a.google..con
= ]

ddressa

§.B.BE.B

certiliedhac ke
Y RY . d1 193

CisWindowsesyetemd 2Pne lookup -type=soa certif iedhacker.com

] -y oI

I1 I] |

ooy le— !.u.l.].l IiC—ins—a . qoog Ie o

ML reguest timed ook,

e 2w s bx

timeont was

2 seconds .

prinar

responsible mail adde = donzadnin - boxd3d - hlueho=t _com
serial = AH16HI1LHEY
refresh = HbAE {1 dag?
retry = Y288 2 hours:
gxpire = 3608888 <41 4
default TTIL = 388 <5 mi

ysbemdd

FIGURE 1.16: nslookup command with type parameter

28. The address labelled as pri.marj-* name server 1n the above screenshot 1s
the DINS auth-:::rit}-f for the domain.

29.

Now we will see the use of the netstat commmand. Netstat stands for

Network statistics. Displays active TCP connections, ports on which the

computer is listening, Ethernet statistics, the IP routing table, IPv4
statistics (for the IP, ICMP, TCP, and UDP protocols), and IPv6

statistics (for the IPv6, ICMPv6, TCP over IPv6, and UDP over IPv6
protocols). Used without parameters, netstat displays active TCP

connections.

30.

Type the netstat command to check your network statistics as shown

1n f:::-]l::}wiﬂg screenshot

icrosoflt Windows
tc? 2013 Hicrosoft Gorporation.

Administrator: Command Prompt

[Wersion 6.3.96HA]
All rights reserved.

Crslindowsseystemd2 Inetastat

ictive Lonnectinns

Proto

ICFE
TCP
TCP
ICF
1CH
TCF
TCF
ICFE
TICFP
ICP
ICF
TCF

L

14.
10.
i8.
1.
1H.
10.
i8.
1.
18.
i8.
1.

1A

cal Address

State

18.18.
168_1A.
14.1A8.
14.18.
1M_1H.
16.1A8.
16.18.
19.1A8.
18.18.
1H4.14.
14.1A8.
1818

12
A
L) ]
.
L]
£
12
1%
L]

L]
1L
ay
12
L]
Fa
n
£
o
15
Ly ]
oL

47161
P 49162

4163
47164
MBS
49166
4167
47168

2= 49167

42178
49171
491772

GisWindowsssystemd2 F

31. You can use different nestat parameters to obtain important
connection information

Parameters

=a

Foreign Address
maadiz18—in—-fl4:https
csh—in—f95-http=s
maadls18-dn—§F45 thttps
maadi=18—din—f3
maalizid—1n—
maaBlz18—1n-
sa—in—f?4:-ht
maadis18—in—
maal@ltz18—1n-
moaadlsdH—-an-F
maadliz18—-din—f35-https
maaf@lz18—din—§f 35 thttp=

ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLLISHED
ESTABLISHED
EETABLISHED
ESTABLISHED
ESTHBLLSHED
ESTABLISHED
ESTABLISHED
ESTHBLISHED
ESTABLISHED

FIGURE 1.17: Demonstration of netstat command

Use

Displays all active TCP connections and the TCP and UDP ports on

which the computer 1s hstening.

Displays Ethernet statistics, such as the number of bytes and packets sent

and recerved. This parameter can be combined with —s
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E TAsSK s

Displaying
Address
Resolution
Protocol (ARP)
cache using arp
command

=11

-p [Protocol

Interval

Module 01 - Computer Network and Defense Fundamentals

32.

33.

Displays active TCP connections, however, addresses and port numbers
are expressed numenecally and no attempt 1s made to determine names.

Displays active TCP connections and includes the process ID (PID) for
each connection. You can find the application based on the PID on

the Processes tab in Windows Task Manager This parameter can be
combined with -a, -n, and -p.

Shows connections for the protocol specified by Profocol. In this case,
the Profoco/ can be tcp, udp, tcpvo, or udpvo. If thus parameter 1s used
with -s to display statistics by protocol, Profocs/ can

be tcp, udp, icmp, ip, tcpvo, udpvb, icmpvh, or ipvo.

Displays statistics by protocol. By default, statistics are shown for the
TCP, UDP, ICMP, and IP protocols. If the IPv6 protocol for

Windows XP is installed, statistics are shown for the TCP over IPv6, UDP
over IPv6, ICMPv6, and IPv6 protocols. The -p parameter can be used to
specify a set of protocols.

Displays the contents of the IP routing table. Thus is equivalent to
the route print command.

Redisplays the selected information every Inferval seconds. Press CTRL+C
to stop the redisplay. If thus parameter is onutted, netstat prints the
selected information only once.

Displays help at the command prompt.

The arp -a command displays ARP cache. The cache has a mapping of
IP addresses with their respective MAC addresses. It has many options
and 1if you use ARP without any option it displays the available options

Type arp -a command and press Enter to display the ARP cache
entries.

Administrator Command Frompt

icrogsoft Windows [Wersion €.3.760861
Cc} 2013 Hicroszoft Corporation. All rights reserved.

CisWindowvsssustem32Farp —a

Interfoce: 1B.18.1@.12 Bxc
Internet Address Fhyzical Addeess Type
I HH-LW-Sb—ea—3H-YcC dynamic
18.1@.18.10 BA-Bc-27-df-38-20 dynamic
18.1A8.18.255 [ I o S O SR o O o static
224.8.8.22 B1-86—5e—-HB8-80-16 static
224U 252 Wl -HW—5e-HHU-WH-1cC static

Cistindowssesyztemd2 >

FIGURE 1.18: Using arp —a command

Note: If you want to view the MAC address of only a particular IP address, type

the IP address after arp -a command and press Enter.

Similarly, you

can use the f:::-]lcm-'ing useful commands for network

administration and troubleshooting
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Module 01 - Computer Network and Defense Fundamentals

_GPresult

Starts the Gw System GmuP Policy Result tool

ipconfig /flushdns Flushes the DINS resolver cache. Helpful when

troubleshooting DINS name resolution problems
nbtstat -a Obtains info from WINS or LMHOST (discovers who
<MachinelName=> is logeed on)

nbtstst -A <IP=>

Gets info from WINS or LMHOST (discovers who 1s

logged on)

nbtstat —R P‘urges and reloads the remote cache name table
nbtstat —n Lists local NetBIOS names.
nbtstat —r Useful for detecting errors when browsing WIINS or

NetBIOS

netstat —ab

The b switch links each used port with its application

netstat —an

Shows open ports

netstat -an 1 | find
"15368"

Locates only lines with the number 15868 and
redisplays every one second

netstat -an | find

Shows open ports with LISTENING status

"LISTENING"
net use Retrieves a list of network connections
net user Shows user account for the computer

net user /domain

Displays user accounts for the domain

net user /domain
<UserName=>

Shows account details for specific user

net group /domain

Shows group accounts for the domain

net view

Displays domains in the network

net view /domain

Specifies computers available in a specific domain

net view /domain:
<DomainName> | more

Shows user accounts from specific domain

net view /cache

Shows workstation names

ping -a <IP> Resolves IP to Hostname

ping -t <IP> Pings host until stopped

Pathping Displays the route and ping information when
performing quenes such as —n and —h options
representing hostnames and maximum hops
respectively.

set U Shows which user 1s logged on

set L

Shows the lc}gon server

telnet <IP> <port>

Confirms whether the port 1s open
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Module 01 - Computer Network and Defense Fundamentals

Lab Analysis

Analyze and document the results of the lab exercise. Give your opimnion on your
target’s secunty posture and exposure through free public information.

PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
ABOUT THIS LAB.

Internet Connection Required

M Yes [ 1 No
Platform Supported
¥ Classroom V] iLabs
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]
ICON KEY

™ Valuable

information

A
A Test TouL

knowledge

m Web exercize

[]I[] Wotkbook review

" Tools
demonstrated in
this lab are
available in
Z:\CND-
Tools\CND
Module 11
Network Traffic
Monitoring and
Analysis

¢ /You can dosmload
Wirezshark from
http:/ /www wireshark org,

Module 01 - Computer Network and Defense Fundamentals

Analyzing and Examining Various
Network Packet Headers

We shall analyze various packets like TCP, HI'TP, ICMP, DNS with
Wireshark

Lab Scenario

Each packet in a network contains control information and user data, wluch 1s also
known as the payload. The control information contains data for delivering the
payload, which mncludes source and destination IP and MAC addresses, sequencing
information, etc. The header part of the packet stores this control information. So,
being a network admin, you need to know how to examune the packet headers while
examining the data packets.

Lab Objectives

The objective of this lab is to help students learn how to inspect TCP/IP packet
header fields of different network packets.

Lab Environment
In this lab, you need:

"  Wireshark, located at Z:ACND-Tools\CND Module 11 Network Traffic
Monitoring and Analysis\Packet Sniffing Tools\Wireshark

" You can also download the latest version of Wireshark from the link
https: / [wrorw avireshark. r::-rgf download html

" If you decide to download the latest version, the screenshots shown in the
lab may ditfer

" A virtual machine manning Windows Server 2012
" A Web browser with Internet connection

" Administrative prvileges to mun tools
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H task 1

Installing and
Launching
Wireshark

Module 01 - Computer Network and Defense Fundamentals

Lab Duration
Time: 30 Minutes

Overview of Wireshark Packet Capture

Packet capture is the mtercepting of data packets traversing over a network using
packet capture tools like Wireshark These captured packets are analyzed in order to
determune whether proper network secunty policies are bemng followed.

Lab Tasks

1. Log on to Windows Server 2012 virtual machine in Hyper-V Manager

2. Before beginning thus lab, ensure that WinPecap 1s installed.

3. Nawigate to Z:\CND-Tools\CND Module 11 Network Traffic Monitoring

and Analysis\Packet Sniffing Tools\Wireshark and double-click
Wireshark-win64-2.0.2.exe

4. If Open File - Security Warning pop-up appears, click Run.

LN

Follow the wizard-driven installation steps to mnstall Wireshark

Wireshark 2.0.2 (64-bit) Setup

Welcome to the Wireshark 2.0.2
(64-bit) Setup Wizard

This wizard will guide you through the installation of
Wireshark.

Before starting the installation, make sure Wireshark is not
running.

Click 'Mext’ to continue.

FIGURE 2.1: Wireshark installation wizard
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Module 01 - Computer Network and Defense Fundamentals

6. Dunng the installation, a window appears asking you to install WinPcap.
If you have already installed the application, click Cancel; else, click Next
if you have not installed WinPcap.

r Wireshark 2.0.2 (64-bit) Setup

Install WinPcap?
WinPcap i required to capture live network data. Should WinPcap be installed? ‘

Currently installed WinPcap version

Install
|w| Install WinPcap 4.1.3
(Use Add/Remove Programs first to uninstall any undetected old WinPcap versions)

What is WinPcap?

FIGURE 2.2 WinPcap installation wizard

7. On completing the installation, launch Wireshark from the Apps screen

Apps
’ fask Scheduler

Cluster-Bware. .. % f = = Windones Firewal

HEW A= HEW with Adiianced

Lecktop g | Loinganent gl Data - Wincows Mamaory

SEniices yources [32-bit) B CHagnostic

g [ritenmeT Exp lores Coarmgeiter g CODBC Data ‘Wincows
Management worces [64-bit) . PorweerShed (xBG]

WildPadeets | Cannection Performance Wincoras
HEW HEW b onitor PrrwerShell ISE

WildPaddaets &%  Dedragment and Remate Aooecg Win s

CmniPesk M Optimize Deves E HE# Brrearshedl ISE

Wireshark 7 et Wi . Resource Monitor

"« MNEW

.. Colasoft Capsa 7
= Enterprisa Demo

FIGURE 2.3: Windows Server 2012 Apps Screen
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8. The main window of Wireshark appears as shown in following

screenshot:

File Edit View Go  Caplure  Analze Statistics  Telephony  Wirdess Tools Hep

A i@ U RER=xEFLFEQaaaHE

rl | apply a display fiter . <Chl-f=

Capture

Lu5Ng this fiter: [ A | Enter & capture filter

Etheinet 2 M (.

Ethernet

Learn

User's Gukde - wiki - Questions and Answers - Malling Lists
You are urning sWireshark 20,2 (w2.0.2-0-0alse22e from master-1.0]. You receive automatic updatss.

#  Ready to load or capture | | Mo Pachets | Profile: Default

FIGURE 2 4: Wireshark Window

9. Go to the File menu and click Open, to open a packet capture file

m Edit VWiew Go Capture Analyze Statistics  Telephony  Wireless  Tocls  Help
Open Recent

Merge..
Import from Hex Dump...
Close Cr+W

Gave Ctrl+5

e Sl B acket Capture.pcapng (3343 KE)

File 5et -

Export Specified Packets...
Export Packet Dissections
Export Packet Bytes...
Export FDUs to Rile..

Export S5L Session Keys.. b1 - Virtual Switch) e
Export Objects v

Print... Ctrl+F

Lo Sk mswrers © Mailing Lists

Tou are running Wireshark 2.0, 1 {v2.10, 1-0-03%ea 380 from master-2,0). Tou receive automatic updates,

| MoPackets Profile: Default

FIGURE 2.5: Opening a captured file

CND Lab Manual Page 18 Certified Network Defender Copyright © by EG-Gouncil
All Rights Reserved. Reproduction 13 Stnctly Prohibrted.



Module 01 - Computer Network and Defense Fundamentals

10. Wireshark: The Open Capture File window appears, navigate to Z:\CND-
Tools\CND Module 11 Network Traffic Monitoring and Analysis\Packet
Sniffing Tools\Wireshark, sclect Packet Capture.pcapng and click Open

2| Wirashark

Recent places

Dresktop

Libranes
This PFC

@

M ebwork

= tAask 2

Mame

m Packet Capture.pcapng

L3

g i B

o Diake moodified

Type Size

X6 &10 PM

Wireshark capture .. 5,346 KB |

Ml Wireshark-winfd-2.0.2 ee

Fle name:

Fiea of bypa:

HTIANE 1155 AM  Application

46,422 KB

| Packet Caplure pespng

| A1 Filea

Rezdfiker |

Fomat:

|A.rtnmztr:

Sze:

[w] MAC name resalubion
[ ] Traneport rame resoltion
[ ] Ketwadk name resalition

Packeis:

Hapsed

[w] U emstmmial nstwvcrs neme resclesr

First Packet-

Wireshark./ .. - peapng
54TL492 bytee

775

160519 18:08:49
0000:52

FIGURE 2.6: Selecting the captured file

in the following screenshot:

Opening a Packet
Capture File

File
idmg@

=

=F 35

11. Wireshark displays the captured packets associated with the file as shown

Edit View Go Capture Analyze Sabistics Telephory ‘Wireless Tools Help

L R ] =

qaano

[i appy a display fil

1=

<Ch -1 =

- | Expression .

+

Time

Sourme

Cesfination

"

Frotoool  Length Info

18...
2 B...
3 @
4 B
5 Buas
6 B...
7 B
& Buas

EL

192.168.8.24
fegd: :bl2a:56af e 38..
fedd: :c2b:bal@: 7c 26
Dell c7:38:26
Dell s57:c9:ab
fedd; ;4836 dafd: 938..
192,168 .6.57
feda: :4836:da89:9338.

Amm A e m e

192.168.8,255
ffaz:: L:ffag: ffar
ffaa::1:ffea:-bE7C
Broadcast
Broadcast
f82;:1:3
224.8.8,252
ffaa::1:3

T T T S Y

HBNS
ICHPYE
ICMPwE
ARF
ARP
LLMHR
LLMHR
LLMNE

TRy

92 Name query WB RD-828- 88>

E6 Neighbor Solicitation for feB@:.
&6 Melghbor Solicitation for fesd:.
&0 Who has 152.168.8.65! Tell 192..
&8 Who has 152.168.8.277 Tell 192..
95 Standerd gquery 8x91de A WIN-K20..
7% Standard guery 8xflde A WIN- K.
95 standard gquery Ex7872 A WIN-CQQ.

ErTEn

L

—_r_-n i o oL P a o

Fram= 1: 92 bytes on wire (736 bits), 32 bytes captured (736 bits) on interface 8
Ethernet II, Src: Dell 37:77:13 (ec:T4:bb:B7:77:13), Dst: Broadcast (fFr:ff:fF:ff:FFFf)
Internet Protocol verslon 4, Sec: 192 168 .8.324, Dat: 192 168.8.255

User Datagram Protocol, Src Port: 137 (137), Dst Port: 137 {137)

MetBIO= Mame S=rvice

TF ff TF
88 4z 32
o £f o8
a8 B8 a8
43 44 41
41 43 41

i
ab
as
% 3]
a3
43

i ec T4
&g Be 11
a9 a8 e
@ 46
41 43
41 @8

0]
43
41

bb 7 77 12 62 50 45 86
B3 8f c& =8 80 18 c@ af
9c Z8 9% 6b @1 18 88 81
43 45 45 45 de 44 A1 44
41 43 41 43 41 43 41 43
BE 26 68 al

|| Padets: 7725 -

k..
weww. F CEECNDAD
CoACACAC aCacalaC

Digplayed: 7715 (100.0%) - Load time: 0:0.243 || Profile: Default

FIGURE 2.7: Wireshark GUI with Stop Button Highliehted
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Inspecting ARP
Packet Header

Module 01 - Computer Network and Defense Fundamentals

12. Typical format of an ARP packet header is as shown in following

figure

r

8 8

32 BITS

HARDWARE TYPE

PROTOCOL TYPE

 LENGTH

HARDWARE
ADDRESS

PROTOCOL
ADDRESS
LENGTH

OPERATION

SENDER HARDWARE ADDRESS
(OCTETSD-3)

SENDER HARDWARE ADDRESS
(OCTETS 4-5)

SENDER IP ADDRESS
(OCTETS 0-1)

SENDER IP ADDRESS
(OCTETS 2-3)

TARGET HARDWARE ADDRESS

|OCTETS 0-1)

. |

TARGET HARDWARE ADDRESS
(QCTETS 2-5)

TARGET IP ADDRESS

FIGURE 2&: T_?Piﬂl Stmctore of an ARP Paclet

The various fields are explained below

L

=

< 4B

2 B s

Hardware Type (HTYPE): Describes the Network adapter used,
which i1s Ethemet.

Protocol Type(PTYPE): Describes the inter network protocol,
tor which the ARP packet was sent

Hardware size (HLEN): Describes the hardware address length
Protocol size (PSIZE): Describes the protocol address length
Opcode: The operational code of an ARP packet, which describes
if 1t 1s a request or a reply packet

Sender MAC address: Source system’s MAC address

Sender IP address: Source system’s IP address.

Target MAC address: Destination system’s MAC address
Target IP address: Destination system’s IP address.
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13. Now, click on an ARP packet to analyze its various header fields

File Edit  Wiew Go

Adms@ JERAE | e=

Capture  Anahze  Statistics Telephony

EF &=

Wirslegs

@ &

Tools

Help

[_I | Apply a display fiter ..

<t

~ | Expreesion... | +

Mo, Time
1449 T9.439473

1451 T9.4490652
1452 79, 4517532

SOUFCE
192.168.9.77

Microsof_&8:81 1ad
192.168.8.159

Destnatian
224.8.8.252

Broadcast
216.58.228.35

Protocol  Length  Info "y
LLMMR 69 Standard guery @xclfa.. |

ARF
QUIC

42 Who has 192.165.8.57 ..
1292 Client Hella, CID: 21.

1453 T9.454292

Hicmsﬂf_ﬂ-h:tlﬁ @1

Microsof_@e:el:ed

AR

68 192.168.8.8 1s at &9:.

1454 70, 454203

Microsof 8B:40:81

Microsof B@:81:04

ARP

60 192.168.8.3 is at 88:..

] 0 454 38R

AR B R

01

[
= o = | = SRRt

IF Frams 1453: 68 bytez on wire (488 bitz), 68 byte:z captured (488 bitz) on interface 8 A

f Ethermct II, Srci Microsof @@:49:81 (80:15:5d:80:43:81), Dst: Microsof BE:01:6d [08:15:5d:08:61:0d) .

4 Address Resclution Protocol (reply)
Hardware type: Ethernet (10

L]

& 5 o &
B M 0 &
e I D

e R

83 15 5d @0 0L ad 82 1=
83 98 Bt 84 @8 B2 84 1%
88 15 S5d @9 8L ad <8 as
a8 BB BE B0 BB 88 88 BE

5d @@ 40 31 BF @6 60 AL
Sd @2 45 81 <2 =3 e¢ 83
e@ 9f o0 29 B8 @2 49 &9
BB 0B B8 BE

i ¥ wiresherk_poapng_543..0 ].EHHDDI‘.EEJ_&DE?E_' Fackets: 3458 - Cisplayed: 3458 {100.0%:] * Drapped: D-I'p.ﬂ%}l_ Profile: Default

FIGURE 2.9 Wireshark Capinred Packets

14. Expand the Address Resolution Protocol node (here, ARP Reply node)
under the Packet details Pane

Frame 1453. 6@
I Ethernset [I, Src: Microsof _68:49:81 (@6:15:5d:88:49:81), D=st: Microsof _@@:81:68d (B8:15:5d:88:81:6d)
4 Addresz Resolution Protocol (reply)
Ethernet (1)
IPv4 (BxBE08)
=]

Hardware type:
Protocol type:
Hardware zize:
Protocol size:

Opcode: reply

Sender MAC address: Microsof _8@:49:81 (88:15:5d:88:49:81)

4
(2)

Sender IP address+ 192,168 8.8

Target MAC address: Microsof 88:81:8d (99:15:5d:08:61:8d)

Target IP address: 192.168.8.159

FIGURE 2.10 Captured ARP Packet

15. Compare and analyze the vanous fields in an ARP packet with the ARP
packet header format
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[ F—— 16. Typical TCP packet header format is as shown in following fioure

FBito Bit15 Bit 16 Bit 21 h
Inspecting TCP Source Port (16) Destination Port (16) 0
Packet Header
Sequence Number (32)
20
Acknowledgment Number (32) Bytes
L;ﬁ;ﬁﬂ} Reserved (G)| Code Bits(6) Window (16)
Checksum (16) Urgent (18) v
Options (0 or 32 If Any)
Data (Varies)
18 .

FIGURE lll:T_g'[:i.::alStﬂEtm'E of a TCP Packet
The varous fields are explained below
Source port: Port number of the source machine.

Destination port: Port number of the destination

Sequence number: The sequence number of the segment

Acknowledgement number: The acknowledgement number of the
segment
Header length: Specifies segment’s total header length

Reserved: Reserved hits for future use

Code bits (flags): Specifies which flags are set based on nature of segment.

Window size: Maximum length of segment which the sender can receive as
a reply to this segment and starts from acknowledgement number

< H B ~

Eéﬁfﬂ

Checksum: Specifies the error detection data

Utrgent: If set, implies that urgent reply needed from recipient.

Options: Can be from 0-32 bits in multiples of eight, used optionally in
checksum calculation.

X11T. Segment data: total data length of the segment

5 M K
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17. Now, click on a TCP packet to analyze its vanous header fields.

File  Edit  View Go Capture  Analyze Stabchice  Telephony  Wireless  Tools Help
AN @ LERE _Resz=F iz EaqaaH

= | Expression. ..

Time Source Destinaton Protocal  Length  Info
387 11.73349B6 74.125.68. 1592 .168.8. TCP 68 443 -+ 49159 [ACK] Segw
388 11.7353432 74.125 .68, 192.168.6. TLSv1.2 1424 Serwver Hello
@9 11.735880 74.125.68. 1592 .165.8. TCP 1434 [TCP segment of a rea.
216 11.735387 74.125.68. 152 .168.8. TLEw1.2 1147 Certificate
311 11.735912 192.168.9. 74.125.66. TCF 54 49159 <+ £43 [ACK] 3.
2132 11.746163 1592.168.6. 74,135 .68. TLSw1.2 188 Cliert Key ExchangeJI =

I Internet Protocol Versionm €, Src: 74.125.68.239, Dst: 192, 168.8.159
<]

@3 15 5d @2 @1 ad T4 af 1b le 62 cl BE B3 45 GA

BS 8c 2d be 208 @8 21 B85 fS fz d4a 7d 44 of @ =8

o8 2f 81 bb <@ @7 98 64 ce 87 7f ad 5 9c S8 16

Bl 55 84 49 @8 @ bc 32 95 75 a6 42 fd al 35 o7 A I |

2e 59 g4 B5 35 8Be 38 Bl 97 12 d& 52 fa Fc Ge el B R ___R.|“.
cB 12 38 27 11 4e 5 22 dE cd db 3e bb bl &2 c8 - L | -

R =
oo D B

s e e T
s I s e T
=

[

L
L

f:] ¥ Trancmission Control Protoc: Protoco | Padeate: 2340 - Digplayed: 905 {42 484} - Dropped: {I'.'I.EI!-".” Profie: Default

FIGURE 2.12: TCP Packets in Wireshark

18. Expand the Transmission Control Protocol node in the Packet Details

Pane

rame 3
B Ethernet II, Src: CiscoInc_le:®2:cl (T4:8T:1b:le:82:cl), Dst: Microsof _88:81:8d [B9:15:5d:88:01:08d)
I Internet Protocol Version 4, Src: 74.125.68.239, Dst: 192 16E5.8.159
4 Transmission Control Protocol, Sre Port: 443 443y, Dst Port: 49159 {45159], §l:-:|: 13081, Bck: 200, Len: 1360
Lource Port: 443
Destination Port: 491540
[5tream index: 1]
[TCPF Sepment Lem: 1388
Sequsence number: 1381 (relative zequence number)

[MNext sequence rumber: 2761 [relative sequence number)]
Acknowledgment rumber: 289 (relative ack number)
Header Length: 28 bytes
- Flags: awald [ACK)
Window size welue: 344
[Calculated window size: +4932)
[Window size scaling factor: 123]
I Checksum: BxB449 [wslidation disabled]
Urgert painter: @
F[sEQfacK analysis]
(Reassepbled PO in frame: 316]

TCP 5i:§n:nt deta (1388 bytes) A
FIGURE 213 TCP Packet
19. Compare and analyze the various fields in a TCP packet with the TCP packet
header format
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20. Typical structure of a HT TP request header is shown in the following fioure:

EH taskK 5

Key Value

Inspecting HTTP Request | GET /Protocols/rfc2616/rfc2616-sec14.html HTTP/1.1

Packet Header Accept text/html, application/xhtmi+xml, =/*

Referer http://wwwi.google.com/url?sa=t&source=web&cd=3&ved=0CC4QFjA
Accept-Language en-uUs
User-Agent Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW6E4; Trident/
Accept-Encoding gzip, deflate
Host www.w3.org
IF-Modified-Since Wed, 01 Sep 2004 13:24:52 GMT
If-None-Match "ledec-3e3073913b100"
Connection Keep-Alive

FIGURE 214: Typical Stmctuse of a HTTP Request Header
The various fields are explained below

I HTTP type: There are two types of HI'TP messages. Request and
response. All HTTP packets belong to one of the above two formats.

II.  Request type: Specifies the type of request. GET, POST, HEAD and

SO O11
Accept: Uses wild cards to specify the acceptable media

Referer: Points to the site which requested a resource on behalf of the
client

V. Accept lﬂnguage: Language in which the requested response 1s

preferred

VI User agent: Client software which requested the resource on the
client’s behalf

VII. Accept encudjng: Specifies the content coding acceptable in the
response packet

WVIII. Host: The URL at which the actual resource requested or part of

resource 1s available.

X It-modified-since: Used to impose a condition. If the requested
response 1s not modified after the time peniod specified then the
resource is not returned. A 304- not modified message is returned

x. If-none-match: Used to impose a condition. Clhient specifies a set of
resources it already has, in this field. If requested information 1s same as
the information in this field server does not need to send the same

information again. It sends a 304 message.

XI. Connection: Defines the type of connection to be established.
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21. Now, click on a HTTP packet to analyze various fields

File  Edit  WView Go
d B 7=

Capture

Analyze

SMatistice Telephany  Wireless Tools  Help

LERE ]{Re==F 4= R AT

| [ htto]

%] = | Expreszion...

+

Timz
2197 17.975729
1198 17.875720
22889 17.975263
2281 17.8788609

Source
659.8%.31.193
60.80,31.1092
192.165.8.159
192.168.8.1549

Cestnation

152.168.8.15%5
102.168.6. 150
59.89.31.193
69.859.31.1592

Pratocol
HTTP
HTTP
HTTP
HTTP

Length  Info

1114 HTTP/1.1 266 OK
1846 HTTP/L.1 288 OK

(PHE)
(PHG)

435 GET [images/search-bg..
441 GET [images/footerBg-..

2287 17. 294685

69.59.31.1935

192.168.9. 159

1224 HTTPSL.1 Z8@ 0K

(PNG)

2289 17.295348

HTTP

439 GET [images/mainMenu-..
289 HTTP L.l 2068 0K [ PRIGY

152.168.8.159 65.85.31.153

= B. 159

fa ef 1b 1e 82 ¢ 15 5d 8@ @1 &d 62 @3 45 6g
a8l a8 21 49 48 84 85 @8 82 B agd o8 9f 45 55
1f <1 c@ 25 88 58 5T dd of 18 51 2d 5a d5 5@ 186
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FIGURE 215 HTTP Packets in Wireshark

22. Expand the Hypertext Transfer Protocol node in the Packet Details Pane

Frame 22087: 17374 bytes on wire [9792 bits), 1224 bytes captured (9732 bits) on interface @
Ethe=rnet II, Src: Ciscolnc_iei@2:cl [fa:@f:ilbilei@2:cl), Dst: Microsof S8:ed:8d [8€:15:5d:08:0d:8d)
- Imternet Protocol Verslon 4, Sec: 69.89.31.193, Dst: 192.168.4.159

Transmission Comtrol Protocol, Src Port: B8 (88), Ost Port: 49189 [49189%, Seq: 268792, ack: 2E63, Len: 117@

Server: nginmmd1l.8.1%rn
Date: Thu, 21 Apr 2816 89:22:38 GMNTLrwn
Cormtent-Type: image/prnghrin
I Content-Length: S847%.r'n
Comnection: keep-alive\srn
Last-Modified: Thu, 18 Feb 26311 11:82:38 &MT.rin
fccept-Renges: bytes'irin
Vary: Accept-Encoding\rin
Cortent-Encoding: gzip'rin
wrin
[HTTP respanse BS18]
[Tim= since request: B.2&65473088 ssconds)
[Prev request in frame: 1654]
[Prev response in frame: 12187
[Request in frame: 21217
[Hext request in frame: 2269]
r i r : 7
Content-encoded entity body (gzip): 5847 bytes -»> 5678 bytes
- Portable Wetwork Graphics

FIGURE 2.16: HTTP Packet

23. Compare and analyze the various fields in the HTTP packet with the HTTP
request header format
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24. Typical structure of an ICMP packet is as shown in following figure
= task &

- -
Insper_:'ling ICMP ’ g Bits P 8 bits P 8 Bts ale 8 Bits >
Packet Header
ICMP TYPE ICMP CODE ICMP CHECKSLM
IDENTIFIER® SEQUENCE-NLMBER*
ICMP DATA
ke i

FIGURE 2.17: Typical structure of an ICMP packet
The various fields are explained below

L T}?pe: It defines the ICMP message type. It has two walues. 0 or 8. 0
implies that it 1s an echo reply ICMP packet and 8 implies that it 1s an
echo request packet.

I Code: Code is zero for both ICMP request and reply packets. Its value
varies in other types of ICMP packets.

III. Checksum: Checksum data is used for error detection.

IV. Identifier: It is set to the process ID of the sender

V.  Sequence Number: It begins with zero and increments by one, with
every ICMP echo request packet being sent.

VI  Data: Contains ICMP data

25. Now click on the ICMP packet to analyze its various fields

File Teols  Help

Edit  View Go Capture Analyze Statistics  Telephony Wireless

CRC 2E Re=2=F LI [Eaqan
[0 emp ES

Cesfination Protocal  Length  Info
18.16.16. 8 Icmp 74 Echo (ping) requect
19.16.19.12 ICHP 74 Echo {ping) reply
18.16.10.8 ICHP 74 Echo (ping) request
18.18.18.12 ICHP 74 Echo (ping) reply
£ 2.82B5322 16.18.18.12 18.16.16.8 ICHP 74 Echo {p].r‘lé:l request
6 2.B20854 18.18.18.8 18.18.18 .12 ICHP 74 Echo (ping) reply
7 3.6851318 16.16.18,32 18,.36,.16.8 ICHP 74 Echo (pi
Frame 1: 74 bytes on wire [592 bits), 74 bytes captured [592 bits) on interface 8
Ethernet II, 5rc: Microsof &8:81:15 (@@:L15:5d:8@:81:15), Dst: Microsof #8:81:14 (@0:15:5d:88:81:14)
Internet Protocol Version 4, Src: 16.19.16.12, D=t: 19.16.18.8
Internet Control Message Protocol

= | Expression..

Time
1 &, 33306 16.168.16.12
2 @.901131 16.16.18.8
3 1.811833 16.168.16.12
4 1.812915 1@, 19.18.58

A8 15 5d @8 A1 13 B8 15
B3 3c bl 43 B9 B@ BE 21
Ba B2 83 00 4d 4c B8 81
67 68 69 6a 6b 5c 6d Ge
J7 81 62 B3 BL B5 BB BT

50 8@ A1 15 85 89 45 PR
B8 88 Bz Ba Ba BCc Ba Ba
e 8f 561 682 63 61 55 66
6F 78 71 72 73 T4 75 76
BE B9

T Ternnn E.
ADYasas

ceoML.. ..abedef
ghijklmn cpgrstuv
wabcdefg hi

() ¥  Intemet Control Meszage Protocol: Protocal

| Packete: 20 - Depizyed: 15 (80.0%) | Profile: Default

FIGURE 218: ICMP Packets in Wireshark
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26. Expand the Internet Control Message Protocol node in the Packet
Details Pane

- Frame 4@ 74 bytes on wire (592 bits), 74 bytes captured (593 bits) on interface @
[ Ethernet II, Src: Microsof @8:81:14 (86:15:5d:688:81:14%, Dst: Microsof @8:81:15 (86:15:5d:86:081:15)
[ Internet Protocol Versionm &4, Src: 16.16.18.8, Dst: 18.18.16.12
4 Internet Control Message Protocol

Type: 8 [Echo {pingg reply )

Code: @

Checksum: 8x554b [correct]

Identifier (BEY: 1 (BxB681)

Tdentifisr (LE): 255 (Bx0108)

Sequence number (BEY: 16 (@xeala)

Sequence number (LE): 48096 (8:1B88)

[Fesponse time: 1.883 ms]

I Data (32 bytes)

FIGURE 2.19: Captured ICMP packet

27. Compare and analyze the vanous fields in an ICMP packet with the ICMP

header format
[ 28. T}?pical structure of a DINS packet header 1s as shown in following figure

r .

Inspecting DNS c123455?59é1é%}1é
Packet Header | SN S B - AR e e S SN S B B T nme iy
| ID |
t——t——t——t——t——t——t——t——t——F——t——F——F——F——F——+——+

|QR.| Opcode |ARAITCIRDIBA|l % | RCODE |
+ S SN SN PN, NS T (. U JO SR SN SIS IR T N

| QDCOUNT |
e e S it S s T et

| BNCOUNT |
t——t——t——t——t——t——t——t——t————t——F——F——F——F——F——+

| NSCOUNT |
TN, SR SO SRR, WUV SODVLS "DV R SN ‘UL SR RGP WL SOUPU S O

I AERCOUNT |

Lf——+——+——+——+——+——+——+——+——+——+——+——+——+——+——+——II

FIGURE 2.20: Typical stmcture of a DNS Packet Header
The various fields are explained as follows:
I.  Identifier: A 2-byte ID created by the system that created the DNS query.
II. Query/response flag: Defines the type of DNS packet, if it is a Query
type or response type flag.

I Operational code: Specifies the type of query present in the message. It is
created by the sender and 1s the same 1n the response message as well

IV.  Authoritative answer flag (AA): Applies to response messages. A non-
authorntative response 1s indicated by zero and a 1 implies that the server is
responsive

V.  Truncation flag (TC): If set to 1 implies the message was truncated as it
was long, and a zero indicates no truncation.

VI.  Recursion Desired (RD): Applies to request type packets. If set to 1,
implies that server needs to recursively reply to the client.

VIL  Recursion available (RA): Applies to response queries. If set to 1, implies
that server supports recursive reply.

VIIL Zero(Z): Three bits are reserved and are always set to zero
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IX.  Response code (Recode): Set to zero in a request query. Server does not
alter the query if response was successful. (zero). Any other value returned
by server implies an error in response

X Question count (QD count): Specifies the number of questions in
question segment

NI Answer record count (AN count): Specifies number of resource records

1N answer section.

XII.  Authority record count(INS count): Specifies number of records in
authority section

XIIL Additional record count (AR count): Specifies number of resource
records in the additional section

29. Now, click on any DINS packet capture to analyze it various fields

File Edit  View Go  Capture  Analyze Statistics  Telephony  Wireless  Tools  Help

AW T ® TRERQe==F 8= aqa s
[ dns X - | Expression...  +
Mo, Time Saurce Cestination Protoccl  Length Info
:If J227 251 . 878684 192.168.8.159 192.168.6.8 RS 83 Standard query 8xB556 A ..
7238 251.872175 192.168.8.8 192.168.8. 158 DHS 118 standard guery responss .
FAT2 251, 241663 192.168.8.159 192.168.8.8 NS 89 Standard query Gx75%ed A ..
F2T3 251, 249633 192.165.8.8 192.168.8. 159 DNS 148 standard query responsg .
F397 251, 383744 192.168.8.159 192.168.8.8 NS 79 Standard query @xfb25 A .
7299 251 . 397268 192 168 _B.E 192 18 . 8. 1549 OIS 119 standard Query response ..
I Frame 7227: 83 bytes on wire (654 bits], 83 bytes captured (664 bits) on interface @ -
I Ethernet 11, 5rc: Microsof 88:81:8d (@6:15:5d:80:81:8d), Dot: Microsof 88:40:81 (06:15:5d:00:40:081)
IF Internet Protocol Version 4, Src: 192.168.8.159, Dst: 192.168.8.8
IF User Datagram Protocol, Src Port: 55374 (55374), Dst Port: 53 (53) e
PEE P8 15 5d 88 49 @1 8@ 15 Sd 98 @1 8d 83 M8 4% B ee]elewe Jeaaas E.
BEIE B8 45 13 4c 88 B8 B8 11 88 88 o8 3 a8 af -8 aiB B
CO20 98 88 d8 4e 8B 35 88 31 82 3a @5 56 0L 4B 93 01 Y = I T
CESE B9 BE B2 BB BD B8 Bc 73 6L 565 65 62 T2 6fF 77 73 ceennees afebrows
2 A9 Be 67 @6 67 6T 6T 67 6C 65 @3 63 6T 6d A8 PR ing.goog le.com. .
EESE 81 88 81 -
(0 7 Domain Name Systern: Protocd | Packets: 12333 - Deplayed: 5(0.0%) | Profile: Default

FIGURE 2 21: DINS Packets in Wireshark
30. Expand the Domain Name System(Query) node in the Packet details Pane

Frame 7273: 148 bytes on wire (1126 bits), 148 bytes captured (1128 bitc) on interface 8
Ethernet II, Src: IntelCor Sd:14:6F [88:1e:67:9d:14:6F), Dst: Microsof _088:81:08d (B8:15:5d:08:81:6d)
Internst Protocol Version 4, Src: 192.168.8.8, Dst: 192.165.8.159
User Detsgram Protocol, Src Port: 53 (53), Dst Port: S5B526 (SBS26)
Domain Mame System (response)
[Reguest In: 7272]
[Time: &.0R5030608 seconds]
Transaction I0: @x?Sed
I Flags: @x518@ Standard query response, No error
Questions: 1
Answer RRz: 2
fduthority RREs: &
Additional RR=: @
F Queries
L Answers

bl v +«— —«

Ld

FIGURE 222 Captured DINS Packet

31. Compare and analyze the vanous fields in the DINS packet with the DNS
header format
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Packet Header
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32. Typical structure of a UDP packet is as shown in following fipure

L

<

V.

o 15 16 T
16-bit source port 16-bit destination port g
bytes
16-hit UDP length 16-hit UDP checksum

/:7 data (if any) Z
b ‘ J

FIGURE 2.23: Typical Stmcture of a UDP Packet

The vadous fields are descabed as follows:

Source port: Contains the port number of the process that onginated the
UDP datagram

Destination port: Port number of the process towards which the datagram
1s destined.

UDP length: Length of the datagram, which includes header size and data
size

UDP Checksum: An optional field used in error detection
Data: An optional field, contains higher layer message in encapsulated

format

33. Since UDP works in conjunction with higher level protocols to help manage
data transnussion services. Common application-layer protocols that are buult
atop UDP are Domain Name System (DNS), Trwial File Transfer Protocol

(TFIP), Real Time Streaming Protocol (RTSP), Simple Network Protocol
(SNP), etc.

34. Now, click on a DINS packet capture to analyze vanous fields of an UDP

File

Edit Wiew Go Capture Analyze Statistics  Telephony  Wireless  Tools  Help

i ® AEReax=EF L3 |EAQE R

'] Expression... | +

SOLMCE Destination Frotocol  Length  Triffo

FEIT 251.878688 192.16E8.8.159 1937.168.8.8 ONS 83 Standard query 8m@556 A ..

J2318 251.879175 192.168.8.8 192, 168.8. 159 DS 118 Standard query response .
7272 251.241663 152.168.8.159 192.168.8.8 ONS 20 Standard gquery Bx75ed A ..

7273 251.249693 192.16E8.8.8 192.168.8. 159 DNS 148 Stoandard gquery responss .

7297 251.383744 152.166.8.153 192.168.6.8 OHS 79 Standard gquery Brfb25 A .
7299 251.397268 192.166.8.8 192.168.8.159 DN 5 119 Standard query response ..

I Frame 7227: 83 bytes on wire (664 bits), B3 bytes captured (564 bits) on interface 8

I Ethernet II, 5rc: Microsof _68:81:8d (60:15:5d:868:81:68d), Dst: Microsof @6:49:81 (89:15:5d:688:49:81)
I Internet Protocol Version 4, Src; 192.168.6.159, Dst: 192.168.6.8

> User Datagram Protocol, Src Port: 55374 (55374), Dst Port: 53 (53)

Aeirrr]
LSy
e L
i
|
ST
L
Terlr]
2l

o S

88 15 54 83 40 81 86 15 Sd 08 81 Bd BE B8 45 8@ eeJalaaw Jowaan E.
8@ 45 1z 4C 88 B89 E@ 11 0P 8B c8 3 BB of c@ a= sBaliass acawasnas
B8 85 d5 42 @8 35 @8 31 A2 3a 85 56 81 @8 A28 Al S | T I T
08 B0 82 82 @B 0B Bc 73 6l 66 65 B2 72 Sf 77 73 vewssaa5 afebrows
B9 be 67 85 &7 6T 6T &7 6c 65 823 63 &7 &d B8 8@ ing.goog le.com..
a1 88 al -

) & Doman Name System: Protocdl Packets: 12333 - Displayed: 6 (0.0%) | Profie: Defau

FIGURE 224: DINS Packets m Wireshark
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35. Expand the User Datagram Protocol node in the Packet Details Pane

Frame 7273: 148 bytes on wire (1128 bits), 148 bytes captured (1126 bits) on interface 8
Ethernet II, Src: IntelCor Sd:l4:6f (@@:ls:bl:9d:14:6T), Dst: Microsof B4:@l:8d (©8:15:5d:88:81:84)
Internet Protocol Version 4, 5rg: 192.168.8.8, Dst: 192.168.8.159

User Datagram Protocol, Src Port: 53 (53), Dst Port: 58526 (58526)

Source Port: 593
Destination Port: 58526

Length: 186
' Checksum: @x58d5T [validstion disabled]

[Stream index: 28E52]
Momain Hame System [response)

FIGURE 2 25: Captured UDP Packet

36. Compare and analyze the vanous fields in an UDP packet with the UDP
header format

Lab Analysis

Analyze and document the results of the lab exercise. Give your opinion on your
target’s secunty posture and exposure through free public information.

PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

ABOUT THIS LAB.

Internet Connection Required

[]Yes v No
Platform Supported
V] Classroom V] iLabs
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