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Module Objectives

J Understanding host security < Understanding and describing security
requirements for different types of

J Understanding need of securing
servers

individual hosts

. = J Understanding security requirements

- Understanding threats specific to hosts . 8 tyreq
for hardening of routers

< ldentifying paths to host threats . i : ,
fying p “— 4 Understandingsecurity requirements

< Understandingthe purpose of host for hardening of switches
before assessment . .
J Understanding data security at rest,
- Describing host security baselining motion and use
< Describing OS security baselining < Understanding virtualization security
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Network security starts with securing the individual host on the network. Host security is the
next layer of security in defense-in-depth that should be taken care of. This module focuses on
security measures and techniques required for securing individual hosts. The module covers all
the security tools, techniques, best practices and recommendations required for securing and
hardening various types of hosts in the network. The module also provides a brief overview of
virtualization security, application security, and data loss prevention techniques that help you in
attaining a complete host security.
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Host Security

J Host Security is a comprehensive approach taken towards hardening each host on the network
individually

J Itinvolves hardeningthe host’s operating system and applications to ensure protection against
possible risks and threats

J The host can be any device which has an IP address on the network

Workstations »=—— B Network Servers
A& r
Labtons - . Wirelessly
prop HOSt Networked Devices
) Q
Routers —— & Switches
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Any device with an IP address connected to the network is considered a host. A host is an
important and integral part of any network in the organization. Host security plays a vital role in
securing organization network activities since the host can be the major conduit. If the host is
compromised, all devices and services risk being compromised as well. Host security refers to
the protection of hardware, software, information stored and services running on these
computers from any kind of theft or damage. The organization should ensure the
confidentiality, availability and integrity of the host and the data they hold. An insecure
configuration of a host can put the entire network at a security risk. Even though proper host
security measures are taken into consideration while installing host in the network, the host
can still be insecure through its use. Over time, the hardware and software installed on the host
get outdated and are prone to various types of threats inherent to poor patch management
methodologies. Thus, it is important to address and ensure the security of the host during its
lifecycle.

The organization needs to systematically monitor the hosts in order to check for the chances of
attacks and to identify the various possibilities of attacks on the hosts. Understanding the areas
of compromise can help the administrators come up with solutions to prevent those attacks.
They can put forward various policies and regulations in strengthening the security of the hosts
and thereby providing negligible or no impact to the business of the organization. Appropriate
training and awareness can help administrators maintain the security of the host in an

organization.

Module 06 Page 422 Certified Network Defender Copyright © by EG-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Network Defender Exam 312-38
Host Security

Common Threats Specific to
Host Security

Malware Infection ~ Accidental or
J Viruses R intentional J[—*
Worms '

Trojan 1

LA L L
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Hosts can be at risk of both internal and external threats. The internal threats mainly occur
within an organization and the damage caused by these threats can lead to a great loss to the
assets of an organization. These threats include malware attacks, information theft,
unauthorized access, illegal use of corporate resources etc. Any sort of attack on the host
internally can affect the end users and the business of an organization. Administrators should

evaluate their host against possible internal as well as external threats.

To ensure host security, you should be aware of different threats that the host is vulnerable to.
The host can be at risk of being exploited by the following major threats.

Malware Attack

Viruses: Viruses are programs that replicate by reproducing itself to infect the host
system. These make changes in the host by deleting files, reformatting hard drive etc. A
virus infected system cannot operate again as before.

Worms: They are viruses that repeat itself without much human interaction. They have
the ability to spread and infect systems as they travel through the network or the
internet.

Trojans: Trojan is considered one of the most complex threats and creates damage to the
host. They hide the payload part of the data packet while travelling through the network,
thereby allowing file corruption, remote access, interrupting firewalls and anti-virus etc.
Another impact of a Trojan is its ability to steal data. This makes it easier for the attackers
to gather sensitive information.
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= Spyware: Spyware is a malware that is used for spying on the actions performed by a user
on the system. This gathers the information of all activities performed by a user on the
system. For example, Keylogger is a type of spyware that is used to capture the
keystrokes.

= Backdoor: A backdoor is planted to skip all the authentication steps required and gain
unauthorized access to remote computers.

Accidental or intentional deletion of data

Users can sometimes delete any confidential data intentionally or accidentally that affects the
security of the host.

The deletion or removal of data can affect the host security:

= A person gaining access to the host can perform intentional or unintentional deletion or
modification of data present in the system.

=  Acquire the information present in the system.

= Compromises the availability, confidentiality and integrity of the data stored.

Unauthorized Access

Unauthorized access refers to gaining unauthorized access to restricted files, data, operation,
services, etc. running on host. An attacker, if successful in gaining unauthorized access to the
system, can perform any malicious action, which will affect the security of the hosts in the
network. The unauthorized access can result in stealing, accessing sensitive files, installing a
virus in the system, among other actions.
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An attacker can take advantages of various vulnerabilities, which exist in order to compromise
the specific host. Threats of exploiting vulnerabilities on a host can take various ways to get
into the system and infect it. The lack of sufficient knowledge, skills, and insecure

configurations on host security opens the network to different types of the security threats:

Un-patched Computers: The majority of attacks on a host are due to the lack of proper
patching or the use of outdated software installed on the host. The unpatched computer
can create security loopholes and gives attackers a path to compromise it.

E-mail: Host system security can be compromised through sending unsolicited emails such
as phishing, malicious attachments, and spam e-mails etc.

Network File Sharing: Network file sharing permits the users to share files between their
individual systems over the internet. Even though it makes things easier for users to share
files, it paves the way for many threats such as Malware infections, Exposure of sensitive
or important information, etc.

Internet Downloads: Internet downloads from untrusted sources can lead the users in
downloading malware onto their systems.

Social Engineering: Attackers use social engineering techniques to gain sensitive
information which may help them further to gain unauthorized access, malware infection
etc.

Blended Threats: Attacker uses a combination of multiple techniques to attack or infect
the system.
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Host Assessment

- Before configuring host security, identify the purpose of each host

O Category of information stored and processed by the host

O Security requirements needed for information

Purpose of

Each Host O Network services provided by host

O Security requirements needed for network services

O User groups that have access to the host

O Trust relationships between hosts
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Hosts in the network are configured or dedicated to perform certain functions. These hosts
store and handle various types of sensitive information and provide various services of the
organization. Different types of hosts require different levels of security based on the data or
services it handles.

For example, the hosts that act as servers in the network, storing sensitive information and
performing critical functions, require more security than a normal host or workstation.

A prior host assessment is required to assess the existing level of security and to determine the
level of security required for a particular host based on its criticality, the level of sensitive
information it stores, network services provided by them, and security requirements specified
for them.
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Host Security Baselining | C/ND

Cortficd | Wetwak Detomder

J Security baseline refers to a minimum security configuration standard (also known
as guidelines and checklists) established for each host in the network

- Different security baselines are required for different types of hosts

0S5 Security Baseline: Set Security baselines for different O5 and versions

Server Security Baseline: Set security baselines for different types of servers

J Application Security Baseline: Set security baselines for different types of applications
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Host security baselining plays an important role in enhancing the host security of the
organizations. Administrators must define and establish a security baseline for hosts in the
network depending upon their purpose, criticality, etc. The establishing of security baselines
depends on the needs of the organization. Defining any security baseline requires active
involvement of management and various departments of an organization to include their
preferences.

Host security baselines help you easily identify the hosts with configurations that do not match
as stated in the baseline.

A Host security baseline sets a security objective, standards, guidelines, checklists, etc., which
must be met to attain a high level of host security for organizations. It specifies the reference

points for installation, hardening, placing of new hosts in the network and all activities
performed on the host. Baselining facilitates more protection of the host and helps in

determining the actions taken for further security. The baselines should undergo a regular
update and monitoring.

The baselines help you to determine:
=  The way the host performs in the network.
=  Type of data the host uses to communicate across the network.
= |dentify the services and resources associated with each host.
=  The type of connectivity required for each host.

= Aclear picture regarding the working of each host.
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The baselines are different from the security policies in a way that the baselines define the
structure of the security policies. There are two types of security structures for the baselines:
High-level and technical. The execution of these two standards depends on the requirements of
the organization. The high-level standards are independent of operating system and depend on
the security policies of the organization. The technical baseline consists of statements for each
operating system configured in the system and the functions carried out by them. The best
method to implement a baseline is to create a simple baseline first and then increase the
complexity of the baselines as moving forward with the configurations.

The host security largely depends on the OS and applications installed on the host. Establishing
a host security baseline also requires establishing security baselines for the OS, user accounts,

and applications to be installed on the hosts.
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OS Security

-J 0S5 security refers to the practice of securing OS system files, file system, and its resources
from any unauthorized access, modification, or destruction

J Operating Systems play a vital role in host security as the built-in security featuresin
operatingsystems can be hardened to secure the hosts

J 0S5 Security Elements
= Baselining Operating System Security

= Operating System Security Settings Configuration

= Patch management
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Operating system security refers to securing three components: OS integrity, confidentiality
and availability. Each host in the network has a specific OS installed and running. Typical
functions of an OS are managing security, system, communication, Input/Output, and hardware
and software services for the host on which it is installed. OS security has a direct impact on
host security. OS-level protection is required to attain host security. Each OS provides a number
of built-in security features in it. The security features help administrators in hardening the
security of the host, if configured appropriately based on the OS security baseline established
by the organization. The OS security puts forth certain steps to protect the hosts from malware
or hacker invasions.

As the operating systems are large and complex, it may come across many security issues. The
chances of a virus or a worm invading the system are more when there are not adequate
security policies. Also, the operating system provides many services that are critical to the
functioning of the operating system. The OS security features must include measures that can
take control of these services running on the OS.

The overall security of the host or the computer depends on the security of the operating
system. The organization can provide OS security through user authentication, access control
mechanisms, separation of kernel and user spaces, managing system resources. Securing the
operating system is an integral part of the security policy in an organization. A corrupted OS or
malware attacked OS cannot perform any desired task. One of the most commonly used
methods for OS security is the least privilege method that each user and program can perform
only the assigned task. This helps in controlling the users within a limit. The OS can also confirm
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that the applications and services running in a system include only required resources in order
to perform the desired actions.
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Baselining Operating System

Security

J  An OS5 security baseline should consist of a standard/checklist for basic O5 hardening techniques

—C.‘;’}? Disable Non-essential services

{7
—x/ Apply Patches and Fixes regularly
_C:;’}? Use Strong Passwords for accounts

—Q‘;’}? Disable unnecessary accounts

—
-{;'/ Install Antivirus Software

5
iE
c
£
ke
£
c
U
B
£

—Q;’y Use of Access Control Lists (ACLs) and file permissions for File and Directory Protection

—\“‘;’;? File and File System Encryption

ﬁj’}? Enable Logging

_"{“;}? Disable any unnecessary file sharing
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The organization establishes OS security baselines to implement a standard for installing and
configuring the operating system. The setting up of the baseline varies from one organization to
another. The administrators should take immense care while creating the baseline for an
operating system and confirm that it meets the company requirements. The baseline for the OS
needs to include the configuration of various operation system settings as well as recording

each step, so that it helps for future configurations. The baseline for the OS should also include
the actions performed on the system.

The organization decides on the security baselines required for the OS and implement all the
settings based on it. An organization can use several security templates to decide the OS
security baselines required for their organization. The process of baselining the operating

system includes hardening the key components of the system architecture in order to reduce
risk of attack.

The OS security baseline should address the following security configurations at a minimum:

= Non-essential Services: Only essential services should be enabled on the OS. Enabling

unnecessary services on OS can give a path to an attacker to compromise the host
through OS security flaws. For example, if a host is not functioning as a web server or a

mail server, it should be disabled immediately.

= Patch Management: The operating system should undergo patch management regularly
in order to ensure that the OS is updated with all the latest updates and fixes.
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* Password Management: Operating systems need to persuade the users to use complex
and strong passwords based on the organization’s policy. Password management should
also urge the users to change the password after a certain period of time and implement
user lockout after a certain fixed number of attempts.

=  Unnecessary Accounts: Organizations need to monitor the account details of the users.
They may remove or delete all unwanted and guest user accounts.

= File and Directory Protection: Organizations should control the file and directory
permissions using Access control lists.

= File and File System Encryption: Encryption of files and folders, formatting disk partitions
with a file system with the help of encryption features provided by the OS.

= Enable Logging: Tracking all log activities of an operating system.

= File Sharing: Disabling unwanted file sharing applications running on the operating
system.
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Windows Security Baseline | C/ND

Cortficd | Wetwak Detomder

A0S Installation J Install Antivirus Software
2 Dedicate a single partition on HDD J Turn off unnecessary services
J Fixing OS vulnerabilities ®  Centrally assign applications using

group policies
2 Download and install latest patches

J Fixing applications’ vulnerabilities
® Turn on Windows Automatic Updates

checking 2 Turn on each application’s automatic

update checking
J Configure Windows Firewall
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Microsoft announces the security baseline settings for their desktop and server OS products

periodically. With each release, Microsoft reevaluates older settings to determine whether they

address contemporary threats or not and adds updated baseline settings to address newly

discovered vulnerabilities and misconfigurations.

It generally includes guidelines and checklists for:

Installing software.

Disabling unnecessary services.

Applying Windows OS security updates and patches.
Applying local security policy settings.

Configuring automatic update settings.

Managing user accounts.

Managing passwords.

The Windows security baseline defines the steps for identifying the security updates and
configuration changes required. The baselines compare and measure the scheduling,
construction methods, management and results in the operating system.
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Microsoft Baseline Security Analyzer (MBSA) lets administrators scan local and remote systems
for missing security updates as well as common security misconfigurations. Microsoft baseline
security analyzer is used to analyze the security standards for the organization by identifying
the updates required by the organization and rectifying the weaker settings of Microsoft
Windows.

MBSA helps small and medium sized business organizations analyze the security status and
standards and check whether it is compatible with the Microsoft security recommendations.

All the scan results produced by MBSA check for critical issues, non-critical issues and best
methods that describe the remedies that can be taken for securing the operating system.

Understanding the scan report

After the MBSA tool is ran successfully on the system, it generates a report in the
%userprofile% directory of the scanned system. MBSA generates the output in the form of
different categories that are represented by different icons depending on the severity of the
vulnerability. Below are the details of the icons.

Module 06 Page 434 Certified Network Defender Copyright © by EG-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Network Defender Exam 312-38
Host Security

sdicrosoft

¥ Baseline Security Analyzer

Computer name: WORKGROUPYWIN-ELUGG14G0NGF £

IP address: 10,0.2.15

Securiby report name: WORKEROUP - WIN-ELIGE 155DN0F (2-10-2016 10-06 PM)
Scam date: 2/10/20 16 10:06 PM

Scanmed with MESA version: 2.3.311.0

Catalog symchronization date: Seourity updabes acan nok per formed

Sort Order: | Soore (worst fist)

Sacurity Update Scan Results

Scorp  Tecie Reciilt
{ Security Cannak load security CAE fie.
Upcates How 1o correct this

Windows Scan Results
Administrative Yolnerabilities

Score  Issue Result
W Sutomabc The Automashic Lpdab=s feahre has not been configured on tis computer. Plesse uporede (o the latest Service Padk bo obtein the lsb=st verson of this
Updates feature and then use the Confrol Fane! to configure Automarbc Updates.
Waral vza scanmed Hoay b Cormet thia
E Pagewird Some user aorounts (1 of 2) have ron-expiing passweda,
Expiration ‘Wihat wes scanred  Resulidelals How o comect the
ﬂ [noompleks Mo incompleb= softvere updabs retslsbons seer= fourd,
Updates bt wizs scanned
ﬂ' Windows Windoves Frewall is enabled and has syoephons configured. Windoves Aresal is 2nabled on all netswark connections.
Frreswzl Wihal vza scanmed Fesult delaila Hea 1o comect this
2 Lacal Accaurt same user acraunts (1 of 2) have bark or simple pasawords, or could not be aralyeed,
Password Test  Vihat wes scanred  Result detals L
# Fie Syste=m Al hard drives (1) ar= using the MTFS fl= syst=m.
f Prink s repart |-|j Somy o dipbnerd B erovious seaunty report Je  SeCUTiTy Teport

FIGURE 6.1: Microsoft Baseline Security Analyzer

Source: https://www.microsoft.com
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Setting up BIOS Password

J Setting up a BIOS Password is the first ==
protection layer of the computer PRI o s Ttem Spocific Help
User Passuord Is: Clear
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J It helps you maintain OS security at a 3ot oer Nasword el o
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1. Enter BIOS Setup Utility interface
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2. Select Security and set Supervisor ot ol
: ll=er Password control
Password. It will control the access to ﬂ s o
the setup utility et Supere bsor Passunrd ] boot + o

3. Now, set User Password
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Setting up a BIOS password helps you in controlling the access of the system from external
users. The BIOS of an operating system provides the feature of setting up a password that in
turn prevents other users from:

=  Accessing the system.
=  Booting the computer.
=  Booting from removable devices.

=  (Changing BIOS settings.

BIOS passwords are most suitable for systems in public places or a workplace that disables
other users from installing another operating system over an existing one. A BIOS setup
program can be used for setting a BIOS password. This is easily done by clicking any key before
the booting of the operating system. Clicking on “Press F2 to enter set up” message helps the
user to go the BIOS settings page. Every computer has documentation available that helps in
the easy setting of the BIOS password.

The BIOS provides an extra layer of security by starting even before the operating system and
other hardware starts. This allows the user to enter the password and prevents many
password-cracking applications to run. It is a complex task to retain the BIOS password when
compared to operating the password. Hence, users need to remember the BIOS password
because if the user is unable to remember the BIOS password, then the user will be locked out.
The users can always try resetting the BIOS password, but most of the time all the attempts are
in vain, as it requires more time and provides only less chances of changing it.
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ARuditing Windows Registry | C/ND

Cortficd | Wetwak Detomder

- 3 ’ -
*': . e el (=T J  Windows registry stores all the

¥ B View  Fraodiies P . . q .
a1 Comgutes Hama e Dita configuration settings of the applications

B HEEY_CLASSES ADOT s [Delgiy k) FEG 5T fure | ]

B J HEEY CURFEMT LEER St e and systems

[ HKEY_LOCAL_MATHIKE

[ HEE'"_LEERS

B ECL SN IS J OSrecords every action taken by the

. " 2 s .
user in the registr

¥ Proces Manitor - Sysnbermals wwwsysintemals.cam =D = ||- €e Y

FHl | ABRE TAS @ A8 (EERADE J It maintains the registry keys for various
=1T'I.-:e‘|:l _P.:.:.-n:-mm “I::. ETIEE é%“mm ry iy I-m.hlwn Clarama E-'ESE- .'n[::r. ‘-! user attiljns in terms‘ ij L‘:"E' AUtﬁrun
| 11300 .. e nid  RegCueniey  HRCLNSoltwee'lss SUOCESS sy H . . .
| 1110 Sopomme iAo oI Locations, MRU lists, UserAssist, etc.
[ 113 Soaploersse 51EN Reqgistry Summary =)= |
|1 1.'2 o e E3L |
| 1:13 e E35 e — ~ . .
1130 Seowen 53 e e T o] el mcl o J Organizations usually do not audit the
| 391 - ¥ s 28 LIREEES 1T EI 1®3 11 BT 52 M1 421 ' 1 1
i;:_g il | e Ein e i : ; 'l registry of the workstations
|1 1Ml [oplonr o E38 nEmEEE 5da 4.2 173 n
i : :;.g' _ar KR B E;:- n '70‘.-" e A?-_? 1.'.'32. 1]

::13 ...-eﬁ?z 1 fifacten . i e : J Regular Monitoring and Auditing of the
| 130 gl 538 i s et fie ; registry can help you detect traces of
| 1:1340.. el £y U e ol s s S
|10 Gepewas  fu) | L3R aMe ez 4z u malicious activity on the system
| VL. ke e ball LRF L A &7 1373 1]

i T [l s b3l NETma 2 2.5a 4772 4273 n

| 11 Capopion rom S | i Aide @I 4 n_ - -

.i]]:'E e O . : - Use the Process Monitor utility to

N Shomwirng 202,670 of 836,768 wrarel] L2 71 o fewe D monitor registry activity in real time

hitps:dftechnet.micrasoft com

Copyright © by FG-Gouneil All Rights Reserved. Reproduction is Strictly Prohibited.

Windows registry, otherwise known as registry, is a database of all the configurational settings
of Microsoft Windows. Windows registry stores details like settings for software programs,
hardware devices, user preferences, OS configurations etc. At a glance, windows registry
consists of all details regarding the operating system. Accessing windows registry requires the
user to execute the regedit command in the command prompt. The windows registry window
is as follows:

b1 Registry Editor - o KN
File Edit %ews Favontes Help
Jl:" Commputer Mame Twpe [raka
- HEEY CLASSES ROOT
HEEY _CLIRRENT _LISER
HEEY _LOCAL_MACHIME
HEEY _LSERS
HEEY _CURRENT_COMAG

Cosmparter

FIGURE 6.2: Registry Editor
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A registry key is similar to folders. Folders contain files, whereas registry keys contain registry
values and other sub keys. Registry Hives are the group of registry keys found at the top of the
hierarchy. The registry keys are as follows:

= HKEY_LOCAL_MACHINE\SOFTWARE\MICROSOFT: Here, HKEY LOCAL MACHINE is the
registry hive and software and Microsoft groups under this registry hive. Microsoft falls

under the Software registry key.

= HKEY_CURRENT_ CONFIG: This registry key contains information regarding the currently
used hardware profile.

= HKEY_CURRENT_USER: This registry gives all details regarding the users that are currently
present on the computer. The user details include: desktop settings, network connections,
printers, application preferences, personal program groups. A new HKEY CURRENT_USER
sub key is created every time a user logs in.

= HKEY_CLASSES_ROOT: This key contains the file name extensions and COM class
registration information.

Process Monitor Tool

Source: hitps://technet.microsoft.com

Process monitor (Procmon) tool is one of the monitoring tools that help administrators monitor
and audit the registry, file system and the network. It captures specific types of input/output

operations, which might occur through the registry, file system or network. It combines the
features of Filemon and Regmon, thus, giving real-time results related to file system and
registry.

=  Some of the features of Process Monitor include:
e (Captures input and output data.
e Allows setting up filters as per the user requirement. Reducing the loss of data.
e Gathers accurate information of process details.
e Relationship among the processes can be traced.

e Native log format stores all data in one location.
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User and Password Management

I J Administrator should setup different user accounts, if a system is accessed by multiple I
users

J Secure all the accounts with a strong password management policy

J Windows allows the setup of three types of user accounts for user management

Administrator Account Standard Account
Has full control and access to all files and Has limited access and users can access
foldersin the system their own account files and folders
|
Guest Account

Has only read and write access. Users are
not allowed toinstall new applications or
make changes to existing applications

Copyright © by FG-Gouneil All Rights Reserved. Reproduction is Strictly Prohibited.

The Windows operating system has a different view in managing the user accounts and
passwords.

User management in Windows helps administrators identify and control the users logged in the
system. This management includes identifying people logged into the network, managing the
user login and logout times. User management provides a better authentication and
authorizations of users accessing the network. Monitor user permissions before granting
permission to access the network and analyze the logging details. The administrators have the
benefit of analyzing the user details and activities. They can filter the user details by IP address
or by user, thereby enabling easy management for the users. The whole concept of user
management is based on user logging in and logging out of the system. A user trying to access

the system is first authenticated and allowed access to the system. There are certain policies for
user management that define certain rules for managing the user accounts.

A user can have multiple accounts or a single account. Multiple accounts in a single computer
allow multiple users to store data and files in the same system, apply background themes
according to each user’s preference etc.

Users can create three types of accounts in Windows:

=  Administrator Account: These account users have the complete privilege of performing
any action on the system. These users can install and uninstall programs make
configurational changes to the system, add or remove other user accounts in the system
etc.

Module 06 Page 439 Certified Network Defender Copyright © by EG-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Network Defender Exam 312-38
Host Security

= Standard Account: Standard account users are users that have a limited access to the
systems. They can access only those files and folders saved in their user account. They do
not have the permission to change or delete any configurations of other users.

=  Guest Account: These types of users do not have the access to any of the files and folders
on the system. These users can only check their e-mails on the system.

The password management in windows proceeds with the authentication of the user trying to
access the system. In other words, all user accounts should be efficiently secured with
passwords.

An organization should have a well-defined and effective password policy that helps in
minimizing the risks of password compromise during authentication. The policies created need
to ensure the availability, confidentiality and integrity of the passwords. Allowing access to only
authorized users and preventing unauthorized access. Several access controls assist in
maintaining the integrity and availahility of passwords, whereas, maintaining the confidentiality
of the passwords always remain a challenge to the organization. Maintaining the confidentiality
of the password includes several security controls and decisions.

= Some of the guidelines for creating strong and complex passwords are:
e Ensure that the password created does not include the user name.

e (Construct it using a combination of uppercase characters, lowercase characters, digits,
special characters.

® Avoid using the password used previously.

e Change the passwords periodically.

® The passwords need to be a minimum of eight characters in length.
e The password should not be a word from a dictionary.

e Always set a length for the passwords.

e Avoid storing the passwords at any location. If you need to store it, do so in an
encrypted form.

e Do notshare the password.
= Best practices for using passwords in a better way are:
e Train users on the best ways to protect the passwords.
e Make them aware of the various forms of attacks on passwords.
e Use encryption techniques in order to securely store the password.

e Properly define the password security policies followed throughout the organization.
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Disabling Unnecessary User
Accounts e et

CIND

1. Go to Control Panel = User Accounts = Manage Accounts

2. Turn Off The Guest Account, if it is ON

3. The guest account users can make unauthenticated access to the Internet

2 Msnage Accourts |;|£-_|

- = | S Contiod Pared Beies o LSS ACo0unds b LS Sl
Crnnce he user pou woukd bike o change

Amiiniskrator | I
Lposd &ipomynt e 14
Acdrurarikar Guert scoount o off

Oy pronesing
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Administrators should disable unwanted accounts by deactivating them. Deleting a user
account is entirely different from disabling an account. Disabled user accounts can be restored,

whereas deleted user accounts cannot be restored. Here are the steps for disabling a user
account in Windows:

= Goto Control Panel and press Enter
= Select the option Administrative Tools
= (Click on Local Security Policy

= (lick on Local Policies option on the left side of the pane and click on Security Options

under it. Find the option ‘User Account Control’ from the list of options in the results
pane. Disable the user account option
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File Action View Help

o O XE= H=

a Security Settings
b [ Account Policies
4 [ g Local Policies
b [Cg Audit Palicy
b g User Rights Assignment
b g Security Dptians
] Windows Firewall with Advanced Sec
[T Metwaork List Manager Policies
[ Public Key Policies
P || Sofbesre Restriction Policies
I | Application Control Policies
I -ﬂ IP Security Policies on Local Compute
b || Advanced Audit Policy Configuration

.

Policy
5y Bocounts: Administrator account stabus

11 Accounts: Block Microsoft accounts

Vi Accounts: Guest acoount status

£ Accounts: Limit local account use of blank passwards to 0.
1. Accounts: Rename administrator account

U Bccounts: Rename guest account

2 Audit: Audit the access of global system objects

E:_ BAudit: Audit the use of Backup and Restore pronlege

L Audit: Force audit policy subcategory settings (W ndows Vs,
£ Audit: Shut down system immediately if unable to log secur...
1y DCOM: Machine Access Restrictions in Securty Descrnptor ...

Ly DCOME Machine Launch Restrictions in Security Descriptor ...
£ Devices Allow undock without having to log on

1 Devices: Allowed o format and eject removable media

1 Devices: Prevent users from installing printer drivers

2 Devices: Restrict CO-ROM access to lecally logged-on user ..
E_ Devices: Restrict floppy access bo locally logged-on wser only
1 Domain controllen Allow server operators to schedule tasks

Sy Domain controller, LDAP server signing requirements

1 Domain controller: Refuss machine account passwrord chan..

1y Domain memben Digitally encrypt o sign secure channel d...
£ lomain member: Digitally encrypt secure channel data (...

1 Domain member: Digitally sign secure channel data [when ...

Security Setting
Enzblzd
fot Defined
Disabled
Enzblzd
Administrator
Guest
Disabled
Disabled
Mot Definzd
Disabled
Pot Defined
Mot Definzd
Enzblzd
fot Defined
Enabled
Mot Defined
Mot Defined
Mot Definzd
Mot Defined
fot Defined
Enzbled
Enzblzd
Enzbl=d

FIGURE 6.3: Disabling Unwanted Accounts

1. Goto Control Panel = User Accounts = Manage Accounts

An alternative method for the above mentioned step is as follows:

2. Turn Off the Guest Account if it is On

ﬂﬂ All Control Panel lkems » User Accounts # Manage Sccounts

Learch Control Pane

Choose the user you would like to change

Administrator
Local Acoount
Adminictrator

Password protected

fdd a user account
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Guest
Guest account is off

FIGURE 6.4 Managing Accounts
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Configuring User Authentication

1 J Change names and passwords for default accounts

2 \ Disable inactive accounts
A

3 J Assign rights to groups not individual users

4J Don't permit shared accounts, if possible

5 J Enforce an appropriate strong password policy

Copyright © by FG-Gouneil All Rights Reserved. Reproduction is Strictly Prohibited.

Authentication validates and identifies the users accessing the application. It defines whether
the user trying to access the system has user permissions to access and to perform actions.

= Change names and passwords for default accounts: Systems which have multiple
accounts should maintain different usernames and passwords.

= Disable inactive accounts: If an employee leaves the company it is the role of the
administrator to disable/delete all the accounts of the employee. Timely action can save
the resources of the system from intrusion.

= Assign rights to groups not individual users: Administrators should deploy and implement
group policy in the organization. Group policies allow the administrators to assign rights
to specific users. Implementation of group policies makes it easy for administrators to
monitor the user activities.

= Do not permit shared accounts: Avoid shared accounts in a network. Accounts shared by
users act as an open invitation to intruders.

= Enforce appropriate strong password policy: Administrators should encourage users to
create strong passwords for their accounts. Easy passwords are more vulnerable to
threats.
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Patch Management

Patch Management ensures appropriate and Patches are the small programs which apply a
updated patches are installed on the system fix to a specific type of vulnerability

It involves applying patches, Service Packs Service Packs can fix vulnerabilities along with
and/or upgrading Windows to a newer version some functionality improvements

Use Patch Management tools to identify the Version upgrades fix vulnerabilities and come
missing patches and install them on the system with improved security features

- Patch Management Activities:
a Choosing, verifying, testing and applying patches
2 Updating previous version of patches to current ones
2 Recording repositories or depots of patches for easy selection

2  Assigning and deploying applied patches

Copyright © by FG-Gouneil All Rights Reserved. Reproduction is Strictly Prohibited.

Patch management is an integral part of OS security. Patch management enhances the security
of the system with regular updates. In an IT infrastructure, patch management needs to be
efficient in order to maintain the security of the system. Patch management involves applying
patches, service packs or upgrading the OS to a newer version. Patch management facilitates a
consistent configured environment that is secure against the vulnerabilities and threats on an

operating system.
=  Patch Management Process:

o Detect: Install tools that can automatically detect updates and initiate the patch
management process.

® Assess: Identify the severity of the vulnerabilities and the amount of patch required to
remove the error.

® Acquire: Take the patch for testing if proper security measures are not taken for the
detected vulnerabhilities.

e Test: Conduct a patch on a test system.
e Deploy: Deployment of all the patches to other systems.

* Maintain: Maintain all other systems by sending notifications regarding the detected
vulnerabilities.
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* The patch management process can be implemented in two ways on the user machines:

Distribute a written process among the employees that can be implemented on their
host machines.

Implement an auto patch management system that allows the administrators to
control the deployment of the patches on host machines.

=  Patch Management Processes:

Written Process: In this process, the organization trusts their employees by allowing
them to install patches and keep their system updated. In such scenarios,

organizations randomly check the systems of the users to make sure, if employees
adhere to the patch management policy. However, following this process in an

organization is not safe and can easily expose the IT infrastructure to intrusions.

Automated Process: Automated process is more reliable in terms of keeping the
security of the organization. Once the vendors release the security updates, it
becomes the responsibility of the administrators to apply those patches in time. These
updates can fix the security vulnerabhilities of the system that may occur in the systems
or in the network. Installation of security patches reduces the risk of data loss.

= Patch Management Principles:

Every patch management strategy should have a service pack.

Product lifecycle can be a key element in the patch management strategy.
Perform risk assessment.

Use mitigating factors for determining applicability and priority.

Use only workarounds for deployment.

Use only methods available for the detection and deployment.

Administrators should be aware of the security requirements of their organization and ensure
that patch management is based on those requirements. They can also inform other users
regarding the security patch and updates. Several scheduling and prioritizing is required in
performing patch management in windows. Every patch management needs to have a patch
cycle that provides a standard application for the patches and updates.
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Configuring an Update Method

CND

for Installing Patches e et

A A\ = E—— = Lo

1. Go to Start = Control Panel = Y o T e g e ra r————
System and click Windows
Updates and select option
Install update automatically

Chaose your Windows Uipdate settings

Whan yeur PC i onlire, Windews can sutomstically check forimportant upditas and ksl tham usng thaes
seftinegs, Wilemn new upishs gre vslshle, you can B0 chaose b ingial them when you shit dawn your PO

mpzriant usdstan

2. You can also use a third-party W7 (1ot ot sanmaicaty pecommended) 7]
Windows update tool for
remote-desktop patch N
management it i

Upsdgies adll be mpinmesticalby downlosded in the background sden soar PO B-nok on & reshened
Imlnrmet conrechon

o] ke res recoenvended o ishe thie same sy | IECerss mpariant updies

Advantages of automated patching

= You can force updates to install by

Kicroactt Updain

o] e res upridsbes Tor other PBbcra st prod ucts vhesn | updaie Windoes

il Rtz Wiredoews Wpdaie migivt updaie sl saiomatbcally Test when checking Tor sibey upostes, Resd i
specific date Py strtumnt srins.
2 Computers not on the Internet can
receive updates
2 Users cannot disable or circumvent
updates | Ok | [ Concd |
. J
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The Windows OS provides users the option of automated updates. Turning on the windows
automatic updates in the control panel enables Windows to download and install all the
updates. The process can take place automatically without much interaction from the user.
However, the user must respond on time to the alerts that occur during the update process.
Missing out on any alert can actually stop any important updates.

= Windows Update Requirements:
e Windows 8: Update to Windows 8.1 or Windows 10.

e Windows 7: The device should include service pack 1 in order to receive security fixes
through windows update.

The user must ensure there is enough disk space available before performing a Windows
update. Windows can configure updates properly if around ten percent of the system partition
capacity is free.

There are situations wherein the automatic windows update is turned off for a very long time.
Here, the user needs to perform an anti-virus scan before even applying the updates. The
scanning can ensure that no malware is present in the system.
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Accessing Windows Update Configuration
= Windows 10:
® QOpen Start Menu
e Type Advanced or Update in the search box
e (lick Advanced Windows Update options under settings category
At times, the window for Advanced Windows Update option might open and close immediately.
The user needs to repeat the same process until the window opens properly.
Settings
Advanced Windows Update options
£9¢ Themes and rzlated settings

E4  Configure advanced user profile
properties

Apps

W Windows Firewall with Advanced
Security

Web

£ advanced

ONN 5T My stuff 2 Web

advanced|

FIGURE 6.5: Advanced Windows Update options in Windows 10
= Windows 8:
® QOpen Start Menu
® Type Advanced or Update in the search box

e (lick on Optional Updates

In Windows 8, the user may find another option Windows Update. This update option does not
provide any configuration option and hence the users must be careful while selecting the
option for update in Windows 8

= Windows 8.1
* QOpen Start Menu

* Type Advanced or Update in the search box
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e (lick on Windows Updates

Search

Setlings

u:datel b o

wWindows Update settings
Search X

]
bdate Settings - -
up date LR Choose whether to automaticaly

nstall Windows updates
upd &tel

ﬂ Update device drmwe
=i View your update history for

ADDS g Windows
. =]
Install optional upd: !

(72

k Cattings Windows Update
view update history ﬂ j ke

FIGURE 6.6: Windows Update option in Windows 8 and 8.1
* Windows 7:
® Open Start Menu

e Type Update in the search box
* (lick Windows Update

Programs (1)

; | Windows Update

¥,

e [x B my
CQJ' Delivers cofbware updates and drivers, and provides automatic updating

OpCics

*Check for updates
-4 View installed updates
= Device Manager
?" Wiew recent messages about your computer
¥ Review your computer's status and resobve issues
¥ View reliabil ity history
IF"" Fx problemns with your computer
¥ View recommended actions to keep Windows running smoothly
¥ Check security stabus
‘:’Chnn:ua how te check for solutions
P view message archive
®=5 Change device instaliation settings

= Tumn automatic updating en or off

- See more results

| update « | | Shut down | » |

{-\."F—\-H\.:'-

fyee .| O

FIGURE 6.7: Windows Update option in Windows 7
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Enabling and Scheduling Windows Update

Windows may release the updates, service packs, fixes after the scheduled date. Windows
checks for all updates the next time the user turns on the computer and connects to the
network. The recommended update settings for Windows 10 are as follows:

= |In Windows 10, the configuration updates are available in Modern Ul/ Metro style
settings app. The user can actually schedule the restart after Windows update in the
Choose how updates are installed screen. There are two options in the drop-down —
Automatic (Recommended) and Notify to schedule restart. Clicking on Notify to schedule
restart allows the user to know if there is a need for a reboot or restart of the device

& Settings o O o

ADVANCED OPTIONS

Choose how updates are installed

Auromatic (recommended]

Motify to schedule restart [:}

I'..I:I:l_r E'I'Elr Lrm IH ILIIIIIIIH JIIILJIJIhIF- WE'I" rE_;:-tart }"DUT dEl".H:E
automatically when you're not using it. Updates won't download over a |
metered connection (where charges may apply).

FIGURE 6.8: Selecting the method of installing updates (Step 1)

= Select the check box for the option Give me updates for other Microsoft products when |
update Windows. This provides updates to Microsoft products

» Make sure the users do not select the option Defer Updates as it postpones large feature

upgrades

— Saktlings — O Tl

FC3  ADVANCED OPTIONS
Choose how updates are installed

Automatic recommended]

Keep everything running smoothly. We'll restart your device sutomatically when you're not using it, Updates
won't download over a metered cannection (where charges may applhyl

D Give rwe updatas for other MIcrosoft products when | uegate Windows,

[[] Defer upgrades

Lesarr rrang
Wiew your update history
Choose how updates are delisered
Mote: Windows Update might update itself automatically first when checking for other updates.
Privacy settings
FIGURE 6.9: Options to select for Automatic (recommended) update installation (Step 2)
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* The user can now click on Choose how updates are delivered

" Give me updates for other Microsoft products when | update
Windows.

Defer upgrades

Cr"@:}se how updates are delivered

FIGURE 6.10: Selecting the option for when to receive updates (Step 3)

=  Updates from more than one place allows applying the same updates to many Windows
10 devices

=  The slider option can be turned off if there is only one Windows 10 device

= |fthere are several Windows 10 devices, turn the slider on and enable the option Updates
from more than one place

= Select the option PC’s on my local network

=  Make sure the users do not select the option PC's on my local network and PC’s on the
internet. This option can allow attackers to achieve a connection to the device

CHOOSE HOW UPDATES ARE DELIVERED

Updates from more than one place

Download Windows updates and apps from other PCs in addiion
to Microsoft. This can help speed up app and update downloads.

When this is turned on, your PC may also send parts of previously
downloaded Windows updates and apps to PCs on your local
network, or PCs on the Internet, depending on what's selected
below.

L=

Ly ©On

Get updates from Microsoft, and get updates from and send
updates to

@) PCs on my local network

.
5

O PCs on my local network, and PCs on the Intermet

FIGURE 6.11: Selecting the option to install updates for more than one Windows 10 machine (Step 4)
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* The recommended update settings for Windows 8, 8.1 and 7

® QOpen Start Menu

* Type Advanced or Update in the search box

® (lick on Windows Updates

e (lick on Change settings option

e Select the default option to Install updates automatically (recommended)
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T

Windows Lpdate - oiEN

(&) = 4 W » ContrzlPenel » Al Comtrod Panelltems ¢ Windows Update w | Saarch Conkral Panel 0

Cartral Parnel Herre

Check for updates

Windows Update

Change settings

Wiew update histary
Festore hidden upda

S aled

Installed Updates

r. i You're s=t to automatically install updates
tes 12 eptional updates are avalable

Mast recent check for updates:  Today ae %l AM
Updates wans inckalled: Today at &02 AR,
You receive updeies: For Windows ard other producks from Microsoft Update

FIGURE 6.12: Change settings option

ity

) - 1 W

Change settings — =

« All Comtrol Panel Bems ¢ W¥indows Updste + Change settirgs w

[
ta
g
s
-
I
k-

Choose your Windows Update settings

When your PC is online, ‘Windows can automaticaly dheck for impertant updates and mstall them using these
settings. When new updates are availabbe, you can ako choose to install them when you shuk dossn pour PC.

mporiant updeles

ﬂ Instell upcstes aubomatically [recommenchecd) W

Lpdates will be automatically downloaded in the background when your PCis not on a metered
Fitairsl cormaetion.

Updtes w1l be suto matscaly wistalled dunng the raetenance wEdow.

Fecommended updetes

¥ Giee ez recommnended updetes the same wey | receive imgofant updates

Microseft Updats
[ Grwe mee updates For other Bicrasoft products when | uodate Windoes

Pdorie: Windowe Updabe might updete ikself automatically first when chedkong for ckher updetes, Read our

Erriacy statemet cnling,

aK Cancs

FIGURE 6.13: Install updates automatically (recommended)
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e Make sure that the options: Give me recommended updates the same way | receive
important updates and Allow all users to install updates on this computer are
enabled

e |n Windows 7, the user gets an option to schedule the installation of new updates

Choose how Windows can install updates

When your computer is online, Windows can automatically check for important updates and install them
using these settings. When new updates are available, you can also install them before shutting down the
computer,

How does autematic updating help me?

Important updates

L@.I |Ir15ta|| updates automatically (recommended) =
L

Install new updates: | Every day v| at |3:EIEI o

Recommended updates

|| Give me recommended updates the same way I receive important updates
Who can install updates

V] Allow all users to install updates on this computer

Mote: Windows Update might update itself autornatically first when checking for other updates. Read our
privacy staterment online.

FIGURE 6.14: Scheduling the installation for new updates in Windows 7

e |n Windows 8 and 8.1, Click on the link: Updates will be automatically installed during
the maintenance window

Choose your Windows Update settings

When your PC iz enline, Windows can autematically check for important updates and install them using these
settings. When new updates are available, you can also chooss to install them when you shut down your PC,

Impertant updates

I.g.l | Install updates automatically (recernmended) b

Updates will be automatically downloaded in the background when your PC is not on a metered
Internet connection,

e atar el = ariFrrnatiealhe rmetzlilad Airrrmm e i arRter TR e aE e e s
SJEOdies Wi De aUtCmatiCal INSCatied QUrirg n N3INLENSNCE L Y

Recornmended updat

Give me recommended updates the same way | receive important updates

Microsoft Update
|+| Give me updates for other Microsoft products when | update Windows

Mote: Windows Update might update itself automatically first when checking for other updates. Read our
privacy stat=ment cnline.

FIGURE 6.15: Automatic Update Installation for Windows 8 and 8.1
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® The Automatic Maintenance window opens

Automatic Maintenance

Windows automatically runs scheduled maintenance on a daily schedule when you're not using your
computer.

This includes tasks such as software updates, security scanning, and system diagnostics. This maintenance
will run daily if you aren't using your computer at the time you've chosen. If your computer is in use at the
scheduled time or maintenance is behind schedule, Automatic Maintenance will run the next time the
computer 1s not being used.

Automatic Maintenance

Run maintenance tasks daily at = 3:00 AM v

| Allow scheduled maintenance to wake up my computer at the scheduled time

FIGURE 6.16: Scheduling the time in Automatic Maintenance for Windows 8 and 8.1

® The user can set the time for daily schedule

Administrators can also use various third party tools such as ManageEngine’s Desktop Central

to install or uninstall patches/service packs from a central location.

You can click on Install Patch and select the OS that you wanted to deploy patches/service
packs to.

Steps to remotely install and uninstall patches for Windows using Desktop
Central

Source: https://www.manageengine.com

1. Click Patch Management
2. Under Deployment select Install/uninstall Patch
3. Choose the operating system as Windows and then create a configuration that needs to
be deployed
4. Provide a name and a description for the Install/uninstall Patches Configuration
5. Define Configuration and Specify the Add the Patches, operation type, Scheduler Settings,
Deployment Settings, etc. as Install to install the patches/service packs
6. Define Target
= You can deploy the configuration to any of the following:
e Site - to deploy the configuration to all the users/computers of that site.
e Domain - to deploy the configuration to all the users/computers of that domain.
e Organizational Unit - to deploy the configuration to all the users/computers of that
Ou.
® Group - to deploy the configuration to all the users/computers of that Group.
* User/Computer - to deploy the configuration to the specified users/computers.
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® |P Addresses - to deploy the configuration to the specified IP Addresses. You can also
specify a range of IP Addresses to deploy a configuration by selecting the IP Range
option and specifying the starting and ending IP. This option is available only for the
computer configurations.

e Custom Group- to deploy the configuration to all the users/computers of the
selected Custom Group.

7. Click the Deploy button to deploy the defined Install Patches Configuration in the
defined targets
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Patch Mlanagement Tools

:_"'” BatchPatch '_;F" Landesk Patch Manager
1 https://batchpatch.com = h_ hitp:/fwww. landesk.com
M8 Desktop Central E[LU Shavlik Patch
!m! https://www.manageengine.com E http:/Swww. shaviikcom

I SolarWinds - Patch Manager ek ') Kaseya
LTS http://www.sokarwinds.com C[ﬁ‘— hitp:/fwww. kaseyocom
: GFl LanGuard A ' LabTech’s App-Care
g’& http:/ www.gficom L L hitp:/Swww.labtechsoftware.com
i " . A
Altiris Patch Management Solution o] = Lumension
e https:/www.symantec.com ﬁj-' https:/fwww.lumension.com
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BatchPatch

Source: https://batchpatch.com

BatchPatch is Windows Update & WSUS Patch Management Software used to remotely initiate
Windows Update, WSUS, software deployments, and reboots on many computers.

Desktop Central

Source: https://www.manhageengine.com

Desktop Central is patch management tool used to install/uninstall patches and service packs
for Windows operating systems from a central location. It not only manages patch deployment,
but also scans for network vulnerabilities, identifies missing security patches and hotfixes,
applies them immediately and mitigates risk.

SolarWinds - Patch Manager

Source: http://www.solarwinds.com

SolarWinds Patch Manager makes it easy to perform third party patch management across tens
of thousands of servers and workstations and enables you to leverage and extend the
capabilities of Microsoft WSUS or SCCM to report, deploy, and manage third-party patches as
well as Microsoft patches.
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GFl LanGuard

Source: http://www.qgfi.com

GFl LanGuard patches Microsoft, Mac OS X, Linux and more than 60 third-party applications,
and deploys both security and non-security patches. GFI LanGuard scans your operating
systems, virtual environments and installed applications through vulnerability check databases.

Altiris Patch Management Solution

Source: https://www.symantec.com

Altiris Patch Management Solution allows you to proactively manage patches and software
updates by automating the collection, analysis, and delivery of patches across your enterprise.

Landesk Patch Manager

Source: http://www.landesk.com

LANDESK Patch Manager evaluates, tests, and applies patches across the enterprise easily and
automatically to drastically simplify your efforts. It maintains patches for Microsoft Windows
and other vital operating systems by downloading patches automatically and streamlining
patch testing and deployment.

Shavlik Patch

Source: http://www.shavlik.com

With Shavlik Patch you leverage a single Configuration Manager workflow for publishing
updates for both Microsoft and non-Microsoft products.

Kaseya

Source: http://www.kaseyva.com

Kaseya provides the tools and infrastructure to enforce policies and to easily address the
complexities of software and security patch deployment and simultaneously deploys all
required patches across machines.

LabTech’s App-Care

Source: http://www.labtechsoftware.com

The App-Care patch management solution extends LabTech’s Microsoft update patching to
third party applications with seamless integration to close security holes and guard against
attacks. It automatically downloads third party patches from the manufacturer and pushes
them to computers automatically to close security gaps in third party applications.

Lumension

Source: https://www.lumension.com

Lumension patch management software helps IT professionals uncover security vulnerahilities
and deploy security patches across an entire network to eliminate them. This patch
management software can be used on Windows, Mac OS X, UNIX and Linux platforms as well as
third-party applications and infrastructure devices.
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Go to Control Panel <
Administrative Tools = Services

Disable the following service on
any machine other than a server

IS

FTP

SQL Server
Proxy services
Telnet

Universal Plug And Play onany
machine

Exam 312-38

Disabling Unused System ¢/ND
Services

LEFTFIEE Retwnk Dikmdo

=

Fik  Aepi  Veba Mg
= | Al Hem e w0k

S Saniees Local)
fiapie aluna Hred Felges tenase = [iewriphass  Siphis Swtup Tepe e O iis
| o el (A 5 Fro=:cian T Felerem | Ll i
kg 1he-servce EACHRE Wi e, ABBDa A0T0. . PR ST Ll yEre
Filudd bhd i _a )
Smvin: tiam merwic s L Id:|lv'h:.:r Updsiz .  Thoerece - Felareul .q.ilin:h..
| =k Cpr 5 ddobe Yo Pibornag| Ll Sareni
e El Chtn gt e Felarenal Latal Syxin
Dt A E Expebiog 0k Fiiaiii 4 Polpimid | [T, il st
Frow g dadrman streersd smwes bor
| U5 b omep e c prd pporshon B ofony
il i poler sl it Fimd @t atrpe oty [iterreecs g
| mxappira. F thicssics B dopped, a8 ot Feeliimsns. Funsi p | Jyxin
cardgurabon halory aadlzding sabran Lyey Getmweny . Frosden re L 1 iarve

&
| :‘:\;_;:?';';ﬁﬁ::'{ﬂ_ atii i Wiy e Froo i i Frrr |yt

| ‘Ciaeirall [ niw e well miwork Leplryrrend Zermee .. Prowdes el . Erslad 1Zyie
BT i St roie [ JTEEE ki
yeurclivtelbgerd Tan. Transfea . Funai e " lityate
sewnd Togios Wfeppina . Windowtin. Funsj Fafrazh 1Tyt
e Lrgme Pl Fumel I'grren
= b 11 - ik S
iz Fropegabon T = Halp 1"yl
o HEL o the wib e M &
) ol Flrem| [Tage.  Laral
Fomrd Spillern sk s e i Bl e e Lo al ferromer

Copyright © by FG-Gouneil All Rights Reserved. Reproduction is Strictly Prohibited.

Unnecessary services run in the background on the systems the user is not aware of. Leaving
these services enabled can give a path to the attacker to compromise the system as some of
them can be vulnerable to different types of attacks. Administrators can find unnecessary
services running on the system based on an organization policy. The policy statement may
include lists of necessary services that should be allowed to run on the system and unnecessary
services that should be not allowed to run. An administrator can create, pause, stop and restart
a service as per the system and user requirement. On the user machine, administrators can
disable a service which is not required. Disabling unnecessary services is important as it reduces
the chances of system exploitation. Services like IIS, FTP, SQL Server, Proxy services and Telnet
are usually not required by the users. Administrator privileges are required to enable and

disable services on a particular host.
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Set Appropriate Local Security
Policy Settings

CIND

Cortficd | Wetwak Detomder

Check if security policies are set based on the policies designed for your local network
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Administrative Tools = Local
Security Policy

Description
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Local policy settings allow enforcing many systems, users, and security related settings in
Microsoft Windows. These policy settings include Password Policy, Audit Policy, and User
Permissions. There are default policy settings available; however, the administrator needs to

configure more policies in order to confirm security. An administrator should define and set the
policies as per organization's security policies.

Steps for configuring the Local Policy Settings for the computer:
1. Goto Control Panel
2. Click Administrative Tools -> Local Security Policy
3. Inthe security settings, perform one of the following actions:
a. Click Account Policies in order to edit password policy and Account lockout policy

b. Click Local Policies in order to edit Audit policy, User rights assignment and security
options

4. Double —click on the policies in order to modify or edit the policies

5. Click OK after performing the desired action

Every organization should enforce their employees to change the password after a specified
time of interval. This urges the need for employing certain policies that outline the
requirements for setting a password. The changes in password policy affect only the local
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computer. However, the configuration of the policies depends on the policies for each
organization.

For instance, an organization can edit or configure the local password policies as follows:
= (Click on Account Policies = Password Policy in the left pane

=  Double click on Enforce password history in the right pane

N Local Security Policy - O
File Acbon VYiew Helg

o HFXK= B

= Security Settings S
: = 5 Enfarce password histary l
(-4 Maxirium password age

T o I e B A 1

_J:-I Pinirnumn passweond age
i Minimurn password length
A Password must meet complesity requirements

d Local Policies
» [ Windows Firswall with Sdwvanced Secunty

| Metwaork List Manager Polioizs :
» [ Public Key Policies 1 Store passwords using reversible encryption

— m__ |

_| Software Restnction Policies
» || Application Control Policies
,E. IF Security Policies on Local Computer
» |1 Advanced Audit Policy Configuration

FIGURE 6.17: Enforcing Password Policy

=  Maximum password age: Determines the time period for using a password. Default value
is42.

=  Minimum password age: Determines the minimum number of days the user needs to use
the password.

=  Minimum password length: Determines the length of the passwords. Usually the
minimum value is ‘8",

" Password must meet complexity requirements: Determines the criteria for creating a
password. This option is enabled and includes upper and lower case letters, numbers and
special characters.

= Store passwords using reversible encryption: Always “Disabled”, as it allows the attacker
to crack the password easily.
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Configuring Windows Firewall

Go to Control Panel = Windows Firewall and click Turn Windows Firewall on or off
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Configuring Windows Firewall
(Cont’d)

Configuring Inbound and
Outbound rules

J Click Advanced Settings
and configure
inbound/outbound rule
for your firewall
restrictions

Click Monitoring to active
firewall rules, active
Connection security
rules, Security
Associations, etc.
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Windows Firewall is a built-in feature that governs the security of Windows. It helps in
preventing intrusions internally or externally. Windows Firewall has the ability to monitor the
incoming and outgoing traffic. Rules and exceptions in the Windows firewall maintain the logs
of the traffic. Administrators can apply rules and exceptions based on the type of the network
and location of the machine.

Turning the Firewall ON can stop filter communication passing through it. Administrator
privileges are required to turn ON the Windows firewall feature.

=  The following steps define how to turn ON the Firewall:
1. Start - Control Panel - Windows Firewall

2. Click Turn Windows Firewall ON or OFF

Beside traffic filtering and blocking, The Windows firewall also maintains additional information
such as:

1. Windows Firewall state: Informs if the firewall is ON or OFF.

2. Incoming connections: Notifies, the action the firewall will take for incoming
connections.

3. Active private network: Displays the name of the active private network.
4. Notification state: Notifies the action taken by the firewall for applications.

Configuration of Windows Firewall is done through the option Advanced Security. Windows
Firewall with Advanced Security displays the detail functioning of the firewall. It helps in the

implementation of rules and exceptions for the firewall. The snap-in displays the rules and
exceptions for inbound and outbound traffic.

w Windows Firawal with Advanced Securiny | | o
Fi=  Action  Wiew Help
e 2w & B
Imizzund Rules -
MHarrem Group Prchila Enablad Ackion |~ | |ribscidand Foules -
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FIGURE 6.18: Setting Inbound and Outbound Rules in Windows Firewall
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Inbound Rules: They apply to traffic that is coming from the network or the Internet to
your Windows computer or device. For example, if you are downloading a file through
BitTorrent, the download of that file is filtered through an inbound rule.

Outbound Rules: These rules apply to traffic that is originating from your computer and
going to the network and the Internet. For example, your request to load a website in

your web browser, that is outbound traffic and is filtered through an outbound rule.

Connection security rules: Less common rules that are used to secure the traffic between
two specific computers while it crosses the network. This type of rule is used in very
controlled environments with special security requirements. Unlike inbound and
outhound rules which are applied only to your computer or device, connection security
rules require both computers involved in the communication to have the same rules
applied.

All the rules can be configured so that they are specific to certain computers, user accounts,
programs, apps, services, ports, protocols, or network adapters. You can display the rules of a

certain type by selecting the appropriate category in the column on the left.

Creating an Inbound/Outbound Rule:

Go to Outbound Rule = In the Actions pane, click New Rule
Select the Type of Rule you want to create - Next

Type the pathname of the program - Next

Select the Action you want to take - Next

Select the Network Location for implementing the rule - Next

Enter the Name of the rule and Description if necessary = Finish

e LI S I

The new rule created, will appear in the Actions pane

Module 06 Page 462 Certified Network Defender Copyright © by EG-Gouncil

All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Network Defender Exam 312-38
Host Security

Install Antivirus Software | CIND

(gl ] Rerank Ditindo

J Install up-to-date antivirus software to protect your system from virus infections
J  You can either use built-in antivirus or third-party antivirus software

J  Built-in Antivirus for Windows 10 /Windows 8 - Windows Defender

il Windows Defender

Settings

Yaur PC iz being rionitored and protectsd. Scan options
J i‘: Quiick

- U Full

Custom

& Feal-times protection: O
SR M

& Virus and CEIvaArE definiors: Ui to date
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Keeping the system away from virus infections is an important task for host security. Securing
the system from viruses is the utmost need of the administrators and the users working on the
system. By installing updated antivirus software, you can keep your system from virus infected
files, system crash, unwanted pop-ups and damage to the operating system caused by a
malware infection. Administrators can also use various third party antivirus solutions for better

protection.

Windows has a built-in antivirus solution called Windows Defender to protect the system from
virus infection. Windows Defender runs in the background and notifies you when you need to
take specific action. However, you can use it anytime to scan for malware if your computer isn't
working properly or if you clicked a suspicious link online or in an email message.

Windows Defender is malware protection software used in order to detect and mitigate viruses
and other malicious programs.

Windows defender scans process:
1. Search for Windows Defender in the search bar
2. Open windows defender

3. Select the Type of Scan of choice:

. Quick scan: Scans only those areas of the computer, wherein those areas are more
prone to virus attacks.
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. Full Scan: Scans all files and folders present in the system. This process may be a
time consuming process.

lIl.  Custom Scan: Scans only those files or folders as provided by the user.

4. Click Secan Now

%5 Windows Defender _

PC status: Protected

Your PCis being monitored and protected. Scan options:
J (®) Quick
-— (I Full
() Custom
#® Real-time protection: On
Scan now

® Viruz and spyware definitions:  Up to date

FIGURE 6.19: Windows Defender
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Third-party Antivirus Software

i
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Symantec Norton Securit )
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% McAfee & GData
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e - porira fi b= Trend Micro’s Maximum
o | 2
: 11 Security
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Below is the list of some third-party antivirus software which can be used to protect you host
from malware infections.

AVG Antivirus

Source: http://free.avg.com

AVG Antivirus helps stop, remove and prevent the spreading of viruses, worms, and Trojans. It
protects you from malware on your PC and helps stop anything that’s infected.

Symantec Norton Security with Backup

Source: https://in.norton.com

Norton Security Scan to determine if your system has been infected with viruses, malware,
spyware, or other threats. It checks for suspicious or dangerous cookies and remove those that
raise a concern.

Avast Pro Antivirus

Source: htips://www.avast.com

Avast Pro Antivirus scans for all the files being downloaded through torrents, servers or flash
drive. The files are first tested before being saved in the system. The software has the feature
of securing the DNS settings, preventing from hijacking of DNS, fake-password attacks etc. The
anti-virus pre-determines the malicious packet/data travelling towards the user’s router device
or network and dumps it, before exploitation.
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McAfee

Source: http://home.mcafee.com

McAfee antivirus software tool scans the core components of the system and maintains it up-
to-date. The software timely installs the updates in the background without affecting the
productivity of the system. The tool has the feature to diagnose malware, worms or Trojans
hiding in the backend of the processes and modules. McAfee has the feature to maintain
schedule scans on the host machine.

Avira

Source: http://www.avira.com

Avira antivirus tool protects the system from viruses, worms and Trojans. It scans unknown files
in real time for malware and exploits, blocks harmful websites before they load and
identifies potentially unwanted applications hidden within legitimate software.

Quick Heal

Source: http://www.quickheal.co.in

Quick Heal is antivirus software used to protect your system from viruses, worms, Trojans,
spyware and other such threats.

Kaspersky

Source: hitp://www.kaspersky.com

Kaspersky antivirus delivers essential protection against all types of malware. It safeguards you
from the latest viruses, spyware, worms and more.

Panda

Source: http://www.pandasecurity.com

Panda provides real-time protection against the latest release malware. It protects PC, Mac or
Android device against all types of threats.

GData

Source: https://www.gdatasoftware.com

GData has the feature of proactively detecting the malware from the system. It scans SSL
encrypted emails for malicious attachments and suspicious content.

Trend Micro’s Maximum Security

Source: http://www.trendmicro.com

Trend Micro’s Maximum Security helps you to prevent identity theft by blocking phishing
emails. It scans privacy settings on social media accounts and provides a secure browser for
safe online banking.
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Email Security: AntiSpammers

7y Spamming is an act of sending unsolicited bulk messages

VAAY Use good anti-spam applications to block spammers

Anti-spam applications typically use one or more filtering methods to
identify spam and stop it from reaching a user's inbox
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Email threats have rapidly evolved as one of the major concerns for cyber users. Spamming is
one such threat to email security. Spamming involves sending unsolicited bulk email (UBE), junk
mail, or unsolicited commercial email (UCE) frequently to individual users or group of users.
These email spams typically cost users money out-of-pocket to receive. Spam mail sent via virus
infected networks can install a backdoor that allows the spammer to access the computer and

use it for malicious purposes.

Anti-spam is a method of denying spam e-mails in the user’s e-mail. Generally, antispam
methods scan the computers IP address, e-mail signatures and data. This can minimize users
from receiving spam emails. There are many types of anti-spam systems used together with
many e-mail systems and internet service providers (ISP).

There are various benefits for using e-mail security:

= Provides complete security from any kind of cyber-attacks through e-mail by preventing
unwanted bulk e-mails and viruses.

= |dentify unknown malware and other malicious links in the e-mails.

= Helpsin reacting to the detected spam e-mails.
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Spam Filtering Software
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The below is a list of anti-spammer tools for email security.
MX Guarddog

Source: hitps://www.mxqguarddog.com

MX Guarddog offers complete email security, with no software to install and no changes to
your email clients. The tool protects user emails against, viruses, malware, phishing emails, DoS
attacks etc.

FireEye Email Security

Source: https://www.fireeye.com

FireEye Email Security products detonate and analyze suspicious email attachments and
embedded URLs and block malicious activity to enhance email security. With these capabilities,
organizations can prevent, detect, and respond to email-based cyber-attacks. AV and anti-spam
protection are available to handle casual attacks and nuisance traffic. Customers can select
Email Threat Prevention Cloud (ETP) for a complete, off-premise email security solution with no
hardware or software to install.

Symantec Email Security

Source: https://www.symantec.com

Symantec Email Security effectively blocks unwanted email. It is a cable of blocking spear-
phishing and targeted attack malicious URLs with Real Time Link. It analyzes the email body,
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subject, and headers, as well as text within document attachments, to identify and prevent loss
of confidential data.

SpamFighter

Source: http://www.spamfighter.com

SpamFighter protects all the email accounts on your PC. It protects against phishing, identity
theft, and other email fraud. Blacklist and block emails and domains.

Avast

Source: https://www.avast.com

Avast Internet Security has anti-spam features which allow the so you can stay safe from
phishing and do not have to waste your time with junk emails.

K9

Source: hitp://keir.net

K9 is an email filtering application that works in conjunction with the regular POP3 email
program. It automatically classifies incoming emails as spam (junk email) or non-spam without
the need for maintaining dozens of rules or constant updates to be downloaded. It uses
intelligent statistical analysis that can result in extremely high accuracy over time. K9 is for

standard POP3 email accounts only. It does not support IMAP nor does it support Hotmail, AOL
or any other kind of webmail type systems. It does not natively support SSL or secure

authentication.
Spamihilator

Source: hitp://www.spamihilator.com

Spamihilator works between the email client and the Internet and examines every incoming
message. It filters the spam and non-spam mails. The Spamihilator uses a number of filters in

order to identify spam present on the user network. The program works with almost every
email client, such as Outlook, Mozilla Thunderbird, Eudora, IncrediMail, Pegasus Mail, Phoenix

Mail, Opera, etc.
G-Lock SpamCombat

Source: http://www.qlocksoft.com

SpamCombat removes the spam, virus, and junk emails from the inbox. It eliminates all
unwanted messages at the server level without receiving them with the email client. G-Lock
SpamCombat uses filters like: Complex Filter, Whitelist, Blacklist, HTML Validator, DNSBL filter,
and the Bayesian filter in order to avoid spam in the inbox.

Cyberoam Anti-spam

Source: https://www.cyberoam.com

Cyberoam Anti-Spam solution provides real-time spam protection over SMTP, POP3, IMAP
protocols, protecting organizations from zero-hour threats and blended attacks that involve
spam, malware, botnets, phishing, Trojans.
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AVG Antivirus

Source: http://www.avgcloudcare.net

AVG anti-virus is a cloud-based email security service that delivers comprehensive protection
against spam, viruses, phishing attacks, and other email-borne threats. It performs an
automatic update and identifies the spam before it affects the user’s network.
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Enabling Pop-up Blockers CIND

(gl ] Rerank Ditindo

J Malware may come through unwanted Pop-ups on the site that users are visiting

J Enable Pop-up Blockers feature to prevent unwanted windows from opening

| | omm—— v

|[omm— —— Y Fos———
SER

Go to Control Panel = Internet Options = "’“"’“T':'J:'m' -

Pﬂ\rﬂﬂy’tab - Bocky #ard-party cockosm that &
ALy policy
- Bk ety cookies ok §

rrrrrr

— b wmel o coeviact v aerhoul W
- Pmwirictn ol -party ooakien thak
i bw umed ko coniesct o el Bl

—
pa Mozilla Firefox = ) el

Go to Options = Content and Check Block pop-

Pa [ =" d
| Tuen o Pogrup ke |

i
| Dizable joalbers and axisrsicrs whar InFrivetes Bravl |'
3 Google Chrome e
2 Goto Settings, Click Show advanced settings. — m% -
2 Under "Privacy," click Content settings. - '
2 Under "Pop-ups,” select Do not allow any site to 1
show pop-ups (recommended) or Allow all sites
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Pop-up blocker is a feature that automatically prevents websites from opening windows that
aren't the main browser window. Pop-up blockers allow you to control what happens as you
travel the web and prevent sites from filling your desktop with pop-up windows you do not
want or need. Now all modern browsers have pop-up blockers.

It prevents the unnecessary webpages and their pop-ups to store in the system. Usually, sites
add pop-ups so that users can get extra information about their search. However, it is advisable

to turn on the pop-up blocker, to avoid any intrusion on the system.

Follow the below steps to enable pop-up blocker feature to prevent unwanted windows from
opening:

= Internet Explorer:

1. Click on Start = Control Panel
2. Select Internet Options = Privacy tab
3. Toenable the pop-up blocker, check on the box “turn on pop-up blocker”
4. Click on Settings option, to provide exceptions to the websites
5. Enter the name of the websites in the textbox “Address of website to allow” =2 Allow
6. Select the “Blocking Level” as per the requirement
7. Close = Apply = OK
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General | Security Cormections

Settings
Select a cetting for the Interret zone.
Medium

- Blodks third-party cookies that do not have a compact
privacy policy
- Blodks third-party cookies that save information that can

be uzed to contact you without your explicit consent
- Restricts frst-party cookies that save information that
can be used to contact you without your implict consent

Sites Import

Lacaton

Mever allow websites to request your -
o physical lbcation Clear Sites

Pop-up Elocker

| [] Turn on Pop-up Bladker | Settings
IrPrivate
[w/] Disable toolbars and extensions when IrPrivate Browsing starts

FIGURE 6.20: Enabling Pop-up Blocker in Internet Explorer
» Google Chrome:
1. In Google Chrome, = (Click = Settings
2. Goto Show advanced Settings = Privacy = Content Settings
3. In Pop-ups = Do not allow any site to show pop-ups = Finished

1) 0 seune-connsen, «

= - 'l:.. _' chiroime .-.-'ﬂttings._-‘-: ottt

Conbent Satlings ..

Pap-ups
Ak ol Sies 00 $he PO e ups
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Karuge asceptone .
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alkyw all Sies o TRk our physcal Kcation
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FIGURE 6.21: Pop-ups settings in Google Chrome
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» Mozilla Firefox:

1. In Morzilla Firefox, click = = Options
2. GotoContent =2Check the box “Block pop-up windows”
3. Exceptions tab will allow adding the URL which exclude from pop-up block rule
4, Click OK
— -
- = a7 al 7 reey
E = o @
Genaral Tabs Conbent  Spplicabions Prvacy  Securdy Syne Arhvanced
! Block pop-up windows Exceplions... |
Fants 8 Colors
Default fort: | Times Mew Roman *| Size .1E| - .&n:hruncad...]
Calors,. |
Languages
Choose your preferrad language fior displaying pages Choose.. |
| oK | [ Cancel | | e
FIGURE 6.22: Enabling pop-up windows in Mozilla Firefox
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Windows Logs Review and Audit

Conduct peer log review and audit periodically to J Typical log entries contain following types of
look for any suspicious activity and respond to the information about the events:

security incidents )
= Level: It defines the severity of event. Various

You need to have administrative access privileges types of severity levels are Information,
to conduct a log review and audit Warning, Error, Critical. and component
Event Viewer provides a quick overview of when, £ Keywords: It defines type of event occurred.
where, and how an event occurred Various types of events are AuditFailure,
AuditSuccess, Classic, Correlation Hint, Response

Navigate to Control Panel, go to Administrative Time, SOM, WDI Context and WDI Diag
Tools, and then double-click Event Viewer

2 Date and Time: It defines date of events
Check Windows Event Log for various types of logs occurred
= System log 2 Source: It defines the source of event
= Security logs 2  EwventlD: An unigue event ID is assigned for
8 Setup logs each type of event.

2  Task Category: It defines task categories

2 Application logs

Note: Critical systems require at least a daily log review
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Windows Logs Review and Audit

(Cont’d)

= My——" Conducta Windows Event log review based
e ‘ = S 4= on the Event D, source, date and time of

.....

- m— -
il BAD. 2 e T = Loginin attempts in non office hours
- : 2 Authority change, addition and removal
: e attempts
e &  Account unlocked/password reset
= i i o s EttemptE

Mote:

events and its severity levels

e i— Some log entries for suspicious behavior can
be:

| =
"

|
[

Consecutive login failure attempts

CND Resource Kit contains detailed list of Event 1Ds for corresponding log events.
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Windows Log review and Audit involve monitoring and analyzing the log entries for suspicious
behavior. Administrators find the log review and audit helpful in troubleshooting problems with
Windows and other programs as well as detecting signs of the malicious activities or attempts
such as unauthorized login attempts made on the computer.

All the activities of a user on a Windows computer is recorded and stored in a file called
Windows Event Log. Administrators can view these log entries with the help of Event Viewer.
Event Viewer tracks information in several different logs.

= Event Viewer:

1. Goto Control Panel & Administrative Tools

2. In the Administrative Tools window, double click on Event Viewer

Control Panel » All Control Panel Iterns » Administrative Tools »

MName

Terminal Services
E‘- Component Services
@ Computer Management
f6l Defragment and Optimize Drives
|@ Event Wiewer "
fek iSCH Initiatar
A Local Security Policy
&, ODBC Data Sources (32-bit)
#% ODBC Data Sources (64-bit)

(%) Performance Monitor

Date modified Type
72622 605 PM File folder
712622 622 AM Shortcut
7f26/20M2 619 AM Shortcut
7r2ef20n2 618 AM Shortcut
7/26/2012 6:208M  Shortcut
Aaef 02 B2 AM shortcut
Fr26/20N2 6:19 A0 Shortcut
Ff2n/2002 6:29 AR shortcut
Hn/ 202 Bidd AM shortcut
7/26/2012 617AM  Shortcut

FIGURE 6.23: Event Viewer

= The main screen of the Event Viewer is divided into three parts:

* Navigation Pane: It displays the various types of logs and their related features.
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E Event Wieveer [Lu-:al:ll

4 _op Custom Views
F Adeninistrative Bvents

4 _n Windows Logs
f=| Application
] Security
] Setup
] System
E:l Forwarded Everts

+ IR Applications and Senaces Logs
fi| Harchware Events
k| Imtemet Explaorer
] ey Management Service
- Microsoft
=] Microsoft Office Alets
E ‘Windowes Powershell

ok Subscriptions

FIGURE 6.24: Navigation Pane in Event Viewer
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® Detail Pane: In the detail pane, event entries are listed in chronological order.

Clicking on any event entry will show the event’s detailed information in the bottom half of the

pane.

Each of these events also includes a level which indicates its severity. There are three levels:

1. Information messages: These are shown with icons with an

AL
|

in a white circle, which

depicts the system performed the task successfully.

2. Warning messages: These are shown with a yellow triangular icon, which depicts that
an event occurred which, might create a problem later.

3. Error and critical messages: These are shown with an exclamation mark inside a red

circle, which depicts that a significant problem occurred.

Cverview and Summary

| Cvarview

To view events that have ccourred on your computer, select the apgropriate source,

log or custom view node in the console tree. The Administratiee Events custom wew

Fuent Viewer [Local) I

Last refreshed: 571172015 4:50:36 PM

contains all the administratiee everts, regardliess of source, An aggregate viewr of all o
Summary of Administrabnee Events -
Event Type= Event IO Source Log Laxt hour 24 hours :.

L3 >
Recently Viewed Modes -
Flame [escnphion  Moddied Created .:

£

Log Surnmary

Log Hame Size (Curr...

£

Miod ified

Enabled R=tentior :.
>

FIGURE 6.25: Summary window of an Event

= Action Pane: The action menu items on the right pane include many of the options available
from the main menu bar. This includes saving event entries to a file, opening a saved event

file, exporting or filtering events, etc.
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Actions
Ewent Wiewer [Local)
= Dpen Seved Log...
I Create Custom View.,
Import Custom View...

[ITE_T]

i Refresh

H Her

Cennact to Aneotiher Compater...

FIGURE 6.26: Action Pane in Event Viewer
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Windows Event Logs consists of five types of logs:

1.
2.

Application Log: It stores logs of applications installed on the computer.

Security Log: It stores information related to login attempts, user account privileges,
etc.

Setup Log: It stores the information captured during the time of OS installation.
System Log: It stores the information of the messages sent by the OS.

Forwarded Events: Other host machines in the network send these events when the
local machine is acting as a central domain for them.

Each event in a log contains the following information:

Date: The date of the occurrence of the event.

Time: The time of the occurrence of the event.

User: The name of the user logged in at the time of the occurrence of the event.
Computer: Name of the computer.

Event ID: The identification number that states the event type.

Source: The source for the occurrence of the event.

Type: The type of event occurred.

Level: Represents the severity of the events. The different levels are as follows:

o Information: Informs regarding the change in the application.

o  Warning: Informs that an issue occurred can impact the services of the system.
o Error: Informs that an error has occurred.

o Critical: Informs that an error that occurred in the application cannot be rectified.
Keywords: Used to search for events.

Log: The name of the log where the event was created.

In an organization, an administrator should have the practice of monitoring and auditing the log
files. Example of some of the suspicious activities on the computer may include:

Log entries for suspicious behavior can be:

Consecutive login failure attempts.
Login in attempts in non-office hours.
Authority change, addition and removal attempts.

Account unlocked/password reset attempts.
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Configuring Host-based IDS/IPS | C/ND

(gl ] Rerank Ditindo

all and configure a Host-based IDS/IPS solution to detect intrusion attempts on
1gle host system

It can detect intrusion attempts such as system compromise, r
malicious processes and modifications of critical configuration files :
as registry settings, /etc/passwd, etc.

on the system configuration and application

It is an effective solution for detecting computer misuse from trusted
insiders
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The host-based IDS analyzes and identifies the presence of any malicious activity in a computer
system on which the IDS works. It analyzes all the parts of the computer system, especially the
resources used by each application, the current state of the system, the storage information
that includes RAM, log files, file system, and checks for any changes in the application.

The host-based IDS detects for:
= System compromise.
=  Unwanted or unused applications.
=  Any kind of modification in the critical configuration files like registry settings.
= Malware.
= Rootkits.
= Rogue processes.
=  Anyimportant services that paused in between.
=  User access to systems and applications.

The host-based IDS analyze the internal and external of a computer system and checks whether
all applications and programs in the computing system follow the security policies. The host-
based IDS can work in combination with NIDS, which means that host-based IDS can detect any
malfunction missed by network-based IDS. The administrator can compare the analysis done by
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host-based IDS and network-based IDS in order to confirm the presence of any changes in the
system performed by the intruders.

However, the network administrator should consider implementing both network-based IDS
and host-based IDS to secure their network.

Certain differences between the NIDS and HIDS are:

Difference Host-based IDS Network-based IDS
Analysis Analyze the log files and contains all | Network based analyze the
information regarding the status of | network traffic
the system
Protection Protects even when LAN is off Protects only when LAN is ON
Versatility More Versatile Less versatile
Affordability More affordable Cheaper to implement and
needs less administration

TABLE 6.1: NIDS vs HIDS

Advantages of host-based IDS:

=  Very low false positives: The host-based IDS perform analysis directly on the host, thereby
analyzing all the log files. This reduces the number of false positives.

= Narrow operating system focus: Host-based IDS function only on certain operating
systems which in turn minimizes the number of drawbacks.

=  Non-network based attacks: ldentifies the attacks on the physical machine as well.
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Host-based IDS: OSSEC CIND

Cortficd | Wetwak Detomder

OSSEC is a free, open-source host-based
intrusion detection system (HIDS)

It can perform log analysis, integrity

') checking, Windows registry monitoring,

L rootkit detection, time-based alerting, and
active response

It provides intrusion detection for most
operating systems, including Linux, OpenBSD,
FreeBSD, OS5 X, Solaris and Windows

n
J

http:ffossec. github. o
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OSSEC is a platform to monitor and control your systems. It mixes together all the aspects of HIDS
(host-based intrusion detection); log monitoring, Security Incident Management (SIM)/Security
Information and Event Management (SIEM). It runs on most operating systems, including Linux,
OpenBSD, FreeBSD, Mac OS X, Solaris and Windows.

Key Features:

= File Integrity checking: The goal of file integrity checking (or FIM - file integrity monitoring)
is to detect these changes and alert you when they happen. It can be an attack, or a misuse
by an employee or even a typo by an admin, any file, directory or registry change will be
alerted to you.

* Log Monitoring: Every operating system, application, and device on your network generates

logs (events) to let you know what is happening. OSSEC collects, analyzes and correlates
these logs to let you know if something suspicious is happening (attack, misuse, errors, etc.).

= Rootkit Detection: Criminal hackers want to hide their actions, but when using rootkit
detection you can be notified when the system is modified in a way common to rootkits.

= Active Response: Active response allows OSSEC to take immediate action when specified
alerts are triggered. This may prevent an incident from spreading before an administrator
can take action.

Source: hitp://ossec.qgithub.io
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Host-based IDS: AlienVault Unified CIND

Security Management (USM) O] flefout

J USM can be used for both, host based intrusion detection (HIDS) and network based intrusion
detection{NIDS)

System compromises Unwanted Malware Rogue Privilege
applications processes escalations

5] 9

v

USM detects intrusions such as:

v
B . Modification of critical User access to
Rootkits Critical services that configuration files (e.g. systems and applications
have been stopped registry

settings, /etc/password)

hittgs:fwwwaliemault. com
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AlienVault’s Unified Security Management™ (USM™) platform accelerates and simplifies threat
detection, incident response and compliance management for IT teams with limited resources.
With essential security controls and integrated threat intelligence built-in, AlienVault USM puts
complete security visibility of threats affecting your network and how to mitigate them within
fast and easy reach.

= [tsintrusion detection capability includes:
e Network IDS
e HostIDS

e File Integrity Monitoring (FIM)

Source: https://www.alienvault.com
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Host-based IDS: Tripwire CIND

(gl ] Rerank Ditindo

N —

F\4
v Tripwire is a host-based IDS for monitoring hosts across Windows,
Linux, Solaris, AlX and HP-UX platforms

VA
R VAY

It provides real-time detection of anomalies, change, and threat
indicators

]
/4
y 4

‘r It ensures the integrity of critical system files and directories of system

hittp: s tripwire com
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Tripwire software can help to ensure the integrity of critical system files and directories by
identifying all changes made to them. Tripwire configuration options include the ability to
receive alerts via email if particular files are altered and automated integrity checking via
a cron job. Using Tripwire for intrusion detection and damage assessment helps you keep track
of system changes and can speed the recovery from a break-in by reducing the number of files
you must restore to repair the system.

Tripwire compares files and directories against a baseline database of file locations, dates
modified, and other data. It generates the baseline by taking a snapshot of specified files and
directories in a known secure state. (For maximum security, Tripwire should be installed and
the baseline created before the system is at risk from intrusion.) After creating the baseline

database, Tripwire compares the current system to the baseline and reports any modifications,
additions, or deletions.

Source: http://www.tripwire.com
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- Use Access Control List (ACLs) and Permissions to control access to Files and folders

Access Control i ) .
_ | Allow/deny access to file or directories for user or group of users

M! ! J Two types of permissions

File System Security: Setting c/ND

Access Controls and Permission er| [t

. - i - , _ Access Control
Itis a collection of ACEs for accessing specific files or directories _ .

< Access control on specific file or folder is achieved by
enforcing certain permissions on it

1. NTF5 permissions [Security Permissions) 2. Share permissions
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Access controls can provide the authority to users, groups and computers to access files and
folders in the computer. When a user or an application requests for an access to the operating
system resources, they need to submit their credentials to the operating system. The
credentials are access tokens created every time a user or an application tries to log in. The
operating system verifies whether the access token created as the permission to access the

objects before permitting the user or the application to access the objects. Here, the OS
compares the details contained in the access tokens with the Access Control Entries (ACE) for

verification. The ACE’s can block or permit the services depending on the type of the object. For

example,

the ACE’s available for a Printer are Print, Manage Printing and Manage Documents.

The ACL's contain a combination of the ACE’s of an object.

= Access Control Principles:

Least amount of access of objects to users or user groups, thereby allowing them to
perform only needed functions.

The owner of an object is the one who created that object.

Proper permissions are set up for files and folders while installing the operating
system. Upgrade the level of permissions from least privilege to the desired level
during installation itself.

The files and other documents included in a folder can inherit the permitted privileges
assigned to that folder.
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® Appropriate tools can help in managing the permissions of any folders.
e Eventviewer helps in viewing the security logs associated with any object.

= Access Control Entries: An ACL can have zero or more ACE’s wherein each ACE has the
access to an object. Overall, there are six types of ACE’s out of which securable objects
support three (Generic types) and the other three are directory service objects (Object-
specified types).

=  The three generic types of ACE’s are:

e Access denied ACE: Used in the discretionary access control list in order to prevent
access to any user.

e Access allowed ACE: Used in the discretionary access control list in order to allow
access to any user.

e System Audit ACE: Used in the system-access control list in order to create an audit log
for each attempt by a user while accessing the objects.

= The three types of object-specified types are:

e Access denied, object specific: Used in the discretionary access control list to block
access to a property or property set. It can even stop the inheritance level of a
specified type of a child object.

e Access allowed, object specific: Used in the discretionary access control list to permit
access to a property or property set. It can even stop the inheritance level of a
specified type of a child object.

e System audit, object specific: Used in the system-access control list in order to create
an audit log when a user attempts to access the child object.

The object-specific types and generic types differ only in the design of the inheritance level.

= Access Control Lists: An access control list is a table that provides a detailed description of
the access rights of the users towards accessing objects. Every object has an access
control list that contains the details of the user rights and privileges for accessing that
ohject. Each OS system has specific ACL's. The ACL's has one or more ACE’s that contains
the details of the users.

* Permissions: Each container or object has a security descriptor attached to itself. This
security descriptor contains a detailed description regarding the user access rights. The
security descriptor is created along with the container or object. An ACE represents the
permission to users or user groups and the whole list or set of permissions is contained in
an access control list (ACL). There are two types of permissions:

e Explicit permission: Permissions that set by default upon creation.

® |Inherited permission: These are permissions achieved from the parent object to the
child object.
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For example, any files and folders in a folder can inherit the permissions applicable to that
particular parent folder. Here, the parent folder has explicit permission, whereas the files and
folders have inherited permissions.

=  There are two sets of permission entries for accessing a folder on a file server:

¢ Share Permission on a folder: Used for files and folders shared across the network or
many user accounts. The permissions can be either denied or allowed depending on
the users or user accounts. The most commonly used shared permissions are: Full
control, Change and Read.

e NTFS permission on a folder: Controls the permissions over network and local
computers. The most commonly used NTFS permissions are: Full control, Modify, read
and execute, Read, Write.

Each are independent of each other, however, the final decision on confirming the access
permission depends on either of the two.
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Applying NTFS permissions to Files and Folders

Setting access controls to files and folders can specify which users and user groups can have the
access permissions. NTFS files and folder permissions allow users to access files stored on the

local computer and also access files stored in a shared folder over the network. NTFS also allow
sharing permissions on shared folders in accordance with file and folder permissions.

= NTFS permissions for file:

Full Control: Specifies whether a user has all permissions to files. Users having full
control have a complete access right to any file even if he/she is denied permission.

Modify: This allows the user to read, write, execute and traverse.
Read and Execute — Allows the users to go through each directory, read all files.

Read: This allows the users to list folders, read files, read attributes and read
permissions.

Write: Allows users to create files, write data, create folders and set attributes.

= NTFS permissions for the folder:

e Full Control: Specifies whether the user has complete access to folders.
e Modify: This allows the user to read, write, execute and traverse.
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¢ Read & Execute: This allows the users to list folders, read files, read attributes and
read permissions.

e List Folder Contents: Specifies if the user can access the folders and sub folders
included.

e Read: This allows the users to list folders, read files, read attributes and read
permissions.

e \Write: Allows users to create files, write data, create folders and set attributes.

List Folder contents permissions can be set only when these are inherited by folders and not
files whereas, the read and execute can appear for files and folders.

It is possible to back up and restore data on NTFS files. However, with FAT files, it is not possible
to set permissions to individual files and folders.

To set, view, change, or remove special permissions for files and folders, go to a specific file or
folder on which you want to set special permission.

1. Right-click the file or folder, click Properties, and then click the Security tab

2. C(Click Advanced

3. Click Add to set special permissions for a new group or user in the Permission Entry
Window
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File System Security: Setting Access Controls c N D

and Permissionto Files and Folders (Cont’d)

»
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MNote: Use NTF5 Permission in addition to shared permissions to provide more restriction to shared folders
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Applying Share Permissions to Folders

The Shared folders can be accessed over the network. Only users with access permission to any
particular folder have the rights to access folders over the network.

The shared folders can contain personal information, application, etc. Hence, configuring
shared permission depends on the type of data contained in a particular folder.

=  The principals involved in a shared folder are as follows:
e Shared folder permissions are applicable only to folders and not individual files.

® Shared folders do not ask for access permission to users accessing the folder from the
system where the folder is stored. The access permission is asked for those users who

access the folder over the internet.
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Creating and Securing a
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The windows environment puts forward the concept of shared folders that allow all the users
to access the resources contained in that particular shared folder. Shared folder enables every
user to view and access the contents of the folder without any restriction. However, the
organization needs to employ certain restrictions or permissions that can protect the contents
in the shared folder.

A shared folder can contain applications, personal data or any other data. The permissions set
on the data depend on the type of content included in the shared folder. Certain features of a
shared folder are:

=  The shared folder permissions apply only to folders and not files.

=  The shared permissions do not apply even to the files and folders contained in the shared
folder.

=  The permission to access the folder applies to all users who gain access to connect to the
folder.

= Resources using FAT use shared folder permissions for protection.

=  Permission applied to a group includes permission for each and every user in that
particular group.
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There are certain best practices followed while providing shared folder permissions:

Assign folder permission to group accounts and not user accounts: Assigning permission
to group accounts is much easier than applying to user accounts. A user in a user account

can be a part of different shared folders. And, each folder can have different share folder
permissions. This leads to a combination of user and group folder permissions. Whereas in

the case of group permissions, it is just a matter of addition or removal of users from the
group and no need to reassign the permission to the users.

Assign certain restrictions on the permissions applied to the users in such way that the
users can still perform their task.

Consolidate all the application and other resources in one location.

Do not explicitly deny permission to a shared resource: if there are any denied shared
folder permissions to a user, then that user cannot have that permission, even if they are

allowed permission to another group.

Set NTFS file system permissions for users logging locally: Shared folder permissions apply
to those resources that are shared through the network and not locally. Also, shared

folder applies to those files and folders in FAT volume.

Ensure that the copied or moved share folder possess the shared folder permissions.

These steps will show how to create and secure a Windows file share.

1. Click on Start Menu and in the search box, type “Computer Management”
2. Click System tools - Share Folders
3. Right click Shares - New Shares
4. Create A Shared Folder Wizard will launch - Next
5. In “Folder path” textbox, enter the path of the folder to be shared - Next
6. In “Share name” enter the name of the folder to be shared - Next
7. As per the requirement administrators can select the option from set the kind of
permissions
8. Finish
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Data and File System

Encryption

2 You can use the Windows built-in Encrypting a Folder in
or third-party encryption utilities Windows

to encrypt your data 1. Right click on the folder that

J Windows Operating has a built-in you want to encrypt and click
encryption mechanism called Properties
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Note: Always use full-disk encryption instead of encrypting specific files or folders
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Data encryption is used to prevent intercepting and altering or misusing. The Windows
operating system provides a built-in encryption mechanism such as EFS and Bit locker to

encrypt specific file, folder or entire drive.

EFS (Encryption File System)

EFS (Encryption File System) is a built-in mechanism in Windows operating system. EFS uses the
standard DESX algorithm that depends on a 128-bit encryption key.

= EFS Features:

e Enabling encryption is an easy task.

® Helpsin deciding the users that can access files and folders.

* Enables easy opening and closing of encrypted files.
e Easyto disable the encryption applied to a folder.

= EFS Limitations:

e |t works only for NTFS file system.

e |lose encryptions when encrypted data copies to non-NTFS system.

® Risk of data loss.
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BitLocker

BitLocker extends the level of protection to the disk level. All the sensitive and important
documents on the drive can be easily protected using the BitLocker. It prevents the attackers
from achieving the system password or documents even after removing the hard drive and
placing it on another PC. The main feature of the BitLocker is that it encrypts any new file added
to the drive. But, copying files to another drive or PC keeps the files in the decrypted form. The
BitLocker finds its application in encrypting:

=  The operating system drive
» The internal hard drives
»  The external hard drives

The BitLocker checks for any security changes during the system start-up. If it finds any kind of
change in the BIOS, it locks the operating system and prevents it from performing further
actions. The BitLocker use TPM (Trusted Platform Module), a microchip built into the computer
that helps in storing the encryption keys. The TPM assists the BitLocker to keep the system

away from attacks and theft.
= Benefits of Bitlocker:

e Provide protection by encrypting the hard disk. Thus providing protection to the
information stored in a physically damaged and irreversible hard drive.

e As BitLocker offers boot time inspection, it prevents the chances of any unauthorized
changes.

e |t helps protect data even in the case of a system theft as the attacker cannot access
the encrypted files.

e  Provide better protection for files and other sensitive documents at an offline. While
being online, the user needs to configure NTFS permission or use EFS.
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Q9

2

Data Encryption

Recommendations

Encrypt folders instead of individual files

Use strong password for encryption

If you have sensitive data in computer system

2 Encrypt C:\HOME directory

Encrypt Local Settings under C:\Docum

Encrypt My Documents under C:\Documents and Settings

ents and Settings
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The organization should consider encrypting important and sensitive data related to Business
information or "secrets"/intellectual property. It may include messages, financial reports, legal
docs, patents, product releases, research and development data, etc. Data is protected from
prying eyes even if the computer gets stolen.

=  You should consider encrypting sensitive information stored in following locations:

e Encrypt C:\HOME directory.

e Encrypt My Documents under C:\Documents and Settings.

e Encrypt Local Settings under C:\Documents and Settings.

= Data Encryption Recommendations:

e Prefer Full disk encryption on drive to protect all your data.

e Encrypt folder instead of individual files.

e Encrypt folder that contains sensitive information.

e Use strong password for encryption.

e Use third party encryption tools to encrypt your sensitive data, if required.
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. .
Third-party Data Encryption Tools
ﬁ I.. ...-'_x
=5 °  VeraCrypt p»  OpenPuff
dﬂ https://veracrypt.codeplex.com http:/fembeddedsw. net
I L 7Zip b4 s Cryptoforge
http:/ www. F-zip.org ¥ http:/ www.cryptoforge.com
U Cryptainer LE ‘1 l AutoKrypt
fca) 'k'l hittp:/fwww. cypherix com ri-l i.] http:/ www. hiteksoftware.com
% AxCrypt _’& EncryptOnClick
5 e hittp: www.axamtum.com T http:/ www. 2brightsparks.com
@>. KeePass F " Steghide
http:/ keepass.info : : http:/fwww. securityfocus. com
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VeraCrypt

Source: https://veracrypt.codeplex.com

VeraCrypt is used for on-the-fly encryption (OTFE). It can create a virtual encrypted disk within
a file or encrypt a partition.

7Zip
Source: http://www.7-zip.org

7-Zip is open source software which performs encryption with high compression.

Cryptainer LE

Source: http://www.cypherix.com

Cryptainer LE can encrypt every kind of file format, whether it is textual, tabular, graphical,
organized in a database, audio or video. It also allows users to password protect files and

folders on CD ROMs, DVD's etc.
AxCrypt

Source: http://www.axantum.com

AxCrypt integrates seamlessly with Windows to compress, encrypt, decrypt, store, send and
work with individual files. Password Protect any number of files using strong encryption.
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KeePass

Source: http://keepass.info

KeePass supports the Advanced Encryption Standard (AES, Rijndael) and the Twofish algorithm
to encrypt its password databases.

Steghide

Source: http://www.securityfocus.com

Steghide is a steganography program, which hides bits of a data file in some of the least
significant bits of another file in such a way that the existence of the data file is not visible and
cannot be proven.

OpenPuff
Source: http://embeddedsw.net

OpenPuff securely encrypts and hides files inside of other files. It supports many file formats
like Images (BMP, IPG, PCX, PNG, TGA), Audio support (AIFF, MP3, NEXT/SUN, WAVY), Video
support (3GP, MP4, MPG, VOB), Flash-Adobe support (FLV, SWF, PDF).

Cryptoforge
Source: http://www.cryptoforge.com

CryptoForge is file encryption software for personal and professional data security. It allows
protecting the privacy of sensitive files, folders, or emailing messages. After encrypting the
information, one can store it on insecure media or transmit it on an insecure network—like the
Internet—and still keep it secret. Later, it decrypts the information into its original form.
Internet- and still remain secret. Later, the information can be decrypted into its original form.

AutoKrypt

Source: http://www._hiteksoftware.com

AutoKrypt is data encryption software designed for automation. It automatically encrypts or
decrypts files and folders on a schedule.

EncryptOnClick
Source: http://www.2brightsparks.com

EncryptOnClick helps to encrypt and protect sensitive files.
* Features:
® Secure encryption and decryption method is used (256-bit AES encryption).
e Files are both compressed & encrypted, which results in a smaller file.
e Password protected.
e Encrypt single files or all files in a folder.
e Unicode enabled so filenames in any language can be encrypted.

® Encrypt, decrypt, compress, and un-compress files, which can also be opened and
decrypted using third party programs like WinZip 9 (provided the correct password is
used).
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J buck-security allows you to get a quick
overview of the security status of your
system

2 It conducts a security check againstthe
baseline

2 Searching for worldwriteable files

]

Searching for worldwriteable directories

i

Searching for programs where the setuid is set

] ]

Searching for programs where the setgid is set

ik

Checking your umask

ik

Checking if the sticky-bit is set for /tmp

]

Searching for superusers

]

Checking firewall policies

4 ]

Checking if sshd is secured

ik

Searching for listening services

]

Creating and checking checksums of system
programs

L] ]

Searching for installed attack tool packages

Linux Baseline Security

Checker: buck-security

hitp: Saww. buck-security. net
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buck-security is a security scanner for Debian and Ubuntu Linux. It runs a couple of important
checks and helps you harden your Linux system. This enables you to quickly overview the
security status of your Linux system. As a system administrator, you often get into situations
where you have to take care of a server that has been maintained by other people. In this

situation, it is useful to get an idea of the security status of the system immediately. Buck

Security was designed exactly for this. It runs a few important checks and returns the results. It

was designed to be extremely easy to install, use and configure.

Source: http://www.buck-security.net
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Password Management

.

Use strong “root” passwords according
to the organization’s policy

The default system password policy
should match your organization’s
password policy

Go to the fetc/login.defs file to view
and change the default password policy
settings per the organization’s password

policy

Use following command to view and
change the default password policy
settings

=l

2 # sudo vi fetc/logins.defs

S

roatifllbali: =
Fie 1 L T L] 4 L
o
B
§ ‘oirslanin da® Contigurat fom control dsfinitiane For Hhe 103din o .
5
5 r i B
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The /etc/login.defs file defines the site-specific configuration for password management in
Linux. The users in an organization need to ensure that the default password policy matches the
organization’s password policy.

The "root"” account is the most privileged account in Linux. The root account gives access to
administrators to add accounts, change user passwords, audit and monitor log files etc. The
root account does not have any security features imposed on it. Administrators can easily

perform their tasks with a root account.

If an administrator wants to change the password on behalf of a user, they have to log in to the
“root” account.

The user and group accounts can change their own passwords using the commands below:

An individual user can change their password using the command: $ passwd. This

prompts the user to change the password by asking for the current and the new

password.

An administrator can change the password for an individual user from his end using the
command: # passwd user name. This prompts the admin to provide the new

password.

The administrator can change the password of any group accounts by the command: #

passwd —g group name.
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Change password for a user account

= $ passwd
Output

= Changing the password

* (current) UNIX password:

=  Enter new UNIX password:
= Retype new UNIX password:

=  passwd: password updated successfully

Change Group Password

When the -g option is used, the password for the named group is changed.

#passwd —-g marketing

Using the above command will change the password of the users in the Marketing group.

With the help of /etc/login.defs, you can set common best practices for password management
in Linux such as:

= Use strong ‘root’ passwords

=  Avoid using old passwords

= Always set a minimum password length
* Provide complex passwords

= Set an expiration period
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Disabling Unnecessary Services

< Know what type of services is running on your o

system
2 #ps ax

< Know the processes that are accepting
connections and a list of open ports ra i -

2 # netstat -lp

2 # netstat -a

d Use the following commands to disable
unwanted services on Red Hat, Fedora, and Red -
Hat based Linux distributions : Tt B

I

# chkconfig [service name]off

(r

# chkconfig [service name] —-del

2 # service [service name] stop

< Use the following commands to disable
unwanted services on Debian, Ubuntu, and
other Debian based Linux distributions

2 # update-rc.d -f [service name]
remove
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The user needs to be completely sure about the services running on their Linux system and they
should be based on the organizational policy. Normally, installing an operating system installs
many services and packages automatically. These packages will automatically be installed
without the user’s knowledge. The installation of many unnecessary services create security
threats to hosts. The unnecessary services which are not required or against the organization
security policy should be disabled. Administrators should check if their Linux system is running
unnecessary services and disable them periodically.

The administrator can use the command # ps ax in order to view all the services running in the
particular Linux system. This command lists the active services running in the system along with
their product ID (PID). They can then compare the services running on a host with an

organization’s policy and disable any unwanted services.
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FIGURE 6.27: ps ax command

Next, it is possible to find active ports using the netstat command
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J0BL,/dhcliant

ud 6]
J08e,/drecliant
Active UNTX domain sockets (only ssrvers)
Froto Reflnt Flags [ state

Foreign Address

0 *:bootpc

A k. EC A
L Aol -

FF

Ype I-Mode
ath
LML
Jtmpy
LML
vars runsdbus /s
UNlx 2

dtmpS K11

LINLx ALC |
var/ run/pesced/pescd . comm
unix [ ACC

tmpys K11 -unixsXe

unix 2 [ ACC ]

STEEAM LIS TEMLING

" TCE-unix/7?B498
2 i STEEAM

2Mm DUs SO0CKe’

STEEAM

LIS TEMLING

LIS TEMLING

STREAM LISTENING

—

STREEAM LISTENING

i

STEEAM LISTENING

FIGURE 6.28: netstat command

. # netstat -1lp

FID/Program name
2808/ x -session-mana @
112/dbus -daemcn

B2/ h0rg

LEY/ pescad

A2/ %0rg

10/ anome -keyring

Exam 312-38

The netstat command helps identify the unwanted services running in a system. This makes it
easier for the administrator to disable those services. The command chkconfig enables and

disables services in Fedora and CentOS.

For example, suppose the administrator needs to

disable the Apache Web server at the system startup, they can use the following command:

# chkconfig httpd off
# chkconfig httpd —-del

In other operating systems like Ubuntu and LinuxMint the command: # update-rc.d -£f

[service name] remove helps to disable a service.
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Disabling unwanted services in this way increases the processing speed of the operating system
and does not waste system resources for these unwanted services.
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Killing Unnecessary Processes

=y
':"‘:-"
=y
&)

Use the ‘Kill PID‘ command to kill unwanted processes

=3
':'":-"
%
()

2 Knowing PID of target process

L

» #ps ax | grep [Target Process]

2 Killing target process
F #kill -9 [PID]
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The kill command is usually used in order to terminate any services in Linux. This allows the
service to run without a reboot after killing a service. There are many ways to execute the Kill

command. The kill command is generally represented using:
= # kill [signal or option] PID (s)

It is mandatory to know the PID before running the kill command.

Type the command # ps —A in order to know the PID’s for all the processes running in the
system. After knowing the PID for a particular service, type the command for killing a service.

For example, in order to achieve the PID for the service cupsd, type the command:
= #ps ax | grep cupsd
This provides the PID for the service cupsd. Now in order to kill this service, type the command:

= # kill -9 1511

This will kill the cupsd service running in the system.
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Linux Patch Management

J Update or patch your Linux system in one of J  Most Linux distributions come with a
the following ways: command line or even graphic softwareto

update your Linux system
1. Download updated packages from a

distribution’s website and manually = Use the following tools to update your

install it on your system Linux system

2 Check your distribution’s website = Useup2date for Red Hat based
for the latest patch and update Linux distributions

o

2. Download and install updates using Use apt-get for Debian based
third-party applications Linux distributions

] |

Use swaret forSlackware based
Linux distributions

¥

Use autoupdate for other RPM-
based Linux distributions
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In Linux, the patch updates are applied to software components of Linux such as kernel or
services. The patches help you remove any existing vulnerabilities, look into security problems
and include the latest features. Administrators are required to test the patches before installing
on a host machine. Testing the upgraded software helps verify the upgraded software is
correct.

Some Linux distributions can be configured to warn you when patches for installed software are
available. Security fixes are the most important patches that resolve security issues of the
systems. Once the security threat is revealed, Linux distributes its security patches in hours. An
administrator should keep themselves up to date while handling security issues of Linux.

An easy way to receive all the updates is to constantly subscribe for updates from the vendors.
The updates should be for kernel, inetd and for certain services.

= Linux systems can have a command line or a graphic software tool.
= Most of the updates can be located on the distribution’s website.
= The admin can download and install updates using third-party applications.

The Red Hat Linux distribution provides a patch management system solution through two
tools:

1. Red Hat Network (RHN): To get the benefits of patches available in RHN,
organizations are required to purchase its license. The web resource can be configured
on host machines. It provides information on the current available patches for Linux.
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Users can have custom based or free services from the online resource. For routine
awareness of patch releases, administrators are advised to setup a Java based
program called RHN Alert Notification Tool. When a new update is released, it notifies
the administrator through a change in its icon.

2. RPM Package Manager: The functioning of RPM is similar to RHN; however, it does
not provide detailed information about every patch available. RPM provides a list of
available patches through a user interface. The functioning of RPM is operated by the
command rpm. When an important patch is set to necessary, RPM downloads the
patch on the system.
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Understanding and Checking Linux CIND
File Permissions oy eddomst

Type 1z -1 commandto list out list of files and their permissionsunder home directory

Types of permissions
2 r —denotes read permission
w — denotes write permission
¥ =+denotes execute permission
- refersto Mo permission.
Permission details::

The first character in the directory list denotes file
type(d, if directory)
2 The next three characters denote user permissions.
2 The next three characters denote group permissions.
2 The final three characters denote other permissions
Permission Groups: Owner and group
First name after number is Owner name

Second name after number id group name
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Access control through file permissions is useful to control unauthorized access to system
resources. An individual user, group of users or all who access the system can have access to
certain directories and files if they have the permissions to access them.

Each file and directory has three user based permission groups:
=  Owner: Applies only to the owner of the files or directories.
= Group: Applies to the group using the files and directories.
= Allusers: Applies to all the users in the system.
Permission Types
Each file or directory has three types of basic permissions:
= Read: Users can only read the contents of the files or directories.
= Write: Users can only write or modify the changes of the files or directories.

»  Execute: Users can execute the files or directories to view its contents. The Execute
permission affects a user's capability to execute a file or view the contents of a directory.
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User Rights/Permissions

The permission in the command line can be written as: _rwxrwxrwx 1 owner:group

The first three characters (rwx) are for the owner permissions.

The next three characters (rwx) are for the Group permissions.

The next three characters (rwx) are for the All Users permissions.

The number in the command represents the hard links of the file.

L N O o

The Owner and Group assignment formatted as Owner: Group.
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Changing File Permissions | C(ND

Cortficd | Wetwak Detomder

J Check for permission on sensitive files

J Use chmod command to change the permissions of a file or directory
2 chmod [permission Value] [File HName]

Commeon Directory Permission Settings Common File Permission Settings
Value Meaning
— [Rwxrwxrwx) Mo restreitions on anything. Anybody can do
(rerwxrwx) Mo restrctions on permissions. anything. Generally, not a desirable setting
777 Anybody can list files, create new files in the

[Rwixr-gr-x) The file owner may read, write, and execute the
735 file. Others can read and execute the file. This setting is useful
far all programs that are wused by all users

directory, and delete files in the directory

[Rwg-——m- IThe file owner my read, write, and execute the file.

Rwoir-xr-x) The directory owner has full access.
[ ) v F00 Nobody else has any rights. This setting is useful for programs

All others can list the directory but cannot read or

755 - ) i ) ) that only user may use and are kept private from others

delete it. This setting is useful for directories that

you wish to share with other users 666 {rw-rw-rw) All users can read and write the file

[rw-r—r--) The owner can read and write a file, while others
_ B may anly read the file. A very common setting where

(Rwoi-—== ) The directory owner has full access. everybody may read but only the owner can make changes :

Mobody else has any rights. This setting is useful 1
700 - e that onbutheusernsmand 11 | (rw—e— 0 ad and write a file. Others h

for directories that only the user can use and (- | Owner can read and write a file. Others have no

must be kept private from others GO0 rights. & common setting for files that the owner wants to

keep private

Copyright © by FG-Gouneil All Rights Reserved. Reproduction is Strictly Prohibited.

Modifying the Permissions

chmod is a Linux command that will allow administrators to change the permissions of the file.
Administrators can edit the permissions using chmod. Administrators can explicitly assign the
permissions or can use the binary number series.

Permissions defined Explicitly

Administrators need to refer the Permission Group and Permission Types. The Permission
Groups used are:

" u: Owner
= g:Group
=  pora:All Users

The operators used along with the groups are the + (plus) and — (minus). These assignment
operators define if the permission has to added or deleted.

Example: A file has its permission setto _rw rw rw, which means that the owner, group and
all users have read and write permission.

e |[f the permission has to be removed from All Users, the modification will be:
chmod a-rw filel

e |[fthe same group permission has to be added, the command will be:

chmod a+rw filel
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Permissions defined through Binary Numbers

A sample permission string would be chmod 640 filel, which means that the owner has read
and write permissions, the group has read permissions, and all other users have no rights to the
file. The first number represents the Owner permission; the second represents the Group
permissions; and the last number represents the permissions for all other users. The numbers
are a binary representation of the rwx string.

= r=4
" w=2
= x=1

Administrators are required to include the hinary permissions for each of the three permission
groups.
Advanced Permissions

The special permissions flag can be marked with any of the following:

= _:no special permissions

d: directory

I: The file or directory is a symbolic link

s: setuid/setgid permissions.

t:sticky bit permissions.
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Rerank Ditindo

L] L] L ]
Check and Verify Permissions for C/ND
L ] L [ ] L L ]
Sensitive Files and Directories .-
Permission File Pathname Description
600 /boot/grub/menu.lst GRUB boot loader menu file
400 Jetc/cron.allow List of users permitted to use cron to submit periedic jobs
400 Jetc/cron.deny List of users who can't use cron to submit periodic jobs
644 fetc/crontab System-wide periodic jobs
644 e e List of hosts allowed to use internet services that are started using TCP
Wrappers
644 Jetc/hosts.deny List of hosts denied access to interniet services that arestarted using TCP
Wrappers
644 Jete/logrotate.conf File that controls how log files rotate
644 Jetc/xinetd.conf Configuration file for xinetd server
755 Jetc/xinetd.d Directory containing configuration files for specific
755 Jvar/log Directory with all log files
644 Jvar/log/lastiog Information about all previous logins
644 Jvar/log /messages Main system message log file
664 Jvar/log fwitmp Information about current logins
755 fetc/pam.d t[];;lcrfﬂt;:;w with configuration files for pluggable authentication modules

Copyright © by FG-Gouneil All Rights Reserved. Reproduction is Strictly Prohibited.

= . .
Check and Verify Permissions for
Sensitive Files and Directories (Cont’d) | | wms s
Permission File Pathname Description
644 Jetc/ passwd Old-style password file with user account information but not the passwords
755 Jetc/rcd Directory with system-startup scripts
600 [etc/securetty TTY interfaces (terminals) from which root can log in
755 Jetc/security Policy files that control system access
400 Jetc/shadow Files with encrypted passwords and password expiration information
400 Jetc/shutdown.allow Users who can shut down or reboot by pressing Ctri+alt+Delete
755 Jetc/ssh Directory with configuration files for the Secure Shell (S5H)
755 Jetc/sysconfig System configuration files
o444 Jetc/sysctlconf Eernel configuration parameters
644 Joete/syslog.conf Configuration file for the syslogd server that logs messages
Configuration file for udev —the program that provides the capability to
644 Jetc/udev/udev.conf dynamically name hot-pluggable devices and create the device files in the
Jdev directory
600 Jetcfvsftpd Configuration file for the very secure FTP server
600 Jetc/vsftpd. ftpusers List of users who are not allowed to use FTP to transfer files
it dumimiss. com
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The table shown includes the typical numeric permission settings for important system files in
Linux. This may slightly vary depending on the Linux distribution.

After knowing the numeric permission values for common File and Directory Permission

Settings, you will be able to quickly identify the permissions given or changes in the permission
values for sensitive files and directories of Linux. Administrators should compare and identify

permission value allocations and changes in permission for the Linux hosts on their network.
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Host-based Firewall Protection c/ND
with IPtables o bt

rectmkali; =

Fiie Edit View Search Termimal Help

® |Ptables is a built-in
firewall utility for Linux
operating systems.

IPtables comes pre-
installed on any Linux
distribution. However, you
can update/install it with
following command

= sudo apt-get
install iptables
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Iptables are command-line firewall utilities that can allow or deny traffic. Iptables are
preinstalled in a Linux system. In order to update or install iptables, the user needs to regain
the iptable package using the command:

sudo apt-get install iptables

Every packet traversing through the filter system is assigned to an appropriate table depending
on the tasks performed by the packet. The table contains chains that display the details of the
destination of the packet. The tables can be used to create rules and the user has the facility to
create their own chains and link them from the built-in chains. This facilitates the ability to
create complex rules. However, the user needs to be extra alert while using the iptable
commands as any small error in the command can lock the system and requires the user to fix
the error manually.

There are three different types of chains:

= |nput: The input chain verifies the incoming connections and its behavior. The iptable
compares the IP address and port of the incoming connection to a rule in the chain.

=  Forward: The forward chain mainly forwards the incoming connections to its destination.
The command: iptables —L —v, verifies whether an incoming connection needs a forward
chain.

*=  Qutput: The output chain is used for output connections, wherein the chain checks for the
output chain and decides whether to allow or deny the output request.
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N

&

Failed User Login

User Log off

ar deletion

Sudo actions

Service Failure

Successful User Login

Uszer account change

Log Events To Look For

“Ac cepted Password”, “Accepted
Public key", "Session Opened”

"Authentication Failure”, “Failed
Password”

"Session Closed”

"Password changed”, "new
user”, “Delete user”

"Sudo: ....COMMAND=..."FAILED
AT

*Failed” or “Failure"

Linux Log Review and Audit

Various types of Linux OS5 and core applications logs are stored under
[var/log directory

o)

&)

rostii kali: fvarflog

Filea Edit YWhw Ssarch Temimal Halp

.:_|.:|'|é.
inetzim
installe
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Linux Log Review and Audit

(Cont’d)

Common Linux Log Files

var/log/messages General message and system related stuff
wvar/log/auth.log Authentication logs

ar/log/kern._log Kernel logs

ar/log/cron.log Crond logs (cron job)

ar/log/maillog Mail server logs

ar/log/qmail Omail log directory (more files inside this directory)
arflog/htopd/ Apache access and error logs directory
arflog/lighttpd Lighttpd access and error logs directory
ar/log/boot.log System boot log

My50L database server log file

[u]
i
iy
[k
[
L
uj
p-
it
=
(=
[u]
i

Authentication log

Login records file

Yum command log file
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Logs provide a shadow of the system events performed on a computer. It lets you know what
has happened on the system. Regular monitoring and auditing of the logs help the
administrators trace out a user’s activities on the system.

Log files are usually text-based files. The logs are stored from the system and various
programs/services. All log files are stored in the path /var/log. The log files var/log/wtmp,

stores all logins and logouts into the system and /var/log/messages stores logs from all kernel
and system programs.

It is advisable to monitor and clean the files in /var/log at regular intervals. The Logrotate utility
allows for the automatic rotation, compression, removal and mailing of log files. Logrotate can
handle a log file daily, weekly, monthly or when the log file gets to a certain size.

[etc/rsyslog.conf controls what goes inside some of the log files.

Few things to be considered while conducting a log review and audit
=  Find the log sources and tools required for performing an audit.
=  Keep log records at a single location for easy access.
= Verify whether the user can safely rely on the time stamps due to different time zones.
= Analyze all system changes, updates and errors occurring in the system.
= (Check all incidents in a system.
= Comparison of logs provide an overall picture of the status of the system.

= Get all details regarding a log, like the reason for that system event, etc.
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System Log Viewer

I System Log Viewer enables users to view and monitor system logs

auth.log = System Log Viewer
File Edit View Filters Healp
Maorg.Q.log

£ auth.log

dpkg.lag

'.:-:':I:I'.II':!'J
nix¥leron's
nixleron:s
nixierosn:s
nixleron's
nixloron: s
mxlcron:s
nixlcron:s
nixlcron;s
mxlcron;s
nixlcron:s
nixlcron:s
ni :-:l:-: ron; s
nixlcron;s
mzlcron:s
unixleron:
JnLElCron:

et
=
i o ¥ £ 3

rridiL .I.ll':l

+ :-r':ul.ug

£9

H
H
11 CROMCESa7]: pa
H
H
H

333333333 =

—_

11 CRONC

=
i
: ]

CROM| 3554 ] :
CRON[3575] : nixicron:
CROML3572]: pam_unixicron:

AL |

CROML353E] : pam unixicron:
CRON[ 353E] : nixicron:
CROML3525]: pam_unixicron:

L

L

|

|

|

1

1

1

1

1

1

1

1

1

1 :
all CROM[3554]:
zl1
a1
sl
zl1
a1
sl

653 lines (69.8 kB) - Last update: Mon Feb 1 04:39:01 2016 Y
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Most log files are in plain text format. You can view these log files using any text editor.
However, some log files are not readable in a human format when opening with a text editor.

The System Log Viewer is a graphical, menu-driven viewer that facilitates the viewing and
monitoring of the system logs. It comes with a few functions that can help you manage your
logs, including a log monitor and log statistics display. It allows you to view system log files in an
interactive, real-time application.

Log File Viewer is useful if you are new to system administration because it provides an easier,
more user-friendly display of your logs than a text display of the log file. It is also useful for
more experienced administrators, as it contains a monitor to enable you to continuously
monitor crucial logs.

Note: Log File Viewer is useful only to those who have access to the system log files, which
generally requires root access.

To View system logs in Kali Linux, go to Applications—=2System Tools =2 Log File Viewer

Source: https://help.gnome.org
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“ Servers should be dedicated to a single

purpose only ”

CND

Cortficd | Wetwak Detomder
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Before Hardening Servers

Identify the network service that server is providing

Identify network service software installed

Identify its users

Determine the users privileges required

Plan for server authentication and authorization

Determine the access control strategies and measures for server

CND

Corificd | Wefwirk Dedimder
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Server hardening refers to the increased level of security provided in order for the servers to
operate in a more secured environment. Hardening a server involves applying all the system
security measures with some server specific security measures depending upon the type of
service it provides. Administrators should consider the following points before hardening the
Servers:

1. Identify the network service that a server is providing.
ldentify the network service software installed.
Identify its users.

Determine the user privileges required.

Vi = W N

Plan for server authentication and authorization.
6. Determine the access control strategies and measures for the server.

Administrators use various methods and tools for hardening the server. Hardening involves
securing the key components of the IT architecture to reduce the risks of attack.

The three main components which require hardening are:

1. Operating System: The hardening of an operating system involves securing the system so
it is configured to limit the possibilities of internal and/or external attacks. The methods

for hardening may vary depending on the operating system used.

2. Network: Administrators can perform network hardening activities by using security
protocol standards. Administrators can customize and maintain the network policies as

per the organization’s requirement. Administrators should regularly review the network
logs and audit them. Network devices which are not operational should be removed from

the network.

3. Applications: Every application and service installed on the network should undergo the
hardening process. This ensures that any loopholes which are present in the applications
and services are protected against attacks. A number of common operating system based
services are installed by default and need to be reviewed.

Module 06 Page 517 Certified Network Defender Copyright © by EG-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Network Defender Exam 312-38
Host Security

Hardening Web Server

J Place your webserverisolated on a separate subneti.e. DMZ

J  Benefit of Webserver isolation:
2  If webserver is compromised, it can not be used to compromise internal hosts
= It provides better way of monitoring network traffic and makes it easy to detect attacks

= A separate firewall can be used to restrict and block unnecessary traffic on webserver

.f-.-.r.H
P e
) P .
IIF ------------...-...-.-.-hm-.-.---......--- *E...I‘H
l - :
: N
User - : . : -
i 3
Py l I ,
E E E hemal Network
E-mail DS Web
Server Server Server
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Hardening Web Server

(Cont’d)

Place the supporting servers such Directory (LDAP) server, Database server, etc. on protected network

f -

: EEEEEEEEEEER II-‘
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SEMVEr  Server  Server Firewall
L . ] | 501 Server )
E : Protected Subnet
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User Internet Firewall 5 FH
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Intermal Network
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Configure Firewalls and
routers to restrict traffic
between:

2 External public network and
your web server

Your web server and
Internal network

Configure Firewalls and
routers to restrict traffic
between:

2 Supporting servers ,
External network, and web
Server

Hardening Web Server CIND

{Clﬂl“ ’d} Cerifice | Werwaok Delonder

Ise appropriate access
control to web server
resources:

= Restrict access to your
webserver software

2 Restrict access to following
resources on webserver

= Server log files

= System software and
configuration files

Application software and
configuration files

Passwaord files
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Hardening Web Server CIND

{Cﬂl‘lt ’d) Certfice | Werwaok Delomder

Enable Logging on web server and

any suspicious activity

regularly monitor and review it for

Enable following

Error logging
Agent logging

Transfer logging

Referrer logging

types of logging:

Configure proper authentication an
encryption mechanism

2 Do not use address-based authentication

Do not use HTTP basic authentication

d Apply latest patc

web server regularly

hes and updates to
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The web server is a client-server architecture that enables service requests through the HTTP
protocol. Proper authentication and firewall techniques enhance the security features for sites
that do not require public or external access. Secure Sockets Layer ensures security for web
based transactions. Proper analysis of the web server logs ensures it is secure and checks for
any unusual behavior.

Any attempts to access suspicious webpages have the potential to exploit the security of the
web server. Administrators should ensure that web servers are updated with the latest patches.

Hardening of Web Servers can reduce
= Attacks into your own network

»  Attacks into some other network

General Guidelines for Web Server Security
= |nstall servers securely
=  (Configure appropriate access controls
=  Properly organize the web server software and web server host 0S
= Secure all web server content
= Uphold the reliability of the web server
=  (Configure authentication and encryption
= Use file integrity checkers
= Enable logging
» Develop a Backup plan for the webserver

»  Establish a secure network for a web server

Web Server Hardening Techniques

=  Place the web server at an isolated location: This is because any external access to the
web servers could enable them to access internal hosts. Allowing them to capture and
monitor the traffic between the internal hosts. Also, it facilitates better management of
the servers to prevent attacks.

= Place the supporting servers on other isolated subnets: This allows for the passage of
allowed traffic only between the web server and that particular server. For example, only
the SQL protocol is permitted between a SQL server and the webserver.

= Disable source routing and IP forwarding on the router: Enabling source routing and IP
forwarding can lead to MIM attacks and IP spoofing on a web server.

=  Place firewalls with the servers
=  Firewall protects the traffic between:

® The servers
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¢ The external network and the web server
¢ The internal network and the web server
= Use appropriate access control: Controls the access to the web server software.
= Access controls should be applied to:
e Sever log files
e System configuration and software files
e Application software and configuration files

* Password files

=  Recognize the level of protection required: Only authorized administrators can read or
write, web server log files. Some temporary files are restricted and are stored in
subdirectories. Only those services which created the file has the permission to access
those subdirectories and files.

= Enable logging: Proper logging of the web server files helps locate any irregular activities
in the server. The following types of logging help monitor web server logs:

* Transfer logging
e Errorlogging
e Agent logging
e Referrer logging

* Proper authentication and encryption mechanisms: Find methods to overcome the use of
address-based authentication and HTTP basic authentication.

» Keep a copy of the web site content on a secure host: Create strategies for transferring
web site content to a secure location as a backup. Also, helps increase the security
mechanisms for this content.
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Hardening Email Server:

Recommendations

Place Email server in a separate subnet and configure firewall to restrict traffic on Email server

©

Disable any unnecessary configuration options on the mail server software

@

Apply latest vendorsupplied updates and patches to mail server software

Q

Activate Mail Relay prevention options

©

Limit number of connections to your mail server to avoid DoS attacks

@

Configure Reverse DNS Lookup to block bogus senders

©

©

Use DNS-based blacklists{DNSBL) servers to reduce the impact of unsolicited incoming email

@

Activate Sender Policy Framework (SPF) to prevent spoofed sender addresses

©

Use Spam URI Real-time Block Lists (SURBL) filter to prevent from malware and phishing attacks

©

Maintain local IP blacklists on server to block spammers

Maintain at least 2 MX records to deal with failover

@

Enforce Proper authentication and authorization on mail server users

Q

A3

Ensure secure email communication using 55L (Secure Sockets Layer) and TLS (Transport Layer Security)

Copyright © by FG-Gouneil All Rights Reserved. Reproduction is Strictly Prohibited.

An organization requires electronic mail (email) systems (Email Server) for business or simple
exchange of information between people. These email servers, if not configured properly, can
be compromised and used for a malicious purpose.

An important thing about the hardening of an e-mail server is to disable the unwanted
configuration options in the server software. A perfect method to increase the security of the
server is to allow only authorized users access to the e-mail.

Email-sever security guidelines

Configure the mail relay format properly to prevent attackers from using the mail server
as a gateway.

Configure the SMTP authentication method. This requires users to access the SMTP server
and provide username and password credentials before sending an e-mail.

Restrict the number of users that can access the SMTP server. This minimizes the chances
of any DoS attacks on the network.

Enable DNS lookup to verify the existence of the sender’s e-mail domain. This helps
restrict any mail from unknown senders.

Enable the Sender Policy Framework in order to restrict spoofed sender addresses.

Activate SURBL (Spam URI Real-time Block Lists) in order to identify any unwanted links
and messages in an e-mail.
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= Keep track of the spammers who always send spam e-mails. This can limit unwanted
internet connections on the e-mail system.

=  Use POP3 and IMAP for authentication purposes.
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Administrators should implement the following security measures while configuring the FTP
service:

Inactivate unidentified FTP accounts: Installing FTP services automatically enables
anonymous access to FTP servers by any user. The users do not need any authentication
to use the account. Disabling this anonymous access will minimize unauthorized users
accessing the FTP server and placing illegal and dangerous files on your sites. This enables
only authorized users to access the FTP server.

Enable logging for your FTP site: Keeping track of the FTP logs can help in identitying the
users accessing the site and the IP addresses they use. Logs provide a detailed description
on the status of the site and validates if there are any attacks or threats.

Configure Access controls on authenticated FTP accounts with the help of ACLs: Access
control lists limit unauthorized access to the FTP directory using NTFS permissions.
However, users permitted to the FTP directory should not include everyone in one group
as it changes the configuration for those users who are limited to accessing FTP accounts.

Restrict access by IP or domain name: Limiting access to FTP to only a certain number of
users reduces attacks from unauthorized users.

Restrict logon attempts and time: Users access the FTP site within a specified logon time.
FTP denies permission to any user attempting to access the FTP site after the logon time
has expired. With this restriction, only those users who are authorized for a specific time
period can access.

Configure filtering rules for your FTP service: The filtering rules check for each FTP
request. If it matches the filtering rules, that particular request is allowed or if it doesn't

match a filtering rule, it is declined.

Use SSL / FTPS for authenticated FTP accounts: This represents the SSL settings for the
FTP service. Increasing the security of the FTP service as only authenticated users achieve
access.
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Hardening Routers:

Recommendations

Change the default password

= Disable IP directed broadcasts

Disable HTTP configuration, if possible

Block ICMP ping requests

Disable IP source routing

Determine your packet filtering needs

Establish Ingress and Egress address filtering policies.

Review your router's logs

PIPIRPY

Maintain physical security of the router

Copyright © by FG-Gouneil All Rights Reserved. Reproduction is Strictly Prohibited.

The following are recommended best practices enhancing the security of a router:

Changing the default password: Most users do not change the default password of the
router after installation. This is the same thing as giving a key to attackers so they can
easily log in to your router.

Deactivate IP directed broadcasts: Enabling IP directed broadcasts will allow attackers to
send ICMP ECHO requests to another user broadcast address, using a spoofed address.
The broadcast network responds to the ECHO request thereby affecting the working of all
hosts in the network.

Deactivate the HTTP configuration: Enabling the HTTP protocol for routers sends clear text
traffic.

Restrict ICMP Ping requests: Accepting PING requests enables attackers to guess the
active hosts and thereby scan the network without the original user’s knowledge.

Disable IP source routing: Enabling this routing feature allows attackers to identify the
path taken by the packet. This give users the ability to sniff packets from the network.

ldentify the need for packet filtering: Filtering of packets depends on the needs of the
organization. The filtering mechanism helps identify whether to permit or block traffic.

Creating ingress and egress address filtering policies: Creating policies for verifying the
inbound and outbound traffic based on an IP address increases the security of the router.

Module 06 Page 527 Certified Network Defender Copyright © by EG-Gouncil

All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Network Defender Exam 312-38
Host Security

=  Physical security of the router: It is mandatory to maintain physical security of the router
as inappropriate placement of routers allow attackers to sniff and have direct access to

the appliance.

=  Review the security logs: Appropriate review of the security logs will provide detailed
information regarding what attacks, if any, have been launched against the router. It also

provides a detailed description of the router. Reviewing logs of the router provides an
overall idea regarding the status of the network too.

In addition to the above recommendations, implement the following best practices to harden

your router security:
=  Disable unnecessary router interfaces.
=  Disable unnecessary services.
=  Disable unnecessary management protocols.

=  Disable ARP and proxy ARP.
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Hardening Switches

Configure switch security at various levels: Recommendations:

Operating System J Configure proper passwords for the switch's

console and CLI access methods
Passwords Management

. - Enable necessary network services such as
Network Services S55H (secure shell)

Port Security - Set a strong password for 55H

<

<

=)

-

- System Availability . Disable unnecessary network services such as
1 VLANSs Telnet

J Spanning Tree Protocal J Configure port security to control access
based on MAC address
.

-

<

Access Control Lists ] y
J Disable auto-trunking on ports

ing and Debuggin
Logging PEENE J Enable Spanning Tree Protocel(STP) root

Authentication, Authorization and guard and 5TP BPDU guard

Accounting(AAA
unting( ) < Ensure physical security of switches
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The best way to confirm switch security is by using port level security. Port level security limits
the number of MAC addresses connected to a device. The three different methods of
connecting MAC addresses to a port are as follows:

Statically: Allows only a single MAC address to be connected to a port.
Dynamically: These are present by default in the content — addressable memory.

Sticky: A MAC address given to a specific port. This MAC address can be lost if not saved
during reboot.

Additional switch security best practices:

Create a strong password.
Create time-out sessions and user access rights.

Disable auto - trunking on ports and activate port security for MAC addresses in order to
control access.

Deactivate all ports that are not in use and assign them an unused VLAN number.
Control the number of VLANs that can pass over a trunk.

Maximize the use of access control lists.

Review all security logs of the switch

Implement AAA for local and remote access to the switch.

Keep the switch configuration file offline and control access to it.
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Logs Review and Audit: Syslog | C/ND
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Syslog enables network devices to record event messages to the logging server or the syslog
server. It is possible to log many events and the syslog protocol can handle many different
devices. Normally, Windows-based servers do not support syslog. But, there are many third-
party tools available that can actually gather the Windows server log information and then
forward it to the syslog server.

Syslog is the standard for message logging and uses a facility code that determines the software
used for generating the messages and also assigns a severity label to each. The syslog finds its
application in system management, security auditing and debugging messages. Many types of
devices such as printers, routers, etc. use the syslog standard that enables a centralized method
of logging data from different devices.

There are many components available for syslog server:

= Syslog Listener: The syslog server gathers information sent over the network and a syslog
listener acquires all information sent over UDP port 514.

= Database: Syslog servers create a database in order to store log data from large networks.

= Management and Filtering Software: The management and filtering software helps filter
data from the database. At times, network administrators find it difficult to find the log
details from the database. The use of this software can actually enable the administrators
to filter the required data.
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Syslog Messages: Syslog messages include all the information like the IP address,
timestamp and the actual log message. The syslog uses a method called facility that
identifies the source of message on any machine. The syslog message also has a severity
level field that determines the severity level. A severity level of ‘0’ signifies that the
message is an emergency. The severity level of ‘1’ signifies that the messages need
immediate action and the syslog messages severity can go up in range.

Limitations of Syslog server:

The syslog protocol actually does not provide any specific method for formatting
messages, which causes issues concerning the consistency of the messages.

Syslog uses UDP as a protocol for the transport of messages. As UDP is connectionless
oriented, there are chances for syslog to lose packets.

No method for authenticating the syslog messages. It can actually provide access to
another machine and send fake log events.
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Syslog Servers: Kiwi Syslog Server, ¢/ND
Splunk, GFI EventslManager ] fulofout

Applications 5 Routers

Workstations Firewalls

IDS/IPS

http:/www.gficom, https:/Ywww.splunk.com, http;/fwww.solorwinds.com
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GFl EventsManager

Source: http://www.gfi.com

GFI EventsManager performs network wide log monitoring, analysis, management and
archiving.

Features:
=  Manage event log data for system reliability, security, availability and compliance.
= |Log data analysis for SIEM.
= |log data consolidation for compliance.
=  Complete IT infrastructure monitoring and management.

GFl EventsManager is designed to act as a Syslog server and receive Syslog events from various
devices including Cisco PIX firewall. In order to use GFI EventsManager as a Syslog server, you
must configure Cisco PIX firewall and similar devices to send Syslog messages directly to the
machine that is running GFI EventsManager.
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Syslog Server Properties

FIGURE 6.29: Enabling Syslog server port

By default, GFI EventsManager will listen for Syslog messages on port 514, therefore you must
make sure that this port is not being used by other applications. The port on which GFI

EventsManager listens for Syslog messages is configurable through the management console.
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FIGURE 6.30: Enabling Syslog server to listen messages
To enable GFI EventsManager to collect Syslog events you need to:
1. Bring up the (computer/computer group) properties dialog
2. Click on the Syslog tab

3. To enable the syslog server and listen for messages sent by the computers in a computer
group, select the option ‘the computers specified in this group will send Syslog events’

Kiwi Syslog Server

Source: http://www.solarwinds.com

Kiwi Syslog® Server is a syslog server for IT administrators and network teams. Kiwi Syslog
Server receives logs, displays, alerts on, and forwards syslog, SNMP trap, and Windows event
log messages from routers, switches, firewalls, Linux and UNIX hosts, and Windows machines.

Kiwi Syslog Server also includes log archive management features that allow you to maintain
compliance by securing, compressing, moving, and purging logs exactly as specified in your log
retention policy.

Splunk Enterprise

Source: http://www.splunk.com

Splunk Enterprise is used to collect, analyze and act upon the untapped value of the big data
generated by your technology infrastructure, security systems and business applications—
giving you the insights to drive operational performance and business results. It collects and
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indexes data regardless of format or location logs, clickstreams, sensors, stream network traffic,
web servers, custom applications, hypervisors, social media, and cloud services.
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Application Security

I Host security can be compromised through security vulnerabilities of the installed
software

]I All the application should have gone through security hardening process so
that there are no weak links in the security defenses

]I[ Perform blacklisting and whitelisting on applications

Keep those applications blacklisted which can pose huge threats to the users
or systems and never install them on your systems

Install or Allow only whitelisting application to be installed on your hosts

Copyright © by FG-Gouneil All Rights Reserved. Reproduction is Strictly Prohibited.

Application Security

(Cont’d)

Consider following areas of applications to ensure their Security:

J  Application development security:

=  Ensure software or application purchased follows standard security practices
—~ Ensure that application is developed using standard secure coding practices and principles
— Ensure secure code review is performed on applications being installed
~ Ensure application is developed based on Standard Application configuration baselines

¥ Forexample, Input validation, Error handing, etc.

J Application Configuration:

[

Do no allow application to create and modify executable files

]

Do no allow application to access, create, and modify OS resources unnecessarily

= Do not allow application to spawns into various processes

< Application Patch management

=  Regularly update your application with latest updates, patches and versions for security implications
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Application Security -

Recommendations
Assess security feature of software before purchasing any software J
Use centralized management of critical software J

Monitor software use

Ensure only authorized personnel can install software on the system

Train staff on software use and security policies
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Application security plays an important role in host security. An outdated or insecure
application installed on a system, will pose a serious security threat and affect network security
as a result. Administrators should ensure the security of an application before installing it on
the system. Applications should be installed using the installation guide provided by the vendor.
Administrators should change the default password of an application, if it is already set and
then change the password at regular intervals. Administrators should not download and install
applications from untrusted sources or third-party sites. Installing applications such as these,
only adds risk to host security. Untrusted sources may hide malware inside these applications
to compromise your system. Administrators should ensure that applications are using strong
encryption algorithms when handling an organization’s data when at rest and in transit.
Monitor vendor sites for new updates and patches for your applications. Organizations need to
continuously monitor their applications for vulnerabilities, to reduce the amount of potential
risk and to maintain the security of the application. Strategies will differ between organizations,
the main concerns are still the same. Secure the applications on the network.

The following points must be considered when securing applications on a system:
= Sensitive organizational information.
= Users accessing applications and access permissions provided to each user.
= Existing application vulnerabilities.

= Application risk factors and the corresponding countermeasures.
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Data security is the main concern for many organizations, irrespective of their size. Data
security ensures protective measures are applied to computers, databases and websites. A few
examples of data security are hardware/software encryption, data backup and data masking.
Organizations should ensure various levels of business data security.

Data Security at Rest

Data at rest refers to inactive data stored in digital form at a physical location. It includes
archived or reference data which never changes. Data at rest does not include data moving
through the network.

Data at rest encryption, protects the data using encryption. The process of encryption
preserves and/or protects the data stored in a particular location. Organizations can completely
depend on an encryption process for their data security. The process of encryption applies to
both structured and unstructured data. network administrators need to constantly check the
encryption mechanisms used for protecting data. The encryption of data at rest includes
encryption methods such as AES and RSA. The data needs to be encrypted even in the failure of
access controls. Keep the encryption keys at a separate location and make sure the keys are
updated constantly. A data federation is another method used for protecting data at rest from
unauthorized access.
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Data Security in Transit

Data in transit can traverse the network and this gives attackers additional access opportunities
to the data. Organizations can protect their confidential data using encryption two types
mechanisms: SSL and TLS. SSH replaces TELNET and SFTP replaces FTP. Any protocols using
SSL/TLS use certificates to exchange public keys and public keys to exchange private keys.
Similarly, a session key uses asymmetric encryption and a certificate for exchange. Symmetric
encryption uses the same session key for secure, fast encryption and decryption.
Network traffic authentication requires encryption for data in transit. Encryption is not a
mandatory mechanism for a public facing website. However, encryption can play a role if the

organization wants users to logon before accessing their web pages. This protects the privacy
and data of the user.

Data Loss Prevention (DLP)

To confirm users do not send or use sensitive data outside the organization, enable DLP. DLP
controls what data users can send through the network. DLP uses different rules to classify
what data is critical and sensitive in an organization.
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What is Data Loss Prevention

(DLP)

.J DLP is a strategy used by organizations to:

1

Discover sources of data leaks

(I

Monitor those data leakage sources

i

Protect organization assets and resources

1 .

Prevent accidental disclosure of information to unintended parties

r

Manage resources with business rules, security policies, and software

e Web Mail

Enterprise Network Block : ﬁw
*- EFEEEEE e :.j I||_J| EUFF'“‘E'
~ :Illllllllllllllll‘- _! HEtw‘:lrkS
Employee sends Encrypt . |-J ;—L;.—"J!F"
i various emails .I psasn s s s m =t
LT P T P T g JE.
Block |
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Encrypt o Metworks
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e
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Data loss prevention (DLP) does not allow users to send confidential corporate data outside the
organization. The term is used to describe software products that help a network administrator
control what data end users can transfer. DLP rules block the transfer of any confidential
information across external networks. This controls any unauthorized access to company
information and prevents anyone from sending malicious programs to the organization.

Implement DLP software according to the organizational rules set by management. This
prevents accidental/malicious data leaks and loss. If an employee tries to forward or even
upload company data on cloud storage or even on a blog, the action will be denied by the
system.

A DLP policy is adopted by management when internal threats to a company are detected. Data
loss prevention is a policy to ensure that none of its employees send sensitive information

outside the organization. New emerging DLP tools not only, prevent the loss of data, but also
monitor and control irregular activities from occurring on the system.

There are DLP products available that help administrators determine what data users transfer.

DLP products are also known as data leak prevention, information loss prevention or extrusion
prevention products.
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Data Loss Prevention Best Practices

1 Create awareness about the risks and losses associated with data leaks
I —

2 Provide training to employees on the security policies for handling data
Restrict employees from sharing sensitive information on socia

networking sites

: Identify any loop holes in your network and patch at regular intervals
! Use a high quality router to prevent security threats

Before disposing of trash, shred documents first

Use strong passwords and phrases to protect confidential data

] .
8 Secure computers and hard drives with protective measures at entry and
exit points

; Monitor employees and their systems for any illegal activities or security
policy infractions

I——
10 Security must be the top concemn in all business operations
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Data loss prevention best practices are:

ldentify the business need for implementing a DLP solution in an organization.
Ensure the DLP solution supports various data formats.
Determine the type of DLP required based on the type of data protection needed.

Always pay close attention while deploying a DLP, as any small mistake in the
implementation will impact data protection.

DLP should be able to mitigate any false positives.

Regular risk profile updates and an organization needs to ensure DLP incidents are
documented.

Provide security policy training to employees.

Restrict employees from sharing sensitive information on social networking sites.
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DLP Solution Vendors
[.i!ﬁ!] Symantec (; ! Mcafee
= | hitp://www.symantec.com -’é E| http:/fwww.mcafee.com
& A Websense { Iri Palisade Systems
=1 hitpsf e websense. com =7 77 hitp: S pals adesystems. com
i -
N
% Trustwave GU Digital Guardian DLP
- - httpss . trus bwowe. com Rt fwwna difftolguardian. com
—
G~ BlueCoat £ pixalert
hitps:/fwaw, bluecoat. com 1| hitp:Swwew. dev. pixalert. com
|
. -‘Iﬁ Code Green Network's m Safend
- | TrueDLP o ) P .
d— hitpsfwaw codegreenne bworks. com ot | ' :
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Symantec

Source: https://www.symantec.com

Symantec DLP keeps track, secures your confidential data and ensures its safety, wherever it
lives: in the cloud, on-premises, or on mobile devices. It helps you keep data safe on Windows
and Mac endpoints by performing local scanning and real-time monitoring. It monitors
confidential data that is being downloaded, copied or transmitted to or from laptops and
desktops, through email or cloud storage. It uses a single web-based console to define data loss
policies, review and remediate incidents, and perform system administration across all of your
endpoints, mobile devices, cloud-based services, and on premise network and storage systems.

Websense

Source: http://www.websense.com

Websense Data Security Suite contains three modules Data Security Gateway, Data Discover,
and Data Endpoint. It provides a single intuitive, web-based interface for management and
reporting of Websense web, email and data security solutions.

Trustwave

Source: https://www.trustwave.com

Trustwave Data Loss Prevention helps enterprises discover, monitor and secure data at rest, in
motion, and in use to prevent exfiltration and ensure regulatory compliance. It analyzes all
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web-based communication and attachments, including email, instant messenger, P2P file
sharing, blogs, social media, FTP and Telnet, for violations of an organization's governance,
compliance and acceptable-use policies. Automatically blocks HTTP, HTTPS and FTP traffic
violating compliance policies. It can investigate data at rest to find and protect sensitive
information residing in the stored data. Discovery of sensitive data allows security teams to
focus their initiatives on specific users and systems, and then implement the appropriate
measures to meet compliance requirements.

BlueCoat

Source: https://www.bluecoat.com

Blue Coat Data Loss Prevention (DLP) enables you to detect and block potential data leaks
quickly and accurately, all while achieving industry and regulatory compliance. With Blue Coat
DLP, you can leverage powerful discovery capabilities to prevent sensitive, unsecured data
from traveling across the network and winding up in the wrong hands.

Code Green Network’s TrueDLP

Source: https://www.codegreennetworks.com

Code Green Networks’ TrueDLP™ solution is comprised of Network DLP, Discovery DLP and
Cloud DLP, and locates sensitive data resting on databases and network servers, including data
in the cloud.

McAfee

Source: http://www.mcafee.com

McAfee Total Protection for Data Loss Prevention (DLP) safeguards intellectual property and
ensures compliance by protecting sensitive data wherever it lives on premises, in the cloud, or
at the endpoints. McAfee Total Protection for DLP is delivered through physical or virtual low-
maintenance appliances and the McAfee ePolicy Orchestrator platform for streamlined
deployment, management, updates, and reports.

Palisade Systems

Source: http://palisadesystems.com

Palisade DLP provides a simple, all-in-one, cost-effective approach to data loss prevention
(DLP), which enables organizations to:

=»  Monitor: Palisade monitors all traffic and data leaving the network making you aware of
what is happening with your most critical data

*» Analyze: Palisade inspects and analyzes documents for protected/confidential data to
discover where sensitive data resides, in use, in motion or at rest.

= Prevent: Palisade prevents data loss using DLP enforcement, protocol management and
web filtering and enforcing data protection policies to ensure secure treatment of data
and proper adherence to company protocols.
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Digital Guardian DLP

Source: https://digitalquardian.com

Digital Guardian DLP provides visibility and audit reporting of potentially unsecured data.

It uses patent-pending Database Record Matching™ detection to accurately locate and identify
sensitive data at rest on endpoints and servers across your networks and cloud storage.

Automatic, configurable scanning of local and network shares using discovery specific
inspection policies ensure sensitive content is discovered wherever it is located. Detailed audit
logging and reports provide you with the information needed to demonstrate compliance,
protect confidential information and reduce data loss risk.

PixAlert

Source: http://www.dev.pixalert.com

Data Leakage Prevention (DLP) programs will effectively secure critical and sensitive data by
discovering & identifying data at rest that needs to be protected. It helps networks discover and
manage where critical data is located, monitoring and protecting networks and employees
against dissemination and leakage of unsecure data.

Safend

Source: https://www.wave.com

The Wave Data Protection Suite goes wherever your devices go, on or off your network, online
or offline. Which means it protects your data from the full range of modern risks: device theft,

emails, flash drives, portable hot spots, hardware key loggers, etc.
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Virtualization Terminologies

|.. 1| Host Operating System: It is the operating system installed on the physical host machine and its
~ = components

‘ | Guest Operating System: Operating system installed on a virtual machine

=
[ | . : : : .
,II:._ Hypervisor or Virtual Machine Manager(VMM): It is an application or firmware that allows
gr- . multiple guest operating systems to share a host’s hardware resources

=< Execution Environments: It is the logical entity environment{hardware/software) that enables
execution of a programming code/software

.
[l — Service Levels: It is the level of service offered by the cloud provider to a customer and is often
e part of 5LAs where a formal defined contract is signed for those offered services
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= Host Operating System: A Host Operating System is the OS installed physically on the
computer hardware which seeks direct access to the hardware resources for
computations. Resources it can access include processor, memory, Storage media etc.

= Guest Operating System: This is the operating system installed virtually on a host
operating system. It is dependent on the host operating system for the computations and
resource allocations.

= Hypervisor or Virtual Machine Manager (VMM): It is an application or firmware that
allows multiple guest operating systems to share a host’s hardware resources. It acts as
middleware which allows the user to install a virtual operating system called ‘Guest OS’ on
the ‘Host OS'.

= [Execution Environments: It is the logical entity environment (Software/Hardware) that
enables execution of programming code/software. JVM (Java Virtual Machine) is the best
example which acts as an execution environment for JAVA programs.

=  Service Levels: A service level is a signed contract between the cloud provider and the
cloud customer which lists all the services offered by the cloud provider to the customer.
It also includes the terms and conditions between the two parties.
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Introduction to Virtualization | C/ND

(gl ] Rerank Ditindo

Virtualization refers to creating a virtual version of hardware or software resources in a system

Before Virtualization After Virtualization
IL . | | ‘ IL #- “I" | | ‘
Applications i’__.'* Applications

ﬂ "’ Operating Iﬂ Py npmﬁnsl
System ‘. J System

H‘“;ﬁl”l““u—il

|i Viware Virtualization Layer |

XEBB Architecture

A hardware platform (host machine) is used A hardware platform (host machine) is used to run
torun asingle OS5 and its applications multiple operating systems and their applications
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Virtualization offers computing, storage and networking hardware. Virtualization refers to the
separation of the services or requests from the physical processes. The mechanism of
virtualization has enabled IT managers to group resources across the enterprise providing
better management of those resources.

1. Before Virtualization: The hardware infrastructure (host machine) runs a single
operating system with all its applications.

—— I

— i

ﬁ:_’

Applications

>y
- ®

Operating System

X86 Architectura

I.'\ L
Memory Disk
FIGURE 6.29: Before Virtualization
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In the figure above, a single instance of an operating system with a set of applications is
completely utilizing the given 32-bit hardware infrastructure. ‘Host OS’ directly interacts with
the hardware to request system resources.

2. After Virtualization: A hardware platform (host machine) is used to run multiple sets of
Virtual operating systems and their applications.

[ ]

K | Applicati | '-lﬁ'r Applicati
| Applications é:’- pplications

@Eﬂél Wﬂ_ﬂ

|I ViMware Virtualization Layer I

KBE Architecture
.l{ LEREE M i
CPU Memory NIC Disk

FIGURE 6.30: After Virtualization

In the figure above, the virtualization layer acts as middleware between the operating system
installed and the computer hardware. It logically partitions the hardware resources based on
the requests received from the host and the guest operating systems. The host OS directly
interacts with the computer hardware but the guest OS interacts through the Virtualization
Layer. Different types of virtualization techniques are:

1. Full Virtualization: The guest OS is not aware that it is running in a virtualized
environment. It sends commands to Virtual Machine Manager (VMM) interact with the
computer hardware. The VMM then translates the command to binary instructions and
forwards it to the host OS. The resources are allocated to the guest OS through the VIMIM.

2. 0OS assisted Virtualization or Para Virtualization: In this type of virtualization, the guest
0S is aware of the virtual environment in which it is running and communicates with the
host machines requesting for the resources. The commands are translated into binary

code for the computer hardware. The VMM is not involved in the request and response
operations.

3. Hardware assisted Virtualization: Modern microprocessor architecture has special
instructions to aid the virtualization of hardware. These instructions allow the guest to
execute privileged instructions directly on the processer. The operating system makes the
system calls behave like a user program.

4. Hybrid Virtualization: In this type of virtualization, the guest OS uses the functionality of
Para Virtualization and uses the Virtual Machine Manager (VMM) for binary translation to
different types of hardware resources.
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While designing a virtual environment, the levels involved in the application are:

Storage Device Virtualization: This is the virtualization applied on storage devices such as
data striping and data mirroring. RAID is a good example of storage virtualization.

File System Virtualization: This type of virtualization provides complete virtualization to
the data for sharing and protection within the software at this level. Virtualized data pools
manipulate the files and the data based on user demand.

Server Virtualization: Server level virtualization enables management to partition or
virtualize the server’s operating system environment. Logical partitioning of the server’s
hard drive is involved in the server virtualization.

Fabric Virtualization: This level of virtualization makes the virtual devices independent of

the physical computer hardware. It creates a massive pool of storage areas for different
virtual machines running on the hardware. Virtualization uses Storage Area Network

(SAN) technology to perform fabric level virtualization.
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Characteristics of Virtualization | C/ND

(gl ] Rerank Ditindo

- Ability to run multiple operating systems and applications
on a single physical system by virtual partitioning of the
hardware resources

Each virtual machine is isolated from its host physical system and
othervirtual machines

& Avirtual machine representsa single file that can be easily
identified based on its services

® Encapsulation protects a virtual machine from any
interference from othervirtual machines
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Virtualization has the following characteristics:

= Partitioning: It is the ability to run multiple operating system instances with their
applications on a single physical system, by virtually partitioning the hardware resources
and the resources are allocated to handle host and guest requests.

= |solation: Each virtual machine is isolated from its host physical system and other virtual
machines. This characteristic of virtualization prevents the effects of actions performed by
one virtual machine from affecting the other machines.

= Encapsulation: A virtual machine represents a single file used for identification based on
its services. Encapsulation protects a virtual machine from interference from the other
virtual machines.
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Benefits of Virtualization

Resource Efficiency

Increases the hardware utilization and thus increases
Return-on-Investment (ROI)

Reduced Disk Space Consumption

Virtualization enables effective utilization of the available
dizk space thus minimizing disk space consumption

Business Continuity

Helps in achieving business continuity and disaster

Cortficd | Wetwak Dot

Increase in Uptime

Availability of redundant system resounces and
interconnections on a single physical system

Increased Flexibility

Virtualization provides greater flexibility in the
deployment and increases network resource multiplexing

Improved Quality of Services

Virtualization provides better quality of services [005) by

CND

LEH]

FECovery distributing the network load between the virtual
) machines |
Migration Environmental Benefits

Ability to move data, applications, operating system,
processes, etc. from one machine to another

Less CO2 emissions, power saving, etc.

Copyright © by FG-Gouneil All Rights Reserved. Reproduction is Strictly Prohibited.

Virtualization provides:

A cost-effective solution for the central data hub: Replacing the physical hardware with
virtual machines can actually cut down the cost of purchasing more hardware, increasing
the space in the server room. Too many servers can emit a lot of heat leading to a server
crash.

A time efficient option for the IT infrastructure: The use of virtual machines can reduce
the time it takes for installing computer components in an organization. The concept of
virtualization enables the network administrator perform tests on the software without
consuming time and resources.

Back up the Servers: Virtualization ensures the complete restoration of the network at a
faster rate. The use of virtual machines reduces the time it takes, by the physical
hardware, to perform recovery.

The virtualization process enables users in an organization to use different platforms in a single

machine according to their needs. It provides continuous transition from one operating system

to another in the same machine.

The following are the benefits of virtualization technology:

Module 06 Page 550

Centralized storage in virtual machines prevents the loss of data.

If the virtual machines are remote, then only one application present in one VM s
attacked.
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* The VM allows secure sharing of sensitive information.

= Anattacked VM can be rolled back to a state prior to the attack.

= Virtualization improves the physical security due to the presence of a few physical devices
and a few data centers.

= Provides better event incident handling.

» Provides better methods for effective handling of VM's.
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Common Virtualization Vendors

CND

Cortficd | Wetwak Detomder

5] vware
VM ware:
Source: http://www.vmware.com

Viware virtualizes networking, storage and security to create virtual data centers and
simplifies the provisioning of IT resources

Citrix:

Source: http://www.citriz.com

Citrix virtualizes and transforms Windows apps and desktops into a secure on-demand
service and meets the mobility, security and performance needs of both IT and end users

Oracle:

Source: http:/www orade com

Oracle offers a complete and integrated virtualization, from desktops to data centers and it
enables virtualization and management of an organization's hardware and software stack

O O O O S O S e e e e e e e e o e S O G O

Microsoft:
Source: hitp://fwww. microsoft.com

Microsoft virtualization products range from the data center to the desktop for managing
both physical and virtual assets from a single platform
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VMware

Source: http://www.vmware.com

VMware virtualizes computing, from the data center to the cloud to mobile devices, to help
customers be more agile, responsive, and profitable.

It offers services such as:

= VMware vCloud Suite: vCloud Suite is a complete kit used for developing and managing a
private cloud infrastructure effectively.

=  VMware vSphere: VSphere virtualization enables creation of a cloud infrastructure and
virtually collaborates all the server related resources.

= Horizon View: Horizon view is a virtual desktop service which offers remote access to
different resources available to the users under a common platform.

= VMware Fusion: Fusion enables Mac users to run Windows based applications without
compatibility issues.

=  VMware Workstation: Workstation enables the user to run multiple virtual machines from
a single desktop.

= VMware VCenter Operations Management Suite: Operations management suite
efficiently manages all the services for their user and ensures quality service.
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Citrix

Source: https://www.citrix.com

Citrix securely delivers Windows, Linux, web and Saa$S apps plus full virtual desktops to any
device. Citrix solutions for application and desktop virtualization can help your husiness
increase productivity, enhance security and reduce costs.

ORACLE

Source: http://www.oracle.com

Oracle offers the virtualization, from desktop to the data center. Oracle virtualization enables
you to virtualize and manage your full hardware and software stack.

Oracle provides virtualization applications and tools for:

= Server Virtualization: Server Virtualization enables the IT of an enterprise to effectively
handle its server infrastructure such as Memory, CPU and storage devices. The server

handles multiple client requests simultaneously by logically partitioning and isolating its
resources.

=  Desktop Virtualization: Desktop virtualization uses Hypervisors which run on a bare-metal
server i.e. physical hardware. It provides the flexibility to install several virtual machines
and run them along with the host operating system.

= Application Virtualization (App-V): Application virtualization enables the ability to logically
distribute the application services to all the users under one specific platform.

= Virtual Desktop Infrastructure (VDI): Virtual Desktop Infrastructure is a way of deploying
an operating system on virtual machines to enable remote access for the desktop and

applications.
Microsoft

Source: http://www.microsoft.com

Microsoft provides built-in virtualization on Hyper-V, which is included in Windows Server.
Microsoft virtualization solutions help reduce costs by consolidating more workloads on fewer
servers. Increase IT agility and flexibility across on-premises and cloud resources with Microsoft
virtualization solutions.
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Concerns

Virtualization Security and

-~

Virtualization Security is obtained
using certain set of security

measures, procedures and processes
in order to protect the virtualization
infrastructure/environment

Typical Virtualization Security
Process includes:

= Securing Virtual Environment

@ Securing each VM at system level

@ Securing Virtual network

2 D

Virtualization Security Concerns

= Due to additional layer of
infrastructure complexity, it is
difficult to monitor unusual
events and anomalies

i 1

Offline can be used as gateway to
gain access to a company’s
systems

] 1

Due to dynamicnature of a
virtual machines, workload can
easily be moved to a new virtual
machine with a lower level of
security
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A virtualized environment facilitates the detection of new attack exposures thereby forcing the
user to take protective measures for both hosts and the virtual machines. In a non-virtualized

environment, each host is separately held, consisting of separate services and web servers. The
services run in their own spaces and they connect directly to the network. In a virtualized
environment, several guest hosts are placed in a single host. Here, all the services are grouped

together, thereby increasing the chances of vulnerabilities in the system.

Virtualization Security Concerns

There are different issues and challenges while implementing and using virtualization.

Two major challenges are:
1. Traditional threats

2. New threats

Traditional threats to the virtual environment include:

= Malicious code in virtual machines and appliances.

= Errors while configuring virtual network and firewalls.

=  Hypervisor Configuration liabilities.

=  Dataleakage.
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New threats to the Virtual Machine environments are:

= Management console vulnerability allows the attacker to remotely control the virtual
machines using the management consoles.

=  Avulnerable hypervisor can act as a danger to both the host as well as virtual machines.
=  Poor Hypervisor design makes the whole system vulnerable to attacks.
=  Lack of updating guest OS and installing security patches to the virtual machines.

= Vulnerabilities in the host system makes it easier for the attacker to dive into the virtual
environment without much effort.
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Hypervisor Security CIND

Cortficd | Wetwak Detomder

- 1 q -
3‘.;;’/;/ Lock down hypervisors \"Q:/f Turn off unnecessary Services
\“;‘;';? Use attestation and integrity checks :;’F/? Disconnect unused physical hardware

..~7 Attestation records should be patched 7 : . g
\,,/ a0d updated \,,/ Disable unnecessary hypervisor services
Disable file sharing between the guest
Q;’}f/ Careful allocation of resources to VMs Q;’/r/ 05 and the host 05 unless they are
) needed I
:;,;7 Monitor hypervisor for signs of q‘;”/f/ Use hypervisor IDS/IPS and hypervisor
compromise firewalls
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Securing hypervisor involves securing the hypervisor during its implementation, management
and development. Hypervisors can face many threats and risks. Most of the attacks occur
within an organization where users try to compromise the virtual machines running in the
system. Experts say that the number of attacks on hypervisors has increased dramatically in
recent years. This urges the need for securing the hypervisors using patch management and
other services.

The hypervisor platform enables multiple types of access like SSH, RDP, etc. However,
minimizing the remote and console access to the systems actually plays an important role in
securing the hypervisor. The hypervisor can be more secure if the hypervisor management is
given only access required to run the business environment.

Proper configuration also plays an important role in securing the hypervisor. Configuring only
the required settings and services can control the possibilities of threats and risks in the
hypervisor. Certain hardening mechanisms like controlling the user and group access on the
local system, controlling file permissions, using only required services, etc., can assist in
increasing the security of the hypervisor. The administrators need to confirm the security of
every platform on the hypervisor.

The hypervisors can decide the amount of resources provided to each guest OS. Resources
provided to each guest OS cannot be shared with another guest OS. Providing only limited
amount of resources to the guest OS can minimize attacks like denial of service and inserting
malicious code into another OS.
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The network administrators need to be more careful while handling the access to VLANs. The
VLAN assists in keeping the traffic separated between the networks. Allowing the access of
VLANSs to the virtual network may allow a compromised machine to access all the other VLANSs.
Administrators need to be more careful while configuring the VLANs and should ensure the
presence of only those VLANs that are required for the hypervisor configuration.
Securing hypervisors requires the need to secure the direct interface to the system. Securing
these with complex and strong passwords allows the administrators to handle the out of band
interface (OOB). Implementing a firewall can limit the access of the OOB subnets to only
approved IP addresses.

The network administrators can also work on controlling the rights to perform a service using

the service account. Controlling the service accounts can actually bring down the risks during
the case of service accounts becoming compromised. Usage of long and strong passwords

enables the security of the service accounts.
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A
J Implement security controls and o Apply all the general host security
procedures to each VM: —3 measures to each virtual machines
including :
2 Software Firewall: Install software
firewalls on each virtual machine I 2 2  Patch management
to detect and prevent the intrusion = i
T 2  Use user authentication for
of unwanted and malicious L = - | ek SN
e verification
applications
) & Disable/remove unnecessa
& Anti-virus Software: Install e Y

. . services and applications
antivirus to protect virtual

environments from inherent threat e—)
of viruses, Trojans, worms. etc.

Encryption: Encrypt virtual 0
machines to prevent confidential

data from unauthorized access

]

Password management

] 1

Access Control

]
]

Logging
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In addition to general security measures for host security, administrators should implement the
following security measures to enhance virtual machine security.

Implementing Protocols and Procedures: Designing certain rules and strategies helps
secure the virtual machines. Adding the recommendations below will provide more
security:

e Check for operating system updates for the virtual machines on a weekly basis.
e Check for virtualization software updates on a weekly basis.
e Update the virtual machines on a weekly basis.

Implementing Software Firewall: It is false that virtual machines are safe as they are
always looked at as a sandboxed application. They are prone to external and internal
attacks similar to the physical system and always require attention.

* Software Firewalls monitor the flow of network traffic between different virtual
machines.

e Provides security to each virtual machine and reduces the attack risk.

e Software firewalls on each virtual machine detects and prevents the intrusion of
unwanted and malicious applications.

e Virtual or software firewalls do not create collision between the firewall implemented
on the host operating system.
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® There are many software firewalls available like comodo, zone alarm, etc.

= Deploying Anti-Virus Software

e |Install anti-virus to protect the virtual environment from the inherent threats of
viruses, Trojans, worms, etc.

e Antivirus deployed on a virtual machine inspects for any unusual activity and scans all
files and folders for malicious content.

® |nstallation of anti-virus on a host machine does not secure the virtual machine. Install
antivirus on a virtual machine in order to secure it properly.

e Mostly used antiviruses are Kaspersky, McAfee, Microsoft security essential, Symantec
endpoint protection, etc.

* Encrypting the Virtual Machines: A virtual machine hosts highly confidential data so
encryption is required. Encrypting virtual machines protects the virtual machines from

unauthorized access. Users must enter a password to encrypt/decrypt virtual machines.
Steps to encrypt a virtual machine:

e Step 1: Shut down your virtual machine

e Step 2: Go to configure from the virtual machine menu and a dialogue box appears
e Step 3: Click options and select security

e Step 4:In the security pane, click turn on and provide a password and click ok

e Step 5: The password provided in step 4 will be at the time of encrypting/decrypting
the virtual machines
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Secure Virtual Network

CIND

Management B e

Virtual network isolation assigns each virtual machine to an internal virtual
network, network isolation is based on the Internet Protocol security (IPsec)

Network packetisolation provides security to the virtual network by
determining which network packet is routed to the virtual machine

Virtual switch provides basic security to the virtual network whereas IDS/IPS,
firewalls provides security within the virtual appliances

Use physical network security devices (PNSD) with VLANs, it minimizes the
consumption of host resource

Using Virtualized Network Security System (VNSS) on the virtualized LAN addresses
external threats, inter-VM exploits, Dos attacks, etc.

Mapping of virtual networks to the underlying physical network is known as
virtual network embedding (VNE), it minimizes the risks of virtual and physical
machines of the virtual network

Copyright © by FG-Gouneil All Rights Reserved. Reproduction is Strictly Prohibited.

Organization approaches for secure virtual network management such as:

Physical Network Security Device (PNSD): This physical network security device resides
outside the host machine and deploying it for every host machine may reduce
performance. This approach does not provide security to VMs

Physical Network Security Device (PNSD) with VLANs: Use physical network security
devices (PNSD) with VLANs; it reduces the consumption of host resources

Host Intrusion Prevention System (HIPS): It resides inside the virtual server, uses host
machine resources and it offers server level protection

Virtualized Network Security System (VNSS): It resides on a virtual LAN and consumes
host machine resources. It monitors, partitions the virtual environments and provides
security to virtual network segments, VLANs, servers and devices

Methods to secure virtual environments include:

Resource Limitation: Apply resource usage limits to each virtual machine so that it
minimizes the risk of using multiple shared hardware resources at one time, which can

affect performance of the virtual machine

Security Measures: Install Antivirus, Spyware and intrusion detection systems. Keep
everything updated on each virtual machine to reduce security vulnerabilities

Native remote management services: Use native remote management services to reduce
the risk of an attacker intrusion to a virtual machine
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Guidelines to secure virtual environments are:

=  Authentication to the virtual devices.

»  Restricted connectivity to all virtual resources.

= Segmenting the virtual infrastructure.

*  Virtual resource reservation and limits.

= Apply standard infrastructure security measures into the virtual infrastructure.

= Use native remote management services (RMS) to communicate with virtual machines.

=  Host based IPS (HIPS) protects the virtual environment from security threats.
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Best Practices for Virtual
Environment Security
y: Create virtualization security policies for o  Secure virtual systems S EIRE RTINS
=N . -
w 05, networks, kernel, traffic, backup, and W with antivirus. IDS. firewall
deployment |
Separate virtual networks into security or Use security controls to limit unauthorized
2 : ] 7 : i
x"::: trust zones and provide high security at x';:: access and restrict access to unprivileged
critical areas networks
7 . ; <7 |mplement strong access controls for
Q‘I/’ B marvisar environment ?"‘If/ virtual Envirnnm:nt management
regularly
Disable unnecessary hypervisor devices and Monitor configuration of host virtual
‘::"j}? all emulated hardware from the virtual ‘::j? machines and VMware infrastructure at
environment regular intervals
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Best Practices for Virtual
Environment Security (Cont'd)

Frequently audit event logs for suspicious
and unexpected activity

Provide continuous training to improve

administrators’ skillset on virtualization
security trends and technologies

Implement regular updates for downloaded

software and security patches on virtual
machines

Protect the integrity of every guest
operating system

-

=

-

e

—

Use strong passwords for BIOS, OS5 and

network configuration on both hosts and
guest machines

Audit and control the administrative

access to the hypervisor’'s accounts and
credentials

Protect the host system with high security
measures as it provides direct access to
VMs, networks, devices, applications, and
hypervisors

-

T, o
‘x/

Actively audit, monitor and test virtual
networks and network traffic from
violations
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Best Practices for Virtual

Environment Security (Cont'q)

Secure the host operating systems and | 3 Ensure that every new VM added to the
\“Tjj applications with regular security updates ﬂ/ network is in accordance to the
and patches organization’s standards

Enforce file integrity checks to ensure that

Limit physical of host OS5 to protect
\“jj’j content of the file have not been altered W e P

from trespassers

f;/ Use encrypted communication technologies ﬁ? Avoid operation on all guest machines that
do not work on protected mode

Validate the change management process
\t’/f’ of virtual machines before deploying and
managing changes

W Educate user with security awareness
programs
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The following are additional best practices for virtualization security:

Enforce the least privileges: It is a core security principle which makes users operate with
the least set of privileges that are necessary to finish the task/job.

Harden Access Controls: Deploy controls to the hypervisor and virtual machines in a
secure manner to avoid unauthorized access.

Monitor the virtual traffic: There are various tools available and using these tools to
identify malicious traffic and defend the virtual machines from intrusions and attackers.

Record VM Migrations: Migration between virtual machines must be recorded to monitor
and diagnose machine failures.

Monitor VM snapshots and rollback: Create a work environment to monitor virtual
machines. If there any issues, rollback to a stable state using snapshots which are taken at

particular intervals by the administrator.

Scan and audit virtual machines: Virtual machines are scanned at regular intervals to
discover vulnerabilities and service failures.

Module 06 Page 563 Certified Network Defender Copyright © by EG-Gouncil

All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Network Defender Exam 312-38
Host Security

Module Summary CIND

(gl ] Rerank Ditindo

= Host security involvesthe process of hardening each device at individual
levelson the network

= Organizationsshould set and follow baselines for host security to protect hosts
from differentkinds of host level threats

- OperatingSystems have avital role in host security and can be hardened using
built-in security features

-1 Network Servers should be dedicated to a single purpose only

-1 Host Security can be compromised through security vulnerabilities which exist in
the installed software

- Virtualization security is obtained using a set of security measures, procedures
and processes to protect the virtualization infrastructure/environment
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In this module, you have learned how important it is to secure an individual host for network
security. The module described host security, tools and techniques for securing each individual
host on the network. The module helps you prepare security baselines for host security
including workstations, router, switches, servers, etc., and provides security measures to
prevent them from various host security threats. The module also discussed the virtualization
concept and provided security measures for virtual machines in a virtual environment.
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