Verification Checklist
show running-config
show running-config | begin
show running-config | section
show running-config | include
show running-config | interface
show startup-config

show mac address-table 
  - shows all MAC table entries of all types (dynamic, static etc.)
  - Interface ID
  - VLAN ID
  - MAC address
  - Type (static, dynamic etc.)
show mac address-table dynamic - shows all dynamically learned MAC table entries
show mac address-table dynamic vlan vlan-id - shows all dynamically learned MAC table   
  entries in the specified VLAN
show mac address-table dynamic address MAC-addr - shows all dynamically learned MAC 
  table entries with the specified MAC address
show mac address-table dynamic interface int-id - shows all dynamically learned MAC table 
  entries associated with that interface
show mac address-table count - shows the number of entries in the MAC table, and the 
  total number of remaining empty slots in the MAC table
show mac address-table aging-time - shows the global and per-VLAN aging timeout for 
  inactive MAC table entries
show mac address-table static - lists static MAC addresses and MAC addresses learned or 
   defined with port security
show mac address-table static interface int-id - lists static MAC addresses and MAC 
  addresses learned or defined with port-security on an interface
show mac address-table secure lists MAC addresses defined or learned on ports configured 
  with port security
show mac address-table secure interface int-id lists MAC addresses defined or learned on   
  specified port configured with port security
clear mac address-table dynamic - empties the MAC table of all dynamic entries

show interfaces 
  - Lists detailed status and statistical information about interfaces 
  - Port link/protocol status (up/up)
  - Port status (connected)
  - Port MAC address
  - Duplex & speed (does not list if they were autonegotiated or not)
  - Port counters:
    - Runt: frames that did not meet the minimum frame size requirement of 64 bytes
    - Giant: frames that exceeded the maximum frame size requirement of 1518 bytes
    - CRC: received frames that did not pass the FCS math
    - Frame: received frames that have an illegal format e.g. ending with partial byte
    - Output errors: total number of packets that switch port tried to transmit, but for which 
      some problem occurred
    - Collisions: counter of all collisions that occur when the interface is transmitting a frame
    - Late collisions: subset of all collisions that happen after the 64th byte of the frame
show interfaces status 
  - Lists one line per interface on the switch, with basic status and operating information for 
    each
  - Interface ID (f0/1, g0/1 etc.)
  - Name (description)
  - Status (notconnect, connected etc.)
  - VLAN ID (1, trunk etc.)
  - Duplex (full, half, auto, a-full, a-half)
  - Speed (10, 100, 1000, auto, a-10, a-100, a-1000 etc.)
  - Type (10/100BASE-TX, 10/100/1000BASE-TX etc.)
show interfaces vlan number - lists interface details for a specified VLAN interface
show interfaces description
  - Displays one line of information per interface, with a two-item status, and includes and 
    description that is configured on the interfaces
  - Link status
  - Protocol status
  - Description

show dhcp lease 
  - lists any information the switch acquires as a DHCP client
  - Leased IP address and subnet mask
  - Default-gateway address
  - Lease time
  - DHCP server address
show crypto key mypubkey rsa - Lists the public and shared key created for use with SSH 
  using the crypto key generate rsa global configuration command
show ip ssh - lists status information for the SSH server, including the SSH version
  - Lists connected client MAC address and port
show ssh - lists status information for current SSH connections into and out of the local 
  switch
show ip default-gateway - lists the switch's setting for its IPv4 default gateway

show port-security
  - lists one line per interface that summarises the port security settings for any interface on 
    which it is enabled
  - Secure Port: name of port
  - Max Secure Addresses Count: number of configured maximum addresses
  - Current Addresses Count: number of current addresses
  - Security Violation Count: number of security violations
  - Security Action (shutdown, restrict, protect)
show port-security interface int-id 
  - lists an interface's port security configuration settings and security operational status
  - Port Security (enabled/disabled)
  - Port Status (secure-up, secure-shutdown)
  - Violation Mode (protect, restrict, shutdown)
  - Maximum MAC Addresses: lists number of configured maximum MAC addresses allowed
  - Total MAC addresses: total number of MAC addresses currently on the interface
  - Configured MAC Addresses: number of statically configured MAC addresses
  - Sticky MAC Addresses: number of sticky learned MAC addresses
  - Last Source Address:Vlan: last source MAC address and VLAN that the switch has received 
    from
  - Security Violation Count: number of violations that have occurred
show port-security address
  - Lists the secure MAC address table
  - VLAN
  - MAC address
  - Type (SecureSticky)
  - Ports
show interfaces switchport
  - Lists information about any interface regarding administrative settings and operational 
    state
  - Administrative Mode: configured trunking status (static access, dynamic auto, dynamic 
    desirable, trunk)
  - Operational Mode: current operational trunking status (static access, trunk)
  - Administrative Trunking Encapsulation: configured encapsulation type (ISL, 802.1Q)
  - Operational Trunking Encapsulation: current encapsulation type in use (ISL, 802.1Q) 
  - Negotiation of Trunking: DTP status (On/Off)
  - Access Mode VLAN: the VLAN in which the access port is in
  - Trunking Native Mode VLAN: the untagged VLAN that the trunk port allows
  - Voice VLAN: the configured voice VLANs
show interfaces trunk
  - Lists information about all operation trunks (but no other interfaces), including the list of 
    VLANs that can be forwarded over the trunk
  - Administrative mode (on, auto, desirable, off)
  - Operational encapsulation type (isl, 802.1q, n-isl, n-802.1q)
  - Operational trunking status (trunking)
  - Native VLAN
  - VLANs allowed on trunk
show vlan
  - Lists detailed information about the VLAN
  - VLAN name: the configured name for the VLAN
  - VLAN status (active, act/unsup, act/lshut)
  - Ports assigned to VLAN
  - Plus additional information at the end
show vlan brief
  - VLAN name: the configured name for the VLAN
  - VLAN status (active, act/unsup, act/lshut)
  - Ports assigned to VLAN
show vlan id vlan-id
  - Lists detailed information about specified VLAN
show vlan name vlan-name 
  - Lists detailed information about specified VLAN
show vtp status - lists VTP configuration and status information

Router

show ip interface brief
  - Lists a single line of information about each interface
  - IP address (no mask)
  - Method: the method by which the IP address was learnt (NVRAM, DHCP etc.)
  - Link/protocol status
show ip interface
  - Lists detailed IP information about each interface
  - IP address and mask
  - Helper-address: as set by ip helper-address command
  - Outgoing access list
  - Inbound access list
show interface
  - Lists a large set of informational messages about each interface, or specified interface
  - Link/protocol status
  - MAC address
  - Description
  - IP address and subnet mask
  - Bandwidth (as BW)
  - Counters (CRC, frame, collisions etc.)
show interfaces loopback number
show protocols
  - Lists information about the listed interface
  - Link/protocol status
  - IP address and mask
show controllers
  - Lists many lines of information per interface, or for one interface, for the hardware 
    controller of the interface
  - On serial interfaces, identifies the cable as either a DCE or DTE cable

show ip route
  - Lists the router's entire routing table
  - Gateway of last resort: default route
  - Routing protocol code (C, D, L, S, O, R)
  - Network and mask 
  - Administrative distance (0, 1, 90, 110, 120, 254, 255)
  - Metric (hop count, cost)
  - Next-hop router address
  - Update timer: time since route was first learned
  - Outgoing interface
show ip route connected
  - Lists all connected routes from the IP routing table
show ip route static
  - Lists all static routes from the IP routing table
show ip route rip
  - Lists all RIP-learned routes from the IP routing table
show ip route ip-addr
  - Lists detailed information about the route that a router matches for the listed IP address
  - Known via
  - Distance
  - Metric
  - Outgoing interface
show ip protocols
  - Lists information about the RIP (routing protocol) configuration, plus the IP addresses of 
    neighbouring RIP routers from which the local router has learned routes
  - Routing protocol (RIP etc.)
  - Timers (update every 30s, next due in 10s, invalid after 180s, hold down 180s, flushed 
    after 240s)
  - Version (version 2)
  - Interfaces
  - Autosummarisation (auto-summary)
  - Maximum path (maximum-path)
  - Routing for Networks (network)
  - Passive interfaces (passive-interface)
  - Distance (distance)
  - Update timer: time since last update
show ip rip database
  - Lists one line per router interface, including the IP address and interface status, 
    prefix/length of all best routes known to RIP on this router and connected routes for   
    interfaces on which RIP has been enabled
  - Best RIP-learned routes
  - Connected routes for RIP-enabled interfaces
  - Other information about networks (e.g. auto-summary status)

show ip dhcp binding
  - Lists the currently leased IP addresses on a DHCP server, along with the client identifier 
    and lease time information
  - Leased IP address
  - Client ID/MAC address
  - Lease expiration
  - Type (dynamic, automatic, static)
show ip dhcp pool name
  - Lists the configured range of addresses in the pool, along with usage statistics and 
    utilisation high/low-water marks
  - Total leasable addresses
  - Leased addresses
  - Excluded addresses
  - IP address range
show ip dhcp server statistics
  - Lists statistics about the requests served by the DHCP server
  - Number of address pools
  - Number of DHCP messages received (DHCPDISCOVER, DHCPREQUEST etc.)
  - Number of DHCP messages sent (DHCPOFFER, DHCPACK etc.)
show ip dhcp conflict
  - Lists IP addresses that the DHCP server found were already in use when the server tried 
    to lease the address to a host
  - IP address
  - Detection method (gratuitous ARP etc.)
  - Detection time
clear ip dhcp conflict
  - Removes all entries from the DHCP server's conflict list

show access-lists [ACL-no. | ACL-name]
  - Shows details of configured access lists for all protocols
  - ACL number/name
  - Commands in ACL with sequence numbers
show ip access-lists [ACL-no. | ACL-name]
  - Shows IP access lists
  - Same information as show access-lists
show ip nat statistics
  - Lists counters for packets and NAT table entries, as well as basic configuration 
    information
  - Total translations
  - Outside/inside interfaces
  - Hits/misses
show ip nat translations
  - Displays the NAT table
  - Protocol
  - Inside/outside global/local address/port
clear ip nat translation {* | [inside global-ip local-ip]}
  - Clears all or some of the dynamic entries in the NAT table, depending on which 
    parameters are used
debug ip nat
  - Issues a log message describing each packet whose IP address is translated with NAT
  - Source/destination address translations

show ipv6 interface
  - Lists IPv6 settings on an interface, including link-local and other unicast IP addresses
  - Link/protocol status
  - Link-local IPv6 address
  - Global unicast IPv6 address
  - Resident subnet
  - Joined group addresses: multicast addresses that the interface is listening on 
  - NDP settings
show ipv6 interface brief
  - Lists interface status and IPv6 addresses for each interface
  - Link/protocol status
  - Global unicast IPv6 address
  - Link-local IPv6 address
show ipv6 route
  - Lists all IPv6 routes
  - Similar information to show ip route
show ipv6 route connected
  - Lists just the connected IPv6 routes
show ipv6 route local
  - Lists just the local IPv6 routes
show ipv6 route static
  - Lists just the static IPv6 routes
show ipv6 route address
  - Displays detailed information about the IPv6 route this router uses to forward packets to
    the IPv6 address listed in the command
  - Similar information to show ip route address
show ipv6 neighbors
  - Lists the router's IPv6 neighbour table
  - IPv6 address
  - Age
  - Link-layer address
  - State (reach, stale etc.)
  - Interface (outgoing)
show ipv6 routers
  - Lists any neighbouring routers that advertised themselves through an NDP RA message
  - Neighbouring router's link-local address
  - Outgoing interface
show logging
  - Lists the current logging configuration, and lists buffered log messages at the end
  - Console logging level, messages logged etc.
  - Monitor logging level, messages logged etc.
  - Buffer logging level, messages logged etc.
  - Status of count/timestamps
  - Buffered messages  
show clock
  - Lists time-of-day and the date per the local device
  - HH:MM:SS.SSS
  - Timezone name
  - Day of week
  - Date Month Year
show ntp associations
  - Shows all NTP clients and servers with which the local device is attempting to synchronise 
    with NTP
  - Reference IP address
  - Stratum of remote peer 
show ntp status
  - Shows current NTP client status in detail
  - Synchronised/unsynchronised
  - Stratum of local router (-1 stratum of remote peer)
  - Reference IP address
show {cdp | lldp} neighbors
  - Lists one summary line of information about each neighbour
  - Device ID (hostname)
  - Local interface
  - Holdtime (decreases from 180 for CDP, 120 for LLDP): time until information is discarded
  - Capability (R, S (B for LLDP), I etc.)
  - Platform (abbreviated name)
  - Port ID (neighbouring interface)
show {cdp | lldp} neighbors detail
  - Lists one large set of information for every neighbour
  CDP
  - Device ID (hostname)
  - IP address of neighbouring device
  - Platform (full name)
  - Capabilities (full name e.g. Router)
  - Local interface and port ID (outgoing)
  - IOS version
  - Holdtime
  - Duplex
  - Advertisement version (e.g. CDPv2)
  LLDP
  - Port ID
  - System name (Switch etc.)
  - IOS version
  - Time remaining 
  - IP address
  - Autonegotiation status
  - Physical media capabilities (100BaseT (FD) or (HD) etc.)
  - VLAN ID
show {cdp | lldp} entry name
  - Displays the same information as show {cdp | lldp} neighbors detail but only for the 
    named neighbour
show {cdp | lldp}
  - States whether CDP or LLDP is enabled globally, and lists the default update and holdtime 
    timers
  - Update timer (CDP default: 60 seconds, LLDP default: 30 seconds)
  - Holdtime timer (CDP default: 180 seconds, LLDP default: 120 seconds)
  - Status of CDPv2
show {cdp | lldp} interface
  - States whether CDP or LLDP is enabled on each interface, or a single specified interface
  - Link/protocol status
  - Interface update timer
  - Interface holdtime timer
show {cdp | lldp} traffic
  - Displays global statistics for the. number of CDP or LLDP advertisements sent and 
    received
  - Total packets output/input (total CDP advertisements output/input)
  - CDPv1 advertisements output/input
  - CDPv2 advertisements output/input

show flash
  - Lists the names and size of the files in flash memory, as well as noting the amount of flash 
    memory consumed and available
  - File number (highest = newest)
  - Length
[bookmark: _GoBack]  - Filename
  - Bytes used, bytes available, total bytes
dir filesystem:[directory]
  - Lists the files in the referenced file system, or file system directory
  - File number
  - Length
  - Date
  - Filename
  - Total bytes, bytes free
more filesystem:name
verify /md5 filesystem:name [MD5-hash]

show license
show license feature
show license udi
show version

show history - lists the commands in the current history buffer
show vlans - lists VLAN configuration and statistics for VLAN trunks configured on routers
show ip arp - lists the router's IPv4 ARP table
clear ip arp [int-id] - removes all dynamically learned ARP table entries, or if the command    
  lists an IP address, removes the entry for that IP address only
no debug all - stops all debug services
ping
  - Tests basic IP connectivity between two hosts

traceroute

ipconfig /all
  - Lists IP settings for the interface (NIC)
  - MAC address
  - Link-local IPv6 address
  - IP address
  - Subnet mask
  - Default gateway 
  - DNS servers
  - DHCP servers
netstat -rn
  - Lists the host's routing table, often listing the default router with a route to 0.0.0.0
arp -a
  - Lists the host's ARP table
  - IP address
  - MAC address
  - Type (dynamic etc.)
netsh interface ipv6 show neighbors - lists a host's IPv6 neighbour table
ndp -an - lists a host's IPv6 neighbour table
ip -6 neighbor show - lists a host's IPv6 neighbour table



