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Keys and Values and Classes, Oh My!

The Registry scares people. Practicaly every Windows NT user or administrator has
some horror story of the damage done to a machine by cardless Registry editing.
Microsoft doesn't try to discourage this perception, either; the articlesin thelr
Knowledge Base, as well as documentation in the various resource kits, isliberdly
peppered with warnings about the dire consequences of screwing up something vitd if
you make amistake while editing the Regidiry.

While making a mistaken Registry edit can indeed send your machine to Blue Screen
of Desth territory quick as awink, thereé's no reason to be afraid of the Registry any
more than you'd be afraid of a chainsaw, your car, or a high-speed lathe. If you know
how to safely handle any of those inanimate objects, you can do much more work
with them than you can manudly.

This book teaches you how to safely use the Registry; how to administer, back up,

and recover Registry data on computers running Windows 2000, both localy and over
the network; and how to use the Registry editing tools Microsoft supplies, and when
you should--and should not--do so. Much of the materia aso appliesto Windows NT,
gnce there are more smilarities than differences between the two.

Who's This Book For?

This book is for anyone running Windows 2000, particularly people responsible for
administering networks of Windows 2000 computers or providing technical or help
desk support. It's dso for programmers who are familiar with the Win9x Registry and
itsworkings but are making the move to the Smilar-looking but interndly different
Windows N'T/2000 world.

To get the most out of this book, you should be familiar with the Windows 2000 user
interface; you should know how to right-click, run programs, and so on. Some
background as a Windows NT or Windows 2000 administrator would be useful, but
it's not required.



How This Book Is Organized
The book is organized into 11 chapters.

Chapter 1, locates the Registry in the evolution of Windows systems. After a
historical discusson of INI files and their traditiond role as the repositories of
configuration information, the chapter offers an gpologiafor the Regidtry, its
philosophy, and its advantages.

Chapter 2, discusses the keys, subkeys, vaues, and hives that comprise the Registry
structure.

Chapter 3, provides the compendium of caution. The mgor topics of discusson
include the creation of emergency repair disks and drategies for effectively backing
up and retoring the Regidtry.

Chapter 4, is acomplete guide to the origind Registry editor.

Chapter 5, isasmilar guide to Microsoft's 32-bit Registry editor.

Chapter 6, explainsthe roles of system policies and the management of them with
POLEDIT.

Chapter 7, describes Windows 2000's group policy object (GPO) mechanism and
explains how to use it to apply policy settings.

Chapter 8, presents the Registry APl and follows up with sections on how to
adminigter the Regigtry with programs implemented in C++, Perl, and Visud Basic.

Chapter 9, covers anumber of vital topics, including user accounts, INI file mgpping,
remote access, security, and a number of Resource Kit utilities.

Chapter 10, isacollection of tips and tricks you can use to bring your own system's
Registry under control.

Chapter 11, is asnapshot of the Registry keys created by the Windows 2000 and NT
gystems.

Appendix A, describes the group policy settings applicable to user accounts. These
include desktop lockdown and security policies.

Appendix B, describes the group policy settings that can be gpplied to computers,
including the security and software ingtalation policy components.

Conventions Used in This Book

This book uses the following typographic conventions:

Const ant wi dt h



Indicates alanguage construct such as a data type, a data structure, or acode
example.

Constant widthitalic

In syntax statements, indicates placeholder eements for which the user must
provide actual parameters.

Italic

Indicates filenames, URL S, commands, variable names, utilities, and function
names. Itaic is aso usad to highlight the firsg mention of key terms.

Registry pathnames can get long and unwieldy. To save space, they are set in roman
text, and the top-level keys are abbreviated as follows:

HKCR HKEY_CLASSES ROOT
HKCU HKEY_CURRENT_USER
HKLM HKEY_LOCAL_MACHINE
HKU HKEY_USERS

HKCC HKEY_CURRENT_CONFIG
HKDD HKEY_DYN_DATA

N4 Thisicon marks text describing NT4-specific features thet ill have relevancein a
aWindows 2000 context

- Thisicon designates a note, which is an important asde to the
) nearby text.

s
e

Thisicon designates awarning reating to the nearby text.

N

Comments and Questions

The information in this book has been tested and verified, but you may find that
features have changed (or you may even find mistakes!). Y ou can send any errors you
find, as well as suggestions for future editions, to:

O'Reilly & Associates, Inc.

101 Morris Street

Sebastopol, CA 95472

(800) 998-9938 (in the United States or Canada)
(707) 829-0515 (international/local)

(707) 829-0104 (fax)

There is aweb page for this book, where examples, errata, and any plans for future
editions are listed. The page dso includes alink to aforum where you can discuss the
book with the author and other readers. Y ou can access this page at:



http://www.oreilly.com/catalog/mwin2reg/
To ask technica questions or comment on the book, send emall to:
bookquestions@oreilly.com

For more information about our books, conferences, software, Resource Centers, and
the O'Rellly Network, see our web Ste at:

http://www.oreilly.com
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Chapter 1. A Gentle Introduction to the Registry

The Windows 2000 Registry plays akey role in making Windows 2000 work. It
serves as a centra data repository, and it'sinvolved in everything you do with
Windows 2000 computers, from the initid boot sequence to logging in and running
gpplications and services. For such an important component, though, there is
surprisngly little documentation thet explains how the Registry works, what'sinit,
and what it's good for. Even seasoned Windows NT administrators who are making
the legp to Windows 2000 admit to being a little unsure of the Regigtry's inner
workings.

Part of the Regigtry's mystery comes from the fact that its datais stored in a specid
format that can be read only with the tools and programming interfaces routines
Microsoft provides; part comes from the strict warnings against Registry tampering
plastered on page after page of Microsoft (and third-party) documentation, books, and
web pages. However, since the Registry's an integra part of Windows 2000, you
should be comfortable using, repairing, and modifying it if you want to administer
Windows 2000 systems. The overdl god of this book isto demydtify the Regidiry's
workings and help you understand when, how, and why Windows 2000 services,
goplications, and operating-system components use it so you'll be better able to
administer the machines under your care.

1.1 A Brief History of the Registry

Before | plunge into the nuts and bolts of working with the Regidtry, let me set the
stage by explaining how the Registry gained its starring role in Windows 2000.
Besides being good preparation for amazing your friends with computer-industry
trivia, the Regidtry’s path to fame illustrates some of its strengths and wesknesses.

In the beginning, of course, there was no Registry. MS-DOS applications were
responsible for soring their own persstent settings in configuration files. The

operating system had its own set of configuration files; the most famous of thesefiles
are config.sys andautoexec.bat, which control hardware and operating system settings.

At firgt blush, this gpproach may seem reasonable. After dl, gpplications settings are
generdly private, and they don't usualy affect other programs. Most components of
MS-DOS itsdlf weren't configurable anyway, so there was little need (or demand) for
a better configuration mechanism. If the configuration data for asingle gpplication
was lost or corrupted, restoring it was reasonably ssimple and could be done without
affecting anything e se on the computer.

1.1.1 Windows 3.0

Windows 3.0 improved on the MS-DOS approach by introducing the idea of asingle,
systemwide set of operating-system preference and settings data. In addition to DOS
configuration files, Windows 3.0 itsdf added four initialization files ( progman.ini,
control.ini, win.ini, and system.ini ) that contained information about the system's
hardware configuration, device drivers, and gpplication settings. These files quickly
became known as INI files, after their extension.



Microsoft chose asmple, human-readable ASCII format for INI files; not only did
this ease the task of writing programs to use these files, but it lso made it possible for
end users to ingpect and change their contents. One of the important features
Microsoft wanted to deliver in Windows 3.0 was Macintoshlike customization; users
wanted to be able to set their own color schemes, fonts, desktop backgrounds, and so
on. By default, the Windows File Manager included a file mapping so that double-
clicking an INI file would open it in the Notepad text editor, as shown in Figure 1.1.

Figure 1.1. Simple INI file

[Encryption]

Card=LJL_EHT

Card=LJL_FORT

sCavd=LJL_DES
EntrustEncryptionflgorithm=CAST
BypassProfileSelection=1
shontincludeflainTextFilelfSigning-@
befault Per=8

Receipt=#

Crypt Mode=51GH

Card=LJL_Fort

dverWrite=1
SavelpenlessagesInThellear=Ho
Update=1

Timeout=@
SendAsSingledttachnent=1
pontincludeflainText[FSigning~-8
bontUlencodefttachments=0

[pirectories]

ADDRESSBOODK=C :A\Mi-ARMORYENTRUST .DIR
SADDRESSBOOK=C : M5 -ARMORYKEYCACHE .DIR
;Tracer=Debuglog. btxt
MultiCryptoPrefs=C:\MS-ARHOR\Mprefs . txt
PLUGTHS=C:\WM5-ARHORpLuginsy

TGS

In addition to storing Windows settingsin INI files, Microsoft provided a set of AP
routines (often caled the private profile API ) that gave programmers away to creste
their own initidization files. The theory was that application programmers could use

INI files to Sore private settings that were specific to their applications. Settings that
could be useful to severa applications--for example, ligts of which fonts were

ingtaled on a computer--lived in the sysem's INI files, while gpplication specific
seitings were in the application's private INI files. Application programmers
enthusagtically embraced this idea, and before long most applications used INI files
for ther private settings.

However, INI filesweren't perfect; in fact, they suffered from some fairly serious
weaknesses:

They were easily editable

An old quote from the Unix fortune program says that you can make software
foolproof, but you can't make it damn-fool proof. INI files quickly provided a
concrete example of this old saw; because INI files were editable, usersfelt
free to edit them. Thisflexibility did make it easy for usersto customize their
environments or make necessary changes; it also made it much essier for a
user to break asingle application, an entire service (such as printing or file
sharing), or Windows itself by making an accidentd or ill-informed change to
anINI file



They were easy to break

INI files provided a one-time link between a program and its settings, they
weren't dynamic enough to reflect changes in the maching's configuration or
environment. For example, many presentation graphics programs built alist of
avallable fonts during their ingdlation process. If you later added—or, worse,
remov—rfonts, the presentation package might or might not notice the changes,
meaning ether that you couldn't use newly ingaled fonts or the package
could crash while trying to use fonts the gpplication thought were il
available. Thislack of flexibility was partly due to the fact that Windows
didn't have any way to be notified when something on the computer was
changed; without these derts, there was no way to tell when INI file data
needed to be updated.

They led to Balkanization

Microsoft didn't provide any explicit guidelines as to where INI files should be
stored or what should go in them; in the absence of these rules, application
programmers felt free to put INI filesin various locations. Some used the
Windows directory itsdlf, while others stored their INI filesin the same
directory asthe application or in some other seemingly logica location. To
compound the problem, some gpplications put their private data directly into
win.ini, while others kept their own private copies of such things as font lists
and printer settings that were explicitly supposed to be shared between
gpplications.

They had implementation limits

INI files had to be smdler than 64 KB in length; in addition, the Windows
profile API cdls blissfully ignores al but the first instance of settings with the
same name within one section of the file. An even more serious limit was that
INI files were inseparably bound to the origind PC concept of "one user, one
machineg"; there was no way to easily move settings around so that users who
needed to use different computers could keep their preferred settings.

1.1.2 The First Registry: Windows 3.1

Windows 3.1 added severa new features that improved interapplication integration
and ease of use. Chief among them were two new technologies, Object Linking and
Embedding (OLE) and drag and drop. Both features required an up-to-date, correct
database of program locations and capabilities. For example, object embedding could
only work if the source and destination applications had some way to communicate
exactly what type of data was being embedded, and the File Manager required access
to a database of mappings to associate files with the applications that created them.

To provide this information, Windows 3.1 included the first Windows registration
database, which quickly became known as the Registry. This Registry offered
solutions to severd of the problems posed by INI files:

The Registry provided a single place to store data



Instead of segregating datainto separate INI files, both system and
applicationspecific configuration data could be stored in the Regidtry. Inthe
origind Windows 3.1 implementation, al Registry datawas sored in asingle
file named reg.dat. Keeping system and application settings in one place
reduced both the number and complexity of INI files; in addition, having a
one-stop system for storing preferences and setting data made it possible to
better share information such as font lists between different gpplications.

The Registry wasn't as easy to edit

INI fileswere plain text, o it was easy to edit them. Thiswas both ablessing
and a curse; users could make changes when necessary, but they were often
prone to making unnecessary or ingtability-causing changes. The datain
reg.dat was stored using an undocumented binary format, and the only way
users could edit it was with the Windows 3.1 Registry editor. Windows 3.1
aso introduced the first version of the Registry access AP, thus making it
possible for programmers to read and write Registry data directly from their
programs.

The Registry had a clearly defined hierarchical structure

The structure of INI files was haphazard at best: sections could appear in any
order within the file, and vaues could appear anywhere in the section. There
was no good way to group related settings, epecialy when they might appear
in different filed

However, the Windows 3.1 Regidiry still wasn't perfect. It supported only asingle
hierarchy for storing al system and gpplication settings, and the reg.dat filewas il
subject to the 64-KB sze limitation that hampered INI files. In addition, Windows 3.1
itself didn't improve on the problem of synchronizing the Regidry's contents with the
date of software, fonts, and other items actualy |oaded on the computer, so there was
no guarantee that the Registry, the INI files, and the actud software loaded on the
computer would stay in synch. Findly, the Windows 3.1 Regigtry didn't offer any
solution to the problem of alowing users settings to move with them to different
computers on anetwork, or even alowing more than one user to keep settingson a
sngle mechine.

Despite these shortcomings, the Windows 3.1 Registry introduced severa features
that carried over to its successors. First and foremost is the concept of the Registry's
hierarchy, which looks much like the structure of a Windows directory tree. Ina
filesystem, the topmost item is aroot directory, which can contain any number of files
and folders. Each folder can in turn contain nested subfolders or files, and you can
uniquely identify any object on the disk by congtructing afull pathname that points to
it; for example, c:\users\paul\proposal.doc and c:\program
files\eudora\attach\proposal .doc are different files, even though they share the same
name. The topmost item in the Registry's structure (corresponding to a root directory
in afilesysem) isaroot key . All other keysin the Regigtry are children of one of the
root keys (although Windows 3.1 supported only one root key, named
HKEY_CLASSES ROOT). Each key can contain either values (the Registry



equivaent of adatafile) or nestedsubkeys , equivaent to nested folders. Just aswith
filesand folders, you can uniquely identify a Registry key by building afull path toit.

In addition to providing a hierarchy for keys, the Windows 3.1 Registry introduced
the ideathat keys have names and vaues. The key's name (for example,
DisableServerThread) can be combined with the full path to the key to identify it (as

in

HKEY_LOCAL_MACHINESystem\CurrentControl Set\Control\Print\DisableServer
Threed). The vaue of the key holds whatever data belongs to the key; the actual
contents vary from key to key.

1.1.3Windows NT 3.1, 3.5, and 3.51

Windows NT was introduced in 1993 as Microsoft's indudrid- strength operating
system. It was expressy designed to compete with Unix workstations and servers,
snce these machines eadly supported multiple users who could take turnsusing a
sngle computer, shared workspaces, and networkwide configuration sharing,
Microsoft decided that NT needed to do al these as well. To accomplish these godls,
NT required amore flexible and capable Regigtry than that in Windows 3.1, so they
kept the basic concepts but changed both the implementation and capabilities to match
NT's requirements.

As noted before, the NT Regidtry iskey to everything NT does: from the timethe
machine boots until you shut it down, gpplications, drivers, and services depend on

the data they get from the Registry to do their jobs. Since the Registry was going to be
ubiquitous, some implementation changes were needed. First to go wasthe old 64-KB
limit; NT Regidtry files can grow aslarge as needed. Instead of using asinglefile,

NT's Registry datais split into anumber of files, but they al appear asasingle set of
keys. To handle the wider variety of data required to support the new system
components and features, Microsoft split the single hierarchy of the Windows 3.1
Registry into severa root keys (see Chapter 2, for details on these keys). In addition, a
great ded of effort went into optimizing the Registry-handling code to keep Registry
performance from being a syslemwide bottleneck.

The operating system's underlying security model could easily take up abook on its
own, but I'll bail it down to its bare essence: every object in a Windows 2000 machine
has a unique security 1D, is owned by someone, and can have its own access control
list (ACL) that determines who can read, modify, and remove the object. Most system
resources--files devices, the Win32 subsystem, and Regidiry keys, for example--are
objects that have unique identifiers; this identifier may have a security identifier
attached to it or not, depending on the type of object. The Regidtry itself isan object,
asaedl itskeys; this meansthat each root key or subkey can have an ACL
asociated with it, o it's possible to grant very fine-grained control over which users
and system components can read and modify keys. This security modd continuesin
Windows 2000, by the way.

Another key feature of Windows NT was its ability to dlow multiple usersto share a
single computer, with complete security partitioning between files and objects
belonging to different users. The Security Reference Monitor, which is charged with



enforcing that partitioning, depends on the presence of object- specific security access
tokens bound to these objects.

NT aso provided tools that could remotely access the Registry on one computer from
another; for example, a system administrator could use his machine to view and
modify the Registry on any machine to which he had administrator access. This made
it esier for adminigtrators to troubleshoot and fix Registry-related problems, since
they could often make an initid diagnoss without leaving their desks.

Microsoft encouraged developers writing NT software to use the Registry instead of
INI files. They set afairly good example by making most NT system components and
applications use the Registry themsalves; as an added incentive, they provided a
specid facility that lets older Windows 3.x programs use the Registry instead of an

INI file automaticaly by creating a copy of the INI file in the Regidtry.

To top off these changes, the origina verson of NT included a brand-new, 32-bit
Regigtry editor, RegEdt32 (see Figure 1.2). Each root key appearsin its own child
window; in addition to showing keysin afamiliar tree formet, RegEdt32 adds
commands for connecting to remote computers regidiries, viewing and changing
access controls on keys, and exporting and importing Regidry entries. (All these
commands are explained in Chapter 5.)

Figure 1.2. RegEdt32, the NT Registry editor
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NT 3.5 and 3.51 didn't make any fundamental changes to the Registry’s
implementation or behavior; they did, however, add new keysto the Registry to
support new features. Different versons of NT have different sets of Registry keys,
for example, some keys that were part of the 3.51 Registry aren't in 4.0; conversdly,
4.0 adds a number of new keys that weren't present (and won't be recognized by) NT
3.51.

1.1.4 Windows 95 and 98

Windows 95 introduced a new interface to the Windows world; as it turns out, many
of these interface changes, and the underlying Registry keys, made it into Windows



NT 4.0. There are anumber of architecturd smilarities between the Windows NT
3.51 and Windows 95/98 Registries. Both support multiple root keys, and both store
their datain severd different filesingead of Windows 3.1's snglefile. The Win9x
Regidry isdso tightly integrated with-and heavily used by--al components of the

OS. However, the underlying implementation is very different between the two; in

fact, there's no Microsoft- supported way to migrate data between the two operating
systems Registries or share data between them. The basic ideas remain the same,
though. Win95 has the same st of root keys from NT 3.51, plus two new ones.
HKEY_CURRENT_CONFIG and HKEY_DYN_DATA. The overal organization of
the two Regidtriesissmilar. The Win95 Registry doesn't support NT-style security
(though you can enable remote access), but it does support hardware and user profiles
in much the same way. See Inside the Windows 95 Registry, by Ron Petrusha
(ORellly & Associates) for acomplete dissertation on the guts of Win95's Registry
implementation.

1.1.5 Windows NT 4.0

NT 4.0 combined the underpinnings of NT 3.51 with the Win95 user interface; given
this heritage, it's not surprising that NT 4.0 has alarge number of Registry keyswith
names identica to Win95 keys. The primary Registry-related change between NT 4.0
and its predecessors was the addition of two new root Registry keys. InNT 4.0, a
single machine may have severd hardware profiles that reflect different

configuraions, for example, algptop computer running NT might have one profile
that includes driversfor devicesin a docking station (for use when it's docked) and
another, with different drivers, for when it's on the road.

HKEY_CURRENT_CONF G provides accessto the current hardware and driver
configuration, but what'sin that configuration depends on which hardware profile the
user chooses during the boot process. HKEY _CURRENT_CONFIG wasincluded in
NT 4.0 so that Win95 applications that use it would be able to run under NT 4.0.
HKEY_PERFORMANCE _DATA provides aroot key for information that's
generated on demand, such as Performance Monitor counter data. This dynamic data
isn't sored in the Registry, but applications can accessit locdly or remotely by using
the standard Registry API cdls.

In addition to these changes, NT 4.0 fully integrated the Win95 concept of system
policies. These policies control what users may and may not do on their machines, for
example, apolicy can specify that users can't use the Run command in the Start menu
and that they can't move icons around on the desktop. These policies can gpply to
individua users or computers, members of defined groups, or dl machines or usersin
an NT domain, and they can be gpplied againgt the user's settings or againgt the
machine's settingsin HKEY_LOCAL_MACHINE. In Windows NT, policies are
actudly implemented as Regidtry settings, the System Policy Editor (shown in Figure
1.3) provides afriendlier (and safer!) dternative to the Regidry editor for building

and distributing system policies to one or many computers in adomain or workgroup.

Figure 1.3. SPE for managing small- or large-scale policies
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1.1.6 Windows 2000

Windows 2000 was originaly caled Windows NT 5.0. Given that fact (which
Microsoft istrying hard to obscure), perhaps it's not surprising that not much in the
Regigry is different between NT 4.0 and Windows 2000. Early rumors said thet the
metabase, used by the Internet Information Server (11S) product family, would
supplant the Registry in Windows 2000, but neither the metabase nor the Active
Directory have completely replaced the Registry. The Windows NT Registry editors
survive virtudly unchanged, as do the gpplication programming interfaces programs
use to read and write Regigtry data (though there are some new additions and
extensons). There are anumber of internal changes to the
HKEY_LOCAL_MACHINE and HKEY_CLASSES ROOT hives, and anumber of
Windows NT 4.0 keys have been moved or superseded.

The system facilities that use the Registry, however, are another matter. The NT 4.0
System Palicy Editor is il present, but it's been largdly replaced by Windows 2000's
support for group policy objects (GPOs; discussed in more detail in Chapter 7). GPOs
dore thar settings in the Active Directory, though settingsin a policy may actualy be
applied to the user or computer portions of the target computer's Regidry.

1.2 What Does the Registry Do?

The concept of a centrd repository that holds al the system's configuration data may
drike you as aboon (since it kegps gpplications and services from scattering their
settings in hundreds of small files buried in odd locations) or a danger (since it
provides a single point of falure). The truth is somewhere in between these extremes.
The Registry provides a neet, tidy way for applications, device drivers, and kernd
services to record configuration data. That data can be used by, and easily shared
between, the origind owner or by other system components. At the sametime, if the
Regidiry is damaged, the effects can range from not being able to useasngle
application to not being able to boot Windows 2000 at al. (Chapter 3, details the
backup and recovery tools you can use to keep this single point of failure from
causng trouble)



1.2.1 1t Holds L ots of Important Stuff

The chief role of the Registry in Windows 2000 is as arepoditory for configuration
data. In thisrole, it acts as a sort of super-librarian; system components can look for
their own configuration information in the Registry, then use what they find to control
how they interact with other syssem components. The "important suff* stored in the
Regigtry fallsinto six separate categories, each category's datais gathered during a
particular stage of the boot process, as shown in Figure 1.4.

Figure 1.4. Registry data exchange
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1.2.1.1 Hardware configuration data

As part of the Windows 2000 boot |oader's normal execution, it runs a program called
ntdetect; asits name implies, ntdetect figures out what hardware exists on the
computer. This configuration datais bascdly an inventory of five things

The number, kind, and type of system processors

The amount of system physicd RAM

The types of 1/0 ports available

The bustypes (PCl, EISA, ISA, VLBus, €ic.) the system contains
Thekinds of plug-and-play devices present

The devices found on those system's buses

Once dl thisinformation has been gathered, ntdetect soresit in memory and mapsiit
to the Registry'sHKEY _LOCAL_MACHINBHARDWARE subtree so thet the
Windows 2000 kernel and device drivers have accessto it. No hardware configuration
information iswritten to disk, because at the time the kernd loads, it the needed



driverswon't have been loaded yet! (However, hardware profiles configuration
information can be stored on disk; the profile tells the device loader what devicesto
configure after it's finished detecting hardware.) Because knowing the low-leve
details of the hardware is critica to the kernd, this detection phase has to happen firg.
Unlike the Windows NT 4.0 version, the Windows 2000
HKEY_LOCAL_MACHINEHARDWARE subtree can be dynamicaly modified
after the machine is boating; this facility supports the dynamic loading and unloading

of device drivers, which isrequired for proper support of Universal Seria Bus (USB)
and Firewire/lEEE-1394 devices.

1.2.1.2 Driver parameters and settings

After the hardware detection phase, the boot loader |oads the Windows 2000 kernd,
which handles the difficult work of finding the right driver for eech deviceingtdled in
the computer. The kernd can load device driversin three different places. Drivers that
are st to load during the boot phase load immediately after the kernel. These drivers
aetypicdly low-level driversthat provide basic services to other drivers, such asthe
driversrequired to support PCMCIA cards and SCSI disk drives. Once those drivers
have loaded, the spiffy new Windows 2000 loading screen (complete with a progress
bar a the bottom) appears; in addition to the other things happening during this boot
phase, the kerndl aso loads any drivers whose load State is set to "system.” These
drivers which are usudly mid-level components such as the CD-ROM driver,
normally require the presence of one or more boot drivers such asthe IDE, SCSI, or
ATAPI drivers. Once Windows 2000 has started its GUI, the logon didog appears,
and the kernel begins loading dl drivers marked as "automatic.” Automatic drivers

can be loaded as aresult of some system action or automatically as part of the GUI
gartup. If the system has previoudy detected anew USB or IEEE-1394 device, it can
attempt to load the matching driver a this point. If no matching driver isfound, the
Add New Hardware wizard can be run after a user logs on.

No matter where it loads in the boot process, each driver makes heavy use of the
Regidry during itsinitidization. As each driver loads, the kernel uses the Registry for
three things. Firgt, the kernel's driver loader walks through the hardware configuration
inventory to figure out which driver to load for each device. Second, once Windows
2000 identifies the right driver for a device, the driver starts; as part of its sartup, the
driver damsthe deviceit "owns' by marking it as owned in the Regidtry. Findly, the
driver reserves whatever machine resources it needs; for example, the generic
SoundBlaster16 driver provided as part of Windows 2000 attempts to reserve an IRQ,
port address, and DMA block to talk to the sound card. Which vauesit requests
depends on the hardware configuration information gathered by ntdetect. Once the
driver has staked out the device and resources it needs, the Registry reflects the
driver's reservations so other drivers that load later in the boot sequence won't try to
seize them. Each of these steps uses a separate subtree under
HKEY_LOCAL_MACHINEHARDWARE; see the specific subkey mappingsin
Chapter 2 for complete details on which subkeys correspond to each phase.

1.2.1.3 Dynamic data

Actudly, no dynamic datais stored in the Regidry a dl! Instead, the kernel intercepts
requests for subkeys of the HKEY PERFORMANCE_DATA key and returnsthe



requested data directly. Because the data for this key is assembled on demand and not
written to disk, HKEY _PERFORMANCE_DATA doesn't show up in the Registry
editor. Thisisless of aproblem than it might seem, since that data isn't directly of use
to you anyway. The Windows 2000 performance monitoring tools (and, of course,
kernel components) can get to it when needed.

1.2.1.4 User profiles and user-specific settings

From its inception, Windows NT supported the idea that more than one person could
use asingle computer. Each user on a Windows 2000 or NT machine (whether it'sa
workstation or aserver) has her own profile that controls when, how, and whether she
can log on; what scripts or programs are executed at logon time; and what she can do
once logged on. In addition, the user's profile stores the contents of her Start menu,
the appearance of the desktop, and other look-and-fed settings. The profiles actudly
acompodite of the data from severd different subkeysin the Regidry, including
security account manager (SAM) data for the user, plus a number of settings scattered
around in different places in the Regidry. To users, however, it lookslikeit'sdl one
seamless collection of data; your workspace magicaly regppears when you log onto
any computer in your domain.

In earlier versons of NT, these profiles were only usable on one machine--you and
your officemate could share a PC in your office, but if you had to go down the hdl to
use another machine, your profile wasn't available, and you'd be stuck with an
unfamiliar workspace. To solve this problem, NT 4.0 included support for two new
types of profiles: roaming and mandatory. In many environments (such as college
computing labs or workgtation clusters in an engineering office), it makes sensefor a
user's settings to be kept on a central server and downloaded to whatever machine the
user actualy logs onto. This makesit possble for auser to St down at any machine,
not just the one at her desk, and go right to work. Roaming profiles make this
possible; when you log onto a machine in adomain that uses roaming profiles, your
profile is fetched from the server and cached in thelocd machine's Registry.
Mandatory profiles work the same way, but with atwist: by renaming an ordinary
profile with a.man extension, the system applies the policy automaticaly and restricts
the end user's ahility to change its settings. In practice, this means that administrators
can build profiles that configure users workspaces a certain way and don't allow users
to change them--a great help for environments where lots of people need to share
machines.

1.2.1.5 System and group policies

Besdes the user's profile, other Windows 2000 settings can find their way into the
Regigtry. For computers that are part of an Active Directory domain, GPOs largely
supersede the system policy mechanism that defines and distributes policies for
Windows NT 4.0 clients. You till use the native Windows NT 4.0 System Policy
Editor (SPE) to st palicies for Windows NT 4.0 and 9x machines in your Windows
2000 domains, you also use it to create policies for Windows 2000 machines that
aren't part of an Active Directory domain.

GPOs are set using the group policy object editors (discussed morein Chapter 7)
ingead of SPE. That's not the only difference: while system policy settings are



"gticky" (persgstent and hard to remove, not unlike an old piece of bubble gum), GPO
settings are applied in specid areas of the Registry dedicated for that use. This makes
them easy to reverse or remove, Since reversing a setting in the policy automaticaly
appliesthat setting to whatever machines or user accounts it's targeted to. It's possible
to attach an SPE template file to a GPO, offering the best of both worlds by dlowing
you to use the same template files (such as the ones included with Office 2000) for
Windows 9x/NT and Windows 2000 clients.

1.2.1.6 OLE, ActiveX, and COM

Windows 3.0 introduced the concept that afile's extension can be used to
automatically figure out which program crested it. Adding these file associations to
the Windows File Manager meant that Windows users could double-click on a data
file to launch the gpplication that created it and open the file!* In Windows 3.0, these
associations were kept in the win.ini file, but in Windows 3.1 and later, they're stored
in the Registry instead. Windows 95 and NT 4.0 extend the concept of associations to
include information about the kind of data stored in thefile, too; thisis especidly

usful for figuring out what to do with data downloaded by aweb browser.

[ This is, of course, only one of the many Macintosh features Microsoft "adopted” as part of the Windows GUI.
While reading the rest of this book, see how many others you can spot.

Windows 3.1 adso marked the debut of Object Linking and Embedding, or OLE. OLE
was designed to allow users to build compound documents that contained severa
different types of data. For example, you could create a Word document and embed
an Excd chart and an Imagineer Technica® mechanicd drawing init, then edit ether

of the embedded objects without leaving Word using what Microsoft caled in-place
activation ( 1PA). IPA required alarge amount of new information to work; to start
with, there had to be aligt of dl the types of datathat could be embedded in a
document, plus some way to figure out which program to run when the user wanted to
cregte aparticular kind of data object. The origina Windows 3.1 Registry had only
one root key, HKEY_ CLASSES ROOT; its purposein life was to store the data OLE
needed to function.

(2 Imagineer Technical is alittleknown but very cool 2D drafting and technical illustration package from
Intergraph. | used to work on its OLE support code, so | still have a soft spot for it.

In 1993, Microsoft started touting the Component Object Model, or COM, as the
wave of the future. (The combination of COM and OLE has since been retitled
ActiveX; you've probably heard of that by now.) The basic idea behind COM isthat
developers can bresk their software down into lots of little, independent objects that
communicate with each other via COM interfaces® Aswith OLE, though, COM
requires still more new datato make it work. Each type of object hasto have itsown
unique ID 0 the system can tell them apart; in addition, the system has to somehow
keep track of which interface methods a particular object supports (especidly since
COM objects can pass commands back and forth). ActiveX controls, which can be
embedded in web pages, Office documents, and other kinds of documents, have the
same requirements, the system hasto be able to turn the unique class ID into the name
of the program it should run to create, draw, or edit the object. All this data (and more
besdes) lives under the HKEY _CLASSES ROOT subtree.



Rl you redly want more details, try Inside OLE, by Kraig Brockschmidt (Microsoft Press) or ActiveX Controls
Inside and Out, by Adam Denning (Microsoft Press). Neither are recommended for the faint of heart.

The primary change in Windows 2000 is that the settingsin
HKEY_CLASSES ROOT are now split into two categories. In the old-style scheme,
both file associations and MIME type mappings are stored in asingle Regidry file.
The default permission settingsfor HKEY _CLASSES ROOT dlow any user ona
machine to change these settings. Thisisabad ideafor two reasons. Firs, users may
want their own MIME type mappings. For example, two users who share a
workstation might disagree on whether Internet Explorer or Netscape is the best
browser; under NT 4.0 the MIME type settings for HTML would continualy be
pingponging back and forth as the two browsers reset the default MIME types. The
second reason is more serious. permitting any user on the machine to change file
associations alowed any user to change those associations so that untrusted, or even
malicious, applications could potentialy be run without the user's knowledge.
Windows 2000 solves this problem by putting MIME type mappingsinto the user-
specific section of HKEY_CURRENT_USER and moving the file associations and
OLE/COM mappingsinto a system subkey that has tighter permissions than the
Windows NT equivaent.

1.2.1.7 Application settings

So far, I've only taked about how the operating system uses the Registry.
Applications can use it too, and most well-written Win32 applications do. The
proliferation of INI filesin Windows 3.x was bad for users, but it was every bit as bad
for most software vendors--imagine trying to troubleshoot a customer's problem when
your product's settings are intertwined with settings for every other program on that
user's computer! The Regidtry offered aneat solution to this problem, with the twin
benefits of better performance and some tamper-resistance thrown in as lagniappe.'”

(4 Lagniappe (lan' yap) is a Cagjun French word meaning "something thrown in for free as part of a ded." For
example, "Mais, | bought dat houn dog from Pierre, and he t'rew in 10 pound of shrimp for lagniappe.”

Microsoft's guiddines (which may be, and frequently are, fredy ignored by Microsoft
and third parties) say that third- party programs should ingtal program-specific
settingsinthe HKEY _LOCAL_MACHINBSOFTWARE\< VendorName> subtree.
For example, Netscape's products keep their settings under
HKEY_LOCAL_MACHINESOFTWARE\Netscape. Thiskey isfor settings that
pertain to the program itself, not the user's configuration settings for that program.
User-specific settings go under the usar's key in HKEY _USERS. Thisis asubtle but
important digtinction. Asyou can seein Figure 1.5, the settings under the Netscape
Navigator key in each of the Registry root keys are quite different.
HKEY_LOCAL_MACHINESOFTWARE\Netscape\Netscape Navigator\4.04 (en)
stores information about where different components of Navigator are ingtdled, while
the corresponding entry under HKEY _CURRENT_USER\SOFTWA RE\Netscape has
settings that gpply only to your configuration, such as where your persona bookmark
fileis stored.

Applications and systern components can store any kind of datain the Regigiry:
configuration settings for hardware or software, user preferences, paths to shared
components, licensing information, and so on. Mogt "modern” Win32 gpplications



tend to keep dl their settings in Registry vaues. For example, the Office 97 and 2000

suites use the Registry to store information about each user's preferences for which

toolbars are displayed, whether the Office Assistant appears, and so on. Netscape and

Microsoft's web browsers both keep their user profile datain the Registry.

Figure 1.5. User versus application settings
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Of course, gpplications can fredy use any of the other types of data stored in the
Regigiry. For example, an image-retouching program can use the Regidtry to get the
|/O address of the port to which the user has connected his digital camera, or aweb

page editor might use it to fetch alist of dl the ActiveX objects auser can embed ina

page he's designing. For the most part, though, well-behaved applications will read,
but not modify, keys that aren't theirs.

1.3 Advantages Offered by the Registry

The Regigry offers anumber of significant benefits to programmers, users, and
adminigtrators. These benefits sem from the characteristics just described.

1.3.1 1t Keeps Everything Tidy

Instead of the dozens (or even hundreds) of separate INI files typicdly found on a
Windows 3.1 machine, Windows NT/2000 machines usudly only have afew, and
those typically belong to 16-bit legacy applications that can't use the Regidtry.
Windows 2000 itself uses the Registry for its configuration data, as do dmost dl 32-
bit applications written for Windows 9x and NT/2000. There's more to tidiness than
just the reduction in clutter that comes from dimingting INI files, though.
Centralizing where configuration information is stored makes it easier for
administrators to back up, restore, and secure the data.



1.3.2 It Provides Security

Access control for the Registry comesin two sizes. Firgt, you can set individua
workgstations or servers to disallow any remote Registry connections. Whilethisis
secure, it also makes it impossible to use the System Policy Editor to set and inspect
policies on that machine. A better and more fine-grained solution isto use the built-in
ACL features. As| mentioned earlier, each Registry key, from the root keys on down,
can have its own set of access permissonsin the form of ACLsthat apply to the keys.

Each access control entry (ACE) in an ACL actudly hastwo parts. apermisson (as
shown in Table 1.1) and the account or group name that holds the permission. Y oull
learn more about these permissionsin Chapter 5. ACL permissions are usudly written
like this, with the holder firgt and the permisson following:

Everyone: Read
paul : Ful |

Cont r ol
Engi neeri ng: Ful |

Cont r ol

Table 1.1. Registry Access Permissions

Permission What It Allows

Read Read-only access to a specific key, its subkeys, and their values (includes Query
Vaue and Enumerate Subkeys)
All of the aboverights; Full Control allows the holder to do literally anything to

Ful | Contr ol : L
the keys with that permission

Query Val ue |Getting the data or contents of a specific key's value

Set Val ue Changing the value of a specific key

Create Subkey

Creating a new subkey under the key that holds this permission; the new subkey
inherits the parent's permissions unless they're explicitly changed

Enumer at e . . . .

Subkeys Traversing all subkeys of a specific key and getting their full pathnames

Noti fy Getting or setting auditing notifications

Create Link Creating asymbolic Iipk (such as a shortcut or a Unix symlink) that pointsto
another key in the Registry

Del et e Removing the specified key, its subkeys, and all associated values

Wite DAC Char_19_i ng the Discretionary Access Control (DAC), or permissions, on the
specified key

Wite Owner Changing the owner associated with the specified key

Read Control |Readingthe ACL for the key

Any account or group thet islisted in the ACL has the matching permission; any
group or account that's not inthe ACL can't getaccess. This gives precise control over
Registry access, snce anyone you don't explicitly include in an ACL can't get access.

In addition to whatever accounts you've defined on your workstation or domain, you
can use the operating system's built-in accounts and groups. In particular, you'll see

the Authenticated Users pseudo-account!® that grants read access to most keysin the
Regigtry, while the Adminigtrators groups usualy have Full Control accessto dl

keys. Since many NT software installers require write access to the
HKEY_LOCAL_MACHINBESoftware and HKEY _CURRENT_USER\SOFTWARE
subkeys, you'l often see them tagged with Everyone:Full Control. Applications that




use the Windows Ingtdler--which includes any gpplication written exclusvely for
Windows 2000- -are smart enough not to require this access, but many administrators
will want or need to run software designed for NT on their Windows 2000 machines.

I3 Authenticated Users isn't really an account; it's a specia token that matches any authenticated user. NT 4.0 SP3
introduced Authenticated Users, which is similar to the older (and deprecated) "Everyone" pseudo-account.

It's also worth mentioning the SY STEM account name; SY STEM refers to processes
and sarvices owned by the kerndl, so it's usudly used to grant Full Control accessto
many of the keysin HKEY _LOCAL_MACHINE.

Besdes their access controls, Registry keys dso have owners; for example, the
Adminigtrators group ownsthe HKEY LOCAL_MACHINBEHARDWARE subkey.
Y ou can redtrict access to parts of the Regisiry by changing their ownershipto a
single account to which you control access; since any account that's not in an ACL
won't have any access, everyone except the owner islocked out.

Asan additional security festure, NT alows you to create an audit trail of accessto,
and operations on, the Registry. When you enable auditing for akey, you specify two

things
What actions you want audited

Y ou can create an audit trail of the success or failure (or both) of al of the
permissonsin Table 1.1 except Read, Full Control, and Write Owner.

Which accounts are audited

The accounts you specify will generate audit trail entries when they attempt
one of the actions you specify.

The auditing dataiis written to the Windows 2000 event log, where you can view it
with the Event Viewer MMC snap-in or parse it with programs or scripts you've
written.

1.3.3 It Allows Remote M anagement

Every computer running Windows 2000 has a Regigtry. If you're supporting more
than one of these machines on anetwork, you'll be happy to know that the Registry
supports network ingpection and modification. This cgpability, which is built into
RegEdit and RegEdt32, dlows you to troubleshoot and fix some types of Registry
problems on network machines from your desktop. In addition, network Registry
access makes it possble to automaticaly inspect the Registry of every machine on
your network--a vauable way to gather statistical ("how many of our machines are
gill running Netscape Navigator 2.x?") or configuration (“what machines have
impala.oreilly.com as one of their DNS servers?') data.

The old-style system policy mechanism requires network access to the Regigtry; there
are dso anumber of useful adminigtrative tools and utilities that build on network
Registry access. For example, the ERDisk product from Adlita (http:/Amww.adlita.net)
alows you to build an emergency repair disk (ERD) for amachine acrossthe



network; in fact, you can automaticaly build updated ERDs for dl the machineson
your network every night if you like. Microsoft's System Management Server (SMS)
product makes heavy use of network Registry access.

1.4 Registry Zen

Even if you're accustomed to using Windows, the Registry may sometimes seem like
aNew Orleans graveyard a midnight, full of strange shadows, haf-glimpsed terrors,
and legendary tdes of misfortune. In thisvein, | want to digress alittle to talk about
the philosophy behind the Regidry, aswell asthe Zen of editing and using it.

Firg of al comes the obligatory scare tactic. Microsoft's documentation contains
many warnings about the dire consequences that can result from editing the Registry
if you aren't careful and knowledgesgble. Instead of repesting these warnings, I'll offer
one of my own, but just once, so you won't have to keep seeing it over and over.

The Regidtry isakey component of Windows 2000. If you
N remove a necessary key or change a key's value to an out-of-
range value, some programs repair the damage automaticaly,
but othersfall spectacularly. Microsoft's Registry editors
immediately make changes, so theré's no backing out if you
make a mistake. Please don't edit the Registry on your
production machines until you've read Chapter 3, which explains
how to recover from a damaged Regidtry.

Y ou can think of the Regidtry like one of those sdlf-service storage warehouses that
have popped up across North America like sheet-metd mushrooms. If you've never
seen one, let me briefly digress: these warehouses, which usudly have catchy names
such as "Public Storage” or "U-Store-It," are fenced compounds filled with long, low
meta buildings. These buildings are segmented into individua garages. When you
rent a space, you get the magic code that opens the outer gate, and you use your own
lock to secure the unit you've rented. Once you've rented it, the spaceis yoursto use
as you wish (though you're not supposed to live in them or kegp anything illega or
dangerous there).

Just like the locd U-Store-1t, every tenant of the Registry hasits own individua
pace, where it can store anything under the sun. Access to that space is controlled
both by the operating system and the tenant who created the keys. Also like the real-
world equivaent, the landlord takes no respongbility for protecting what'sin
individua spaces; that's up to the renter (or application). That's where the analogy
stops, though. In Windows 2000, Registry keysfal into three groups:.

Keys you don't need to edit directly

Keysin this group have some other way to set their value; most control pands
are nothing more than pretty interfaces that make it easy for you to change
settingsin the Regidiry without using a Regidtry editor. The Explorer'sfile
types diaog box is another good example; dl it doesis display, and dlows
you to change, datain the HKEY _CLASSES ROOT tree.



Keys you must edit directly

In the grand Microsoft tradition, the Regigtry is chock-full of keys whose
values cant be edited anywhere else. Windows 2000 is pretty good about
exposing formerly hidden fegtures as settings in various GPOs, but Snce many
Windows 2000 components are thinly disguised reissues of Windows NT 4.0
pieces and parts, hidden settings live on. In addition, some settings (such as
the setting that controls whether Cdler ID is used to identify incoming remote
access cdls) are available only by editing the Regidtry directly.

Keys you should leave alone altogether

Just because you can edit akey in the Registry doesn't mean you should.
Many of Windows 2000's subsystems, particularly device drivers, are intended
to be sdlf-tuning; they continudly adjust their settings based on the system'’s
workload. If you directly adjust a setting behind its owner's back, your reward
can be anything from reduced performance to an unbootable machine.



Chapter 2. Registry Nuts and Bolts

Chapter 1, wasjud that: it was an introduction, and it was gentle. Now it'stimeto get
down to business and focus on how the Regigiry actually works. In this chapter, youll
learn how the Regidtry is organized, both logicaly and physcdly, and how data gets
into and out of it.

2.1 How the Registry Is Structured

Since the Regidiry is such an important part of Windows 2000, understanding how it's
put together is crucia to learning how to use, modify, and protect its data. Let's Start
by examining the basic structures and concepts that underlie the Registry. Once you
understand how these pieces fit together, we can move on to the datathat actudly
livesin the Regidry.

2.1.1 The Basics

You may find it helpful to think of the Registry as afilesystem; their organizations are
gmilar in many respects. Both have awell-defined hierarchical structure, and they
both support the concept of nesting items within other items. Files are identified by
names and paths. Likewise, every key in the Registry isidentified by afull path that
identifies exactly where to find it. Since the Registry can be shared and accessed over
anetwork, thisfull path can optionaly include a computer name, which works asiit
would for afile share. The datawithin afile can be interpreted by gpplications that
understand that file type. So it iswith Registry keys, whose vaues can be understood
and used by applications, kernd services, and other Registry clients.

2.1.1.1 Root keys

Root keys are like disk volumes: they St a the root of a hierarchy and arentt

contained or "owned" by any other item in the hierarchy. Windows Explorer groups

al loca diskstogether under "My Computer,” and the Win95 RegEdit app does the
same for Registry keys, but these groupings are fake, since the disks and root keys are
actudly logicaly separate entities. The groupings just provide a convenience for

users. The six root keys that make up the Registry (see Section 2.1.2 later in this
chapter) are logicaly independent of one another; to reinforce this idea, the Windows
2000- specific Regigtry editor, RegEdt32, shows each root key in an individua
window.

In Windows 2000 and Windows NT 4.0, there are six root keys.

HKEY_CURRENT_USER
HKEY_LOCAL_MACHINE
HKEY_CURRENT_CONFIG
HKEY_PERFORMANCE_DATA
HKEY_USERS
HKEY_CLASSES_ROOT

Earlier versons of NT don't have HKEY _CURRENT_CONHF G or
HKEY_PERFORMANCE _DATA.



2.1.1.2 Subkeys

Think of a subkey as a subdirectory somewhere on disk. Any key in the Registry may
have subkeys. Just as folders are contained inside other folders, these subkeys canin
turn hold other subkeys, and so on down the line. (Throughout the rest of the book, I'll
cdl asubkey's parent a parent key.) Naturaly, the root keys al have subkeys, but no
parent keys, any other key, though, can have both parents and subkeys.

A subkey can have vaues of its own, or it can be a placeholder for subkeys that
contain vaues themselves. For example, HKEY CURRENT _USER\Software has
subkeys, but it doesn't have any vaues attached to it. By contrast,
HKEY_CURRENT_USER\Softwaré\Netscape\Netscape Navigator is a subkey too,
but it has severd vaues of its own in addition to those of its subkeys. For example,

the Netscape Navigator key has subkeys named Bookmark List, Mail, and Security,
among others. The Bookmark List key in turn has a value named File Locetion. If you
talk about the value named HKEY CURRENT _USER\Softwaré\Netscape\Netscape
Navigator\Bookmark List\File Location, then you've completely described the path to
aparticular value. Leave off File Location, and you're talking about a subkey.

2.1.1.3 Values

Speaking of vaues, now would be agood time to mention that any Registry key may
have zero or more values attached to it. These values normaly have three
components:

A name, which identifies them both to Windows 2000 and you. Just likefiles,
there can be many Registry vaues with the same name, but each key can only
have one vaue with a particular name. The combination of the vaue's name
and the path used to reach it must be unique. This means that it's okay to have
values named Stuff under both
HKEY_CURRENT_USER\Software\SomeV endor\A Product and
HKEY_CURRENT _USER\Software\BigCompetitor\AnotherProduct, but
neither of those keys may have more than one vaue named Stuff.

A datatype, which tells the Registry and its clients what kind of deta the vaue
represents. The Section 2.1.5 and Section 2.1.6 sections later in this chapter
elaborate on the available types for Registry data.

Some contents,™ which are subject to any limitations imposed by the value's
type. In Windows 2000, the contents must be smdler than 64K of data. Asa
practica matter, 2 KB is about the point beyond which performance starts to
suffer. In redity, most keys are much smaler--afew dozen bytes at most.

[ The contents are just the value's value. This is confusing at best.

Aswith most other statements that include the word "normally,” there's an exception
to thisthree-part rule: Registry keys can have a sngle vaue with no name. The
Microsoft editing tools show this vaue with a name of (Default) or <No Name>;
applications can Hill reach it by querying the key it's attached to. This behavior isan
artifact from Windows 3.x, but many modern gpplications il use this unnamed
vaue.



The combination of these components makes it possible for Registry dients
(including editors, gpplications, and the OS itsdlf) to locate specific values, figure out
what kind of data they contain, and get that data.

2.1.1.4 Hives

Hives aren't just for beekeepers any more? In the Registry world, ahiveisaportion

of the Regigtry tree structure from any subkey under aroot key on down. For

example, the SOFTWARE hive contains HKEY _LOCAL_MACHINE\Software and
al its subkeys, and their subkeys, and their subkeys, on down to the values attached to

the "deepest” subkey.

g Managing the Windows NT Registry, | admitted to not knowing where the term "hives' came from. It turns
out that the Registry stores its data using a type of database called a b-tree. Where do bees live? In hives, of
course.

Hives are sgnificant because each hive correspondsto a disk file that contains the
hive's data. Instead of INI files, these hive files are the actua on-disk location for the
sysem's crucia configuration data. Consequently, they're what you need to back up
and restore (you'll learn how to do thisin Chapter 3). Windows 2000 normaly uses
eight hives HARDWARE, SAM, SECURITY, SOFTWARE, SYSTEM,
.DEFAULT, and two for the currently logged-in console user (one contains the user's
profile, while the other contains the user- specific portion of

HKEY_CLASSES ROOT).

N1a\Windows NT has only one hive for the logged-on user instead of two; it contains
al the user's profile data.

Youll learn what each hive isfor and whereits corresponding file is stored in Section
2.1.3 later in this chapter. In the mean time, if you look a
HKEY_LOCAL_MACHINESY STEM\Control\CurrentControl Set\Control\hivelig,
you can get a sneek preview of thelist of supported hives.

2.1.1.5 Links

The Windows 2000 shdll and filesystem support shortcuts. (You might be familiar
with diases or symbalic links, the Mac and Unix equivadents) All a shortcut doesis
point to something else. For example, the Internet Explorer icon on your desktop is
actudly a shortcut to thered ingdlation of whatever verson of |1E you have indaled,
if any. When you double-dlick it, the shell can resolve the shortcut to find the thing it
points to and run that instead.

The Registry equivadent of ashortcut is cdled alink. These links provide dternate
paths and names for Registry subkeys. For example, the ertire
HKEY_CURRENT _USER root key isalink to the current user's subkey under the
HKEY_USERS root. Since links can be built dynamicdly, it's easy to congtruct alink
whose destination varies depending on some condition or other. Windows 2000 uses
these linksinterndly in a number of places,
HKEY_LOCAL_MACHINESystem\Controls\CurrentControl Set is alink whose
origin depends on which set of device drivers, hardware components, and system
software is currently active.



2.1.1.6 Registry road map

Figure 2.1 shows aroad map of the root keys and their mgjor hives. Asyou can see,
severd keys and subkeys are actudly links to areas in different root keys. Y ou may
find it helpful to refer back to thisfigure as we plunge forward into discussing the Six
root keys themsdves.

Figure 2.1. The Registry's overall organization
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2.1.2 The Big Six

The root keys are, well, the root of the Registry's hierarchy. In the Windows 3.1
Regigtry, there was only one root key; in Windows NT 3.1 there were four, but
Windows 95, NT 4.0, and Windows 2000 dl have six. These keys form the
foundation upon which dl the Regidiry's capabilities rest. They provide alogica
gructure for grouping related items, and each of them playsarolein providing
configuration data to clients and kernel components.

- Youll notice thet al the names start with odd norwords like
s HKEY and REG. Microsoft uses a system caled Hungarian
' notation for naming variables. In this scheme, the name of every
variable, datatype, or constant starts with a short code that
identifies the type of datait is. This notation carried over into the
Registry's design. HKEY is actudly ahandle to akey, which
seems reasonable for the root keys.

2.1.2.1 HKEY_LOCAL_MACHINE

HKEY_LOCAL_MACHINE (abbreviated HKLM) isthe king of the Regidtry. Itsjob
isto consolidate and store al the systemwide configuration deta for a particular



computer. HKLM includes the hardware configuration data without which Windows
2000 couldn't even boot. Besides that, it aso holds settings for the computer's network
connections, security configuration, device driver settings, and more.

There are five mgor subkeys under HKLM, each of which playsacritica rolein
keeping Windows 2000 running. They're enumerated in Section 2.2.1 later in the
chapter. Asyou may have noticed in Figure 2.1, some of the other root keys and their
subkeys are actualy links to subkeys of HKLM ; that's another reason why this root
key is so important. For example, HKEY_CLASSES ROOT isactudly alink to
HKLM\SOFTWARE\Classes.

2.1.2.2 HKEY_USERS

Under Windows 2000 and NT 4.0, HKEY _USERS (also known asjugt plain old
HKU) contains dl the profile and environment settings for users on the local machine.
These settings comprise dl the per-user controls controllable by the System Policy
Editor (see Chapter 6, for more on SPE), plus user-specific environment variables, as
well as user-specific software settings. In Windows 2000, many of these profile
settings are actudly gpplied by group policy objects, using the rules discussed later in
this section. The GPO provides the settings, and those settings are gpplied to HKU
when the policy is downloaded. Changes to the user's settings are stored in her profile,
but the GPO- specified settings can dways override it. However, HKU 4ill contains
much of the user-gpecific data, snce in Windows 2000 it is mapped to the hive file
that contains the user's profile.

Each subkey of HKU is named by its security 1D, or SID, along string of digits that
uniqudly distinguishes every system object, process, user, and computer on an
Windows NT/2000 network. Once an object is crested, its SID never changes, but, its
name can, so Windows 2000 uses the SID to keep track of user account profilesto
keep them working when you change your account name from FredSmith to "The
Adminigrator Formerly Known As FredSmith." © For a more concrete example, the
SID for my account on my desktop machine is S-1-5-21-220523388-1214440339-
682003330-1001,“ so when | log on locally to that desktop machine, | see subkeys
with that name under HKU.

[} wanted to include that odd-looki ng symbol used by the Artist Formerly Known as Prince but, strangely, it's
not anywhere on my keyboard.

I And you thought it was hard to spell "Robichaux!"

In Windows NT 4.0, there are at least two subkeys of HKU. Thefirgt, .Default,
contains a default group of settings (surprise!) named .DEFAULT that are applied
when someone whose profile isn't dready in HKU logsin. Thisfacility providesa
default profile that any profile-less user getsif therés no default profilein the
NETLOGON share. The second group of settings are for the built-in Administrator
account.

Windows 2000 is alittle different; at any time when a user islogged on to the
machine's console, there will be three subkeys under HKU. Thefirstis DEFAULT,
which serves the same function it doesin NT 4.0. The other two contain the settings
of the logged-on user: one (named with the SID) contains the profile data, and the



other (named with the SID with the string " Classes' gppended) contains the user-
specific setting stored in HKCR. Windows 2000 users o get settings automatically
from a specid profile that's available to al users; it's stored in the Documents and
Settings\All UsersINTUSER.DAT. Settings in the user's profile override the contents
of the All Users profile, so the all-users defauit for a particular setting gppliesonly if
the user hasn't created a conflicting setting.

When you create loca accounts on a machine running Windows 2000 (whether
Professond or Server), their profiles are stored under HKU when they first log on
from thet machine's console. When that logon takes place, Windows 2000 copiesthe
standard profile from HKU\.Default and creates a new subkey under HKU, named
with the account's SID. Until an account logs on interactively, no profile exists for

that account. At this point, you might be wondering what's under the individua
subkeys of HKU, since each user on an Windows 2000 machine has her own subkey,
which stores her settings independently of everyone ese's. Instead of answering that
directly, let's seewhat livesin HKEY_CURRENT_USER.

2.1.2.3 HKEY_CURRENT_USER

Surprise! HKEY _CURRENT_USER (better known as HKCU) is actudly alink to the
currently logged-in user's subkey in HKU. (On machines running Termind Server,

each user has his own HKCU, and Windows 2000 uses the correct one for each user--
one of the benefits of HKCU being alink to asubkey of HKU!) Using alink was a
smart decison on Microsoft's part; the link allows gpplications to ook up things they
need without needing to obtain the current user's SID first. When faced with the

choice of finding datain HK CU\Software\K ool Stuff\AnApplication or the
mydterious-looking HKU\S-1-5-21-1944135612-1199777195-24521265-
500\Software\K ool Stuf\AnA pplication, the choice is pretty clear. More importantly,
since the Windows 9x family lacksthe APl routines needed to get SIDs, code written
to use HKCU can run without modification on Windows 95/98, NT, 2000, and even
CE.

Microsoft's guiddines require that applications should put their settings into HKLM
and users settingsinto HKCU. Theideaisthat settings that apply to dl userson a
meachine go in that machine's key, while settings that users may--and probably will--
change should be stored somewhere else. HKCU provides this mechanism; as an
added bonus, a collection of subkeys under HKCU can be used as an individud user
profile, and it's easy to store, load, or remove seitings on a per-user basis. In fact,
when Windows 2000 loads a profile, it actudly copies data from the stored profile
into HKCU.

2.1.2.4 HKEY_CLASSES ROOT

HKEY_CLASSES ROOT (better known as HKCR) made its debut in Windows 3.1
and has been around ever since. It serves as a giant lookup table that mapsfile
extensons to the gpplications that own them. The Windows 2000 shell components
(the desktop interface, Windows Explorer, the File Manager, and Internet Explorer
5.x) al make heavy use of HKCR, as do OLE container and server applications and
ActiveX-capable software.



HK CR works because each registered file type or OLE class has two subkeys
associated with it. File extensons are registered under their own name; for example,
Microsoft registers HK CR\.doc, HK CR\.xls, and HK CR\.ppt (among others) as keys
for Office 2000 document types. The file extenson key's va ue specifies the default
file type to associate with the extension. For example, the default value of HKCR\.doc
is WordPad.Document.1, since WordPad comes with the standard Windows 2000
ingdlation.

Besdes the associated name, the file extension's key can contain a subkey caled
ShellNew. The Windows 2000 shell uses this subkey's value to figure out how to
create a new instance of that file type when the user requestsit. In addition to
ShellNew, the file extension key can contain one or more document type keysthat tie
the extension to particular document types. This alows a sSingle extenson such as

.doc or .bmp to be shared by severd gpplications on the same machine. Each of these
document type keys contain a ShellNew key.

The file extension key tdlls the shell what type corresponds to a document, but so
what? The Windows 3.1 File Manager could do that too. In order to support OLE
embedding and linking, HKCR has some additiond tricks that center on thefile type
key. This key's name matches the default vaue of an extension key: when you ingal
WordPad, you'll get a new key named HK CRWordPad.Document.1, which matches
the file type specified in HKCRA\.doc. Its structure looks like this:

The CLSID key specifiesthe globaly unique dass ID of this particular OLE
object type. Windows 2000, and thus OLE and ActiveX dients and servers,
use these class IDs to figure out what type of object to create when you create
anew embedded or linked object.

The Defaultlcon key's vaue tdlls the Windows 2000 shell where to find the
icon for thefiletype. Thisis usualy the name of the program or DLL that
created thefile; the value must dso include the integer ID of theicon to use,
snce the executable can contain many different icons.

The Insertable key specifiesthat this particular type of OLE object may be
inserted and embedded in other OLE document types. For example, WordPad
documents are insertable, but XML documents aren't because HK CRxmifile
doesn't have an Insertable key.

The BrowselnPlace key is amost the opposite of Insertable; its presence
indicates that the specified object type can be browsed using in-place
activation ingtead of insarting.

Protocol storesinformation OLE needs to support embedding, linking, and in-
place editing, including which OLE verbs (open, in-place activate, deactivate,
etc.) the object supports. OLE containers use this data to decide which
commands to pass on to embedded or linked objects.

Shell holds subkeys that list the types of operations that can be done on the file
type from the shell. In the case of WordPed, there are three: Shell\Open,
Sdl\Print, and Shell\PrintTo. Each of these has a Command subkey that
contains the actual command line the shell can use to carry out the associated
action. When you sdect afilein Explorer and open, print, or right-dick onit,
Explorer look up thefiléstype in the Registry, then looks for a subkey of

Shdll for that file and the requested command. For example, if you double-
click aMicrosoft Word 2000 document, Explorer looks for



HK CR\Word.Document\Shd\Open\Command and executes the command it
finds there.

2.1.2.5 HKEY_PERFORMANCE_DATA

HKEY_PERFORMANCE DATA, or HKPD for short, was originally introduced as
HKEY_DYN_DATA in Windows 95. It provides a centrd clearinghouse for dynamic
datathat is rebuilt anew each time the OS garts. In Win95, it stores performance data
plus some other useful information; under Windows 2000 and NT 4.0 (it's not present
in NT 3.x), HKPD stores performance data only. "Stores' is perhaps a misnomer;

none of the datain HKPD is ever written to disk. Instead, when an application

requests a subkey vaue for any of HKPD's subkeys, the kernel gathers the appropriate
dynamic data, makes a fake subkey under HKPD, and passes it back to the requester.
Since the data doesn't exist until it's requested, you coud even argue that it's not

gored in memory.

Ther€'s another catch, too: alone among the Big Six, HKPD doesn't gppear in the
Windows 2000 Registry editors. (It does appear in the Windows NT version of
RegEdit, though it's labeled as HKEY_DYN_DATA.) You can't directly enumerate or
expand HKPD, ether, asyou can in Win95; only kernd clients can get or set vaues
for keys under HKPD, making it pretty worthless to most of us.

2.1.2.6 HKEY_CURRENT_CONFIG

HKEY_CURRENT_CONF G, abbreviated HKCC, is the one-stop shopping center
for data about the computer's current hardware configuration. If you've defined
hardware profiles usng the Hardware tab of the System control panel, when Windows
2000 boots you can choose whatever hardware profile reflects your current hardware
setup. The profileis actualy a subset of HKLM; when you choose a profile, it's stored
in the key HKCC actudly links to, HKLM\SY STEM\CurrentControl Set\Hardware
Profiles\Current. Like HKDD, HKCC isnew in NT 4.0 and later; it's not present on
NT 3.51 machines.

- Now that you've made it through one and a hdf chapters, it's
a5 time to start usng the conventiona abbreviations for the root
" %% keys. From now on, I'll refer to root keys with the abbreviations
given above, even when they're in paths. Get used to reading
HK CU\Software\Microsoft... ingtead of the fully spelled-out

verson.

2.1.3 Hivesand Files

The Registry appears to be a single monoalithic blob of data, but it's not. Instead, it's
made up of severa hives. Each hive is a separate file or memory block that contains a
Regigtry subtree. The kernel knits these individua hives together into asingle
seamless block. When your application (or any other) queries the Regidtry, it doesn't
have to be concerned with which physical hive the desired key livesin.



Windows 2000 maintains alist of which hives exist on aparticular machinein
HKLM\SY STEM\CurrentControl Set\Control\hivelist. This key normdly contains
seven entries, as shown in Table 2.1. Each entry's value contains the full disk path to
the corresponding hivefile. Interestingly, these paths aren't specified with drive

letters; instead, they use paths based on the hierarchy of loaded device drivers. At the
time the kerndl loads, the driver hierarchy can be set up, but drive letters can't. The
entry for the SOFTWARE hive on a machine that boots off the first partition on a
SCSl disk with ID looks like this:

\ Devi ce\ Har ddi skO\ Partiti onl\ W NNT\ Syst enB32\ Conf i g\ Sof t war e

Thefirg hdf of the path, \Device\HarddiskO\Partitionl, tells the kernd whereto find
the disk volume itsdlf (it can either be FAT16, FAT32, or NTFS); the second part,
WINNT \System32\Config\Softwar e, pointsto the hivefile itsdf. By default, hiveslive
in the System32\Config subdirectory of the system'singal directory.

Table 2.1. Hives and Files

HiveName HiveFile Corresponding Registry Key
DEFAULT |DEFAULT HKW\.DEFAULT
HARDWARE Nqne; this Qata isdynamically generated and isn't HKLM\HARDWARE

written to disk
SOFTWARE |Software HKLM\SOFTWARE
SAM SAM HKLM\SECURITY\SAM
SYSTEM System HKLM\SYSTEM
SECURITY  |Security HKLM\SECURITY
Defaults to Documents And
Sb SettingsiuserName\ NTUSER.DAT (¥ HKU\SID
Same base path as SID key, plus Local
SD_Classes |Settings\Application Some data under

Data\Microsoft\Windows\Usr Class.dat

HKEY_CLASSES ROOT

151 For a clean installation of Windows 2000, this is the default location. For an upgrade from Windows NT, the
profiles end up in %systemroot% \profiles\userName\NTUSER.DAT. Microsoft is trying to keep user data out of
the system folder.

This table contains afew surprises. Firg, let's sart with the HARDWARE key. It
doesn't have a permanent hive because its datais never stored on disk--but therésan
entry for it in the hive list anyway. There's undoubtedly a good reason for this, but no
one outside Microsoft knowswhat it is.

Next are the SD and SID_Classes hives. Those aren't their real names, SD isjust a
placeholder for the SID of the user currently logged into the console. This hive
actudly pointsto the user's profile, which can be stored anywhere on the machine but
isusudly in the Profiles subdirectory of the system directory. For example, when I'm
logged into my desktop PC, the hivdist entry for my SID pointsto
..\Profiles\Paul\ntuser.dat. The exact vaue of this hive's entry depends on whether
the user has an exigting profile, whether it can roam, and whether it's mandatory. The
ntuser.dat filefor anindividua user (dong with some other files and foldersin the
same directory) makes up that user's profile, more on which in abit.




By now, you might be wondering why these files exist as separate entities at dl. The
answer istwofold. Thefirgt reason isthat splitting the Regisiry datainto the
groupings shown in Table 2.1 provides a clean separation between different types of
data. The user's profile data (for example) should go in its own hive, since it doesn't
have anything to do with the hardware, software, or security configuration of the
machine. Likewise, the SAM database goesin its own hive because its data may not
belong just to the local machine; for Windows NT serversthat are domain controllers,
the SAM hive holds the domain SAM, too. As abonus, dividing the Registry into
severa components makesit possible to restore whole sections of the Registry
without affecting others. The hive organization was chosen with thisin mind. As
you'll seein Section 3.3 in Chapter 3, the ability to restore only part of the Registry
can beinvaluable.



User Profiles Demystified

Windows 2000 and NT support three types of profiles. normal, mandatory,
and roaming. Norma profiles are just that: plain, unadorned, ordinary groups
of settings that live on asingle machinein ausar's ntuser.dat file If you have
anorma profile on one machine, it won't follow you to another machine, and
you may change or modify it as you wish. Roaming profiles follow users
from machine to machine: they live on the network and are downloaded to a
machine when auser logsin. That makes it possible for a user's settings to
follow her from machine to machine. For example, if you turn on roaming
profiles, anew user who logs on for the firgt time gets a new profile based on
the default profile settings in your domain. When she logs out, her profileis
copied back to the profile directory you associated with her account, from
which it can be downloaded on the next machine she logsinto. A mandatory
profile is one that can't be changed by the end user. As an administrator,
youll find it useful occasondly to specify unchangesble profile settings for
your users and computers. Y ou can combine these types, too: you can have
norma or mandatory roaming profiles.

For domain accounts, the workings are a little different. Each account can
have a profile location specified. Let's say you're administering Windows

2000 domain named ADMIN that has afew dozen workstationsin it. Y ou add
anew account for Catbert, your new VP of human resources® There are
three possible scenarios.

Catbert doesn't have a mandatory or roaming profile

Thefirg time he logs onto any machinein the ADMIN domain, that
meachine cregtes anew profile for him, usng the SID of hisdomain
account. The new profile is based on the contents of that machine's
default user profile (taken from All Users\ntuser.dat). Changes made
to his profile on one machine won't be visble on any other machine.

Catbert has a roaming profile

The firg time he logs onto a domain machine, that machine atempts
to fetch Catbert's roaming profile from the storage location defined in
his account. In a Windows 2000 domain, the location of the profileis
part of the Active Directory data that defines Catbert's account, but
the profileitsdlf isjust afile stored on some server. If heis ever
logged on to any other machine in the domain, and if the profile
server isavailable, the logon machine makes aloca copy of Catbert's
profile under HKU; if not, it makes a new profile based on the
domain default profile and uses it instead. On subsequent logons,
Windows 2000 compares the locally cached profile with that stored
on the server; if they're different, Catbert gets to choose which profile
he wants the machine to honor. Any changes he makesto his profile
on one machine is copied back to the stored profile on the server, and




the changes gppear on other machines when he logsinto them.
Catbert has a mandatory profile

Mandatory profiles must be used. When setting up an account, the
domain admin specifies which mandatory profile Catbert's account
will use. When Catbert logs onto a domain machine for the first time,
Windows 2000 gets that profile from the profile server and usesiit. If
the server can't ddliver the profile for some reason, Catbert's logon
attempt will fail. If Catbert makes changesto the profile, they aren't
mirrored back to the server.

When you create a user account, you assign it using Profile button of the
User Properties didog in the User Manager or User Manager for Domains
(for NT) or the Active Directory Users and Computers or Local Users and
Groups snap-ins in Windows 2000. Once you specify the UNC path to the
profile, Windows will automaticaly download—and upload—the profile so
the user has a congstent environment. If you don't explicitly provide a profile
for a user account, that account will usethe loca or domain default profile.
This, then, is the profile you should edit if you want to change what profile-
free users end up seeing.

The best way to build adefault profile for your usersisto create a specid
account for profile editing. Log on as that account and modify the profile to
your liking, then log off and back on as Adminigtrator. Once you do that, you
can use the Copy To... button on the User Profiles tab of the System control
panel to copy the profile account's profile to whatever share you specified in
the User Manager. The next time auser with aprofilelogsin, her
workstation gets an updated copy of the profile.

To specify that a profile should be mandatory, name it ntuser.man. Y ou il
have to modify each user's account o thet it points to the mandatory profile,
but one you do Windows 2000 faithfully downloads and gppliesit when a
user logs in. Changes made on the local workstation, however, aren't
propagated back to the original profile as they are with regular profiles.

LT you don't read the Dilbert comic strip: @) you should, and b) you won't get this joke.

2.1.4 Access Controls and Security

Windows 2000 implements access control and security for the Registry in four

overlapping levels. The specifics of how you actudly use these settings are discussed
in other parts of the book, but it's helpful to understand them at a high level before

you begin implementing them.

2.1.4.1 Control via Registry APIs

The smplest and least effective control method is viaa key that Microsoft provided,
first in Win95 and then in NT 4.0 and Windows 2000, which adminigtrators can useto

disallow Regidiry editing on amachine. The good news s that this key,



HK CU\Softwaré\Microsoft\Windows\CurrentV ers on\Policies\System\Di sableRegistr
yTools, exigts. The bad newsisthat this key doesn't actudly do anything! Microsoft's
Regigtry editors check the key and refuse to run if it exigts; however, theré's no
enforcement of this method, so third-party Registry editors can, and do, ignore this
value with no pendlty.

Worse dill, users can dear this flag themsdvesiif they have access (and permission)
to use the System Policy Editor or group policy objects on their locd machines. Don't
depend on thisflag to keep any but the least sophisticated users out of your Regisiry;
even though it's not much help, it's fill worth setting.

2.1.4.2 Remote-access control

The next step up the security ladder is to restrict who can attach to, and modify, your
Regidry remotely. By default, Windows NT machines grant remote read access to
their Regidtries. This sands in sharp contrast to Win95, where you have to manually
ingtdl the Remote Registry Access service on dients whose Regidries you want to
edit remotely. Windows 2000 is somewhere in the middle. It also has aremote
Registry access service, but it's started by default, and it alows read-only accessto
ordinary users. Depending on the account permissions you have, you may even be
able to make changes to other systems Registries; however, you may disdlow it
manually as described in Section 9.4 in Chapter 9.

2.1.4.3 OS-level security controls

In Windows NT and Windows 2000, Registry keys dl have access controls and
permissions attached to them. Unfortunately, by default, in NT 4.0 prior to Service
Pack 3, mogt keysin the Registry had EveryoneFull Control astheir permissions.
This led to a security exploit popularly known asthe ™ RedButton” or "MWC" explait,
where an untrusted program could attach to and modify Registries on machines where
the exploiter had no Adminigtrator access. SP3 fixes this problem; in addition, Section
9.4 in Chapter 9 explains how to set adequate access controls on your Registry keys.

Windows 2000 doesn't suffer from this problem nearly as much, because it hasa
much less permissve set of default permissions. With appropriate gpplication of
security templates (discussed in more detall in Chapter 9) you can tighten things down
even further.

As an additiond safety measure, you can--and should--set up auditing eventsto log
changes to the Regigtry on criticd machines. There's afine line between doing this
too much and not enough; there are guidelinesin Chapter 9 aswell.

2.1.4.4 System Key Security (SYSKEY)

Microsoft has frequently (and not aways farly) been criticized for leaving security
holesin its products. In particular, an exploit was reported in mid-1997 that took
advantage of the fact that NT 4.0 and earlier stored some account passwords--those
for sarvices--in the Regigtry. Even though the passwords were obfuscated, having
them there represented a security risk, since an atacker could, in theory, grab the hive
files and figure out the passwords.



To fix this, Microsoft introduced a new feature called System Key Security, or
SYSKEY, in Service Pack 3 for NT 4.0. SKS encrypts a portion of the Registry
(mainly the SAM and SECURITY subkeys of HKLM) using the CryptoAP!
cryptographic services. Asapractica matter, this makesit Satigicaly very unlikely
that someone can get useful information out of your Registry unless the attacker
knows or steal the key used to encrypt it. Y ou can choose your own password (which
then must be entered when you boot the machine), or you can have the system
generate and store a password. Either way, without that password, the SAM data
gored in the Registry isusdess. It'simportant to note that SYSKEY doesn't keep
people from browsing the Registry or opening keys with the programming interfaces,
and it doesn't prevent them from actualy making a copy of the SAM hive itsdf; it just
encrypts the SAM data so it'sno longer directly useful for password crackers such as
|Ophtcrack.™ (However, atool such as Todd Sabin's pwdump2, or future versions of
IOphtcrack, make it harder to extract these hashes.)

(6l I0phtcrack is a very fast, robust, and full-featured password cracker for Windows NT and Windows 2000.
Check it out at http://www.|0pht.com/IOphtcrack.



Service Packs Versus Hotfixes

Microsoft often issues bug fixes and enhancements for its operating system
products. These changes come in two flavors. Service packsinclude alarge
number of fixes, plus occasond enhancements. While theré's no fixed
schedule, they usudly gppear at least every six months, and sometimes more
often. As | writethis, it's been alittle over three years since NT 4.0 shipped,
and there have been six service packs released for it. These updates are
usually referred to as SPs, and when used with a number (i.e., SP3) you can
tell what SP is being discussed.

As of the time of thiswriting, Windows NT 4.0's current service pack is

SP6a. There aren't any service packs available for Windows 2000 yet, even
though Microsoft started working on SP1 as soon as they'd released the gold
master version of Windows 2000. One important change to Windows 2000 is
the new "dipstream" update mode, in which each service pack can be
incorporated with the base digtribution. This makes it possible to creste a
sharepoint for distributing Windows 2000, then add service packs directly to
the sharepoint so that they're ingdled as part of the normd ingtdl instead of
adding them &fter ingtallation.

The sarvice-pack mechanism is the same for Windows 2000 and NT. Firdt,
remember that SPs are cumulative. If you ingtal NT 4.0 SP6, it includes all
the patches and fixes included in SP1 through SP5. Y ou can use the system
utility hotfix.exeto get aquick indication of which SPsareingadled on a
particular machine; you can aso find the same data yoursdf in
HKLM\SoftwaréMicrosoft\Windows NT\CurrentVerson\CSDVersion.

Unlike SPs, hotfixes are intended to fix one or two critical problems. For
example, the [1S 3.0 denid- of-service attacks that brought down Microsoft's
web site severa timesin 1997 quickly led to the release of a hotfix that
repaired that specific problem. In their hurry to get hotfixes out the door,
Microsoft can't dways do complete tests on them before release; if you
indal a hotfix thet fixes a problem you don't have, you may end up with new
problems caused by the hotfix itsdf!

Regrettably, some SPs have been released without adequate testing as well.
My best adviceisthis: ingal anew SP on one or two machines to see how it
does before ralling it out across your network. If Microsoft releases a hotfix
for aproblem you're experiencing, get it and ingdl it. If it's a security-related
hotfix, get it and ingtal it even if you're not having the problem. Otherwise,
leave it done.

Windows 2000 turns on SYSKEY by default, and theré's no way to turn it off. This
might seem like an odd thing to do; after al, Windows 2000 uses the Active Directory
to store user account information, so why would there be a SAM hive present in the

first place? Not every Windows 2000 machine is an AD domain controller; for

example, member servers or Windows 2000 Professiona machines may gill have

loca accounts on them. So can domain controllers, for that matter. In addition,



machines that don't run the AD services have aloca SAM hive domain controllers
have one too, with AD information mirrored into it.

NT4 Once you turn on SKSKEY, it can't be turned off. If you want to turn on SKSKEY
on your Windows NT machines, complete ingtructions are given in Section 9.6 in
Chapter 9.

2.1.5 M ajor Datatypes

The Regidtry can directly store and manipulate 11 different types of datac seven mgor
and four minor. This doesn't seem like very many at firgt, but remember that
gpplications can use the seven fundamenta types to store whatever kind of data they
want. Only the gpplication knows what the data actualy means, and Windows 2000
doesn't care; it happily stores and retrieves whatever data you passit aslong asyou
gpecify one of the following typesfor it.

2.1.5.1 REG_DWORD

REG_DWORD is adouble word (the DWORD is Hungarian notation for adouble
word). Since aword is a 16-bit number representing the range 0-65535, a double word
isjust two 16-hit words, so it's a 32-bit value, probably the most common datatype in
the Registry. A REG_DWORD vaue can hold any integer up to 232. Even though
this provides arange of more than four billion possble vaues, many Registry keys
use REG_DWORD to stand in for Boolear” vaues. you'l see alot of keyswhose
vaues can either be 1 or 0. In other cases, the value represents a quantity of
something, like the percentage of time a replication request can echo on the network
or the number of seconds alowed between replication attempts. The hard part is
knowing what the val ue represents, since without that there's no way to inteligently
decide whether it needs to be changed. Chapter 10, points out some of the most
ggnificant or interesting Registry keys, and others are documented in Microsoft's
knowledge base (http://support.microsoft.com) and in the Windows 2000 and NT
Server resource Kits.

[ "Boolean” comes from George Boole, the mathematician who first described formal systems for working with
problems whose solutions could only be expressed in terms of truth or falsehood. This makes a good trivia
question for springing on coworkers.

Thereis one other sumbling block: the Registry editors default to showing
REG_DWORD vduesin hexadecima, not decimd, and you have to use hex vaues
when you're setting them unless you tdll the editor you're entering decima or binary
vaues. Thisisnt too surprising, snce the Registry stores values interndly as raw
bytes, not in decimd. It can be annoying to have to set Regidiry vaues for things such
as replication timers. " Start with the time, which is 2 days, 4 hours, 30 minutes--that's
189,000 seconds, which is, ah, 0x2d620 hex."®

¥lyes, | did do that by hand--proof of a misspent youth.

2.1.5.2 REG_SZ

In Hungarian notation, S means "string,” and Z means "terminated with a zero byte at
the end.” Put them together, and you get the REG_SZ datatype, which stores fixed-



length strings by tacking on a zero a the end of the string. Thisextra zero is usudly
cdled the gring'sterminator . The smple string "W2K" actudly takes up four bytes
when stored asaREG_SZ: three bytes for its contents, and one for the terminator.
The terminator is mostly invisble to you (unless you write programs to manipulate
Regigtry vauesin C or C++); the Regidiry editing tools add, remove, and store the
terminator as appropriate, and they don't display it.

After REG_DWORD, REG_SZ is probably the second most-common Registry
datatype. Strings are pretty versatile; they can store human-readable names, file paths,
version numbers, and lots of other useful tidbits. These strings can contain Unicode
characters, which means they're not limited to the ASCII character st. If you have
occasion to edit the Registry on amachine running the Japanese, Korean, or Chinese
versions of Windows NT/2000, be prepared to see nontASCII characters aplenty.

2.1.5.3 REG_MULTI_SZ

Sometimes it's useful to store a group of related strings as a single block. For

example, snce asingle PC can have more than one video BIOS, NT storesthe
identification strings for each video BIOSit findsin
HKLM\HARDWAREDESCRIPTION\SY STEM\VideoBiosVersion. To support this
aggregation, Windows 2000 supports a specia datatype called REG_MULTI_SZ--a
fancy name for what is essentidly a collection of severd Unicode strings. Programs

that use REG_MULTI_SZ vaues get the strings as ablock and can add to or remove
from the block at will. Of course, you can edit the strings too, using the editor

provided as part of RegEdt32; see Figure 2.2.

Figure 2.2. The multiple-string editor in RegEdt32
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2.1.5.4 REG_EXPAND_SZ

As part of what passes for its system scripting language, Windows 2000 provides a
number of system-defined variables. Y ou may aready know that these variables can
be used in .BAT files, the Environment Variables button on the System control pand's
Advanced tab, and directly from Windows 2000's command line, but they can also be
used within Registry vaues of type REG_EXPAND_SZ. For example, the
%SystemRoot% environment variable points to the root directory of the OS
inddlation (it'susudly C:\WINNT or something smilar). If a Regigtry key hastype
REG_EXPAND_SZ and avaue of %SystemRoot%\Media, any caller who retrieves
the vaue can expand the embedded varigble to its true value. You might think, based
on the name, that the Registry would expand the embedded variable itsdf; sadly, this
isn't the case. You haveto do it yourself, asyou'll seein Chapter 8. In dl other
respects, thistypeisidenticd to REG_SZ.

2.1.5.5 REG_BINARY



Programmers often use binary representations directly. For example, usng amask of
binary digitsis a convenient way to represent festures or flags that may or may not be
set; each bit in the mask can represent a separate on-off flag, making it possble to
pack 32 independent flagsinto a single DWORD. Of coursg, it's often useful to store
arbitrary binary data-- pictures, cryptographic keys, encrypted passwords, and so on--
in abinary format. RegEdt32 supports storing and editing binary vaues with the
REG_BINARY type. Binary dataistotaly raw; there are no terminators, string
expansion, or anything dse. What you put in iswhat comes back out. Figure 2.3
shows the binary vaue editor; you'll learn more about how to useit in Chapter 5.

Figure 2.3. The binary value editor in RegEdt32
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2.1.5.6 REG_LINK

In Section 2.1.1.5 earlier in this chapter, you learned that the Registry supports links
that tie one subtree to another, much the same way you figure out that "Charles
Windsor" and "Prince Charles' are actudly the same person. These links have their
own datatype, REG_LINK, which actualy looksjust likeaREG _SZ. Let's say you
have an intranet application thet stores its configuration information in
HKLM\Software\BigCorp\NiftyApp\version, where version is the gpplication's
verson number. If you want to reed the application's settings without regard to what
versgon wasingalled, you can create a new key named
HKLM\Software\BigCorp\NiftyApp\CurrentVerson and make it aREG_LINK; its
link vaue would be HKLM\Software\BigCorp\NiftyApp\version. To reach the
gpplication's communications settings, you can dways refer to
HKLM\Software\BigCorp\NiftyApp\CurrentV ers on\Comm&Settings, no matter what
the actud value of version is; the Registry AP routines automatically resolves the
link and takes you to the correct destination of
HKLM\Software\BigCorp\NiftyApp\ver sion\CommSettings.

Asamore immediate example, consder HKCU. Software written for Windows 2000
must be aware that there can be severa different user accounts on a single machine,
each with its own unique SID. Win9x applications may be aware that multiple users
sometimes share a computer, but the Win9x Registry doesn't have SIDs--making it
impossible for aWin9x gpp to find the current user's settings when run under
Windows 2000. Enter HKCU, which isalink that Windows 2000 builds a logon



time. Ingtead of having to know what the current user's security 1D isand how to
resolve that to a name, the application can just look for settings under HKCU.

- You can't create anew REG_LINK vaue from within RegEdit or

ar RegEdt32. You can use the Registry API cdlsdescribed in

' Chapter 8 to create these typesif you need to; most often,
though, you won't.

2.1.5.7 REG_QWORD

If aDWORD is adouble word, it stands to reason that a QWORD would be a quad
word, right? In fact, that's exactly what it is four 16-bit words, providing away to
store a 64-bit quantity in asingle Registry vaue. Y oull probably see these vaues
only in gpplications running on Windows 2000 Advanced Server or Datacenter
Server, and then only on 64-bit hardware. You can create and manipulate QWORD
vaues with the Registry APIs discussed in Chapter 8, but you can't edit them with
RegEdt32 or RegEdit.

2.1.6 Minor Datatypes

In addition to the datatypes presented above, Windows 2000 supports four additional
types that are less frequently used but still worth discussing. The first two,
REG_NONE and REG_DWORD_BIG_ENDIAN, aren't used very often, but they're
available if you need them. The remaining two are reserved for use by Windows

2000; RegEdt32 can display them but wont et you change any of their vaues.

- The Windows 2000 Registry editors won't let you create new
a5 vaues using any of the types described in this section, though
" % you can use the Registry programming APIsto create
REG_NONE and REG_DWORD_* ENDIAN values. If you try
cregting new vaues or keys using the resource types, however,
the default ACLswon't let you put them in

HKLM\HARDWARE, where they belong. Y ou can cregte them

elsawhere, but NT ignores them.

2.1.6.1 REG_NONE

REG_NONE is anice antidote to the more complicated datatypes featured in this
chapter; it'sjust abig zero. It's used to indicate the presence of avaue only; since
REG_NONE doesn't store any values, you can't useit to retrieve or ore datain a
key, but you can see whether the key isthere or not. Thisis useful in some limited
Stuations where the existence or absence of a key indicates something important, but
it'samuch better ideato use actud vaue types, and REG_NONE israre.

2.1.6.2 REG_DWORD_BIG_ENDIAN

It's an often-forgotten fact that Windows NT was designed to work well on other
types of CPUs besides the ubiquitous Intel x86. At one point, NT actualy ran on five



different CPU families: Intergraph's Clipper, the MIPS CPU family, DEC (now
Compaq) Alphas, the Apple/IBM/Matorola PowerPC chip, and the x86. Windows
2000 is now available only for x86 CPUs, but its multiplatform heritage lives on.

Not dl these platforms order their bytesin the same way, though. "Big-endian’
platforms put the most sgnificant byte of a quantity in the lowest address, while
"litle-endian” platforms put the least significant byte at the low address. Figure 2.4
shows how the hex number 12345678 is represented with both kinds of "endianness.

Figure 2.4. The hex number "12345678" in big- and little-endian
form
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In a fittle-endian architecture, the feast
significant byte of a storage unit
appears at the lowest address.

To mix data between little- and big-endian machines, one end or the other hasto swap
the byte ordering. Even though NT was origindly designed for little-endian machines
(the x86 and MIPS), Microsoft redlized that it might be desirable to run it on big-
endian platforms someday. In ad of that god, they gave us

REG _DWORD _BIG _ENDIAN, which isrardy if ever seen on little-endian
machines. It sores DWORD vaues in big-endian order, without trandating them

back to little-endian order on little-endian machines. Unless you're running Windows
NT on aPowerPC or Alpha (or an early beta of Windows 2000 on an Alpha), you
probably won't ever see any vaues of thistype in your Registry. In Windows 2000,
there's dso acorresponding REG_QWORD _LITTLE _ENDIAN type.

i Therésadso aREG_ DWORD_LITTLE _ENDIAN type, but you
. wont ever seeit on little-endian machines; it's only there so big-
" %+ endian machines have away to gtore little-endian data. NT

automatically converts big- or little-endian data to the correct

representation when you query akey's value and tell the Registry
you're storing it as an ordinary DWORD.

2.1.6.3 REG_FULL_RESOURCE_DESCRIPTOR

Computers have finite resources; in particular, Intel-based PCs suffer from alimited
number of IRQs and direct-memory access (DMA) address ranges. Someone has to be



in charge of dlocating this finite supply of goodiesto requesters; in Windows 2000,
it'sthe hardware abstraction layer (HAL), which loads as part of the boot process, that
provides this necessary service. The resource arbitration's god is (if at al possible) to
keep two or more devices from fighting over the same resource.

To make this work, the Windows 2000 kernd stores information about what resources
are available in HKLM\ HARDWARE; this informetion's gathered at boot time and
gored in RAM, which is then mapped to Registry keys. Completely describing a
resource requires quite a bit of data, and the operating system aggregates dl the data
for aresource into a resource descriptor. The

REG _FULL_RESOURCE _DESCRIPTOR datatype consolidates this data, as shown
in Figure 25. (These fields may look familiar to you, Snce Microsoft's old-
schoolWinMSD diagnostic tool for Windows NT used asmilar format.)

Figure 2.5. The resource descriptor display in RegEdt32
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2.1.6.4 REG_RESOURCE_LIST

Even though the number of resources on a particular computer isfinite, it can ill be
large. Instead of scattering many values of type
REG_FULL_RESOURCE_DESCRIPTOR around, the Regisiry offers
REG_RESOURCE LIST, atype designed to group related resource descriptorsinto a
sgngle unit. Figure 2.6 shows asample of RegEdt32 's digplay for this datatype.

Figure 2.6. The resource list viewer in RegEdt32
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2.2 What Goes in the Registry

No two snowflakes are dike. It's not quite true to say that no two Regstries are dike,
but they can vary significantly from machine to machine. Thereés a sandard set of
keys Windows 2000 uses, but even this standard set varies somewhat, depending on
whether the computer's running Windows 2000 Professiona or a member of the
Windows 2000 Server family, what optional components are ingtdled, and how the
machine's network connection is configured.

The Registry help files included with the Windows 2000 Resource Kit (as well asthe
materia in Chapter 11) explain what individua keys are for, but using that data to
grasp what's important is like trying to build awatch out of abag full of parts; it's
much more ingtructive to examine aworking watch and see how its parts rdate. To
provide aworking watch for your entertainmert, this section examines the most
important subkeys of the root keys described earlier in this chapter.

2.2.1 Major Subkeysof HKLM

HKLM 's purposeisto store al the important configuration data for the local
machine. It doesn't contain any information about other machines on the network or
about user-specific configuration data; instead, it's nothing but settings for the
machine where it's stored. HKLM has four important subkeys.

2.2.1.1 HARDWARE

All the keys and subkeys of HKLM\HARDWARE are generated by Windows 2000 at
boot time and exist only in memory; they aren't stored on disk. This may seem odd,

but when you consider the Windows 2000 boot process, it makes more sense. The
boot loader (NTLDR.COM ) isloaded by the standard DOS boot mechanism. When it
executes, it loads and starts the Windows 2000 kerndl. The kernd in turn must first

gtart up the hardware abstraction layer; the HAL provides a buffer between the gory
details of hardware resources and the neatly structured system of device drivers the
operating system uses to talk to hardware. For this approach to work, the HAL must



register the hardware it finds, but at the time it finds those devices, it may not have
found any disksto register the dataon! Keeping the hardware keys in memory nicely
solves this problem.

There are four subkeys of HKLM\HARDWARE. For the most part, your interaction
with them will be very limited, especidly since you can't change them. All the
information you might gain by manudly ingpecting these subkeysis more easily
avallable through the System Properties dialog box. Having said that, though, here
they are:

DESCRIPTION

This subkey keeps track of which hardware devices are present. During the
boot phase, the hardware-detection software creates entries under this key for
every hardware device it can find. Note that it kegps track of ports, not devices
on those ports; it will find aparald printer port, but doesn't check to see
what's attached to it. Disk controllers are an exception to thisrule.

DEVICEMAP

DEVICEMAP links the ligt of which devices are present and the drivers that
make them available to the system. Each driver sarts up and attempts to teke
control of whatever device it controls. If the driver succeeds, it registersits
ownership of the device in DEVICEMAP. Thisisn't much different from the
human process of registering car titles at the county courthouse.

KA OWNERMAP

This subkey ties bus devices to particular system buses. Many machines
support multiple buses; e.g., PCI, ISA, EISA, or VLBus controllers can dl
coexist on asngle machine. OWNERMAP regisers which indalled cards are
attached to which buses.

RESOURCEMAP

Asits name srongly suggests, RESOURCEMAP provides a map of what
resources are available. To be more specific, it liststhe IRQs, DMA port
addresses, and bus controller dots supported by the hardware. Drivers choose
from thislist to reserve the resources they need; as they successfully clam
hardware, they register which resources they're usng here so other drivers
wont try to use them too. The actua contents of this key are much different in
Windows 2000 than in Windows NT; the 2000- specific verson includes anew
subkey for the Plug and Play manager.

2.2.1.2 SECURITY

The SECURITY subkey holds two important collections of data. First off, it caches
the local copy of the Security Account Manager database in HKLM\SECURITY\
SAM. This database is the foundation of dl the system's access cortrols. Besides
ACLsfor every object that has permissions assigned to it, this subkey containsa



rogter of local or domain accounts and groups, since the ACL s grant permissionsto
groups and users. This subkey actually maps to a separate hive, and its datais
normally readable only by kerndl servicesthat have the appropriate "need to know."
The SAM data has been kept here since Windows NT 3.1 first shipped, athoughin
Windows 2000 it's kept here only for backward comptibility and to support machines
that aren't part of an Active Directory domain.

Asyou learned in User Profiles Demydtified, NT 4.0 adds the capability to use user
and group policies. These policies dso live in subkeys of HKLM\SECURITY . These
policies control what users can and can't do on the machine, ranging from smdl things
like changing the desktop wallpaper to big things like rebooting servers or editing the
Regigtry. The datain the SAM is encrypted, so you can't directly access or modify it.
Instead, you need to use the System Policy Editor (as described in Chapter 6) to set
profiles, which NT then loads automatically into this subkey when they're needed.

Not even the Administratoraccount has permission to open these subkeys. Even if you
change the ownership rights on SECURITY or its hive so that your account can open
it, you'l find thet the datathere is encrypted. Even if you manage to decrypt it, the
dataisin an undocumented format that probably won't do you any good. Don't
despair, though: there are functions in the Win32 API you can use to create, read, and
change security descriptors, permissions, and policies.

- The HKLM\SAM subkey just points to
s HKLM\SECURITY\SAM ; it's provided as a convenience for
~ 45 partsof thekernd that need access to the SAM data.

2.2.1.3 SOFTWARE

Applications and systerm components store their settings under subkeys of
SOFTWARE. By convention, programs that keep things here are supposed to create
subkeys using the program and/or vendor name, then put their settings undernesth.
HKLM\SOFTWARE\TechSmith\Snagit32 thus contains settings for TechSmith's
Snaglt/32 screen-capture utility. Most of the operating- system components keep their
systemwide settings under HKLM\SOFTW ARE\ Microsoft\ComponentName.
Settings that belong only to asingle user are stored esawhere. The exact contents of
this subkey vary from machine to machine, depending on what software's ingtaled.
My best estimate is that about 80% of the time you spend viewing or editing the
Registry will be spent in various subkeys of HKLM\SOFTWARE.

In particular, HKLM\Softwaré\Microsoft\Windows NT holds most of the specific
software configuration settings. In addition, there's a counterpart key named
HKLM\Software\Microsoft\Windows that provides an equivaent to the Win95 key
with the same name. The Windows 2000 shell (which, of course, islargely based on
the Windows NT 4 shell's code) makes heavy use of thiskey for tracking where
gpplications are ingtaled and how they can be uningalled when needed.

2.2.1.3.1 SOFTWARE\Policies



Group policy objects can store their settingsin four distinct keys, three of which are
under HKLM. Policy settings that are new for Windows 2000 (say, for instance, the
setting that controls whether the user isforcibly logged off or not when her smartcard
isremoved) generdly live under HKLM\Software\Policies. User-pecific settingslive
in HKCU\Software\Policies,

What about the things you could set with the SPE from NT 4.0? Most of these settings
were moved to the GPOs, which means you modify them through the Group Policy
snap-in. In Windows NT they were stored under
HKLM\SoftwaréMicrosoft\Windows\CurrentVersion or
HKLM\Software\Microsoft\Windows NT\CurrentVersion; in Windows 2000, they're
stored in anew subkey called Policies under one of those two keys. Asyou'll see later
in the chapter, settingsin the GPO can till be gpplied to the Regidtry, just asthey are
with the SPE.

2.2.1.4 SYSTEM

The SY STEM subkey contains a potpourri of critica data. If HKLM is the most
important part of the Regidtry, SYSTEM isits most important subkey. It has four
subkeys that merit further discussion:

N4 The Disk subkey contains information stored by NT's Disk Administrator
gpplication: which drives have which drive letters, whether any drives are part
of stripe or mirror sets, and so on. Thisinformation can later be used to help
regenerate damaged disks or rebuild stripe and mirror setsif something goes
boom. If you haven't run Disk Adminigtrator on a machine, this subkey wont
exig, and it doesn't exist on Windows 2000 machines.

Subkeys exist for each control set. A control set is nothing more than a group
of driver settings, hardware profile settings, and Registry entries; one control
st isloaded every time the system boots. Since you can change drivers,
hardware profiles, and other control-set elements, the kernel creates one
control set subkey under HKLM\SY STEM for each control set it sees. Ata
minimum, there will be two sets: one that you last used to boot, and the last
one that successfully booted. This "last known good" set can be a lifesaver
when things go wrong, as you'll seein Chapter 3. When you change control-
St settings, Windows 2000 creates anew control set. The sets are named with
a sequence number; Control Set001 isfirgt, followed by Control Set002,
Control Set003, etc.

The Sdlect subkey remembers which control sets exist on the machine, which
was the last known good set, and which was the last to cause afailed boot.
The MountedDevices subkey is new for Windows 2000. It's used by the
Logicd Disk Manager, anew system component that gives Windows 2000 the
ability to mount, unmount, format, and repartition disks on the fly, without
rebooting. There are two kinds of values here: thefirgt kind (of the form
\?AVolume{voalID }) ligs dl the known volumes, while the second kind (of
the form \DosDevices\driveL etter) ties known volumes to particular drive
|etters.

The Setup subkey is Windows 2000's way of detecting whether it'sin the
middle of ingdlation. When you ingal Windows 2000, it goes through a



multi- tep instalation process; once the first step completes, the machine
actudly bootsinto a"light" verson of the OS so ntdetect can do itswork and
map the hardware. If this phase fails, the machine isin limbo: Windows 2000
isn't completely ingtdled, but its boot loader is. The boot loader checks the
vaue of HKLM\Setup to see whether Setup was running when the machine
was last booted; if so, it restarts the setup process.

2.2.1.4.1 SYSTEM\CurrentControlSet

CurrentControl Set is amost, but not quite, alink to whatever control set was used to
boot the machine. The kerndl copies the current control set (as pointed to by the

SY STEM\Sdlect key) to the CurrentControl Set and Clone keys early in the boot
process. System services, control pands, and well-behaved applications use
CurrentControl Set instead of using a particular Control SetX XX key, sinceit may
move or even be deleted without the gpplication's knowledge. The structure of
CurrentControl Set is thusidentical to any of the Control SetXX X keys, for
convenience, I'll describe it since that's the actua subtree NT uses while running:

Control holds much of the system's configuration information. Among other
things, subkeys of Control contain information about the time zone the
machine'sin (TimeZonel nformation), what directories contain Windows 2000
and its system files (Windows), and what the computer's network name is
(ComputerName). These data are al dtatic; the system loads them at startup.
Though they can be changed, the changes don't normally take effect until the
next time Windows 2000 boots. In Windows 2000, the Control subkey also
contains agreat dea of dynamicaly generated information. For example, the
Control\PnP subkey lists the PCI cards and devices detected at the last boot.
Enum contains information about the hardware devices found in the system
during the boot phase. It has two subkeys. HTREE and ROOT. HTREE
contains subkeys for those devices that were actudly found, while ROOT
contains subkeys for dl devicesthat have ingtdled drivers.

In contrast to Control, Services holds configuration parametersfor al of
Windows 2000's services and kernel drivers. Some of these settings are new
(such as the RemoteRegistry service and the smart-card server and client
drivers), while others are left over from NT 4.0. When you add services, they
typicaly add their own keys here aswell.

Hardware Profiles holds the hardware profile settings that gppear in HKCC. At
aminimum, there are two entries under this key: Current holds the current
profile, and 0001 holds the default profile. If you define multiple profiles, the
profits get new sequence numbers. 0002 is the second profile you define, 0003
the third, and so on. Each profiles key in turn containsits own copy of the
CurrentControl Set key that matches the profile.

2.2.2 Major Subkeysof HKCU

The user profiles stored under HKCU are actually made up of data from ten magor
subkeys. Since the vaues under these keys control most of the environment and
desktop settingsthat NT lets you customize, it's worth examining each of these
subkeys.



2.2.2.1 AppEvents

The AppEvents subkey stores the mappings between system events (new mail arrived,
window maximized, Windows logout, and so on) and sounds. Y ou set these mappings
with the Sound control pand; in addition to the system events, gpplications can define
their own events (Visuad C++ defines " compilation done'’). When alisted event

occurs, NT can look in HK CU\A ppEvents and play the appropriate sound.

2.2.2.2 Console

Console stores the console window properties you set with the Console control panel
or the "Command Line" Properties didog available from the console window itself.
When you change the default command-line window's Size, position, buffer size, or
font, those changes are stored here.

2.2.2.3 Control Panel

Control Panel doesn't directly store anything; instead, it's a placeholder for the

system's control panels. Each control pand that wants to store persstent settingson a
per-user basis can create its own subkey under HKU\Control Pandl and use it however
it wants. Control pandls that manage systemwide settings, such as the Network and
System panels, store their settings in subkeys of HKLM.

2.2.2.4 Environment

Environment holds the user-defined environment variables st in the Environment
Variables didog (triggered by the button of the same name on the System control
pand's Advanced tab). Systemwide environment variables are kept in
HKLM\System\CurrentControl Set\Control\Session Manager\Environment.
Interestingly, when you make changes to the user-environment variables, the changes
don't take effect until you log off and back on, but changes to the system'’s
environment variables teke effect immediately (though applications that use
environment settings may need to be restarted to pick up the changes).

ol Okay, you caught me; they're really kept in HKLM\System\Control SetX X X.

2.2.2.5 Identities

If you're using Outlook Express or MSN Messenger, the Identities subkey contains
subkeys for each mailbox or message recipient identity. This alows multiple usersto
share an Outlook Expressingdlation, keeping each individud "persondity” separate
from the others.

2.2.2.6 Keyboard Layout

Keyboard Layout retains the user's preferred keyboard layout. If you're used to the
standard U.S. English layout you may not know that, like the Mac, Windows 2000
supports international keyboards whose layouts are different from the standard
QWERTY layout. For example, the standard French keyboard's upper row starts with
AZERTY . Windows 2000 needs to know the physicd layout of the keyboard so it can



map keystrokes to the appropriate character codes, especialy snce you can switch
between input locales on the fly.

2.2.2.7 Printers

The Printers key has two subkeys. Settings stores the user's default print settings,
including the name of the default printer and whatever page- setup parameters the user
has set. Connections contains one subkey for each ingtaled printer to which the

current user can print. If no printers have been defined, this key is either empty or
missing, snce Windows 2000 createsit the first time a printer's created. Once a
printer's been defined, a new subkey named after the print server and printer (for
example, ARMORY ,HP5M Postscript) appears under Connections. The new subkey's
vaues gore the name of the printer driver DLL used with the printer and the name of
the print server (if any) that shares the printer to other users.

2.2.2.8 Remote Access
This subkey holds settings used by the Dia-Up Networking system.
2.2.2.9 Software

Software, like Control Pandl, is a placeholder for a set of subkeys. The exact list of
subkeys varies, since any software vendor can create program-specific keys.
Applications are supposed to use HK CU\Software for user- pecific settings (such as
the location of private mail folders) and keep their systemwide settingsin
HKLM\Software; however, many agpplications don't have any systemwide settings, so
they keep everything under HK CU\Software.

2.2.2.10 SYSTEM

It might seem that HKCU and HKLM\SY STEM would mix about as well as motor ol
and Perrier. Normally, that's true; however, Windows 2000 allows users to set some
per-user options that override settings that usudly live in HKLM. For example, the
spiffy new Windows 2000 Backup utility lets you specify which files not to back up;

if you override the default settings for a particular user,

HK CU\SY STEM \CurrentControl Set\Control\BackupRestore\FilesNot ToBackup
containsthat user's ligt of filesto be excluded. Likewise, other gpplications and
components can store settings in HKCU\SY STEM if they override corresponding
Settings somewherein HKLM.

It turns out thet this subkey exists only when an gpplication (such as Windows 2000
Backup) createsit. A brand-new 2000 ingtdlation doesn't have this key.

2.2.2.11 Other

UNICODE Program Groups holds program group settings from previous versions of
NT ingdled on the machine. Thiskey is dways present, but on machines that have
never had apre-4.0 verson of NT, it is empty. On machines that have been upgraded
from NT 3x to NT 4.0, it contains information about the defined user and system



Program Manager groups, but the key's main purpose under NT 4.0isasa
placeholder for backward compatibility.

The Volatile Environment key stores per-user environment settings that change
between logon sessions. The only key NT 4.0 routindly creates here is LogonServer,
which points to the computer that vaidated the user's logon.

On Windows NT systems that were upgraded from Windows 3., there isaWindows
3.1 Migration Status subkey under HKCU. This subkey, which isalso present on NT
machines upgraded from Windows 3.x to NT to Windows 2000, stores the contents of
theorigind REG.INI file, aswdl as assorted settings from other INI files. NT can
automaticaly map INI filesto sectionsin the Registry, making it possible for 16-hit
goplications to autometically use the Registry without being rewritten. (For more
information on building your own mappings, see Section 9.2 in Chapter 9.)

2.2.3Major Subkeysof HKCC

HKCC was origindly introduced in Windows 95, and it gppeared in NT 4.0 grictly to
alow Win95 gpplications that use HKCC to run under NT. Windows NT and 2000
both support the concept of multiple hardware profiles, aprofileisjust asmall set of
Regidiry keysthat define the hardware available to the computer. The most often
cited example for which hardware profiles are useful isthat of alaptop. Let's say you
buy afancy laptop and a docking station, then ingtal Windows 2000 oniit. You can
use the lgptop in three configurations:

At your office, plugged into the docking station. Y ou can use your docking
station's display adapter and Ethernet card, and you have accessto DNS,
DHCP, and WINS serversfor your intranet.

On the road, with a PC Card modem to give you did-up access to your
intranet. In this mode, you need drivers for the modem and Did-Up
Networking, and you need different settings for dl your network software.
Y ou aso don't want the drivers for your docking station loaded.

In the field, where you have no net access (wdl, you could use a satellite
phone, but a $6/minute let's just stick with the "no access' plan).

Each configuration can be stored as a unique hardware profile. When you boot
Windows 2000, you can tdll it which one to use, and Windows 2000 |oads the
gppropriate drivers and settings. All the maching's hardware profiles are stored in the
Hardware Profiles subkey of control sets under the HKLM\System tree. More
importantly, system components and applications that are savvy enough to know
about HKCC can query it to see what kind of hardware is currently ingtalled.

HKCC contains two subkeys: Software and System\CurrentControl Set. These are
aufficient to store the individud profile settings, as you learned earlier in the chapter,
CurrentControl Set actualy stores driver settings. In addition, HKCC stores the
settings that are different from the default. If you use a profile that adds devices not
present in the default profile, they are added in HKCC and merged with the default
Set.



2.2.4 What About the Other Root K eys?

At this point, you might be wondering why this chapter doesn't discuss the mgor
subkeys of HKCR, HKPD, and HKU. Theredl reason isthat none of these root keys
has any particularly interesting subkeys under them! HKPD is opague and can't be
browsed. HKCR has many subkeys, each of which has the same format and smilar
contents, and it's only alink to portions of HKLM \Software\Classes anyway. Findly,
HKU 's gtructure and contents are described earlier in this chapter in Section 2.2.2.
The subkeys discussed in that section are the real meat of the Registry; for more
detals on individua subkeys not covered here, see Chapter 11.

One interesting difference in Windows 2000 isthat class datais split between HKCR
and HKCU\Classes, at least from the OS point of view. Users and gpplications,
though, see asingle seamless st of class regigtrations because Windows 2000 merges
HKCR and HK CU\Classes so that a query under HKCR actualy queries both of
them.

2.3 Getting Data In and Out

There are several ways to move data into and out of the Registry; which one you use
depends on what you're trying to accomplish and the amount of time you're willing to
gpend. Each of them is covered in more detall in later chapters.

Firg of al, you can make direct cdlsto the Win32 Registry AP routines. At bottom,
thisiswhat al the other methods eventually do; the OS security components and the
undocumented internal format of the hive files ensure that the only way to load detais
to use these routines. The basic processisfairly smple: you start by opening akey or
subkey by its name. Once you've done so, you can do things to that key or its subkeys.
you can query its vaue, create new subkeys benegth it, or even ask about its security
Settings. Y ou can continue to use that particular key until you're done it, at which time
you mugt close it again. Heré's a small sample that shows these stepsin action; it gets
the computer's network name and usesiit to print awelcome message. You'l learn
more about programming for the Regidiry in C (asin this example) in the section

titled Section 8.3 in Chapter 8.

/1 Hello, World! for the Registry: gets this machine's name and
prints

/1 it out.

#i ncl ude <wi ndows. h>

#i ncl ude <wi nreg. h>

#i ncl ude <stdio. h>

voi d mai n(voi d)

{

unsi gned char | pName[ MAX_PATH] = ""

DWORD nNameLen = MAX_PATH;

HKEY hkResul t, hStartKey = HKEY_LOCAL_MACHI NE;
LONG nResult = ERROR_SUCCESS;

nResult = RegOpenKeyEx( hSt art Key,
"SYSTEM\ Cur rent Cont r ol Set\\ Control \\ Conput er Nane",
OL, KEY_READ, &hkResult);
i f (ERROR_SUCCESS == nResult)



nResult = RegQueryVal ueEx(hkResult, "ActiveConmputerNane",

| pName, &nNamelLen);
i f (ERROR_SUCCESS == nResul t)
printf("Hello, world, from%!", |pNane);

}
RegCl oseKey(hkResul t);

}

The next step up the evolutionary ladder of Registry accessisto usealibrary or
language that removes you from direct contact with the Registry AP routines.
Depending on your needs and inclinations, there are severa ways to accomplish this:

If you're using Visud Basic or Delphi, you can use athird-party library such

as Desawar€'s Registry Control for Visud Basic (http://www.desaware.com ).
These librariestypicaly wrap severd API cdlsinto one, so you can more
eesly perform the typica find-query-cdose cycde by meking asngle cal. The
Desaware control is covered at length in Chapter 7 of Inside the Windows 95
Registry.

In addition, Microsoft makes available another package that smplifies
Registry handling from Delphi and VB: see
http:/Avww.microsoft.com/vbas c¢/downl oads'downl oad.asp? D=026.

The Win32 verson of the Perl programming language includes a number of
features that ease access to Registry data from Perl programs. Besides
wrapping the find-query-close cycle for you, they make it easy to enumerate
and search keys and quickly put the results into associative arrays. You'll see
how to harness these featuresin Section 8.4 in Chapter 8. For a complete
trestment of Win32 Perl, see Learning Perl on Win32 Systemsby Randd L.
Schwartz, Erik Olson, and Tom Chrigtiansen (O'Reilly & Associates).

The Windows Scripting Host (WSH) provides a module called the Windows
Management Instrumentation (WMI); WMI provides arash of Regisiry cdls
you can use from within your WSH scripts.

The Windows 2000 Resource Kit includes atool caled REGINI.EXE that
alowsyou to load text files of settings into the Regigtry. Thisis ahandy and
fast way to take a predefined set of data and jam it into the Registry; best of
al, you can easily use REGINI to automate the process of loading Registry
datainto many different machines. Note that this tool works fine under
Windows 2000, even though it's not included in the resource kit.

Thefind layer of Regidry editing and speunking revolves around using Regidry
editors. In addition to RegEdt32 and RegEdit, there are a number of freeware and
shareware dterndtives floating around.



Chapter 3. In Case of Emergency

By now, you've probably gotten the impression that working with the Regidtry is
serious business. How seriousit can be may not become apparent until the firs time
one of your Windows 2000 machines stops working because of a problem with the
Regidry. This soppage may be dight--say, Office 2000 stops working--or it may be
profound, resulting in the Blue Screen of Degth or alockup before the logon didog
appears.

Either way, this chapter will teach you two things: how to prepare for that eventudity,
and how to recover from it smoothly when it does happen. If you're wondering why
this chapter is here ingtead of further back in the book, the reasonissmple. It'savery
good ideafor you to know how to restore your Registry before you learn how to edit
it.

3.1 Don't Panic!

Scaring people is often a good way to get their attention. For example, you may have
had to suffer through intentiondly vivid films of auto accidentsin drivers education
class, the rationae behind this kind of shock trestment isto blast the viewer out of his
comfortable "it won't happen to me" mindset. Thistactic is often effective, but, when
exaggerated, it can backfire.

Instead, ask yoursdlf aquestion. " Sdlf, what would happen if my Windows 2000
machines were abducted by diens?' Just think: dl your hardware, and the data it
contains, gone in a heartbeet. Sure, it's easy to disregard the risk of hardware failure,
fire, theft, or Registry corruption-that won't happen to you--but aiens? Look what
happened to Elvis™

W Hes sill dive, you know, although thankfully no one's sent me any recent sighting reports.

Instead of panicking and running out into the streets like people do in dienrinvason
movies, wouldnt it be nice if you could lean back in your chair and smile, knowing

that your Registry data could easily be restored without breaking a sweat? There's
nothing like that Sate of camness that comes from having a known good backup of
your critica data, and that's why | encourage you to read, and heed, the materid in the
rest of the chapter. Don't panic, but don't fall adeep, either.

3.2 Safety Strategies

Thefirst step towards effectively preparing yoursdf to handle Registry problemsisto
adopt some strategies to safeguard your data. There are anumber of fascinating books
about the minutiae of planning for disaster recovery, but thisisn't one of them, so I'll
leave it to you to find out about off-site backups, fire suppression, and the other facets
of preparing to ded with catastrophic failures. If you want to read more on this
subject, check out the free (and very scary) Disaster Recovery Journa
(http://www.drj.com). Instead, I'll present two sSmple concepts that will save your
bacon if you implement them. While they're targeted at helping you recover from
Regidry failures, you can dso gpply them to other Stuations that might render your
Windows 2000 machines (or any others, redly) unusable or unavailable.



3.2.1 Make Backups

The cardind rule of data protection isdon't depend on a single copy of your data! Of
course, this rule is usualy observed in the breach. Y ou'd probably be surprised at the
number of experienced administrators who make sure to back up data on dl machines
on the network, then forget to back up their own personal workstation! Asyou'll see
in Section 3.4, there are several ways to duplicate the Registry's contents. Whichever
you choose, though, the following four principles will make sure your backup strategy
works for you, ingtead of leading you into afase sense of security:

Make regular backups

If you back up dataonly at irregular intervas, you run therisk of losng an
indeterminate amount of data. Ask yoursdf this: if you had to reload your
Registry tomorrow from the most recent backup, how recent would it be?
Would it reflect al the configuration and user account changes you've made
since that last backup? (Hint: as often as the Registry's contents change, the
mod likely answer is probably arueful "no.")

Only you know how frequently your Registry data changes, so only you know
how often to back it up. Remember that every change to the domain or local
SAM database--including adding or removing accounts, changing the defaullt
profile, changing account palicies in the User Manager, or modifying any

locd or globa groupsin aWindows NT domain--is actudly achangeto the
Registry. On top of these changes, ingtaling or removing any Windows 2000
component can cause changes, as can ingaling or removing applications.

However often things change, establish a consstent schedule and gtick toit.
Since Windows 2000 includes an easy-to-use frontend for scheduling tasks,
you no longer have an excuse not to be making regular backups. Y ou can
probably schedule Registry backups in paralld with other scheduled
maintenance actions. | know of severa Sites that schedule software
ingtdlations and mgor account changes twice weekly; that night, they back up
the new changes. At worst, they lose no more than the previous update's
changes.

Make sure your backup software is working

There aren't many fedings that compare to the despair of trying to reload data
from abackup and finding that the data is missing or unusable. Oops. To
prevent this, you should make aregular habit of inspecting the datathet is
actudly gtting on your backup media. Make sure that the backups contain
everything that should have been backed up, and that the modification and
update times are reasonable.

If you're using conventional backup software, you can check to make sure the
filesnamed in Section 3.4.1 later in this chapter are actudly making it onto the
backup media. If you're building an emergency repair disk (ERD), you can
check the timestamps on the files to make sure they correspond to your
expectations.



As a practice measure, one day when you'e feding brave, go out and find a
scratch machine somewhere on your network. Back up its Registry using your
preferred method, then intentionally damage it and see whether you can
restoreit. Be sure not to do this on a production machine, but be sureto do it.
Experienceis the best reassurance, and if you're comfortable with the process

of restoring a damaged Registry you'll be much less stressed when the time
comestodoit for redl.

Don't leave anyone out

Y our backup plan needs to include every machine that's important. At a
minimum, make sure you're backing up dl your Windows 2000 servers,
especiadly domain controllers and any other machine whose presence ad
function are critica to your network. If you have specid-purpose servers
running software such as Microsoft Exchange Server, Lotus Notes or Domino
servers, or Netscape's server products, make sure you include them as well,
since server products like these often make exceptiondly heavy use of the
Regidry for their own settings.

User workgtations present adightly different kettle of fish. If every user has
her own workstation, you probably need to back them all up. If dl users share
apool of workstations, and your network is set up to use roaming profiles, you
may be able to dip by without backing up the Registry data of pool machines.
If one crashes, you have to reload whatever software was on the machine to
retore its ingdlation entriesin the Registry, but the user account and profile
data are transparently restored by Windows 2000 as userslog in.

Make sure your backups reflect recent changes

Even if you make regular backups, you still need to keep your ERD up to date.
In Windows NT 4.0, the ERD contains the local machine's SAM database and
portions of HKLM and HKU. In Windows 2000, the ERD contains
information the operating system can use to repair a damaged Windows 2000
ingalation, but no Registry data. That meanstha you have to unlearn the old
NT 4.0 habit of relying on the ERD as a Registry backup.

- The RDIK utility (which youll learn how to use later in this
- chapter) digplays amessage telling you not to depend on ERDs

4+ asabackup tool. Thisis good advice; an ERD should be part of
your backup plan, not a subgtitute for one.

This leads me to another generd principle: make backups when things change. For
example, one network adminigtrator | know ingtituted a strict policy of updating
ERDs and Registry backups before ingtalling prerelease or beta versons of any web
browser. To her delight, this strategy saved her a Significant amount of trouble when
the browser's ingtallers misbehaved and damaged the Regidry.



3.2.2 Be Prudent

"Foals rush in where angels fear to tread." When Alexander Pope said soin 1711, he
wasn't talking about Windows 2000, but his words apply, in spades, to working with
the Windows 2000 Regigtry, since it represents a potentid single point of failure thet
can render your whole machine unusable if you make amistake while editing it.

The best defense againgt this sort of mistake is Smple: abstinence! However, it's not
adways possible to avoid editing the Registry yoursdlf; some settings and parameters
arent editable anywhere ese. Here's how you can exercise maximum prudence to
guard yoursdf againg Registry mishaps

Practice random acts of self-restraint

A wise man named Mitch Ratliffe once opined that computers alow people to
make mistakes fagter than any invention other than handguns and tequila. Y ou
should keep that thought in mind whenever the temptation to edit the Registry
enters your mind. Don't change avaue just to see what it will do when
changed; if you want to know what a particular key does, look it up in Chapter
11, ingtead of tweaking it to see what breaks.

In the same vein, don't remove keys or their vaues unless you've previoudy
uningtaled the software that uses those vaues. Y ou may be certain that no one
needs the data in HKLM \Software\SomeV endor\SurfWriter, but it's generdly
not wise to test your certainty by arbitrarily whacking the whole subkey to see
what happens. Instead, you can use the REGCLEAN utility (provided with
Microsoft's Developer Studio, Visud Basic, and Visua C++ products, or at
ftp:/fftp.microsoft.comv/softliymdfiles'regcindl.exe) to automaticaly clear out
any superfluous entriesin HKCR. Y ou're on your own for clearing out other
keys and vaues in other root keys.

3] Many people till have REGCLEAN Version 4.1. Thisverson is
— dangerous under Windows NT and Windows 2000; make sure
you get Verson 4.1aor later if you want to useit.

Practice safe security

Of course, sdif-redraint isavirtue, but so is good security. You can think of it
as away to help others have sdf-restraint when it comesto your data. Make
sure you follow the suggestions for choosing appropriate Registry permissons
and auditing settings in Chapter 9.

NI4 |n particular, if you choose to enable SYSKEY protection on aWindows NT
4.0 computer (as described in Section 9.5 in Chapter 9), make sure you pay
careful attention to the description of what you must do to restore a SYSKEY-

protected Registry. Remember that SYSKEY is dways on for Windows 2000
meachines!

Use the scientific method



Sometimes there actually are good reasons for editing Regigtry vaues.
Microsoft's Knowledge Base (http://support.microsoft.com) is chock-full of
articles that explain how to tweak normaly invisble Windows 2000 and NT
parameters. These settings are often worth changing for security, performance,
or bandwidth-related reasons, however, it can be hard to tell whether making
the changes will work wdl for you or not.

If possible, sat asde a machine or two on your network for experimenting with
these sorts of seemingly necessary changes. Doing so gves you asafe areato
make changes, then study ther effects, without compromising any of your
production machines. If the changes have the desired effect, you can dways
add them to more machines when it's convenient; if, by chance, they turn out
to be detrimentd, you don't have along list of user or server machinesto fix.

Consider buying better tools

Neither of the Registry editors provided with Windows 2000 support an
"undo" function, and neither of them log what changes were made during an
editing session. While word processor, CAD, spreadshest, and other
"productivity" applications have had both of these features for years, they
haven't made the legp into Microsoft's OS devel opment group. There's good
news and bad news to report. First the good news: there are other third-party
editors that alow you to undo changes at any time, even if you've dready
gpplied them. The bad news: they cost money. Consider Symantec's Norton
Utilitiesfor NT (available from http:/Aww.symantec.conv). For its US$100
or S0 purchase cogt, you get a Regidiry editor that combines many of the
featuresincluded in RegEdit and RegEdt32 with a robust undo capability. Asit
turns out, you can use the Norton Registry Editor under Windows 2000, too,
by ingdling it on Windows 9x or Windows NT, then copying the needed files
to your Windows 2000 machine. If $100 istoo rich for your blood, you can
instead use the shareware RegView and RegView Pro gpplications (avalable
from http:/mmww.xnet.conv~vchiwregview.shtml), which runs fine under NT
and Windows 2000 and offersits own undo facility.

i Jerry Honeycutt creasted an .INF filethat dlowsyou to ingdl
s and use the Windows NT version of Norton Registry Editor with
g+ Windows 2000. It's available from
http:/Aww.robichaux.net/files/nre-ingdl.irf.

3.3 All About Emergency Repair Disks

The very phrase "emergency repair disk" sounds ominous, like something the crew
aboard the ill-fated Mir space station might keep close at hand. In fact, the ERD (as
it'susudly caled) is aterific insurance policy that can protect you from a number of
potentia Registry mishaps, up to and including losing the password to your
Adminisgtrator account. However, ERDs won't do you any good unless you keep them
up to date; you must dso be careful to keep close physica control over them, since
they contain agood bit of sengtive data that could potentialy make it eeser to
compromise a machine.



Remember, ERDs can be used only to repair the Registry under
Windows NT, not Windows 2000. If you've migrated to

g+ Windows 2000, you can (and should) still make ERDs using
Windows 2000 Backup, but you don't use them to repair the

Regidry.

3.3.1 What Isan ERD?

An ERD is nothing more than a FAT-formatted® floppy containing a subset of data
needed to recover some of the systlem's configuration. A Windows NT ERD includes
data from several Registry hives, when you create an ERD, you're actualy making a
backup copy of the Registry's most essentid datain aform that Windows NT can
directly useto replace damaged or missing keys. Windows 2000 ERDs don't include
this Regidiry data, but you get the same functiondity by backing up Windows 2000
Registry data using the Windows 2000 Backup application and storing it on a floppy
or other backup media.

12l Because the ERD is a FAT filesystem, it doesn't have access controls. Be sure to safeguard your Windows NT
4.0 ERDs as sensitive material, since they can contain SAM data.

Both the Windows 2000 and NT ERDs keep copies of additiona useful data:

The configuration files usad to run DOS and Win16 programs (autoexec.nt
and config.nt).

A copy of the current setup log file, setup.log. Thisfiletracksthelig of files
ingaled during Windows 2000's setup phase, including a checksum; thislog
file enables setup, repair, service pack, and hotfix ingtalers to know whether
they're replacing the right files or not.

N4 The default user profile for the machine, normaly stored in ntuser.dat .

ERDs created under Windows NT contain copies of the SAM, SECURITY,
DEFAULT, SOFTWARE, and SY STEM hives. This data comes from the
%systemroot%a\repair directory, which is usudly updated as part of the process of
generaing an ERD. To get the same functionality under Windows 2000, you can copy
these files yoursdlf, use abatch file or script to do it, or use Windows 2000 Backup, as
described later in the chapter.

i From now on, when | talk about ERDs I'll assume you're
a building them with the rdisk tool under Windows NT or usng
" 4 one of the methods described above under Windows 2000. The

important thing isthat you have one a al.

Wherever this daalis, it's specific to a particular machine, so you can generdly useit
to repair only the machine it originaly came from. To be more exact, if you teke the
emergency repair data from one machine on another, portions of the target machine's
Registry will be summarily replaced with the repair data's contents. In the case of the
SAM database and large chunks of HKLM, this can render the machine unusable.



When you back up Registry data under Windows 2000, what format the hives end up
in depends on how you do it. If you just copy the files from the repair directory, you
can load them with RegEdt32. If you use Windows 2000 Backup, you'll probably
have a .bkf file that can be read only with the backup tool. Regigtry fileson a
Windows NT ERD are compressed, so you can't directly modify or view them; in dl
other respects, they're ordinary files, so you can back them up, archive them, or copy
them to other mediawithout uncompressing them.

NT1a \When you build an ERD under NT 4.0, you're making a sngpshot of the Registry's
contents at that point in time. Any changes you make after building the ERD won't be
preserved, which iswhy it's so important to keep your ERDs up to date. For example,
if you make an ERD for a machine, then change its Administrator account password,
the ERD will contain the old password. If you ever use the ERD, youll find the
password set back to its old value--which you may no longer remember!

N1a By default, the ERD you build while ingaling Windows NT
1 conainsthe origind SAM created when NT isingtdled. You
must usethe/ s switch (see Section 3.3.3.2 later in this chapter)
to force RDISK to back up the current SAM data instead.

3.3.2What ERDs Can and Can't Do

Windows 2000 ERDs can't restore any Registry data, but you can use them to restore
system configuration settings. On the other hand, aWindows NT ERD can restore
datafor any of the hivesit has backed up: SAM, SECURITY, DEFAULT,
SOFTWARE, and SY STEM. When you regpply ERD datato a system, you are
generdly restoring data on awholesde bas's, so the entire contents of a hive are
replaced with the ERD's copy.

When you restore a Windows 2000 Registry by using the system's recovery console,
you can copy only entire hivefiles, so you can replace any or dl of the individud
hives. When running Windows NT setup, its repair gpplication alows you to choose
which hivesto replace, but not which individua vauesto update.

In either case, applying ERD data requires you be able to boot your machine. To use
the Microsoft-provided repair utilitiesfor 2000 or NT, you need your origind
bootable ingdlation CD. If you prefer, you can ingtal the Windows 2000 recovery
console so that it is available when you need it, but you have to do this before you
need it.”

¥y ou install the recovery console by running winnt32.exe with the / CNICONS switch. That instructs the
setup program to modify the boot loader and add the recovery console as a choice during the boot process.

Applying aWindows NT ERD takes dl the datain that section of the Registry back to
status quo ante: al changes you've made since the ERD was created will be lost. As
long as you keep your ERDs reasonably up to date, this shouldn't be a problem,
especidly snce many gpplications and components are now smart enough to
recognize when their Registry entries are missing and will recreste them when

needed.



Asuseful asthe ERD s, it'snot magicd. First of dl, it can't restore what's not onit;
you must keep your ERDs up to date if you want them to be available to you at crunch
time. Secondly, the Windows NT ERD doesn't store anything in HKU (or HKCU, for
that matter) except ntuser.dat, so it doesn't preserve user-pecific settings. It also
doesn't restore dll of HKLM\SOFTWARE , s0 be dert to the fact that application
ingdlations and user preferencesin your Registry won't be preserved by the ERD. If
you copy dl the hive files when you're making your Windows 2000 ERD, you won't
have this problem.

3.3.3How to Makean ERD

Making an ERD is pretty smple. Both Windows 2000 and NT include utilities that do
most of the work for you. However, if you want to create arepair disk that contains
Regigiry information under Windows 2000, you have some additiona work to do.

3.3.3.1 Using Windows 2000 Backup

The Windows 2000 Backup utility was completely rewritten, so it looks alot different
from itsNT predecessor. It does the same things as Windows NT Backup, but it hasa
ton of new functiondity, including the ability to back up filesto disk or CD-R/CD-

RW. It incorporates the function of the RDIK toal, too (as described in the next
section), so you can use onetool to back up the Registry and creete an ERD. The
Windows 2000 Backup utility is discussed more fully in Section 3.4.3 later in the
chapter, so for now I'll confine my discussion to the process of creating an ERD.

When you launch Windows 2000 Backup, you see the Welcome screen, shown in
Figure 3.1. To create an ERD, you can either click the Emergency Repair Disk button
on this screen or use the Tools— Creste an Emergency Repair Disk command.

Figure 3.1. The Windows 2000 backup welcome screen, from which
you can create an ERD
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When you tel Windows 2000 Backup to create an ERD by either method, you see a
very ample diaog, as shown in Figure 3.2. Note that this didog doesn't say anything
about putting Registry data onto the repair floppy; that's because it does no such thing.
Y ou can, however, use the "Also backup the registry in the repair directory™ checkbox
to force Windows 2000 Backup to copy the hive files to the %osystemr oot%o\repair
directory, as| mentioned earlier. What do you do with the files once they're in that
directory? For darters, you can use Windows 2000 Backup itself to make a backup
copy; you can aso copy the files to another computer via the network, onto a
removable disk, or onto a CD-R or CD-RW.

Figure 3.2. The ERD dialog

Emergency Repal T

Irzert & blank, formatted foppy dizk into dirve 4: and chick OK.

Iv #lzn backup the regiztry to the repair drectoey, Thiz backug
can b vzed 1o help iecoves wour sustem if the regislny iz

d=maged,

Cancal |

3.3.3.2 maUsing NT's RDISK utility

RDISK.EXE isafairly ample gpplication to use; its main window is shown in Figure
3.3. Asyou can see, there are only two useful things you can do with RDISK; each of
the four buttons in the window controls a single function of the utility. The Help and
Exit buttons do what you'd expect, so | won't discuss them here.

Figure 3.3. The RDISK utility
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The Update Repair Info button does just that: it makes a private copy of the data
described earlier and storesit on your hard disk. NT's setup utility can use this datato
try to repair some parts of a damaged ingtalation without having an ERD available.
When the update is complete, you see the didog shown in Figure 3.4, which alows
you to create an ERD immediately or defer it until later.

Figure 3.4. Generating an ERD with RDISK
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Clicking Yesin thisdidog generates an ERD, while clicking No (as you'd expect)

does nothing. Y ou may notice that the didlog shown in Figure 3.4 istitled Setup;
there's agood reason for it, namey that NT's setup executable uses the same didog to
ask if you want to build an ERD during ingtdlation. It's agood ideato build an ERD
when you ingdl NT on amachine, thenfileit avay in asafe place so you can useit if
the Adminigtrator account password for the machineis ever lost or forgotten. This
works because the origina ERD contains whatever Administrator password you chose
during the NT ingtal process. However, remember that applying that ERD resets
dlthe Regidry data to the gtate it was in when you made the ERD, not just the
adminigtrator password.

Y ou can aso kick off RDISK with two switches. / s has exactly the same effect as
garting RDISK and dicking "Update Repair Info"; it copies the contents of the
security and SAM hivesto the floppy. If you ingead usethe/ s- switch, that starts
RDIK and copies the repair files into the REPAIR subdirectory without prompting
you to insert afloppy disk. Thislatter switch is extremdy useful for automating or
scheduling Registry backups.

Y ou actualy create an ERD with the Create Repair Disk command, or by choosing
Yesin the didog presented after you use the Update Repair Info button. RDISK asks
you to insert aformatted floppy (but not without warning you thet its contents will be
erased). Once you've inserted the floppy and clicked OK, RDIK creates an ERD by
copying the system's copy of the repair files to the floppy. When the ERD's done
building, you can pop out the floppy and put it in a safe place.

3] If you usethe/ s switch, the ERD will contain a complete copy
= of the source machines SAM and security data. This datais

much sought after, since it can be run through a password

cracker like 10phtcrack and used to find weak passwords that can

then be used to enter your system. Treat ERDs as senditive

materia and kegp them away from public scrutiny.

3.3.4 How to Repair Your Registry with an ERD

An ERD won't do you any good unless you can apply its data to a machine when
needed. Depending on what's wrong with the machine you're trying to repair, you may
be able to boot it or not. Which repair tack you take depends on whether or not you
can boot the machine and log on with an account that has Administrator privileges.

N4 Ther€'s one caveat | need to share before we start talking turkey: NT ERD floppies
are compressed using Microsoft's standard compression tool. Y ou've undoubtedly
seen files whose extension ended with an underscore, like those onthe NT

digtribution CD. These files are compressed with Microsoft's tool, as are the ERD

files To manudly restore data from thesefiles, you need a copy of EXPAND.EXE,



Microsoft's utility for expanding these compressed files. Y ou probably have a copy
gtting around somewhere on your disk, or perhaps on one of your Microsoft product
CDs. Make sure you have it handy before starting amanua ERD restore. In fact,
make sure you have arecent copy of EXPAND.EXE; older versions can't handle NT
4.0's compression format.

3.3.4.1 Using the Windows 2000 setup utility

I've mentioned severa times that a Windows 2000 ERD doesn't contain any Registry
data, but the repair directory does, and (in conjunction with the ERD) you can use the
Windows 2000 setup utility to repair a damaged Registry. To do this, boot with the
Windows 2000 CD (or boot floppies, if you've made a set). When the setup program
asks whether you want to ingtal Windows 2000 or repair an existing ingtalation,

select the repair option and provide the ERD when prompted. Setup then asks you to
choose arepair mode: fast or manud.

In fast mode, the setup program usesthefilesintherepair directory to repair the
Regidiry. It also fixes the boot sector, the boot loader, the startup environment, and
any system files that need repair. In manua mode, you get to choose which itemsthe
system attempts to repair, but repairing the Regidry is not one of your choices! That
means you can't rely on manua mode to save your bacon if you have a Registry
problem; it's either fast mode or one of the other repair methods described in the rest
of this section.

3.3.4.2 Using the Windows 2000 recovery console

One of the best new features in Windows 2000 isits recovery console. The console
offers you alimited command shell you can boat into; al told, it offers about 25
commands to do things such asrepair the partition table, copy files hither and yon, or
enable or disable system services. One of the things you can do is copy files.
Assuming you have someplace to copy them from, you can quickly repair any
individud hive file using this method. Figure 3.5 shows a sample of whet this might
look like.

Figure 3.5. A recovery console session
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Of coursg, for this gpproach to work you have to have the console available. There are
two ways to start the console at boot time. Oneis to use the Windows 2000 setup CD
(or boot floppies). When you boot using ether of these media, you haveto let the
initid part of the boot sequence complete. Eventualy, the setup program will ask
whether you want to repair an existing ingtdlation or start a new one. Choose the
repair option, then specify that you want to use the recovery console instead of the
ERD. Why? Because the Windows 2000 ERD enables setup to scan for missing or
downleve files; it doesn't do anything to the Registry. Once the console comes up,

you can use the copy command to copy any hive file to the system32 directory, then
reboot the machine. (The second way to start the console is to use the boot- selection
menu, but this only works if you've aready ingtaled the recovery console.)

The recovery console is a pretty blunt implement. Theré's no way to selectively reload
individua keys or vaues, and (as of thiswriting) theré's no way to extend the
recovery console by adding arbitrary executables. However, when something drastic
iswrong, you can often fix it usng the provided tools.

i Unlike Windows NT, Windows 2000 doesn't come with its own

) set of bootable ingtalation floppies; you need to make a set with

"4 the makebt32.exe utility, found in the bootdisk directory on the
digtribution CD.

3.3.4.3 Using RegEdt32

If you can successfully boot the operating system and log into a privileged account,
restoring data from an ERD is easy to do with RegEdt32. First, you haveto find the
ERD hive file you want to restore from.

NT4'Y ou then have to uncompress the hivefileif it originaly camefrom an NT 4.0
ERD. EXPAND.EXE takes two arguments: the source filename and its destination
name. Since hive files don't have extensions, you shouldn't specify one for the output
name. Here's an example:



expand default._default-save.

Next, launch RegEdt32. Depending on what you're trying to restore, now iswhen
you'll have to make some choices. If you want to reload data that was accidentally
deleted, or that you need to refer to, without overwriting an exigting hive, you can
load the hive from your ERD into a new subkey of HKLM or HKU by using the
Registry—Load Hive... command. If you want to load the ERD data and replace the
existing hive, you need to use the Registry—*Restore... command. Both commands
are documented more fully in Section 3.5.4 later in this chapter.

3.3.4.4 Using NT 's setup application

Sometimes your only hope of restoring adowned NT machineisto restore dl or part
of the Regigtry from an ERD by using NT's setup program. This last-chance
retoration isthe origind reason for the ERD, and there are times when nothing dse
will do thetrick.

This scheme works because of the way NT's setup process works. NT's ingtdler
proceeds in three separate phases. In thefirst phase, NT copies just enough of the NT
kernel and its support drivers and infrastructure to your hard disk. It then reboots into
NT, using the newly made skeleton copy of NT and proceeds with the "blue screen”
portion of the setup process. It's at this point that you can tell Setup you're repairing
an exiging NT ingalation. If you're not doing arepair, the third phase begins after
another reboot; that's the familiar Windows GUI portion of the ingtalation.

To get the bal rolling, you need to get NT setup Started. If you have the origind boot
floppies and CD, you can use them; otherwise, if you have Windows 3.1, DOS, or
Windows 95 ingtaled (with gppropriate CD drivers), you can boot it and run the setup
program from the CD. Once you've done o, thefirst ingtall phase completes, then
your machine reboots. When it does, you can tell Setup whether you want to repair an
exiging ingdlation (you do) or perform a complete ingdlation. When you select the
repair option, the setup ingtaler asks you which hives you want to restore (SY STEM,
SECURITY, SOFTWARE, DEFAULT, and USERS are your choices). Once you've
chosen, you are prompted to provide the ERD and the saved hives are restored. After
the restoration's complete, you can reboot.

3.4 Backing Up the Registry

Y ou probably remember from Section 2.1.3 of Chapter 2, that each hive of the
Regidry is stored in a separate file. While it might seem reasonable to assume that
you can just back up these files as though they were Word documents or some other
innocuous file, the harsh redity isthat you can't. The NT kernd aways keepsthe
Regigtry data files open, so ordinary backup software won't be able to back them up.
However, there are ways to successfully duplicate the files for safekeeping; we
explore three ways in the remainder of this section.

3.4.1 But What Needs Backing Up?

In Chapter 2 you learned that the Registry's made up of severd hives, which are
actudly filesthat live on your disk. They're normaly stored in the System32\Config



subdirectory of your system volume; you can dways find the correct location by
examining the vaue of HKLM\SY STEM \Control\CurrentControl Set\hivedis.

If you change to System32\Config (or wherever your files are) and get a directory
liging, you'l seefive files whose names match the hiveslisted in Teble 2.1:
DEFAULT, SAM, SECURITY, SOFTWARE, and SY STEM. (The other hives, SID
and HARDWARE, aren't sored here.) The hive files themsdaves don't have
extensons on them, but there are other files with the same names that do have
extensons. Fileswhose namesend in .LOG contain log and auditing information for
the corresponding hive, while files with the .SAV extension keep backup copies of
Regidry transactions so a hive can be automatically restored if the system crashes.
Findly, there's onefile with its own unique extenson: SYSTEM.ALT contains a
transaction log of the SY STEM hive. If the computer crashes, the boot loader can
autometicaly replace the SY STEM hive with SYSTEM.ALT if the latter has more
current data.

Y ou can back up any or dl of them; however, aslong as you're going to the trouble of
backing them up a dl you should back them dl up. Specid note to the curious: you
can't rename, move, or delete these files while the operating system is running, since
the kernel owns them and is holding them open for exclusive access, other
goplications that try to modify the files cause a sharing violaion when they try.

3.4.2 The Old-Fashioned Way

In the days before Windows NT and Windows 2000, backing up Windows
configuration fileswas smple. Y ou could just boot into DOS without starting
Windows, then do whatever you needed to do. In fact, the "boot-edit system files-
reboot-run Windows' routine is familiar to most Windows users, not just heavy-duty
adminigtrators. Windows 95 and 98 modified thistactic a bit; not only could you boot
directly into DOS, you could use the bult-in "'safe mode" to twesk configuration files
before rebooting. Windows 2000 offers a safe mode, but in safe mode the OS till has
afirm grip on the hive files, so you can't useit to back up or restore your files. (Of
course, NT itself has no safe mode at dl.) By booting into another operating system
(DOS, Windows, Linux, OS2, or whatever else you have ingtaled) or the Windows
2000 recovery console, you can sill copy your files. There are four basic things you
need to do amanua backup of your Registry files, which ones you use depends on
your system configuration:

If you want to back up your Registry to a backup device, you need appropriate
driversfor it (whether you're using a tape drive of some sort or aremovable-
mediadrive like aZip, Jaz, Orb, or smilar). If you're usng the recovery
console, note that you can't load any extradriversin it.

If you can't (or don't want to) use the recovery console, and you don't already
have another bootable operating system ingtalled on your machine, you'l need
aDOS, Linux, or OS2 boot disk that includes a command shell.

If your system partition uses the NTFS filesystem, you need adriver to dlow
your dternate OSto read it.

Y ou may need some kind of compression utility (unless you're booting into a
Win32 OSto do your backup, don'tdepend on WinZip32, which won't run
under DOS or Windows 3.x). Y ou need this because the uncompressed hive



files can be savera megabytesin sze, s0 you won't be able to Sore them on a

floppy without compressing them.
- Y ou can't use a system boot floppy to accomplish thistask if

ar your boot partition is NTFS; even though the floppy containsits

+ own copy of the boot loader and kerndl, it will usethe
configuration settings in the Regitry on your "normd" system
volume. Y ou can use a separate boot disk if it contains a
complete 2000/NT ingdlation, asit would if you ingtdled the
OS onto a Zip or Jaz removable disk and booted fromit.

Once you've gathered al these things, you're ready to proceed. The first epin
making a backup is to determine whether you can boot from another OS on your disk.
If you can't, you need an dternative way to boot your machine from afloppy or
removable disk. Once you've arranged a bootable configuration, you must so
identify what type of filesystem your boot and system partitions are using; that
determines whether your boot disk or OS needs additiona drivers.

Boot Versus System Partitions

Windows 2000 alows you to separate boot and system partitions. However,
Microsoft's terminology is backwards: they define the system partition as the
place where the boot loader isingalled and the boot partition as the place
where the sysem fileslivel While thisis undoubtedly confusing, just
remember that each term means the opposite of what you'd think, and youll
be fine.

If your system partition isFAT, that means that you can boot DOS,
Windows, or another OS that requires a FAT boot partition, but your
Windows 2000 system files can till be on an NTFS partition. Thisisagood
solution if you need to dua-boot another OS and Windows 2000. If you just
want extra recoverability, install Windows 2000 again so you have apardld
indallation you can boot into when needed.

If you don't ever need to boot from another OS, or if you're willing to use a
floppy for those times when you do, you can use NTFS for your boot and
system partitions. This setup offers maximum security; it may offer better
performance and disk- space usage, depending on the sSize of your drive.

If your boot and system partitions are both using FAT, you don't need any specia
drivers (other than those you need for whatever backup device you're using).
However, if your boot partition uses the NTFS filesystem, you'll need an additiond
driver to dlow whatever OS you boot to read it. For Windows 3.1, 95/98, or DOS,
you can use the excdlent (and free!) NTFSDOS driver. NTFSDOS comes in severd
versons, including aread-only free verson and versons that run under MS-DOS and
Windows 9x. They're dl available from http:/AMww.sysinternals.con. If you're using
Linux, asmilar read-only driver is available from http:/mwww.informatik.hu-
berlin.de/~loewigntfg.



Once you've accomplished these two steps, you're ready to back up the files
themsalves. Here's what to do:

1. Boot your computer, using whatever OS you've chosen. Get to acommand
prompt and change to the System32\Config subdirectory of your ingtalation
directory. Make sure you can see the hive files you want to back up.

2. If you're using a backup program, start it, point it at the hive subdirectory, and
tell it which hivefilesto back up. It should do the rest.

3. If you're not using a backup program, use your preferred compression utility to
create anew archive containing the files from the System32\Config directory
you want to back up.

4. Safeguard your backup archive, tape, or disk; it contains a complete and
readable copy of your entire Regidiry.

Y ou might wonder whether this approach is worth the hasde. The answer is"it
depends.” Windows 2000 does a greet job; as abonus, it allows you to back up files
even without a tape drive. On the other hand, if you don't have atape drive, you cant
use Windows NT Backup. Many third-party backup utilities can back up to floppies
or removable disks, but not al of them can back up the Registry. Y ou can dways use
REGBACK and REGREST, but they may not dways be available when you need
them. The ERD mechanism works well and is easy to use, but it has a critica defect:
it doesn't back up the entire Regidtry, just what Microsoft thought were the most

important parts.
3.4.3 Using Windows 2000 Backup

As part of the overall Windows 2000 facdlift, Microsoft threw out the old NT backup
utility and replaced it with anew tool they licensed from Veritas. The resulting tool is
dill cadled NTBACKUP.EXE, but other than thet it's quite different in most respects.
In particular, its user interface is completely revamped, and it takes advantage of
Windows 2000's media services toolkit to let you do backups using tape autoloaders,
optica jukeboxes, hierarchica storage management (HSM) packages, and other
exotica

Windows 2000 Backup takes an al-or-nothing approach to backing up the system's
configuration data. When you sdect what data you want to back up, you'll seea
category caled System State; when you back that up, there are actudly five separate
pieces of datathat get backed up. The bulk of the Registry congtitutes one piece, the
Active Directory database is another, as are the system'’s boot files, the COM+ class
registry (drawn from HKCR) isthe fourth, and the system volume (or SY SVO; the
Windows 2000 equivaent to the NETLOGON sharein NT) isthefind item.

Earlier in the chapter (Figure 3.1), you saw the Welcome screen that gppears when
you start Windows 2000 Backup. In keeping with the overall wizard-ization of
Windows 2000, the first two buttons on that screen will take you directly to the
Backup and Restore wizards respectively. The corresponding Backup and Restore
tabs offer amilar functionality, and since the wizards are easy to understand once you
grasp the manual process, I'll start there.

Here's how to do a manua backup of the Registry using Windows 2000 Backup:



1. Launch Windows 2000 Backup (Start—Programs— A ccessories— System
Tools—>Backup). Click the Backup tab. (If you prefer the wizard interface,
either use the Tools—Backup Wizard command or click the Backup Wizard
button on the Welcome tab.)

2. Usethetree control on the left Sde of the Backup tab to select the items you
want backed up. In particular, make sure the System State item is checked.
(Note that you can't select or desdlect individua subparts of the System State
item.) Of course, you should fed freeto include any other files or foldersyou
want backed up.

3. Usethe Backup destination control to select where you want the backup file to
go. On systems without a tape drive, the default is to store the data to a backup
file (with a.bkf extenson) in adirectory you specify. If you have atape drive,
you can select it instead of the default setting of "File"

4. Sdect thefile or tape you want the backed-up information to be stored on with
the "Backup mediaor file name" field and its associated Browse... button.

5. Click the Start Backup button. The backup will run; by default, you'll get a
summary log file. If you use the Tools—2Options command, you can use the
Log tab to change the level of logging detall. Don't turn it off dtogether.

- Make sure to turn on backup logging and check the log filesto
) be sure your backups are capturing the data you expect. Not
"4 much isworse than being lulled into a false sense of security by

your backup scheme only to find it didn't back up the data you

redlly needed!

3.4.4 miUsing Windows NT Backup

Microsoft provides a backup utility, NTBACKUP.EXE, as part of the standard NT
Workgation and Server ingalations. As with many other bundled utilities, it's not the
be-dl of backup toals, but it works tolerably well and it'sincluded for free. It can
back up locd or network volumes (as long as they're aready mounted), and it doesa
good job of logging errors and exceptions.

Lots of tools can do the same things as NTBACKUP, but unlike some other backup
tools (particularly those designed for Windows 95), NTBACKUP has one important
feature: it can back up the Registry to any supported tape device!” ThisRegidry
backup captures an up-to-date copy of the Regidry files from the locd mechine ; if
you're backing up network drives and include the Regidiry, you get the Regidiry of the
machine that's running NTBACKUP aong with data from whatever drives you've
mapped. NTBACKUP doesn't back up Registry data from any remote machine, so
don't depend on it to do o, or you'll be serioudy disappointed.

" Thisis only a skeleton description of NTBACKUP. For more details, see O'Reilly's Windows NT in a Nutshell
by Eric Pearce, and Windows NT Backup and Restore by Jody Leber.

Figure 3.6 shows the main interface of NTBACKUP. The main window contains two
child windows at startup. The Drives window shows alig of al mounted volumes on
the current machine (including shares connected over the network), while the Tapes
window shows aligt of al the available tape devices.



Figure 3.6. NTBACKUP
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A basic backup with NTBACKUP requires just three smple steps.

1. Usethe Driveswindow to select the drives and files you want backed up.
Double-clicking a drive expandsit into a File Manager-like window with two
panes. The left pane contains atree view of the folders on the disk, while the
right pane contains alist of thefilesin the selected folder. Each item in either
pane has a checkbox next to itsfile or folder name. If the checkbox is marked,
the file or folder is backed up; if it's cleared, it won't be. Figure 3.7 shows a
sample window with some files marked.

2. Click the Backup button or use the File menu's Backup command. Y ou seethe
diaog shown in Figure 3.8. Make sure the Backup Loca Registry checkbox
has an X in it, then click OK. The backup will Sart.

3. Go do something else while the backup runs. When it's done, put the tapesin a
safe, secure place.

Figure 3.7. The NTBACKUP file selection window
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Figure 3.8. The Backup Information dialog
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For best performance, you may want to run NTBACKUP only after sopping other
gpplications on your computer. The Registry files will be backed up even if system
components are using them; however, other files (like SQL Server databases, Office
documents, or any other file) are backed up only if they're closed. To ensure a
complete backup of al of your machings data, | recommend closing dl other
applications and stopping any shared services (11S, SQL Server, Netscape FastTrack
or Enterprise, and so on) whose files you want to back up.

- Use the Log Filefidd in the Backup Information diadog (see
. Figure 3.8) to specify where you want the log to go. If you want

g to make sureyou seeit, put it in the Adminigtrator's desktop
folder (try %systemr oot%0\PROFILESAdministrator\Desktop) .

3.4.5Using REGBACK

The REGBACK uitility does pretty much what its name implies: it alows you to back
up al or part of the Registry. Microsoft recommends that you use NTBACKUP for
making Registry backupsif you can, but REGBACK is4ill auseful toal initsown
right, Snce you can useit to export parts of the Regisiry for storage onto media that
the Windows NT backup utilitydoesn't support, namely floppies and removable-media
drives. You can dso execute REGBACK from the command line, so you can schedule
Registry backups or perform them as part of a batch file. For example, you can
schedule anightly Registry backup of some, or al, of your machines and put the
backup files on a centra server. In addition, REGBACK gores its output as
uncompressed files, so you don't have to worry about having the correct
decompression tool handy.

There are some caveats to usng REGBACK, though; let's examine them before | tell
you how to useit:



The account that you use to run REGBACK must have the "Back up filesand
directories’ right. Windows 2000 uses thisright internally to let certain
accounts copy files without giving them read access; this dlows a backup-only
account to copy files owned by other users without being able to open them.
The Adminigtrator account has thisright by default, as do any accounts that
you've placed in the Backup Operators group.

REGBACK backs up only the hives in the System32\Config directory, not any
of the other files stored there. In addition, it won't back up inactive hives that
you've unloaded with RegEdt32. However, it warns you with an error message
indicating whét filesit found that need to be copied manudly.

REGBACK isn't very flexible. If you try to back up files to a device thet
doesn't have enough space, it will slently fall. If the destination for your

backup dready has hivefilesin it, the backup will slently fail. NTBACKUP
doesn't have either of these limitations.

Y ou can run REGBACK in two modes. In the first mode, every active hivein your
Regigtry is backed up to adirectory you specify, like this:

regback directory

The specified directory has to be on a mounted volume; you can't use UNC paths.
REGBACK cheafully back upsdl the Regigtry hivesit finds on your machine and
warnsyou of any filesit didn't back up, likethis:

C.\>regback \regsave

saving SECURI TY to \regsave\ SECURI TY
savi ng SOFTWARE to \regsave\ SOFTWARE
saving SYSTEM to \regsave\ SYSTEM
savi ng . DEFAULT to \regsave\ DEFAULT
saving SAMto \regsave\ SAM

***Hi ve = \ REG STRY\ USER\ S- 1-5-21-1944135612-1199777195-24521265- 500
Stored in file
\ Devi ce\ Har ddi skO\ Partiti onl\ W NNT\ Profil es\ Adm ni strator\

nt user . dat
Must be backed up manual |y
regback <filenanme you choose> users S-1-5-21-1944135612-1199777195-
24521265- 500

Notice that REGBACK warned that it didn't copy my user account hive, but it gave me
acommand line that would do so--the last line of its output. This command line uses
the second mode that REGBACK supports, one that alows you to back up a specified
hive ingead of the entire Regidry:

regback output hivetype hivenane
output

Specifies where you want the saved hive to go; can be afull or partid
pathname, but cannot be a UNC path.

hivetype



Accepts only two hivetypes machi ne represents HKLM, whileuser s
represents HKU. If you supply any other hive type, REGBACK falswith an
error message.

hivename

Specifies a subkey immediatdy beneath either HKU (either DEFAULT or

one of the SID-identified subkeys) or HKLM (SOFTWARE, SYSTEM, and so
on). If you specify akey that's not immediately beneath either HKLM or

HKU, REGBACK will fall.

Thisform of REGBACK saves the entire contents of the specified hive to the file you
specify; therés no way to save individud vaueswithin ahive. If you want to back up
an entire Regigtry, you may gill prefer to use this form of the command, since you
can specify the filename for each hive's output file--a vauable feature when you want
to back up severad machines on anetwork to the same directory on a server. This
nippet shows the output from me teling REGBACK to preserve my main subkey
under HKU:

C:\>regback d:\regsave\paul users S-1-5-21-1944135612-1199777195-
24521265- 500
saving S-1-5-21-1944135612-1199777195-24521265-500 to d:\regsave\ paul

REGBACK returns standard DOS-style error codes. for success, 1 if there werefiles
that need to be manudly backed up, and 2 if something ese went wrong (disk full,
bad hive type, and so forth). Y ou can use the ERRORLEVEL congruct in a batch file
to branch when errors occur. For example, this small batch file attempts to back up
HKLM\SOFTWARE to a centrd directory:

regback j:\save-ne\enigma-software nachine SOFTWARE
if ERRORLEVEL 1 echo "Some files weren't backed up"
i f ERRORLEVEL 2 echo "An error occurred."

- The Windows 2000 Resource Kit costs about $300, and the NT
a Resource Kit is around $150. Y ou might wonder whether it'sa
i & necessary expense. The answer isaresounding "yes" The

REGBACK and REGREST utilities done can literdly save you
days of effort when rebuilding a trashed machine. In that light,
the cost of the Resource Kit seems more reasonable, and |
recommend it highly.

3.4.6 Using RegEdt32

Y ou can do some rudimentary backup and restore tasks with nothing more than
RegEdt32. It dlows you to load previoudy stored hivesinto your Registry, then

unload them later (though you can only unload hives you loaded yoursdf). In

addition, you can export keys and hivesin aformat that RegEdt32 can reload at alater
time.

Y ou can't actudly save any of the predefined hives (i.e,, the hives stored in
System32\Config) from RegEdt32, but there's a good reason for this limitation: those



hives are dready saved as disk filest Remember, ahiveisadisk file that contains
Registry keys. You can load a hive that you've saved in RegEdt32 (or gotten from
somewhere else); see the section Section 3.5.4 later in this chapter for more detalls.

RegEdt32 does dlow you to do something ese, though; you can save any key that's
not aroot key into ahivefile. To keep from confusing the "big" hives (which sore the
root keys contents) from the files you can create, I'll call them "honeycombs' (after
al, what's ahive full of? Well, besides bees). When you create a honeycomb file,
RegEdt32 takes the specified key and its subkeys and stores them in afile that uses
the hive format. Y ou can then move the file to any other Windows 2000 machine and
load it into that maching's Regidtry (with some caveats thet I'll discuss later).

The mechanics of doing this are smple: select the key or subkey that you want to

save, then use RegEdt32 ' s Registry—> Save Key command. When the standard Save
diaog appears, specify afilename; the editor happily saves your key's contents to the
file (assuming you have adequate permission to reed dl the keys and their vaues).
Oncethe saveis finished, you can copy, compress, fold, spindle, and mutilate your
new honeycomb file just like any other, plus you can load it into the Registry on any
Windows 2000 machine--ether in place of or in addition to existing keys.

3.4.7 Using Text Files

Y ou might think that using a plain-text file to represent the Regidtry is crazy. While
it's not the best way to make a complete copy, and it's not a very good way to make
copies for restoration use, there aresome sensible reasons to use this method. For
example, if you periodicaly dump the contents of a Registry key (whether aroot key
or any subkey) to atext file, you can use afile comparison tool such as WinDiff to
highlight changes between the two files. Thisis an invauable strategy when you're
trying to figure out what Regigtry keys and vaues have changed due to software
ingtalation or user tinkering. It's also awinning plan for tracking what your own
home-grown software does to the Registry and how that matches up with what you
wanted it to do.

There are anumber of tools for dumping Registry contents to text files. Which one
you useislargely amatter of persond preference; they're dl free, and they dl work
wall.

3.4.7.1 Using RegEdt32

RegEdt32 can save any Registry key (and its subtrees) as text. The output is pretty
verbose, as shown in this sample from HKLM\SOFTWARE\Netscape:

Key Nane: SOFTWARE\ Net scape\ Net scape Navigator\4.0 (en)\Main
Cl ass Name: <NO CLASS>
Last Wite Tine: 6/ 24/ 97 - 11:26 PM
Val ue 0
Nane: Install Directory
Type: REG Sz
Dat a: C:\ Program Fi | es\ Net scape\ Conmruni cat or

Val ue 1



Nane: Java Directory

Type: REG_SZ
Dat a: C:\ Program
Fi | es\ Net scape\ Comrmuni cat or\ Program Java
Val ue 2
Nane: Net Hel p Directory
Type: REG_Sz
Dat a: C.\ Program

Fi | es\ Net scape\ Conmruni cat or\ Pr ogr aml Net Hel p

To save asubtree, al you need to do is select the subtree (or root key) you want to
save, then use RegEdt32 's Registry— Save Subtree As... menu command. You are
prompted for afile to save the datain, then RegEdt32 spits out the data you selected.
However, it's worth noting that there's no way to import this data back into the
Regidry again! Y ou can use afile-comparison utility such as WinDiff to compare two
file dumps generated by RegEdt32, but you can't restore the Registry's contents based
on aRegEdt32 file

3.4.7.2 Using REGDUMP

Andrew Schulman's REGDUMP © produces smilar output to that generated by
RegEdt32, but it's more nicdy formatted, as you can see from this sample:

[l REGDUMP made its debut in Chapter 5 of Inside the Windows 95 Registry.

Net scape Navi gat or
CurrentVersion="4.0 (en)" ->""
4.0 (en) ->""
Mai n
Install Directory="C:\Program Fil es\ Net scape\ Cormuni cat or"
Java Directory="C:\ Program
Fi | es\ Net scape\ Conmruni cat or\ Program Java
Net Hel p Di rectory="C:\ Program
Fi | es\ Net scape\ Conmruni cat or\ Pr ogr am\ Net Hel p"

Like the output from RegEdt32, REGDUMP outpuit is primarily useful for your
reading pleasure; there's no way to take a dumped file and import it back into the
Registry. However, because REGDUMP 's output is compact and negtly formatted, it
lendsitsdlf well to use with WANDiff.

3.4.7.3 Using RegEdit

Alone among the utilities in this chapter, RegEdit can generate text dumps of the
Regidry that it can actudly import and restore again. When you run RegEdit, you can
use its Registry—*Export Registry File... command to produce output that looks like
this

[ HKEY_USERS\ S- 1- 5- 21-1944135612- 1199777195- 24521265-
500\ Sof t war e\ i net st p\

Net scape Navi gat or\ Booknmar k Li st]
"File Location"="C:\\Program
Fi | es\\ Net scape\\ Navi gat or\\ Program \ bookmar k. ht nt'
"Start Menu Wth"="Entire Listing"
"Add URLs Under"="Top Level of Listing"



[ HKEY_USERS\ S- 1- 5-21-1944135612-1199777195-24521265-
500\ Sof t war e\ i net st p\

Net scape Navi gat or\ Cache]
"Cache Dir"="C:\\Program Fi |l es\\ Net scape\\ Users\\cache"
"Di sk Cache SSL"="no"
"Di sk Cache Size"=dword: 00001388
"Menory Cache Size"=dword: 00000400

Note that each key is enumerated with its full path; this makes it possible for RegEdit
to tdl exactly where akey and its vaues belong when it reimports the exported file.
Choosing the command produces the didog shown in Figure 3.9. The controlsin the
"Export range" group let you export the entire Registry or just the currently selected
branch. In addition, you can edit the branch shown in the "Sdected branch” fied to
further tighten the output's scope.

Figure 3.9. Exporting a Registry key
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there's no way to automdticaly generate that text file from an
exiging Regidry; you have to build the .REG file yoursdf.

3.5 Restoring a Backed-up Registry

Now that you know how to back up your Regigtry, the next logica stepisto learn
how to restore it. Y ou need to be comfortable enough doing this that the prospect
doesn't scare you; no one looks forward to repairing a damaged Regigtry, but it
shouldn't be frightening either. Practice until you're comfortable with the gpproaches
described in the rest of the section.



3.5.1 The Old-Fashioned Way

Restoring the Registry from amanua backup isn't useful in dl circumstances, sinceto
restore the hive files you must be able to boot your machine and gain accessto
Windows 2000's boot partition, as described earlier in the chapter. Once you've
booted your machineinto DOS, Linux, or some other OS that gives you access to the
partition where your hive files are stored, al you need to do is copy the backup copies
over to the origind hive directory. (Of course, you have to uncompressthem fird if
they're compressed!) Reboot into Windows 2000, and you're done.

While this gpproach is appedingly smple, it has its disadvantages. Apart from
requiring that you be able to boot into another OS, it has the drawback of being
indiscriminate. When you restore a hive, you'l be restoring everything in the hive.
This can have the unwanted consequence of removing changes you wanted to keep
while fixing whatever problem origindly required you to use a backup.

3.5.2 Using Windows 2000 Backup

Restoring a Registry backup with Windows 2000's backup utility isfairly painless. It's
not smart enough to check whether you're restoring to the same machine you backed
up from, so you must be careful to avoid ingaling the wrong Regigtry (including the
SAM database and HKLM\SECURITY subtree) on the wrong machine.

Earlier in the chapter, you saw Figure 3.6, which shows NTBACKUP 's user interface.
To make abackup, you had to select adrive (and its subfolders and files) to back up.
Guess what? To restore from a backup, you do the opposite and select atape to use
for the restoration. Here's how the process works:

1. Usethe Tapeswindow to select the tape that contains the files you want
backed up. The selection interface works just like the one shown earlier in
Figure 3.7; you mark the items you want restored. Y ou have to restore at least
oneitem to restore the Regisiry. Though you can restore files to any drive, you
can only retore the Regidiry to the drive where it normdly lives.

2. Click the Restore button or use the File menu's Restore command. You'll see
the didog shown in Figure 3.10. Make sure the Restore Locd Registry
checkbox has an X init, then click OK. The restore will start.

Figure 3.10. Restore Local Registry
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3.5.3Using REGREST

If you back up your Registry with REGBACK, naturdly you'll useits companion,
REGREST, to restore it. REGREST can use only the files created by REGBACK, but
gnce they come asa pair, that shouldn't be an impediment. However (like its partner),
REGREST has some limitations you should be aware of.

Firgt, and most serioudly, it runs only under Windows NT and Windows 2000.
REGREST actudly works by repestedly caling the RegReplaceKey API routine,
meaning that it has to have access to the Windows 2000 registry to do itswork. Even
though this routine exists in Win95, the Win95 versgon operates only on the Win95
Regidtry. If you can't boot your machine into Windows 2000, you'll need to use an
ERD tofix it, not a REGREST backup.

f Of course, you should plan on keeping a copy of REGREST on
a any boot disks you might use to effect a Registry repair.

Second, you can run REGREST only from accounts that have "Restore files and
directories’ privilege. In most cases, that means your loca Administrator account,
plus any accounts you've added to the Backup Operators group. (Of course, you can
grant thisright to any user.)

Next, REGREST works only with REGBACK files that are on the same volume asthe
hive files themsdves. If your backup files are stored elsewhere, you have to move
them to your Windows 2000 boot volume before running REGREST.

Finally, you have to reboot your machine before REGBACK 's changes will take
effect. Thisis sometimes an annoyance, but it's actudly a safety festure: you can undo
or redo restores as much as necessary, and the changes won't be permanent until you
reboot.



If you can live with these four redtrictions, REGREST isfairly easy to use. It actualy
operates in three steps:

1. It copiesthe origind hivefile to abackup directory that you specify; this
dlows a graceful falback pogtion if Steps2 or 3fall.

2. It movesthe new hivefile to the hive directory; this movement requires the
"Regtore files and directories' privilege mentioned earlier.

3. It repeatedly cdls RegReplaceK ey to put the new hive file's contents into the
Regidtry. (That'swhy it can work when the hive files are open, and it'saso
why you must reboot before the changes take effect.)

Like REGBACK, REGREST comesin two flavors. Thefirst restores as many hives as
it can find; it looks for filesin the backup directory whose names match hivefilesin

the hive directory. When it finds a match, it copies the matching file according to the
previous three steps. You useit likethis:

regrest backupDir saveFilesDir
backupDir

Specifies where the files generated by REGBACK are stored; must be on the
same volume as your Windows 2000 system files.

saveFilesDir

Tdls REGREST where to put the secondary backup filesit creates. If
necessary, you can copy these files back to the hive directory before rebooting
to undo arestore.

REGREST warnsyou if there are hives it can't restore automaticaly, or if errors
occurred. Here's a sample transcript:

C:\>regrest \regsave \backsave

repl acing SECURITY with \regsave\ SECURI TY
repl aci ng SOFTWARE wi th \regsave\ SOFTWARE
repl aci ng SYSTEM with \regsave\ SYSTEM
repl aci ng . DEFAULT with \regsave\ DEFAULT
replacing SAM with \regsave\ SAM

***H ve = \ REG STRY\ USER\ S- 1- 5-21-1944135612-1199777195- 24521265- 500
Stored in file

\ Devi ce\ Har ddi skO\ Partitionl\ W NNT\ Profil es\ Adm ni strat or

\ ntuser. dat

Must be replaced manual |y

regrest <newpath> <savepath> users S-1-5-21-1944135612-1199777195-
24521265- 500

You nust reboot for changes to take effect.
The second form of the command alows you to manudly restore one hive a atime:

regrest backupFil eName saveFi | eNanme hi veType hi veNane
backupFileName



Spedifies which hive file (induding its full path, if desired) REGREST should
restore.

saveFileName

Tdls REGREST what name and directory to use for the copy it makes of the
exiging hivefile

hiveType

Jug like REGBACK, REGREST accepts only two hive types. Specify machine
for HKLM or users for HKU. If you provide any other hive type, REGREST
will fall.

hiveName

Specifies asubkey immediately beneath either HKU or HKLM. If you specify
any other key, REGREST will fall.

3.5.4 Using RegEdt32 and RegEdit

Asyou've seen in earlier sections, the two stock Registry editors shipped with
Windows 2000 are useful when it comes time to back up your Registry data.
Fortunately, they can aso help you restore it should you need to.

3.5.4.1 Loading hives

Y ou can load hivefiles created with RDISK, ERDisk, or RegEdt32 into your Regidry.
When you do, however, it'simportant to note that RegEdt32 creates a new key that
contains your hive or honeycomb contents. That key and the hive or honeycomb it
contains remain loaded until you explicitly unload them.

Theré's another wrinkle, too: RegEdt32 alow you to load hives only under HKU and
HKLM. Asapractical matter, thisisn't abig dedl; it just means that the hives you load
are subkeys of one of those two roots, not subkeys of their subkeys. If you have
anything other than HKLM or HKU sdlected when you give the command, you get an
error didog tdling you that you don't have permisson to load the hive.

When you use the Regisiry—>Load Hive command, RegEdt32 asks you for ahivefile
to load. Once you've identified afile, it asksfor the name of the key you want the
loaded hive to be under. For example, if you load the . DEFAULT hive to anew key
named "MyDefaults' under HKU, you see that HKU\MyDefaults is now equa with
HKU\.DEFAULT and HKU\gd, and it contains whatever the origind hive or
honeycomb file contained.

Once ahive's loaded, you can add, remove, or change keys and vauesin it like any
other part of the Regidtry; the changes are reflected in the associated hivefile.

3.5.4.2 Reloading saved keys



Y ou can rdload a previoudy saved key at any time using RegEdt32's Registry—>
Restore Key... menu command. However, this command is an accident waiting to
happen. Why? Well, when you save akey, the saved key doesn't contain any path
data. For example, if you save HKLM\SOFTWARE\Qua comm\Eudora, its vaues
and al its subkeys are saved--but not the fact that it origindly came from
HKLM\SOFTWARE\Quacomm\Eudora. Thisin and of itsdf isn't so bad, but the red
danger comes when you get ready to reload the key.

When you tell RegEdt32 to reload a key, you see awarning didog (shown in Figure
3.11) teling you what's about to happen. It's not an idle warning, either; if you click

Y es, the currently sdected key in the Registry will have al its subkeys and vaues
replaced by whatever'sin your saved file. Not only does the saved key not go where
you wanted it, it aso destroys whatever happened to be underneath the key you
sdected! If you accidentaly load HKLM\SOFTWA RE\Qua comm\Eudorawhile you
happen to have HK CU\SOFTWARE\A ppEvents selected (to pick afarly innocuous
victim), youll find thet RegEdt32 happily blasts your Eudora settings into the middle
of Windows 2000's sound-to-event mapping list. The results are, a best,
unpredictable.

Figure 3.11. RegEdt32 overwrite warning
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- Al value entnes and subkeys of thiz key wil be delsted
Do you weand to continue the operation?

Of coursg, this problem can be worked around with alittle caution: make sure you
have the correct key sdected when using this command. Failing that, make sure you
have ardiable, up-to-date backup.

3.5.4.3 Using RegEdit files

Sincethe .REG files produced by RegEdit contain the full path for each exported key,
they're extremely smpleto use. To remport a.REG file, dl you need to do isrun
RegEdit and useits Registiry—2Import Registry File... command. When you do,
RegEdit imports the file's contents without any further intervention on your part;® it
automatically replaces existing keys and their vaues with whatever'sin thefile, as

well as adding back any keysthat are in the file but not in the Regidtry. It doesn't,
however, delete keysin the Registry that have been added since the .REG file was
created; you have to do that yoursdlf if necessary.

¥ This actually poses somewhat of a security risk, since any .REG file that a user can be tricked into double
clicking may make malicious changes. To fix this, change the default action for RegEdit to open .REG files with
notepad.exe instead.



Chapter 4. Using RegEdit

In the first three chapters, you learned what the Regigtry is, how it functions, and how
to safeguard it againgt accidental damage or loss. Now that you've absorbed this basic
knowledge, the red fun starts. now you learn how to modify the Registry's contents.

In later chapters, you'll learn how to use the powerful RegEdt32 gpplication, aswell
as how to write your own programs that find, store, and modify Registry data. Asa
departure point, though, let's start with RegEdit, a smple, easy-to-usetool that will
help you get familiar with the mechanics of navigating and editing the Registry.

4.1 Know Your Limitations

The RegEdit included with Windows 2000 is a direct descendant of the first version,
which shipped with Windows 3.1. That first RegEdit couldn't do much because there
was S0 little in the Regidtry. In the intervening years, Microsoft has added a greet ded
of datato the Regigtry, but RegEdit itsaf hasn't progressed too much beyond its
origind cgpabilities. Sure, it uses the Win32 common controls, so it looks like a
modern application, and it's been rewritten as a 32- bit gpplication for Win9x and
NT/2000--but overdl, it's ill the flat-blade screwdriver of Registry editing tools:
ubiquitous but of limited cgpability.

Let me gart by pointing out the useful and desirable things RegEdit doesn't do:

It has no undo or journaing capability, so there's no easy way to back out of
an unwanted change or keep an auditable record of changes made.

It is completely innocent of any understanding of Windows 2000's security
features, so you can't view or change permissons or ownership settings for
keys.

Y ou can only create and edit binary, string, and DWORD vaues. When you
view other data types, they're displayed as binary data.

While thislist may seem like a harsh assessment, remember how vauable a flat-blade
screwdriver can be. It can be apunch, aprybar, achisd, a spacer, amadlet (adbeit a
small one), plusit can drive screws. Likewise, RegEdit can do some very vauable
things it dlows you to search the Regidtry for avaue or key, and these searches can
be locd or remote. It provides anicdly unified display of dl the root keys, dlowing
you to quickly browse and compare vaues in different roots. Findly, itslimited
functiondity makesit easy to understand and use.

4.2 Learning the RegEdit Interface

| have aweskness for power tools--the more powerful, the better! One thing I've
learned isthat it's a good idea to spend some time getting accustomed to a new tool
before garting ared project with it. This bresk-in period helps me get familiar with
how the tool works, teaches me how it fedsas | useit to saw, drill, or whatever, and
gives me some confidence that | won't screw up whatever I'm working on.

In the same vein, dlow me to present the user interface for RegEdit. Asyou read
through this section and its successors, you'll gain an understanding of how RegEdit
looks, feds, and works, but the best way to cement that knowledge isto launch it and



experiment; practice moving around, searching for things, and exploring the Regidry.
Even after you've mastered the kills needed to administer the Registry, youll ill
find RegEdit's search abilities to be quite useful in your everyday adminigration.

4.2.1Don't | Know You from Somewhere?

If you've ever used Windows Explorer (or even the old-style Windows File Manager),
youll fed ingantly comfortable with RegEdit 'sinterface (shown in Figure 4.1). The
goplication'swindow is divided vertically. The left pane (which I'll cdl the key pane
from now on) shows a tree representing the Regigtry's hierarchy, while the right side
(the value pane) shows the vaues associated with whatever key is sdected in the key
pane. Y ou can adjust the relative widths of the two panes by dragging the gray bar
that divides them.

Figure 4.1. RegEdit's interface
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The vaue pane is further subdivided into two columns. Thefirgt, known as the name
column, shows the value's name, while the second (the data column) shows the vaue's
actuad contents. Y ou can change the width of these columns by clicking and dragging
the divider bar in the header at the top of the value pare.

By default, RegEdit 's main window includes a status bar acrossits bottom margin;
when the gtatus bar is visble, the full path of the currently sdlected key appears there.
This provides aquick reference if you need to make a note of a particular key.

When you firgt start RegEdit, the root keys (HKLM, HKCU, HKU, HKDD, HKCR,
and HK CC) appear directly under the My Computer icon. Aswith Explorer, you can
expand or collgpse individud keys by dlicking the smdl icon next to the key in the

key pane. As you move around, clicking at will, the tree grows and shrinks to reved
the keys you're interested in.



422 Interface Trivia

As with mogt other system-administration tools provided with Windows 2000,
RegEdit providesaView menu. For the most part, the commands here are of little use
and seem to have been added for parity with the old-school NT 4.0 tools such as User
Manager, WINS Manager, and so on. Nevertheless, in the spirit of completeness, let
me briefly describe the commands that live there:

Status Bar

Controls RegEdit 's bottom-of-the-window status bar. When checked, you see
the status bar. By default, this option isturned on, and it'suseful, so |
recommend leaving it that way.

Split

Activates the verticd bar that ssgments RegEdit 's window. Once you use the
Solit command, moving your mouse left or right (or using the left and right
arrow keys) movesthe bar with it. Why thisisincluded is beyond me (though
it does let you repartition the window when you don't have a mouse).

Refresh

The only worthwhile commeand in this menu. RegEdit updates its display to
reflect any changes you make in the Registry from within RegEdit, but it won't
notice updates that occur because of other programs. For example, if you're
testing a Perl script you've written to do something to the Regidtry, it would be
nice to see the changes immediately. To force an update, you can use the
Refresh command (or F5, its key equivaent). You can dso use the Refresh
command to quickly update the display when you're browsing the Registry of
aremote computer.

4.3 "Just Browsing, Thanks"

Thefird thing you should learn to do with RegEdit isto browse around the Registry
and see what's there. The Explorer-style interface makes the Registry's data very
"discoverable’; that's afancy way of saying you can gart off with ahigh-leve view,
then see as much or aslittle detall asyou like as you become more comfortable with
the Registry's structure.

4.3.1 Navigating with the Keyboard
RegEdit follows the standard Windows conventions for keyboard navigation:-not
surprising when you consider that the key paneitsdf is built with the sandard tree-ligt

control. When an item is sdlected, it is highlighted using the sandard system highlight
color, and you can maneuver about by using the keys shownin Table 4.1.

Table 4.1. Navigational Keys for RegEdit




Key Whie:: Used Action

Tab g:r{ ;r value Switches focus between the key and value panes

Return Vauepane |Opens selected item for editing

Up/down Key or value L .

ATOWS panes Moves focus to the next or previous item in the current pane

Left/right If selected item has subkeys, expands (left arrow) or collapses (right
Key pane e A

arrows arrow) it; if not, movesto next or previousitem

Left/right .

ATOWS Vauepane |Scrollsthevalue paneleft orright

PgUp/PgDn g;g Egr value Moves the focus up or down one pane's worth of data

Home and End E;}nlegr value Moves to top or bottom of pane's contents

Backspace Key pane Moves the focus to the current key's parent

Keypad * Key pane Expands all subkeys of the currently selected key

Keypad + Key pane Expands the immediate subkeys of the currently selected key

Keypad - Key pane Collapses the selected subkey

4.3.2 Using the Context Menu

Windows 95 brought the concept of a " context menu” to the Windows world. The
bascideaisthat by dicking the right mouse buttori® you can get a pop-up menu of
commands or actions that are specific to the object you clicked on. For example, the
context menu in Borland C++ has choices such as "Toggle breskpoint™ and "Browse
symbal,” while the corresponding menu for Netscape's Communicator features items
such as " Open link in new window" and " Save image to disk.”

1 Or the left one, if you're using a left -handed mouse setup.

RegEdit has these context menus, too. There are three context menus you can
summon; the commands in each menu duplicate commands thet are aready present in
the application’'s menu bar:

Right-clicking akey in the key pane pops up a menu with Six commands:

o Expand/Collapse (which one appears depends on whether the key's
already expanded or collapsed) opens or closes the selected key. This
command is dimmed if the key has no subkeys.

New dlows you to cregte a new key or vaue.

Find opensthefind didog.

Delete ddetes the selected key and dl its subkeys.

Rename alows you to change the key's name without removing and
reinsarting it.

o Copy Key Name copiesthe current key's full path to the Clipboard.
Right-clicking a value name in the name column of the vaue pane displays a
gmdler menu with three commands. The Modify command opens a dialog box
that alows you to edit the vaue; the Del ete and Rename commands are the
same as those in the key pane's context menu.

Right- clicking anywhere ese in the value pane disolays a sngle command,
New.

O O O o




4.4 Connecting to Other Machines' Registries

RegEdit alows you to connect to the Registry of any Windows NT or 2000 machine
on your network. Of course, there are two caveats. you must have permission to do so,
and the remote machine must be configured to alow remote Registry access. In
particular, Windows 2000 machines must have the Remote Registry Access service
ingtdled and running (the same is true for Windows 9x machines, by the way).

From within RegEdit, you connect to other machines with the Registry—> Connect
Network Registry...command. Y ou then see asmdl didog box that prompts you for a
computer name to attach to. This didog box also contains a Browse button; dicking it
displays a network browser window (Smilar to the one in Windows Explorer) that
alows you to poke around your LAN to find the machine you want to connect to.
Once you've identified the machine you want to reach, RegEdit opensits Registry and
displaysits root keysin the key pane. Y our local machine's root keys are under the
My Computer icon; other machines keys gppear under folder icons with their names,
asshownin Figure 4.2.
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While you're connected to a remote computer's Registry, you can browse keys subject
to whatever permission the remote Registry's owner hasimposed. Depending on those
same permissions, you may be able to modify, create, or remove keys; before doing
30, of course, you should make sure that you have both a good backup of the target
meachine and permission from its owner.

Because RegEdit doesn't dynamicdly update the Registry, you'll quickly become
practiced at the skill of using the View—>Refreshcommand (or the F5 key, its
accelerator) to force RegEdit to update the portion of the Regidiry you're viewing.



RegEdit often failsto alow access to the various root keys of
= remote Registries even when they are displayed (whereas
RegEdt32 works flawlesdy and consstently well). There doesn't
seem to be any pattern to the fallures. If you have trouble
connecting with RegEdit, try RegEdt32 instead.

Findly, when you're done with your Registry connection, you should closeit.
Knowing how to put away toysis a prerequisite skill for kindergartners and system
administrators! The Registry— Disconnect Network Registry command does the job,
dlowing you to choose from alist of machines you're connected to.

4.5 Searching for Keys and Values

One of RegEdit 's best featuresisits ability to search the Registry for a particular key
or vaue. For example, let's say that you want to find where the Dia-Up Networking
(DUN) service storesits list of phonebook entries. Y ou could go to Microsoft's
Knowledge Base and look it up, but the fastest way to find your answer isto use
RegEdit 's search function to look for entries whose contents match the name of one
of your phonebook entries.

There are afew things you need to know about how searches work. Searches are case-
insengtive, so you don't have to pay attention to proper capitdization. By default,
searches are substring searches, not literal searches. Searching dways sarts with the
"fird" root key, which in RegEdit 's case meansthat al searches have to plow through
HKCR firg. Finally, the search process accepts only ASCII text and looks only in
gring vaues. That makesit impossble to find dl the values whose DWORD vdueis
0x220 or to find data stored in values of type REG_BINARY .

Y ou activate the Find command with the Edit—Find menu command. Y ou then see
the dialog box shown in Figure 4.3.

Figure 4.3. RegEdit's Find dialog
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Finding vauesis pretty sraightforward: if you want to search the entire Regidtry, just
type your search gtring into the "Find what" field and dlick the Find Next button. Of
course, you can be more selective by using the four checkboxesin the Find didog:

The"Look at Keys' checkbox (on by default) tells RegEdit to look for the
specified sring in the names of keys. Searching for "software”’ would thus find
HKLM\SOFTWARE, HK CU\Software, HKU\.DEFAUL T\Software, and
perhaps other keys whose names contain "software” in some form or other.



The"Look a Vaues' checkbox (on by default) ingtructs RegEdit to search for
your string in the names of vaues, too; searching for "User" with this

checkbox set might find HKCRDAO.User, HKLM\Softwared SMIM BE\Users,
and HKCU.

The"Look at Data' checkbox (on by default) enables RegEdit to actually look
within vaues datafor the specified string. Searching for "System” turnsup a
treasure trove of gtring vaues that contain the search string.

The "Match whole string only" checkbox (off by default) constrains RegEdit

to reporting only those items that maich exactly. Searching for "Usar" with

this option off finds both HKCRDAO.User and

HKLM\Software\SMIM B\Users, turning the option on doesn't find ether, but
does match HKLM\Software\L JL\CurrentVerson\User.

While the search is proceeding, you see a progress diaog. That's perhaps a misnomer,
gnceit doesn't actudly indicate the search's progress, it gives you a Cancel button,
though. RegEdit 's searching performance is poor, so don't be darmed if searches
seem to take along time.

Aswith many other programs that include search capability, RegEdit providesa
convenient shortcut for finding the next item that matches your search target. To find
the next match, use the Edit—Find Nextcommand or its accelerator key, F3. When
you do, RegEdit finds the next match; if it can't find any more matches, it displaysa
didog box telling you that no more matches exig.

4.6 Printing Registry Contents

If you want to print al or part of the Registry, yourein luck: RegEdit can produce a
printout that contains the full path, subkeys, and values of the key you sdlect. The
Registry—=Print... command alows you to print the entire Registry or any subset of it,
using the didog box shown in Figure 4.4.

Figure 4.4. RegEdit's Print dialog box
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The"Print range" group gives you a convenient way to filter the keys you print.
Sdecting the All radio button will (as you'd expect) print the entire Regidiry. | don't
recommend doing this unless you have avery fast printer with avery large paper tray.
The " Sdected branch" button is a better dternative; with it, you can choose asingle
subkey to be printed.

RegEdit's printed output is pretty rudimentary. It doesn't have any way to print page
headers or footers, and its output isn't indented or otherwise formatted to make it more
readable. For quick reference, you may find it more useful to export a portion of the
Registry (as described in Section 4.8.2 later in this chapter), then print it usng your
favorite text editor.

4.7 Working with Keys and Values

By now, you probably have agood fed for the Registry's structure. Once you're
comfortable navigating the Registry with RegEdit, it's time to move on to the
mechanics of working with keys and vauesin the Registry. RegEdit has a complete
auite of commands for creating, modifying, deleting, and renaming keys and vaues.
However, it doesn't have a safety net, so be sure to limit your initid experimentation
with editing to changes you can back out if necessary--and don't forget the backup
strategies you learned in Chapter 3.

Even though it was mentioned before, it bears repesting: there's
N no convenient way to undo changes you make when editing the
Regigtry with RegEdit. Make sure you've developed and are
executing a Registry backup strategy. If you're not, please go
back and read Chapter 3 before you start editing anything.




Now isaso agood time to mention a few things that RegEdit can't do. Chief among
them isthe fact that it can't directly edit or create vaues that aren't of one of the three
typesit supports: DWORD, binary, and string. Y ou can edit vaues of these other
types, but you have to do so by viewing and editing the hex bytes that make up the
binary version of the data--not atask to undertake lightly! This limitation makes it
harder to edit REG_MULTI_SZ or REG_EXPAND_SZ vaues, which arefairly
common; it's also a problem if you try to modify the more obscure data types
discussed in Section 2.1.6 in Chapter 2. Asapractical matter, thisisn't ahuge
hindrance, snce most Registry vaues use one of the three types RegEdit supports.

3 In Knowledge Base article Q155267, Microsoft warns against

— usng RegEdit to edit Registry data on aWindows NT machine.
That's because RegEdit wasn't designed for, and doesn't
understand, some of the data types supported by Windows NT
and 2000. Youll be OK if you stick to editing DWORD and
REG SZ vaues.

4.7.1 A Word About the Clipboard

RegEdit would have been a much better gpplication if it had full Clipboard support,
alowing you to cut, copy, and paste keys and subkeys, especidly when you're
viewing more than one machine's Regigtry from asingle instance of RegEdit. Though
it doesn't explicitly have much Clipboard support, you can gtill manage to exchange
names and va ues through the Clipboard if you keep in mind the available ways to do
it.

Let's start with key names: to copy a key's name to the clipboard, you can use the
Edit—Copy Key Name command, RegEdit 's only Clipboard command. This
command copies the key's full path, including the root key, to the Clipboard as a text
sring, ready for use esewhere. When renaming a key, for example, you can paste a
name into the Rename dialog box ingtead of typing it.

Likewise, it's possible (though not through the menu) to copy a value's name or vaue.
To accomplish this, open the editing diaog box for the vaue whose name or vaue
you're interested in, either by double-dicking it or using the Edit—*Modifycommand.
When the edit didog box gppears, you can use the mouse to sdlect ether the name or
the vaue, then issue the appropriate Windows shortcut or context menu command to
copy, cut, or paste the value.

4.7.2 M odifying Values

The most common use for RegEdit isto modify existing vaues. Many of the settings
stored in the Regisiry are accessible through various control panels and snap-ins, but
others aren't, and applications often keep private settings that occasionaly require
adjustment.

Y ou can modify avaue by double-dicking its entry in the vaue pane, by sdlecting it
and using the Edit—*Modifycommand, or by sdecting Modify from the right- button
context menu. What happens next depends on the value type you're modifying.



However, in dl cases, once you click OK in the editing didog, the change is made,
and there's no way to undo it other than changing back the value by hand or restoring
from a backup. Note that most applications and system components won't notice
changes to a Regigtry vaue if they're made once the gpplication is running; youll
usualy have to quit and restart the application before the changes take effect.

4.7.2.1 Modifying a string value

The Edit String didog box (pictured in Figure 4.5) is pretty smple; it displaysthe
selected vaue's name and data. Y ou can salect and copy the value name, but you can't
changeit. Y ou can change the value's data using the "Vdue datd' fidd. Like the name
fidd, thisfield supports the Windows cut, copy, and paste keyboard shortcuts, so you
can quickly pagte in values from elsewhere. Y oull see this didog box when you select
avauewhosetypeisREG_SZ or REG_EXPAND_SZ.

Figure 4.5. The Edit String dialog
Edit String 2] x|

Walse name
| [Cred k]

Wahoe data
Wi N 33 3, hitp: i oil oouk

0K I Cancel

4.7.2.2 Modifying a DWORD value

When you edit aREG_DWORD vaue, you see the didog box shown in Figure 4.6.
Like the Edit String didog, you can copy text from the "Vadue name" fied, and you
can copy, paste, or cut text in the "Vaue data’ fidd itsdlf. The two radio buttonsin
the Base group let you specify a DWORD vaue in ether decimd or hex; if you
choose hex, you don't need to add aleading Ox to the value you provide.

Figure 4.6. DWORD edit dialog
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It'savery good ideato dways double-check the vaue you enter
N to make sure it matches the setting of the Base radio buttons. If
you're entering a value in hex, make sure the Hexadecima

button is selected. If the base you sdlect and the data you enter
don't match, the change you make may not have the expected
effect.




4.7.2.3 Modifying a binary value

The Edit Binary Vaue diaog box gppears whenever you edit something that's not a
DWORD, aREG_SZ, or aREG_EXPAND_SZ. Specificdly, when you edit a
REG_BINARY, aREG MULTI_SZ, or either of the resource types described in
Chapter 2, you see adiaog box like the one shown in Figure 4.7. Like its
predecessors, you can copy text from this didog's Vaue name fidd; however, the
Vdue datafidds behavior isabit different.

Figure 4.7. The Edit Binary Value dialog
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Instead of holding plain text or asingle binary vaue, the Edit Binary Vadue didog's
Vaue datafied displays as much data as the vaue holds. Some binary vaues are a
sngle byte; others, like the onein Figure 4.7, can be hundreds of bytes long. RegEdit
doesn't care; it displays whatever datais stored for the vaue. The offset column
shows the offset, in hex, at which each block of data garts. The hex display area
shows the value's data as blocks of 8 hex bytes per line, and the ASCII display area
shows the printable representation (if any) of the corresponding line's hex data.

Aswith the string and DWORD didogs, you can cut, copy, and paste text in the
Vdue daafidd. You can dso insert or replace text by highlighting text, just asina
word processor. There's one important difference, though: what you typeis
interpreted according to where you clicked to sdlect text. If you click on the hex ares,
whatever you type is taken as hex (only the digits 0-9 and | etters A-F are acceptable
input, though). If you click in the ASCII display area, what you typeisinterpreted as
ASCII text.

What this meansisthat you have to be careful. Let's say you want to change part of
the vaue shown in the figure: you want to change the part that says"1705" to say
"1999." @ If you sdlect the text in the ASCII area and type "1999," youll get the
change you expect. If, instead, you sdlect the corresponding range of bytesin the hex
display areaand type"1999," RegEdit changes the first two bytes, 0x31 and 0x37, to
what you typed: 0x19 and 0x99. Not exactly what you had in mind!

P This change makes no sense. Don't do it. It's shown here for instructional purposes only.



Y ou can insert data, too. Just position the insertion point where you want the new data
to go and gart typing. Thisis particularly useful for adding stringsto a

REG MULTI_SZ vaue, you Hill have to make sure to add the hex 0x00 byte that
indicates the end of each gtring. (Better till, use RegEdt32, which offers a built-in
editor for REG_MULTI_SZ gtrings)

4.7.3 Adding New Keys or Values

For the most part, you will probably have little use for the commands thet let you add
vaues and keys. Thisis because of the way applications and components use the
Regidiry; they look for data in predetermined locations, and if you add new data that
they don't expect to find, they ignoreit. | cdl thisthe "hide in plain Sght" effect.

Think of it likethis if you leave your FedEx ddivery person a note taped to your
front door asking them to leave your package on the front porch, they will. If,
however, you hide the note under your doormat, they won't look for it, won't find it,
and won't do what you wanted. So it is with Windows 2000.

However (and you knew this was coming, right?), Microsoft didn't add these
commands just to make RegEdit ook more impressive. There are good reasons to add
vaues and keys,; it'sjust that the circumstances that lead to these reasons are relaively
rare. Firg of al, if you're a software developer, you may need to use RegEdit to add
keys and vaues that you usein your own program. Theindustry trend has been to

have ingd lers take care of any Registry changes that need to be made, but before the
ingaler iswritten sometimes you have to do it by hand.

The second, and probably more common, reason is that Microsoft often adds options
or functions to system software that are only accessible by adding new keysto the
Registry. These options may be documented in Microsoft's knowledge base
(http://support.microsoft.com), but they may remain undocumented until Microsoft
fedslike reveding their presence. Here's an example: let's say you want one Active
Directory domain controller to participate in multiple sites. Snce asteisacollection
of subnets, a server with multiple network interfaces might credibly do so, but you
can't configure the server to do so without using the Registry editor. Knowledge Base
article Q200498 explains that you must add anew REG_MULTI_SZ vaue named
SiteCoverage to HKLM\System\CurrentControl Set\Services\Netl ogon\Parameters,
then put the names of dl the Stes you want the server to join into it. While this
capability is documented in the Knowledge Basg, it requires you to make a change to
the Registry, which brings us to the mechanics of doing so in RegEdit.

Third-party manufacturers often take this same approach and put hidden tuning or
diagnostic settings into their software or device drivers. These settings can be
activated only by adding keys or vaues with a name known to the software.

The Edit—>New command can create new keys or values; it's actualy a submenu with
four commandsin it: New Key, String Vaue, DWORD Vaue, and Binary Vaue.
These commands dl work inasmilar way:

1. Sdect the key under which you want to create a new key or vaue.
2. Choose the gppropriate command from the menu bar or the context menu.



3. RegEdit creates the requested object and givesit atemporary name, which you
may edit in place. When you create a new key, it gets an empty vaue:
(Default). Smilarly, new string and binary vaues are empty when crested, and
new DWORD vaues have an initid vaue zero. Figure 4.8 shows the results of
some (injudicious) experimentation on my (backup) computer.=

(3l Surely you don't think 1'd experiment on my production machine, do you?

4. If you're cresting a value, use the Edit—2*Modify command to actualy assgn a
rea vaue to the newly created object.

Figure 4.8. New keys and default contents
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If you're ready to try your newfound powers, look no further than Chapter 10; it
containsaligt of the most frequently sought- after Registry modifications.

4.7.4 Deleting Keys or Values

There are times when you may need to remove data from the Registry. For example,
even commercid products that include "uningal” programs may not completely clean
up dl the Regidry entries they've made. However, of dl the potentia ways to damage
your Regigtry, thisisthe one | most often see people have problems with. Why? Two
reasons. there's no way to undo mistaken deletions from within RegEdit or RegEdt32,
and some deletions don't cause problems until the next reboot. | strongly recommend
(again) that you have a current Registry backup on hand before deleting any key you
didn't creste yourself.

Having said that, on to the ingtructions. RegEdit lets you delete any key except the
root keys and any vaue except the (Default) value some keys have. Y ou can delete
keys and vaues in two ways. by sdecting them (using the mouse or keyboard) and
using the Edit— Delete command (or its shortcut, the Del key) or by dicking the right
mouse button over the target item and using the context menu's Delete command.

When you delete a key, RegEdit displays a confirmation diadog box that asks you
whether you redlywant to delete the selected item. However, in amgjor faux pas, the
didog box doesn't tel you which key you're deleting! Before clicking the"Y es'

button in this didog, closely examine what key or vaue is selected and confirm that



what's selected is what you actudly wanted to delete. Once you confirm the deletion,
RegEdit deletesthe sdlected key, dl its subkeys, and dl their values. If you
accidentally delete amagjor key such as HKLM\SOFTWARE, you're in for big trouble
unless you have that backup handy.

Bevery, very careful when ddleting keys orvaues. End of sermon.
4.7.5 Renaming Keys or Values

Y ou can rename keys and values with the Edit—?Renamecommand, which works
equaly well on keys or values. Sdect the item you want to rename and give the
command, and the item'’s name changes into an editable text field into which you can
type or paste. Hit the Return key when you're done or the ESC key to cancd your
changes.

A cautionary note: just because you can rename keys and vaues doesn't mean that
doing so isagood idea. System components and applications dways look for values
with specific names, and they expect to see them in specific locations. If you change
the key or value name for an important parameter, the software that uses it won't be
ableto find it. Depending on how robugt the software is, you may not notice any
difference, or your machine may crash. The best heurigtic | can recommend is never
to rename any keysthat belong to the OS itsdlf and to avoid renaming keys whenever
possible.

4.7.6 What Were They Thinking, or, the Favorites M enu

About the only noticeable change between the Windows NT 4.0 and 2000 versions of
RegEdit isthe latter's addition of a Favorites menu. It's empty by default, but you can
use the Add to Favorites command to add the selected key as afavorite. When you
add a new favorite, you can give it whatever name you want; the names of whatever
favorites you've defined appear a the bottom of the menu.

To jump to aparticular favorite, just select it. RegEdit expands the necessary root and
subkeys, then highlights your sdlection. To remove a favorite, use the Remove
Favorite command, which displays asmadl didog box listing the keys you've defined.

Why did Microsoft add this? | honestly don't know. It couldn't have taken much time,
and it might be useful if there are certain keys you edit over and over again, but |
confess that, IMHO, they probably could have found a better use for the man-hours
invested in building this particular fegture.

4.8 Exporting and Importing Data

Oneof RegEdit 's unique featuresis its ability to store Regidiry datain a human-
readable format, then import data in that same format to repair or recreste exising
data, or even create new keys and vaues. Better till, you can create your own files,
S0 you can automate Registry changes needed for your particular network or
computing environment. Y ou can aso store multiple sets of Registry data and switch
between them as needed. This is often useful for system administrators who need to
develop their own management tools.



4.8.1 What'sin a .REG File?

The .REG file format is ample to undersand. Fortunately, that makesit smple for
programs to parse, too; in Chapter 8, you'll see some Perl scripts that manipulate
.REG files. In the meantime, let's examine the format that RegEdit uses so you'l be
able to make sense of it when you seeit.

Here's a snippet gleaned from my desktop machine's Registry:
REGEDI T4

[ HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ Browser ]
"Type" =dwor d: 00000020
"Start"=dword: 00000002
"ErrorControl "=dword: 00000001
"1 magePat h" =hex(2): 25, 53, 79, 73, 74, 65, 6d, 52, 6f, 6f, 74, 25, 5¢, 53, 79, 73, \
74, 65, 6d, 33, 32, 5¢c, 73, 65, 72, 76, 69, 63, 65, 73, 2e, 65, 78, 65, 00
"Di spl ayName" =" Conput er Browser"
"DependOnServi ce"=hex(7): 4c, 61, 6e, 6d, 61, 6e, 57, 6f, 72, 6b, 73, 74, 61, 74, 69
;o\
6f , 6e, 00, 4c, 61, 6e, 6d, 61, 6e, 53, 65, 72, 76, 65, 72, 00, 4c, 6d, 48, 6f, 7
3,74, \
73, 00, 00
"DependOnGr oup” =hex(7):00
" Obj ect Nane" =" Local Syst enf

[ HKEY_LOCAL_MACHI NE\ SYSTEM Curr ent Contr ol Set\ Servi ces\ Browser\ Li nkage
]

[ HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Servi ces\ Browser\ Li nkage
\ Di sabl ed]

[ HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ Br owser \ Par anet
ers]

" Mai nt ai nSer ver Li st" =" Aut o"

"1 sDonmai nvast er " =" FALSE"

Thefirg linein thefile identifiesthe file asa .REG file. If this string's present,
RegEdit attemptsto interpret the rest of the file as a set of keys and vaues; if it's not
present, RegEdit complainsthat the file you're importing isn't redly a.REG file.

The next interesting line identifies the full path to akey. In this case, thekey is
HKLM\SY STEM\CurrentControl Set\Services\Browser. There are two noteworthy
things about this key path. It's enclosed in square brackets (which RegEdit looks for as
delimiters), and the root key is spelled out: HKEY _LOCAL_MACHINE instead of
the more convenient HKLM.

Theremaining lines for this key specify its vaues as namevadue pairs. The generd
gyntax looks like this.

"name"=[type:] ["] value ["]

Each vaue has a name. Keys can have a specia value whose name is empty; RegEdit
displaysthis vdue with aname of (Default), but in .REG files the specid name @



takes its place. The name must dways be in double quotes to accommodate the fact
that Registry value names can contain spaces.

Next comes the optiond data type specifier. The specifier is necessary to preserve dl
the details of the vaues. Even though RegEdit can only directly edit binary, DWORD,
and dring vaues, its export and import commands must correctly preserve the entire
gate of the keys and vaues they're operating on. When the value is a sandard
REG_ &7 gring, RegEdit omits the type specifier; otherwise, it uses the vaues shown
in Table 4.2. Note that if atype specifier's used, the colon that followsit is required.

Table 4.2. .REG File Data Type Specifiers

Registry Type REG Type

REG _BINARY hex

REG_DWORD dword
REG_EXPAND_SZ hex(2)
REG FULL_RESOURCE _DESCRIPTOR hex(9)
REG MULTI_SZ hex(7)
REG RESOURCE LIST hex(8)
REG SZ None

Thevaues actud vaue is the next item in the name/vaue definition. Standard
REG_SZ gtrings are easy to identify, because they're aways between double quotes.
DWORD values are written as 32-hit hex numbers, including leading zeros but
without any kind of type identifier (such asthe "0x" prefix that RegEdt32 uses). The
other data types are dl represented as a comma- ddimited list of hex bytes, asyou can
see in the previous code snippet. Since dl these data types can be of arbitrary length,
the actua number of bytes can vary from vaue to vaue. RegEdit dlowsyou to use
the backdash character as aline-continuation character; when present at the end of a
line, the backdash indicates the following line should be considered part of the

current line.

Blank lines aren't Sgnificant to RegEdit ; however, if no vaue definitions follow a
key definition, that key is creasted without any values, as with Browser\Linkage and
Browser\Linkage\Disabled in the previous example.

4.8.2 Exporting Registry Data

Y ou can export any key and its subkeys, from the root keys on down. When you
export akey, dl the data necessary to recreate it is stored in a .REG file that you can
archive, print, or edit like any other. Y ou can adso reimport the file. Asyou learnedin
Chapter 3, this cgpability gives you a useful way to back up and restore individua
keyswithin the Regidry.

The Registry—Export Registry File... command actually does the exporting; when
you invokeit, you see the didog box shown in Figure 4.9. If you have selected akey
in the key pane, the Selected branch radio button is selected, and the currently active
key appearsin the associated text fidd. If you'd rather export the entire Registry, you
can use the All radio button to do so.
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Once you've supplied afilename and chosen exactly what you want to export,
RegEdit writes out the selected data to your file, using the format described earlier in
Section 4.8.1

4.8.3 Importing Registry Data

Once you've exported a .REG file or created one by hand, RegEdit alows you to load
it back into the Registry. Asyou read in the preceding section, the .REG file contains
enough information for RegEdit to load key and vaue data from the file and place it

in the proper location in the Regigtry. However, the program is indiscriminate; once
you tdll it to load afile, it happily blasts the entire file's contents into your Registry,

with no further opportunity for you to limit the scope of its replacements.

When you sdlect the Registry—Import Registry File... command, RegEdit displays
the stlandard Open File didlog box so you can choose afile. If you sdect afile that's
not in .REG format, you get an error didog box telling you that the file you chose
can't be loaded. If, however, thefileisin vaid format, RegEdit importsit, displaying
aprogress diaog box to tell you how far along it's gotten. There's no way to cancel or
interrupt the loading process from within the program. Forcing RegEdit to quit during
an import operation (by using the Task Manager, a process manager such as PVIEW,
or other tools) can leave your Registry looking like the front yard of your loca
college's Fraternity Row after afootbal game--don't doit.

Once the import operation's finished, you see a confirmation dialog box that tells you
RegEdit did in fact import the entire file. It dso includes the pathname of the imported
file so you'll know exactly what file got imported (just in case you've forgotten).



One cavest: when you import datawith a.REG file, RegEdit adds any keysthat arein
the .REG file but not in the Regidtry, and it changes the value of any keys that appear
in both places. It doesn't remove keysthat are in the Registry but not in the .REG file,
S0 you can't use RegEdit to clean out an accidentally added key or remove keys that
have been added since the time the .REG file was created. If you import a key whose
path contains components that don't exist, RegEdit creates any subkeys needed to
complete the entire path to the new key.

4.8.4 Creating Your Own .REG Files

Even though RegEdit can generate .REG files, there's no reason why you can't
generate your own files. In fact, thisis a handy strategy when you need to make the
same st of Registry changes on more than one machine. Y ou can cregte a.REG file,
test it and twesk it on a Sngle machine until you're satisfied that it does what you
want, then import it using RegEdit on each machine you want to modify.

4.8.4.1 A concrete example

Windows 2000 Server includes the File Server for Macintosh (FSM) package, which
lets a Windows 2000 server serve NTFS volumes to Mac clients. To the Mac, these
FSM volumes look just like native Mac disks, and they preserve the Mac-ylefile
type and creator information needed to associate files with the gpplications that
created them. Unfortunately, NTFS doesn't support these type and creator codes,
instead, FSM keeps a table that trandates PC-gylefile extensonsto the
corresponding type and creator codes. This enables both PC and Mac usersto
recognize files with names such as chapter 04.doc as Microsoft Word files.

N Windows NT 4.0 had the same feature, but it was called Services for Macintosh
(SFM) instead.

Microsoft helpfully provides a default set of type/extension mappings with FSM.
That's the good news. The bad newsisthat it doesn't include many of the most ussful
filetypes® Evenif it did, the exact mix of file types you use depends on what
programs your users are running. FSM provides a diaog box for associating types and
extensions, but it's atedious task at best. RegEdit provides an ided solution: once you
have a st of file extensgons built on one server, you can eedlly replicate it to other
FSM servers by importing a.REG file. In fact, you can easly do this with new servers
in your domain, too, making it easy to maintain and upgrade your file services without
undue effort on your part.

1l Of course, it aready has type information for Microsoft's Office applications.

4.8.4.2 Safely experimenting with .REG files

One especidly handy use for thesefilesisto let you fine-tune your .REG files without
endangering the rest of your Regidiry. Y ou accomplish this by building afile thet
contains the va ues and keys you want to modify, but that puts them beneeth a
different key than the origind. For example, if you're writing a.REG file you want to
apply to HKLM\Software\Netscape\Netscape Navigator, you can safely fiddle around
with your .REG file without fear by following these seps:



1. Export the key you're going to modify usng RegEdit 's export facility. This
givesyou a.REG file that overwrites the existing key's contents when
reloaded, restoring the origina contents.

2. Makeanote of the path that contains the keys you're modifying. For example,
if you're modifying keys thet live under the
HKLM\Software\Microsoft\Windows NT\CurrentV ersion\iniFleMapping

tree, your .REG file contains code that looks like this:
3. [ HKEY_LOCAL_MACHI NE\ SOFTWARE\ M cr osof t\ W ndows NT\
4, Current Versi on\ I ni Fi | eMappi ng\ Cl ock. i ni ]

@" #USR: Sof t war e\\ M crosof t\\ Cl ock"

5. Useatext editor to change dl instances of the key's path to a new, unused
vaue. For example, you might change from
HKLM\Software\Microsoft\Windows NT\CurrentV ersion\niFileMapping to
HKLM\Software\Microsoft\Windows NT\Testing\I niFileMapping. Of course,
you must use one of the root keys as the base, but you are otherwise free to
improvise a path, snce RegEdit creates any keys or subkeys that need to be
created to complete the import.

6. Loadthenew .REG file its contents will then appear under the key you've

specified.

Y ou can now edit the .REG file to your heart's content. When you're satisfied with the
changes it makes, you can reverse Step 3 to put the origina key path back in place so
the changes go where you want them to, then use, distribute, or store the .REG file
however you'd like.

Why does this work? Applications and system components look for Registry datain a
paticular path. If the dataisn't in that precise location, the gpplication won't find

them. Thisis akin to what would happen if your postman put your incoming shail-

mail under your doormeat: it would be delivered, but when you checked your mailbox,
you wouldn't find your mail. Likewisg, if you take the Browser service's settings from
HKLM\System\CurrentControl Set\Services\Browser and copy them to
HKLM\Software\TestBrowser, you can still see your changes, but the system
component they're intended for won't.

] This gpproach won't help you tell whether the changes you're
= meaking are appropriate or will do what you want; it can only
help you ensure that the changes go where you intend them to

and that nothing extraneousis added or deleted.

4.9 RegEdit Command-Line Options

Even though I've been talking about usng RegEdit as a standard Windows
goplication, it also supports severd command-line options that let you to import ad
export Registry data from scripts, batch files, or the command line. Both switchesrun
RegEdit as a background process. The export processis quiet; the import process
displays a completion didog, just asit does when you use the Registry— I mport
Regigry File...command.



4.9.1 Exporting Data

Youtdl RegEdit to export datawith the/ e command-line switch. The command
looks like this:

regedit /e targetFile [registryPath]
targetFile

This specifies where RegEdit should write its data. Y ou can specify any path,
filename, and extension so long asit's not a UNC peth.

registryPath

This optiond parameter tells RegEdit what to export. If you omit it, the entire
Regidry is exported. If you specify akey, that key and all its subkeys are
exported. The path must be acomplete path, including aroot key, and you
must spell out the name of the root key.

If you want to dump the contents of HKLM \Softwaré\metrowerks to a file named
warrior.reg, you can do it likethis

regedit /e c:\dist\hklmMwarrior.reg
HKEY_LOCAL_MACHI NE\ SOFTWARE\ net r ower ks

4.9.2 Importing Data

The amplest way to import data usng RegEdit isto pecify the name of the file you
want imported on the command ling, like this

regedit warrior.reg

RegEdit happily imports the file's entire contents and presents a confirmation dialog
when done. Alternatively, you can force RegEdit to replace the entire contents of the
Regigry with a.REG file RegEdit won't replace the keysthat are dynamicaly built
(such as HKLM\HARDWARE and HKDD), but everything elseisfair game, so make
sure the file you're loading has a complete set of Registry contents and that you have a
current backup. To invoke this mode, use the/ ¢ switch, likethis

regedit /c whol e-enchil ada.reg

When you use the/ ¢ switch, you may get an odd diaog box accusing you of
tampering with the product type. Windows NT 4.0 keeps a pair of threads running in
the background; these threads do nothing more than watch
HKLM\System\Setup\SystemPrefix and

HKLM\System\CurrentControl Set\Control\ProductOptions\Product Type for changes
and reverse any changes that occur. When you reload the entire Registry, the threads
notice and present the warning dialog box because they're not smart enough to tell

that the value isn't any different--just that someone tried to change it. (For more
information on these threads and why they're there, see Andrew Schulman's article at
ftp://ftp.ora.com/pub/examples'windows/win95.update/ntnodiff.ntml .)



Chapter 5. Using RegEdt32

In Chapter 4, you learned how to use the RegEdit utility to browse, search, and edit
the Regidiry. RegEdit ships with Windows 95/98, Windows NT, and Windows 2000;
however, Windows NT and Windows 2000 a so include RegEdt32, amore powerful
Regigtry editor that fully supports the security and auditing features present in
Windows 2000. In this chapter, you'll learn how to use RegEdt32 to view, edit, create,
and delete datain the Regidtry.

5.1 How RegEdt32 and RegEdit Differ

Since RegEdit was origindly written for Windows 95, it doesn't support the full
capabilities of the Registry in Windows NT and 2000. In particular, it doesn't have

any support for Windows 2000's security features, so you can't change or view
permissons on keys. While this may make RegEdit ook like the computer equivaent
of atricycle when compared to RegEdt32, thisian't redly accurate. A better
comparison is between abicycle and a car. Each hasits uses, sometimes abicycleis
the best, cheapest, most enjoyable, or fastest way to reach your destination, but it's not
agood way to bring home anew baby from the hospita or take six friends out to
dinner.

So it iswith the two Regidiry editors. RegEdt32 has a number of features RegEdit
doesn't, but it dso has some unique limitations:

RegEdit can search keys and vaues, while RegEdt32 can search only key
names. You'l quickly become comfortable with firing up RegEdit to find the
vaue you're looking for, then editing it as needed in RegEdt32.

RegEdt32 fully supports Windows 2000's security features. It dlows you to
view and set ownership, permissions, and auditing controls for root keys and
their subkeys.

RegEdt32 can load and save keysin binary format. In addition, it can import
these saved keys as sdf-contained hives, making it easy to transfer datafrom
mechine to machine.

RegEdt32 supports many more display options, and its interface alows you to
view as many or asfew root keys asyou wish, each in its own window.

Thetwo are smilar in many respects, too. Both alow you to view and edit Registry
data on remote computers, and both alow you to edit different data types with an
appropriate editor (though RegEdt32 supports more of Windows 2000's Registry data
types than does RegEdit).

Microsoft warns againgt using RegEdit to edit any vaue type
IS5 other than REG DWORD and REG SZ. In particular, if you
edit REG_ MULTI_SZ or REG_EXPAND_SZ dtrings, they'll be
saved assREG_SZ.




5.2 Learning the RegEdt32 Interface

Where RegEdit 'sinterfaceis like that of Windows Explorer, RegEdt32 hasan
interface very smilar to the origind Windows 3.1/NT Fle Manager. Thislikenessis
partly due to heritage; RegEdt32 wasfirst delivered with NT 3.1 back in 1993, and
hasn't been rewritten to take advantage of the user-interface enhancements included
with later revisons of the operaing system.

Figure 5.1 shows RegEdt32 in action. Each root key has its own document window.
These windows are independent of one another and can be moved, tiled, resized, and
arranged however you wish. Y ou can't, however, close individua root key windows
for the keys on your own machine, but you can minimize them to keep them out of the
way, or you can use the Registry—>Close command to close all the root windows.

F|gure 5.1. The RegEdt32 interface
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Each root key window is further divided into two panes. The tree pane, which is
amilar to RegEdit 's key pane, is on the left and shows a tree structure representing
the hierarchy of keys under that root. The data pane ison theright, and it displays dl
values for whatever key is selected in the tree pane. Between the two panesisa
standard Windows splitter control, which alows you to adjust the relative width of the
two panes. In awelcome departure from RegEdit, the tree and data panes both have
horizontal scrollbars, thus making it easier to view long vaues without having to

resort to trickery.

RegEdit doesn't automatically update its display as keys and va ues changed.
However, RegEdt32 gives you a choice. In "automatic update’ mode, RegEdt32
refreshes its display when the Registry changes, but thisis time-consuming and
sometimes unnecessary. Y ou can turn this mode off, in which case RegEdt32 acts like



RegEdit: it doesn't automaticaly update vaues thet have been changed by other
applications or system components.

5.2.1 Manipulating Windows

When you start RegEdt32 for the first time, dl five root key windows appear, sacked
diagonally across the RegEdt32 root window area. (Yes, five: even though HKDD isa
legitimate root key, RegEdt32 doesn't know abouit it, doesn't display it, and won't
dlow you to open it.) You can manualy move the windows around however you like;
the Window menu dso offers you severd commands for quickly arranging windows
the way you want them:

The Cascade command (Shift+F5) arranges al the open root key windowsin a
diagond pattern. The first window snugs up immediately benegth the menu

bar, and the others are offset down and to the right so that al their titlebars are
visgble. The currently active window will end up at the bottom-right corner of
the stack.

The Tile command (Shift+F4) sizes and positions the open windows o that al
of them are equaly sized and visible smultaneoudy.

The Arrange |cons command negtly digns any minimized windows aong the
bottom margin of the gpplication window.

Besdes these commands, RegEdt32 dso includes the root key windows in the
Window menu. Each of the five windows has its own entry, and you can jump to any
one by sdecting it from the menu. If you have additiond root keys on other
computers open, they'll be digplayed too. If you have more than nine open root key
windows, the Window—>More Windows... command appears, making available a
diadog from which you can choose any open window.

There's one more useful window command, but it's not in the Window menu:
Registry—>Close. Theindividual root key windows don't have the standard "close”
icon in their titlebar, and the tool stripe pop-up Menu doesn't have a close command
on it ether. However, Registry—> Close closes your windows in two ways. If you
seect it while the active window isfor aroot key on your loca machine, dl the root
key windows for your machine close, and you have to use the Registry—>Open Locdl
command to reopen.™ If you sdlect Registry— Close when the active window is
displaying aroot key from another machine, the set of root key windows for that
machine are closed. When you close the last window to another machine's Registry,
RegEdt32 disconnects from the remote machine atogether.

(1 Every time you use the command, RegEdt32 opens up a new set of loca root key windows. Do it three times,
and you've suddenly grown 15 new root key windows! This might appear to be a bug, but it's not; you can use this
feature to quickly compare multiple keys under a single root without having to scroll back and forth.

5.2.2 Controlling What You See

RegEdt32 includes aView menu tha gives you some degree of control over the way
datais displayed in the root key windows. The commands in this menu affect only the
frontmost window, with one exception (the Refresh All command):



By default, RegEdt32 shows both the tree and data panes. This correspondsto
the View menu's first command, Tree and Data. If you prefer, you can use the
Tree Only or Data Only commands to limit the display to whatever you're
interested in looking a. The current setting is marked with a checkmark.

The View—>Split command activates the vertical window splitter bar that
separates the tree and data panes. Once you issue the Split command, you can
drag the splitter left or right by moving your mouse l€eft or right or using the

left and right arrow keys. Of course, this duplicates what you could do by
clicking and dragging the splitter bar itsdlf (that little black square a the

bottom of the splitter).

RegEdt32 normally displays dataiin its native format. For example, DWORD
vaues are shown as hex numbers, REG_SZ values are shown as strings, and
s0 on. The View—>Display Binary Data command lets you override this
behavior and force RegEdt32 to show everything as though it were binary data
(it actually appears as a string of hex digits, not in true binary).

RegEdt32 may or may not automaticaly refresh its display to reflect any
added, deleted, or changed keys or values, depending on your preference. If
you've told RegEdt32 not to automatically update the display, you must
manudly ask for updates when you want them. There are two ways to do so.
The first way isto ask RegEdt32 to update its display of al open root keys
with the View—=>Refresh All command or its accelerator, Shift+F6. Asits
name suggests, this command tells RegEdt32 to update every root key window
for local and remote machines. For those times when you care about only
wheat's displayed in the frontmost window, the Vien—>Refresh Active
command (or its accelerator, F6) does just that, updating only the values and
keysin the currently active root key window.

The View menu also sports a Find Key command, which isdiscussed in Section 5.5 a
bit later.

5.2.3 Setting Session Options

RegEdt32 lumps a number of ussful settingsinto its Options menu; these settings give
you additional control over how RegEdt32 behaves. The first one worth mentioning is
actudly the last command in the menu: Save Settings on Exit. When this command is
checked (asit is by default), RegEdt32 remembers the settings of dl the other options
in the menu, as well as the positions, Szes, and minimized/maximized sates of al the
root key windows. RegEdt32 soresthisinformation in

HK CU\SOFTWA RE\Microsoft\RegEdt32\Settings. The other Options menu
commeands are a mixed bag:

Y ou can choose the font face and size used to draw the root key windows and
their contents with the Options—>Font... command. This is aboon for both
high- and low-resolution displays, since you can find a comfortable point size
that alows you to read the tree and data panes without squinting.

The Auto Refresh command controls whether RegEdt32 automaticaly updates
its tree and data panes to keep them in sync with the actud contents of the
Regidry. If thiscommand is enabled, RegEdt32 updates al open root key
windows whenever changes occur. This takes asmall, but noticegble, amount
of time. If you turn Auto Refresh off, you can still use the manud refresh



commandsin the View menu to force RegEdt32 to update itsdlf when you
think it's necessary. However, Auto Refresh is convenient and works fine as
long as you don't mind the occasiond pause. Note that when you're connected
to aremote Registry you have to use the manua refresh command, since
automeatic updating doesn't work.

Read Only Mode is, sadly, not turned on by default. When it is on, RegEdt32
won' et you change anything in the Registry. Y ou can look a keys and vaues
as much asyou'd like, but you won't be able to add or delete keys or add, edit,
or delete values. Whenever you open avaue to edit it, RegEdt32 presents a
polite didog telling you that read-only mode is enabled and that your changes
won't be saved.

When setting up anew indalation, | dways make sureto log on as
Adminidrator, run RegEdt32, make sure " Save Settings On Exit" is checked,
and turn on Read Only Mode. Savvy users can dwaysturn it off; in the
meantime, it's useful protection againg the curious but unschooled. It can aso
keep you from making mistakes on your own machine, so | recommend
turning it on there as well. Unfortunatdly, this setting is saved on a user-by-
user basis, but you can achieve the desired effect by making the change to the
default user profile.

The Options—>Confirm On Deete command is another potential bacon-saver,
which probably explainswhy it's turned on by default. When it's on, RegEdt32
warns you with a confirmation dialog when you try to remove avaue or key;,
thislagt-ditch "are you sure?' step has saved many an administrator from
accidentally removing something unintended. For your own hedlth and safety,
please leave this option turned on.

5.3 Browsing with RegEdt32

RegEdt32 'sinterface isn't as "discoverable' as RegEdit; that's just afancy way of
saying that it's not as easy to just jJump in and sart poking around. However, this
doesn't mean that using RegEdt32 is hard--just alittle unfamiliar if you're not an old
File Manager hand.

Since each root key appears in its own independent window, your browsing sessions
usualy focuses on the subkeys of one particular root key. One nice thing about having
each root key in a separate window isthat it makes it easy to compare Registry vaues
on different machines, as shown in Figure 5.2. Since you can minimize, resize, and
position each window independently, it's easy to put off the ones you're not interested
in at the moment, then recall them later when you need them.

12l of course, since HKCU and HKCR are really links to subkeys of HKU and HKLM, respectively, you can get
al you need by leaving HKU and HKLM open and hiding the rest.

Figure 5.2. Arranging your RegEdt32 windows
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5.3.1 Navigating with the Keyboard

If you've used the keyboard to navigate around the Windows 3.1 File Manager, you'll
fed right & home doing the same in RegEdt32. Table 5.1 shows the key navigation
commands you can use to move around. The last four entriesin the table are actudly
accelerators for commands in the Tree menu.

Table 5.1. Navigational Keys for RegEdt32

Key Whie:: Used Action
Tab ;;ﬁigr data Switches focus between the key and value panes
Return Tree pane Expands currently selected key but not its subkeys
Return Datapane |Opens selected item for editing
Up/down Treeor data Moves focus to the next or previousitem in the current pane
arrows panes
Left/right Treeor data |Scrollsthe active pane left or right if it has scrollbars; otherwise, moves
arrows panes to the next or previousitem in thetree
PgUp/PgDn g;ﬁ:)r data Moves the focus up or down one pane's worth of data

Tree or data ,

Home and End panes Moves to top or bottom of pane's contents
+ Tree pane Expands the currently selected key but not its subkeys
* Tree pane Expands all subkeys of the currently selected key
Ctrl+* Tree pane Expands the entire tree; may take afew seconds
- Treepane  |Collapsesthe selected key and all its subkeys




5.4 Remote Registry Editing

RegEdt32 originated the concept of remotely editing another machine's Regigtry. This
isinvauable for adminigtrators, Snce it gives you the ability to peek into the Registry
of amisconfigured or broken machine from the comfort of your office. Aswith most
magic powers, this ability to edit the Registry from afar has some associated
congtraints and requirements.

Firg of dl, you must have sufficient privilege to see the Registry on the remote

machine. By default, NT Workstation machines alows anyone to connect to their
Regidtries, asdoes NT Server Version 3.51 and earlier. NT Server 4.0 turns remote
access off; Windows 2000 Professond and Server turn it on again. This privilege,
which is discussed in the section Section 9.3 in Chapter 9, lets you view HKU and
HKLM on the remote machine, but that's dl. If you want to see the contents of

HKCR, HKCC, or HKCU, you have to ook in the appropriate section of the two keys
you can seel

¥l HKPD is, of course, not visible either; this isn't surprising since you can't see it in RegEdt32 at all.

Next, you must be able to modify the Registry on the remote machine. Let's say you're
logged into a machine where your account has Adminigirator privileges. If you use
RegEdt32 to open the Regigtry of another machine on your network where your
account doesn't have Administrator access, you can see that machine's HKLM and
HKU entries but you can't open them! This dso holds true when your machine and/or
the target are members of the same domain: to change data on the remote machine,
you must have Administrator access on the remote machine.

RegEdt32 doesn't buffer or cache any Registry data from whatever remote machines
you're connected to, and it won't automatically update windows containing remote
machines root keys. This means that your display can quickly lose sync with the
target maching's Registry; make sure to refresh the display as needed.

5.4.1 Connecting to Remote Computers

Y ou actually connect to remote machines Registries with the Registry—> Select
Computer command, which displays the stlandard Select Computer didlog shown in
Figure 5.3. Neither RegEdt32 nor Windows 2000 makes any attempt to restrict the list
of machines digolayed so that it shows only machines that can actudly tak to
RegEdt32; the list may thus contain machines whose Registries you can't edit--
including Win95, Windows 3.11, and even Unix machines running the Sambafile
sarver package! If you try to connect to amachine that doesn't support remote
Regidry editing, RegEdt32 tells you it can't connect to the remote machine. That's
because remote Registry editing uses remote procedure calls (RPCs) over named
pipes; you need to have RPC connectiviy and be talking to a machine that can handle
RPCs.

Figure 5.3. The Select Computer dialog
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Once you've successfully connected to aremote machine, its HKU and HKLM keys
appear in new windows within the RegEdt32 frame window. Assuming that you have
the right permissions, you can browse, edit, export, and otherwise modify the Registry
on the remote machine as much as you'd like. Y ou may freely close sets of root key
windows that display data from remote machines. When you close the last window to
amachine, RegEdt32 closes the Registry connection to that machine as well.

5.5 Searching for Keys

RegEdt32 's search capability is much less capable than RegEdit 's, but it's better than
nothing. Where RegEdit can search key names, vaue names, and value contents,
RegEdt32 can search only key names. Thisis gill useful, however, snce mog of the
available documentation covering Registry keys gives you the key names evenwhen
vaue names and contents aren't specified.

When you search the Registry with RegEdt32, the search starts at whatever key you
currently have sdlected and proceeds until one of two things happens. amatich is
found, or the search hits the end of the Regigtry. In the former case, RegEdt32
highlights the matching key. In the latter, it digolays a didog telling you that no more
instances of the search string can be found.

Y ou get to RegEdt32's Find didog with the View—*Find Key menu command. The
didog itsdf is shown in Figure 5.4. 1t looks, and works, very much like the Find
dialogs of other applications you've probably used before, such as Notepad and
Wordpad. Here's what its controls do:

Y ou specify the key name you want to find by typing dl or part of it into the
"Find what" field. Y ou may aso use the standard Windows keyboard shortcuts
to cut, copy, or paste Clipboard text into thisfield.

The "Match whole word only" and "Match case" checkboxes control how
RegEdt32 compares the search string you type against the Registry data. By
default, both these checkboxes are off.

The Up and Down radio buttons control the direction in which RegEdt32
searches. Up searches from the selected key to the root key of the active
window, while Down searches from the selected key to the last subkey of the
last key of the active root.



Figure 5.4. RegEdt32's Find dialog
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Each time RegEdt32 finds amatch, it highlights the matching key in the tree pane of
the active root key window. Y ou can then use the Find Next button to search for the
next instance, or the Cancel button to stop looking.

- If you want to find keys and vaues with maximum flexihility,

ar the excdllent Registry Search & Replace utility is probably what

g you're looking for. It's an easy-to-use, flexible tool for searching
the Regidiry. You can get it &
http:/Mmwww.iserv.net/~ghswdev/REGSRCH.HTM.

5.6 Saving and Loading Registry Keys

RegEdt32 dlows you to dump Registry datainto ordinary files that you can back up
or use on other machines. Y ou can save datain binary and text formats, and you can
reload binary data when you need it again. The text format has the advantage of being
humart readable, but the binary format is more efficient and is the only one RegEdt32
can import. (For more details on using this capability to back up your Registry, see
Chapter 3.)

RegEdt32 normdly dedswith the hivefiles ored in

%systemr oot%a\system32\Config. However, you can aso cregte your own files that
contain just the keys and vaues you want. Once you've created such afile, you can
load it back to its origina location or anywhere ese in the Regigtry. You can adso use
the file on another machine's Regidtry.

5.6.1 Saving Keys

To create abinary file of Regidtry data, just select the key or subkey you want to save,
then use RegEdt32's Registry—> Save Key command. When the standard Save dialog
appears, ypecify afilename, and RegEdt32 stores the selected key's contents (as well
as those of its subkeys) to thefile (as long as you have adequate permission to read
the key, its subkeys, and their vaues). The completed file is an ordinary file, so you
can copy it to floppy, emall it, or handleit just like any other kind of document.

Theres no way to combine more than one key in afile unless they have a common
parent. If you want to capture web browser settings from your loca machine, you

could save HKLM\Softwaré\Microsoft and HKLM\Software\Netscape in two separate
files, or you could save HKLM\Software and get them both--plus alot of other
unrelated Stuff.



5.6.2 Restoring Keys

Once you've saved a key, restoring it isfairly straightforward. Select the location
where you want the key to appear when loaded, then use the Registry—Restore
Key... command. RegEdt32 |oads the saved key as a subkey of the currently selected
key. For example, if you sdlect HKLM \Software\Qua comm\Eudora and load afile,
the saved file's contents gppear under Eudora. Be careful with this command; the
saved key file doesn't contain any information about the key's path, so RegEdt32 can't
warn you that you're restoring a key in the wrong place.

When the new key isloaded, it actualy replaces alsubkeys and values of the sdlected
key. Before anything actually gets replaced, you'll see awarning dialog asking you to
confirm that you want to wipe out dl the existing subkeys and vaues of the selected
key. Unfortunately, though, the dialog doesn't tell you which key is about to be
affected, so make sure you double-check the selected key to ensureit's the one you
meant to restore over.

5.6.3 Loading Saved KeysasHives

When you |oad a key with Registry—Restore Key..., it overwrites whatever was there
before. Y ou can dso load a saved key as anew hive without overwriting any existing
data. When you do this, the loaded key is mapped into the Registry the same way the
gandard system hives are, and it remains loaded until you manualy unload it. This
function gives you an easy way to add a copy of a user account, Since you can just
grab HKU\sid from one machine and load it as a hive under HKU on ancother.

Y ou may load a saved key as a hive under HKU or HKLM but not any other root key.
If you have HKU or HKLM selected, RegEdt32 enables the Registry—*Load Hive...
command,; it is disabled otherwise. (It'll also be dissbled if you have read-only mode
enabled.) When you load a key as a hive with this command, the saved key is loaded
as asubkey of whichever root you loaded it into. Y ou have to name the new key after
you sdlect thefile to be loaded; this name is used to identify the new hive. For

example, if you select HKU and load a saved key, telling RegEdt32 to namethe new
key ExplodingStuff, the new hive gppears as HK U\ExplodingStuff.

Once asaved key isloaded as ahive, you can modify its keys and vaues like any
other key. The changes are reflected in the saved key file, which remains loaded and
available until you explicitly unload it with the Registry—Unload Hive command.

5.6.4 Saving as Text

RegEdt32 dso alows you to save akey and its vaues to atext file with the

Registry— Save Subtree As... command. The formatting isidentical to what appears
when you print akey. If you need to search the Registry for a particular vaue (as
opposed to akey name, which RegEdt32 can do) your options are to use RegEdit or to
save the root key you want to search to atext file and search it yoursdf. Apart from

that, this command isn't very useful.



5.6.5 Providing an Improvised Clipboard

Theré's one mgjor feature that RegEdt32 and RegEdit both lack: area set of
Clipboard operations. It would reglly be handy to be able to copy a Registry key from
one location and pasteit in another, especialy since both programs et you open the
Regidtries of other machines on the network.

While RegEdt32 doesn't directly provide Clipboard support, you can get the same
effect with the Registry— Save Key... and Registry—>Restore Key... commands. Let's
Say you're setting up abatch of new lgptop machines running Windows 2000
Professond for your company's salesforce. They're al on the network, but you want
to set up each laptop's Dia-Up Networking (DUN) phonebook entries so that they're
al the same. Here's one way to accomplish your god:

1. Set up onelaptop so that its diaing options and phone book settings are
configured the way you want them. Let's cdll this machine the source machine.

2. Copy the source machine's phonebook file
(Yosystemr oot%o\system32\ras\irasphone.pbk) to the corresponding place on
each of the target machines.

3. Run RegEdt32 on a machine (the source machine will do, or you can use your
desktop machine). Open the source machine's Registry and select
HK CU\Software\Microsoft\RAS Phonebook, then use the Registry—> Save
Key... command to save the datato afile.

4. Open the Registry of each machine you need to modify, then use Regisiry—>
Restore Key ... to load your saved file into
HKU\.DEFAUL T\Software\Microsoft\RA S Phonebook. Now any new user
account cregted on that machine inherits the RAS phonebook settings. If you
instead want to apply the phonebook settings to another account, fed free. In
fact, aslong as you have adminidrative rights on the machine, you can add the
phonebook settings to al the accounts under HKU.

5.6.6 A True Story

Now it'stime for an anecdote. While writing this chapter, | ran into a problem. The
shareware screen cgpture software | use to grab figures for my writing (the excellent
Snaglt/32 from TechSmith; http:/Aww.techsmith.conv) isingaled under my account
on amachine named enigma. When I'm logged on to that machine, Snaglt can find its
registration key and settings datain HK CU\Software\ TechSmith\Snagl t\Settings, and
it's happy. However, for some of the figures, | needed to log into a different domain,
and since | wasn't logged in as the same user, Snaglt could no longer see its settings
data. To make thingsworse, | couldn't find the piece of paper with my registration
code, and | wasin ahurry.

Solution: use RegEdt32. | logged onto enigma, saved the Snaglt settings key by
selecting HK CU\Softwareé\TechSmith\Snagl t\Settings and using the Registry— Save
Key command, and logged out. | then logged into my domain account, sdlected

HK CU\Software\TechSmithSnaglt, used the Registry—>Restore Key command to
restore thefile | just saved, and ran Snaglt again. Problem solved! A few minutes
later, | captured al the necessary images and was back on schedule.



5.7 Printing Registry Contents

RegEdt32 includes a rudimentary printing function. When you sdect akey and use
the Registry—> Print Subtree command, you get a hardcopy version of that key's
subkeys and vaues that 1ooks like this example:

Key Nane: SOFTWARE\ Net scape\ Net scape Navi gat or\ User s\ paul
Cl ass Name: <NO CLASS>
Last Wite Tine: 6/29/97 - 7:07 PM
Val ue 0
Name: Di r Root
Type: REG SZ
Dat a: C.\ Program Fi | es\ Net scape\ Users

RegEdt32 prints everything below the key you've selected, so if you sdlect
HKLM\SOFTWARE for printing (as | foolishly did while writing this section), expect
to wait awhile for the completed output. The formatting and indentation help make
the printout dightly more readable, but you'll probably find it more worthwhile to
save the keys you're interested in as text with the Registry—> Save Subtree As...
command, then print that text file with your favorite editor.

The related Registry—=Printer Setup command alows you to set characteristics for
the printout, including what printer, paper size, and print orientation to use.

5.8 Editing Keys and Values

RegEdt32 isamore powerful and flexible Regidry editor than RegEdit. However, the
two are roughly equivaent when it comes to adding and deleting keys and vaues.
Since the underlying functiondity of the Regidry isidenticdl, it makes sense that thelr
workings should be identical aswell. (Just areminder: don't edit things unless you're
sure they need editing. End of sermon.)

5.8.1 Viewing Values as Binary Data

By default, RegEdt32 shows each vadue asits native type. Sometimes, though, it can
be useful to see a Registry vaue in raw form, without any kind of interpretation or
formatting. Since hive files are dways open, you can't use a sandard file or hex editor
to look at the file's contents; instead, RegEdt32 gives you away to get a hex dump of
any vauein the Regidry. The View—Display Binary Data command takes the
selected vaue's contents and displaysit in hex, as shown in Figure 5.5.

Figure 5.5. The Binary Data dialog
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The radio buttonsin the Format group let you control how RegEdt32 presents the
data. The default setting, Byte, shows the data as individual bytes. As a bonus, the
rightmost section of the didlog shows the ASCII representations of the data, making
this setting particularly useful for viewing strings. The Word and Dword buttons show
the same data, but grouped as words or DWORDS, respectively. These settings are
most useful for viewing binary or DWORD vaues.

5.8.2 Modifying Values

Once you've sgected avaue in the data pane, you can modify it by double-dickingit,
pressing the Enter key, or usng the commeands on the Edit menu: Binary, String,
DWORD, and Multigtring. Each datatype has its own editing didog. While they dl
bascdly work the same way, some have subtle differences or additiona controls.

[l'y ou may notice the lack of editing tools for REG_FULL_RESOURCE_DESCRIPTOR and

REG_RESOURCE_LIST. Microsoft doesn't want you editing those types, since they're used only in
HKLM\HARDWARE.

5.8.2.1 Modifying a string value

The String Editor didog, shown in Figure 5.6, is arguably the smplest of dl the data
editorsin RegEdt32. The current gring vaue is shown in the String field; you can
type or paste any data you'd like into the field. When you click OK, your changes are
Stored as the new contents for the vaue you're editing.

Figure 5.6. String editing
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This gtring editor works for REG_EXPAND_SZ and plain old REG_SZ gtrings,
there's a separate editor (discussed later) for REG_MULTI_SZ vaues.

5.8.2.2 Modifying a DWORD value



If strings are the amplest type of vaue to modify, DWORD runs a close second. The
DWORD Editor didog is shown in Figure 5.7. Like the String Editor, it offersyou a
field in which you type the desired new vaue. The three radio buttons in the Radix
group dlow you to specify what number base you're using. The default is Hex, so you
can enter quantities such as"FFO0" and "a29d" without any prefix or suffix. If you
prefer, you can use the Binary and Decima buttons to select base-2 or base-10
instead.

Figure 5.7. The DWORD editor
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5.8.2.3 Modifying a multiple-string value

The Regigtry stores multiple-<tring vaues as a concatenation of dl the individua
srings, separated by null characters (hex 0x00). While you can edit these multi-tring
blocks as binary data, remembering where to put the null character that terminates
each individua string getsto be tedious pretty quickly. RegEdt32 offers a better
solution in the form of the Multi- String Editor didog (see Figure 5.8).

Figure 5.8. The Multi-String Editor
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You may enter as many (or asfew) srings asyou likein thisdidlog's Datafield. Each
gring istreated as an individua entity. When you hit Return at the end of aline,
RegEdt32 takes that as asignd to move to the next line and start another string. As
with the other editors, you can use the standard Windows keyboard shortcuts to cut,
copy, and pagte text into this didog.

5.8.2.4 Modifying a binary value

Many of the Registry's most important values are stored as raw binary data. This can
pose a problem when you need to change (or undo a change!) their contents. After al,
strings and numbers are easy to edit, but binary data can be alittle tougher. RegEdt32
includes a binary editor that makesiit easier to ingpect and change binary vaues when



the need arises. The Binary Editor itsdf, shown in Figure 5.9, isfairly
sraightforward.
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The column of digits on the left Sde of the edit field shows the offset of that lines
data from the beginning of the data block. For example, the row labeled " 0020"
indicates that the first byte on that line starts 32 bytes (or hex 0x20) from the start of
the data item. Likewise, the scale across the top of the edit field shows the offset
within theline. The 44th byte in Figure 5.9 is a& offset Ox2c from the beginning of the
block. Tofind it, you'd first use the left column to find the row labeled "0020", then
read acrossto "c" to find the correct byte.

The Binary and Hex radio buttons control how RegEdt32 actudly displays the data.
When you change from one mode to another, the contents of the edit field changes, as
do the horizontd and vertica scales.

The edit fidd itsdlf shows the value's contents. RegEdt32 treats the data there as text,
S0 you can insart, remove, cut, copy, and pastein thisfield as much asyou'd like. If
you hit akey that's not legd (for example, "2" while editing binary data, or "J" in hex
mode) RegEdt32 ignoresit. If you enter data that ends with an incomplete byte,
RegEdt32 warns you with adidog, then pads the data with zeroes until it's the proper

length.

Onefind cavesat: unlike Windows 95 and 98, Windows 2000 and NT stores their
grings in Unicode format. That means that each character in a string actudly takes up
two bytes of storage space. When you edit an ordinary ASCII string using the binary
editor, you'll seethat every other byte is zero: that's because ASCII strings only need
one byte of the two reserved for each character. Don't fool with the zero bytes, or you
risk turning your strings from ASCII to aweird hybrid of ASCII, Japanese, Cyrillic,
and maybe even Pinyin Chinese.

5.8.2.5 Modifying a value of a different type

RegEdt32 is hepful enough to remember, and store, adata type for every valuein the
Registry. However, you'e free to ignore that data and edit a value as though its type
were different. Y ou've aready seen one example of how this works: the View—>



Digplay Binary Data command lets you inspect the contents of any type of vaue as
though it werea REG_BINARY vaue.

When you have avadue sdected, if you double-cdlick it you'll seeits datadisplayedin
whatever editor is appropriate. If instead you use the Binary, String, DWORD, or
Multistring commands in the Edit menu, you can open any vaues data as any of
those types. For example, if you open a string as binary data, you see adisplay like
the one shown in Figure 5.9.

Whilethisis ausgful trick, be careful. It's easy to corrupt data when editing it with an
editor that has no knowledge of the data's native format. The safest course of action is
to use the native format editor whenever possble. If you need to twesk avaue
without using its native formet, | recommend using the binary editor instead.

5.8.3 Adding New Keysor Values

Like RegEdit, RegEdt32 dlows you to add new keys and values. The same cautions
discussed in Section 4.7.3 in Chapter 4 apply here too. For the most part, you won't

need to add new keys unless you're adding one of the famous Microsoft hidden keys
that are sometimes needed to activate (or deactivate) a particular feature.

5.8.3.1 Adding new keys

When you add a new key, it hasto be a subkey of one of the existing root keys, and
you must have appropriate accessto that subkey. Y ou tdl RegEdt32 where you want
the new key by sdecting akey in the tree pane of any root key window; the new key

is crested immediately beneath the selected key. There's no way to relocate a key once
it'sin place, 0 make sure you put it in the right location the firgt time.

Once you've picked out agood spot for your key, you can use the Edit—=Add Key
command to actudly creste the new key. When you do, you'll seethe didog shownin
Figure 5.10. Y ou specify the key name by typing it into the Key Name fidld (big
surprise, right?), and you may optionaly specify a data class for the key with the
Classfidd. When you click the OK button, RegEdt32 adds the new key in the
Selected location.

Figure 5.10. The Add Key dialog
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5.8.3.2 Adding new values

Adding anew vdueis athree-step process. The firgt, and arguably hardest, step isto
select the key to which you want to add the new value. Thisisimportant, Snce



RegEdt32 doesn't give you a good way to move avaue from one key to another. Be
sure to visualy confirm that the key you want the new value on is actudly the one
that's highlighted.

The second step (once you've sdlected the desired key) isto use the Edit—Add
Vdue... command, which displays the dialog shown in Figure 5.11. Y ou use this
didog to supply aname and type for the new vaue: the name goes in the Vaue Name
fidd, of course, while the Data Type combo box alows you to choose any one of the
data types RegEdt32 supports (REG_SZ, REG_EXPAND_SZ, REG_ DWORD,
REG MULTI_SZ, and REG_BINARY).

Figure 5.11. The Add Value dialog
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The third and find step isto actudly give the value some contents. Y ou use the
diaogs shown earlier in Section 5.8.2; which diaog pops up in thisthird step depends
on the type of data you selected in the second step. Once you enter avaue into the
appropriate editor dialog, RegEdt32 adds the new vaue and stores it permanently in
the Regigtry. At any prior point, you can cance the operation without actudly adding
the new vaue.

5.8.4 Deleting Keysand Values

Contrary to what you might think, ddeting data from the Regidry is required
somewhat more often than adding it. The biggest reason for deleting keys or vauesis
to remove traces of applications or system components whose uningdlers are
nonexistent or (more commonly) too poorly written to fully reverse whatever the
origind ingallation program did. Of course, sometimes it's necessary to undo
something you've done yourself. For example, if you add one of the magic Microsoft
keys sprinkled throughout their knowledge base, you may one day find it necessary to
remove it again.

Y ou may remember the Options— Confirm on Deete command
= discussed earlier in Section 5.2.3. | strongly recommend leaving
this option turned on, as it can save you from accidentally
deleting something you would rather have kept. However,
remember that thisflag is set on a per-user basidl

Whether you're deleting akey or avaue, the basic procedure is the same: highlight
the key or value you want to remove, then either hit the DEL key or use the Edit—>
Delete command. If you have the Options—Confirm on Delete option turned on,



you'll see a confirmation didog asking you if you really want to remove the selected
key or vaue. If yousay "Yes" RegEdt32 deletes the item, just as you requested.

When you delete akey, RegEdt32 aso ddetes dl its subkeys and their values, so be
sure to visualy confirm that the key you want to delete is actudly the one that's
highlighted. The confirmation diaog unfortunately doesn' tell you what key or vaue
is about to bite the dugt, so it's up to you to double-check.

5.9 Registry Security Fundamentals

The Regidtry's hierarchica arrangement looks suspicioudy like thet of afilesysemin
more ways than one. Like NTFSfiles, directories, and volumes, Registry keys can
have attached attributes that control who owns them, who may reed, write, and change
them, and what events should be logged for further scrutiny.

In particular, every key has an access control list, or ACL, associated with it. The
ACL ismade up of zero or more access control entries, or ACEs. Each ACE grantsa
specific permission to a specific user or group. The permissions specified by the
ACEsin the ACL apply to the object that holds the ACL and its children, if any.

There are actually two separate kinds of ACL: adiscretionary ACL (DACL) contains
the permissions you put on the key, and a system ACL (SACL) contains permissions
gpplied (and managed) directly by the OS.

5.9.1 Basic Registry Permissions

Some Windows 2000 permissions apply to more than one kind of object. However,
the semantics of Registry permissons are a bit different from those of filesystem or
objects. Table 5.2 shows the 10 basic permissions that can be attached to Registry
keys. These permissions are dso caled Discretionary Access Controls, or DACs.

Table 5.2. Registry Access Permissions

Per mission What It Allows

Retrieving a specific key's value: for example, the value Paul Robichaux of the

QueryVaue || M\SOFTWARE\SMAIL\Users key

Set Value Changing the contents of a specific key's value

Creating a new subkey of the specified key; the new subkey inherits the parent's

Create Subkey permissions, but they may be explicitly changed later

Enumerate . . . .

Subkey's Traversing all subkeys of a specific key and getting their full pathnames

Notify Receiving or setting auditing notifications

Create Link Creating asymbolic link (such as a shortcut or a Unix symlink) that pointsto another

key in the Registry

Delete Removing the specified key, its subkeys, and all associated values

Write DAC Changing the DACs attached to the specified key

Write Owner  |Changing the owner of the specified key. This permission is new in Windows 2000.

Read Control | The permission holder can read the ACL for the key




Besdes these basic DACs, there are additional composite DACs. These composites
grant combinations of two or more of the rights listed in Table 5.2. For example, the
Full Control composite grants al 10 of therights listed above. Table 5.3 showsthe
composite DACs and the rights they include.

Table 5.3. Composite DACs NH

Permission What It Allows
Read Read-only accessto a specific key, its subkeys, and their values (actually includes Query
Value and Enumerate Subkeys)
Write Changing the owner associated with the specified key; in Windows 2000, thisisabasic
Owner permission, not acomposite
Full Control All of the above rights; Full Control alows the holder to do literally anything to the keys
Ul &ontrol | vith that permission

NT14 Some older versions of NT exhibit a serious security

= weakness: by default, many of the keysin the Regigtry are set to
Everyone:Full Control access. Thisis unnecessarily permissve.
See Chapter 9 for more details on how to tighten your Registry
permissions for Windows 2000 and NT.

5.9.2 Applying ACLs

Both Windows 2000 and NT use some fairly smple rulesto evauate ACEs and
decide whether you get access to a particular resource or not. Understanding these
rules and how they work is critica to knowing how to secure your systems.

Thefirg ruleis actualy asgnificant difference in how permissions are handled
between Windows NT and Windows 2000. In NT, you can explicitly deny someone
access by giving them the No Access permission. In Windows 2000, there are
separate Allow and Deny flags in each ACE entry. This difference becomes important
when you congder it in the light of the ACL evaduation rules:

Everything not specifically permitted is forbidden

Much asin the old Soviet Union, the only accessthat's permitted is whatever
isexplicitly granted by the ACEs on the object. For example, if the ACL on a
key contains asingle ACE that specifies AdministratorsAllow Full Control,
no one else has any access because there's no explicit grant of access.

The most restrictive permission always wins

If two or more ACEs conflict, the effective permission is dways the most
restrictive ACE. For example, consider a Regisiry key that has Authenticated
Users Allow Read and Domain Users: Deny Read. A domain user's effective
permission will be Deny Read, since that's the most restrictive ACE that
appliesto the user.

Taken in combination, these two rules dlow you to caculate the effective permisson
that result from any combination of ACEsinan ACL. They aso highlight why



Microsoft added separate Allow and Deny flags. Since the most redtrictive permission
isaways used, an explicit denid (using the Deny flag) is dways more powerful then
any grant of the same right. Rather than depending on the implicit denid rule (#1
above), you can gain improved security (and clearer semantics) by expressy denying
access to an object.

5.10 Securing Registry Keys in Windows 2000

RegEdt32 dlows you to set permissions on any key in the Registry. Since most of the
datain the Registry beongs to system components, you must use this feature
carefully; if you change permissions on akey so that the gpplication that needsit can't
get to it, you may destabilize or destroy your system.

The Security—*Permissions... command, which displays the Permissions didog as
shown in Figure 5.12, isthe only security-related command in the Windows 2000
verson of RegEdt32. To useit, sdect akey in any root key window, then select the
command. When the dialog opens, it shows which key you've selected and what
ACEs arein effect for that particular key. Thisis different fromthe NT 4.0 verson of
the same diaog; that's because the standard security dialog in Windows 2000 has
been subgtantialy enhanced.

Figure 5.12. Registry key Permissions dialog
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The Name list shows the current list of accounts and groups that have ACE
entries on this key. The names of domain groups are expanded to show the
domain they belong in. Y ou can change which users and groups arein the
ACL with the Add and Remove buttons to the right of the list.

The Permissions field shows the predefined composite DACs listed in Table
5.3. The two checkboxes to the right of each entry let you specify whether to
alow or deny specific permissions, according to the rules | mentioned eerlier
in this section.



The Advanced button opens the Access Control Settings didog, which
contains three tabs: Permissions, Auditing, and Owner. Each isdiscussed in
more detail in the next three sections.

The"Allow inheritable permissions from parent to propagate to this object”
checkbox controls whether the permissions gpplied to parents of the currently
selected key will be gpplied to this key (and possibly its subkeys, if they have
this same checkbox set).

5.10.1 Setting Permissions

To sat permissions on a Registry key in Windows 2000, you have to use the
Permissions tab of the Access Control Settings dialog (see Figure 5.13). Thistab
contains a summary of the contents of the selected key's DACL and SACL, ligting
each ACE individudly.

Figure 5.13. The Permissions tab summarizes ACEs for the current
Registry key
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The ACLs shown in the Permission Entries list are pretty vanilla, but they still bear
explandion:

The Type column shows whether the ACE alows or denies the specified
permission. Notice that Deny entries are dways listed first; that makes sense,
sncethey'll dways be evauated fird.

The Name column shows the name of the account or group to which the ACE
gpplies. Locd and domain accounts and local groups may be assgned
permissions. There are also severa built-in account proxies (such as
CREATOR OWNER, which represents whichever account originaly created
an object, and ANONY MOUS LOGON, which indicates any account that can
log on anonymoudy) that may have DACs attached.

The Permission column shows the effective DAC granted by this ACE. Y oull
see either a composite DAC from Table 5.3 or "Specid Access’, the synonym



used when there's some combination of DACsthat don't match a predefined
composite DAC.

The Apply to column indicates whether the specified ACE is applied to the
selected key only, the selected key and its subkeys, or the subkeys aone.
Normdly, ACE changes apply to the sdlected keys and dl subkeys, dthough
thismay change if you change the permission inheritance settings.

5.10.1.1 Adding, removing, and changing ACE entries

Y ou modify ACE entrieswith the Add..., Remove, and View/Edit... buttons below the
permission lig. Let's ded with remova firgt, Snceit's the most sraightforward case:
select an ACE, click Remove, and it's gone (though the change isn't actually recorded
in the Registry until you OK the Access Control Settings and Permissions dialogs).

Adding and viewing or changing ACE entries are Smilar in concept and execution.
When you add a new entry by clicking the Add... button, you must begin by
specifying the user or group account to which the ACE applies. Once you choose a
subject for the ACE, you see adiaog like the one shown in Figure 5.14.

Figure 5.14. The Object tab controls the specific ACEs applied to a
Registry key
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The Namefield (and the associated Change... button) shows the user or group
specified for this ACE and dlows you to changeit.

The Apply onto pulldown lets you choose what the new or modified ACE
gopliesto. By default, the pulldown is set to "This key and subkeys', meaning
that the ACE is blasted onto al subkeys of the current key when you finish
twiddling it. Y ou can aso choose to gpply permissons to the current key only



by choosing Thiskey only, or to the subkeys only with the Subkeys only
option.

The Permissions list shows you the actua DACs and lets you alow or deny
them in any combination. While the user interface items shown look like
checkboxes, they behave like radio buttons in that you can ether alow or
deny any DAC, but not both. The Clear All button unchecks everything in
both columns.

The"Apply these permissons to objects and/or containers within this
container only" checkbox acts as amodifier to the Apply onto pulldown's
Subkeys only and "This key and subkeys' values. When you check this box,
the DACs you sdlect are applied only to the current key and its immediate
subkeys.

5.10.1.2 Seeing and controlling permission inheritance

Microsoft gpparently redized that the inheritance scheme for Windows 2000
permissonsis alittle confusing, because they took the welcome step of adding a
plan-spoken description of the inheritance settings in effect for the current key. For
example, Figure 5.13 says "This permission is defined directly on this object. This
permisson isinherited by child objects': that's a remarkably clear satement of the
inheritance settings in effect for that key. The contents of the text description depend
on the setting of the two checkboxes at the bottom of the didog:

"Allow inheritable permissions from parent to propagate to thisobject”
controls whether the parent's permissions are applied to the selected key and
its values. Normally this box is checked, so permission settings are passed
down to subkeys when a parent's permissions are changed.

This default setting means that if you make some boneheaded
= change to a parent key's permissons, you will wreck
permissions on dl its subkeys. Be careful when changing
permissions, and be doubly careful when using this option.

"Reset permissions on dl child objects and enable propagation of inheritable
permissons’ alows you to specify that you want any existing ACEson
subkeys of the current key to be removed. When you check it, the subkeys'
ACLs ae deared, tharr "dlow inheritance” flag is enabled, and permissons
st on the parent object you're editing take effect when you approve them.

5.10.2 Auditing Registry Activity

The Auditing tab, shown in Figure 5.15, summarizes the auditing ACL entriesfor the
selected Regidry key. Its gppearance is Smilar to the Permissions tab shown in Figure
5.13; that's by design, since the mechanisms for reviewing and setting ACEs for
auditing or object access are smilar. The Auditing Entrieslist shows each audit ACE
entry defined for the current Registry key, using aformat that's dmost identicd to the
format used for ACE entries. The primary difference isthat the Typefidd for audit
entries are either Success or Fall; thisindicates whether audit log entrieswill be
generated for successful or failed access attempts.



Figure 5.15. The Auditing tab summarizes auditing entries for the
current Registry key
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5.10.2.1 Adding, removing, and changing auditing entries

Y ou manage auditing entries with the Add..., Remove, and View/Edit... buttons. Like
their counterparts on the Permissions tab, these buttons alow you to change the
individua ACEs that make up the auditing ACL on the key you're modifying:

The Add... button prompts you to designate a user or group to whom the new
auditing settings gpply. It then displays the didog shown in Figure 5.16. By
checking the Successful or Failed checkboxes for each DAC, you can control
whether the system records an audit message in the event log for each
successful or failed attempt to exercise the corresponding permission.

The Remove button removes the selected auditing entry, without asking for
confirmation. Note that your changes aren't saved until you click OK inthe
Access Control Settings dialog and again in the Permissons didog itsdlf.

The View/Edit... button displays the didog from Figure 5.16, with which you
can edit the exigting auditing controls on a key.

Figure 5.16. The Auditing Entry dialog
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5.10.2.2 Seeing and controlling audit control inheritance

Since the Permissons and Auditing tabs are so smilar, it might not be surprising that
the Auditing tab contains the same plain- Engligi® description of the audit settings you
apply. The two checkboxes at the bottom of the tab have exactly the same effect as
their counterparts on the Permissions tab; they work together to control how your
audit settings are propagated to subkeys of the current key.

B3] Literary license alows me to ignore the fact that you may be using a language other than English.

5.10.3 Changing Key Ownership

Changing the ownership of a particular key in Windows 2000 is pretty
sraightforward; that's the sole function of the Owner tab in the Access Control
Settings didog, shown in Figure 5.17. Normaly, you won't change ownership of a
key that belongs to the system, athough in some security-related circumstances
(usudly dictated by a Microsoft security bulletin) you might. More often, youll
change ownership of keys used by gpplications you've instdled to keep users from
fiddling with them. The actud process of changing ownership issmple: switch to the
Owner tab and sdlect the new owner you want for the key. The Change owner to list is
filled with accounts and groups that can own the current key, based on its parentage
and the inheritance settings currently in force. Checking the "Replace owner on
subcontainers and objects’ gpplies the change recursively to the subkeys and values
beneath the current key. Leaving it in its default unchecked state changes ownership
only of the selected key and its values.

Figure 5.17. The Owner tab of the Access Control Settings dialog
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5.11 maSecuring Registry Keys in Windows NT

When usng RegEdt32 under NT, you'l notice afew things thet differ between
Windows 2000 and NT. For gtarters, the Security menu has more commandsin it;
when you use these commands, the user interface is different as well. However, for
the most part the underlying behavior isthe same. If anything, NT islessflexible than
Windows 2000 because it doesn't have dl the same inheritance and permission
controls.

5.11.1 Setting Per missions

The Security—>Permissions... command displaysthe Registry Key Permissions dialog
(see Figure 5.18). To useit, sdlect akey in any root key window, then give the
command. When the didog opens, it shows which key you've selected and which
account ownsit (you can't change either of them from the dialog, however). The
controls in the diadog give you access to the permission settings for the key.

Figure 5.18. Registry Key Permissions dialog
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The "Replace Permisson on Existing Subkeys' checkbox tdlls RegEdt32
whether to gpply the permission changes you specify to dl subkeys of the
current key or not. When subkeys are created, they inherit the parent key's
access controls. However, by the time you change the parent key's access
controls, the subkeys may have different controlsin place. Use this option

only when you intend to override any access controls that have been applied to

subkeys.

The Name fidld ligts the current access controls in force on the key. Each line
in the list shows an account name and the DAC granted to that account. The
standard DACs arelisted in Table 5.2 and Table 5.3. The Type of Access
combo box lets you change the DACs for any account in the Name ligt.
Changes you make are immediately reflected in the list, but aren't gpplied until

you click OK.

The Add... button alows you to use NT's standard "Add Users and Groups'
dialog (see Figure 5.19) to add new accounts to the ACL. The accounts you
add from this dialog appear in the Name list with Full Control as the default
DAC; make sure you change this to avoid opening a security hole.

Figure 5.19. The Add Users and Groups dialog
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5.11.2 Auditing Registry Key Activity

Auditing dlows you to keep atral of evidenceto identify problems and pin their Sart
down to an exact time. NT's auditing facility lets you audit specified actions taken by
specified accounts. For example, you can audit any attempt to change security policy
by any accounts, or you could audit failed attempts to log on by asingle account. This
combination of specifying who and what makes auditing pretty flexible.

5.11.2.1 Enabling auditing on an NT machine



While auditing is useful, it dso takestime. By default, NT leaves system auditing
turned off. Before you can audit Registry access (or anything ese), you have to enable
auditing on the machine you want audited.

Y ou do thiswith the User Manager or User Manager for Domains® yet another of the
gandard adminidrative utilities NT includes to smplify your job. Herés how to
enable auditing on asingle server or workstation:

(%1 Which one you get depends on whether you're using Windows NT Workstation or Server. Workstations aways
get the vanilla User Manager, and servers (in or out of a domain) always get User Manager for Domains.
Fortunately, they're very similar, so I'll treat them here as identical.

1. Run User Manager on the target machine. To change auditing control settings,
you have to be logged in with an account that has Administrator privilege on
the target machine.

2. Usethe Policies—2Audit... menu command to display the Audit Policy diaog,
shown in Figure 5.20.

Figure 5.20. The Audit Policy dialog
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3. Make surethe "Audit These Events' radio button is turned on. Otherwise, NT
gl happily refuses any auditing requests you make in other gpplications,
induding RegEdt32.

4. Use the checkboxes to select which classes of events you want to audit. For
Registry access auditing, make sure the "File and Object Access' checkboxes
are marked. Y ou may also want to enable other types of auditing, but they're

not gtrictly necessary.
5. Click OK, then exit the User Manager.

Once you take these steps on a machine, you won't have to do them again; auditing on
that machine will remain enabled unless you manudly turn it off usng the same
procedure. Y ou do, however, have to execute these steps on every machine for which
you want to enable auditing. Once you've done so, you can actudly turn on auditing
for the Regidtry.

5.11.2.2 Telling RegEdt32 what to audit

The Registry Key Auditing dialog, shown in Figure 5.21, gppears when you choose
the Security—* Auditing... menu command.



Figure 5.21. The Registry Key Auditing dialog
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Thisdidog can be alittle confusng & first, so alook at what its controls do will
demydify it some:

The"Registry Key" fidd shows you what subkey you've selected, but it
doesnt tell you what root that subkey belongs to. Y ou may need to move the
entire Registry Key Auditing didog around to make sure you're auditing the
key you intended to audit.

The"Audit Permission on Exigting Subkeys' checkbox tells RegEdt32
whether you want the audit changes you specify to apply to al subkeys under
the selected key or just the selected key. If you audit dl subkeys of alarge root
key like HKLM, your performance will suffer. Sometimes, though, thistype

of shotgun auditing is necessary S0 you can see which keys are being changed
when you don't know in advance which ones you need to audit.

The"Name" list shows which accounts will be audited. Y ou can think of this
lig like the FBI's Most Wanted list: names on thislist are the ones scrutinized,
while other names are ignored. The Add... and Remove buttons let you change
the members of thislist usng aninterface like the one shown in Figure 5.19.

In addition to actua user accounts, you can audit the built-in accounts like
Everyone, INTERACTIVE, and SYSTEM.

The two columns of checkboxesin the "Eventsto Audit" group are the mest of
thisdidog, since they control what actions are logged for the specified
accounts. Each of the DACs listed earlier in Table 5.2 may be audited. When
you check a DAC's Success checkbox, the system creates an audit record any
time an account on the Name list succeeds in using that DAC. Conversaly, the
Failure checkbox causes NT to generate an audit record when alisted account
triesto use the DAC and fails.



For example, let's say you add the account peanut to the audit list for
HKLM\Software\Microsoft, then check Success for Create Subkey and Failure
for Write DAC. Once you save those settings, NT generates an audit record
whenever peanut succeedsin creating a new subkey under the selected key or
fallswhile trying to change the DACsfor an ACL entry.

Asyou'd expect, the OK and Cancel buttons alow you to preserve or discard changes
you makein thisdidog.

5.11.2.3 Reviewing the audit records

Once you've told RegEdt32 what to audit, you gtill need to see the audit entries that
have been generated. If you're accustomed to adminigtering Unix machines, you're
probably familiar with the syslog service. NT has asimilar fegture; it kegps an event
log that gpplications and system components may writeto. The NT event log is
actualy three separate logs. one for system data, one for gpplicationgenerated data,
and one for security data. Auditing messages (no matter their source) go into the

Security log.

To view these log messages, you'll need to use Microsoft's Event Viewer gpplication.
A complete discussion of how to use the Event Viewer is outside the scope of this
book, but the basic process is smple enough to boil down into afew concise steps:

1. Launch the Event Viewer (eventvwr.exe). Theré's a shortcut to it in the Start
menu, too; look under Programs—>Adminigtrative Tools (Common)—>Event
Viewer to find it.

2. When Event Viewer opens, you see awindow like the one shown in Figure
5.22. Use the Log—>Security command to display the security log.

Figure 5.22. The Event Viewer application
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3. Event Viewer showsyou apasse of events (the exact number depends on how
big the event log is). Y ou can sort, filter, and view events using the commands
in the View menu. If theré's a particular event you're interested in, double-
dick it or use the View—=2*Details... command to get the dialog shown in
Figure 5.23, which gives dl the pertinent event details in one place.

Figure 5.23. Registry audit event detail display
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5.11.3 Changing Key Owner ship

Like every other object in NT'sworld, each Regisiry key has an owner. Aswith Unix,
NT dlows the owner to control access to objects it ownsto a certain extent; the
superuser or Administrator account can away's take ownership of an object and
change its permissons when necessary. NT does, however, provide a standard
auditing mechanism thet logs al manudly initiated changes of ownership, so youll
aways have an audit trail that shows when someone's taken over one of your objects.

When you use this command, you're telling RegEdt32 to change the owner of the
currently selected key and dl its subkeys to the current account. This blanket change
of ownership can lead to unexpected behavior, snce many NT components assume
they'll dways have unrestricted access to al subkeys of HKLM and many subkeys of
HKCU and HKCR. However, it's usualy a good ideato set appropriate ownership of
HKU 's subkeys, aswell asthose subkeys of HKLM that are safe to reset. The best
way to sst ownership iswith a utility like David LeBlanc's everyone2user, which is
discussed in Section 9.4 in Chapter 9.

If you ingst on doing it manudly, RegEdt32 alows you to take ownership of Regisiry
keys with the Security—*Owner... command. The Owner diaog, pictured in Figure
5.24, shows you what key is sdlected and which account owns it. The Take
Ownership button changes the key's (and its subkeys) ownership to whatever account
you're logged in as, while the Close button cancds the command without changing



anything. Of coursg, if you don't have Adminigtrator privileges you can't take
ownership of any key you don't dready own.

Figure 5.24. The Owner display
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6.1 All About System Policies

Windows 2000 supports aggregating users into groups and domains. Y ou can assign
usersto aparticular group or domain, then grant (or deny) permission to use certain
system resources based on their membership. For example, you could create a group
of usersin the accounting department and grant that group access to the printer in the
department conference room, without having to grant printer access to users from
outside the department. For a complete explanation of managing users, groups, and
domains, see Essential Windows NT System Administration, by &#198;leen Frisch
(OReilly & Associates).

Besides offering access controls so that users and groups gain or lose access to
individud files shares, servers, and printers, NT 3.1 offered a set of features you
could customize on a per-machine or per-user basis. As you might guess, these
settings were just keysin the Regidtry; an example is the warning notice that you can
add to the logon process by adding two new vauesto
HKLM\SOFTWAREMicrosoft\Windows NT\CurrentV ers on\Winlogon. Even
though these settings were present, there were two serious flaws that made them more
difficult than necessary to use:

They weren't organized well

Even though there were a large number of customizable settingsin NT 3.1,
3.5, and 351, there wasllittle in the way of organized documentation, and
related settings weren't grouped together in the user interface (or in any other

meaningful way).
They were too hard to use

None of the adjustable settings were difficult to change in and of themsdlves,
but trying to add a logon warning to one machine is much easer than trying to
do so for an entire network of severa thousand machines. To compound the
problem, savvy users could change the settings (assuming they had

gppropriate privileges).

Microsoft addressed these flaws in the NT 3.51 Resource Kit with the introduction of
tools for managing system policies. These policies were nothing more than groups of
Settings: one group that controlled the gppearance of the desktop, one that controlled
what programs users could run, and so on. However, the key innovation was a
mechanism for digributing policiesto dl computersin adomain. This made it
possible for an adminigtrator to write policies for individua users, groups of users,
and individua machines, then let NT take care of the actuad work of distributing the
policies to each machine in the domain and applying them.™ These policy
mechanisms were included as apart of the sandard ingtallation for Windows NT
Server 4.0 and the Windows 2000 Server family.

[ Windows 95 and 98 may have system policies applied too, though some of their policy elementslivein
different keys than the NT equivalents.



6.1.1 Why IsThisin a Windows 2000 Book?

Windows 2000 introduced Active Directory. It turns out that among its other features,
Active Directory provides anew, and grestly improved, mechanism for setting and
delivering system policies. Group policy objects (GPOs) provide amore scalable and
greatly expanded set of policies than the tools that shipped with Windows NT 4.0.

Y ou might wonder why Microsoft even included the policy tools described in this
chapter with Windows 2000. The answer issmple: you can't use GPOs to apply
policies on computers that don't support Active Directory. That means that Windows
95, 98, and NT clients are out of luck, as are Windows 2000 computers that aren't part
of an Active Directory domain. To effectively set policies on amixed network, you
need to usethe NT 4.0 policy mechanism -- detailed in this chapter -- to set policies
for these downlevd dlients, you normaly use them in conjunction with GPOs, as
described in Chapter 7.

When you use the NT and 2000 policy systemsin combination, you actudly end up
having to maintain policy settings in two separate places. Thisis undesrable, but it's
better than having no policy capability for older clients.

6.1.2 What's a Policy?

A policy is nothing more than agroup of related settings whose values you can
gpecify. Each policy typicaly has aname, such as"Shell Redrictions” Policies are
arranged in a hierarchy like Registry keys or disk files and folders. Y ou use policiesto
enforce access controls on what users can do. For example, there are policiesthat let
you to restrict what gpplications users may run, whether they can change the desktop
pattern, or what resources can appear in the Network Neighborhood.

6.1.2.1 Categories contain one or more policies

Each user, group, or computer policy is actually made up of severd policy categories.
For example, the default policy template provided for NT machines provides
categories such as "Control Pand” and "Windows NT Shell." Each category in turn
contains individua policies such as "Redtrict access to desktop” or "Hide Settings
tab." This usage can be alittle confusing: auser policy can contain severa categories,
each of which can contain severd palicies. | use the term "policy” to mean the
policiesthat live in a category and "user policy” to mean the policy settings gpplied to
auser, group, or computer.

6.1.2.2 Policies are made of parts

Policies are made up of parts. Each part represents one aspect of a policy, such as
"don't allow usersto use the Start—Run... command” or "herés alist of gpplications
that the user may run." Parts got their name from the fact that each part of a policy has
acontrol associated with it. Parts have values, and these cortrols alow you to set
them. The permissible set of vaues for apart depends on what the part controls. Some
parts need numeric values, while others accept lists of programs or trueffase values.



A single policy may consst of one part or many. Each part within apolicy
corresponds to a value stored somewhere in the Registry. When you enable a policy,
what you're redlly doing istdling the target computer to assgn some particular value
to each part in that policy. That in turn forces certain vaues in the Registry (each of
which corresponds to a single part) to have particular values aswell. You'll see some
more concrete examples later in the chapter. Note that these Registry changes are
persstent, an effect known as Regidtry tatooing.

6.1.2.3 How are policies defined?

Policy definitions are built usng policy templates. These templates are nothing more
then text filesthat tel POLEDIT whét to display in itsinterface and how to convert
the user's settingsinto a .POL file

When you ingdl any of the Windows 2000 or NT Server products, you get three
palicy filesin %systemroot%a\l NF : WINNT.ADM (which holds settings specific to
Windows 2000 and Windows NT), COMMON.ADM (which holds settings thet gpply
to both Windows 9x and NT/2000), and WINDOWSADM (the Win9x-only settings).
These standard files cover most of the things you can restrict or constrain with

policies. However, it's possble for third parties to write policy templates that add new
policy definitions for other software. The most widdy known examples are
Microsoft's Office policy templates; these templates et you restrict Office-specific
Settings, such as which hosts appear in the FTP didog within Word. Other vendors
have produced policy template files, and you can even create your own (as described
in Section 6.3.5 later in this chapter) to control applications that don't ship with their
own templates.

The template files use a smple language to specify which keys and vdlues are
affected by the policy and its parts. When you creete atemplate, youre redly giving
POLEDIT ingructions on what to digplay and how to build a.POL file based on the
user's policy settings; the system policy mechanism gpplies that file's changes without
regard to what they are.

b Simac Software makes a product caled Policy Template Editor

s (see http://www.tool sAnt.con). It's a specidized tool, but it

f.f.' works very well and is much easer than editing template files by
hand.

6.1.2.4 User versus machine policies

The policy mechanism alows you to build policies that apply to computers,

individua users, or groups of users. Computer policies apply to dl userson a
machine; they're stored in each machineés HKLM root key, and they remain in effect
no matter what user logs on to the machine. By contrast, user and group policies apply
only to the user or group named as the target, and they are automatically downloaded
and ingdled onto each machine the user logs into. (The system evauates group
membership at logon time to decide which policies should be gpplied to the user
account logging on.)



Herés an example. Let's say you have four machinesin your domain: titan,
minuteman, atlas, and trident. Within this domain, you have afew dozen user
accounts, but you create policies that apply to two accounts: intern and visitor.
Whenever ether of these accounts logs into a machine, the defined policy is
downloaded from adomain controller and is stored in that machines HKCU root key.
Whenever any other user logs into ameachine, the default policy settings will bein
effect.

6.1.3 How Are Policies Stored?

Like butterflies, policies go through a number of stages between their initia creation
and ther fina emergence. Understanding where policy settings live at each stage of
ther lifecycleis key to understanding how to build and gpply them.

The System Policy Editor stores policies asindividua .POL files. Y ou can think of
these files as Imilar to Regidtry hives, as they contain a number of Regidry key/vdue
parsthat are loaded into the target machine's Registry when the policy is applied.
When you cregte a policy and save it, you're actudly generating afile that tells the
System Policy Editor what values to change in the policy target's Regidtry.

Unlike the hives you can creste with RegEdt32, these files can contain values from
severd different subkeys without having to hold the entire contents of their superior
root key. For example, asingle .POL file might contain values for
HKLM\SOFTWAREMicrosoft\Windows NT\CurrentVersion and
HKLM\SOFTWARE\Netscape\Netscape Navigator, without having to contain al of
HKLM\SOFTWARE as well.

When you firg cregte apolicy, its .POL file is stored wherever you choose to save it.
Once you've created and saved a policy file, the next stage of its lifespan begins
digribution. Y ou can manudly gpply apalicy file to individua machines, you may
aso goreit on aWindows NT or Windows 2000 domain controller soitis be
replicated automaticaly to Windows 95/98 and NT machinesin your domain. Y ou
may choose to replicate the policy to backup domain controllersif you want usersto
get the correct policy setting when the primary controller is unavailable (In fact, if
you want the policy to be automatically distributed, you must put it on the PDC and
any BDCs that have replication enabled if you want to ensure that the policy is
avalable)

12 This scheme changes somewhat in Windows 2000, since there's no longer a distinction between primary and
backup domain controllers. In that case, you should put the policy files on whichever Windows 2000 server is
acting as the PDC emulator.

Thefind step in apolicy’'s lifetimeis the actud ingtdlation process. When a computer
boots, or when auser logsinto a machine running Windows 9x, NT, or 2000
Professond, the system checks the domain controller for an gpplicable policy. If

there is one, a specid system component caled the policy downloader @ transfers the
POL file to the workgtation and merges its contents with the appropriate Registry root

key.
Blrs unlikely that you'll need to, but Microsoft provides a mechanism for writing your own policy downloaders,

which can supplement or replace the system's. Complete documentation for thisis included in the MSDN SDK
documentation.



6.1.4 How Are Policies Applied?

Once the policy downloader has pulled the policy file down to the workstation, the
policy's settings till have to be gpplied. Thisis accomplished by merging the policy
settings into the appropriate parts of the Registry. Asyoull seein more detail later in
the chapter, policy parts can have three values:

On
The part's palicy is active, and whatever settings are enforced by that part
should be applied.
Off
The part's policy is active, and that part's settings should be forced off.
Leave as is

Whatever valueis currently in the Registry should be left done.

If apart's corresponding vaue in the Registry matches the policy's vaue, no changes
are made. If the part'svaueis"leave asis" no changes are made ether. However, if
the part's specified value and the Registry's contents are different, the policy vaue
wins out, and the Registry's vaue is changed. These changes perdst aslong asthe
user'slogged in, but--since the merge operation is redly just loading a Registry hive--
they disappear from the Registry when the user logs out.

Computer-specific policies are merged into HKLM, while user- or group- specific
policies are merged into HKCU. It's important to remember that the policy settings
are merged with the exigting settings, they don't automatically overwrite the existing
contents when the corresponding part is set to "leave asis.” In addition, changes users
make to policy-defined values under HKLM or HKCU are not written back to the
policy! This prevents users from changing a policy setting and having the change
propagate to other users. (Of coursg, if you're using palicies, probably the first policy
youll st isthe "Disable Regidry editing tools' flag.)

6.1.4.1 The default policy

It's possible to assign policies to some users and computers, but not others. Y ou might
want to put restrictive policies onto machinesin a shared lab areawithout enforcing
any policieson individua users machines, or you might want to restrict what some
users can do no matter what machine they log into.

No matter what computers and accounts have policies, you can specify a default
policy. This default gppliesto al users and computers that don't have an explicit
policy defined for them. The default computer policy is applied to dl computersin a
domain (assuming the policy is gpplied to the whole domain), and the default user
policy is gpplied to dl domain users. By convention, these default policies are saved
in afile named NTconfig.pol (for NT systems) or config.pol (for Windows 95
sysems).



Theinitid default policies just set dl policy partsto thar "leave asis’ date, meaning
that the policy doesn't change anything. Y ou may edit the default policy and save it
back to its origind filename; whatever changes you make are applied as defaults from
that point onward.

Default policies gpply to every user, including administratord If
4. you cregte aredrictive defaut policy, it gppliesto locd and

g+ domain administrator accounts unless you creste less-redtrictive
group or user accounts for your fellow admins.
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6.1.4.2 Applying computer and user policies

When you create computer-specific policies, they're stored in the .POL file as groups
of settings, one for each computer. To revive our earlier example, if you define
policiesfor titan and trident, there will be keys with the same name in the policy file.
When the policy downloader retrieves the policy file, it decidesto apply it, or not,
based on two rules. Firg, if therés akey in the policy file with the same name as the
computer, that policy's part vaues are merged into HKLM. If no such key exists but
there is akey named .defaullt, that default key isapplied. If neither condition istrue no
changes are made. A computer-specific policy dways overrides the default: in fact,
the default policy won't even be examined if there's a policy whose name matches the
computer's.

User palicies are gpplied using the same two rules: if therés a policy whose name
meatches the user who's logging in, it is gpplied. If not, the .default entry is used if it
exigs; otherwise, no changes are made.

6.1.4.3 Applying group policies

The rules that decide whether or not to apply a user or computer policy are very
ample. However, the rules for applying group policies are alittle more complicated.
There are only two rulesto know. The first, and most important, rule is this. a named
user policy aways trumps any group policies. For example, a policy for auser named
bob overrides policies for any groups of which bob isamember.

The second rule to remember isthat group policies are additive. If auser who'sin
more than one group logsin, the system uses the group priority to decide which
policiesto apply first. You sat the group priority from within the System Policy Editor
(asyoull seelater in " Setting group palicy priorities'). The lowest-priority group
policy is gpplied firgt; its part settings are applied to the logged-in user's HKCU root
key. The next lowest-priority group policy is evauated next, and so on, until the
highest-priority policy is applied. This gpproach meanstheat if you put conflicting part
vaues into two group policies, any user who's in both groups ends up with the part
vaue of whichever policy isevauaed las.

Let's say you have two groups in your domain for executives and engineers. Y our
boss is an executive, but has an engineering degree, so you put her in both groups. If
the "Don't dlow usersto play Solitaire’ policy isset to "on" for executives and "off"



for engineers, your bosss ability to play Solitaire hinges on the priority you assgn to
the two groups: the highest-priority setting will triumph.

6.2 Introducing the System Policy Editor

Y ou create and edit system policies with the System Policy Editor (poledit.exe),
which is normdly ingtaled only when you ingtdl a member of the Windows 2000 or
NT server product families. It can be run from Windows 2000 Professona or NT
Workgtation, though, if you can legdly obtain it from a server inddlation. Dont
confuse this verson of System Policy Editor with the Windows 95/98 verson: if you
want to create policies that Win9x clients can use, you must use the Win9x editor, and
the same istrue for the NT verson.™

(4 Actually, you can use the 2000/NT policy editor under Win95 or 98 with no ill effect, as long as you use the
right .ADM files.

N1a |f you don't have System Policy Editor ingaled, you can quickly ingdl it (along
with the User Manager for Domains, Server Manager, the Services for Macintosh
Manager, and severd others) by running the setup.bat filein the
\clientsiservtools\winnt directory of your NT Server CD. Once you've completed the
ingalation, you'll have access to the System Policy Editor.

6.2.1 Learning the System Policy Editor Interface

When you use RegEdt32 or RegEdit, you can definitely tell that you're using software
that predates Windows 2000. Although both take on some aspects of the Windows
2000 GUI, they're indisputably different from other Windows 2000 software such as
Internet Explorer or the system shell. POLEDI T, on the other hand, has an interface
very smilar to the shell, meking it more immediaey familiar.

The main window for POLEDIT is shown in Figure 6.1. In the figure, each computer,
user, or group policy is represented by alarge icon. Double-clicking one of these
icons opens the associated policy, and policies may be created or deleted from this
view aswdll.

Figure 6.1. The System Policy Editor interface
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6.2.1.1 Controlling what you see

The View menu dlowsyou to change POLEDIT 'sdigplay in anumber of ways, dl of
which are amilar to commands in the shell and other adminigtrative tools.



The first two commands in the menu are window dressing: the View—> Tool bar
command controls the state of POLEDI T 'stoolbar. The toolbar is visble when this
command is checked (the default) and invisble when it's not. Like RegEdit,
POLEDIT has a gtatus bar that can occupy the bottom margin of the gpplication
window. The View—> Status Bar command governs whether this decorative but
useless bar appears or not.

The remaining View menu commands let you change the format of the display.
Unlessyou changeit, POLEDIT displays policies as large icons; this default
corresponds to the View—?Large | cons command. If you prefer, you can instead see
policies as smdl icons (View—Small Icons) or an aphabeticaly sorted list. For some
reason, Microsoft included both the View—>List and View—> Details commands, even
though they display the same information in the same format!

The settings you choose in the View menu are stored with the policy file, so when you
reload anew fileit appears asit was when you last had it open.

6.2.1.2 Navigating in the policy window

Asin Explorer, you can move from item to item in POLEDIT 's window with the
arrow, PgUp, PgDn, Home, and End keys. When a policy is selected, you can open it
by double-dlicking it, pressing the Enter key, or using the Edit—>Properties...
command.

6.3 Managing Policies with POLEDIT

For the most part, creating policieswith POLEDIT is smple and straightforward.
Even though what you're redlly doing is editing the Registry on one or many
machines, the interface lends itself to quickly making needed changes and saving
them for |ater gpplication.

The sequence of operation to apply policiesis ample; there are only Six steps:

1. Sdect whatever policy templates to use before creeting any policies, then
make them available to the editor by attaching them (more on that shortly).

2. Decide which users, groups, and computers you want to enforce policies on.

3. Cregtea"rdaxed" policy for your adminigrative-level users that incorporates
only those items from Step 3 you want to enforce on your admins.

4. Create anew policy fileto contain your policies, then create enough user,
group, and computer policiesto satisfy your list from Step 2. Alternatively,
you may open the Registry of asingle machine (including the local machine)
to make changes to that machine only.

5. Edit each individua policy to reflect the settings you want the policiesto
enforce.

6. Savethe palicy filein the appropriate location so that policy downloaders can
findit.



6.3.1 Attaching Policy Templates

POLEDIT supports attaching an arbitrary number of policy templates. Templates you
attach add their policiesto the policy properties diaog; once you attach atemplate, its
policies are available whenever you cregte new policies. Thisarguesin favor of
attaching policy templatesto POLEDIT before creating any policies. That way,
whatever templates you attach contribute to the policies you creste without adding the
extrawork of going back and revising previoudy built policies.

When you first start POLEDIT, it automatically attaches the two policy templates
needed for Windows 2000 machines, COMMON.ADM and WINNT.ADM. Y ou may
atach other templates using the Options—Policy Template... command, which
digplays the didog shown in Figure 6.2.

Figure 6.2. The Policy Template Options dialog

s -

E W 2 5 F INEACOMMORN ADM
E:Nw B SEVAIMFU MM T 200

Cancel

‘fou must cloze all achye pobcy Bas before adding or
femaving new policy templstes

There are anumber of additiond policy templates floating around. For example, the
Office 97 and Office 2000 resource kits include templates for their respective settings,
as does the Internet Explorer Adminidtration Kit (IEAK). Y ou can write your own if
you wigh; for example, | wrote one for Exchange 5.5 (see

http:/Awww.robi chaux.net/writing/man-exchange html ). The Current Policy
Template(s) list shows which templates are currently attached; you can use the Add...
and Remove buttons to change this list's contents. Once you're satisfied with your
changes, you can click OK to preserve the attachments or Cancel to dismissthe didog

without changing anything.

Onefind note POLEDIT wont let you attach or detach policy templates while you
have a palicy file or Registry open. Thisredtriction prevents you from accidentally
overwriting an open policy with a new template's contents.

6.3.2 Creating Policies

After you've attached the appropriate policy templates, you're ready to start cresting
new policies. One of the nice things about POLEDIT isthat it lets you make changes,
gore them, and make more changes without immediately affecting the Regidry. Like
most other document- oriented applications, changes you make to the currently open
policy won' take effect until you save the policy document in the appropriate place.

6.3.2.1 Creating a new policy file



When you start POLEDI T, it opens with anew policy file named Untitled. However,
a any time you may cregte a new, empty policy with the File—>New Policy
command. Asits name implies, it opens a new document named Untitled with default
group and user policiesin it; you're then free to change those default policies or add
your own user, computer, and group policies.

6.3.2.2 Creating a new user policy

Y ou creste new user policies with the Edit—Add User... command. This command
produces adidog (see Figure 6.3) you use to name the new policy. The "Browse'
button opens the standard NT Add User diaog, so you can browse the list of locd and
domain user accounts to choose a user.

Figure 6.3. The Add User dialog
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The name you enter in the "Type the name of the user to add” field is the name the
policy downloader uses when trying to find a user's policy. If you're creating a policy
for a user whose account is named oreilly, the policy won't be gpplied if it's named
anything other than orellly (athoughit's not case-senditive). Be careful to ensure that
you get the right username for the user you want the policy gpplied to; thisis
especialy important on large networks where there might be severd userswith
gmilar account names.

6.3.2.3 Creating a new computer policy

Y ou cregte policies for individual computers in much the same way you do for users;
the Edit—Add Computer... command displays a didog identica to the one shown in
Figure 6.3 except for its use of the word "computer” instead of "user.” In thisdiaog,
however, the Browse button displays a network browser you can use to locate the
machine you want (the browser's gppearance varies, depending on whether you're
running SPE under NT or 2000).

The same cavest about names applies to computer accounts, too; if you're trying to
goply apalicy to amachine named titan but typein titian instead, the policy won't
take effect as you expect it to.

6.3.2.4 Creating a new group policy

Like computer and user policies, creating group policies is straightforward: you use
the Edit—>Add Group... command to display the New Group dialog, then supply the
name of the group to which the new policy belongs. Y ou may apply policiesto local
or globa groups within adomain, aswell as groups that are rictly locd to asingle



machine. As with computer and user policies, supplying the correct nameis criticd to
getting the policy behavior you expect.

- Since the Default User policy applies to every user on the
ar meachine including the Adminigtrator account, it'sagood ideato
' create apolicy for the Administrators, Domain Admins, and
Enterprise Admins groups. Reverse the settings from thelr
default state so that the policy can undo any changes you make
to unprivileged accounts.

6.3.3 Editing Policies

Cresting new policiesis easy, mostly because just cregting the policy doesn't do
anything! All the policy templates that Microsoft provides use the "leave asis'

setting. This meansthat if you creete abunch of new policies and don't edit them, no
changes will be enforced. This approach satisfies the Principle of Least Astonishment
("when forced to make decisons on its own, your software should aways do
whatever will least surprise the user™), but it means thet you gtill have some work to
do once your policies are created.

i Remember that policy changes don't take effect until you save
- the policy file in the proper location. Even after that's done, user
" %+ and group policies don't take effect until the next time the user

logs in; machine policies won't go into action until the next time
the machine boots.

6.3.3.1 Setting user, group, and computer policy options

Once you've created user policiesfor dl the users, groups, and computers you want to
control, the next step isto set gppropriate vaues for each individua part within the
categories and policies for each user. Each user policy has a properties diaog, which
displays dl categories, policies, and parts for that user policy.

Y ou can open the properties didog for apolicy in two ways. you can double-click the
icon or ligt item corresponding to the user policy you want to edit, or you can sdect it
with the mouse and use the Edit—Properties... command. In either case, you'll end up
with the properties dialog shown in Figure 6.4.

Figure 6.4. The Properties dialog
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The upper part of the properties didog shows atree view of the categories within the
active user policy. When you first open auser policy, the categories dl are collapsed;
you can expand or collgpse individud items by dlicking the smal +/- icon next to the
category's name.

Asyou expand categories, you'll see checkboxes appear beneath them. Unlike normd
Windows checkbox controls, these checkboxes can have three States:

When checked, as"Redtrict display” isin Figure 6.4, the policy is active, and
its settings will be gpplied to turn on the policy when appropriate.

When unchecked and white (like an ordinary Windows checkbox that's not
on), the palicy isinactive. Its settings will be gpplied to turn off the palicy.
When unchecked and gray, like "Run only dlowed Windows gpplications’ in
the figure above, the palicy isinert. No changeswill be made to apalicy or its
parts when its checkbox is grayed; this corresponds to the "leave asis’ date |
mentioned earlier.

Y ou must pay careful attention to the wording of the policy to make sure that the
effect iswhat you want: when the checkbox next to "Disable Registry editing tools' is
on, the tools are disabled. When it's off, the tools are not disabled, and when it's gray,
whatever settings are currently in effect on each target machine, group, or user remain
intact.

Asyou sdect individud policies within a category, notice that the contents of the
settings area at the bottom of the properties didog change. Some policies can have
multiple parts; for example, the "Redtrict display™ policy shown in Figure 6.4 hasa
total of five parts. You can set the vaue of each part independently of the others. Parts
may accept on/off, numeric, or list selection choices, depending on what the policy
template specifies.



Y ou can move through the properties diaog, making changes as you go. POLEDIT
preserves the changes within the current editing sesson, but they'll belost unless you
explicitly save the palicy file.

6.3.3.2 Removing user policies

Y ou can eadly remove auser policy from within POLEDIT: sdlect the policy you
warnt to remove, then use the Edit—>Remove command, or just press the Del key.
POLEDIT asks you to confirm that you want to delete that policy. In awelcome
change from RegEdt32 and RegEdit, it tells you which policy you're ddeting so you
won't accidentaly remove one you wanted to keep. Once you've removed a user
palicy, theré's no getting it back unless you close and reload your policy file without
saving changes. POLEDIT doesn't have an undo command.

It'sworth noting that the only way to remove a policy category or part isto open the
policy template file that definesit and removeit; you can't remove individud template
items from a gngle palicy, though you can use the "leave asis' stting to force the
policy downloader to take no action on that part.

6.3.3.3 Policies and the clipboard

POLEDIT offers ameasure of clipboard support. Y ou can use the Edit—*Copy
command to copy the contents of a user, group, or computer policy to the clipboard.
However, the only place you may pasteit is on top of another policy! This "fegture”
means you can quickly copy a palicy to severa user accounts by doing the following:

Create one user, group, or computer policy, and set it the way you warnt it.
Use Edit—>Copy to copy the policy settings.

Create as many user, group, or computer policies as you'll need.

Sdect dl the new policies a the same time, then use the Edit—>Paste
command. POLEDIT asks you to confirm that you want to overwrite the
exigting policy settings; click Y esto paste your policy atop the existing
Settings, or No to cancel the paste.

Eal A

Although it's not evident from the program or its documentation, you can copy from
group to user policies and vice versa: sdlect the source item, use Edit—*Copy, and
paste the policy onto the user or group you warnt it to stick to.

6.3.3.4 Setting group policy priorities

As soon as you start cregting group poalicies, you run the risk of a collison between
two groups mutudly exclusive policies. Aslong as no user belongs to more than one
group, you won't run into this problem. However, snce Microsoft recommends
putting users into groups for controlling access to network resources like file shares
and printers, the odds of having one user in more than one group are pretty good.

The Section 6.1.4.3 earlier in this chapter explains how the policy downloader decides
which group policy partsto gpply and which to ignore. For this approach to work, you
must do your part by specifying the priority of each group's policy. Y ou do thiswith



the Options—Group Priority... command; the resulting "Group Priority" diaog
appearsin Figure 6.5.

Figure 6.5. The Group Priority dialog
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Theinitid priority order comes from the order in which you crested the group
policies the firgt policy you create has the highest priority. Y ou can rearrange group
priorities usng the Move Up and Move Down buttons; when you're happy with the
ordering, saveit by clicking OK.

Once you set agroup priority ordering, it's stored as part of the policy fileand is
available to the policy downloader. If you change the priority ordering later, the new
order takes effect every time the policy's applied at logon time.

6.3.4 Saving and L oading Policies

Asyou create and modify user policies, you'll often need to save those policiesto a
file and load them again later. Like most other document- oriented Windows
goplications, POLEDIT has commandsin its File menu for loading and saving policy
files.

The File—>Open Policy..., File—>Save, and File—>Save As... commands al work just
like they do in other Windows applications. Unlike other gpplications, though, there's
one gatchainvolved with saving palicy files if you're creating policies for

digtribution to other Win95 or NT machines on your network, you must make sure to
savethefilein theright place, as described later in Section 6.4.3.

Once you've created an initid policy, it's smple to add to or modify its user, group, or
computer policies: just open the file with File—*Open Policy..., modify it as needed,
and saveit again. If you configure the automatic policy distribution mechanism
correctly, your policy is applied where necessary with no further action on your part.

6.3.5 Creating Your Own Policy Templates
The .ADM policy template filesPOLEDIT uses are just plain text files. If you open

one of them up with atext editor, you'l find that the files are structured so that
POLEDIT can figure out which categories, palicies, and partsto display, whereto



gorethar valuesin the Registry, and what user interface controlsto display so you
can edit these values.

i Windows 2000's version of POLEDIT understands and generates
ar Unicode-encoded .ADM files. The NT verson understands only
& ASCII-encoded files, so you can't create an .ADM file with the
Windows 2000 policy editor and work with it later inthe NT
verson.

Y ou can cregte your own policy templates and attach them to POLEDIT. For
example, you can create atemplate that controls your standard distribution of Dia-Up
Networking settings, configuration parameters for Netscape Navigator, or dmost any
other Regigtry datathat livesin HKLM or HKCU. Heré's asmdl sample of an .ADM
file that dlows you to set the default search engine and home page Internet Explorer
USES:

CLASS MACHI NE

CATEGORY | nt ernet Expl orer
KEYNAME " Sof t war e\ M crosoft\Internet Explorer\Min"
POLI CY "Default search engi ne"
PART "URL of default search engi ne" EDI TTEXT REQUI RED
VALUENAME " Def aul t _Sear ch_URL"
DEFAULT "http://ww. ljl.comintrasearch/"
END PART
PART "URL of default home page" EDI TTEXT REQUI RED
VALUENAME " Def aul t _Page_URL"
DEFAULT "http://ww.ljl.cont
END PART

END POLI CY
END CATEGORY

Asyou can see from the sample, the format of thesefilesis pretty structured. Let's
look at what each piece of the example actualy does:

Theinitid CLASS MACHINE statement tells POLEDI T that this policy
should go under HKLM. Y ou can dso use CLASS USER to specify policies
that belong under HKCU.

The CATEGORY ... END CATEGORY block defines asingle category of
palicies. In thisexample, | defined a category named InternetExplorer; if you
want to use spaces in the name, you have to enclose it in quotes. Category
names can be any gtring, but they must be unique to a palicy templatefile,

The KEYNAME gtatement tells POLEDIT that dl the policies and parts that
belong to this category store their values under Software\Microsoft\Internet
Explorer\Main. Individua policies and parts can provide their own key names,
too.

The POLICY... END POLICY block definesasingle palicy for this category.
Categories may contain any number of policies, each of which may have one
or more parts. Each policy has aname ("Default search engine’ in this case)
that POLEDIT displays when it showsthe palicy.



Each PART... END PART block specifiesasingle part for its enclosing
policy. In this example, were defining two parts--one for the search engine
default, and one for the default home page. Both are edit text controls, and
both require that avalue must be specified. The returned value is Stored as a
vaue named as specified by the VALUENAME keyword; the valuein turn
goes under whatever key was named with a previous KEY NAME statement,
and you provide adefault value for the user to accept or change.

A dngle policy may have many PART blocksin it. Each PART block defines
a single component, which may be a checkbox, edit field, combo box, drop-
down ligt, or numeric input field. In addition, each control type has avariety of
optiond parameters that specify default vaues, increments, and settings.

- If you want to see a more complex example of an .ADM file, I've
s written one for controlling policy settings for Microsoft

-

g+ Exchange 5.5 servers. See
http:/Mmww.robi chaux.net/fileslexchange.adm.

6.4 Distributing Policies

Once you've created palicy files that contain the access controls you want to enforce,
you dill have to get those policies to each machine you want to be under policy
control. This process, caled policy distribution, is probably the most complex part of
the policy development process, snce how you do it depends on whether you want to
use policies on one machine, afew machines, or many machines,

6.4.1 Applying Policiesto One Machineat a Time

The smplest way to goply policiesisto put them on individua machines. For
example, you might want to apply policiesto keep transent users from making
changes to the configuration of public workstationsin alibrary, factory floor, or
conference room. For thistype of requirement, you don't need to blast policiesto
every machine on anetwork; amore surgical gpproach lets you put policies only
where you redly need them.

6.4.1.1 Setting policies on the local machine

POLEDIT dlows you to edit the loca computer's Registry using the same interface
you'd use to edit policies. When you use the File—>Open Registry command,
POLEDIT actsasif you'd opened anew policy file, but it actualy loads data from the
locd Registry and displaysit astwo user policies "Loca User” and "Locd

Computer” ingtead of "Default User" and "Default Computer.”

Y ou can edit the contents of these policies as though you were editing any other
policy. However, you can't create new user, group, or computer policies while the
local Regidtry is open. Aswith other palicy files, though, changes you make to the
local Registry aren't saved until you explicitly use the File—2Save command, so using
Fle—>Open Registry is somewhat safer than using RegEdt32 or RegEdit.



6.4.1.2 Setting policies on other computers

If you want to gpply policies to asingle remote machine, you can use POLEDIT's
Fle—> Connect... command to open the Registry on aremote machine and set policies
on it. When you use this command, the first step isto specify the name of the machine
whose palicies you want to edit. If you have administrative access to that machine,
POLEDIT connectsto its Registry and shows you adidog lising dl userswho are
logged on. Normdly, thislist has only a single entry representing whoever's |logged
into the console, but network users may be listed too. Choose the user whose policy
you want to edit. POLEDIT won't let you interactively edit the policy of a user who
in't logged on.

Once you've completed these two steps, you may edit the computer and user policies
as you normdly would. You can't create new user, group, or computer policies,
however, before you use File—Connet..., you can atach new policy templatesif you
want to change the default settings that can be applied within each policy.

6.4.2 Applying Policiesto Many Machines

Policies offer arobust, useful way to apply settings to many machines, in such away
that the end user can't change them once they're applied. Thisis aboon to system
adminigtrators, Snce with effective policies you can prevent users from changing
things you don't want them to change without a great ded of effort on your part.

The primary method of digtributing policies to dl machines within a domain depends
on the fact that domain controllers have a share named NETLOGON. It points to the
domain controller's %SystemRoot%0\System32\Repl\| mpor t\Scripts directory and
contains logon scripts, user profiles, and other data needed to dlow local and remote
logons with shared environments. NETLOGON can aso hold palicy files, meaning
that the policy downloader on each machine in the domain has easy access to those
policy filesif they are saved in the NETLOGON share.

bl On aWindows 2000 domain controller, the SYSVOL share serves
“r the same function as NETLOGON, so0 you useit instead.

6.4.2.1 Enabling automatic policy updates

If you want machines on your network to automaticaly download policy changes
when they happen, you'l have to make a change to the policy for those machines. For
most networks, that means the Default Computer policy, sSnce most admins want
automatic updates everywhere; however, you may enable automatic updates on a per-
mechine bass.

This setting lives in the Network category under the computer policy. Figure 6.6
shows the properties dialog with the gppropriate setting selected. Y ou can use the
"Update mode" combo box to choose automatic or manual updates. If you choose
manua updates, you can specify a UNC path to the share where your policies will
live
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It'simportant to understand one thing about automatic updates. when you create a
new policy filefor the first time, it's downloaded autométically to every machine. If
automatic updating is then turned on, each machine receives subsequent updates. If
it's not turned on, the workstations policy downloaders won't ever download policy
changes. This may lead to undesirable behavior, since your policy changes will be
dlently ignored while you're expecting them to be in effect!

6.4.2.2 Windows NT policies

To have your NT-gpecific policies automatically blasted out to dl machinesin your
domain, save your policy file as NTconfig.pol in the directory you specified when
Setting up automatic policy updates. | recommend using the NETLOGON or SYSVOL
sharesto store your policies so they can be automaticaly replicated among and
between domains. However, if you've specified another directory you can useit
instead.

6.4.2.3 Windows 95/98 policies

If you have amixed network of Win9x and NT machines, you can store both types of
policies on your domain controllers so that the Win9x machines get automeatic updates
too. Save your palicy file as config.pol in the directory you specified when setting up
automatic policy updates. If you want Win9x policies to be distributed automaticaly,
you must put them in NETLOGON; the Win9x policy downloader can't get policies
from any other share.

6.4.2.4 Windows 2000 policies



Windows 2000 machines won't pay any attention to an NT-gtyle sysem policy. If you
want to apply a policy to a Windows 2000 server or to a machine using Windows
2000 Professiond, you can use the GPO mechanismsto do so if the target machine's
in an Active Directory domain. If not, you can use the Loca System Policy object to
make local policy settings.

6.4.2.5 Supporting multiple domain controllers

If your network has more than one Windows NT domain controller™ (either because
you have more than one domain or because you have more than one controller for
redundancy), you should use NT's directory replication service to copy your policy
filesto every domain controller. Since any domain controller in a network can answer
logon requedts, it's agood ideato duplicate your policy filesto make sure they're
available when auser logsin.

151 Even small networks should have primary and backup controllers for NT 4.0; in Windows 2000, there's no

longer a distinction between primary and backup controllers, but you should still maintain a second controller for
redundancy. You may also find it worthwhile to have several DCs for load balancing.

The smplest way to do thisis to copy the palicy filesinto the controller's
%SystemRoot%0\System32\Repl\Export\Scripts directory. Aslong asthe directory
replication sarvice isrunning, NT mirrors the files automaticaly throughout your
domains.

6.4.3 Preventing Policy Problems

While palicies can be agreat help, they can dso pose some subtle pitfals until you
get them working the way you want. Here are some common problems--and
solutions--you may run into while deploying policies on your network.

6.4.3.1 Make sure the files are in the right place

Perhagps the easiest policy mistake to make is putting the policy filesin the wrong
place. Windows 9x poalicy files must be named config.pol, and they must be stored in
the domain's NETLOGON share--period! For NT policies, you must name thefile
NTconfig.pol. Ahough you can put it in a share other than NETLOGON, the policy
isn't used unless you specify the correct path to it when you turn on automatic
updates.

6.4.3.2 Is automatic updating on?

Policies are most useful when they're dways kept up to date. The policy downloader
can automatically download and apply the appropriate set of user, group, and
computer policies whenever auser logs on. To accomplish this magic, though, you
have to put the palicy in the right place (as described in Section 6.4.2), and you must
turn on automatic downloading. If your policy changes don't seem to take effect once
you've made them, be sure you've enabled automeatic updates as part of the computer
policy for al machines you want to keep updated.

6.4.3.3 Implement policies in all domains or none



If you're going to implement policies in one domain on your network, you may bein
for arough ride unless you implement policies on dl domains. Why? If you have trust
rel ationships between domains so that users from one domain can log onto another,
congder this scenario:

1. You havetwo domains. HQ and RESEARCH. They trust each other. You've
enabled system policies for dl HQ users, but not for usersin RESEARCH.

2. A user from HQ logs into a machine in the RESEARCH domain. Because
RESEARCH getsitslogon credentid information from HQ, the user'slogon
causes the RESEARCH machine to get a system policy update even though
policies aren't enabled in the domain! The HQ user can ill log in and get her
work done.

3. When the HQ user logs out, the computer, group, and user policies
downloaded at logon time are ill on the machine. The next time a
RESEARCH user logs onto the same machine, the policies won't be changed
because RESEARCH has no policies of its own to apply.

In case it's not obvious by now, the solution to this potentidly ugly problem isto
implement policies on dl your domains or none of them. It's till okay to apply
policiesto individua users and computers, however, if you set up group policies or
policies for users who can log in to other domains, your best bet for avoiding trouble
isto enable policies for al domains.,

6.4.3.4 Check group membership and names

Sometimes your memory can fail you when it comes time to remember which groups
aus isin. If you use group policies, make sure dl users you want to fal under those
policies are actualy members of the group! If there are any who aren't, you can copy
the group policy and make an individua user policy out of it, or you can add them to

the group.

Don't forget to double-check your group names, too. If you meant ENGINEERING
but typed ENGINEERS, POLEDIT won't complain, but your policieswon't be
activated either. Worse dill, they might be activated on the wrong group.

6.4.3.5 Verify which policies are in effect

If youwant to see what policy is actudly being applied to auser or computer, use the
Fle—> Connect... command in POLEDI T to connect to the target computer. Once you
do, you can open the Loca Computer and Local User policies to make sure they
contain the settings you want enforced. If they dont, that's aclue that your policy
digtribution or downloading is amiss.

6.5 What's in the Standard Policy Templates

The three primary policy templates used with Win95 and NT ingtalations define what
policy settings are available to you when building policies. Each templatefile

contains settings that apply to HKLM and HK CU; however, in the following sections
these entries are separated depending on the root key they affect.



6.5.1 WINNT.ADM

The WINNT.ADM policy template defines policy settings that are specific to Windows

2000 and NT. Some entriesin this template have counterparts in the Windows 95

template file. Table 6.1 shows the WINNT.ADM entries that gpply to computer
policies, while Table 6.2 shows the settings that apply to user and group policies.

6.5.2 COMMON.ADM

COMMON.ADM contains policy settings that are common to Windows 2000, NT, 95,
and 98. Table 6.3 shows the entries that gpply to computer policies, while Table 6.4
shows the settings that apply to user and group policies.

6.5.3 WINDOWS.ADM

The WINDOWS.ADM policy template defines policy settings that are specific to
Windows 95/98. When you use System Policy Editor to edit policies for Win9x
meachines, this template is used to determine which policies and parts you may apply.
Because theitemsin this policy are dl Win9x-specific, I've eected not to cover them

here.
Table 6.1. HKLM Entries in WINNT.ADM
Category Pdlicy Registry Key/Value What It Does | Value
Creates
Windows NT Create hidden |System\CurrentControl Set\ drivefand |Default on
Network\Sharing drive shares |Services\LanManServel\ Parameters\ ADMINS$ (sharesare
(workstation) [AutoShareWks shares on created)
workstation
Creates
Create hidden |System\CurrentControl Set\ drive$ and  |Default on
drive shares |Services\LanManServen ADMINS$ (sharesare
(server) Parameters\A utoShareServer shares on created)
server
. Controls
Disable
Windows NT browse thread |System\CurrentControl Set\ Control\Print\ Whether Defauit off
Printers on this DisableServerThread printer shares |(shares are
advertise advertised)
computer themsalves
Default O
Adjusts (leave at
priority of normal
Scheduler System\CurrentControl Set\ Control\Print\  |printer priority); +1
priority SchedulerThreadPriority scheduling  |(raise
thread up or  |priority); -1
down (lower
priority)
Beeps &very | petaut off
10 seconds (keep quiet
Beep for error |System\CurrentControl Set\ when a and don't
enabled Control\Print\BeepEnabled remote print b )
. eep); on
job error

occurs

(beep)




Sets the

. number of
Maximum timesa
Windows NT number of System\CurrentControl Set\Services\ remote 0-10:
Remote Access |unsuccessful |RemoteAccess\Parameters\ stemcan  |d efahl 2
Service authentication |AuthenticateRetries ;‘?; to
retries authenticate
itself
Sets the
number of
Maximum System\CurrentControl Set\ seconds 20-600:
timelimit for |Services\RemoteA ccess\ alowed def ault' 120
authentication |Parameters\AuthenticateTime before an
authentication
times out
Setsthe
- System\CurrentControl Set\ number of 10
}/gfjé;l?éi\:(al Services\RemoteA ccess\ minutes to 5 ;f-ghlt 2
Parameters\CallbackTime wait for a
callback
Disconnects
System\CurrentControl Set\ i
Quto ¢ Services\RemoteA ccess\ aﬂer i( f 2—§55ﬁ620
Isconnec Parameters\A utoDisconnect m| nu' es 0 au
inactivity
Sets the path |Any path;
Custom . . tocommon  |can use
. Software\Microsoft\Windows\ .
WindowsNT  [shared CurrentVersion\Exploret User Shdll Programs environment
Shell Programs Folders\Common Prodrams folder for all |variablesto
folder o9 userson this |point to
machine path
Sets the path |Any path;
Custom Software\Microsoft\Windows\ E;I? trg miocnons ZnaCitljﬁment
shared CurrentVersion\Explorel User Shell P :
desktop icons |Folders\Common Deskto for all users  |variables to
P P onthis point to
machine path
Sets the path |Any path;
Custom Software\Microsoft\Windows\ g;??nrgr?: Znacl gjﬁment
shared Start  |CurrentVersion\Explorei User Shell :
menu Folders\Common Start Menu folderforal - |variablesto
userson this |point to
machine path
Setsthe path |Any path;
Custom Software\Microsoft\Windows\ gtja(r:?l:nrir]cc;rr;s ZnaCitljﬁment
shared Startup |CurrentV ersion\Explorei User Shell P :
folder Folders\Common Startup folder for al! vanables to
users on this |point to
machine path
Default "Do
not attempt
Windows NT Software\Microsoft\Windows NT\ Setsthetext |tolog on
SystemiLogon Logon banner |CurrentVersion\Winlogon\ todisplay in |unlessyou
9 LegalNoticeText logondialog |arean
authorized
user."
L ogon cantion Software\Microsoft\ Windows Sets the Default
9 & NT\CurrentVersion\ caption to "Important




Winlogon\L egal NoticeCaption display for  |Notice:"
logon banner
message
Displays
Enable bShutdgwn On or off;
shutdown Software\Microsoft\Windows N T\ lc;thonn dlir;Io default on
from CurrentVersion\Winlogon\ sog ou cang for NTW
Authentication|ShutdownWithoutL ogon h y d and off for
dialog box shut down NTS
without
loggingin
Do not display|Software\Microsoft\Windows NT\ Hf' des qam; Off )
last logged on |CurrentVersion\Winlogon\ IO prg;/llou y def 0: or},f
username DontDisplayL astUserName oggedin aulto
users
Runs logon
Run logon Software\Microsoft\Windows NT\ scripts before Off or on:
scripts CurrentVersion\Winlogon\ desktop and default of'f
synchronously |RunL ogonScriptSync start menu
appear
Windows NT SDg R(I)etzncarmeise System\CurrentControl Set\ Suppresses doga%rl toggf
SystemiFile fér lon Control\FileSystem\ creating 8.3 (create
System . 9 NtfsDisable8dot3NameCreation names
filenames names)
Allows
extended
characters to
beusedin
Allow short Off or on;
extended System\Cy rrentControl Set\ filenames, default off
charactersin Control\FileSystem! even though |(don't
8.3 filenames NtfsAllowExtendedCharacterln8dot3Name some allow)
machines
may not
display them
properly
Doesn't
update NTFS Off or on:
Do not update |System\CurrentControl Set\ "last access default of'f
last access Control\FileSystem\ time" field on d dat
time NtfsDisabl el astA ccessUpdate filesthat are i(t)o update
read but not
modified
Delete cached . . Throws away
Windows NT copies of Software\M |_crosof.t\W| ndows NT\ cached Off or on;
User Profiles roaming CurrentVers!on\WlnIogon\ profiles when |default off
! DeleteRoamingCache
profiles userslog out
. Automatically
Q;:;T:tg\:/s”y Software\Mi_crosof.t\Windows NT\ tim% network Off or on:
network Currethers on\Winlogon\ linksto see default or'1
. SlowLinkDetectEnabled whether
connections they're slow
Setsthe
Slow network |Software\Microsoft\Windows NT\ number of )
) . : - 1-20000;
connection  |CurrentVersion\Winlogon\ milliseconds default 2000
timeout SlowLinkTimeOut to wait before

timina out on




aslow link
Setsthe
. : number of
Timeout for ﬁmsg;gaﬁitgygégi?ws NTA secondsto  |0-600;
dialog boxes ProfileDlgTimeOut wait bt_sfore default 30
canceling a
dialog box
Table 6.2. HKCU Entries in WINNT.ADM
Category Policy Registry Key/Value What It Does Value
Specifiesa
eustom Defaultsto
Custom Software\Microsoft\Windows\  |"Programs” .
g;%l;iustom Programs CurrentVersion\Explored User folder to be mgﬁgr%ﬁ Iri{;)\\ss.tgrt be
folder Shell Folders\Programs used in l“ aj 9 NG ;{1
Explorer and any focal or P
the taskbar
Specifiesa
Custom Software\Microsoft\Windows\  |pathto a Eﬁjausléf r ofil %\ Deskton:
Desktop CurrentVersion\Explorel User custom set of oub P | alo UN Cp,
folder Shell Folders\Desktop desktop icons ma?r'] €any local or
and items P
Hidesthe
standard Start
menu folders;
Hide Start Software\Microsoft\Windows\ \?\Tr?:r:d (t;e set S)Zs?efwaﬁgw Xaelijiitdoisn t
menu CurrentVersion\Policies\ oci fy u hi deéthefol ders a?w d
subfolders ExplorenNoStartM enuSubFol ders Specity
custom |leaves them alone
desktop or
programs
folders
ecifies Defaultsto
Custom Software\Microsoft\Windows\ ﬁﬁ: ation of Y%user profileYo\Start
U CurrentVersion\Explored User Menu\Programs\Startup;
Startup folder custom
Shell Folders\Startup Startup folder |7 beany local or UNC
P path
Specifies
Custom Software\Mi crosoft\Windows\ location of 5ef;urltfégl eY6\NetHood:
Network CurrentVersion\Exploren User  |custom items C;l:l be%n Ioc;I or UNG
Neighborhood|Shell Folders\NetHood for Network ath Y
Neighborhood P
Restricts
which
Explorer — .
;:lapproved Software\Microsoft\Windows\  |extensions D:Lﬁjgxr;]s;nzy alolldzzldt’
Shell\Restrictions . CurrentVersion\Policies\Explored |may be y s
extensions EnforceShell ExtensionSecurit loaded and |2 shell extensions you
only y run to those want to approve
included in
thislist
. Forces . i
Hide common Software\Microsoft\Windows\ Explorer not DE&n t aIeXISt t_)ys/tde{ault,
program CurrentVersion\Policies\Explore\ |to display any when value exists,
groupsin NoCommonGroups shared means hide groups, and
Start menu program means show them




groups

When on, NT
Parse Software\Microsoft\Windows parses REG_SZ; default value of
System autoexec. bat NT\ CurrentVersion\Winlogon\  |autoexec.bat |1 forces parse; means
' ParseAutoexec when the user |don't parse
logson
REG_DWORD; when value
ismissing or set to 0,
When on, NT |scriptsarerunin parallel
Run logon Software\Microsoft\Windows ?r?e e;;rr]l; IStirtt“ aggntt};sze:ls itagrjip;t
scripts NT\ CurrentVersion\Winlogon\ the user'g execUtes E efore, shellp'
synchronously |RunL ogonScriptSync logon script lidentical to "Run logon
has compl eted scripts synchronously"
under HKLM; that value
overridesthisone
Table 6.3. HKLM Entries in COMMON.ADM
. . What It
Category Policy Registry Key/Value Does
Controls 0
whether '
da
system 1
policiesare |~
Bgt(\j/vatt');k Ss:in a?feem ode System\CurrentControl Set\ Control\Update\UpdateM ode automatically zg
updated or 9
not (see m
Section N E‘
6.4.2.1)
Specifies
Peh or fom wrich e
manual System\CurrentControl Set\ Control\Update\ NetworkPath ,
update to gp_date an
P policiesat |pa
logon
Toggles
Display error display of g
play System\CurrentControl Set\Control\Update\V erbose policy update
MESSages error me
m es di¢
Toggles load
bal ancing of W
L oad policy o
. System\CurrentControl Set\Control\U pdate\L oadBal ance updatesfrom
balancing . ba
multiple oc
domain
controllers
Displaysa |Er
list of de
System\SNM P|Communities |System\CurrentControl Set\Services\SNM P\Parameters\ValidCommunities fgnvmléﬂl tes g]EI
SNMP traps |as
are sent va
Permitted System\CurrentControl Set\ Services\SNM P\Parameters\ II|D ;Sglfagjt?ti% 52
managers PermittedM anagers .
permitted to |otl




manage of
SNMP en
inc
va
Displaysa 5;
Trapsfor System\CurrentControl Set\ Services\SNMP\ list of traps ot
Public Parameters\TrapConfiguration\Public that may be of
community @ 9 sent to Public|.
community ne
va
Displaysa Df
: : . list of items |,
System\Run  |Run Software\Microsoft\Windows\ CurrentVersion\Run {0 run at ot
of
startup ot
Table 6.4. HKCU Entries in COMMON.ADM
Category Policy Registry Key/Value What It Does Value
. . Prevents user .
Control Panel\ Disable Soft\Nare\Ml_crosoft_\Wl ndows\ from opening REG__DV\O?D. 1
Disol Disolay icon CurrentVersion\Policies\ Display control restricts control
splay splay System\NoDispCpl pa?éay panel, 0 doesn't
Hide Software\Microsoft\Windows\ Hides R.EG—DV\ORD: L
: o Background  |hides
Background |CurrentVersion\Policies\ tab of Display |Background tab
tab System\NoDispBackgroundPage control panel |0 doesn't
Hides Screen
. . Saver tab of REG_DWORD: 1
Hide Screen Soft\Nare\M[crosoft.\\.Nl ndows\ Display control |hides Screen
CurrentVersion\Policies\
Saver tab tem\NoDisoScrSayPage panel so users |Saver tab, O
Sy P g can'tchange |doesn't
screen savers
Hide Software\Microsoft\Windows\ 'Tdes R.EG—DWPD: L
: o ppearance tab|hides
Appearance |CurrentVersion\Policies\ of Display Appearance tab
tab System\NoDispA ppearancePage control panel |0 doesn't '
Hides Settings
tab of Display
Hide Settings Software\Microsoft\Windows\  |control panel |REG_DWORD: 1
tab 95 |currentversion\Policies\ so userscan't |hides Settings
System\NoDi spSettings adjust display |tab, O doesn't
resolution or
color depth
Controls REG_SZ;
Wallpaper Control background contains full
Desktop\Wallpaper Name Panel\Desktop\Wall paper image used as |path to specified
wall paper wallpaper file
Controls REG_DWORD: 0
Tile wallpaper Control whether means no tilin
Pap Panel\Desktop\TileWallpaper  |wallpaper is 1m tilin 9.
tiled or not canstiling
Contains color
settings for Depends on
Desktop\Color Control
Color scheme currently selected color
Scheme Panel\Appearance\Current selected decor |scheme
scheme




Hides Run

5:3;‘;5”” Software\Mi crosoft\Windows\ g?arr;{n rra:zguogo Eilleigthe D:1
Shell\Restrictions CurrentVersion\Policies\ .
from Start Exolore\NoRuN users can't run (command, O
menu P arbitrary doesn't
programs
%?;e(:\sﬂfarom Software\Microsoft\Windows\  |Hides Settings Eilz(sgthe D1
Settings on CurrentVersion\Policies\ folders on Start folders 0
Start menu ExplorenNoSetFolders menu doesn’ t'
Remove . . Only hides REG_DWORD: 1
Taskbar from ﬁfﬁ”gii‘g;iﬁﬁfiLW;?d°ws‘ Taskbar setting|hides the
Settings on Explore\NoSetTaskbar folder on Start |Taskbar folder,
Start menu P menu 0 doesn't
S:rr:r%\;ﬁgmd Software\Microsoft\Windows\  |Removes Find Eiiggthe D1
from Start CurrentVersion\Policies\ command from command. 0
menu ExploreANoFind Start menu doesn't
Hide drivesin Software\Microsoft\Windows\  |Hides some S:ZskG_see D bit
Mv Computer CurrentVersion\Policies\ drivesin My Sectic;n 1036in
y P ExploreANoDrives Computer .
Chapter 10
Hide Network Software\Microsoft\Windows\  |Hides Network |REG_DWORD: 1
Neiahborhood CurrentVersion\Policies\ Neighborhood |hides the “hood,
9 ExploreANoNetHood icon 0 doesn't
Leaves
mgtvlirc])trlliei n Software\Microsoft\Windows\ m:wr?tr)lgrhoo q REG_DWORD: 1
CurrentVersion\Policies\ g " |nidestheicon, 0
Network Network\ NoEntireNetwork but removes doesn't
Neighborhood "Entire
Network" icon
Doesn't show
No workgroup |Software\Microsoft\Windows\  |contents of REG_DWORD: 1
contentsin  |CurrentVersion\Policies\ local hidesthe
Network Network\ workgroup in  |workgroup, O
Neighborhood|NoWorkgroupContents Network doesn't
Neighborhood
. . REG_DWORD: 1
Hide al items Software\M|_crosoft_\W|ndows\ Blanks out the |hidesthe
on desktop CurrentVersion\Policies\ desktop desktop, 0
ExploreANoDesktop .
doesn't
Stops users REG_ D1
Disable Shut |Software\Microsoft\Windows\ P : removes the
: L from shutting
Down CurrentVersion\Policies\ . Shut Down
command ExplorenNoCl down their d, 0
ploreANoClose machines commlan \
doesn't
Forces the shell DVWORD:
Don't save Software\Microsoft\Windows\ |to ignore any ;:EG— h D:0
settings at exit CurrentVersion\Policies\ environment i gwscee(ljngles
9 ExploreANoSaveSettings changesthe d%e:n?fw '
user makes
Tells compliant REG_DWORD: 1
Disable Software\Microsoft\Windows\ Reqistr P specifies that
System\Restrictions|Registry CurrentVersion\Policies\ edei%ors);lot to |editing should
editingtools |System\DisableRegistryTools be disallowed, O

run

alowsit




;rngrg y Software\Microsoft\Windows\
Windows CurrentVersion\Policies\
applications ExplorenRestrictRun

Specifieslist of
which
Windows
applications
may be
executed

When
Restrict Run
exists, its values
specify which
applications
may berun

6.6 Picking the Right Policies

Which policies are appropriate for you? It depends on how your network's built, who
uses it, and what they should--and shouldn't--be able to do. As you can tell from the
preceding tables, the built-in policy templates offer a pretty wide range of capabilities,
and you can roll your own templates to give you centraized control over dmost

anything whose behavior is controlled by Registry entries.

The following sections suggest which policies might be appropriete for various
gtuaions, you can pick and choose to build a set of policies that's right for you.

6.6.1 Policiesfor Anybody

Most administrators who use policies do so to prevent users from doing things they
shouldn't. First on thelist is probably preventing users from running unapproved
gpplications, which you can do with the "Run only approved Windows applications'

and "Remove Run command from Start menu” policies. In addition, you might want

to consgder using the floplock program from the Resource Kit to prevent user access to

the floppy drives.

Most adminigrators hate to spend time fixing things like display resolution settings.
Consequently, you may be interested in the Control Panel\Digplay policy category,
sgnceit dlows you to prevent users from changing display settings.

6.6.2 Policiesfor a Lab Network

Many schools and universities have lab networks that students can use to do their
classwork. Many companies have something Smilar: test labs, training classrooms,
and s0 on. These environments share a centrd feature: a varying group of users have
access to the machines, and they should probably be prevented from changing many
of the things they might otherwise be able or tempted to modify.

In addition to restricting which gpplications may be run, most |abs need to protect the
desktop from changes. This prevents students from using their own wallpaper,
changing the desktop colors to neon green with fuschia accents, or otherwise leaving a
mess for the next user. The "Control Pane\Display” and "Desktop” policies are great

for this.

For labs that share a network segment with production machines, you may aso find it
useful to restrict what users can see over the network. The "Shell\Redrictions'
category offers severd waysto prevent casua network browsing, including hiding the

Network Neighborhood atogether.




For performance reasons, you should use the optionsin "Windows NT User Profiles'
to control how profiles get transferred and whether dow connections are
automatically flagged as such.

6.6.3 Policiesfor an " Ordinary" Office

Anything goes! The policies you st for machinesin an ordinary office environment
varies by user, machine, and group; what's appropriate for HR may not be appropriate
for engineering, and vice versa. In generd, the most frequently used policy

components in office networks tend to be those dedling with custom Start menu
folders and security settings, such as those found in "Windows NT System\Logon.”

In some cases, it may be necessary or desirable to restrict display and desktop changes
too, especialy on public machines.



Chapter 7. Using Group Policies

One of the most powerful capabilities included with Windows 2000 is the Group
Policy mechanism. Active Directory provides a comprehensive way for administrators
to manage network resources. When you use Active Directory, Group Policy adlows
you to apply policies to users and computers over the entire hierarchy of your
network, from entire domains right down to individual computers.

Asyou learned in the preceding chapter, the Windows NT 4.0 System Policy Editor is
used to configure membership-based permissons for users, groups, and computersin
adomain. System poalicies, such as desktop appearance and program control, can be
distributed and applied to whole domains. For Windows 2000 network clients,
policies are no longer Registry-based; they're replaced by Group Policy. By
associding policieswith actud objectsin Active Directory, each Site, domain, and
organizationa unit can digtribute its own set of policy demands. Y ou manage this
capability with the Group Policy snap-in for the Microsoft Management Console
(MMC). Group Palicy, sometimes referred to as the Group Policy Editor, uses policy
filesto interface to a system's Regidiry.

7.1 What Are Group Policies?

In agenerd sense, policies define what a user can and can't do. Under Windows 2000,
system adminigtrators use Group Policy to manage the policies that apply to

computers and users within aste or domain. These policies define certain aspects of
the user's desktop environment. They specify system behavior, and they restrict what
users are dlowed to do. In short, apolicy issmply agroup of related settings an
administrator can st.

Many of these policy settings are gpplied to keysin the Registry. The specific keys
and vaues written into the Registry depend on the policies you're trying to enforce. In
the Windows NT world, policy changes are persistent because they're applied
throughout the Registry, and no mechanism exists to sweep away the changes once
they're made (though one policy's changes can be overwritten by another set of
changes that occurs later).

Under Windows 2000, Group Policy settings that modify the Registry are dways
gpplied in one of four Registry subtrees. Microsoft recommends that Windows 2000-
savvy gpplications should look for policy information in HKLM\Software\Policies
and HK CU\Software\Palicies. If they don't find their settings there, they canlook in
HKLM\SoftwaréMicrosoft\CurrentV erson\Policies and

HK CU\Software\Mi crosoft\Windows\CurrentV erson\Palicies. If the gpplication il
hasn't found the settings it needs, it can look elsewherein HKCU or HKLM, or even
in INIfiles (though that's strongly discouraged). None of these subtrees may be
modified by nonadministrators.

7.1.1 Elements of a Group Policy

Much the same way that the Regidtry is arranged in a hierarchica dructure, policies
are categorized into sections and subsections. The sections and subsections that build
the hierarchy of Group Policy are cdled categories. Think of categories like folders a



group policy contains one or more categories, and each category may contain
subordinate categories. The subordinate categories may contain their own
subcategories, and so on. In addition to containing subcategories, categories contain
the specific policies an adminigtrator can configure.

Each policy controls the behavior of one aspect of a user's environment. For example,
asmple desktop policy specifies whether to hide dl icons on the desktop. There are
more eaborate policies that define the default quota limit and warning leve for an
individud filesysem.

Remember that these specific policies are gpplied to keys in the Registry. The number
of Registry keys affected depends on the complexity of the actua policy. A sngle
policy can condst of multiple settings, or parts. A part represents asingle vaue that is
stored in the Registry. Each policy is made up of zero or more parts. The policy for
hiding icons on the desktop does not contain any parts; it's Smply enabled or disabled.
The quota limit and warning leve policy, however, contains a number of parts, one

for each value that needs to be tored: the default quota limit value, the measurement
units for the quota limit, and so on. Since palicies require vaues of various data types,
parts differ asto their permissible vaues. Some parts require strings, some require
numeric values, and some parts values are restricted to a set of predefined values.

7.1.2 User Versus Machine Policies

There are two types of group polices. polices that apply to the computer and policies
that pertain to users. Computer configuration policies gpply to al users on a computer
and are active whenever ameachine is running. They're stored in the HKLM section of
the maching's Registry and include policies that define security settings, desktop
gppearance, and startup and shutdown scripts. They're applied when the machine
boots. Thisis different from System Policy Editor machine policies, which are applied
when auser logs on.

User configuration settings, on the other hand, are active for each user on a computer.
They're stored in the Registry under HKCU and define user- specific settings such as
assigned programs, program settings, and desktop appearance. Unlike computer
settings, which remain in effect until the computer is shut down, user configuration
settings are reloaded for each new user. In thisway, user policies can be downloaded
for auser, regardless of what machine she logsinto. Y ou can specify user policies that
can be gpplied to al users of a gpecific machine, or you can gpply policies that apply
only to specific users no matter where they log on.

=F Even though Microsoft uses the name Group Policy, you can't
- aoply group poalicies to Windows 2000 groups (more on that
" 4+ laer). Thisisadgnificant difference from the System Policy
Editor mechanism.

7.1.3 Defining Group Policy Objects

In Windows NT 4.0, policies are created for users, groups, and computers. They're
applied manudly to individual machines or stored on domain controllersfor



replication throughout a domain. In Windows 2000, adminigtrators can atach policies
to Active Directory containers such as Stes, domains, and organizational units
(lumped together with the acronym SDOU), aswell asto individuad machines. These
policies are stored in Active Directory Group Policy Objects, or GPOs. GPOs are
associated with Stes, domains, organizationd units, and individua machines, and
contain al the Group Policy settings an adminigtrator can configure. The policy
settings contained in a GPO are applied according to the SDOU membership of those
users and computers, theré'sa set of rules I'll discuss in the next few pages that
determines the effective policy gpplied to any given user or computer.

There are two types of GPOs. locad GPOs and nonloca GPOs (an inelegant if useful
term). Local GPOs are stored only on local machines, while nonlocal GPOs are stored
in Active Directory.

7.1.3.1 The local GPO

Regardless of whether a computer is part of an Active Directory environment or
operates as a tanda one machine, every system running Windows 2000 stores exactly
one local group policy object (LGPO).» The LGPO contains the primary policies for
that computer and the users on it. For a standaone Windows 2000 machine, these are
the only group policies the computer sees. When the computer is component of a Site,
domain, or organization unit, nonlocal GPOs join and take precedence over the
LGPO. If there's a conflict between LGPO policy settings and settings from the more
influential nonloca GPOs, the LGPO sttings are overwritten.

11y ou sometimes see reference to the local machine policy; that's just another name for the LGPO.

- GPO Rule #1: since local settings are gpplied firdt, they're
- aways overwritten by settings in inherited nonloca GPOs.

i
e

7.1.3.2 Policies and the Active Directory

The other type of GPOs, nonlocal GPOs (NGPOs), are stored in an Active Directory.
Each NGPO is associated with asite, domain, or organizationa unit. In contrast to
locally applied policies, NGPOs are gpplied to users and computers that are members
of various SDOUs. Each SDOU may have zero or more GPOs associated with it. The
order of gpplication determines which specific settings are gpplied.

The order in which nonlocal GPOs are gpplied respects the Active Directory
hierarchy. Sites, the most broad and least redtrictive of Active Directory containers,
process group policiesfirgt. All groups within asite inherit the Ste's policies. Next,
domain group policies are processed; containers beneath the domain inherit these
sttings. High- and low-level organizationd units follow in successon.

7.1.4 How Are Policies Stored?

While the Group Policies snagp-in quietly hides policy storage facilities from the user,
seeing how policies are actudly stored in Active Directory will help in understanding



how effective policies are subsequently calculated and applied. In Windows NT 4.0,
the System Policy Editor creates .POL filesthat contain Registry key and vaue pairs;
these pairs are loaded into a machine's Registry when the policy is gpplied. Far from
containing the contents of the entire Regigry, these palicy files contain only those
values required to implement the desired policy. After the policy fileis crested, it can
be applied manualy to individua machines or stored on adomain controller for
replication.

Therés asmilar mechanism for Windows 2000 policy settings stored in the Registry.
The Group Policy snap-in stores Registry-based settings in afile named Registry.pol.
The Registry.pol fileis actudly part of the group policy object. Although the format
of the palicy file differs from the Windows NT 4.0 syle, theideais the same.
Separate Registry.pol files exist for the different root keysin the Registry that can be
modified through Group Policy; one file contains customized Registry settings for
HKLM, another contains settings for HKCU. When the Group Policies snap-in sarts
up, it crestes temporary Registry hives for users and machines. If current policy files
are available, they're imported into this temporary Registry. As you change policy
settings, Group Policy modifies the temporary Registry under the node you've
changed. When Group Policy exits, the temporary Registry is exported into the two
Registry.poal files, from which the changes can be distributed.

Unlike Windows NT 4.0, however, policies are associated with stes, domains, and
organizationd units through GPOs. When Registry.pol files are created for nonlocal
GPOs, they're stored in what's called a Group Policy Template. Along with
adminigtrative templates, scripts, and other GPO information, this folder structure
includes user and machine subdirectories, which each contain their gppropriate
Registry.poal file

7.1.4.1 The structure of the Group Policy Template

Group Policy Objects actudly consist of two separately stored parts: the Group Policy
Container (GPC) and the Group Policy Template (GPT). The snap-in doesn't
differentiate between items that are stored in these two parts; dl their data gppears as
asgngle seamless collection.

The Group Policy Template resides on the domain controller in atree of folders called
the Sysem Volume (SYSVOL). SYSVOL serves the same function as the Netlogon
share on aWindows NT domain controller. It's designed to store information that
doesn't change very often. In addition to storing Registry.pol palicy files, the GPT
stores scripts, administrative templates, and other GPO-rdated files. The GPT isa
folder gructure with the following subfolders:

ADM
Contains adminigrative templates for this GPO
Scripts

Contains logon, logoff, startup, or shutdown scripts and other related files



USER
Contains the Registry.pol file gpplied to the HKCU portion of the Registry
USER\Applications

Contains application advertisement scripts ((AASTiles) that advertise the
availahility of automaticaly instaled applications to users when they log on

MACHINE
Contains the Registry.pol file gpplied to the HKLM portion of the Registry
MACHINE\Applications

Contains .AASfiles for gpplications gpplied to computers, not to individud
users

The GPC isan Active Directory object that contains metadata about the GPOs iniit.
Among other things, it contains information about the verson of the templatesiit
contains, datus flags indicating whether the GPT is enabled or disabled for each
SDOU, and alig of which items are contained in the GPO. This information indicates
whether the GPO is enabled or disabled and helps keep the GPC synchronized with
the GPTs.

7.1.5 How Are Policies Applied?

Applying a policy smply means merging the gppropriate policy filesinto a
computer's Registry under the respective root keys--HKCU for user-specific settings
and HKLM for computer- specific settings. Once apolicy fileisretrieved, the
individud policies contained within the file are compared againgt the Registry. As
you'll seein the section that deals with editing policies, individud policies are st to
one of three states: enabled, disabled, or not configured. Note that these states don't
say what the policy does, just whether it is applied (enabled), not applied (disabled),
or left done (not configured).

When an enabled policy is encountered in the policy file, the parts of the policy are
checked againgt the current settings in the four Registry subtrees that can contain
policy settings. If a part's val ue matches the corresponding value in the Regisiry, no
changeis made. If, however, the part's value conflicts with the Registry setting, the
Regidry is changed to reflect the enabled policy. This value exchangeis gtrictly a
one-way push from the policy file to the Registry. Manua changes made to the
Registry under HKCU or HKLM, with a Regigtry editor for instance, are not written
out to apalicy file. This kegps users from modifying administrator-defined policy
Settings.

Since each site, domain, or OU in Active Directory can have multiple policies, and
snce user and computer policies can exist both locdly and in any SDOU, you
probably have two questions at this point: when, and in what order, are policy files

applied?



7.1.5.1 Applying computer and user policies

The only types of objectsin the Active Directory environment that policies affect are
users and computers. The Registry.pol file contained in the user subfolder of the
appropriate GPT is downloaded and applied to the user (HKCU) portion of the
Regidry. Likewise, the Registry.pal file in the machine subfolder gets merged into the
Registry under the machine (HKLM) root key. Machine settings are applied when the
machine boots. User settings are downloaded each time a user logs on to a compuiter.
This enables machine policies to persst while the more trandent user settings are
swapped in and out. This additionaly alows usersto log on to different machines and
be greeted with a congstent set of policies (ignoring, for the moment, any differences
in machine policies between different machines).

In addition to being applied during their repective initidizations, both user and
meachine settings are gpplied during a periodic refresh cycle. This dlows automatic
updates of policiesthat have changed during the current session.

- In Windows 2000, when user Registry settings conflict with
2 ) computer Regigtry settings, computer settings generdly take
" 4+ precedence. Thisisaconvention followed by the operating

system, rather than arule of the Group Policy infrastructure.

7.1.5.2 Order of policy file application

I've answered the "when"; now on to the "in what order” question. Policy filesare
gpplied in a gpecific order that reflects the Active Directory structure. Since AD uses
ahierarchy to categorize different objects in a network, its sructure lends itself nicely
to imposing ardative importance to policies. The order of gpplication is asfollows

1. TheLGPO for the target machine is applied first. Remember that one and only
one LGPO exigts on every Windows 2000 machine.

2. Any GPOsfor the AD dte are gpplied next, in an order you specify.

3. Any doman GPOs are gpplied next, again in the order you specify.

4. Any Organizational Unit GPOs are gpplied last, from the least redtrictive to
the mogt redtrictive (parent, child, grandchild). At each OU level, order is
specified by the administrator. For example, if achild OU has three policies
specified, the adminigtrator can arrange them in any order, but al the child OU
policies are gpplied before any grandchild policies are applied.

The means that the last GPO to be processed is the GPO for the "lowest" OU. If you
think about how Microsoft normaly draws AD hierarchies (you know, the big
triangle diagrams), this makes sense; the last GPO applied is the one for the SDOU
that the user or computer is adirect member of. Processing the loca GPO before any
Active Directory GPOs gives the LGPO the smalest relative importance.

Aspalicy files are processed, they're merged into the Registry under the appropriate
keys. All gpplied policies contribute to the effective policy of the computer or user.
Naturdly, there will be instances where settings being gpplied for apolicy conflict
with earlier policy settings. By default, newer settings overwrite previous settings. In



fact, these newer settings may in turn be overwritten by another, later GPO. It is
possible, however, to enforce palicies from ahigher GPO (in effect, a policy applied
earlier in the gpplication order) so that they cannot be overwritten. This gpplies only
to nonlocal GPOs, the LGPO settings can't be set absolutely. Later in the chapter,
you'll see how the effective policies are caculated from the array of policy files thet
are gpplied to asystem.

7.2 Introducing the Group Policy Snap-in

For defining and controlling how various components of Windows 2000 behaves for
users and computers, Group Policy is used. Group Policy is a Microsoft Management
Console (MMC) snap-in that alows you to manage the behavior of programs,
network resources, and the operating system.

- Under Windows NT 4.0, the System Policy Editor creates and
a5 edits system palicies. While this editor is supplied in Windows
"% 2000, its useis limited to supporting downleve dients. Sinceit
creates Windows NT 4.0-gyle sysem policy files, you sill need
it to support NT domains. Additiondly, it's useful if you have

Windows NT 4.0, 95, or 98 clientsin your AD domains.

7.2.1 Adding the Group Policy Snap-in

To add the Group Policy snap-in to the MMC, run mmc.exe. From the Console menu
inthe MMC, choose Add/Remove Snap-in. Click the Add button on the Standalone
tab and sdect Group Policy from the list of sngp-ins provided. Y ou're then required to
choose a Group Policy Object to edit. Remember that group policy objects can be
stored locally on acomputer or can be linked to an Active Directory organizationd
unit, domain, or ste. The Sdect Group Policy Object didog defaultsto the loca
computer as the target GPO but alows you to browse through domains, OUs, Sites,
and computers to select the GPO you're interested in editing.

Once you've decided on a GPO, click the Finish button and close the list of provided
snap-ins. If everything went well, you're back on the Standa one tab of the
Add/Remove Snap-in diaog, and you see your target GPO listed as a snap-in under to
the Console Root. Figure 7.1 shows the Loca Computer Policy as the only added
snap-in.

Figure 7.1. The Add/Remove Snap-in dialog
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Y ou select the functiondity of the sngp-in by adding Group Policy extensions. Group
Policy extensons correspond to areas of the Group Policy that you can edit. The
following isalist of Group Policy extensons
Administrative Templates (Computers)

Edits Registry-based policy information for computer configuration
Administrative Templates (Users)

Edits Registry-basad policy information for user configuration

Folder Redirection Editor

Redirects Windows 2000 specid folders (such as My Documents and My
Pictures) to network locations

Remote Installation Services
Sets up client computers remotely
Scripts (Logon/Logoff)
Specifies scripts for user logorvlogoff
Scripts (Startup/Shutdown)
Specifies scripts for computer startup/shutdown
Security Settings

Configures security for domains, computers and users



Software Installation (Computers)
Makes gpplications available to computers
Software Installation (Users)

Makes gpplications available to users

To add one or more extensions to the Group Policy snap-in, select the Extensons tab
on the Add/Remove Snap-in didog. By choosing Group Policy from the dropdown
ligt of sngp-ins that can be extended, the available extensons are displayed, as
illustrated in Figure 7.2.

Figure 7.2. Available Group Policy Extensions dialog
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Y ou can select extensons on an individua basis or mass add dl extensons by setting
the Add al extensons checkbox.

i To edit loca group policy without having to endure the pomp
s and circumstance of the Microsoft Management Console and
g+ plug-ins you can smply launch gpedit.msc. Youll be
trangported directly to a Group Policy window with focus on the
local group policy object.

7.2.2 Learning the Group Policy Snap-in Interface

If you've dready used any of the MM C snap-ins, youll be ingantly familiar with the
interface for Group Policy. The consoleis divided into two panes: the left pane holds
the console tree, and the right pane displays information such as policies and settings.



Each node in the console tree under the Console Root represents an instance of an
added snap-in. Thus, by adding Group Policy with different GPOs, you can manage
multiple objects from the single console tree. Figure 7.3 shows asingle GPO (the
local group policy object) under the console root, with the Adminigtrative Templates
(Computers) and Administrative Templates (Users) extensions previoudy added.

Figure 7.3. The Group Policy MMC snap-in with Local Computer
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7.2.2.1 Controlling what you see

The MMC provides a consigtent interface for many facets of Windows 2000. The
commands that modify the display apply to the MMC as awhole, not just Group
Policy. The firgt thing you redlize about MMC, as you start adjusting window sizes
and resizing panes, isthat MMC dlows you to open more than one console window at
atime. The Window —2New Window command crestes a copy of the console
window. This enables you to view policies of one GPO in the first window while
concurrently viewing policies of a second GPO in another window.

The View menu provides away to change the appearance of the console window. The
View —Cusgtomize command leads to a Customize View diglog thet letsyou
configure which aspects of the MM C and snap-in you want available. Using the
checkboxesin this didog, you can hide or display the console tree, the standard
menus, the standard toolbar, the status bar, the description bar, and the taskpad
navigation tabs.

The right pane of the MMC digplays pertinent information about the node sdlected in
the console tree. The View menu provides four ways to view thisinformation. The
View —?Large lcons and View —2Small |cons commands provide pictorial
representation in the right pane; however, this can be repetitious as Group Policy

icons tend to be the same anyway. View—Ligt shows the same information in a
single column. The most useful display command, View —2 Detail, parsesinformation
into separate columns. Mogt leaf nodes in Group Policy contain apolicy column and a



Settings column. In detall mode, you can sort thisinformation by clicking acolumn
heading; that column is sorted into either aphabetica or reverse dphabetica order.

The View —2Choose Columns command brings up a Modify Columns didog that
alows you to add and remove columns from the display list. This diglog additionaly
alows you to change the order of some columns.

7.2.2.2 Navigating the console tree

The console tree acts in much the same way as the Windows Explorer tree view. You
expand branches by clicking the plus beside the node you want to expand and contract
them by subsequently dlicking the minus Sgn. Y ou highlight anode to display its
individua settingsin the right pane. The up arrow icon on the standard buttons

toolbar hikes you back up the hierarchical chain of the console tree until you reach the
root.

Some of the nodes have specia commands associated with them. For example, the
Adminigrative Templates node alows you to Add/Remove Templates. To view the
menu associated with a specific node, smply right-click that node. I'll explore some
of these specid commandsin a bit.

7.2.2.3 Viewing policy properties

As dated previoudy and shown back in Figure 7.3, most Group Policy leaf node
information contains policies and corresponding settings. To view the properties of a
particular palicy, right-click the policy in the right pane and select Properties.

7.3 Managing Policies

The Adminigrative Templates extensons to Group Policies handle dl Registry-based
policies in Windows 2000. In other words, Adminigtrative Templates provide a
mechanism for adminigtrators to configure user interface settings that are sored in the

Regidry.

Two adminigtrative template extensons can be enabled for a GPO, one for computers
and onefor usars. In GUI terms, these extensions enable Adminidrative Template
nodes in the console tree under Computer Configuration and under User
Configuration. (Refer back to Figure 7.3 for a console tree that includes both
Adminigtrative Templates nodes.) Until administrative templates are added, however,
these nodes are empty.

7.3.1 What Isan Administrative Template?

Adminigrative templates are ASCI| text files, usudly with a.adm extension, thet tell
the Group Policy interface what Registry settings an adminigirator can set. The
template files specify what categories and subcategories should appear under the
Adminigrative Templates node and how policy options are displayed. The Group
Policy interface trandates the template files into the GUI representation you see, from
the intermediate folders down to the policy settings.



The Windows 2000 syntax for adminigrative templates encompasses the previous
template syntax. Y ou can use older NT 4.0-style adminidrative templates to create
user interfaces in Group Policy, however, new templates can't be used with the
System Policy Editor.

It's not agood idea, however, to dlow NT 4.0-style policies to be applied to Windows
2000 clients, as could be the case in a mixed-mode domain with both NT 4.0 and
Windows 2000 domain controllers. If, for instance, an NT 4.0 client is upgraded to
Windows 2000, but the accounts of users on the machine continue to be managed by a
Windows NT 4.0 domain controller rather than Active Directory, the user receivesNT
4.0 user System Palicy.

This could have an adverse effect on the computer's Registry. The reason is that
Windows 2000 policies set keys and valuesin only specific areas of the Regidtry,
namely:

HKEY_LOCAL_MACHINESoftware\Policies
HKEY_CURRENT_USER\Software\Policies
HKEY_LOCAL_MACHINESoftware\Microsoft\Windows\CurrentV ersion\P
olicies

HKEY_CURRENT_USER\Softwaré\Microsoft\Windows\CurrentV ersion\Pol
ices

When Windows 2000 policy changes, these trees are cleared, and new policies are
copied down. Windows NT 4.0 palicies, however, don't recognize these Registry
aress. The keys and vaues they write can invade any part of the Registry and persist
until they're ether manually deleted or reversed by a counteracting policy.

7.3.2 Adding Administrative Templates

Assuming you have the Adminidrative Templates extensons enabled for Group
Policy, you can add adminigtrative templates for computer and user configuration of a
GPO. Under the GPO you wish to manipulate, expand elther the Computer
Configuration or User Configuration node. Right-click the Adminidrative Templates
node and select Add/Remove Templates from the menu. The ensuing didog, shown in
Figure 7.4, ligs the current policy templates.

Figure 7.4. The Add/Remove Templates dialog
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To add additiond templates to thislist, select the Add button and browse for the
desired template. Templatesincluded with Windows 2000 are ingtdled in the
%SystemRoot%\inf directory and come with a.adm extension. I'll talk more about
provided templates later in the chapter.

Understand that templates you add can contain settings for both Computer and User
configuration. That is, there are sections for Registry keys under both HKLM and
HKCU. It doesn't matter which node you add the templates from, the templateis
added to the Group Policy asawhole.

Asyou add adminigtrative templates, category nodes gppear beneath the
Adminidrative Template branches in the console tree. Each template conssts of a
new set of categories, subcategories, and optionsto display to the user. These are
interlaced into the settings of the currently loaded templates. Settings in the Computer
section of the template appear under the Computer Configuration node; likewise, the
User section populates the User Configuration Node.

7.3.3 Editing Policies

Using Group Policies to modify policiesis quite easy. The templates you add to
Group Policy provides the entire interface you need; what's left is deciding what
vaues you want for your policies.

To edit apalicy, expand the console tree until you find the category that holds the
policies you want to edit. Once you highlight the target category, you see the
category's paliciesin the right pane. If you've taken the advice earlier in this chapter,
you have the display set to View—2Detail, and you can see the policies current
settings. A policy can have three settings; enabled, disabled, or not configured.

Right-click the policy you want to edit and select Properties (double-clicking works
just aswell). The property's edit dialog will appear. What you see--that is, what you're
able to edit--depends on what parts make up the policy. Youll find that many policies
are Smply enabled or disabled, without any parts.

Figure 7.5 shows the palicy edit didog for the Limit profile sze policy, whichis
found in the user section of the SYSTEM.ADM adminidration template, under the
System category and LogorvLogoff subcategory.

Figure 7.5. The Limit profile size policy edit dialog
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The policy tab isdisplayed by default. The Explanation tab merely contains a
description of the policy. Thefirgt thing you see on the policy tab is a checkbox for
the policy name. Thisis actualy a checkbox with three states representing whether
the policy is enabled (checked), disabled (cleared), or not configured (grayed out).
When this checkbox is cleared or grayed out, the policy part inputs are disabled.

The policy in Figure 7.5 contains five parts that pertain to Registry keys and can be
modified. Thefirg part isan edit text box filled with a default string. The second and
fifth fidds are numeric inputs filled with default values. In addition to default values

for numeric input fidds, templates can dso specify minimum and maximum values

for acceptable user input. Lastly, two checkboxes accept Boolean input. In addition to
srings, numbers, and Boolean vaues, part types include combo boxes and list boxes.
Static text may aso appear for directions or user information.

The buttons at the bottom of this didog, Previous Policy and Next Policy, dlow you
to iterate through dl the policies of this category without having to close and reopen
the didog.

7.3.4 Creating Your Own Administrative Templates

Since adminigrative templates are merely ASCII files, they can be opened with atext
editor, modified, and loaded back into Group Policy. Asyoull seein amoment, the
gyntax and language used in these files, while perhgps not ingantly intuitive, isfar
from cryptic. These templates afford administrators the flexibility to creste a"ssfe”
conduit to nearly dl Registry datathet livesin HKLM or HKCU.12  This caninclude
configuration parameters for common programs such as Internet Explorer, aswell as
network and desktop settings. (However, note that there are dready Group Policy
templates for Office 2000 and Internet Explorer, provided as part of the Office
Resource Kit. See http://mww.microsoft.com/office for more details.)

(2 A second, but much more ambitious, way to extend the functionality of Group Policy is to write a software
extension for the Group Policy snap-in. Software development, unfortunately, is beyond the scope of this book.



Adminigrative Template files follow abasic structure that represents the hierarchy of
categories, subcategories, policies, and parts you see in the Adminigrative Templates
namespace. To illugrate the template format, here is an example template |
cannibalized from the provided system template, system.adm:

CLASS USER

CATEGORY !! SystentContro
KEYNAME Sof t war e\ M crosoft\ W ndows\ Current Versi on\ Pol i ci es\ System

POLICY I'lLinmtSize
KEYNAME
" Sof t war e\ M cr osof t\ W ndows\ Curr ent Ver si on\ Pol i ci es\ Syst enf
EXPLAIN !'ILim tSize_Help
VALUENAME " Enabl eProfi |l eQuot a"

PART !'! Si zeMessage EDI TTEXT
VALUENAME " Profi |l eQuot aMessage"
DEFAULT !! Def aul t Si zeMessage

END PART

PART !'! War nUser CHECKBOX
VALUENAME " War nUser "
END PART

PART ! ! War nUser Ti meout NUMERI C REQUI RED SPI N 5
VALUENAME "War nUser Ti neout "
DEFAULT 15
M N 0
END PART
END POLICY ;LimtSize
END CATEGORY ; Syst entCont r ol

[strings]

Def aul t Si zeMessage="St or age space exceeded."

LimtSize="Limt profile size"

LimtSize Help="Limts size of Profile."

Si zeMessage="Cust om Message"

Syst enCont r ol =" Syst enf

WarnUser="Notify user when profile storage space is exceeded."
War nUser Ti meout =" Rem nd user every X minutes:"

Notice that this template consists of one category, SystemControl. Inside that category
isadngle palicy, LimitSize. That policy is comprised of three parts, SzeMessage,
WarnUser, and WarnUserTimeout. Let's dissect the template:

The firgt statement, CLASS User, tells Group Policy that this policy falls

under HKCU. Policies that come under HKLM appear with the CLASS
MACHINE statement. Indeed, templates can and will contain both statements.
The CATEGORY ... END CATEGORY block defines the categories, or nodes,
that fal under the Adminigtrative Templates node in the console tree. This
example contains one category, SystemControl. More el aborate templates
contain a hierarchy of categories.

The KEYNAME statement tells Group Policy that dl polices and parts that
belong to this category store their vaues under
Software\Microsoft\Windows\CurrentV ersion\Policies\System. Policies can



specify their own key names as wdll. In this case, the keyname for the
LimitSize policy is the same as the category keyname.

The POLICY ... END POLICY block defines asingle policy. Each policy
block correspondsto a palicy item in the right pane of Group Policy you can
right-click to display its properties. A policy can be enabled, disabled, or not
configured. This template contains one policy item, LimitSize.

Each PART... END PART block specifiesasingle part of the policy that
enclosesit. This gppears asacontrol in the policy's property dialog, such asan
edit fidld (EDITTEXT), acheckbox (CHECKBOX), or anumeric input fied
(NUMERIC). Default values for parts may be provided for a user to accept or
regject. Policies that are either smply enabled or disabled won't contain parts.
The policy to remove the search button from Windows Explorer, for example,
doesn't require additiona Registry vaues beyond the enabled status and
therefore, doesn't contain any parts.

The policy in this example contains three parts, an edit text box, a checkbox
and anumeric input field. The quoted VALUENAME is the name the valueis
sored as. The edit text box, SizeMessage, contains a default string vaue of
"Storage space exceeded." The numeric user fidd contains a default value of
15 and aminimum vaue of 0.

Tagsthat are preceded by a double exclamation point (e.g., !LimitSize) are
tied to character strings from the string section. This provides the text Group
Policy usesto display the categories, policies, and parts.

The preceding Adminigrative Template contains asingle, multipart policy. Figure 7.6
shows how the property didog for this policy looks.

Figure 7.6. The example policy properties dialog
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7.4 Distributing Policies

Compuiters that operate as stlanda one machines depend solely on locd policy files for
their policy settings. Networked computers, however, have the chore of obtaining
policy files from the Domain Controller and merging them into their Registry. These
downloaded policies contain the policies of the Stes, domains, and organizationd
units that the computer and users are members of.



When you run the Group Policy sngp-in, you're required to select the Group Policy
Obyject for the settings you wish to modify. This can be a GPO associated with an
Active Directory object, or it may be aloca or remote computer GPO. The users and
computers that the policy affects, however, depends directly on which GPO is chosen.
The higher the GPO isin the hierarchy, the more machines the policy fileis

distributed to.

7.4.1 Under standing How Effective Policies Are Calculated

| said earlier that policies are gpplied to the Registry in a specific order. That is the
locd GPO, site GPOs, domain GPOs, and then OU GPOs from largest to smdles.
Clearly, ance policies are cumulative, order of gpplication is quite important. Policies
st early in the process can be overwritten by later GPOs. Since local GPO settings
are applied before nonloca GPOs, the LGPO is considered to be the least influentid
of al GPOs. The important policies, then, are those held by nonlocd, or Active
Directory, GPOs.

The hierarchy of the Active Directory istree-like in that an Active Directory container
can accommodate multiple containers beneeth it. Each of those containers, in turn,
can itsdf hold multiple containers. This continues down to the lowest-level OU
container that actualy houses actua users and machines. Asthe nonloca policiesare
gpplied in the order described previoudy, each new palicy fileis merged into the
Registry. This meansthat policy settings for Site GPOs cover dl domains,
organizationd units, users and machines within it. Settings for adomain GPO fan out
to dl the organizationd units, users, and machines below the domain. Next, high-leve
organizationa unit policies take effect and envelop dl subordinate OUs. Policies of
low-level OUs, while they are not as broadly applied as the higher nodes, are most
likely to be gpplied, snce they overwrite al conflicting policies previoudy merged
into the Regigtry. Since policies are applied top-down in asingle direction, policy
settings gpplied a lower leves, such as subordinate OUs, don't affect higher group
policy objects, such as site and domain GPOs.

7.4.2 Policy Inheritance

In the scheme of cdculating effective policies, there are some basic rules that need to
be understood about how policies are inherited. For the sake of clarity, let's discuss
thisin terms of parent and children GPOs, where a parent is any Active Directory
Container, and a child is one of the containers directly benegth it in the Active
Directory hierarchy.

Firg, you know from the previous discussion about editing policies that policies can
be enabled, disabled, or not configured. Child containers don't inherit policies that
aren't configured from their parent GPOs. This extends to the users and computersin
those containers. Disabled policies are, however, inherited as disabled. Enabled
policies, of course, are inherited as such. Furthermore, policy settings that are
configured for a parent OU (that is, either enabled or disabled) and not configured for
achild OU are inherited by the child. As an example, consder a desktop policy that
hides the Internet Explorer icon on the desktop. A child OU inheritsthis palicy if it's
enabled or disabled for the parent OU. The child doesn't inherit it if it's not configured
for the parent OU.



Inheritance additionaly depends upon the compatibility of policy settings, that is,
whether the intent of a setting inherently conflict with that of another policy setting.
When apolicy of aparent OU isincompatible with a policy of achild OU, the child
doesn't inherit the parent's policy setting. Instead, the child's policy takes precedence
and is applied. When a policy configured for a parent is compatible with the child's
policy, both policies are used. The parent's policy is inherited and gpplied dong with
the child's palicy; in this case, the effective policy isthe sum of the parts of those two
policies.

In some cases, an adminigtrator may wish to keep a child GPO from inheriting
policies from its parent and instead rely solely on the child's own policies. A third
basic rule of palicy inheritance dlows child GPOs to block inheritance. If thisoption
is set for a GPO, the GPO doesn't inherit any policy settings from its parent. Thisis
useful when a parent GPO has generd policies it wants to enforce on most of its child
GPOs. Y, there might be a child GPO that's exempt from these settings and should
maintain its own st of policies. Blocking inheritance alows the subordinate unit to
creste its own policies without interference from its parent. Following the previous
example, achild OU can disable or not configure the policy to hide the Internet
Explorer icon while blocking inheritance from the parent OU. In this case, even if the
hide icon palicy is enabled for the parent OU, the effective child policy doesn't reflect
that.

Lagtly, there's an option for parent GPOs that give them the ability to set mandatory
inheritance. By setting the No Override option on a parent GPO, dl children GPOs
must inherit al configured policies from that parent, regardless of compatibility or
inheritance blocking on the child GPO. This can be used for parent GPOs that want
their policy decisions to be unconditionaly respected. This option aso provides a
means of making sure that incompatible settings don't keep child GPOs from

inheriting parent GPO policies. Supposing that No Override is set for a parent OU that
aso enabled the hide Internet Explorer icon policy, its child OU unconditionaly

inherits that policy.

7.4.3 Managing Dispersal Through Group Policy Policies

The system adminidrative template includes a number of policiesthat define more
concretely how and when Group Policies are retrieved and gpplied. These policies are
found in both the computer and user sections of the system.adm file. To view the
compuiter-specific policiesin Group Policies, make sure system.adm isincluded asa
current policy template. Under the Computer Configuration\Adminigtrative Templates
branch, the System category contains a subcategory for Group Policy. The following
list describes some of these policies and what they mean:

Disable background refresh of group policy
Keeps group policy from being updated while a user islogged on. Not
enabling it dlows palicy to be updated whether auser islogged on or not.
When not enabled, update frequency istied to the Group Policy refresh
intervals for users and computers.

Apply group policy for computers asynchronously during startup



Allows the system to display the login prompt before the computer Group
Policy isfinished updating.

Apply group policy for users asynchronously during startup

Lets the system display the Windows desktop before the user Group Policy is
finished updating.

Group Policy refresh interval for computers

Allows customization of policy update frequency. The policy's parts dlow you
to specify how often Group Policy is gpplied to computers. The default is 90
minutes

Thereis an additiona user-specific policy found under User
Configuration/Adminidrative Templatesin the System category and Group Policy
subcategory. It works much like its computer-specific shling:

Group Policy refresh interval for users

Like the computer refresh interva policy, this policy alows you to specify
how often Group Policy is gpplied to users. The default is 90 minutes.

7.4.4 Setting Single Computer Group Policies

When you start Group Policy as a stlandalone MM C snap-in, a Select Group Policy
Object dialog appears that alows you to choose the GPO to modify. The GPO for the
Local Computer is entered as the default. Y ou can browse for another GPO by
selecting the Browse button. The subsequent browse dialog contains four tabs:
DomaingOUs, Sites, Computers, and All. GPOs stored on local computers are found
on the Computers tab. The radio buttons on this dialog dlow you to toggle between
the computer you're currently on and another computer, as shown in Figure 7.7.

Figure 7.7. Browse for Group Policy Object dialog
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To modify the LGPO of another compuiter, type in the computer name or browse and
select.



7.4.5 Setting Nonlocal Group Policies

Y ou use the same didog as shown in Figure 7.7 to select Active Directory Container
GPOs to configure. These GPOs are divided into two groups, DomaingOUs and
Sites. The DomaingOUs tab features a dropdown list to choose a container to look in
aswdl asaligt of GPOsin that container and their associated domain.

Similarly, you can specify a Site GPO on the Site tab. Again, adropdown list contains
the avallable Stesto look in. To view dl available GPOsin a certain domain, use the
All tab and sdlect the domain to look in. All GPOs in the selected domain will appear

for easy pickings.
7.5 What's in the Standard Policy Templates?

Windows 2000 includes anumber of administrative policy templates. Some are more
generd in nature and cover awider scope; others pertain to specific applications. The
firgt two templates are specific to Windows 2000 clients and are ingtaled in Group
Policy by defaullt:

INETRES.ADM

Contains Internet Explorer policies for Windows 2000 clients; contains both
machine and user settings. The HKCU settings, for the most part, regulate
seitings in the control pane of Internet Explorer. It has categories for the
Generd tab, Content tab, Connection tab, Programs tab, Advanced tab, as well
as some information ddivery redtrictions. The machine settings include
categories for security and code downloading restrictions.

SYSTEM.ADM

By far the largest standard policy template. The machine portion of the
template includes policy categories for adminigtrative services, which
encompasses login policies, file system settings, policy policies, and the task
scheduler; networks, and printers. Registry settings under HKCU cover a
broad range, from the control panel to Windows components to policies for
system contral.

The next adminigtrative templates are specific to NT 4.0, 95/98, or both, and should
be used with the System Policy editor rather than the Group Policies snap-in:

WINDOWS.ADM

Defines policy settings specific to Windows 95 and 98. The two categories
included in the HKLM section of this template detail network and system
policies, both of which encompass intermediate policy categories. Policy
settings for the control pand, network sharing, system restrictions, and custom
folders round out the user portion of thistemplate.

WINNT.ADM



Defines user-interface options specific to NT 4.0. While some of the
categories from the WINDOWSADM template appear here, the underlying
subcategories and policies are different. As expected, this template contains
both machine and user settings. The generd machine categories cover policies
for the system, networking, remote access, printers, user profiles and shell
seitings. The policy categories for the system, user profiles, and the shdll are
present under HKCU as well.

COMMON.ADM
Defines user interface options that are common to Windows NT 4.0, 98, and
95. In addition to system settings, it includes network settings for the machine
and desktop settings for users.
Findly, here are afew templatesincluded in the %SystemRoot%a\inf directory:
CONF.ADM
Contains both user and machine policy settings for Microsoft NetMeeting.
INETSET.ADM
While INETRES. ADM contains policy settings for Internet restrictions,

INETSET.ADM defines generd Internet settings. The HKCU section of the
template covers policy settings for colors, fonts, modem, and advanced

Settings.
WMP.ADM

Contains customization settings for the Windows Media Player.

i For detailed information about these templates and the policies,
s Regidry keys, and vaues that they cover, refer to Appendix A,

" % and Appendix B.




Chapter 8. Programming with the Registry

So far, dl the chaptersin this book have taught you how, and why, to use the Registry
tools that Microsoft provides as part of Windows 2000. For the most part, these tools
are sufficient for everyday use. However, you may find it necessary to write your own
tools from time to time.

Windows 2000 also provides a comprehensive set of routines that alow your
programs to read, write, and modify Regstry keys and vaues. Y ou can aso connect
to remote computers Regidtries, get and set security data on keys and values, and do
bascaly everything that RegEdt32, RegEdit, and the resource kit utilities can do. This
cgpabiility is adouble-edged sword: you can write programs that do exactly what you
want, but the burden of properly using the Regidry cdlsis entirdy on you.

8.1 The Registry API

Theorigind Regisry AP isdefined in winreg.h, part of Microsoft's Win32 Software
Development Kit (SDK) for NT 4.0 and Windows 95. The current version is ill part
of the Win32 API, but now it lives in the Microsoft Developer Network (M SDN)
Matform SDK. There are 28 didtinct routines in the Registry AP, though most of
them actudly have two variants: one that works with standard one-byte ASCII strings
and another that handles Unicode strings. The ASCII versons have routine names that
endin"A," such asRegCr eat eKeyA, while the Unicode versons end with a"W," as
iNRegCr eat eKeyW Macrosin winreg.h automatically map the correct variant to the
routine name. When you cal RegCr eat eKey, you automaticaly get the correct
Unicode or ASCII variant depending on how your header files are set up. (Of course,
inVisua Basic or Perl thisdidtinction ismoot.) The Registry stores sringsin

Unicode format, so when you cal one of the ASCII variants, the Registry code takes
care of converting one encoding to another.

Asif thisorigind set of functions wasn't enough, Microsoft has added a separate set
of Registry-related API routines as part of the Internet Explorer 4.0/5.0 shell. These
routines are delivered as part of the Shell Lightweight Utility API, and most of them
areimplemented in Versgon 4.71 and later of shiwapi.dll. All machines running
Windows 2000 or 98 have this DLL (as of thiswriting, it's Verson 5.00), while
machines running Windows 95 or NT 4.0 have it if they dso have Internet Explorer
4.0 or later. Some functions discussed later in the chapter are only available as part of
Internet Explorer 5.0 or later; those functions are noted.

8.1.1 API Concepts and Conventions

If you've used any other set of Win32 AP routines, you'll probably find the Registry
APl easy to digest. If you haven't, though, a brief review of some Win32 AP
fundamentas will help flatten your learning curve.

8.1.1.1 Input and output parameters



Each Regigtry routine described next has its own unique set of parameters. These
parameters give you away to tell the API routines what you want done and how to do
it. It'simportant to make sure you specify the parameters completely and correctly. If
you don't, you'll likely get ERROR | NVALI D_PARAMETER back as an error; it's entirely
possible that instead you might get a corrupted Registry and a crashed machine.

In generd, the C/C++ declarations for the Registry routines use pointers both for

input and output. For example, strings are alway's passed as pointers (surprise!), as are
outputs for things like security attributes and newly opened HKEY s. The Perl and
Visud Basic declarations use the type system appropriate for the language, as youll

see in the sections that cover each language.

8.1.1.2 Registry error codes

Every Registry API routine returns an error code asits value. These codes, dl of
which are defined in winerror.h, give you an easy way to test for success or failure of
an operation. Table 8.1 lists the most commonly used codes. A few routines can
return other error codes as noted, but these are the ones you're most likely to see.

Y our code should aways test for dl returned errors (not just these) and handle them
properly if they should occur.

Table 8.1. Registry Error Codes

Error Code Meaning
ERROR_SUCCESS The requested operation succeeded.
ERROR_FI LE_NOT_FOUND The requested Registry key or path doesn't exist.
ERROR_ACCESS_DENI ED The permissions on the requested key don't allow you to accessit.
ERROR _| NVALI D_HANDLE The HKEY you passed inisn't avalid Registry handle.
ERROR_OUTOFMEMORY There's not enough memory to read the data you requested.

One or more parameters you supplied areinvalid; you may have

ERROR_I NVALI D_PARAMETER omitted values for arequired parameter or supplied abad value.

ERROR_BAD_PATHNANME The path specified doesn't exist.
Theinternal Registry locking mechanism failed. Thisisusually
ERROR_LOCK_FAI LED because you're making multiple requests of the Registry from

within asingle process or thread.

The buffer you provided as a parameter istoo small to contain all

ERROR_MORE_DATA the available data.

ERROR_NO_MORE_| TEMS There are no more keys or values to enumerate.
ERROR_BADKEY The key handle you provided is bad.

ERROR_BADDB The hive that holds the key or value you requested is corrupted.
ERROR_CANTOPEN The requested key or value can't be opened.
ERROR_CANTREAD The requested key or value can be opened but not read.
ERROR_CANTWRI TE Y ou can't write data to the key or value you're trying to overwrite.

ERROR_REG STRY_RECOVERED|One or more hive files was reconstructed.

ERROR_REG STRY_CORRUPT  |Something very bad has happened to one or more hivefiles.

Thekernel tried to read, write, or flush cached Registry datafrom

ERROR_REG STRY_I O_FAI LED the corresponding hive but couldn't.

ERROR_NOT_REG STRY_FI LE [Thehivefileyoutriedtoload isn't ahivefile.

ERROR_KEY_DELETED You'retrying to modify akey that's been del eted.




8.1.1.3 Why some calls have names ending in "Ex"

Back in ancient times™ the origind Windows 3.x APl was the One True AP
application developers were counsded to use. As programmers did use the AP, the
inetiaof alarge indaled base made it hard for Microsoft to change the way any of
the origina 3.x routines worked. Instead of changing the originds, the Win32 AFI
added new routines where necessary and gave them new names ending with Ex. For
example, RegOpenKey begat RegOpenKey Ex, which adds an options flag and a SAM
access context--both of which are specific to Win32.

a Well, all right: around 1990.

In generd, you should avoid using the origind routines when an Ex equivdent exigs.
Most of the cool features of the Windows 2000 Registry (especialy those related to
security) arent available with the "cdlassc” API. In addition, it's possible that the old-
syle routines will stop being supported in future Windows versons. In afew casesit
may make sense to use the old- gyle routine anyway; I've noted these exceptions
where appropriate.

8.1.1.4 "Happy families are all alike"

The whole point behind the Win32 AP isthat you can write programs that use a
sngle API. Aslong asyou stick with that AP, your code should run on any Win32-
compliant platform, whether it's Win95 on Inte, WinNT on Alpha, Windows 2000 on
[tanium, or WinCE on whatever CPU the HPC builder chose. Y ou're not supposed to
have to care which underlying operating system is present. While thisis awonderful
theory, it sometimes bresks down in practice. For example, many of the routines
described here have dightly different behavior under Windows CE.®® More
importantly, some routines don't work at al under Win95.

(2l MSDN and the Win32 SDK both document these differences, so | won't go into them here.

Thismay be too harsh an indictment. What redly happens s that the routines don't

fail, but they don't do what they're supposed to; they just return ERROR_SUCCESS. This
means that your code still executes under Win9x, but it may not do what you intended

it to. At present, there are only four routines that behave this way under Win9x:

RegRest or eKey, RegGet KeySecuri ty, RegSet KeySecuri ty, and

RegNot i f yChangeKeyVal ue. If your gpplication uses any of these routines, be
forewarned: you won't get back the data you expect when your code is run under
Win9x. Be sure to handle these cases gracefully (for example, checking whether the
SECURI TY_DESCRI PTOR returned by RegGet KeySecuri ty isvdid before trying to use

it).
The sameistruefor the shel APIs| mentioned earlier: none of those APIs are

supported under Windows CE, and they may have dight functiona differences
between Windows 2000/NT and 95/98.

8.1.1.5 New and exciting datatypes



One of Windows 2000's biggest advantages over Win9x isits robust security
architecture. Since the Win32 AP is supposed to be common across Win9x,
Windows 2000/NT, and Windows CE devices, you may have seen, and ignored, some
of the Windows 2000- specific datatypes used in Registry AP routines. These
datatypes can be ussful, so aquick introduction will help you get familiar with them.
(Skip this section if you aready know how to use these types.)

The Registry APl uses many standard Windows datatypes such as DWORD and LPSTR.
However, there are six datatypes that are fairly unfamiliar to most programmers who
haven't yet written Windows 2000-specific code. Eachisused in at least one Registry
cdl.

HKEY

Theinitid letter of this type should tip you off to what it is. Microsoft uses
Hungarian notation,® so the initid H means this datatype isahandle to
something. An HKEY is an opague handle to a Regigiry key; the handle actualy
pointsto alarge table of key references, so it's not a handle in the pointer-to-a-
pointer sense most programmers usudly use.

13 This notation gets its name from Charles Simonyi, the Microsoft developer who invented the
scheme. As you might infer from his surname, he's Hungarian. Despite the fact that it's ugly and
restrictive, it has caught on in Windows books, perhaps because Microsoft uses it exclusively in their
header files and example code.

winreg.h includes definitions for the standard six root keys. Anywhere you can
use an HKEY, you can use HKEY _LOCAL_MACHINE or one of the other
predefined root key HKEYS.

REGSAM

REGSAMIs redly aDWORD in disguise; its values represent the permisson you're
requesting when you open or create akey. Lega vaues are shown in Table
8.2. You can use any of them when creating or opening a key, but you should
limit what you ask for to what you actudly need. In most cases, that means
either KEY_READ Or KEY_WRI TE.

Table 8.2. REGSAM Access Mask Values

Value Meaning

Combination of KEY_QUERY_ VAL UE,
KEY_ENUMERATE_SUB_KEYS, KEY_NOTI FY,
KEY_CREATE_SUB_KEY, KEY_CREATE_LI NK, and
KEY_SET_ VAL UE access

KEY_ALL_ACCESS

KEY_CREATE_ LI NK Grants permission to create a symbolic link to specified key
KEY_CREATE_SUB_KEY Grants permission to create new subkeys
KEY_ENUMERATE_SUB_KEYS|Grants permission to enumerate subkeys of the parent key
KEY_EXECUTE Grants permission to read subkeys and values

KEY_NOTI FY Grants permission to request change notification on the parent key or

itsvalues

KEY_QUERY_VALUE Grants permission to get subkey values and their contents




KEY READ Combination of KEY_QUERY_VALUE,

- KEY_ENUMERATE_SUB_KEYS, and KEY_NOTI FY access
KEY_SET_VALUE Permission to change subkey values
KEY WRI TE ;:(:)Crglsals nation of KEY_SET_VALUE and KEY_CREATE_SUB_KEY

SECURI TY_I NFORVATI ON

Windows 2000 allows you to read and write ACLs on Registry keys.

However, you must specify exactly which
The SECURI TY_I NFORMATI ON type hand|
the vaues liged in Table 8.3 when cdling

ACL you want to view or change.
esthis; it dlows you to specify any of
RegGet KeySecurity Or

RegSet KeySecuri ty. Thefirg four valuesin the table are vdid for Windows
NT 4.0 or 2000; the last four are Windows 2000-only.

Table 8.3. SECURITY_INFORMATION Values

Value

Meaning

OMNER_SECURI TY_I NFORMATI ON

Indicates that you want information about the
owner identifier of an object.

GROUP_SECURI TY_I NFORMATI ON

Indicates you're requesting information about
the primary group identifier of the object. Only
objects connected with the POSIX subsystem
have thisinformation.

DACL_SECURI TY_| NFORMATI ON

Indicates that you want information about the
discretionary ACL of the object.

SACL_SECURI TY_I NFORMATI ON

Indicates that you want information on the
system ACL of the object.

PROTECTED_DACL_SECURI TY_| NFORMATI ON

Indicates that this DACL may not inherit ACE
entries from its parent.

PROTECTED_SACL_SECURI TY_| NFORMATI ON

Indicates that this SACL may not inherit ACE
entries from its parent.

UNPROTECTED_DACL_SECURI TY_I NFORMATI ON

Indicates that this DACL inherits ACE entries
from its parent object.

UNPROTECTED_SACL_SECURI TY_I NFORMATI ON

Indicates that this SACL inherits ACE entries
from its parent object.

SECURI TY_DESCRI PTOR

Access control datais stored in SECURI TY_DESCRI PTOR gtructures. Like HKEY,
HWAND, and other types, a SECURI TY_DESCRI PTCR is opaque; there's no way to
decipher exactly what it pointsto or contains without using the Win32 security
AP routines. (Actudly, thisis afudge. Microsoft documents the structure but
gernly warns developers againg reading or modifying itsfields.)

SECURI TY_ATTRI BUTES

The SECURI TY_ATTRI BUTES gtructure encapsulates a security descriptor and

data needed to interpret it:

typedef struct _SECURI TY_ATTRI BUTES {

DWORD nLengt h;
LPVA D | pSecurityDescri ptor;




BOOL bl nheri t Handl e;
} SECURI TY_ATTRI BUTES;

ThenLengt h member specifiesthe sSze of the security descriptor pointed to by
| pSecurityDescri ptor. Thebl nherit Handl e member controls whether a
child process spawned by the process that owns the SECURI TY_ATTRI BUTES
Structure should also receive the owning process security descriptor.

FI LETI ME

TheFI LETI ME structure contains the access date and time for an object. Its
format isalittle odd:

typedef struct _FILETIME {
DWORD dwiLowDat eTi Ire;
DWORD dwHi ghDat eTi ne;
} FILETI ME;

Together, the two DWORDS represent the number of 100-nsec intervassince 1
January 1601. | have no ideawhat possessed Microsoft to use this particular
date asthe base of their time system. Fortunately, there are anumber of
routines for converting between FI LETI ME values and more useful formats,
check out Fi | eTi meToSyst enili me for one example.

8.1.1.6 New routines = new datatypes

When Microsoft added the shell utility routines as part of 1E 4.0, they aso had to
creste some new datatypes to fully support those routines. Mogt of the shell utility
routines provide functiondity not included in the standard Win32 APl set. However,
the file association routines (AssocCr eat e, AssocQuer yKey, AssocQuery- Stri ng,
and AssocQuer y St ri ngByKey) bundle severd Regidiry operationsinto asingle
function. These routines actudly encapsulaiethe | Quer yAssoci ati ons COM object;
its purpose is to return the correct key and OLE class information from HKCR for a
specific type of document file. By providing a stlandard way to do this (instead of
requiring every developer to roll their own) Microsoft is trying to reduce the number

of association-reated frustrations foisted on end users. The new datatypes are:

ASSCCF

The AssocF gructure holds flags that specifies what data you want back from
acdl to one of the association functions. Table 8.4 shows the flags and their

vaues.
Table 8.4. ASSOCF Values
Value Meaning
Finds the association for the selected executable. When this
ASSOCF_I NI T_BYEXENAME flag is not set, the query routines return the association for the
.exefiletype.
ASSOCF_OPEN_BYEXENANME Identical to ASSOCF | NI T_BYEXENAME.




ASSOCF_| NI T_DEFAULTTOSTAR

If no matching association is found under the selected root
key, and thisflag is set, checks the HK CR\* subkey for a
match.

ASSCCF_| NI T_DEFAULTTOFCOLDER

If no matching association is found under the selected root
key, and thisflag is set, checks the HK CR\Folder subkey for a
match.

ASSOCF_NOUSERSETTI NGS

When set, directs the query code to search HKCR only, not
HKCU\Software\Classes. By default, both keys are searched,
and the user valueisused if present.

ASSOCF_NOTRUNCATE

If the found value istoo big for the supplied buffer, don't
truncate it; instead, return the required buffer length and an
error.

ASSOCF_VERI FY

Cross-checks the found association with the class factory or
executable that owns the associated type. Imposes a
performance penalty but provides extra safety.

ASSCOCF_ REMAPRUNDL L

Tellsthe query code to ignore the presence of the rundll.exe
command in the supplied command string; this prevents the
query code from returning association information for rundll.

ASSOCF_NOFI XUPS

Don't fix any errors found when ASSOCF_VERI FY is set.
When set, this flag may cause your code to modify Registry
data.

ASSOCF_| GNOREBASECLASS

Ignoresthe BaseCl ass value when searching for
associations.

ASSOCKEY

The ASSOCKEY enumerated type tdlls the association routines what kind of key
you want returned from your association query. Y ou have to usethistypein
cdlsto AssocQuer yKey to ensure that you get the desired key in return. See
Table 8.5 for the enumeraion's values.

typedef enum {

ASSOCKEY_SHELLEXECCLASS = 1,

ASSOCKEY_APP,
ASSOCKEY_CLASS,
ASSOCKEY_BASECLASS,

} ASSOCKEY;
Table 8.5. ASSOCKEY Values
Value Indicatesyou're asking for...

ASSOCKEY SHEL LEXECCLASS A hand!eto akey that can be passed directly to the Shel | Exec(

- ) function
ASSOCKEY_APP A handleto the Application key for the specified file class
ASSOCKEY_CLASS A handleto the class key or ProglD
ASSOCKEY_BASECLASS A handle to the class BaseClass key

ASSOCSTR

The ASSOCSTR enumerated type tdlls the association routines what type of
string you want as the result of aquery. For example, you can request the
friendly name of an executable or document type, the command for a
particular shell verb, and so on. Table 8.6 enumerates this type's va ues and

their meanings.

typedef enum {




ASSOCSTR_COVVAND,

ASSOCSTR_EXECUTABLE,
ASSOCSTR_FRI ENDL YDOCNAME,
ASSOCSTR_FRI ENDL YAPPNAME,

ASSOCSTR_NOCPEN,

ASSOCSTR_SHEL L NEWV/AL UE,
ASSOCSTR_DDECOVVAND,
ASSOCSTR_DDEI FEXEC,

ASSOCSTR_DDEAPPLI

CATI ON,

ASSOCSTR_DDETOPI C

} ASSOCSTR;

Table 8.6. ASSOCSTR Flags

Value

Indicatesyou'reaskingfor-...

ASSOCSTR_COMVAND

The command string associated with the specified shell verb

ASSOCSTR_EXECUTABLE

The executable name from a shell verb command string (see the
note for ASSOCF_ REMAPRUNDLL)

ASSOCSTR_FRI ENDL YDOCNANME

The friendly name of adocument type

ASSOCSTR_FRI ENDL YAPPNANME

The friendly name of an application

ASSOCSTR_NOOPEN All information except the contents of the Open subkey

ASSOCSTR_SHELLNEW/ALUE  |Information from the ShellNew subkey

ASSOCSTR_DDECOMVAND The template that forms DDE commands sent to this object

The DDE command that creates a new instance of the selected

ASSOCSTR_DDEI FEXEC .
- object'sfactory

The application name needed to send DDE broadcaststo the

ASSOCSTR_DDEAPPLI CATI ON A
- application

ASSOCSTR_DDETOPI C

HUSKEY and PHUSKEY

HKEY is an opague type that represents a handle to an open Registry key.
HUSKEY isalittle different. It's a handle that represents a user-specific key (as
you'll seein the next section).

8.1.1.7 User-specific keys

Windows NT 3.1 introduced the concept of multiple user profilesto the Windows
world. The ideawas that each user could have her own group of persona settings that
would automatically be loaded when she logged on. In Windows NT 3.51, Microsoft
expanded this concept to cover domains, so that users could get their persond setting
(or profile) information no matter where in the domain they logged on. However,
some applications store their settings under HKCU, and others use HKLM.
Compounding the problem, not al programs and components keep their setting data
in the Regigtry. The introduction of user-specific class keys (see Section 2.1.2.4)
makes things even more complicated, Snce some per-user settings may actudly be
inherited from HKCR.

To fix this problem, Microsoft has introduced the concept of user-specific keys
(USK). Theideaisthat al settings for one user can be stored benesth that user's USK,
which then conveniently becomes the user's profile, making the settings portable.
Applications that use the shdll utility APl are encouraged to use the USK functionsto

The topic name needed to send DDE broadcasts to the application



store and retrieve user-ecific data so that dl the user's profile settings are stored in
the same place.

8.1.1.8 An extremely brief example

Almogt every C or C++ book includes an example based on the famous "Hello,
World" example from Kernighan and Ritchi€s The C Programming Language.
Following that venerable tradition, Example 8.1 shows what a smilar program that
uses the Registry looks like.

Example 8.1. A Modern Variation of the Canonical "Hello, World"
Program

#i ncl ude <wi ndows. h>
#i ncl ude <wi nreg. h>
#i ncl ude <stdi o. h>

/1 Hello, World! for the Registry: gets this nmachine's nanme and
prints
/1 it out.
voi d mai n(voi d)
{
unsi gned char pszName[ MAX_PATH = ""
DWORD nNameLen = MAX_PATH;
HKEY hkResul t, hStartKey = HKEY_LOCAL_MACHI NE;
| ong nResult = ERROR_SUCCESS;

nResult = RegOpenKeyEx(hSt art Key,

"SYSTEM\ Cur rent Control Set\\ Contr ol \\ Conput er Nane\ \ Act i veConput er Nare

' OL, KEY READ, &hkResult):
i f (ERROR_SUCCESS == nResul t)
{
nResult = RegQueryVal ueEx(hkResul t, " ConputerName",
0, O,

pszNane, &nNanelLen);
i f (ERROR_SUCCESS == nResul t)
printf("Hello, world, from%!\n", pszName);
el se
printf("l don't even know ny own name.\n");

}
RegCl oseKey(hkResul t);

i Throughout the C examplesin this section, you'll notice that I've
=5 had to use double backdashes (\\) in Registry paths. That's

g because the C preprocessor treats asingle backdash as aflag
character that marks a special character sequence; to get one
backdash in a gtring, you need to include two.

This example contains code to implement the three most basic--and most common:--
Registry operations.



1. Open akey whose full path you know using RegOpenKey Or RegOpenKeyEx,
then retain the HKEY returned when the key is opened.

2. Usethat returned HKEY to get a vaue whose location and type you dready
know (in this case,
HKLM\SY STEM \CurrentControl Set\Contro\ComputerName\A ctiveCompute
rName).

3. Do something with the retrieved vaue, and close the key opened in Step 1.

Almog dl programs that use the Regidry involve these three steps. Of course, in
addition to (or instead of ) reading Registry data, you can write new data to a value or
enumerate a sequence of keys or values to find one that matches what you're looking
for. Youll learn how to do al these thingsin the following sections.

- In the following sections, | present the APl as Microsoft defined
ay it: usng C. The sections on programming with Perl and Visud
4+ Basic contain the correct definitions for those languages.

8.1.2 Opening and Closing Keys

In Chapter 1, | pointed out the organizational Smilarities between afilesystem and the
Regigtry. These smilarities are more than skin deep: they extend to the actuad process
of moving datainto and out of the Regigtry. In generd, the same rules apply when
working with Regisiry keys and their values as with disk files.

Firg and foremogt, you have to open akey when you want to use it, then close it when
you're done. If you don't open akey, you can't get its values. If you don't close the key
when done, other applications can't access it, and your changes aren't written out
when you'd expect them to be. The API routines that open keys require two
arguments. a path to the key you want to open and an open parent key. This may seem
like a Catch-22: how can you open akey if you must dready have an open key? The
answer issmple: the root keys (HKLM, HKCC, HKCU, HKU, HKDD, and HKCR)
are dways open, so you can use them when you open any other key.

- There are exceptions to the foregoing rule: some of the shell
- utility API routines don't have to open or close keys. For

" 4 example, you can cal SHRegCr eat eKey, which creates anew
user-specific key underneath your choice of HKLM or HKCU,
without opening either parent key. Y ou even get back ahandle
that you can use with other shell AP routines, al without

opening or closing any other keys.

The next amilarity involves access controls and rights. If you're accustomed to NTFS,
Unix, or Novdll filesystems, you know that files and directories can have permissons
attached to them that govern who can open, modify, delete, and move things around.
In ACLSs, files dso have rights, which the ACLs grant. One entry in the ACL might
grant Adminigrator the right to read or write afile, while another might deny write
access to members of the Domain Users group. Registry keys have these same
controls and rights. Asyou'l learn in Chapter 9, you can keep your Registry secure by



putting ACL s on security-sengitive keys. When you open a Regidiry key, you must
gpecify what access you want to it: read, write, enumerate, and delete are dl
examples. Windows 2000 checks the access you request againgt the ACLs on the
Registry key to decide whether or not you get access.

The best way to stay out of trouble when opening and closing keys is to remember to
balance key openings with closings. Later in the chapter (in Section 8.3.2), you'll see
a C++ class, st Key, that automates the cleanup process. Please be sure to close any
keys you open even when errors or exceptions interrupt the norma flow of control in
your code.

8.1.2.1 Opening keys

When you're ready to open a key, there are two different approaches you can take.
Thefirst oneisto usethe RegCr eat eKey Or RegCr eat eKeyEx functions, which I'll
talk about in abit. They'll autometicaly open the key you specify or createit if it
doesn't exist. The second method, which is probably better for most gpplications, isto
open the key with RegOpenKeyEx or RegOpenkey. Why are these calls better? They
fail when you try to open akey that doesn't exist, while the RegCr eat e functionswill
create anew key with no vauesin it. Imagine that you're cdling a friend named Bill

on the phone. If you call and are told "Bill's not here" by the person who answers,
that's the equivaent of caling RegOpenKey routines on a nonexistent key. By contradt,
cdling Bill and being told "Bill's nat here, but I'll pretend to be him" is more or less
what hgppenswhen you call RegCr eat e. That may sometimes be desirable, but it's
not a pleasant surprise if you're not expecting it.

The recommended way to open akey iswith RegOpenKeyEx. Y ou supply an open
key, which may be aroot key or akey you've aready opened; the name of the full
path to the key you want to open; and amask describing what access you want to the
newly opened key.

LONG RegOpenKeyEx( hKey, pszSubKey, dwOptions, samDesired, phkResult);

HKEY hKey Handle to any open key or root key.

Name of the subkey of hKey you want to open; if NULL or empty,

LPCTSTR K
CTSTRIpszSubKey RegOpenKeyEx just opens an additional copy of hKey instead.

DWORD |dwOpti ons |Reserved; must beO.

Mask defining access rights you're asking for (just use either KEY_READ or

REGSAM |sanDesi r ed KEY VRl TE).

PHKEY |phkResul t |Pointer to the newly opened key; NULL if an error occurs.

The following code opens akey under HKLMfor reading, then goes on to do some
other processing (which I've omitted here). If you combine the root key and the vaue
of pszSubKey, you'l seethat the key being opened is
HKLM\SOFTWARE\LJL\ArmorMal\Users; if I'd aready had any key in that path
open (for example, HKLM\SOFTWARE\LJL) | could have shortened the subkey
name accordingly.

DWORD result = ERROR_SUCCESS;
HKEY firstKey;




/1l try to open the user list key; if we succeed, enunerate its

subkeys

result = RegOpenKeyEx(HKEY_LOCAL_MACHI NE, " SOFTWARE\\ LJL\\ Ar nor Mai | \\
Users", OL, KEY_READ, &firstKey);

i f (ERROR_SUCCESS == result)

If you try to open akey for access that the DACL on the key doesn't alow (for
example, trying to open any of the HKLM\HARDWARE subkeys for write access
from an unprivileged user account), you get ERROR_ACCESS_DENI ED for your trouble.
One of the "gtrongly recommended” criteriafor getting the Win9x and Windows 2000
certification labd s is that you should open keys with the privileges you need: don't

ask for KEY_ALL_ACCESS when what you redly need isKEY_READ. Y ou should ask for
write access only when you're ready to write data to the Regigtry; this reduces the risk
that your code will accidentaly damage the Registry while you're developing it.

If you're willing to use the default system security mask for key access, you can use
the RegOpenkey function instead. It takes the same hkey, pszSubKey, and phkResul t
parameters as RegOpenKey Ex, but it doesn't accept a desired SAM mask.

LONG RegOpenKey( hKey, pszSubKey, phkResult);

HKEY hKey Handle to any open key or root key.

Name of the subkey you want opened; if NULL or empty, RegOpenKey

LPCTSTR pszSubkey opens another copy of hKey.

PHKEY |phkResul t |Pointer to the newly opened HKEY.

The only difference between RegpenKey and RegOpenKeyEx isthat the latter hastwo
extra parameters. Apart from that, they function identically. One portability warning,
though: as with the other Win 3.x Regisry AP cdls, RegOpenKey isunsupported on
Windows CE. If you're writing code you want to be portable, stick with the .Ex
functions, tempting though the old ones may be.

8.1.2.2 Opening a key while impersonating another user

Asit turns out, Windows NT and 2000 both cache the contents of HKCU for dll
threads in a process. Thisisabig efficiency win (which iswhy Microsoft did it), but
if you're writing an gpplication that uses multiple threads, it can pose aticky problem
if any of those threads has to impersonate another user. For example, let's say you're
writing an antivirus utility. Y ou want it to be able to scan memory and files owned by
whichever users are present on the system, so you code it to spawn one thread for
each interactive or network user. Guess what? The default behavior resultsin your
gpplication reading, and storing, settings only in HKCU, even if other users have set
preferencesin their own profiles. This problem is particularly acute for people who
are writing management utilities that have to dedl with users and services sharing a
computer (or, worse, using Termind Services).

Therésaway to fix this when writing applications for Windows 2000: the
RegQpenCur rent User cal opens the appropriate user-pecific key for the thread that
cdlsit. For example, if you have one thread running as Adni ni st r at or and another
running asRA\ paul r , and each thread calls RegOpencCur r ent User , one thread gets
HKU\Administrator and one gets HK U\paulr .




[l Actually, these names would be replaced by SIDs, but you get the idea.

LONG RegOpenCurrent User (r Desi redPerms, phkResult);

REGSAM |r Desi r edPer s Permissions you want to have on the user-specific key.

PHKEY |phkResult Pointer to the newly opened HKEY.

8.1.2.3 Opening the user's class data

In Windows 2000, the class information that used to live only in HKCR has been
partitioned into two chunks: one that livesin HKCR and one that occupies the new,
user-gpecific HK CU\Classes subkey. When you want data about OLE/ActiveX
objects or class definitions (say, to find out which class factory to use to create a new
object), how do you know where to look? Worse till, what if you're writing a
multiuser or server-based application that needs to get the correct settings for
whatever user is currently making arequest? Oh, the horror.

The solution is anew, Windows 2000-only AP! cdl, RegOpenUser Cl assesRoot . This
routine allows you to open a handle to the class data for a particular user. Windows
2000 automaticaly combines that user's HK CU\Classes key with the machine's

HKCR datato present asingle unified tree to your program.

LONG RegOpenUser Cl assesRoot (hToken, dwOptions, sanmDesired,
phkResul t);

HANDLE|hToken Access token that identifies the user whose data you want.

DWORD |dwOpt i ons |Reserved; must be 0.

Mask defining access rights you're asking for (just use KEY _READ or

REGSAM|sanDesi r ed KEY VRl TE).

PHKEY |phkResul t |Pointer to the newly opened HKEY; NULL if an error occurs.

The dwpt i ons, sanmDesi r ed, and phkResul t parametersare al pretty
graightforward, since they work the same as they do when calling RegOpenKeyEx.
hToken takesalittle more explaining: it's a process token like the one the system
generatesinternaly when you log on interactively. In fact, you can pass that same
token to RegOpenUser Cl assesRoot , but normaly you wouldn't need to, since you
can get the active user's class data when running processesin that user's context. It's
more likely that you'd need to get a token representing some user other than the
current user. For example, in amultiuser server gpplication, you'd probably want to
retrieve each individual user's data by opening their class data key. There are Six
routines that can give you back atoken of the type you need to cdll

RegOpenUser Cl assesRoot : (See Table 8.7). Which of these routines you use will
depends on what you're trying to do. Mogt of the time, though, you'll probably use
either LogonUser , OpenPr ocessToken, OF OpenThr eadToken.

Table 8.7. API Routines That Can Give You a Token to Use with
RegOpenUserClassesRoot

API routine Useit when you want to...

Log anew user on to the local computer and run processes as that

LogonUser
user.

CreateRestrictedToken |(Windows 2000 only) Create anew token with fewer privileaes than




some existing token.

Dupl i cat eToken Duplicate an existing token, keeping the same access privileges.

Duplicate an existing token, creating either an exact duplicate or an

Dupl'i cat eTokenEx impersonation token.

OpenPr ocessToken Obtain a handle to the access token of an existing process.

OpenThr eadToken Obtain ahandle to the access token of an existing thread.

8.1.2.4 Closing keys

There's only oneway to close ahandleto akey: RegCl oseKey. You passin the HKEY
you want to close. If it's successfully closed, you get ERROR_SUCCESS back.
Otherwise, you get an error that indicates what went wrong.

LONG RegCl oseKey (hKey);

You can actudly cal RegCl oseKey on one of the predefined root key entries. It
reports a successful close but doesn't actualy close the root key. This frees you from
worrying about whether the HKEY you're trying to close is redly yours or not.

When you close an HKEY, any data you've changed in that HKEY or its subkeys may be
written to disk. On the other hand, it may not; the Registry support code may cache
these changes until the next time it's convenient to flush them out to disk. Don't

assume that your changes are immediately preserved as soon as you close aHKEY. Do
assume that your changes are not preserved until you do so.

8.1.3 Creating Keys

Y ou can create new keys anywhere you have permisson. As| pointed out in earlier
chapters, you probably won't need to do so very often unless you're writing
goplications that use the Registry to store their parameters. Just in case, though, here's
how to do it.

RegCr eat eKeyEx isthe most powerful function for cresting a new key. When you ask
it to create akey, it does so, then opensit. If the key dready exidts, it just opensit and
returns ahandleto it. In ether case, after a successful call to RegCr eat eKeyEx youll
have an open key handle that can be used for dl manner of things as described
elsawhere in the chapter.

LONG RegCr eat eKeyEx( hKey, pszSubKey, Reserved, pszC ass, dwOptions,
sanmDesired, | pSecurityAttributes, phkResult, | pdwDi sposition);

Handle to an open key under which the

HKEY hKey new subkey is created; applications can't

create keys directly under HKLM or
HKU.

Path to the new subkey you want to

LPCSTR pszSubKey hKey. The pathname must not begin
with abackslash. Any keysin the path
that don't exist are created for you.

DWORD Reserved Reserved; must be NULL.

create; this path isinterpreted relative to

LPCSTR pszCl ass Specifies the class of the key. Microsoft




says "No classes are currently defined;
applications should passaNULL string."

DWORD

dwOpt i ons

May be

REG_OPTI ON_NON_VOLATI LE
(creates the key as anormal, persistent
key), REG_OPTI ON_VOLATI LE
(createsthe key asavolatile key that is
never stored to disk), or

REG_OPTI ON_BACKUP_RESTORE
(ignoressanDesi r ed and attempts to
open the key for backup/restore access.)
The default is

REG_OPTI ON_NON_VOLATI LE.

REGSAM

sanbDesired

Contains an access mask specifying
what access you want to the new key;
see Table 8.2 for acomplete list.

LPSECURI TY_ATTRI BUTES|l pSecurityAttributes

Oninput, pointsto a

SECURI TY_ATTRI BUTES structure
that controls whether child processes
and threads may accessthiskey. Leave
this NULL to turn off inheritance.

Pointer to HKEY containing the newly

PHKEY phkResul t
opened key.
Points to a DWORD that indicates what
happened; it is set to

LPDWORD | pdwDi sposi tion REG_CREATED_NEW KEY if the

requested key hasto be created, or
REG_OPENED_EXI STI NG_KEY if the

key ismerely opened.

When you open an existing key, RegCr eat eKeyEx ignoresthel pCl ass, dwOpt i ons,
and| pSecurityAttributes parameters, sincether vaues are determined by the

exising key.

Once you successfully call RegCr eat eKeyEx, you're guaranteed to have an open HKEY
you can use to add values or subkeys. Of course, a newly created key won't have any
of ether item, but an existing key that RegCr eat eKey Ex opened might indeed; be sure
to check | pdwDi sposi ti on if you need to know whether the key was created or just

opened.

il n

(D5 i

Y ou can use RegCr eat eKey Ex as a mutua-excluson locking
mechanism (or mutex) for two or more processes. When one
process creates anew key using RegCr eat eKeyEx, theretun
vaueiSREG CREATED NEW KEY. When subsequent processestry

to creste the same key, they get back

REG_OPENED_EXI STI NG_KEY, which they can useasadgnd that
the mutex isin use. Windows NT and 2000 offer more
sophisticated mutex mechanisms, but this one has the advantage
that it works on any variant of the Win32 API--even under

emulaors like Linux's Wine.




Y ou can dso use the less-flexible Reg Cr eat eKey, but neither Microsoft nor |
recommend it. It lacks away to specify what access or security attributes you want to
apply to the key, meaning that it may fail unexpectedly when trying to open an

exigting key that has an ACL gpplied to it. In addition, it doesn't tell you whether it
created a key or opened it.

LONG RegCr eat eKey( hKey,

pszSubKey, phkResult);

HKEY |hKey

Handle to an open key under which the new subkey is created; applications
may not create keys directly under HKL Mor HKU.

LPCSTR|pszSubKey

created.

Full path of key you want to create; any components that don't exist are

PHKEY [phkResul t

Pointer to HKEY containing newly opened key.

8.1.4 Getting Information About Keys

Every key has agreat ded of information associated with it, even if it's not
immediately obvious. When you use one of the Regitry editing tools, you seea
neetly tree-sructured view of what's beneath each root key, but the system maintains
alot more data beneath the surface so that it can efficiently access keys and values
and give them back to requesting programs.

RegQuer yl nf oKey givesyou accessto atotal of 11 different pieces of datafor any
key inthe Regidry. Typicaly you useit to find how many subkeys or vaues exist so
you can efficiently enumerate through them (more on that in the next section).
RegQuer yl nf oKey looks like the following.

LONG RegQueryl nf oKey( hKey,

| pcSubKeys,

| pcbMaxSubKeyLen,

| pcbMaxVal ueNaneLen,

| pcbMaxVal uelLen,

pszCl ass, | pcbhClass, |pReserved,
| pcbMaxCl assLen, | pcVal ues,

| pcbSecurityDescriptor, |pftLastWiteTine);

HKEY hKey Handle to any open key or root key.
Points to a buffer that receives the key's class name.
LPTSTR | pc .
ptiass May be NULL if you don't want the class name back.
Points to a DWORD containing the length of the class
name passed back inl pCl ass. May be NULL if
LPDWORD || pcbCl ass . : .
P | pCl ass isalsoNULL; if oneisNULL, but the other
isn't, you get ERROR | NVALI D_PARAMETER back.
LPDWORD || pReserved Reserved; must always be NULL.
LPDWORD || pcSubKeys Points to a DWORD that receives the number of subkeys
of hKey.
Points to a DWORD that holds the length (not including
LPDWORD || pcbMaxSubKeyLen the terminating NULL) of the longest subkey name
under hKey.
Points to a DWORD that holds the length, not including
LPDWORD || pcbMaxCl asslLen the terminating NULL, of the longest class name of any
key under hKey.
Points to a DWORD that holds the number of values
LPDWORD |l pcVal ues attached to hKey .
LPDWORD || pcbMaxVal ueNameLen Points to a DWORD that receives the length of the

longest value name. Thisis useful when using




RegEnunval ue.

Points to a DWORD that receives the length of the
LPDWORD || pcbMaxVal ueLen longest value contents. Thisis also useful when using
RegEnunial ue.

Points to a DWORD that receives the size of the security
descriptor associated with this key. Security descriptors
LPDWORD |l pcbSecurityDescri ptor |canvaryinsize, soit's helpful to know how big a
particular key's descriptor is before calling

RegGet KeySecurity.

Pointsto aFl LETI ME structure (see Section 8.1.1.5)
PFI LETI ME|l pft Last Wi teTine that isfilled in with the date and time hKey or any of
its values were modified.

Any of the parameters except hkey can be NULL; if you pecify NULL for a parameter,
that dataisn't returned. Here's asmal routine that gets the number of values atached
to any open Regigiry key; notice that it passes NULL for everything except | pcVval ue :

DWORD Get KeyVal ueCount ( HKEY i nKey)
/1l Gets the count of values attached to a particular key. Returns
/1l the value count (which may be 0) or -1 if an error occurs.
{
DWORD val Count = O;
DWORD result = ERROR_SUCCESS;

result = RegQueryl nfoKey (inKey,
NULL, NULL, /1l class & class size

NULL, /'l reserved
NULL, /1 # of subkeys
NULL, /1 subkey | ength
NULL, /1 class length
&val Count, /1 # of val ues
NULL, NULL, NULL, NULL);

if (ERROR_SUCCESS != result)

val Count = -1;
return val Count;

}

It's worth meking goecid mention of | pcSubkeys, | pcVal ues,

| pcbMaxVal ueNameLen, and | pcbMaxVal uelLen. It's often necessary to do some kind
of processing over every key or value under a particular subkey. Thisenumeration is
nothing more than an iterative loop that starts with the first key or vaue of interest,

then proceeds on, continuing until it has processed every key or value. For example,
you could enumerate the subkeys of HKU to find out the SIDs of every ingaled loca
account on ameachine. Armed with that information, you can look up the account
namesto build alist of users who have prafiles on the machine.

These four parameters make it easer to efficiently enumerate keys and vaues.
Knowing how many items there are makesiit possible to enumerate any subset of a
key's vaues, and knowing the maximum name and content lengths means you can
dlocate a buffer that's just the right Size, ingtead of too big or too smadl, to hold the
data returned by the enumeration.



8.1.5 Enumerating Keys and Values

The enumeraion API routines treat a key's subkeys or values as an ordered list of n
vaues, numbered from to n-1. Y ou pass an index vaue to the AP routines to indicate
which key or vaue you want; the corresponding key or valueis returned. For values,
there's an extrawrinkle: keys can have a default value, which aways gppears asitem
in the enumeration list. (You'll see how thisworksin Section 8.1.5.3 later in this
chapter.) Thisis convenient, but don't be mided: the values or keys aren't redly an
ordered ligt, and if you enumerate the same subkey twice in arow, you can potentialy
get items back in adifferent order each time.

8.1.5.1 Enumeration strategies

When you enumerate keys or vaues, there are afew different strategies you can use
to process dl the enumerated keys. The easiest way isto cal RegQuer yI nf o- Key tO
find out how many subkeys or values exi<t, then use asmpleloop to process every
key or vdue. A smal snippet implementing this tactic might look like:

DWORD i dx=0, keyCount = 0
LONG retVal = 0;

retvVal = RegQueryl nfoKey (i nKey,
NULL, NULL, /'l class & class size

NULL, /1 reserved
&keyCount , /1 # of subkeys
NULL, /1 subkey | ength
NULL, /1 class length
NULL, /1 # of val ues

NULL, NULL, NULL, NULL);

for (idx=0; idx < keyCount; idx++)

{
/1 get the idx'th key's nanme and | ength
retVal = RegEnunKeyEx(interestingKey, idx, name, nanmelLen, NULL,
NULL, NULL, NULL);
/1 do sonething with it
}

This gpproach has the advantage of being smple to implement and understand.
However, you may not want to process every key or value. Ingtead, if you want to
process only keys or values that meet some criterion, you can use a conventiond
whi | e loop likethis:

DWORD i dx = O;
bool keepGoing = true;
LONG retVal = 0;

whil e (keepGoi ng)

retVal = RegEnunKeyEx(interestingKey, idx++, nane, &nanelLen,
(unsigned I ong *)NULL, (char *)NULL,
(unsigned | ong *)NULL,
(LPFI LETI ME) NULL) ;
i f (ERROR_SUCCESS == retVal)



further;

key

}

/1 If we're interested in this key, we'd process it

/1 we mght al so set keepGoing here if we only want one

}

keepGoi ng = (keepGoi ng && retVal == ERROR _SUCCESS);

With this gpproach, you don't have to know in advance how many keys or vaues
exig, and it's a Ssmple matter to top enumerating as soon as you find what you're
looking for.

8.1.5.2 Enumerating keys

Y ou enumerate keys using the RegEnunkey Ex and RegEnunKey routines. They're very
amilar; the primary difference isthat RegEnunkeyEx dlowsyou to retrieve the
modification time and class name for a subkey, while RegEnunkey doesn't. In either
case, you smply supply the HKEY you want enumerated and an index value that
indicates which subkey you want to see. The name (not the complete path) of the
corresponding subkey is returned, so you can open any subkey you find by passing

the nameto RegOpenkKey OF RegOpenKeyEx.

LONG RegEnunKeyEx( hKey, dwl
pszC ass,

ndex, pszNane, | pcbNane, | pReserved,

| pcbCl ass, |pftLastWiteTine);

HKEY hKey Handle to any open key or root key.
DVORD dwl ndex Index, from to the number of subkeys-1, indicating which key
you want to fetch.
LPSTR pszNarme Eg/nts to an areathat will receive the name of the enumerated
Points to a DWORD containing the size of pszNane; onreturn,
LPDWORD || pcbName contains the length of psz Narme in bytes, including the NULL
terminator.
LPDWORD |l pReserved Reserved; as always, must be NULL .
Points to a buffer that receives the subkey's class name; may
LPSTR pszd ass be NULL if you don't care about this datum.
Points to a DWORD containing the size of pszCl ass ; on
DWOR return, containsthe length of psz Cl ass in bytes, including
LP D [l pcbd ass the NULL terminator. May be NULL only if pszCl ass isaso
NULL .
Pointsto astructure that isfilled in with the date and time of
PFI LETI ME|l pf t Last Wi t eTi me |the last modification to the subkey; may be NULL if you're not
interested.

RegEnunKey isidentical in function, except for having fewer parameters.

LONG RegEnunKey( hKey,

dw ndex, pszName, cbNane);

HKEY hKey Handle to any open key or root key.

DWORD  |dwl ndex |Index, from to the number of subkeys, indicating which key you want to fetch.
LPSTR |pszNane |Pointsto an areathat receives the name of the enumerated key.
LPDWORD|cbNane |Points to a DWORD containing the size of pszNanme ; on return, contains the




|I ength of psz Nane in bytes, including the NUL Lterminator .

8.1.5.3 Enumerating values

Onceyou've located akey of interest, you might want to enumerate its values. Mot
Regidry keys have a least one vaue; quite afew have many vaues whose number
and contents vary from machine to machine. (HKCR is a good example, because it
differs depending on what classes and objects are registered on amachine.) You can
accomplish thiswith RegEnunval ue: ™

I3 surprisingly, there's no RegEnunal ueEX. The original function hasn't changed since its introduction,
so Microsoft left it alone in Win32.

LONG RegEnunVal ue( hKey, dwl ndex, pszVal ueNare, | pcbVal ueNane,
| pReserved,
| pType, | pData, | pcbData);

HKEY hKey Handle to any open key or root key.
Ordinal index of the value you want to fetch; you usually start with and
DWORD |dwi ndex move up until you either get ERROR_NO_MORE_| TEMS or hit the
number of itemsreturned by RegQuer yl nf oKey.
LPSTR |pszVal ueNane |Pointsto abuffer that, on return, contains the value's name.
On entry, pointsto the size of pszVal ueNare; on return, points to
LPDWORD|I pcbVal ueNane |length of string copied intopszVal ueName, not including the NULL
terminator.
LPDWORD|l pReser ved Reserved; must be NULL.
Points to a buffer that, on return, holds the type of the requested value
LPDWORD|I pType (REG_DWORD, REG_SZ, etc.). May be NULL if you don't care what
typethevalueis.
LPBYTE || pDat a Poi rjts to abuffer into which the contents of the specified value are
copied.
LPDWORD| pcbDat a On thry, points to a DWORD cor?tal nmg thesizeof | pDat a; on return,
contains the number of byteswrittenintol pDat a.

To see RegEnunval ue in action, check out Example 8.7 in Section 8.3.3 later in this
chapter; the example illugtrates the basic things you should do when enumerating a set

of vaues

Cdl RegQuer yI nf oKey fird to get the maximum subkey length, then use that
to alocate any buffers you need to get the vaue name or contents.

Make sure you ether check for ERROR_NO_MORE_I TEMS or honor the number
of valuesreturned by RegQuer yI nf oKey.

Open the parent key with KEY_READ or KEY_QUERY_ VAL UE acCess.

8.1.6 Getting Registry Data

Maybe you patiently enumerated a sequence or keys, or perhaps you aready know
just where the data you want is stored. Either way, at some point you'll want to
actudly retrieve avalue stored under some Registry subkey. If you used

RegEnunval ue, you could have gotten the value's contents when you enumerated it,
but if you just want to grab a single value whose path you know, there are better ways
for doing 0.



8.1.6.1 Getting a single value

Thefirgt, and most useful, method of getting a Single vaue's contents out of the
Regidry isthe RegQuer yVal ueEx function. Asits nameimplies, it'saWin32 routing;
you supply an open key and avaue name, and it returns the vaue's datatype, length,
and contents.

LONG RegQueryVal ueex( hKey, pszVal ueNane, | pReserved, | pType, | pData,
| pcbDat a) ;

Handle to any key or root key opened with KEY_READ or

HKEY  |hKey KEY_QUERY_ VAL UE access.

LPTSTR |pszVal ueNane|Name of the valueto query; if NULL or empty, queries default value.

LPDWORD|l pReserved |Unused; must be NULL .

On return, holds the datatype of the value (REG_DWORD, REG_SZ, etc.).

LPDACRD | pType If you passin NULL, no type datais returned.

Points to the buffer that holds the value's contents on return. If you pass
LPBYTE |l pDat a inNULL, no value dataisreturned but thel pcbDat a parameter holds
the length of the contents.

On input, pointsto the buffer that specifiesthe size of | pDat a buffer.
LPDWORD|l pcbDat a On return, holds amount of data copied intol pDat a. You can passin
NULL if | pDat a isNULL also.

The mogt sraightforward way to cal RegQuer yVal ueEx isjus to get the vadue, like
this (assuming you're fetching aREG_DWORD vaue named "SomeVaue' from a
previoudy opened key):

nResult = RegQueryVal ueEx(hOpenKey, "SomeVal ue", NULL, NULL,
(LPBYTE) &t heVal ue, &val Si ze);

Since you adways know how big a DWORD is, the size redlly isn't important. Things get
alittle more complex when querying for astring vaue named "SomeStringVaue'. At
runtime, you don't know the string's length, which means you must either dynamicaly
alocate a buffer or check to see whether there's more data available than your buffer
can hold. RegQuer yVal ueEx returns ERROR_MORE_DATA if the requested vaue has
more data than can fit in the buffer length as specified by | pcbDat a:

DWORD buf Si ze = MAX PATH,;
char theBuf [ MAX_PATH] ;

nResult = RegQueryVal ueEx( hOpenKey, "SoneStringVal ue", NULL, NULL,
(LPBYTE) t heBuf, &buf Si ze);
i f (ERROR_MORE_DATA == nResult)

{
// too much data for our buffer; fail, use another buffer, or do
/1 something el se

}

el se i f (ERROR_SUCCESS == nResul t)

{

/1 continue normally

}




Alternaively, you can find out how big the vaue s, then dlocate the buffer for it.
This gpproach requires an extra Registry query but lets you economize on memory by
not alocating any more than you actudly need:

DWORD buf Si ze = 0;
char *theBuf = NULL;

nResult = RegQueryVal ueEx(hOpenKey, "SomeStringVal ue", NULL, NULL,
NULL, &buf Size);
i f (ERROR_SUCCESS == nResul t)

{
theBuf = (char *)mall oc(bufSize+l); // allow extra byte for NULL
/1 term nator
if (theBuf)
{
nResult = RegQueryVal ueEx(hOpenKey, "SomeStringVal ue", NULL,
NULL, (LPBYTE)theBuf, &bufSize);
i f (ERROR_SUCCESS == nResul t)
/1 do whatever with the val ue
free(theBuf);
}
}

Notice that this code snippet adds an extra byte to the buffer to alow for the NULL
terminator, which may be stored as part of the string. Also notice that extra space isn't
adlocated for aUnicode dring: if you define UNI CODE, the initid call returnsthe
gring's Unicode length in buf Si ze, but if UNI CODE isn't defined, the string is
converted into ANSI, and buf Si ze containsthe ANS string length.

i The MSDN documentation for RegQuer yVal ueEx points out that
a5 it can return things you didn't ask for in some cases. |n particular,
" 4 if you use RegQuer yVal ueEx to query avaue under

HKEY_PERFORMANCE_DATA, the datayou get back in | pDat a may
contain some extraneous data, so you have to wak through the
vaue's contents yoursdlf to seewha'sin it.

You can dso use RegQuer yVal ue to request akey'svaue, but it can get only the
default vaue (remember, that's the only vaue Win3.x supports, and RegQuer yVal ue
isa3.x compatibility function).

LONG RegQueryVal ue( hKey, pszSubKey, pszVal ue, |pchValue );

HKEY hKey Pointsto any currently open key or one of the root keys.

Points to the subkey of hKey whose default value you want to get. If it's

LPCSTR SubK
PSZSUBREYINULL, RegQuer yVal ue fetchesthe value of hKey.

LPSTR |pszVal ue Points to a buffer that holds the value contents; may be NULL if you only
want the contents' length.

LPDWORD|l pcbVal ue On entry, points to|the length of | pVal ue ; onreturn, indicates the actual
length of the value's contents.

8.1.6.2 Getting multiple values




Y ou can retrieve multiple vaues from akey a once usng RegQuer y-
Mul ti pl eVal ues, but itsinterface can be alittle confusing.

LONG RegQueryMul ti pl evVal ues(hKey, val List, nunvals, pszVal ueBuf,

| dwTot al Si ze) ;

HKEY hKe Pointsto any currently open key or one of theroot keys. The key must be

y opened withKEY_SET_VALUE or KEY_WRI TE access.

PVALENTlval Li st Array of VALENT structur_es (see the next paragraph)l; each item holds
the name of avalueto retrieve on entry and the value's data on exit.

DWORD  |Nunwval s Number of elementsintheval Li st array.

LPTSTR |pszVal ueBuf |Pointsto the buffer which, at exit, holds the retrieved values.

LPDWORD!| dwTot al Si ze On entry, pointsto thegze (inbytes) of pszVal ueBuf ; at exit, returns
the number of bytes written to the buffer.

To usethisfunction, fill out an array of VALENT gtructures: you put the vaue name
yourelooking for in ve_val uename, and RegQuer yMil ti pl eVal ues fillsin the other
fieldsfor you:

typedef struct value_entA {
LPSTR ve_val uenane;
DWORD ve_val uel en;
DWORD ve_val ueptr;
DWORD ve_type;

} VALENTA, FAR * PVALENTA;

On entry, pszVal ueBuf should point to a buffer big enough to hold al the value data
you're requesting. On return, you can iterate through val Li st ; each item's

ve_val uept r member pointsto the location within pszVval ueBuf where the value
datas actually stored. You can dso cal RegQuer yMul ti pl eVal ues withan

pszVal ueBuf of NULL; when you do, | dwTot al Si ze contains the buffer sze
required to hold al the requested values.

8.1.7 Adding and Modifying Values

Keys can sgnify things based on their presence or absence, but values are the best
way to store persistent data in the Registry. The RegSet Val ueEx function does double
duty; it can create new vaues or change the contents of existing ones.

LONG RegSet Val ueEx( hKey, pszVal ueName, Reserved, dwType,

cbDat a) ;

| pDat a,

HKEY

hKey

Pointsto any currently open key or one of the root keys. The key must
be opened withKEY_SET_VALUE or KEY_WRI TE access.

LPCSTR

pszVal ueNane

Name of the value to set; if no value with the specified name exists,
RegSet Val ueEx createsit. If pszVal ueNane isempty or NULL,

the supplied value is assigned to the key's default value.

DWORD  |Reserved Unused; must be 0.
Type of the value you're adding or modifying; may be any of the types
DVORD  |dwType defined in Chapter 2.
CONST .
BYTE * | pDat a Datato load into the value.
D cbDat a Length (in bytes) of the data pointed to by | pDat a. If thevalue

contents are of type REG SZ, REG EXPAND SZ,or REG MULTI SZ,




cbDat a must reflect the length of the string plus the terminating NULL
character.

If you cal RegSet Val ueEx with the name of an exiting vduein pszval ueNare, its
contents and type is replaced by whatever you passin. If no such vaue exigs, it's
creeted with the contents and type you specify.

In addition to RegSet Val ueEx, there's dso a second val ue- stting function you may
Use RegSet Val ue. It was origindly part of the Win 3.1 Registry APL. Y ou may
remember from Chapter 1 that the Win 3.1 Registry alowed only asingle vaue for
each key. In kegping with that heritage, RegSet Val ue dlowsyou to set only the
default vaue for akey, and the value you st must beaREG_Sz. | presert thisfunction
for completeness, but you should avoid it in favor of RegSet Val ueEx.

LONG RegSet Val ue( hKey, pszSubKey, dwType, pszData, chbData);

Key to which the new value is added; can be any currently open key or root

HKEY |hKey key

LPCSTR|psz Subkey |Name of subkey that getsthe value; if NULL, the value is added tohKey.

DWORD (dwType Datatype of new value; must be REG_SZ.

LPCSTR|pszDat a  |Pointer to string buffer containing new value's contents.

DWORD |[cbDat a Length of pszDat a, not including its terminating NULL character.

Aswith RegSet Val ueEx, if thekey namedin pszSubkey doesn't exigt, it's created. In
an additiond twig, if the key named by pszSubkey doesn't exist, RegSet Val ue
creates any keys necessary to construct alegal path, then adds the default vauetoit.
Note that if al you want isto set the default value, you can do so using

RegSet Val ueEx and passing NULL for pszVal ueNane.

Example 8.2 illustrates how RegSet Val ueEx works, the example sets the

Di skSpaceThr eshol d vaueto the percentage of disk space you specify. Thisroutine
isused in atool | wrote that configures new servers with the desired default settings
before ddivering them to customers or remote Sites.

Example 8.2. SetDiskWarningThreshold

/1 This routine sets the Di skSpaceThreshold to the specified

per cent age.

/1 You should check all the systenls disk volunes to figure out a
reasonabl e

/1l percentage for the machine, then call this routine to set it.

| ong Set Di skWar ni ngThreshol d(const int inThreshol d)

{
char pszNanme[ MAX_PATH] =

"System \ Current Control Set\\ Servi ces\\ LanmanSer ver\\ Par anet ers";
HKEY hkResul t = NULL;
LONG nResult = ERROR_SUCCESS;

/1 preflight our argunents
if (inThreshold < 1 || inThreshold > 99)
return ERROR | NVALI D PARAMETER;

/1 open the key with wite access so we can set the val ue




nResult = RegOpenKeyEx( HKEY_LOCAL_MACHI NE, pszName, OL,
KEY _WRI TE, &hkResult);
i f (ERROR_SUCCESS == nResul t)

nResult = RegSet Val ueEx(hkResult, "Di skSpaceThreshol d", OL,
REG DWORD, (unsigned char
*) & nThreshol d,
si zeof (int));
i f (ERROR_SUCCESS == nResult)
nResult = RegCl oseKey(hkResult);

}

return nResult;

}
8.1.8 Deleting Keys and Values

Y ou may find it necessary to delete keys or vaues from within your home- brewed
Regidry utilities. Since many of the lesser-known features of Windows 2000 and NT
discussed in Chapter 10, function based on the presence or absence of specid trigger
keys, turning these features on or off may require you to delete values, and theré's no
way to do so with a.REG file. Y ou must be careful with your newfound destructive
powers, though; accidentally deleting the wrong key or vaue can make your system
stop working atogether.

Before you delete akey or vaue, you must have the parent key opened with adequate
access. If you supply KEY_WRI TE as the REGSAM va ue when you open the key, you can
deleteit. Y ou can aso request KEY_CREATE_SUB_KEY Or KEY_SET_VALUE rightsto
gan delete access to keys and values, respectively.

Therée's one other thing worth mentioning here: when you delete akey or avaue, it's
not actually deleted. Instead, the Registry subsystem marks the deleted items as
deleted, but doesn't delete them until the next time Regidiry datais flushed (either
explictly with RegFl ushkey or automaticaly by the kernd'slazy flusher). If you try
to read, write, or enumerate akey or value that's been marked as deleted, you get
ERROR_KEY_DELETED asareturn vaue. You can dwayscdl Regd oseKey on a
deleted key without getting an error, though.

8.1.8.1 Deleting a key

You deete individua keyswith the RegDel et eKey routine. If you specify avdid key
and subkey, the key isimmediately marked for deletion, even if other processes
currently have the key open. Thisis different from the file metgphor used e sewhere
in the Regidtry; if you try to delete an open file, the delete operation will fail, but not
o with RegDel et eKey. At that point, attempts by other processes to access data
attached to the open key will fall.

LONG RegDel et eKey( hKey, pszSubKey);

HKEY |hKey Key pointing to parent of target value; may be aroot key or a subkey.

Name of the subkey to be deleted; if NULL or empty, the key specified by

LPCSTR|pszSubkey hKey is deleted.




Y ou can't delete aroot key, and you can't delete first-level subkeys of root keys. For
example, you can't remove HKLM\SOFTWARE or HKCU\SOFTWARE, but you can
remove HKLM\SOFTWARE\Microsoft (though | wouldn't recommend it). In

addition, you may not delete a key that has subkeys; if you try, you get an error. It's
okay to delete keys that have values, the vaues are deleted adong with the key.

3 Under Windows 95 and 98, RegDel et eKey deletes keys that
= have subkeys. If your code depends on the standard Windows
2000 behavior of faling when atargeted key has subkeys, it
works fine under Win9x, but it del etes the subkeys without
warning you! If you want to use routines with more explicit
semantics, consder using SHDel et eKey OF SHDel et eEnpt yKey.

8.1.8.2 Deleting a value

Deeting vauesis wonderfully straightforward (as long as you have KEY_WRI TE or
KEY_SET_VALUE access on the target key)! RegDel et eVal ue removes the specified
vaue from the key you provide.

LONG RegDel et eVal ue( hKey, pszVal ueNane);

HKEY hKey Key pointing to parent of target value.

LPCSTR pszVal ueNane Name of the value to be del eted.

If pszVal ueNanme iSNULL or contains an empty siring, RegDel et eVal ue deletesthe
default value (you know, the one that gppears as <Default> or No Name in Registry
editors). Otherwise, pszVal ueName must contain the correct name of an existing
vaue.

8.1.9 Using Registry Security Information

Under Windows 2000, every object in the entire system has security information
attached to it. Registry keys are just objects, so they too can have ACL s that control
who can read, write, or delete the key and its values. Ordinarily, you dont need to
control these ACLs, when you do, RegEdt32 is probably the best tool for doing o. If
you find it necessary or desirable to get a key's security data programmeticaly,
though, you certainly can.




What's in a Security Descriptor?

The short answer is"it depends” The long answer is, well, longer. A security
descriptor, or SD, isredly an opague block of data that Windows 2000 can
parseinto a set of access controls. Every object in the system hasan SD
associated with it. A single SD contains one or many sets of the following
items

The security 1D (SID) of the object's owner

The SID of the object owner's primary group

A discretionary ACL (the object owner can freely modify)

A sysem ACL (modified only by entities with system privileges)

Qudifiers (specify whether the other items are sdf-contained or point
to other SDsand ACLYS)

Y ou cant directly modify (or even decipher) an SD's contents; instead, you
have to use the security API routines, notably:

InitializeSecurityDescriptor

Get SecurityDescri pt or Owner

Set Securi tyDescri pt or Dacl

Set SecurityDescri pt or Owner

Set Securi tyDescri pt or Sacl
With these, you can pedl back the contents of asingle SD and use the
security datatherein to verify or change who owns an object and who may

access it with which permissions. Of course, your ability to do this depends
entirdy on whether your code has adequate permisson itsef when it rund

ACLs comein two types. sysem ACLSs, or SACLS, are owned by (and can only be
changed by) the system; while discretionary ACLs (DACLs for short) are controlled
by the owner of the object. Asyou might expect from security information, not just
anyone can read either type of ACL. To read the DACL, the requesting process must
have READ_CONTROL access on the key. To get this access, the requester must either
own the key itself, or the DACL must grant READ_CONTROL to the account under

which the requester is running.

System ACLs aretrickier. They can be read only by applications that have been
granted the ACCESS_SYSTEM SECURI TY permisson In turn, the only way to get

ACCESS_SYSTEM SECURI TY isfor the caling process to ask for the



SE_SECURI TY_NANE privilege, open the key with aREGSAMvdue of
ACCESS_SYSTEM SECURI TY, then turn off SE_SECURI TY_NANME agan.

To actudly retrieve akey's security data (assuming you've fulfilled the access control
requirements), you can use RegGet KeySecur i ty . Besdes passing in the name of the
key whose information you want, you mugt asofill inthe Securi t yl nf or mat i on
fidd to indicate which data you want. If you have permission, pSecuri t yDescr i pt or
isfilled with the ACL or ownership dataon return, and | pcbSecur i t yDescr i pt or
containsthe ACL sze. ACLsvary in Sze, snce they may contain one or many

entries.

LONG RegGet KeySecurity (hKey, Securitylnformation,
pSecurityDescri ptor,

| pcbSecurityDescriptor);

HKEY

hKey

Open Registry key whose security
information you want.

SECURI TY_I NFORMATI ON|Securi tyl nformati on

SECURI TY_| NFORMATI ON
structure indicating what parts of the
security descriptor you're asking for;
may be any combination of itemsfrom
Table8.3.

PSECURI TY_DESCRI PTOR|pSecuri tyDescri pt or

Pointer to record that receivesthe
security descriptor specified by
Securitylnformation.

LPDWORD

| pcbSecurityDescri ptor

Pointsto a DWORD ; on entry, it must
hold the sizeof pSecurity-
Descri pt or, and, onreturn, it
containsthe size, in bytes, of the
returned security descriptor.

If the buffer pointed to by pSecuri t yDescri pt or iStoo sSmdl, RegGet Key- Securi ty
returns ERROR_| NSUFFI CI ENT_BUFFER and the | pcbSecuri ty- Descri pt or
parameter contains the number of bytes required for the requested security descriptor.
Thismekes it possble to efficiently alocate abuffer of the right Sze by cdling it

twice, likethis

| ong retVal

r et Val

= RegGet KeySecurity(theKey,

&acl Si ze) ;

i f (ERROR_I NSUFFI Cl ENT_BUFFER

= 0, aclSize = 0;
PSECURI TY_DESCRI PTOR pWhat =

NULL;

throw(retVval);

pWhat
r et Val

&acl Si ze) ;
if (ERROR_SUCCESS != retVval)
throw(retVval);

8.1.9.1 Setting an item's security information

mal | oc(acl Si ze) ;
= RegGet KeySecurity(theKey,

I'= retVal)

DACL_SECURI TY_I NFORMATI ON, p\What ,

DACL_SECURI TY_I NFORMATI ON, p\hat ,

=

If you're not thoroughly familiar with how Windows 2000's
security system works, stay away from RegSet KeySecuri ty
until you have agood sat of Registry backups. Setting the wrong




permissons on akey is much easer to do programmaticaly than
through any of the GUI editing tools, so please be very careful.

Once you've gotten a security descriptor and modified it,® you can write it back to the
key that ownsit with RegSet KeySecuri ty.

%] 1'm not about to talk about how you actually create or modify ACLs; that's a book all by itself.

LONG RegSet KeySecurity (hKey, Securitylnformation,
pSecurityDescriptor);

Open Registry key whose security

HKEY hKey descriptor you want to set.

SECURI TY_| NFORMATI ON structure
SECURI TY_I| NFORMATI ON|Secur i t yl nf or mat i on|indicating what parts of the security
descriptor you're changing.

Pointer to security descriptor containing

PSECURI TY_DESCRI PTOR|pSecuri tyDescri pt or ACL datayou want to apply tohKey .

To ensure that your new security data gets written, you should call RegCl osekey on
the modified key after successfully caling RegSet KeySecuri ty. Thisistrue even if
you've set security on one of the root keys; it won't actualy be closed, but its cached
security datais updated.

8.1.10 Connecting to Remote Computers

In Chapter 4, and Chapter 5, you learned how to use RegEdit and RegEdt32 to edit
Regidtry data on remote computers. Adding this same functiondity to your own
programsistrivid: dl you need doiscal RegConnect Regi st ry and usethe HKEY it
returnsin any other cdls you make to Registry API functions. When you're finished
with the remote key, you call RegCl oseKey on it asthough it were alocdl key. The
AP function declaration looks like the following.

LONG RegConnect Regi stry(pszMachi neNanme, hKey, phkResult);

Name of the remote machine you want to connect to; must not include

LPSTR|pszMachi neName the leading backs| ashes.

HKEY |hKey Root key you want to connect to: may be either HKLM or HKU.

PHKEY |phkResul t Pointer to returned key in remote Registry.

HasPackage (shown in Example 8.3) showcases RegConnect Regi st ry inaction. You
supply it with amachine name and a subkey; it checks the Registry on the specified
machine to see whether it has a subkey of HKLM\SOFTWARE by the name you
gpecify. The call to RegConnect Regi st ry and the corregponding RegCl oseKey on the
key it returns are the only changes needed to enable remote Registry connectionsin
thissmdl program.

Example 8.3. HasPackage

void mai n(int argc, char **argv)
{
char pszNanme[ MAX_PATH] ;
HKEY hkRenmot eKey = NULL, hkResult = NULL;




DWORD  dwi dx = O;
LONG nResult = ERROR_SUCCESS;
menset (pszName, 0x0, MAX_PATH);

/1 preflight our argunents
if (argc < 3)
DoUsage(argv[0]);

nResult = RegConnect Regi stry(argv|[1l], HKEY_LOCAL_ MACHI NE,
&hkRenot eKey) ;
i f (ERROR_SUCCESS == nResul t)
{
sprintf(pszName, "SOFTWARE\\ %", argv[2]);
nResult = RegOpenKeyEx( hkRenpt eKey, pszNane, 0L, KEY_READ,
&hkResul t);
i f (ERROR_SUCCESS == nResult)

{
argv([2]);

fprintf(stdout, "% has a key for %s.\n", argv[1],

el se

{
fprintf(stderr,

"Error % while opening SOFTWARE\\ % on renpote
machi ne %\ n",

}
nResult = RegCl oseKey(hkResult);

argv[2], argv[1]);

nResul t RegCl oseKey( hkRenot eKey) ;
}
el se
{

fprintf(stderr, "Error % while opening renpte registry on

s\ n",
nResul t, argv[1]);

}

fflush(stdout);
}

8.1.11 Moving Keysto and from Hives

In Chapter 3, Chapter 4, and Chapter 5, you learned how to use the Registry editor
functions that allow keys and vaues to be saved into hive files and later restored. You
can do the same thing with your own code by using the routines discussed in this
section.

8.1.11.1 Saving keys

Thefirgt step in moving keysin and out of hives around isto create a hive; you can do
thiswith RegSaveKey .

LONG RegSaveKey(hKey, pszFile, |pSecurityAttributes);

Key to be saved; must be open.
HKEY hKey Everything below the specified key is
saved.

LPCTSTR pszFil e Full path of fileto savein.




LPSECURI TY_ATTRI BUTES

| pSecurityAttributes

Pointer to SECURI TY_ATTRI BUTES
structure describing desired security on
the new file; passin NULL to usethe
process's default security descriptor.

If thefileyou specify in pszFi | e dready exids, RegSaveKey Will fal with the
ERROR_ALREADY_EXI STS error code. This prevents you from accidentally overwriting
another hivefile you previoudy saved. Therés another subtlety involved with

pszFi | e : if you don't gpecify afull path, thefileis created in the processs current
directory if the key isfrom the local Regidtry, or %systemr oot%\system32 for akey

on aremote machine.

The created file has the archive attribute set and whatever permissions are specified
by | pSecurityAttributes. Ingead of creating abrand-new security descriptor, you
may pass NULL to have whatever security context gpplies to the process applied to the

file.

8.1.11.2 Loading keys

Once you've saved keysinto a hivefile, the next thing you're likely towant to do is
load them. Y ou can do so in two distinct ways: you can load a hive as anew key, or
you can replace the contents of an existing key with the hive's contents. Either
approach requires the process that |oads the keys to have the SE_RESTORE_NAME

privilege.

ReglLoadKey supportsthe former: you tell it what file to load and what to name the
new subkey, and it creates the specified subkey and loads the file into it. RegLoadKey
will fall if the file doesn't exist or if the named subkey does exist.

LONG RegLoadKey( hKey,

pszSubKey, pszFile);

Open key under which the new subkey is created; may be HKLM or HKU on

HKEY hKey alocal machine, or a handle obtained by opening HKLM or HKU with

RegConnect Regi stry.

LPCTSTR|pszSubKey| ™
exist.

Name of the subkey to create beneath hKey ; the subkey must not currently

Full pathname to the hive file you want to load into the new key. Thisfile

LPCTSTR|pszFil e |must have been created with RegSaveKey or RegEdt32's Registry =2 Save

Key command.

i

[

& later.

- Cdling RegCl osekey on akey loaded with RegLoadKey doesn't
s unload it; ingtead, you must call RegUnl oadKey as described

If you want to overwrite an existing key that's part of one of the standard hives, you
caningeed call RegRest or eKey. Like RegLoadKey, it takes a parent key and the name
of afileto load. However, in this case the parent key's subkeys are replaced by the
contents of the file. For example, if you open
HKLM\SOFTWAREWMicrosoft\Windows and pass that to RegRest or eKey, the key
with that name perssts, but al subkeys and values benegth it are deleted. After




RegRest or eKey returns, the victim key contains whatever vaues and subkeyswerein
the loaded file.

LONG RegRest or eKey( hKey, pszFile, dwFl ags);

HKEY hKey Key whose values and subkeys you want to replace.

File (saved withRegSaveKey or RegEdt32) with the new contents you want

LPCTSTR|pszFi |
CTSTRpszFI €|, ded intohKey.

If you passin for this parameter, the entire hKey isreplaced; if you passin
DWORD  |dwFl ags |REG WHOLE_HI VE_VOLATI LE, hKey isreplaced, but the changes are not
written to the Registry.

8.1.11.3 Replacing a loaded key

Once youve loaded a hivefile with RegLoadKey, you can replace the loaded key with
another hivefile. Thisisagood way to dynamicaly swap between severd hives
worth of data However, changes don't take effect until the machineis restarted.

LONG RegRepl aceKey( hKey, pszSubKey, pszNewrile, pszOdFile);

HKEY hKey Open key that contains subkey you want to replace.

Contains the name of the subkey whose values and subkeys are replaced by

LPCTSTR pszSubkey the newly loaded hive.

Contains full path to the hive file you want loaded; the file must be

LPCTSTR pszNewFi | e generated by RegSaveKey or RegEdt32.

Contains the name of afileto which Windows 2000 save a backup copy of

LPCTSTRIpszO dFi | e the previously loaded hivefile.

8.1.11.4 Unloading a key

RegLoadKey alowsyou to load a stored hivefile as a new hive under HKLM or
HKU. Once you've loaded a hive, it makes sense to have away to unload it when
you're done, and RegUnl oadKey provides that functiondity.

LONG RegUnLoadKey( hKey, pszSubKey);

HKEY hKey Handleto an open key.

LPCTSTR pszSubKey Full path to the subkey you want to unload.

Y ou can unload only keys you load yoursdf, which prevents unloading (accidentaly
or on purpose) an important key such as HKLM\SOFTWARE. The processthat cals
RegUnl oadKey must have the specia SE_RESTORE_NAME privilege.

8.1.12 Getting Notification When Something Changes

If you want to write a program that does something when a particular Registry key or
vaue changes, you can do o by gtting in an infinite loop and periodicaly checking

the item of interest to see whether it changes. Thisisterribly inefficient, though, so

it's good that there's another way to do it. The RegNot i f y- ChangeKeyVal ue routine
dlows you to register your interest in a particular key or value, then go do something
else. Your code gets a notification you when the Registry key (or its attributes)
changes; it doesn't, however, tdl you if the key is deleted.




LONG RegNoti f yChangeKeyVal ue (hKey, bWatchSubtree,
dwNot i fyFilter, hEvent
f Asynchr onous) ;

HKEY |hKey Key you want to monitor for changes; may be aroot key or any subkey.

When true, indicates that you want to watch all subkeys and val ues of

BOOL  |bvat chSubtree hKey ; when false, indicates you want to watch hKey only.

Hag specifying what events you're interested in; may be any
combination of:

REG_NOTI FY_CHANGE_NAME for renaming, addition, or
deletion of asubkey

REG_NOTI FY_CHANGE_ATTRI BUTES for changes to any

DWORD |dwNoti fyFilter Key attributes

REG_NOTI FY_CHANGE_LAST_SET for changesto avalue
of asubkey

REG_NOTI FY_CHANGE_SECURI TY for changes to security

Event to post when achangeis detected; ignored if f Asynchr onous
isfalse.

HANDLE|hEvent

When true, routine returns immediately and posts an event when a

BOOL  |f Asynchronous change takes place; when false, routine blocks until a change occurs .

8.1.13 Flushing Registry Changes

The Regigtry uses alazy flusher” to propagate changes from memory to disk. The
overdl god isto minimize the number of disk 1/0 operations, since they tend to be
reldively time-consuming. The lazy flusher achievesthis god by not immediately
writing every change out to disk asit occurs. Instead, it aggregates changes and writes
them when the sysem ismodlly idle

Whenyou cal RegCl oseKey, whatever changes you've made are thus not
immediately copied to disk. There can be an interlude of indeterminate length
(Microsoft says "aslong as severa seconds' without elaborating) before your data
actudly hitsthe disk. For most gpplications, thisis perfectly acceptable. However, if
for some reason you want to make sure your changes get written to disk, you can use
the RegFI ushKey routine to immediately force a Registry update:

LONG RegFl ushKey (hKey);

Cdling thisroutine forces the lazy flusher to buckle down and flush the specified
key'sdatato its hivefile; it may aso cause other keysto be written as well. Flushing
the cached data aso updates the .LOG files that act as abackup copy of the Registry.
The Win32 SDK warns that this function is expensive, so you shouldn't cdl it often.
RegFl ushKey returns ERROR_SUCCESS when al goes well or a standard Win32 error
code for failed flush attempts.




8.2 The Shell Utility API Routines

The shdl utility API routines dlow you to use a different set of APl routines instead
of the ones I've discussed up until now. While this might seem like a needless
fragmentation of what should be aunified AP, there's are two reasonsfor it. Firs,
some of the tasks that the shdll utility API can do don't have direct equivdentsin the
Win32 API. For example, the shell APl has routines to copy a key and its contents,
delete an entire key and dl its subkeys, and so on. Second, Microsoft is clearly trying
to podtion the utility APl asthe thing you use if youre writing smdl utility
components- not al of which will necessarily run on Windows as we know it today .
(For example, what about an embedded version of Windows running on a smart
card?)

i The shell AP! routine definitions are unnecessarily confusing
ay because of their naming scheme (or lack of one)) Mogt of the
" % Registry-rdlated routines have names that start with SHReg, but

some don't (e.g., SHDel et eVal ue Or SHGet Val ue). Worse ill,
the file association routine names don't use the SH prefix a al.

8.2.1 Working with File Associations

One of the biggest innovations of the Macintosh when it was origindly introduced
was the idea that documents would somehow "know" what gpplication they belonged
to. The Mac OS implemented this by storing eight bytes of type and creator
information with each file. The type bytesidentified the fil€'s datatype, and the creator
bytes associated the file with a particular application. Windows 3.0 introduced the
concept of file associations to the PC world, but the Windows version was based on
binding a three-character DOS filename extension to an gpplication. Later versions of
Windows expanded this mapping so that object types (like, say, an Excd table) could
be mapped to an executable; in addition, MIME types could be associated with file
extensons too.

Managing these associations has long been painful for programmers. In particular, it's
difficult to find what gpplication or DLL the user wants called to create or modify
some existing object type, even more so under Windows 2000. Recadll that Windows
2000 stores class information in two places: HKCR and HKCU\Classes. In an effort
to ease this pain, Microsoft created a Component Object Modd (COM) interface
cdled | QueryAssoci at i ons. By making the gppropriate COM cdlls, you can get a
pointer to the | Quer yAssoci at i ons interface, cal some of its routines, and get the
desired information. However, not everyone is comfortable usng COM, so Microsoft
added a set of wrapper routinesin the shell utility API. These handle dl the messy
COM cdlswhile providing asmple C interface to their functiondity.

8.2.1.1 Getting a file association key from the Registry
One common operation is to look up the file association for some piece of datayou

have, like afile extensgon or aCLSID. There are three ways to do so, depending on
what data you have and what kind of data you want back.



If you want to get an HKEY that points to the key where the association is stored, you
can do so with the AssocQuer yKey routine.

HRESULT AssocQuer yKey (af Fl ags,

*phkResul t)

akKey, pszAssoc, pszExtra, HKEY

ASSCOCF flags that control how you want the association retrieved. Y ou can
ASSCCF  |af Fl ags  |combine any number of flags, except that you can use one of the
ASSOCF_| NI T variants.
ASSOCKEY|akKey ASSOCKEY structure that speC|f_|eswhaI kind of key you want back: one to
passto the Shel | Exec() routine, etc.
LPCTSTR |pszAssoc |Query string that looks up the key (described later).
Optional additional information (e.g., ashell verb) that goes with
LPCTSTR |pszExtra pszAssoc; passNULL if not used.
HKEY *  |phkResul t |On exit, pointer to an HKEY containing the found key.

In large part, the result you get back is determined by the value you passin the
pszAssoc parameter. You can passin afile extenson (.cpp), aCLSID (using its
GUID, in the standard "{ GUID}" format), a ProglD (e.g., "Excd.Worksheet.2"), or
the name of an .exe file (but only if the ASSOCF_OPEN_BYEXENAME flag is s&).

If you'd rather have atext string describing the association, use AssocQuer y- Stri ng
ingtead; it'sSmilar to AssocQuer yKey.

HRESULT AssocQueryString (afFlags, asStr, pszAssoc, pszExtra, pszQut,
pcchQut)
ASSOCF flags that control how you want the association retrieved. You can
ASSOCF  |af Fl ags |combine any number of flags, except that you may use only one of the
ASSOCF_I NI T variants.
ASSOCSTR akKey ASSOCSTR structure-that specifieswhat kind of. string you want back, e.g., a
command line, the "friendly" document name string, etc.
LPCTSTR |pszAssoc |Query string that looks up the key (described later).
Optional additional information (e.g., a shell verb) that goes with
LPCTSTR |pszExtra pszAssoc; passNULL if not used.
,IZPCTSTR pszQut  |On exit, holds the requested string.
On entry, should hold the size of psz Qut . On exit, holds the number of
characters stored in pszOut. AssocQuer y St ri ng truncatesthe string if the
LPDWORD |pcchQut |buffer istoo small, unlessyou specify the ASSOCF_NOTRUNCATE flag, in

which case this function returnsE_PO NTER asitsresult. In that case,

pcchQut holdsthe buffer size required to hold the entire string.

The permissble vauesfor pszaut arethe same for this function asfor
AssocQuer yKey.

The third way isahybrid of the first two. When you cdl AssocQuer ySt ri ng- ByKey,
you pass in the key where you want the routine to start looking, ong with amix of
the parameters used for AssocQuer ySt ri ng and AssocQuer yKey. Heréswhat it looks

like.

HRESULT AssocQueryStri ngByKey (afFl ags,
pcchQut)

pszQut,

asStr, hkAssoc, pszExtra,




ASSOCF

af Fl ags

ASSCOCF flags that control how you want the association retrieved. Y ou can
combine any number of flags, except that you can use only one of the
ASSOCF_| NI T variants.

ASSOCST

RlakKey

ASSOCSTR structure that specifies what kind of string you want back, e.g., a
command line, the "friendly" document name string, etc.

HKEY

hkAssoc

HKEY from which you want AssocQuer y St r i ngByKey to start looking.

LPCTSTR

pszExtra

Optional additional information (e.g., a shell verb) that goes with
pszAssoc; pass NULL if not used.

LPCTSTR
*

pszCQut

On exit, holds the requested string.

LPDWORD

pcchCut

On entry, should hold the size of pszQut . On exit, holds the number of
characters stored inpszQut . AssocQuer y St r i ng truncates the string if
the buffer istoo small, unless you specify the ASSOCF _NOTRUNCATE flag,
in which case this function returnsE_POI NTER asitsresult. In that case,
pcchQut holdsthe buffer size required to hold the entire string.

8.2.1.2 Getting a pointer to the IQueryAssociations interface

If you need to call one of theroutinesinthe | Quer yAssoci at i ons class that doesn't
have awrapper, you can do so by getting a pointer to an object that contains that
interface and using the pointer to call the routine you want. While a discussion of
writing this sort of COM code is outside the scope of this book, the shell utility AP
routine provides an easy way to get a pointer to the interface so you can useit:
AssocCr eat e. Be aware that this routine doesn't actudly create anything you can use
directly; dl it doesis return a pointer to a COM interface, cregting an object to handle
that interface if necessary.

HRESULT AssocCreate (clslD,

refl 1D, plnterface)

CLSID of the object that exposes the interface you want. This must always

CLSID |[clsID A
be set to the constant value CLSI D_Quer yAssoci ati ons.

REFIID refl 1D Reference ID of the interface you want to use. This must always be set to the
constant valuel | D_| Quer yAssoci ati ons.

5PVO| b pl nt er f ace|Pointer to a pointer that, on exit, pointsto theinterface.

8.2.2 Copying and Deleting Keys and Values

Theorigina Regisiry APl had afew wesk areas. One was the annoying lack of any
functions for copying keys and vaues from one place to ancther, as you might do
when etablishing initid settings for anew ingdlation. The AP routines for saving

and restoring keys provided a somewnhat clunky way to do this, but the shdll utility

API provides a cleaner way. SHCopyKey (available with Verson 5.0 or later of
SHLWAPI.DLL) recursively copies al the subkeys and values benegth the source key

you specify to the destination key.
LONG SHCopyKey (hkSrcKey, szSrcSubkey, hkDestKey, fReserved)
HKEY hkSr cKey Source key whose subkeys you want to copy; must be open.
LPCTSTR|szSr cSubkey Specific subkey of hk Sr cKey you want to copy, not including initial
backslashes.
Destination key under which you want the tree specified by
HKEY hkDest Key sz Sr cSubkey to be copied; this key must already be open.




IDWORD  |f Reserved  |Reserved; must always be NULL.

Ddeting keysin Win32 code has dways been alittle tricky. The semantic behavior of
RegDel et eKey varies according to which operating system it runs on. In the Windows
9x family, it deletes the key whether or not it's empty, while under Windows

2000/NT, the function fals if the target key has any subkeys. In an effort to kegp from
surprising people with unexpected behavior, Microsoft added two separate routines to
cearly digtinguish two different operations. removing akey that you know (or

suspect) to be empty and removing akey when you don't careif it's empty or not.

SHDel et eEnpt yKey iswhat you usein thefirg case. It falsif the specified target key
has any subkeys, dthough (like RegDel et eKey) it happily removes any vauesthat are
attached to the otherwise-empty target key.

HKEY SHDel et eEnpt yKey (hkKey, pszTarget Subkey);

Handle to aroot key or any currently open key (aslong asit'san

HKEY hkKe
y ancestor to the target).

LPCTSTR|pszTar get Subkey |Name of the key to remove, relativetohkKey.

If you redly want to remove the key and dl its subkeys, you should use SHDel et eKey
ingtead. It recursvely removes the target and all its subkeys, dong with dl vaues
attached to the target or any of its descendants.

HKEY SHDel et eKey (hkKey, pszTarget Subkey);

Handleto aroot key or any currently open key (aslong asit'san

HKEY hkKe
y ancestor to the target).

LPCTSTR|pszTar get Subkey |Path of the key to remove.

Therés dso anew routine intended for removing individua vaues. SHDel et eVal ue
accepts the name of a subkey and vaue, then removes the vaue from that key. Unlike
RegDel et eVal ue, which requires you to passin an HKEY that pointsto the target
vaue's parent key, SHDel et eVal ue accepts any open key aslong asit's aparent of the
target, plusthe path from that key to the target's actual home.

HKEY SHDel et eVal ue (hkKey, pszParent Subkey, pszTarget Val ue);

Handle to aroot key or any currently open key (aslong asit'san

HKEY hkKey ancestor to the target).

LPCTSTR|pszPar ent Subkey |Path to parent subkey that owns the val ue to remove.

LPCTSTR|pszTar get Val ue |Value nameto remove,

8.2.3 Getting Key and Value Information

When you're ready to read and write individua keys and values, you'll probably find
it helpful to get some fundamenta information about the keys and values themsdlves.

8.2.3.1 Querying keys and values

RegQuer yl nf oKey givesyou awedth of information about a key--maybe too much
for some uses. Most of the time, you need to know three things about a key: how



many subkeysit has, how many vauesit has, and how much space to alocate when
fetching things from it. SHQuer y1 nf oKey provides mogt of this data

LONG SHQuer yl nf oKey( hKey, pdwSubKeys, pdwivaxSubKeyLen, pdwVal ueCount,
pdwiaxVal ueNaneLen) ;

Handle to any key or root key opened withKEY_READ or

HKEY hKi -

ey KEY QUERY_VAL UE access.

L PDWORD|pdwSubKey's Pointer to DWORD that receives the number of subkeys under
hKey.

L PDWORD pdwivex SubKey Len Pointer to DWORD that receives length of longest subkey name
under hKey.

L PDWORD|pdwVal ueCount Pointer to DWORD that receives total number of values under
hKey.

L PDWORD pdwiveix Val ueNameLen Eggr;e;fez\/\mmhat receives length of longest value name

For example, you can use it to find how many subkeys were beneath a particular key
S0 you can efficiently enumerate them. One thing you can't do with it, though, isfind
out the length of the longest vaue under akey, asyou can with RegQuer yI nf oKey.
That meansthat if you want to predlocate a buffer to the size of the largest vaue
under akey, you cant do it efficiently unlessyou use RegQuer y|1 nf oKey.

SHQuer yVal ueEx isidentica to RegQuer yVal ueEx, down to theincluson of the
"reserved” parameter. That being so, I'm not going to cover it again here, but it exists
if you want to useit.

8.2.3.2 Getting and setting values

Let's gart with something familiar: SHQuer yVal ueEx isadead ringer for
RegQuer yVal ueEx. It takes the same parameters and has the same restrictions and
conditions, so it's pretty much a drop-in replacement.

LONG SHQuer yVal ueEx( hKey, pszVal ueNane, pdwReserved, pdwType, pvData,
pcbDat a) ;

Handle to any key or root key opened with KEY_READ or

HKEY  |hKe
y KEY QUERY VAL UE access.

LPTSTR |pszVal ueNane|Name of the valueto query; if NULL or empty, queries default value.

LPDWORD|pdwReser ved |Unused; must be NULL .

On return, holds the datatype of the value (REG_DWORD, REG_SZ, etc.).

LP D|pdwT
DWORD pdwTy pe If you passin NULL, no type datais returned.

Points to the buffer that holds the value's contents on return. If you pass
LPBYTE |pvDat a inNULL, no value datais returned, but the pcbDat a parameter holds

the length of the contents.

Oninput, pointsto the buffer that specifiesthe size of | pDat a buffer.
LPDWORD|pcbDat a On return, holds amount of data copied intol pDat a. You may passin
NULL if pvDat a isNULL also.

SHGet Val ue isanew routine. If you think of the fairly useless (and now deprecated)
RegGet Val ue cal, don't: SHGet Val ue ismuch moreintereting, Snceit essentidly
duplicates RegQuer yVal ueEx. Instead of passing the bogus "reserved" parameter,




SHGetVdue expects you to passin apath that points to the key that owns the value
you're trying to query.

LONG SHGet Val ue( hKey,
pcbDat a) ;

pszSubKeyNane, pszVal ueNanme, pdwType, pbDat a,

HKEY

hKey

Handle to any key or root key opened with KEY_READ or
KEY_QUERY_VALUE access.

LPCTSTR

pszSubKeyNane

Path to subkey whose value you're querying.

LPDWORD

pszVal ueNane

Name of the value to query; if NULL or empty, queries default value.

On return, holds the datatype of the value (REG_DWORD, REG_SZ,

LPDWORD|pdwTy pe etc.). If you passin NULL, no type datais returned.

Points to the buffer that holds the value's contents on return. If you pass
LPBYTE |pbDat a inNULL, no value dataisreturned, but the pcbDat a parameter holds

the length of the contents.

Oninput, pointsto the buffer that specifiesthe size of pbDat a buffer.
LPDWORD|pcbDat a On return, holds amount of data copied intopbDat a. You may passin

NULL if pbDat a isNULL also.

When you want to set avaue, you can use RegSet Val ueEx Or itsvery close reative,
SHSet Val ue. Aswith many of the other sH* routines and their vanillaWin32
counterparts, the primary difference between these two isthat SHSetVaue letsyou
specify the full path to the target key, instead of requiring you to open the target key
and passin ahandletoiit.

LONG SHSet Val ue( hKey, pszSubKeyName, pszVal ueNane, pdwlype, pbDat a,

pcbDat a) ;
Handle to any key or root key opened with KEY _READ or
HKEY  Ihkey KEY_QJER\?/_VGKL UE acceesys. P -
LPCTSTR|psz SubKeyNane |Path to subkey whose value you're setting.
LPDWORD|pszVal ueNanme |Name of the valueto set; cannot be NULL.
LPDWORD|pdwTy pe Contains the datatype of the value to be stored.
LPBYTE |pbDat a Points to the buffer that holds the value's contents; may not be NULL.
LPDWORD|pcbDat a Points to length of pbDat a.

8.2.4 Enumerating Keys and Values

The Registry API dready contains anumber of routines that enumerate keys and
vaues. Guesswhat? The shdl utility APl contains more of them, including severd
normally used with user-pecific values. In particular, there are two routines that
duplicate exiding functiondity in the Registry APl: SHEnunKey Ex and SHEnunval ue.
Why? Mostly because Microsoft wanted to provide a more straightforward set of
routines without breaking applications that depended on the origind API. Let'slook at
SHEnunKeyEx fird.

LONG SHEnunKeyEx (hKey, dwl ndex, pszNane, pcchNane)

HKEY

hKey Handle to currently open key or root key.

DWORD

dwi ndex

Index of the key to retrieve. For thefirst call, passin zero; subsequent calls can
use other index values.

LPCTSTR

pszNane |Output buffer; on exit, contains full name of current key.

LPDWORD

dwFl ags |On entry, points to DIWORD containing size of psz Name. On exit, containsthe




|actua| number of characters copied topszNane.

Like RegEnunKeyEx, SHEnunKeyEx alowsyou to iterate through every key under the
gpecified subkey. Unlike its big brother, SHEnunKey Ex doesn't alow you to get the
key's modification time. Y ou can dill use RegQuer yI nf oKey to determinein advance
what indices to use, or you can start with zero and work your way up.

SHEnunmval ue isasomewhat redundant beast. It looks like RegEnunval ue, except that
SHEnunmval uedoesn't have the usaless "reserved” parameter. Other than that, the two
are functionaly identicdl.

LONG SHEnumval ue (hKey, dwl ndex, pszVal ueName, pcchVal ueNane,

pdwType, pvDat a,

pcbDat a)

HKEY hKey Handleto currently open key or root key.

DWORD  |dwi ndex Index of the key to_retrieve. For thefirst call, passin zero; subseguent
calls can use other index values.

LPTSTR |pszVal ueName |Output buffer; on exit, contains full name of enumerated value.

LPDWORD

pcchVal ueNane

Pointer to a DIWORD that contains size of pszVal ueName on entry and
number of characters copied topszVal ueName on exit.

Pointer to DWORD that receives datatype of the enumerated value, e.g.,

LPDWORD pdwTy pe REG SZ, REG DWORD, efc.
Pointer to buffer that receives value contents. If you don't care, pass
LPVA D |pvDat a NULL; otherwise, size the buffer appropriately and put the sizein
pcbDat a.
LPDWORD|pcbDat a Sizeof pvDat a buffer.

8.2.5 Working with User-Specific Keys

If you decide to use the shell AP routines that give you access to user-specific keys
(UXKs), youll find that they're familiar and different a the same time. Most of the
things you have to do when using the sandard Registry APl are il required; in
particular, you sill have to open and close keys before you read or write them or their
vaues, and the norma Win32 access controls till apply.

8.2.5.1 Creating and removing keys

Before you can do much of anything else with user-specific keys, you need to be able
to create them. Of course, the counterpart of creating something is deleting it, o it's
handy to know how to remove USKs as well.

Y ou create anew USK with SHRegCr eat eUSKey, which also opensthe key after

creding it.

LONG SHRegCr eat eUSKey( pszPat h, samDesired, hkRel USKey, phkNewUSKey,
dwrl ags) ;

LPCTSTR|pszPat h Pointer to string containing name of subkey to create and open.
REGSAM |sanDesi red |Desired security access to the key when opening it.

HUSKEY |hkRel USKey Key to be used as base of relative path; if you specify arelative path in

pszPat h, it'sinterpreted relativetohk Rel USKey. If pszPat h is




absolute, set hkRel USKey to NULL.

PHUSKEY |phk NewUSKey |Pointer to handle of the newly opened key.

Flagsthat control the root key under which the new key is created and
opened:

SHREGSET _HKCU creates the key under HKCU if it doesn't
aready exist under either HKCU or HKLM.

SHREGSET _FORCE_HKCU opens the key under HKCU if it
exists and creates/opensit if not.

DWORD  |dwFl
ags SHREGSET_HKL Mcreates the key under HKLM if it doesn't

already exist.

SHREGSET_FORCE_HKLMopensthe key under HKLM if it
exists and creates/opensit if not.

SHREGSET_DEFAULT will create and open the key under both
HKCU or HKLM, using whichever oneitfindsfirst.

The way this routine works requires some explanation. Since USKs can be crested
either under HKCU or HKLM, you have to use the dwFl ags parameter to specify
where you want the key created. Note that SHRegCr eat eUSKey creates the key and
opensit. If the key aready exists, you get to choose whether you want to open it inits
existing location or force creetion of akey with the same name under another root.
When you request that akey be created under HKCU, though, you may find that it's
actudly created under the user's subkey of HKU.

Once you're done using akey (usualy as part of your program's uningtallation code),
it's polite to delete any USK s you've created. Y ou do so with
SHRegDel et eEnpt y USKey, which does just about what you'd expect.

LONG SHRegDel et eEnpt yUSKey( hkUSKey, pszTarget Path, del RegFl ags);

HUSKEY hk USKey Currently open USK.
LPCTSTR pszTar get Pat h zrl:]lpl)ti)/ath to target key to delete; the target key must be

Flags that control which key you want to remove:

SHREGDEL _ DEFAULT removesthe key from
HKCU if it existsor from HKLM if it's not under
HKCU.

- SHREGDEL _HKCU removesthe key under HKCU if
SHREGDEL _FLAGS|del RegFl ags it exists.

SHREGDEL _HKLMremovesthe key if it exists
under HKLM.

SHREGDEL _ BOTH removes the key under HKCU
and HKLM.




Note that SHRegDel et eEnpt yUSKey refusesto ddeteaUSK unlessdl its subkeys and
vaues have been previoudy removed; this prevents you from accidentally removing
Settings you want to keep. In practice, that means you need to enumerate through any
USKsyou create and remove their contents before removing them at uningal time.

8.2.5.2 Opening and closing keys

Y ou have to open and close USKsjust as you do regular keys. Since there'sanew
opague type for USKs (HUSKEY'), you can't intermix the shell utility routines and the
ordinary Win32 API routines. To open aUSK, use SHRegOpenUSKey .

LONG SHRegOpenUSKey( pszPat h, samDesired, hkRel USKey, phkNewUSKey,
f1 gnor eHKCU) ;

LPCTSTR|pszPat h Pointer to string containing name of subkey to open.

REGSAM |sanDesi red |Desired security accessto the key onceit's opened.

Key to be used as base of relative path; if you specify arelative path in
HUSKEY |hkRel USKey |[pszPat h,it'sinterpreted relativetohkRel USKey. If pszPat h is
absolute, set hkRel USKey to NULL.

PHUSKEY |phk NewUSKey |Pointer to handle of the newly opened key.

When TRUE, SHRegGet USVal ue looksfor the key in HKLM instead

BOOL f 1 gnor eHKCU
of HKCU.

Once you have the key returned in phkNewUSKey , you can passit to any of the other
USK-related functions covered in this section. WWhen you're done, of course, you need
to close the key by cdling SHRegCl oseUSKey.

LONG SHRegCl oseUSKey( hkTar get) ;

IHUSKEY IhkTar get \Open USK you want to close.

8.2.5.3 Getting key and value information

After you've opened aUSK, you'll probably need to get information about the keys
and vauesinit. There are atotd of three routinesthat do so: SHRegQuer y1 nf oUSKey,
SHRegEnunmUSKey, and SHRegEnumJSVal ue. These are Smilar to their nonrUSK
counterparts. For example, SHRegQuer yI nf oUSKey takes the same parameters as
SHQuer y1 nf oKey and returns the same information: a count of how many vaues and
subkeys the specified USK has, plus the length of the longest subkey and vaue

names. There are afew differences, though.

When you want to enumerate the subkeys of a USK, SHRegEnumJSKey isthe
gppropriate routine to use. Like dl the other enumeration routines I've talked about in
this chapter, SHRegEnumusKey alows you to wak an entire USK and get the names of
each of its subkeys. Unlike (say) SHRegEnunKey Ex, though, the USK version needs
another parameter: aflag that indicates whether to return information about the USK
under HKLM or HKCU.

LONG SHRegEnunmJSKey( hUSKey, dwl ndex, pszNanme, pcchNane,
enunRegFl ags) ;

HUSKEY hUSKey Handle to the currently open USK.

DWORD dwl ndex Zero-based index indicatina which subkey vou want




information about.

Address of abuffer that receives the enumerated key's name;
LPCTSTR pszNane make sure the buffer isMAX_PATH characters long to ensure
enough space.

Oninput, specifies size of pszNane; on exit, specifies how

L PDWORD cchNane ;
P many characters were copied topszNane.

SHREGENUM DEFAULT enumerates the key under

HKCU if it existsor from HKLM if it's not under
HKCU.

SHREGENUM_HKCU enumerates the key under
HKCU if it exists.
SHREGENUM_FLAGS|enunRegFl ags
SHREGENUM_HKL Menumerates the key if it exists
under HKLM.

SHREGENUM BOTHisn't alegal value, even though
it's defined in the header file.

SHRegEnumuUSVal ue isjust like SHEnumval ue, with one exception: it adds an
enunRegFl ags parameter that accepts the same values as the one defined for
SHRegEnuniJSKey .

8.2.5.4 Reading values

When you want to read or write values under aUSK, you'll again find that the process
is quite smilar to what you're accustomed to doing for ordinary Registry data. Once
you have an open USK, you can get a specific value from it in two ways.

SHRegGet USVal ue isthe generd-purpose routine for fetching USK values. Y ou pass
in the value's name and get back its contents, just like SHGet Val ue or

RegQuer yVal ueEx. However, Since SHRegGet USVal ue isfor USKs, its argument list
looks more like the other USK routines discussed thusfar.

LONG SHRegGet USVal ue( pszSubKey, pszVal ue, pdwType, pvData, pcbData,
f1 gnor eHKCU,

pvDef aul t Dat a,
dwDef aul t Dat aSi ze) ;

LPCTSTR|pszSubKey Path to subkey (relative to HKLM and/or HKCU) that contains

the desired value.

LPCTSTR|pszVal ue Name of the valueto get.

L PDWORD pdwTy pe On exit, cgn’Fal nsvalue's datatype; passNULL if you don't care
what typeitis.

Pointer to buffer for value's data. If you don't want the data

LPVO D |pvDat a returned, pass NULL.

On entry, points to DWORD specifying size of buffer inpvDat a.

LP DlpchDat a On exit, contains actual count of bytes copied topvDat a.

When TRUE, SHRegQuer yUSVal ue returnsavaluefrom

B fl HK
ook gnor eHKCU HKLM only, ignoring any values under the USK in HKCU.

LPVA D |pvDef aul t Dat a Buffer that gets the default value's data; passNULL if you don't




want it.

DWORD |dwDef aul t Dat aSi ze|Sizeof pvDef aul t Dat a buffer.

Y ou may have noticed that therés no huskey parameter for thisroutine. That's

because you don't have to open aUSK to get avaue with SHRegGet USVal ue; it Opens
and closesthe key for you. Thisis easy, but inefficient if you need to fetch severd
vauesinarow. Inthat case, you probably want to use SHRegQuer yUSVal ue instead
by opening the desired USK, caling it severd times, and closing the key.

LONG SHRegQuer yUSVal ue( hUSKey, pszVal ue, pdwlype, pvData, pchDat a,
f 1 gnor eHKCU,

pvDef aul t Dat a,
dwDef aul t Dat aSi ze) ;

HUSKEY |hUSKey Handle to the currently open USK.

LPCTSTR|pszVal ue Name of the value to be queried.

L PDWORD pdwTy pe On exit, CQ”’FaI ns value's datatype; passNULL if you don't care
what typeitis.

Pointer to buffer for value's data. If you don't want the data

LPVOI D |pvDat a returned, passNULL.

On entry, points to DWORD specifying size of buffer inpvDat a.

LPDWORD|pchDat a . . .
P On exit, contains actual count of bytes copied topvDat a.

When TRUE, SHRegQuer yUSVal ue returnsavalue from

BOOL f 1 gnor eHKCU . . .
HKLM only, ignoring any values under the USK in HKCU.

Buffer that gets the default value's data; passNULL if you don't

LPVA D |pvDef aul t Dat a i
want It.

DWORD |dwDef aul t Dat aSi ze|Sizeof pvDef aul t Dat a buffer.

There's a so a specia- purpose routine that gets a single vaue of type BooL from a
USK. SHRegGet Bool USval ue fetches a Sngle Boolean vaue, using the same method
as SHRegGet USVal ue. It opens the specified key, retrieves the value, and returnsit to
you. Thisisan easy function to use, snceits functiondity is so limited, but it's il

handy if you want to check the value of a Boolean flag in a USK within your

program.

BOOL SHRegGet Bool USVal ue (pszSubkey, pszVal ue, flgnoreHKCU, fDefault)

Path to subkey (relative to HKLM and/or HKCU) that contains the desired

LPCTSTR|pszSubkey value

LPCTSTR|pszVal ue Name of the value you want to retrieve.

BOOL f I gnor eHKCU|When TRUE, SHRegGet Bool USVal ue looksonly under HKLM.

BOOL f Def aul t Default value to be returned if the requested value doesn't exist.

For example, let's say you write an gpplication that alows users to download the
contents of an Outlook contacts folder to a GSM mobile phone. Most GSM phones
can store numbers on asmart card in the phone or in the phonesinterna RAM, so it
would be nice if you let the user specify a default for where new numbers should go.
At download time, it'sfairly easy to check the setting before blasting data out to the
phone.

/1 get all the contact info from Qutl ook

/] see where the user wants the nunbers stored




BOOL st or el nPhone SHRegGet Bool USval ue( " Sof t war e\ \ RA\\ PhoneBl aster",

" St or eNunber sl nPhone", fal se,
fal se);
if (storelnPhone)
/!l store the nunbers in the phone
el se
/| store the nunmbers on the SIMcard

8.2.5.5 Writing and deleting values

So far, I've talked only about reading vaues. Fortunately, there are routines you can
useto store valuesin USKs too. In fact, there are two distinct waysto write avaue.
SHRegSet USVal ue judt sets the vaue without requiring you to open and close the

USK you're using, while SHRegW i t eUSVal ue expectsto have an open USK passed to
it. Like the functions you use to read vaues, the one you use depends on whether

you're doing one operation (in which case SHRegSet - USVal ue iseasier to use) or
severd (inwhich case SHRegW i t eUSVal ue ismore efficient).

LONG SHRegSet USVal ue( pszSubKey, pszVal ue, dwlype, pvData, cbbDat a,
dwrl ags) ;
LPCTSTR|pszSubKey foatghoto subkey (relativeto HKLM and/or HK CU) where you want the value
LPCTSTR|pszVal ue |Name of the valueto write,
DWORD |dwType Value's datatype; must be REG_SZ.
LPVA D |pvDat a Pointer to buffer for value's string data.
DWORD |cbDat a Length of the value string, not including the terminating NULL.
Sameflags specified for SHRegCr eat eUSKey:
SHREGSET_HKCU
DWORD  |dwFl ags SHREGSET_FORCE_HKCU
SHREGSET_HKLM
SHREGSET_FORCE_HKLM

SHRegW i t eUSVal ue |0oks pretty much the same, except that it requires ahandle to
an open USK as once of its parameters:

LONG SHRegW i t eUSVal ue( hkUSKey, pszVal ue, dwType, pvData, cbDat a,
dwrl ags) ;
HUSKEY |hkUSKey |Handleto currently open USK or one of the predefined root keys.
LPCTSTR|pszVal ue |Name of the valueto write.
DWORD |dwType |Value'sdatatype; must be REG SZ.
LPVO D |pvData |Pointer to buffer for value's string data.
DWORD |cbData |Length of the value string not including the terminating NULL.

Same flags specified for SHRegCr eat eUSKey and SHRegSet USVal ue:
DVORD  |dwFl ags SHREGSET _HKCU




SHREGSET FORCE_HKCU

SHREGSET_HKLM

SHREGSET_FORCE_HKLM

Findly, you can ddete a sngle value from a USK when youre done with it.

SHRegDel et eUSVal ue doesthetrick (remember, you have to remove the values from
aUSK before you can remove it with SHRegDel et eEnpt yUSKey). Removing avaue
issmple: you have to pass an open USK, the name of the vaue, and aflag word that
indicates where you want to remove the vaue if found.

LONG SHRegDel et eUSVal ue( hkUSKey, pszVal ue, del RegFl ags);

HUSKEY hkUSKey |Handleto currently open USK.

LPCTSTR pszVal ue|Name of the value to remove.

Flags that tell routine where to remove valueif found. Flags that
control which key you want to remove:

SHREGDEL _DEFAULT removes the key from HKCU if it
existsor from HKLM if it's not under HKCU.

- SHREGDEL _HKCU removes the key under HKCU if it
SHREGDEL _FLAGS|dwType exists.

SHREGDEL _HKLMremovesthekey if it exists under
HKLM.

SHREGDEL _ BOTH removes the key under HKCU and
HKLM.

8.2.6 Leftovers

There are three routines that don't redly belong anywhere dse. Two of them dlow
you to read or change file paths, while the third duplicates akey handle. Let's ook at
it firg; it's probably the Smplest routine in the entire Registry AP s&t.

HKEY SHRegDupl i cat eHKey (hkKey);

IHKEY hkKey [Key to duplicate.

SHRegDupl i cat eHKey does only one thing, but it does it well: it duplicates a current
HKEY and makes a copy of it. If you're accustomed to the dup( ) functionin Unix,

this does exactly the same thing, so you can quickly duplicate a key handle (whether
open or closed) and go on to do separate things to the two handles, independent of one
another.

The path functions are dso pretty straightforward. Windows 2000 redly embodies
Microsoft's philosophy that users should keep their datain their profiles, and that
certain aress of the filesystem should be used only by applications and the OS.
Accordingly, these functions alow you to pass in a path and have any symbolic



names in it expanded to match actud folders on disk, or vice versa. The symbolic
names that these functions support are shown in Table 8.8.

Table 8.8. Symbolic Names

Symbol Name Expandsto...

Current user's profile folder. Note that this variable can't be used by services

0 0,
AJSERPROFI LE% that impersonate another account by manipulating the security context.

YALLUSERSPROFI LEY%{The "All Users' profile folder.

Pr ogr anfil es%  |TheProgram Filesfolder. Thisis normally not set under Windows NT.

¥Byst emRoot % The system root directory where Windows 2000 is installed.

uByst enDri ve% The system volume's drive |etter.

- Although these routines work fine under Windows 95/93, the
. ) environment variables in Table 8.8 will probably be empty, since
" 4%+ those operating systems don't support profiles.

The firgt of these routines, SHRegGet Pat h, takes the path to a Registry key that
contains afile path. If that vadueisaREG_EXPAND_Sz, SHRegGet Pat h expands any
symbolic names found in the path; if nat, it returns the string without modifying it.

LONG SHRegGet Pat h (hKey, pszTarget Subkey, pszVal ue, pszExpandedPat h,
dwrl ags)

HKEY hKey Handleto currently open key or root key.

LPCTSTR|pszTar get Subkey |String containing path to target subkey.

Output buffer; on exit, contains fully expanded path. Set the size of
LPCTSTR|pszExpandedPat h this buffer to MAX_PATHto ensure there's enough room for the
expansion.

DWORD |dwFl ags Reserved; always pass 0.

The counterpart of SHRegGet Pat h ISSHRegSet Pat h, which takes a path string that
contains one or more full path to the folderslisted in the rightmost column of Table
8.8, then converts those paths to the symbols listed in the table.

LONG SHRegSet Pat h (hKey, pszTarget Subkey, pszVal ue, pszConpl et ePat h,
dwrFl ags)

HKEY hKey Handleto currently open key or root key.

String containing path to target subkey. This subkey must exist or

LPCTSTR|pszTar get Subkey SHRegSet Pat h fails

String containing name of value to be created under

LPCTSTR|pszVal ue pszTar get Subkey.

Output buffer; on exit, contains rewritten path. Set the size of this

LPCTSTRIpszConpl et ePat h buffer to MAX_PATH to ensure there's enough room.

DWORD |dwFI ags Reserved; always pass 0.

The combination of these two functions dlows you to sore file paths in a reasonably
flexible way, Snceif a user or administrator moves something (such as a user profile
or the system drive), these API routines make that change transparent to your
goplication.




8.3 Programming with C/C++

The APl examples and documentation in earlier sections al present the Registry AP
in its native C/C++ form. Since many adminigrators are comfortable with C and/or
C++, I'll gart the programming examples by presenting three distinct uses for the
Registry AP routines I've dready presented.

8.3.1 Example: Watching a Key for Changes

RegNot i f yChangeKeyVal ue isalittle-used, but very useful, routine. It's only present
in Windows 2000 and N'T, which perhaps accounts for its relative anonymity. If you
need to be notified when akey or its vaues changes, it's the best tool for getting you
that notification. vat chKey, shown in Example 8.4, isasmal utility thet tekes
advantage of RegNot i f yChangeKeyVal ue to warn you when akey you specify has
been changed.

8.3.1.1 How the code works

After acheck of itsinitid command-line arguments, the code performs the following
steps:

1. Itidentifieswhich root key "owns' the key you want to monitor; thisis
required because RegOpenKey Ex needs an aready open key (i.e., one of the
roots) to open thetarget key. If it can't figure out which root the user specified,
it prints an error and exits.

2. It captures the pathname of the key to monitor and usesit, dong with the root
key, to call RegpenKeyEx. The key is opened with KEY_READ access, which
includesKEY_NOTI FY access too. If the key can't be opened, the code generates
an error message and exits.

3. Thetarget key ismonitored with acdl to RegNot i f yChangeKeyVal ue. The
code passes TRUE for the bwat chSubt r ee parameter so that any changeto a
key or vaue benegth the target key generates a notification. For the
dwiNot i f yFi | t er parameter, you pass dl available event flagsin so thet any
changesto the target key trigger a natification. No event handle is passed in,
and thef Asynchr onous parameter is set to TRUE s that the process blocks
until a change occurs.

Example 8.4. The WatchKey Utility

/1 Wat chKey. c

/1 Watches the key you specify until it changes, then displays the
time and date

/1 when the change occurred.

#i ncl ude <wi ndows. h>
#i ncl ude <stdi o. h>
#i ncl ude <tine. h>

/1 error codes we generate
#def i ne kBadPar ans 1
#defi ne kNoRoot Key 2
#defi ne kCant OpenPath 3



static const HKEY hkRootList[5] = {HKEY_LOCAL_MACHI NE,

HKEY_CURRENT _USER, HKEY_USERS,

HKEY_CURRENT_CONFI G, HKEY_CLASSES ROOT};

static const char *pszRoot Names[5] = {"HKLM', "HKCU', "HKU"', "HKCC',
"HKCR'};

voi d DoUsage(const char *inNane);

voi d DoUsage(const char *inNane)

{
printf("%s: inproper conmmand-line paraneters\n”, inNane);
printf("\tUsage: % root path\n", inNane);
printf("\t\troot\tRoot key to nonitor; may be HKLM HKCC, HKCR,
HKU, or HKCW n";
printf("\t\tpath\tFull path to subkey you want to nmonitor\n");
}

void mai n(int argc, char **argv)
{
char pszPat h[ MAX_PATH] ;
HKEY hkRoot = NULL, hkResult = NULL;
DWORD dw dx = 0, dwRootldx = O;
LONG nResult = ERROR_SUCCESS;

menset (pszPat h, 0x0, MAX PATH);

/1 preflight our argunents
if (3 != argc)

DoUsage(argv[0]);
return;

}

/1 first argument must be the root key nanme
while (5 > dw dx && 0 == dwRoot | dx)
{
if (0 == strcnp(pszRoot Names[ dwi dx], argv[1]))
dwRoot | dx = dwl dx;
el se
dwl dx++;

}
if (0 == dwRoot | dx)

{
DoUsage(argv[0]);
fprintf(stderr, "!!! no root key nanmed %\n", argv[1l]);
return;

}

/1l get the path name
strncpy(pszPath, argv[2], max(MAX PATH, strlen(argv[2])));

/1 open the correspondi ng key
nResult = RegOpenKeyEx(hkRoot Li st [ dwRoot | dx], pszPath, OL,
KEY_READ,
&hkResul t);
i f (ERROR_SUCCESS != nResult)

{



fprintf(stderr, "Error % while opening %\n", nResult,
pszPat h);
return;
}

/1l watch it until sonmething happens or the program s term nated

fprintf(stderr, "Watching %\\%...\n", pszRoot Nanes[ dwRoot | dx],
pszPat h);

fflush(stderr);

nResult = RegNoti fyChangeKeyVal ue( hkResul t,
true, /1 tell us if
subkeys change
REG_NOTI FY_CHANGE_NAME +
REG_NOTI FY_CHANGE_ATTRI BUTES +
REG_NOTI FY_CHANGE_LAST_SET +
REG_NOTI FY_CHANGE_SECURI TY,
NULL, /1 don't pass an
event
fal se /1 wait; don't be
/1 asynchronous
)

i f (ERROR_SUCCESS ! = nResul t)

{
fprintf(stderr, "Error %d while nonitoring %\n", nResult,
pszPat h);
fflush(stderr);
return;
}
/1l if we're still here, that neans the key was changed
time_t now = tinme((long *)NULL);
fprintf(stderr, "!'!!l Key %\\% changed at %",

pszRoot Nanes[ dwRoot | dx] ,
pszPath, ctinme(&now));
fflush(stderr);

}

8.3.1.2 Possible enhancements

wat chKkey isauseful tool asit stands right now, but (aswith amost every program
ever written) it could be enhanced. Here are afew suggestions to get you thinking
about how you could apply what you've learned:

Thefirgt, and most obvious, improvement would be to let users specify vaues
for thebwat chSubt r ee and dwFi | t er Opt i ons parameters, thus making the
actud watching more flexible.

Instead of just printing out the date and time when a modification occurred,

you can generate an Event Log entry.

Since RegNot i f yChangeKeyVal ue can function asynchronoudy, you can
modify the code in Example 8.4 so that it spawns a separate watcher thread for
each key you want to monitor at one time. In conjunction with event logging,
this provides alow-overhead auditing mechanism that can be applied only to
keysyoure interested in.



8.3.2 Example: A Stack-Based Wrapper Class

Earlier in the chapter, | dluded to aneat C++ feature that is sadly underutilized.
Whenever you create an C++ object, its constructor is caled. When you're done with
the object and are ready to ddlete it, you call adisposal method that calls the object's
destructor. Callsto these methods are supposed to balance so that you never construct
anything that doesn't get destroyed, and you don't destroy any object more than once.
Thismay sound suspicioudy like the rule for Registry keys: open them, use them, and
adways close them.

If you create automatic objects on the stack, the compiler autométicaly cdlsthe
objects destructors when it's time to destroy them. This may happen because your
code has finished executing the scope where the objects are or because ajump or
exception caused the objects to go out of scope. Herésasmall example:

voi d test(void)

{
anCbj ect A

A. doSonet hing( );

if (A IsEnpty( ))
t hr owm( kRanQut Of Dat a) ;

A. DoSonet hi ngEl se(  );
if (AlsFull( ))
t hr om kTooMuchDat a) ;

}

When this function starts up, A isdlocated on the stack, and its congtructor is called.
The destructor may potentialy be caled in three cases: when the function returns
normaly, when kRanQut Of Dat a isthrown, or when k TooMuchDat a isthrown. No
meatter how this function exits, A's destructor gets a chance to clean up whatever the
constructor did.

Example 8.5 shows the class definition for a stack-based Registry key class. The
constructor opens the key you specify, and the destructor closesit again. In between,
there are members for getting and setting individud values.

Example 8.5. The StKey Class Definition

cl ass St Key
{

publi c:
St Key(HKEY i nRoot, LPCTSTR inPath, REGSAM i nAccess =
KEY_READ) ;
~StKey( );

LONG Get DWORDVal ue( LPCTSTR i nVal Nanme, DWORD &out Count);

LONG Get Stri ngVal ue(LPCTSTR i nval Nanme, LPSTR out Val ue, DWORD
&i oBuf Si ze) ;

LONG Get Val ueCount ( DWORD &out Count) ;

LONG Set DWORDVal ue( LPCTSTR i nVal Nane, const DWORD i nVal);
LONG Set Stri ngVal ue( LPCTSTR i nVal Narmre, LPCTSTR i nVal,
const DWORD i nBuf Si ze = 0, DWORD i nType
= REG S7);



LONG AddDWORDVal ue( LPCTSTR i nVal Nane, const DWORD i nVal);
LONG AddSt ri ngVal ue( LPCTSTR i nVal Narme, LPCTSTR i nVal,
const DWORD i nBuf Size = 0, DWORD i nType
= REG S7);

private:
HKEY nCurr Key;

b
8.3.2.1 How the code works

Example 8.6 shows the actua implementation of the St Key class™ The constructor
and destructor are straightforward: they open and close the requested key, and that's
it! Likewise, theré's nothing magic about the Get Val ueCount , Get DWORDVal ue, Of
Get St ri ngVal ue members.

[} omitted Add DWORDVal ue and AddSt r i ngVal ue from the example because they just call
the corresponding Set  routines.

The most interesting pieceis actudly the Set St ri ngVval ue member. It handles more
than one type of Registry string. Y ou probably remember that vaues may contain
plain srings (REG_Sz), expandable strings (REG_EXPAND_Sz), or multiple strings
(REG_MULTI _SZ). Set St ri ngVal ue correctly crestes vaues of al threetypes; in
addition, it's smart enough to figure out the correct string length based on the input

type.

Example 8.6. The StKey Class Implementation

St Key: : St Key( HKEY i nRoot, LPCTSTR inPath, REGSAM i nAccess /* =
KEY_READ */)
{

Il ong nResult = O0;

mCurr Key = NULL;

nResult = RegOpenKeyEx(i nRoot, inPath, OL, inAccess,
&nCur r Key) ;

i f (ERROR_SUCCESS ! = nResult)

mCur r Key = NULL;

}
St Key:: ~StKey( )
{
i f (nmCurrKey)
{
RegCl oseKey( nCurr Key) ;
mCur r Key = NULL;
}
}

LONG St Key: : Get Val ueCount ( DWORD &out Count)
{
return RegQueryl nfoKey (mCurrKey,
NULL, NULL, NULL,
NULL, NULL, NULL,
&out Count,
NULL, NULL, NULL, NULL);



LONG St Key: : Get DAWORDVal ue( LPCTSTR i nVal Name, DWORD &out Val ue)
{
DWORD sz = si zeof ( DWORD) ;
return RegQueryVal ue(nCurrKey, inVal Name, (LPTSTR)&out Val ue,
(long *)&sz);
}

LONG St Key: : Get StringVal ue( LPCTSTR i nVal Nane, LPTSTR out Val ue, DWORD
&i oBuf Si ze)
{
DWORD sz = si zeof ( DWORD) ;
return RegQueryVal ue( nCurrKey, inVal Nane, outValue, (long
*) & oBuf Si ze) ;
}

LONG St Key: : Set DWORDVal ue( LPCTSTR i nVal Narme, const DWORD i nVal)

{
return RegSet Val ueEx( nCurrKey, inVal Nane, OL, REG DWORD,
(BYTE *) & nVal,
si zeof (DWORD) ) ;
}

LONG St Key: : Set StringVal ue( LPCTSTR i nVal Name, LPCTSTR i nVal,
const DWORD i nBuf Size /* = 0*/,
DWORD i nType /*= REG SZ*/)

{
if ('IsvalidStringType(inType))
return ERROR_|I NVALI D_PARAVMETER,;
if (0 == inBufSize &% REG MULTI _SZ == inType)
return ERROR_I NVALI D_PARAVMETER,;
return RegSet Val ueEx(nCurrKey, inVal Nane, OL, inType, (BYTE
*)inval,

(i nBuf Si ze ? i nBufSi ze
strlen(inval)));

}
LONG St Key: : AddDWORDVal ue( LPCTSTR i nVal Narmre, const DWORD i nVal)
{

}

return Set DAORDVal ue(i nVal Nane, inVal);

LONG St Key: : AddStri ngVal ue( LPCTSTR i nVal Name, LPCTSTR i nVal,
const DWORD i nBuf Size /* = 0*/,
DWORD i nType /*= REG SZ*/)

{

}

return Set StringVal ue(inVval Nane, inVal, inBufSize, inType);

8.3.2.2 Possible enhancements

You could easily extend this class to support a Standard Template Library-style
iterator cgpability for vaue. This makesit easy to iterate through dl vaues of a



subkey in a structured, exceptionsafe manner. Y ou can also make the constructor
smarter, perhaps by alowing it to recognize and parse afully qualified path such as
"\enigmaHKLM\SOFTWARE\LJL\SMIME\WUsers' ingteed of requiring the root key
and path to be separate. Another useful expansion isto make the class able to store
vauesin USKs. For ared treat, consder building a stack-based class that |oads and
unloads hive filed

8.3.3 Example: Loading a Control with a Set of Values

If you store useful data as values attached to a subkey, at some point you'll want to get
them out again. In writing an SMIME-compliant eectronic mail client, | found thet |
needed to get alist of stored user profiles (which livesin
HKLM\SOFTWARE\LJL\SMIME\Users) and display them in adropdown list so the
user can efficiently pick a profile to use when logging in. The actud code that does so
isin Example 8.7; it'sfairly straightforward.

Example 8.7. Move the Values from a Key into a Windows Combo
or List Box
#i ncl ude <wi ndows. h>

typedef enum {eConmbo=0, eList} eBoxType;

HRESULT LoadBoxW t hUser s(eBoxType i nBoxType, HW\D i nControl, LPSTR
i nDef Narre,

{

i nt &out Sel ect ed)

DWORD nResult = ERROR_SUCCESS;
HKEY hkFi r st Key;

HRESULT retVal = O;

long idx = O;

DWORD dwval Count = O;

SendMessage(i nControl, (eConmbo ==
i nBoxType ? CB_RESETCONTENT : LB_RESETCONTENT),
(WPARAM 0, (LPARAM 0);

out Sel ected = 0;

/1 try to open HKLM SOFTWARE\ SMAIL; if we succeed, enunerate
/1 through its subkeys and return the first one
nResult = RegOpenKeyEx( HKEY_LOCAL_MACHI NE,
" SOFTWARE\ \ LJL\\ SM ME\\ User s",
OL, KEY_READ, &hkFirstKey);
i f (ERROR_SUCCESS == nResult)

{
char *pszNanme = NULL;
DWORD dwNamelLen = O;
/1 find out what the | ongest subkey is and how many val ues
exi st

nResult = RegQueryl nfoKey (hkFirstKey,
NULL, NULL, /1l class & class size

NULL, /'l reserved

NULL, /1 # of subkeys

NULL, /1 1ongest subkey Ilength
NULL, /1 class length

&dwval Count, // # of val ues



NULL, NULL,
&dwNaneLen, /1 1ongest value contents
NULL) ;

/1 allocate buffers based on what we just |earned
pszNanme = (char *)mall oc(dwNanmelLen);

for (idx = 0; idx <= dwval Count; idx++)

{
nResult = RegEnumval ue( hkFi r st Key, idx, pszNane,
&dwNanmelLen, NULL,
NULL, NULL, NULL);
if (ERROR_NO MORE | TEMS != nResult)
SendMessage(i nControl, (eConmbo == i nBoxType ?
CB_I NSERTSTRI NG :
LB I NSERTSTRI NG, (WPARAM -1,
(LPARAM pszNane) ;

/1l if this itemmatches the default, return it as a match
if (inDefNanme && stricnp(pszNane, inDefName) == 0)

out Sel ected = i dx;
menmset (pszName, 0x0, MAX PATH); dwNaneLen = MAX_ PATH,

}
nResult = RegCl oseKey( hkFi r st Key);
SendMessage(i nControl, (eConmbo == i nBoxType ?CB_SETCURSEL :
LB _SETCURSEL), ( WPARAM out Sel ect ed,
( LPARAM 0) ;

free(pszNane);

}

el se

retvVal = E_NOT_FOUND,
return retVal;

}

The firg thing this code doesis clear out the Windows list/combo box control; once
that's done, it opens the key where the relevant values are sored. If RegOpenKey Ex
succeeds, acall to RegQuer yl nf oKey returnsthe length of the longest value and the
number of values attached to the key.

With that information in hand, it's easy to iterate through the values by repestedly
cdling RegEnunval ue. Aseach vaueisretrieved, it's added to the combo box. If the
cdler specifies adefault vaue for the combo box, when that vaue is encountered, its
index is saved so0 you can preset the combo box's selection. This makes it possble to
remember the user'slast selection and have it gppear as the sdection when the
program's next run.

8.4 Programming with Perl

Ahhh, Perl!® Once upon atime, its power and entertainment value were reserved
soldy for Unix adminigtrators. A long line of Windows programmers have labored to
bring the Perl toolset to Win32; in doing 0, they've added some nifty features not
present in other platforms Perl implementations. ActiveState Perl isan
implementation of Perl for Win32 platforms and is avallable at
http://www.activestate.com . In addition to the Perl core, ActiveState Perl also
includes complete support for the Registry, COM, OLE, and Win32 security.



(¥ Since this is an O'Reilly book, | was sternly admonished to talk about Perl.

Throughout the rest of this section, I'm going to assume that you're familiar with Perl
syntax and semantics, particularly the Perl implementation of objects and modules. (If
youre nat, | highly recommend Learning Perl On Win32 Systemsby Randd L.
Schwartz, Erik Olson, and Tom Chrigtiansen from ORellly & Associates.)

Even if you don't use the Win32-specific extensons, you can write plain-vanillaPerl
and it works fine, but the extensons et you use Perl's expressive power to make short
work of tasks such as cresating batches of user accounts (as described in Windows NT
User Administration by Ashley J. Meggitt and Timothy D. Ritchey; ORellly &
Associates). Note that dl the examplesin this section were devel oped under and
tested with ActivePerl Verson 5.6.0.

Before Perl Verson 5 hit the streets, when people wanted to extend Perl, they actually
had to change the core language itsdlf. This resulted in products such as oraperl,
which is Perl plus Oracle connectivity. Verson 5 included a generd extenson
mechanism devel opers could use to extend and change Perl without having to change
the core. Devel opers can write extensons in Perl or other languages such as C or C++
(see the documentation on Perl's extenson mechanism--caled XS--in the perlxsand
perlxstut sections of the Perl manud). Thisis how ActivePerl makes the Registry AP
avaladle.

8.4.1 The Win32API::RegX XX Functions

The Win32 Perl module includes definitions that correspond to each of the standard C
function definitions described in Section 8.3, earlier in this chapter. Y ou can use them
as you would the C or Visud Basic equivaents; the one difference is that you should
qudify the routine names by specifying they come from the Win32 module. Example
8.8 shows what the program from Example 8.1 looks like when rewritten in Perl with
the standard Win32 module's calls.

Example 8.8. "Hello, World" from Example 8.1, Rewritten in Perl

use Wn32API::Registry 0.13 gwm :ALL );

RegOpenKeyEx ( HKEY_LOCAL_MACHI NE,

" SYSTEM \ Cur r ent Cont r ol Set\\ Cont rol \\ Conput er Name\ \ Act i veConput er Nane

0, KEY_READ, $theKey ) or die
("Coul dn't open nane key! $"E");

RegQuer yVal ueEx( $t heKey, ' Conputer Nane',
(1, # our friend | pReserved
REG Sz,
$who, []);

print "This conputer is named $who\n";

RegCl oseKey( $t heKey) ;

The firg line imports the Win32 module definitions themsdves. Thered fun garts
with the cdll to RegOpenKeyEx. The most unusud feature of this cal isthat the



congtant parameters are passed by reference; other than that (and the call to di e) it
looks much like the C cdls discussed in other sections of this chapter.

Likewise, the cdl to RegQuer yVal ueEx looks dmost like the other languages
equivdents. One difference isthat the valueisreturned in $who; since Perl doesn't
need the length of the datain $who, theré's no parameter for it. There is a parameter
that can return the value'stype, but in thiscaseit'susdessso | passed in [ ] instead of
avariable reference. (Note that you can pass&NULL or [] toindicate aNULL vaue.)

The specid vaue $/ E tells the Perl interpreter to cal the Win32 Get Last Error ()
routine and turn the returned error code into atext string. Thisis optiond, but helpful.

Findly, once the computer name's been printed, RegCl oseKey closesthe key just
opened. Thisisjust as necessary in Perl as anywhere € se; when you open an HKEY,
the OS needs to be told when you're finished with it.

8.4.1.1 When to use them

If you're dready comfortable with the C/C++ interfaces, the Perl equivaents will
seem familiar, because they are; they're just Perl tranditerations of the existing C++
idioms from the Win32 AP definitions. However, if you're going to program in Perl,
you should do that instead of using what Perl hackers disparagingly cdl "C-in-Perl."
The next section tells you how to do just that.

8.4.2 The Win32::TieRegistry Module

A large part of Perl's popularity isthe fact that Perl takes care of many fussy details
for the programmer. Larry Wall, Perl's creator, describes this design philosophy as
"making easy things easy and hard things possble.” Compare the origind Perl "Héllo,
World" program in Example 8.7 to the verdon shown in Example 8.9.

Example 8.9. Perl "Hello, World" Rewritten with the
Win32::TieRegistry Module
use Wn32::TieRegistry Delimter =>"'/";
ny $name = join '/",
gw LMachi ne SYSTEM Current Control Set Contr ol
Comput er Narmre Acti veConput er Nane /;

ny $key = $Regi stry->{$nane}
or die "$0: can't open $nane: $"E\n";

print "This conputer is nanmed $key->{'/ConputerName'}\n";
There are some things in this code that will probably look pretty odd to people who

aren't used to Perl. If you're comfortable with Perl, skip the next section; otherwise,
read on for some interpretation of dl that funny-looking stuff.

8.4.2.1 A few Perl-isms



Like practicdly every other computer language ever invented, Perl supports arrays.

Perl also supports a specid type of array caled ahash. You may be familiar with the
underlying concept under another name, such as "associdive array™ or "dictionary

lig." A hashisjust adata structure that maps akey to some data; it's like an array, but
ingead of being indexed by pogitive integersit's indexed by values’® Thej oi n

operator concatenates values, and the qw operator quotes strings (so that qw/ Hel | o/ is
equivaent to " hel 1 0" inaC program). qw a so replaces spaces with the appropriate
delimiter.

I For much more on hashes, see Chapter 7 of Learning Perl on Win32 Systems>, Chapter 5 of the original
Learning Perl by Randal L. Schwartz and Tom Christiansen, or the heavy-duty Programming Perl by Larry Wall,
Tom Christiansen, and Jon Orwant, al published by O'Relly & Associates.

W n32: : Ti eRegi st ry a0 uses shorter names for the root keys: HKLM, HKU,
HKCU, and HKCR are LMachi ne, User s, CUser , and Cl asses, respectively. |'ve used
the Ti eRegi st ry abbreviations instead of the more standard C/C++-gtyle names
because that's what you're likely to see in other Perl code.

8.4.2.2 The code in detail

Let'sstart with line 1. instead of importing the entire Win32 module, the code uses
only the TieRegistry module. Notice that were separating keys and subkeyswith
dashesinstead of abackdashes (that'swhat wemeant by Del i miter => ' /' inthe
use directive). The next line creates the key name we want to open. The big surprise
dartson the next line ingtead of caling RegOpenKeyEx, the code accesses the registry
key of interest by inspecting the $Regi st ry hash, using the key name fabricated with
gqw as an index into the hash.

Perl usesthe arrow operator (- >) familiar to C and C++ programmers. $Regidry is
actualy areference to a hash. Perl's references are ana ogous to a safeimplementation
of C'spointers. If you have areference to something, then that reference is guaranteed
to be vaid; theré's no such thing asaNULL reference. Think of $Regi st ry- >{ $nane}
as being equivaent to, but safer than, p- >fi el d inC.

The hash behind $Regi st ry isvery specid: it'satied hash. Tied hashesin Perl link
the name of a hash entry to code that fetches the corresponding value when you need
it. Inthis case, asking for akey from the $Regi st ry hash actudly causes TieRegistry
to read the corresponding key with RegOpenkey Ex. Another example of tied hashesis
Perl's magic v&NV hash that |ets you read and set environment variables by reading
from and writing to what appears to be a Perl hash. (See the perltie section of the Perl
manud for more details on tied hashes.)

One more difference: ingtead of returning an HKEY, extracting a value from a hash
returns another reference to atied hash that represents the HKEY. It's possible to
continue to extract vaues from the new reference, as the example demondtrates. This
isavery nice property, because you can then traverse the registry as a splay tree using
the usud recursve agorithm.



Interndly, dl theroutinesin W n32: : Ti eRegi st ry cdl the
Win32 AP routines, ether directly or out of the w n32 module.

& That meansthat any limitations described earlier in Section 8.1
dill pertain to these calls, even though they're not completely
identical to the origind routine definitions.

8.4.2.3 Opening and closing keys and retrieving values

Before you can do anything to akey or vaue, you must have an open key. Y ou open
keys by ng the vaue associated with a particular key name. The key name can
be the full path of the key you want or arelative path from akey that you aready
opened. Thereturn vaue isanew registry object for subkeys or the corresponding
vaue for vaues

$newobj = $RegObj - >{ $subkeynane};

$val ue = $RegObj - >{ $val uenane};

# retrieve type al so

$RegObj - >ArrayVal ues(1);

($val ue, $type) = @ $RegObj - >{$keynane} };

Notice you don't have to explicitly close Registry keys.
8.4.2.4 Creating, adding, and modifying keys and values

Y ou can creete, add, or modify a subkey or value beneath an open key smply by
assigning to akey of the registry object:

$Regj - >{ $subkeyname} = $newal ue;

Asthe following example from the W n32: : Ti eRegi st r y documentation
demondtrates, you can aso insert arbitrarily nested data:

$Regi stry->ArrayVal ues(1);
$Regi st ry->{"LMachi ne/ Sof t war e/ FooCorp/"} = {
"FooWiter/" => {
"/Version" => "4,032",
"Startup/" => {
"/Title" => "Foo Witer Deluxe J[",
"/ W ndowSi ze" => [ pack("LL", $wi d, $ht), "REG BI NARY" ],
"/ TaskBarlcon" => [ "0x0001", "REG DWORD' ],

}1
"Conpatibility/" => {

"/ Aut oConvert"™ => "Al ways",

"/ Default Palette" => "Wndows Col ors",
b,

}1
"/ License", => "0123-9CBEF1-09-FC",

b

8.4.2.5 Enumerating keys and values



Toligt ahash's keys, use Perl'skeys operator. Note that W n32: : Ti eRegi stry usesa
gpecid naming convention under which value names start with the delimiter and

subkeys end with the delimiter. Enumerate the keys and vaues using the for operator,
likethis

my( @&eys, @al s) ;
$Reghj ->Delimter('/"');
for (keys %RegObj) {
if (MM (L*)$>s) {
push @als, $1;

}

elsif (m~(.*)/$>s) {
push @keys, $1;

}

}

Asyou'd expect, enumerating the keys doesn't recurse down the tree, so the subkeys
initsarray represent only the first level beneath the requested key.

Example 8.10 illugtrates a possible application of key and vaue enumeration. After
opening the key of interes, it enumerates the subkeys and vaues. Once it has the two
ligs, it iterates over them with thef or each operator to print each key in the array.

Example 8.10. Iterating Through Keys and Values with GetKeys
and GetValues
use Wn32::TieRegistry Delimter => "'/";
ny $name = join '/",
gw LMachi ne System Current Control Set
Servi ces LanmanServer /;

nmy $key = $Regi stry->{$nane}
or die "$0: can't open $name: $"E\n";

ny( @ubs, @al s) ;
for (keys %key) {
if (me™M(.*)$>s) {
push @als, $1;

}
elsif (m~(.*)/$>s) {
push @ubs, $1;

}
}
print "Subkeys of $name:\n",
map( "$ \n", @ubs),
"Val ues of $nane:\n",
map( "$_=%key->{$_}\n", @als);

8.4.2.6 Deleting keys and values

In kegping with the theme of functioning just like hashes, use Perl's del et e operator
to delete keys and vaues:

$old = delete $regObj - >{ $key_or _val ue_nane};



8.4.2.7 Saving and loading keys

W n32: : Ti eRegi st ry hasversons of RegSaveKey and RegLoadKey from the
W n32API : : Regi st ry module

$regbj - >Al | owSave(1);
$regj - >RegSaveKey($fil enane, $security);

$reghj - >Al | owLoad(1);
$regbj - >RegLoadKey( $keyname, $fil enane);

Thes$securi ty algument to RegSaveKey containsaSECURI TY_ATTRI BUTES structure
that specifiesthe permissonsto be set on $f i | ename. Thisistypicdly [ ], areference
to an empty array.

8.4.2.8 Mixing Win32API::Registry and Win32::TieRegistry

TheWw n32: : Ti eRegi st ry module provides an object-oriented interface also. Many
of these methods names are the same as or Smilar to their W n32API : : Regi stry
counterparts (e.g., RegLoadKey and RegSaveKey). Read thew n32: : Ti eRegi stry
documentation for dl the gory detalls.

8.4.3 Example: Walking the Registry

Perl excels at processing, formatting, seerching, and generaly handling textua
information. Since the Regidtry is redlly one big binary blob, you might not think Perl
would be auseful language for working with the Registry. However, as any true Perl
hacker knows, Perl isuseful for everything!

In his upcoming book (das, a the time of thiswriting, it ill doesn't have atitle) on
functiona programming for Perl hackers published by Morgan Kaufmann, Mark
Dominus devel ops a parameterized directory tree walker that takes as arguments two
calbacks for processing files and directories. Redlizing that directory tree structure
and regigtry structure are practicdly identical, we can develop asimilar tool and put it
to use for whatever purpose you wish.

Despite its power, the code looks deceptively smple:

package RegWal k;

use strict;
use Wn32::TieRegistry ArrayVal ues => 1,

sub inmport {
no strict 'refs';

ny($pkg) = caller;

*{ $pkg . "::" . 'reg_walk' } = \& eg_walk;

sub reg_wal k {
my($key, $val func, $keyfunc) = @;



ny $info = $Registry->{$key};
if (not defined $info) {
warn "$0: couldn't open registry key:\n" .
$key ($"E)\n";

return,;

}
elsif (ref($info) eq 'Wn32::TieRegistry') {
nm @esults;
foreach nmy $k (keys %info) {
push @esults,
reg wal k($key . $k, $val func, $keyfunc);

}
return $keyfunc->($key, $info, @esults)
i f $keyfunc;
}
el se {
return $val func->($key, $info)
i f $val func;
}
}
1;

To usethe RegWal k module, put it somewhere that Perl can find it (one of the
directoriesin the @ NC section of the output of per | - Vv isagood place).

Don't worry if you don't understand thei npor t subroutine; it works some behind- the-
scenes magic to maker eg_wal k appear to be defined in the cdling package (this

particular spdll is called exporting).

reg_wal k takes as arguments akey name, a callback for registry vaues, and a
callback for registry subkeys. It opens the specified key and decides whether it hasa
subkey or avaue. If it has a subkey, it gathers the results from arecursive cdl to
itsdf (think of it as"drilling" dl the way to the bottom in RegEdit) and passes the key
name, areference to atied hash representing the open key, and the gathered list of
results to the registry subkey callback thet you provided. (If you want to impress your
computer-scientist friends, you can say thet it's performing a depth-first search of the
registry.) If it seesthat it has avaue, it passes the key name and areference to an
aray of the form:

[ $value, $type ]
to the Registry vaue callback that you provided.

Not impressed yet? What if | told you that you can use this module to do any possible
Registry management task that you could think up? Any task, from deleting

everything in your Regigry (which | wouldn't recommend) to looking for values that
match some regular expression to sending a copy of your Registry to your buddies
hiding behind Comet Hale-Bopp (assuming, of course, that you have

Net : : SubSpace: : Transmi t indtaled). Thetrick isto provide calbacks that do what
you wart.



Philippe Le Berre wrote a smdl Perl utility, dumpreg.pl, which dumps a specified key
(and its subkeys and values) in anice formatted list. I've updated his code to take
advantage of W n32: : Ti eRegi st ry and Reg\Wal k. The main section of the code
(shown in Example 8.11) gets the usar's command- line input, vaidaesit (filling in
defaults where gppropriate), connects to a remote machine if requested

(W n32: : Ti eRegi st ry handlesthis trangparently when it sees key names that look
like\\ machi nenane\ . . . ), opensthe key to be traversed, and opens the output file. If
any dep fails, the program stops; if they al succeed, the pr ocess_key routine gets
cdled.

Example 8.11. The Main Section of dumpreg.pl

use strict;
use Wn32::TieRegistry qw :REG_/;
use Regwal k;

sub usage { "Usage: $0 key [ output-file ]J\n" }

ny %ype = (
REG SZ( ) => ' REG SZ',
REG EXPAND SZ( ) => ' REG EXPAND SZ',
REG BI NARY( ) => ' REG_BI NARY' ,
REG MULTI _Sz( ) =>'REG MILTI_SZ',
REG DWORD( ) => ' REG_DWORD ,

)

di e usage unless @RGV >= 1

ny $key = shift;

nmy $out = shift || 'Hive.key';

ny $box;

ny $root;

# e.g., \\machi ne\ HKEY_LOCAL_MACHI NE. .

if ($key =~ /222 \\\NV (L +2)\V\V)2(HKEY_[MAN]+H) AN 2(.*%) /) |
$box = $1 || '";
$root = $2 |
$key = $3 |

}

ny % oot = (
HKEY_CLASSES ROOT => ' (Cl asses’,
HKEY CURRENT _USER => ' CUser',
HKEY_LOCAL_MACHI NE => ' LMachi ne',
HKEY_USERS => 'Users',

HKEY_PERFORMANCE _DATA => ' PerfData',
HKEY_CURRENT _CONFI G => ' CConfi g',
HKEY_DYN_DATA => 'DynData',

if ($root) {
if (exists $root{$root}) {
$root = $root{$root};
}

el se {
die "$0: unknown registry root key: 'S$root'\n";
}



el se {
$root = $root { HKEY LOCAL_MACHI NE};

}
$key = $root . "\\' . S$key;
$key =~ s/ ([M\])S$/$1\\/;
print "Dunping:\n",
"' $key'\ n";
print "from machi ne $box...\n" if $box;

open ny $file, ">%out" or die "$0: open >$out: $!'\n";
process_key $key, $file;

close $file;
process_key itsdf isshown in Example 8.12.

Example 8.12. process_key Does All the Hard Work

sub process_key {

ny $key = shift;

ny $file = shift;

ny $total = O;

ny $val func = sub {
ny $k = shift;

ny($val , $type) = @ shift @ };
if ($k =~ /A +2)\V\V\\(L*)$/) |

ny $parent = $1;

ny $name = $2 || '(Default)';

ny $depth = $parent =~ tr/\\//;

ny $indent ="' x $dept h;

printf "993d)$i ndent $nanme\ n", ++$t ot al
$val ||= "[enpty]";

return "$i ndent $nanme\ n"

"$i ndent $name = $type{$type}\n”

"$i ndent $val ";
}
el se {
warn "$0: unexpected key name: '$k'\n";
}

ny $keyfunc = sub {
my $k = shift;
nmy $info = shift;
ny @esult = @;
if ($k =~ /A"(.HN\\)?2(.H)\\S$/ ) {

ny $parent = $1 || '";

ny $name = $2

ny $depth = $parent =~ tr/\\//;
ny $indent ="' x $dept h;

printf "993d)$i ndent $nane\ n", ++$t ot al
unshift @esult, "$indent$nanme";

}
el se {

warn "$0: unexpected key nane: '$k'\n";
}

return @esult;



for (reg wal k $key, $val func, $keyfunc) {
next unless $_;

print $file $_, "\n";

}

Thetwo cdlbacks, stored in $val f unc and $keyf unc, are the meat of the subroutine.
Remember that r eg_wal k callsthe appropriate callback for each subkey and vaue
that it encountersin itstraversd. Both callbacks determine the parent key name and
the current key name. They then count backdashes in the parent using thet r/ //
operator to determine the current depth in the tree (i.e., how many levelsr eg_wal k
has "drilled down"). Oncer eg_wal k has assembled dl the nformation from the
calbacks, the code iterates over the resulting ligt, printing each non-empty result to

the output file.

Example 8.13 shows another Registry walker that searches case-insendtively for key
names containing a particular substring:.

Example 8.13. Keyword Search

use strict;

use Regwal k;

sub findkey {
ny $goal = shift;
ny $names = shift;

ny $val = sub {

ny $key = shift;

ny($info) = @ shift @ };

if ($key =~ /2. *2A\N\\(.*)$/) {
ny $name = $1 || '(Default)"’;
if ( index( lc($nane), $goal ) >= 0 ) {

return "$key - $info";

}

}

b

ny $key = sub {
my $k
ny $info
nmy @ esult

if ($k =~ /2. *\\(LH)WS/) {

ny $name = $1;

if ( index( Ic($nane), $goal ) >= 0 ) {

unshift @esult, $k;

shift;
shift;
:@'

}
}
return @esult;

b

foreach my $root (@nanes) ({
for (reg_wal k $root, $val, $key) {
next unless $_;

print $_, "\n";



}

## main

ny % oot = (
HKEY_CLASSES ROOT => ' (Cl asses',
Cl asses => ' (Cl asses',
HKEY_CURRENT_USER => ' CUser',
CUser => 'CUser',

HKEY_LOCAL_MACHI NE => ' LMachi ne',
LMachi ne => ' LMachi ne',
HKEY_USERS => ' Users',
Users => 'Users',
HKEY_PERFORMANCE DATA => 'PerfData',
PerfData => ' PerfData',
HKEY_CURRENT_CONFI G => ' CConfi g',
CConfig => 'CConfig',
HKEY_DYN_DATA => 'DynData',
DynData => ' DynData',

)

nmy $goal = shift;
di e "Usage: $0 <goal > search...\n" unl ess $goal;

ny @ oots;
for (@RGV) {
unl ess (exists $root{$_}) {
warn "$0: unknown root key '$_'\n";
next ;

}
push @oots, "$root{$ }\\";

}

die "$0: nothing to search!\n" unless @oots;

findkey | c($goal), \@oots;
You might call it like so:
fi ndkey perl HKEY_CURRENT_USER

8.5 Programming with Visual Basic

Visuad Basic used to be regarded as atoy language, in large part because that's what it
was. In true Microsoft tradition, though, it has been continualy enhanced, revised,
tweaked, and improved to the point where it's a real honest-to-goodness programming
tool. While hard-core programmers may look down their noses a any language with
"Basc" inits name, many adminigtrators have come to know and love VB because it
makesit extremely easy to condruct robust gpplications with the full Windows look
and fed.

Besdes that, VB includes awide range of components that alow it to easly connect
to large databases, generate custom reports, and do a number of other thingsthat are
much more difficult to do in C++ (or even Perl, unless you're aready fluent). A good
friend of mine described VB by saying that itslearning curve didn't reach as high as
Visua C++, but it was alot flatter at the bottom.



While you could use VB to write atool whose purpose was to manipulate the
Regidtry, it'smore likdly that you'll need to add Registry accessto a VB program you
dready have (or are writing). Accordingly, in this section | focus on how to get data
into and out of the Regigtry; that means opening and closing keys, enumerating keys
and vaues, querying and setting vaues, and ddleting keys and vaues. If you want to
do anything else, you can do so using the AP definitions discussed next.

i Asin the sections on C++ and Perl above, I'm going to assume
. ) that you're aready familiar with VB and how to useit. If you're
4 redly interested in learning lots more about Registry

programming in any language--but particularly VB--I
recommend Inside the Windows 95 Registry (O'Rellly &
Associates).

8.5.1 Talking with the Outsde World in VB

VB isarguably the most successful programming tool ever developed.*® Its successis
primarily because it's easy to write programs that actualy accomplish something. This
ease of usein turn comes from the waysthat VB lets you extend its base functiondity
to add new features. Firg of dl, you can write new procedures and functionsin VB
itself. Thisalows you to build your own library of reusable pieces you can gpply to
new programs as you write them.

129 1 terms of sdles, anyway; let's not start any religious wars about what the One True Language is or should be.

That's nothing very new, though; dmost dl other languages offer some support for
recycling code so it can be reused. VB aso offers a sophisticated component model
based on ActiveX controls; dmost any functionality can be wrapped up into an
ActiveX control so that other VB programmers can just drag and drop it into their
own programs. Thisis part of the reason why so many VB programs sport
sophisticated interfaces, with things such as caendars, spreadsheet-style grids, and
other frills. Since those e ements can be packaged and reused, many programmers do
just that. Asasde effect of this componentization, there's a healthy market for selling
VB components, and this acts as a further spur to component devel opment.

8.5.1.1 DLL interfaces

Beddesits component support, though, VB alows you to load any Windows DLL
and cdl the routines it exports. Mogt of its support for Win32 AP routinesis actualy
implemented this way; there are function declarations that map aVVB routine or
symbol name to an exported symbol in a DLL somewhere. Here's an example:

Decl are Function RegOpenKey Lib "advapi 32.dl " _
Al i as "RegOpenKeyA" _
(Byval hKey As Long, ByVal |pctstr As String, _
phkey As Long) As Long

Thistells VB that you're declaring a function named RegOpenKey . The actua
implementation of the function lives in the advapi 32.dll library, and the function in
that DLL isactudly named RegOpenKeyA. (Remember, al the Registry routines have



both ANSI and Unicode variants, but VB usualy usesthe ANSI versons) The rest of
the function declaration contains the argument list. This particular function takes three
parameters:

hKey isdeclared asalLong, and the Byval keyword tellsVVB to passthe vaue
of the parameter, not its location in memory. Thisdidinction is critica, since
the DLL being called expects datato arrive in a particular format.

| pct str isdeclared asast ri ng; becauseit's dso declared with By val , its
contents are passed instead of its address. There's another reason why the
gring isdeclared with By val : VB usesits own gtring formet, which the
standard Win32 DLLs can't decipher. In this case, the Byval keyword tellsVB
to convert the gtring into a standard ANS! string, with aNULL terminator,
before passng ittothe DLL.

phkey isnot passed by vaue; instead, its addressis passed into the DLL so
that the DLL can return a handle to the newly opened key. When you don't use
ByVal , VB assumes youre passing parameters by reference. Y ou can dso use
the ByRef keyword to explicitly declare that you want something passed by
reference.

Thelast eement in the declaration is the return type of the function. The Win32 API
gandard isthat al functions return along integer, which correspondsto VB's Long
type, so that's what RegOpenkey returns.

8.5.1.2 A few more subtleties

The VB documentation includes an entire chapter on how to construct the correct VB
function declaration for any C or C++ DLL routine. Even after reading this chapter
severd times, you may find the details confusing. Rather than send you back to read it
agan, let'sseeif | can boil the rules down to their essentias.

Firg of dl, you've dready seen the badic rule above: if you're passing in avariable the
API routinefillsin and returns, you need to passit by reference, not with By val .
Strings are the exceptions to this: you dways need to include By val so that VB knows
it should convert strings to and from its own funny format instead of passing them on

to the unsuspecting Win32 DLLs.

The corallary to thisruleisthat you use By val when you're passing in a non-sring
parameter the API routine can't modify. Examplesinclude the HKEY you must passin
for dl the Regidry routines or the REGSAM and DWORD vaues you use with
RegCr eat eKeyEx.

In C, C++, and Perl, you probably use NULL sometimes to indicate that you don't want
to supply avadue for a parameter. The Registry AP routines alow this for most
parameters, but you'll quickly run into trouble if you do something like the following:

Cal | RegCreat eKeyEx( HKEY_CURRENT_USER

" SOFTWARE\ LJL\ Ar nor Mai | \ PFXLocat i on",
0, 'reserved
0, ‘class -- but it's WRONG
0, "dwOpt i ons



KEY_READ,

o, "security attributes --
VWRONG AGAI N

resul t Key,

di sposition);

This seems perfectly legd; after dl, it'sawdl-known fact that NULL isjust atextud
representation of 0. Unfortunatdly, this code isn't passing a pointer whose vaueis
NULL. Instead, you're passing a pointer that pointsto aNULL. Thisis like the difference
between sending a letter to your spouse and sending a letter about your spouse--the
conseguences can be unintended and possibly severe.

Her€'s the correct way to cal RegCr eat eKeyEx. Thefix isto add ByVval to thetwo
pointer parameters (I pSecurityAttri butes andl pd ass). ThistdlsVB tha you
redly want to pass NULL pointersinstead of pointersto NULL:

Cal | RegCreat eKeyEx( HKEY_CURRENT_USER
" SOFTWARE\ LJL\ Ar nor Mai | \ PFXLocat i on",

0, ‘reserved

Byval O, ‘cl ass

0, " dwOpt i ons

KEY_READ,

Byval 0, "security attributes
resul t Key,

di sposition);

Her€'s another bear trap that's waiting to snep shut on your ankle. Some of the
Registry APIs accept raw data. For example, RegSet Val ueEx acceptsthe vaue
contents you want to store as a block of type BYTE. Since VB doesn't know whether
you're storing a DWORD, a diring, or something else, the function prototype doesn't
specify adefinite type. VB includes arough equivaent, the As  Any keyword. When
you useit, youre telling VB not to check the datatype of that parameter, whichis
tantamount to begging for trouble.

The solution recommended by Ron Petrushain Inside the Windows 95 Registry isto
declare diases of functions that normaly might use As Any; eg., this declaration adds
an diasfor RegSet Val ueEx tha "knows' it's soring astring vaue:

Decl are Function RegSetStringValue Lib "advapi 32.dl 1" _
Al i as "RegSet Val ueExA" _
(Byval hKey As Long, ByVval |pValueNanme As String, _
ByVal Reserved As Long, ByVal dwType As Long, _
ByVal | pData As String, ByVal chData As Long) As Long

This makes it possible to declare the| pDat a parameter as a iring so the VB compiler
can check it for correctness. Y ou can adso define milar diases for setting DWORD,
REG_MULTI _SZ, Or REG_BI NARY data.

8.5.2 Using the Registry with VB

Now that you know what to wetch out for when caling the Registry API routines, it's
time to move on to actudly writing some Regigtry codein VB.



8.5.2.1 The VBA functions

VB includes a st of functions for ng the Regidry. Unfortunately, they are 0
limited asto be practicaly worthless.

Y ou may only access keys under HK CU\Software\VB and VBA Program
Settings. Period. Thisis asevere limitation if you're writing programs that
need to access keys that aren't under HKCU.

The provided routines can work only with one level of keys, soif you open a
key named HK CU\Software\VB and VBA Program Settings\MyStuff, you
can't access vaues under HK CU\Software\VB and VBA Program
Settings\MyStuff\CurrentVersion.

Y ou can store and retrieve only string vaues: no binary or DWORD data
allowed.

These limitations came about because the built-in Registry routines were designed to
be seamlesdy compatible when the compiled VB gpplications were run on Win3.x,
Win9x, Windows NT, and 2000. This means that the functionality is restricted to the
lowest common denominator. There's no reason to use them unless you want your
programs to run under Win3.x; not likely if you're reading this book. | won't talk
about them any further.

8.5.2.2 Using WINREG.BAS

Even though the built-in VB functions are unsuitable for most uses, you gill have
ancther dternative: you can use the arigind Win32 API routines with suitable VB
function dedlarations. If you follow the rules in the previous section, you could eesily
write your own set of VB function declarations for the Registry AP, but doing so
would be wasteful, because Andrew Schulman has aready done so. WINREG.BAS
(available from the O'Rellly web Ste a http:/mww.oreilly.com) contains declarations
for dl the Registry AP routines discussed in this chapter (except for

RegQuer yMul ti pl eVal ues) , plus some additiona routines you may find useful. You
need thisfile to use the exampleslater in the chapter, and you'll probably want to use
it in your own projects.

e Y ou can dso use athird-party VB control that encapsulates

as Regidry functionsinto a higher-level set of routines. The

4+ Desaware Registry Control (http://www.desaware.com) is one
example, but there are others. The chief drawback to these
controls is that they cost money, but they can save you time if
you're not entirely comfortable with usng the raw Registry
routines.

Sncedl WINREG.BAS doesiis put a VB-competible face on the AP routines
described earlier in the chapter, I'm not going to reiterate how those routines work or
what their parameters are. Instead, let's see them in action.



8.5.3 Example: A RegEdit Clone

Y ou may have noticed that RegEdit looks like a pretty smple program. For the most
part, itis, it hasto gather smal amounts of data from the user, then pass that data to
one or another of the Registry API routines. In Inside the Windows 95 Registry, Ron
Petrusha provides a RegEdit clone written in Visud Basic! It'snot truly aclone; in
fact, it doesn't do anything except display keys and values, but it does so with the
familiar tree control, just like RegEdit. However, if you look at the clone in operation
(see Figure 8.1), you'll be hard- pressed to tell the difference between the two.

Figure 8.1. The RegEdit clone

§ nistry Editor Clone M=l 5 !
Begistry Cdit iew Halp
B} why Compubizs | | Valur MName [ Liala i'
+ | HEEY CLASEEE ROOT £ lcor 148
= | HEEY _CURREWT_LIZER £ oot 14
+ | AppEvants = Mask Info 00 0000 00 20 00000 00 2
_| Cargola & lcon Mask FF FF FF FF FFFFFFF
- _| Conlrol Fanel & Color Info 00 0000 00 20000000 2
+ | Accessaility = lcon Color 00 0000 DO B0 0000 00 a...
- | Appesiancs = Applet Name FTF Server
Schemes & Applet Full Nams &FTF Sarser
. S E;:'ue . Daal:-r_lphn:n FTF Server Managemsnt
= Help Context 700
+ - GARRAR 2 Applet Deta i
+ | console.cpl = Halp Fila —
+ ) CURSORE.CFL
+ | DISPLAY.CFL
+ I FIMDFAST.CFL
- _I FTPMGR.CFL
| o
+  _liccooucpl
+  _lrgasetcpl =

8.5.3.1 Creating the initial tree

Thefirg step in creating a RegEdit cloneisto build the VB form definitions. Since
that has nothing to do with the Regidtry, | won't talk about it here. (If you want to see
the code, check out http://windows.orellly.com/registry.) Insteed, let's focus on the
interesting stuff. Thefirg block of interest isin the main form'sLoad method. It
creates anew root key named "My Computer” in the tree list, then adds nodes for
each root key:

Set nodRegTree TreeVi ewl. Nodes. Add( " home", tvwChild, "HKCR', _
" HKEY_CLASSES_ROOT", "cl osed",
"open")

Set nodRegTr ee

Tr eeVi ewl. Nodes. Add( " horme", tvwChild, "HKCU', _
"HKEY_CURRENT_USER', "cl osed",

"open")

Set nodRegTr ee

TreeVi ewl. Nodes. Add( " horre", tvwChild, "HKLM', _

"HKEY_LOCAL_MACHI NE", "cl osed"

"open")
Set nodRegTree
"HKEY_USERS", _

Tr eeVi ewl. Nodes. Add( " home", tvwChild, "HKU',

"cl osed", "open")
I f bl nWnNT4 Then
Set nodRegTree = TreeVi ewl. Nodes. Add("home", tvwChild, "HKCC',



" HKEY_CURRENT_CONFI G',
"cl osed", "open")
Set nodRegTree = TreeVi ewl. Nodes. Add("home", tvwChild, "HKDD"
"HKEY_DYN_DATA", "cl osed"

"open")
End | f

Oncethetree view is set up, the next step isto make any root key that has subkeys
expandable. Part of thisis making sure there's enough space to store the name of the
longest subkey name that might ever gppear:

For intctr 1 To TreeVi ewl. Nodes. Count
st r Node TreeVi ewl. Nodes. I ten(intctr). Key
I f strNode <> "home" Then
' Convert node abbreviation to handl e
Sel ect Case strNode
Case "HKCR'
hKey = HKEY_CLASSES ROOT
Case " HKCU'
hKey = HKEY_CURRENT_USER
Case "HKLM'
hKey = HKEY_LOCAL_MACHI NE
Case " HKU"
hKey = HKEY_USERS
Case " HKCC'
hKey = HKEY_CURRENT_CONFI G
Case " HKDD'
hKey = HKEY_DYN_ DATA
End Sel ect

' CGet size of |ongest subkey for each key and use that to size
" retrieval buffer

Cal | RegQueryl nfoKey(hKey, 0, 0, 0, 0, |IngLenSubkeyNane, 0, O,
0, 0, 0, 0)

| ngLenSubkeyNanme = | ngLenSubkeyNanme + 1

st rSubkeyNanme = String(l ngLenSubkeyNarmre + 1, 0)

' Retrieve one subkey; if that succeeds, get one subkey to find
out if

' there are any subkeys for this node.
I f RegEnunKeyEx(hKey, 0, strSubkeyName, |ngLenSubkeyNane, 0§&,

strCl ass, Byval 0, ByVal 0& = ERROR _SUCCESS

Then
strSubkeyNanme = Left (strSubkeyName, | ngLenSubkeyNane)
"Add node to top-level key so icon appears with a "+"
Set nodRegTree = TreeVi ewl. Nodes. Add( st r Node, tvwChild,

, SstrSubkeyNane, "closed", "open")
End If
End If
Next

Noticethe use of ByVal 0 to passNULL pointersin the cal toRegEnunKeyEx. There's
another trick here, too: the call to RegQuer yI nf oKey gets the length of the longest
subkey name, and that length alocates the buffer that holds the subkey name returned
by RegEnunKeyEx. This ensures that the buffer is dways long enough to hold the
name, even if the longest name comes up firg.



This code aone displays theinitid tree, but it's dead; users won't be able to expand or
contract nodesin the tree as they can with RegEdit. Time for some additiona code.

8.5.3.2 Expanding the tree

The next step isto alow users to expand tree nodes that have subkeys. The snippet in
Example 8.14, taken from the tree view's Expand method, does just this. The code

performs five basic operations:

1. If the user'strying to expand a subkey, the code opensit. Thismeansno
subkeys are opened until the user explicitly asksfor them, whichisabig
performance win.

2. ItcdlsrRegQueryl nf oKey to find out how many subkeysthere are. In addition,
it gets the length of the longest subkey name.

3. If the number of dementsin this node doesn't match the number of subkeys,
or if the node's Tag fied indicates that it was collgpsed, it's time to expand the
tree by enumerating each subkey of the target and adding it asanode. In this
step, the subkey count obtained in Step 2 isinvauable.

4. Whiletraversing subkeys of the expanded key, any subkey that has at least one
subkey itsdlf is marked as having children. Thisforces the tree view control to
mark them with the"+" icon S0 users know that node can be expanded.

5. If any keyswere opened in Step 1, they're closed again.

Example 8.14. Expanding a Node in the Registry Tree

If we're expanding a subkey, open it. This allows us to only open a
key
when the user clicks on it.
If Len(Trinm(strSubkey)) > 0 Then
Cal | RegOpenKey(hRoot Key, strSubkey, hKey)
bl nKeyOpen = True
El se
hKey = hRoot Key
End If

Fi nd out how many subkeys and val ues there are and their maxi mum
name | engt hs
Cal | RegQueryl nfoKey(hKey, 0, 0, 0, IngSubkeys, |ngLenSubkeyNane, _
0, I ngVal ues, |ngLenVal ueNarme, | ngLenVal ueDat a,
0, 0)

If the node isn't fully expanded, go ahead and expand it.
If (Val (Node.Tag)) <> 1 O (Node.Children <> | ngSubkeys) Then

First, delete existing nodes
I ngChi | dren = Node. Chi |l dren
For intctr = 1 To I ngChildren
TreeVi ewl. Nodes. Renove Node. Chi |l d. | ndex
Next

Enunmerate all this key's subkeys, adding each one as a node.
For Inglndex = 0 To | ngSubkeys - 1
| ngLenSubkey = | ngLenSubkeyNane + 1
strSubkey = String(l ngLenSubkey, 0)

get the Inglndex'th key



Cal | RegEnunKeyEx(hKey, | nglndex, strSubkey, |ngLenSubkey, O0&,
0, 0, 0)
strSubkey = Left(strSubkey, | ngLenSubkey)

Add it as a tree node
Set nodRegTree = TreeVi ewl. Nodes. Add( Node. | ndex, tvwChild,
st r Subkey,
"cl osed", "open")

If this node has at |east one subkey, add a child to it to
enable it
to be expanded too
Cal | RegOpenKey(hKey, strSubkey, hChil dKey)
Cal | RegQueryl nfoKey(hChil dKey, 0, 0, 0, |ngSubSubkeys,
| ngLenSubkey,
0o, 0, 0, 0, 0, 0)
I f I ngSubSubkeys > 0 Then
| ngLenSubkey = | ngLenSubkey + 1
st rSubkey = String(l ngLenSubkey, 0)
Cal | RegEnunKeyEx(hChil dKey, 0, strSubkey, |ngLenSubkey, O0g&,
0, 0, 0)
Cal | RegCl oseKey( hChi |l dKey)
Add to npbst recent key
| ngNodel ndex = nodRegTr ee. | ndex
Set nodRegTree = TreeVi ewl. Nodes. Add(| ngNodel ndex, tvwChild,

st r Subkey, "cl osed",
"open")
End If
Next
Node. Tag = 1
End If

If we opened a key earlier, close it
I f bl nKeyOpen Then Cal |l RegCl oseKey( hKey)

8.5.3.3 Displaying values

So now our clone can display the root keys and expand them when users request it,
but what about displaying the values? To get vaue-display capability, the code needs
to do something when the user clicks on atree node. That means adding aNoded i ck
event handler. After some setup and variable declarations (which I'm not showing
here), our NodeCl i ck routine darts by preflighting the vaue list and opening the
requested key:

Clear current contents of ListView contro
Li stViewl. Li stltens. Cl ear

Open the registry key attached to this node
If Len(Trim(strPath)) > 0 Then
Cal | RegOpenKey( hRoot Key, strPath, hKey)
bl nOpenKey = True
El se
hKey = hRoot Key
End | f



The next gep isto find out how many vaues there are and how big the largest vdue
name and contents are. Armed with that data, it's possble to display adefault vaue
and gop if there aren't actudly any vaues attached to this key:

Get val ue count, max val ue name | ength, and nmax val ue contents
| engt h
Call RegQueryl nfoKey(hKey, 0, 0, 0, 0, 0, 0, |IngValues, _
| ngMaxNameLen, | ngMaxVal ueLen, 0, 0)

' Add default value entry if there aren't any real values present
If IngValues = 0 Then

Set objLItem = ListViewl.Listltens. Add(, , "<Default>", "string",
"string")

Exit Sub
End | f

If there are redl values, the earlier call to RegQuer y1 nf oKey indicates what the biggest
value data block is, so the data buffer can be sized accordingly:

Redi mensi on the byte array for value data using the max val ue
contents length
ReDi m byt Val ue(| ngMaxVal uelLen)

Now the fun begins. The code must enumerate over every vaue of this subkey,
getting both its name and its contents. Each vaue has atype, and it would be nice to
display an appropriate icon in the left-maost column of the vaue lig, just like RegEdit :

Enunmerate all value entries of this subkey
For Inglndex = 0 To IngValues - 1
| ngNaneLen = | ngMaxNanmeLen + 1
" make sure our buffer's big enough
strVal ueName = String(l ngMaxNaneLen, 0)
I ngVval ueLen = | ngMaxVal uelLen
Cal | RegEnumval ue( hKey, | nglndex, strValueName, |ngNanmeLen, O,
| ngDat aType, byt Val ue(0), | ngVal uelLen)
' Determine icon type
Sel ect Case | ngDat aType
Case REG SZ, REG MULTI _SZ, REG EXPAND_SZ

strlcon = "string"
Case El se
strlcon = "bin"
End Sel ect

"if it's enpty, substitute "<Default>"; otherw se, use the nane

If I ngNaneLen = 0 Then
strVval ueNane = ""
Set objLItem= ListViewl.Listltens. Add(, , "< Default >",

strlcon, strlcon)
El se
strVal ueNane
Set objLlItem
strlcon, strlcon)
End If

Left (strVal ueNane, | ngNameLen)
ListViewl. Listltenms. Add(, , strVal ueNane,

Users would hate our cloneiif it digplayed everything in binary or hex, so it should
neetly format and display the value data, no matter itstype. In dl cases, acadl to



RegQuer yVal ueEx, combined with some formatting tweaking depending on the
datatype, achievesthis happy result. Notice that for binary data theré's no cdl to
RegQuer yVal ueEx ; that's because the earlier cal to RegEnunval ue loaded the data
directly into the byt Val ue array:

Format and di splay data
Sel ect Case | ngDat aType

' for a string, get the value and display it directly
Case REG SZ, REG EXPAND Sz
strTenp = String(l ngVval ueLen, 0)
Cal | RegQueryVal ueeEx( hKey, strVal ueName, 0, 0, ByVval
strTenp,
I ngVal uelLen)
objLItem Subltems(1) = Left(strTenp, |ngVal ueLen)

" for a multistring, get the value and pick it apart
Case REG MULTI _Sz
strTemp = String(lngVal ueLen, 0)
Cal | RegQueryVal ueeEx( hKey, strVal ueNarme, 0, 0, ByVval
strTenp,
I ngVal ueLen)
strTenp = Left(strTenp, |ngValueLen - 2)
intPos =1
VWile intPos > 0
intPos = InStr(1, strTenp, Chr(0))
If intPos > 1 Then
strTenmp = Left(strTenp, intPos - 1) & "|" &
M d(strTenp, intPos + 1)

End If
Wend
objLItem Subltenms(1) = strTenp

" for binary or BlI G ENDI AN val ues, display in hex
Case REG BI NARY, REG DWORD Bl G_ENDI AN
strTenp = ""
For intctr = 0 To I ngVal ueLen - 1
strHex = Hex(bytVal ue(intctr))
If Len(strHex) = 1 Then strHex = "0" & strHex
strTenp = strTenp & strHex & " "
Next
objLItem Subltems(1) = strTenp

' for a DWORD, display as a DWORD
Case REG_DWORD
| ngLenDW = Len(| ngTenp)
Cal | RegQueryVal ueeEx( hKey, strVal ueNarme, 0, 0, |ngTenp,
| ngLenDW
objLItem Subltenms(1) = I ngTenp
End Sel ect
Next

The lagt--but not least--step isto clean up any messes made before this point:

' Close the key if we opened it
If bl nOpenKey Then Call RegCl oseKey( hKey)



Chapter 9. Administering the Registry

When you're responsble for administering computers--whether one or many--you
quickly find that much of what you do on adaily bassis miscdlanea. Y ou create new
accounts, remove old ones, figure out why your backup tape drive is dead, and so
forth. It would be nice if your whole career could revolve around orderly, planned
upgrades, maintenance, and migrations, but those little tasks are important too. This
chapter introduces you to several smal tasks rdated to managing the Regidiry. While
none of them isafull-time activity, dl of them are worth doing.

9.1 Setting Defaults for New User Accounts

Windows NT was designed from the start to support multiple user accounts sharing a
single computer. Unlike DOS and Windows 3.x, Windows NT provided away
(through the Registry, actualy) to keep individua settings for each user. However,
the original verdons of NT didn't provide any way for these settings to be shared
between computers, and there were no mechanisms for collecting dl of auser's
settings detain asingle place.

NT 4.0 wasthefirst verson of NT to support the concept of user profiles. Likethe
profilesin Win95, NT 4.0 profiles contain a user's desktop environment, gpplication
settings, and other preferences. These profiles can be configured to roam from
computer to computer, so that users can have their own personaized environment
follow them to every machine they log onto. In addition, administrators can configure
these profiles to prevent users from changing dl or part of the settings, thus making it
easer to set up shared computer labs and other facilities where it's important to
protect machines againg tampering.

Windows 2000 expands the profile concept by dlowing you to store more data in the
profile, aswdll as by supporting folder redirection, atrick that alows each user's "My
Documents' folder to appear on their desktop no matter where they log on, even
though it's actualy stored on a remote server somewhere ese. In addition to typica
user files stored in a server-based home directory, Windows 2000 profiles can hold
gpplication specific data like custom template or dictionary files, temporary files (like
browser caches) that follow the user around, favorites, and other preference
informetion.

In Windows 2000 and Windows NT, the profile consists of the contents of HKCU
(stored in ntuser.dat), plus information from the usar's locd profile file (ether
%systemr oot%a\pr ofiles\userName or \Documents and Settings\userName).

9.1.1 maUnder Windows 2000

Microsoft recommends a Smple strategy for preconfiguring user accounts under
Windows 2000. The Windows NT approach (which you'll see in the next section)
doesn't take into account the expanded contents of the profile. Here's what to do:

1. Create anew local user account on atarget workstation. This account holds
the settings you want the preconfigured account to use. For example, if you're



building a new account to hold defaults for the legd department, name the
account something like "Legd Profile”

Log on to the newly created account, then apply whatever settings you want to
be in force for that account.

Log on as an administrator and use the Active Directory management tools
(including the Group Policy sngp-in) to apply whatever policy settingsyou
want tacked onto that class of accounts. Y ou can aso apply group settings if
desired.

Once you've configured the profile, you're ready to move it to the servers your users
will actudly be using. Y ou do thiswith the Profiles tab of the System control pand!:

1
2.

3.

Open the System control pand (Start—>Settings—> Control Panels—>System).
Switch to the User Profiles tab (see Figure 9.1), then select the profile you
want to copy.

Figure 9.1. The User Profiles tab of the System control panel
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Click the Copy To button: the Copy To diaog then appears. Put the loca or
network path where you want the profile to be stored in the Copy profile to
fidd.

Use the Change... button in the Permitted to use control group to specify who
can use this profile. Normaly, you should specify that Everyone can use the
profile; if you do, the profile is used automaticaly as the default profile for
New Users.

Y ou must aso specify where the users prafile directory isby using ether the Loca
Users and Groups or Active Directory Users and Computers snap-in; you can do so
before or after you actudly move the profile:

1
2.

Open the appropriate snap-in and find the user path you want to modify.
Open the account's Properties dialog with the Actior—?Properties command
or by right-clicking the account and choosing Properties from the context
menu.



3. Switch to the Profile tab of the properties didog, then enter the path to the
user's profile directory. This must match the path you entered in Step 3in the
previousligt.

9.1.2 Under Windows NT

When you ingtal Windows NT on ameachine, the system uses a default profile to
provide settings for your user accounts. The first time a newly created account logsin,
the default profile is copied into HKCU, thus meking the new account inherit the
default settings. Unfortunately, there's no direct way to change settings in this default
profile. Y ou can use the System Policy Editor (as described in Chapter 6) to set
paliciesfor the "Default User" account on Windows NT machines but if you want to
change a stting that's not in one of the policy templates--say, the default currency
format or the list of predefined URL sthat Internet Explorer stores--you have two
choices. Y ou can create a new policy template that contains the new settings you want
to gpply, or you can edit the default user profile directly.

NT stores the default user profile in afile. Onindividua workstetions and servers, the
profileis stored in %osystemr oot%o\profiles\Default User. Y ou can aso force the
default profile to goply to dl domain logons by putting it in the NETLOGON share of
your domain controller.™ When it's there, the file must be named Ntuser.dat.
Whatever settings are in thisfile are applied to new user accounts, but they won't
dfect exigting accounts. Ntuser.dat isredly just a Registry hive; when a new account
logs on interactively for the first time, NT copies the contents of the hive to HKCU,
then writes the changes to the appropriate subkey of HKU. By changing what's in the
initid hive, you affect what settings go into that user's HK CU when he logs on.

W To do this, you need to use the "Copy To" button on the User Profiles tab of the System control panel to move
the profile from your local machine to the domain controller's NETLOGON share.

Because the default user profileisjust a Regigtry hive, you can edit it with RegEdt32.
Here'swhat to do:

1. Start RegEdt32. When it opens, open up the HKU window and select the HKU
root key.

2. Usethe Registry—>’Load Hive... menu command to sdlect the default user
profile you want to edit. Y ou can open %systemr oot%\pr ofiles\Default User
directly, or you can edit NTuser.man if it'savalable.

3. When RegEdt32 asksfor akey name, make up any name that reminds you
what the hiveisfor. | usudly use"DefaultUserProfile” RegEdt32 then
imports the hive and ataches it under the name you supply.

4. Sedlect the new hive key and use the Security—*Permissions... command to add
Everyone:Read access to the key and its subkeys. This enables the profile-
sharing mechanism to copy keys from the default profile to users HKCU.

5. Use RegEdt32 to make the desired changes to subkeys of your new hive. As
you make changes, they are stored transparently in the hivefile,

6. Onceyou've finished editing dl the hive keys, use the Registry—*Unload Hive
command to detach the hive. Until you do this, no other computer or user can
get access to the changes you've made.



9.2 Using Initialization File Mapping

In Chapter 1, | described how the Registry evolved from its humble parentage of INI
files. A surprisng number of Windows 2000 and NT ingdlations are till running 16-
bit Win 3.1 applications that don't support the Registry, and a surprisng number of
32-hit gpplications il rely on the old INI file structure, despite the fact that using the
Regidry isone of the requirements for getting the coveted "Designed for Windows'
logo from Microsoft.

Since there's no way to upgrade skanky old 16-bit gpplications to use the Regisry,?
you might think thet you're stuck forever with the mess of tracking, backing up, and
protecting amess of INI files. Not so. Windows NT included a festure called
initialization file mapping (I'll cdl it just "mapping” from now on) that alows you to
force Registry-unaware programsto load and save configuration datain the Registry
ingeed of in an INI file. Windows 2000 implements mapping too, using the same
techniques and keys origindly made avallable for NT.

(2 Chapter 5 of Inside the Windows 95 Registry actually explans how to use the Win95 Registry from 16-bit and
DOS apps, but there's no time machine that allows unmodified applications to do so.

The default OS ingtd| dready includes mappings for severa system components,
including the Windows clock desk accessory, the bundled backup application, and
even RegEdt32 . Mappings aren't just for 16-bit gpplications, rather, they're for any
application-16- or 32-hit--that doesn't include code to read and write Registry data
Of course, mapping's not required; applications that depend on INI files can work just
fine without having the files mapped. In fact, unless you explicitly take action to map
these files, they remain unmapped, and their norma NI file usage continues without
interruption.

9.2.1 How Does M apping Work?

Mapping works because Windows 2000 and NT trap the private profile APl routines|
mentioned in Chapter 1. Windows gpplications and components ordinarily use these
calsto get and set data stored in INI files, but when there's a mapping entry, the
kernd first checks for the presence of amapping key. If one exists, and if it pointsto a
key that contains data, that data is returned to the cdller. If there's no mapping key, or
if it pointsto an empty or non-existent Registry key, the kernd triesto read the data
from the INI file. The caler need never be aware that the data didn't come from the
requested file.

Mapping occurs only when thereé's a mapping key in place. These keys are stored
beneath the HKLM\SOFTWARE\Microsoft\Windows
NT\CurrentVersonlniFileMapping subkey. If you look there, you'll notice a number

of subkeyswith names such as Clock.INI, regedt32.INI, and ntbackup.ini. These keys
tie sections of the old Win 3.1-style INI files to keys in the Regisiry so that older
components continue to find their settings.

Application programmers and adminisirators are free to create new mappings between
any INI file and any key in the Regigtry. This alows you to move seitings deta to the



Registry where it properly belongs. Once it's there, you can edit, save, massage, and
manage it usng the skills you've learned throughout this book.

Timefor ared-life story: aclient had licensed severa hundred seats for a popular
email gpplication. This app had a 32-bit verson, but it didn't use the Regidry. |
created amapping for the program's settings, then built a system policy template (see
Chapter 6 for details) so they could centraly control how users set up their mail
clients. Everyone walked away happy.

9.2.2 Setting Up Your Own M appings

In anided world, dl the gpplications on your computers would be 32-bit, Registry-
aware, Windows 2000-savvy programs. Unfortunatdly, relatively few people have that
luxury. For the rest of us, though, it's easy to add mapping keysto stedthily alow
those gpplications to use Registry keysingtead of sectionsin an INI file; best of dl,
you can do so without any changes to the gpplication that ownsthe INI file.

If you've ever opened an INI file, you know that it's divided into sections. Section
names are enclosed by square brackets, and they contain name/vaue pairs. The whole
arrangement looks like this sample from an imaginary data security package's INI file:

[ Encrypti on]

Def aul t Si gAl gori t hnFRSAW t hSHA1

Def aul t Encrypti onAl gori t hm=DES3- EDE- CBC
W peFi | esWhenDone=1

In thisexample, "Encryption” is the section name, and "DefaultSigAlgorithm,”
"DefaultEncryptionAlgorithm,” and "WipeFleswhenDone' are the value names.

9.2.2.1 Adding the mapping key

Y ou may map any or al sections of any INI fileto a Registry key. To do so, you must
add a new subkey to HKLM\SOFTWAREMicrosoft\Windows
NT\CurrentVersion\niFleMapping. This subkey should have the same name asthe
INI file youre mapping; for example, to remap afile named ccmail.ini you add anew
subkey with that name to the InFleMapping key.

If you just add a new mapping key by itsdf, nothing will happen. Thisis because the
named subkey just tells Windows 2000 to watch for accessto the INI file with the
same name; it doesn't tell where the data are actudly stored in the Registry. You
gpecify the location (or locations) by creating values undernegth the key. Each of
these values should have a name that matches a section in the INI file. These section
names are combined with the name of the parent key to help the profile API routines
figure out what data you're requesting.

To map the key in the previous example, create anew key named
HKLM\SOFTWAREMicrosoft\Windows
NT\CurrentVerson\lniFleMapping\Crypto.INI. Under that key, add a value named
Encryption. The combination of these two values indicates that any attempt to access
the "Encryption” section of crypto.ini should instead look in the Regidtry.



The vaue you give to these section keys tells the OS where the red dataiis stored in
the Registry. Let's say that our data security program stores its datain
HKLM\Software\Crypto\CurrentV ers on\Settings. To complete the mapping Sarted in
the previous paragraph, use this Regigtry path as the contents of the Encryption vaue.
By adding vaues under HKLM\Software\Crypto\CurrentV erson\Settings with names
that match the value assgnmentsin the INI file (eg., DefaultSigAlgorithm,
WipeFilesWhenDoneg, etc.), you can achieve the equivadent effect of actudly using an
INI file.

When the application attempts to open thecrypto.ini file, the mapping key under
CurrentVerson\niFileMapping redirects the PrivateProfile cdls to the Registry key
gpecified. Cdlsto fetch profile settings from the Encryption section are redirected to
HKLM\Software\Crypto\CurrentV ers on\Settings.

9.2.2.2 Mapping key tricks

There are a couple of tricks that gpply to building mapping key entries. First of al,
you can specify adefault value that handles any sections that don't have explicit
mappings. Going back to our data security program example, if you added an
Encryption key, Windows 2000 still wouldn't know how to map requests for datain
the "Signature” section. However, by adding a default vaue (which appears as"<No
Name>" or "Default”) to the root of the subkey, you can tdll the operating system
which key to use for any sections that don't have their own section keys defined.

There are dso severd specia symbolsto usein the vaues of section keys. Table 9.1
shows these symbals, you'll see them in action in the next section.

Table 9.1. Special Strings for Initializing File Mappings

Symboal What It Means

Store data under a path relative to HKLM\Software; for example, SY S:Netscape expands to

SYS HKLM\Software\Netscape.

Store data under a path relative to HKCU; for example, USR: Software\Qua comm\Eudora

UR expands to HK CU\Software\Qual comm\Eudora.

Store data for this named section both in the Registry and the INI file; when datais written to
one, it will be written to the other.

@ Never read datafrom the INI file, even if no matching dataisfoundin theRegistry.

When anew user logsin, copy the section's settings from the INI file into the specified
Registry location.

9.2.2.3 A mapping sample

The Entrust data security package from Entrust Technologies
(http:/Amww.entrust.com) comesin both 16- and 32-bit versons, as well asversons
that run under Unix and the MacOS. To preserve a consistent set of source code, the
Entrust engineers decided to stick with INI filesingtead of using the Registry. Heré€'s
the process | followed to build a set of mappings to replace Entrust's INI fileswith
Regigtry data.




1. | created anew subkey named entrust.ini under
HKLM\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\niFleMapping.

2. Since Entrugt settings are user-specific, | created a new key,

HK CU\Software\Entrugt, to hold the settings data. | also added subkeys named
Other and EntrustSettings to actually hold the data.

3. Theinteresting user-oecific datain the Entrust INI fileisdl in the "Entrust
Settings' section. To map it, | added a subkey named Entrust Settings under
entrust.ini and gave it adefault vaue of
@USR: Softwaré\Entrust\EntrustSettings. This makes Windows 2000 map
datagtored in the "Entrust Settings' section to the key of the same name; the
@ prevents the mapping code from reading data from the INI file.

4. | gavetheentrust.ini subkey a default value of #USR:Software\Entrust\Other.
This forces Windows 2000 NT to copy the INI file's data for new users and to
gtore datafor al other sections of entrust.ini in
HK CU\Software\Entrus\Other.

Asafinising touch, | saved the mapping keysto a .REG fileusng RegEdit so | could
quickly distribute them to users throughout our network.

9.3 Limiting Remote Registry Access

In Windows NT 3.51 and earlier, any user could access the Registry on any machine
over the network. From a security standpoint, this was much too liberal; NT 4.0 (and
3.51 with SP4 or SP5) defaults to alowing only members of the Adminigtrators group
to access the Regigtry remotely. Thisis considerably more secure than the origina
permissons.

However, this setting may not suit your environment. Sometimes alowing any
member of the Administrators group accessis till too permissive, ance some high-
vaue machines may warrant the added security of alowing only asingle account or
group to access their registries over the network. Conversely, you may want to
proactively alow other users and groups to remotely connect to, and edit, Registry
data on some machines.

9.3.1 Turning Off Remote Access Entirely

Windows 2000 introduces a new system service (the Remote Registry Service) that
actualy handles remote requests for Registry access. If you turn this service off, no
incoming requests are accepted, period. By default, the service is started automaticaly
at boot time, but if you disdble it using the Computer Management snap-in (or stop it
manudly), no one can connect remotely and flip through your Registry.

9.3.2 Limiting Accessto Authorized Users

In Windows 2000 and NT 4.0, you can control which users, groups, and services may
access the Regigtry on a particular machine by setting the ACL for asngle Registry
key, namey HKLM\SY STEM \CurrentControl Set\Control\SecurePi peServersiwinreg.
The kernel grants remote access to a machine's Regidiry only to those entities named
inthe ACL atached to the key.



Before proceeding, | should point out that this restriction key controls access to the
Registry asawhole. Y ou may 4iill enforce more stringent controls on individua keys.
For example, you can grant one group of users access to the Registry by setting the
restriction key permissions accordingly, but if you put access controls on other keys
those users can see, the most redtrictive set of controls wins out.

9.3.2.1 Creating the restriction key

Before you can take advantage of this festure, the restriction key must exist on your
computer. By default, Windows 2000 Server and Advanced Server (aswell asNT
Server 4.0) include this key, and administrators have Full Control accesstoit. If you
don't have the key present, and you want to restrict access, you have to manudly add
the restriction key to your Registry. Heréswhat to do if you don't aready have this
key avalable

1. LoginasAdminigrator (or an account with administrator privileges) and run
RegEdt32. Navigate to HKLM\SY STEM \CurrentControlSet\Control.

2. Usethe Edit—>*Add Key... command to add a new key named
SecurePipeServers, then sdlect it and use Edit—>Add Key... again to add anew
subkey named winreg to the SecurePipeServers key you just added.

3. Add aREG_SZ vaue named "Description” to the winreg subkey. Microsoft
recommends that you give the description as "Registry server,” but the exact
contents are up to you.

Depending on your machine, you may find that you have some parts of the restriction
key; for example, NT Workstation 4.0 with no service packs has the

HKLM\SY STEM \CurrentControl Set\Control\SecurePi peServers key itsdf, but it
doesn't have the winreg subkey that's needed to actualy make the restrictions work.

9.3.2.2 Setting permissions on the restriction key

Once youl've verified that the winreg key exists, you can use the Security—>
Permissions... command to give it an ACL. The permissions gpplied to this key
govern which users and groups can access your Regidiry via the network.

The Registry Key Permissons didog (shown in Figure 9.2) dlows you to change the
users and groups that can access the key, as well as modify permissons for those
users and groups that you choose to alow access. (If you need arefresher, see
Chapter 5.)

Figure 9.2. Setting Registry key permissions
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Windows 2000 and NT 4.0 ingtdlations by default have permissions like those shown
in Figure 9.2: the Administrators or Domain Admins group have Full Contral rights,
aswill the system and the account that created the key. Y ou can add new users and
groupsto thislist and give them permissons commensurate with what you want them
to do; for example, you might grant read-only access to dl doman userswhile
restricting Full Control access to a single named account. Change whatever else you
want, but leave the system and CREATOR OWNER permissions done; the kernel
and Registry subsystem depend on these permissions to gain access to the key
themselves.

Some system sarvices, such asthe directory replicator and the
N print spooler, require remote access to the Regidtry. If you
change the access control entries on the winreg key, these
sarvices may stop working. To avoid this problem, make sure the
loca accounts that run the replication service and the print
spooler have explicit permissonsin the ACL for the winreg key.

9.3.2.3 Allowing exceptions

Y ou may aso choose to loosen the leash on your Registry abit by dlowing

exceptions to the access control rules specified by the permissions on the winreg key.
These exceptions can be expressed in two ways: you can provide alist of keys that are
exempt from the access controls, or you may specify alist of users who have free
access to specific keys and their values.

Both methods are governed by values you add beneeth
HKLM\SY STEM \CurrentControl Set\Control\SecurePi peServers\winreg\AllowedPath

S.

The Machine vaue, of type REG_MULTI_SZ, acceptsalist of Registry paths.
Any path liged hereis visble to any machine on the network. By default, this
key contains a set of paths that enable the replicator, print spooler, event



logger, and kernd to function properly:

System\CurrentControl Set\Control\ProductOptions and
Software\Microsoft\Windows NT\CurrentVersion for the kernd,
System\CurrentControl Set\Control\Print\Printers for the print spooler,
System\CurrentControl Set\Services\Eventlog for the event logging service,
and System\CurrentControl Set\Services\Replicator for the directory replicator.
Windows 2000 machines also have a set of keys for Termind Server
(System\CurrentControl Set\Control\Termina Server,

Termind Server\UserConfig, and Termina Server\DefaultUserConfig) and
content indexing (System\CurrentControl Set\Control\Contentlndex).

The Usersvdue (Aso aREG MULTI_SZ) ligts Regigtry paths that will be
made available to any member of the Users or Domain Users group. This key
isempty by default, and you should probably keep it that way unless you have
acompelling reason to exempt individua users from the redtriction key-
imposed controls. In generd, if you have a user who needs unusual access, it's
better to put the user account into a group and assign the group a permisson
entry on the redtriction key.

Access granted via either of these methods is ill subordinate to permissons you've
applied directly to individua keys. For example, if you use the Security—>
Permissions... command to apply Everyone:Read access to
HKLM\Software\Netscape\Netscape Navigator, then add that same path to the
Machine vaue, remote users won't be able to change the values under that subtree: the
explicit ACL you've added overrides whatever access was granted by the Machine
entry.

9.4 Fixing Registry Security ACLs in Windows NT

Every key in the Registry has an ACL. Unfortunately, many of those ACLs are
unnecessarily permissive. For example, by default the Everyone account has write
access to severa keysthat allow untrusted users to execute arbitrary programs--never
agood idea. Y ou can sgnificantly improve your NT security posture by paying

careful atention to afew smple steps.

- These steps aren't necessary in Windows 2000 because Microsoft
- has changed its default Registry ACLsto be more redtrictive.

i =

4 Furthermore, you can use the Security Configuration Manager to

apply even more redtrictive settings by gpplying a particular
Security template.

Firgt, abrief digresson: every authenticated user is automaticaly amember of the
Everyone group. On machines running NT 4.0 SP3 or later, these users are dso
members of the Authenticated Users group. Everyone aso includes anonymous and
guest accounts, though, so in generd it'sawise ideato never grant Everyone:Full
Control accessto anything if you can prevent it.

Onto the actua steps. Firgt of al, apply the changes suggested earlier in the section
Section 9.3. Once you've done so, make sure that Everyone has only Read access on
HKLM\SY STEM\CurrentControl Set\Control\SecurePipeServersiwinreg\AllowedPeth



s. This prevents an interloper from insarting her own dlowed paths for anonymous
access.

Next, follow Microsoft's suggestions from knowledge base article Q126713 and
tighten the permissions on these three keys by limiting Everyone to Read access on
them:

HKLM SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Run
HKLM SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ RunOnce
HKLM SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Uni nst al |

These keys pecify programs to run when NT starts (Run and RunOnce) or when a
program's uningaled (Uningtal), so you don't want an attacker to be able to change
them.

Likewise, you should remove the Server Operators group's Write permission on
HKLM\System\CurrentControl Set\Services\Schedule. Normaly, members of the
Server Operators group have permission to schedule jobs, but these jobs are run under
the SY STEM account--making it possible for a Server Operators member to gain
Adminigrator privileges. In the same vein, remove Server Operators Write privilege
on HKLM\Software\Microsoft\WindowsNT\CurrentV ers on\Winlogon to prevent a
amilar atack on the Userlnit and BootV erificationProgram vaues.

The next ep is pretty open-ended: you should bolt down your Registry by restricting
access Wherever possible. The kicker isin knowing what's possible, and that varies
from gpplication to application. For example, Office 97 requires Everyone:Read on its
own keys under HKLM\Software and HK CU\Software (plus write access to a number
of other keysin HKLM and HKCU). Remove those permission, and some Office
features stop working. The same istrue for Internet Explorer and awide range of

other products. As you make changes to Registry key ACLSs, be sure to test the
gpplications you need to run to ensure their correct function before rolling out your
changesto the entire network.

Instead of just randomly adjusting ACLSs, | recommend you start with the onesin
Table 9.2. These are excerpted from the canonica reference for Windows NT
Registry ACLSs, the "Windows NT Security Guiddines-A Study for NSA Research”
white paper, written by Trusted System Services (http:/Mmww.trustedsystems.com) for
the U.S. Nationd Security Agency. The white paper is detailed and covers
workstation, server, and network security settings, not just Registry ACLSs. Inthe
table, "Inddlers' refersto any groups you want to have permisson to ingall
goplication software, and "Apply to entire tree' means you should make the ACL
changeto al keys and subkeys in the specified path, not just the indicated key.

Table 9.2. Recommended Registry ACLs for Windows NT

Key Path Permissions Notes
Installers: Only accountsthat can install
Change software should have change
\Software rightsto thistree. In particular,
only installers should be able to
Everyone: Read create new subkeys.




\Software\Classes

Installers: Add

Everyone: Read

Upon installing Windows NT,
set the ACLson the entire
Classestree to Public: Read
(plus the Common ACEs), then
set the ACL on Classes key as
noted. (This removesthe
INTERACTIVE entry from
these ACLs.) ThisRegistry tree
holds various properties
associated with applications,
such as the correlation between
the filename extension and the
application defined to handle it.
To contain potential spoofing
threats, it seems prudent to limit
these keys, although it may
impact some applications.

\Software\Microsoft\Windows\CurrentV ersion\A pp Paths

Installers:
Change

Everyone: Read

Apply to entiretree. Atinstall
timethiskey is empty; remove
Public: Write permission to
prevent its misuse.

\Software\Microsoft\Windows\Current V ersion\Explorer

Everyone:Read

Apply to entiretree. (Appearsto
be unused.)

\Software\Mi crosoft\Windows\Current
Version\Embedding

Instalers:
Change

Everyone: Read

Apply to entire tree.

\Software\Mi crosoft\Windows\Current Version\Run,
RunOnce, Uninstall, and AEDebug

Everyone: Read

The command named in the
Run key runs at logon for all
users (including administrators)
and must therefore be protected
against spoofing. It should only
be writable by full
administrators. Similarly,

protect RunOnce and Uninstall.
The AEDebug key specifies
[arametersfor the system
debugger users can run when a
program crashes (such as"Dr.
Watson"). Restrict access to
prevent spoofing.

\Software\Microsoft\Windows NT\CurrentV ersion\Font*,
GRE Initidize

Instalers:
Change

Everyone: Add

Change only keysthat begin
with "Font," except
FontDrivers, and Gre-Initiaize.
Some sites may wish to restrict
Everyone access to Read to
prevent users from adding fonts

\Software\Microsoft\Windows NT\CurrentVersion\Type 1
InstallenType 1 Fonts

Installers:
Change

Everyone: Add

\Software\Mi crosoft\Windows
NT\CurrentVersion\Drivers, Drivers.desc

Everyone: Read

Apply to entiretree. Drivers32
isthe principal storage control
location for Windows NT
driversand is strongly
protected. The function of the
Driver key isunclear, but




protect it anyway.

\Software\Microsoft\Windows NT\CurrentVersion\MCl,
MCI Extensions

Installers:Change

Apply to entiretree.

\Software\Microsoft\Windows NT\CurrentV ersion\Ports

INTERACTIVE:
Change

Everyone: Read

Apply to entire tree. Parameters
for COM, LPT, and other ports.
Youadlow INTERACTIVE

users to modify these because
there seems little security risk,
although some sites may wish
to tighten these ACLs. Note that
Microsoft recommends
tightening these keys to
Everyone: Read only.

\Software\Microsoft\Windows
NT\CurrentVersion\ProfilelList

Public: Add

Install as nonpropagating ACL
if possible. Each subkey in
Profiles holds parameters for a
profile created in
WINNT\Profiles. To prevent
spoofing, a new subkey should
not be publicly writable.
Unfortunately, there's no
standard Registry ACL tool that
allows the public to create keys
that then have no public access,
although "Add" permissionis
secure as long as the subkeys
don't themselves have
meaningful subkeys, whichis
the casein Profiles. Third party
tools (such as SuperCACLS,
availablefrom
http://www.trustedsystems.com)
that can install ACL entries that
don't propagate to subkeys are
useful here because they
produce the desired protection.

\Software\Mi crosoft\Windows NT\CurrentVersion\WOW

Everyone: Read

Apply to entire tree. Holds
parameters for the DOS
environment. Although it is not
clear how serious a spoofing
threat exists, it seemswiseto
prevent public modification.

\Software\Windows 3.1 Migration Status

Everyone: Read

Apply to entire tree.

\System\CurrentControl Set\Services\L anmanServenShares

Everyone: Read

Thevaluesin thiskey and its
Security subkey holds critical
information about directory and
printer shares. These values are
adequately protected by default.
However, any user can add new
subkeys to these keys, and
Microsoft recommends
tightening the permissions.

\System\CurrentControl Set\Services

Everyone: Read

Apply to entiretree. This setting
prevents nonadministrators
from changing service settings.




Y ou can aso use the Security Explorer tool, discussed later in this chapter, to
automatically and recursively apply whatever permissons you want (including
removing Everyonein al Registry ACES).

9.5 Adding Registry ACLs to Group Policy Objects

One of the most useful features in Windows 2000 is the new Group Policy
mechanism, explained in more detail in Chapter 7. The GPO mechanism alows you

to designate awide range of settings that you want gpplied to users and computersin
your administrative domain. One feature of GPOs that's worth a pecid mention in
this chapter isthat you can assgn ACLsto Registry keys, then propagate those ACLS
to computers throughout your domain as part of the domain GPO.

The actual process of adding Registry ACLsto a GPO is pretty straightforward:

1. Open the MMC and navigate to the Group Policy snap-in that owns the scope
over which you want to apply these restrictions.

2. Expand the GPO's node; you're looking for the Computer Configuratior—>
Windows Settings— Security Settings— Registry node.

3. Usethe Add Key... command (available by right-clicking the Regigtry folder,
from the Action menu, or right-clicking in the right haf of the MMC console
window).

4. The Sdect Registry Key didog (see Figure 9.3) appears. Useit to either
navigate directly to the key of interest or to specify the path by typing it into
the Selected key field, then click OK.

Figure 9.3. Select the Registry key to which you want a new ACL
applied
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5. The standard Registry security dialog then appears (jump way back to Figure
5.12 if you need to see it again). Use it to gpply the ACEs you want on this
key, then click OK.

6. The Template Security Policy Setting dialog (see Figure 9.4) then appears.
Use it to specify how you want the ACL gpplied to the key:



o The"Configure thiskey then" radio button has two subordinate radio
buttons. The firdt, "Propagate inheritable permissonsto al subkeys',
forces the ACL you specify onto al subkeys of the target key. The
second, "Replace exigting permissions on dl subkeys with inheritable
permissions’, forces only the new ACL onto subkeys that inherit from
the target key.

o The"Do not dlow permissions on this key to be replaced” button
indicates that you don't want any change to the permissions, and that
you don't want anyone el se to be able to change them either.

7. Click OK. The Template Security Policy didog disgppears, and the new ACL
gopearsinthelig on theright sde of the MM C window.

Figure 9.4. Choose how you want the new ACL applied to the
target key
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That's al you have to do; once you make the change, it's propagated automaticallyto
wherever the specified GPO carries its settings.

9.6 Encrypting HKLM\SAM with SYSKEY

Like Unix, Windows 2000 and NT don't directly store user or machine passwords.
Instead, they take the passwords and passes them through a scheme cdled a one-way
function , or OWF. The OWF takes a password in and generates a new block of data
that isrelated to, but doesn't contain, the password. The "OW" in OWF comes from
the fact that it's not feasible to take the output of the OWF and "go backwards' to
derive the origind password. The output of the OWF is cdled apassword hash. NT
stores the password hashes instead of the password, so you can't stedl the hash and use
it directly in place of a password. Windows 2000 also stores hashed passwords for
loca user and computer accounts, as well as for backward compatibility with older
Win9x and NT clients.

In the spring of 1997, an enterprising group of hackers from LOpht Heavy Industries
(http:/Amww.I0pht.com) publicized the fact that it was possible to get the password
hashes from a SAM database (or by sniffing them over the network) and feed them to
a password-cracking tool. These types of attacks have been known for many yearsin



the Unix community, but their gppearance in the Windows NT world generated alot

of headlines. In practica terms, the actud risk was sgnificant. Even though only
administrators have access to the SAM to get the OWFed passwords in the first place,
the hashes could be recovered from backup tapes or ERDs, and they could be sniffed
off the network.

Accordingly, Microsoft took a beating on the Internet and in the press for the
perceived insecurity of the SAM password data. To provide a solution, Microsoft
introduced a method of protecting the SAM data with strong encryption; the SYSKEY
utility ingals and controls this extra protective layer. SYSKEY isavailable with NT

4.0 SP3 and later, and it's ingtalled and enabled by default in Windows 2000 (in fact,
you can't turn it off ).

9.6.1 What SYSKEY Does

SYSKEY adds an extralayer of security to the password data stored in the SAM
database by encrypting the hashed password data using a 128-hit system key. Thiskey
(Microsoft cdlls it the password encryption key , or PEK; sowill I) israndomly
generated when you ingdl SYSKEY. Once your PEK is generated, NT usesit to
encrypt and decrypt al password data (but not the ordinary account data) in the SAM.
Because the data's encrypted, it's useless to any thief or cracker who might get it (and
getting it dill requires you to gain physica and adminigtrative access to adomain
controller). As abonus, because the datais stored in encrypted form, it remains
protected when it's backed up to an ERD or atape.

Once the password data's encrypted, it's stored back into the SAM database, and
services (including the loca security authority, or LSA) that access the password data
must depend on the kernel to decrypt it for them. For thisto work, though, the kernel
has to know what the PEK is at boot time: the SAM password information includes
password data for system services that start when the machine's booted, in addition to
the more mundane user password data.

- In December 1999, a security team a BindView
a (http:/Aww.bindview.com) found avulnerability in SYSKEY's
4 password encryption, making it much easier to atack. Microsoft
immediately rleased a hotfix for NT 4 sysems, thefix is
included in Windows 2000 RC3 and | ater.

To accomplish this, SYSKEY stores the PEK. Y ou might wonder how storing the PEK
could possibly increase security; it seems foolish to store the master password used to
encrypt the data that's supposed to be protected! The answer issmple: another key is
used to encrypt the PEK. This second key isthe system key, after which SYSKEY is
named. SYSKEY supports three options for storing the system key and making it
available to the system when it's needed to decrypt the PEK.

Thefirgt, and most secure, option alows you to store the system key on afloppy.
When the machine's booted, the floppy must be present so the kernel can retrieve the
system key and use it to decrypt the PEK. Without the right floppy, the machine
cannot be booted into the version of Windows 2000 or NT that's protected by that



floppy.©® Thisintroduces anew sngle point of failure for your machines, soit's critica
to keep backup copies of the floppy. In addition, the floppy serves as atoken that
allows access to the SAM data, so you must control who has accessto it.

&) Each installation of the OS gets its own unique PEK. If you have multiple versions, or multiple copies, of
Windows 2000/NT installed on a single computer, each has a unique PEK. If you have two installations on one
machine and lose the system key disk for one of them, you can still boot the other one.

The next option is to store the system key encrypted with another key. This second
key is generated from a passphrase you choose. Instead of inserting the system key
floppy a boot time, a human must be present to type in the passphrase. The encrypted
verson of the system key is stored on the computer so that only the passphraseis
required; there's no separate floppy or key disk involved.

Findly, you can choose to have the system key stored on the local mechine. SYSKEY
uses what Microsoft cdls a" complex obfuscation dgorithm” to hide the key. Thisis
supposed to make it hard to compromise the system key. This reliance on "security
through obscurity” offers consderably less security than the other available methods,
but it has one saving grace: it alows unattended reboots, since the kernd can derive
the PEK when needed without any human intervention. Thisis critical for some
applications; only you can determine whether it's the best choice for your servers.

9.6.2 Before You Enable SYSKEY on Windows NT

Aswith most other NT components, it's tempting to rush out and ingtall SYSKEY now
that you know how it can add security to your machines Regidiry data. However, in
this case it pays to be cautious and meke sure you've adequately planned deploying
SYSKEY on your network. It's important to understand what SYSKEY protects you
againg and what additiond problemsit can potentidly impose. Committing to using
SYSKEY is nat to be done lightly.

Every NT 4.0 workstation and server can run SYSKEY, and each machine can use any
of the three system key storage options mentioned earlier. If you choose to use key
floppies or passphrases, remember that the floppy or passphraseisjust like an ERD:
it's ussful only on the machine where it was cregted, so you have one disk or
passphrase for every protected machine. (Y ou can cheet and use the same passphrase
on al machines, though.)

Firg of dl, let's start with the scariest problem: SYSKEY can make your system more
secure, but it's a one-way trip. Once you enable strong encryption of the SAM account
database, there's no way to turn off encryption and go back to the old unencrypted
version (though you can use an ERD, as described later). In practice, aslong as you
keep your ERDs up to date, you won't need to go back to the unencrypted version.

The next problem is what security experts call the "sted lock, balsa-wood door”
problem. If you have multiple domain controllers for one domain, and one uses
SYSKEY but the others don't, you haven't added any security to your network. One
machine's SAM database is protected, but--since dl the other controllers have
replicated copies--the data you want to secure is still easy to grab. I1dedly, you should
implement SYSKEY on every machine that has an accounts database. That means all
domain controllers and any NT workstation machine that has loca accounts.



Thefind difficulty posed by SYSKEY isthe fact that it adds security by encrypting the
data on your machine. Aslong as you retain access to the system key, NT can decrypt
the PEK and use it to access the stored passwords. If you choose to use a passphrase
or key floppy, and you lose or forget it, you'll have to restore from an ERD. If the
only ERD you have was made after the Registry was encrypted, you still won't be
ableto get in! It'scritical to safeguard the key floppy and make backup copies of it so
abad floppy doesn't take you out of production--but since the key floppy is a security
component, you have to keep careful watch over it.

9.6.2.1 "What I tell you three times is true"

Microsoft recommends making atota of three ERDs when indaling SYSKEY: one
before ingdling the SYSKEY hotfix or service pack, one after ingaling it but before
enabling SYSKEY, and one after the firgt reboot after ingaling SYSKEY. While this
may seem excessive, making al three disks maximizes the likelihood that you can
recover your mechine if it crashesin the future:

The post- SYSKEY ERD contains the encrypted version of your accounts
database. Asyou add and remove accounts, keep this ERD up to date. Aslong
as you have the system key (ether stored on the computer or on afloppy), you
can restore the account database, and the rest of the Registry, from the ERD.
The pre- SYSKEY ERD holds arecord of your unencrypted Registry. If you
ever need to recover the machine but don't have the system key, you have two
choices reingal NT and lose dl of your account data, or recover the Registry
from this ERD and lose any changes made after SYSKEY was activated.

The preingal ERD protects you from problems with the hotfix or service

pack. In generd, you should aways update your ERD just before ingtdling

any sarvice pack or hotfix; this gives you an escape hatch if you need to back
out of afix thet actualy made things worse on your machine.

Keep dl three ERDs for each machine you might someday need to restore. At a
minimum, that means you'll need them for every domain controller on your network,
plus one set for any NT Workstation machine that has important local accounts.

9.6.2.2 Upgrading domain controllers

Microsoft dso warns you about ingdling SYSKEY on your primary domain
controller: if something goes wrong with the SYSKEY inddlation, or if you ever lose
the system key for that one machine, no one will be able to log on to your domain!
For domains with more than afew users, you should aready have a backup domain
controller anyway; if you don't, it's worth consdering adding one.

The safest way to roll out SYSKEY for your Windows NT domain controllersin a
muitiple-domain or multiple-controller network isthis:

1. RFick adomain. Make sureit has at least two domain controllers (one primary
and one backup).

2. Usethe Server Manager appliceation to force a synchronization of the PDC
with dl BDCs.



3. Stop the netlogon sarvice on the origind primary domain controller. This
prevents it from servicing any logon requests.

4. Activate SYSKEY on the origind primary domain controller. When you're
satisfied that everything is working properly, restart the netlogon service on
the machine from Step 3.

5. Activate SYSKEY on the other domain controllersin the domain. If you have
more than one domain on your network, go back to Step 1 and pick another
domain.

If you have domains with only one controller, it's probably okay to digpense with
these steps and just activate SYSKEY on the controller, aslong as you have the

recommended set of three ERDs.
9.6.3 Turning On SYSKEY Protection

Y ou control SAM database encryption with the SYSKEY.EXE executable. Asyou
might expect, only administrators may turn on system key protection. Thefirst time
you run SYSKEY, you see a dialog that warns you encryption can't be disabled once
you turn it on; you see that warning again after you first enable encryption. There are
only five contrals in the window: the Encryption Enabled and Encryption Disabled
radio buttons show the current state of system key encryption on this machine. You
can change from disabled to enabled, but not vice versa. The standard OK and Cancel
buttons work like they do in every other didog. The Update button alows you to
change the key storage method later (you'll see how to do that in Section 9.6.4).

Thefirg gep in activating SYSKEY issmple: click the Encryption Enabled radio
button, then click the OK button. Y ou then see awarning dialog reminding you that
this conversion can't be undone and suggesting that you ensure thet you've got a
current ERD before proceeding. When you click OK in that diadog, you see the
Account Database Key dialog (see Figure 9.5), which you useto tel SYSKEY where
you want the system key stored after it's generated:

If you want to use a passphrase to unlock the system key, click the Password
Startup button and type your password into the Password and Confirm fields.
Y ou may enter up to 128 characters for a passphrase, and longer phrases are
better. Unfortunately, SYSKEY doesn't enforce any minimum length

restrictions on the password. Microsoft recommends at least 12 characters, but
it's easy to come up with alonger password than that: pick two easy-to-
remember adjectives and a noun, then string them together with punctuation or
gpecid characters (for instance, "gdloping_deepy#motorhome"). NT feeds

the passphrase you enter to a pecia algorithm, which generates a 128-bit key
fromit.

Figure 9.5. Specifying the location for the system key
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If you want the system to generate a password on its own, click the System
Generated Password radio button. In thismode, NT usesits own
pseudorandom number generator® to pick a random 128-bit system key. As
you know, that key has to be stored somewhere. Y ou get to choose where:

I The great mathematician and computer scientist John von Neumann once said that if you rely on
software to generate random numbers you're living in a state of sin. However, cryptographically
strong pseudorandom generators (like the one NT uses) are only a little sinful.

The Store Startup Key on Floppy Disk button instructs NT to keep the
encrypted system key on afloppy. The key itsdlf is sored in afile named
SartKey.key. When you choose this option, you need a floppy handy to hold
the key. Although it may be temptingly close, don't use your ERD to store the
key: doing so concentrates both pieces of data needed to steal passwords on a
sangle floppy.

The Store Startup Key Localy button stores the obfuscated system key in
HKLM\SY STEM. When you choose this option, you can reboot the machine
without having a human present.

Once you've selected the method you want, click the OK button. If you've chosen to
store the key on afloppy, SYSKEY prompts you to insert afloppy and confirms that
itswritten the key to the disk. Otherwise, the key is slently updated and SYSKEY
then exits.

The next time you boot the machine, SYSKEY protection will be in effect. This means
that unless you're storing the system key locdly, you have to be a the machine every
time it's rebooted to either type in the passphrase or stick in the key floppy.



If yourein ahurry, you can usethe- 1 flagwith SYSKEY; this
indructs it to slently generate a system key and store it on the
4+:  loca machine. Thisisahandy trick to use when setting up anew
workstation or server; you can add the command to your
ordinary setup scripts, then change the key storage method later
when you have more time. This gives you immediate protection
without any extra effort on your part.

9.6.4 Changing the Key Storage Method

Onceyou've ingdled and activated SYSKEY, you're not bound to your initia choice
of key storage. Y ou can run SYSKEY again a any time and change from one method
to another. When you change methods, SYSKEY generates a new system key and
storesit instead of reusing the old key; this helps protect your password data against
compromise.

To change the key storage method for amachine, run SYSKEY and click the Update
button. The Account Database Key dialog (shown earlier in Figure 9.5) then appears,
and the radio button corresponding to the currently active storage method is active. To
change to anew method, just click one of the other radio buttons, filling in the

password if necessary.

Because SYSKEY generates a new key when you change storage methods, you must
supply the old key as part of the change process. This means that what happens after
you click "OK" depends on what storage method you were previoudy using. If you
changed from "Store Startup Key Locally" to something dse, SYSKEY can get the old
key from HKLM\SY STEM, s0 you don't have to do anything. If you're changing from
storing the password on afloppy or being protected by a passphrase, SYSKEY requires
you to provide the key disk or passphrase to continue. This prevents an attacker from
changing the key, storing on afloppy, and steding the floppy--thus rendering your
meachine unbootable.

Figure 9.6 shows the didog that asks for the key disk, while Figure 9.7 shows the
diaog requesting the current passphrase. If you supply the correct passphrase or
floppy, SYSKEY displays a confirmation dialog to remind you thet it's changed the
system key, and the new key is stored using the method you've chosen. If you don't
supply the right information, SYSKEY won't change anything.

Figure 9.6. The key disk dialog
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Figure 9.7. The password dialog
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9.6.5 miRestoring a SY SKEY-Protected NT Registry

Chapter 3, described the mechanics of restoring a damaged Regisiry using a Windows
NT ERD. To restore a machine protected with SYSKEY, you follow this same basic
procedure, but there are afew new subtleties introduced as aresult of SYSKEY's
presence. The golden rule for restoring a SYSKEY-protected machineissmple: use
the correct ERD.

9.6.5.1 Restore SYSTEM and SAM hives

Even though the actud encrypted account information is stored in the HKLM\SAM
subtree, the actua PEK, aswéll as all the other data SYSKEY needs to tell where the
system key is sored, livesin HKLM\SY STEM. To recover an encrypted account
database, you must restore both the SY STEM and SAM hives at the same time--not
just SAM. If you don't do this, NT can't decrypt the Registry, either becauseit can't
find the system key (if you don't restore SY STEM) or because the key doesn't decrypt
the data (if you don't restore SAM). Of course, you must restore these hives from the
same ERD.

9.6.5.2 Get the right system components

If you got SYSKEY astheresult of ingaling an NT 4.0 service pack, you may not
have noticed that three existing system files were replaced as part of the update:
winlogon.exe, samsrv.dll, and samlib.dll. These threefiles, dong with syskey.exe,
implement the account database protection. Their presence is required to enable the
encrypted SAM datato be read and decrypted by system services that need it.

Whenyou firg ingal NT, it logsthe versons of dl the componentsyou ingdl in
system.log. When you ingtal service packs, hotfixes, or software such as Internet
Explorer that replaces one or more system files, the ingtdler gpplication is supposed
to update the entriesin system.log so that it aways reflects the current version of all
DLLs, drivers, and other operating-system components.

What thismeansisthet if you inddl SYSKEY as part of a hotfix or service pack, the
system.log entries for winlogon.exe, samsrv.dil, and samlib.dll reflects the versons
inddled with SYSKEY, not the origind versons you indaled. If you want to restore
your machineto its pre- SYSKEY state, you need to use the NT setup application's
"Repair sysem files' option to restore the origina versons from your NT CD or file
server. However, you must be sure to restore the SAM and SY STEM hives from the
pre-SYSKEY ERD: if you revert to the original system components but leave the
encrypted Regidiry in place, nothing will work right.



If youingdl SYSKEY but don't turn it on, the winlogon.exe,
I samsrv.dil, and samiib.dil fileswon't metch your origina
ingdlation. When you inddl the new versons of thesefiles,

they change the Registry format even when encryption is off. If
you use NT setup to restore these three files to their origina state
by using your pre-SYSKEY ERD, you must dso restore SAM
and SYSTEM from the same ERD: if you dont, the old
components won't be able to read the new Registry format.

9.6.5.3 Which ERD should | use?

Three ERDs is three more than most NT systems have, and so deciding which one to
use may seem alittle overwhelming. It's not hard, though: each ERD can put your
system back into a particular state. Which one you use depends on what you want the
restored system to have on it. Table 9.3 shows your options.

Table 9.3. ERD Restoration Table

Use This

ToRevert to... ERD

Don't Forget...

Y ou may |lose account database changes made since SYSKEY
wasinstalled.

stem asit was before |Preinstall . . .
ﬁlystalling SYSKEY ERD Y ou must also choose "repair system files" in NT setup to

restore the original versions of winlogon.exe, samsrv.dll, and
samlib.dll. You can always fall back to thislevel, even without

the system key.
Y ou may |lose account database changes made since SYSKEY

System asit was after  |Pre- was installed.

installing, but before SYSKEY

activating, SYSKEY ERD Y ou can always fall back to thislevel, even without the system
key. When using this ERD, don't "repair system files" from CD.
This preserves all account database changes since the ERD was

Post- updated.
System asit was after
S SYSKEY ,

activating SYSKEY ERD It requires presence of system key/passphrase on floppy or
machine. When using this ERD, don't "repair system files" from
CD.

9.7 Miscellaneous Good Stuff

So far in this book, you've learned how to use a variety of tools to modify, back up,
and retore the Regidtry. At this point, though, you might be wondering what you can
actualy do with some of these tools. There are Some common and necessary
adminidrative tasksinvolving the Registry; knowing how to perform them will help
keep the machines under your care stable, secure, and safe.




9.7.1 Changing the Registry Size

Since the Regidry isacallection of hives, most of which are actudly disk files, you
might not redize that Windows 2000 (and NT) actudly maps the entire Regidtry into
memory. Doing S0 makesit possible for Regidry cdlsto perform efficiently;
however, it means that as the Registry grows it takes up alarger proportion of the
virtua memory spacein your system. To prevent the Registry from sucking up too
much space in the system's page file, the sysem maintains an interna parameter
cdled the Registry Sze Limit, or RSL. The RSL sets an upper bound on how much
address space the Registry may occupy; however, as you add software and users to
your machines, the Regidry gets larger. If it gets so big that it Starts to bump up
againg the RSL, problemswill occur. (Go to the Microsoft Knowledge Base a
http://Amwww.microsoft.comvkb/default.asp and search for "Maximum Registry Size' to
seealong ligt of such problems, most of which are reasonably obscure.)

By default, the RSL is set at about 20-25% of the totd virtua memory dlocation for
the system. This limit isamaximum, not a guarantee, and the limit st by the RSL
doesn't actually mean that much spaceis reserved, just that the system can't use more
than that. There's a complex relationship between the tota size of the pool of
available virtud memory and the RSL; in generd, you should keep the RSL at 80% or
less of the totdl virtual memory dlocation. Failure to do so can result inimpressive
performance |osses.

The Virtuad Memory dialog (see Figure 9.8) shows you the current RSL and the
current amount of space in use by the Regidtry. If the current size is more than 80% of
the RSL, you should increase it. When choosing anew RSL, be sure to keep it below
80% of thetota virtuad memory Sze; in generd, you shouldn't ever need to increase it
above 33% of the virtuad memory sze. If you need more space even with an RSL
33% as big as your virtua memory stash, condder increasing the size of your virtud
memory, then increase the RSL.

Figure 9.8. The Virtual Memory dialog
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You adjust the RSL through the Virtua Memory didog pictured in Figure 9.8; how
you get to it depends on whether you're using Windows 2000 or NT. In Windows
2000, open the System control pand and click on the Advanced tab, then click the
Performance Options button. In Windows NT, open the System control panel and
click on the Performance tab. In either case, once the Performance dialog appears,
click the Change button in the Virtual Memory control group, and the Virtud
Memory didog appears. Type areasonable vaue into the Maximum Regigry Size
field, then click OK and close the Virtud Memory didog and the System control
panel. You rethen notified that your changes won't take effect until the next restart.

9.7.2 Auditing Registry Access

In Section 5.9 in Chapter 5, you learned how to apply auditing controlsto any key in
the Registry. Since Windows 2000 and NT store so much critical configuration datain
the Registry, auditing some of it isagood ideg; there are a number of keysyou can
audit to keep an eye on potentia security problems or to catch users doing things they
shouldn't be.

- Windows components and applications often determine whether
- agpecific key is present by trying to read it and noting if the

" 4 attempt fails. Thisis normd, and it's so common that |
recommend you avoid auditing failed attempts on the Reed,
Query Vaue, or Enumerate Subkeys operations, doing so

generates lots of unnecessary audit log entries.

Once you turn on auditing, the events you specify are stored in the system's event log.
Since the event log files are your record of what auditable events have taken place,
you need to make sure that they're protected against tampering too! Set their
permissions to include Full Control for CreatorOwner, SY STEM, and Administrators



and Read for Everyone, then make sure no other users have write accessto the log
files

9.7.2.1 Making sense of the audit log

When you enable auditing, the security reference manager process writes an audit
entry to the security event log whenever one of the conditions you specify comes true.
Herés asample entry:

12/2/97 11:27:19 PM Security Success Audit Object Access 560
Admi ni strator BOOVBOX

Obj ect Open:

bj ect Server: Security

bj ect Type: Key

Obj ect Nane: \ REG STRY\ USER\ S- 1- 5- 21- 34824712- 245319459-

1244863647- 500
New Handl e I D: 240
Operation I D: {0, 47947}
Process I D: 2161664032
Primary User Nane: Adm nistrator
Primary Domai n: BOOVBOX
Primary Logon |D: (0x0, Ox1E35)
Client User Narme:
Client Donain:
Client Logon ID:
Accesses Create sub-key

Privil eges

| got this by turning on file/object access auditing in User Manager, then using
RegEdt32 to audit HKCU for successful Create Subkey access requests. Once | did,
every time| created any subkey under HKCU, | got a new audit record like the onein
the example.

Asyou can seg, this record tells me what key was the target of the request (the Obj ect
Narre fidd), what username made the attempt (along with that user's domain), and
what access or privileges were requested. If you want to routinely scan your event

logs for Registry accesses, | suggest using atool such as SomarSoft's DumpEwvt
(http:/Aww.somarsoft.com), writing your own Perl script to parse the Event Log

usng functions in the Win32::EventLog module or using a third-party tool like
RippleTech's LogCaster (http://www.rippletech.com).

9.7.2.2 Tracking software installations or reinstallations

Any software that uses the Registry (which means any package wearing the

"Deggned for Windows' logo, pluslots of others) leaves tracksin either
HKLM\SOFTWARE or HKCU\SOFTWARE. Microsoft's recommendetion is that
software vendors create their own subkey of one of these two keys, so you'll seelots
of entries like HKLM\Softwaré\Netscape and HKLM\SOFTWARE\Quacomm. You
can audit these keys directly, or you can audit only specific subkeys of interest. For
example, if you want to see an audit notice whenever someone adds new software to a
machine, you can add an audit entry for "Create Subkey" on HKLM\SOFTWARE. If
instead you wanted to know when someone ingtalls only software made by Netscape,



you can audit " Create Subkey" on HKLM\SOFTWARE\Netscape and
HK CU\SOFTWARE\Netscape.

The need to do thisis rdlaxed somewhat in Windows 2000, since users privilegesto
ingall software are more constrained. Users can ingtd| applications for themsealves,
but they can't indal software other users can run; only administrators can do that.
Accordingly, you may not find it necessary to audit HKLM.

9.7.2.3 Guarding against Trojan horses

Windows 2000 and NT alows administrators to install one or more DLLs that
validate passwords before passing them to the logon subsystem. The NetWare
gateway tools shipped with NT use such aDLL, and the documentation for what such
aDLL should do is available from Microsoft. This opensthe door for auser to ingal
apassword-grabbing DLL that just stores the password in afile without changing it,
then passes it on to the logon subsystem. Theligt of these DLLsis maintained in the
HKLM\SY STEM \CurrentControl Set\Control\L sa\Notification Packages key. |
strongly recommend that you set appropriate permissons and turn on auditing for this

key.
9.8 Using the Resource Kit Registry Utilities

Microsoft offers a separate package of tools, documentation, and utilities called for
each of its operating systems. There are different resource kits for Windows NT
Server and Workstation, Windows 2000 Server and Professiond,® 98, and 95 (not to
mention separate kits for other products, including Exchange and 11S). The resource
kits offer awedth of useful tools and documentation; even though some of the tools
are only partly functiond, and most are poorly documented, the resource kit for
whichever OS you'e running iswell worth the US$150 or so it costs, since many of
itstools are unavailable from any other source!®

B The Server kit includes everything in the Professional kit, so you don't need to buy both.

%1 of course, you could argue that these tools should be included with the OS itself. I'd agree with that, but then
Microsoft would have to clean up, document, and test the tools, most of which are only of interest to support
professionals, system administrators, and the like.

9.8.1 The Windows 2000 Resource Kiit

The Windows 2000 resource kit contains only afew Registry-related tools; the
primary tool isreg.exe. However, thisverson of reg.exe does everything that itsNT
predecessor did, plus what al the other Windows NT resource kit registry tools did. If
the old verson was like a Swiss Army knife, the Windows 2000 version is more like
one of those nifty Leatherman Wave tools that has everything except a hammer init.
There are some other useful itemsin the Windows 2000 kit, too:

regentry.chmisahelp file that lists most of the interesting Windows 2000
Regigtry keys and values, it also provides some generd introductory guidance
to the Registry and its care and feeding.



gp.chm contains information about the loca and domain GPOs available. (You
can find the same information, usualy in more detall, in Appendix A, and
Appendix B.)

dureg.exeisanifty tool that produces a sze estimate showing how much data
isactudly in the Regidtry.

regback.exe and regrest.exe, covered in Chapter 3, allow you to back up and
restore the Registry, or portions thereof.

regini.exe dlows you to change the Regidiry viaan INI-gylefile

regfind.exeis a Registry search tool discussed in Section 9.9.4, later in this
chapter; the Windows 2000 version also can search and replace Registry keys
and vaues.

scanreg.exe dlows you to grep the Regidtry.

9.8.2 maThe Windows NT Resour ce Kit

The NT 4.0 resource kit CD has avariety of tools and documentson it. Table 9.4
summarizes items that have something to do with the Registry. Mot of these tools
origindly shipped with the by-now-ancient NT 3.1 Resource Kit. In Summer 1997,
Microsoft issued an update to the resource kit (available from
ftp://ftp.microsoft.com/bussys'winnt/winnt- public/reskit/nt40), which adds a new tool,
reg.exe. reg supersedes a number of other tools, even though they ill gppear on the
resource kit CD. I've noted the superseded tools in the table so you'll know which
ones you can safely skip over.

Table 9.4. Resource Kit Registry Tools

Tod What It Does Notes
Compares contents of two Registry values you specify; |See Section 9.9.3 |ater
compreg.exe like diff in this chapter.
reg.exe Everythmg: add, remove, or change keys; load and See Section 9.9,
unload hives, and lots more
regback.exe and  |Backs up and restores Registry keys, values, and hives, .
regrest.exe can restore all or part of adamaged Registry Coveredin Chapter 3.
regchg.exe Changes a single value from the command line Superseded by reg.exe.
Deletes the specified subkey of HKLM from the
regdel.exe command line Superseded by reg.exe.
: Provides adirectory-style listing of a specified tree or
regdir.exe subkey
regdmp.exe Dumps the specified key, plusits subkeys and values, in
text form
regentry.hlp Documents many of NT's keys and values
reafind.exe Searches the Registry for a specified value; workslike See Section 9.9.4 |ater
eghind. grep or the search function in RegEdit in this chapter.
regini exe Adds, removes, or changes keys based on acommand
egini. script you write
reakev.exe OffersaGUI to set several trivial parameters (auto- Better to use system
egrey. logon, number of cached user profiles, etc.) policies.
regread.exe \Il?aleidessthe specified subkey of HKLM and returnsits Superseded by reg.exe.
regsec.exe Sets security descriptors on akey and its subkeys; useful |See Section 9.4 earlier




for undoing needlessly permissive default ACLs in this chapter.
restkey.exe Restores a key saved by SAVEKEY Superseded by reg.exe.
rktools.hlp Gives abrief description of each tool in the Resource Kit
rregchg.exe Changes a key's value on aremote machine Superseded by reg.exe.
savekey.exe Saves akey's valuesfor later reloading Superseded by reg.exe.

9.9 reg: The One-Size-Fits-All Registry Tool

| have been heard to describe the reg.exe utility as "RegEdt32 in acan." It does dmost
everything RegEdt32 can do, but it alows you to do it from a command line. Not only
is this a boon when you want to quickly make a change without firing up RegEdt32 ;

it aso dlows you to embed Registry operations in logon scripts and batch files. (Of
course, you learned how to use the Registry from within Perl in Chapter 8, but for the
non-Perl-hackers among us, r eg isawecome subgtitute.)

If you've ever used the net command, youll immediately recognize how r eg works.
Likenet , you user eg by giving it acommand from a short list of options (query,

add, del et e, copy, save, | oad, unl oad, r est or e, conpar e, export, andi rrport),
followed by one or more optiona parameters that the command you specify

interprets. Herés a short example in which r eg getsthe quer y command for a
specified subkey of HKLM:

C:\reskit>reg query HKLM Software\Qual comm/s
Li sting of [ Software\Qual conm

[ Eudor a]
[ Eudora\ 3. 0. 1]

Herésthe problem with r eg: the Windows 2000 and NT versions have different
command-line parameters and switches. In an effort to do away with the clutter of
multiple toals, Microsoft revamped the interface for the Windows 2000 r eg tool,
meaking it more functional and more congstent, not to mention unlikeits older
brother.

9.9.1 Using the Windows 2000 Version of reg

The Windows 2000 version of reg.exe offers 11 separate functions, ranging from
querying for the existence of akey or vaue to recursively deeting everything beneeth
a gecific key. Each mode has its own mnemonic, which you specify after ther eg
commeand itsf.

9.9.1.1 Querying keys

Ther eg quer y command alows you to query asingle key for asingle vadue or a
range of keysfor dl their values. This provides you with a quick way to check
whether a key has the vaue you think it does, or in fact whether it has any vaues
asociated with it a all.

REG QUERY [rootKey\]key [\\machine] [/S] [/V value] [/VE]
r oot Key




Optiond; specifies which root key to use as base of query. May be HKLM,
HKCU, HKCR, or HKCC. Defaultsto HKLM if omitted.

key
Specifies the full name of akey under the specified r oot Key.
val ue
Specifies avaue under key to query. If omitted, dl keys and vaues under key
are displayed.
machi ne
Specifies the name of aremote machine to query; if omitted, defaultsto locdl
machine. Y ou can only query HKLM and HKU on remote machines.
/'S
Queriesal subkeysof key.
/'V val ue
Queries the specified vaue and print its contents.
| VE

Queries the default, or empty, vaue.
9.9.1.2 Adding keys and values

Ther eg add command adds new keys and values to the Registry. You can add a
vaueto an exigting key, add anew key with no values, or create anew key and a
vaue beneath it. If you try to add a key or vaue that exids, r eg warns youl.

REG ADD [\\machine\]lkey [/V value | /VE] [/T dataType] [/D data]
[/S separator] [/F]
machi ne

Name of aremote machine to add the key on; if omitted, defaultsto locdl
machine. Y ou can only add to HKLM and HKU on remote machines.

key
Full path to key you want to add (if you're adding akey) or to key where the
new vaue should be added (if you're adding avaue). Must include aroot key
(HKLM, HKCU, HKCR, HKU, or HKCC) and afull path to the target subkey.

/'V val ue



Specifies the full name of the value to add. Don't use this switch if you want to
add akey; instead, just specify the new key asthe last component of key.

| VE

Specifies thet you want to add the empty or untitled value to the specified key.
|/ T dataType

Type of the new value to be added. Can be REG_NONE, REG_SZ,
REG MULTI_SZ, REG EXPAND_SZ, REG_DWORD, REG BINARY,
REG_DWORD _BIG_ENDIAN, or REG_ DWORD _LITTLE_ENDIAN. If
omitted, REG_SZ isthe defaullt. If you specify REG_DWORD, you must
gpecify newval ue asadecima number.

/ D data

Contents of newly created value. String values may contain spaces and specid
characters, but must be enclosed in double quotesiif they do.
REG_MULTI_SZ variables must be separated by whatever separator you
want to use: ether \ 0 or whatever you specify with the/ s switch.

/'S separator

When adding aREG_MULTI_SZ vaue, specifies which character to use as
the separator. If omitted, \ 0 is assumed to be the separator.

| F
Forcesr eg to make the change without prompting you for confirmetion.

For example, let's say you wanted to creete aregistry key as part of aconfiguration
script, adding anecessary REG_ EXPAND_SZ vaue along the way. Here's one way
todoit:

reg add HKLM Sof t war e\ RA\ ExchangePl us\ DLMaster /F
reg add HKLM Sof t war e\ RA\ ExchangePl us\ DLMaster /v SystenPath
/'t REG EXPAND SZ /d "%SYSTEMROOT% /F

These commands forcibly add the required key, then add the required value with the
correct data type and contents.

9.9.1.3 Deleting keys and values

Ther eg del et e command removes akey or value. When you remove akey, r eg
del et e removes al subkeys and values benegath that key; however, it asksyou to
confirm your intentions before it actudly deletes anything unlessyou usethe/ F
switch. That notwithstanding, be careful when using this command. Aswith r eg
updat e, you can delete only keys where the ACLs (and/or the remote Registry
Settings) alow you access.



REG DELETE [\\machine\]key [/V value | /VE | /VA [/F]
machi ne

Name of aremote machine from which you want to remove the vaue; if
omitted, defaults to local machine. Y ou can only remove keys from HKLM
and HKU on remote machines.

key
Full path to key you want to remove (if you're removing the key itsef) or to
key where the target vaue lives. Mugt include aroot key (HKLM, HKCU,
HKCR, HKU, or HKCC) and afull path to the target subkey.

'V val ue
Specifies the full name of the vaue to remove. Don't use this switch if you
want to remove an ertire key; instead, just specify the key name and use the
/ VA switch.

/ VE
Specifies that you want to remove the empty or untitled vaue from the
specified key.

/ VA
Specifies that you want to remove dl vaues from the target key without
touching its subkeys.

| F

Forcesr eg to remove the targeted keys or vaues without prompting you for
confirmation.

9.9.1.4 Copying keys and values

reg copy might be my favorite of dl r eg 's commands, if only becauseit greetly
eases the process of copying settings from one place to another. Y ou can use the
command to copy asingle key or an entire hive from its origina location to another;
the target location can be on the same machine as the source or on any other machine
on the network. This command makes short work of tasks like copying a standard set
of file associations to new machines or tweaking one machine so its configuration
matches another.

REG COPY [\\srcMachi ne\]srcKey [\\destMachi ne\]destKey [/S] [/F]
srcMachi ne and dest Machi ne

Specifices names of source and destination machines. Either or both may be
remote machines; if either is omitted, the local machineis assumed. You can
copy keysinto and out of HKLM and HKU only on remote machines.



sr cKey

Specifies the full name of the source key, including the root key. Y ou can
copy from any root key, provided you have access to the source key. All
va ues beneath the source key are copied to the detination key.

dest Key

Specifiesthe full name of the destination key. This may be different from the
source key if you wish, aslong as you have access to the area where you're

trying to graft the copied key.
/'S
Specifies that you want to recursively copy al subkeys and vaues from
srcKey todest Key. If you don't specify this switch, only the specified key and
its vdues are copied.
I F

This switch is documented but doesn't seem to do anything, Sncer eg copy
never prompts you for a confirmation.

9.9.1.5 Saving and restoring keys

Sometimes having aquick way to make a backup copy of akey and its vaues, or
restore akey from such a backup, can be very useful indeed. Y ou can back up the
entire Registry using the strategies outlined in Chapter 3; however, if that's overkill
condder usngther eg save andr eg | oad commands instead.

To save akey and its valuesto anew hivefile on disk, you can use either r eg save or
reg backup (they're synonyms):

REG SAVE [\\ nmachi ne\]srcKey fil eNanme
machi ne

Name of aremote machine to query; if you omit it, the local machine is used.
Asusud, you can only manipulate keysin HKLM and HKU on remote
machines.

sr cKey

The full name of the source key, including the root key, you want to back up.
All of the source key's vaues and subkeys are recursively copied to thefile

you specify.

fileName

Namesthefile that will hold the saved data. Y ou can specify any vaid full or
partiad path to receive thefile; if you leave one off, loca keys are backed up to
the current directory, and remote keys go in %syst enr oot %dsystem32.



To quickly store acopy of al of your current settings, use this command:

reg save HKCU my-profile

then use it anywhere you can use ahivefile, incduding RegEdt32 and ther eg | oad
andr eg r est or e commands.

Y ou may restore a saved hive with ther eg r est or e command. This command
overwrites an existing key with anew set of vaues, so you must be cautious when
usng it (r eg asks you to confirm your command before it overwrites anything,
though).

REG RESTORE [\\machine\]targetKey fil eName
machi ne

Specifies which machine you want to restore the hive file to. Y ou can restore
from alocd file to aremote machine if you wish, but (as usud) you only have
access to HKLM and HKU on the remote machine,

t ar get Key

Specifies which key to overwrite with the contents of the saved hive.

fil eNanme

Specifies the path and name of the saved hive file. Y ou can restore only hive
filesthat were crested with RegEdt32 or ther eg save command.

9.9.1.6 Loading and unloading hives

Section 5.6 in Chapter 5 explains how you can use RegEdt32 to load and unload saved
keys as hivesimmediately beneasth HKLM or HKU. Ther eg utility givesyou the
same ability, abet with the same limitations.

Toload ahive, usether eg | oad command. Unliker eg rest ore, reg | oad loadsthe
hive by adding it with the key name you specify instead of overwriting the key you
gpecify. Thismakesit possblefor youto user eg | oad to load asaved hive, edit it,
and unload it again without making any changes to the rest of your Regidry. (If you're
wondering why you might want to do so, go back and reread Section 9.1 at the
beginning of the chapter.) When you load a hive, it's not fully persstent; the hiveis
unloaded when the current user logs off or when the computer next reboots.

REG LOAD [\\machi ne\]target Key fil eName
machi ne

Specifies the name of aremote machine to load the hive on; if omitted,
assumes the locad machine. As with the other commands, you can load hives
in HKU or HKLM only on the remote box.

t ar get Key



Specifies the name of the key to recaive the new hive. Thiskey is created and
must not dready exist. key must be an immediate subkey of HKLM or HKU.

fil eNanme

Specifies the name of the hive file to load, with no extenson. Y ou may specify
afull loca or UNC path here.

For example, to load the ntuser.dat hive as suggested in Section 9.1, just copy
ntuser.dat to ntuser-default, then use this command:

reg | oad ntuser-default DefaultProfile

and modify the hive as needed.

Once you've finished working with aloaded hive, you may unload it with r eg
unl oad. Its command syntax is pretty Smple.

REG UNLOAD [\\ rmachi ne\] key
machi ne

Name of aremote machine on which to unload the hive if omitted, defaults to
locd machine

key

Name of the key to unload. key must be an immediate subkey of HKLM or
HKU, whether you're on aloca or remote machine.

9.9.1.7 Comparing keys and values

Instead of using a separate comparison tool such as NT 4, the Windows 2000 tool set
dlowsyou to user eg itself to compare the contents of two keys or vaues. There are a
number of new bells and whigles in this revision of the tool, athough for heavy-duty
comparison, | dill prefer usng avisud comparison tool such as windiff.

Ther eg conpar e command does have some nifty feetures that give you some extra
flexibility. Oneisthat it returns a atus code: means the comparison was successful,
and the two items were identical; 1 means the comparison failed; 2 meansthe
comparison succeeded, but the target items were different. This makes it easy to use
reg conpar e in Windows Scripting Host scripts. Another isthat you can control what
output it produces, meaning that you're freed from seeing tons of irrelevant results
when you're comparing things.

REG COVPARE [\\nachi nel\] keyNanel [\\rmachi ne2\] keyNane2 [/V val ueNane
| /VE]

[ /OA] /OD| /0S| /ON] [/9]

machi nel and machi ne2



Specifies names of remote machines to compare keys on. If you omit either or
both remote names, the local machine is used instead. Y ou can compare only
remote machine keys that resde in HKU or HKLM.

keyNanel and keyNane2

Specifies the full paths (including a root key) of the keysto compare. When
comparing keys on different machines, these paths may be the same, but they
don't haveto be.

/' V val ueNane

By default, compares dl the values beneeth the specified keys. If you want to
limit comparison to asingle vaue, usethe/ v switch. Annoyingly, you cant
gpecify two different value names to compare.

/ VE
Specifies that you want to compare the empty default vaue in the target keys.
[/ CA
Forces output of both differences and matches between the target keys. Thisis
the most verbose output setting.
/ OD
Shows only items that are different between the two keys.
/ GS
Shows only itemsthat are the same (e.g., those that match) between the two
keys. Thisisaquick way to test how smilar two keys are.
/ ON
Suppresses dl output. This switch is commonly used in conjunction with the
status code as a Smple way to get ayes-or-no result of a comparison.
/'S

Recursively descends the keys being compared and compares their subkeys
and valuestoo.

9.9.1.8 Exporting and importing Registry data

If you need to save the contents of a Registry key for later--perhaps to back up and
restore it--you can do it with RegEdt32 or usng ther eg export andreg i nport
commands. r eg expor t takes the key you specify and savesit to atext file, and r eg
i mport reads afilein the correct format and loads it back into the Registry. The



Windows 2000 version of r eg uses a different format from the Win95 and NT 4.0
version, but theré's a command-line switch you can useto tell r eg to recognize the old
format. Exporting is straightforward.

REG EXPORT keyNare fil eName [/ NT4]
keyNane

Specifies name of the key you want to export. The name must include the root
key, and you can only export keys on the loca machine.

fil eNanme
Specifies name of the file you want the exported dataiin.

| NT4

Forcesr eg to write afilein the older format used by the Windows NT
resource kit verson of r eg.

When you want to reload the exported file (which you can do after copying, mailing,
or editing the text-format .REG file to your heart's contert), you use the extremey
gmpler eg i nport command.

REG | MPORT fil eNane
fil eNanme

Specifies the name of the exported key file to load. Y ou may specify afull
local or UNC path here.

Sincethe .REG file contains the full name of the key that was exported, importing the
file automaticaly puts the loaded data into the right place. Y ou can certainly edit the
file to take ablock of data exported from one key and load it into another; bear in
mind that if you do, r eg i npor t Slently overwriteswhatever exissthere. You've
been forewarned.

9.9.2 maUsing the Windows NT Version of reg

The older Windows NT resource kit version of reg.exe works fine under Windows
2000, but its functiondity is quite limited by comparison.

9.9.2.1 Querying keys

reg quer y worksthe same way as the Windows 2000 version, with afew differences
in syntax and semantics:

REG QUERY [root Key\]key [\value] [machine] [/9]
r oot Key

Optiond; specifies which root key to use as base of query. May be HKLM,
HKCU, HKCR, HKU, or HKCC. Defaultsto HKLM if omitted.



key
Specifies the full name of akey under the pecified r oot Key.
val ue

Specifies avaue under key to query. If omitted, dl keys and vaues under key
will be displayed.

machi ne

Specifies name of aremote machine to query; if omitted, defaultsto locdl
machine. Y ou can only query HKLM and HKU on remote machines.

/s
Queriesal subkeysof key.
9.9.2.2 Adding new keys

reg add adds new keys and vaues to the Regisiry. Y ou can add avaue to an existing
key, add anew key with no values, or create a new key and avaue beneathit. If you
try to add akey or vaue that dready exids, r eg warns you.

REG ADD |[root Key\]key [\val ue=newVal ue] [machi ne] [dataType]
r oot Key

Optiona; specifies which root key to add new key under. May be HKLM,
HKCU, HKCR, HKU, or HKCC. Defaultsto HKLM if omitted.

key
Specifies the full name of the key to add under the specified r oot Key.
val ue
Optiondly specifies the name of avaueto add under key . If omitted, the key
is created with no value.
newval ue
Specifies contents of newly created value. String vaues may contain spaces
and specid characters, but must be enclosed in double quotesiif they do.
machi ne

Specifies name of aremote machine to add the key on; if omitted, defaults to
local machine. Y ou can add keysto HKLM and HKU only on remote
meachines.

dat aType



Specfies type of the new value to be added. May be REG_SZ,
REG MULTI_SZ, REG_EXPAND_SZ, or REG_DWORD. If omitted,
REG_S7Z isthe default. If you specify REG_DWORD, you must pecify
newval ue asadecima number.
For example, to add the value that disables Dia-Up Networking's "save password”
checkbox, you could use this command:

reg add SYSTEM Current Control Set\ Servi ces\
RasMan\ Par anet er s\ Di sabl eSavePasswor dVal ue=1

9.9.2.3 Updating existing keys

reg updat e updates asingle vaue of an exigting key. Y ou can update any vaue
where you have permission according to the parent key's ACL; if you're trying to
modify aremote machine's Registry you must have accessto it. r eg warnsyou if you
try to modify a nonexigent vaue.

REG UPDATE [ root Key\] key [\val ue=newal ue] [ nmachi ne]
r oot Key

Optiond; specifies which root key holds the targeted key. May be HKLM,
HKCU, HKCR, HKU, or HKCC on loca machine or HKLM or HKU on
remote machine. Defaultsto HKLM if omitted.

key
Specifies the full name of the key to update under the specified r oot Key.
val ue
Specifies which vaue under key to update.
newval ue
Contents to use when replacing existing value. String vaues may contain
gpaces and speciad characters, but must be enclosed in double quotesiif they
do. DWORD vaues must be specified in decimd.
machi ne

Specifies name of aremote machine to query; if omitted, defaultsto loca
machine. Y ou can query HKLM and HKU only on remote machines.

9.9.2.4 Removing a key

reg del et e removes akey or vaue. When removing akey, it removes dl subkeys
and vaues beneath that key; however, it asks you to confirm your intentions before it
actudly deletes anything.

REG DELETE [root Key\] key [\val ue] [rmachine]



r oot Key

Optiond; specifies which root key the targeted key lives under. May be
HKLM, HKCU, HKCR, HKU, or HKCC on local machine or HKLM or HKU
on remote machine. Defaultsto HKLM if omitted.

key
Specifies the full name of the key to remove under the specified r oot Key.

val ue

Specifies which value under key to remove. If omitted, al keys and vaues
under key are deleted.

machi ne

Specifies name of aremote machine to remove the key on; if omitted, defaults
to loca machine. Y ou can modify HKLM and HKU only on remote machines.

9.9.2.5 Copying keys and values

The Windows NT verson of ther eg copy commeand is alittle more flexible than its
big brother, snceit can copy values from one location to another.

REG COPY [ srcRoot Key\]srcKey [\srcVal ue] [srcMachine]
[ dest Root Key\ ] dest Key

[\ dest Val ue] [dest Machi ne]
sr cRoot Key

Optiond; specifieswhich root key holds the source key. May be HKLM,
HKCU, HKCR, HKU, or HKCC. Defaultsto HKLM if omitted.

sr cKey
Specifies the full name of the source key.

srcVal ue

Optionaly specifiesavaue under sr cKey to copy. If omitted, al keysand
vaues under sr cKey are copied.

srcMachi ne

Specifies name of aremote machine to act as copy source; if omitted, defaults
to locad machine. Y ou can use remote machines HKLM and HKU only as
source roots.

dest Root Key

Optional; specifies where copied key should be rooted. May be HKLM or
HKU; defaultsto HKLM if omitted.



dest Key
Specifies the full name of the key to hold the copied data.

dest Val ue

Optiondly specifies name for asingle copied vaue; ignored if nosr cval ue is
Specified.
dest Machi ne

Specifies name of aremote machine to serve asthe copy target; if omitted,
defaults to locad machine.

When | inddled a beta verson of a popular Internet mail package, | (rightly, asit
turned out) feared that the new version would damage the old version's Registry
settings. A quick command saved the day:

reg copy software\qual comm eudora software\qual comm eudora-4.3

This code made a backup copy of my exigting settings so | could ingtal the new
verson, secure in the knowledge that | could easily revert to aprevious verson if
needed.

9.9.2.6 Saving and restoring keys

The REGBACK and REGREST utilities alow you to back up and restore entire hives,
but r eg offersagmilar par of functions that add the ability to save and reload
individua keys, much like RegEdt32 's commands. To save akey and its values, you
can use ether reg save or reg backup (they're synonyms).

REG SAVE [ root Key\] key fil eNane [ machi ne]
r oot Key

Optiond; specifies under which root key the key to save lives. May be
HKLM, HKCU, HKCR, HKU, or HKCC on local machine or HKLM or HKU
on remote machine. Defaultsto HKLM if omitted.

key
Specifiesthe full name of the key to update under the specified r oot Key. If
omitted, al contents of r oot Keyare saved.

fil eNanme

Specifies name of file that will hold the saved deta. f i | eNane may not have an
extension specified.

machi ne



Specifies name of aremote machine to query; if omitted, defaultsto loca
mechine.

To quickly store acopy of al of your current settings, use this command:
reg save HKLM my-profile
Y ou then can use it anywhere you use a hivefile.

Y ou may aso restore asaved hive with ther eg r est or e command. This command
overwrites an existing key with anew set of vaues, so you must be cautious when
usng it (r eg asks you to confirm your command before it overwrites anything,
though).

REG RESTORE fil eName [root Key\]key [ nmachi ne]
fil eNanme

Specifies file name that holds the data you want restored, with no extension.

r oot Key

Optiond; specifies which root key the targeted key lives under. May be
HKLM, HKCU, HKCR, HKU, or HKCC on local machine or HKLM or HKU
on remote machine. Defaultsto HKLM if omitted.

key
Specifies the full name of the key whose subkeys and values will be replaced.

machi ne

Specifies name of aremote machine to query; if omitted, defaultsto locdl
machine. Y ou can query HKLM and HKU only on remote machines.

9.9.2.7 Loading and unloading hives

The Windows NT resource kit versons of r eg | oad andr eg unl oad operate
identicaly to the Windows 2000 version, with dl the same redtrictions and
capabilities. They're arguably more useful under NT, since you can use them to
engineer the default profile settings you want new user accounts to inherit.

9.9.3 M Comparing Keys and Values with COMPREG

When you're trying to troubleshoot a configuration problem, it's often useful to
examine the broken machine and one that works to discern what's different between
the two. Without the resource kit, doing this with the Registry involves saving suspect
portions of the Regidry to atext file, then usng a difference tool such as windiff to
highlight differences between the two files. The compreg tool, included for the first
timein the NT 4.0 resource kit, provides a command-line tool for comparing
differencesin Regidtry keys. Here's how it works.



COMPREG keyl key2 [-v] [-r] [-e] [-d] [-a] [-n] [-h] [-7]

keyl

key2

-2

Specifies the full path to the first key to compare. This path caninclude a
machine name (eg.,
\ENIGMA\HKEY_LOCAL_MACHINESOFTWARE\LJ). Instead of
spdling out the Registry keys, you may abbreviate them by taking the

sandard mnemonic we've used in this book and dropping theinitid "HK"; for
example, you could dso specify a path of \ENIGMAIMSOFTWARE\LJL to
save some typing. If no root is specified, HKCU isthe default.

Specifiesthe full path to the second key to compare. This can be the same path
askey1 but on adifferent machine, or it can be adifferent path dtogether. If
you specify only amachine name, compreg uses the path from key 1 but looks
for it on the computer specified in key 2.

Verbose mode; prints both keys whose vaues differ and those that match.

Recurse into keys that only have a single subkey.

At exit, setserror | evel tothelast error encountered. This switch lets you
test the return value of compreg when usng it in scripts or batch files.

Suppresses printing the values of keys whose vaues differ; printsjust the keys
themsdves.

Monochrome output (the default scheme uses multiple colors).

Displays a short help message.

The &hility to find differences between two machinesis extremdy useful a times.
While troubleshooting some of the entries in Chapter 10, | wanted to clone an existing
drive restriction and modify it. Unfortunatdy, after | modified it it didn't work, and |
couldn't see what | had done wrong. A quick:

conpreg software\ M crosoft\ W ndows\ Current Versi on\ Pol i ci es\ Expl orer
\\arnory



showed me my error, and | was able to fix it without any further damage to my
Regidry or my sdf-esteem.

9.9.4 Searching for Keyswith regfind

Sometimes there's no subtitute for alittle brute-force searching. If you've ever used
grep or findstr (the Win32 equivaent) to find something you knew was somewhere on
your disk, youll loveregfind. It'sflexible: it can search for vaue and key names or
contents, it can search or search and replace, and it understands al the common
Regigry datatypes. Thisflexibility makesit a bit more complex than some of the

other Resource Kt utilities, though:

REGFIND [-h hiveFile hiveRoot | -w win95Dir | -m\\nachine]
[-i tabStop] [-o0 outputWdth]
[-p keyPath] [-z | -t dataType] [-b | -B] [-y] [-n]
[searchString [-r replacementString]]

-h hiveFile hiveRoot

Specifiesthe full path to aloca hivefile (generated with reg save or
RegEdt32).

-W wi n95Dir

Tdlsregfind to look for Windows 95 user.dat and system.dat hivefilesinthe
directory specified by win95Dir.

-m machi ne

Specifies that regfind should search the remote computer named machine.
-i tabStop

Sets the tabstop width; the default is 4.
-0 outputWdth

Tdlsregfind how wide to make its output. The default is the width of the
console window, or 240 if the output's been redirected to afile.

-pP keyPath

Directsregfind to sart looking in keyPath. Y ou may specify one of
HKEY_LOCAL_MACHINE, HKEY_USERS, HKEY_CURRENT _USER, or
USER; since HKCR and HKCC arelinksinto HKLM, thisisnot abig loss. If
you omit this switch, regfind searches the entire Regidiry.

Searchesfor REG_MULTI_SZ or REG_EXPAND_SZ stringsthat are missing
the required zero terminator or that haveillega lengths.



-1

dat aType

Forces regfind to look only at vaues with the specified datatype. Y ou may
specify any one of REG_SZ, REG_ MULTI_SZ, REG_EXPAND_SZ,
REG_DWORD, REG_BINARY, and REG_NONE. If no typeis specified,
regfind looks at dl the string types.

Tdlsregfind to look for the specified search string indde REG_BI NARY vaues
in addition to any SZ type specified with - t .

Same as- b, but also searches for ANSI stringsin addition to Unicode.

When used during an SZ search, forcesregfind to do a case-insenstive search.
Ignored for REG_DWORD, REG_BINARY, and REG_NONE searches.

Searches key and vaue names, not just contents. - n and - t are mutudly
excdusve.

searchString

-r

Specifies string to search for. To search for a string with embedded spaces,
brackets, etc., wrap it in double quotes. If no search string is specified, the
search finds values of the specified type. When searching for a

REG _DWORD, you may specify it in decima or hex, with aleading Ox.
When searching for a binary vaue, you must provide alength byte, optiondly
followed by a sequence of DWORDs containing the actua data to search for.

replacenment String

Replaces any occurrence of sear chSt ri ng withr epl acenent Stri ng.
searchString andrepl acenent St ri ng must be of the same type, but their
lengths may differ. There are severd condraints that apply to theuse of - r :

Y ou may specify r epl acenent St ri ng the sameway assear chStri ng.
However, if your sear chSt ri ng iISAREG_BI NARY length only, you can't use--
r.
If you specify - z and - r together, the replacement string isignored. Instead of
replacing anything, regfind fixes any strings with missng terminators or bed
lengths.

Theré's no confirmation option with - r , so it'sagood ideato run regfind
without it until you're sure whét is replaced is what you want replaced.



Because this is a complicated command, an example may help to darify how the
command works. Let'stry finding al the keys whaose contents or names include the

string "Mac'":

C\ntreskit>regfind -y -n Mac
Scanning \Regi stry registry tree
Case Insensitive Search for ' Mac'
W1l match values of type: REG SZ REG EXPAND SZ REG MULTI SZ
Search will include key or val ue namnes
\ Registry
Machi ne
SOFTWARE
M crosoft
AsyncMac
Exchange
Client
Mac File Types
Shared Tool s
Text Converters
Export
MSWor dMac4
MSWor dMac5
MSWor dMac51
| nport
MSWor dMac
SYSTEM
Cont r ol Set 001
Servi ces
AsyncMac
AsyncMac2
Event Log
System
AsyncMac
Cont r ol Set 003
Servi ces
AsyncMac
AsyncMac?2
Event Log
System
AsyncMac
Users
S-1-5-21-1944135612- 1199777195- 24521265- 500
Sof t war e
M crosoft
Nt backup
Backup Engine
Process Macintosh files =1
Machi ne Type = 0
Tel net
Machi nel = fly. hi waay. net
Last Machi ne = hq
Machi ne2 = hq

Theonly real drawback to regfind isthat it can't handle regular expressons or
wildcards like findstr and grep can. Apart from that limitation, though, it's avaugble
tool when you need to find a key whose vaue you know but whose path you don't. If
you need to use regular expressons, use scanreg.exe instead.



9.10 Spying on the Registry with RegMon

Ask aprivate investigator what the best way to gather evidenceis, and you're likely to
get agmple answer: watch and wait. Unfortunately, trying to use RegEdt32 or
RegEdit to waich the Regidry asit changesisadifficult and unrewarding way to
work. Unless you know ahead of time exactly which keys or vaues you want to
watch, it's difficult to monitor individua changes, and theré's no easy way to tell

which gpplication, process, or driver changed the setting you're trying to watch.

Mark Russnovich and Bryce Cogswel have solved this problem, to the ddlight of
adminigtrators and programmers everywhere. They wrote a utility caled RegMon
(available with source code from hittp:/Aww.sysinternals.com) thet | ets you spy on
every Registry access made anywhere in the system. It can monitor reads, writes, and
queries and record them in alog tha you can peruse a will; it can dso limit the
Registry accesses it records based on filtering criteria you supply. RegMon makes
short work of figuring out who modified a particular key or vaue, and it's agreat
resource for watching what the system's doing with Registry data.

Figure 9.9. The RegMon main interface
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RegMon works by ingdling a small device driver when you run the gpplication; this
driver ingals hooksto al the Registry AP routines, so it can see what parameters
calers passin and what results the system returns. The RegMon gpplication itself just
opens the device driver and waits for it to send along the dataiit's captured.



Sneaking a Peek with RegEdt32

RegMon isn't the only way to py on the Regigtry. The following steps are a
handy trick that allows you to see even the SAM and SECURITY hives,
which are normaly inaccessible:

1. Enablethe Scheduler service and haveit log in asthe SY STEM
account by sdecting the " System Account™ radio button in the
Services didog.

2. Once the Scheduler is running, open a command-line window and use
theat command to schedule an invocetion of RegEdt32 in the near
future. For example, if it's 1:35 P.M. when you start off, schedule
RegEdt32 to run at 1:36 P.M. like this:

at 13:36 /interactive regedt32. exe

3. If you prefer, and if you're usng Windows 2000, you can schedule
the task using the Scheduled Tasks wizard.

At the appointed time, RegEdt32 opens, but it's running under the SYSTEM
account instead of your norma account. HKLM\SY STEM and HKLM\SAM
is enabled, so you can open and ingpect them. Don't expect to see much,
sancetheir contents are dl binary data. Don't edit anything in these hives.

One extremely va uable thing you can do with thistrick is to enable auditing
on the SAM hive. This can give you an audit trail of attempted and
successful mishehavior, including grabbing the password hashes or changing
passwords on the Administrator account.

9.10.1 Learning the RegMon I nterface

RegMon has an extremely smple interface. Asyou can seein Figure 9.9, it usesa
single document window to display the Registry datait captures. The toolbar offers

access to al 9x menu commands; the bulk of the window is devoted to the list of

captured data. Each column of the list hasits own header at the top of the list window;
you can resize eech column in the list by dragging the small verticd lines next to eech

header. Each entry in the list displays seven fields worth of data:

ID
A sequence number assigned by RegMon. Thefirg thing it logs gets ID #1,
and the ID isincremented from there. However, these IDs are assigned by the
device driver. If events occur faster than RegMon can add them to its display
lig, you'l notice ggpsin the numbering.

Time

Either the dapsed time since the last request or the date and time of the
request.



Process

The name of the process that made the request. Since DLLs are loaded into a
process address space, RegMon shows only the process name, not the name of
the individua DLL making the reques.

Request

What action the requesting process asked for. Mogt often, you see
QueryVaue, OpenKey, CloseKey, and SetVaue, but RegMon a so reports
enumerations, security changes, and dl the other Regidiry services available
through the Registry API documented in Chapter 8.

Path

The path supplied as part of the request. RegMon dways shows the path
including the topmost root key.

Result

The numeric result code returned by whatever Registry AP routine was
cdled. You seealot of "SUCCESS" entries here, with an occasiond
"NOTFOUND." It'srare to see anything other than these two.

Other

A catch-dl fidd. For Regidry cdlsthat return data, RegMon shows the data
here as avalue of whatever type is gppropriate. Y ou see string valuesin
quotes, but DWORDs, HKEY's, and other binary data appears as a block of
hex digits. It's up to you to interpret binary data and make sense out of it.

9.10.1.1 Controlling what you see

Besides dragging the column headers to resize each individua column, RegMon
doesn't offer much in the way of user interface. The Edit—Clear Display command
erases the current list of logged Registry accesses, and the Options—> Auto Scroll
command toggles whether RegMon attempits to automatically scroll the displayed list
to aways show the most recently added item.

9.10.1.2 Some other useful Edit menu commands
There are severd other useful commands in the Edit menu, too:

The Edit—>Copy command copies the salected entry'sinformation as asingle
plan-ASCII text line.

The Edit—>History Depth... command lets you control how many events
RegMon buffers. The default value of means that it attempts to keep dl the
entriesit logs, but you can redrict it to asmaler number.

The Edit—>Font... and Edit—>Highlight Colors... commands let you control
how the captured data are displayed.



The Edit—*Find... command alows you to search the capture buffer for a
particuar event

The Edit—>Regedit Jump... command opens RegEdit and opens the value
referenced in the sdlected log entry.

9.10.2 Capturing and Filtering

Using RegMon to figure out what's going on in the Regidtry is atwo-step process. The
fird sep isoptiona: you may choose which events you want to see (and which you
don't) by building a capture filter. RegMon agpplies thisfilter during the second step--
the actual capture of events.

9.10.2.1 Turning capture on and off

When you firg gart RegMon, it'sin capture mode. If you just St there for aminute
and let it run, you see an occasiond Regisiry access recorded in its window; you can
see many more if you switch to Explorer and open afile, or even click onaniconin
your My Computer window. If you leave RegMon in cagpture mode, it'slikely to
capture an overwheming amount of data, much of which won't bear any relation to
the data you're actudly looking for.

The best way to reduce thisinformation overload is Smple: turn off capture mode
when you don't need it. The Options—2 Capture Events command (Cirl+E isits
accel erator) toggles capture mode off and on (as does the toolbar button).
9.10.2.2 Using capture filters

The Edit—>Filter/Highlight... command is arguably the most useful command in the
whole program. The Regmon Filter diadog (see Figure 9.10) lets you specify in detall
which events you want to see in the capture list and which you don't.

Figure 9.10. RegMon's filter dialog
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Here are thefilter criteriayou may specify:
Include
Includes only those events you specify. If you leave it blank, nothing is

included. More likely, you'll want to include only specific keys, reauts, or
executable names. The default value of * indicates that you want to include



everything. Y ou can use multiple vaues, too, by separating them with
commeas. For example, avalueof | sass. exe, expl or er . exe incudes activity
generated by those two processes only.

Exclude

Letsyou filter out things you don't want to see. Aswith the Include field, you
can use wildcards and multiple vaues. In Figure 9.10, I've specified that |
want to see al activity except that generated by Isass.exeand the DLLsit
loads into its process space.

The Highlight field

Letsyou pick which Regidry cals you want to highlight, using the color you
selected with the Edit—Highlight Colors... command. Notice thet in this field,
I've added a process ID (the: 1136 after the process name). Y ou can use
process IDs in the Include and Exclude fields as well.

The Log checkboxes

Let you control what actions RegMon logs. By defaullt, it logs reads, writes,
successes, and errors, but you may adjust this to narrow the breadth of the data
you have to wade through.

9.10.2.3 Saving your captured data

RegMon can saveits logged data as a tab-delimited text file. There's no provision for
saving part of alog; you can ether save every logged event, or none. Thisiseasy to
work around, though; al you need to do is define an appropriate capture filter before
you capture data, then there won't be any extraneous stuff in your capture log.

The Fle—>Save... and File—> Save As... commands let you save logged datato afile
you specify. Unlike the Performance Monitor, theré's no way to load afile of saved
datafor further review; you have to use a spreadsheet or text editor to view the saved
daaif you need it later.

9.10.2.4 Logging boot-to-boot activity

If you've ever wondered what happens behind Windows 2000's chunky- pixeled boot
screens, RegMon gives you an easy way to find out. If you choose the Edit—Log
Boot command, RegMon logs pretty much every Regigtry access from the beginning
of the boot cycle. This generates alot of data (25+ MB on a Windows 2000
Professond machine), but therés alot of interesting stuff in there.



Chapter 10. Registry Tweaks

In the preceding chapters, | showed you how to use the Registry tools and
programming interfaces. As a sort of graduation exercise, this chapter containsalist
of Regidry settings you can use to change the way your computer behaves. | have
deliberately not listed anything unsafe or dangerous here; as long as you follow the
restrictions stated in each setting's explanatory text, these changes should be safe for
you to make on any Windows 2000 or NT 4.0 machine.

If you read Appendix A and Appendix B carefully, you may notice that some of these
items are dso editable through group palicies. I've included them here on purpose;
even if you're not using policies you may gill want to make these changes. Of course,
you can take any setting in this chapter and add it asa policy template file using the
ingructionsin Section 7.3.4 in Chapter 7.

3 Be careful to gpply the correct capitaization to any values or
— keys you change. Some agpplications are smart enough to ignore
case, but most arentt.

The actud mechanics of making these changes should be pretty obvious by now: use
your favorite Registry editor to add or modify keys or vaues as described for each
setting. Some of these tweaks require you to add a new key, while others may require
you to add or change a specific value. In al cases, when | say something like "add the
value HKCU\Control Panel\Desktop\WindowMetricaMinAnimate," whet that means
isthat you should add it if it doesn't dready exi<. If it doesexist, change itsvaue as
suggested in the text.

10.1 User Interface Tweaks

The user interface for Windows 2000 and NT 4.0 is customizablein alot of smdll
ways. You can't eedly change the slandard way windows and menus work, for
example, but you can change their colors. In that spirit, there are severa adjustments
you can make to change some basics of how you and the operating system interact
with one another.

10.1.1 s Add Your Own " Tip of the Day"

Microsoft Word for Windows introduced the "Tip of the Day" feature, which presents
an ogtengibly helpful tip every time you start atip-enabled application. This feature
made it into Windows 95, Office 95, NT 4.0, and araft of third- party gpplications.
Apart from disabling the feature dtogether (which you can do with the "Don't show
tips a startup” checkbox in the Tip of the Day diaog), you can add your own set of
tips. Thisis particularly useful when you make this change as part of asystem palicy;
you can build your own set of tips that are specific to your loca environment, then
remove the ability for usersto turn the tips off. Thisis an easy, and chegp, way to
dissaminate information to your users. Thelig of tipsis stored as a set of vaues
under:

HKLM Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl or er\ Ti ps



Thetip vaues are stored as sequentidly named REG_SZ vaues, thefirst oneis
named "0," and the names go up from there. Y ou can replace any of the existing tips
included with NT by changing that tip's value, dternatively, you can replace dl of
them by removing dl the values under Tips and replacing them with your own.

However, thetip list isonly haf of the necessary change. Therés aso apair of

REG _BINARY vauesthat control whether tips are displayed and which tip comes
next. These vaues are sored in HKCU, so they can be different for every individua
user. Heré's how they work:

HKCU \Software\Microsoft\Windows\CurrentVersion\Explorern\Tips\Show

Controls whether tips are shown at startup or not. A vaue of 00000000
disables the tip display, while 01000000 endblesiit.

HKCU \Software\Microsoft\Windows\CurrentVersion\Exploren\Tips\Next

Controls which tip appears next. Its vaue is a sequence number that must
meatch the name of avduein thetipslist. A vaue of 00000000 displaystip O,
01000000 displaystip 1, 0c000000 displaystip 12, and so on. NT
automaticaly increments and updates this vaue as each tip is displayed.

10.1.2 Disable Window Animations

Windows 2000 and NT 4.0 copy the Win95 habit of using animated rectanglesto
provide a"zooming" effect when windows are opened and closed. However, after the
firgt few times you've seen this effect it can become annoying; it dso causes adight
but perceptible dowdown as the system draws all the fancy rectanglesinstead of just
closing the window directly.

If you want to disable this animation for Windows 2000, you may do so by adding the
REG_SZ vaue HKCU\Control Panel\Desktop\WindowM etricsaMinAnimate and
setting itsvalueto 0. NT 4.0 users should to add thisvaue asaREG_DWORD type.
If you later decide that you like the animations after dl, setting MinAnimate back to 1
turnsit back on.

10.1.3 Speed Up the Taskbar

The Taskbar is a useful addition to the standard user interface. When Apple was
designing the Macintosh interface, their research found that a sngle menu bar at the
top or bottom of the screen was the fastest menu system; instead of having to
carefully guide the mouse to a particular area, you can just dam it down (or up) to the
menu region without any need for precise control. The Taskbar's default location at
the bottom of the screen satisfies this. Onefailing of the Taskbar, however, isthe
speed with which the Start menu (and other menus attached to Taskbar items) pops
up. Inaword, it's dow. Fortunately, the speed is adjustable via a Registry change.

To adjust the Taskbar pop-up speed, add aREG_SZ vaue named MenuShowDelay to
HKCU\Control Panel\Desktop. This vaue determines the number of milliseconds the



shdll pauses before displaying the Taskbar. By defaullt, it's set to "400," whichisa
0.4-second delay. Adjust it to your taste, then reboot to make the change take effect.

10.1.4 Enable Tab for Filename Completion

If you're a Unix adminigtrator or programmer, you'l love this one. Many Unix shells
alow you to quickly complete filenamesin the shdll by using the Tab key. For
example, if you typels-| aar and hit the Tab key, the shell looks for files whose
names gart with "aar." If it finds one, it automaticaly expands what you typed into
thefull file or directory name. Thisis alifesaver, especidly snce Unix dlowsyou to
have very long file and pathnames with embedded spaces--just like Windows 2000
and NT.

This behavior is specified by the REG_DWORD vaue

HK CU\Software\Microsoft\Command Processor\CompletionChar. Set it to the hex
vaue of the character you want to use for filename completion. To usethe Tab key,
st its vaue to 0x09. While other characters may fill in as the completion character,
such as Cirl-D (0x04), the Tab key isfamiliar and otherwise unused in the command
window.

- Satting this Regigtry vaue enables completion for al invocations
o5l of the command processor. However, if you run the command
"_a processor with the file and directory name-completion characters
option explicitly endbled (cmd / F: ON), the default completion
characters are used, rather than the value in the CompletionChar
Regigiry setting. The default control characters are Cirl-D for

directory name completion and Ctrl-F for file name completion.

10.1.5 Run a Different Screen Saver While Waiting for a Logon

Y ou probably know you can use the " Screen Savers' tab of the Display control pand
to set a screen saver to be run after a pecified period of inactivity. You can dso
choose which screen saver runs while a Windows 2000 or NT machine is waiting for
alogon. The default choice displays the familiar "Press Ctrl+Alt+De to log in®

diaog, complete with the three-fingered hand icon, but you can easly choose another.

] Some of the screen savers bundled with Windows 2000 and NT

= are CPU hogs. If you're choosing alogon screen saver for a
server, make sure you gtick with the "blank screen” saver;
otherwise, your server's valuable CPU cycles are used to draw
OpenGL objects or flying stars, robbing your server of the power
it needs to handle your users.

If you want to use another screen saver while your operating system is waiting for
someone to log on localy, you need to make three changes. First of dl, add
HKU\.DEFAULT\Control Panel\Desktop\ScreenSaveActiveasaREG SZ; st its
vaueto 1. Thistdlsthe system that when no one'slogged in (for example, when the



.DEFAULT profile's being used), you want a screen saver to run. Under NT 4.0, add
thiskey asaREG_DWORD vaue instead.

Next, edit the value of HKU\.DEFAULT\Control Pane\Desktop\SCRNSAVE.EXE to
gpecify the full path of the screen saver you want to run. (If the screen saver you want
isin the default location of %systemr oot%\system?32, you don't have to enter the full
path.) For example, you might enter sstars.scr to run the "flying sars' screen saver.

Findly, edit the value of HKU\.DEFAULT\Control Panel\Desktop\ScreenSave-
TimeOut and enter a value for the screensaver trigger time. This vaue, in seconds,

specifies the amount of inactivity you're willing to dlow before the screen saver kicks
in.

Once you make the changes, you must reboot before they take effect.
10.1.6 miEnable X Window-Style " Auto Raise"

The X Window system has a neat configuration setting cdled "auto-raise” When this
stting's in effect, you don't have to click on awindow to bring it to the front of the
window stack. Instead, just passing the mouse over awindow raisesit. Thistakesa
little getting usad to, but once you've made the adjustment, you'l find that it
eliminates alot of extramouse clicks.

NT does something Smilar: it can automatically set the focus to awindow when you
put the mouse in it, but it won't raise that window to the top of the stack. This setting
is off by default to avoid confusing people who haven't been exposed to auto-raise
before. To turn it on, set the value of HKCU\Control
Panel\Mouse\ActiveWindowTracking to 1. Y ou have to log out and log back on
before the change takes effect.

10.1.7 Enable " Snap to Default Button™

Some X Window system implementations also have another handy feeture: you can
force the cursor to aways jump to the default button of any diadlog or aert that
appears. This speeds the process of moving the cursor from wherever it happensto be
to the didog or dert, especidly if you're using a high-resolution monitor or an input
device that makesit hard to move the cursor quickly.

Y ou can enable or disable this behavior by adjusting the value of HK CU\Control
Panel\M ouse\SnapToDefaultButton. When thisvaueis 0, asit isby default, no
snapping occurs. Set it to 1, though, and the cursor warps to the default button once
you log out and log back on. Try it--you may likeit.

10.1.8 Suppress Error M essages During Boot and L ogon

During a Windows 2000 or NT boot process, it's not uncommon to see error diadogs
reporting problems that occurred during startup. For example, you may see warnings
telling you that adevice driver couldn't be started, or that some other system
component didn't do what it was supposed to do. Y ou can suppress these error dialogs



with asmple Regigtry change; the errors are il logged in the system and application
sections of the event log, but the didlogs won't interrupt or intrude on the boot and
logon process.

The actud errors are displayed in two phases; their display is thus controlled by two
separate Registry values. Messages that pop up on Windows 2000 as the result of
errorsin the boot phase are controlled by the value
HKLM\SOFTWARE\Microsoft\Windows

NT\CurrentVers on\Windows\NoPopUpsOnBoot. In the Windows NT 4.0 Regisiry,
the NoPopUpsOnBoot key is found at HK CU\SOFTWA RE\Microsoft\Windows
NT\CurrentVers on\Windows\NoPopUpsOnBoot. Add thisvdueasaREG_DWORD
and giveit avaue of 1 to suppress boot errors, or to dlow the normd error diadog

disolay.

Messages that appear as part of the post-boot startup phase (including messages
produced by most device drivers and services) are controlled by a different value,
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentV ers onWindows\ErrorM ode
or, for NT 4.0, HK CU\SOFTWARE\Microsoft\Windows
NT\CurrentVersonWindows\ErrorMode. Set thisREG_DWORD vaueto to dlow
al system and gpplication errors to display didogs, 1 to display only application
errors, or 2 to suppress dl error didogs. The default vaueisO.

10.1.9 Set NUMLOCK Key During Startup

Y ou can specify whether the NUMLOCK key is on or off when the computer starts
through the HK CU\Control Panel\K eyboard\Initid Keyboardl ndicators vaue.
InitialKeyboardindicatorsisaREG_SZ type that, when st to 2, causesthe
NUMLOCK key to be on when the user logs on. Setting the value to ensures the key
isoff.

10.1.10 Display Version Number

A smple desktop tweek alows you to display the Windows 2000 version number and
build number in the lower right corner of the desktop. Set the REG_DWORD vadue
HK CU\Control Panel\Desktop\PaintDesktopVerson to 1 to show the OS build
information.

10.2 Filesystem Tweaks

The guts of the filesystem of both Windows 2000 and NT 4.0 are mostly self-tuning.
Thisison purpose, following the theory that the filesystem can adjust its own caching
and buffering better than you can. Whether thisis true or not, there are still some
changes you can make to control whether the filesystem does certain things. These
changes apply to FAT, NTFS, and NTFS 5 filesystems.

10.2.1 Change Low Disk Space Warning Threshold

Even though you may never have encountered it, Windows NT and 2000 can display
an dert warning you that your disk isamost full. The threshold for these dertsis



90% disk usage; while this may seem generous, if youre using alarge disk, a 10%
margin results in you seeing these warnings even when the amount of space
remaning is large in absolute terms. My loca Internet service provider runsan NT
news server with more than 80GB of disk storage, so getting awarning that there's
"only" 8GB freeis not very useful to them.

The DiskSpaceThreshold value controls when you see this dert; it setsthe minimum
amount of free space (as a percentage) that triggers awarning. Add thisvaue (it'sa
REG_DWORD) to

HKLM\System\CurrentControl Set\Services\LanmanServer\Parameters, the value you
specify should be the percentage of free space, from to 99, which should trigger a
warning. When the amount of free space on any volume falls below this value, you

get awarning.

10.2.2 Use Longer File Extensions

Even though Win95 ogtensibly supports long filenames, theré's an ugly secret

involved: it redlly supports only three-character file extensond That meansthat the
names medical .doc, medical.doctor, and medical .doctrine dl point to the samefile.
Since NTFS doesn't have that restriction, you can make it take advantage of the longer
extendons instead of being stuck with the three-character versions.

Thevaue of

HKLM\System\CurrentControl Set\Control\FileSystem\Win95TruncatedExtensions
controls this behavior. On Windows NT machines, it's set to by default. This truncates
extensonsto the fird three characters. Set it to 1 (the Windows 2000 default) and
reboot to take advantage of full-length extensons on NTFS volumes,

10.2.3 Turn Off CD-ROM AutoRun

Ahh, "AutoRun." While Microsoft undoubtedly did afavor for some userswho like to
have CDs start running automatically when they're inserted, many of the usars| talk
to dont like thisfeature. If, for example, you're loading the Windows 2000 Resource
Kit CD to copy atool you need, do you realy want to wait while the AutoRun-
invoked setup tool loads, or would you rather just copy the file you need?

Happily, you can banish AutoRun from your Windows 2000 or NT machine with a
smple change. Add aREG _DWORD vaue named

HKLM\SY STEM \CurrentControl Set\Services\Cdrom\Autorun and et its value to O,
and you'll no longer be forced to wait for AutoRunning-CDs to do their stuff. Y ou can
later change the valueto 1 if you want to reenable AutoRun for CD-ROMs.

For more specific AutoRun control of al your Windows 2000 drives, add a
REG_DWORD named

HKLM\SOFTWAREWMicrosoft\Windows\CurrentV ers on\Policies\Explorer\NoDrive
AutoRun. Populate this vaue with a bit mask of the drives (lowest bit representing
drive A) you want to disable AutoRun on. For example, the hex value 0x18 (binary
0001 1000) disables AutoRun on drives D and E.



10.2.4 Suppress " Last Access' Timestamp on NTFS Volumes

NTFS volumes store a"'last access' timestamp for every directory on the volume.

That means that every time you look at a directory listing, the operating system is
busly updating the timestamps on each directory it detects. As you might guess, this

is often awagte of CPU cycles and disk bandwidth that could better be used
elsawhere. To prevent Windows from updating the "last access' timestamp for
directories under NTFS volumes, add aREG DWORD vaue named
NtfsDisablelastAccessUpdate to

HKLM\System\CurrentControl Set\Control\FileSystem and set its value to 1. Note that
this change has no effect on the "last modified” timestamp.

While suppressing "last access' timestamps can increase the speed of directory
ligtings and prevent the NTFS log buffer from becoming filled with timestamp update
records, be aware that these timestamps are useful for NT auditing. Disabling last-
access update decreases available auditing information.

10.3 Security Tweaks

A surprisng number of Windows 2000 and NT's security
= features are only accessible through Registry twesks. For the
most part, these adjustments add to your system's security;
except as noted, you are not adding extrarisk by not making the
changes discussed here. Y ou should carefully note the security
suggestionsincluded in Chapter 9. They reflect changesyou
should make to preserve system security, while the itemsin this
section are optiond.

10.3.1 Clear the System Pagefile at Shutdown

The U.S. Government (actualy the Nationa Computer Security Center) has
edtablished arating system for configurations of computer operating systems. This
rating system, set forth in a document called the Orange Book, rates how secure
operating systems are. To earn a particular rating, there are certain features an OS
must implement. One of these featuresis object reuse. Smply put, object reuse just
means that objects (including disk blocks, memory, and other shared resources) are
cleared out after use. This prevents any leakage of confidential data.

While Windows 2000 and NT can be made compliant, as shipped neither OS clears
inective pagesin the virtud memory's pagefile. A couple of publicized atacks® rely
on the fact that the system's pagefileis|ft intact when the system shuts down; it can
then be scanned for useful data. To prevent this, you can add the REG_DWORD
vaue HKLM\System\CurrentControl Set\Control\Session Manager\Memory
Management\ ClearPageFileAtShutdown value and st it to 1; this forces the system
to zero out the contents of the pagefile at system shutdown. Be forewarned that
making this change increases your system shutdown time in direct proportion to the
gze of your pagefile.

[ The attacks depend on application bugs; a well-written application won't leave any sensitive datain virtual
memory, but a well-written OS won't expose it either.



10.3.2 Prevent Caching of Logon Credentials

By default, Windows 2000 and NT workstations cache the last 10 sets of logon
credentids recaived from a domain controller. This reduces the number of timesa
workgtation has to contact adomain controller for verification of alogon request, and
it often makes it possible to log on to adomain even when the domain controller isn't
available on the network. If you want to prevent these credentid's from being cached,
asyou might if you're running a high-security network, add aREG_SZ vaue named
CachedL ogonsCount beneath the HKL M \Softwaré\Microsoft\Windows
NT\CurrentVerson\Winlogon key. Set its vaue to to prevent any caching or to the
number of cached credentia setsyou're willing to alow.

10.3.3 Turn Off " Save Password" Option in Dial-Up Networking

The Did-Up Networking (DUN) subsystem of Windows 2000 and NT lets you
maintain a separate username and password for every entry in the Phonebook. You
can aso use the " Save this password” checkbox, which appearsin the RAS Logon
dialog; when you do, the system stores that account's password in the Regigtry. Thisis
pretty insecure, epecialy when the machine usng DUN is alaptop; if it's Solen, the
thief has automatic access to your dia-up connection if the password's been saved.

Y ou can force DUN not to store passwords by adding the REG_DWORD vaue
DisableSavePassword vaue to

HKLM\SY STEM\CurrentControl Set\ServicesRasM an\Parameters. If you st its
vaueto 1, DUN won' display the " Save password" checkbox, and it forgets any
passwords it has previoudy stored. This setting's agood candidate for inclusonina
policy template; that alows you to enforce the security setting you want gpplied.

10.3.4 Prevent Usersfrom Changing Network Drive Mappings

Once you establish a set of drive mappings for your users (either as part of alogon
script, aprofile, or apersstent connection), you can protect them from changes by
changing the permissions on HK CU\Network, and its subkeys, to remove the Delete
and Create Subkey permissions. If you do this, users can till add or delete network
connections, but the changes won't persist after they log ouit.

3 Do not remove the users Set Vaue or Read access; if you do,
= connections won't be reestablished when that user logs on again.

10.3.5 Control Who Can See Performance Monitor Data

The Performance Monitor for Windows 2000/NT is a nice addition to the system's
basc toolst; it alows you to quickly gather and analyze performance data for local
and remote machines. If you're like most network administrators or managers, though,
you'd probably prefer that your servers performance data be kept away from other
network users, since there's no good reason for ordinary users to be monitoring a
server's performance.



The permissons on the HKLM\Softwaré\Microsoft\Windows
NT\CurrentVersion\Perflib key control who may read a machine's performance data.
By default, an ordinary NT 4.0 ingalation has Everyone:Read permission on this key,
though Windows 2000 defaults are less permissive. | suggest usng RegEdt32 to
tighten permissions on the Perflib key: let Adminigtrators have Full Control and
remove Everyone dtogether. If you want any user who's actualy logged into the
machine to have access, you can add Interactive Users:Read; doing so keegps network
users from seeing the performance datawhile still dlowing interactive usersto

monitor the machineif they need to do so.

10.3.6 Control Which Drives Are Visible Throughout the System

If you need to, you can hide drives on a machine so they don't gppear in My
Computer, Explorer, or the open and save didog boxes. Y ou might do this (in
conjunction with other access control measures like the "run only alowed
goplications' palicy setting) to keep users from damaging their Windows 2000 or NT
ingalations or ingtalling unagpproved software. Hide the drives you don't want users
to tamper with and they won't see them. (Actudly, hidden drives are accessible
through the File Manager and the Windows 2000 and NT command prompts.
Solution? Turn those off with apolicy.) This hiding occurs on a per-user basis, too, so
you have fairly fine control over which volumes users can see.

The vaue that controls drive hiding is actudly abit mask.

HK CU\Software\Microsoft\Windows\CurrentV ers on\Policies\Explore\NODRIVES
isaREG_DWORD, which makes it 32 bits long. Since the system can map only26
drives (A: through Z:), this mapping works out nicely. The upper sx bits of the vaue
areignored; the remaining 26 bits map to each driveletter, with A: in the right-most
position and Z: in the left-mog, like this:

000O0O0O0OOOOOOOOOOOOOOOOOOOOO
ZY X CBA

Toturn off drives A, B, C, and D, you end up with a mask vaue of
"(00000000000000000000001111"; to turn off dl drives, just usedl 1 bitsin the

mask. RegEdt32 makes it easy to add new DWORD values as bitmasks or to edit
existing vaues as binary strings (see Chapter 5, if you need more details), so adding
thisredrictionis easy to do. There's one cavedt: if your drive |etters change--perhaps
because you've added a new disk or removed an old one--your NODRIVES vaues are
shifted, and you may suddenly lose sght of a drive you wanted to keep visble.

10.3.7 Change When the Password Expiration Warning Appears

A good password policy is one of the cornerstones of network security. Y ou start by
making users pick good passwords, then follow up by setting a password aging
policy that forces users to change their passwords at reasonable intervals®® Windows
2000 and NT hepfully warns users that their password is going to expire two weeks,
or 14 days, in advance. Since most users won't change their passwords when the first
warning appears (mog, in fact, won't change until ther password finally does expire),
why torture them with two weeks worth of warnings?



12l There's an excellent discussion of what makes a password good or bad in O'Reilly's Windows NT User
Administration by Meggitt and Ritchey.

[y ou do this with the User Manager under NT or with Active Directory Users and Computers under Windows
2000.

Instead, add a REG_DWORD va ue named PasswordExpiryWarning to
HKLM\SOFTWAREWMicrosoft\Windows NT\CurrentV erson\Winlogon. Set its
vaue to the number of days, up to 14, you want to start the expiration warnings &; |
recommend between three and seven days.

10.3.8 Allow M embers of the Printer Operators Group to Add
Printers

Both Windows 2000 and NT 4.0 include a number of built-in groups that dlow you to
assgn limited administration privileges to people who need them. The Server
Operators, Print Operators, and Backup Operators groups alow a network
adminidrator to grant greater-than-normd rights to these operators without making
them members of the Adminigtrators group.

Print Operators can stop and restart the print spooler, route print jobs, and perform
other printer-related adminigtrative functions. However, they cannot add or modify
printer ports, meaning that you can't delegate that responsibility to the people who
shoud most likely have it. Y ou may reverse this unhappy stete of affairs by changing
the permissions on asingle Registry key. Herés what to do:

1. Open RegEdt32 and select
HKLM\SY STEM \CurrentControl Set\Control\Print\M onitors.

2. Usethe Security—*Permissions... command to display the Registry Key
Permissons diaog.

3. Click the Add button; when the Add Users and Groups dialog appears, select
the Print Operators group and give them Full Control access. Click OK; the
Registry Key Permissions did og regppears with the new permissions.

4. Stop and restart the Spooler serviceusing thenet st op spool er and net
start spool er commands from acommand window.

10.3.9 Set the Number of Authentication Retriesfor Dial-Up
Connections

Y ou may adjust the number of authentication attempts DUN allows before it decides
the remote user is bogus and hangs up the phone. By default, DUN dlows two
unsuccesstul retries; you can adjust this vaue from zero to 10 by editing the
HKLM\System\CurrentControl Set\Services\RemoteA ccess\Parameters\A uthenticateR
etriesvaue. A vaue of zero tels DUN to hang up at the first failure, which may be

too redtrictive for users who must type in passwords manudly; | set the valueto 1 so
that users can make one mistake before they have to start over again.

10.3.10 Keep Users from Changing Video Resolutions

Being able to change screen resolution and color depth on the fly isaterrific
Windows 2000 and NT feature, until your users sart changing settings when you



don't want them to. Y ou can prevent this by changing the permissions on the settings
key for the video card. The exact location of this key varies depending on the number
and type of video cardsingtdled in a particular computer; it o varies between
machines that have different video card types.

Thekey to change permissons on is a HKLM\System\CurrentControl Set\Hardware
Profiles\Current\System\CurrentControl Set\Services\devicenameDeviceX where
devicenameis the name of your video adapter driver (mineis"S3," but you should be
able to deduce the right value for your computers depending on what type of card you
have). The proper vaue for DeviceX varies too, but if you only have one video card
itsaways"Devicel."

10.3.11 Set the Authentication Timeout for Dial-Up Connections

In addition to setting the number of authentication retries you'l dlow, you can dso
specify how long each attempt takes before the system counts it as afailed attempt.

By default, DUN allows connecting users 120 seconds to ether authenticate
successtully or have their attempt deemed afailure. Edit the value
HKLM\System\CurrentControl Set\Services\RemoteA ccess\Parameters\AuthenticateT
ime to adjust the timeout period; you can set any vaue you like from 20 seconds dl

the way up to 10 minutes (or 600 seconds; the value must be specified in seconds).

10.3.12 Keep Remote Users from Sharing a Mounted CD-ROM or
Floppy

By default, the system automaticaly crestes an adminigtrative share for every disk or
CD-ROM volume. This share, which is named by the drive letter plusadollar sign, is
invisble, so it doesn't appear in Network Neighborhood, but a savvy user can find it
anyway. There may be times when you don't want anyone but the localy logged-in
user to access a CD-ROM,; for example, many reference CD-ROMSs have strict
licensing limits that promise big trouble if you share the CD-ROM across the
network.

Remember the brief discussion about object reuse? It gppliesto other shared
resources, too, including CD-ROMs and floppies. In its quest to gain C2 security
certification for NT, Microsoft added two Registry keys that cause the CD-ROM and
floppy drivesto be dlocated to the currently logged-in user. When this dlocation
occurs, other users can't access the drives or the mediain them; when no onée's logged
in, the drives are undlocated and may be shared. These NT settings made it into the
Windows 2000 Registry.

Two keys under HKLM\Softwaré\Microsoft\WindowsNT\CurrentV ersontWinlogon
implement these settings: AllocateH oppies and AllocateCDRoms. Both are of type
REG_SZ. To force dlocation of either device type during logon, set the appropriate
key'svalueto 1; to turn dlocation off, set the key's valueto 0.



10.3.13 Keep Usersfrom Customizing " My Computer"

Therés no policy setting that prevents users from changing the name or icon of the
My Computer icon on the desktop. If you've ever had to administer alab full of
computers, you've probably had a least one incidence of finding amachineés My
Computer icon renamed to "Beavis & Butthead" or something even worse. To nip
these changes in the bud, change the access permissons on
HKLM\Software\Classes\CL S| D\20D04FE0-3A EA - 1069-08002B30309D.

Remove the Everyone group from this key and add the Users group with Read access.
10.4 Performance Tweaks

When it comes to computers-- particularly those running Windows 2000 or NT--you
can never have too much speed. The least expensive performance upgrade for
Windows machinesis usudly just additiond RAM, since the computer can
productively use as much as you can duff into it. Falling that, you can make afew
smal changesto improve both your computers speed and their availability.

10.4.1 Automatically Delete Cached User Profiles

User profiles makeit easy to centraize and distribute user-specific settings. This
enables users to have their same desktop settings follow them as they wander around
your network. However, these profiles take up space; if you have many users who
interactively log onto a particular mechine, their cached profiles will dowly
accumulate, stealing your disk space as they build up.

Y ou can tell your system to automatically delete cached profiles when they're no
longer needed. When auser logs on, if her profileisn't on the loca machine, the
system fetches it and keepsit there until it's removed or updated (in which case the
updated version is downloaded into the cache). This makes it possble to log on and
get profile information even when the domain controller(s) aren't answering profile
requests. If you enable automatic removal, the system deletes the cached profile when
the user logs out. The good news is that this gpproach saves disk space a asmall cost
in extra profile downloads. The bad newsis that users may not be able to log on when
your domain controllers are unavailable; there won't be a cached profile on the
meachine for them to use when logging on.

If you want cached profiles to be deleted automatically, add aREG_DWORD vaue
named Dd eteRoamingCache to
HKLM\SOFTWAREWMIicrosoft\WindowsNT\CurrentVersion\Winlogon. Give it a
vaue of 1 to enable removad or to alow cached profiles to stay around.

10.4.2 Enable Automatic Reboot After a Crash

Normally when an NT machine crashes, it produces a"Blue Screen of Desth”
(BSOD), which indicates the cause of the crash and gives some information about the
gystem's state when the crash happened. The problem with this approach is that the
sarver gtsthere, BSOD proudly displayed, until a human comes dong and rebootsiit.



Thisisnot ided for most server gpplications; if no oneis able to get to the machineto
reboot it, none of its users can use it. Imagine having your Exchange server go down
while you're on vacation, with users unable to get mail until you can find someonein
the office to go reboot it for you!

As an administrator, you can force Windows 2000 to autometicaly reboot after a
crash by setting the vaue of

HKLM\SY STEM \CurrentControl Set\Control\CrashControl\AutoReboot to 1; this
forces the system to automatically reboot after writing out the crash log file. Under
NT, use the value HKLM\SY STEM \CurrentControl Set\CrashControl\A utoReboot.
While this change is necessary for NT and Windows 2000 Professiond, Windows
2000 Server reboots after a crash by default.

10.4.3 Record Evidence of a Crash

Besdes the stlandard crash dump file, you can dso tel Windows 2000 and NT to
record the occurrence of acrash in two ways. Firg, the kernd can send an
adminidrative dert to another machine; this dert may provide the first warning you

get of afresh crash. Second, the kernel can record a crash message in the event log. If
you've turned on the automatic reboot option as discussed in the previous section,
having a message in the event log gives you positive confirmation of the time when

the crash occurred.

These two cagpabiilities can be set only by an adminigrator. The vaues controlling

these cgpabiilities are found under the

HKLM\SY STEM\CurrentControl Set\CrashControl key. To turn on dert broadcasting
for Windows 2000 Professiona or NT, set the SendAlert valueto 1, instead of its
default 0. To turn on event log messages, set the LogEvent vaueto 1 aswell. Both of
these capabilities are aready turned on by default on the Windows 2000 Server.

- All the values under the CrashControl key, including the
o5l aforementioned automatic reboot, can be set through the System
"4 control panel. These settings can be found on the
Startup/Shutdown tab on an NT machine or gotten to from the
Advanced tab on Windows 2000. Better till, you can control
them by writing a policy template file to autométicdly ingdl the
Seitings you want on al machinesin your domain.

10.4.4 Enabling Automatic L ogon After Boot

My locd library has a batch of PCs running an eectronic library catalog application.
These machines are badically single-function kiosks; the librarians don't want people
using them for anything ese. To get the machines set up to run with aslittle
intervention as possible, the catalog software isingtaled as part of the Startup group;
that way, it runs when Windows 95 starts. An NT-based kiosk system dlowsthe
library to keep their computers more secure and administer them with less hasde; they
can even get the automatic logon feature Windows 95 offers.



Never enable auto-logon with an account that has adminigtrative
= privileges. If you ever leave your machine unattended, an office
prankster (or determined attacker) can have the run of your
network right from your machine. Good security practice
dictates that you only log in with an administrative account when
you need to do something that requires the extra privileges.

To enable automatic logons, you have to make atota of four changes to values under
HKLM\SoftwaréMicrosoft\Windows NT\Current \ ersior\Winlogon:

1. Set the DefaultDomainName vaue to the name of the domain you want to
automaticaly log into. Of course, instead of adomain, you may specify the
name of the computer itsdf.

2. Set DefaultUserName to the user account name you want to use when logging
on.

3. AddaREG_SZ named AutoAdminLogon, and set itsto vaueto 1.

4. Add aREG_SZ named DefaultPassword, and set its contents to the password
for the account you specified in DefaultUserName. If you leave thisvaue
blank, automatic logon is turned off (actually, AutoAdminLogon is set back to
its default vaue of 0).

Once you make these changes, the next reboot automaticaly logs on the account you
specified. If you want to log on as a different user, hold down the Shift key asyou log
off the machine; the operating system alows you to use the standard logon didog to
log on as another user.

One find warning: redlize thet the Registry stores these valuesin plain text. By
enabling this feature, you could be disclosing the default password for this user
account to anyone who can read your Registry.

10.4.5 maPower Off at Shutdown

Mogt laptops, many workstations, and even afew servers have smart power
management hardware that lets the operating system actudly turn off the hardware
when the system is shut down. While not al machines can take advantage of this, it's
nice to have the " Shut Down™ command do just that instead of requiring an extratrip
to the power button.

The

HKLM\Software\Microsoft\WindowsNT\CurrentV ers on\Winlogon\PowerdownAfter
Shutdown vaue endbles thisfeature; add it asa REG_SZ and st itsvalueto 1, and
your computer actudly turns itsdf off when you tell NT to shut down, if your

hardware supports this festure. If it doesn't, no harm will cometo it, but the feature
won't work. Reset PowerdownAfterShutdown back to to restore normal operation.

10.4.6 Force Hung Tasksto End When L ogging Off

When you log off of or shut down a Windows 2000 or NT machine, the system
scheduler atempts to stop any running tasks. In addition to shutting down any drivers



or sarvices garted by the system, the OS must shut down the 16-bit Windows
subsyster and any applications you've started yoursdf. Most well-behaved Win32
goplications will honor a system shutdown request, but it's unfortunately common to
see hung tasks in the VDM prevent the entire system from shutting down.

Windows normal response to this problem is to display adiaog that asks whether
you want to cancel the shutdown or logoff, wait for the recacitrant task to stop by
itsdf, or kill off the task. Y ou can automate this process by specifying that you dways
want the system to go ahead and kill tasks that don't listen to shutdown requests; this
finaly makesit possible for you to tell your machine to reboot and go get a diet Coke
while it does, secure in the knowledge that it won't be sill waiting for you to end a
task when you return.

To force this shutdown, add a REG_SZ vaue named AutoEndTasks to
HKEY_USER\<SID>\Control Panel\Desktop. Set it to 1 to forcibly kill unresponsive
tasks. Y ou may aso want to add the same vaue to HKU\.DEFAULT so that new
accounts inherit it; you can dso add it to a policy template.

10.4.7 Set a Time Limit for Shutting Down Tasks

Y ou now know how to force an automeatic end to tasks that won't ssop when they get a
shutdown request, but did you know you can aso tell Windows 2000 and NT how
long to wait before deciding an application isn't answering? If you add aREG SZ
vaue named WaitToKillAppTimeout to HKEY _USER\<SID>\Control

Panel\Desktop, you can specify the interva (in milliseconds again) that the system

walts before deciding that an gpplication isignoring the shutdown request. The

default is a generous 20 seconds; if, like me, you're impatient you can whittle this

down to 10 seconds or even less. If the user process doesn't answer the shutdown
request and terminate within this time period, and AutoEndTasks is defined, the
scheduler kills the task.

10.4.8 Speed Up System Shutdowns

When you boot an Windows 2000 or NT machine, part of the boot phase involves
garting up dl the system's drivers and services. Conversdly, part of the shutdown
process requires that al these services be shut down so they can write out any data
they've got cached. Thisis particularly important when you consider that Exchange
Server, SQL Server, and severd other BackOffice server products depend on the
system's services.

However, waiting for systlem shutdown can take along time, depending on the service
load you have running. Part of the problem is the generous default timeout val ue:
Windows 2000 and NT shutdowns give each service up to 20 seconds to shut down
before the system killsiit. If you have many services running, thistime can add up.

The HKLM\SY STEM\CurrentControl Set\Control\WaitToKill ServiceTimeout vaue
gpecifies how long the systemn should wait before killing a service; the valueisa
REG_SZ expressed in microseconds (1000 microseconds make one second). You can
adjugt this value aslow, or high, asyoud like.



Note that WaitToKill AppTimeout and WaitToKillServiceTimeout are two different
vaues. The former controls the timeout period for system tasks, while the |atter
gpplies only to system services.

It's critical to leave services enough time to clean up after

1 themsdves and write out any cached data they may be
maintaining interndly. If you don't, you may lose dl or part of

the data maintained by the service; since the DHCP, DNS,
WINS, Exchange, and SQL servers are al services, thisposesa
real risk to your data. Y ou probably shouldn't adjust this value
on machines that run any of these services.

10.4.9 Automatically Try to Detect Slow Network Connections

Faceit: not al network connections are asfast asyou'd like. In fact, if your network
includes Stes that are linked by a WAN, you may find they're much, dower than

you'd like. In adomain environment, both Windows 2000 and NT normally attempt to
fetch auser's profile from the domain controller. In atypica enterprise network, not
every WAN-connected Site has its own domain controller--meaning that logon
requests from Huntsville may have to go to adomain controller in Chicago. With

more than afew users, you'll quickly wish there was away to encourage your system
to use cached user profiles whenever possible.

Good news: you can do exactly that. Thefirst ep isto set atime limit for deciding
whether a connection is"dow” or not. The systlem makes this decision by pinging the
domain controller and waiting for aresponse. If the response takes longer than a
threshold you specify, the link is consdered "dow." Y ou can et this threshold by
adding aREG_DWORD vaue named HKLM \Software\Microsoft\Windows
NT\CurrentVersion\WinlogonS owLinkTimeOut and setting it to the number of
milliseconds (remember, 1000 milliseconds make one second) to wait for aping
response. The default value of 2000 means that Windows waits 2 seconds for a
response; if you're redlly desperate, you may adjust thisvaue al the way up to
120,000 milliseconds (or 2 minutes).

The other required changeisto add aREG_DWORD named SowL inkDetectEnabled
to HKLM\Software\Microsoft\Windows NT\CurrentVerson\Winlogon. Thisvadue
controls whether or not the system pays attention to SowLinkTimeOut. When
SowLinkDetectEnabled is 0, Windows doesn't attempt to detect adow link. When
it's 1, the sysem waits for the amount of time specified in SowLinkTimeOut; if that
amount of time passes, the user may sdlect alocaly cached profile instead of
continuing to wait. By default, Windows 2000 does attempt to detect Sow
connections.

10.4.10 Don't Automatically Create 8.3 Names on NTFS Volumes

For backwards compatibility with DOS, Windows for Workgroups, and other
operating systems that don't understand long filenames, NTFS automatically creates
standard 8.3 filenames and stores them dong with the NTFS long name. For example,
this chapter's full nameis Chapter 10 draft.doc, but its 8.3 name is CHAPTE~1.DOC.



If you don't care whether older operating systems and software can read your
filenames, you can turn off the process that automatically creates short names for
long-named files and increase your file performance. If you depend on DOS or
Win3.x programs on your computers, this probably isn't agood ides, as they depend
on 8.3 names; however, if you're running only 32-bit applications you should bein
good shape.

To accomplish this, add anew REG_DWORD vaue named
NtfsDisable8dot3NameCregtion to

HKLM\System\CurrentControl Set\Control\FileSystem and giveit avaue of 1. After
you reboot, the system no longer creates 8.3 names for new files (but it won't delete
the old ones).

Y ou may be surprised to find that many aleged 32-bit

= applications rely on 8.3 filenames to work properly. Don't apply
this tweak until you've made afull backup of al NTFS volumes
on your machine, and be prepared to use that backup to restore
from if things don't work properly.

10.4.11 Disable the Printer Browse Thread

When you create a new printer share, the print spooler service starts anew thread
whose job is to broadcast announcements of the share's presence. Print serversand
clients can receive these announcements and automatically add the new printer to

ther lists of known resources. To ensure that print servers have consistent resource
lists, each print server dso broadcastsits list of known shares. This enables other
servers to be sure that their resource lists are complete. The combination of these two
broadcasts can cause unneeded broadcast traffic, snce once a printer's established and
the servers have dl seen it, therésllittle need to keep retransmitting the data.

Y ou may disable the printer browse thread on each machine that shares a printer with
the network; you may aso wish to disable the thread on any centrdized print servers
on your network. Once you do, remember that when you add new printers they won't
show up in browse lists until you reenable the browse thread on al machines where
you've disabled it.

To stop the browse thread, add anew REG_DWORD va ue named
DisableServerThread to HKLM\SY STEM \CurrentControl Set\Control\Print. Giveit a
vaue of 1 to disable the thread or to reenable it, then restart the computer to make the
change effective. Since printer browsers share information, it may take aslong as one
hour for dl the print servers on your network to make themselves known again by
broadcasting.

Thefallowing two tips appear courtesy of the NT*Pro user
ar group newdetter.




10.4.12 m4aFor cibly Recover a Crashed PDC

If your domain's PDC crashes or becomes unavailable before you have the chance to
promote a BDC, the key that controls the server's role won't be changed to reflect that
the PDC isn't aPDC anymore. When you recover and reboot the PDC, it thinks it's
gill aPDC, but when it discovers the newly promoted PDC on the network the
origind PDC petulantly stops its netlogon service. The recommended way to fix this
isto edit the default or "<No Name>" vadue of HKLM\Security\Policy\Pol SrvRo. Its
vaue will be 0x03000000 for a PDC and 0x02000000 for aBDC. To turn the PDC
into aBDC, change the vaue to 0x02000000, then reboot.

To accomplish thisfix, you'll have to dlow the Adminigtrators group Full Control
permissions on HKLM\Security\Policy\Pol SrvRo. Make sure to restore the
permissonsto ther origind date after making the change.

10.4.13 Hiding Serversfrom Network Computers

There may be times when you want to keep human browsers from seeing a particular
server on your network. Y ou may hide the server from Network Neighborhood and
other browsing tools while il dlowing users who know what share they want to
access it. To hide a Windows 2000 Server (or workstation, for that matter), you have
to add anew valueto

HKLM\SY STEM \CurrentControl Set\Services\LanmanServer\Parameters. Name the
new vaue hidden and giveit atype of REG_BINARY and vaue of 1 (to hideit) or
(to makeit visble). For NT, use the value name HIDDEN and make it a
REG_DWORD type. Thevaues 1 and ill apply. Y ou have to restart the computer to
make it stop broadcasting its presence; in addition, it can take an hour or two for the
newly hidden machine to drop out of sight on other machines on your network.

10.5 Network Tweaks

The networking subsystem for Windows 2000 and NT is pretty flexible. Most of the
things you can change are exposed through the Network control panel and its various
tabs, subdialogs, and property pages. However, there are some things you can change
on your own that will smooth your network operations.

10.5.1 Create a Shared Favorites Folder for All Network Users

A gtandard Windows 2000 or NT ingtdlation gives every user her own Favorites
folder. Since Internet Explorer and Microsoft Office both use thisfolder extengvely,
you might find it useful to build a shared Favorites folder containing I1E shortcuts or
Office documents you want to make available to al your users.

Building ashared Favorites folder is pretty easy. Thefirst stepisto build the folder
itsdlf: on one of your file servers, share the directory you want to use as the shared
Favorites folder. It can be an existing directory, or you may create a new one. Be sure
to set gppropriate share and NTFS permissions.



Next, on each machine you want to use the shared folder, you need to change the
vaue of HK CU\Software\Microsoft\Windows\CurrentV ersion\Explorer\User Shell
Folders\Favorites from its existing setting to the path to the new folder. For example,
if your shared folder is on amachine named armageddon in a share named favorites,
your new Favorites vaue would read \\armageddon\favorites. Y ou can make this
change as part of agroup or system policy by adding anew policy template; you may
adsoputitin HKU\L.DEFAULT so that newly created accounts inherit the setting.

Y ou can a0 use this setting to specify a custom path for each user on ashared drive.
For ingtance, after creating user directories under a shared folder, the vaue of the
Favorites Registry setting for userl might be \\armageddon\usersiuser1\favorites.

10.5.2 Automatically Use Dial-Up Networking to Log On

Y ou can configure Windows 2000 and NT 4.0 to use DUN to log onto your selected
domain by default. Normdly, when you have DUN ingalled and active you see a
checkbox in the logon dialog that allows you to use DUN to establish a connection to
your network for logon; setting this vaue selects the checkbox by default. Y ou might
do this on alagptop or other computer that can connect to your LAN only via DUN.

To make this change, add anew REG_SZ value named RasForce to
HKLM\SOFTWAREMicrosoft\WindowsNT\CurrentV ersion\Winlogon and set its
vaueto 1. After you reboot, the "Logon using Did-up networking" checkbox is
automatically selected. Windows 2000 changed the functiondity of this vaue dightly,
alowing the user to manualy clear or sdlect this checkbox, regardless of the RasForce
setting. Under NT, adding this vaue and setting it to 1 permanently sdects the
checkbox, and you can't desdlect it. This meansthat if your NT machine can't access
your remote network, you can't log on. (As aworkaround, you can restore from an
ERD or edit the Registry using RegEdt32 's network connection function.)

10.5.3 i Enable the WINS Proxy Agent

NT machines can act as Windows Internet Name Service (WINS) proxies; these
proxies answer name-resol ution requests from machines (such as Macintoshes or
Unix machines) that don't speak the WINS protocol. In NT 4.0, the only way to
enable this proxy mode is viaa Regidry change (in earlier versons, therewas a
checkbox in the TCP/IP control pand).

To turn amachine into aWINS proxy, add anew REG_DWORD value,
HKLM\System\CurrentControl Set\Services\Netbt\Parameters\EnableProxy, and give
it avaue of 1. This enables the target machine to route WINS resol ution requests to
an available WINS server.

10.5.4 i Set the Number of Rings for Answering Incoming Dial-Up
Networking Calls

If youre usng a TAP!I or Unimodem:based device to answer incoming DUN cdlls,
you may have noticed that the sandard method of adjusting the modem.inf fileto
control how many times incoming cals may ring before the modem answers them



doesn't work. Thisis by design, but it's not well-documented. The solution isto add a
new Regigry vaue to indicate the number of rings you want to dlow. Add
HKLM\CurrentControl Set\Services\RasM an\Parameters\NumberOfRings as a
REG_DWORD, then st its value to the number of rings you want to use (between 1
and 20). Once you reboot your computer, DUN answers only after the specified
number of rings have occurred. Note that if you're not using a TAPI/Unimodem
modem, this value is completely ignored.

10.5.5 M4 Turn On Logging for Dial-Up Networking

Y ou can enable logging for Did-Up Networking connections by changing the value

of HKLM\System\CurrentControl Set\Services\RasM an\Parameters\Logging from its
default of to 1. When you do, DUN logs details of the initid connection in

%systemr oot%\system32\ras\device.log; thislog reveds what data DUN sends to the
remote device and what responses come back. Thislog is invauable when you're
trying to troubleshoot DUN connections that fall at initid establishment.

10.5.6 Keep a Dial-Up Networking Connection up After You Log Out

Windows 2000 and NT 4.0 automatically terminate DUN connections when you log
off. Thisis asengble feature (even though it's a change from previous versons), since
it kegps you from inadvertently running up big connection or long-distance bills
during atime when you're not even logged on to your machine. However, there may
be times when you want the connection to stay up even when no one's logged on. For
example, keeping the connection open when no one's logged on enables the DUN -
connected machine to share files and printers with other network users.

To keegp DUN connections active even when the user who started them has logged
out, add HKLM\Software\Microsoft\Windows

NT\CurrentVerson\Winlogon\K eepRasConnectionsas REG_SZ. Set it to 1, and
connections will stay connected when users log out; set it back to to enable the
standard behavior of automatically disconnecting DUN.

10.5.7 Set the Dial-Up Networking Automatic Disconnect Timer

Y ou can et the deadman timer that causes DUN connections to hang up after a
certain period of inactivity. The default vaue for Windows 2000 is O, which ingtructs
the system to never automatically hang up. NT 4.0, on the other hand, hangs up idle
connections after 20 minutes by default. Y ou may change this vaue in the Windows
2000 Registry to any period between 1 and OxFFFFFFFF seconds (or between 1 and
1000 minutes for NT)--enough of arange for any scenario. To effect this change, edit
the REG_DWORD vaue named

HKLM\System\CurrentControl Set\Services\RemoteA ccess\Parameters\AutoDisconne
ct and st it to the number of idle seconds you're willing to tolerate before hanging up
the connection. Remember that you can aso set AutoDisconnect to zero, which

causes the connection to aways stay up until manually disconnected.



10.6 Printing Tweaks

The paperless office is not yet upon us and may never be. Until it finaly arrives, you
need to keep printing things, and if you're usng Windows 2000 or NT 4.0 you can
improve your printing experience with some minor Regisiry changes.

10.6.1 Keep the Print Spool Service from Popping Up Dialogs

The print spooler has an annoying "feature” that causesit to display a natification
tdling you when a print job has been completed. | was ddlighted to find that you can
stop it from doing so by adding anew REG_DWORD named NetPopup to
HKLM\SY STEM \CurrentControl Set\Contro\Print\Providers. Give it avaue of to
suppress the alerts or 1 to re-enable them. After making this change, you need to
reboot, but you'll be free of print status messages forevermore,

10.6.2 Change the Print Spool Directory

Windows 2000 and NT defaults to putting its print spool directories on the system
disk. If you have asmdl number of print jobs, or alarge disk, this may work fine; for
disk space or performance reasons, though, it may make more sense to move your
print spool directories to another volume. For example, networks that include high-
resolution color printers such as the Epson Stylus 1520 (which print 11"x 17" pagesin
24-bit color: each page takes severa tens of megabytes of gpool space!) can quickly
overwhem the free space on atypica Windows 2000 or NT system disk. Although
Windows 2000 supplies a mechanism for modifying print server properties (from the
printer folder, File—>Server Properties; the Advanced tab holds the spool folder
location), NT provides no user interface for changing the spool locetions; fortunately,
you're probably comfortable enough with the Registry so that you don't need a user
interface!

If you want to change the spool directory for asingle printer on an NT 4.0 system,
you need to add anew vaueto

HKLM\SY STEM \CurrentControl Set\Control\Print\Printers\< Printer Name>, where
PrinterNameis the name you gave the printer when you creeted its spooler entry.
Name the new vaue Spool Directory, and makeit aREG_SZ. For thisitem's value,
supply the full loca peth to the spool directory. The spool directory can't be a UNC
path, and it must exist. Under Windows 2000, that Registry path is used as a backup
for printer entries under HKLM\SOFTWARE. To change the spool directory for a
printer on a Windows 2000 print server, add anew REG_SZ vaue SpoolDirectory to
HKLM\SOFTWARE\Microsoft\Windows

NT\CurrentVerson\Print\Printers\< Printer Name> . Supply it with the full loca path
to the spool directory.

If you want to change the default spool used for any printer that doesn't specify its
own spooal directory, you should add aREG_SZ vaue named
HKLM\SOFTWARE\Microsoft\Windows

NT\CurrentV ersion\Pint\Printers\DefaultSpool Directory for Windows 2000, or
HKLM\SY STEM \CurrentControl Set\Control\Print\Printers\DefaultSpool Directory
for NT. Aswith Spool Directory, the path you specify here must be afully qudified
local path, and it must exist before you make the change.



If you add either of these values, you need to stop and restart the Spooler service. To
avoid losing any queued print jobs, it's best to make these changes only when your
print queues are empty; that keeps users from having to resubmit their jobsto get
them into the new spoal directory.

10.6.3 Stop Print Job Logging in Event Log

Normally Windows 2000 and NT logs every print job processed by a server in that
machine's gpplication event log. Since for the most part these logs fal into the
category of "data no one will ever look a," you can configure the spooler service to
not make these log entriesin the first place,

To suppress print job event log entries for errors, warnings, and other information,
add anew REG_DWORD vaue named

HKLM\SY STEM \CurrentControl Set\Control\Print\Providers\EventLog and giveit a
vaue of 0. Aswith al the other printing twesks, this change won't take effect until
you stop and restart the Spooler service.



Chapter 11. The Registry Documented

Documenting the Regigtry islike building a cathedrd in the Middle Ages. it'satask

that spans generations™ with many collaborators each doing asmdl piece of the

work. Powerful forces come to bear; some help the work, while others hinder it. In the
end, the result is overwhelming: massive, imposing, yet open to dl comers. (One

mgor difference: cathedrds are siritudly uplifting. Try as1 might, | just can't get

that same fedling from the Regidtry. If you do, drop me ancte.)

(%] Generations of operating systems, anyway.

11.1 What's Here and What's Not

Because the Regidtry is so dynamic, there's no possible way to capture the meaning of
every key in asingle document. As | write this, Microsoft is preparing to release a
host of new Windows 2000- based products, each of which will have its own st of
Registry keys and values. Quite apart from the proliferation of key isthe problem of
what configuration a particular machine has. What software's on it? Which service
pack? Isit part of anetwork? Does it run any server products?

Asif Microsoft products adone weren't enough of a problem, there's an ongoing flood
of third-party products running on Win32--web servers, Usenet news servers, CAD
tools, office gpplications--and they al have their own keys.

So, thefirgt confession | have to make isthat this chapter isincomplete. By design, it
doesn't include information about keysthat aren't part of either the core Windows
2000 or NT 4.x operating systems. no BackOffice components, no Netscape servers,
no nothing. Instead, it covers only the most interesting keys found in ordinary
networked installations of Windows 2000 Server and NT Server 4.0.

The good news is that the pages you're looking a now represent a small subset of
what's documented about the Registry. Because of space and time limitations, | had to
choose the most important keys and document them here.

This chepter, then, is like atraveer's foreign-language phrase book. It doesn't teach

you every word of the language, but it does teach you the most important words and
phrases. (I wonder what the Registry equivadent of "Where is the bathroom?* would
be?)

11.2 HKLM\HARDWARE

HKLM\HARDWARE is the odd man out in the Registry for two reasons. First of dl,
dl itskeys are volaile, meaning they're never sored on disk. Thisis because when
Windows 2000 or NT 4.0 boots, they can interrogate the system to find out what
hardware's present, but they need to keep track of that information before any device
drivers have actudly been loaded. Since there's no requirement that Registry hives
actudly be sored in ahivefile? (ingeed of in RAM), loading HARDWARE into
RAM as avalatile hive makesit accessible to boot-time components and the driver
loading phase. Because its contents are volatile, changes you make to this hive won't
be stored on disk.



2 There may as well be such arule, though; HARDWARE 's the only volatile hive.

The second odd thing about this subkey is that dmost dl its values are sored as

REG _BINARY vdues. Thismakesit difficult to edit valuesin thistree. That's
actualy agood thing, because doing so can suddenly render your machine inoperable.
Since the system crestes this tree from scratch each time it boots, there won't be any
permanent damage, but you should still treet thistree as read-only.

11.2.1 HARDWARE\DESCRIPTION

The DESCRIPTION subkey stores data to represent what actua physica hardwareis
present when the system firgt starts up. Thislist may have items on it that don't appear
in the DEVICEMAP or RESOURCEMAP subkeys; for example, a SCSl adapter that
falsto initidize will bein DESCRIPTION but may not gppear in either of the others.

The datain DESCRIPTION comes from the hardware recognizer. On x86 machines,
thistask ishandled by ntdetect.com. The recognizer gathers data about the
configuration of the system's buses, serid, parallel, mouse, and keyboard ports, SCSI
and video adapters, and floppy drives. Notice that network adapters, PCMCIA cards,
and externd devices like printers aren't included on this list; they're not automaticaly
detected in Windows 2000 and NT 4.0.

Each bus controller (ISA, PCI, EISA, etc.) gets its own subkey under Multi-
functionAdapter ; in turn, each of these keys has subkeys for each device found on
that bus. For example,

HARDWARE\DESCRIPTION\System\M ultifunctionAdapter\3\DiskController\O
points to the first disk controller on my desktop machine's motherboard bus. If | had a
secondary controller, it gppears as DiskControllen\1.

Any device in the DESCRIPTION tree may optiondly have values named
Componentlnformation and ConfigurationData. These values, both of which are of
type REG_BINARY, store information about the device; the exact contents vary by
device type, and frankly | don't know the details.

11.2.2 HARDWARE\DEVICEMAP

DEVICEMAP links devicesin the DESCRIPTION subtree with device driversin
HKLM\SY STEM \Control SetX\Services. Each device that requires adriver has an
entry that points to adriver in one of the control sets. During the two driver start
phases, the kernd can consult entriesin DEVICEMAP to find the matching entry in
the Services subkey; that data specifies what driver should be loaded, what phase it
should be loaded in, and what configuration data it requires. (See Section 11.4.2 |ater
in this chapter for details on the Services subkey.)

11.2.3 HARDWARE\RESOURCEMAP
DEVICEMAP ties hardware entries to device drivers; RESOURCEMAP ties those

same device driversto physical machine resources such as DMA address ranges and
IRQs. Sincethereis afinite number of these hardware resources, and since conflicts



between multiple devices can render them dl inoperable, this subkey is an important
part of the Windows 2000/NT load phase.

Each class of device has its own subkey under RESOURCEMAP ; for example,
RESOURCEMAP\Scs Adapter is the device class key for (you guessed it) SCSI
adapters. Every devicein that class gets its own subkey under its class key. That
means that a machine with two SCSl adapters has two entries, the names of which
correspond to the device driver names in the Services subkey.

The contents of RESOURCEM AP come from the device drivers themsdves. When a
device driver garts, it claims whatever resources it needs for its hardware device and
updatesits entry in RESOURCEMAP to indicate what it used.

11.3 HKLM\SOFTWARE

HKLM\SOFTWARE is the motherlode of software configuration information. Any
configuration data an gpplication or system comjponent needs can be stored here;
settings specific to an individua user belong in that user's HKU\SOFTWARE key.

For example, the SOFTWAREMicrosoft\Windows NT CurrentVersion\Winlogon

key stores settings that apply to the winlogon program. These settings gpply to all

users on the machine, so they belong under HKLM. On the other hand, an individua
user's choices for which toolsto use to view certain types of web content properly
belong to that user, so they should go under HKCU (e.g., Softwaré\Netscape\Netscape
Navigator\Viewers).

11.3.1 SOFTWARE\Classes\CLSID

This key isthe root under which al the machinewide class definitions are registered.
InNT, the HKCR root key displays data from this subkey aone. In Windows 2000,
classes may also be registered under HK CU\Software\Classes, providing for class
registration on a per-user bases. See Section 11.6.3 for details on the format of this
key's subkeys and values.

11.3.2 SOFTWARE\M cr osoft

Thiskey isthe root location for parameters and settings for all Microsoft products
inddled on amachine. As you might expect, such akey covers amultitude of Sns.

11.3.2.1 Microsoft\ActiveSetup

ActiveSetup is Microsoft's name for its "new and improved" setup system.
ActiveSetup records which components have been ingtalled on amachinein the
Installed Components subkey. Each ingtaled component has its own class ID subkey
under Ingtalled Components where it can store its own settings; for example, Internet
Explorer's datais located at HKLM\SOFTWARE\Microsoft\Active Setup\Indalled
Componentsy{ 89820200- ECBD- 11cf-8B85-00A A005B4383} .

11.3.2.2 Microsoft\Cryptography



NT 4.0 introduced Microsoft's Cryptographic Application Programming Interface,
better known as CryptoAPI. CryptoAPI provides OS-leve sarvices for Sgning,
verifying, and encrypting data, aswell as for using digital certificates for access
control and authentication. Complete documentation for CryptoAP! is available online
at http:/Amww.microsoft.com/msdn.

N4 The following subkeys are used for certificate storage in NT 4.0:
CertificateStore

This subkey contains the store of X.509 certificates currently loaded onto a
particular machine. As new certificates arrive, CryptoAPI gpplications can
read and verify them, then store them here if desired.

CertificateStore\CertificateAuxiliarylnfo

Each stored certificate can have arbitrary data associated with it. Microsoft
cdlsthis data tags; applications may add tags to certificates, but don't have to.
This subkey is usudly empty.

CertificateStore\Certificates

The default value of this subkey contains the number of certificatesasa
REG_SZ, plus one named vaue for each certificate. For example, if three
certificates are present, they are stored in vaues named "1," "2," and "3," and
the default vaue contains " 3." Each certificate's value contents consst of a
binary chunk of detathat actudly contains the certificate itsdlf.

In Windows 2000, certificates are stored and managed through the use of the MMC
Certificates snap-in. There are a number of subkeys throughout the Regisiry that store
certificates, and they're certainly not limited to the HKLM root key. Indeed, HKCU
contains subkeys that hold certificates for users, while certificates are dso found in
HKU\Default. And yes, the HKLM root key contains certificate stores, such as
HKLM\Software\Microsoft\EnterpriseCertificates and
HKLM\Software\Microsoft\Cryptography\Services\PolicyAgent\SystemCertificates.

In generd, the certificate storage structure in the Windows 2000 Registry begin with a
subkey such as SystemCertificates or EnterpriseCertificates. Beneath this subkey
appears alist subkeys that correspond to a certificate type. Here are the four most
prevaent:

CA
This subkey contains X.509 certificates, certificate revoceation lists, and
catificate trust lists for Certificate Authorities. CAsissue cartificates to
individua users and sarvices.

My

Individua certificates are stored here.



Root

Certificates, certificate revocation lists, and certificate trust lists associated
with root authorities (that is, authorities at the top of the certificate trust chain)
are found under this subkey.

Trust

This subkey contains certificates, revocation ligts, and trust ligts that help
determine trust.

Beneath these certificate types are three subkeys, namely Certificates, CRLs
(certificate revocation lists), and CTLs (certificate trust lists). The values benesth
these subkeys contain binary data, forming lists of certificates, revocation lists and

trust ligs, respectivey.
11.3.2.3 Microsoft\ NtBackup

The bundled Windows NT backup tool stores its settings here. Interestingly, this key
is remapped by HKLM\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\niFleMapping\Ntbackup.ini, meaning that the backup program
(blessits ancient little heart) thinksit'susing an INI file to Soreits settingsin.

11.3.2.4 Microsoft\RAS

The Did-Up Networking service was origindly known as RAS. Sometimes Microsoft
cdlsit RAS, sometimes DUN; in this casg, its Regidry settingsdl have "RAS' in the
name somewhere. The vauesin this key control the Remote Access Service, which
clients can useto dia into a Windows 2000 or NT machine.

CurrentVersion

This subkey looks very much like the CurrentVerson\Network Cards keys
you'll meset in the section by the same name. That's not surprising, since RAS
isredly just avirtud NIC. CurrentVerson's vaues specify the setup info file
name (Infname), mgor and minor software versons, and the path where RAS
parts are stored (PathName). In addition, the CurrentV erson\NetRules subkey
specifiesthe rest of the information gathered when RAS was first ingtalled.

Protocols

This subkey contains a set of REG_DWORD flags that govern which
protocols are selected and which may be used. For example, the f
TcplpSdected and f TeplpAllowed flags indicate whether the server supports
TCP/IP RAS connections or not.

Each ingtdled RAS protocol hasits own subkey; for example, TCP/IP-specific
settings are stored in Microsoft\RAS\Protocol s\I P. These subkeys contain
vaues and flags specific to the protocal.



TAPI DEVICES

This subkey holds alist of any Telephony APl (TAPI)-compliant devices
known to the RAS sarvice, including any Unimodem devices.

11.3.3 SOFTWARE\WM icrosoft\Windows NT

This subkey contains configuration settings specific to Windows 2000 (on Windows
2000 machines) or NT (on NT machines); this key doesn't include settings for the
shdl or Explorer. The CurrentVersgon subkey contains a number of interesting pieces
of data, aswell as some subkeys that merit their own mentions:

RegisteredOwner and RegisteredOrganization
These REG_SZ values store whatever values you entered into the name and
company fields of the sysem'singtdlation diaogs. Y ou can frey change
them if need be.

CurrentVersion and CurrentBuildNumber
Together these two REG_SZ vaues identify what core verson of Windows
2000/NT you're running. A stock Windows 2000 ingtallation has a version of
"5.0" and abuild number of "2195"; later versgons will obvioudy have
different values,

SystemRoot
This vaue points to the system directory. If you ever need to migrate your
Windows 2000 or NT ingtalation to a different volume, be sure to update this
as part of the process.

SourcePath

ThisREG_SZ points to the source from which the operating system was
origindly ingaled. For example, on my machine this vaue contains a path to
the CD-ROM, "G\i386".

Productld
This string holds the Microsoft "product ID," which is nothing more than a
magic number combined with your CD key. A typica product 1D looks like
"64366-492-0966186-35833".

CSDVersion
This vaue indicates what service pack, if any, isingtdled. The boot loader
usesthis (along with CurrentVerson and CurrentBuildNumber) to display the
blue- screen boot-time message that tells you what you're booting.

11.3.3.1 CurrentVersion\ AeDebug



This subkey tdls the systlem what debugging application to use (if any) whena
program crashes.

Debugger

The program to run when an gpplication crashes. The value may include the
full path and any arguments (for example, the default debugger, Dr. Watson,
appears as drwtsn32 -p %ld -e %ld -g ).

Auto

REG_SZ specifying whether the debugger should just be run ("1") or whether
the user should be prompted to choose between starting the debugger and
killing off the errant app ("0", the default).

UserDebuggerHotKey

REG_DWORD that, when s&t, specifies akey code that ingtantly starts the
debugger when pressed. Leave thisaone.

11.3.3.2 Multimedia driver stuff

Theingdled lig of multimedia device driversis stored in three subkeys of
CurrentVerson: Drivers32, drivers.desc (or DriverDesc), and DriverList. They're
pretty self-explanatory; each device class has a mapping that specifies what DLL
handlesiits requests and what its human-readable nameis.

11.3.3.3 CurrentVersion\Network Cards

This subkey contains one entry for each ingtalled network adapter card or wrapper.
For example, a machine with one network card and Did-Up Networking ingaled has
two entries: one for the NIC and one for DUN. The first entry is stored in a subkey
named "1" (or CurrentVerson\Network Cards\1 if you prefer), and subsequent cards
count up from there. These keys each have severd vaues, but the most important
ones are ServiceName (which specifies which driver runs the card) and Title (which
determines the name that appears in the Network control panel).

Each network adapter subkey can in turn have a subkey named NetRules. This key
contains values that specify what kind of adapter it is (type), what setup information
file was used to ingdl it (InfName), and what kind of deviceit actudly is (classand
block).

11.3.3.4 CurrentVersion\ ProfileList

The ligt of cached profiles on a particular machine lives here. Each profile hasa
subkey whose nameisits SID ; these subkeys contain a path that points to the actua
hive containing the profile (ProfilelmagePeth), some flags that the system usesto
control profile loading (Flags and State), and a second copy of the SID that owns the
profile (Sid).



11.3.3.5 CurrentVersion\ Shutdown

There are two interesting values stored under this key: LogoffSetting and
ShutdownSetting. Both are DWORD vaues that may range from 0-3. They control
what button is salected by default in the Logoff and Shutdown didogs; you can preset
the choice you want to use as a default by adjusting their contents. Table 11.1 lists the
available vaues.

Table 11.1. CurrentVersion\Shutdown Controls the Default Logoff
and Shutdown Buttons

Value What It Means
0 Make the "Logoff" button the default
1 Make the " Shutdown" button the default
2 Make the " Shutdown and Restart" button the default
3 Make the " Shutdown and Power Off" button the default; ignored unless the computer has
power-management support

11.3.3.6 CurrentVersion\Winlogon

The Winlogon service provides a graphica interface that alows you to log onto or off
of the console of aWindows 2000 or NT computer. The vaues under the Winlogon
subkey let you change some aspects of how the logon process works.

- Mogt of these values are here for you to customize. The Group

a Policy snap-in for Windows 2000 machines and the System

" 4+ Policy Editor for Windows NT machines provide an easy way to
St these values to meet your needs, even for many computers.

See Chapter 6, and Chapter 7 for details.
AutoAdminLogon

Sgndswhether the computer should automaticdly log on with a stored
account name and password. WhenthisREG_SZ is set to 1, the values of
DefaultUserName, DefaultDomainName, and DefaultPassword are used to
attempt alogon. This vaue must be manudly added.

AutoRestartShell
REG_DWORD that controls whether Explorer (or whatever other shell
program's specified) should be restarted if it crashes. The default, 0x01, means
yes.

NT4 DebugServerCommand
Microsoft describes this as a command used for internal debugging of
Winlogon a Microsoft. Its default vaueis"no”; | have no idea what other
vaues might mean. If you know, pleasetdl me.

DefaultDomainName




Winlogon stores the name of the domain (or machine) that hosted the last
successful logon here.

DefaultPassword

When AutoAdminLogon is st to 1, this password (which must be the
password for the account given in DefaultUserName) is used in the logon
attempt.

DefaultUserName

Winlogon stores the name of the last account that successfully logged onin
thisvaue. Y ou may changeit and set the AutoAdminLogon value to force an
automatic logon to a particular account.

DeleteRoamingCache

When thisREG_DWORD vaueis set to 1, cached copies of roaming profiles
are ddeted when each user logs off. Y ou must add this vadue manudly.

DontDisplayLastUserName

Windows 2000/NT normdly displays the name of the last account to log oniin
the Welcome dialog. Set thisREG_SZ vaueto 1 to keep this space blank, or
(the default) to alow the last account to be displayed.

LegalNoticeCaption

Windows 2000/NT can display awarning dialog immediately after the logon
didog is dismissed; this makes it possble for you to display awarning
message, as recommended by the Computer Emergency Response Team, to
warn intruders thet they arein fact intruding. The system usesthe REG_SZ
vaue you put in LegaNoticeCaption to title the warning diaog. By default in
Windows 2000 and NT 4.0, this value exists but is empty.

LegalNoticeText

Thewarning text displayed in the post-logon warning dialog comes from the
LegaNoticeText vaue, which isaso blank by defauilt.

ParseAutoexec

REG_SZ that specifies whether autoexec.bat should be parsed at logon time or
not. If the vdueis set to 1, autoexec.bat is parsed when you log on, and the
autoexec.bat path statement is gppended to the system path.

NT4 PowerdownAfterShutdown
REG_SZ that controls whether the system attempts to power down the

computer when it's shut down. means no; 1 means yes. This value has no
effect on machines without power-management support.



ProfileDIgTimeOut

If auser logsin but can't get acopy of his current logon profile, the sysem
displays adidog asking what the user wants done to fix the problem. This
REG_DWORD vaue setsthe timeout (in seconds, from 0-OXFFFFFFFF in
Windows 2000; 0-600 in NT) after which any user profile didog boxes are
automatically dismissed.

ReportBootOk

When Windows 2000 or NT boots, it saves the boot configuration asthe "last
known good" control set. Ordinarily, thisREG_SZ isset to 1, which tellsthe
system to update the control set autometically when booting finishes. If this
REG_SZ vdueis st to O, the system won't automatically update the last

known good set. Another program, such as Bootok.exe or Bootvrfy.exe must be
used. Thisvalue mugt be"0" if you supply dternate valuesin the

BootV erification or BootV erificationProgram keys.

RunLogonScriptSync

Shell

Specifies whether logon scripts should be run synchronoudy (so the desktop
doesn't appear until the script completes) or asynchronoudy (so the script runs
while the desktop is being activated). ThisisaREG_SZ; set it to 1 to force the
script to run synchronoudly.

This vaue tells Windows 2000/NT what program to run as the system shdll.
By default, explorer.exe isthe preferred shell. Setting up aZero-
Adminigration Windows (ZAW) workstation usualy sets the preferred share
to iexplore.exe. You may change it manualy, but doing so may have
unpredictable results.

ShutdownWithoutLogon

As an adminigtrator, you may choose whether or not to allow users to shut
down their workstations or servers without being logged in. A REG_SZ vaue
of 1 inthisvaue adds or enables a Shutdown button to the standard logon
didog, while avaue of removes or disablesit. By default, this button is on for
Windows 2000 Professiona and NTW 4.0, and off for Windows 2000 Server
and NTS 4.0.

SlowLinkDetectEnabled

When set to on (the default), Winlogon automatically detects dow network
connections and flags them as such. When off, no such detection occurs.

SlowLinkTimeOut



ThisREG_DWORD sts the timeout vaue, in milliseconds, after which alink
is marked dow when SlowLinkDetectEnabled is on.

T4 System

This value specifies which programs are trusted to run in the system context.
Changing it may open a security hole, snce untrusted programs can run with
high privileges. The default is|sass.exe; don't changeit. In NT 4.0 pre-SP3,
the default dso includes spool ss.exe

Taskman

Specifies the path to an executable to be used for the system task manager. On
Windows 2000 machines, this vaue is taskmgr.exe by default.

Userinit

This vaue specifies which programs should be started autometicaly when a
user successtully logs on. The default vaue in Windows 2000 is userinit,
which specifies that the shell named in Shdll should be run. In Windows NT,
nddeagnt.exe is dso added as a default. Thisthen starts the NetDDE service
process.

VmApplet

This vaue determines which program should be run to adjust the virtud
memory configuration. The default contents of this value are rundl132 shdll32,
Control_RunDLL, "sysdm.cpl".

11.4 HKLM\SYSTEM

HKLM\SY STEM iswhere Windows 2000 and NT keeps their crown jewes the
configuration settings that boot the current incarnation of the machine, aswell asa
number of ancillary settings that govern pretty much everything the OS and kernd
services do.

There are four subkeys of interest directly beneath HKLM\SY STEM:
N1 Disk

This subkey stores information about the physical and logica disk volumes on
your machine. When you run the Disk Adminidrator utility for thefirst time,
thiskey is created; subsequent runs of Disk Adminigtrator update the key's
data, which is then keeps track of how your disks are configured.

MountedDevices

This Windows 2000 subkey replaces the Disk subkey used in NT 4.0. It's used
by the NTFS filesysem to link volume names with the internd identifiers of
the volumes, which are usudly comprised of avolume's disk sgnature.



Select

Setup

Ever wonder how a Windows 2000/NT system keeps track of which control
st isthe "last known good" set? Here's the answer! Each of the four valuesis
aREG_DWORD that contains the ordind index of a Control SetXXX entry
under HKLM\SY STEM:

Current

Containsthe ID of the control set currently in use; this set isthe one linked to
HKLM\SY STEM\CurrentControl Set.

Default

Containsthe ID of the control set that boots the machine next time, unlessyou
manually intervene during the boot process.

LastKnownGood

Containsthe ID of the"last known good" s&t; this 1D changes only when a
boot fails.

Failed

Contains the ID of the control sat in force the last time a boot failed.

This key holds settings that the Windows 2000/NT setup ingtaler usesto
figure out which ingalation phases have been completed and where the
ingalaion is currently.

Experimenting with the Setup key may bring you avist from the

=) Blue Screen of Desth with aSYSTEM_LICENSE VIOLATION

fault code.

SetupType

Indicates whether the setup program is running in GUI mode, in text mode, or
not e dl.

SystemSetuplnProgress

ThisREG_DWORD is 1 if the sygsemisin the middle of a setup, and
otherwise. The system uses this vaue to figure out what to do after areboot;
that's how it knows what to do when you reboot partway through setup.

SystemPartition

Contains the ARC path (e.g., \Device\Har ddiskVVolumel) to the system
partition.




OslLoaderPath

Pointsto the path (relative to SystemPartition) where the Windows 2000/NT
boot |oader lives. On x86 machines, thisis usudly '\", but on Alphamachines,
it may point esewhere.

NetcardDlls

ThisREG_MULTI_SZ stores the names of the DLLs needed for the network
cards detected in the final phase of the system's setup operation.

11.4.1 SYSTEM\CurrentControlSet\Har dwar e Profiles

Hardware profiles let you establish multiple "persondities’ for asingle machine that
may have different configurations. For example, my desktop box has a BusLogic
SCSl card that runs the boot disk and some additiond externa hardware. |
occasiondly need to add a second SCSI controller. If | left the second card's driver
permanently ingtaled, it would fail to start at boot time, and the system would
complain about a driver failure. Instead, | create a new hardware profile and enable
the card driver for that profile only.

By default, CurrentControl Set\Hardware Profiles has two subkeys. 0001 (the first
profile on the machine) and CurrentProfile, which links to one of the available

profiles. When you add a new hardware profile for Windows 2000 in the System
control panel's Hardware tab (Hardware Profilestab, for NT), the system crestes a
new subkey of Hardware Profiles for you. Y ou can then customize the profile with the
System control pand or the Devices and Services control panels.®

I3 For Iots more on hardware profiles, see O'Reilly's Windows NT in a Nutshell.

The actua contents of the hardware profile keys are pretty sparse: they consist of

smal subtrees of HKLM\SOFTWARE and HKLM\SY STEM \CurrentControl Set. The
profiles incdlude only flags that have been changed from the base hardware profile; for
example, the only difference in my one-SCSI and two-SCSl profilesis that the one-
SCSl prafile has an entry for the second card's driver that tells the driver it's disabled.

11.4.2 SY STEM\CurrentControl Set\Control

Thiskey's named Control for agood reason: its subkeys and vaues control much of
the kernd's functiondlity.

11.4.2.1 Control\BackupRestore

This Windows 2000 subkey contains values that specify to the system which files
Backup should not back up and which keys Backup should not restore. These values
are separated into two subkeys, namely, FilesNotToBackup and
HKLKeysNotToRestore.

11.4.2.2 Control\BootVerificationProgram



The BootV erificationProgram specifies a program that is run by the Windows
2000/NT service loader at boot time. Itsjob isto judge whether a boot was successful
or not; if not, the machine can be rebooted using the last known good control set
ingead. Additiondly, this program can cal Bootok.exe, a Windows 2000 executable,
which informs the operating system the boot was successtul.

The only value under this key is ImagePath, which you use to specify the full path to
the boot verification program you want to run.

11.4.2.3 Control\Class

The Control\Class key lists instances of devices such asmice, SCSl controllers, and
sound cards. Each class of device has a subkey, named with the CLSID class
identifier. These CLSID keys may have subkeys, for example, the modem key (whose
CLSID isthe unpronounceable "{ 4AD36E96D- E325- 11CE-BFC1-08002BE-10318} ")
has one subkey for each ingaled modem, and each of these subkeysin turn hasits
own parameters stored as subkeys and values.

11.4.2.4 Control\CrashControl

Much as Microsoft would like to pretend otherwise, Windows 2000 and NT machines
crash just like any other kind. What happens when a crash occurs depends on the
vaues st in the CrashControl key. You normally adjust these vaues on the Startup
and Recovery diaog through the Advanced tab (Startup/Shutdown tab on NT
machines) of the System control pand, but setting them directly in the Registry (or
viaapolicy editor) gives you an easy way to control what happens during a crash.

LogEvent

When thisREG_DWORD isset to 1, a crash generates an entry in the system
event log. Wheniit's O, asit is by default on Windows 2000 Professiond and
NT machines, no event log entry is created.

SendAlert

ThisREG_DWORD causes an adminigtrative dert message to be broadcast
when it'sset to 1; its default vaue is 0.

CrashDumpEnabled

Windows 2000 and NT systems may or may not generate their equivaent of a
core file when a crash occurs. Y ou decide which it is by setting this
REG_DWORD to (don't generate adump file) or 1 (do generate one). These
files can be loaded by a variety of postmortem debuggers you can use to
isolate the cause of a particular or persistent crash. The default is on Windows
2000 Professiona and NT machines, and 1 on Windows 2000 Servers.

AutoReboot



Y ou can have a crashed machine reboot itsdf automaticdly by changing this
REG_DWORD vdue from its default of to 1.

DumpFile

ThisREG_EXPAND_SZ specifies where the crash dump should go. By
default, it ends up in the system directory with a name of memory.dmp.

Overwrite

When thisREG_DWORD is 1, the crash dump file is overwritten when anew
crash occurs;, when it's O, the dump file is preserved, and a new one created.

KernelDumpOnly

ThisREG_DWORD specifies whether the entire contents of system memory
are dumped (value of Q) or only that portion of memory that is used by the
operating system kernel (vaue of 1). By default, the entire contents of
memory are copied to the dump file.

NMICrashDump

This vaue specifies whether a nonmaskable interrupt (NMI), caused by a
hardware error, triggers software error processing. When thisREG_DWORD
vaueisO, asitisby default, only a hardware mafunction message appears.
When sat to 1, standard software error processing follows the hardware

message.
11.4.2.5 Control\Enum

Subkeys of this key contain information about every driver, device, or service that
might potentidly be attached to the machine. For example, Control\Enum contains
entries for the ATAP! driver even on machineswith no ATAP! interface. These keys
are used by the system to map devices and services with their drivers and
configuration data.

11.4.2.6 Control\FileSystem

These vaues control the Windows 2000/NT filesystem's naming behavior. The
filesysem itsdf is sdf-tuning and doesn't Store any parameters out in the open where
they can be tweaked, s0 you'll have to content yoursalf with these,

Win31FileSystem

If you set thisREG_DWORD to 1, any FAT volumes suddenly start acting
like old-style Win3.x volumes: neither long filenames nor accessmodification
times are crested or updated. By default, this option is off, but you may need
to turn it on if you're usng Win3.x or DOS gpplications that can't handle even
ahint of long filenames.



NtfsDisable8dot3NameCreation

By default (i.e., when this value's set to 0), NTFS creates 8.3 names for long
filenames. This dows things down. Set thisvaueto 1 to prevent NTFS from
creating 8.3 names; this means that DOS gpplications and computers using
different languages from yours may not be able to accessfileson an NTFS
share.

NtfsDisableLastAccessUpdate

NTFS keeps track of when each file and directory was last accessed. This
time-stamp is even updated when you get adirectory listing or otherwise
traverse a directory; asyou might expect, thisimposes a performance penalty.
Set thisREG_DWORD to 1 to turn the last- access timestamp off or to (the
default) to turn it on.

NtfsAllowExtendedCharacterin8dot3Name

This DWORD controls whether characters outside the standard printable
ASCII st (induding characters from languages other than the system
language) may be used in 8.3 names on NTFS volumes. If the valueis (the
default), 8.3 names can contain only lega ASCII characters, if it's 1, any
nonreserved character may be used.

Win95TruncatedExtensions

Win95 honors only the firgt three characters of file extensons. By defaullt, this
REG _DWORD is st to 0, which forces Windows 2000 and NT to truncate
extensons to the first three characters. Set it to 1 and reboot to take advantage
of full-length extensons on NTFS volumes.

NtfsEncryptionService

New to Windows 2000, NTFS provides confidentiality to files and directories
by way of encryption. ThisREG_SZ vaue determines which encryption
service NTFS should use to protect its files. Currently the default and only
dlowable vaue is Efs, which specifies the encryption filesystem (EFS)
provided by Windows 2000. The presence or absence of thisvaluein the
Windows 2000 Registry affects whether files and directories are encrypted or
decrypted. That determination can be made sdectively through Windows
Explorer.

11.4.2.7 Control\Hivelist

This subkey holds the locations of the system's hive files. See Chapter 2, for a
discusson of hivefiles. It'simportant to leave these values done; if you don't, you
can prevent the system from finding one or more necessary hive files, which will
probably render your machine unbootable.

11.4.2.8 Control\LSA



The Loca Security Authority, or LSA, isthe Windows 2000 and NT security
component charged with enforcing access controls on loca objects. For the most part
it does an admirable job; however, theré's one significant security problem thiskey
causes.

The Natification Packages vaue contains alist of DLLsthat are notified any time a
user changes an account password. Thisis supposed to adlow seamless
synchronization of NetWare and system passwords, the default vaue for thisentry is
"FPNWCLNT," which isthe name of the File and Print Servicesfor NetWare DLL.
However, if you're not running the NetWare module, an atacker can load his own
FPNWCLNT.DLL and useit to sted passwords.

To guard againg this, set the Registry ACL on thiskey to limit any nonadminigtrator
access. If you're not running the NetWare services, remove FPNWCLNT from this
value If you are, st afile ACL onthe FPNWCLNT.DLL file so it can't be removed or
replaced.

11.4.2.9 Control\Print

Control\ Print, rather unsurprisingly, contains configuration and settings data for the
Windows 2000 and NT printing subsystem. One handy festure of the Windows
2000/NT print mechanism is that it supports remote printer drivers, meaning that you
can ingdl drivers for Win95, Win3.x, and various flavors of NT on a centrd server
and feed them to clients as needed. These drivers are registered in the Environments
subkey of this key; there are dso some useful values directly beneath Control\Print:

MajorVersion and MinorVersion

Thesetwo REG_DWORD vaues specify the mgjor and minor verson of the
printer subsystem.

DisableServerThread

This vaue controls whether printer shares advertise themselves over the
network. Y ou have to manually add thisREG_DWORD valueand st it to 1
to turn off the thread; if it doesn't exig, or if itsvalueis O, the thread remains
active.

SchedulerThreadPriority
Thisvaueraises or lowersthe priority of the printer scheduling threed. It'sa
REG_DWORD, and its default vaue of means "leave the thread at normal
priority.” You can set this vaue to ether 1 (which raises the thread's priority)
or OXFFFFFFFF (which lowersit).

BeepEnabled

If you want notification when aremote print job fails, set thisREG_DWORD
to 1, and your system will beep every 10 seconds when aremote print job



error occurs. The default value of prevents any unnerving beeping from
disturbing you while working.

NoRemotePrinterDrivers
You might find it desrableto tell NT not to serve remote drivers for some

devices. The default vaue of thisREG SZ is"Windows NT Fax Driver,"
meaning that particular driver won't ever be offered to remote clients.

11.4.2.10 Control\SecurePipeServers

Thiskey dlows you to redtrict remote access to the Registry, which | strongly
recommend you do. See Section 9.3 in Chapter 9.

11.4.2.11 Control\Session Manager

The Sesson Manager key contains agroup of private configuration parameters
Windows 2000 and NT use for interna housekeeping. Microsoft warns againg editing
these values.

ObjectDirectories

ThisREG_MULTI_SZ names the object directories that the system creetes at
boot time. Do not edit them at the risk of rendering your machine unbootable.

BootExecute

ThisREG_SZ vaue specifies the gpplications, services and commands run a
boot time. The Windows 2000 default vaue runs Autochk.exe. After acrash
itssat to run CHKDSK, and after you convert aFAT volumeto NTFSit's set
to autocheck autoconv \DosDevices\x: /[FSNTFS.

ProcessorControl
ThisREG_DWORD vaue indicates whether the system has run a processor
check routine to determine if the processor supports advanced memory
management feetures. This value should not be modified or deleted.
RegisteredProcessors
ThisREG_DWORD controls how many processors the system attempts to
use. The default valueis 4 on Windows 2000 Server machinesand 2 on
meachines running Windows 2000 Professond.

LicensedProcessors

This vaue specifies how many processors this version of the operating system
islicensed to handle. Editing it may cause a blue-screen crash with
SYSTEM_LICENSE VIOLATION.



11.4.2.12 Control\Session Manager\ Memory Management

This key deservesits own section even though nearly dl vaues are disabled by

default on Windows 2000 machines, and most NT machines won't ever even have this
subkey. One dleged advantage of NT over some Unix variantsisthat NT salf-tunes
itsvirtua memory system for maximum performance. Part of thistuning is

caculaing how big a pagefile to use and how much physicd RAM to reserve as a sort
of rainy-day fund. The agorithm that actualy performs the tuning takes into account
how much physicad RAM your machine has. Article Q126402 in the Microsoft
knowledge base provides a complicated formulayou can use to gpproximate what this
agorithm does.

A few of the vaues within the Memory Management subkey are present to override
the normally cdculated system vaues. The PagedPool Size and NonPagedPool Size
vaues, if present, override the salf-tuning mechaniam; if ther values are O, the sdlf-
tuning goes back into effect. The PagedPool Quota and NonPagedPool Quota values
a0 override system caculations. They hold the maximum space a process can
alocate in the paged pool and nonpaged pool, respectively. Again, a setting of alows
the system to caculate an optimum value. | strongly recommend leaving these vaues
aone unless you see a Knowledge Base article or other reliable suggestion to do
otherwise.

11.4.3 SYSTEM\CurrentContr ol Set\Ser vices

Many Windows 2000 and NT components are implemented as services, which are
roughly equivaent to Unix daemons or NetWare NLMs--small faceless programs that
run in the background, even when no users are logged in. Services can be device
drivers, gpplication servers, or any other kind of background task, and they canrunin
the local system context or be bound to run under a particular account.

By convention, standard and optiona Windows 2000 and NT's system services store
their parameters under the Services subkey of the current control set. Third-party

services may store their settings here, or they may choose to use
HKLM\SOFTWARE.

All the sarvices whose sttings live in SY STEM \CurrentControl Set\Services have
some combination of the following va ues attached to them:

DependOnGroup

ThisREG_MULTI_SZ names al the prerequisite groups for this service. For
example, a SCSl PC Card reader might name " SCSIMiniport”" here to indicate
that its service shouldn't be started until at least one service in the
"SCSIMiniport" group has been successfully started.

DependOnService

Like DependOnGroup, thisREG_ MULTI_SZ containsalist of prerequisites
for aservice the differenceisthat this value contains names of services that
must be started first, not entire groups.



ImagePath

ThisREG_EXPAND_SZ specifies where the actua executable for this service
islocated. Device drivers usudly don't have this value, but standalone services
such asthe DHCP, DNS, and WINS servers usudly do.

PlugPlayServiceType
| don't know what this does.
DisplayName

Some services include a"friendly” name suitable for display in the Services
control pand. Those that do storeit hereasa REG_SZ.

ObjectName

Background services may be run under a particular account. By defaullt,
services aways run as Local System ; some services (like the printer spooler,
scheduler, and Services for Macintosh package) are usudly run under their
own account. ObjectName stores the name of the account under which the
sarviceisrun, if any. For kerne drivers, this value specifies which kernel
object is used to load the driver.

Type

ThisREG_DWORD specifies the kind of service or driver thisis; it must
aways be one of the valuesin Table 11.2. At boot time, the system loads
drivers according to their type: kerne-mode driversfirg, then filesystem
drivers, and on down the list.

Table 11.2. The Type Value Specifies the Service Type

Value What It Means

Ox01 |Thisitemisakernel-mode devicedriver.

Ox02 |Thisitem isakernel-mode device driver that implements filesystem services.

Ox04 |Thisitem isabundle of arguments used by a network adapter.

Ox08 |[Thisitemisafilesystem driver service.

0x10 |ThisitemisaWin32 service that should be run as a standalone process.

Ox20 |ThisitemisaWin32 service that can share address space with other services of the same type.

Thisitem isaWin32 service that should be run as a standal one process and can interact with

OO sers,

0120 and interact with users.

Start

ThisREG_DWORD specifies when the subject service should actudly be
gtarted. When you open a service in the Services control panel, you can assign
the start type with a set of five radio buttons whose label's correspond to the
"Start Type' columnin Table 11.3.

ThisitemisaWin32 service that can share address space with other services of the same type




Table 11.3. The Start Value Controls When Services Are Loaded

Value

Start

Type What It Means

0x00

The kernel loader loads this driver first becauseit's required to utilize the boot

Boot .
volume device.

ox01

System  |Thisservice should be loaded by the I/O subsystem when the kernel is brought up.

Oox02

Autoload |Thisservice should always be loaded and run, no matter what.

ox03

This service should be loaded, but the user must start it manually from a control

Manual panel or the command line.

ox04

Disabled |This service should be loaded but may not be started by the system or the user.

Group

Tag

Birds of afeather flock together, and so do Windows 2000 and NT services.
Any items with the same vaue in their Group key are considered to belong to
the same group; when it's time to start services within a group, group
members Tag vaues decide which group members should be loaded firdt.
Services without this entry do not belong to a group and are loaded after all
servicesin sarvice groups are loaded.

The REG_DWORD Tag vdue specifies the load order within asingle group.
For example, if there are five devicesin the "SCSI Miniport”" group, the one
with the lowest Tag vaueis loaded fird, then the next highest, and so on.

ErrorControl

Some services are more important than others. The ErrorControl vaueis
proof, snceit lets critica services be marked as such. If aservice falsto load,
or fails during startup, what happens next is governed by that service's
ErrorControl value. Possblevaues arelisted in Table 11.4.

Table 11.4. ErrorControl Governs What Happens on a Failure

Value

What It Means

0x00

If thisdriver can't be loaded or started, don't worry; ignore the failure and don't display any
warnings.

ox01

Act normally. If thisdriver fails during startup, produce a warning message but proceed with the
boot process.

ox02

Be afraid. If the startup processis currently using the last known good control set, continue on;
if it's not, switch to the last known good set.

0x03

Play "Taps." Record the current startup asafailure. If this startup is using the last known good
set, run adiagnostic. If not, switch to the last known good set and reboot.

There are dso sx subkeys commonly found beneath subkeys of Services.

Linkage




Network adapters can be bound to multiple protocols and services. Every
network card driver has a Linkage subkey, which stores the bindings data for
that particular card. Disabled bindings are stored in Linkage\Disabled . None
of the binding subkeys or vaues are directly editable; you should change them
only viathe Network control pandl.

Parameters

Parametersis a catch-all subkey that lets drivers and services store their
private settings. Some components store their settingsin
HKLM\SOFTWARE. Device drivers (particularly those for network cards)
can store hardware-specific settings such astheir preferred IRQ and DMA
ranges, other drivers and services can store whatever they want here.

Performance

Services that offer Performance Monitor counters advertise them by creating a
Performance key. Benegath thiskey, there are severd vauesthat tell the
Performance Monitor which DLL to load to activate the counters and what
routines the service offersfor collecting performance data.

Security

Thevauesin thiskey contain permission information for Windows 2000
services and drivers.

Enum

This Windows 2000 key contains vaues that store hardware information for
devices that the service controls or interacts with.

networkprovider

The Windows 2000 network provider subkey may appear for network services
where the Group vaue is NetworkProvider. The vaues under this subkey
contain information about the network provider, such as the provider name

and order.

Of course, any individua serviceisfree to Sore additiona vaues ether as part of its
key or in subkeys added to the ones listed here.

11.4.3.1 Services\Browser

The Browser service controls NetBIOS browsing, including alowing the machine to

act as amagter browser when requested. (For a complete description of how NetBIOS
browsing actudly works, see article Q102878 in the Microsoft knowledge base.) The
Services\Browser\Parameters subkey contains five particularly interesting values:

MaintainServerList



ThisREG_SZ can assumethree values. "Auto” (the default), "Yes" and "No."
When it's"No," the system doesn't cache the list of browser announcementsit
hears, so it can't become a Browse Server. When it's "Auto,” the list is cached,
and the computer may force an eection (which it can win) for anew master
browser when necessary. When it's"Yes" the computer dways actsasa
Browse Server.

BackupPeriodicity

REG_DWORD vaue, in seconds (legd vaues range from 300-4294967, or
about 48 days), which specifies how often a backup browse server should
contact the master browser for an update.

MasterPeriodicity

Like BackupPeriodicity, except that it controls how often a master browser
should contact the domain master browser.

IsDomainMaster

IsDomainMadter isjust what its name implies aREG_SZ that indicates
whether this computer is, or is not, adomain master browser. Lega values are
TRUE and FALSE.

QueryDriverFrequency

ThisREG_DWORD vaue represents the interva (0-900, in seconds) after
which abrowser decides that its name cache isinvaid and requests a new
copy of the available browser server ligt. Increasing this value speeds up
browsing at the cost of keeping stale data in the cache longer; conversdly,
decreasing it keeps data fresher at the expense of bandwidth.

11.4.3.2 Services\DHCPServer

The Dynamic Host Configuration Protocol, or DHCP, is becoming more and more
widespread because it offers an easy way to manage TCP/IP networks. The DHCP
server's parameters are stored under its Parameters key. In the Windows NT 4.0
Regigtry, however, these values are found in the Parameters key under

Services DHCP:

BackupDatabasePath

The DHCP server keeps a backup copy of its database. This
REG_EXPAND_&Z vaue lets you specify whereit's kept. By defaullt, it goes
in SystemRoot\System32\dhcp\backup. Y ou should edit this to move the
backup database to another volume on the same machine to protect against
disk falures!

“ And you should keep a backup copy as well, since depending on software to keep good backups of
its own configuration data is risky at best.



Backuplnterval

ThisREG_DWORD gpecifiestheinterva in minutes at which DHCP backs
up its database. By default, backups happen every 60 minutes, but you may
Specify any intervd.

DatabaseCleanuplinterval

DHCP leases and reservations expire. Good housekeeping practices dictate
that these old records be scavenged from the DHCP database;
DatabaseCleanuplinterva (a REG_DWORD whose default valueis 1440
minutes or 1 day) specifies how many minutes should pass between
scavenging runs.

DatabaselLoggingFlag

Performance will suffer, but you can log DHCP transactionsif you fed it
necessary. A vaue of 1inthisREG_DWORD enables logging, while turnsiit
off.

DatabasePath and DatabaseName

By default, these REG_SZ vaues combine to point to a file named dhcp.mdb
in %osystemr oot%o\system32\dhcp. If needed, you can edit these vaues to put
the DHCP database somewhere else.

RestoreFlag

This value can restore the DHCP database from the backup copy. However it's
not quite implemented in Windows 2000 and should not be changed.

Besides these parameters, you can ingruct the DHCP server which TCP/IP
configuration parameters to ddiver to clients. Once you do this (using the
DHCPOptions—Scope command in the DHCP server manager), one or more subkey's
under DHCP\Parameters\Options appear--one subkey per option, each named after the
option number. These new keystell the server where to get the vaues that are being
broadcast to the client machines. Don't edit them.

11.4.3.3 Services\EventLog

The Event Logger service in Windows 2000 has three subkeys under
Services\EventLog: one for the gpplication log, one for the system log, and one for the
security log. In addition, Windows services creates subkeys for their own logs. The
Windows 2000 and Windows services subkeys are named after their respective logs
and can contain a combination of seven vaues that can be edited via the Event
Viewer gpplication:

File



ThisREG_EXPAND_SZ suppliesthe full path to the event file. If you want to
store your event logs on a secure partition, you can edit this value to do so.

MaxSize

Specifies the maximum size, in bytes (64-KB increments), that the log can
grow to beforeit's marked asfull.

Retention

ThisREG_DWORD represents the number of seconds entries are retained
before they're overwritten. The default is seven days (or, more exactly,
604,800 seconds).

Sources

Each system component that logs event messages can supply its own message
file. This makes it possible for logged messages to be very specific, sncethe
component that generated them has extensve knowledge about why the entry
waslogged. ThisREG_MULTI_SZ holds alist of names. Each nameis
interpreted as a subkey of EventL og\Application, EventlL og\Security, or
EventLog\System . Each of these subkeys in turn contains two vaues that
gpecify which message file to use for that named component.

DisplayNamekFile

ThisREG_EXPAND_SZ vdue specifies the file that holds the event log's
locdized name. By default, thisfile is %systemr oot%\system32\els.dll.

DisplayNamelD

ThisREG_DWORD value holds an ID number between and OxFFFFFFFF.
Usad in combination with DisplayNameFile, it specifies amessage D number
for the log name.

PrimaryModule

The keys under Services\EventlLog are associated with different logs. The
PrimaryModule vaue (REG_SZ) indicates the subkey where default vaues
are sored for log source entries within these logs.

11.4.3.4 Services\LanmanServer

The Server sarvice actualy does al the hard work of sharing files and printers under
Windows 2000/NT. Its parameters live under Services\LanmanServer, and there
certanly are alot of them! Most parameters are automatically tuned by Windows
2000 and NT based on the server load, but some must be tweaked manually. Here

they are:

AutoDisconnect



Y ou can automaticaly force idle clients to disconnect by setting this
REG_DWORD vaue to the number of minutes of idle time you're willing to
alow. Clients who have open files or searches on a connection aren't
disconnected, but completely idie clients will be. The default idle time alowed
is 15 minutes.

AutoShareServer and AutoShareWks

Windows 2000 Server, by default, creates administrative shares of your local
disks. Windows 2000 Professona and NT can be made to do so aswell.
These REG_DWORD vaues, when st to 1, tell the system to map locdl
drives to hidden shares on computers running either Windows 2000 Server
(AutoShareServer) or Windows 2000 Professiona (AutoShareWks). When
these values are 0, no such shares are created.

Comment

ThisREG_SZ holds the comment displayed next to this maching's name when
users browse the network.

DiskSpaceThreshold

The DiskSpaceThreshold vaue controls when Windows 2000 and NT reports
that adisk islow on space. The vaue represents a minimum percentage of free
gpace; when the space available drops below that percentage, awarning dert
is generated. ThisvduesaREG _DWORD and can range from 1-99%. The
default vaueis 10.

Hidden

If you want to hide a server or workstation from network browsers, st this
REG_BINARY vaueto 1, and the machine disappears. Clients who know it's
there can il accessit, but it won't show up in Explorer or any of the other
browsing tools.

RestrictNullSessionAccess

LAN Manager, NT's ancient ancestor, allowed users to connect witha NULL
session® to get some types of information from a server, including alist of
avallable shares and account names. Because thisis a security vulnerability,
Microsoft now offers away to deny NULL session access to network
resources--thisvaue. St it to if you want to dlow NULL session access (not
recommended), or 1 if you want to deny it. When set to 1, the shares and pipes
gpecified in NullSess onShares and Null SessionPipes can still use NULL
sessions.

151 5o named because instead of supplying a valid username and password, you open a null session
with an empty username and password.

NullSessionShares and NullSessionPipes



Thesetwo REG MULTI_SZ vdueslig any file shares and/or pipes NULL
session-using clients may access. By default, Null SessonShares lists
COMCFG DFS$ as ble when RestrictNull SessionAccess is turned on;
The default contents of Null SessionPipes are COMNAP, COMNODE,
SQL\QUERY, SPOOLSS, LLSRPC, EPMAPPER, and LOCATOR.

Users

ThisREG_DWORD controls how many users may smultaneoudy log on to
your server. Itslega rangeisfrom 1 to OxFFFFFFFE (representing a number
of users), or OXFFFFFFFF (the default) denoting no limit. As apractica
meatter, you should probably set this to some vaue less than or equd to the
number of actud licenses you have for your server.

11.4.3.5 Services\NetBt

Y ou can run the NetBIOS protocol over a TCP/IP connection; this combination is
caled NBT or (occasionaly) NetBT. NBT makes NetBIOS traffic routable. It can
also provide a performance boost, and with the advent of the Internet it makesiit
possible to offer NetBIOS services over an Internet connection. The NetBT service
handles encapsulating NetBIOS datainto TCP/IP packets, and its Parameters key
contains severd vaues that govern the overdl operation of the NetBT service:

DhcpXXX

There are severd vaues whose names begin with Dhep. These are set
automaticaly by the DHCP client service. Any Dhcp vaue can be overridden
by its non-DHCP counterpart: for example, DhcpScopel D is overridden by
Scopel D. Don't change any of the Dhep values, or DHCP will stop working

properly.

EnableDNS

ThisREG_DWORD indicates whether DNS name resolution is enabled.
When it's 1, the default, NetBT uses DNS to resolve names that can't be
resolved viaWINS, Imhosts or broadcast queries; when it's 0, DNSwon't be
used. Microsoft warns againgt changing this value in the Regidry; ingtead, you
should use the Network control pand.

EnableLMHOSTS
ThisREG_DWORD vaue indicates whether Imhosts are used to resolve
names that can't be resolved via WINS or broadcast queries. Like EnableDNS,
you shouldn't modify it directly.

EnableProxy
This DWORD controls whether this computer answers WINS proxy requests;

these proxy regquests come from computers not running WINS and dlows
connections across subnets. Don't change this vaue directly ether.



LmhostsTimeout

Y ou can control the timeout period for DNS and | mhosts name queries by
adjusting thisREG_DWORD vaue. It represents the timeout period in
milliseconds;, the default vaue of 6000 allows a 6-second timeout, but you can
adjust it from 1000- OxFFFFFFFF. Tweaking this value lets you accommodate
dow DNS sarvers, so it might make agood system policy entry.

NameSrvQueryCount

"If a firgt you don't succeed, try, try again” gpplies to name resolution, too. By
default, NetBT issues three WINS queries for a name before deciding that the
name can't be resolved. Y ou can change this REG_DWORD's vaue to
anything between and 65,535 to change the number of requests.

NameSrvQueryTimeout

A single WINS query can ether be answered or not. ThisREG_DWORD
controls the number of milliseconds after which aquery isjudged to have
timed out. Its default vaue of 1500 dlows for a 1.5-second timeout, but you
may use any vaue from 1000-OxFFFFFFFF. The maximum time it can teke to
decide a name can't be resolved via WINS is thus equal to
NameSvQueryCount multiplied by NameSrvQuery Timeout.

WinsDownTimeout

If no WINS servers can be contacted, the system can automatically wait a
prescribed period before trying to contact a WINS server again. The length of
this period is controlled by WinsDownTimeout, whichisaREG_DWORD
number of milliseconds. By default, the syslem waits 15 seconds after failing
to caich aWINS server before it tries again, but you can modify thisinterva
to any value between 1000 and OxFFFFFFFF milliseconds.

In addition to these settings, each adapter card to which NetBT is bound has its own
adapter- gpecific settings, which may supplement or override the onesin
Searvices\NetBt\Parameters. These settings are stored under the
Services\NetBt\Adapters subkey; each adapter has a subkey named after its driver.
These keys have the same DhcpX XX vaues as the Services\NetBt\Parameterskey. In
addition, their NameServer and NameServerBackup values specify the | P addresses of
the primary and backup WINS serversfor that adapter. If present and nonblank, these
values are used ingtead of the corresponding systemwide entries.

11.4.3.6 Services\Netlogon

The Netlogon service handles communications between Windows 2000 machines
(whether it'saworkgtation or a server) and domain controllers. For the sake of
backward compatibility, Netlogon additionally handles replicating the user account
database to backup domain controllers running NT 3.X/NT 4. NetLogin doesn't
manage replication between two Windows 2000 servers. There are eight sgnificant
vauesin ServicesNetlogon\Parameters:



DisablePasswordChange

To secure conversations between domain controllers and domain computers,
each computer in the domain uses a unique, randomly generated password to
log on to the domain. By default on Windows 2000 machines, this password is
regenerated every 30 days. Normaly you leave this done, but there are
instances where you might want to force Windows 2000/NT not to change the
password, for example, if you're dual-booting more than one copy (or version)
of the operating system on a single machine. Keeping the account password
unchanged ensures that each copy of Windows 2000 and NT can be a member
of the domain without anyone changing the domain password behind its back.

By default, this REG_DWORD is st to 0, meaning that the system changesits
computer account password regularly. Setting it to 1 on a machine prevents
that machine from automatically changing its computer account password,

athough you can il change it manudly.
RefusePasswordChange

As an dterndive to setting DisablePasswvordChange on lots of machines, you
can set the REG_DWORD RefusePasswordChange valueto 1 on al domain
controllersin the domain. This forces the DC to refuse any password change
request from its Windows 2000/NT 4 clients. It doesn't stop the clients from
trying, however. See article Q154501 in Microsoft's knowledge base for afull
explanation of this parameter and its ramifications.

Pulse

ThisREG_DWORD, and the pulse and replication settings thet follow, are
used for replication under NT 4.0, or under Windows 2000 when an NT 4.0
(or eaxlier) server isinvolved. Pulse controls how often a change natification
is sent from the primary domain controller (PDC) to each backup domain
controller (BDC). All the changes occurring between pulses are collected
together; when the pulse interva expires, the changes are sent to any domain
controller that needs an update. Up-to-date domain controllers don't get a
pulse. The default interva is 300 seconds, but you may specify any number of
seconds from 60 to 48 hours worth (172,800).

PulseConcurrency

When a PDC has updates and sends pulses to each BDC that needs the update,
the BDC responds by asking for the updated data. The number of pulsesa
PDC can queue a onetimeis controlled by this REG_DWORD; the default
vaue of 10 meansthat 10 BDCs can be pulsed. Thusthe PDC may haveto
dedl with 10 update requests a onetime. Y ou can specify any vadue from 1 to
500; the bigger the number, the more load may be placed on the PDC.

PulseMaximum



Specifiesamaximum interval after which aBDC will be sent an update pulse,
even if it doesn't need an update. The default value is 7200 seconds, or two
hours, but you may specify any interva in seconds, from 60 to 172,800.

PulseTimeoutl and PulseTimeout2

These two vaues control how long a PDC waits when pulsing aBDC before it
congders the BDC unrespongve. PulseTimeoutl regulates how long the BDC
has to answer a pulse; it can be anywhere from 1-120 seconds. PulseTimeout2
specifies how long the PDC waits for the BDC to finish absorbing the update
data onceit's sent, from 60-3600 seconds.

ReplicationGovernor

Under ordinary circumstances, Netlogon uses a 128-KB buffer for copying the
SAM database and replicates the database whenever a preset number of
changes accumulate. For domain controllers on aWAN or dow locdl link,
these settings can consume a significant amount of your bandwidth. The
REG_DWORD ReplicationGovernor vaue can range from to 100; itsvaue
represents a percentage of both the buffer sze and the amount of time an
outstanding replication request isin progress. For example, a
RegplicationGovernor vaue of 25 specifiesthat aBDC use a 32-K B buffer
(25% of 128 KB), and that a replication request can be on the Net no more
than 25% of thetime. Y ou must make this setting on every BDC you want to
affect; it has no effect on the PDC. Do not set thisvaueto zero! If you do, the
PDC never synchronizes with the affected BDC.

Scripts

ThisREG_SZ vaue specifies the full path to the Net Login shared directory
on the domain controller where logon scripts are kept.

N4 Update

Ordinarily, the SAM database is synchronized only after a number of changes
have accumulated. Y ou can force Netlogon to completely synchronize the
database when the service sarts by setting thisREG_SZ valueto "Yes" The
default vaue, "No," dlows synchronization to hgppen when needed.

11.4.3.7 Services\RasMan

The Did-Up Networking (n&#233;e RAS) subsystem lets you did into remote
computers and communicate using Microsoft's protocols, IPX, or TCP/IP. The
RasManservice is the component that actualy handles making over-the-modem
network connections on outbound calls. There are only two significant vaues for this
sarvice's Parameters subkey:

DisableSavedPasswords



Normaly, each user may choose whether she wants DUN to save her
passwords or not. Y ou can compel DUN not to cache these passwords by
adding thisREG_DWORD vaue and stting its vaue to 1. When you do,
DUN doesn't digplay the "Save password” checkbox, and it forgets any
passwordsit has previoudy stored.

NT4 | ogging

When thisREG_DWORD is 1, the DUN did-up component logsits
interaction with whatever seria deviceit'susing. Thisisagreat way to
troubleshoot connection problems; DUN logsto the

%systemr oot%a\system32\ras\device.log file until aconnection is established.
Thelog fileis cleared when you stop and restart DUN components or when its
Sze exceeds about 100 KB.

The Services\RasMan\PPP key has dl the redlly ussful DUN seitings, including:
NegotiateTime

This value specifies the time, in seconds, the PPP module dlowsfor a
successful connection negotiation. If the two sides can't complete negotiation
in this period, the connection falls. The default value is 150 seconds, but you
may st it to any DWORD vaue. A vaue of means the connection never falls.

Logging

When thisREG_DWORD is st to 1, each PPP connect, disconnect, or failure
event is logged to \%systemr oot%a\system32\ras\ppp.l og.

ForceEncryptedPassword

PPP servers may specify what types of authentication they support. The
ForceEncryptedPassword vaue forces a RAS server to request CHAP
authentication from its clients instead of the less secure PAP. Set this
REG_DWORD to 1 to force CHAP authentication or to dlow PAP. Thisvaue
has no effect on computersthat aren't RAS servers.

11.4.3.8 Services\Replicator

The Directory Replicator service (usudly caled just "the replicator) can mirror
directories on one server in adomain to other workstations and servers. Any machine
may import replicated directories, and any server may export them. What gets
replicated and when is controlled by vaues under the Services\Replicator key. First of
al, the Exports and Imports keys contain one vaue entry for each exported or
imported directory. Y ou manage these lists with the Directory Replication didog in
the NT Server Manager.
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In Windows 2000, the NT Server Manager functiondity is
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replaced by Active Directory Users and Computers.

The Parameters subkey contains parameters (also settable through the Server
Manager) that control how the replication process actualy runs:

ExportPath

ThisREG_SZ contains the full path to the directory being exported. Any
given machine may export only asingle directory; on doman controllers, this
isamost always the directory where logon scripts are stored, but it can be

anything.

GuardTime

GuardTime tells the replicator service how long to wait after the last file
change before sending a new change notice. Its value can range from (send
changesimmediately) to hdf of the value of Intervd. Thisvaue has no effect
unless you specify that the export files should be " Stabilized" in the Server

Manager.

ImportPath

Interval

Pulse

This vdue specifies the full path to the directory where imported files and
directories are stored on the loca machine.

ThisREG_DWORD value specifies how often an export computer should
check its export directory for changes. The default is5 minutes, but the value
may range from 1 to 60 minutes.

Pulse controls when the export computer rebroadcasts change notices. These
change notices are sent even when no changes occur so that importers know
whether they missed any updates due to network outages. The vaue of Pulse
may range from 1 to 10; it's used asamultiplier of Interva. A Pulse vaue of 3
(the default) combined with an Interva of 60 (minutes) means that redundant
change notices are sent every 3 hours.

Replicate

ThisREG_DWORD controls what replication role this machine plays. A
vaue of 1 meansthis machine exportsfiles, avaue of 2 meansit imports
from other exporters, and avaue of 3 (the default) meansit can do both.

11.4.3.9 Services\Tcpip




TCP/IPisacomplicated protocol, so it's not surprising that there are alarge number
of vauesin Services\Tepip\Parameters. In kegping with Microsoft's hands- off
approach, most parameters that affect how the TCP/IP stack all ocates resources are
sf-adjudting, and | haven't documented them here because there's redlly no reason to
ever adjust them.

- It may be tempting to adjust some of these parameters on all

ar your machines by building a policy file, but it's a better ideato

g+ use DHCP, which is designed specificaly for thistask. Asaside
bonus, DHCP works with nor Windows computers too.

DatabasePath

ThisREG_SZ contains the path where the TCP/IP stack should ook for its
hosts, Imhosts, networks, and protocols files By default it points
to%systemr oot%o\system32\driver s\etc.

DefaultTTL

The Time-To-Live (TTL) vaue determines how long an IP packet can remain
on the network before it either reachesits detination or is discarded. By
default, Windows 2000 marksits packetswith a TTL of 128 (NT'sdefault is
32), but this may be too short for some applications. ThisREG_DWORD
value has arange of between 1 and 255 seconds.

Domain

ThisREG_SZ contains the suffix for the primary Domain Name System,
which isused in DNS name regigration and name resolution.

Hostname

ThisREG_SZ contains the hostname you entered in the TCP/IP Properties
didog.

NameServer

Thissngle REG_SZ containsalist of 1P addresses (with a space between each
address) indicating which DNS servers you've configured for DNS-based
addressresolution. Thisvalue, if any, overrides the name server list provided
viaDHCP.

IPEnableRouter
ThisREG_DWORD determinesif IP forwarding is enabled. When this
DWORD is 1, the system attempts to route | P packets between the subnets
attached to its network adapter cards;, when it's (or when you only have one
NIC) no routing takes place.

SearchList



ThisREG_SZ vaue contains a space-separated list of domain namesto
append to any hostname that's missing a suffix and can't be resolved.

EnableSecurityFilters

When st to 1, thisREG_DWORD enables the TCP/IP stack to filter incoming
connections according to the ports specified in TcpAllowedPorts and
UdpAllowedPortsin the next list.

PersistentRoutes

Starting with NT 3.51, you could add pergastent static routes with ther out e
add command. Should you do o, each route is stored asa REG_SZ vaue
under the Services\Tcpip\PersstentRoutes subkey. Each route hasits own
vaue entry, congtructed asaREG_SZ:

desti nati onAddr, subnet Mask, rout eGat eway, routeMetric

The entries names contain dl the useful data; their contents are empty.

In addition to these parameters, each network adapter card to which TCP/IP is bound
hasits own individua set of parameters stored in the card's key under

HKLM\SY STEM\CurrentControl Set\Services\Tcpip\Parameters\nterfaces\< interface
-name> (or HKLM\SY STEM \CurrentControl Set\Services\adapter\Parameters\Tcpip
on Windows NT machines).

IPAddress

ThisREG_MULTI_SZ contains the actua | P addresses assigned to the
physical adapter card. If thefirst addressin thelistis"0.0.0.0," the addressis
assigned by aDHCP server. Y ou can add multiple addressesto asingle
adapter card by adding them here.

DefaultGateway

ThisREG_MULTI_SZ specifies an ordered list of default targets for packets
that aren't destined for one of the addresses on the IPAddress list.

DontAddDefaultGateway

ThisREG_DWORD (which doesn't get created automaticaly) can be either or
1. When it's 1, Windows 2000 and NT won't use a default gateway entry for
this adapter. Microsoft warns that "PPTP users must add this Registry entry
for each adapter that is not connected to the Internet” to prevent accidentally
routing unintended traffic across a PPTP link.

EnableDHCP

If thisREG_DWORD is 1, the system asks the DHCP client service to
configure the first IP address on this adapter.



SubnetMask

Since IPAddress allows multiple addresses, SubnetMask isa
REG_MULTI_SZ too; it needs to accommodate one subnet mask per |P
address! If thefirst mask is"0.0.0.0," al the mask datais retrieved from
DHCP. Y ou should have one subnet mask for every |P address specified in
|PAddress.

TcpAllowedPorts and UdpAllowedPorts

Thesetwo REG_MULTI_SZ vaues dlow you to specify a set of portson
which connections are accepted. When EnableSecurityFilters equals O, these
vaues are ignored; when it equas 1, connections from these ports are alowed,
but connections from al other ports are rejected.

11.5 HKU

The"U" in HKU gands for "user." That's appropriate, snce HKU's subkeys store
settings that vary from user to user. Every time a user logs in, one of two things
happens. If the user's never logged in before, the system makes a new copy of the
contents of HKU\.DEFAULT and stores it in a new subkey whose name matches the
user's SID. If the user haslogged in before, his subkey under HKU is mapped to
HKCU, and the logon process continues. There are some subtleties to this process; for
example, if the network's using profiles, the sysem may have to fetch the user's

profile from aserver if it's not localy cached.

11.5.1 HKU\.DEFAULT

The settingsin this hive are used as defaults for new users when they log in. Section
9.1 in Chapter 9 discusses how you can modify these defaults so thet al new users get
the defaults you set automatically when their HKU subkeys are created.

11.5.2 HKU\sd

Each user account has aunique SID; this SID is dso used to identify that account's
settings under HKU. For a detailed description of what keys and values are stored
under HKU\sid, see the section Section 11.7 later in this chapter.

11.6 HKCR

HKCR isthe backbone of the OLE/ActiveX subsystem. The shell, the Explorer, and
many applications depend on the data stored here for prosaic tasks such as deciding
which icon to display with afile or what to do when the user double-clicksafile OLE
applications need this data to determine what servers to start when a user embeds or
links aforeign object into a document, and the Didtributed OLE and DCOM systems
need it too.

In Windows NT 4.0 and previous versons of NT, thisroot key got its data solely from
the software classes subkey under HKLM, that is HKLM\Softwaré\Classes. This
worked fine, dthough the system could register program classes only on a per-



machine basis. In Windows 2000, the software classes under HK CU\Software\Classes
are merged with the HKLM software classes to make up HKCR. Defined as per-user
class regidration, this allows program classes to be registered independently for each
user.

11.6.1 HKCR\ext

The origind Win3.x schemefor linking afile with the application that created it was

to asociae the file's extenson with the name of an executable. With the introduction
of OLE, though, it became necessary to associate file contentswith DLLS, Sncean
OLE server might bea DLL instead of a stlandaone gpplication. The Win 3.x Fileand
Program Managers were primitive at best, and to improve them Microsoft needed a
lot more information about files, their creators, and their types.

The starting point for these improvementsis the set of filename-extension keys that
live under HKCR. These keys are named after file extensons: HKCR\.txt,
HKCR\.html, and so on. The default vaue of each of these keys contains a string
cdled the application identifier such as"textfile" or "htmlfile" Thisvaueisused to
look up an HKCR subkey of the same name,

Whileit's possible to add other valuesto file association keys, no part of the system
will use them, and they're subject to being overwritten, so don't count on your values
being avallable if you keep them here.

11.6.2 HKCR\fileType

For each file association key, there is usudly a single key whose name matches the
goplication identifier. These keys are cdled class-definition keys. Continuing the
previous example, let's say there's a key named HK CR\htmifile. To figure out what to
do with afile when the user double-clicksit, the shell follows three steps.

1. Strip the extenson from the file and useit to find a file association key such as
HKCR\.doc or HKCR\.pl.

2. Open thefile association key and get its default value, then use that vaue to
look for akey with the same name. For example, if HKCR\.pl's default vaue
is"Perl script,” the shell looks for HK CR\Perl script and triesto open it. This
subkey is cdled the application identifier key.

3. Theapplication identifier key contains vaues the shell parsesto figure out
how to open or edit afile, or to creaste anew copy of a particular file type or
object.

Each gpplication identifier key can have anumber of values and subkeys. Which ones
aparticular application's key has varies. Here are the most common subkeys:.

CLSID

This subkey's default vaue contains the class 1D, or CLSID, assigned to an
OLE object. OLE gpplications (including Explorer and the shell) can usethis
CLSID to keep track of afile or object's type.



Defaultlcon

The default vaue of this subkey contains the path to an executable or DLL and
aresource ID. When it needs the icon for afile, the Explorer looks up the
gpplication's class-definition key, gets the Defaulticon vdueiif it exigts, and
loads that icon. By changing this vaue, you can ater the icons displayed for a

particular file type.

Shell\ Edit, Shel\Open, and Shell\Print

These subkeys each have a further subkey: Command. When the system sees
one of the Shel\XXX keys, it knows that this class type can be opened,
printed, or edited. The vaue of the Command subkey gives the actua
command that performs the requested action.

shellex

The shellex subkey makes it possible for clever programmersto add itemsto
the Properties didog for a particular file type. The vdue of the
shellex\Property SheetHandlers can specify a CLSID; when the shell looks up
the CLSID'skey, it can figure out which property sheet or dialog to open for
that item.

11.6.3HKCR\CLSID

This subkey contains dl the CLSIDsfor classesingaled on the sysem. Each CLSID
key contains a value that provides a human-readable name for the class (which
appearsin the Insert Object dialog of most OLE-compatible applications). There area
variety of other subkeys that can be atached to a particular entry under
HKCR\CLSID\clsid. The most important ones are InprocServer32 and InprocServer.
These specify which DLL implements the code to create or edit objects of this
CLSID'stype.

11.7 HKCU

Wedl like to customize our environments. We do it & home, at work, in our cars, and
pretty much anywhere else we can get away with it. When you customize your
Windows 2000 or NT environment and applications, the changes end up in subkeys of
HKCU, which isactudly alink to your SID's subkey under HKU. Only a currently
logged-in user has access to HKCU. It can't be edited remotely (RegEdit disdlows
remote user access to HKCU and HKCC), nor can a SID key under HKU be edited
while someone with a different SID islogged in.

The contents of HKCU vary more than any of the other root keys because applications
store their user-specific settings here too. If Ellen and Joe share a computer, their
respective HKCU subkeys can end up looking very different: Ellen might ingal and
use Netscape, Visud Studio, and BoundsChecker, while Joe might stick with Office
2000 and Internet Explorer. Accordingly, in this section I'll confine my discussion to
the most important subkeys of HKCU.



11.7.1 HKCU\ AppEvents

For better or worse, Microsoft included the capability in NT 4.0 (and Win95, too) to
associate sounds with system events such as opening or closing windows, logging out,
and so on. Thisfeature certainly fals into the customization arena, and gpplication
developers can add their own event classes. For example, if you ingtal Microsoft's
Visud Studio, you can get audio derts when your compilation succeeds, when the
debugger hits a breakpoint, and so on.

The event-to-sound mappings are stored in HK CU\A ppEvents. Each event that has a
sound associated with it has the name of the .wav fileto play as the content of its
default vaue. For afun prank, write a Perl script that randomly assigns .wawv files
from %systemr oot%\media to random events.®

(¥ The publisher and | jointly disclaim any liability arising from you doing this to your boss, spouse, or co-
workers.

11.7.2 HK CU\Console

MS-DOS command-lineinterface is, to put it politey, extremely limited. If you're
used to a powerful Unix shell such as bash, zsh, or tcsh, you know what | mean. The
redlly weak spot, though, is the appearance and behavior of the console window; after
al, you can dways write command scriptsin Perl, KixStart, or REXX, but youre
stuck looking a them through that old throwback 80x24 white-on-black ugly-font
DOS window!

Fortunately, the Windows 2000 and NT consoleis customizable, so you don't have to
suffer any longer. The customization settings dl live under HKCU\Console, and
they're so sdf-explanatory (guess what FontSize does) | won't cover them here.

11.7.3 HK CU\Control Pand Items

Each ingtalled control pand may have its own subkey and settings benesth

HK CU\Control Panels. HKU\.DEFAULT has default settings for al the control
pands, so HK CU\Control Panels may not contain as many vaues as you'd expect.
Additionaly, many control panels (notably Network and Multimedia) Sore their
settings in other parts of the Regidtry.

11.7.4 HK CU\Environment

The Environment key contains whatever environment variables are set in the "User
Variables' lig of the System control pand's Environment tab. They're stored as name-
vaue pairs. For some reason, some variables are stored as REG_SZ entries, while
others are stored as REG_EXPAND_SZ. It doesn't seem to matter what's in the value,
ether; some nonexpandable strings are Htill tagged as REG_EXPAND_SZ. Weird.

11.7.5 HKCU\Printers

The system stores information about printers the current user may usein
HK CU\Printers. Each printer getsits own vaue entry directly under HK CU\Printers.



This entry specifies what the default printer for this particular user is. The printer
settings themsalves (for al printers, not just the default one) are actudly stored in
HKLM\SY STEM \CurrentControl Set\Control\Print\Printers for Windows 2000
machines and HKLM\SY STEM \CurrentControl Set\Services\Print\Printers for NT.

11.7.6 HK CU\Softwar e\M i cr osoft

Asyouve no doubt inferred from the name, user-specific settings for Microsoft
components are stored under this key. Until you ingal Internet Explorer and/or
Microsoft Office on amachine, though, there are relatively few of these keys, most
system settings are stored under HKLM, and there aren't that many settingsto hold
here.

11.7.6.1 Microsoft\ NtBackup

The bundled backup applications included with Windows 2000 and NT have afairly
large number of settingsinit. All these settings can be manipulated using the

program's sandard user interface, but you may be interested in setting some of them
viagroup or system policies. For example, the NtBackup\Userl nterface\UsePassword
flag can be set to require that backup tapes be password-protected. There are a
number of subkeystheat fal under Microsoft\NtBackup:™

M And ntbackup doesn't even know it; it's using an INI file remapped to this key.

Backup Engine
The vaues under this subkey control the actua backup process. how many
buffers should be reserved for the tape drive, whether Mac fileson an NTFS
volume should be backed up, and so forth.

Debug

If you're having problems getting a backup device to work, you can configure
debug logging through the valuesin this key.

Display

These sttings store your choices of font size, window position, and other
display parameters.

Hardware

The settings you choose for whatever type of tape hardware your system has
are stored here.

Logging
Y ou can turn on logging for individua backup jobs through the ntbackup user

interface. When you do, these vaues are used to figure out whether the log file
should be printed and what the root of its filename should be.



Translators
These settings store NT Backup trandator information.
User Interface

The catch-dl key, this holds vaues that don't have a place anywhere ese, such
as whether the tape should be g ected when the backup completes or whether
the backup should be automatically verified when it's done.

For amore complete explanation of the ins and outs of NTBACKUP, see ORellly's
Windows NT Backup and Restore.

11.7.6.2 Microsoft\ RAS Autodial

The Did-Up Networking autodialer's settings are stored under this key, which retains
its name for backward compatibility.

Addresses

Each time you establish an autodiaed connection, DUN stores the address that
caused the diding in avaue under Addresses. The IP address or DNS name
sarves as the value name for each entry. Entries under Addresses have three
vaues Tag, LastModified, and Network.

Control

This subkey iswhere the actuad control settings for the autodider live. There
are only three of them:

DisabledAddresses

ThisREG_MULTI_SZ storesalist of 1P addresses or DNS names for which
an autodiaed connection will never be established. You can usethisligt asan
extremely low-rent blocking proxy by filling it with addresses of Stesyou
don't want to connect to.

LoginSessionDisable

| have no ideawhat thisisfor. It appears to be set by the RasGet -
Aut odi al Par m( ) AP routine. If you know what this does, I'd love to hear.

DisableConnectionQuery

Ordinarily, DUN pops up alittle didog asking you for permisson to dart a
connection when it needs one. Thisis annoying because if you gart something
that requires a connection, you have to stay there to answer the dialog; its
default action button is"No, don't dia." Y ou can subdue this annoyance by
setting DisableConnectionQuery (a REG_DWORD) to 1. Thisforces DUN to
aways start a dialup connection when oneis required.



Locations
Theré's one subkey of Locations for each dialing location you have defined.
Entries

Likewise, there is one subkey under Entries for each phonebook entry you've
used. The vauefor an entry is of the form NetworkX, where X is some small
integer. Thisindicates which DUN didup adapter you used to make this
connection.

Networks

This key has subkeys named after the values of Entries subkeys: NetworkO,
Network1, and so on. Each of these entriesin turn has avaue named "1" that
points back to an entry under Entries.

11.7.6.3 Microsoft\RAS Monitor

The RAS Monitor key stores settings for the Did-Up Networking monitor. Nine of
the fourteen values stored here track the window size and position of various monitor
windows, the other five are flag and setting va ues whose structure isn't documented.

11.7.6.4 Microsoft\RAS Phonebook

The systemwide set of DUN phonebook entriesis stored in

%systemr oot%a\system32\ras\rasphone.pbk. Thisfile (or the persona phonebook files
you can cregte and use instead) holds the phone numbers, network settings, and login
credentias for each entry in your phonebook.®® These settings can differ widdy

between entries; you might have one entry for your ISP that tells DUN to use server-
supplied vaues for everything and another for diding in to your office intranet that

uses afixed set of IP, DNS, and gateway addresses.

181 pbk files are plain text, o you can inspect and edit them to your heart's content. You can also copy them from
one machine to another; this is an easy way to get a consistent set of phonebook entries for a group of machines.

The vaues beneath Microsoft\RAS Phonebook control DUN diding for dl entriesin
the phonebook. Asyou can see, they provide afairly rich set of options.

AllowLogonLocationEdits and AllowLogonPhonebookEdits

Thesetwo REG_DWORD s control whether users may change their diaing
location or phonebook entry during login. They're only effective if you've
enabled the option to alow logging onvia DUN. Note that when you change
these parameters in the Appearance tab of the Logon Properties didog from
within rasphone, these vaues are actualy changed in

HKU\.DEFAUL T\Software\Microsoft\RA S Phonebook, not in HKCU.

AlternatePhonebookPath



If you specify an dternate phonebook in the User Preferences didog's
Phonebook tab, the path to that phonebook appears here.

AreaCodes

In the Basic tab of the Edit Phonebook Entry diaog, you can specify whether
you want to use the TAPI diding properties or not. If you do, you can enter an
area code for the phonebook number. ThisREG_MULTI_SZ tracks the area
codes you've entered in the phonebook.

CallbackMode

DUN supports three callback modes viathis value. They apply only if the
remote server offersto perform acalback. The first option, set if this
REG_DWORD is0, tellsthe DUN client to refuse callback requests. A vaue
of 1 (the default) specifies that DUN should ask you whether you want to
accept it or not, and avaue of 3 means "yes, always accept a calback if
requested.”

CloseOnDial

Whenit'sset to 1, asit is by default, this REG_DWORD tdls DUN to close
the phonebook gpplication when it's finished. Set this value to to keep the
phonebook application open after diding completes.

DefaultEntry

ThisREG_SZ specifies which phonebook entry appears as the default entry
when you open the Did-Up Networking phonebook. Adjust it to make a

particular entry appesr.

ExpandAutoDialQuery

Before DUN autodials for you, it may ask you to confirm thet you reglly want
to did (unlessyou have " Always prompt before auto-diding” unchecked in
the Appearance tab of the User Preferences dialog). When it does ask for
confirmation, the "Settings' button in the confirmation dialog shows

additional controls for choosing alocation and turning off the confirmation
requestsin the future. Setting ExpandAutoDia Query to 1, its default, makes
these extra controls immediately visble. Setting it to requires usersto hit the
Settings button to see them.

IdleHangUpSeconds
This value specifies the number of secondsa DUN connection may beidle
before the client hangsit up. The vaue should be in seconds; avaue of tells
DUN to never hang up.

LastCallbackByCaller



| don't know what thisisfor either.
NewEntryWizard

Aswith so many other Windows 2000 and NT components, the DUN
phonebook features awizard that ostensibly helps you create new entries. The
Appearance tab of the User Preferences diaog features a checkbox that lets
you specify whether you want to use the wizard or not; thisREG_DWORD
reflects that value,

OperatorDial

Y ou can toggle a DUN setting thet tells it not to did because you'l be diding
manudly. ThisREG_DWORD vaue reflects that option; when it's 1, that
means that the system waits for you to dia before attempting to connect.

PersonalPhonebookFile

Besdes the dternate phonebook file, you may specify an individud
phonebook file for your own use (after al, thisisHKCU !). If you specify a
persond phonebook in the User Preferences diaog's Phonebook tab, the path
to that phonebook appears here.

PhonebookMode

ThisREG_DWORD specifies which phonebook DUN uses. The default vaue
of means that %systemr oot%o\system32\ras\irasphone.pbk is used; avaue of 1

means that the user's personal phonebook is used, and a3 means that the value
in AlternatePhonebookPath is used.

Phonebooks

ThisREG_MULTI_SZ keepsaligt of al the phonebooks you've ever
specified in AlternatePhonebookPath so it can build a combo box listing them
for your later reference.

Prefixes
ThisREG_MULTI_SZ containsaligt of al the prefixes you've ever specified
for phone entriesin your phonebook. This alows DUN to present anice
combo box ligting your previous choices.

PreviewPhoneNumber

ThisREG_DWORD reflects the setting of the "Preview Phone Number”
checkbox in the Appearance tab of the Edit Phonebook Entry dialog. Wheniit's
st to 1, users may edit the phonebook entry's number before it's dialed.

RedialAttempts



By default, if a connection doesn't hgppen on the firgt attempt, DUN quits
trying. This happens because the default value of Rediad Attemptsis 0. You
can enable as many retries as you'd like, and DUN will patiently keep trying
until it connects or makes the specified number of attempts.

RedialOnLinkFailure

Thisvadue (@aREG_DWORD) specifies whether DUN should automaticaly
resurrect a failed connection. Sometimes a connection drops for no good
reason; setting thisvalue to 1 causes DUN to redid and restart the connection
if it fals

RedialSeconds

This vaue specifies the number of seconds (15 is the default) to wait between
redid atempts, assuming you've set Redia Attempts to grester than O.

ShowConnectStatus

ThisREG_DWORD has two possible vaues: 1 (the default) displaysa
connection progress dialog that indicates what's happening on the connection,
and suppresses the didog (useful when you're making connections via
commeand-line scripts).

ShowLights

Inanod to the Win95 way of doing things, NT's DUN can display some little
blinking lightsin the system tray to duplicate the front- panel LEDs of most
external modems. The Did-Up Networking Monitor isin charge of thisvita
function. By default, this REG_DWORD's vaue is 1, meaning that the DUN
Monitor will be started before the connection is--therefore, the lights will be
present. If you don't enjoy seeing them (or, more likely, if you're not paying
any atention to the system tray), you can set this vadue to to hide them.

SkipConnectComplete

Until you tell it otherwise, DUN displays adiaog saying you've successfully
connected. One of the optionsin thisdidog is a checkbox that says "Don't
show thisdidog again." That checkbox controls the vaue of
SkipConnectComplete: when it's 1, that tells DUN to omit the didog. By
default, itsvalueis 0, S0 you'll see this didog until you manualy turn it off.

Suffixes

Like Prefixes, thisvduesaREG_MULTI_SZ. Its purposeisto Sore alist of
any suffixes you've ever specified for aDUN phone number.

Uselocation



By default, you can sdlect any of the ingaled TAPI locations when making a
DUN connection. Thisis especidly useful if you have a machine that

frequently moves between different area codes or countries. However, if you
want to keep users from changing their location from the DUN phonebook,
just set thisREG_DWORD to ingtead of its default value of 1. (Note that users
can il use the Modems control panel to change locations.)

UseAreaAndCountry
| haven't been able to identify what this does.
WindowX and WindowY

These vaues specify the (X,y) location of the upper-left corner of the DUN
phonebook window.

Besdes this cornucopia of vaues, Microsoft\RAS Phonebook has an additiona
subkey, Calback. Every ingtaled modem device on the system has its own subkey
under Callback, named after the device (e.g., Cdlback\Standard Modem (COM2)). If
you st the callback mode to "aways cal me back at this number,” the number you
supply for that device goes in the subkey's Number value. This provides a convenient
way to preset a callback number, perhaps as part of amass lgptop ingdlation.

11.7.6.5 Microsoft\Windows\CurrentVersion

A surprisng amount of code originaly developed for Win95 has found its way into
NT 4.0 and ultimately Windows 2000. In fact, Microsoft's eventua god isto unify
the Win9x and NT lines until what's left is anice Win9x interface over the security,
performance, and scaability of NT. To facilitate this merging, Microsoft included a
compatibility key, Microsoft\Windows\CurrentVersion, in the NT 4.0 and Windows
2000 Regigries. This dlows gpplications that use this key on Win95, like Explorer
and Internet Explorer, to run on NT and Windows 2000 systems without modification.

11.7.6.6 Microsoft\Windows NT\CurrentVersion

Much like the Microsoft\Windows subkey which holds information for applications
that were designed to run on Win95 machines, this Windows 2000 subkey contains
subkeys that represent different versions of Windows 2000, NT 4.0 and earlier. Most
notably, the CurrentV erions subkey stores user-specific configuration data for
programs that are designed to run on the latest verson of Windows 2000.

The Microsoft\Windows NT key appears to be a migration of the previous NT key

HK CUWMicrosoft\Windows NT. They both contain subkeys that represent the current
operating system versions (see the next section) and contain Smilar keys and vaues,
with the following Windows 2000 additions:

Event Viewer



Event Viewer isaWindows 2000 MMC snap-in that displays event logs
written to by Windows 2000 applications and services. The Event Viewer
subkey stores information about the configuration of this snap-in.

Extensions
Through Window Explorer (or the Regidiry), you can associate filename
extensons with programs that are run when you open the file. Vaues under
this subkey specify default command line executions for filename extensons
that are not associated with programs.

PrinterPorts

Entries under this subkey contain information about printers, such as name,
driver name, port, and timeout vaue, that the client is connected to.

Task Manager
Task Manager is a performance tool that displays application, process, and
performance information (you've likdly used it if you've ever had to terminate
agpplication that wasn't responding). This subkey contains Task Manager
preferences.

TrueType

This subkey contains information about the display of TrueType fonts.

11.7.7 maHK CUWM icrosoft\Windows NT\CurrentVersion

Thiskey is pretty much amixed bag: it holds user- specific settings that have no home
elsawhere. For example, NT's Server Manager applications store their settingsin a
subkey of Windows NT\CurrentVerson\Network even though they might more
properly live under HK CU\Software\Microsoft\ServerM anager or somesuch.

Devices

The Devices subkey contains one vaue entry for each ingtalled printer on a
system. Apart from that, it doesn't seem to do anything else.

Network
The Event Viewer, Server Manager, and User Manager dl keep their smal
sets of user-gpecific settings here. The only other interesting item isthe
Pers stentConnections subkey, which contains alist of sharesthat NT should
reconnect when the user logsin again.

Program Manager

The entries under thiskey are retained for older gpplications that expect to
find things here.



Windows

Just aswith Program Manager, this key primarily exists for backward
compatibility, especidly with the WOW subsystem.

Winlogon

Alone among the subkeys of Windows NT\CurrentVersion, Winlogon actualy
has three useful values beregth it. They duplicate Smilar entriesin
HKLM\SOFTWAREWMIicrosoft\Windows NT\CurrentV ers on\Winlogon, but
these entries apply only to the currently logged in user.

ParseAutoexec

ThisREG_DWORD specifies whether to parse autoexec.bat when the user
logsin, resulting in the autoexec.bat path statement being appended to the
system path created by Windows NT. 1 (the default) means yes, means no.

ProfileType

Specifiesthe profile type of the current user's profile. A 1 meansit'saloca
profile; other vaues indicate a cached, roaming, or mandatory roaming
profile.

RunLoginScriptSync

If thisREG_DWORD isset to 1, any logon script for this user isrun before
the desktop and shdll are started. Thisisthe default. Setting the value to dlows
the logon script processto run in pardld with the shell asit darts.

11.8 HKCC

HKCC isjust a pointer that links to the current hardware profile a

HKLM\SY STEM \CurrentControl Set\Hardware Profiles (HKLM\SY STEM\Hardware
Profiles\Current on NT). Under Win9x, HKCC is dynamicaly generated and filled

with the list of VxDs and other driversthat are currently active. Snce NT has no
comparable way to load such alist, HKCC exists as a competibility aid.

11.9 HKDD

HKDD exigts primarily as a convenience for software devel opers whose programs
were origindly designed for Win95. Applications written for Windows NT and
Windows 2000 (notably the Performance Monitor) don't get data out of HKDD,;
instead, they use HKEY PERFORMANCE_DATA. However, Win95 code that uses
subkeys of HKDD will till work, sncethe NT family remaps HKDD datainto the
appropriate subkeys dsawhere in the Registry.



Appendix A. User Configuration Group Policy Objects

Chapter 7, detailed the process of creating, managing, and distributing group policy
Settings. However, it's not enough to know how to do these things; you aso have to
know which policy settings exist and what they do--hence this gppendix. The GPO
settings ligted in this appendix appear in the User Configuration node beneath each
domain and loca policy object.

A.1 Administrative Templates
User Configuration\Admi nistrative Tenpl at es

A.1.1 Windows Components
User Configuration\Adnm nistrative Tenpl at es\ Wndows Conponent s

A.1.1.1 NetMeeting

User Configuration\Adm nistrative Tenpl at es\ W ndows
Conponent s\ Net Meet i ng

Enable Automatic Configuration

This palicy configures NetMeeting to download settings from the URL listed
in the Configuration URL text box each time it Sarts.

Disable Directory Services
Controls the directory feature of NetMeeting. If you enable this policy, users
can't log onto adirectory (ILS) server when NetMeeting starts and users can't
view or place cdlsviaaNetMesting directory.

Prevent adding Directory servers

If you enable this policy, users can't add directory (ILS) serversto theligt of
those they can use to place cdls.

Prevent viewing Web directory

If you enable this policy, users can't view directories as web pagesin a
browser.

Set the intranet support Web page

Controls the URL NetMeeting displays when users choose the Help Online
Support command.

Set the NetMeeting home page

Controls the URL NetMeeting displays when users choose the Microsoft
Home Page command under Help Microsoft on the Web.

Set Call Security options



Controls security levels for incoming/outgoing NetMeeting cdls.
Prevent changing Call placement method

Controls how cdls are placed--ether directly or via a gatekeeper server--and
prevents users from changing how cals are placed once the policy is enabled.

Prevent automatic acceptance of Calls
When enabled, this policy stops users from turning on automatic acceptance of
incoming cals, which ensures that other users don't call and connect to
NetMeeting when the user isn't present.

Prevent sending files

When enabled, this policy stops users from sending filesto othersin a
conference.

Prevent receiving files

When enagbled, this policy stops users from receiving files from othersin a
conference.

Limit the size of sent files

This palicy limits the size of files users send to others in a conference.
Disable Chat

Enabling this feature disables NetMeeting's Chat festure.
Disable NetMeeting 2.x Whiteboard

Enabling this feature disables NetMeeting's 2.x whiteboard feature (available
for compatibility).

Disable NetMeeting Whiteboard

Enabling this feature disables NetMesting's T.126 whiteboard festure.

A.1.1.2 Internet Explorer

User Configuration\Adni nistrative Tenpl at es\ W ndows
Conponent s\ | nt ernet Expl orer

Search: Disable Search Customization
Changes the appearance of the Customize button in the Search Assistant so
that it's dimmed. Enabling this policy prevents users from making changes to
the Search Assigtant settings.

Search: Disable Find Files via F3 within the browser



When you enable this feature, users can't use the F3 key to search in Internet
Explorer or Windows Explorer. This policy pertains to Stuations where
adminigtrators want to restrict users from searching the Internet or the hard
disk.

Disable external branding of Internet Explorer

Enabling this policy ensures that third parties (such as 1SPs) can't customize
(or brand) the Internet Explorer and Outlook Express logos and title bars.

Disable importing and exporting of favorites

When you enable this policy, users can't export or import favorite links by
using the Import/Export wizard.

Disable changing Advanced page settings
When you enable this policy, users can't change settings on the Advanced tab
in the Internet Options didog box. This policy prevents users from changing
advanced Internet settings.

Disable changing home page settings

Controls the home page. If you enable this policy, users can't change their
home page.

Use Automatic Detection for dial-up connections

When you enable this policy, Autométic Detection is used automaticaly to
configure did-up settings for users. Automatic Detection customizesthe
browser the firgt time it's started usng a DHCP (Dynamic Host Configuration
Protocol) or DNS (Domain Name System) server.

Disable caching of Auto-Proxy scripts
When you enable this feature, automatic proxy scripts aren't stored in the
users cache. These scriptsinteract with a server to automatically configure
Users proxy settings.

Display error message on proxy script download failure

Enabling this feature ensures that error messages are displayed to users if
problems occur with proxy scripts.

Disable changing Temporary Internet files settings

Controls the browser cache settings. If you enable this policy, users can't
change the browser cache settings such as the location of the Temporary
Internet Files folder. Note that the Disable the Genera page removes the
Generd tab from interface.



Disable changing history settings

Controls the higtory settings. If you enable this policy, users can't change the
history settings for the browser. Note that the Disable the Generd page
removes the Genera tab from interface.

Disable changing color settings

Controls the default web page colors. If you enable this policy, users can't
change the default background and text color of web pages. Note that the
Disable the Generd page removes the Genera tab from interface.

Disable changing link color settings

Controls the color of links on web pages. If you enable this policy, users can't
change the colors of their browser's web links. Note that the Disable the
Genera page removes the Genera tab from interface.

Disable changing font settings

Controls the font settings. If you enable this policy, users can't change the font
setting on their browsers. Note that the Disable the Genera page removes the
Generd tab from interface.

Disable changing language settings

Contrals the language settings. If you enable this palicy, users can't change the
language settings on their browsers. Note that the Disable the General page
removes the Generd tab from interface,

Disable changing accessibility settings

Controls the accessibility settings. If you enable this policy, users can't change
the bility settings on their browsers. Note that the Disable the Generd
page removes the Generd tab from interface.

Disable Internet Connection wizard

Controls the Internet Connection wizard. If you enable this policy, users can't
use the Internet Connection wizard. Note that this policy overlgps with the
Disable the Connections page, which removes the Connections tab from the
interface.

Disable changing connection settings
Controls the connection setting. If you enable this policy, users can't use the
connections settings on their browsers. Note that this policy overlaps with the
Disable the Connections page, which removes the Connections tab from the
interface.

Disable changing proxy settings



Controls the proxy settings. If you enable this policy, users can't change their
proxy settings. Note that this policy overlaps with the Disable the Connections
page, which removes the Connections tab from the interface.

Disable changing Automatic Configuration settings

Controls automatic configuration settings. Adminigtrators can use automatic
configuration to update browser settings periodicdly. If enabled, this policy
prevents users from changing automatic configuration settings. Note that this
policy overlgps with the Disable the Connections page, which removes the
Connections tab from the interface.

Disable changing ratings settings

Controls the ratings that help determine the type of Internet content that can be
viewed. Enabling this policy prevents users from changing these ratings
settings. Note that the Disable the Content page policy removes the Content
tab from Internet Explorer in the Control Panel and takes precedence over this

policy.
Disable changing certificate settings

Controls the certificates that verify the identity of software publishers.

Enabling this policy prevents users from changing the certificate settingsin
Internet Explorer. Note that the Disable the Content page policy removesthe
Content tab from Internet Explorer in the Control Pandl and takes precedence
over thispalicy.

Disable changing Profile Assistant settings

Controls the Profile Assstant settings. If you enable this policy, users can't
change the Profile Assstant settings. The Disable the Content page policy
removes the Content tab from Internet Explorer in the Control Panel and takes
precedence over this policy.

Disable AutoComplete for forms

Enabling this policy disables Internet Explorer's AutoComplete feature. This
features automaticaly completes informeation in formsfor users, such as
names and addresses. Note that the Disable the Content page policy removes
the Content tab from Internet Explorer in the Control Pandl and takes
precedence over this paolicy.

Do not allow AutoComplete to save passwords

If you enable this policy, usernames and passwords aren't completed
automaticaly for users. Additiondly, users can't choose whether or not their
browser remembers passwords automatically. Note that the Disable the
Content page policy removes the Content tab from Internet Explorer in the
Control Pand and takes precedence over this policy.



Disable changing Messaging settings

If you enable this policy, users can't change their default programs for
messaging tasks such as email. Note that the Disable Programs page policy
removes the Programs tab and takes precedence over this policy.

Disable changing Calendar and Contact settings

Controls the default programs for managing schedules and contacts. If you
enable this policy, users can only use the default programs for managing their
schedules and contacts if they default programs are ingtalled.

Disable the Reset Web Settings feature

If you enable this policy, users can't restore their default settings for their
home and search pages. Note that the Disable Programs page policy removes
the Programs tab and takes precedence over this palicy.

Disable changing default browser check

Controls whether Internet Explorer checksto seeif it isthe default browser.
When Internet Explorer performs this check, users are prompted to choose a
default browser. This policy is suggested for companies that want to control
their organization's default browser.

Identity Manager: Prevent users from using Identities

Controls the ability to configure unique identities by using Identity Manager.
Enabling this policy prevents users from creating new identities, managing
exiding identities, or switching identities.

A.1.1.2.1 Internet Control Panel

User Configuration\Adm nistrative Tenpl at es\ W ndows
Conponent s\ | nt er net

Expl orer\Internet Control Panel

Disable the General page

If you enable this palicy, the Generd tab is removed from the Internet Options

diaog box. If you remove the Generd tab, users can't see and change settings

for the home page, the cache, history, web page appearance, and accessbility.
Disable the Security page

If you enable this policy, the Security tab is removed from the Internet Options

diadog box. If you remove the Security tab, users can't see and change settings

for security zones, such as scripting, downloads, and user authentication.

Disable the Content page



If you enable this policy, the Content tab is removed from the Internet Options
didog box. If you remove the Content tab, users can't see and change ratings,
certificates, AutoComplete, Wallet, and Profile Assistant settings.

Disable the Connections page

If you enable this palicy, the Connections tab is removed from the Internet
Options dialog box. If you remove the Connections tab, users can't see and
change connection and proxy settings.

Disable the Programs page

If you engble this palicy, the Programs tab is removed from the Internet
Options diaog box. If you remove the Connections tab, users can't see and
change default settings for Internet programs.

Disable the Advanced page

If you enable this policy, the Advanced tab is removed from the Internet
Options diaog box. If you remove the Connections tab, users can't see and
change advanced Internet settings, such as security, multimedia, and printing.

A.1.1.2.2 Offline Pages

User Configuration\Adnm nistrative Tenpl at es\ W ndows
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Disable adding channels

If you enable this policy, users can't add channds to Internet Explorer or or
content that's based on a channd to their desktop. Channels are web Sites that
are updated automatically by channd providers for users who have added the
channd to their web browsers.

Disable removing channels

If you enable this policy, users can't disable channe synchronization in

Internet Explorer. Channels are web Stesthat are updated automaticaly by
channd providers for users who have added the channel to their web browsers.
This policy is recommended for administrators who wish to ensure that users
computers are being updated uniformly.

Disable adding schedules for offline pages
If you enable this policy, users can't specify web pages for offline viewing or
add new schedules for downloading offline content. This policy helps
administrators who wish to control their server load for downloading content.

Disable editing schedules for offline pages

If you enable this palicy, users can't edit an exigting schedule to download
web pages for offline viewing or display the schedule properties of pages that



have been set up for offline viewing. This policy helps adminigtrators that
wish to control their server load for downloading content.

Disable removing schedules for offline pages

If you enable this policy, users can't clear the preconfigured settings for web
pages to be downloaded for offline viewing. It helps administrators who wish
to control their server load for downloading content.

Disable offline page hit logging

Enabling this policy disables any channd logging settings set by channd
providersin the channd definition format (.cdf ) file this prevents channel
providers from recording information about when their channd pages are
viewed by userswho are working offline.

Disable all scheduled offline pages

Enabling this policy disables existing schedules for downloading web pages
for offline viewing. This policy helps administrators who wish to control their
server load for downloading content. Note that the Hide Favorites Menu
policy takes precedence over this palicy.

Disable channel user interface completely

If you enable this policy, users can't view the Channd bar interface. Channels
are web Stes updated automatically by channd providers for users who have
added the channd to their web browsers.

Disable downloading of site subscription content

If you enable this policy, subscription content from sSites users have subscribed
to aren't downloaded. Note that the Hide Favorites Menu policy and the
Disable editing schedules for offline pages policy takes precedence over this

policy.
Disable editing and creating of schedule groups

If you enable this policy, users can't add, edit, or remove schedules for offline
viewing of web pages and groups of web pages they've subscribed to. Note
that the Hide Favorites Menu policy and the Disable editing schedules for
offline pages policy takes precedence over this policy.

Subscription Limits
Contrals the amount of information downloaded for offline viewing. Enabling

this policy lets you set limits for the size and number of pages users can
download.

A.1.1.2.3 Browser Menus
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File menu: Disable Save As... menu option

If you endble this policy, users can't save web pages from the browser File
menu to their hard disk or to anetwork share. Note that this policy takes
precedence over the File Menu: Disable Save As Web Page Complete policy.

File menu: Disable New menu option

If you enable this policy, users can't use the File menu to open anew browser.
While the File menu user interface remains the same, the New menu item
doesn't work for users; they are informed that the command is not available to
them.

File menu: Disable Open menu option

If you enable this policy, users can't open afile or web page by using the File
menu in Internet Explorer. While the File-menu user interface remainsthe
same, the Open menu item won't work for users; they are informed the
command isn't available to them.

File menu: Disable Save As Web Page Complete
If you enable this policy, users can't save the entire contents of aweb page,
including graphics, scripts, linked files, and other ements. Users can save
content from aweb page.

File menu: Disable closing the browser and Explorer windows
If you enable this policy, users can't close Internet Explorer and Windows
Explorer from ether the File menu or the X (close) button in the upper-right
corner of the interface.

View menu: Disable Source menu option
If you enable this policy, users can't view the HTML source of web pages by
clicking the Source command on the View menu. In order to prevent users
from viewing source code a dl, aso refer to the Disable context menu policy.

View menu: Disable Full Screen menu option
If you enable this policy, users can't display their browsersin full-screen
(kiosk) mode, without the standard toolbar. This palicy is useful for
organizations with many beginning users, because using the browser without
the toolbar can be confusing for beginners.

Hide Favorites menu



If you enable this policy, users can't add, remove, or edit the list of Favorite
links. This policy is useful for organizations that wish to keep aconastent list
of Favorites across their company.

Tools menu: Disable Internet Options... menu option
If you enable this palicy, users can't open the Internet Options dialog box from
the Tools menu in Internet Explorer. This prevents users from changing
options such as default home page, cache size, and connection and proxy
settings from the Tools menu.

Help menu: Remove "Tip of the Day" menu option

If you enable this policy, users can't view or change the Tip of the Day; the
Tip of the Day command is removed from the Help menu.

Help menu: Remove "For Netscape Users" menu option
If you enable this policy, tips for users who are switching from Netscape aren't
displayed. This policy doesn't remove the tips for Netscape users from the
Internet Explorer Help file.

Help menu: Remove "Tour" menu option
If you enable this policy, users can't run the Internet Explorer Tour from the
Help menu in Internet Explorer; the Tour menu item is removed from the Help
menu.

Help menu: Remove "Send Feedback™" menu option
If you enable this policy, users can't send feedback to Microsoft by clicking
the Send Feedback menu item on the Help menu; the Send Feedback menu
item is removed from the Help menul.

Disable Context menu
If you enable this palicy, users don't see context menus when they right-click
their mouse while using the browser. This policy is useful if you need to make
certain that users don't run commands you have removed from other parts of
the interface.

Disable Open in New Window menu option
If you enable this palicy, users can't open alink in anew browser window. In
order to prevent users from opening new browser windows further, also refer
to the File menu: Disable Menu option policy.

Disable Save this program to disk option

If you enable this policy, users can't save files or programs to the hard disk
Internet Explorer has downloaded.



A.1.1.2.4 Toolbars
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Disable customizing browser toolbar buttons

Controls the buttons that appear on the Internet Explorer and Windows
Explorer stlandard toolbars. For more information on toolbar policies, refer to
the Disable customizing browser toolbars policy.

Disable customizing browser toolbars

Controls which toolbars are displayed in Internet Explorer and Windows
Explorer. For more information on toolbar policies, refer to the Disgble
customizing browser toolbar buttons policy.

Configure Toolbar Buttons

Controls which buttons are displayed on the standard toolbar in Internet
Explorer. This policy alows you to sdlect the buttons that are displayed on the
toolbar by checking or clearing a checkbox for each button.

A.1.1.2.5 Persistance Behavior
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Expl or er\ Per si st ance Behavi or

File size limits for Local Machine zone

Controls the amount of storage a page or site using the DHTML Persstence
behavior can use for the Loca Computer security zone. This policy dlowsyou
to set the persstence storage amount per domain or per document for this
Security zone.

File size limits for Intranet zone

Controls the amount of storage a page or Site using the DHTML Persistence
behavior can use for the Loca Intranet security zone. This policy dlows you
to set the pergstence storage amount per domain or per document for this
Security zone.

File size limits for Trusted Sites zone
Controls the amount of storage a page or Ste using the DHTML Persistence
behavior can use for the Trusted Sites security zone. This policy dlows you to
st the pergstence storage amount per domain or per document for this
Security zone.

File size limits for Internet zone

Controls the amount of storage a page or Site using the DHTML persistence
behavior can use for the Internet security zone. This policy dlows you to set



the persistence storage amount per domain or per document for this security
zone.

File size limits for Restricted Sites zone

Controls the amount of storage apage or Site using the DHTML Persistence
behavior can use for the Restricted Sites security zone. This policy alows you
to set the pergstence storage amount per domain or per document for this
Security zone.

A.1.1.2.6 Administrator Approved Controls
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Databinding
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RDS

This policy alows web devel opers to move data from a server to aclient
gpplication or web page, manipulate the data on the client, and return updates
to the server in asingle round trip. If you enable this policy, it gives
adminigtrator approval to the Remote Data Service (RDS) ActiveX control.

TDC

This policy dlows datato be disolayed in a ddimited text file within tables or
within aform and dlows data to be sorted and filtered by the browser without
interaction with the web server. Y ou can run this control in security zones
where you specify that adminigtrator-approved controls can be run if you
endble thispalicy.

XML

This policy marks the Extensble Markup Language (XML) Data Source
Object as administrator-approved. This control enables developers to use data
binding functiondity in Dynamic HTML to connect to XML dataand provide
ittoan HTML page. If you enable this palicy, you can run this control in
security zones where you specify that administrator-approved controls can be
run.

Internet Explorer
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Active Setup

Enabling this policy marks Active Setup ActiveX control as adminisirator-
approved. If aconnection islost during setup, Active Setup recovers the setup



process. If you enable this palicy, you can run this control in security zones
where you specify that administrator-approved controls can be run.

Media Player

Enabling this policy marks Media Player ActiveX control as adminisirator-
approved. Sounds, videos, and other media are made possible by the use of
this contral.

Extras

Enabling this policy marks this group of Microsoft ActiveX controls (the
Extras) that extend browser functiondity as administrator-approved. If you
enable this palicy, you can run this control in security zones where you specify
that administrator-approved controls can be run.

Menu Controls

Enabling this policy marks a set of Microsoft ActiveX controls used to
manipulate pop-up menus in the browser as administrator-approved.

Microsoft Agent

Enabling this policy marks the Microsoft Agent ActiveX control as
adminigrator-gpproved. If you enable this policy, you can run this control in
security zones where you specify that administrator-approved controls can be
run.

Microsoft Chat

Enabling this policy marks the Microsoft Chat ActiveX control as
adminigrator-gpproved. Web authors can use this control to build text- and
graphica-based Chat communities for red-time conversations on the Web. If
you engble this palicy, you can run this control in security zones where you
specify that administrator-approved controls can be run.

Webpost

Enabling this policy marks the WebPost ActiveX control as adminigtrator-
approved. This control enables adminigtrators to post web content to web
servers and is based on the Web Publishing wizard. If you enable this policy,
you can run this control in security zones where you specify that
adminigrator-approved controls can be run.

MSN
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Cache Preloader



Enabling this policy marks the Microsoft Network (MSN) Cache Prel oader
ActiveX control as adminigtrator-approved. This control enables
administrators to load aweb page into the user's cache before the user viewsiit.

Carpoint

Install

Enabling this policy marks the Microsoft Network (MSN) Carpoint automatic
pricing control as administrator-approved. Users come to the Carpoint web
gte to get information about vehicles and shop for vehicles. This control
enables users to benefit from enhanced pricing functionality on the Carpoint
web site.

Enabling this policy marks the Microsoft Network (MSN) Ingtal controls as
adminigrator-approved. Microsoft Network (MSN) Install controlsingall and
manage MSN services.

Investor

Enabling this policy marks Microsoft Network (MSN) Investor controls as
adminigrator-agpproved. Users can view updated lists of stocks on their web
pages with Microsoft Network (MSN) Investor controls. If you enable this
palicy, you can run this control in security zones where you specify that
adminigrator-approved controls can be run.

MSNBC

Music

Enabling this policy marks MSNBC controls as administrator-approved. Users
will benefit from enhanced browsing of news reports on the MSNBC web site
with MSNBC contrals. If you enable this policy, you can run this control in
Security zones where you specify that administrator-approved controls can be
run.

Enabling this policy marks Microsoft Network (MSN) music controls as
adminigrator-gpproved. Users benefit from enhanced music services on the
MSN web site with Microsoft Network (M SN) music contrals. If you enable
this policy, you can run this control in security zones where you specify that
adminigrator-approved controls can be run.

Quick View Access

Enabling this policy marks Quick View Access control as adminigtrator-
approved. Quick View Access displays the number of email messages a user
has received on the user's taskbar and provides quick accessto MSN sites. If
you enable this palicy, you can run this control in security zones where you
specify that administrator-approved controls can be run.



A.1.1.3 Windows Explorer
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Enabling this policy prevents users from using Active Desktop, Web view,
and thumbnail views. The interface resembles and operates as Windows NT
4.0 does.

Remove the Folder Options menu item from the Tools menu
Enabling this policy prevents users from using the Folder Options didog box,
which in turn prevents them from setting the properties of Windows Explorer,
including Active Desktop and Web view.

Remove File menu from Windows Explorer

Enabling this policy prevents users from using File menu but doesn't prevent
users from performing File menu tasks run with other methods.

Remove "Map Network Drive" and "Disconnect Network Drive"
Enabling this policy prevents users from connecting to other computers or
closng exiging connections from Windows Explorer or My Network Places.
Note that users can still connect to other computers by typing the name of a
shared folder in the Run diaog box.

Remove Search button from Windows Explorer

Enabling this policy removes the Search button from Windows Explorer
toolbar in dl the places the Windows Explorer toolbar is used.

Disable Windows Explorer's default context menu

If you enable this policy, users can't see or use shortcut menus when they
right-click on their desktop or in Windows Explorer.

Hides the Manage item on the Windows Explorer context menu

If you enable this palicy, users can't see or use the Manage item in the
Windows Explorer context menu when they right-click Windows Explorer or
My Computer.

Only allow approved Shell extensions
If you enable this policy, Windows starts only user interface extensions the
systemn security or the users have gpproved. Adminigtratorsinterested in
protecting their system from damage caused by programs that don't operate
correctly or are intended to cause harm may beinterested in using this policy.

Do not track Shell shortcuts during roaming



Controls whether or not Windows 2000 traces shortcuts back to their sources
when it can't find the target on the user's system. If enabled, this policy
prevents the system from searching for the origina path when it can't find the
target file in the current target path.

Hide these specified drives in My Computer

If you enable this policy, selected hard drives are removed from My
Computer, Windows Explorer, and My Network Places and the drive letters
representing the selected drives don't gppear in the standard Open diaog.

Prevent access to drives from My Computer

If you enable this policy, users can't gain access to the content of selected
drives through My Computer. Users aren't prevented from using programs to
access local and network drives or from using the Disk Management snap-in
to view and change drive characterigtics.

Hide Hardware tab

Enabling this policy removes the Hardware tab from the Mouse, Keyboard,
Sounds and Multimediain Control Pandl, and from the Properties did og box

for dl loca drives.
Disable Ul to change menu animation setting

Controls the Hide keyboard navigation indicators until the ALT key optionin
Display in Control Pandl is used. If you engble this palicy, the underlining that
indicates a keyboard shortcut character (hot key) doesn't appear on menus
until you pressALT.

Disable Ul to change keyboard navigation indicator setting

Enabling this policy marks Media Player ActiveX control as adminisirator-
approved. Sounds, videos, and other media are enabled with this control.

Disable DFS tab

When you enable this palicy, the Digtributed File System tab is removed from
Windows Explorer and from other programs that use the Windows Explorer
browser, such as My Compuiter.

No "Computers Near Me" in My Network Places

If you enable this policy, computers in the user's workgroup and domain are
removed from lists of network resources in Windows Explorer and My
Network Places. Note that users can still connect to computersin their
workgroup and domain with other methods, such astyping the share namein
the Run diadlog box or using the Map Network Drive dialog box.

No "Entire Network" in My Network Places



If you enable this policy, computers outside the user's workgroup and domain
are removed from lists of network resourcesin Windows Explorer and My
Network Places. Note that users can still connect to computersin their
workgroup and domain with other methods, such astyping the share namein
the Run didog box or using the Map Network Drive didog box.

Maximum number of recent documents

Controls the number of shortcuts displayed in the Documents menu on the
Start menu. Note that the system displays 15 documents by default.

Do not request alternate credentials

If you enable this palicy, users can't submit dternate logon credentids to
ingal aprogram.

Request credentials for network installations

Controls whether or not users are prompted for dternate logon credentials
during network-based ingdlations. If you enable this policy, alnstal Program
As Other User didog box is diolayed when files are being ingtaled.

A.1.1.3.1 Common Open File Dialog
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Hide the common dialog places bar

If you enable this policy, the shortcut bar is removed from the Open didog
box. Adminigtrators can use this policy to remove new features added in
Windows 2000, which causes the Open didog box to resemble the Open
dialog box in Windows NT 4.0 and earlier versons.

Hide the common dialog back button

If you engble this policy, the Back button is removed from the Open diadog
box. Adminigtrators can use this policy to remove new features added in
Windows 2000, which causes the Open diaog box to resemble the Open
didog box in Windows NT 4.0 and earlier versons.

Hide dropdown list of recent files

If you enable this palicy, the list of most recently used filesis removed from
the Open didog box. Adminigtrators can use this policy to remove new
features added in Windows 2000, which causes the Open dialog box to
resemble the Open diaog box in Windows NT 4.0 and earlier versions.

A.1.1.4 Microsoft Management Console
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Restrict the user from entering author mode

If you enable this policy, users can't enter author mode. This includes opening
the MMC in author mode, opening console files in author mode, and opening
any consolefiles that open in author mode by defaullt.

Restrict users to the explicitly permitted list of snap-ins

If you enable this policy, you can permit the use of Microsoft Management
Console (MMC) snap-ins on asdect bass, which you determine, or not at dl.
If you donit enable this policy, users can access al snap-ins.

A.1.1.4.1 Restricted/Permitted snap-ins
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Active Directory Users and Computers

Controls use of this sngp-in. This palicy is affected by the setting of the
Redtrict usersto the explicitly permitted list of sngp-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explictly permitted list of snap-ins policy and not configuring any of the
policiesin thisfolder.

Active Directory Domains and Trusts

Controls use of this sngp-in. This palicy is affected by the setting of the
Redtrict users to the explicitly permitted list of sngp-ins policy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policesin thisfolder.

Active Directory Sites and Services

Controls use of this snap-in. Thispalicy is affected by the setting of the
Redtrict usersto the explicitly permitted list of snap-ins policy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin this folder.

Certificates

Controls the use of this sngp-in. This policy is affected by the setting of the
Redtrict usersto the explicitly permitted list of sngp-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Restrict usersto the
explictly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

Computer Management



Controls the use of this sngp-in. This policy is affected by the setting of the
Restrict usersto the explicitly permitted list of sngp-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

DCOM Config

Controls the use of this sngp-in. This policy is affected by the setting of the
Redtrict usersto the explicitly permitted list of sngp-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Restrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

Device Manager

Controls the use of this sngp-in. This palicy is affected by the setting of the
Redtrict usersto the explicitly permitted list of sngp-ins policy. Youcan
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

Disk Management

Controls the use of this sngp-in. This palicy is affected by the setting of the
Redtrict users to the explicitly permitted list of sngp-ins policy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

Disk Defragmenter

Controls the use of this sngp-in. This palicy is affected by the setting of the
Redtrict usersto the explicitly permitted list of snap-ins policy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin this folder.

Distributed File System

Controls the use of this sngp-in. This policy is affected by the setting of the
Restrict usersto the explicitly permitted list of sngp-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

Event Viewer

Controls the use of this sngp-in. This palicy is affected by the setting of the
Redtrict users to the explicitly permitted list of sngp-inspalicy. You can



prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of snap-ins policy and not configuring any of the
policiesin thisfolder.

FAX Service

Controls the use of this sngp-in. This palicy is affected by the setting of the
Redtrict users to the explicitly permitted list of sngp-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policesin thisfolder.

Indexing Service

Controls the use of this sngp-in. This policy is affected by the setting of the
Redtrict usersto the explicitly permitted list of sngp-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

Internet Authentication Service (IAS)

Controls the use of this sngp-in. This policy is affected by the setting of the
Redtrict usersto the explicitly permitted list of snap-ins policy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

IAS Logging

Controls the use of this sngp-in. This policy is affected by the setting of the
Restrict usersto the explicitly permitted list of sngp-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

Internet Information Services

Controls the use of this sngp-in. This palicy is affected by the setting of the
Redtrict users to the explicitly permitted list of sngp-ins policy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explictly permitted list of snap-ins policy and not configuring any of the
policiesin thisfolder.

IP Security

Controls the use of this sngp-in. This palicy is affected by the setting of the
Redtrict usersto the explicitly permitted list of sngp-ins policy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the



explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

Local Users and Groups

Controls the use of this sngp-in. This policy is affected by the setting of the
Redtrict usersto the explicitly permitted list of sngp-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

Performance Logs and Alerts

Controls the use of this sngp-in. This palicy is affected by the setting of the
Redtrict users to the explicitly permitted list of sngp-inspalicy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policesin thisfolder.

QoS Admission Control

Controls the use of this sngp-in. This policy is affected by the setting of the
Redtrict usersto the explicitly permitted list of sngp-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

Removable Storage Management

Controls the use of this sngp-in. This policy is affected by the setting of the
Redtrict usersto the explicitly permitted list of snap-ins policy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

Routing and Remote Access

Controls the use of this sngp-in extenson. This palicy is affected by the setting
of the Restrict usersto the explicitly permitted list of snap-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

Security Configuration and Analysis

Controls the use of this sngp-in. This palicy is affected by the setting of the
Redtrict users to the explicitly permitted list of sngp-inspalicy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explictly permitted list of snap-ins policy and not configuring any of the
policiesin thisfolder.



Security Templates

Controls the use of this sngp-in. This policy is affected by the setting of the
Redtrict usersto the explicitly permitted list of sngp-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

Services

Controls the use of this sngp-in. Thispalicy is afected by the setting of the
Redtrict users to the explicitly permitted list of sngp-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policesin thisfolder.

Shared Folders

Controls the use of this sngp-in. This policy is affected by the setting of the
Redtrict usersto the explicitly permitted list of sngp-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Regtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin this folder.

System Information

Controls the use of this sngp-in. This policy is affected by the setting of the
Redtrict usersto the explicitly permitted list of sngp-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Restrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

Telephony

Controls the use of this sngp-in. This palicy is affected by the setting of the
Redtrict usersto the explicitly permitted list of sngp-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

Extension snap-ins
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AppleTalk Routing

Controls the use of this sngp-in extenson. This palicy is affected by the setting
of the Redtrict usersto the explicitly permitted list of snap-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of snap-ins policy and not configuring any of the
policiesin thisfolder.



Certification Authority

Controls the use of this sngp-in extenson. This palicy is affected by the setting
of the Redtrict usersto the explicitly permitted list of snap-ins policy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

Component Services

Controls the use of this sngp-in extension. This policy is affected by the setting
of the Redtrict users to the explicitly permitted list of snagp-inspalicy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policesin thisfolder.

Connection Sharing (NAT)

Controls the use of this sngp-in extensgon. This policy is affected by the setting
of the Redtrict usersto the explicitly permitted list of snap-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin this folder.

Device Manager

Controls the use of this snagp-in extenson. This policy is affected by the setting
of the Redtrict usersto the explicitly permitted list of snap-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Restrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

DHCP Relay Management

Controls the use of this sngp-in extenson. Thispalicy is affected by the setting
of the Restrict usersto the explicitly permitted list of snap-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

Event Viewer

Controls the use of this sngp-in extenson. This palicy is affected by the setting
of the Regtrict users to the explicitly permitted list of sngp-inspalicy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

IGMP Routing



Controls the use of this sngp-in extensgon. This palicy is affected by the setting
of the Redtrict usersto the explicitly permitted list of snap-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted ligt of snap-ins policy and not configuring any of the
policiesin thisfolder.

IP Routing

Controls the use of this sngp-in extenson. This policy is affected by the setting
of the Redtrict usersto the explicitly permitted list of snap-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Restrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

IPX RIP Routing

Controls the use of this sngp-in extenson. This policy is affected by the setting
of the Restrict usersto the explicitly permitted list of snap-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

IPX Routing

Controls the use of this sngp-in extenson. This palicy is affected by the setting
of the Redtrict usersto the explicitly permitted list of snagp-inspalicy. You can
prohibit users from accessing any sngp-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

IPX SAP Routing

Controls the use of this sngp-in extengon. This policy is affected by the setting
of the Redtrict usersto the explicitly permitted list of snap-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policdesin this folder.

Logical and Mapped Drives

Controls the use of this sngp-in extenson. This policy is affected by the setting
of the Redtrict usersto the explicitly permitted list of snap-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Restrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

OSPF Routing

Controls the use of this sngp-in extenson. Thispalicy is affected by the setting
of the Restrict users to the explicitly permitted list of sngp-inspalicy. You can



prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

Public Key Policies

Contralsthe use of this sngp-in extenson. This palicy is affected by the setting
of the Redtrict usersto the explicitly permitted list of snagp-inspalicy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of snap-ins policy and not configuring any of the
policesin thisfolder.

RAS Dialin - User Node

Controls the use of this sngp-in extensgon. This policy is affected by the setting
of the Redtrict usersto the explicitly permitted list of snap-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

Remote Access

Controls the use of this sngp-in extenson. This policy is affected by the setting
of the Redtrict usersto the explicitly permitted list of snap-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Restrict usersto the
explicitly permitted list of sngp-ins palicy and not configuring any of the
policiesin thisfolder.

Removable Storage

Controls the use of this sngp-in extenson. This palicy is affected by the setting
of the Redtrict usersto the explicitly permitted list of snap-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

RIP Routing

Controls the use of this sngp-in extenson. This policy is affected by the setting
of the Redtrict usersto the explicitly permitted list of snagp-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policesin thisfolder.

Routing

Controls the use of this sngp-in extengon. This policy is affected by the setting
of the Redtrict usersto the explicitly permitted list of snap-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the



explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

Send Console Message

Controls the use of this sngp-in extenson. This policy is affected by the setting
of the Redtrict usersto the explicitly permitted list of snap-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

Service Dependencies

Contralsthe use of this sngp-in extenson. This paolicy is affected by the setting
of the Redtrict users to the explicitly permitted list of snagp-inspalicy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of snap-ins policy and not configuring any of the
policesin thisfolder.

SMTP Protocol

Controls the use of this sngp-in extensgon. This policy is affected by the setting
of the Redtrict usersto the explicitly permitted list of snap-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

SNMP

Controls the use of this sngp-in extengon. This policy is affected by the setting
of the Redtrict usersto the explicitly permitted list of snap-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

System Properties

Controls the use of this sngp-in extenson. This palicy is affected by the setting
of the Redtrict usersto the explicitly permitted list of snap-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

Group Policy

User Configuration\Adnm nistrative Tenpl at es\ W ndows

Conmponent s\ M crosof t

Managenment Consol e\ Restricted/ Pernmitted snap-ins\ G oup Policy
Group Policy shap-in

Controls the use of this sngp-in extenson-alows or prohibits use of the Group
Policy sngp-in. This palicy is affected by the setting of the Redtrict usersto the



explicitly permitted ligt of snap-ins policy. Y ou can prohibit usersfrom
accessing any snap-ins by enabling the Redtrict usersto the explicitly
permitted list of sngp-ins policy and not configuring any of the policiesin this
folder.

Group Policy Tab for Active Directory Tools

Allows or prohibits use of Adminigtrative Templates (Computers) Group
Policy folder. This policy is affected by the setting of the Restrict usersto the
explicitly permitted list of sngp-ins policy. Y ou can prohibit usersfrom
accessing any snap-ins by enabling the Redtrict usersto the explicitly
permitted list of snap-ins policy and not configuring any of the paliciesin this
folder.

Administrative Templates (Computers)

Allows or prohibits use of the Group Policy Tab for Active Directory Tools.
This palicy is affected by the setting of the Restrict usersto the explicitly
permitted list of snap-ins policy. Y ou can prohibit users from accessng any
snap-ins by enabling the Redtrict usersto the explicitly permitted list of snap-
ins policy and nat configuring any of the policiesin thisfolder.

Administrative Templates (Users)

Allows or prohibits use of the Adminigtrative Templates (Users) Group Policy
folder. Thispalicy is affected by the setting of the Redtrict usersto the
explicitly permitted list of snap-ins policy. Y ou can prohibit usersfrom
accessing any snap-ins by enabling the Redtrict usersto the explicitly
permitted list of snap-ins policy and not configuring any of the paliciesin this
folder.

Folder Redirection

Allows or prohibits use of the Group Policies that use the Folder Redirection
dient-side extenson. This palicy is affected by the setting of the Restrict users
to the explicitly permitted list of snap-inspoalicy. Y ou can prohibit users from
accessing any snap-ins by enabling the Redtrict usersto the explicitly
permitted list of sngp-ins policy and not configuring any of the policiesin this
folder.

Remote Installation Services

Allows or prohibits use of the Group Policies that use the Remote Ingtalation
Services dlient-gde extenson. This policy is affected by the setting of the
Redtrict usersto the explicitly permitted list of sngp-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Restrict usersto the
explictly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

Scripts (Logon/Logoff)



Allows or prohibits use of the Group Policies that use the LogorvL ogoff
Scripts client-Sde extenson. This policy is affected by the setting of the
Redtrict usersto the explicitly permitted list of sngp-inspolicy. You can
prohibit users from accessing any snap-ins by enabling the Restrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

Scripts (Startup/Shutdown)

Allows or prohibits use of the Group Palicies that use the Startup/Shutdown
Scripts client-sde extenson. This policy is afected by the setting of the
Redtrict users to the explicitly permitted list of sngp-ins policy. You can
prohibit users from accessing any snap-ins by enabling the Redtrict usersto the
explicitly permitted list of sngp-ins policy and not configuring any of the
policiesin thisfolder.

Security Settings

Allows or prohibits use of the policiesin the Security Settings folder in Group
Policy. This policy is affected by the setting of the Restrict usersto the
explicitly permitted list of sngp-ins policy. Y ou can prohibit users from
accessing any snap-ins by enabling the Restrict usersto the explicitly
permitted list of sngp-ins policy and not configuring any of the policiesin this
folder.

Software Installation (Computers)

Allows or prohibits use of paliciesin the Software Ingalation (Computers)
folder in Group Policy. Thispalicy is affected by the setting of the Restrict
usersto the explicitly permitted list of snap-ins policy. Y ou can prohibit users
from accessing any sngp-ins by enabling the Redtrict usersto the explicitly
permitted list of sngp-ins policy and not configuring any of the paliciesin this
folder.

Software Installation (Users)

Allows or prohibits use of policiesin the Software Ingtalation (Users) folder
in Group Policy. This policy is affected by the setting of the Redtrict usersto
the explicitly permitted list of sngp-ins policy. Y ou can prohibit users from
accessng any sngp-ins by enabling the Redtrict usersto the explicitly
permitted list of snap-ins policy and not configuring any of the policiesin this
folder.

A.1.1.5 Task Scheduler

User Configuration\Adm nistrative Tenpl at es\ Wndows Conponent s\ Task
Schedul er

Hide Property Pages

When this policy is enabled, users can't view or change the properties of an
exiging task, which smplifies task creetion for beginning users. These



properties may include the program the task runs, details of its schedule, idie
time and power management settings, and its security context. Note that this
policy appearsin both the Computer Configuration and User Configuration
folders, but the Computer Configuration folder takes precedence.

Prevent Task Run or End

When this policy is enabled, users can't start or stop tasks manually. This
means that users can't force tasks to end before they are finished or start tasks
manualy. Note that this policy gppearsin both the Computer Configuration
and User Configuration folders, but the Computer Configuration folder takes
precedence.

Disable drag-and-drop

When you enable this policy, users can't use the drag-and-drop method to add
or remove tasks in the Scheduled Tasks folder.

Disable New Task Creation

When you enable this palicy, users can't create new tasks. Thispolicy also
prevents the system from responding when users try to move, paste, or drag
programs or documentsinto the Scheduled Tasks folder. Note that this policy
appearsin both the Computer Configuration and User Configuration folders,
but the Computer Configuration folder takes precedence.

Disable Task Deletion

When you enable this policy, users can't delete tasks from the Scheduled
Tasks folder. Additiondly, the system doesn't respond if userstry to cut or
drag atask from the Scheduled Tasks folder. Note that this policy appearsin
both the Computer Configuration and User Configuration folders, but the
Computer Configuration folder takes precedence.

Disable Advanced Menu

When this policy is enabled, users can't view or change the properties of
newly created tasks, which smplifies task crestion for beginning users. These
properties may include the program the task runs, details of its schedule, idle
time and power management settings, and its security context. Note thet this
policy appearsin both the Computer Configuration and User Configuration
folders, but the Computer Configuration folder takes precedence.

Prohibit Browse

When this policy is enabled, users newly scheduled tasks are limited to items
on the user's Start menu, and users can't change the scheduled program for
exigting tasks. Note that this policy appearsin both the Computer
Configuration and User Configuration folders, but the Computer
Configuration folder takes precedence.



A.1.1.6 Windows Installer

User Configuration\Adni nistrative Tenpl at es\ W ndows
Conmponent s\ W ndows | nstaller

Always install with elevated privileges

Enabling this policy directs Windows Ingdler to use sysem permissons

when it ingals any program on the syslem. Thisalows a user to inddll
programs that require access to directories the user may not have permission to
view or change. Note that this policy appearsin both the Computer
Configuration and User Configuration folders; the policy must be enabled in
both folders to make the policy effective.

Search order

This policy alows you to set the order Windows Ingtaller usesto search the
ingallation files. Note that Windows Ingtaler searches the network firg, then
removable media (floppy drive, CD-ROM, or DVD), and finaly, the Internet
(URL) by defaullt.

Disable rollback

When this palicy is enabled, Windows Ingtaler doesn't generate and save the
filesit needsto reverse an interrupted or unsuccessful ingtdlation; it's unable
to record the origind state of the computer. This policy reduces the amount of
temporary disk space required to indall programs.

Disable media source for any install

When this policy is enabled, users can't ingdl programs from removable
mediaincluding CD-ROMSs, floppy disks, and DVDs. If you enable this
policy, it continues to run when the ingalaion is running in the user's security
context.

A.1.2 Start Menu & Taskbar

User Configuration\Adm nistrative Tenplates\Start Menu & Taskbar
Remove user's folders from the Start Menu

When you enable this policy, users can't see the user-specific (top) section of
the Start menu. This policy works best with redirected folders, because they
appear on the main (bottom) section of the Start menu. Removing them from
the top of the Start menu means that users don't see them twice in the Start
menu, which can be confusing.

Disable and remove links to Windows Update

When you enable this policy, users can't connect to the Windows Update web
gte. The Windows Update web ste is the online extension of Windows. The
Ste provides software updates to keep a user's system up to date in addition to
other information.



Remove common program groups from Start Menu

This policy removes itemsin the All Users profile from the Programs menu on
the Start menu. If you enable this policy, users see only itemsin the user's
profile in the Programs menu.

Remove Documents menu from Start Menu

When you enable this policy, users can't access the Documents menu from the
Start menu; it's removed. This prohibits users from opening recently used files

Disable programs on Settings menu

Controls the user's ability to run Control Pand, Printers, and Network and
Did-up Connections. If you enable this palicy, the Control Pand, Printers, and
Network and Dia-up Connections are removed from My Computer and
Windows Explorer, and programs represented by these folders won't run.

Remove Network and Dial-up Connections from Start Menu

Controls the user's ahility to run Network and Did-up Connections. If you
enable this policy, users can't utilize Network and Dia-up Connections.

Remove Favorites menu from Start Menu

Controls the Favorites menu on the Start menu. The Favorites menu doesn't
gopear on the Start menu by default; if you enable this policy users can't add it
manually.

Remove Search menu from Start Menu
If you enable this policy, the Search item on the Start menu and some
Windows Explorer search ements are removed or disabled. Additionaly,
userswon' get aresponse if they press the Application key (the key with the
Windows logo) + F.

Remove Help menu from Start Menu

If you enable this palicy, the Help menu is removed from the Start menu only;
it isn't removed or affected in other locations.

Remove Run menu from Start Menu

If you enable this palicy, the Run command is removed from the Start menu,
and the New Task (Run) command is removed from Task Manager.

Add Logoff to the Start Menu
This policy adds the Log Off <username> item to the Start menu and prevents

users from removing it. Be aware thet this policy affects only the Start menu;
it doesn't affect the Log Off item on the Windows Security diaog box.



Disable Logoff on the Start Menu

Enabling this policy removesthe Log Off <username> item from the Start
menu and the Display Logoff item from Start Menu Options. Also, users can't
restore the Log Off <username> item.

Disable and remove the Shut Down command

When you enable this palicy, users can't shut down or restart Windows. This
policy doesn't prevent users from running other programs to shut Windows
down, but it does prevent them from using the Windows interface to shut
down.

Disable drag-and-drop context menus on the Start Menu
When you enable this policy, users can't reorder or remove items from the
Start menu using the drag-and-drop method. This policy adso removes the
context menus from the Start menu. Users can use other means to customize
the Start menu or to perform context menu tasks.

Disable changes to Start Menu & Taskbar Settings
Enabling this policy removes the Start Menu & Taskbar item from Settings on
the Start menu and prevents users from opening the Taskbar Properties dialog
box.

Disable context menu for taskbar

This policy diminates the menus that appear when you right-click the taskbar
and items on the taskbar for users.

Do not keep history of recently opened documents
If you enable this palicy, the system doesn't save shortcuts to the Documents
menu. Users use these shortcuts to quickly open their most recently used
documents.

Clear history of recently opened documents on exit
Controls whether the system deletes the contents of the Documents menu on
the Start menu when the user logs off. If you enable this policy, users will
have an empty documents menu when they log on.

Disable personalized menus
Enabling this policy turns off personalized menus for users. Persondized
menus work by moving recently used items to the top of the menu and hiding

the remaning items.

Disable user tracking



If you enable this policy, the system doesn't track the programs usersrun, the
paths they navigate, and the documents they open. Windows 2000 uses
tracking information to customize features.

Add "Run in Separate Memory Space" check box to Run dialog box

Allows users to run a 16-bit program in a dedicated (not shared) Virtud DOS
Machine (VDM) process. This policy lets users run a 16-bit program in its
own dedicated NTVDM process.

Do not use the search-based method when resolving shell shortcuts

If you enable this policy, the system doesn't perform a search of the target
drive when it can't find atarget file for a shortcut (.Ink).

Do not use the tracking-based method when resolving shell shortcuts

If you enable this palicy, the system doesn't try to locate afile by usng itsfile
ID if athe system can't find atarget file for ashortcut. Note that FAT
partitions don't have this ID tracking and search capability, as aresult, this
policy doesn't apply.

Gray unavailable Windows Installer programs Start Menu shortcuts

If you enable this policy, Start menu shortcuts to partialy ingtaled programs
aredigplayed in gray text. Thisheps users quickly digtinguish between fully
and partidly ingalled programs.

A.1.3 Desktop

User Configuration\Adm nistrative Tenpl at es\ Deskt op
Hide all icons on Desktop

If you enable this palicy, icons, shortcuts, and other default and user-defined
items are removed from the desktop. These include Briefcase, Recycle Bin,

My Computer, and My Network Places. Removing these icons doesn't prevent
users from opening these items by other means.

Remove My Documents icon from desktop

If you enable this palicy, the My Documents icon is removed from the
desktop, from Windows Explorer, from programs that use the Windows
Explorer windows, and from the standard Open diaog box. Removing these
icons doesn't prevent users from opening My Documents by other means and
doesn't remove My Documents from the Start menu.

Remove My Documents icon from Start Menu
If you enable this policy, the My Documentsicon is removed from the Start

menu. Removing thisicon doesn't prevent users from opening My Documents
by other means.



Hide My Network Places icon on desktop

If you enable this policy, the My Network Placesicon isremoved from the
desktop. Removing thisicon doesn't prevent users connecting to the network
or browsing for shared computers on the network. Removing this icon doesn't
prevent users from starting Internet Explorer by other means.

Do not add shares from recently opened documents to the My Network Places folder

Enabling this policy prevents remote- shared folders from being added to My
Network Places when you open a document in the shared folder.

Prohibit user from changing My Documents path

If you engble this palicy, users can't change the path to the My Documents
folder by typing anew path in the Target box of the Properties didog box for
My Documents.

Disable adding, dragging, dropping and closing the Taskbar's toolbars

Controls the manipulation of desktop toolbars. This policy prevents users from
adding or removing toolbars from the desktop and dragging toolbars on to or
off of docked toolbars when enabled.

Disable adjusting desktop toolbars

Enabling this policy prevents users from adjusting the length of desktop
toolbars or repositioning items or toolbars on docked toolbars.

Don't save settings at exit

Enabling this policy prevents users from saving such changes as the positions
of open windows and the size and position of the taskbar. Note that shortcuts
placed on the desktop are always saved.

A.1.3.1 Active Directory

User Configuration\Adnmi nistrative Tenpl at es\ Deskt op\ Active Directory
Maximum size of Active Directory searches

With this palicy, you can set the maximum number of objects the system
displaysin response to a command to browse or search Active Directory. This
policy protects your network and domain controller from the sometimes
negative effects of expansve searches.

Enable filter in Find dialog box
If you enable this palicy, the filter bar gppears automaticaly above the results

of an Active Directory search. The filter bar allows usersto quickly refine
their search reaults.



Hide Active Directory folder

If you enable this palicy, the Active Directory folder doesn't gppear in My
Network Places. The Active Directory folder displays Active Directory objects
in abrowse window.

A.1.3.2 Active Desktop
User Configuration\Adm nistrative Tenpl at es\ Deskt op\ Acti ve Deskt op

Enable Active Desktop
Controls use of Active Desktop. If you enable this policy, Active Desktop is
enabled, and users can't disable it. Note that Active Desktop is disabled by
default, but users can choose to enableit if this policy isnt in effect.

Disable Active Desktop
Controls use of Active Desktop. If you enable this policy, it locks down the
configuration you establish by using other policiesin this folder. Users can't
enable or disable the Active Desktop themsalves,

Prohibit changes
This policy alows you to remove Active Desktop content and prevents users
from adding Active Desktop content. Note that this policy doesn't disable
Active Desktop.

Disable all items
This policy dlows you to removes Active Desktop content and prevent users
from adding Active Desktop content. Note that this policy doesn't disable
Active Desktop.

Prohibit adding items
If you enable this policy, users can't add web content to their Active Desktop;
they can, however, remove web content from their Active Desktop. Note that
this policy will not remove any exigting content from Active Desktop.

Prohibit editing items

If you enable this policy, users can't change the properties of web content
items on their Active Desktop.

Prohibit deleting items
If you engble this policy, users can only remove--not delete--web content from
their Active Desktop. Note that with this policy enabled, users can till add
content to their Active Desktop.

Prohibit closing items



If you enable this policy, users can't remove web content from their Active
Desktop. This means that items added to the Active Directory remain on the
desktop at al times; they can't be closed.

Add/Delete items

You can use this policy to add or delete certain items to or from users
desktops. Note thet if policies dlow, users can ill add or delete items from
their desktops.

Active Desktop Wallpaper

Controls the desktop background (or wallpaper) displayed on al users
desktops. This policy alows you to specify users wallpaper and the
characterigtics of the wallpaper--whether it is centered, tiled, and so on.

Allow only bitmapped wallpaper

Limits usersto only bitmap images for desktop backgrounds, or wallpaper.
Wallpaper doesn't load if it has another image format, such as JPEG, GIF,
PNG, or HTML.

A.1.4 Control Panel

User Configuration\Adm nistrative Tenpl at es\ Control Panel
Disable Control Panel

If you enable this palicy, Control.exe doesn't run. Additionaly, the Control
Panel menu item is removed from the Start menu, and the Control Panel folder
is removed from Windows Explorer.

Show only specified control panel applets

This palicy lets you specify which Control Pandl items and folders are visble
to users. Enabling this policy hides dl the Control Pand items and folders,
except for the items and folders you specify. This policy can be overridden by
the Hide specified Control Pand gpplets policy.

Hide specified control panel applets

This policy lets you specify which Control Pand items and foldersto hide
from users. This policy overrides the Show only specified Control Panel

goplets palicy.

A.1.4.1 Add/Remove Programs

User Configuration\Adm nistrative Tenpl ates\ Control Panel\Add/ Renmove
Pr ogr ans

Disable Add/Remove Programs

Controls use of Add/Remove Programs. Users can ingdl, uningdl, repair,
add, and remove features and components of Windows 2000 and awide



variety of Windows programs with the Add/Remove Programs fegture. This
feature is enabled for users by defallt.

Hide Change or Remove Programs page

Enabling this policy removes the Change or Remove Programs button from
the Add/Remove Programs bar, which prevents users from users uningaling,
repairing, adding, or removing features of ingtaled programs by this means.

Hide Add New Programs page

Enabling this policy removes the Add New Programs button from the
Add/Remove Programs bar, which prevents users from ingtaling programs
published or assgned by a systlem administrator by this means.

Hide Add/Remove Windows Components page

Enabling this policy removes the Add/Remove Windows Components button
from the Add/Remove Programs bar, which prevents users from configuring
ingtaled services and using the Windows Component wizard to add, remove,
and configure components of Windows 2000 from the ingdlation files by this
means.

Hide the "Add a program from CD-ROM or floppy disk" option

Enabling this policy removes the "Add a program from CD-ROM or floppy
disk" section from the Add New Programs page, which prevents users from
ingaling mediawith Add/Remove Programs. Note that this doesn't prevent
users from ingaling media by other means.

Hide the "Add programs from Microsoft" option

Enabling this policy removesthe "Add programs from Microsoft" section
from the Add New Programs page, which prevents users from connecting to
the Windows update using Add/Remove Programs. Note that this doesn't
prevent users connecting to the Windows update by other means.

Hide the "Add programs from your network™ option
If you enable this policy, users can't add or ingtdl published programs. Users
cant tell which programs have been published by the administrator and they
can't use Add/Remove Programsto ingtall published programs. Published
programs are those programs that administrators make available to users.

Go directly to Components wizard
If you enable this policy users can't use the Set Up Services section of the
Add/Remove Windows Components Page. Instead, the Windows Component
wizard runs.

Disable Support Information



When you enable this policy, hyperlinks to the Support Info didog box from
programs on the Change or Remove Programs page are removed. The
programs on the Change or Remove Programs page sometimesinclude a
hyperlink called "Click here for support information.”

Specify default category for Add New Programs

If you enable this policy, you can choose one category of programsto display
when users display the Add New Programs page. Users can view additional
programs by using the Category drop-down list on the Add New Programs

page.

A.1.4.2 Display

User Configuration\Adm nistrative Tenpl at es\ Control Panel\Di spl ay
Disable Display in control panel

When you enable this policy, users can't use Display in the Control Pandl; it
won't run.

Hide Background tab
This policy prevents users from changing the pattern and wallpaper on the
desktop through the Control Pandl by removing the Background tab from
Display in Control Pandl.

Disable Changing Wallpaper

This policy prevents users from adding or changing the background design (or
wallpaper) of the desktop.

Hide Appearance tab
This policy prevents users from changing colors or color schemes of the
desktop and windows through the Control Panel, because it removes the
Appearance tab from Display in Control Pandl.

Hide Settings tab
This policy prevents users from adding, configuring, or changing the display
Settings on the computer through the Control Pandl, becauise it removesthe
Settings tab from Display in Control Pandl.

Hide Screen Saver tab
This policy prevents users from adding, configuring, or changing the screen
saver on the computer through the Control Pandl, because it removesthe
Screen Saver tab from Display in Control Pandl.

No screen saver



Enabling this policy ensures that dl screen savers are disabled. Further, users
can't change screen-saver options through the Control Pand.

Screen saver executable name

Enabling this policy ensures that al the computersin your system will display
the specific screen saver you designate. Further, users can't change the screen
saver because this policy disables the drop-down list of screen savers on the
Screen Saver tab in Display in Control Panel.

Password protect the screen saver

If you enable this policy al screen savers must be password- protected. If you
disableit, passwords can't be set up for screen savers. If you don't configureit,
users can set up apassword if they like, but it isn't required.

A.1.4.3 Printers

User Configuration\Adm nistrative Tenpl ates\ Control Panel\Printers
Disable deletion of printers

Enabling this policy dso prevents users from deeting loca and network
printers. Users can delete printers by other means.

Disable addition of printers

Controls the methods that add local and network printers. Enabling this policy
aso prevents users from adding printers by dragging a printer icon into the
Printers folder. Note thet this policy doesn't prevent users from adding printers
with the Add Hardware wizard or from running additiond programsto add
printers.

Browse the network to find printers

This policy alows users to search the network for shared printers through the
Add Printer wizard. When enabled, this policy alows usersto sdect a printer
from alist the Add Printer wizard displaysif users click "Add a network
printer”, but dont fill in a printer name while searching.

Default Active Directory path when searching for printers

This policy dlows you to choose the Active Directory location where users
searches for printers begin when they use the Add Printer wizard. If you
enable this palicy, users sart their search at the location you specify instead of
darting at the default location. The root of the Active Directory is the default.

Browse a common web site to find printers

This policy adds aweb link to the Add Printer wizard. The web link directs
users to aweb page that they can ingdl printers from.



A.1.4.4 Regional Options

User Configuration\Adni nistrative Tenpl at es\ Control Panel\ Regi onal
Opti ons
Restrict selection of Windows 2000 menus and dialogs language

If you enable this policy, users are restricted to elther a specified language or
the default language, which is English.

A.1.5 Network

User Configuration\Adm nistrative Tenpl at es\ Net wor k

A.1.5.1 Offline Files

User Configuration\Adm nistrative Tenpl ates\Network\Offline Files
Disable user configuration of Offline Files

If you enable this palicy, users can't enable, disable, or change the
configuration of Offline Files. This policy uses other paliciesin thisfolder to
lock down the configuration you set up.

Synchronize all offline files before logging off

Controls whether the system performs a quick or full synchronization of
offline fileswhen userslog off. Enabling this policy ensures that the system
performs afull synchronization.

Action on server disconnect

Controls whether network files remain available if the computer is suddenly
disconnected from the server hogting the files. Enabling this policy dlowsyou
to use the Action box to specify whether or not users can work offline when
the server isinaccessible.

Non-default server disconnect actions

Controls how computers respond when they are disconnected from particular
offlinefile servers. This palicy dlows you to determine whether or not users
can access a server'sfiles offline when they are disconnected from that
particular server. This policy takes precedence over default response, a user-
specified response, and the response specified in the Action on server
disconnect policy.

Disable "Make Available Offline"
Controls the ability to make network files and folders available offline. If you
enable this policy, users can't save filesfor offline use. The sysem it
prevented from saving loca copies of files located on network shares
designated for automatic caching.

Prevent use of Offline Files folder



If you enable this policy, users can't access the Offline Files Folder to view or
open copies of network files stored on their computer. Users can ill work
offline and save loca copies of files avalable offline.

Administratively assigned offline files

Controls the specified files and folders available offline to users. This policy
provides alist of network files and folders users can access a any time for
offline use,

Disable reminder balloons

Enabling this policy removes the reminder balloons. Reminder balloons notify
users when they have lost the connection to a networked file and are working
on aloca copy of thefile.

Reminder balloon frequency

Controls when reminder balloon updates appear. Y ou can use this palicy to
change the default update interva, which digplays areminder balloon every 60
minutes for 15 seconds.

Initial reminder balloon lifetime

Controls how long theinitia reminder balloon update appears onscreen. Y ou
can use this palicy to change the default display time for aninitid reminder
baloon. Thirty secondsis the default time for the first reminder.

Reminder balloon lifetime

Controls how long reminder balloon updates appear for onscreen. Y ou can use
this policy to change the default display time for an reminder balloon updates.
Fifteen seconds is the default time for the reminder balloon updates.

Event logging level

Controls the events that are recorded in the Offline Files feature recordsin the
event log. If you enable this policy, you can choose a number in between and
3 to determine the number of events you want recorded.

A.1.5.2 Network and Dial-up Connections

User Configuration\Adm nistrative Tenpl at es\ Net wor k\ Net work and Di al -
up Connecti ons

Enable deletion of RAS connections

Controls users ability to delete private dia-up connections. Users can delete
ther private RAS connections if you enable this policy. Users can dso delete
ther private RAS connections if you don't configure this policy.

Enable deletion of RAS connections available to all users



Controls users ability to delete shared did-up connections. Users can delete
their private RAS connections if you enable this policy. Note thet the Enable
deletion of RAS connections policy overridesthis policy if it's disabled.

Enable connecting and disconnecting a RAS connection

Controls users ability to connect and disconnect from dia-up connections.
Enabling this policy dlows users to connect and disconnect from did-up
connections. Note that this doesn't prevent users from connecting and
disconnecting to a dia-up connection via the Status page.

Enable connecting and disconnecting a LAN connection

Controls users ability to connect and disconnect local area connections.
Enabling this policy alows users to connect and disconnect from loca area
connections. Note that this doesn't prevent users from connecting and
disconnecting to a dia-up connection via the Status page.

Enable access to properties of a LAN connection

Controls users ability to view and change the properties of aloca area
connection for users. Enabling this policy alows users to view and change the
properties of aloca area connection. Note that this policy overrides any
policies that removes or disables parts of the Loca Area Connection
Properties didog box.

Allow access to current user's RAS connection properties

Controls users ability to view and change the properties of private did-up
connections. Private connections are only available to one user. Note that this
policy overrides other policies that remove or disable parts of the Did-up
Connection Properties didog box.

Enable access to properties of RAS connections available to all users

Controls users ahility to view and change the properties of did-up
connectionsthat are avallable to dl users of the computer. Enabling this policy
alows usersto view and change the properties. Note that this policy overrides
other policiesthat remove or disable parts of the Did-up Connection
Properties diaog box.

Enable renaming of connections, if supported
Controls users ahility to rename did-up and locd area connections. Enabling
this policy dlows usersto rename dl connections, including their private dia-

up connections.

Enable renaming of RAS connections belonging to the current user



Controls users ahility to rename their private did-up connections. Enabling
this policy alows users to rename their private dia-up connection.

Enable adding or removing components of a RAS or LAN connection

Controls users ahility to add and remove network components. Enabling this
policy dlows usersto add and remove network components through the Ingtall
and Uningdl buttonsin Network and Did-up Connections or through the
Windows Components wizard.

Allow connection components to be enabled or disabled

Controls users ahility to enable and disable the components used by dia-up
and local area connections. This policy adds a checkbox beside the name of
each component listed in each connection's Properties did og box. Checking
the box enables the component.

Enable access to properties of components of a LAN connection

Controls users ability to change the properties of components used by alocal
area connection. Enabling this paolicy (or not configuring it a al) alows users
to change the properties. Note that some network components properties are
never configurable.

Enable access to properties of components of a RAS connection

Controls users ahility to view and change the properties of components used
by adia-up connection. Enabling this palicy (or not configuring it at al) will
alow usersto change the properties. Note that some network components
properties are never configurable.

Display and enable the Network Connection wizard

Controls users ability to create new network connections with the Network
Connection wizard. Enabling this policy dlows usersto utilize the Make New
Connection icon in Network and Did-up Connections to start the Network
Connection wizard.

Enable status statistics for an active connection
Controls users ability to view the Status page for an active connection.
Enabling this policy alows usersto utilize the Status page to view information
about the connection and its activity and to disconnect and configure the
properties of the connection through buttons on this page.

Enable the Dial-up Preferences item on the Advanced menu

If you enable this palicy, the Did-up Preferences item on the Advanced menu
in Network and Did-up Connectionsis enabled. This alows usersto creste



and change connections before logon and to configure AutoDiding and
callback features,

Enable the Advanced Settings item on the Advanced menu

If you enable this policy, the Advanced Settings item on the Advanced menu
in Network and Dial-up Connections are enabled. Thisalows usersto view
and change bindings, the order that the computer accesses connections,
network providers, and print providers.

Allow configuration of connection sharing

Controls the ahility to enable, disable, and configure the Internet Connection
Sharing feature of adid-up connection. If this policy is enabled,
adminigtrators and power users can manipulate the Internet Connections
Sharing fegture. Internet Connection Sharing provides network servicesto the
network and alows users to configure their system as an Internet gateway for
agmal network.

Allow TCP/IP advanced configuration

Controls users ahbility to use Network and Dial-up Connectionsto configure
TCP/IP, DNS, and WINS settings. Enabling this policy alows usersto open
the Advanced TCP/IP Settings Properties page and modify |P settings.

A.1.6 System

User Configuration\Adm nistrative Tenpl at es\ System
Don't display welcome screen at logon

If you enable this policy, the "Getting Started with Windows 2000" welcome
screen is hidden from users. Users can access this screen from the Start menu.
Note that this policy appears in both the Computer Configuration and User
Configuration folders, but the Computer Configuration folder takes
precedence.

Century interpretation for Year 2000

Controls how two-digit years are interpreted by programs. Two-digit numbers
greater than the number you specify (the default number is 29) are preceded
by 19, and two-digit numbers less than the number specified are preceded by
20.

Code signing for device drivers
Controls what happens when a user triesto ingal device driver filesthat aren't
digitdly signed. Y ou can set up the least secure response permitted on the
system with this policy. After you enable this policy, you can use the drop-
down box to specify the desired response: either Ignore, Warn, or Block.

Custom user interface



Controls the user interface for the system. With this policy, you can enable a
user interface other than the default Windows interface.

Disable the command prompt

If you enable this palicy, users can't run the interactive command prompt,
Cmd.exe or run batch files (.cmd and .bat) on their computers. Keep in mind
that you don't want to disable batch filesif your system uses logon, logoff,
gartup, or shutdown batch file scripts, or if you have usersthat use Termind
Services.

Disable registry editing tools

Enabling this policy disables the Windows regigtry editors, Regedt32.exe and
Regedit.exe Seethe "Run only alowed Windows' gpplications policy for
more information.

Run only allowed Windows applications

If you enable this policy, you can control and limit the programs users run that
are started by the Windows Explorer process by cregting aList of Allowed
Applications. After you enable this policy, the system alow usersto run only
programs you have entered from your approved list.

Don't run specified Windows applications

If you enable this policy, you can prevent users from running programs thet
are started by the Windows Explorer process by creating aList of Allowed
Applications. After you enable this palicy, the system dlows usersto run only
programs you have entered from your approved list.

Disable Autoplay

Enabling this feature disables Autoplay. As aresult, setup files for programs
and the music on audio media don't sart immediatdy; users have to sart the
setup files themsdves. Note that this policy appearsin both the Computer
Configuration and User Configuration folders, but the Computer
Configuration folder takes precedence.

Download missing COM components

If you enable this policy, your system searches the Active Directory for dl
missing Component Object Modd (COM) components a program requires.
Enabling this policy may cause programs to start or run dower, but the
programs won't suffer impaired functiondity or stop functioning as a result of
missng COM components.

A.1.6.1 Logon/Logoff
User Configuration\Adm nistrative Tenpl at es\ System Logon/ Logof f
Disable Task Manager



Controls the Task Manager. If you enable this policy, users can't use the Task
Manager. The Task Manager's many functions include alowing users to sart
and stop programs.

Disable Lock Computer
When you enable this policy, users can't lock the system.

Disable Change Password

When you enable this policy, users can't change their passwords on demand.
Users can il change their passwords when prompted by the system.

Disable Logoff
When you enable this policy, users can't log off the system usng any method.
Run logon scripts synchronously

Enabling this policy ensures that logon script processing is complete before
the user sarts working. If you enable this policy, the system waits for the
logon scriptsto finish running before it Sarts the Windows Explorer interface
program and creetes the desktop. Keep in mind that this policy can delay the
appearance of the desktop.

Run legacy logon scripts hidden
Enabling this policy ensures thet the ingructions in logon scripts written for
Windows NT 4.0 and earlier are hidden from users. By default, these scripts
run in acommand window. This palicy is recommended for beginning users.
Run logon scripts visible
Enabling this policy ensures that the instructions in logon scripts written for
Windows NT 4.0 and earlier run in acommand window for users. This policy
is recommended for advanced users.

Run logoff scripts visible

Enabling this policy ensures that logoff scripts run in a command window for
users. This policy isrecommended for advanced users.

Connect home directory to root of the share
Controls the definitions of the YoHOMESHARE% and %6HOMEPATHY%
environment variables. Enabling this policy ensures that the systlem uses the
definitions for Windows NT. Disabling or not configuring this policy ensures
that the system uses the definitions that come with Windows 2000.

Limit profile size



This policy dlows you to determine the maximum Sze of aroaming user
profile and the system's response when aroaming user profile reaches the
maximum sze. The maximum size of aroaming user profileis unlimited if
you don't configure this policy.

Exclude directories in roaming profile

If you enable this palicy, you can exclude folders normdly included in the
user's profile. The Higtory, Locd Settings, Temp, and Temporary Internet
Filesfolders are excluded by default. Folders that you exclude aren't stored by
the network server on which the profile resides and won't follow users to other
computers.

Run these programs at user logon

Enabling this policy dlows you to choose additiona programs or documents
that Windows 2000 gtarts automatically when a user logs on to the system.
Note that this policy appears in both the Computer Configuration and User
Configuration folders and, if both are configured, the Computer Configuration
programs and documents starts first.

Disable the run once list

The system ignores the run-once ligt if you enable this policy. Note that this
policy appearsin both the Computer Configuration and User Configuration
folders, but the Computer Configuration folder takes precedence.

Disable legacy run list

When you enable this policy, the system ignores any customized run ligts for
Windows NT 4.0 and earlier. Thus, the items on these legacy lists aren't
darted automaticaly by the system.

A.1.6.2 Group Policy

User Configuration\Adm nistrative Tenpl at es\ System Group Policy
Group Policy refresh interval for users

Controls the background update rate for Group Policiesin the User
Configuration folder. Enabling this policy dlows you to change the update
rate from the default, which is an update in the background every 90 minutes,
with arandom offset of to 30 minutes.

Group Policy slow link detection

Enabling this policy dlows you to define adow connection for purposes of
gpplying and updating Group Policy for your system. Connection speed is
determined by the rate at which data is transferred from the domain controller
providing apolicy update to the computers in the group. After you define the
dow connection speed, the system interprets a dow connection as one that
exceeds your specification.



Group Policy domain controller selection

Enabling this palicy alows you to choose which domain controller the Group
Policy sngp-in uses. Y ou can choose from three options. Use the Primary
Domain Cortraller, Inherit from the Active Directory Snap-ins, or Use any
available domain controller. The Group Policy snap-in uses the domain
controller designated as the PDC Operations Master for the domain by default
if you disable or don't configure this palicy.

Create new Group Policy object links disabled by default

This policy creates new Group Policy object links in the disabled state. You
can then configure and test the new object links. If the links pass your testing,
you can enable them to use on the system.

Enforce Show Policies Only

This policy stops adminigtrators from viewing or using Group Policy
preferences. Enabling this policy ensures that Group Policy displays only true
policies; preferences aren't displayed.

Disable automatic update of ADM files

Controls the systems ahility to update the Adminisirative Templates source
files automatically when you open Group Policy. If you enable this palicy, you
have to update the .adm files manudly, because the system loads the .adm
filesyou used the last time you ran Group Policy.



Appendix B. Computer Configuration Group Policy Objects

Chapter 7, detailed the process of creating, managing, and distributing group policy
Settings. However, it's not enough to know how to do these things, you adso haveto
know which policy settings exist and what they do--hence this gppendix. The GPO
settings listed in this appendix gppear in the Computer Configuration node benesth
each domain and loca policy object.

B.1 Windows Settings
Comput er Confi gurati on\ Wndows Settings

B.1.1 Security Settings
Comput er Confi gurati on\Wndows Settings\Security Settings

There are seven areas of security settings: Account Policies, Locd Policies, Event

Log Settings, Redtricted Groups, System Services, Regisiry, and File System. Y ou can
add security to any of these areas by defining security settingsin a Group Policy

object (GPO) that is associated with adomain or an organizationd unit (OU).

B.1.1.1 Restricted Groups
Conput er Configuration\Wndows Settings\Security Settings\Restricted
G oups

This is where adminigtrators can define properties for restricted groups (security-
sendtive groups). Adminigtrators can define two properties.

Members
Defines who belongs to the restricted group.
Member Of

Defines which other groups the restricted group belongs to.

When arestricted Group Policy is applied, members of arestricted group that are not
on the Memberslist are deleted. Users on the Members list who aren't currently
members of the restricted group are added.

B.1.1.2 System Services

Comput er Confi gurati on\Wndows Settings\Security Settings\System
Servi ces

Enabling this policy alows adminigrators to specify a start-up mode (the choices are
manual, automatic, or disabled).

Enabling this policy dso alows adminigtrators to specify access permissonsfor
system services (the ability to start, stop, or pause).

B.1.1.3 Registry
Comput er Confi gurati on\Wndows Settings\Security Settings\Registry



Enabling this policy dlows adminigtrators to define access permissons (DACLSs) and
audit settings (SACLs) for their systems registry keys. Note that only Group Policy
objects associated with domains, OUs, and Sites have an available Registry folder.

B.1.1.4 File System
Conmput er Configurati on\Wndows Settings\Security Settings\File system

Allows an adminigtrator to define access permissions (DACLS) and audit settings
(SACLSs) for filesystem objects. Note that only Group Policy objects associated with
domains, OUs, and Stes have an available File System folder.

B.1.1.5 Account Policies

Conput er Configuration\W ndows Settings\Security Settings\Account
Pol i ci es

B.1.1.5.1 Password Policies

Conput er Configurati on\Wndows Settings\Security Settings\Account
Pol i ci es\
Password Policy

Enforce password history

Enabling this policy dlows you to specify the number of unique passwords a
user must utilize before a password can be repeated.

Maximum password age

Enabling this policy alows you to specify how long a password can be used
on your system before it must by changed by the user. Note that you can st
the number of daysto O, which alows usersto use passwords indefinitely.

Minimum password age

Enabling this palicy alows you to specify the minimum amount of time a
password can be used on your system before it must be changed by the user.
Note that you can set the number of daysto O, which allows usersto change
passwords immediately. The number used for the minimum password age
must be less than that used for the maximum password age.

Minimum password length

Enabling this policy dlows you to specify the minimum amount of characters
auser's password may contain. Setting the number to establishes that no

password isrequired. You can st thislength for any number in between 1 and
14.

Passwords must meet complexity requirements of the installed password filter

If you enable this palicy, dl system passwords must meet the requirements of
the default password filter (passfilt.dil) included with Windows 2000. These
requirements include using passwords that are a least Six characters long and
barring the use of user's account names in passwords. Note that the .dl



supplied by Microsoft can't be modified, but you can write or ingtal your own
Settingsin your own passfilt.dll file

Store password using reversible encryption for all users in the domain

Controls whether or not Windows 2000 stores passwords using reversible
encryption. Most administrators don't choose to enable this policy, as storing
passwords using reversible encryption closay resembles clear-text versons of
the passwords. Enable this policy only if your application requirements
surpass the need for protected password information.

User must log on to change password

Enabling this policy requires users to log on before they can change their
password. This policy results in users who can't logon to change their
password because it has expired; system administrators then have to make the
password change for these users. This policy is disabled by default.

B.1.1.5.2 Account Lockout Policy

Comput er Configurati on\Wndows Settings\Security Settings\Account
Pol i ci es\

Account Lockout Policy

Account lockout threshold

Enabling this policy dlows you to st up the number of failed logons a user
must make to be locked out of an account. Y ou can choose a number between
1 and 999. This setting is disabled by default.

Account lockout duration

Enabling this policy alows you st up the number of minutes that an account

is actualy locked out. Y ou can choose a number between 1 and 99999, or you
can specify that the account will be locked until an administrator setsthe value
to 0. This setting isn't defined by default as it only pertainsto systems that

have an Account lockout threshold policy set up.

Reset account lockout counter after

Enabling this policy dlows you set the number of minutes that must pass
before a bad logon attempt counter is reset to bad logons. Y ou can choose a
number between 1 and 99999. This setting defined by default asit pertains
only to systems that have an Account lockout threshold policy set up.

B.1.1.5.3 Kerberos Policy

Comput er Confi gurati on\Wndows Settings\Security Settings\Account
Pol i ci es\ Kerberos Policy
Enforce user logon restrictions

Enabling this policy ensures that the Kerberos Key Digtribution Center (KDC)
vaidates every request for a sesson ticket againgt the user rights policy of the



target computer. Y ou may choose not to enable this policy because it can dow
down network access to services.

Maximum lifetime for service ticket

Enabling this policy dlows you to st the maximum number of minutes auser
can utilize a granted session ticket to access a particular service. Note that this
number must be higher than ten and must be less than or equd to the setting
for Maximum lifetime for user ticket.

Maximum lifetime for user ticket

Enabling this policy dlows you to st the maximum number of hours auser's
ticket-granting ticket (TGT) may be utilized. A new user'sticket can be
requested or the ticket can be renewed in the event that it expires. The default
for this setting is ten hours.

Maximum lifetime for user ticket renewal

Enabling this policy dlows you to set the number of days a user's ticket-
granting ticket (TGT) may be renewed. The default for this setting is seven

days.
Maximum tolerance for computer clock synchronization

Enabling this policy dlowsyou to set the maximum number of minutes
Kerberos alows between a client's clock and the server's clock to still consider
the two clocks synchronous. This setting is important because K erberos uses
timestamps that require both clocks to be in synch to work properly.

B.1.1.6 Local Policies

Conput er Configurati on\Wndows Settings\Security Settings\Local
Pol i ci es

B.1.1.6.1 Audit Policy

Conput er Confi gurati on\Wndows Settings\Security Settings\Local
Pol i cies\Audit Policy

Audit account logon events

Controls a computer's ability to audit each ingtance of auser logging on or off
another computer when the primary computer was used to vaidate the
account. If you choose to define this palicy, you have a choice of specifying
whether to audit successes, failures, or not to audit the event type at dl.

Audit account management
Controls a computer's ability to audit each event of account management. An
example of an account management event is setting or changing a password.
Thisvdueis st to No auditing by defaullt.

Audit directory service access



Controls whether or not the system audits the event of a user accessng an
Active Directory object that has specified its own system access control list
(SACL). Thisvaueis st to No auditing by defaullt.

Audit logon events

Controls whether or not the system audits each instance of a user logging on,
logging off, or making a network connection to this computer. If you choose
to define this policy, you have a choice of specifying whether to audit
successes, failures, or not to audit the event type at al. Thisvaueis st to No
auditing by defaullt.

Audit object access

Controls whether or not the system audits each instance of a user logging the
event of a user accessing an object -- afile or folder for ingtance -- that has
specified its own system access control list (SACL). If you choose to define
this policy, you have a choice of specifying whether to audit successes,
falures, or not to audit the event type at dl. Thisvaueis set to No auditing by
default.

Audit policy change

Controls whether or not the system audits every incidence of a change to user
rights assgnment policies, audit policies, or trust policies. If you chooseto
define this policy, you have a choice of specifying whether to audit successes,
failures, or not to audit the event type & dl. Thisvaueis st to No auditing by
default.

Audit privilege use

Controls whether or not the system audits each instance of auser exercising a
user right. If you choose to define this palicy, you have a choice of specifying
whether to audit successes, failures, or not to audit the event type at al. This
vaueis st to No auditing by default.

Audit process tracking

Controls whether or not the system audits detailed tracking information for
events such as program activation, handle duplication, and indirect object
access. If you choose to define this policy, you have a choice of specifying
whether to audit successes, failures, or not to audit the event type a dl. This
vaueis set to No auditing by defaullt.

Audit system events
Controls whether or not the system audits when a user restarts or shuts down

the computer, or an event has occurred that affects either the system security
or the security log. If you choose to define this policy, you have a choice of



specifying whether to audit successes, falures, or not to audit the event type at
al. Thisvaueis st to No auditing by default.

B.1.1.6.2 User Rights Assignment

Comput er Confi gurati on\Wndows Settings\Security Settings\Local
Pol i ci es\ User Ri ghts Assignnent

Access this computer from the network

Controls which users and groups have permissions to connect to the computer
over the network. Y ou can define this user right in the Default Domain
Controller Group Policy object (GPO) and in thelocal security policy of
workstations and servers.

Act as part of the operating system

If you enable this policy, a process can authenticate as any user, which dlows
the process to gain access to the same resources as any user. The Loca System
account includesthis privilege.

Add workstations to domain

Controls the groups or users who can add workstations to a domain. Note that
this policy isvdid only on domain controllers. By defaullt, dl authenticated
users have thisright.

Back up files and directories

This policy dlows you to specify which users can back up the system by
circumventing file and directory permissons. Y ou can define this user right in
the Default Domain Controller Group Policy object (GPO) and in the loca
security policy of workstations and servers.

Bypass traverse checking

Controls which users can traverse directory trees, even if users don't have
permissions on the traversed directory. Note that users can't list the contents of
adirectory asaresult of this privilege. Y ou can define this user right in the
Default Domain Controller Group Policy object (GPO) and in the local
security policy of workstations and servers.

Change the system time
This palicy dlows you to pecify which users and groups can change the time
and date on the internd clock of the computer. Y ou can define this user right
in the Default Domain Controller Group Policy object (GPO) and in the locdl
security policy of workstations and servers.

Create a pagefile

This policy alows you to specify which users and groups can create and
change the 9ze of a pagefile. The default setting dlows adminigtrators to



cregte pagefiles. Y ou can define this user right in the Default Domain
Controller Group Policy object (GPO) and in theloca security policy of
workstations and servers.

Create a token object

Controls which accounts can be used by processes to create a token that can
then be used to gain access to any loca resources when the process uses
NtCreateToken( ) or other token-cregtion APIs. Using the Local System
account is recommended for processes that require this privilege. You can
define this user right in the Default Domain Controller Group Policy object
(GPO) and in the local security policy of workstations and servers.

Create permanent shared objects

If you enable this policy, you can specify which accounts can be used by
processes to create a directory object in the Windows 2000 object manager.
Only the Loca System account has this right by default. Y ou can define this
user right in the Default Domain Controller Group Policy object (GPO) andin
the local security policy of workstations and servers.

Debug programs

If you enable this palicy, you can specify which users can attach a debugger to
any process. Note that users with this cgpability will have powerful accessto
sendtive and critical operating system components. Y ou can define this user
right in the Default Domain Controller Group Policy object (GPO) and in the
local security policy of workstations and servers.

Deny access to this computer from the network

If you endble this palicy, you can specify which users can't access a computer
over the network. Y ou can define this user right in the Default Domain
Controller Group Policy object (GPO) and in theloca security policy of
workstations and servers.

Deny logon as a batch job

If you enable this policy, you can specify which accounts can't log on asa
batch job. No users are denied logon as a batch job by default. Y ou can define
this user right in the Default Domain Controller Group Policy object (GPO)

and in the loca security policy of workstations and servers.

Deny logon as a service

Enabling this policy alows you to specify which service accounts can't
register a process as a service. No accounts are denied logon as a service by
default. Y ou can define this user right in the Default Domain Controller Group
Policy object (GPO) and in the local security policy of workstations and
servers.



Deny logon locally

Enabling this policy alows you to specify which users can't log on & the
computer. No accounts are denied the ability to log on localy by default. You
can define this user right in the Default Domain Controller Group Policy
object (GPO) and in the loca security policy of workstations and servers.

Enable computer and user accounts to be trusted for delegation

Enabling this policy alows you to specify which users can set the Trusted for
Delegation setting on auser or computer object. Note that users or objects
must have write access to the account control flags on the user or computer
object to utilize this privilege. Y ou can define this user right in the Default
Domain Controller Group Policy object (GPO) and in the local security policy
of workstations and servers.

Force shutdown from a remote system

Enabling this policy dlows you to specify which users can shut down a
computer from aremote location on the network. Y ou can define this user
right in the Default Domain Controller Group Policy object (GPO) and in the
local security policy of workstations and servers.

Generate security audits

Enabling this policy dlows you to specify the accounts that can be used by a
process to add entries to the security log. Y ou can use the security log to trace
unauthorized access on your system. Y ou can define this user right in the
Default Domain Controller Group Policy object (GPO) and inthelocd
security policy of workstations and servers.

Increase quotas

Enabling this policy dlows you to specify which accounts can use a process
with write property access to another process to increase the processor quota
assigned to the other process. Y ou can define this user right in the Default
Domain Controller Group Policy object (GPO) and in the loca security policy
of workstations and servers.

Increase scheduling priority

Enabling this policy alows you to specify which accounts can use a process
with write property access to another process in order to increase the execution
priority assgned to the other process. Y ou can define this user right in the
Default Domain Controller Group Policy object (GPO) and in the local

security policy of workstations and servers.

Load and unload device drivers



Enabling this policy dlows you to specify which users can dynamicdly load
and unload device drivers, which is necessary for ingtaling drivers for plug
and play devices. You can define this user right in the Default Domain
Controller Group Policy object (GPO) and in thelocal security policy of
workstations and servers.

Lock pages in memory

Enabling this policy can adversdly affect your sysem's performance. This
policy is obsolete. This policy controls the accounts that can use a process to
keep datain physicd memory.

Log on as a batch job

If you enable this policy, a user can be logged on through a batch-queue
facility. The Loca System account is the only account that has this privilege by
default. Y ou can define this user right in the Default Domain Controller Group
Policy object (GPO) and in the local security policy of workstations and
servers.

Log on as a service

Enabling this policy alows you to specify which service accounts can register
aprocess as aservice. No accounts have this privilege by default. Y ou can
define this user right in the Default Domain Controller Group Policy object
(GPO) and in the local security policy of workstations and servers.

Log on locally

Enabling this policy alows you to specify which users can log on at the
computer. Y ou can define this user right in the Default Domain Controller
Group Policy object (GPO) and in the loca security policy of workstations
and servers.

Manage auditing and security log

Enabling this policy alows you to specify which users can specify object
access auditing options for individua resources such asfilesand Active
Directory objects. Only administrators can manage auditing by default. You
can define this user right in the Default Domain Controller Group Policy
object (GPO) and in the loca security policy of workstations and servers.

Modify firmware environment variables

If you enable this policy, you can specify which users can modify sysemwide
environment variables. Adminigtrators and Loca System accounts have this
privilege by default. Y ou can define this user right in the Default Domain
Controller Group Policy object (GPO) and in theloca security policy of
workstations and servers.



Profile single process

Controls which users can use Windows NT and Windows 2000 performance
monitoring tools to monitor the performance of nonsystem processes.
Adminigrators and Loca System accounts have this privilege by default. You
can define this user right in the Default Domain Controller Group Policy
object (GPO) and in the local security policy of workstations and servers.

Profile system performance

Controls which users can use Windows NT and Windows 2000 performance
monitoring tools to monitor the performance of system processes.
Adminigtrators and Local System accounts have this privilege by default. You
can define this user right in the Default Domain Controller Group Policy
object (GPO) and in the local security policy of workstations and servers.

Remove computer from docking station

Enabling this policy dlows you to specify which users can undock alaptop
computer from its docking tation. Y ou can define this user right in the
Default Domain Controller Group Policy object (GPO) and in the local
security policy of workgtations and servers.

Replace a process level token

Enabling this palicy alows you to specify which user accounts can initiate a
process to replace the default token associated with alaunched subprocess.
L oca Systemn accounts have this privilege by default. Y ou can define this user
right in the Default Domain Controller Group Policy object (GPO) and in the
loca security policy of workstations and servers.

Restore files and directories

Enabling this policy alows you to specify two settings: which users can
restore backed up files and directories by circumventing file and directory
permissions, and which users can set any valid security principa as the owner
of an abject. Y ou can define this user right in the Default Domain Controller
Group Policy object (GPO) and in the local security policy of workstations
and servers.

Shut down the system

Enabling this policy dlows you to specify which userswho are logged on
locdly to the computer can use the Shut Down command to shut down the
operating system. Y ou can define this user right in the Default Domain
Controller Group Policy object (GPO) and in thelocal security policy of
workstations and servers.

Synchronize directory service data



Theinitid reease of Windows 2000 doesn't use this policy setting.
Take ownership of files or other objects

Enabling this policy dlows you to specify which users can take ownership of
any securesble object in the system. These objectsinclude Active Directory
objects, files and folders, printers, Registry keys, processes, and threads. You
can define this user right in the Default Domain Controller Group Policy

object (GPO) and in the local security policy of workstations and servers.

B.1.1.6.3 Security Options

Comput er Confi gurati on\Wndows Settings\Security Settings\Local
Pol i ci es\
Security Options

Additional restrictions for anonymous access
If you endble this policy, you can set additiond restrictions for anonymous
users. Anonymous users have the same privileges as the Everyone group for a
given resource by default.

Allow server operators to schedule tasks (domain controllers only)

If you enable this policy, members of the Server Operators group can submit
AT schedule jobs on Domain Controllers. The default setting requires
Adminigrator status to submit AT schedule jobs on Domain Cortrollers.

Allow system to be shut down without having to log on
If you enable this policy, users don't have to log on to Windows to shut down
the computer. This policy puts the Shut Down command on the Windows
logon screen.

Allowed to eject removable NTFS media
If you enable this policy, any interactive user can gect removable NTFS
media from the computer. The default setting requires Adminidirator satusto
gect removable NTFS media from the compuiter.

Amount of idle time required before disconnecting a session

Enabling this policy dlows adminigrators to define when a computer
disconnects an inactive Server Message Block sesson. The default timeis 15
minutes before disconnecting.

Audit the access of global system objects
Controls auditing of global system objects. System objects are created with a
default system access contral list (SACL) if thispolicy is enabled. Accessto
these system objects are audited when the Audit object accessis aso enabled.

Audit use of Backup and Restore Privilege



Controls whether an audit of every use of user rights, including Backup and
Regtore, occurs. Any instance of user rights being exercised isrecorded in the
security log when the Audit object accessis also enabled.

Automatically log off users when logon time expires (local)

Enabling this policy causes adient sesson with an SVIB server to be forcibly
disconnected when the client's logon hours have expired. Note that this policy
is gpplied to dl computers on the domain.

Automatically log off users when logon time expires (local)

Enabling this policy ensures that users are rediricted to their vaid logon hours.
If they try to access or continue accessing the system outside their valid logon
hours, they are forcibly disconnected.

Clear virtual memory pagefile when system shuts down

Controls whether or not your system clears the virtud memory pagefile when
it shuts down. This policy may be ussful to your organizetion if your sysemis
configured to alow booting to other operating systems.

Digitally sign client communications (always)

Controls the computer's ability to digitally sign dient communications.
Enabling this policy ensures that client communications are dways sgned.
This policy requires the Windows 2000 Server Message Block (SMB) client to

perform SMB packet Sgning.
Digitally sign client communications (when possible)

Enabling this policy ensures that the Windows 2000 Server Message Block
(SMB) dlient performs SMB packet Sgning when communicating with an
SMB server that is enabled or required to perform SMB packet Sgning. This
palicy is enabled by default. Y ou can find more information about usng
digitd sgnaturesin dient/server communicetions by looking a the Digitaly
sgn dient communications (dways) palicy.

Digitally sign server communications (always)

The Windows 2000 Server Message Block (SMB) server must perform SMB
packet Sgning if thispolicy isenabled. Thispolicy is disabled by default. You
can find more information about using digital Sgnatures in client/server
communicaions by looking a the Digitally Sgn dient communications (when
possible) policy.

Digitally sign server communications (when possible)

This policy will cause the Windows 2000 Server Message Block (SMB) to
perform SMB packet Sgning if this policy is enabled. This policy is disabled



by default. Y ou can find more information about using digitd Sgnaturesin
client/server communications by looking at the Digitaly Sgn dient
communications (dways) policy.

Disable CTRL+ALT+DEL requirement for logon

Controls whether or not users must press CTRL+ALT+DEL to log on.
Enabling this policy dlows customersto log on without pressng
CTRL+ALT+DEL but creates a situation where the user's password can be
intercepted by hackers.

Do not display last user name in logon screen

Enabling this policy ensures that the last user name accessed will not gppear in
the logon screen. Thispolicy is disabled by defauilt.

LAN Manager authentication level

Enabling this policy alows you to choose the chalenge/response
authentication protocol that is used for network logons on your system. You
need to review your options carefully, as the protocol you choose affects the
level of authentication protocol used by clients, the level of session security
negotiated, and the level of authentication accepted by servers asfollows.

Message text for users attempting to log on

Enabling this policy alows you to specify atext message that is displayed to
users when they log on.

Message title for users attempting to log on

Enabling this palicy lets you add the specification of atitle that appearsin the
title bar of the window that contains the Message text for users attempting to

log on.
Number of previous logons to cache (in case domain controller is not available)

If you enable this policy, you can specify the number of times auser can log
on to a system utilizing cached information. Cached information isused if a
domain controller isn't available to provide the information. The default
Setting is 10.

Prevent system maintenance of computer account password
Windows 2000 generates a new password for the computer account once a
week by default. If you enable this palicy, this functionality is suppressed;
new passwords aren't generated automaticaly.

Prevent users from installing printer drivers



Enabling this policy ensures that users can't ingdl printer drivers. Asaresult,
users can't add printers that don't use printer driversthat are adready installed.

Prompt user to change password before expiration

Enabling this policy alows you to specify how far in advance users should be
warned to change their password. The default setting is seven days.

Recovery Console: Allow automatic administrative logon

Enabling this policy alows users to log on to the Recovery Console without
providing a password. Thispalicy is disabled by defauilt.

Recovery Console: Allow floppy copy and access to all drives and folders

If you enable this policy, the Recovery Console SET command is enabled.
This allows you to choose to enable or ignore four Recovery Console
environment varigbles: AllowWildCards, AllowAllPaths,
AllowRemovableMedia, and NoCopyPrompt.

Rename administrator account

If you enable this palicy, you can associate a different account name with the
security identifier (SID) for the account "Adminigtrator.” Enabling this policy
guards againgt hackers, who often search for Administrator accounts when
damaging sysems.

Rename guest account

If you enable this palicy, you can associate a different account name with the
security identifier (SID) for the account "Guest." Enabling this policy guards
againg hackers, who often search for Guest accounts when damaging systems.

Restrict CD-ROM access to locally logged-on user only

Enabling this policy makes CD-ROMSs accessible firgt to an interactively
logged-on user. If thereis no interactively logged-on user, the CD-ROM can
be shared across the network. If this policy is disabled, loca and remote users
can both access the CD-ROM at the sametime.

Restrict floppy access to locally logged-on user only
Enabling this policy makes floppy media accessble firg to an interactively
logged-on user. If there is no interactively logged-on user, the floppy media
can be shared across the network. If this policy is disabled, local and remote
users can both access the floppy media at the sametime.

Secure channel: Digitally encrypt or sign secure channel data (always)



Enabling this policy ensures that the system digitdly encrypts or sgnsdl
outgoing secure channel traffic. Signing and encryption is negotiated if this
policy isdisabled, which it is by default.

Secure channel: Digitally encrypt secure channel data (when possible)

Enabling this policy ensures that the system digitdly encrypts al outgoing
secure channd traffic whenever possible. No encryption takes placeif this
policy isdisabled. Thispolicy isenabled by default.

Secure channel: Digitally sign secure channel data (when possible)

Enabling this policy ensuresthat the sysem signs dl outgoing secure channd
traffic whenever possible. No signing takes place if this palicy is disabled.
This palicy is enabled by defaullt.

Secure channel: Require strong (Windows 2000 or later) session key

Enabling this policy ensuresthat a strong encryption key is required for dl
outgoing secure channd traffic. The key srength is negotiated if thispalicy is
dissbled. This policy is disabled by default.

Secure system partition (for RISC platforms only)

Enabling this policy ensures that administrative access is required to access a
RISC-based system partition (which must be FAT) while the operating system
IS running.

Send unencrypted password to connect to third-party SMB servers

Enabling this policy dlows the Server Message Block (SMB) redirector to
send clear-text passwords to non-Microsoft SMB servers. These servers don't
support password encryption during authentication.

Shut down system immediately if unable to log security audits
Enabling this policy ensures that your system will shut down if a security audit
can't be logged. Only an adminigirator can restart the system in the event that
this policy is enabled, and a shut down occurs.

Smart card removal behavior

Enabling this policy alows you to define what happens when the smart card
for alogged-on user is removed from the smart-card reader. Y ou can choose
from three options: No Action, Lock Workstation, or Force Logoff.

Strengthen default permissions of global system objects (e.g., symbolic links)

Controls the strength of the default discretionary access control list (DACL)
for objects. If you enable this policy, non-admin users can read shared objects



(they can't modify shared objectsthey didn't create) because the default DACL
isstronger. Thispolicy isenabled by defaullt.

Unsigned driver installation behavior

Enabling this palicy dlows you to specify how your system reacts when an
attempt is made to ingtal a device driver (by means of the Windows 2000
deviceingdler) that isn't certified by the Windows Hardware Qudity Lab
(WHQL). Y ou can choose from three options: Silently succeed, Warn but
dlow instalation, and Do not dlow ingalaion. Warn but dlow ingdlation is
the default setting.

Unsigned non-driver installation behavior

Enabling this policy alows you to specify what should happen when an
attempt is made to ingtdl any nondevice driver software that isn't certified.
Y ou can choose from three options: Silently succeed, Warn but alow
indalation, and Do not dlow ingalation. Silently succeed is the default
SHting.

B.1.1.7 Event Log
Comput er Confi gurati on\Wndows Settings\Security Settings\Event Log

B.1.1.7.1 Settings for Event Logs

Conput er Configuration\Wndows Settings\Security Settings\Event
Log\ Settings for Event Logs

Maximum application log size

Enabling this policy dlows you to define the maximum size for the goplication
event log. The maximum szeis4 GB, and the default setting is 512 KB. The
policy can be enabled only in Group Policy objects associated with domains,
OUs, and sites, because only these objects contain the necessary Event Log
folder.

Maximum security log size

Enabling this palicy dlows you to define the maximum size for the security
event log. The maximum sizeis4 GB, and the default setting is 512 KB. The
policy can be enabled only in Group Policy objects associated with domains,
OUs, and sites because only these objects contain the necessary Event Log
folder.

Maximum system log size

Enabling this policy dlows you to define the maximum sze for the system
event log. The maximum sizeis4 GB, and the default setting is512 KB. The
policy can be enabled only in Group Policy objects associated with domains,
OUs, and Sites because only these objects contain the necessary Event Log
folder.



Restrict guest access to application log

If you enable this policy, guests can't view the application event log. This
policy isdisabled by default. The policy can be enabled only in Group Policy
objects associated with domains, OUs, and Sites because only these objects
contain the necessary Event Log folder.

Restrict guest access to security log

If you enable this policy, guests can't view the security event log. This policy

is disabled by default. The policy can be enabled only in Group Policy objects
associated with domains, OUs, and sites because only these objects contain the
necessary Event Log folder.

Restrict guest access to system log

If you enable this policy, guests can't view the system event log. Thispolicy is
disabled by default. The policy can be enabled only in Group Policy objects
associated with domains, OUs, and sites because only these objects contain the

necessary Event Log folder.

Retain application log

Enabling this policy dlows you to specify how many days of events should be
retained for the gpplication log, if the retention method for the application log
is"By Days." The palicy can be enabled only in Group Policy objects
associated with domains, OUs, and sites because only these objects contain the
necessary Event Log folder.

Retain security log

Enabling this policy dlows you to specify how many days of events should be
retained for the security log, if the retention method for the gpplication log is
"By Days." The policy can be enabled only in Group Policy objects associated
with domains, OUs, and sites because only these objects contain the necessary
Event Log folder.

Retain system log

Enabling this policy alows you to specify how many days of events should be
retained for the system log, if the retention method for the application log is
"By Days." The policy can be enabled only in Group Policy objects associated
with domains, OUs, and sites because only these objects contain the necessary
Event Log folder.

Retention method for application log
Enabling this policy alows you to specify which "wrgpping” method you use

for the gpplication log -- either Overwrite events as needed, Overwrite events
by days, or Do not overwrite events. The policy can be enabled only in Group



Policy objects associated with domains, OUs, and sites because only these
objects contain the necessary Event Log folder.

Retention method for security log

Enabling this policy alows you to specify which "wrgpping” method you will
use for the security log -- either Overwrite events as needed, Overwrite events
by days, or Do not overwrite events. The policy can be enabled only in Group
Policy objects associated with domains, OUs, and sites because only these
objects contain the necessary Event Log folder.

Retention method for system log

Enabling this palicy dlows you to specify which "wrgpping’ method you will
use for the system log-- either Overwrite events as needed, Overwrite events
by days, or Do not overwrite events. The policy can be enabled only in Group
Policy objects associated with domains, OUs, and sites because only these
objects contain the necessary Event Log folder.

Shut down the computer when the security audit log is full

The earlier "Shut down sysem immediatdy if unable to log security audits’
policy should be used instead of this policy.

B.2 Administrative Templates
Comput er Confi guration\ Adm nistrative Tenpl ates

B.2.1 Windows Components
Comput er Confi guration\ Adm nistrative Tenpl at es\ Wndows Conponents

B.2.1.1 NetMeeting

Comput er Confi gurati on\ Adm nistrative Tenpl at es\ W ndows
Conponent s\ Net Meet i ng

Disable remote desktop sharing

If you enable this policy, users can't set up the remote desktop sharing feature
of NetMesting. Thus, they also can't useit to control their computers remotely.

B.2.1.2 Internet Explorer

Comput er Confi gurati on\ Adm nistrative Tenpl at es\ W ndows
Conponent s\ | nt ernet Expl orer

Security Zones: Use only machine settings

If you enable this policy, when a user makes changes to a security zone, those

changes gpply to al users of that computer. If this policy is disabled, each user
can set up their own security zone settings. A group of web steswith the same
security leve isasecurity zone.

Security Zones: Do not allow users to change policies



If you enable this policy, users can't change security zone settings the
adminigtrator has set up. A group of web steswith the same security leve isa
Security zone.

Security Zones: Do not allow users to add/delete sites

If you enable this policy, users can't add or remove Sites from security zones.
A group of web gteswith the same security leve is a security zone.

Make proxy settings per-machine (rather than per user)

If you enable this policy, dl users on asingle computer can use the same
proxy settings. If this policy is disabled, users can set their own proxy settings.

Disable Automatic Install of Internet Explorer components

Enabling this policy ensures that Internet Explorer components aren't
automaticaly downloaded. This policy is recommended for administrators
who wish to control the components that are downloaded onto their system.

Disable Periodic Check of Internet Explorer software updates

Enabling this policy ensures that users arent notified if Microsoft Software
Digtribution Channd ingtals new components on their computer. This policy
dlows adminigrators to utilize the Software Digtribution Channels to update
their users programs without user intervention.

Disable software update shell notifications on program launch

Enabling this policy ensures users can't download new verson of Internet
Explorer components because they will not be automatically downloaded. This
policy alows administrators to have version control across their system.

Disable showing the splash screen

Enabling this policy ensures that the splash screen doesn't gppear for userson
your system. The splash screen displays the program name, licensing, and
copyright informetion.

B.2.1.3 Task Scheduler

Comput er Confi gurati on\ Adm nistrative Tenpl at es\ W ndows
Component s\ Task Schedul er

Hide Property Pages

When this policy is enabled, users can't view or change the properties of an
exiging task, which smplifies task cregtion for beginning users. These
properties may include the program the task runs, details of its schedule, idle
time and power management settings, and its security context. Note that this
policy appearsin both the Computer Configuration and User Configuration
folders, but the Computer Configuration folder takes precedence.



Prevent Task Run or End

When this policy is enabled users can't start or stop tasks manualy. This
means that users can't force tasks to end before they are finished or start tasks
manually. Note that this policy appearsin both the Computer Configuration

and User Configuration folders, but the Computer Configuration folder takes
precedence.

Disable drag-and-drop

When you enable this policy users can't use the drag-and-drop method to
move or copy programs in the Scheduled Tasks folder. This policy removes
Cut, Copy, Paste, and Paste shortcut items on the context menu and the Edit
menu in Scheduled Tasks. Note that this policy gppears in both the Computer
Configuration and User Configuration folders, but the Computer
Configuration folder takes precedence.

Disable New Task Creation

When you enable this policy, users can't cregte new tasks. This policy aso
prevents the system from responding when userstry to move, paste, or drag
programs or documents into the Scheduled Tasks folder. Note that this policy
appears in both the Computer Configuration and User Configuration folders
but the Computer Configuration folder takes precedence.

Disable Task Deletion

When you enable this policy, users can't delete tasks from the Scheduled
Tasks folder. Additionaly, the system doesn't respond if userstry to cut or
drag atask from the Scheduled Tasks folder. Note that this policy appearsin
both the Computer Configuration and User Configuration folders, but the
Computer Configuration folder takes precedence.

Disable Advanced Menu

When this palicy is enabled, users can't view or change the properties of
newly created tasks, which smplifies task cregtion for beginning users. These
properties may include the program the task runs, details of its schedule, idle
time and power management settings, and its security context. Note thet this
policy appears in both the Computer Configuration and User Configuration
folders, but the Computer Configuration folder takes precedence.

Prohibit Browse

When this policy is enabled, users newly scheduled tasks are limited to items
on the user's Start menu, and users can't change the scheduled program for
existing tasks. Note that this policy appears in both the Computer
Configuration and User Configuration folders, but the Computer
Configuration folder takes precedence.



B.2.1.4 Windows Installer

Comput er Confi gurati on\ Adm nistrative Tenpl at es\ W ndows
Conmponent s\ W ndows | nstaller

Disable Windows Installer

If you enable this policy, Windows Instaler is disabled or restricted. Y ou can
use this policy to set up one of three ingalation policies: Never, For nor+
managed apps only, or Always.

Always install with elevated privileges

Enabling this program directs Windows Ingdler to use sysem permissons
when it inddls any program on the system. Thisdlows auser to ingdl
programs that require access to directories the user might not have permission
to view or change. Note that this policy appears in both the Computer
Configuration and User Configuration folders; the policy must be enabled in
both folders to make the policy effective.

Disable rollback

When this palicy is enabled, Windows Ingtaller doesn't generate and save the
filesit needs to reverse an interrupted or unsuccessful ingdlation; it is unable
to record the origind state of the computer. This policy reduces the amount of
temporary disk space required to ingtall programs.

Disable browse dialog box for new source
If you enable this policy, users can't search for ingtdlation files when they add
features or components to an ingtaled program. Thus, users only option isto

choose an inddlation file source from the Use features from list. Thisligt is
configured by the system administrator.

Disable patching

If you enable this policy, users can't ingtdl patches by usng Windows
Installer. Patches are program updates or upgrades that replace specific files.

Disable IE security prompt for Windows Installer scripts
If you enable this policy, a user on your system isn't notified when web-based
programs ingta| software the user's computer. By default, when web-based
programs install software, users are warned and asked to salect or refuse the
ingdlation.

Enable user control over installs
Enabling this policy dlows users to change ingdlation options that are usudly
avallable only to system administrators. Note that this policy bypasses some
Windows Ingtaler security settings.

Enable user to browse for source while elevated



Enabling this policy dlows usarsto search for ingdlation files during
privileged ingdlations (instdlations with eevated privileges). System
adminigrators usualy perform thistask because the default setting grants
permission only to adminigtretors.

Enable user to use media source while elevated

If you endble this palicy, users can use removable media, such as floppy disks
and CD-ROMs, to ingdl programs during privileged ingalations. System
adminigrators usualy perform this task because the default setting grants
permission only to adminigtrators.

Enable user to patch elevated products

If you enable this policy, users can upgrade programs during privileged
ingalations. System administrators usualy perform this task because the
default setting grants permission only to administrators.

Allow admin to install from Terminal Services session

If you enable this policy, Termind Services adminidrators can ingal and
configure programs remotely. This policy enhances only the capabilities of
system adminigtrators, users can't ingtal and configure programs remotely.

Cache transforms in secure location on workstation

Enabling this policy ensures that the transform file is saved in a secure
location on the user's computer. Usudly transform files are saved into the user
profile. This policy protects larger organizations thet must safeguard transform

files from unauthorized editing.

Logging

If you enable this policy, you can define which types of events the Windows
Ingtaler record. Thelist of events can be typed in any order and can include as
many events as you choose.

B.2.2 System

Conput er Configuration\Adm nistrative Tenpl at es\ System
Remove security option from Start menu (Terminal Services only)

If you enable this policy, the Windows Security item is removed from the
Settings menu on a Termina Services client. This policy ensures that users
don't log onto Termind Services inadvertently.

Remove Disconnect item from Start menu (Terminal Services only)

If you enable this palicy, the Disconnect item is removed from the Shut Down
Windows didog box on Termina Services dlients. This prevents Termind



Services users from disconnecting ther client from a Termind Services server
using this method.

Disable Boot/Shutdown/Logon/Logoff status messages

If you engble this policy, status messages -- such as the messages that remind
usersto wait while their system darts -- aren't displayed.

Verbose vs normal status messages

If you enable this policy, highly detailed status messages -- messages that
include each step in aprocess -- are displayed to users.

Disable Autoplay

Enabling this feature disables Autoplay. As aresult, setup files for programs
and the music on audio media don't sart immediatdly; users have to sart the
setup files themsdves. Note that this policy appearsin both the Computer
Configuration and User Configuration folders, but the Computer
Configuration folder takes precedence.

Don't display welcome screen at logon

If you enable this policy, the Getting Started with Windows 2000 welcome
screen is hidden from users. Users can access this screen from the Start menu.
This policy gppearsin both the Computer Configuration and User
Configuration folders, but the Computer Configuration folder takes
precedence.

Run these programs at user logon

Enabling this policy alows you to specify additiona programs or documents
that Windows 2000 gstarts automatically when a user logs on to the system.
You will have to specify the fully qualified path to each file you wish to use.
This policy can be st in the Computer Configuration and User Configuration
folders; the Computer Configuration folder overrides the User Configuration
folder setting.

Disable the run once list

If you enable this policy, the computer ignores the customized run-once i<,
which details additiona programs and documents that are started
automaticaly the next time the system gtarts. The run once ligt isn't sarted the
next time the system runs. This policy can be set in the Computer
Configuration and User Configuration folders; the Computer Configuration
folder overrides the User Configuration folder setting.

Disable legacy run list



If you enable this policy, the computer ignores the legacy run lig, a
customized list of additiond programs and documents that the system gtarts
automdticaly on startup. This policy can be set in the Computer Configuration
and User Configuration folders; the Computer Configuration folder overrides

the User Configuration folder setting.
Do not automatically encrypt files moved to encrypted folders

If you enable this policy, Windows Explorer doesn't encrypt filesthet are
moved to an encrypted folder. Note that this policy applies only to files moved
within avolume.

Download missing COM components

If you enable this palicy, your system searches the Active Directory for the
missing Component Object Modd (COM) components a program requires.
Enabling this policy might cause programs to start or run dower, but the
programs don't suffer from impaired functiondity or stop functioning asa
result of missng COM components.

B.2.2.1 Logon
Comput er Confi gurati on\ Adm nistrative Tenpl at es\ Syst eml Logon
Run logon scripts synchronously

Enabling this policy ensures that logon script processing is complete before
the user starts working. If you enable this policy, the system waits for the
logon scripts to finish running before it garts the Windows Explorer interface
program and cregtes the desktop. Keep in mind that this policy can ddlay the
appearance of the desktop.

Run startup scripts asynchronously

If you enable this policy, the sartup scripts (which are batch files) run
smultaneoudy before the user isinvited to log on to the system.

Run startup scripts visible

If you enable this policy, the Sartup scripts (which are batch files) indructions
gopear in acommand window S0 that users can view them. This setting is
recommended for advanced users only.

Run shutdown scripts visible
If you engble this palicy, the shutdown scripts (which are batch files)
ingructions appear in acommand window o that users can view them. This

Setting is recommended for advanced users only.

Maximum wait time for Group Policy scripts



If you enable this palicy, you can set the total time the system alows for dl
logon, startup, and shutdown scripts gpplied by Group Policy to finish
running. The default setting lets scripts run for atota of 10 minutes.

Delete cached copies of roaming profiles

If you engble this palicy, the system doesn't save a copy of auser'sroaming
profile on the loca computer's hard drive when the user logs off. Be aware
that you don't want to use this policy if you are using the dow link detection
feature of Windows 2000; that feature requires loca copies of users roaming
profiles.

Do not detect slow network connections

If you enable this palicy, the dow link detection feature is disabled. This
feature measures the speed of the connection between a user's computer and
the remote server that stores the roaming user profile. Enabling this feature
disables any systemn responses to a dow connection.

Slow network connection timeout for user profiles

Enabling this policy dlows you to set a threshold for dow connections for
roaming user profiles. Note thet if the "Do not detect dow network
connections' policy isenabled it, this policy has no effect.

Wait for remote user profile

If you enable this palicy, the syssem waits for the remote copy of the roaming
user profile to load, regardless of how long loading takes. If you don't enable
this policy, the system loads the loca copy of the roaming user profile when
loading isdow.

Prompt user when slow link is detected

Enabling this policy alows users to choose between two options when loading
isdow: usng alocd copy of ther user profile or waiting for the roaming user
profile. If you don't enable this palicy, the loca copy of the user profileis
loaded autometically.

Timeout for dialog boxes
This policy dlows you to specify how long the system should wait for a user
response to adialog box before the system uses a default value. The system's
default timeis 30 seconds.

Log users off when roaming profile fails
If you enable this policy, users are automatically logged off if the system can't

load their roaming user profile. This policy goesinto effect if the system can't
find the roaming user prafile, or if the profile has errors.



Maximum retries to unload and update user profile

This policy alows you to specify how many times the system tries to unload
and update the Registry portion of auser's profile. The system's default
number of retriesis 60. Setting the number to tells the system to try only once.
This palicy should be used with Terminal Services.

B.2.2.2 Disk Quotas

Comput er Configuration\ Adm nistrative Tenpl at es\ Syst eml Di sk Quot as
Enable disk quotas

Enabling this policy provides disk quota management on al NTFS volumes of
the computer. Administrators carit change this setting if you enable the Enable
disk quotas palicy.

Enforce disk quota limit

Enabling this policy ensuresthat users disk quota limits are enforced. The
system responds as though the physica space on the volume were exhausted
when a user reaches hisor her disk quota limit. User settings that enable or
disable quota enforcement on their volumes are superseded by this palicy.

Default quota limit and warning level

Enabling this policy alows you to set the default disk quota limit and the
warning level for new users of the volume. The disk space users have & their
digposd ign't limited if you don't configure this palicy, or if you disableiit.
User settings that enable or disable quota enforcement on their volumes are
superseded by this policy.

Log event when quota limit exceeded

This policy ensures that when users reach thair disk quota limit on avolume,
an event is recorded in the Application log. If you don't configure this palicy,
or if you disdble it, the user's disk quota status in the Quota Entries window
changes, but an event isn't recorded when the disk quotalimit is met.

Log event when quota warning level exceeded

This policy ensures that when users reach their disk quotawarning level on a
volume, an event isrecorded in the Application log. If you don't configure this
policy, or if you disable it, the user's disk quota Satus in the Quota Entries
window changes, but an event isn't recorded when the disk quota warning
level ismet.

Apply policy to removable media

If you endble this palicy, the disk quota paliciesin this folder also gppliesto
NTFS filesystern volumes on removable media. The disk quota policiesin this



folder gpply to fixed-media NTFS volumes only if you don't configure this
policy, or if you dissbleit.

B.2.2.3 DNS Client

Comput er Confi guration\ Adm nistrative Tenpl at es\ Systeml DNS Cl i ent
Primary DNS Suffix

Enabling this policy dlows you to define primary Domain Name System
(DNS) suffix for al affected computers. This suffix isused in DNS name
registration and name resolution. If you enable this policy, users and
adminigtrators can't change the suffix you choose.

B.2.2.4 Group Policy

Comput er Confi gurati on\ Adm nistrative Tenpl at es\ System\ Group Policy
Disable background refresh of Group Policy

If you endble this palicy, Group Palicy isn't updated while the computer isin
use. When the user logs off, the system updates the computer and user
policies. If you disable it, updates can be gpplied while users are working.

Apply Group Policy for computers asynchronously during startup

If you enable this policy, the system can invite usersto log on before Group
Policy updates complete. Thus, the Windows interface could appear to be
ready before computer Group Policy is applied.

Apply Group Policy for users asynchronously during logon

If you enable this palicy, the system can display the Windows desktop before
user Group Policy complete. Thus, the Windows interface can appear to be
ready before computer Group Policy is updated.

Group Policy refresh interval for computers

Enabling this policy dlows you to set how often the Group Palicy is updated
on domain controllers while the computer isin use (the update occurs in the
background). This policy's updates occur in addition to the updates that occur
on system gtartup. The default rate for updates is every five minutes.

Group Policy refresh interval for domain controllers

Enabling this policy dlows you to sat how often the Group Policy for
computers updates while the computer isin use (the update occursin the
background). This policy gpplies only to Group Policies in the Computer
Configuration folder. The default rate for updates is every 90 minutes, with a
random offset of to 30 minutes.

User Group Policy loopback processing mode



Enabling this palicy alows you to direct the system to apply the set of Group
Policy objects for the computer to any user who logs on to a computer affected
by thispolicy. This policy is desgned for computers used by many users, such
as computersin libraries, classrooms, and so on.

Group Policy slow link detection

Enabling this policy dlows you to define adow connection for purposes of
applying and updating Group Policy for your system. Connection speed is
determined by the rate at which data is transferred from the domain controller
providing a policy updeate to the computers in the group. After you define the
dow connection speed, the system interprets a dow connection as one that
exceeds your specification.

Registry policy processing

Enabling this policy alows you to define when the policiesin the
Adminigrative Templates folder and any other policies that store vauesin the
Registry are updated. This policy lets you sdect or ignore two options. Do hot
apply during periodic background processing and Process even if the Group
Policy objects have not changed.

Internet Explorer Maintenance policy processing

Enabling this policy alows you to define when disk quota policies are
updated. This policy supersedes any customized settings the Internet Explorer
Maintenance policy set when it was ingtaled. This policy lets you select or
ignore three options: Allow processing across adow network connection, Do
not gpply during periodic background processing, and Process even if the
Group Policy objects have not changed.

Software Installation policy processing

Enabling this policy dlows you to define when software indtdlation polices
are updated. This policy supersedes any customized settings the program
implementing the software ingtdlation policy st when it wasingdled. This
policy lets you select or ignore two options: Allow processing acrossasow
network connection and Process even if the Group Policy objects have not
changed.

Folder Redirection policy processing
Enabling this policy alows you to define when folder redirection policies are
updated. This policy lets you select or ignore two options: Allow processing
across adow network connection and Process even if the Group Policy
objects have not changed.

Scripts policy processing



Enabling this policy dlows you to define when policies that assgn shared
scripts are updated. This policy lets you select or ignore three options: Allow
processing across a dow network connection, Do not gpply during periodic
background processing, and Process even if the Group Policy objects have not
changed.

Security policy processing

Enabling this policy dlows you to define when security policies are updated.
This policy lets you select or ignore three options. Allow processing acrossa
dow network connection, Do not gpply during periodic background
processing, and Process even if the Group Policy objects have not changed.

IP Security policy processing

Enabling this policy dlows you to define when IP security polices are
updated. This policy lets you select or ignore three options: Allow processing
across adow network connection, Do not apply during periodic background
processing, and Process even if the Group Policy objects have not changed.

EFS recovery policy processing

Enabling this policy alows you to define when encryption polices are updated.
This policy lets you select or ignore three options. Allow processing across a
dow network connection, Do hot apply during periodic background
processing, and Process even if the Group Policy objects have not changed.

Disk Quota policy processing

Enabling this policy alows you to define when disk quota policies are
updated. This policy lets you sdect or ignore three options: Allow processing
across adow network connection, Do not apply during periodic background
processing, and Process even if the Group Policy objects have not changed.

B.2.2.5 Windows File Protection

Comput er Confi gurati on\ Adm nistrative Tenpl at es\ Systeml W ndows Fil e
Protection

Set Windows File Protection scanning

Enabling this policy ensures that Windows File Protection enumerate and scan
al sysem filesfor changes. This policy dlows you to set up Windows File
Protection to scan files more often. Files are scanned only during setup by
default.

Hide the file scan progress window
Enabling this policy ensures that the file scan progress window is hidden to
users. This policy is recommended for organizations with beginning users,
they are sometimes confused by this window.

Limit Windows File Protection cache size



Y ou can use this policy to define the maximum amount of disk space the
Windows File Protection file cache uses. Y ou can select 4294967295 as the
maximum amount of disk space if you wish to have an unlimited cache Sze,

Specify Windows File Protection cache location

You can use this policy to set up alocation for the Windows File Protection
cachethat is different than the default. The default location isin the
Systemroot\System32\Dllcache directory.

B.2.3 Network
Comput er Confi gurati on\ Adm nistrative Tenpl at es\ Net wor k

B.2.3.1 Offline Files

Comput er Configurati on\ Adm nistrative Tenpl ates\Network\Offline files
Enabled

Controls whether the Offline Files feature is enabled or disabled. Once the
Offline Filesfeature is set, users can't change whether the feature is enabled or
disabled.

Disable user configuration of Offline Files

This feature locks down the configuration you establish because it prevents
users from disabling, enabling, or changing the configuration of the offline
files

Synchronize all offline files before logging off
Controls whether offline files are fully synchronized or quickly synchronized
each night. If you don't configure this palicy, the system performs a quick
synchronization by default, and users can change this setting.

Default cache size
Allows you to set the percentage of disk space that can store automaticaly
cached offlinefiles. If you don't set this policy, by default the system limits
the space that automatically cached files occupy to 10%.

Action on server disconnect
Allows you to determine whether or not a network computer has access to
network filesif the computer is disconnected from the server. Y ou can use the
Action box to set the number of computers this policy appliesto.

Non-default server disconnect actions

Controls how specific computers respond when they are disconnected from
particular offline file servers. This policy supersedes the Action on server
disconnect policy. Also, this policy can be set in the Computer Configuration



and User Configuration folders; the Computer Configuration folder overrides
the User Configuration folder setting.

Disable "Make Available Offline"

Enabling this policy ensures that users can't make network files and folders
available offline. Be aware that this policy doesn't prevent the system from
saving local copies of files that resde on network shares designated for
automatic caching. This policy appears in both the Computer Configuration
and User Configuration folders; the Computer Configuration folder takes
precedence.

Prevent use of Offline Files folder

Enabling this policy disables the Offline Files folder, and users can't view or
open copies of network files stored on their computer viathe Offline Files
Folder. This policy appearsin both the Computer Configuration and User
Configuration folders, the Computer Configuration folder takes precedence.

Files not cached

Enabling this policy dlowsyou to ligt the types of files that can't be used
offline and exclude certain types of files from automeatic and manua caching
for offline use. This policy ensures that files that can't be separated, such as
database components, are safe.

Administratively assigned offline files

Enabling this policy dlowsyou to lig the types of network files and folders
that are dways available for offline use. Also, users can access the specified
files and folders offline. This policy appearsin both the Computer
Configuration and User Configuration folders; the Computer Configuration
folder takes precedence.

Disable reminder balloons

Enabling this policy removes reminder baloons, which are enabled by default
if offlinefiles are endbled. This policy appearsin both the Computer
Configuration and User Configuration folders; the Computer Configuration
folder takes precedence.

Reminder balloon frequency
Enabling this palicy dlows you to specify how often reminder balloon updates
appear. This policy alows you to change the update interval for reminders.
This policy appearsin both the Computer Configuration and User
Configuration folders; the Computer Configuration folder takes precedence.

Initial reminder balloon lifetime



Enabling this policy dlows you to specify how long the first reminder baloon
for anetwork status change is displayed. Thefirst reminder is 30 secondslong
by default. This policy appears in both the Computer Configuration and User
Configuration folders, the Computer Configuration folder takes precedence.

Reminder balloon lifetime

Enabling this policy dlows you to change the duration of the update reminder
from the default of 30 seconds for the first reminder and 15 seconds theresfter.
This policy appears in both the Computer Configuration and User
Configuration folders; the Computer Configuration folder takes precedence.

At logoff, delete local copy of user's offline files

If you endble this palicy, loca copies of the user's offline files are deleted
when the user logs off. Be aware that files aren't synchronized before they're
deleted. Changesto locd files since the last synchronization arelost as a
result.

Event logging level

Enabling this policy dlows you to specify which events are recorded in the
event log by the Offline Files feature. This policy alows you to add eventsto
those recorded by default. Offline Files records an event only when the offline
files storage cache is corrupted by default. This policy appearsin both the
Computer Configuration and User Configuration folders, the Computer
Configuration folder takes precedence.

Subfolders always available offline

Enabling this policy ensures that subfolders are dways available offline when
their parent folder is made available offline. When you make afolder available
offline, this policy makes dl folders within thet folder avallable offline. New
foldersthat you create within afolder that is avalable offline are avallable
offline after the parent folder is synchronized.

B.2.3.2 Network & Dial-Up Connections

Conmput er Configuration\Adm nistrative Tenpl at es\ Net wor k\ Net work &
Di al -up Connecti ons
Allow configuration of connection sharing

This policy determines whether administrators and power users can enable,
disable, and configure the Internet Connection Sharing feature of a did-up
connection. Users can configure their system as an Internet gateway for a
smadl network through Internet Connection Sharing. This policy gppearsin
both the Computer Configuration and User Corfiguretion folders; the
Computer Configuration folder takes precedence.

B.2.4 Printers

Comput er Configurati on\ Adm nistrative Tenplates\Printers



Allow printers to be published

Controls whether or not the computer's shared printers can be published in the
Active Directory. Enabling or not configuring the policy ensuresthat users

have this capability.
Automatically publish new printers in Active Directory

Controls whether or not the Add Printer wizard publishes the computer's
shared printers automatically in the Active Directory. Enabling or not
configuring the policy ensures that users have this capability.

Allow pruning of published printers

Controls whether or not the domain controller can prune the printers published
by this computer. Enabling or not configuring the policy ensures the domain
controller prunes, or deletes, this computer's printersif thereis no response
from the computer.

Printer browsing

Allows you to announce the presence of shared printersto print browse master
sarvers for the domain. When you enable this policy, shared printers appear in
the domain list in the Browse for Printer dialog box of the Add Printer wizard.

Prune printers that are not automatically republished

Controls whether or not printers that aren't automatically republished are
pruned (deleted from the Active Directory). Note that this policy doesn't apply
to printers published by using Printersin Control Pand. It does apply to
printers that run operating systems other than Windows 2000 and to Windows
2000 printers that are published outside of their domain.

Directory pruning interval
Controls when the pruning service on adomain controller contacts computers
to verify that their printers are operationd. The domain controller contacts
computers every eight hours by default. By enabling this policy, you can
change the number of hours in between contacts.

Directory pruning retry
Allows you to choose how many times the domain controller contacts a
computers to verify that their printers are operational before it prunesthe
computer.

Directory pruning priority

Controls the pruning thread's priority. The pruning thread actualy deletes
printer objects from the Active Directory if the printer that published the



object doesn't respond to contact attempts. Adjusting the pruning thread
priority can improve the performance of this service.

Check published state

Ensures that the system periodicdly verifies that the printers published by this
computer till gppear in the Active Directory. Y ou can aso determine how
often the system repests the verification through this policy.

Web-based printing

Controls Internet printing on the server. Internet printing lets you display
printers on web pages. As aresult, printers can be viewed, managed, and used
across the Internet or an intranet. Internet printing is supported by default and
remains supported if you enable or don't configure this policy.

Custom support URL in the Printers folder's left pane

Allows you to add a customized web page link to the Printers folder. The web
link you include can be tailored to best suit your organization. Default links
include a Microsoft web link and alink to the printer vendor.

Computer location

Controls the default location criteria the system uses when it's searching for
printers. Y ou must enable Location Tracking to use this policy, asthe
Computer Location policy isacomponent of the Location Tracking feature of
Windows 2000 printers.

Prepopulate printer search location text

Controls the Location Tracking feature of Windows 2000 printers. Enabling
this policy ensuresthat the Location Tracking feature of Windows 2000
printersis enabled.
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Our look is the result of reader comments, our own experimentation, and feedback
from digtribution channds. Didtinctive covers complement our distinctive approach to
technica topics, bregthing persondity and life into potentialy dry subjects.

The animd on the cover of Managing the Windows 2000 Registry isafemde or
juvenile orangutan. The word "orangutan” comes from the Maay word for "man of
the woods." Ancient legend has it that orangutans have the ability to spesk, but
choose not to because they are afraid that if humans find out, they will put the
orangutans to work.

Orangutans are native to the forests of Borneo and Sumatra. Mae adults havelong
beards and mustaches and highly developed cheek pads and throat pouches. The
throat pouches are used as resonators for mating cals and cals to mark territory.
Human maes have asmilar throat pouch, caled the "Morgagnitic pouch,” but it is
very smal in most men. It becomes well developed in trumpet players, bass Sngers,
and Mudim prayer cdlers.

These great gpes are dmost completely arbored. They move by swinging from one
tree branch to the next, and descend to the ground only when there is no branch to
swing to, or occasionaly to gather branches for building deeping nests. Because of
the orangutans method of locomoation, their arams are very strong and long, measuring
up to 7.8 feet when outspread and reaching to the ankles when standing upright. Ther
legs, in contradt, are relatively weak. They eat primarily fruit, but will also et bark,
leaves, flowers, and eggs. They get their drinking water by scooping it out of holesin
the trees.

Orangutans mate while swinging from tree branches. Infants weigh gpproximately 3.5
pounds &t birth. For about the first year the infant is completely dependent on its
mother and dlingsto her by entwining itsfingersin her fur. If orangutan babies are
orphaned, they need to be given a subgtitute to cling to, and they usudly display greeat
affection for their surrogate mothers. Development in the firgt year is Smilar to thet of
human babies.

Other than humans, orangutans have no naturd enemies. However, as aresult of
hunting and habitat destruction, they are in danger of becoming extinct.

Mary Anne Weeks Mayo was the copyeditor and production editor for Managing the
Windows 2000 Registry. Ellie Cutler proofread the book. Jeff Holcomb, Madeleine
Newell, and Jane Ellin provided qudity control. Mary Sheehan and Emily Quill
provided production support. Bruce Tracy wrote the index.

Edie Freedman designed the cover of this book, using a 19th- century engraving from
the Dover Pictoria Archive. Emma Colby produced the cover layout with
QuarkXPress 4.1 using Adobe's ITC Garamond font.

Alicia Cech and David Futato designed the interior layout based on a series design by
Nancy Priest. Mike Serraimplemented the design in FrameMaker 5.5.6. Thetext and
heading fonts are ITC Garamond Light and Garamond Book. Theillusirations that



appear in the book were produced by Robert Romano and Rhon Porter using
Macromedia FreeHand 8 and Adobe Photoshop 5. This colophon was written by
Claremarie Fisher OLeary.



Womadi s Wb s Adlimnsicitism

O’REILLY"

Managing the Windows 2000 Registry

| The Windoses 200 Roewistry i e eeposatory Boe all Jaardwire, software, zod

g application confgueition settig s and Mernaging S Wikdfans 20080 Megisiey o
fhie system schministonor s ey Lo neantaining nwonioeing, sl opedaring th
Kepmsary chatalnise The B sk ety s oy apschine amel expansion of Wenreggimg
fhr Wineedoges N Rewister, addmesses Toair arcas

o Wha s e Hoeggsieed Wolere doeso i live on dhisk® Hlosw do sestem servces aocess and
st 0¥ WL e vt dhi 1 als alinmpesd or comrupred very 2000 adonimestreor Goes
eguiesTivnts likee these otten in g desperate atempr mo A something s briken

& What tesls ave avakabber Detilocl destcaponis o Besedi, Meobedf 22, thc Sysiem Policy
Folitior, Caroanpy Pasliow Eoditesr, aned selectod Besooree Kit utlines explion howe oo cdil amd
sevtire the Regisiry, on Iaoth loeal and emote comguiens

* Bl can | acvess e Registry Tron o progiim? Begubarly mwmiioring the Buegistey s
Cotilents s odie Wiy toprcclode anplesan surprises Dsing examples an G+ Vsl
Dormac sl Pl Menarcigimee He Wikl s 20080 Kegisery demmonsiniies Jiims bes el
wrgistry e Toals il soripas

o Wlets dn e Hoepssang? Sl all ]':(':._:I‘-Ir':. kuvs Lire .uh'ljl.: ety lowiimnenged D Aljcrosal
ot b the ctlver vienclors whies stoee conogeeation coit n the RBoegistrvs Wiyt fhe
Wanedersrs 2O0r Reistrr offers o smiced wr of Some of these uncloo e koeyvs

Fhiis Tk s o mwst Dase ™ for every Winchoses 20000 sy stonn nisiges oF siimmisteiiog

Paul Rosbichaws s an esperivcnoed software developer and authos and the ol of
Hesbsec T amed Assocttes, Ines Me bos workest on Ulnis, Alcinieoshe and Winald develop-
et prejecs ener e AES! ciphl yisies, i !':-.|I|'|:,; A stin oy Intenzeah's QLE oo, Hie s

s sl of Wertteatany Sl Wintadraees N1 Mogisioy amed Metegirege Shcevsoft e Deniee Serrey,

Visit Q'Reilly an the Web al www.oreilly.com

TREN 1=5A597=-T43-0 l.‘.M'I!

5 i
B
HHM “W EDDDE

26920 72943
Copyrighted material



