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Module 5

Cisco Device Hardening

Overview

Cisco 10S software has afull set of security features that you can implement to provide
security for the network. This module describes the best practices for securing router
administrative access using mechanisms such as password security features, failed login
attempt handling, and role-based CL1. Y ou will learn how to mitigate attacks using access lists.
The modul e describes how to design and implement a secure management system including
secure protocols such as Secure Shell (SSH), Simple Network Management Protocol version 3
(SNMPv3), and authenticated Network Time Protocol (NTP). The module discusses the most
ubiquitous AAA protocols RADIUS and TACACS+, and explains the differences between
them.

Module Objectives

Upon completing this module, you will be able to describe and configure Cisco device
hardening. This ability includes being able to meet these objectives:

m  Explain the strategies used to mitigate network attacks
m  Describe the techniques used to harden a Cisco router
m  Secure Cisco router installations and administrative access using passwords

m  Mitigate threats and attacks to Cisco perimeter routers by configuring and applying ACLs
to filter traffic

m  Explain the procedures to securely implement management and reporting features of
syslog, SSH, SNMPv3, and NTP

m  Explain the procedures to configure AAA implementation on a Cisco router using both
SDM and CLI
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Lesson 1

Mitigating Network Attacks

Overview

This lesson describes the types of network attacks and provides some general strategies for
reducing vulnerabilities. Understanding what types of attacks are out in the WWW and the
damage that they can do isamust for a network administrator. Today’ s network administrator
must also know how to detect vulnerabilitiesin their network. Today’ s network administrator
must know how to defend and mitigate these network attacks. This lesson will provide the
network administrator information on how to use available open source tools to help discover
vulnerabilities in their network and common threats that hackers are using today.

Objectives

Upon completing this lesson, you will be able to explain the strategies that are used to mitigate
network attacks. This ability includes being able to meet these objectives:

Describe the Cisco Self-Defending Network strategy
List the types of attacks that enterprise networks must defend against

Describe how to mitigate reconnai ssance attacks including packet sniffers, port scans, ping
sweeps, and Internet information queries

Describe how to mitigate access attacks including password attacks, trust exploitation,
buffer overflow, port redirection, and man-in-the-middle attacks

Describe how to mitigate DoS attacks including 1P spoofing and DDoS
Describe how to mitigate worm, virus, and Trojan horse attacks
Describe how to mitigate application layer attacks

Describe vulnerabilities in configuration management protocols, and recommendations for
mitigating these vulnerabilities

Describe how to use open source tools to discover network vulnerabilities and threats

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
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Cisco Self-Defending Network

This topic describes the Cisco Self-Defending Network strategy.

Cisco Self-Defending Network

» Cisco strategy to dramatically improve the network ability to
identify, prevent, and adapt to threats

e There are three categories:
— Secure connectivity:

* VPN solutions including VPN concentrators, VPN-
enabled routers, and firewall VPNs

— Threat defense:
* Appliance and Cisco 10S-based firewalls
e Cisco IDSs and IPSs
— Trust and identity:
* NAC, Cisco Secure ACS, and 802.1x technology

©2006 Cisco Systems, Inc. All rights reserved. ISCW v1.0—5-3

The Cisco Self-Defending Network strategy describes the Cisco vision for security systems,
and hel ps customers more effectively manage and mitigate risks posed to their networked
business systems and applications.

Cisco Sdlf-Defending Network is the Cisco response to the increasing challenge of new threats
and vulnerabilities that result from constantly evolving technologies and system devel opments.
It provides a comprehensive approach to secure enterprise networks.

The Cisco Self-Defending Network strategy consists of three systems, or pillars, each with a
specific purpose. By using Cisco integrated security solutions, customers can leverage their
existing infrastructure to address potential threats to their network. While security risks are
inherent in any network, customers can reduce their exposure and minimize these risks by
deploying three categories of overlapping and complementary security solutions:

m  Secure connectivity: Provides secure and scalable network connectivity, incorporating
multiple types of traffic.

m  Threat defense: Prevents and responds to network attacks and threats using network
services.

m  Trust and identity: Allowsthe network to intelligently protect endpoints using
technol ogies such as authentication, authorization, and accounting (AAA), Cisco Secure
Access Control Server (ACS), Network Admission Control (NAC), identity services, and
802.1x.

The Cisco Self-Defending Network is based on a foundation of security integrated throughout
the network, with constant innovationsin products and technol ogies and crafted into system-
level solutions. Such solutions incorporate all aspects of the network as well as the
sophisticated services needed to make it work. In addition, Cisco is working with major
industry partners to ensure the completeness of the strategy.

5-4 Implementing Secure Converged Wide Area Networks (ISCW) v1.0
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Evolution of Cisco Self-Defending Network

Most customers will not adopt all of the components of the Cisco Self-Defending Network at
one time, because it may be difficult to overhaul all of the required subsystems at once without
disrupting the integrity of the IT services. Some customers may hesitate to turn over security
controls to an automated system until they are confident that the system will operate
dependably.

Evolution of Cisco Self-Defending Network

Phase lll: Adaptive Threat Defense:

¢ Application inspection and control;
real-time worm, virus, spyware prevention;
point-to-point and instant messaging control

© 2006 Cisco Systems, Inc. All rights reserved ISCW v1.0—5-4

The figure illustrates the evol ution of the Cisco Self-Defending Network strategy. While
individual security products serve as good incubators for deploying advanced security
technologies, they are not by themselves integrated throughout the network fabric. Building
network security based solely on single-purpose appliances is no longer practical.

The self-defending network is developed in three phases:

m  Phase 1—Integrated security: Thefirst phase of the Cisco Self-Defending Network
security strategy focuses on the need for integrated security, blending IP and security
technologies. This phase aims to distribute security technol ogies throughout every segment
of the network to enable every network element as a point of defense.

m  Phase 2—Collabor ative security systems: The next phase introduces the NAC industry
initiative. NAC is a set of technologies and solutions built on an industry initiative led by
Cisco. NAC uses the network infrastructure to enforce security policy compliance on all
devices seeking to access network computing resources, thereby limiting damage from
emerging security threats such as viruses, worms, and spyware. Customers using NAC can
allow network access only to compliant and trusted endpoint devices (PCs, servers, and
PDAs, for example) and can restrict the access of noncompliant devices. Thisinitiativeis
the first industry-wide effort that increases the network ability to identify, prevent, and
adapt to security threats. This phase aims to enable the security technologies integrated
throughout the network to operate as a coordinated system. Network-wide collaboration
among the services and devices throughout the network is used to defeat attacks.

© 2006 Cisco Systems, Inc. Cisco Device Hardening 5-5
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m  Phase 3—Adaptivethreat defense: This phase aims at deploying innovative and threat
defense technol ogies throughout the “integrated security” fabric of the network. The goal is
to enable more proactive response to threats with greater operational efficiency by
consolidating multiple security services on devices and building a mutual awareness among
those services. Mutual awareness combines multiple security technologies on adevicein a
complementary fashion to deliver stronger security services. As an example, consider that a
firewall provides good Layer 3 and Layer 4 access control and inspection, broad
enforcement actions, and strong resiliency. Intrusion prevention systems (IPSs) provide
strong application intelligence. Combining and integrating these capabilities provides an
application intelligent device with broad mitigation capabilities, hardened resiliency, and
these services that can be integrated throughout the network fabric:

—  Application security: Granular application inspection in firewallsand IPS
(including Cisco 10S Firewall and 10S IPS). This service enforces appropriate
application use policies (for example, “Do not allow users to use messaging
service”). It also provides control of web traffic, including applications that abuse
port 80 (messaging service and peer-to-peer), aswell as control of web services,
such as XML applications.

—  Anti-X defenses: Includes broad attack mitigation capabilities, such as malware
protection, anti-virus, message security (anti-spam and anti-phishing), anti-
distributed denial of service, and anti-worm. While these technologies are interested
in and of themselves, anti-X defenses are not just about breadth of mitigation, but
about distributing those mitigation points throughout key security enforcement
points in the network to stop attacks as far from their intended destination and the
core of the network as possible. Stopping an attack before it reaches the network
core or host greatly diminishes the damage it can cause and its chances of spreading
further.

—  Network containment and control: Network intelligence and the virtualization of
security technologies provide the ability to layer sophisticated auditing, control, and
correlation capabilities to control and protect any networked element. This enables a
proactive response to threats by aggregating and correlating security information, as
well as protecting network services, such as Vol P, and the device infrastructure,
such as from the installation of rogue devices.
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Types of Network Attacks

This topic describes the types of attacks that enterprise networks must defend against.

Types of Network Attacks

Reconnaissance

Dos =0 waww

Inside

34P_158

F S Mail
Access attacks Gateway

Attacks that require less intelligence about the target network:
¢ Reconnaissance
* Access attacks
* DoS and distributed DoS
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An attack against an enterprise network occursin several stages. Intheinitial stages, the
attacker may have only limited information about the target. One of the primary attacker
objectivesisto gather intelligence about the target vulnerabilities. The process of unauthorized
collection of information about the network weaknessesis called a reconnai ssance attack.

Other attacks that typically do not require in-depth knowledge about the target include access
attacks, as well as denia of service (DoS) and distributed DoS attacks.

Access attacks exploit known vulnerabilities in authentication services, FTP services, and web
servicesto gain entry to web accounts, confidential databases, and other sensitive information.

DoS attacks are one of the most publicized forms of attack, and are also among the most
difficult to completely eliminate. They can employ various techniques, such as overwhelming
network resources, to render systems unavailable or reduce their functionality.

A DoS attack on a server sends extremely large volumes of requests over a network or the
Internet. These large volumes of requests cause the attacked server to dramatically slow down,
resulting in the attacked server becoming unavailable for legitimate access and use.

Distributed DoS attacks are the “next generation” of DoS attacks on the Internet. Victims of
distributed DoS attacks experience packet flooding from many different sources (possibly
spoofed | P source addresses) that overwhelm the network connectivity. In the past, the typical
DosS attack involved a single attempt to flood atarget host with packets. With distributed DoS
tools, an attacker can conduct the same attack using thousands of systems.
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Types of Network Attacks (Cont.)

Attacks that typically require
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Once the attacker has gathered information about the target network or even has direct access to
the resources as an inside user, arange of other attack types can be launched against the
enterprise systems.

Worms, viruses, and Trojan horses are examples of malicious code that can be used to
compromise the hosts in the enterprise network. They can either be injected by an inside user or
they can be used to exploit a vulnerability in the defense to compromise a protected system.

Application layer attacks are performed on the highest OSI layer in the information flow. The
attacker attempts to compromise the protected system by manipulating the application layer
data.

Management protocols are needed for system management. Like most other components,
management protocols have vulnerabilities that can be exploited by an attacker to gain access
to network resources.
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Reconnaissance Attacks and Mitigation

This topic describes how to mitigate reconnaissance attacks, including packet sniffers, port
scans, ping sweeps, and Internet information queries.

Reconnaissance Attacks and Mitigation

» Reconnaissance refers to the overall act of learning
information about a target network by using readily available
information and applications.

* Reconnaissance attacks include:
— Packet sniffers
— Port scans
— Ping sweeps
— Internet information queries

© 2006 Cisco Systems, Inc. All rights reserved. ISCW v1.0—5-9

Reconnaissance is the unauthorized discovery and mapping of systems, services, or
vulnerabilities. Reconnaissance is also known as information gathering, and in most cases,
precedes an actual access or DoS attack. First, the malicious intruder typically conducts a ping
sweep of the target network to determine which | P addresses are alive. Then, the intruder
determines which services or ports are active on the live | P addresses. From this information,
the intruder queries the ports to determine the type and version of the application and operating
system running on the target host. In many cases, the intruders ook for vulnerable services that
they can exploit later when there isless likelihood that anyone is looking.

Reconnaissance is somewhat analogous to athief surveying a neighborhood for vulnerable
homes, such as an unoccupied residence, or a house with an easy-to-open door or window to
break into. Reconnai ssance attacks can consist of the following:

m  Packet sniffers
m Port scans
m  Ping sweeps

m Internet information queries
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Packet Sniffers

This section describes the mitigation of reconnaissance attacks using packet sniffers.

Packet Sniffers

Attacker g

Host A : Host B
Router A H Router B

re——e %

s

24P_156

» A packet sniffer is a software application that uses a network
adapter card in promiscuous mode to capture all network packets.

» Packet sniffers:

— Exploit information passed in plaintext. Protocols that pass
information in plaintext are Telnet, FTP, SNMP, POP, and HTTP.

— Must be on the same collision domain.
— Used legitimately, or can be designed specifically for attack.

©2006 Cisco Systems, Inc. All rights reserved ISCW v1.0—5-10

A packet sniffer is a software application that uses a network adapter card in promiscuous mode
to capture all network packets that are sent across a LAN. Packet sniffers can only work in the
same collision domain. Promiscuous mode is a mode in which the network adapter card sends
all packets received on the physical network wire to an application for processing.

Plaintext isinformation sent across the network that is not encrypted. Some network
applications distribute network packets in plaintext. Because the network packets are not
encrypted, they can be processed and understood by any application that can pick them off the
network and process them.

A network protocol specifies the protocol operations and packet format. Because the
specifications for network protocols, such as TCP/IP, are widely published, athird party can
easily interpret the network packets and develop a packet sniffer. Numerous freeware and
shareware packet sniffers are available that do not require the user to understand anything about
the underlying protocols.

Note In an Ethernet LAN, promiscuous mode is a mode of operation in which every data frame
transmitted can be received and read by a network adapter. Promiscuous mode is the
opposite of nonpromiscuous mode.
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Packet Sniffer Mitigation

This section describes packet sniffer mitigation.

Packet Sniffer Mitigation

Attacker

Router A Router B
S e ——a
> | 1 3 H

The mitigation techniques and tools include:
* Authentication

e Cryptography

* Antisniffer tools

e Switched infrastructure
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The techniques and tools that can be used to mitigate packet sniffer attacks include:
m  Authentication
m  Switched infrastructure

m  Antisniffer tools
m  Cryptography
Authentication

Using strong authentication is afirst option for defense against packet sniffers. Strong
authentication can be broadly defined as a method of authenticating users that cannot easily be
circumvented. An example of common strong authentication is One Time Password (OTP).

OTPisatype of two-factor authentication. Two-factor authentication involves using something
you have combined with something you know. Automated teller machines (ATMs) use two-
factor authentication. A customer needs both an ATM card and a PIN to make transactions.
With OTPs, you need a PIN and your token card to authenticate to a device or software
application. A token card is a hardware or software device that generates new, seemingly
random, passwords at specified intervals, usually 60 seconds. A user combines that password
with aPIN to create a unique password that works only for one instance of authentication. If a
hacker learns that password by using a packet sniffer, the information is usel ess because the
password has already expired. This mitigation technique is effective only against a sniffer
implementation that is designed to grab passwords. Sniffers deployed to learn sensitive
information (such as e-mail messages) will still be effective.
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Cryptography
Rendering packet sniffersirrelevant is the most effective method for countering packet sniffers.
Cryptography is even more effective than preventing or detecting packet sniffers. If a
communication channel is cryptographically secure, the only data a packet sniffer detectsis
cipher text (a seemingly random string of bits) and not the original message. The Cisco
deployment of network-level cryptography is based on IPsec, which is a standard method for
networking devices to communicate privately using IP. Other cryptographic protocols for
network management include Secure Shell (SSH) and Secure Sockets Layer (SSL).

Antisniffer Tools

Y ou can use software and hardware designed to detect the use of sniffers on a network. Such
software and hardware does not completely eliminate the threat, but like many network security
tools, they are part of the overall mitigation system. Antisniffer tools detect changesin the
response time of hosts to determine whether the hosts are processing more traffic than their
own traffic loads would indicate. One such network security software tool, called AntiSniff, is
available from Security Software Technologies.

Switched Infrastructure

This technology, very common today, counters the use of packet sniffersin the network
environment. If an entire organization deploys switched Ethernet, hackers can gain access only
to the traffic that flows on the specific port to which they connect. A switched infrastructure
obviously does not eliminate the threat of packet sniffers, but it can greatly reduce their
effectiveness.
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Port Scans and Ping Sweeps

This section describes the reconnaissance attacks using port scans and ping sweeps.

Port Scans and Ping Sweeps

Port scans and
ping sweeps
attempt to identify:
» All services

* All hosts and
devices

* The operating
systems

e Vulnerabilities

Attacker
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As legitimate tools, port scan and ping sweep applications run a series of tests against hosts and
devices to identify vulnerable services. The information is gathered by examining | P addressing
and port or banner data from both TCP and User Datagram Protocol (UDP) ports.

In anillegitimate situation, a port scan can be a series of messages sent by someone attempting
to break into a computer to learn which computer network services the computer provides.
Each service is associated with a “well-known™ port number. Port scanning can be an
automated scan of arange of TCP or UDP port numbers on a host to detect listening services.
Port scanning, afavorite computer hacker approach, provides information to the assailant as to
where to probe for weaknesses. Essentially, a port scan consists of sending a message to each
port, one at atime. The kind of response received indicates whether the port is used and can
therefore be probed for weakness.

A ping sweep, or Internet Control Message Protocol (ICMP) sweep, is abasic network
scanning technique used to determine which range of | P addresses map to live hosts
(computers). Whereas a single ping will tell you whether one specified host computer exists on
the network, a ping sweep consists of ICMP echo requests sent to multiple hosts. If agiven
addressislive, it will return an ICMP echo reply. Ping sweeps are among the older and slower
methods used to scan anetwork. As an attack tool, a ping sweep sends ICMP (RFC 792) echo
requests, or “pings,” to arange of IP addresses, with the goal of finding hosts that can be
probed for vulnerabilities.
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Port Scan and Ping Sweep Mitigation

Port scanning and ping sweeping is not a crime and thereis no way to stop it when a computer
is connected to the Internet. Accessing an Internet server opens a port, which opens a door to
the computer. However, there are ways to prevent damage to the system.

Port Scan and Ping Sweep Mitigation

» Port scans and ping sweeps cannot be prevented without
compromising network capabilities.

* However, damage can be mitigated using intrusion
prevention systems at network and host levels.

—E™

IDS/IPS é
=
= Scan Port s Shared

Connection Laptop with HIPS
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Ping sweeps can be stopped if ICMP echo and echo-reply are turned off on edge routers.
However, network diagnostic datais lost. Port scans can easily be run without full ping sweeps,
they simply take longer because they need to scan | P addresses that might not be live.

Network-based IPS and host-based IPS (HIPS) can usualy notify you when a reconnai ssance
attack is under way. Thiswarning allows you to better prepare for the coming attack or to
notify the Internet service provider (ISP) that is hosting the system launching the
reconnaissance probe. I1SPs compare incoming traffic to the intrusion detection system (IDS) or
the IPS signatures in their database. Signatures are characteristics of particular traffic patterns.
A signature, such as “several packetsto different destination ports from the same source
address within a short period of time,” can be used to detect port scans. Another such signature
could be “SYN to a non-listening port.”

A stealth scan is more difficult to detect, and many intrusion detection and prevention systems
alow it to go unnoticed. Discovering stealth scans requires kernel-level work.
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Internet Information Queries

The figure shows how existing Internet tools can be used for network reconnaissance.

Internet Information Queries
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« Attackers can use Internet tools
such as “WHOIS” as weapons.
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Domain Name System (DNS) queries can reveal information such as who owns a particular
domain and what addresses have been assigned to that domain. Ping sweeps of addresses
revealed by DNS queries can present a picture of the live hosts in a particular environment.
After such alist is generated, port scanning tools can cycle through all well-known ports to
provide a complete list of al services running on the hosts discovered by the ping sweep.
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Hackers can examine the characteristics of the applications that are running on the hosts, which

can lead to specific information that is useful when the hacker attempts to compromise that

service.

IP address queries can reveal information such as who owns a particular | P address or range of

addresses, and which domain is associated with the addresses.
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Access Attacks and Mitigation

This topic describes how to mitigate access attacks, including password attacks, trust
exploitation, port redirection, and man-in-the-middle attacks.

Access Attacks

 Intruders use access attacks on networks or systems for
these reasons:

— Retrieve data

— Gain access

— Escalate their access privileges
» Access attacks include:

— Password attacks

— Trust exploitation

— Port redirection

— Man-in-the-middle attacks

— Buffer overflow
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Access attacks exploit known vulnerabilities in authentication services, FTP services, and web
services to gain entry to web accounts, confidential databases, and other sensitive information.
Access attacks can be performed in different ways. These are the most typical categories of
access attacks:

m  Password attacks: An attacker attempts to guess system passwords. A common exampleis
adictionary attack.

m  Trust exploitation: An attacker uses privileges granted to a system in an unauthorized
way, possibly leading to compromise of the target.

m  Port redirection: A compromised system is used as a jump-off point for attacks against
other targets. An intrusion tool isinstalled on the compromised system for session
redirection.

m  Man-in-the-middle attacks: Attackers place themselves in the middie of communications
between two legitimate entities, to read or even modify data exchanged between the two
parties.

m Buffer overflow: A program writes data beyond the allocated end of a buffer in memory.
Buffer overflows usually arise as a consequence of a bug and the improper use of
languages such as C or C++ that are not “memory-safe.” One consequence of the overflow
isthat valid data can be overwritten. Buffer overflows are also a commonly exploited
computer security risk—program control data often sitsin memory areas adjacent to data
buffers, and by means of a buffer overflow condition, the computer can be made to execute
arbitrary and potentially malicious code.
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Password Attacks

Password attacks can be implemented using several methods, including brute-force attacks,
Trojan horse programs, 1P spoofing, and packet sniffers. Although packet sniffersand IP
spoofing can yield user accounts and passwords, password attacks usually refer to repeated
attempts to identify a user account, password, or both. These repeated attempts are called brute-
force attacks.

Password Attacks

Hackers implement
password attacks using

the following: e T— =
Connect
» Brute-force attacks Usemame  [odriittor s
H Password |1 Cancel
 Trojan horse programs | —

 IP spoofing
» Packet sniffers
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A brute-force attack is often performed using a program that runs across the network and
attemptsto log in to a shared resource, such as a server. When an attacker gains accessto a
resource, the attacker has the same access rights as the user whose account has been
compromised. If this account has sufficient privileges, the attacker can create a back door for
future access, without concern for any status and password changes to the compromised user
account.
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Password Attack Example

As with packet sniffer and |P spoofing attacks, a brute-force password attack can provide
access to accounts that can be used to modify critical network files and services. An example of
a password attack that compromises your network integrity is when an attacker attaches the
router password and then uses that information to modify the routing tables for your network.
By doing so, the attacker ensures that all network packets are routed to the attacker before they
are transmitted to their final destination. In such a case, an attacker can monitor all network
traffic, effectively becoming a man in the middle.

Password Attack Example
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A big security risk isthe fact that passwords are stored as plaintext. To overcome thisrisk,
passwords should be encrypted. On most systems, passwords are run through an encryption
agorithm to generate a one-way hash. A one-way hash is a string of characters that cannot be
reversed into its original text. The hash is not the encrypted password, but rather aresult of the
algorithm. The strength of the hash liesin the fact that the hash value can only be recreated
using the original user and password information, and that it isimpossible to retrieve the
original information from the hash. This strength makes hashes perfect for encoding passwords
for storage. In granting authorization, the hashes are cal culated and compared, rather than the
plain password.

During the login process, you supply an account and password, and the algorithm generates a
one-way hash. This hash is compared to the hash stored on the system. If they are the same, it is
assumed that the proper password was supplied.

LOphtCrack isaWindows NT password-auditing tool used to compute Windows NT user
passwords from the cryptographic hashes that are stored in the system registry. LOphtCrack
computes the password from avariety of sources using avariety of methods. The end resultisa
state of the art tool for recovering passwords.
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Password Attack Mitigation

This section describes the mitigation of password attacks.

Password Attack Mitigation

Password attack mitigation techniques:

* Do not allow users to use the same password on multiple
systems.

» Disable accounts after a certain number of unsuccessful
login attempts.

* Do not use plaintext passwords.

e Use “strong” passwords. (Use “mY8!Rthd8y” rather than
“mybirthday”)
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Password attack mitigation techniques are as follows:

m Do not alow users to have the same password on multiple systems. Most users use the
same password for each system they access, and often personal system passwords are also
the same.

m Disable accounts after a specific number of unsuccessful logins. This practice helpsto
prevent continuous password attempts.

m Do not use plaintext passwords. Use of either an OTP or encrypted password is
recommended.

m  Use“strong” passwords. Strong passwords are at least eight characters long and contain
uppercase letters, lowercase letters, numbers, and special characters. Many systems now
provide strong password support and can restrict a user to the use of strong passwords only.
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Trust Exploitation

Although not an attack in itself, trust exploitation refers to an individual taking advantage of a

trust relationship within a network.

Trust Exploitation

* A hacker leverages existing trust relationships.
» Several trust models exist:

« Active directory

0 . DMZ host compromised
Linux and UNIX: by hacker
« NIS User = psmith; Pat Smithson

. NIS+ u

— Windows: Trust relationships:
. -Inside host trusts DMZ host
¢ Domains - DMZ host trusts everyone
-Inside host trusts everyone

\’ hE Access
:lf \f‘l £
7 ~ g
Hacker Inside Host
User = psmith; Pat Smithson User = psmith; Pat Smithson

Hacker gains

An example of when atrust exploitation can take place is when a perimeter network is
connected to a corporate network. These network segments often house DNS, Simple Mail
Transfer Protocol (SMTP), and HTTP servers. Because these servers all reside on the same
segment, a compromise of one system can lead to the compromise of other systemsif those

other systemsin turn trust systems attached to the same network.

Another example of trust exploitation is a Demilitarized Zone (DM Z) host that has atrust
relationship with an inside host connected to the inside firewall interface. The inside host trusts
the DMZ host. When the DMZ host is compromised, the attacker can leverage that trust

relationship to attack the inside host.

Note A DMZ is a dedicated part of a network designed to secure communications between the

inside and outside network.
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Trust Exploitation Attack Mitigation

Y ou can mitigate trust exploitation-based attacks through tight constraints on trust levels within
anetwork.

Trust Exploitation Attack Mitigation

DMZ host compromised
by hacker
User = psmith; Pat Smithson

£

, "kaer is Blocked

Hacker Inside Host
User = psmith; Pat Smithson User = psmith; Pat Smithson
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Systems on the inside of afirewall should never absolutely trust systems on the outside of a
firewall. Such trust should be limited to specific protocols and, where possible, should be
validated by something other than an | P address.

In the example above, the hacker attached to the Internet already exploited some vulnerability
of the DMZ host, which is connected to the DMZ interface of the firewall. The hacker controls
the entire DMZ host. His next goal is to compromise the inside host that is connected to the
inside (trusted) interface of the firewall. To attack the inside host from the DMZ host, the
hacker needs to find the protocols that are permitted from the DMZ to the inside interface. Then
the attacker would search for vulnerability on the inside host and exploit it. If the firewall is
configured to alow only minimum or no connectivity from the DMZ to the inside, this attack
can be stopped.

© 2006 Cisco Systems, Inc. Cisco Device Hardening 5-21

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



Port Redirection

A port redirection attack is atype of trust exploitation attack that uses a compromised host to
pass traffic that would otherwise be dropped through afirewall.

Port Redirection

Source: Attacker Source: Attacker
Destination: A Destination: B
Attacker \\! Port: 22 Port: 23

e Compromised Host A

Destination: B
Port: 23
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The figure shows afirewall with three interfaces and a host on each interface. The host on the
outside can reach the host on the public services segment (host A), but not the host on the
inside (host B). The host on the public services segment can reach the host on both the outside
and the inside. If hackers are able to compromise the public services segment host, they can
install software to redirect traffic from the outside host directly to the inside host. Though
neither communication violates the rules implemented in the firewall, the outside host has now
achieved connectivity to the inside host through the port redirection process on the public
services host. An example of an application that provides that type of accessis Netcat.

Port redirection can be mitigated primarily through the use of proper trust models that are
network-specific. Assuming a system is under attack, a HIPS can help detect a hacker and
prevent installation of such utilities on a host.
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Man-in-the-Middle Attacks

Man-in-the-middle attacks have these purposes:
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Theft of information

Hijacking of an ongoing session to gain access to your internal network resources
Traffic analysis to obtain information about your network and its users

DoS

Corruption of transmitted data

Introduction of new information into network sessions

Man-in-the-Middle Attacks

and Their Mitigation

Attacker '3'
Host A b Host B

L Router A : Router B
> —@ &
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* A man-in-the-middle attack requires that the hacker have
access to network packets that come across a network.

* A man-in-the-middle attack is implemented using the
following:

— Network packet sniffers
— Routing and transport protocols

* Man-in-the-middle attacks can be effectively mitigated only
through the use of cryptographic encryption.

An example of aman-in-the-middle attack is when someone working for your ISP gains access
to all network packets transferred between your network and any other network. Man-in-the-
middle attackers can make sure not to disrupt the traffic and thus set off alarms. Instead, they
use their position to stealthily extract information from the network.

Man-in-the-middle attack mitigation is achieved, as shown in the figure, by encrypting traffic in
a VPN tunnel. Encryption allows the hacker to see only cipher text.
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DoS Attacks and Mitigation

This topic describes how to mitigate DoS attacks, including | P spoofing and distributed DoS.

DoS Attacks and Mitigation

» A DoS attack damages or corrupts your computer system or
denies you and others access to your networks, systems, or
services.

* Distributed DoS technique performs simultanous attacks
from many distributed sources.

* DoS and Distributed DoS attacks can use IP spoofing.

©2006 Cisco Systems, Inc. All rights reserved
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A DoS attack tries to overload system resources, crashing the applications or processes by
executing exploits or acombination of exploits. DoS attacks are the most publicized form of
attack, and are also among the most difficult to completely eliminate. Even within the hacker
community, DoS attacks are regarded as trivial and considered bad form because they require
so little effort to execute. Nevertheless, because of their ease of implementation and potentially
significant damage, DoS attacks deserve special attention from security administrators. DoS
attacks can target many various vulnerabilities. A common type of DoS attack is distributed
DoS using a spoofed source | P address.
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Distributed DoS Attacks

A distributed DoS attack and its simpler version, a DoS attack on a server, send an extremely
large number of requests over a network or the Internet. These many requests cause the target

server to dramatically slow down. Consequently, the attacked server becomes unavailable for
legitimate access and use.

Distributed DoS Attacks

» DoS and distributed DoS attacks focus on making a service
unavailable for normal use.

* DoS and distributed DoS attacks have these characteristics:

— Generally not targeted at gaining access to your network
or the information on your network

— Require very little effort to execute
— Difficult to eliminate, but their damage can be minimized
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DoS and distributed DoS attacks are different from most other attacks because they are not
targeted at gaining access to your network or the information on your network. These attacks
focus on making a service unavailable for normal use. This result istypically accomplished by
exhausting some resource limitation on the network or within an operating system or
application. These attacks require little effort to execute because they typically take advantage
of protocol weaknesses or because the attacks are carried out using traffic that would normally
be allowed into a network. DoS and distributed DoS attacks are among the most difficult to

completely eliminate because of the way they use protocol weaknesses and native or legitimate
traffic to attack a network.

For al known DoS and distributed DoS attacks, there are software fixes that you can install to

limit the damage caused by the attacks. However, as with viruses, hackers are constantly
developing new DoS and distributed DoS attacks.
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Distributed DoS Example

Distributed DoS attacks are the next generation of DoS attacks on the Internet. This type of
attack is not new. UDP and TCP SY N flooding (sending large numbers of UDP segments or
TCP SY N packets to the target system), ICMP echo-request floods, and ICMP directed
broadcasts (also known as smurf attacks) are similar to distributed DoS attacks; however, the
scope of adistributed DoS attack is different. Victims of distributed DoS attacks experience
packet flooding from many different sources, possibly spoofed | P source addresses that bring
network connectivity to a halt. In the past, the typical DoS attack involved a single attempt to
flood atarget host with packets. With distributed DoS tools, an attacker can conduct the same
attack using thousands of systems.

Distributed DoS Example

1. Scan for systems to hack. | '3

L
2. Install software
/ to scan, compromise,
4. The client

Client System

and infect agents.
issues commands
to handlers Handler
that control agents Systems
in a mass attack. %’ g g’

W Y S

| 3. Agents are loaded with remote control attack software.

-llfi\+‘§
N agus’

§l
Agent Systems §

© 2006 Cisco Systems, Inc. All rights reserved. ISCW v1.0—5-27

In the figure, the hacker uses aterminal to scan for systems to hack. After handler systems are
accessed, the hacker installs software on these systems. This software attempts to scan for,
compromise, and infect agent systems. When the agent systems are accessed, the hacker then
loads remote control attack software to carry out the distributed DoS attack.

Implementing Secure Converged Wide Area Networks (ISCW) v1.0 © 2006 Cisco Systems, Inc.

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



DoS and Distributed DoS Attack Mitigation

When attacks involve specific network server applications, such asan HTTP server or an FTP
server, the attacker focuses on acquiring and keeping all the avail able connections supported by
that server open. This strategy effectively locks out valid users of the server or service.

DoS and Distributed DoS Attack Mitigation

The threat of DoS attacks can be reduced using:
* Anti-spoof features on routers and firewalls
* Anti-DoS features on routers and firewalls
 Traffic rate limiting at the ISP level
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DoS attacks can also be implemented using common Internet protocols, such as TCP and
ICMP. For example, “Ping of Death” exploits limitations in the I P protocol. While most DoS
attacks exploit aweakness in the overall architecture of the system being attacked rather than a
software bug or security hole, some attacks compromise the performance of your network by
flooding the network with undesired, and often useless, network packets and by providing false
information about the status of network resources.

Thethreat of DoS attacks can be reduced through these three methods:

m  Anti-spoof features: Proper configuration of anti-spoof features on your routers and
firewalls can reduce your risk. These features include an appropriate filtering with access
lists, unicast reverse path forwarding that looks up the routing table to identify spoofed
packets, disabling of source route options, and others.

m  Anti-DoSfeatures: Proper configuration of anti-DoS features on routers and firewalls can
help limit the effectiveness of an attack. These features often involve limits on the amount
of half-open TCP connections that a system allows at any given time. This method is also
known as SY N-flooding prevention, and can be configured on the router either by limiting
the overall number of half-open TCP sessions that can go through the router, by limiting
the number of half-open sessions per minute, or limiting the number of half-open sessions
destined to a specific server.

m  Trafficratelimiting: An organization can implement traffic rate limiting with its | SP.
This type of filtering limits the amount of nonessential traffic that crosses network
segments at a certain rate. A common example isto limit the amount of ICMP traffic
allowed into a network because it is used only for diagnostic purposes. |CMP-based
distributed DoS attacks are common.
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IP Spoofing in DoS and DDoS

IP spoofing is atechnique used to gain unauthorized access to computers, whereby the intruder
sends messages to a computer with an |P address indicating that the message is coming from a
trusted host. To engage in IP spoofing, hackers must first use a variety of techniquesto find an
IP address of atrusted host and then modify their packet headers to appear as though packets
are coming from that trusted host. Further, the attacker can engage other unsuspecting hosts to
also generate traffic that appears as though it too is coming from the trusted host, thus flooding
the network.

IP Spoofing in DoS and Distributed DoS

« IP spoofing occurs when a hacker inside or outside a network
impersonates the conversations of a trusted computer.

e IP spoofing can use either a trusted IP address in the network
or atrusted external IP address.

e Uses for IP spoofing include:

— Injecting malicious data or commands into an existing data
stream

— Diverting all network packets to the hacker who can then
reply as a trusted user by changing the routing tables

* IP spoofing may only be one step in a larger attack.

©2006 Cisco Systems, Inc. All rights reserved.

Routers determine the best route between distant computers by examining the destination
address. The originating address is ignored by routers. However, the destination machine uses
the originating address when it responds back to the source. In a spoofing attack, the intruder
sends messages to a computer indicating that the message has come from a trusted system. For
example, an attacker outside your network pretends to be a trusted computer, either by using an
IP address that is within the range of 1P addresses for your network, or by using an authorized
external |P address that your network trusts and provides specified resource accessto. To be
successful, the intruder must first determine the |P address of atrusted system, and then modify
the packet headers so that it appears that the packets are coming from the trusted system. The
goal of the attack is to establish a connection that allows the attacker to gain root access to the
host and to create a backdoor entry path into the target system.

Normally, an IP spoofing attack is limited to the injection of data or commandsinto an existing
stream of data passed between a client and server application or a peer-to-peer network
connection. To enable bidirectional communication, the attacker must change all routing tables
to point to the spoofed | P address. Another approach the attacker could take is to simply not
worry about receiving any response from the applications. For example, if an attacker is
attempting to get a system to mail a sensitive file, application responses are unimportant.

If an attacker manages to change the routing tables to divert network packets to the spoofed IP
address, the attacker can receive all network packets that are addressed to the spoofed address
and reply just as any trusted user. Like packet sniffers, IP spoofing is not restricted to people
who are external to the network.
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I P spoofing can also provide access to user accounts and passwords, or it can be used in other
ways. For example, an attacker can emulate one of your internal users in ways that prove
embarrassing for your organization. The attacker could send e-mail messages to business
partners that appear to have originated from someone within your organization. Such attacks
are easier when an attacker has a user account and password, but they are also possible when
simple spoofing attacks are combined with knowledge of messaging protocols.

Distributed DoS attacks are often carried out using a spoofed source | P address.

© 2006 Cisco Systems, Inc. Cisco Device Hardening 5-29

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



IP Spoofing Attack Mitigation
The threat of 1P spoofing can be reduced, but not eliminated, through these measures:
m  Access control configuration
m  Encryption
m  RFC 3704 filtering
m  Additional authentication

IP Spoofing Attack Mitigation

The threat of IP spoofing can be reduced, but not
eliminated, using these measures:

* Access control configuration
* Encryption
* RFC 3704 filtering

» Additional authentication requirement that does not use IP
address-based authentication; examples are:

— Cryptographic (recommended)
— Strong, two-factor, one-time passwords
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Access Control Configuration

The most common method for preventing IP spoofing isto properly configure access control.
To reduce the effectiveness of IP spoofing, configure the access control list (ACL) to deny any
traffic from the external network that has a source address that should reside on the internal
network. This helps prevent spoofing attacks only if the internal addresses are the only trusted
addresses. If some external addresses are trusted, this method is not effective.

Encryption

Another possible way to prevent I P spoofing is to encrypt all network traffic to avoid source
and destination hosts from being compromised.

RFC 3704 Filtering

Y ou can prevent your network users from spoofing other networks (and be a good Internet
citizen at the same time) by preventing any outbound traffic on your network that does not have
asource address in your organization IP range. Thisfiltering denies any traffic that does not
have the source address that was expected on a particular interface. For example, if an ISP is
providing a connection to the |P address 15.1.1.0/24, the | SP could filter traffic so that only
traffic sourced from address 15.1.1.0/24 can enter the | SP router from that interface. Note that
unless al 1SPs implement this type of filtering, its effectivenessis significantly reduced.
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Note RCF 3704 covers ingress filtering for multihomed networks. It updates RFC 2827.

Note RFC 2827 defines filters to drop packets coming from source addresses within 0.0.0.0/8,
10.0.0.0/8, 127.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16, 224.0.0.0/4, or 240.0.0.0/4. This
source address is a so-called "Martian Address."

Additional Authentication

The most effective method for mitigating the threat of 1P spoofing is the same as the most
effective method for mitigating the threat of packet sniffers—eliminate its effectiveness. |P
spoofing can function correctly only when devices use | P address-based authentication;
therefore, if you use additional authentication methods, | P spoofing attacks are irrelevant.
Cryptographic authentication is the best form of additional authentication. However, when
cryptographic authentication is not possible, strong two-factor authentication using OTPs can
also be effective.
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Worm, Virus, and Trojan Horse Attacks and
Mitigation

This topic describes how to mitigate worm, virus, and Trojan horse attacks.

Worm, Virus, and Trojan Horse

Attacks and Mitigation

The primary vulnerabilities for end-user workstations
are:

* Worms
* Viruses
* Trojan horse attacks
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Viruses are malicious software programs that are attached to other programs and which execute
a particular unwanted function on a user workstation. A virus propagates itself by infecting
other programs on the same computer. Viruses can do serious damage, such as erasing files or
erasing an entire disk. They can also be a simple annoyance, such as popping up a window that
says “Ha, ha, you areinfected.” Viruses cannot spread to a new computer without human
assistance, for example, opening an infected file on aremovable media such as an e-mail
attachment, or through file sharing.

A worm executes arbitrary code and installs copies of itself in the memory of the infected
computer. It can then infect other hosts from the infected computer. Like avirus, awormisalso
aprogram that propagates itself. Unlike avirus, aworm can spread itself automatically over the
network from one computer to the next. Worms are not clever or evil, they just take advantage
of automatic file sending and receiving features found on many computers.

Trojan horseis ageneral term, referring to programs that appear desirable, but actually contain
something harmful. For example, a downloaded game could erase files. The contents could also
hold avirus or aworm.

A Trojan horse can attack on three levels. A virus known asthe “Love Bug” is an example of a
Trojan horse because it pretended to be alove letter when it actually carried a harmful program.
The Love Bug was a virus because it infected all image files on the attacked disk, turning them
into new Trojans. Finally, the Love Bug was a worm because it propagated itself over the
Internet by hiding in the Trojan horses that it sent out using addresses in the attacked e-mail
address book.
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Virus and Trojan Horse Attack Mitigation

Viruses and Trojan horse attacks can be contained through the effective use of antivirus
software at the user level and potentially at the network level.

Virus and Trojan Horse Attack Mitigation

Viruses and Trojan horses can be contained by:
» Effective use of antivirus software

* Keeping up-to-date with the latest developments in these
methods of attacks

* Keeping up-to-date with the latest antivirus software and
application versions

e Implementing host-based intrusion prevention systems (e.g.,
CSA)
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Antivirus software can detect most viruses and many Trojan horse applications and prevent
them from spreading in the network. Keeping up-to-date with the latest developments in these
sorts of attacks can also lead to a more effective posture against these attacks. As new virus or
Trojan horse applications are released, enterprises need to keep up-to-date with the latest
antivirus software and application versions and patches. Deploying host-based intrusion
prevention systems, such as the Cisco Security Agent (CSA), provides avery effective defense-
in-depth method to prevent attacks against the hosts.
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The Anatomy of a Worm Attack
The anatomy of aworm attack is as follows:
m  Theenabling vulnerability: A worm installsitself on avulnerable system.

m Propagation mechanism: After gaining access to devices, aworm replicates and selects
new targets.

m  Payload: Once the device isinfected with aworm, the attacker has access to the host—

often as a privileged user. Attackers use alocal exploit to escalate their privilege level to
administrator.

The Anatomy of a Worm Attack

1. The enabling
vulnerability

2. Propagation
mechanism

3. Payload >
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Typically, worms are self-contained programs that attack a system and try to exploit
vulnerabilitiesin the target. Upon successful exploitation of the vulnerability, the worm copies
its program from the attacking host to the newly exploited system to begin the cycle again. A
virus normally reguires a path to carry the virus code from one system to another. The vector
can be aword-processing document, an e-mail message, or an executable program. The key
element that distinguishes a computer worm from a computer virusis that human interaction is
required to facilitate the spread of avirus.
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Mitigating Worm Attacks

Worm attack mitigation requires diligence on the part of system and network administration
staff. Coordination between system administration, network engineering, and security
operations personnel is critical in responding effectively to a worm incident.

Mitigating Worm Attacks

Four steps to mitigate worm attacks:
1. Contain
2. Inoculate
3. Quarantine
4. Treat
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The recommended steps for worm attack mitigation are:

Step 1 Containment: Contain the spread of the worm inside your network and within your
network. Compartmentalize parts of your network that have not been infected.

Step 2 Inoculation: Start patching all systems and, if possible, scanning for vulnerable
systems.

Step 3 Quarantine: Track down each infected machine inside your network. Disconnect,
remove, or block infected machines from the network.

Step 4 Treatment: Clean and patch each infected system. Some worms may require
complete core system reinstallations to clean the system.

Typical incident response methodol ogies can be subdivided into six major categories. These
categories are based on the network service provider security incident response methodology:

m  Preparation: Acquire the resources to respond.
m |dentification: Identify the worm.

m Classfication: Classify the type of worm.

m  Traceback: Trace the worm back to itsorigin.

m Reaction: Isolate and repair the affected systems.

m  Post mortem: Document and analyze the process used for the future.
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Application Layer Attacks and Mitigation

This topic describes how to mitigate application layer attacks.

Application Layer Attacks

Application layer attacks have
these characteristics:

» Exploit well-known weaknesses, 7| Application
such as those in protocols, that are .
Presentation

intrinsic to an application or system
(e.g., sendmail, HTTP, and FTP)

e Often use ports that are allowed
through afirewall (e.g., TCP port 80
used in an attack against a web
server behind a firewall)

e Can never be completely eliminated,
because new vulnerabilities are
always being discovered

Session
Transport
Network
Data Link
Physical

= N WA OO
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Application layer attacks can be implemented using several different methods:

m  One of the most common methods of implementing application layer attacksis exploiting
well-known weaknesses in software commonly found on servers, such as sendmail,
PostScript, and FTP. By exploiting these weaknesses, attackers can gain accessto a
computer with the permission of the account running the application. The account is
usually a privileged, system-level account.

m  Trojan horse program attacks are implemented using programs that an attacker substitutes
for common programs. These programs may provide all the functionality that the normal
program provides, but may also include other features that are known to the attacker, such
as monitoring login attempts to capture user account and password information. These
programs can capture sensitive information and distribute it back to the attacker. They can
also modify application functionality, such as applying a blind carbon copy to all e-mail
messages so that the attacker can read al of the organization e-mail.

m  One of the oldest forms of application layer attacks is a Trojan horse program that displays
a screen, banner, or prompt that the user believesisthe valid login sequence. The program
then captures the information that the user enters and stores or e-mailsiit to the attacker.
Next, the program either forwards the information to the normal login process (normally
impossible on modern systems) or simply sends an expected error to the user (for example,
Bad Username or Bad Password or a combination), exits, and starts the normal login
sequence. The user believes that they have incorrectly entered the password, reenters the
information and is allowed access.

m  One of the newest forms of application layer attacks exploits the openness of several new
technologies: the HTML specification, web browser functionality, and HTTP. These
attacks, which include Java applets and ActiveX controls, involve passing harmful
programs across the network and loading them through a user browser.
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Netcat

Netcat is afeatured networking utility that reads and writes data across network connections
using the TCP/IP protocol.

Netcat

#nc -h
connect to
listen for
options:
-g
-G
-1
-1
-n
-o
-P

somewhere:

inbound:
gateway

num
secs

file
port

addr

nc [-options] hostname port[s] [ports] ...
nc -1 -p port [-options] [hostname] [port]

source-routing hop point[s], up to 8
source-routing pointer: 4, 8, 12, ...
delay interval for lines sent, ports scanned
listen mode, for inbound connects
numeric-only IP addresses, no DNS

hex dump of traffic

local port number

randomize local and remote ports
local source address

UDP mode

verbose [use twice to be more verbose]

port numbers can be individual or ranges: lo-hi [inclusivel]

* Netcat is a tool that reads or writes data on any TCP/UDP
connections, relays TCP connections, and can act as a
TCP/UDP server
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Netcat is designed to be areliable “back-end” tool that can be used directly or can easily be
driven by other programs and scripts. At the same time, Netcat is a feature-rich network

debugging and exploration tool because it can create amost any kind of connection you would
need and it has several interesting built-in capabilities.
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Netcat Example

The exampleillustrates how to use Netcat to redirect a TCP session from port 80 on the host
where Netcat is running to port 139 on the machine with the address X.X.X.X.

Netcat Example

Attacker Netcat Port Forwarding

' Connect to

_.g =5 Connect to port 80 & port 139
*-' |

Spawn a shell Internet

upon connect

on port 80

[ne x.x.%x.x 139 | ne -1 —p 80|

Relay incoming connections to port 80 to host X.X.X.X on port 139

Attacker Web Server

',aﬁ = Connect to port 80 =5 Bind netcat to port 80,
- - Attach CMD.exe
-
Spawn a shell Internet
upon connect

on port 80

ETRE

|nc -1 -p B0 -e CMD.EXE |
Spawn a shell upon connect on port 80
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The first example in the figure shows how a hacker who gained access to aDMZ host uses
Netcat on that host to relay traffic. All TCP sessions destined to TCP port 80 on the local
system will be redirected to an inside host on TCP port 139. Thiswill allow the hacker to

access TCP port 139 of the inside host, although the firewall permits only HTTP traffic to the
DMZ host.

The second example shows that Netcat is able to execute a program when the local system
accepts anetwork connection. Any connection accepted by the DMZ system on the local TCP
port 80 will spawn a CMD.exe shell. As aresult, when a hacker connects to the HTTP server
running on that DMZ host, they will receive acommand prompt, effectively allowing the
attacker to perform any operations within the system.
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Mitigation of Application Layer Attacks

Y ou can take various measures to reduce your risks for application layer attacks.

Mitigation of Application Layer Attacks

Measures you can take to reduce your risks include:

* Read operating system and network log files, or have them
analyzed by log analysis applications.

e Subscribe to mailing lists that publicize vulnerabilities.

» Keep your operating system and applications current with
the latest patches.

e Use IDS/IPS that can scan for known attacks, monitor and log
attacks, and, in some cases, prevent attacks.
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These are some of the measures that you can take to reduce your risks:

m  Read operating system and network log files or have them analyzed. It isimportant to
review all logs and take action accordingly.

m  Subscribe to mailing lists that publicize vulnerabilities. Most application and operating
system vulnerabilities are published on the web by various sources.

m  Keep your operating system and applications current with the latest patches. Always test
patches and fixes in a nonproduction environment. This practice prevents downtime and
keeps errors from being generated unnecessarily.

m  UselIDS, IPS, or both to scan for known attacks, monitor and log attacks, and ultimately
prevent attacks. Using these systems is essential to identifying security threats and
mitigating some of these threats. In most cases, mitigation can be done automatically.
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Management Protocols and Vulnerabilities

This topic describes vulnerabilities in configuration management protocols, and provides
recommendations for mitigating these vulnerabilities.

Configuration Management

» Configuration management protocols include SSH, SSL, and
Telnet.

* Telnet issues include:
— The data within a Telnet session is sent as plaintext.
— The data may include sensitive information.
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If the managed device does not support any of the recommended management protocols, such
as SSH and SSL, Telnet (not recommended) may have to be used. Recall that Telnet was
developed in an erawhen security was not an issue. The network administrator should
recognize that the data within a Telnet session is sent as plaintext and may be intercepted by
anyone with a packet sniffer located along the data path between the managed device and the
management server. The clear text may include important or sensitive information, such as the
configuration of the device itself, passwords, or other sensitive data.
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Configuration Management Recommendations

Regardless of whether SSH, SSL, or Telnet is used for remote access to the managed device,
you should configure ACLs to allow only management servers to connect to the device. All
attempts from other 1P addresses should be denied and logged.

Configuration Management

Recommendations

These practices are recommended:

» Use IPSec, SSH, SSL, or any other encrypted and
authenticated transport.

* ACLs should be configured to allow only management
servers to connect to the device. All attempts from other IP
addresses should be denied and logged.

* RFC 3704 filtering at the perimeter router should be used to
mitigate the chance of an outside attacker spoofing the
addresses of the management hosts.
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Configuration management is an essential component of the network availability. Therefore, its
security is of paramount importance.

Y ou should use secure management protocols when configuring all network devices. Some
management protocols, such as SSH and SSL, have been designed with security in mind and
can be used in the management solution. Other protocols, such as Telnet and Simple Network
Management Protocol version 2 (SNMPv2), must be made secure by protecting the data with

I Psec. IPsec provides the encryption and authentication needed to combat an attacker who tries
to compromise the data exchange.

Y ou should use access lists to further limit connectivity to the network devices and hosts. The
access lists should permit management access, such as SSH or HTTPS, only from the
|egitimate management hosts.

RFC 3704 filtering at the ingress router should also be implemented to reduce the chance of an
attacker from outside the network spoofing the addresses of the management hosts.
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Management Protocols

This section describes the security flaws of some common management protocols.

Management Protocols

These management protocols can be compromised:

* SNMP: The community string information for simple
authentication is sent in plaintext.

» syslog: Datais sent as plaintext between the managed device
and the management host.

» TFTP: Data is sent as plaintext between the requesting host
and the TFTP server.

e NTP: Many NTP servers on the Internet do not require any
authentication of peers.

©2006 Cisco Systems, Inc. All rights reserved. ISCW v1.0—5-44

SNMP is a hetwork management protocol that you can use to retrieve information from a
network device (commonly referred to as read-only access) or to remotely configure parameters
on the device (commonly referred to as read-write access). SNMP version 1 and 2 uses
passwords (called community strings) within each message as a simple form of security.
Unfortunately, SNMPv1/v2 devices send the community string in plaintext along with the
message. Therefore, SNM Pv1/v2 messages may be intercepted by anyone with a packet sniffer
located along the data path between the device and the management server. SNMPv3
overcomes these shortcomings by providing authentication and encryption to the message
exchange.

The syslog protocol is designed to carry messages from a device that is configured for logging
to asyslog server that collects the information. The messages are sent as plaintext between the
managed device and the management host. Syslog has no packet-level integrity checking to
ensure that the packet contents have not been altered in transit. An attacker may alter syslog
datain order to confuse a network administrator during an attack.

TFTPisused for transferring configuration or system files across the network. TFTP uses UDP
for the data stream between the requesting host and the TFTP server. Aswith other
management protocols that send data in plaintext, you should recognize that data withina TFTP
session might be intercepted by anyone with a packet sniffer located a ong the data path
between the device and the management server. Whenever possible, TFTP traffic should be
encrypted within an IPsec tunnel in order to reduce the chance of interception.
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Network Time Protocol (NTP) is used to synchronize the clocks of various devices across a
network. Synchronization of the clocks within a network is critical for digital certificates and
for correct interpretation of events within syslog data. A secure method of providing clocking
for the network is for network administrators to implement their own master clocks for private
networks synchronized, via satellite or radio, to Coordinated Universal Time (UTC). However,
if network administrators do not wish to implement their own master clocks because of cost or
other reasons, clock sources are available for synchronization viathe Internet.

The current version of NTP isversion 4. The latest version defined by an RFC isversion 3,
which is recommended from a security perspective.

An attacker could attempt a DoS attack on a network by sending bogus NTP data across the
Internet in an attempt to change the clocks on network devices in such a manner that digital
certificates are considered invalid. An attacker could also attempt to confuse a network
administrator during an attack by disrupting the clocks on network devices. This scenario
makes it difficult for the network administrator to determine the order of syslog events on
multiple devices.
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Management Protocol Best Practices

This section describes the best practices that should be followed when implementing a secure
management sol ution.

Management Protocol Best Practices

Management :

SNMP * Configure SNMP with only read-only community strings.
« Set up access control on the device you wish to manage.
¢ Use SNMP version 3.

Syslog « Encrypt syslog traffic within an IPsec tunnel.
* Implement RFC 3704 filtering.
« Set up access control on the firewall.

TFTP « Encrypt TFTP traffic within an IPsec tunnel.

NTP « Implement your own master clock.
* Use NTP version 3 or above.

» Set up access control that specifies which network devices
are allowed to synchronize with other network devices.
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These are recommendations for the correct use of SNMP tools:
m  Configure SNMP with only read-only community strings.

m  Set up access control on the device you wish to manage via SNMP to allow access by only
the appropriate management hosts.

m  Use SNMP version 3. Thisversion provides secure access to devices through a
combination of authenticating and encrypting management packets over the network.

When possible, the following management practices are advised:
m  Encrypt sydog traffic within an 1Psec tunnel.

m  Implement RFC 3704 filtering at the perimeter router when allowing syslog access from
devices on the outside of afirewall.

m Implement ACLs on the firewall to allow syslog data from only the managed devices
themselves to reach the management hosts.

m  When possible, encrypt TFTP traffic within an IPsec tunnel in order to reduce the chance of
interception.

The following are recommendations to follow when using NTP:
m  Implement your own master clock for private network synchronization.

m  UseNTP version 3 or above because these versions support a cryptographic authentication
mechanism between peers. NTP v3 is currently supported by most vendors, including
Cisco. The latest version 4 is not defined by any RFC, and therefore not widely supported.

m  Use ACLsthat specify which network devices are allowed to synchronize with other
network devices.
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Determining Vulnerabilities and Threats

This topic describes how to use open source tools to discover network vulnerabilities and
threats.

Determining Vulnerabilities and Threats

The following tools are useful when determining
general network vulnerabilities:

* Blue’s PortScanner

» Ethereal

» Microsoft Baseline Security Analyzer
* Nmap
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There are severa tools and techniques that you can use to find vulnerabilities in your network.
Once you identify the vulnerabilities, you can consider and implement mitigation steps as
appropriate. Use these tools to determine vulnerabilities:

m  The Blue s PortScanner scans 300 ports per second on a Windows computer.

m Ethereal isused by network professionals around the world for troubleshooting, analysis,
software and protocol development, and education. Ethereal has all of the standard features
you would expect in a protocol analyzer, and several features not seen in any other product.
The Ethereal open source license allows talented experts in the networking community to
add enhancements. Ethereal runson all popular computing platforms, including UNIX,
Linux, and Windows.

m  Microsoft Baseline Security Analyzer (MBSA) isthe free, best practices vulnerability
assessment tool for the Microsoft platform. MBSA isatool designed for the I T
professional that hel ps with the assessment phase of an overall security management
strategy. MBSA includes a graphic and command line interface that can perform local or
remote scans of Windows systems.
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m  Nmap isawell-known low-level scanner available to the general public. It issimpleto use,
and has an array of excellent features which can be used for network mapping and
reconnaissance. The basic functionality of nmap allows the user to do the following:

—  Perform classic TCP/UDP port scanning (looking for different services on one host)
and sweeping (looking for the same service on multiple systems)

—  Stealth port scans and sweeps, which are hard to detect by the target host or
intrusion detection systems

— ldentification of remote operating system (“operating system fingerprinting”)
through its TCP idiosyncrasies. This technique analyzes the responses to different
stimula and identifies elements that are characteristic to a specific operating system
or platform.

Advanced features of nmap include protocol scanning (Layer 3 port scanning), which can
identify Layer 3 protocol support on a host (Generic Routing Encapsulation [GRE] support,
Open Shortest Path First [OSPF] support), and so on.
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Blue’'s Port Scanner and Ethereal

The figure on the left illustrates a TCP host scan and aresulting list of open TCP ports
produced by Blue' s PortScanner. Blue' s PortScanner has been used to scan a single host with

the address 10.1.1.2. The TCP scan shows that SMTP, HTTP, FTP, HTTPS, EPMAP, and

NETBIOS-SSN are open on that host.

Blue’s Port Scanner and Ethereal
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The image on the right shows a packet capture example using Ethereal. Ethereal allows you to
specify various options, such as which adapter is used for sniffing and which packet filters to
apply to the capture. In the figure, you see a number of packets of different protocols, each of

which can be individually investigated in detail.

Caution

Limit the scope of the testing so that you do not cause a DoS attack against your network.
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Microsoft Baseline Security Analyzer

The figure illustrates the results of a host vulnerability scan using the Microsoft Baseline
Security Analyzer.

View security report
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Microsoft Baseline Security Analyzer is an easy-to-use tool for identifying security
vulnerabilities of hosts running Microsoft operating systems. It allows you to scan the local
host, on which MBSA itself is running, or any remote systems. The program provides alist of
found vulnerabilities that can be sorted using different criteria. The tool provides a description

of each detected vulnerability and recommends methods to fix them.
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Summary

This topic summarizes the key points that were discussed in this lesson.

Summary

* The Cisco Self-Defending Network initiative provides a
comprehensive approach to network security.

* Packet sniffer attacks can be mitigated by cryptography, switched
infrastructure, and antisniffer tools.

» Port scans and ping sweeps are mitigated by network and host IPS.

» Password attacks can be mitigated by strong password rules,
disabling accounts after unsuccessful logins, and never sending
passwords in plaintext.

» Trust exploitation and port redirection are defended against by a
proper use of trust model.

* Man-in-the-middle attacks can be mitigated through cryptography.

* |IP spoofing attacks can be defended against by access control, RFC
3704 filtering, and additional authentication.

» DoS and distributed DoS attacks can be mitigated through antispoof
features, anti-DoS features and traffic rate limiting.
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Summary (Cont.)

* Worm attacks can be mitigated by containment, inoculation,
guarantine, and treatment.

» Viruses and Trojan horse attacks can be defended against using up-
to-date antivirus software.

» Application layer attacks can be mitigated by IPS, as well as
operating system and application hardening.

* Management protocol attacks can be mitigated by selecting secure
protocols and filtering the management traffic.

» The following tools help discover network vulnerabilities:
— Netcat
— Blue’s PortScanner
— Ethereal
— Microsoft Baseline Security Analyzer
— Nmap
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Lesson 2

Disabling Unused Cisco
Router Network Services and
Interfaces

Overview

This lesson describes the need to change certain Cisco router configuration settings, especially
on border (perimeter) routers, to improve security. The lesson describes servicesthat are
enabled by default, or that are almost always enabled by users, but that may need to be disabled
or reconfigured.

Consideration of these servicesis particularly important because some of the default settingsin
Cisco 10S software are there for historical reasons; they made sense when they were chosen,
but would probably be different if new defaults were chosen today. Other defaults make sense
for most systems, but may create security exposuresif they are used in devices that form part of
anetwork perimeter defense. Still other defaults are actually required by standards, but are not
always desirable from a security point of view.

This lesson describes ways to secure networks by shutting off unnecessary network services
and interfaces.

Objectives

Upon completing this lesson, you will be able to describe the techniques used to harden a Cisco
device. This ability includes being able to meet these objectives:

m |dentify router services and interfaces that are vulnerable to network attack

m  Explain how the process of locking down a Cisco router can be automated with the auto
secur e command

m  Explain how to configure AutoSecure on a Cisco router

m  Compare the process of locking down a Cisco router with the CLI auto secure command
and the One-Step L ockdown mode of the Security Audit wizard available in SDM
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Vulnerable Router Services and Interfaces

This topic describes common vulnerabilities of Cisco |OS routers configured with default

settings and provides methods to mitigate these vulnerabilities.

Vulnerable Router Services and Interfaces

Edge Firewall Internal g;

Router Router Router e
Internet —@
Mail \\;

Server Web Corpora/te

==

DMz ~ 1 Server Network

3UPI6

« Cisco IOS routers can be used as:
— Edge devices
— Firewalls
— Internal routers

« Default services that create potential vulnerabilities (e.g., BOOTP, CDP, FTP,
TFTP, NTP, Finger, SNMP, TCP/UDP minor services, IP source routing, and
proxy ARP).

< Vulnerabilities can be exploited independently of the router placement.
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Medium-sized and large networks typically use afirewall appliance behind the perimeter
router, which adds security features, and performs user authentication and more advanced

packet filtering.

Firewall installations also facilitate the creation of Demilitarized Zones (DM Zs) where hosts

that are commonly accessed from the Internet are placed.

Cisco |0S software offers an alternative to afirewall appliance by incorporating many firewall
features in the perimeter router itself. Although this option does not provide the same
performance and security features that a Cisco PIX Security Appliance offers, arouter with an
integrated firewall feature set can solve most small-to-medium business perimeter security

reguirements.

Cisco I0OS routers run many services that create potential vulnerabilities. To secure an
enterprise network, you must disable all unneeded router services and interfaces.
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Vulnerable Router Services

Cisco routers support many network services that may not be required in certain enterprise
networks.

Vulnerable Router Services

» Disable unnecessary services and interfaces (BOOTP, CDP,
FTP, TFTP, NTP, PAD, and TCP/UDP minor services)

» Disable commonly configured management services (SNMP,
HTTP, and DNS)

» Ensure path integrity (ICMP redirects and IP source routing)

» Disable probes and scans (finger, ICMP unreachables, and
ICMP mask replies)

» Ensure terminal access security (ident and TCP keepalives)
» Disable gratuitous and proxy ARP
» Disable IP directed broadcast
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The serviceslisted in the figure have been chosen for their vulnerability to malicious
exploitation. These are the router services most likely to be used in network attacks. For ease of
learning, they have been grouped as follows:

m  Unnecessary services and interfaces:

— Router interfaces: Limit unauthorized access to the router and the network by
disabling unused open router interfaces.

—  BOOTP server: Thisserviceisenabled by default. This service allows arouter to
act asaBOQOTP server for other routers. This serviceisrarely required and should
be disabled.

—  Cisco Discovery Protocol (CDP): This serviceis enabled by default. CDPis used
primarily to obtain protocol addresses of neighboring Cisco devices and discover the
platforms of those devices. CDP can aso be used to show information about the
interfaces your router uses. CDP is media- and protocol-independent, and runs on
most Cisco-manufactured equipment, including routers, bridges, access servers,
switches, and IP phones. If not required, this service should be disabled globally or
on aper-interface basis.

—  Configuration auto-loading: This serviceis disabled by default. Auto-loading of
configuration files from a network server should remain disabled when not in use by
the router.

—  FTPserver: Thisserviceis disabled by default. The FTP server enables you to use
your router as an FTP server for FTP client requests. Because it allows access to
certain filesin the router Flash memory, this service should be disabled wheniit is
not required.
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—  TFTPserver: Thisserviceisdisabled by default. The TFTP server enables you to
use your router asa TFTP server for TFTP clients. This service should be disabled
when it is not in use because it allows access to certain filesin the router Flash
memory.

—  Network Time Protocol (NTP) service: This serviceisdisabled by default. When
enabled, the router acts as a time server for other network devices. If configured
insecurely, NTP can be used to corrupt the router clock and potentially the clock of
other devices that learn time from the router. Correct timeis essential for setting
proper time stamps for | Psec encryption services, log data, and diagnostic and
security alerts. If this service is used, restrict which devices have accessto NTP.
Disable this service when it is not required.

—  Packet assembler and disassembler (PAD) service: Thisserviceis enabled by
default. The PAD service allows access to X.25 PAD commands when forwarding
X.25 packets. This service should be explicitly disabled when not in use.

—  TCPand User Datagram Protocol (UDP) minor services: These services are
enabled in Cisco |0S software releases prior to Cisco 10S software Release 11.3 and
disabled in Cisco 10S software Release 11.3 and later. The minor services are
provided by small servers (daemons) running in the router. They are potentially
useful for diagnostics, but are rarely used. Disable these services.

—  Maintenance Operation Protocol (M OP) service: This serviceis enabled on most
Ethernet interfaces. MOP is a Digital Equipment Corporation (DEC) maintenance
protocol that should be explicitly disabled when it is not in use.

m  Commonly configured management services:

—  Simple Network Management Protocol (SNMP): This serviceis enabled by
default. The SNMP service alows the router to respond to remote SNMP queries
and configuration requests. If required, restrict which SNMP systems have access to
the router SNMP agent and use SNMP version 3 whenever possible because this
version offers secure communication not available in earlier versions of SNMP.
Disable this service when it is not required.

—  HTTP configuration and monitoring: The default setting for this serviceis Cisco
device dependent. This service allows the router to be monitored or have its
configuration modified from aweb browser via an application such as the Cisco
Security Device Manager (SDM). Y ou should disable this service if it is not
required. If this serviceisrequired, restrict access to the router HT TP service using
access control lists (ACLS).

—  Domain Name System (DNS): Thisclient serviceis enabled by default. By default,
Cisco routers broadcast name requests to 255.255.255.255. Restrict this service by
disabling it when it is not required. If the DNS lookup service is required, make sure
that you set the DNS server address explicitly.

m  Path integrity mechanisms:

— ICMPredirects: Thisserviceisenabled by default. ICMP redirects cause the router
to send ICMP redirect messages whenever the router is forced to resend a packet
through the same interface on which it was received. This information can be used
by attackers to redirect packets to an untrusted device. This service should be
disabled when not required.
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— |Psourcerouting: Thisserviceisenabled by default. The IP protocol supports
source routing options that allow the sender of an IP datagram to control the route
that a datagram will take toward its ultimate destination, and generally the route that
any reply will take. These options can be exploited by an attacker to bypass the
intended routing path and security of the network. Also, some older IP
implementations do not process source-routed packets properly, and it may be
possible to crash machines running these implementations by sending datagrams
with source routing options. Disable this service when it is not required.

m Featuresrelated to probes and scans:

—  Finger service: This serviceis enabled by default. The finger protocol (port 79)
allows users throughout the network to get alist of the users currently using a
particular device. The information displayed includes the processes running on the
system, the line number, connection name, idle time, and terminal location. This
information is provided through the Cisco |OS software show users EXEC
command. Unauthorized persons can use this information for reconnai ssance
attacks. Disable this service when it is not required.

— ICMP unreachable notifications: This serviceis enabled by default. This service
notifies senders of invalid destination IP networks or specific |P addresses. This
information can be used to map networks and should be explicitly disabled on
interfaces to untrusted networks.

— ICMP mask reply: Thisserviceisdisabled by default. When enabled, this service
tells the router to respond to ICM P mask requests by sending ICMP mask reply
messages containing the interface I1P address mask. This information can be used to
map the network, and this service should be explicitly disabled on interfaces to
untrusted networks.

m  Termina access security:

— |Pidentification service: This serviceis enabled by default. The identification
protocol (specified in RFC 1413) reports the identity of a TCP connection initiator to
the receiving host. This data can be used by an attacker to gather information about
your network, and this service should be explicitly disabled.

—  TCPkeepalives: Thisserviceis disabled by default. TCP keepalives help “clean
up” TCP connections where a remote host has rebooted or otherwise stopped
processing TCP traffic. Keepalives should be enabled globally to manage TCP
connections and prevent certain DoS attacks.

m  Gratuitous and proxy Address Resolution Protocol (ARP):

—  Gratuitous ARP: This serviceis enabled by default. Gratuitous ARP isthe main
mechanism used in ARP poisoning attacks. Y ou should disable gratuitous ARPs on
each router interface unless this service is otherwise needed.

—  Proxy ARP: Thisserviceisenabled by default. This feature configures the router to
act asaproxy for Layer 2 address resolution. This service should be disabled unless
therouter isbeing used asaLAN bridge.

m [P directed broadcast: Thisserviceis enabled in Cisco 10S software releases prior to
Cisco 10S software Release 12.0 and disabled in Cisco |OS software Release 12.0 or |ater.
IP directed broadcasts are used in the common and popular smurf denial of service (DoS)
attack and other related attacks. This service should be disabled when not required.
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Router Hardening Considerations

Leaving unused network services running increases the possibility of malicious exploitation of
those services. Turning off or restricting access to these services greatly improves network
security. Whileit is not required that you explain why many of these services pose the
vulnerabilities they do, you do need to know how and when they need to be disabled.

Router Hardening Considerations

Attackers can exploit unused router services and interfaces.

e Administrators do not need to know how to exploit the
services, but they should know how to disable them.

It is tedious to disable the services individually.

e An automated method is needed to speed up the hardening
process.
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The manual process of disabling the servicesindividually is lengthy and error-prone because
you may overlook some services that are not needed and should be disabled. As aresult, the
manual disabling of services may leave the router vulnerable.
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Locking Down Routers with AutoSecure

This topic describes the steps of the automated feature for hardening Cisco |OS routers called
AutoSecure.

What is AutoSecure?

AutoSecure helps secure Cisco I0S networks by
performing these router functions:

» Disables insecure global services

» Enables security-based global services
- Disables insecure interface services

» Enables appropriate security logging

» Secures router administrative access

e Secures the router management plane
» Secures the router forwarding plane

© 2006 Cisco Systems, Inc. All rights reserved. ISCW v1.0—5-7

The AutoSecure feature is found in Cisco |OS software Release 12.3 and newer.

AutoSecure isasingle privileged EXEC program that allows you to quickly and easily
eliminate many potential security threats. AutoSecure helps to make you more efficient at
securing Cisco routers.
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AutoSecure Operation Modes
AutoSecure allows two modes of operation:

m Interactive mode: Promptsyou to choose the way you want to configure router services
and other security-related features

m  Noninteractive mode: Configures security-related features on your router based on a set of
Cisco defaults

AutoSecure Operation Modes

AutoSecure can be deployed using one of the
following two modes of operation:

 Interactive mode: Prompts the user with options to enable
and disable services and other security-related features

* Noninteractive mode: Automatically executes the auto secure
command using recommended default settings

© 2006 Cisco Systems, Inc. All rights reserved. ISCW v1.0—5-8

Obviously, interactive mode provides for greater control over the router security-related
features than noninteractive mode. However, when you want to quickly secure arouter without
much human intervention, the noninteractive mode becomes the better choice. Y ou can enable
noninteractive portions of the dialogue by selecting the optional no-interact keyword.
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AutoSecure Functions

AutoSecure allows you to choose which router components to secure. Y ou may want to secure
the entire router functionality, or select individual planes or functions. The selectable
components are the management plane, forwarding plane, firewall, login, NTP, and Secure
Shell (SSH).

AutoSecure Functions

AutoSecure can selectively lock down:
* Management plane services and functions:

— Finger, PAD, UDP & TCP small servers, password encryption, TCP
keepalives, CDP, BOOTP, HTTP, source routing, gratuitous ARP, proxy
ARP, ICMP (redirects, mask-replies), directed broadcast, MOP, banner

— Also provides password security and SSH access
* Forwarding plane services and functions:
— CEF, traffic filtering with ACLs
« Firewall services and functions:
— Cisco I0S Firewall inspection for common protocols
e Login functions:
— Password security
e NTP protocol
* SSH access
e TCP Intercept services
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The management plane includes management services, such as finger, PAD, UDP and TCP
small servers, password encryption, TCP keepalives, CDP, BOOTP, HTTP, source routing,
gratuitous ARP, proxy ARP, ICMP (redirects, mask-replies), directed broadcast, MOP, and
banner. It also includes the login functions, such as password security and failed login attempt
actions, aswell as SSH access.

The forwarding plane hardening consists of enabling Cisco Express Forwarding (CEF) and
configuring ACL s for traffic filtering.

The firewall component alows you to activate the Cisco 10S Firewall inspection for common
protocols and applications.

L ogin functions include password configuration, and setting options for failed login attempts.
NTP functionality sets up authenticated NTP connectivity.

The SSH feature configures a hosthame and a domain-name if not configured already, and
enables SSH access to the protected router. TCP Intercept function enables the TCP intercept
feature with default settings.

Thefull, ntp, login, ssh, firewall, and tcp-inter cept keywords were added in Cisco 10S
software Release 12.3(4)T.

Using the full option, the user will be prompted for all interactive questions.

© 2006 Cisco Systems, Inc. Cisco Device Hardening 5-59

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



AutoSecure Failure Scenarios

When AutoSecure failsto complete its operation, your running configuration may be harmed.

AutoSecure Failure Scenarios

If AutoSecure fails to complete its operation, your
running configuration may be corrupt:

* In 12.3(8)T and later releases

— Pre-autosecure configuration snapshot is stored in the
flash under filename pre_autosec.cfg

— Roll-back reverts the router to its pre-autosecure
configuration

— Command: configure replace flash:pre_autosec.cfg

e Prior to 12.3(8)T, you should save the running configuration
before running AutoSecure

©2006 Cisco Systems, Inc. All rights reserved ISCW v1.0—5-10

Y ou should consider these items to avoid a configuration loss:

m  Cisco |0S software Release 12.3(8) T introduces support for rollback of the AutoSecure
configuration. Rollback enables a router to revert back to its pre-autosecure configuration
state if the AutoSecure configuration fails. Additionally, a pre-autosecure snapshot is saved
into the router flash memory as pre_autosec.cfg before AutoSecure applies the
configuration to the router. The administrator can use this saved snapshot to recover initial
router settings.

m To replace the current running configuration with the configuration file that has been saved
by AutoSecure, use the configur e replace command in privileged EXEC mode.

m  Prior to Cisco 10S Release 12.3(8)T, rollback of the AutoSecure configuration was
unavailable; thus, you should always save the running configuration before configuring
AutoSecure.
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AutoSecure Process Overview

This topic explains how to configure AutoSecure on a Cisco router.

router#

AutoSecure Process Overview

auto secure [management | forwarding] [no-interact |
full]l [ntp | login | ssh | firewall | tcp-interceptl]

e Launches AutoSecure

* Main steps with the interactive full option:
— Identify outside interfaces.
— Secure the management plane.
— Create security banner.
— Configure passwords, AAA, and SSH.
— Secure the interface settings.
— Secure the forwarding plane.
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AutoSecure is initiated using the auto secure command in privileged EXEC mode.

auto secur e [management | forwarding] [no-interact | full] [ntp | login | ssh | firewall | tcp-

inter cept]

AutoSecure uses this syntax to provide alevel of granularity. To secure all components and
functions, select the full option. To avoid configuration prompts, select the no-inter act
keyword. To limit the scope of hardening, use any of the remaining options, described in the

table bel ow.

auto secure Parameters

Parameter Description
management (Optional) Only the management plane will be secured.
forwarding (Optional) Only the forwarding plane will be secured.

no-interact

(Optional) The user will not be prompted for any interactive
configurations. No interactive dialogue parameters will be
configured, including usernames or passwords.

full (Optional) The user will be prompted for all interactive questions.
This is the default.

ntp (Optional) Specifies the configuration of the Network Time
Protocol (NTP) feature in the AutoSecure command-line interface
(CLl).

login (Optional) Specifies the configuration of the Login feature in the

AutoSecure CLI.
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Parameter Description

ssh (Optional) Specifies the configuration of the SSH feature in the
AutoSecure CLI.

firewall (Optional) Specifies the configuration of the firewall feature in the
AutoSecure CLI.

tcp-intercept (Optional) Specifies the configuration of the TCP-Intercept feature
in the AutoSecure CLI.

AutoSecure configures all functions and services in the following order:

m Identify outside interfaces.

m  Secure the management plane.

m  Create a security banner.

m  Configure passwords, authentication, authorization, and accounting (AAA), and SSH.
m  Securethe interface settings.

m  Secure the forwarding plane.
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Start and Interface Selection

The first questions that AutoSecure asks you are directly related to how the router is connected
to the Internet.

Start and Interface Selection

Router#auto secure

--- AutoSecure Configuration ---
*** AutoSecure configuration enhances the security of the router but it will not
make router absolutely secure from all security attacks ***
All the configuration done as part of AutoSecure will be shown here. For more
details of why and how this configuration is useful, and any possible side effects,
please refer to Cisco documentation of AutoSecure.
At any prompt you may enter '?' for help.
Use ctrl-c to abort this session at any prompt.
Gathering information about the router for AutoSecure

Is this router connected to internet? [nol: y

Enter the number of interfaces facing internet [1]: 1
Interface IP-Address OK? Method Status Protocol
Ethernet0/0 10.0.2.2 YES NVRAM up up
Ethernet0/1 172.30.2.2 YES NVRAM up up

Enter the interface name that is facing internet: Ethernet0/1
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If you do not specify any options, as in the example, AutoSecure starts in the interactive mode
and proceeds to secure the full scope of services and functions.

At the beginning, AutoSecure needs to know the following:
m [stherouter going to be connected to the Internet?
m  How many interfaces are connected to the Internet?

m  What are the names of the interfaces connected to the Internet?

© 2006 Cisco Systems, Inc. Cisco Device Hardening 5-63

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



Securing Management Plane Services

Next, AutoSecure disables certain router global services.

©2006 Cisco Systems, Inc. All rights reserved, ISCW v1.0—5-14

Securing Management Plane Services

Securing Management plane services..
Disabling service finger

Disabling service pad

Disabling udp & tcp small servers
Enabling service password encryption
Enabling service tcp-keepalives-in
Enabling service tcp-keepalives-out
Disabling the cdp protocol
Disabling the bootp server
Disabling the http server

Disabling the finger service
Disabling source routing

Disabling gratuitous arp

These are the router global services that AutoSecure disables:

Finger: Disabling this service keeps intruders from seeing who islogged in to the router
and from where they are logged in.

PAD: Disabling this service prevents intruders from accessing the X.25 PAD command set
on the router.

Small servers: Disabling the UDP and TCP small servers prevents attackers from using
those services in DoS attacks.

CDP: Disabling this service prevents attackers from exploiting any CDP security
vulnerabilities. CDP is a Layer 2 mechanism used to obtain the data about the neighboring
Cisco devices.

BOOTP: Disabling this service prevents attackers from using it to generate DoS attacks.

HTTP: Disabling this service prevents attackers from accessing the HT TP router
administrative access interface.

Identification: Disabling this service prevents attackers from querying TCP ports for
identification.

NTP: Disabling this service prevents attackers from corrupting router time bases.

Sour ce routing: Disabling this service prevents attackers from using source routing for
malicious purposes.

Gratuitous ARPs: Disabling gratuitous ARPs prevents the router from broadcasting the IP
address of itsinterfaces.

Essentially, AutoSecure disables the most common attack vectors by shutting down their
associated global router services. The global serviceslisted in this figure have been designated
as high-risk attack vectors.
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AutoSecure enables the following router global services:

m  Service password encryption: Automatically encrypts al passwords in the router
configuration

m  TCP keepalivesin/out: Allows the router to quickly clean up idle TCP sessions
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Creating Security Banner

Next, AutoSecure prompts you to create a banner to be shown every time someone accesses the
router.

Creating Security Banner

Here is a sample Security Banner to be shown at every access to device. Modify it
to suit your enterprise requirements.

Authorised Access only
This system is the property of So-&-So-Enterprise.
UNAUTHORISED ACCESS TO THIS DEVICE IS PROHIBITED.
You must have explicit permission to access this
device. All activities performed on this device
are logged and violations of of this policy result
in disciplinary action.

Enter the security banner {Put the banner between

k and k, where k is any character}:

%This system is the property of Cisco Systems, Inc.

UNAUTHORIZED ACCESS TO THIS DEVICE IS PROHIBITED.%

© 2006 Cisco Systems, Inc. All rights reserved ISCW v1.0—5-15

Thisisthe same as using the banner command in global configuration mode.
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Passwords and AAA

Next, AutoSecure proceeds to the configuration of login functionality.

Passwords and AAA

Enable secret is either not configured or is same as enable password
Enter the new enable secret: Curium96
Configuration of local user database

Enter the username: studentl

Enter the password: studentl

Configuring aaa local authentication
Configuring console, Aux and vty lines for
local authentication, exec-timeout, transport
Securing device against Login Attacks

Configure the following parameters

Blocking Period when Login Attack detected: 300

Maximum Login failures with the device: 3

Maximum time period for crossing the failed login attempts: 60

© 2006 Cisco Systems, Inc. All rights reserved. ISCW v1.0—5-16

AutoSecure prompts you to configure the following:

m  Enablesecret: AutoSecure checksto seeif the router enable secret password is the same
as the enable password or if it isnot configured at al. If either istrue, you are prompted to
enter a new enable secret password.

m  AAA local authentication: AutoSecure checksto seeif AAA local authenticationis
enabled and if alocal user account exists. If neither is true, you are prompted to enter a new
username and password. Then, AAA local authentication is enabled. AutoSecure also
configures the router console, aux, and VTY linesfor local authentication, EXEC timeouts,
and transport.

When securing the device against login attacks, you specify the following:

m  Duration of timein which login attempts are denied (also known as a quiet period, in
seconds).

m  Maximum number of failed login attempts that triggers the quiet period.

m  Duration of time in which the allowed number of failed login attempts must be made before
the blocking period istriggered.
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SSH and Interface-Specific Services
Next, AutoSecure proceeds to the SSH functionality and to interface-specific options.

©2006 Cisco Systems, Inc. All rights reserved ISCW v1.0—5-17

SSH and Interface-Specific Services

Configure SSH server? [yes]l: y
Enter the hostname: R2

Enter the domain-name: cisco.com

Configuring interface specific AutoSecure services
Disabling the following ip services on all interfaces:
no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast

no ip mask-reply

Disabling mop on Ethernet interfaces

AutoSecure asks whether you want to configure the SSH server. If you answer “yes,”
AutoSecure will automatically configure the SSH timeout to 60 seconds and the number of
SSH authentication retries to two:

Hostname: If you configured a hostname for this router prior to starting the AutoSecure
procedure, you will not be prompted to enter one here. However, if the router is currently
using the factory default hostname of Router, you will be prompted to enter a unique
hostname as shown in the figure. Thisisimportant because SSH requires a unique
hostname for key generation.

Domain name: AutoSecure prompts you for the domain to which this router belongs. Like
the hostname parameter, a domain name is important for SSH key generation.

Then, AutoSecure automatically disables the following services on all router interfaces:

m [Predirects
m |Pproxy ARP
m [P unreachables
m [P directed-broadcast
m [P mask replies and disables MOP on Ethernet interfaces
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Forwarding Plane, Verification, and Deployment

Next, AutoSecure secures the router forwarding plane.

Forwarding Plane, Verificaton and

Deployment

Securing Forwarding plane services..

Enabling CEF (This might impact the memory requirements for your platform)
Enabling unicast rpf on all interfaces connected

to internet

Configure CBAC Firewall feature? [yes/nol: yes

This is the configuration generated:

no service finger

no service pad

no service udp-small-servers
no service tcp-small-servers

service password-encryption

Apply this configuration to running-config? [yesl: y
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AutoSecure secures the router forwarding plane by completing the following:

m  Enables Cisco Express Forwarding (CEF): AutoSecure enables CEF (or distributed
CEF) if the router platform supports this type of caching. Routers configured for CEF
perform better under SYN flood attacks (directed at hosts, not the routers themselves) than
routers configured using a standard cache.

m  EnablesUnicast Reverse Path Forwarding (RPF) (only if therouter supportsthis
feature): AutoSecure automatically configures strict Unicast RPF on al interfaces
connected to the Internet. This helps drop any source-spoofed packets.

Note Unicast RPF is an antispoof feature that scans the routing table information to detect and
possibly block spoofed IP packets. When an incoming packet arrives on an interface, the
router checks the routing entry for the source IP address of the packet. If the route points to
the same interface, the packet is accepted. If the packet arrived on a different interface, it
may have been spoofed, and is dropped.

m  Configures Context-Based Access Control (CBAC) Firewall feature: AutoSecure asks
if you want to enable generic CBAC inspection rules on all interfaces connected to the
Internet. If you answer “yes,” a set of generic inspection rulesis assigned to Internet-facing
router interfaces.

Finally, AutoSecure displays the changes as they will be applied to the router running
configuration. If you now wish to apply these changes, answer “Yes’ to the “Apply this
configuration to running-config?’ question.

The table represents an example of how this portion of the AutoSecure dialogue appears.
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AutoSecure Dialogue Example

The Commands that are Applied to the Router Description

no service finger First, AutoSecure disables several
router global services that are

no service pad . .
P considered possible attack vectors

no service udp-small-servers and enables other global services
no Service tcp_ Small -servers that help pI’OteCt the router and the
network.

service password-encryption
service tcp-keepalives-in
service tcp-keepalives-out
no cdp run

no ip bootp server

no ip http server

no ip finger

no ip source-route

no ip gratuitous-arps

no ip identd

banner #This system is the property of AutoSecure creates a banner to be
Cisco Systems, Inc. displayed upon any access to the
UNAUTHORIZED ACCESS TO THIS DEVICE IS router. This banner message
PROHIBITED. # contains the text that you provided

during the AutoSecure script.

security authentication failure rate 10 log | AutoSecure configures an
authentication failure rate of ten.
This allows a user ten failed login
attempts before the router sends
an authentication failure event to
the logger (router log or syslog
server). You are not prompted to
specify this rate in the AutoSecure
script. This is performed
automatically by AutoSecure.

enable secret 5 Next , AutoSecure configures the
$1$6NpISClSvtL5Zs63fPpsQT5Dyqg/ enable secret and enable
enable password 7 09674F04100916 password that you specified during

the AutoSecure script. Enable
secret uses an MD-5 hashing
mechanism (denoted by the
number “5”). Enable password
uses a weak encryption method
denoted by the number “7”.

aaa new-model AutoSecure enables local AAA

authentication, and configures

] console line 0, auxiliary line 0, and

line con 0 vty lines 0 through 4 for local
login authentication local auth authentication, an EXEC session

- timeout, and outgoing Telnet

connections.

aaa authentication login local auth local

exec-timeout 5 0

transport output telnet

line aux 0

login authentication local auth
exec-timeout 10 0

transport output telnet

line vty 0 4

login authentication local auth

transport input telnet
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The Commands that are Applied to the Router

Description

login block-for 5 attempts 3 within 4

AutoSecure configures login
security.

hostname LosAngeles
ip domain-name cisco.com

crypto key generate rsa general-keys
modulus 1024

ip ssh time-out 60

ip ssh authentication-retries 2
line vty 0 4

transport input ssh telnet

AutoSecure the hostname and
domain-name. These values are
mandatory for the subsequent key
generation, which enables SSH
access to the router. SSH optional
settings are configured.
AutoSecure configures VTY lines O
through 4 to support both SSH and
Telnet incoming connections. Note
that Telnet was previously
configured for the VTY lines. This
step simply adds SSH to the list of
possible incoming connection
types.

service timestamps debug datetime msec
localtime show-timezone

service timestamps log datetime msec
localtime show-timezone

logging facility local2
logging trap debugging
service sequence-numbers
logging console critical
logging buffered

AutoSecure configures logging
parameters.

interface FastEthernet0/0
no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast
no ip mask-reply

no mop enabled

interface Serial0/0

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast
no ip mask-reply
interface FastEthernet0/1
no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast
no ip mask-reply

no mop enabled

Then, per-interface services are
disabled.

ip cef

Next, AutoSecure proceeds with
securing the forwarding plane. The
first task is to enable Cisco
Express Forwarding.

interface Serial0/0

AutoSecure applies the configured
ACL in the inbound direction to the

ip access-group autosec complete bogon in
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The Commands that are Applied to the Router

Description

exit

access-1list 100 permit udp any any eq

bootpc

interface Serial0/0

ip verify unicast source reachable-via rx
allow-default 100

outside interface and enables
unicast RPF on that interface.

ip inspect audit-trail

ip inspect dns-timeout 7

ip inspect tcp idle-time 14400

ip inspect udp idle-time 1800

ip inspect name
timeout 3600

ip inspect name
3600

ip inspect name
timeout 3600

ip inspect name
timeout 3600

ip inspect name
timeout 3600

ip inspect name
timeout 3600

ip inspect name
timeout 30

ip inspect name
15

ip inspect name
3600

end

autosec_inspect
autosec_inspect
autosec_inspect
autosec_inspect
autosec_inspect
autosec_inspect
autosec_inspect
autosec_inspect

autosec_inspect

cuseeme
ftp timeout
http

rcmd
realaudio
smtp

tftp

udp timeout

tcp timeout

Next, CBAC stateful firewall is
turned on for common protocols
and some CBAC settings
configured.

ip access-list extended
autosec_firewall acl

permit udp any any eq bootpc

deny ip any any

AutoSecure configures an ACL
that will be applied to the outside
interface in outbound direction.

interface Serial0/0

ip inspect autosec_ inspect out

ip access-group autosec firewall acl in

The CBAC inspect list is applied to
the outside interface in outbound
direction.

The outbound ACL is applied to
the outside interface inbound
direction.
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Locking Down Routers with the SDM

This topic describes the steps of the automated AutoSecure feature.

Security Device Manager

File Edit View Tools Help

o @ J Q ?
@ Home ﬁ}ﬁ} . Monitar | Refresh Save Search Hel S D M
automated
S “™_ hardening
o Hardware Software .
%—‘ Model Type: Cisco 2811 10S Version: 12.4{53) feat u res .
#vailable | Total Memory(MB): 143256MB | SDM Version: 22a i
Cisco 2811 Total Flash Capacity: B MB ° Sec uri ty
(¥ < (7] © (9 -
Audit
* One-Step
% Interfaces and Connections g 2)
Total Supported LAN: 2 Total Supported WAN: 3(Seria) Lockdown
Configured LAN Interface: 2 Total WAN Connections: 1(HDOLC)
DHCP Server: Not Configured

3 Firewall Policies

IPSec (Site-to-Site): 0 GRE over IPSec: 0

Kauth Login Required: 0 Easy VPN Remote: 0
No. of DMVPN Clients: 0 Ho. of Active VPN Clients: 0

v Intrusion Prevention

No. of Static Route: 0 Active Signatures: a
Dynamic Routing Protocols: EIGRP No. of IPS-enabled Interfaces: a
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Cisco SDM isan intuitive, web-based device-management tool for Cisco |0S software-based
routers. Cisco SDM simplifies router and security configuration through smart wizards, which
help you to quickly and easily deploy, configure, and monitor a Cisco router without requiring
knowledge of the CLI. Cisco SDM simplifies firewall and Cisco 10S software configuration
without requiring expertise about security or Cisco |0S software.

Cisco SDM contains a Security Audit wizard that provides a comprehensive router security
audit. Cisco SDM uses security configurations recommended by Cisco Technical Assistance
Center (TAC) and International Computer Security Association (ICSA) asits basis for
comparisons and default settings. The Security Audit wizard assesses the vulnerability of the
existing router and provides quick compliance to best-practice security policies.

SDM can implement almost all of the configurations that AutoSecure offers with the One-Step
Lockdown feature.
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SDM Security Audit Overview

The Cisco SDM Security Audit feature compares router configurations to a predefined

checklist of best practices using ICSA and Cisco TAC recommendations.

SDM Security Audit Overview

recommended settings.
* Examples of the audit include:
— Shut down unneeded servers.
— Disable unneeded services.
— Apply the firewall to the outside interfaces.
— Disable or harden SNMP.
— Shut down unused interfaces.
— Check password strength.
— Enforce the use of ACLs.

©2006 Cisco Systems, Inc. All rights reserved.

Examples of the audit include, but are not limited to, the following:

* The security audit compares router configuration against

ISCW v1.0—5-21

m  Shuts down unneeded servers on the router (BOOTP, finger, TCP/UDP small servers)

m  Shuts down unneeded services on the router (CDP, IP source-route, I P classless)

m  Appliesafirewall to the outside interfaces

m Disables SNMP, or enablesit with hard-to-guess community strings

m  Shuts down unused interfaces using the no ip proxy-arp command

m  Forces passwords for the router console and vty lines
m  Forces an enable secret password

m  Enforcestheuse of ACLs
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SDM Security Audit: Mai

n Window

The Security Audit wizard contains two modes:

m  Security Audit: Examines router configuration, then displays the Report Card window,

which shows alist of possible security problems. Y ou can choose which vulnerability you
would like to lock down.

m  One-Step Lockdown: Initiates the automatic lockdown using recommended settings.

@ Home @} Configure

Tasks f8, Security Audit

ity Audit

tonitor

C
Refresh Save Search

-~ DOne-step lockd

SDM will run a series of predefined checklisttn assess your router's security
configuration. Once finished, SOM will present you with a list of recommended
actions, which you may choose to apply. Or, you may directly perform one step
router [ock-down by using the below option.

Iy

Perfarm security audit

configurations o the router

Cisco Systems, Inc. Al rights reserved

Complete the following steps to perform a security audit:

One-step lackdawn canfigures the router with set of defined security features
with recommended setiings. Glicking the below button will deliver the

One-step lockdown

|

SDM Security Audit: Main Window

Use Case Scenario

B security Audit
S

4] Internet

Step 1 Click the Configureicon in the main toolbar at the top.
Step 2 Click the Security Audit icon in the Tasks toolbar on the left.

Cisco SYSTEMS
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Step 3 Y ou have two wizard buttons available; click the Perform security audit button.
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SDM Security Audit Wizard

The Security Audit window opens after clicking Perform security audit.

SDM Security Audit Wizard

Security Audit Wizard

Welcome to the security audit wizard

Security auditis a feature that examines your existing router configuration and
then provides a list of recommended configuration changes in order to make your
router and network more secure.

; Fora complete list of functions security audit checks for, see the On-line help
topics

| Security audit will

» Checkthe router's running config. against a list of predefined security
configuration settings.

" Listidentified problems then provide recommendations for fixing thern

Allow the user ta choose which identified prablem(s) to fix then display the
" appropriate user interface for fixing them

" Configures the router with user chosen security configuration

To continue click next

"Nexh‘l | Cancel| Help ‘
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A welcome page opens describing the functions performed by the security audit wizard. Click
the Next button to proceed to the next step.
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SDM Security Audit Interface Configuration

The Security Audit Interface Configuration window opens after clicking Next.

SDM Security Audit Interface Configuration

Security Audit Wizard

Security audit interface configuration

Selectinside (frusted) and outside {untrusted) interfaces. You can select one or mare
inside (trustedyioutside {untrusted) interfaces.

Interface

[outside WUinside (T

FastEthemetio
“ | |Fastethemeton
Serialtitin

r W
r r
b r

canfigured or not,

Click next ta perfarm the checking of security configurations an the router whether it is

<Back | Next> |

| cancel| Help |
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In this step, select the inside and outside interfaces. Then, click the Next button to proceed to
the next step.
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SDM Security Audit

The Security Audit wizard tests your router configuration to determine whether any security
vulnerabilities exist and presents the report. Vulnerable items are marked with ared X.

SDM Security Audit

are configured on the router.

s

Disable COP
Disable IP source raute
9  Enable Password encryption Service
10 Enahle TCF Keepalives for inbound telnet sessions
11 Enable TCP Keepalives for outhound telnet sessions
12 Enable Sequence Mumbers and Time Stamps on Debugs
13 Enahle IP CEF
14 Disahle IP Gratuitous Arps
15 SetMinimurm Password length to less than 6 characters
168 SetAuthentication Failure Rate to less than 3 retries

* Mot Passed
* Mot Passed
¥ Mot Passed
* Mot Passed
¥ Mot Passed
* Mot Passed
' Passed

v Passed

¥ Mot Passed
* Mot Passed

NU| ltern Mame | Status

1 Disable Finger Service v’ Fassed

2 Digable PAD Service ¥ Not Passed
3 Disahle TCP small servers Service ' Passed

4 Digsable UDP small servers Service v Passed

4 Disable IP bootp server Service ¥ Mot Passed
6 Disahle IP ident Service ' Passed

7

8

Security Audit [ |

Flease wait while Security Audit checks ifthe recommended security settings

configured security configurations in the router.

Close | Save Heport|

Click "Close" to continue fixing the identified security problems or undoing the
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After viewing the report, you have the option of saving it as afile. Click the Close button to

close the window and proceed to the next step.
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SDM Security Audit: Fix the Security Problems

Next, awindow appears listing the identified problems.

Security Audit Wizand

©2006 Cisco Systems, Inc. All rights reserved.

SDM Security Audit:

Fix the Security Problems

[ Selectan option: | Fixthe Security problems j

Check the "Fixit' checkbox next to the settings you want to fix. Then, click "Hext" to continue.

Fix All

You may be prompted for more information to fix certain settings

Na| Security Problems Identified Actian |+
1 PAD Service is enabled I Fixit
2 |P bootp server Senvice is enabled I Fixit
3 COPis enabled I~ Fixit
4 |P source route is enahled I Fixit
5 Password encryption Service is disabled I Fixit
0 TCP Keepalives for inbound telnet sessions is disabled I~ Fiit
7 TCP Keepalives for outhound telnet sessions is disabled I~ Fiit
3 Sequence Mumbers and Time Stamps on Debugs are disabled I~ Fixit
| 1|8 Minimum Password lenath is disabled or less than 6 characters I Fixit
10 Authentication Failure Rate is disabled or less than 3 retries I~ Fiit [
11 TCP Synwait time is not set I~ Fixit
12 Banner is not set I~ Fixit
13 Logging is not enabled I Fixtt
14 Enable Secret Password is not set I~ Fiit
15 Telnet setiings are not enabled I~ Fixit
16 NetFlow switching is nat enabled I Fieit "
< Back | Next> | | cancel| Hep |
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Check the Fix It check boxes next to any problems that you want Cisco SDM to fix, and click

the Next button. Additional windows may appear requiring your input, such as entering a
password. Pay special attention to any warning messages that appear. Make sure that you do

not “fix” apotential security breach and lock yourself out of the router.

Note For a description of the problem and a list of the Cisco I0S commands that will be added to

your configuration, click the problem description hyperlinks. A Help page describing the

selected problem will open.
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SDM Security Audit: Summary
Next, the SDM Security Audit Summary window appears.

SDM Security Audit: Summary

Security Audit Wizard

Summary

Please click Finish to deliver to the router

Pad Service will be disabled »
IP bootp server Service will he enahled

CDP will be disabled

IP source route will he disabled

Passward encryption Service will be enabled

TCP Keepalives for inbound telnet sessions will he enahled

TGP Keepalives for outhound telnet sessions will be enabled
Sequence Mumbers and Time Stamps on Debugs will he enahled
Minimum Passward length will be set for 6 characters or more
Authentication Failure Rate will be setfor 3 retries

TCP Symwvait tirne will be setto 10 sec

MetFlow switching will be enabled

IF Redirects will be disahled

IP Prosxy Arp will he disabled

MOP service will be disabled

IP Unreachahles will be disabled

IP Unreachahles will he disabled on MULL interface

Unicast RPF will be enabled on all outgide interfaces

3
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In the example, anumber of security features will be enabled on the router.

Review the changes and click Finish to send the changesto the router.

5-80 Implementing Secure Converged Wide Area Networks (ISCW) v1.0 © 2006 Cisco Systems, Inc.

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



SDM One-Step Lockdown: Main Window

Cisco SDM provides an easy one-step router lockdown for many security features. The wizard
button is available in the Security Audit task under the Configur e tab.

SDM One-Step Lockdown: Main Window

a a 2 CISco SYSTEMS

Refresh Save Search Help

@ Home i‘.& Configure Monitor

3 Securi
ity Audit

Use Case Scenario

SDM will run a series of predefined checklist to assess your router's security
configuration. Once finished, SDM will present you with a list of recommended
actions, which you may choose to apply. Or, you may directly perform one step
router lock-down by using the below option

Perfarm security audit
Routing
r
' — One-step lockd
A
NAT One-step lockdown configures the router with set of defined security features

wih recormrmended settings. Clicking the below button will deliver the
configurations to the rauter.

One-step lockdown
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Click the One-step lockdown button to launch the One-Step L ockdown wizard.
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SDM One-Step Lockdown Wizard

Cisco SDM provides an easy one-step router lockdown for many security features.

SDM One-Step Lockdown Wizard

SDM Warning

& This will lock down yaur router. Ifyou later want to undo some ofthe
settings, you can use the following options:

(1) Run Security Audit wizard again and select "Undao Security
configurations”.

{2y Additional Tasks.

Are you sure to lockdown your router?

e T . |
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This option tests the router configuration for any potential security problems and automatically
makes any necessary configuration changes to correct the problems found.

The conditions tested and, if needed, corrected are as follows:

m  Disable Finger Service

m Disable PAD Service

m Disable TCP Small Servers Service

m Disable UDP Small Servers Service

m Disable IPBOOTP Server Service

m DisableIP Identification Service

m Disable CDP

m  Disable IP Source Route

m  Enable Password Encryption Service

m  Enable TCP Kegpalives for Inbound Telnet Sessions

m  Enable TCP Keepalives for Outbound Telnet Sessions

m  Enable Sequence Numbers and Time Stamps on Debugs

m Enable P CEF

m Disable IP Gratuitous ARPs

m  Set Minimum Password Length to Less Than Six Characters

m  Set Authentication Failure Rate to Less Than Three Retries
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m  Set TCP SYN Wait Time

m  Set Banner

m  Enable Logging

m  Set Enable Secret Password

m Disable SNMP

m  Set Scheduler Interval

m  Set Scheduler Allocate

m  SetUsers

m  Enable Telnet Settings

m  Enable NetFlow Switching

m Disable IP Redirects

m Disable IP Proxy ARP

m  Disable IP Directed Broadcast

m Disable MOP Service

m Disable IP Unreachables

m Disable |IP Mask Reply

m Disable IP Unreachables on NULL Interface
m  Enable Unicast RPF on Outside Interfaces
m  Enable Firewall on All of the Outside Interfaces
m  Set Access Classon HTTP Server Service
m  Set AccessClasson VTY Lines

m  Enable SSH for Access to the Router
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Summary

This topic summarizes the key points that were discussed in this lesson.

Summary

* Unused router services and interfaces should be disabled.
* AutoSecure is a very efficient tool for securing Cisco routers.
* AutoSecure runs in an interactive and noninteractive mode.

» AutoSecure can selectively lock down the management or
the forwarding plane, or other router functions such as login,
firewall, SSH, NTP, and TCP Intercept.

e AutoSecure provides rollback functionality.

» Cisco SDM includes a Security Audit wizard that allows you
to analyze the router configuration and selectively fix the
security issues.

» Cisco SDM provides a One-Step Lockdown feature that tests
the router configuration for any potential security problems
and automatically makes the necessary corrections.
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Lesson 3

Securing Cisco Router
Installations and Administrative
Access

Overview

This lesson describes how to secure Cisco routers by protecting the router administrative
interface. The lesson explains password security features, such as enforcing a minimum
password length, specifying the login failure rate, and setting timeouts in case of repeated failed
login attempts that may accompany a password attack. Privilege levels and command-line
interface (CLI) views offer mechanisms to grant different types of administrative access to
various users or administrators. Also, this lesson describes banner configuration and the Cisco
IOS Configuration Resilience feature, which speeds up router recovery in case of compromise
by securing the image and the configuration files against compromise.

Objectives

Upon completing this lesson, you will be able to secure Cisco router physical installations and
administrative access using passwords. This ability includes being able to meet these
objectives:

m  Describe how to configure secure administrative access to Cisco routers by configuring
passwords

m  Describe how to secure administrative access to Cisco routers by setting alogin failure rate
and using |OS login enhancements

m  Describe how to secure administrative access to Cisco routers by setting timeouts

m  Describe how to secure administrative access to Cisco routers by setting multiple privilege
levels

m  Describe how to secure administrative access to Cisco routers by configuring banner
messages
m  Explainrole-based CLI and the commands required to configure basic CLI views
m  Explain how to secure Cisco |OS boot image and configuration files
The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
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Configuring Router Passwords

This topic describes how to configure secure administrative access to Cisco routers by
configuring passwords.

Configuring Router Passwords

; Console Port

Console K; ;

o
* A consoleis aterminal connected to a router console port.

* The terminal can be a dumb terminal or a PC with terminal
emulation software.

© 2006 Cisco Systems, Inc. All rights reserved ISCW v1.0—5-3

Strong passwords are the primary defense against unauthorized access to your router. The best
way to manage passwords is to maintain them on an authentication, authorization, and
accounting (AAA) server. Almost every router needs alocally configured password for
privileged access, and may also have other password information in its configuration file.

One way to perform initial router configuration tasks is to access the router console port.
Consoles are only one of the ways to obtain administrative access to configure and manage
routers. Other ways to gain administrative access include:

m Tenet

m  Secure Shell (SSH)

m  Simple Network Management Protocol (SNMP)

m  Cisco Security Device Manager (SDM) accessusing HTTP or HTTPS
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Password Creation Rules

This section describes the best practices in password security.

Password Creation Rules

» Passwords can be 1to 25 characters in length.
» Passwords can include:
— Alphanumeric characters
— Uppercase and lowercase characters
— Symbols and spaces
» Passwords cannot have a number as the first character.

Password-leading spaces are ignored, but any spaces after
the first character are not ignored.

* Change passwords.
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When creating passwords for Cisco routers, always keep these rulesin mind:

m  Thebest practice isto have a minimum of ten characters. Y ou can enforce the minimum
length using a feature available on Cisco 10S routers, discussed later in thistopic.
Passwords may include the following:

— Any aphanumeric character
— A mix of uppercase and lowercase characters
—  Symbols and spaces

m  Passwords should not use dictionary words. Using dictionary words makes the passwords
vulnerable to dictionary attacks.

m  Password-leading spaces are ignored, but all spaces after the first character are not ignored.

m You should have apolicy defining when and how often the passwords should be changed.
Changing passwords frequently provides two advantages: It limits the window of
opportunity in which a hacker can crack a password, and it limits the window of exposure
after a password has been compromised.

Y ou may want to add your own rules to thislist, making your passwords even safer.
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Initial Configuration Dialog

If you are working on a new router or an existing router that has been reset (possibly using the
Cisco password recovery procedure), you are prompted by the Cisco IOS CLI if you want to
enter the initial configuration dialog. The figure shows a router configuration sample with this
initial prompt.

Initial Configuration Dialog

Would you like to enter the initial configuration dialog? [yes/nol y
Configuring global parameters:
Enter host name [Router]: Boston

The enable secret is a password used to protect access to privileged EXEC and
configuration modes. This password, after entered, becomes encrypted in the
configuration.

Enter enable secret: CantGuessMe

The enable password is used when you do not specify an enable secret password,
with some older software versions, and some boot images.

Enter enable password: WontGuessMe

The virtual terminal password is used to protect access to the router over a
network interface.

Enter virtual terminal password: CantGuessMeVTY

© 2006 Cisco Systems, Inc. All rights reserved. ISCW v1.0—5-5
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Thefirst few questions in the initial configuration dialog pertain to these password
reguirements:

m  Therouter enable secret password
m  Therouter enable password
m  The password used to access the router using virtual terminal lines

The enable secret password is used to enter enable mode (sometimes referred to as privileged
mode or privileged-EXEC mode). Y ou can set the enable secret password by entering a
password during the initial configuration dialog, as shown in the figure, or by using the enable
secret command in global configuration mode. The enable secret overrides the enable password
configured with the enable password command. In other words, when enable secret is
configured on arouter, you cannot access the privileged mode using the password configured
with enable password command. The enable secr et command uses a one-way encryption hash
based on Message Digest 5 (MD5) and is considered irreversible by most cryptographers.
However, even thistype of encryption is still vulnerable to brute force or dictionary attacks. If
you forget the enable secret password, you have no alternative but to replace it using the Cisco
router password recovery procedure.
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The enable password command is also used to enter enable mode, but is a holdover from older
versions of Cisco 10S software. By default, the enable password is not encrypted in the router
configuration. Cisco decided to keep the older enable password command in later versions of
Cisco |OS software even though enable secret password is a safer way to store privileged-
EXEC passwords. The older command was kept in case the router is downgraded to aversion
of Cisco 10S software that did not support enable secret password. The enable password
protects the privileged-EXEC mode.

Thevirtual terminal password is the line-level password entered when connecting to the router
using Telnet or SSH. Y ou can set this password during the initial configuration dialog or by
using the password command in vty line configuration mode. The virtual terminal password is
not encrypted.
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Configure the Line-Level Password

To secure the router, you should protect the access through the console, auxiliary, and vty lines.

Configure the Line-Level Password

router (config) #

line console 0
line aux 0
line vty 0 4

» Enters line configuration mode (console, auxiliary, or vty)

router (config-line) #

| login |

» Enables password checking at login

router (config-line) #

| password password |

» Sets the line-level password

Boston (config)#line con 0
Boston (config-line)#login
Boston (config-line)#password ConUserl
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Console Port

By default, the Cisco router console ports allow a hard BREAK signal (within 60 seconds of a
reboot) to interrupt the normal boot sequence and give the console user compl ete control of the
router. Thisis used for maintenance purposes, such as when running the Cisco router password
recovery procedure. Even though this hard BREAK sequenceis, by default, available to
someone who has physical access to the router console port, it is still important to set aline-
level password for users who might try to gain console access remotely. The hard BREAK
sequence may be disabled using the no service passwor d-recovery command.

Note If a router is configured with the no service password-recovery command, all access to
the ROM Monitor (ROMMON) is disabled.

By default, the console port does not require a password for console administrative access.
However, you should always configure a console port line-level password. There are two ways
to configure a console line password: Y ou can enter the password during the initial

configuration dialog, or you can use the password command in the console line configuration
mode.

VTY Lines

Cisco routers support multiple Telnet sessions (up to five simultaneous sessions, by default—
more can be added), each serviced by alogical vty. By default, Cisco routers do not have any
line-level passwords configured for these vty.
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If you enable password checking, you must also configure a vty password before attempting to
access the router using Telnet. If you fail to configure a vty password, and password checking
isenabled for vty, you will encounter an error message similar to the following:

Telnet 10.0.1.2
Trying 10.0.1.2 .... open

Password required, but none set

[Connection to 10.0.1.2 closed by foreign host]

There are two waysto configure a vty password: Y ou can enter the password during the initial
configuration dialog, or you can use the password command in line vty configuration mode.

The following are afew more things to consider when securing Telnet connectionsto a Cisco
router:

m |f you fail to set an enable password for the router, you will not be able to access
privileged-EXEC mode using Telnet. Use either the enable password or enable secr et
password command to set the enable password for your routers.

m  Telnet access should be limited only to specified systems by building a simple access
control list (ACL) that does the following:

—  Allows Telnet access from specific hosts only
— Implicitly or explicitly blocks access from untrusted hosts
—  Tiesthe ACL to the vty lines using the access-class command

—  Thisexample shows ACL 30 restricting Telnet access only from host 10.0.1.1 and
implicitly denying access from all other hosts for vty 0 to 4:

Boston (config) #access-1list 30 permit 10.0.1.1 0.0.0.0
Boston(config)#line vty 0 4
Boston (config-line) #access-class 30 in

m  You must configure passwords for all of the vty lines on the router. Remember that you can
add more vty lines to the router and these lines must be protected as well as the default 0 to
4lines.

Auxiliary Lines

By default, Cisco router auxiliary ports do not require a password for remote administrative
access. Administrators sometimes use auxiliary ports to remotely configure and monitor the
router using a dialup modem connection.

Unlike console and vty passwords, the auxiliary password is not configured during the initial
configuration dialog and should be configured using the password command in auxiliary line
configuration mode.

If you wish to turn off the EXEC process for the aux port, use the no exec command within the
auxiliary line configuration mode.

Setting the auxiliary line-level password is only one of several steps you must complete when
configuring arouter auxiliary port for remote dia-in access. The table explains commands used
when configuring an auxiliary port.
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Commands to Configure an Auxiliary Port

Command Explanation

Boston (config)#line aux 0 Permits incoming and outgoing modem

Boston (config-line)#modem inout calls on this line

Boston (config-line) #speed 9600 Sets the line speed that should be used
to communicate with the modem

Boston (config-line) #transport input all Allows all protocols to use the line

Boston (config-line)#flowcontrol hardware | Enables Ready to Send (RTS) and
Clear to Send (CTS) flow control

Boston (config-line)#login Authenticates incoming connections
using the password configured on the
line

Boston (config-line) #password Configures the password

NeverGuessMeAux NeverGuessMeAux to authenticate

incoming calls on this line
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Password Minimum Length Enforcement

Cisco |0OS software Release 12.3(1) and later allows you to set the minimum character length
for al router passwords using the security passwor ds min-length global configuration
command. This command provides enhanced security access to the router by alowing you to
specify aminimum password length (0 to 16), which eliminates common passwords that are
prevalent on most networks, such aslab and cisco. This command affects user passwords,
enabl e passwords and secrets, and line passwords created after the command was executed.
Existing router passwords remain unaffected.

Password Minimum Length Enforcement

router (config)#

|security passwords min-length length

» Sets the minimum length of all Cisco IOS passwords

Boston (config) #security passwords min-length 10

© 2006 Cisco Systems, Inc. All rights reserved. ISCW v1.0—5-7

It is highly recommended that you set your minimum password length to at least 10 characters.

After this command is enabled, any attempt to create a new password that is less than the
specified length fails and results in an error message similar to the following:

Password too short - must be at least 10 characters. Password
configuration failed.
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Encrypting Passwords

© 2006 Cisco Systems, Inc. All rights reserved. ISCW v1.0—5-8
————————————————————————————————————————————————————————————————————

Just like console and vty passwords, auxiliary passwords are not encrypted in the router

configuration. Thisiswhy it isimportant to use the service passwor d-encryption command.

Encrypting Passwords Using the

service password-encryption Command

router (config) #

| service password-encryption |

* Encrypts all passwords in the router configuration file

Boston (config) #service password-encryption
Boston (config) #exit

Boston#show running-config

enable password 7 06020026144A061E

1

line con 0

password 7 0956F57A109A
1

line vty 0 4

password 7 034A18F366A0
!

line aux 0
password 7 7A4F5192306A

With the exception of the enable secret password, all Cisco router passwords are, by default,
stored in plaintext form within the router configuration. View these passwords with the show
running-config command. Sniffers can also see these passwordsiif your TFTP server
configuration files traverse an unsecured intranet or Internet connection. If an intruder gains
access to the TFTP server where the router configuration files are stored, the intruder will be
able to obtain these passwords.

A proprietary Cisco algorithm based on a Vigenere cipher (indicated by the number 7 when
viewing the configuration) allows the ser vice passwor d-encryption command to encrypt all
passwords (except the previously encrypted enable secret password) in the router configuration
file. This method is not as safe as MD5, which is used with the enable secret command, but
prevents casual discovery of the router line-level passwords.

Note The encryption algorithm in the service password-encryption command is considered
relatively weak by most cryptographers and several Internet sites post mechanisms for
cracking this cipher. This posting only proves that relying on the encrypted passwords alone
is not sufficient security for your Cisco routers. You need to ensure that the communications
link between the console and the routers, or between the TFTP or management server and
the routers, is a secured connection.

After all of your passwords are configured for the router, you should run the service passwor d-
encryption command in global configuration mode, as shown in the figure.

When you remove the service passwor d-encryption command with the no form, this does not
decrypt the passwords.
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Enhanced Username Password Security

Y ou can choose to use an M D5 hashing mechanism to encrypt username passwords.

Enhanced Username Password Security

router (config) #

|username name password {[0] password | 7 hidden-password}l

» Traditional user configuration with plaintext password

router (config) #

|username name secret {[0] password | 5 encrypted-secret} |

» Uses MD5 hashing for strong password protection

» Better than the type 7 encryption found in service password-
encryption command

Boston (config)#username rtradmin secret 0 Curium96
Boston (config) #username rtradmin secret 5 $1$feb0$a104Qd9UZ./Ak007

© 2006 Cisco Systems, Inc. All rights reserved. ISCW v1.0—5-9

Cisco routers can maintain alist of usernames and passwords for performing local login
authentication. Traditionally, local users were defined with the user name password command,
which was used to configure users and plaintext passwords. These passwords could then be
obfuscated by the password-encryption service, which employed the weak Vigenere cipher that
defended against reading the passwords but did not provide adequate protection from hackers.

Option 7 in the user name password command allowed you to enter the ciphertext of a
password, computed by the Vigenere algorithm. This option was used in recovery scenariosin
which a previous configuration, using password-encryption service, needed to be reinstalled
and only obfuscated passwords were available in the backup configuration.

Enhanced username password security uses the user name secr et command and employs MD5
password hashing. It is amuch stronger encryption scheme than the standard type 7 encryption
found in the service passwor d-encryption command. The added layer of MD5 encryptionis
useful in environments in which the password crosses the network or is stored onaTFTP
server.

Using the user name secr et command in global configuration mode, you can choose to enter a
plaintext password for MD5 hashing by the router (option 0), or enter a previously encrypted
MD5 secret (option 5).

user name name secr et {[0] password | 5 encrypted-secret}

username secret Parameters

Parameter Description
name The username
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Parameter Description

0 (Optional) Indicates that the following clear text password is to be
hashed using MD5

password The plaintext password to be hashed using MD5

5 Indicates that the following encrypted secret password was

hashed using MD5

encrypted-secret The MD5 encrypted secret password that will be stored as the
encrypted user password

Note MD5 encryption is a strong encryption method that is not retrievable; therefore, you cannot
use MD5 encryption with protocols that require plaintext passwords, such as Challenge
Handshake Authentication Protocol (CHAP).
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Securing ROMMON

By default, Cisco |OS routers allow a break sequence during power up, which forces the router
into ROM Monitor (ROMMON) mode. Once the router isin ROMMON mode, anyone can
choose to enter a new enable secret password using the well-known Cisco password recovery
procedure. This procedure, if performed correctly, leaves the router configuration intact. This
scenario presents a potential security breach because anyone who gains physical accessto the
router console port can enter ROMMON, reset the enable secret password, and discover the
router configuration.

Securing ROMMON with the

no password-recovery Command

router (config) #

|no service password-recovery |

» By default, Cisco routers are factory configured with the
service password-recovery set.

* The no service password-recovery command prevents console
from accessing ROMMON.

Boston (config)#no service password-recovery

WARNING:

Executing this command will disable password recovery mechanism. Do not
execute this command without another plan for password recovery.

Are you sure you want to continue? [yes/nol: yes

Boston (config) #

©2006 Cisco Systems, Inc. All rights reserved, ISCW v1.0—5-10

Y ou can mitigate this potential security breach by using the no service passwor d-r ecovery
global configuration command. The no service passwor d-recovery command has no
arguments or keywords.

Caution If a router is configured with the no service password-recovery command, all access to
the ROMMON is disabled. If the router flash memory does not contain a valid Cisco I0S
image, you will not be able to use the rommon xmodem command to load a new flash
image. In order to repair the router, you must obtain a new Cisco 10S image on a flash
SIMM, or on a PCMCIA card (3600 only). See Cisco.com for more information regarding
backup flash images.

Once the no service passwor d-recovery command is executed, the router boot sequence will
look similar to this:
System Bootstrap, Version 11.3(2)XA4, RELEASE SOFTWARE (fcl)
Copyright (c) 1999 by cisco Systems, Inc.
C2600 platform with 65536 Kbytes of main memory

PASSWORD RECOVERY FUNCTIONALITY IS DISABLED
program load complete, entry point: 0x80008000, size: 0xed9ee4d
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Also, after the no service passwor d-recovery command is executed, a show running
configuration command listing will contain the no service passwor d-r ecovery statement as
shown here:

!

version 12.0

service tcp-keepalives-in

service timestamps debug datetime localtime show-timezone

service timestamps log datetime localtime show-timezone

service password-encryption

no service password-recovery

|

hostname Boston

5-98 Implementing Secure Converged Wide Area Networks (ISCW) v1.0 © 2006 Cisco Systems, Inc.

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



Setting a Login Failure Rate

This topic describes how to secure administrative access to Cisco routers by setting alogin
failure rate.

Authentication Failure Rate with Login

router (config) #

|security authentication failure rate threshold-rate log |

« Configures the number of allowable unsuccessful login
attempts

* By default, router allows 10 login failures before initiating a
15-second delay

* Generates a syslog message when rate is exceeded

Boston (config) #security authentication failure rate 10 log

© 2006 Cisco Systems, Inc. All rights reserved ISCW v1.0—5-12
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Starting with Cisco 10S software Release 12.3(1), you can configure the number of alowable
unsuccessful login attempts by using the security authentication failurerate global
configuration command.

security authentication failur e rate threshold-rate log

security authentication failure rate Parameters

Parameter Description

threshold-rate This is the number of allowable unsuccessful login attempts. The
default is 10 (the range is 2 to 1024).

log The log keyword is required. Results in a generated syslog
event.

When the number of failed login attempts reaches the configured rate, two events occur:

m ATOOMANY_AUTHFAILS event message is sent by the router to the configured syslog
Sserver.

m A 15-second delay timer starts.
After the 15-second delay has passed, the user may continue to attempt to log in to the router.
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Setting a Login Failure Blocking Period

With this 10S login enhancement command, available in Cisco |OS software Release 12.3(4)T
and later, the 10S router will not accept any additional login connections for a“quiet period” if
the configured number of connection attempts fail within a specified time period. Hosts that are
permitted by a predefined ACL are excluded from the quiet period. Y ou can specify the
predefined ACL that is excluded from the quiet period by using the global configuration mode
command login quiet-mode access-class.

Setting a Login Failure Blocking Period

router (config) #

|1ogin block-for seconds attempts tries within seconds |

» Blocks access for a quiet period after a configurable number
of failed login attempts within a specified period

* Must be entered before any other login command
« Mitigates DoS and break-in attacks

Boston (config)#login block-for 100 attempts 2 within 100

©2006 Cisco Systems, Inc. All rights reserved.
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The first command parameter (seconds) specifies the duration of time, or quiet period, during
which login attempts are denied.

The second parameter (attempts) stands for the maximum number of failed login attempts that
triggers the quiet period.

The third parameter (within) describes the duration of time, in seconds, during which the
allowed number of failed login attempts must be made before the quiet period is triggered.

After thelogin block-for command is enabled, these defaults are enforced:
m A default login delay of one second.

m  All login attempts made via Telnet, secure shell (SSH), and HTTP are denied during the
quiet period; that is, no ACLs are exempt from the login period until the login quiet-mode
access-class command is issued.

System Logging Messages for a Quiet Period

After arouter switchesto and from quiet mode, logging messages are generated. Also, if
configured, logging messages are generated upon every successful or failed login request.
L ogging messages can be generated for successful login requests via the new global

configuration command login on-success. The login on-failure command generates logs for
failed login requests.
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Thislogging message is generated after the router switches to quiet-mode:

00:04:07:%SEC_LOGIN-1-QUIET MODE ON:Still timeleft for
watching failures is 158 seconds, [user:sfd]
[Source:10.4.2.11] [localport:23] [Reason:Invalid login],
[ACL:22] at 16:17:23 UTC Wed Feb 26 2003

The following logging message is generated after the router switches from quiet mode back to
normal mode:

00:09:07:%SEC_LOGIN-5-QUIET MODE OFF:Quiet Mode is OFF,
because block period timed out at 16:22:23 UTC Wed Feb 26 2003
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Excluding Addresses from Login Blocking

With the login quiet-mode access-class command, introduced in Cisco |10S software Release
12.3(4)T, the 10S router will use the configured ACL to permit login attempts when the router
switches to quiet mode. If this command is not configured, all connection attempts will be
denied during the quiet period.

Excluding Addresses from Login Blocking

router (config) #

|login quiet-mode access-class {acl-name | acl-number} |

» Specifies an ACL that is applied to the router when it switches
to the quiet mode.

 If not configured, all login requests will be denied during the
quiet mode.

* Excludes IP addresses from failure counting for login block-for
command.

Boston (config)#login quiet-mode access-class myacl

© 2006 Cisco Systems, Inc. All rights reserved ISCW v1.0—5-14

The ACL also specifies | P addresses that are excluded from login failure counting using the
login block-for command.
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Setting a Login Delay

A Cisco |OS device can accept login connections (such as Telnet, secure shell (SSH), and
HTTP) asfast as they can be processed. The login delay command introduces a uniform delay
between successive login attempts. The delay occurs for all login attempts—failed or successful
attempts. Thus, users can better secure their Cisco |OS device from dictionary attacks, which
are an attempt to gain username and password access to your device.

Setting a Login Delay

router (config) #

|login delay seconds

e Configures a delay between successive login attempts.
« Helps mitigate dictionary attacks.

« If not set, a default delay of one second is enforced after the
login block-for command is configured.

IBoston(config)#login delay 30

© 2006 Cisco Systems, Inc. All rights reserved
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Thelogin delay command was introduced in Cisco |OS software Release 12.3(4)T. If not

enabled, alogin delay of one second is automatically enforced after the login block-for
command is applied to the router configuration.
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Verifying Login

Y ou can verify the login functionality by using the show login command.

Verifying Login

router#

|show login [failures]

« Displays login parameters and failures

Boston (config) #show login

A default login delay of 1 seconds is applied.

No Quiet-Mode access list has been configured.

All successful login is logged and generate SNMP traps.

All failed login is logged and generate SNMP traps.

Router enabled to watch for login Attacks.

If more than 15 login failures occur in 100 seconds or less, logins
will be disabled for 100 seconds.

Router presently in Watch-Mode, will remain in Watch-Mode for 95
seconds.

Present login failure count 5.

©2006 Cisco Systems, Inc. All rights reserved ISCW v1.0—5-16

The sample output from the show login command verifies that the login block-for command is
issued. In this example, the command is configured to block login hosts for 100 secondsif 16
or more login requests fail within 100 seconds; five login requests have already failed.

Router#show login

A default login delay of 1 seconds is applied.

No Quiet-Mode access list has been configured.

All successful login is logged and generate SNMP traps.
All failed login is logged and generate SNMP traps.

Router enabled to watch for login Attacks.

If more than 15 login failures occur in 100 seconds or less, logins
will be disabled for 100 seconds.

Router presently in Watch-Mode, will remain in Watch-Mode for 95
seconds.

Present login failure count 5.
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The sample output from show login failures command shows all failed login attempts on the

router.

Router#show login failures

Information about login failure's with the device

Username Source IPAddr 1Port Count TimeStamp
tryl 10.1.1.1 23 1 21:52:49 UTC Sun Mar 9 2003
try2 10.1.1.2 23 1 21:52:52 UTC Sun Mar 9 2003
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Setting Timeouts

This topic describes how to secure administrative access to Cisco routers by setting timeouts.

Setting Timeouts for Router Lines

router (config-1line) #

exec-timeout minutes [seconds] |

« Default is 10 minutes
 Terminates an unattended connection

e Provides an extra safety factor when an administrator walks
away from an active console session

Boston (config)#line console 0

Boston (config-line) #exec-timeout 3 30
Boston (config)#line aux 0

Boston (config-line) #exec-timeout 3 30

e Terminates an unattended console and auxiliary connection
after 3 minutes and 30 seconds

© 2006 Cisco Systems, Inc. All rights reserved. ISCW v1.0—5-18

By default, an administrative interface stays active (and logged on) for ten minutes after the last
session activity. After that, the interface times out and logs out of the session. It is
recommended that you fine-tune these timers to limit the amount of time to within two or three
minutes maximum.

Caution Setting the exec-timeout value to 0 means that there will be no timeout and the session will
stay active for an unlimited time. Do not set the value to 0.

Y ou can adjust these timers using the exec-timeout command in line configuration mode for
each of the line types used.

exec-timeout minutes [seconds]

exec-timeout Parameters

Parameter Description
minutes This integer specifies the number of minutes.
seconds (Optional) This integer specifies the additional time interval in
seconds.
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Setting Multiple Privilege Levels

This topic describes how to secure administrative access to Cisco routers by setting multiple
privilege levels.

Setting Multiple Privilege Levels

router (config) #

|privi1ege mode {level level command | reset command} |

* Level Ois predefined for user-level access privileges.
* Levels 1to 14 may be customized for user-level privileges.
e Level 15is predefined for enable mode (enable command).

Boston (config) #privilege exec level 2 ping
Boston (config) #enable secret level 2 Patriot

© 2006 Cisco Systems, Inc. All rights reserved. ISCW v1.0—5-20

Cisco routers enable you to configure various privilege levels for your administrators. Different
passwords can be configured to control who has access to the various privilege levels. Thisis
especially helpful in ahelp desk environment where certain administrators are allowed to
configure and monitor every part of the router (level 15) while other administrators may be
restricted to only monitoring (customized levels 2 to 14). The 16 levels (0 to 15) are defined in
the figure.

Privileges are assigned to levels 2 to 14 using the privilege command from global
configuration mode.

The example shown in the figure assigns the ping command to privilege level 2 and establishes
“Patriot” as the secret password users must enter to use level 2 commands. Using the enable 2
command, you will be prompted for the enable secret password for privilege level 2. The show
privilege command is used to display the current privilege level.

router>enable 2
Password: Patriot

router#show privilege
Current privilege level is 2

privilege mode {level level command | reset command}
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privilege Parameters

Parameter Description

mode This command specifies the configuration mode. See the list after
this table for options for this argument.

level This command enables setting a privilege level with a specified
command.

level This is the privilege level associated with a command. You can
specify up to 16 privilege levels, using numbers 0 to 15.

command This sets the command to which the privilege level is associated.

reset This command resets the privilege level of a command.

command This is the command for which you want to reset the privilege

level.

Use the privilege ? option of the command in the global configuration mode to see a complete
list of router configuration modes on your router. The table contains some of the router
configuration modes that can be configured using the privilege command.

Router Configuration Modes

Configuration Mode

Description

accept-dialin

Virtual private dialup network (VPDN) group accept dialin

configuration mode

accept-dialout

VPDN group accept dialout configuration mode

address-family

Address family configuration mode

atm-bm-config

ATM bundle member configuration mode

atm-bundle-config

ATM bundle configuration mode

atm-vc-config

ATM virtual circuit configuration mode

atmsig_e164_table_mode

ATMSIG E164 table

cascustom Channel associated signaling (CAS) custom configuration mode
configure Global configuration mode

controller Controller configuration mode

crypto-map Crypto map configuration mode

dhcp DHCP pool configuration mode

dspfarm Digital signal processor (DSP) farm configuration mode

exec EXEC mode

flow-cache Flow aggregation cache configuration mode

interface Interface configuration mode

interface-dlci

Frame Relay data-link connection identifier (DLCI) configuration

mode
ip-vrf Configure IP VPN routing and forwarding (VRF) parameters
line Line configuration mode
map-class Map class configuration mode
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Configuration Mode Description
map-list Map list configuration mode
null-interface Null interface configuration mode
preaut AAA preauth definitions
request-dialin VPDN group request dialin configuration mode
request-dialout VPDN group request dialout configuration mode
route-map Route map configuration mode
router Router configuration mode
vpdn-group VPDN group configuration mode
voipdialpeer Dial peer configuration mode
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Configuring Banner Messages

This topic describes how to secure administrative access to Cisco routers by configuring banner
messages.

Configuring Banner Messages

router (config) #

banner {exec | incoming | login | motd | slip-ppp}
d message d

» Specifies what is “proper use” of the system
» Specifies that the system is being monitored

» Specifies that privacy should not be expected when using
this system

Boston (config) #banner motd %

WARNING: You are connected to $(hostname) on the Cisco Systems,
Incorporated network. Unauthorized access and use of this network will
be vigorously prosecuted. %

©2006 Cisco Systems, Inc. All rights reserved. ISCW v1.0—5-22

Banner messages should be used to warn would-be intruders that they are not welcome on your
network. Banners are important, especially from alegal perspective. Intruders have been known
to win court cases because they did not encounter appropriate warning messages when
accessing router networks.

Choosing what to place in your banner messages is extremely important and should be
reviewed by legal counsel before placing them on your routers. Never use the word welcome or
any other familiar greeting that may be misconstrued as an invitation to use the network.

Banners are disabled by default and must be explicitly enabled by the administrator. As shown
in the figure, use the banner command from global configuration mode to specify appropriate

Messages.
banner {exec |incoming | login | motd | slip-ppp} d messaged

banner Parameters

Parameter Description

exec This command specifies and enables a message to be displayed
when an EXEC process is created on the router (an EXEC
banner).

incoming This command specifies and enables a banner to be displayed

when there is an incoming connection to a terminal line from a
host on the network.

login This command specifies and enables a customized banner to be
displayed before the username and password login prompts.
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Parameter Description

motd This command specifies and enables a message-of-the-day
(MOTD) banner.

slip-ppp This command specifies and enables a banner to be displayed
when a Serial Line Interface Protocol (SLIP) or PPP connection is
made.

d This represents the delimiting character of your choice (for

example, a pound sign [#]). You cannot use the delimiting
character in the banner message.

message This represents message text. You can include tokens in the form
$(token) in the message text. Tokens are replaced with the
corresponding configuration variable.

Thislist contains valid tokens for use within the message section of the banner command:
m  $(hostname): Displays the hostname for the router

m  $(domain): Displays the domain name for the router

m  $(line): Displaysthe vty or tty (asynchronous) line number

m  $(line-desc): Displays the description attached to the line
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Configuring Role-Based CLI

This topic describes the use of role-based CLI by network administrators.

Role-Based CLI Overview

» Traditional approach of limiting CLI access based on
privilege levels and enable passwords provided too little
control:

— No access control to specific interfaces

— Commands placed on a higher privilege level could not be
reused for lower-privileged users

* CLIviews provide more granular control.
* CLI views include accessible commands and interfaces.
e Access to aview is protected with a secret.

e Views can be grouped to superviews to create large sets of
accessible commands and interfaces.

©2006 Cisco Systems, Inc. All rights reserved. ISCW v1.0—5-24

Although users can control CLI access via both privilege levels and enable mode passwords,
these functions do not provide the necessary level of detail needed when working with
Cisco |OS routers and switches.

The Role-Based CLI Access feature allows you to define “views,” which are a set of
operational commands and configuration capahilities that provide selective or partial accessto
Cisco 10S EXEC and configuration mode commands. Views restrict user access to Cisco 10S
CLI and configuration information; that is, a view can define which commands are accepted
and what configuration information is visible. CLI views provide a more detailed access control
capability for network administrators, thereby improving the overall security and accountability
of Cisco 10S software.

As of Cisco 10S software Release 12.3(11) T, you can also specify an interface or a group of
interfaces to aview, thereby allowing access on the basis of specified interfaces.

Access to aview is protected with a password, similarly to the concept used by the privilege
levels.

To simplify the view management, views can be grouped to superviews, to create large sets of
commands and interfaces. A superview encompasses severa individual views, resulting in
wider administrative privileges.
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Role-Based CLI Details

When asystemisin root view, it has all of the access privileges as a user who haslevel 15
privileges. If you wish to configure any view to the system, the system must be in root view.

Role-Based CLI Detalls

* Root view is the highest administrative view.

e Creating and modifying a view or superview is possible only
from root view.

The difference between root view and privilege 15 is that only
a rootview user can create or modify views and superviews.

* CLIviews require AAA new-model:
— Necessary even with local view authentication

— View authentication can be offloaded to an AAA server
using the new attribute "cli-view-name"

« A maximum of 15 CLI views can exist in addition to the root

© 2006 Cisco Systems, Inc. All rights reserved. ISCW v1.0—5-25

The difference between a user who has level 15 privileges and aroot view user is that a root
view user can configure anew view and add or remove commands from the view. Also, when
you arein aCLI view, you have access only to the commands that have been added to that
view by the root view user.

View authentication can be performed by an external AAA server viathe new cli-view-name
attribute. AAA authentication associates only one view hame to a particular user; that is, only
one view name can be configured for a user in an authentication server.

Note AAA provides access to an external user database that is used for authentication,
authorization, and accounting tasks. Without the external AAA server, all network devices
would need to maintain a local copy of the user database, which may have a severe impact
on scalability and functionality of the system.

The maximum number of CLI views and superviews, including one lawful intercept view, that
can be configured is 15. (This does not include the root view.)
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Getting Started with Role-Based CLI

This section describes the configuration steps related to role-based CLI.

Getting Started with Role-Based CLI

router#

|enable [privilege-level] [view [view-name]] |

» Enter a privilege level or a CLI view.

* Use enable command with the view parameter to enter the
root view.

* Root view requires privilege 15 authentication.
e The aaa-new model must be enabled.

Boston (config) #aaa new-model
Boston (config) #exit

Boston#enable view

Password:

Boston#

%PARSER-6-VIEW SWITCH: successfully set to view 'root'
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Before you enter or create aview, you must enable AAA viathe aaa new-model command.

Then use the enable command with the view parameter to enter the root view. Y ou will be
prompted for authentication, if configured. Use the privilege 15 password.

Note If AAA is not enabled, you will get this error:
router#enable view
% AAA must be configured

enable [privilege-level] [view [view-name]]

enable Parameters

Parameter Description

privilege-level (Optional) Sets the privilege level at which to log in.

view (Optional) Enters into root view, which enables users to configure
CLI views. This keyword is required if you want to configure a CLI
view.

view-name (Optional) Enters or exits a specified CLI view. This keyword can
be used to switch from one CLI view to another CLI view.
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Configuring CLI Views

After aaa new-model has been enabled and you enter the root view, create a view and enter the
view configuration mode using the par ser view command. Y ou need to specify the name of the
view to be created or the existing view to be modified.

router (config) #

Configuring CLI Views

|parser view view-name

* Creates aview and enters view configuration mode

router (config-view) #

exclude} [all]

password 5 encrypted-password

commands parser-mode {include | include-exclusive |
[interface interface-name | command]

» Sets a password to protect access to the view
* Adds commands or interfaces to a view

Boston (config) #parser view monitor view
Boston (config-view) #password 5 hErMeNe%GiLdE!
Boston (config-view) #commands exec include show version

©2006 Cisco Systems, Inc. All rights reserved. ISCW v1.0—5-27
——————————————————————————————————————————

Next, protect access to the CL1 view with a secret using the password command. The only
available encryption algorithm is MD5, represented by the number 5 in the first parameter field.
Then provide a password that will be required to enter this view. Y ou must issue this command
before you can configure additional attributes for the view.

Finally, add commands or interfaces to a view using the commands command.

commands parser-mode {include | include-exclusive | exclude} [all] [interface interface-

name | command)]

commands Parameters

Parameter

Description

parser-mode

Specifies the mode in which the specified command exists

include

Adds a command or an interface to the view and allows the same
command or interface to be added to an additional view

include-exclusive

Adds a command or an interface to the view and excludes the
same command or interface from being added to all other views

exclude Excludes a command or an interface from the view; that is,
customers cannot access a command or an interface
all (Optional) Specifies a “wildcard” that allows every command in a

specified configuration mode that begins with the same keyword
or every subinterface for a specified interface to be part of the
view

© 2006 Cisco Systems, Inc.

Cisco Device Hardening 5-115

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



Parameter Description

interface interface- (Optional) Specifies interface that is added to the view
name
command (Optional) Specifies command that is added to the view
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Configuring Superviews

Role-based CL 1 facilitates the concept of grouping CLI views into view supersets, called
superviews.

Configuring Superviews

router (config) #

|parser view view-name

e Creates a (super)view and enters its configuration

router (config-view) #

password 5 encrypted-password

view view-name

* Sets a password to protect access to the superview
e Adds a CLI view to a superview

Boston (config)#parser view monitor audit
Boston (config-view) #password 5 AnA6TaSiA$
Boston (config-view) #view monitor_ view
Boston (config-view) #view audit view
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A superview consists of one or more CLI views, which allow users to define which commands
are accepted and what configuration information is visible. Superviews allow you to easily
assign all userswithin configured CLI viewsto a superview instead of having to assign
multiple CLI viewsto agroup of users.

Superviews have these characteristics:
m A CLI view can be shared among multiple superviews.

m  Commands cannot be configured for a superview; that is, you must add commands to the
CLI view and add that CLI view to the superview.

m  Userswho are logged into a superview can access al of the commands that are configured
for any of the CLI views that are part of the superview.

m  Each superview has a password that is used to switch between superviews or from a CLI
view to a superview.

m |f asuperview isdeleted, al CLI views associated with that superview will not also be
del eted.

To configure a superview, use the par ser view command and configure a password for that
superview. Then, add anormal CLI view to the superview using the view command. Issue this
command for each CLI view that isto be added to the superview.

Note Before adding a CLI view to a superview, ensure that the CLI views that are added to the
superview are valid views in the system; that is, the views have been successfully created
via the parser view command.
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Role-Based CLI Monitoring

When monitoring role-based CLI, use the command show par ser view to display information
about the view that the user is currently in. The option all displaysinformation for all views
that are configured on the router.

Note The all keyword is available only to root users. However, the all keyword can be configured
by a user in root view to be available for users in any CLI view.

Role-Based CLI Monitoring

router#

| show parser view [all]

» Displays the current view name

e The option all:
— Displays all CLI views configured on the router
— Is by default available only to root users
— Can be added to other CLI views

router#

|debug parser view

» Displays debug messages for all views
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To display debug messages for all views—use the debug par ser view command in privileged
EXEC mode.
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Role-Based CLI Configuration Example

In this example, the CLI view first is created and configured to include the commands show

version, configure terminal, and all commands starting with show ip.

Role-Based CLI Configuration Example

Boston (config)#aaa new-model

Boston (config) #exit

Boston#enable view

%PARSER-6-VIEW_SWITCH: successfully set to view ‘root’.
Boston#configure terminal

Boston (config)#parser view first

%PARSER-6-VIEW CREATED:view ‘first’ successfully created.
Boston (config-view) #secret 5 firstpass

Boston (config-view) #command exec include show version
Boston (config-view) #command exec include configure terminal
Boston (config-view) #command exec include all show ip
Boston (config-view) #exit
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Next, this configuration will be verified by entering and viewing the available commands.
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Role-Based CLI Verification

When a user enters the CLI view, an indication message is displayed. Apart from the
commands enable and exit that are available in al views, the only two commands visible in the
CLI view are configure and show.

Role-Based CLI Verification

Boston>enable view first

Password:

%PARSER-6-VIEW_SWITCH:successfully set to view 'first'.
Boston#?

Exec commands:

configure Enter configuration mode

enable Turn on privileged commands

exit Exit from the EXEC

show Show running system information
Bostonf#show ?

ip IP information

parser Display parser information

version System hardware and software status
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To further verify the view configuration, the user looks at the available options of the show
command. The available optionsinclude parser, which is always available, and the configured
keywordsip and version.
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Role-Based CLI Verification (Cont.)

Boston#show ip ?
access-lists
accounting
aliases

arp
as-path-access-list
bgp

cache

casa

cef
community-list
dfp

dhcp

--More--

List IP access lists

The active IP accounting database
IP alias table

IP ARP table

List AS path access lists

BGP information

IP fast-switching route cache
Display casa information

Cisco Express Forwarding

List community-list

DFP information

Show items in the DHCP database drp
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Next, the user verifiesthat all sub-options of the show ip command are available in the view.
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Secure Configuration Files

This topic describes how to limit the router downtime by implementing the Cisco 10S Resilient
Configuration feature.

Secure Configuration Files Introduction

» Traditional risk that the configuration and the image are
erased after a router compromise:

— Availability threat (downtime)

* Need to secure the primary bootset (configuration file and
the running image)

» Also known as the Cisco 10S Resilient Configuration feature
e Speeds up the recovery process

» Files must be stored locally

» Feature can be disabled through a console session
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A great challenge for network operatorsisto deal with the total downtime experienced after a
router has been compromised and its operating software and configuration data erased from its
persistent storage. The operator must retrieve an archived copy (if any) of the configuration and
aworking image to restore the router. Recovery must then be performed for each affected
router, adding to the total network downtime.

The Cisco 10S Resilient Configuration feature enables a router to secure and maintain a
working copy of the running image and configuration so that those files can withstand
malicious attempts to erase the contents of persistent storage in NVRAM and flash.

The Cisco 10S Resilient Configuration feature is intended to speed up the recovery process.
The feature maintains a secure working copy of the router image and the startup configuration
at all times. These secure files cannot be removed by the user. This set of image and router
running configuration is referred to as the primary bootset.

The following factors were considered in the design of Cisco 10S Resilient Configuration:

m  The configuration file in the primary bootset is a copy of the running configuration that was
in the router when the feature was first enabled.

m  The feature secures the smallest working set of filesto preserve persistent storage space.
No extra space is required to secure the primary Cisco |OS image file.

m  Thefeature automatically detectsimage or configuration version mismatch.

m  Only local storageis used for securing files, eliminating scalability maintenance challenges
from storing multiple images and configurations on TFTP servers.

m Thefeature can be disabled only through a console session.
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Restrictions for Cisco 10S Resilient Configuration

Thisfeature is available only on platforms that support a Personal Computer Memory Card
International Association (PCMCIA) Advanced Technology Attachment (ATA) disk. There
must be enough space on the storage device to accommodate at |east one Cisco |0S image and
acopy of the running configuration.

It may be possible to force removal of secured files using an older version of Cisco |0OS
software that does not contain file system support for hidden files.

This feature can be disabled only by using a console connection to the router. With the
exception of the upgrade scenario, feature activation does not require consol e access.

Secured files will not appear in the output of adir command issued from an executive shell
because secure files are not listed. ROMMON mode does not have any such restriction and can
be used to list and boot secured files. The running image and running configuration archives
will not be visible in the Cisco 10S dir command output. Instead, the show secur e bootset
command must be used to verify archive existence.
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Securing Configuration Files

To secure the running image and the startup configuration file, use the commands secur e boot-
image and secur e boot-config in the configuration mode.

Securing Configuration Files

router (config) #

| secure boot-image

* Enables Cisco IOS image resilience

router (config) #

| secure boot-config

» Stores a secure copy of the primary bootset in persistent
storage

router#

|show secure bootset

» Displays the status of configuration resilience and the
primary bootset filename

Boston (config) #secure boot-image
Boston (config)#secure boot-config
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To verify the status of the resilience feature and the primary bootset filename, use the show
secur e bootset command.
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Cisco IOS Resilient Configuration Feature Verification

This printout shows a sample output of the show secur e bootset command.

Cisco I0S Resilient Configuration

Feature Verification

Boston#show secure bootset
I0S resilience router id JMX0704L5GH

I0S image resilience version 12.3 activated at 08:16:51 UTC Sun Jun 16
2005

Secure archive slot0:c3745-js2-mz type is image (elf) []

file size is 25469248 bytes, run size is 25634900 bytes

Runnable image, entry point 0x80008000, run from ram

I0S configuration resilience version 12.3 activated at 08:17:02 UTC Sun
Jun 16 2002

Secure archive slot0O:.runcfg-20020616-081702.ar

type is config configuration archive size 1059 bytes
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The printout shows the status of the resilience feature and the primary bootset filename (both
the startup configuration and the running image).
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Secure Configuration Files Recovery

When arouter is compromised, you may have to reload it to start the recovery procedure. This
is not always necessary and may depend on the circumstances. Y ou can use thereload
command in the router privileged mode to restart it and interrupt the boot sequence to enter the
ROMMON mode. In the ROMMON, use the dir and boot commands to view the contents of
the file system and select a secure image to boot the router from.

Secure Configuration Files Recovery

rommon 1 >

dir [filesystem:]

boot [partition-number:] [filename]

« Lists the contents of the device with secure bootset
* Boots up the router using the secure bootset image

router (config) #

secure boot-config [restore filenamel

« Restores the secure configuration to a filename

rommon 1 >dir slotO:
rommon 2 >boot slot0:c3745-js2-mz

Router (config) #secure boot-config restore slotO:rescue
Router#copy slot0O:rescue running-config
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When the router recovery process starts in the ROMMON mode, you can view the contents of
the file system with the dir command to identify the image that the router should boot from.
Then use the boot command to load the specified secured image. After the router boots and if
the startup configuration was deleted, the router will prompt you for interactive configuration
input. You should decline to enter an interactive configuration session in setup mode if you
secured the configuration file. Instead, use the secur e boot-config restore command to recover
the secured startup configuration and save it under a specified filename (slotO:rescue in the
example). Finally, copy the recovered file to the running configuration to resume normal
operations.
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Summary

This topic summarizes the key points that were discussed in this lesson.

Summary

e Strong passwords and protection of all access methods are
essential for router security.

* Enable secrets should be used in addition or instead of
enable passwords for increased password protection.

» Password-encryption service encrypts all system passwords
with Vigenere cipher to protect against shoulder surfing.

* Enhanced username password security provides a strong
MDS5 password encryption.

» Login failure rate and blocking period after login failures
mitigate password attacks.
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Summary (Cont.)

* Banner messages should warn against unauthorized access.

 Privilege levels facilitate management by multiple
administrators.

* Role-based CLI provides more manageability than privilege
levels.

* The Cisco IOS Resilient Configuration feature enables a
router to secure and maintain a working copy of the running
image and configuration so that those files can withstand
malicious attempts to erase the contents of persistent
storage (NVRAM and flash).
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Lesson 4

Mitigating Threats and Attacks
with Access Lists

Overview

This lesson describes how to mitigate threats and attacks to Cisco peripheral routers by
formatting and applying access control lists (ACLS) to filter traffic. ACLs provide packet
filtering at the router level and are used extensively at afirewall to protect internal networks
from the outside world. This lesson outlines the types of ACLsthat are available and provides
guidelines that help create these ACLs.

Objectives

Upon completing this lesson, you will be able to mitigate threats and attacks to Cisco perimeter
routers by configuring and applying ACL s to filter traffic. This ability includes being ableto
meet these objectives:

Identify the types and formats of |P ACLs that are used by routers to restrict access and
filter packets

Describe how to apply ACLsto router interfaces

Explain the use of traffic filtering with ACLs to mitigate threats in a network

Explain how to implement ACLs to mitigate threats

Explain how to configure router ACL s to help reduce the effects of distributed DoS attacks
Describe how to combine many ACL functionsinto two or three larger ACLs

Explain some of the caveatsto be considered when building ACLs
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Cisco ACLs

This topic describes the types and formats of |P ACLs that are used by routers to restrict access
and filter packets.

Standard and Extended ACLS

Cisco routers support two basic types of IP ACLs:

e Standard IP ACL: Filters IP packets based on the source
address only

Iaccess-list 10 permit 192.168.3.0 0.0.0.255

e Extended IP ACL: Filters IP packets based on several
attributes, including:

— Protocol type (IP, ICMP, UDP, TCP, or protocol number)
— Source and destination IP addresses
— Source and destination TCP and UDP ports

I access-list 101 permit tcp 172.31.9.0 0.0.0.255 any eq 80

©2006 Cisco Systems, Inc. All rights reserved. ISCW v1.0—5-3

The Cisco ACL is probably the most commonly used object in Cisco |OS software. The ACLs
are not only used for packet filtering (atype of firewall) but also for selecting types of traffic to
be analyzed, forwarded, or influenced in some way.

The ACL isalist of statements. Each statement defines a pattern that would be found in an IP
packet. As each packet comes through an interface with an associated ACL, thelist is scanned
from top to bottom, and in the exact order in which it was entered, for a pattern that matches the
incoming packet. A permit or deny rule associated with the pattern determines what will

happen to that packet.

Cisco routers use ACLs as packet filters to decide which packets can access a router service or
which packets can be allowed across an interface. Packets that are allowed across an interface
are called permitted packets. Packets that are not allowed across an interface are called denied
packets. ACLs contain one or more rules or statements that determine which dataisto be
permitted or denied across an interface.

ACLs are designed to enforce one or more corporate security policies. For example, a corporate
security policy may allow only packets using source addresses from within the trusted network
to access the Internet. Once this policy is written, you can develop an ACL that includes certain
statements which, when applied to a router interface, can implement this policy.

Cisco router security depends upon well-written ACLsto restrict access to router network
services, and to filter packets as they traverse the router.

Cisco routers support three types of IP ACLs: standard, extended, and enhanced IP ACLs. The
examples in the figure describe these two types:
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m  Standard IP ACLs: A standard ACL only allows you to permit or deny traffic from
specific | P addresses. The destination of the packet and the ports involved do not matter.
The first example allows traffic from all addressesin the range 192.168.3.0 to
192.168.3.255.

= Extended IP ACLs: An P extended ACL isalist of statementsthat are created in global
mode. Thislist can filter |P packets based on several attributes (protocol type, source and
IP address, destination | P address, source TCP or User Datagram Protocol [UDP] ports,
destination TCP or UDP ports, optional protocol type information for finer granularity of
control). The second example configures ACL 101 to permit traffic originating from any
address on the 172.31.9.0/24 network to any destination host port 80 (http). More on
extended ACL s will be presented later in the lesson.
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Identifying ACLs

Either anumber or aname can identify Cisco ACLs and the protocols that they filter.

Identifying ACLs

protocol it is filtering:

—1to 99 and 1300 to 1999: Standard IP ACLs

— 100 to 199 and 2000 to 2699: Extended IP ACLs
e ACL name: You provide the name of the ACL.:

— Names contain alphanumeric characters.

begin with an alphabetic character.

Cisco routers can identify ACLs using two methods:
 ACL number: The number of the ACL determines which

— Names cannot contain spaces or punctuation and must

©2006 Cisco Systems, Inc. All rights reserved ISCW v1.0—5-4

Using numbered ACLs s effective on smaller networks with more homogeneously defined
traffic. Because each ACL typeislimited to an assigned range of numbers, it is easy to
determine the type of ACL that you are using. There can be up to 99 standard IP ACLsin the
range from 1 to 99. The extended IP ACL number range is assigned from 100 to 199, and from

2000 to 2699.
The table lists the number range and the type of associated ACL.

ACL Number and Type

Number Range Type of Associated ACL
1-99 IP standard ACL
100-199 IP extended ACL
200-299 Protocol type-code ACL
300-399 DECnet ACL

400-499 XNS standard ACL
500-599 XNS extended ACL
600—-699 AppleTalk ACL

700-799 48-bit MAC address ACL
800-899 IPX standard ACL
900-999 IPX extended ACL
1000-1099 IPX SAP ACL

1100-1199 Extended 48-bit MAC address ACL
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Number Range

Type of Associated ACL

1200-1299

IPX summary address ACL

1300-1999

IP standard ACL (expanded range)

2000-2699

IP extended ACL (expanded range)

Y ou can aso identify ACLswith an aphanumeric string (a name) rather than a number. Named
ACLsalow you to configure more ACLs in arouter than if you were to use numbered ACLs

aone.

Note If you identify your ACL with a name rather than a number, the mode and command syntax
are slightly different. Currently, only packet and route filters can use a named ACL.
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Guidelines for Developing ACLs

This section recommends methods that should be followed to create effective, easy-to-use, and
easy-to-understand ACLs

Guidelines for Developing ACLs

Base ACLs on the security policy.

Write ACL out:

— Write out what you want this ACL to accomplish.
— This is the time to think about potential problems.

» Set up adevelopment system:
— This allows you to copy and paste statements easily.
— It also allows you to develop a library of ACLs.
— Store the files as ASCII text files.

Apply ACL to arouter and test:

— If at all possible, run your ACLs in a test environment
before placing them into production.

©2006 Cisco Systems, Inc. All rights reserved. ISCW v1.0—5-5

Before you start to develop any ACLSs, consider these basic rules:

m  Baseyour ACLson your security policy: Unlessthe ACL isanchored in a
comprehensive security policy, you cannot be absolutely certain it will effectively control
access in the way access needs to be controlled.

m  Writethe ACL out: Never sit down at arouter and start to develop an ACL without first
spending some time in design. The best ACL devel opers suggest that you write out alist of
things you want the ACL to accomplish. Starting with something as smple as, “ This ACL
must block all Simple Network Management Protocol (SNMP) access to the router except
for the SNMP host at 10.1.1.15.”

m  Set up adevelopment system: Whether you use your laptop PC or a dedicated server, you
need a place to develop and store your ACLs. Word processors or text editors of any kind
are suitable, aslong as you can save the filesin ASCII text format. Build yourself alibrary
of your most commonly used ACLs and use them as sources for new files. ACLs can be
pasted into the router running configuration (requires console or Telhet access), or can be
stored in arouter configuration file. The system you choose should support TFTP to make
it easy to transfer any resulting configuration files to the router.

Note Hackers love to gain access to router configuration development systems or TFTP servers
that store ACLs. A hacker can discover a lot about your network from looking at these easily
read text files. For this reason, it is imperative that the system where you choose to develop
and store your router files be a secure system.

5-134 Implementing Secure Converged Wide Area Networks (ISCW) v1.0 © 2006 Cisco Systems, Inc.

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



m  Test: If possible, test your ACLsin a secure environment before placing them into
production. Testing is a common-sense approach to any router configuration changes. Most
enterprises maintain their own network test beds. While testing may appear to be an
unnecessary cost, over time it can save time and money.
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Applying ACLs to Router Interfaces

This topic describes how to apply ACLsto router interfaces.

Applying ACLs to Router Interfaces

Internet

N

S

~
7 >

* Inbound (in): Data flows toward router interface
* Outbound (out): Data flows away from router interface

©2006 Cisco Systems, Inc. All rights reserved
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Packet-filtering ACLs must be applied to arouter interface to take effect. It isimportant to note
that ACLs are applied to an interface based on the direction of the data flow as shown in the

figure. Y ou can apply the ACL to incoming packets (an “in” ACL) or outgoing packets (an
“out” ACL), asfollows:

m Inbound (in): The packet filtering ACL applies to packets received on the router interface.

m  Outbound (out): The packet filtering ACL applies to packets transmitted out of the router
interface. For outbound ACLSs, you need to set up the filter only on one outgoing interface
rather than on individual incoming interfaces. Thisimproves performance because only the
network you are protecting will force alookup on the ACL.
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Using Traffic Filtering with ACLs

This topic explains the use of traffic filtering with ACLs to mitigate threats in a network.

Traffic Filtering

Perimeter Corporate (trusted)
Untrusted Network  (premises screening) Network
Router — Firewall
~

Internet

e Web
=

omz = Server L_

Mail \\;3‘

Server o

* Use ACLs to filter ingress and egress from routers and
firewall appliances.

* Use ACLs to disable and limit services, ports, and protocols.

© 2006 Cisco Systems, Inc. All rights reserved.

Always apply the following general rules when deciding how to handle router services, ports,

and protocols:

m  Disable unused services, ports, or protocols. In the case where no one, including the router
itself, needs to use an enabled service, port, or protocol, disable that service, port, or

protocol.

m Limit accessto services, ports, or protocols. In the case where alimited number of users or
systems require access to an enabled router service, port, or protocol, limit access to that

service, port, or protocol using ACLSs.

ACLs are important because they act as traffic filters between the corporate (trusted) network
and the Internet (untrusted network). Using ACLs, the router enforces corporate security

policies by rejecting protocols and restricting port usage.

Thetable contains alist of common router services that can be used to gather information about
your network, or worse, can be used to attack your network. Unless your network configuration
specifically requires one of these services, the services should not be allowed to traverse the

router. Use ACLs to block these services inbound to the protected network and outbound to the

Internet.

Blocked Services

Service Port Transport Service Port Transport
tcpmux 1 TCP and UDP | netbios-ssn 139 TCP and UDP
echo 7 TCP and UDP | xdmcp 177 UDP

discard 9 TCP and UDP | netbios (ds) 445 TCP
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Service Port Transport Service Port Transport
systat 11 TCP rexec 512 TCP
daytime 13 TCP and UDP | lpr 515 TCP
netstat 15 TCP talk 517 UDP
chargen 19 TCP and UDP | ntalk 518 UDP
time 37 TCP and UDP | uucp 540 TCP
whois 43 TCP Microsoft 1900, 5000 TCP and UDP
UPnP SSDP
bootp 67 UbP nfs 2049 UDP
tftp 69 UDP X Window 6000-6063 TCP
System
subdup 93 TCP irc 6667 TCP
sunrpc 111 TCP and UDP | NetBus 12345 TCP
loc-srv 135 TCP and UDP | NetBus 12346 TCP
netbios-ns 137 TCP and UDP | Back Orifice 31337 TCP and UDP
netbios-dgm 138 TCP and UDP

Thistable contains alisting of common services that reside either on the corporate protected
network or on the router itself. These services should be denied to untrusted clients using

ACLs.

Denied Services

Service Port Transport Service Port Transport
finger 79 TCP who 513 UDP
snmp 161 TCP and UDP | rsh, rcp, rdist, 514 TCP
rdump
snmp trap 162 TCP and UDP | syslog 514 UDP
rlogin 513 TCP new who 550 TCP and UDP

These are two ways to control access to router services:

m Disablethe serviceitself: Once arouter serviceis disabled, no one can use that service.
Disabling a serviceis safer, and more reliable, than attempting to block all accessto the
serviceusing an ACL.

m Restrict accessto the serviceusing ACL s: If your situation requires limited accessto a
service, build and test appropriate ACL s that can be applied to the service.
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Filtering Network Traffic to Mitigate Threats

This topic describes how to implement ACLsto mitigate arange of threats.

IP Address Spoofing Mitigation: Inbound

Remote Access LAN
10.2.1.0/24

| eonn
10.1.1.2

e0/1
10.2.1.1

2eP_172

R2 (config) #access-1list 150
R2 (config) #access-list 150
R2 (config) #access-1list 150
R2 (config) #access-list 150
R2 (config) #access-1list 150
R2 (config) #access-list 150
R2 (config) #access-1list 150
R2 (config) #access-1list 150
R2 (config) #interface e0/0

R2 (config-if) #exit

deny
deny
deny
deny
deny
deny
deny

ip
ip
ip
ip
ip
ip
ip

10.2.1.0 0.0.0.255 any log

127.0.0.0 0.255.255.255 any log

0.0.0.0 0.255.255.255 any log

172.16.0.0 0.15.255.255 any log
192.168.0.0 0.0.255.255 any log
224.0.0.0 15.255.255.255 any log

host 255.255.255.255 any log

permit ip any 10.2.1.0 0.0.0.255

R2 (config-if) #ip access-group 150 in

©2006 Cisco Systems, Inc. All rights reserved.

ACLs can be used to mitigate many threats:

| P address spoofing—Inbound

| P address spoofing—Outbound
Denial of service (DoS) TCP SYN attacks—Blocking external attacks
DoS TCP SYN attacks—Using TCP Intercept

DoS Smurf attacks

ISCW v1.0—5-11

Filtering Internet Control Message Protocol (ICMP) messages—Inbound

Filtering |CMP messages—Outbound

Filtering traceroute

Asarule, do not allow any | P packets containing the source address of any internal hosts or
networks, inbound to a private network. The figure shows ACL 150 for router R2. In this
example, any packets containing these | P addresses in their source field will be denied:

Addresses from the internal 10.2.1.0 network
Any local host addresses (127.0.0.0/8)
Any reserved private addresses (RFC 1918), in this case with the exception of 10.0.0.0/8,

which isused for addressing

Any addresses in the IP multicast address range (224.0.0.0/4)
This ACL isapplied inbound to the externa interface (€0/0) of router R2.
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IP Address Spoofing Mitigation: Outbound

Asarule, you should not alow any outbound I P packets with a source address other than a
valid |P address of the internal network.

IP Address Spoofing Mitigation: Outbound

Remote Access LAN
| 10.2.1.0/24

| eonn e0/1
10.1.1.2 10.21.1

2eP_172

R2 (config) #access-1list 105 permit ip 10.2.1.0 0.0.0.255 any
R2 (config) #access-1list 105 deny ip any any log

R2 (config) #interface e0/1

R2 (config-if) #ip access-group 105 in

R2 (config-if) #end

“Be a good citizen and prevent your network from being spoofed.”
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The example in the figure shows ACL 105 for router R2. This ACL permits only those packets
that contain source addresses from the 10.2.1.0/24 network and denies all others.

This ACL is applied inbound to the inside interface (e0/1) of router R2.

Note Cisco routers running Cisco I0S software Release 12.0 and later may use IP Unicast
Reverse Path Forwarding (RPF) verification as an alternative IP address spoof mitigation
mechanism.
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DoS TCP SYN Attack Mitigation: Blocking External Access

TCP SY N attacks involve sending large numbers of TCP SY N packets from a spoofed source
into the internal network, which resultsin the flooding of the TCP connection queues of the
receiving nodes.

DoS TCP SYN Attack Mitigation:

Blocking External Access

Remote Access LAN
| 10.2.1.0/24

| eonn e0/1
10.1.1.2 10.21.1

2eP_172

R2 (config) #access-1list 109 permit tcp any 10.2.1.0 0.0.0.255 established
R2 (config) #access-1list 109 deny ip any any log

R2 (config) #interface e0/0

R2 (config-if) #ip access-group 109 in

R2 (config-if) #end
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The ACL in thefigureis designed to prevent inbound packets, with the SYN flag set, from
entering the router. However, the ACL does alow TCP responses from the outside network for
TCP connections that originated on the inside network (keyword established). The established
option is used for the TCP protocol only. It indicates return traffic from an established
connection. A match occurs if the TCP datagram has the ACK control bit set.
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DoS TCP SYN Attack Mitigation: Using TCP Intercept

TCP Intercept is avery effective tool for protecting internal network hosts from external TCP
SYN attacks.

DoS TCP SYN Attack Mitigation:

Using TCP Intercept

Remote Access LAN
| 10.2.1.0/24

| eonn e0/1
10.1.1.2 10.21.1

2eP_172

R2 (config) #ip tcp intercept list 110

R2 (config) #access-1list 110 permit tcp any 10.2.1.0 0.0.0.255
R2 (config) #access-1list 110 deny ip any any

R2 (config) #interface e0/0

R2 (config-if) #ip access-group 110 in

R2 (config-if) #end
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TCP Intercept protects internal hosts from SY N flood attacks by intercepting and validating
TCP connection requests before they reach the hosts. Valid connections (those connections
established within the configured thresholds) are passed on to the host. Invalid connection
attempts are dropped.

Note Because TCP Intercept examines every TCP connection attempt, TCP Intercept can impose
a performance burden on your routers. Always test for any performance problems before
using TCP Intercept in a production environment.

5-142 Implementing Secure Converged Wide Area Networks (ISCW) v1.0 © 2006 Cisco Systems, Inc.

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



DoS Smurf Attack Mitigation

Smurf attacks consist of large numbers of ICMP packets sent to a router subnet broadcast
address using a spoofed source | P address from that same subnet. Some routers may be
configured to forward these broadcasts to other routers in the protected network, and this
process causes performance degradation. The ACL shown in the figure is used to prevent this
forwarding process and halt the smurf attack.

DoS Smurf Attack Mitigation

Remote Access LAN
10.2.1.0/24

€0/0 e0/1
10.1.1.2 10.21.1

R4p_172

R2 (config) #access-1list 111 deny ip any host 10.2.1.255 log

R2 (config) #access-1list 111 permit ip any 10.2.1.0 0.0.0.255 log
R2 (config) #access-1list 112 deny ip any host 10.1.1.255 log

R2 (config) #access-1list 112 permit ip any 10.1.1.0 0.0.0.255 log
R2 (config) #interface e0/0

R2 (config-if) #ip access-group 111 in

R2 (config-if) #end

R2 (config) #interface e0/1

R2 (config-if) #ip access-group 112 in

R2 (config-if) #end

© 2006 Cisco Systems, Inc. All rights reserved. ISCW v1.0—5-15

The ACLsin the figure block all 1P packets originating from any host destined for the subnet
broadcast addresses specified (10.2.1.255 and 10.1.1.255).

Note Cisco 10S software Release 12.0 and later now have the no ip directed-broadcast feature
enabled by default, which prevents this type of ICMP attack. Therefore, you may not need to
build an ACL as shown here.
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Filtering Inbound ICMP Messages

There are several types of ICMP message types that can be used against your network.
Programs use some of these messages; others are used for network management and so are
automatically generated by the router.

Filtering Inbound ICMP Messages

Remote Access LAN
| 10.2.1.0/24

| eonn e0/1
10.1.1.2 10.21.1

24p_172

R2 (config) #access-list 112 deny icmp any any echo log

R2 (config) #access-1list 112 deny icmp any any redirect log

R2 (config) #access-list 112 deny icmp any any mask-request log
R2 (config) #access-1list 112 permit icmp any 10.2.1.0 0.0.0.255
R2 (config) #interface e0/0

R2 (config-if) #ip access-group 112 in

R2 (config-if)#end

© 2006 Cisco Systems, Inc. All rights reserved ISCW v1.0—5-16
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ICMP echo packets can be used to discover subnets and hosts on the protected network and can
also be used to generate DoS floods. ICMP redirect messages can be used to alter host routing
tables. Both ICMP echo and redirect messages should be blocked inbound by the router.

The ACL statement shown in the figure blocks all ICMP echo and redirect messages. As an
added safety measure, this ACL also blocks mask-request messages. All other ICM P messages
inbound to the 10.2.1.0/24 network are allowed.
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Filtering Outbound ICMP Messages

These ICMP messages are required for proper network operation and should be allowed
outbound:

m  Echo: Allowsusersto ping external hosts

m  Parameter problem: Informs host of packet header problems

m  Packet too big: Required for packet maximum transmission unit (MTU) discovery
m  Source quench: Throttles down traffic when necessary

Asagenera rule, you should block all other ICMP message types outbound.

Filtering Outbound ICMP Messages

Remote Access LAN
| 10.2.1.0/24

| eonn 0/
10.1.1.2 10.2.1.1

R4p_172

[
o
o
o
o

R2 (config) #access-1list 114 permit icmp 10.2.1. .255 any echo

R2 (config) #access-1list 114 permit icmp 10.2.1.0 0.0.0.255 any parameter-
problem

R2 (config) #access-1list 114 permit icmp 10.2.1.0 0.0.0.255 any packet-
too-big

R2 (config) #access-1list 114 permit icmp 10.2.1.0 0.0.0.255 any source-
quench

R2 (config) #access-1list 114 deny icmp any any log
R2 (config) #interface e0/1

R2 (config-if) #ip access-group 114 in

R2 (config-if) #end
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The ACL shown in the figure permits all of the required ICMP messages inbound to the e0/1
interface while denying all others.
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Filtering UDP Traceroute Messages

The traceroute feature uses some of the ICMP message types to compl ete several tasks.
Traceroute displays the | P addresses of the routers that a packet encounters along its path
(hops) from source to destination. Attackers can use |CMP responses to the UDP traceroute
packets to discover subnets and hosts on the protected network.

Filtering UDP Traceroute Messages

Remote Access LAN
| 10.2.1.0/24

| eonn 0/
10.1.1.2 10.2.1.1

B4P_172

R2 (config) #access-1list 120 deny udp any any range 33400 34400 log
R2 (config) #access-1list 120 permit ip any 10.1.1.0 0.0.0.255 log
R2 (config) #interface e0/1

R2 (config-if)#ip access-group 120 in

R2 (config-if) #end
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Asarule, you should block all inbound traceroute UDP messages, as shown in the figure (UDP
ports 33400 to 34400).
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Mitigating Distributed DoS with ACLs

This topic describes how to configure router ACLs to help reduce the effects of distributed DoS
attacks.

Basics of Distributed DoS Attacks

% %Client

[ Client [
Handler I Handler = Handler
Handler
| | | |
|

TIITIIL

Agent Agent Agent Agent Agent Agent Agent Agent

» Distributed DoS attacks exploit specific ports.
* ACLs can control access on a port-by-port basis.
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The figure shows how a distributed DoS attack occurs:
m  Behind aClient is a person who launches the attack.

m A Handler isacompromised host that is running the attacker program. Each Handler is
capable of controlling multiple Agents.

m  An Agent isacompromised host that is running the attacker program. Each Agent is
responsible for generating a stream of packets that is directed toward the intended victim.

Generally, routers cannot prevent all distributed DoS attacks, but they can help reduce the
number of occurrences by building ACLs that filter known attack ports. Methods used to block
distributed DoS by blocking selected ports include TRINOO, Stacheldraht, Trinity v3, and
SubSeven. ACL rules are generally applied to inbound and outbound traffic between the
protected network and the Internet.

A distributed DoS attack can compromise several hundred to several thousand hosts. The hosts
are usualy Linux and SUN computers. However, the attack tools can be ported to other
platforms as well. The process of compromising a host and installing the tool is automated. A
DoS attack proceeds as follows:

Step 1 The attacker initiates a scan phase in which alarge number of hosts (perhaps
100,000 or more) are probed for a known vulnerability.

Step 2 The attacker compromises the vulnerable hosts to gain access.
Step 3 The attacker installs the tool on each host.
Step 4 The attacker uses the compromised hosts for further scanning and compromises.
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Because an automated process is used, attackers can compromise and install the tool on asingle
host in less than five seconds, and several thousand hosts can be compromised in less than one
hour.
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Mitigate Distributed DoS Using Martian Filters

RFC 2827 recommends that | SPs police their customer traffic by dropping traffic entering their
networks that is coming from a source address not legitimately in use by the customer network.
Thefiltering includes, but is not limited to, traffic whose source addressis a“Martian
address’—a reserved address that includes any address within 0.0.0.0/8, 10.0.0.0/8,
127.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16, 224.0.0.0/4, or 240.0.0.0/4. RFC 3704 is the update
to RFC 2827.

Mitigate Distributed DoS Using Martian Filters

DROP FROM SOURCE
0.0.0.0/8
10.0.0.0/8
127.0.0.0/8
127.16.0.0/12
192.168.0.0/16

224.0.0.0/4
240.0.0.0/4

Internet

 RFC 3704 is update to RFC 2827
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The reasoning behind the ingress filtering procedure is that distributed DoS attacks frequently
spoof source addresses of other systems, placing arandom number in the field. In some attacks,
this random number is deterministically within the target network, simultaneously attacking
one or more machines and causing those machines to attack others with ICMP messages or
other traffic. Attacked sites can protect themselves by proper filtering, by verifying that their
prefixes are not used in source addresses of packets received from the Internet. In other attacks,
the source address is literally arandom 32-bit number, resulting in the source of the attack
being difficult to trace. If traffic leaving an edge network and entering an ISP can be limited to
traffic being legitimately sent, attacks can be somewhat mitigated. Traffic with random or
improper source addresses can be suppressed before it does significant damage, and attacks can
be readily traced back to at least their source networks.
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Distributed DoS Attack Mitigation: TRINOO
TRINOO isadistributed SYN DoS attack. The attack method is a UDP flood.

Distributed DoS Attack Mitigation: TRINOO

Remote Access LAN
| 10.2.1.0/24

| eonn e0/1
10.1.1.2 10.21.1

24p_172

R2 (config) #access-1list 190 deny tcp any any eq 1524 log
R2 (config) #access-list 190 deny tcp any any eq 27665 log
R2 (config) #access-1list 190 deny udp any any eq 31335 log
R2 (config) #access-list 190 deny udp any any eq 27444 log
R2 (config) #interface e0/0

R2 (config-if)#ip access-group 190 in

R2 (config-if) #end

R2 (config) #interface e0/1

R2 (config-if) #ip access-group 190 in

R2 (config-if) #end
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The TRINOO attack sets up communications between clients, handlers, and agents using these

ports:

m 1524 tcp

m 27665 tcp
m 27444 udp
m  31335udp

The mitigation tactic for the TRINOO attack, as well as for the other DoS attacks considered in
thistopic, isto block both interfacesin thein direction. The goal isto prevent infected outside
systems from sending messages to an internal network, and to prevent any infected internal
systems from sending messages out of an internal network to the vulnerable ports.

For example, in the figure, the command access-list 190 deny tcp any any eq 1524 log
trandatesto “ACL number 190 will deny any TCP traffic going from any network to any
network which has the TCP port equivalent of 1524 and thiswill be logged.”

If you want to be specific about the exact incoming and outgoing network, those ports need to
be specified. For example, if the IP address of the inside network is 10.0.1.0 and you want to
block all traffic going from thisinside network to the Internet, the command would be access-
list 190 deny tcp 10.0.1.0 0.0.0.255 any eq 1524 log.

However, blocking these ports may have an impact on regular network users because it may
block some high port numbers that may be used by legitimate network clients. Y ou may wish to
wait to block these port numbers until a particular threat presents itself.

Note The permit ACL entry to allow the desired traffic is not shown in this example, for simplicity.
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Distributed DoS Attack Mitigation: Stacheldraht

Stacheldraht is a distributed DoS tool that appeared in 1999 and combines features of TRINOO
and Tribe Flood Network (TFN). Stacheldraht also contains some advanced features, such as
encrypted attacker-master communication and automated agent updates. The possible attacks
are similar to those of TFN; namely, ICMP flood, SY N flood, UDP flood, and smurf attacks.

Distributed DoS Attack Mitigation: Stacheldraht

Remote Access LAN
| 10.2.1.0/24

| eonn 0/
10.1.1.2 10.2.1.1

R4p_172

R2 (config) #access-list 190 deny tcp any any eq 16660 log
R2 (config) #access-1list 190 deny tcp any any eq 65000 log
R2 (config) #interface e0/0

R2 (config-if) #ip access-group 190 in

R2 (config-if)#end

R2 (config) #interface e0/1

R2 (config-if) #ip access-group 190 in

R2 (config-if) #end

A Stacheldraht attack sets up communication between clients, handlers, and agents using these
ports:

m 16660 tcp

m 65000 tcp

The figure shows an exampl e that mitigates a Stacheldraht distributed DoS attack by blocking
traffic on these ports.

Note The ports listed above are the default ports for the Stachedraht tool. Use these ports for
orientation and example only, because the port numbers can easily be changed.

Note The permit ACL entry to allow the desired traffic is not shown in this example, for simplicity.
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Distributed DoS Attack Mitigation: Trinity v3

Trinity is capable of launching several types of flooding attacks on avictim site, including
UDP, fragment, SY N, restore (RST), acknowledgement (ACK), and other floods.
Communication from the handler or intruder to the agent is accomplished via Internet Relay
Chat (IRC) or ICQ from AOL. Trinity appears to use primarily TCP port 6667 and also has a
backdoor program that listens on TCP port 33270.

Distributed DoS Attack Mitigation: Trinity v3

Remote Access LAN
| 10.2.1.0/24

| eonn e0/1
10.1.1.2 10.21.1

2eP_172

R2 (config) #access-1list 190 deny tcp any any eq 39168 log
R2 (config) #interface e0/0

R2 (config-if) #ip access-group 190 in

R2 (config-if) #end

R2 (config) #interface e0/1

R2 (config-if) #ip access-group 190 in

R2 (config-if) #end
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The figure shows an exampl e that mitigates a Trinity v3 distributed DoS attack by blocking
traffic on TCP port 33270.

Note The permit ACL entry to allow the desired traffic is not shown in this example, for simplicity.
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Distributed DoS Attack Mitigation: SubSeven

Depending on the version, an attacker will try to exploit TCP ports 1243, 2773, 6711, 6712,
6713, 6776, 7000, 7215, 27374, 27573, and 54283.

The figure shows an exampl e that mitigates a SubSeven distributed DoS attack by blocking

Distributed DoS Attack Mitigation: SubSeven

Remote Access LAN
10.2.1.0/24

| eonn
10.1.1.2

10.2.1.1

e0/1

24p_172

R2 (config) #access-list
R2 (config) #faccess-1list
R2 (config) #access-list
R2 (config) #faccess-1list
R2 (config) #access-list
R2 (config) #faccess-1list
R2 (config) #access-list
R2 (config) #faccess-list
R2 (config) #access-list

R2 (config-if) #end

R2 (config-if) #end

190
190
190
190
190
190
190
190
190

R2 (config) #interface e0/0
R2 (config-if) #ip access-group 190 in

R2 (config) #interface e0/1
R2 (config-if) #ip access-group 190 in

deny
deny
deny
deny
deny
deny
deny
deny
deny

tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp

any
any
any
any
any
any
any
any
any

any
any
any
any
any
any
any
any
any

eq
eq

1243 log
2773 log

range 6711 6713 log

eq
eq
eq
eq
eq
eq

6776 log
7000 log
7215 log
27374 log
27573 log
54283 log
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m TCP—Range 6711 to 6712

m TCP—6776

m  TCP—6669

m TCP—2222

m  TCP—7000

Note The permit ACL entry to allow the desired traffic is not shown in this example, for simplicity.
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Combining Access Functions

This topic describes how to combine many ACL functions into two or three larger ACLSs.

Combining Access Functions

g\;_..,._ P Intemt ST i g

Authentication
Server
10.2.1.2

File Server
10.2.1.4

User
10.21.3

4

1

User
10.2.2.6

¥;

/

-
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s0/0
10.2.1.1 |
Corporate LAN 10.1.0.0/16
e0/0 e0/1 Remote Access LAN 10.2.1.0/24
10.1.1.2  Public Web Mail Admin
L Server Server Server
Internet 10.2.2.3 10.2.2.4 10.2.2.5
<7 el e0/0 0/0 e0/1
192.168.1.1 192.168.21 192.168.3.1 10.1.1.1]10.1.101 g:'
e0/0
DNS ' 80/ ]
10.1.1.4 =
10.2.2.1
DMZ LAN 10.2.2.0/24
e0/2 |10.2.3.1
FTP/Web
= Server
10.2.3.2
L_ User
Protected LAN 10.2.3.0/24 e 10.2.3.3
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Thisis an example of a possible configuration for Router R2 in the reference network. This
partial configuration file contains several ACL s that contain most of the ACL features
explained in thislesson. View this partial configuration as an example of how to integrate

multiple ACL policiesinto afew main router ACLSs.

The partia configuration file in the table shows how to combine many ACL functionsinto two

or three larger ACLSs.

Configuration

Description

hostname R2

!

interface Ethernet0/0

ip address 10.1.1.2 255.255.0.0
ip access-group 126 in

!

interface Ethernet0/1

ip address 10.2.1.1 255.255.255.0
ip access-group 128 in

!

router rip

network 10.0.0.0
!

ACL 126 is applied to
traffic flowing from
external networks to
the internal network or
to the router itself.

ACL 128 is applied to
traffic flowing from the
internal network to
external networks or to
the router itself.
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Configuration Description

no access-1list 126 First, delete ACL 126
| to make sure that you
) create a new ACL and
do not append the
configuration to an
existing ACL.

access-1list 126 deny ip 10.2.1.0 0.0.0.255 any log Prevent any IP packets
| containing the source

) address of any internal
hosts or networks
inbound to the private
network.

access-1list 126 deny ip 127.0.0.0 0.255.255.255 any | Preventany IP packets

log containing the invalid
15 12 . 0.0. 955.255.2 source address, such

?ggess ist 126 deny ip 0.0.0.0 0.255.255.255 any as the local loopback,

) ) addresses starting with
access-list 126 deny ip 172.16.0.0 0.15.255.255 any | the first octet set to O,

log RFC1918 private
access-list 126 deny ip 192.168.0.0 0.0.255.255 any | fanges (with the
log exception of

15 d ) 10.0.0.0/8, which is
acceis— 1st 126 deny 1p 224.0.0.0 15.255.255.255 used in this network),
any log or multicast addresses.
!
access-1list 126 deny ip any host 10.2.1.255 log Deny packets destined

to the network, and
broadcast addresses
of the remote access

access-1list 126 deny ip any host 10.2.1.0 log
!

LAN.
access-list 126 permit tcp any 10.2.1.0 0.0.0.255 Permit TCP return
established traffic to the remote
1 access LAN.
access-1list 126 deny icmp any any echo log Deny ICMP echo

requests, ICMP

. . redirects, and mask
access-list 126 deny icmp any any mask-request log requests, and permit

access-list 126 permit icmp any 10.2.1.0 0.0.0.255 | allother ICMP traffic to
the remote access

access-1list 126 deny icmp any any redirect log

LAN.
access-list 126 permit udp 10.1.0.0 0.0.255.255 Permit Routing
host 255.255.255.255 eq 512 Information Protocol
| (RIP) updates.
access-list 126 deny tcp any any eq 1524 log Block TRINOO,
access-1list 126 deny tcp any any eq 27665 log ?ﬁﬁgﬁdmhtand
access-1list 126 deny tcp any any eq 16660 log
access-1list 126 deny tcp any any eq 65000 log
access-1list 126 deny tcp any any eq 39168 log
access-1list 126 deny tcp any any eq 65000 log
!
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Configuration Description

access-list 126 permit tcp any eq 20 10.2.1.0 Permit initial packets
0.0.0.255 gt 1023 from the FTP data

| sessions so that FTP
) clients in the remote
access LAN can use
FTP.

access-1list 126 deny udp any any eq 27444 log Block the TRINOO UDP

access-1list 126 deny udp any any eq 31335 log ports.

access-1list 126 deny udp any any range 33400 34400 Deny tracing of the

log remote access LAN.

!

access-list 126 permit udp any eq 53 10.2.1.0 Allow return DNS

0.0.0.255 gt 1023 traffic.

!

access-list 126 deny tcp any range 0 65535 any Deny all remaining

range 0 65535 log traffic and provide
detailed logging

access-list 126 deny udp any range 0 65535 any

range 0 65535 log information.
access-1list 126 deny ip any any log

!

no access-1list 128 Delete ACL 128 to

| make sure that you

: create a new ACL and
do not append the
configuration to an
existing ACL.

access-1list 128 permit icmp 10.2.1.0 0.0.0.255 any Permit needed ICMP
echo messages

access-1list 128 permit icmp 10.2.1.0 0.0.0.255 any
parameter-problem

access-1list 128 permit icmp 10.2.1.0 0.0.0.255 any
packet-too-big

access-1list 128 permit icmp 10.2.1.0 0.0.0.255 any
source-quench

!

access-1list 128 deny tcp any any range 1 19 log Block access to certain
access-1list 128 deny tcp any any eq 43 log outside TCP services.
access-1list 128 deny tcp any any eq 93 log
access-1list 128 deny tcp any any range 135 139 log
access-1list 128 deny tcp any any eq 445 log
access-1list 128 deny tcp any any range 512 518 log

access-1list 128 deny tcp any any eq 540 log
!

access-1list 128 permit tcp 10.2.1.0 0.0.0.255 gt Permit access to all

1023 any 1t 1024 remaining outside TCP
. . i to DNS

access-list 128 permit udp 10.2.1.0 0.0.0.255 gt Services,

1023 any eq 53 (UDP/53), and allow

) ) tracing outside
access-1list 128 permit udp 10.2.1.0 0.0.0.255 any destinations

range 33400 34400 log
!
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Configuration Description

access-1list 128 deny tcp any range 0 65535 any Deny all remaining
range 0 65535 log access and provide
access-1list 128 deny udp any range 0 65535 any detailed logging.

range 0 65535 log

access-1list 128 deny ip any any log
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Caveats

This topic explains some of the caveats to be considered when building ACLs.
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ACL Caveats

Statement Caveat

Implicit deny all You may not see this statement but it does exist.

Standard ACL You may need to create extended ACLs to implement

limitation security policies.

Statement evaluation | ACL statements are evaluated from top down, so always

order consider the order of the statements.

Order of ACL Place more specific ACL statements higher in the ACL.

statements Ensure that statements at the top of the ACL do not
negate any statements found lower in the list.

Directional filtering Always double-check the direction (inbound or
outbound) of data that your ACL is filtering.

There are several caveats to consider when working with ACLs:

Implicit deny all: All Cisco ACLs end with animplicit deny all statement. Although you
may not actually see this statement in your ACLSs, it does exist.

Standard ACL limitation: Because standard ACLs are limited to packet filtering on
source addresses only, you may need to create extended ACLs to implement your security
policies.

Statement evaluation order: ACL statements are evaluated in a sequential, top-down
order, starting with the first entry in the list. This meansthat it is very important to consider
the order in which you place statements in your ACLS.

Specific statements: Certain ACL statements are more specific than others and therefore
should be placed higher in the ACL. For example; blocking all UDP traffic at the top of the
list negates the blocking of SNMP packets lower in the list. Care must be taken that
statements at the top of the ACL do not negate any statements found lower in the list.

Directional filtering: Cisco ACLs have adirectional filter that determines whether they
examine inbound packets (toward the interface) or outbound packets (away from the
interface). Always double-check the direction of datathat your ACL isfiltering.
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ACL Caveats (Cont.)

Modifying numbered Adding new statements may require a new ACL to be
ACLs created.

Special packets If filtering router-generated packets is part of the
security policy, they must be acted upon by inbound
ACLs on adjacent routers or through other router filter
mechanisms using ACLs.

Extended ACL Always consider placing extended ACLs on routers as
placement close as possible to the source being filtered.

Standard ACL Always place standard ACLs as close to the destination
placement as possible.

m  Adding statements: New statements added to an existing ACL are always appended to the
bottom of the ACL. Because of the inherent top-down statement evaluation order of ACLs,
these new entries may render the ACL unusable. In these cases, anew ACL must be
created (with the correct statement ordering). Delete the old ACL and assign the new ACL
to the router interface.

m  Special packets. Router-generated packets, such as routing table updates, are not subject to
outbound ACL statements on the source router. If filtering these types of packetsis part of
your security policy, then they must be acted upon by inbound ACL s on adjacent routers or
through other router filter mechanisms using ACLSs.

m  Extended ACL placement: Extended ACL s that are placed on routers too far from the
source being filtered can adversely impact packets flowing to other routers and interfaces.
Always consider placing extended ACLs on routers as close as possible to the source being
filtered.

m  Standard ACL placement: Because standard ACL s filter packets based on the source
address, placing these ACLs too close to the source can adversely impact packets destined
to other destinations. Always place standard ACL s as close to the destination as possible.
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Summary

This topic summarizes the key points that were discussed in this lesson.

Summary

» Standard, extended, enhanced, named, and numbered ACLSs
can be created.

e Simple rules should be followed when creating ACLSs.

* ACLs must be applied based on the direction of the data
flow.

* ACLs can be used to filter traffic to mitigate security threats.
e ACLs can be used to mitigate distributed DoS attacks.

» Packets with source IP address within 0.0.0.0/8, 10.0.0.0/8,
127.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16, 224.0.0.0/4, or
240.0.0.0/4, should be denied on the ISP edge.

* Many ACL functions can be combined into two or three larger
ACLs.

» Several caveats should be considered when creating ACLSs.
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Lesson 5

Securing Management and
Reporting Features

Overview

This lesson describes how to securely implement the management and reporting features of
syslog, Secure Shell (SSH) protocol, Simple Network Management Protocol version 3
(SNMPv3), and Network Time Protocol (NTP).

Objectives

Upon completing this lesson, you will be able to explain the procedures to securely implement
management and reporting features of syslog, SSH, SNMPv3, and NTP. This ability includes
being able to meet these objectives:

Describe the factors you must consider when planning the secure management and
reporting configuration of network devices

Describe the factors that affect the architecture of secure management and reporting in
terms of in-band and OOB information paths

Describe the steps used to configure an SSH server for secure management and reporting
Describe how the syslog function plays akey role in network security

Describe how to configure syslog on Cisco routers using syslog router commands
Describe the security features of SNMPv3

Describe how to configure SNMPv3 on a Cisco 10S router or a switch

Configure an NTP client including authentication in client mode

Configure a Cisco router as an NTP server
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Secure Management and Reporting Planning
Considerations

This topic explains the factors you must consider when planning the secure management and
reporting configuration of network devices.
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Secure Management and Reporting

Planning Considerations

* Which are the most important logs?

* How are important messages separated from routine
notifications?

* How do you prevent tampering with logs?

* How do you make sure time stamps match?

* What log data is needed in criminal investigations?
* How do you deal with the volume of log messages?
e How do you manage all the devices?

e How can you track changes when attacks or network failures
occur?

Configuring logging for your Cisco routersis a straightforward operation when your network
contains only afew Cisco routers. However, logging and reading information from hundreds of
devices can prove to be a challenging proposition. Too much information can be as bad as too
little, and can raise these important questions:

Which logs are most important?
How do you separate important messages from mere notifications?
How do you ensure that logs are not tampered with in transit?

How do you ensure that time stamps match each other when multiple devices report the
same alarm?

What information is needed if log datais required for acriminal investigation?
How do you deal with the volume of messages that can be generated by alarge network?

Securing administrative access and device configurationsis also a straightforward operation for
smaller Cisco router networks. However, managing administrative access and device
configurations for alarge number of devices can raise these questions:

m  How do you securely manage many devicesin many locations?
m  How can you track and troubleshoot changes on devices when attacks or network failures
occur?
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Each of these issuesis specific to your needs. To identify the priorities of reporting and
monitoring, input from management, as well as from the network and security teams, is
required. The implemented security policy should also play alargerole in answering these
guestions.

From areporting standpoint, most networking devices can send syslog data when you are
troubleshooting network problems or security threats. Y ou can send this data to your syslog
analysis host from any device whose logs you wish to view. This data can be viewed in read
time, on demand, or in scheduled reports. Depending on the device involved, you can choose
various logging levels to ensure that the correct amount of datais sent to the logging device.

Y ou must also flag device log data within the analysis software to permit granular viewing and
reporting. For example, during an attack, the log data provided by Layer 2 switches might not
be asinteresting as the data provided by the intrusion detection system (IDS).

To ensure that log messages are time-synchronized, clocks on hosts and network devices must
be synchronized. For devices that support it, NTP provides away to ensure that accuratetimeis
kept on all devices. When you are dealing with an attack, seconds matter, becauseit is
important to identify the order in which a specified attack occurred.

Configuration change management is another issue related to secure management. When a
network is under attack, it isimportant to know the state of critical network devices and when
the last known modifications occurred. Creating a plan for change management should be a part
of your comprehensive security policy, but, at a minimum, you should record changes using
authentication systems on the devices, and archive configurationsvia FTP or TFTP.
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Secure Management and Reporting Architecture

This topic describes factors that affect the architecture of secure management and reporting in
terms of in-band and out-of-band (OOB) information paths.

Secure Management and

Reporting Architecture

Protected Management Network

To all
SNMP | (behind firewall) device
Server 3 console
Terminal ports

Server
Syslog = @& 11 e e e e = = -
Server | Encrypted In-Band
Cisco 10S Network
Firewall | Management (VPN)
Access with VPN |
Control .
Server L Production
Network e
| a’
System |
Admin
Host |
0OOB Network I
Management |
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The figure shows a management module with two network segments separated by a Cisco |0S
router that acts as afirewall and avirtua private network (VPN) termination device. The
segment outside the firewall connects to all the devices that require management. The segment
inside the firewall contains the management hosts themselves and the Cisco 10S routers that act
asterminal servers.

Information flow between management hosts and the managed devices can take two paths:

m In-band: Information flows across the enterprise production network or the Internet (or
both).

m  OOB: Information flows within a network on which no production traffic resides.

The connection to the production network is only provided for selective Internet access, limited
in-band management traffic, and | Psec-protected management traffic from predetermined hosts.
In-band management occurs only when a management application itself does not function out-
of-band, or when the Cisco device being managed does not physically have enough interfaces
to support the normal management connection. It is this latter case that employs IPsec tunnels.
The Cisco 10S firewall is configured to allow syslog information into the management
segment, as well as Telnet, SSH, and SNMP, if these services arefirst initiated by the inside
network.

Both management subnets operate under an address space that is completely separate from the
rest of the production network. This practice ensures that the management network is not
advertised by any routing protocols, and it enables the production network devices to block any
traffic from the management subnets that appear on the production network links.
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Any in-band management or Internet access occurs through a Network Address Trandation
(NAT) process on the Cisco 10S router that transl ates the nonroutable management |P
addresses to previously determined production IP address ranges.

The management module provides configuration management for nearly all devicesin the
network using two primary technologies:

m Cisco lOSroutersacting asterminal servers: The routers provide areverse Telnet
function to the console ports on the Cisco devices throughout the enterprise.

m Dedicated management network segment: More extensive management features (such as
software changes, content updates, log and alarm aggregation, and SNM P management) are
provided through the dedicated management network segment.

Because the management network has administrative access to nearly every area of the
network, it can be avery attractive target to hackers. The management module was built with
several technologies designed to mitigate those risks.

Thefirst primary threat is a hacker attempting to gain access to the management network itself.
This threat can be mitigated only through effective deployment of security featuresin the
remaining enterprise modules.

The other threats assume that the primary line of defense has been breached. To mitigate the
threat of a compromised device, access control isimplemented at the firewall and at every other
possible device to prevent exploitation of the management channel. A compromised device
cannot even communicate with other hosts on the same subnet because private VLANS
(PVLANS) on the management segment switches force al traffic from the managed devices
directly to the Cisco 10S firewall, where filtering takes place. Password sniffing reveals only
useless information because of the One Time Password (OTP) environment. Use SNMPv3
wherever possible because SMNPv3 supports authentication and encryption.

SNMP management has its own set of security needs. Keeping SNMP traffic on the
management segment allows the traffic to traverse an isolated segment when it pulls
management information from devices. In Cisco self-defending network topology, SNMP
management only pulls information from devices rather than being allowed to push changes.
To ensure that management information is pulled, each device is configured with aread-only
string. Y ou may configure SNM P read-write when using an OOB network, but be aware of the
increased security risk of a plaintext string allowing modification of device configurations.

Proper aggregation and analysis of syslog information is critical for proper management of a
network. From a security perspective, syslog provides important information about security
violations and configuration changes. Depending on the device in question, different levels of
syslog information might be required. Having full logging with all messages sent might provide
too much information for an individual or syslog analysis algorithm to sort. Logging for the
sake of logging does not improve security.
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Information Paths

Network administrators need to securely manage all devices and hosts in the network. Logging
and reporting information flow from devices to management hosts, while content,
configurations, and new software flow from the management hosts to the devices.

Information Paths

Protected Management Network Toall |OOB Configuration
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From an architectural perspective, providing OOB management of network systemsis the best
first step in any management and reporting strategy. Devices should have a direct local
connection to such a network wherever possible; and where thisis not possible because of
geographic or system-related issues, the device should connect via a private encrypted tunnel
over the production network. Such atunnel should be preconfigured to communicate only
across specific ports required for management and reporting. The tunnel should also be locked
down so that only appropriate hosts can initiate and terminate the tunnel.

OOB management is not always desirable. Often, the decision depends on the type of
management application that you are running, and the protocols that are required. For example,
consider a management tool whose goal is determining the reachability of all devices on the
production network. If acritical link between two core switches fails, you would want this
management console to alert an administrator. If this management application is configured to
use an OOB network, it may never determine that the link has failed, because the OOB network
makes all devices appear to be attached to a single network. It is preferable to run this kind of
management application in-band. In-band management must be configured as securely as
possible.
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In-Band Management Considerations

This section describes issues to be considered when designing an in-band management solution.

In-Band Management Considerations

* Which management protocols does each device support?
» Does the management channel need to be active at all times?
* Is SNMP necessary?

© 2006 Cisco Systems, Inc. All rights reserved. ISCW v1.0—5-7

When in-band management of a deviceisrequired, you should consider these questions:

m  Which management protocols does the device support? Devices with | Psec should be
managed by simply creating a tunnel from the management network to the device. This
setup allows many insecure management protocols to flow over a single encrypted tunnel.
When IPsec is not possible because it is not supported on a device, other less-secure
options must be chosen. For configuration of the device, SSH or Secure Sockets Layer
(SSL) can often be used instead of Telnet to encrypt configuration modifications made to a
device. These protocols can sometimes also be used to push and pull datato and from a
device instead of insecure protocols, such as FTP and TFTP. Often, however, TFTPis
required on Cisco equipment to back up configurations or to update software versions. This
fact leads to the second question.

m  Doesthe management channel need to be active at all times? If not, temporary holes can
be placed in afirewall while the management functions are performed, and then later
removed. This process, however, does not scale with a large number of devices, and should
be used sparingly, if at al, in enterprise deployments. If the channel needsto be active at al
times, such as with SNMP, the third question should be considered.

m Do you really need this management tool? Often, SNMP management tools are used on
the inside of a network to ease troubleshooting and configuration. However, SNMP should
be treated with the utmost care because the underlying protocol has its own set of security
vulnerabilities. If SNMP isrequired, consider providing read-only accessto devicesvia
SNMP, and treat the SNM P community string with the same care you might use for aroot
password on acritical UNIX host. By introducing SNMP into your production network,
you introduce a potentia vulnerability into your environment. And finaly, if you do need
the tool, use SNM Pv3 authentication and encryption features.
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Secure Management and Reporting Guidelines
The figure lists guidelines for in-band and OOB management of the network .

Secure Management and

Reporting Guidelines

* In-band management guidelines:
— Apply only to devices needing to be managed or monitored.
— Use IPsec when possible.
— Use SSH or SSL instead of Telnet.

— Decide whether the management channel needs to be open at all
times.

— Keep clocks on hosts and network devices synchronized.
— Record changes and archive configurations.
« OOB management guidelines:

— Provide highest level of security and mitigate the risk of passing
insecure management protocols over the production network.

— Keep clocks on hosts and network devices synchronized.
— Record changes and archive configurations.

©2006 Cisco Systems, Inc. All rights reserved.

Asagenera rule, OOB management is appropriate for large enterprise networks. In smaller
networks, in-band management is recommended as a means of achieving a more cost-effective
security deployment. In smaller architectures, management traffic flowsin-band in all cases,
and is made as secure as possible by using tunneling protocols and secure variants to insecure
management protocols (for example, SSH is used whenever possible instead of Telnet).

To ensure that log messages are time-synchronized, clocks on hosts and network devices must
be synchronized. For devices that support it, NTP provides away to ensure that accurate timeis
kept on al devices. When you are dealing with an attack, seconds matter, becauseitis
important to identify the order in which a specified attack occurred. Synchronization of the
clocks within anetwork is critical for digital certificates and for correct interpretation of events
within syslog data. A secure method of providing clocking for the network is for network
administrators to implement their own master clocks. The private network should then be
synchronized to Coordinated Universal Time (UTC) via satellite or radio. However, clock
sources are available that synchronize viathe Internet. Such clocks should be used by network
administrators who do not wish to implement their own master clocks because of cost or other
reasons.

An attacker could attempt adenial of service (DoS) attack on a network by sending bogus NTP
data across the Internet in an attempt to change the clocks on network devices so that digital
certificates are invalid. Further, an attacker could attempt to confuse a network administrator
during an attack by disrupting the clocks on network devices. This scenario would make it
difficult for the network administrator to determine the order of syslog events on multiple
devices. NTP version 3 and above supports a cryptographic authentication mechanism between
peers. The use of the authentication mechanism, as well as the use of access control lists
(ACLs) that specify which network devices are allowed to synchronize with other network
devices, is recommended to help mitigate such an attack.
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The network administrator should weigh the cost benefits of pulling the clock time from the
Internet with the possible risk of allowing unsecured packets through the firewall. Many NTP
servers on the Internet do not require any authentication of peers. Therefore, the network
administrator must trust that the clock itself isreliable, valid, and secure. NTP uses User
Datagram Protocol (UDP) port 123.
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Configuring an SSH Server for Secure
Management and Reporting

This topic describes the steps used to configure an SSH server for secure management and

reporting.

Configuring an SSH Server for

Secure Management and Reporting

Austin2#configure terminal
Austin2 (config) #ip domain-name cisco.com
Austin2 (config) #icrypto key generate rsa general-keys modulus 1024

Sept 22 13:20:45: %SSH-5-ENABLED: SSH 1.5 has been enabled

Austin2 (config) #ip ssh timeout 120

Austin2 (config) #ip ssh authentication-retries 4
Austin2 (config) #line vty 0 4

Austin2 (config-1line)#no transport input telnet
Austin2 (config-1line) #transport input ssh
Austin2 (config-line) #end

Configure the IP domain name
Generate the RSA keys

Configure the SSH timeout interval
Configure the SSH retries

Disable vty inbound Telnet sessions
Enable vty inbound SSH sessions

S e o

©2006 Cisco Systems, Inc. All rights reserved. ISCW v1.0—5-10
—————————————————————————————————————————————————————————————————————————

Y ou should use SSH instead of Telnet to manage your Cisco routers whenever possible. SSH
version 1 (SSHv1) is supported in Cisco 10S software Release 12.1(1)T and later, while SSH
version 2 (SSHv2) is supported in Cisco 10S software Release 12.3(4)T and later. Cisco routers
configured for SSH act as SSH servers. Y ou must provide an SSH client, suchas PuTTY,
OpenSSH, or TeraTerm, for the administrator workstation that you wish to use to configure and

manage routers using SSH.

Note Cisco routers with Cisco 10S software Releases 12.1(3)T and later can act as SSH clients
as well as SSH servers. This means that you could initiate an SSH client-to-server session
from your router to a central SSH server system. SSH employs strong encryption to protect
the SSH client-to-server session. Unlike Telnet, where anyone with a sniffer can see exactly
what you are sending and receiving from your routers, SSH encrypts the entire session.

Compl ete these tasks before configuring your routers for SSH server operations:

m  Ensure that the target routers are running a Cisco 1OS software Release 12.1(1) T image or
later with the IPsec feature set. Only Cisco 10S software images containing the | Psec

feature set support an SSH server.

m  Ensure that the target routers are configured for local authentication, AAA server for

username/password authentication, or both.

m  Ensure that each of the target routers has a unique hostname.

m  Ensure that each of the target routersis using the correct domain name of your network.
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Compl ete these steps to configure your Cisco router to support SSH server:

Step 1

Step 2

Configure the IP domain name of your network using the ip domain-name
command in global configuration mode:

Austin2 (config) #ip domain-name cisco.com

Generate keys to be used with SSH by generating the RSA keys using the crypto
key generate rsa command in global configuration mode:

Austin2 (config) #crypto key generate rsa general-keys modulus
1024

Note

It is recommended that you use a minimum key length of modulus 1024.

Step 3

Step 4

Step 5

Optionally, to display the generated keys, use the show crypto key mypubkey rsa
command in privileged EXEC mode.

Configure the time that the router waits for the SSH client to respond using the ip
ssh timeout command in global configuration mode:

Austin2 (config) #ip ssh timeout 120

Configure the SSH retries using the ip ssh authentication-retries command in
global configuration mode:

Austin2 (config) #ip ssh authentication-retries 4

Caution

Be sure to disable Telnet transport input on all of the router vty lines or the router will
continue to allow insecure Telnet sessions.

Step 6

Step 7

Disable vty inbound Telnet sessions:
Austin2 (config)#line vty 0 4

Austin2 (config-1line) #no transport input telnet
Enable vty inbound SSH sessions:

Austin2 (config-1line) #transport input ssh

The SSH protocol is automatically enabled once you generate the SSH (RSA) keys, as shown
in the figure. Once the keys are created, you may access the router SSH server using your SSH
client software.

The procedure for connecting to a Cisco router SSH server varies depending on the SSH client
application that you are using. Generally, the SSH client passes your username to the router
SSH server. The router SSH server prompts you for the correct password. Once the password
has been verified, you can configure and manage the router asif you were a standard vty user.
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Using Syslog Logging for Network Security

This topic describes how the syslog function plays akey role in network security.

Implementing Log Messaging for Security

* Routers should be configured to send log messages to one
or more of these:

— Console
— Terminal lines
— Memory buffer
— SNMP traps
— Syslog
e Syslog logging is a key security policy component.

©2006 Cisco Systems, Inc. All rights reserved. ISCW v1.0—5-12

Implementing arouter logging facility is an important part of any network security policy.
Cisco routers can log information regarding configuration changes, ACL violations, interface
status, and many other types of events. Cisco routers can direct log messages to several
different facilities. Y ou should configure the router to send log messages to one or more of the
following:

Console: Console logging is used when modifying or testing the router while it is
connected to the console. Messages sent to the console are not stored by the router, and are,
therefore, not very valuable as security events.

Terminal lines: Enabled EXEC sessions can be configured to receive log messages on any
terminal lines. Similar to console logging, thistype of logging is not stored by the router
and is, therefore, only valuable to the user on that line.

Memory buffer: You may direct arouter to store log messages in router memory.
Buffered logging is a bit more useful as a security tool, but has the drawback of having
events cleared whenever the router is booted.

SNMP traps: Certain router events may be processed by the router SNMP agent, and
forwarded as SNMP traps to an external SNMP host. Thisis aviable security logging
facility, but requires the configuration and maintenance of an SNMP system.

Syslog: Cisco routers can be configured to forward log messages to an external syslog
service. This service may reside on any number of servers, including Microsoft Windows
and UNIX-based systems. Syslog is the most popular message logging facility because it
provides long-term log storage capabilities and a central location for al router messages.
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Syslog Systems

Syslog is a standard for logging system events.

Syslog Systems

Public Web  Mail Admin
Server Server Server
10.2.2.3 10.2.24 10.2.25

e0/0

D78

Torror %ij %ij §l gf;

e0/2| 10.2.21
10.2.31

FTP/Web
Server 10.2.3.2

I 4 User 10.2.3.3
Protected LAN -

10.2.3.0/24

more syslog clients.

syslog server.
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e0/1 DMZ LAN 10.2.2.0/24

« Syslog server: A host that accepts and processes log messages from one or

« Syslog client: A host that generates log messages and forwards them to a

ISCW v1.0—5-13

As shown in the figure, syslog implementations contain two types of systems:

m  Sysdog servers: These systems, aso known as log hosts, accept and process log messages

from syslog clients.

m  Sydog clients. Sysog clients are routers or other types of Cisco equipment that generate

and forward log messages to syslog servers.

Note Using router logs can become very difficult if your router clocks are not running the proper
time. It is recommended that you use an NTP facility to ensure that all of your routers are

operating at the correct time.
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Cisco Log Severity Levels

Cisco router log messages fall into one of eight levels as shown in the figure.

Level

Cisco Log Severity Levels

Name Description

Notifications

Normal but important event

Informational

Informational message

0 Emergencies Router unusable

1 Alerts Immediate action required
2 Critical Condition critical

3 Errors Error condition

4 Warnings Warning condition

5

6

7

Debugging Debug message

© 2006 Cisco Systems, Inc. All rights reserved. ISCW v1.0—5-14
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The lower the level number, the higher the severity level, as shown in the table.

Cisco Log Severity Levels

Syslog Level Definition Example

0 LOG_EMERG A panic condition normally broadcasted Cisco I0S software could not load
to all users

1 LOG_ALERT A condition that should be corrected Temperature too high
immediately, such as a corrupted system
database

2LOG_CRIT Critical conditions, for example, hard Unable to allocate memory
device errors

3 LOG_ERR Errors Invalid memory size

4 LOG_WARNING

Warning messages

Crypto operation failed

5 LOG_NOTICE Conditions that are not error conditions, Interface changed state, up or down
but should possibly be handled specially
6 LOG_INFO Informational messages Packet denied by ACL
7 LOG_DEBUG Messages that contain information Packet type invalid
normally of use only when debugging a
program
Note When entering logging levels in commands in Cisco 10S software Release 11.3 and earlier,

you must specify the level name. Cisco |0S software Release 12.0 and later support using
the level number or the level name, or both the number and the name.
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Log Message Format

This section describes the log message format.

Time Stamp

l

Log Message Format

Message Text

l

I Oct 29 10:00:01 EST: %SYS-5-CONFIG I: Configured from console by vty0 (10.2.2.6) I

I

Log Message
Name and
Severity Level
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Cisco router log messages contain three main parts:

m  Timestamp

m  Log message name and severity level

m  Message text

The figure shows a syslog entry example for alevel 5 syslog message indicating that someone

has configured the router from the vty 0 port.

Note The log message name is not the same as a severity level name.
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Configuring Syslog Logging

This topic describes how to configure syslog on Cisco routers.

Configuring Syslog

Router (config) #

logging [host-name | ip-address]

1. Sets the destination logging host

Router (config) #

|logging trap level

2. (Optional) Sets the log severity (trap) level

Router (config) #

|1ogging facility facility-type

3. (Optional) Sets the syslog facility

©2006 Cisco Systems, Inc. All rights reserved. ISCW v1.0—5-17

Compl ete these five steps to implement syslog on your Cisco routers:

Step 1 Configurelog hosts: Y ou must configure the router to send log messages to one or
more syslog servers (log hosts). There is no maximum number of log hosts
supported by Cisco routers, but usually only one or two are needed. Log hosts are
identified by their host name or P address. Use the logging command in global
configuration mode to set the destination (log) hosts.

logging [host-name | ip-address]

logging Parameters

Parameter Description
host-name The name of the host to be used as a syslog server
ip-address The IP address of the host to be used as a syslog server

Step 2 (Optional) Set thelog severity (trap) level: Setting the log severity level limits the
error messages sent to syslog serversto only those at the specified level. Default
valueis severity level 6. Use the logging trap command in global configuration
mode to set the severity level.

logging trap level
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logging trap Parameter

Parameter Description

level Limits the logging of messages to the syslog servers to a
specified level. You can enter the level number (0 to 7) or level
name.

Step 3 (Optional) Set the syslog facility: You must configure the syslog facility in which
error messages are sent. The eight commonly used syslog facility names for Cisco
routers are local 0 through local 7. Default valueis facility local 7. Use the logging
facility command in global configuration mode to set the syslog facility.

logging facility facility-type

logging facility Parameter

Parameter Description
facility-type The syslog facility type (localO to local7)
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Configuring Syslog (Cont.)

Router (config) #

|logging source-interface interface-type interface-number

4. (Optional) Sets the source interface

Router (config) #

logging on

5. Enables logging

© 2006 Cisco Systems, Inc. All rights reserved. ISCW v1.0—5-18

Step 4 (Optional) Set the source interface: By default, syslog messages are sent using the
IP address of the source interface. Y ou should specify the source I P address of
syslog packets, regardless of the interface where the packets actually exit the router.
Use the logging sour ce-interface command in global configuration mode to set the
source interface.

logging sour ce-inter face interface-type interface-number

logging source-interface Parameters

Parameter Description
interface-type The interface type (for example, Ethernet)
interface-number The interface number (for example, 0/1)

Step 5 Enable logging: Make sure that the router logging process is enabled using the
logging on command in global configuration mode. The logging on command has
no arguments or keywords.
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Example: Syslog Implementation

The figure contains an example of configuring syslog for router R3 using the commands

previously described.

Syslog Implementation Example

Public Web  Mail
Server Server Server (Log Host)
10.2.2.3 10.2.24 10225 10.2.26

Syslog Client L! 2
== = = M
10.1.10.1 3
2010 | | | [
e0/1 DMZ LAN 10.2.2.0/24
e0/2 | 10.2.21
10.2.3.1
FTP/Web
Server 10.2.3.2
g; User 10.2.3.3
Protected LAN .
10.2.3.0/24

Admin Syslog Server

R3 (config)#logging 10.2.2.6

R3 (config) #logging trap informational

R3 (config) #logging source-interface loopback 0
R3 (config) #logging on

©2006 Cisco Systems, Inc. All rights reserved.
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In this example, the administrator wishesto log all events that occur on the router except the

debugging (level 7) information. An example of an informational level (level 6) eventisan

ACL hit. The router will send the messages from level 6 and all more critical levels (0-5) to the

syslog server with the | P address 10.2.2.6.
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SNMP Version 3

This topic describes the security features of SNMPv3.

SNMPv1 and SNMPv2 Architecture

» The SNMP NMS asks agents embedded in network devices for
information, or tells the agents to do something.

Managed Node

;

SNMP Agent”

Managed Node

g trap SNMP Agent””

‘“‘ —_—
7 set
NMS get g

Managed Node

SNMP Agent
SNMP: Security is Not My Problem
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SNMP was devel oped to manage nodes (servers, workstations, routers, switches, hubs, and
security appliances) on an IP network. All versions of SNMP are application layer protocols
that facilitate the exchange of management information between network devices. SNMPis
part of the TCP/IP protocol suite. SNM P enables network administrators to manage network
performance, find and solve network problems, and plan for network growth.

SNMPv1 and SNMPv2 are based on three concepts:

m  Managers: Inany configuration, at least one manager node runs SNM P management
software.

m  Agents: Network devices that need to be managed, such as bridges, switches, routers,
servers, and workstations, are equipped with an agent software module.

m  MIB: The agent isresponsible for providing accessto alocal MIB of objects that reflects
the resources and activity at its node.

The SNMP manager can retrieve (get) information from the agent, or change (set) information
in the agent. Sets can change variables (settings and configuration) in the agent device, or
initiate actionsin devices. A reply to a set indicates the new setting in the device. For example,
a set can cause arouter to reboot, or to send or receive a configuration file.

Network devices send “traps’ to the SNMP manager to indicate that an event or incident has
occurred within the network device.

The actions gets and sets are the vulnerabilities that open SNMP to an attack.
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Community Strings
SNMPv1 and SNMPv2 use acommunity string to access router SNMP agents.

Community Strings

Used to authenticate messages between a
management station, and an SNMPv1 or SNMPv2
engine:
* Read only community strings can get information, but can
not set information in an agent.

e Read-write community strings can get and set information in
the agent.

» Having read-write access is like having the enable password
for the device.

© 2006 Cisco Systems, Inc. All rights reserved. ISCW v1.0—5-22

SNMP community strings act like passwords. An SNMP community string is atext string used
to authenticate messages between a management station and an SNMP engine:

m If the manager sends one of the correct read-only community strings, it can get information,
but not set information in an agent.

m |f the manager uses one of the correct read-write community strings, it can get or set
information in the agent.

In effect, having read-write access is equivalent to having the enable password.

SNMP agents accept commands and requests only from SNMP systems using the correct
community string. By default, most SNMP systems use a community string of “public.” If you
configure your router SNM P agent to use this commonly known community string, anyone
with an SNMP system is able to read the router M1B. Because router MIB variables can point
to things like routing tables and other security-critical parts of the router configuration, it is
important that you create your own custom SNMP community strings.
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SNMP Security Models and Levels

A combination of a security model and a security level will determine which security
mechanism is employed when handling an SNMP packet.

SNMP Security Models and Levels

Definitions:
» Security model is a security strategy used by the SNMP agent
» Security level is the permitted level of security within a security model

Model Level Authentication Encryption What Happens
vl noAuthNoPriv | Community String | No « Authenticates with a community
string match
v2 noAuthNoPriv | Community String | No * Authenticates with a community
string match
v3 noAuthNoPriv | Username No * Authenticates with a username
authNoPriv MD5 or SHA No ¢ Provides HMAC MD5 or SHA

algorithms for authentication

authPriv MD5 or SHA DES ¢ Provides HMAC MD5 or SHA
algorithms for authentication

* Provides DES 56-bit encryption
in addition to authentication
based on the CBC-DES (DES-56)
standard
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A security model is an authentication strategy that is set up for a user and the group in which
the user resides. Currently, Cisco 10S software supports three security models: SNMPv1,
SNMPv2, and SNMPv3.

A security level isthe permitted level of security within a security model. The security level is
atype of security algorithm performed on each SNMP packet. There are three security levels:

m  noAuth: Authenticates a packet by a string match of the user name or community string.

m  Auth: Authenticates a packet by using either the Hash-based Message Authentication
Codes (HMACs) with Message Digest 5 (MD5) (RFC 2104) or Secure Hash Algorithms
(SHAS).

m  Priv: Authenticates a packet by using either the HMAC MD5 or SHAS, and encrypts the
packet using the Cipher Block Chaining-Data Encryption Standard (CBC-DES) (DES-56)
algorithm.

SNMPv3 adds security and remote configuration capabilities to the previous versions. SNMPv3
provides three security model and security level options. The table in the figure identifies the
combinations of security models and levels.
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SNMPv3 Architecture

Inits natura evolution, the current version of SNMPv3 addresses the vulnerabilities of earlier
versions by including three important services: authentication, privacy, and access control.

SNMPv3 is an interoperable standards-based protocol for network management. SNMPv3
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provides secure access to devices by a combination of authenticating and encrypting packets
over the network. The security features provided in SNMPv3 are:

m  Messageintegrity: Ensuring that a packet has not been tampered with in transit

m  Authentication: Determining that the message is from avalid source

m  Encryption: Scrambling the content of a packet to prevent it from being seen by an

unauthorized source
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SNMPv3 Operational Model

The concepts of separate SNMP agents and SNM P managers do not apply in SNMPv3. These
concepts have been combined into single SNMP entities.

SNMP
Application

SNMP
Application

SNMP
Application
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Each managed node and the NM S is a single entity. There are two types of entities, each
containing different applications:

m  Managed node SNMP entities: The managed node SNMP entity includes an SNMP agent
and an SNMP MIB. The agent implements the SNMP protocol, and allows a managed node
to provide information to the NM S and accept instructions from it. The MIB defines the
information that can be collected and used to control the managed node. Information
exchanged using SNMP takes the form of objects from the MIB.

B SNMP NMSentities: The SNMP entity on an NM S includes an SNM P manager and
SNMP applications. The manager implements the SNMP protocol, and collects information
from managed nodes and sends instructions to them. The SNM P applications are software
applications used to manage the network.
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SNMPv3 Features and Benefits
The figure summarizes the features and benefits of SNMPv3.

SNMPv3 Features and Benefits

Features * Message integrity: Ensures that a packet has
not been tampered with intransit.

« Authentication: Determines that the message is
from a valid source.

« Encryption: Scrambles the contents of a packet
to prevent it from being seen by an
unauthorized source.

Benefits » Data can be collected securely from SNMP
devices without fear of the data being tampered
with or corrupted.

» Confidential information, such as, SNMP Set
command packets that change a router
configuration, can be encrypted to prevent its
contents from being exposed on the network.

© 2006 Cisco Systems, Inc. All rights reserved. ISCW v1.0—5-26

It is strongly recommended that all network management systems use SNM Pv3 rather than
SNMPv1 or SNMPv2.
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Configuring an SNMP Managed Node

This topic explains how to configure SNMPv3 on a Cisco |OS router or a switch.

©2006 Cisco Systems, Inc. All rights reserved ISCW v1.0—5-28

SNMPv3 Configuration Task List

Cisco I0S SNMPv3 server configuration tasks:
Configuring the SNMP-server engine ID
Configuring the SNMP-server group names
Configuring the SNMP-server users

Configuring the SNMP-server hosts

P wDbdPRE

Four configuration tasks are used to set up SNMPv3 communications on a Cisco |OS router:

1. Configuring the SNMP-server engine ID to identify the devices for administrative purposes
2. Configuring the SNMP-server group names for grouping SNMP users
3. Configuring the SNMP-server users to define usernames that reside on hosts that connect to
the local agent
4. Configuring the SNMP-server hosts to specify the recipient of a notification operation (trap
or inform)
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Configuring the SNMP-Server Engine ID

To configure a name for either the local or remote SNMP engine on the router, use the snmp-
server enginel D global configuration command.

To remove a specified SNMP engine ID, use the no form of this command.

Configuring the SNMP-Server Engine ID

Router (config) #

snmp-server engineID [local engineid-string]l | [remote
ip-address udp-port port-number engineid-stringl]

* Configures names for both the local and remote SNMP engine
(or copy of SNMP) on the router

I PR1 (config) #snmp-server engineID local 1234
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snmp-server enginel D [local engineid-string] | [remote ip-address udp-port port-number
engineid-string]

snmp-server enginelD Parameters

Parameter Description

local (Optional) Specifies the local engine ID of the router.

engineid-string (Optional) The name of the SNMP engine.

remote (Optional) Specifies the engine ID of a remote SNMP device.

ip-address (Optional) The IP address of the remote SNMP device.

udp-port (Optional) Specifies a UDP port of the host to use.

port-number (Optional) This is the socket number on the remote SNMP
device. The default value is 161.

The SNMP engine ID is a unique string used to identify the device for administration purposes.
Y ou do not need to specify an engine ID for the device; a default string is generated using a
Cisco enterprise number (1.3.6.1.4.1.9) and the MAC address of the first interface on the
device.
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If you wish to specify your own ID, you do not need to specify the entire 24-character engine
ID, if it contains trailing zeros. Specify only a portion of the engine ID up to the point at which
only zeros remain in the value. This portion must be 10 hexadecimal characters or more. For
example, to configure an engine ID of 123400000000000000000000, you can specify snmp-
server enginel D local 1234000000.

A remote engine ID is required when an SNMPv3 inform is configured. The remote engine ID
is used to compute the security digest for authenticating and encrypting packets sent to a user
on the remote host. Informs are acknowledged traps. The agent sends an inform to the manager.
When the manager receives the inform, it sends a response to the agent. Thus, the agent knows
that the inform reached its destination.
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Configuring the SNMP-Server Group Names

To configure anew SNMP group, or atable that maps SNMP users to SNMP views, use the
snmp-server group global configuration command. This command is used to group SNMP
users residing on hosts that connect to the local SNMP agent.

Configuring the SNMP-Server Group Names

Router (config) #

snmp-server group groupname {vl | v2c | v3 {auth | noauth
| priv}} [read readview] [write writeview] [notify
notifyview] [access access-1list]

* Configures a new SNMP group, or atable that maps SNMP
users to SNMP views

PR1 (config) #snmp-server group johngroup v3 auth

PR1 (config) #snmp-server group billgroup v3 auth priv
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An SNMP view is a mapping between SNM P objects and the access rights available for those
objects. An abject can have different access rights in each view. Access rights indicate whether
the object is accessible by either a community string or a user.

snmp-server group groupname{v1l |v2c|v3{auth | noauth | priv}} [read readview] [write
writeview] [notify notifyview] [access access-list]

snmp-server group Parameters

Parameter Description

groupname The name of the group.

vl The least secure of the possible User Security Models (USMs).
v2c The second least secure of the possible USMs. It allows for the

transmission of informs and counter 64, which allows for integers
twice the width of what is normally allowed.

v3 The most secure of the possible USMs.
auth Specifies authentication of a packet without encrypting it.
noauth Specifies no authentication of a packet.
priv Specifies authentication of a packet and then scrambiles it.
read (Optional) The option that allows you to specify a read view.
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Parameter Description

readview (Optional) A string (not to exceed 64 characters) that is the name
of the view that enables you only to view the contents of the
agent.

write (Optional) The option that allows you to specify a write view.

writeview (Optional) A string (not to exceed 64 characters) that is the name

of the view that enables you to enter data and configure the
contents of the agent.

notify (Optional) The option that allows you to specify a notify view.

notifyview (Optional) A string (not to exceed 64 characters) that is the name
of the view that enables you to specify a notify, inform, or trap.

access (Optional) The option that enables you to specify an ACL.

access-1ist (Optional) A string (not to exceed 64 characters) that is the name
of the ACL.

The example in the figure shows how to define a group johngroup for SNMP v3, using
authentication but not privacy (encryption).

The other example shows how to define a group billgroup for SNMP v3, using both
authentication and privacy.
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Configuring the SNMP-Server Users

To add anew user to an SNMP group, use the snmp-server user global configuration
command.

Configuring the SNMP-Server Users

Router (config) #

snmp-server user username groupname [remote ip-address

[udp-port port]] {vl | v2c | v3 [encrypted] [auth {md5 |
sha} auth-password [priv des56 priv-passwordl]} [access
access-1list]

e Configures a new user to an SNMP group

PR1 (config) #snmp-server user John johngroup v3 auth md5 john2passwd

PR1 (config) #snmp-server user Bill billgroup v3 auth md5 bill3passwd des56
password2

PR1 (config) #snmp-server group johngroup v3 auth

PR1 (config) #snmp-server group billgroup v3 auth priv
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To configure a user existing on aremote SNMP device, specify the |P address or port number
for the remote SNMP device where the user resides. Also, before you configure remote users
for that device, configure the SNMP engine ID, using the command snmp-server enginel D
with the remote option. The SNMP engine ID of the remote device is needed when computing
the authentication and privacy digests from the password. If the remote engine ID is not
configured first, the configuration command will fail.

snmp-Sserver user username groupname [remote ip-address [udp-port port]] {v1|v2c|v3
[encrypted] [auth {md5 | sha} auth-password [priv des56 priv-password]]} [access access-
list]

snmp-server user Parameters

Parameter Description

username The name of the user on the host that connects to the agent.

groupname The name of the group to which the user is associated.

remote (Optional) Specifies the remote copy of SNMP on the router.

ip-address (Optional) The IP address of the device that contains the remote
copy of SNMP.

udp-port (Optional) Specifies a UDP port of the host to use.

port (Optional) This is a UDP port number that the host uses. The
default value is 162.

vl The least secure of the possible SNMP versions.
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Parameter

Description

v2ce The second least secure of the possible SNMP versions. It allows
for the transmission of informs and counter 64, which allows for
integers twice the width of what is normally allowed.

v3 The most secure of the possible SNMP versions.

encrypted (Optional) Specifies whether the password appears in encrypted
format (a series of digits, masking the true characters of the
string).

auth (Optional) Initiates an authentication level setting session.

md5 (Optional) The HMAC-MD5-96 authentication level.

sha (Optional) The HMAC-SHA-96 authentication level.

auth-password

(Optional) A string (not to exceed 64 characters) that enables the
agent to receive packets from the host.

priv

(Optional) Initiates a privacy authentication level setting session.

des56

(Optional) The CBC-DES privacy authentication algorithm.

priv-password

(Optional) A string (not to exceed 64 characters) that enables the
host to encrypt the contents of the message that it sends to the
agent.

access

(Optional) Enables you to specify an ACL.

access-1list

(Optional) A string (not to exceed 64 characters) that is the name
of the ACL.

The example in the figure shows how to define a user John, belonging to the group johngroup.
Authentication uses the password john2passwd and no privacy (no encryption) is applied. Then
auser Bill, belonging to the group billgroup, is defined using the password bill 3passwd and

privacy (encryption) is applied.
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Configuring the SNMP-Server Hosts

To specify the recipient of an SNMP notification operation, use the snmp-server host global
configuration command. To remove the specified host, use the no form of this command.

Configuring the SNMP-Server Hosts

Router (config) #

snmp-server host host-address [traps | informs] [version
{1 | 2¢ | 3 [auth | noauth | priv]}] community-string
[udp-port port] [notification-typel

e Configures the recipient of an SNMP trap operation.

PR1 (config) #snmp-server engineID remote 10.1.1.1 1234

PR1 (config) #snmp-server user bill billgroup remote 10.1.1.1 v3

PR1 (config) #snmp-server group billgroup v3 noauth

PR1 (config) #snmp-server enable traps

PR1 (config) #snmp-server host 10.1.1.1 inform version 3 noauth bill
PR1 (config) #snmp-server manager
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SNMP notifications can be sent as traps or inform requests. Traps are unreliable because the
receiver does not send acknowledgments when it receives traps. The sender cannot determine if
the traps were received.

An SNMP entity that receives an inform request acknowledges the message with an SNMP
response protocol data unit (PDU). However, informs consume more resources in the agent and
in the network.

If you do not enter an snmp-server host command, no notifications are sent. In order to
configure the router to send SNMP notifications, you must enter at least one snmp-server host
command. If you enter the command with no keywords, al trap types are enabled for the host.

To be ableto send an “inform,” perform these steps:
Step 1 Configure aremote engine ID.

Step 2 Configure aremote user.

Step 3 Configure a group on aremote device.
Step 4 Enabl e traps on the remote device.

Step 5 Enable the SNMP manager.

snmp-server host host-address [traps | informg] [version {1 | 2c | 3 [auth | noauth | priv]}]
community-string [udp-port port] [notification-type]
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snmp-server host Parameters

Parameter

Description

host-address

The address of the recipient for which the traps are targeted.

traps (Optional) Specifies that the type of notification being sent should
be a trap.

informs (Optional) Specifies that the type of notification being sent should
be an inform.

version (Optional) Specifies the security model to use.

1 (Optional) The least secure of the possible security models.

2c (Optional) This is the second least secure of the possible security
models. It allows for the transmission of informs and counter 64,
which allows for integers twice the width of what is normally
allowed.

3 (Optional) The most secure of the possible security models.

auth (Optional) Specifies authentication of a packet without encrypting
it.

noauth (Optional) Specifies no authentication of a packet.

priv (Optional) Specifies authentication of a packet and then

scrambles it.

community-string

This is a string that is used as the name of the community and it
acts as a password by controlling access to the SNMP
community. This string can be set using the snmp-server host
command, but it is recommended that you set the string using the
snmp-server community command before using the snmp-
server host command.

udp-port

(Optional) Specifies a UDP port of the host to use.

port

(Optional) This is a UDP port number that the host uses. The
default is 162.

notification-type

(Optional) This is the type of trap to be sent to the host. If no type
is specified, all traps are sent.

For afull list refer to the SNMPv3 Configuration Guide. Some of the types of traps are listed in
the table.

Types of Traps

Trap Description

bgp Sends Border Gateway Protocol (BGP) state change traps.

config Sends configuration traps.

hsrp Sends Hot Standby Router Protocol (HSRP) notifications.

sdlc Sends Synchronous Data Link Control (SDLC) traps.

snmp Sends SNMP traps defined in RFC 1157.

syslog Sends error message traps (Cisco Syslog MIB). Specify the level
of messages to be sent with the logging history level command.

tty Sends Cisco enterprise-specific traps when a TCP connection
closes.

x25 Sends X.25 event traps.
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The example in the figure shows how to send configuration informs to the 10.1.1.1 remote host.

Note There are several more snmp-server commands available that are described in the Cisco
10S Master Commands List, Release 12.4 at:
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124mindx/124index.htm.
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SNMPv3 Configuration Example
The figure shows how to configure Cisco |OS routers for SNMPv3.

SNMPv3 Configuration Example

L Enterprise
- Network

d Walked_device 4
NMS: 172.16.1.1 Loopback0: 172.16.3.1 é‘

Trap_sender
Loopback0: 172.16.2.1

Trap_ sender (config) #snmp-server group snmpgroup v3 auth

Trap_ sender (config) #snmp-server group snmpgroup v3 priv

Trap sender (config) #snmp-server user snmpuser snmpgroup v3 auth md5 authpassword priv
des56 encryptpassword

Trap sender (config) #snmp-server enable traps cpu

Trap_ sender (config) #snmp-server enable traps config

Trap sender (config) #snmp-server enable traps snmp

Trap_sender (config) #snmp-server host 11.11.11.11 traps version 3 priv snmpuser

Trap sender (config) #snmp-server source-interface traps loopback 0

Walked device(config)#snmp-server group snmpgroup v3 auth

Walked device(config)#snmp-server group snmpgroup v3 priv

Walked device(config)#snmp-server user snmpuser snmpgroup v3 auth md5 authpassword
priv des56 encrypt password
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The router Trap_sender is configured to send traps to the NM S host with the IP address
11.11.12.11. The traps are encrypted using the credentials configured for the local user
snmpuser belonging to the group snmpgroup. The Trap_sender router sends traps related to
CPU, configuration, and SNMP. The trap packets are sourced from the router loopback 0
interface.

The router Walked_device is configured so that the NM S host can read the MIBs on the local
device. The NMS server will need to use the username credential s configured on the
Walked_device (snmpuser with respective authentication and encryption passwords) to get
access to the SNMP information of the router.
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Configuring NTP Client

This topic describes the procedure to configure an NTP client, including authentication in client
mode.

Understanding NTP

* NTP is used to synchronize the clocks in the entire network.

e System clock is set by the battery system calendar during
bootup.

« System clock can then be modified manually or via NTP.
* NTP runs over UDP port 123; current version is 4.
e Only NTP up to version 3 has been documented in RFCs.

e Stratum describes how many “NTP hops” away a machine is
from authoritative time source.

* NTP establishes associations to synchronize time.
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NTP is used to synchronize the clocks in the entire network. Many features depend on it, such
as accurate time information in syslog messages, certificate-based authentication in VPNS,
ACLs with time range configuration, key rollover in routing protocol authentication (Enhanced
Interior Gateway Routing Protocol [EIGRP], Routing Information Protocol [RIP]).

Most Cisco routers have two clocks: a battery-powered system calendar in the hardware and a
software-based system clock. These two clocks are managed separately.

The heart of the time service is the software-based system clock. This clock runs from the
moment the system starts up and keeps track of the current date and time. The system clock can
be set from a number of sources and in turn can be used to distribute the current time through
various mechanisms to other systems. When arouter with a system calendar isinitialized or
rebooted, the system clock is set based on the timein the internal battery-powered system
calendar. The system clock can then be set manually or by using NTP.

The system clock keeps track of time internally based on Coordinated Universal Time (UTC),
also known as Greenwich Mean Time (GMT). Y ou can configure information about the local
time zone and summer time (daylight savings time) so that the timeis displayed correctly
relative to the local time zone.

The system clock keepstrack of whether the timeis “authoritative” or not (that is, whether it
has been set by atime source considered to be authoritative). If it is not authoritative, the time
will be available only for display purposes and will not be redistributed.

The NTPisaprotocol designed to time-synchronize a network of machines. NTP runs over
UDP, which in turn runs over IP.
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An NTP network usualy gets its time from an authoritative time source, such as aradio clock
or an atomic clock attached to atime server. NTP then distributes this time across the network.
NTPisextremely efficient; no more than one packet per minute is necessary to synchronize
two machines to within a millisecond of one another.

The current version is NTP version 4; however, as of 2005, only NTP up to version 3 has been
documented in RFCs. Cisco devices support only RFC specifications of NTP.

NTP uses the concept of a“stratum” to describe how many NTP “hops’ away amachineis
from an authoritative time source. A “stratum 1" time server typicaly has aradio or atomic
clock directly attached, a*“ stratum 2” time server receivesitstime viaNTP from a“stratum 1”
time server, and so on. A machine running NTP will automatically choose as its time source the
machine with the lowest stratum number that it is configured to communicate with viaNTP.
This strategy effectively builds a self-organizing tree of NTP speakers.

NTPis careful to avoid synchronizing to a machine whose time may not be accurate. It avoids
doing so in two ways. First, NTP will never synchronize to a machine that is not in turn
synchronized itself. Secondly, NTP will compare the time reported by several machines, and
will not synchronize to amachine whose time is significantly different than the others, even if
its stratum is lower.

The communi cations between machines running NTP (known as “associations’) are usually
statically configured; each machineis given the | P address of all machines with which it should
form associations. Accurate timekeeping is made possible by exchanging NTP messages
between each pair of machines with an association. However, in aLAN environment, you can
configure NTP to use | P broadcast messages instead. This alternative reduces configuration
complexity, because each machine can simply be configured to send or receive broadcast
messages. However, the accuracy of timekeeping is marginally reduced because the
information flow is one-way only.

The time kept on amachine is a critical resource, so you should use the security features of
NTP to avoid the accidental or malicious setting of incorrect time. Two mechanisms are
available: an ACL-based restriction scheme and an encrypted authentication mechanism.

It is recommended that time service for your network be derived from the public NTP servers
availablein the Internet. If the network isisolated from the Internet, the Cisco implementation
of NTP allows a machine to be configured so that it acts as though it is synchronized viaNTP,
when in fact it has determined the time using other means. Other machines then synchronize to
that machine viaNTP.

When multiple sources of time (for example, manual configuration) are available, NTP is
always considered to be more authoritative. NTP time overrides the time set by any other
method.

An NTP association can be a peer association (meaning that this system iswilling to either
synchronize to the other system or to allow the other system to synchronize to it), or it can bea
server association (meaning that only this system will synchronize to the other system, and not
the other way around).
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Configuring NTP Authentication

NTP services are enabled on al interfaces by default. If you want to disable NTP on a specific
interface, use the ntp disable command in the interface configuration mode. All NTP

configuration tasks discussed in this lesson are optional .

Configuring NTP Authentication

Router (config) #

| ntp authenticate

» Enables the authentication feature

Router (config) #

|ntp authentication-key number md5 value

» Defines the authentication keys
» Used for both peer and server associations

Router (config) #

|ntp trusted-key key-number

» Defines the trusted authentication keys

» Required to synchronize to a system (server association)

Rl (config) #ntp authentication
Rl (config) #ntp authentication-key 1 md5 NeVeRgUeSs
Rl (config) #ntp trusted-key 1
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If you want to authenticate the associations with other systems for security purposes, use the
commands that follow. The first command enables the NTP authentication feature. The second
command defines each of the authentication keys. Each key has a key number, atype, and a

value. Currently the only key type supported is md>5. Finally, alist of trusted authentication
keysisdefined. If akey istrusted, this system will be ready to synchronize to a system that

uses thiskey in its NTP packets.

To configure NTP authentication, use the global configuration commands listed in the table.

NTP Authentication Commands

Command Description

ntp authenticate

Enables the NTP authentication feature. If this command is
specified, the system will not synchronize to a system unless its
NTP messages carry one of the authentication keys specified in
the ntp trusted-key global configuration command.

ntp authentication-key
number md5 value

Defines an authentication key. Message authentication support is
provided using the MD5 algorithm. The key type md5 is currently
the only key type supported. The key value can be any arbitrary
string of up to eight characters.

ntp trusted-key key-
number

Defines trusted authentication keys.
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Configuring NTP Associations

If you want to configure arouter asan NTP client, you must either create an association to a
server or configure the router to listen to NTP broadcast packets.

Configuring NTP Associations

Router (config) #

ntp server {ip-address | hostname} [version number] I[key
keyid] I[source interfacel

[prefer]

* Forms a server association with another system

Router (config-if)#

ntp broadcast client

» Receives NTP broadcast packets

Rl (config) #ntp server 10.1.1.1 key 1

Rl (config) #ntp server 10.2.2.2 key 2 prefer
Rl (config) #interface Fastethernet 0/1

Rl (config-if)#ntp broadcast client
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Although you may configure either a peer or a server association, NTP clients would be
typically configured with a server association (meaning that only this system will synchronize
to the other system, and not the other way around). If you want to allow the software clock to
be synchronized by an NTP time server, use the ntp server command in global configuration

mode.

ntp server {ip-address | hosthame} [version number] [key key-id] [sour ce interface] [prefer]

ntp server Parameters

Parameter Description

ip-address IP address of the time server providing the clock synchronization.

hostname Name of the time server providing the clock synchronization.

version (Optional) Defines the NTP version number.

number (Optional) NTP version number (1 to 3). Default is 3.

key (Optional) Defines the authentication key.

key-id (Optional) Authentication key to use when sending packets to this
peer.

source (Optional) Identifies the interface from which to pick the IP source
address. Default is to take the interface address.

interface (Optional) Name of the interface from which to pick the IP source
address.

prefer (Optional) Specifies that the server referenced in this command is
preferred over other configured NTP servers.
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In addition or instead of creating unicast NTP associations, you can alow the system to listen
to broadcast packets on an interface-by-interface basis. To do so, use the ntp broadcast client
command in interface configuration mode.
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Configuring Additional NTP Options

To control accessto NTP services, in addition to packet authentication, you can create an NTP
access group and apply abasic IPACL toit.

Configuring Additional NTP Options

Router (config) #

ntp access-group {query-only | serve-only | serve | peer}
access-list-number

* Controls NTP message exchange

Router (config) #

|ntp source interface

* Modifies the source IP address of NTP packets

Rl (config) #access-1list 1 permit host 10.1.1.1
Rl (config) #ntp access-group peer 1
Rl (config) #ntp source loopack 0
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To control accessto NTP services, use the ntp access-group command in global configuration
mode.

ntp access-group {query-only | serve-only | serve | peer} accesslist-number

The access group options are scanned in the following order, from least restrictive to most
restrictive:

1. peer: Allowstime regquests and NTP control queries and alows the system to synchronize
itself to a system whose address passes the ACL criteria. Thisoption isused in scenarios in
which either the local or the remote system can become the NTP source.

2. serve: Allowstime requests and NTP control queries, but does not allow the system to
synchronize itself to a system whose address passes the ACL criteria. This option allows
you to filter |P addresses of systems that can become clients of the local system from which
NTP control queries will be permitted.

3. serve-only: Allows only time requests from a system whose address passes the ACL
criteria. This option allows you to filter |P addresses of systems that can become clients of
the local system from which NTP control queries will be denied.

4. query-only: Allows only NTP control queries from a system whose address passes the
ACL criteria.

If the source | P address matches the ACL s for more than one access type, the first typeis
granted. If no access groups are specified, all accesstypes are granted to all systems. If any
access groups are specified, only the specified access types will be granted.
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When the system sends an NTP packet, the source | P address is normally set to the address of
the interface through which the NTP packet is sent. Use the ntp sour ce command in global
configuration mode if you want to configure a specific interface from which the IP source
address will be taken.

ntp sour ceinterface

Thisinterface will be used for the source address for all packets sent to all destinations. If a
source address is to be used for a specific association, use the sour ce parameter on the ntp peer
or ntp server command.
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Configuring NTP Server

This topic describes the procedure for configuring a Cisco router as an NTP server.

Implementing NTP Server

» Cisco IOS routers work as an NTP server by default.

» As soon as arouter is synchronized to an authoritative time
source, it will allow peers with lower stratum to synchronize
to that router:

— Requires a peer association

* You can make a router an authoritative NTP server, even if
the system is not synchronized to an outside time source.

e Two options to establish a peer association:
— Unicast
— Broadcast
» Same exchange control methods as with client:
— Packet authentication
— Access group filtering

ISCW v1.0—5-40
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Cisco |0S routers activate the NTP protocols and work as clients or servers depending on the
peer association that is established with another device. An |OS router will offer the time
information to any peer with alower stratum number as soon asit isitself synchronized with its
own authoritative source.

Y ou can configure an 10S to become an authoritative time source even when there is no higher-
stratum source to retrieve the time from.

When arouter is functioning asan NTP server, it may establish associations either by
broadcasting the NTP packets or sending the messages to configured peers using unicast
packets.

Y ou can control the exchange of NTP information by authenticating the messages or by
permitting and denying the connections based on | P addresses.
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Configuring NTP Server

To configure the software clock to synchronize a peer or to be synchronized by a peer, use the
ntp peer command in global configuration mode.

Router (config) #

Configuring NTP Server

ntp peer ip-address [normal-sync] [version number] [key
keyid] [source interfacel

[prefer]

Router (config) #

* Forms a peer association with another system

|ntp master [stratum]

Router (config-int) #

* Makes the system an authoritative NTP server

|ntp broadcast [version number] [destination address] [key keyid] |

» Configures an interface to send NTP broadcast packets

R2 (config) #ntp master 3

R2 (config) #ntp peer 10.1.1.1 key 1

R2 (config) #interface Fastethernet0/0
R2 (config-int)#ntp broadcast
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ntp peer ip-address [nor mal-sync] [ver sion number] [key keyid] [sour ceinterface] [prefer]

ntp peer Parameters

Parameter

Description

ip-address

IP address of the peer providing, or being provided, the clock
synchronization

normal -sync

(Optional) Disables the rapid synchronization at startup

version (Optional) Defines the NTP version number

number (Optional) NTP version number (1 to 3)

key (Optional) Defines the authentication key

keyid (Optional) Authentication key to use when sending packets to this
peer

source (Optional) Names the interface

interface (Optional) Name of the interface from which to pick the IP source
address

prefer (Optional) Makes this peer the preferred peer that provides

synchronization

Use the ntp master command in global configuration mode if you want the system to be an
authoritative NTP server (amaster clock), even if the system is not synchronized to an outside
time source or an external NTP source is not available. Stratum is an optional number from 1 to
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15 that indicates the NTP stratum number that the system will claim. By default, the master
clock function is disabled. When enabled, the default stratum is 8.

Caution Use this command with caution. It is very easy to override valid time sources using this
command, especially if a low stratum number is configured. Configuring multiple machines
in the same network with the ntp master command can cause instability in keeping time if
the machines do not agree on the time.

To configure the system to send NTP broadcast packets on a specified interface, use the

ntp broadcast command in interface configuration mode. The version parameter is an optional
number from 1 to 3 indicating the NTP version. Use the destination keyword if you want the
NTP host to restrict broadcast of NTP framesto the IP address of a designated system. The
optional key parameter is configured when only the specified key should be included in the
transmitted NTP broadcast packets.
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NTP Configuration Example

This section presents an NTP configuration example.

NTP Configuration Example

Intermediate Fa0M Client
Source Internet 5
@ Fa0/0 172.16.0.3
Lo0: 172.16.0.1 Lo0: 172.16.0.2

Source (config) #ntp master 5

Source (config) #ntp authentication-key 1 md5 secretsource
Source (config) #ntp peer 172.16.0.2 key 1

Source (config) #ntp source loopback 0

Intermediate(config)#ntp authentication-key 1 md5 secretsource
Intermediate(config)#ntp authentication-key 2 md5 secretclient
Intermediate (config)#ntp trusted-key 1
Intermediate(config)#ntp server 172.16.0.1
Intermediate(config)#ntp source loopback 0

Intermediate (config)#interface Fastethernet0/0

Intermediate (config-int)#ntp broadcast

Client (config) #ntp authentication-key 1 md5 secretclient
Client (config) #ntp trusted-key 1

Client (config)#interface Fastethernet0/1

Client (config-int)#ntp broadcast client
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This example shows three routers configured for NTP exchange. Source is configured as an
authoritative NTP server with stratum 5 and has al settings for an authenticated association
with Intermediate.

Inter mediate receives the time information through the configured association with the Source
and then broadcasts the current time, authenticating it with all available keysviathe
Fastethernet0/0 interface.

Client accepts the broadcast packets on its FastethernetO/1 interface and trusts the messages that
have been authenticated with the NTP key that has been locally configured as trusted.
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Summary

This topic summarizes the key points that were discussed in this lesson.

Summary

» Since OOB management provides higher levels of security and
performance than in-band, the decision to use an in-band solution
must be considered carefully.

* Management communications should use SSH rather than Telnet.

» Implementing a router logging facility is an important part of any
network security policy.

» Syslog is implemented on your Cisco router using syslog router
commands.

* Network management will be greatly enhanced by implementing the
security features of SNMPv3 rather than earlier versions.

» Cisco I0S SNMPv3 server configuration tasks include configuring
SNMP-server engine ID, group names, users, and hosts.

» Cisco routers can be configured as NTP servers or clients.

» Packet authentication and filtering should be used to protect NTP
exchange.
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Lesson 6

Configuring AAA on Cisco
Routers

Overview

This lesson describes authentication, authorization and accounting (AAA). It discusses various
router access modes, and compares the AAA protocols, TACACS+ and RADIUS. The lesson
also describes how to configure, verify, and troubleshoot AAA on a Cisco Systems router
through the command-line interface (CL1), and leads you through the process of AAA
configuration using the Cisco Security Device Manager (SDM).

Objectives

Upon completing this lesson, you will be able to explain the procedures to configure AAA
implementation on a Cisco router using both SDM and CL1. This ability includes being able to
meet these objectives:

m  Describe the three components of AAA

m  Describethe AAA access modes

m Describethe AAA RADIUS and TACACSH+ protocols

m  Configure AAA login authentication on Cisco routers using CL1

m  Configure AAA login authentication on Cisco routers using SDM

m  Troubleshoot AAA on a Cisco perimeter router using the debug aaa command

m  Explain AAA authorization and the commands that are required to configure it on Cisco
routers

m  Explain AAA accounting and the commands that are required to configure it on Cisco
routers
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Introduction to AAA

This topic describes the concepts of authentication, authorization, and accounting.

AAA Model

« Authentication:

— Who are you?

— “lam user student and my password validateme proves it.”
« Authorization:

— What can you do? What can you access?

— “User student can access host serverXYZ using Telnet.”

— “Assign an IP address and ACL to user student connecting through
VPN.”

— “When user student starts an EXEC session, assign privilege level 10.”
« Accounting:

— What did you do? How long and how often did you do it?

— “User student accessed host serverXYZ using Telnet for 15 minutes.”
“User student was connected to VPN for 25 minutes.”

— “EXEC session of user student lasted 20 minutes and only show
commands were executed.”

©2006 Cisco Systems, Inc. All rights reserved. ISCW v1.0—5-3

AAA services provide a higher degree of scalability than line-level and privileged-EXEC
authentication.

Unauthorized accessin campus, dialup, and Internet environments creates the potential for
network intruders to gain access to sensitive network equipment and services. The Cisco AAA
architecture enables systematic and scalable access security.

Network and administrative access security in the Cisco environment, whether it involves
campus, dialup, or Internet access, is based on a modular architecture that has three functional
components: authentication, authorization, and accounting:

m  Authentication: Requires users and administrators to prove that they really are who they
say they are. Authentication is established using a username and password, challenge and
response, token cards, and other methods: “| am user student and my password validateme
provesit.”

m  Authorization: After authenticating the user and administrator, authorization services
decide which resources the user and administrator are allowed to access and which
operations the user and administrator are allowed to perform: “User student can access host
server XYZ using Telnet.”

Other typical authorization tasks are:

—  Assigning parameters, such as | P addresses and access control lists (ACLS) to
connected users

—  Assigning privilege levels to users who run EXEC sessions

—  Controlling the usage of specific EXEC commands
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m  Accounting and auditing: Accounting records what the user and administrator actually
did, what they accessed, and how long they accessed it for accounting and auditing

purposes. Accounting keeps track of how network resources are used: “User student
accessed host ServerXYZ using Telnet for 15 minutes.”

© 2006 Cisco Systems, Inc. Cisco Device Hardening 5-211
The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



Implementing AAA

Cisco networking products support AAA access control using line passwords, alocal
username/password database, or remote security server databases. A local security databaseis
configured in the router for a small group of network users using the user name xyz password
(or secret) strongpassword command. A remote security database is a separate server running
an AAA security protocol, providing AAA services for multiple network devices and large
numbers of network users.

Implementing AAA

Cisco Secure ACS
for Windows Server

NAS

g —&J
PSTN/ISDN

;‘ Corporate

File Server

Console g\l’ —%

Cisco Secure ACS

Solution Engine
4_ Internet Q’
~ — =
4

Router

RaP_185

« Administrative access: Console, Telnet, and AUX access
* Remote user network access: Dialup or VPN access
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Two examples of AAA implementation include authenticating remote users accessing the
corporate LAN through dialup or Internet connections, and authenticating administrators
accessing the router console port, aux port, and vty ports.

Cisco provides three ways of implementing AAA services for Cisco routers, network access
servers (NASs), and switch equipment, as shown in the figure:

m  Self-contained AAA: AAA services may be self-contained in the router or NAS itself (also
known as |local authentication).

m  Cisco Secure ACSfor Windows Server: AAA services on the router or NAS contact an
external Cisco Secure Access Control Server (ACS) for Windows system for user and
administrator authentication.

m  Cisco Secure ACS Solution Engine: AAA services on the router or NAS contact an
external Cisco Secure ACS Solution Engine for user and administrator authentication.
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Router Access Modes

This topic describes the AAA router access modes.

Router Access Modes

Modes Router Ports AAA Command Element
Character mode tty, vty, aux, con login, exec, nasi

(line mode or connection,

interactive login) enable, command

Packet mode async, group-async, ppp, network

(interface mode or BRI, PRI, serial, dialer

link protocol session) | profiles, dialer rotaries
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Understanding router access modesis a key to understanding AAA commands and how they
work to secure your network access server.

With the exception of the aaa accounting system command, all of the AAA commands apply
to either character mode or packet mode. The mode refersto the format of the packets
requesting AAA. If the query is presented as Service-Type = Exec-User, it is presented in
character mode. If the request is presented as Service-Type = Framed-User and Framed-Type =
PPP, it is presented in packet mode.

Character mode allows a network administrator with alarge number of routersin a network to
authenticate one time as the user, and then access all routers configured in this method. The
figure shows how to decode the meaning of an AAA command by associating the AAA
command element with the connection mode to the router.

Primary applications for the Cisco Secure ACS include securing dialup access to a network and
securing the management of routers within a network. Both applications have unique AAA
requirements.

With the Cisco Secure ACS, you can choose a variety of authentication methods, each
providing a set of authorization privileges. These router ports must be secured using the Cisco
|OS software and a Cisco Secure ACS server.
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AAA Protocols: RADIUS and TACACS+

This topic describes the AAA RADIUS and TACACS+ protocols.

AAA Protocols: RADIUS and TACACS+

AAA Protocols TACACS+

Layer 3

Encryption Entire body Password only

Standard Cisco Open/IETF

0726_043
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The best-known and best-used types of AAA protocols are TACACS+ and RADIUS.
TACACS+ supersedes older versions of TACACS and XTACACS. TACACS+ and RADIUS
have different features that make them suitable for different situations.

For example, RADIUS is maintained by a standard that was created by the Internet Engineering
Task Force (IETF); TACACS+ isaproprietary Cisco Systems technology that encrypts data.
Another key difference isthat TACACS+ runsin TCP while RADIUS operatesin User
Datagram Protocol (UDP).

TACACS+ provides many benefits for configuring Cisco devicesto use AAA for management
and termina services. TACACS+ can control the authorization level of users, while RADIUS
cannot. Also, because TACACS+ separates authentication and authorization, it is possible to
use TACACS+ for authorization and accounting while using a different method for
authentication, such as Kerberos.
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RADIUS Authentication and Authorization
This topic describes the RADIUS authentication process.

RADIUS Authentication and Authorization

Access- Request
u @ Username? @ (joe, “mYsEcReT”) = <
—_— > =
\, ® "joe" _ ‘ Access - Accept S 5
7 » * — E
? (Framed_IP = 10.5.5.1,...)
Client -+ @ Password? ACS

* The example shows how RADIUS exchange starts once the
NAS is in possession of the username and password.

e The ACS can reply with Access-Accept message, or Access-
Reject if authentication is not successful.

© 2006 Cisco Systems, Inc. All rights reserved. ISCW v1.0—5-9

@ "mYsEcReT"

>
>

Thisfigureillustrates the authentication process with RADIUS. These steps are involved in the

exchange:

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

The NAS prompts the client for a username.
The client provides a username to the NAS.
NAS prompts for a password.

The client provides the password.

The information about the username and the password is sent to the RADIUS server
using an Access-Request datagram, which contains al the necessary attribute-value
(AV) pairs.

If the user-information is correct, the server responds with an Access-Accept
datagram. The Access-Accept message also contains authorization parametersin the
form of AV pairs, such asthe |P address to be assigned, and so on. If the user
information isinvalid, an Access-Reject message is returned and the NAS
terminates the connection.
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RADIUS Messages

This topic describes the message types involved in a RADIUS authentication exchange.

RADIUS Messages

There are four types of messages:
* Access-Request

» Access-Challenge, to facilitate challenge-response
authentication protocols

* Access-Accept
» Access-Reject

©2006 Cisco Systems, Inc. All rights reserved ISCW v1.0—5-10

There are these four RADIUS message types:

m  Access-Request: Contains AV pairs for the username, password (thisis the only
information that is encrypted by RADIUS), and additional information such asthe NAS
port

m  Access-Challenge: Necessary for challenge-based authentication methods such as
Challenge Handshake Authentication Protocol (CHAP), Microsoft CHAP (MS-CHAP),
and Extensible Authentication Protocol-Message Digest 5 (EAP-MD5)

m  Access-Accept: The positive answer if the user information isvalid

m  Access-Regect: Sent asanegative reply if the user information isinvalid
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RADIUS Attributes

Each message can contain a number of attribute-value (AV) pairs. Some are used for
authentication purposes and some are used for authorization purposes.

RADIUS Attributes

RADIUS messages contain zero or more AV-pairs, for example:
— User-Name

— User-Password (this is the only encrypted entity in RADIUS)
— CHAP-Password

— Service-Type

— Framed-IP-Address

* There are approximately 50 standard-based attributes (RFC
2865).

* RADIUS allows proprietary attributes.
* Basic attributes are used for authentication purposes.
* Most other attributes are used in the authorization process.

isco Systems, Inc. Al rights reserved. ISCW v1.0—5-11

These are examples of commonly used RADIUS AV pairs:
m  User-Name

m  User-Password (the only encrypted entity in RADIUS)
m  CHAP-Password

m  NASIP-Address

m  NAS-Port

m  Service-Type

m  Framed-1P-Address

In addition to approximately 50 AV pairs defined in IETF standards, Cisco has added several
vendor-specific attributes on the server side. Cisco |OS devices will, by default, always use
Cisco AV pairs, but they can be configured to use only IETF attributes for standard
compatibility.

Accounting information is sent within special RADIUS accounting messages.
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RADIUS Features

Y ou can augment standard attributes with proprietary attributes or with extensions to RFC 2865
(for example, RFC 2868, RFC 2869).

RADIUS Features

« Standard protocol (RFC 2865)
« Standard attributes can be augmented by proprietary attributes:

— Vendor-specific attribute 26 allows any TACACS+ attribute to
be used over RADIUS

* Uses UDP on standard port numbers (1812 and 1813; Cisco
Secure ACS uses 1645 and 1646 by default)

* Includes only two security features:
— Encryption of passwords (MD5 encryption)
— Authentication of packets (MD5 fingerprinting)
e Authorization only possible as part of authentication

isco Systems, Inc. Al rights reserved. ISCW v1.0—5-12

RADIUS (Cisco) isthe RADIUS (IETF) support plus IETF attribute 26, the vendor-specific
attribute (VSA) for Cisco. It isunder this VSA that any authorization request specified in the
TACACS+ specification can be sent to an access device through RADIUS.

The most notable limitations of RADIUS include the following:
m Limited security features

m  The combination of authentication and authorization in one function
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TACACS+ Authentication
The figure shows a typical authentication process using the TACACS+ protocol.

TACACS+ Authentication

(O o

@ What is the username prompt?

=
\, . @ Username? @ Use "username:" = ;
o P~ o
Client ® oo > ] > ACS
. @ Password? ® What is the password prompt?
@ "mYsEcReT" - ‘ Use "password:"
@ “"mYsEcReT"

»

‘® ACCEPT/REJECT

e The example shows how TACACS+ exchange starts before
the user is prompted for username and password.

* The prompt text can be supplied by the TACACS+ server.
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The TACACS+ protocol is much more flexible than the RADIUS communication. It permits
the TACACS+ server to use virtually arbitrary dialogs to collect enough information until a
user is authenticated.

Note TACACS+ allows an arbitrary conversation to be held between the daemon and the user,
until the daemon receives enough information to authenticate the user. This is usually done
by prompting for a username and password combination, but may include other items, such
as mother's maiden name, all under the control of the TACACS+ daemon.

The figure illustrates the authentication process with TACACS+. These steps are involved in
the exchange:

Step 1 A user requests access.

Step 2 NAC requests a username prompt from the TACACS+ server.
Step 3 The TACACS+ server provides a username prompt.

Step 4 NAC prompts the user.

Step 5 The user provides a username.

Step 6 NAC forwards the username to the TACACS+ server.

Step 7 NAC requests the password prompt from the TACACS+ server.
Step 8 The TACACS+ server provides a password prompt.

Step 9 NAC prompts the user for the password.

Step 10  User submits the password.
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step 11  NAC forwards the password to the TACACS+ server.
Step 12  The TACACS+ server accepts or rejects the user.
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TACACS+ Network Authorization

The NAS eventually receives one of these responses from the TACACS+ daemon:

m  ACCEPT: The user is authenticated and service may begin. If the NAS s configured to
require authorization, authorization will begin at this time.

m  REJECT: The user hasfailed to authenticate. The user may be denied further access, or
will be prompted to retry the login sequence, depending on the TACACS+ daemon.

m  ERROR: An error occurred at some time during authentication. This can be either at the
daemon or in the network connection between the daemon and the NAS. If an ERROR
response is received, the NAS will typically try to use an alternative method to authenticate
the user.

m  CONTINUE: The user is prompted for additional authentication information.

TACACS+ Network Authorization

u User joe connected @ Network authorization for user “joe”
—_— » =
And authentication @ ACCEPT =

~
7 (use ACL 110, ip route 10.1.1.0/24,...) g
Client ACSi

» The example shows the process of network authorization
which starts after successful authentication.
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Following authentication, the user is aso required to undergo an additional authorization phase,
if authorization has been enabled on the NAS. Users must first successfully complete
TACACS+ authentication before proceeding to TACACS+ authorization.

If TACACS+ authorization is required, the TACACS+ daemon is again contacted and it returns
an ACCEPT or REJECT authorization response. If an ACCEPT response s returned, the
response will contain datain the form of attributes that are used to direct the EXEC or
NETWORK session for that user. This determines the services that the user can access.
Services include the following:

m  Telnet, rlogin, PPP, Serial Line Interface Protocol (SLIP), or EXEC services
m  Connection parameters, including the host or client IP address, ACL, and user timeouts

The figure illustrates the authorization process with TACACSH, after the user has successfully
authenticated. A per-user ACL and static route are uploaded to the NAS. TACACS+ can be
used for uploading a variety of other parameters to the NAS. These steps areinvolved in the
exchange:
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Step 1 NAC issues an authorization request for network access to the TACACS+ server.

Step 2 The TACACS+ server permits or denies access. If the access is permitted,
authorization parameters are sent to the NAC to be applied to the user connection.
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TACACS+ Command Authorization

Another important aspect of authorization is the access control to services available to auser.
Controlling access to configuration commands greatly simplifies the infrastructure security in
large enterprise networks. Per-user permissions can easily be configured on the ACS, which
simplifies the configuration on network devices.

TACACS+ Command Authorization

u Administrator joe Command authorization (level 15) for o B
= logged in via telnet user “joe”, command “configure terminal” L“\S

s "configure terminal" ) ACCEPT
Network NAS ~ ACS

Administrator

24P _189

e The example illustrates the command authorization process
which is repeatedly started for every single command that
requires authorization (based on command privilege level)
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The example in the figure shows the authorization process when a network administrator issues
the configur e terminal command on arouter. The router queries the ACS for permission to
execute the command on behalf of user “joe.”

Note TACACS+ by default establishes a new TCP session for every authorization request, which
may lead to delays when users enter commands. Cisco Secure ACS supports persistent
TCP sessions to improve performance. Both the Cisco Secure ACS and the router have to
be configured for this functionality.
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TACACS+ Attributes and Features
This topic describes TACACS+ attributes and features.

TACACS+ Attributes and Features

« TACACS+ messages also contain AV-pairs, such as these:
- ACL
— ADDR
- CMD
Interface-Config
Priv-Lvl
— Route
e TACACS+ uses TCP on well-known port number 49.
* TACACS+ establishes a dedicated TCP session for every AAA action.
« Cisco Secure ACS can use one persistent TCP session for all actions.

* Protocol security includes authentication and encryption of all
TACACS+ datagrams.
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These are some examples of TACACS+ attributes frequently used for authentication and
authorization:

m  ACL (EXEC authorization): Contains an access-class number to be applied to aline.

m  ADDR (SLIP, PPP/IP authorization): Specifiesthe IP address of the remote host that
should be assigned when using a SLIP or PPP/IP connection.

m CMD (EXEC): The AV pair is used for starting an authorization request for an EXEC
command.

m  Priv-lvl (EXEC authorization): Specifiesthe current privilege level for command
authorizations, a number from O to 15.

m  Route (PPP/IP, SLIP authorization): Specifies aroute to be applied to an interface.

m InACL (PPP/IP, SLIP authorization): Contains aninbound IP ACL for SLIP or PPP/IP
connections.

m  OutACL: Contains an outbound IP ACL for SLIP or PPP/IP.

m  Addr-pool: Specifiesthe name of alocal address pool from which to get the address of the
remote host.

m  Autocmd: Specifies acommand to be automatically executed at EXEC startup.

Many other attributes exist for most network applications, such as dial-in solutions, proxy-
authentication on firewalls, or command authorization for Cisco devices.

TACACSH isthe primary protocol for Cisco AAA implementations and is supported on [0S
routers, switches, and the Cisco PIX Firewall.
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TACACSH, the Cisco proprietary protocol, uses TCP port 49 as a default transport layer.
Normally, each AAA transaction uses a dedicated TCP connection. A single session can be
established to ensure less server load and better detection of abreak in communication. This
session persists aslong as the server or the network device is operational.
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Configuring the AAA Server

This section describes how to configure an |OS router to communicate with an AAA server.

Configuring the AAA Server

TACACS+

router (config) # aaa new-model

router (config)# tacacs-server host 192.168.229.76
single-connection

router (config)# tacacs-server key sharedl

or

router (config) # aaa new-model
router (config) # radius-server host 192.168.229.76
router (config) # radius-server key sharedl

012G_044

RADIUS
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These are the first steps in configuring the network access server:

Step 1 Globally enable AAA to alow the use of all AAA elements. Thisstepisa
prerequisite for all other AAA commands.

Step 2 Specify the Cisco Secure ACS that will provide AAA services for the network
access server.

Step 3 Configure the encryption key that will be used to encrypt the data transfer between
the network access server and the Cisco Secure ACS.

The table shows commonly used AAA configuration commands and describes their function.

AAA Configuration Commands

Command Description

aaa new-model Enables AAA on the router. Prerequisite for all other AAA
commands.

tacacs-server host ip- Indicates the address of the Cisco Secure ACS server and

address single- specifies use of the TCP single-connection feature of Cisco

connection Secure ACS. This feature improves performance by maintaining

a single TCP connection for the life of the session between the
network access server and the Cisco Secure ACS server, rather
than opening and closing TCP connections for each session (the

default).
tacacs-server key key Establishes the shared secret encryption key between the
network access server and the Cisco Secure ACS server.
radius-server host ip- Specifies a RADIUS AAA server.
address
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Command Description

radius-server key key Specifies an encryption key to be used with the RADIUS AAA
server.
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Configure AAA Login Authentication on Cisco
Routers Using CLI

This topic describes the configuration of AAA login authentication using Cisco I0OS CL1I.

AAA Authentication Commands

Router (config) #

aaa authentication login {default | list name} group
{group name | tacacs+ | radius} [method2 [method3
[method4]1]]

* Use this command to configure the authentication process.

Router (config) #aaa authentication login default group tacacs+
local line

©2006 Cisco Systems, Inc. All rights reserved. ISCW v1.0—5-19
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The authentication login command in global configuration mode enablesthe AAA
authentication process.

aaa authentication login {default | list-name} group { group-name | radius | tacacs+}
[method2 [method3 [method4]]]

aaa authentication login Parameters

Parameter Description

default This command creates a default that is automatically applied to
all lines and interfaces, specifying the method or sequence of
methods for authentication.

list-name This command creates a list, with a nhame of your choosing, that
is applied explicitly to a line or interface using the method or
methods specified. This defined list overrides the default when
applied to a specific line or interface.

group group-name These methods specify the use of an AAA server. The group
radius and group tacacs+ methods refer to previously defined
RADIUS or TACACS+ servers. The group-name string allows the
group tacacs+ use of a predefined group of RADIUS or TACACS+ servers for
authentication (created with the aaa group server radius or aaa
group server tacacs+ command).

group radius
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Parameter

Description

method2
method3
method4

This command executes authentication methods in the listed
order. If an authentication method returns an error, such as a
timeout, the Cisco I0S software attempts to execute the next
method. If the authentication fails, access is denied. You can
configure up to four methods for each operation. The method

must be supported by the authentication operation specified. A

general list of methods includes:

= enable: Uses the enable password for authentication
= group: Uses server-group

= Kkrb5: Uses Kerberos Version 5 for authentication

= line: Uses the line password for authentication

= local: Uses the local username and password database for

authentication

= local-case: Uses case-sensitive local username
authentication

= none: Uses no authentication
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Character Mode Login Example

This topic describes the configuration of AAA character mode login authentication using Cisco
IOSCLI.

Character Mode Login Example

Router#show running-config

aaa new-model
aaa authentication login default group tacacs+ local
aaa authentication login my list group tacacs+

line con 0

line aux 0

line vty 0 4

login authentication my list

* Because the authentication has not been specified for line
con 0 and aux 0, the default option will be used.
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The table describes how to configure AAA authentication using TACACS+.

Command Description

aaa authentication The default login is TACACS+ server. If no response from the

login default group server, then use the local username and password database.

tacacs+ local

aaa authentication Used for character mode username and password challenge. A

login my list group new list name, my _list, is defined, and the only method is

tacacs+ TACACS+.

line con 0 Enters console configuration mode.

login authentication Configures the console line to use the AAA list name my_list,

my list which has been previously defined to use only TACACS+.

line 1 48 Configures lines 1 through 48 to use the AAA list name my_list,

login authentication which has been previously defined to use only TACACS+.

my list

line vty 0 4 On lines vty 0 through 4, the default list is used, which in this
case specifies the aaa authentication login default tacacs+
local command.
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Configure AAA Login Authentication on Cisco
Routers Using SDM

This topic describes the procedure to configure AAA login authentication on Cisco routers
using SDM.

Enabling AAA in SDM

& E a a 2 Cisco SysTems
@ Lo ﬁﬂé} i Mool || i Save Search Help

Tasks @ Additional Tasks

-5 Rouler Praperties

B8 Router Access ARA(Disabled) Enahle %4

£ User Accountsiview Aftribute ‘ S
% Wanagementaccess || SEMETS aNG Groups HONE
E’i 55H o Authentication Policies NONE
&

1 DHCP Authorization Policies NONE

w8 Dynamic DNS Methads
EH_] ACL Editor

~{B' Partto Application Mapping:
=0k

~{f Local Foals

- Router Provisianing

1P Resetto factory default
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The first task when configuring AAA using the Security Device Manager isto enable AAA.
This option is available under Configure > Additional Tasks> AAA. Locate the Enable
AAA button in the upper right corner to enable AAA on the router.
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Confirming the AAA Activation

After clicking the button Enable AAA, the SDM will perform some precautionary tasksto
prevent locking the router or disconnecting the SDM session.

Confirming the AAA Activation

% Additional Tasks
E-75 Rauter Properties -
B8 Router Access AL DR Ied) = Enable AfA
£ User Accountsiview Enable A4A |_'X_|
LyTy =

- 55H SDM will perform the fallowing precautionary tasks while enabling
B DHGP : A48 to prevent loss of access to the router,

e Cynamic DS Methods = . _
B-_1 ACL Editor * Configure authentication and authorization for vty lines. The lacal

fs‘ Paort to Application Mappings Ealabase will be used for both authentication and authorization.
[_]@ Configure authentication for the console line. The local database

(@ A Senvers and Groups wiill he used for authentication.
{8 authentication Policies
B8 Authorization Policies

fﬁ‘ Local Poaols

{4 Router Provisioning

tﬁ Resgetto factory default

Do you want to enahle AMAT

ISCW v1.0—5-23
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Defining AAA Servers

When AAA is enabled on the router, you can proceed to the task of defining AAA servers.
Locate the AAA Servers option under Configure > Additional Tasks> AAA > AAA Servers
and Groups. Click the Add button in the upper right corner to create anew AAA server entry.

Defining RADIUS Servers

5 Router Properties AAA Servers Global Setings.. | ado.. |
-8 Router Access
-] DHCP Server IP Server Type Timeout Parameters

{B' DNg —
3 Dynarnic DNS Methods Add A Server ['i|

E-_1ACL Editor

ég,:;:m Application Mapping — Server Type ’W‘ sl e
B8 aAA Servers and Groups
(o= Server IP or Host: 10.1.1.10
B ARA Groups
E-_8 Authentication Policies Autharization Part Accounting Port:
(@ Authorization Policies
1B Local Pools 1645 1648

@ Router Provisioning

5 Reset o factory default Server-Specific Setup (Optional)y

Timeaut (seconds): [
v Configure Key

Current Key: =MONE=

New Key [

Confirm Key: lmli

QK ‘ Cancel | Help |
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Thefigure illustrates how to define a RADIUS server. After you click the Add button in the
AAA Servers configuration section, an Add AAA Server window appears. Y ou can choose
either RADIUS or TACACS+ from the Server Type drop-down box. When you choose
RADIUS, you have the option of modifying the UDP ports for authorization and accounting,
setting the timeout, and configuring the RADIUS key.
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Defining TACACS+ Servers

-7 Router Praperties AAA Servers Globzl etings... | Acd. |
E-_8 Router Access
- DHCP Server IP ‘ ServerType| Tlmeuut| Parameters
-1 D8 104110 RADIUS 5 Authorization Port.1 645, Accounting Port. 1646
-8 Dynamic DNS Methods —=
-1 ACL Editor Add Aad Server X

fﬁ‘ FPortto Application Mappings
B8 Aan o ServerType [TACACE+ -

B8 A Servers and Groups

B

B AAA Groups Server IP or Host: 101110
-8 Authentication Policies
E-(8 suthorization Folicies [v Single cannection to serverior CiscoSecure)
fﬁ'Lucal Pools

6‘ Router Provisioning
5 Reset ta factary default

- Server-Specific Setup (Optional)

Tirmeout (seconds):
v Configure Key

Current Key: =MNONE=

Mewy Key: R
Confirm Key: i

oK ‘ Cancel | Help ‘
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This example illustrates how to create and configure an entry for a TACACS+ server.
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Creating a Login Authentication Policy

Next, you will have to create or modify an authentication policy.

Creating a Login Authentication Policy

@ Additional Tasks

E-75 Router Properties i = e
B3 Router Access e eao.| gt | elee |
User Accountsiiew
BTy List Marme hethod 1 Method 2 Method 3 hethod 4
e, Manaoement Access
A1 a5H : it e :
Ler fdd a Method or Authe g i or A atio og
{5 ONS :
-0 — — Name: |UserDefined || Selectmethadis) fram the fallowing list:
s Dynamic
E}%ﬁgﬁédxﬁgm Method Usage Description
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This option can be found in the menu Configure > Additional Tasks> AAA >
Authentication Policies > Login. Y ou can either edit an existing policy by highlighting it and
selecting the Edit button in the upper right corner, or create a new policy by clicking the Add
button. After AAA is enabled on the router, a default authentication policy (using local
authentication) is automatically created by SDM to prevent session lockout. The figure above
shows how to create a new policy named radius_|local that should use group radius as the first
authentication method.
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Configuring a Login Authentication Policy

The authentication policy radius local that uses the configured RADIUS server as the only
authentication method will not be able to authenticate any users if the RADIUS server fails.
Therefore, you may configure one or more backup authentication methods that would be used
in the event of RADIUS failure.

Configuring a Login Authentication Policy

%@ Additional Tasks

g pouter Froneres Authentication Login agd. | Edit.| Delete
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B-{8As8 Servers al [ MName: |UserDefined -
E-@Aulhemmatinn Method Usage Description
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~-{B' Local Pools krb& Use Kerberos § authentication
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local-case sitive local username a

none M authentication
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0K \ cancel

0K Cancel Help | |
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In this example, you add the local authentication as a backup authentication method to the
policy radius_local.
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Creating an EXEC Authorization Policy

Next, you can create or modify an authorization policy.

Creating an EXEC Authorization Policy

@ Additional Tasks

E-75 Router Propeties e
B8 Router Access ETB LTI Add Edit Delete
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B8 AnA e
B8 Ana Servers — Name: [User Detned =] Select methodis) fram the following list
EH_Y Authenticati
: @ euthenticatiy . Method Usage Description
Specify |radius_lacal group radius Use list of all Radius hosts
i. group tacacs+ Use list of all TACACS+ hosts.
fﬁ’ Local Pools iauthenticated Succeed if user has authenticated
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This option can be found in the menu Configure > Additional Tasks > AAA > Authorization
Policies > Edit. You can either edit an existing policy by highlighting it and clicking the Edit
button in the upper right corner, or create a new policy by clicking the Add button. After AAA
is enabled on the router, a default authentication policy (using local authentication) is created.
The figure shows how to create a new policy, named radius local, that should use group
radius as the first authentication method. The policy name in this exampleisidentical to the
previously configured authentication policy because it should use the same methods. The
names of the authentication and authorization policies may be different or the same.
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Configuring an EXEC Authorization Policy

The authorization policy radius _local that uses the configured RADIUS server asthe only
authorization method will not be able to authorize any users if the RADIUS server fails.
Therefore, you may configure one or more backup authentication methods that would be used
in the event of RADIUS failure.

Configuring an EXEC Authorization Policy

gg ggﬂtz:msi;ﬂes Exec Authorization add. | Edit.| Delete
EH_] DHCP

b= Tt ListName Wethad 1 Methad 2 Methad 3 Method 4

b Dynamic DNS Methods

E_] ACL Editor i
{6 Portto Applicatil
Ana

i oL ash Servers | Name: [User Defined=|| SelEet method(s) fram the Tollowing list
B8 Authenticati

B8 Authorizatio Sy |rad|us Jocal Method Usage Description

= 3 - group radius Use list of all Radius hosts
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o Resetto faetory Methods (specify up to 4 L sz e
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oK | cancel
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In this example, you add the local authorization as a backup authorization method to the policy
radius local.
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Creating Local User Accounts

After you decide to use local authentication in the AAA configuration on the router, you will
populate the local router database with user accounts. This option is available in the menu
Configure > Additional Tasks> Router Access> User Account/View. You can add or
modify user accounts by clicking the Add or Edit buttons, respectively.

Creating Local User Accounts

9 Additional Tasks

B Router Properties User AccountsiView Add
B8 Router Access
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| —
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EJ"% gzgp Enter the username and password
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B ACL Editor
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B8 Asn
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Confirm Mew Passward m‘
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QK | Cancel | Help ‘
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In this example, anew user joe is created using the password encryption scheme.
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Configuring VTY Line Parameters

Next, you may want to apply the created authentication policy to router access ports, such as
the console port, vty lines, or auxiliary port.

Configuring VTY Line Parameters

@ Additional Tasks

-7 Router Properties WTYs Edit...
B8 Router Access

-~ User Accountsiview

lterm Mame ‘ ltern Yalue
Line Range 0-4
Input Protocols Allowed Mane
BI- Output Protocals Allowed Mane
EXEC timeaout 10
-2 Dynamic DMS Methods Inhound Access-class Mone

-1 ACL Editor - Mone
B Portto Application Mappingg [Seat i TREREE default
B8 a4 default
fﬁ’ Local Pools

¢! Router Provisioning

- ﬁ Resetto factory default
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Y ou do not have to apply to the default authentication policy because it is applied by default. If
you wish to apply an authentication policy to vty lines, select the menu Configure >
Additional Tasks> Router Access>VTY > Authentication Policy and click the Edit button
in the upper right corner.
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Applying Authentication Policy to VTY Lines

The Edit VTY Lines window will open and you can choose the desired policy from the
Authentication Policy drop-down menu.

Applying Authentication Policy to VTY Lines

File Edit View Tools Help Edit ¥TY Lines.

| B
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Inthe Edit VTY Lineswindow, you can select which vty linesto edit, specify the EXEC
timeout, select the transport protocols, apply access rules, and select the authentication and
authorization policies from the respective drop-down boxes. There is a preconfigured default
authentication policy, and the custom policies that have additionally been created. The default
authentication policy usesthe local method, that is, it usesthe local user database, to control
access. In this example, the custom authentication policy radius_local is being applied to the
vty lines.
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Applying Authorization Policy to VTY Lines

Inthe Edit VTY Lineswindow, you can choose the desired policy from the Authorization
Policy drop-down menu.

Applying Authorization Policy to VTY Lines

File Edit Yiew Tools Help Edit YTY Lines.
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Inthe Edit VTY Lineswindow, you can select the authorization policy. Thereisa
preconfigured default authorization policy, and the custom policies that have additionally been
created. The default authorization policy uses the local method, that is, it usesthe local user
database to control access. In this example, the custom authorization policy radius_local is
being applied to the vty lines.
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Verifying AAA Login Authentication Commands

This configuration lists all commands actually sent to the router as aresult of the AAA
configuration performed in SDM.

Verifying AAA Login

Authentication Commands

aaa new-model

1

aaa authentication login default local

aaa authentication login radius_local group radius group radius
aaa authorization exec default local

1

username joe secret 5 $13S1Zh$Io83V..6/8WEQYTis2SEW1l

1

tacacs-server host 10.1.1.10 single-connection key secrettacacs
radius-server host 10.1.1.10 auth-port 1645 acct-port 1646 key
secretradius

1

line vty 0 4

login authentication radius_ local
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Thefirst, second, and fourth command result from enabling AAA on the router. The remaining
commands are used to define an authentication policy, create aloca user account, configure the
AAA servers, and apply the authentication policy to the vty lines.
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Troubleshoot AAA Login Authentication on Cisco
Routers

This topic describes troubleshooting methods of the AAA login authentication on Cisco |0S
routers.

Troubleshoot AAA Login

Authentication on Cisco Routers

router#

debug aaa authentication

e Use this command to help troubleshoot AAA authentication
problems.
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Use the debug aaa authentication command on your routersto trace AAA packets and
monitor authentication.

The command displays debugging messages on authentication functions.
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Troubleshoot AAA Authentication Example

Troubleshoot AAA Authentication Example

R2#debug aaa authentication

113123: Feb 4 10:11:19.305 CST: AAA/MEMORY: create user (0x619C4940) user=''
ruser='' port='ttyl' rem addr='async/81560' authen type=ASCII service=LOGIN priv=1l
113124: Feb 4 10:11:19.305 CST: AAA/AUTHEN/START (2784097690): port='ttyl' list='"'
action=LOGIN service=LOGIN

113125: Feb 4 10:11:19.305 CST: AAA/AUTHEN/START (2784097690): using "default" list
113126: Feb 4 10:11:19.305 CST: AAA/AUTHEN/START (2784097690): Method=LOCAL
113127: Feb 4 10:11:19.305 CST: AAA/AUTHEN (2784097690): status = GETUSER

113128: Feb 4 10:11:26.305 CST: AAA/AUTHEN/CONT (2784097690): continue login
(user="' (undef) ')

113129: Feb 4 10:11:26.305 CST: AAA/AUTHEN (2784097690): status = GETUSER

113130: Feb 4 10:11:26.305 CST: AAA/AUTHEN/CONT (2784097690): Method=LOCAL

113131: Feb 4 10:11:26.305 CST: AAA/AUTHEN (2784097690): status = GETPASS

113132: Feb 4 10:11:28.145 CST: AAA/AUTHEN/CONT (2784097690): continue login
(user='diallocal')

113133: Feb 4 10:11:28.145 CST: AAA/AUTHEN (2784097690): status = GETPASS

113134: Feb 4 10:11:28.145 CST: AAA/AUTHEN/CONT (2784097690): Method=LOCAL

113135: Feb 4 10:11:28.145 CST: AAA/AUTHEN (2784097690): status = PASS
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The debug aaa authentication command displays debugging messages on authentication
functions. In the example, a user attempts to log in to the router viathe tty1 port and tries to
access the user mode (privilege level 1) using a plaintext authentication method (Password
Authentication Protocol [PAP]). The router identifies the “default” list to be used for
authentication. The “default” list has been configured for authentication against the local user
database. Subsequent status messages of ‘GETUSER’ and ‘GETPASS' indicate that the router
collects the username and password. A lookup in the local database, denoted as‘LOCAL’ in
the debugging output, verifies that the submitted credentials are correct, and the user is
permitted to access the router. This state correspondsto the ‘PASS' status in the debugging
output.

© 2006 Cisco Systems, Inc. Cisco Device Hardening 5-245

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



AAA Authorization Commands

This topic describes how to enable AAA authorization.

AAA Authorization Commands

Network Cisco Secure
Access Server ACS

router (config) #

aaa authorization {network | exec | commands level | config-commands
| reverse-access} {default|list-name} methodl [method2...]

Example:

|router(config)#aaa authorization exec default group radius local none |
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Y ou can configure the access server to restrict the user to perform certain functions only after
successful authentication. Use the aaa authorization command in global configuration mode
to select the function authorized and the method of authorization.

aaa authorization { network | exec | commands level | config-commands | r ever se-access}
{default | list-name} methodl [method?2...]

aaa authorization Parameters

Parameter Description

network All network services, including SLIP, PPP, and AppleTalk Remote
Access protocol (ARA protocol)

exec EXEC process

commands level All EXEC commands at the specified level (0-15)

config-commands For configuration mode commands

reverse-access For reverse Telnet connections

if-authenticated Allows the user to use the requested function if the user is
authenticated

local Uses the local database for authorization (with the username
password or username secret commands)

none Performs no authorization

group radius Uses RADIUS for authorization

group tacacs+ Uses TACACS+ for authorization
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Authorization Example

This topic provides an authentication and authorization example with character mode access.

Authorization Example

R2#show running-config

aaa new-model
1

aaa authentication login default local

aaa authentication enable default group tacacs+ enable
aaa authorization exec default group tacacs+ local

aaa authorization commands 1 default group tacacs+ local
aaa authorization commands 15 default group tacacs+ local

username admin password 0 ciscol23
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The table shows character mode with authorization commands.

Example of AAA Command Usage

Command

Description

aaa authentication
enable default group
tacacs+ enable

Determines if the user can access the enabled command level. If
authentication via TACACS+ server is unavailable, then use the
enable password.

aaa authorization exec
default group tacacs+
local

Determines if the user is allowed access to an EXEC shell, and, if
s0, which shell attributes are permitted or denied. The method is
TACACSH+. If there is no response from the TACACS+ server,
then the method is local, using the local username and password
database.

aaa authorization
command n default
group tacacs+ local

Runs authorization for all commands at the specified privilege
level (n). It is possible to have every line entered by a user
authorized by TACACS+.
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Troubleshooting Authorization

To display information on AAA authorization, use the debug aaa authorization command in
privileged-EXEC mode. Use the no debug aaa authorization form of the command to disable
this debug mode.

router#

Troubleshooting Authorization

debug aaa authorization

* Use this command to help troubleshoot AAA authorization
problems.

R2#debug
:23:21:

NNNDNDNDNDDNDDN

aaa authorization
AAA/AUTHOR (0): user='carrel'

: AAA/AUTHOR (0): send AV service=shell

: AAA/AUTHOR (0): send AV cmd*

: AAA/AUTHOR (342885561): Method=TACACS+

: AAA/AUTHOR/TAC+ (342885561): user=carrel

: AAA/AUTHOR/TAC+ (342885561): send AV service=shell
: AAA/AUTHOR/TAC+ (342885561): send AV cmd*

: AAA/AUTHOR (342885561): Post authorization status

= FAIL
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The figure displays sample output from the debug aaa authorization command, which
performs an EXEC authorization for user carrel. The output is interpreted as follows:

m  Onthefirst line, the username carrel is authorized.

m  On the second and third lines, the AV pairs are authorized.

m  Thedebug output displaysaline for each AV pair that is authorized.

m  Thedisplay indicates the authorization protocol used.

m  Thefinal linein the display indicates the status of the authorization process, which, in this
case, hasfailed.

The aaa authorization command causes a request packet containing a series of AV pairsto be
sent to the TACACS daemon as part of the authorization process. The daemon respondsin one
of the following three ways:

m  Acceptstherequest asis

m  Makes changes to the request

m  Refuses the request, thereby refusing authorization

The table describes AV pairs associated with the debug aaa authorization command that may
appear in the debug output.
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AV Pairs Associated with the debug aaa authorization Command

AV Pair

Description

service=arap

Authorization for the ARA protocol is being requested.

service=shell Authorization for EXEC startup and command authorization is
being requested.

service=ppp Authorization for PPP is being requested.

service=slip Authorization for SLIP is being requested.

protocol=Icp Authorization for Link Control Protocol (LCP) is being requested
(lower layer of PPP).

protocol=ip Used with service=slip and service=ppp to indicate which protocol
layer is being authorized.

protocol=ipx Used with service=ppp to indicate which protocol layer is being

authorized.

protocol=atalk

Used with service=ppp or service=arap to indicate which protocol
layer is being authorized.

protocol=vines

Used with service=ppp for Virtual Integrated Network Service
(VINES) over PPP.

protocol=unknown

Used for undefined or unsupported conditions.

cmd=x

Used with service=shell, if cmd=NULL. This is an authorization
request to start an EXEC. If cmd is not NULL, this is a command
authorization request and will contain the name of the command
being authorized (for example, cmd=telnet).

cmd-arg=x

Used with service=shell. When performing command
authorization, the name of the command is given by a cmd=x pair
for each argument listed (for example, cmd-arg=archie.sura.net).

acl=x

Used with service=shell and service=arap. For ARA, this pair
contains an ACL number. For service=shell, this pair contains an
access class number (for example, acl=2).

inacl=x

Used with service=ppp and protocol=ip. Contains an IP input ACL
for SLIP or PPP/IP (for example, inacl=2).

outacl=x

Used with service=ppp and protocol=ip. Contains an IP output
ACL for SLIP or PPP/IP (for example, outacl=4).

addr=x

Used with service=slip, service=ppp, and protocol=ip. Contains
the IP address that the remote host should use when connecting
via SLIP or PPP/IP (for example, addr=172.30.23.11).

routing=x

Used with service=slip, service=ppp, and protocol=ip. Equivalent
in function to the /routing flag in SLIP and PPP commands. Can
either be true or false (for example, routing=true).

timeout=x

Used with service=arap. The number of minutes before an ARA
session disconnects (for example, timeout=60).

autocmd=x

Used with service=shell and cmd=NULL. Specifies an
autocommand to be executed at EXEC startup (for example,
autocmd=telnet yxz.com).

noescape=x

Used with service=shell and cmd=NULL. Specifies a no escape
option to the username configuration command. Can be either
true or false (for example, noescape=true).
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AV Pair Description

nohangup=x Used with service=shell and cmd=NULL. Specifies a no hangup
option to the username configuration command. Can be either
true or false (for example, nohangup=false).

priv-Ivi=x Used with service=shell and cmd=NULL. Specifies the current
privilege level for command authorization as a number from 0 to
15 (for example, priv-lvl=15).

zonelist=x Used with service=arap. Specifies an AppleTalk zonelist for ARA
(for example, zonelist=5).

addr-pool=x Used with service=ppp and protocol=ip. Specifies the name of a
local pool from which to get the address of the remote host.
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AAA Accounting Commands

This topic describes how to use AAA accounting commands.

Network
Access Server

router (config) #

AAA Accounting Commands

Cisco Secure
ACS

group {tacacs+ | radius}

aaa accounting {command level | connection | exec | network |
system} {default | list-name} {start-stop | stop-only | wait-start}

Example:

|R2(config)#aaa accounting exec default start-stop group tacacs+ |
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Use the aaa accounting command in global configuration mode for auditing and billing

pUrposes.

aaa accounting { commands level | connection | exec | network | system} {default | list-
name} {start-stop | stop-only | wait-start} group {tacacst | radius}

aaa accounting Parameters

Parameter

Description

commands level

Audits all commands at the specified privilege level (0-15).

connection Audits all outbound connections, such as Telnet and rlogin.

exec Audits the EXEC process.

network Audits all network service requests, such as SLIP, PPP, and
ARAP.

system Audits all system-level events, such as reload.

start-stop

Sends a start accounting notice at the beginning of a process and
a stop accounting notice at the end of a process. The start
accounting record is sent in the background. The requested user
process begins regardless of whether the start accounting notice
has been received by the accounting server.

stop-only

Sends a stop accounting notice at the end of the requested user
process.
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Parameter Description

wait-start As in start-stop, sends both a start and a stop accounting notice
to the accounting server. With the wait-start keyword, the
requested user service does not begin until the start accounting
notice is acknowledged. A stop accounting notice is also sent.

group {tacacs+ Uses TACACS+ for accounting, or enables RADIUS-style
radius} accounting.
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AAA Accounting Example

The exampl e shows how to configure a Cisco 10S router for accounting of user EXEC

SESSioNS.

AAA Accounting Example

aaa
1

aaa
aaa
aaa

R2#show running-config | begin aaa

new-model

authentication login default group tacacs+ local
authorization exec default group tacacs+ local
accounting exec default start-stop group tacacs+

tacacs-server host 10.1.1.3
tacacs-server key SeCrEtKeY

Accounting of user EXEC sessions requires that aaa new-model is enabled, and that the

©2006 Cisco Systems, Inc. All rights reserved.
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authentication and authorization configuration isin place. In the example, TACACS+ is used
for authentication, authorization, and accounting purposes.
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The Cisco Secure ACS serves as a central repository for accounting information by completing
the access control functionality. Accounting tracks events occurring on the network.

Each session that is established through the Cisco Secure ACS can be fully accounted for and
stored on the server. This stored information can be very helpful for management, security
audits, capacity planning, and network usage billing. In the example, you use the Cisco Secure
ACS to view the accounting information for user EXEC sessions. In ACS, select Reportsand
Activity > Tacacst+ Accounting, and if needed - Refresh, to view the current accounting

information.
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Troubleshooting Accounting

To display information on accounting events as they occur, use the debug aaa accounting
privileged EXEC command, as shown in the figure. Use the no debug aaa accounting
command to disable debug mode. This figure displays sample output from the debug aaa
accounting command.

Troubleshooting Accounting

router#

debug aaa accounting

* Use this command to help troubleshoot AAA accounting
problems.

R2#debug aaa accounting

16:49:21: AAA/ACCT: EXEC acct start, line 10

16:49:32: AAA/ACCT: Connect start, line 10, glare

16:49:47: AAA/ACCT: Connection acct stop:

task id=70 service=exec port=10 protocol=telnet address=172.31.3.78
cmd=glare bytes_in=308 bytes_out=76 paks_in=45 paks_out=54
elapsed time=14
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The information displayed by the debug aaa accounting command is independent of the
accounting protocol used to transfer the accounting information to a server. Use the debug
tacacs and debug radius protocol -specific commands to get more detailed information about
protocol-level issues.

Y ou can also use the show accounting command to step through all active sessions and to print
all the accounting records for actively accounted functions. The show accounting command
enables you to display the active accounting events on the system. This command provides you
with aquick look at what is happening, and may also be useful for collecting information in the
event of dataloss on the accounting server. The show accounting command displays additional
dataontheinternal state of the AAA security system, if the debug aaa accounting command is
active aswell.

In the example debugging output, the first two messages inform about the start of an EXEC
session through port 10. The third message informs about the termination of that connection
and provides additional parameters about the endpoint address, the amount of exchanged data,
and session duration.
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Summary

This topic summarizes the key points that were discussed in this lesson.

Summary

* Authentication, authorization, and accounting are used to
effectively control network access.

e The router access modes for AAA are character and packet.
* The most popular AAA protocols are TACACS+ and RADIUS.
* AAA can be configured on the router using CLI or SDM.

» SDM simplifies the AAA configuration process.

* One of the troubleshooting tools for login authentication is
the debug aaa authentication command.

* The aaa authorization exec command is used for character
mode while aaa authorization network command is used for
packet mode access authorization.

* The aaa accounting command provides numerous options for
accounting purposes.
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References
For additional information, refer to these resources;

m  Remote Authentication Dial In User Service (RADIUS) at:
http://www.ietf.org/rfc/rfc2865.txt

m  TACACS+ Attribute-Value Pairs at:
http://www.cisco.com/en/US/products/ps6350/products_configuration_guide chapter09186
a00804fe2d8.html
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Module Summary

This topic summarizes the key points that were discussed in this module.

Module Summary

» Attacks can target various components of modern networks,
such as system integrity, confidentiality, and availability.

» Disabled unneeded router services and interfaces make the
router less vulnerable to attacks.

e Administrative access should be secured using password
security features, proper failed login handling, and role-
based CLI.

* Network devices should be managed using secure protocols,
such as SNMPv3, SSH, SSL, and authenticated NTP.

» Syslog is the ubiquitous logging protocol.
» ACLs filter malicious traffic and mitigate attacks.

* AAA operations can be offloaded to a TACACS+ or RADIUS
server to increase security and scalability.

©2006 Cisco Systems, Inc. All rights reserved, ISCW v1.0—5-1

This module describes various aspects of Cisco device hardening. The most common threats to
network devices are described, along with mitigation techniques. The module explains that
attackers can compromise unused services, and provides methods to disable them using the
command-line interface (CLI) and Security Device Manager (SDM). Administrative access
security is introduced, including password security, protection of various access paths, failed
login handling, security banner, privilege levels, role-based CL1, and secure configuration files.
Furthermore, the module covers traffic filtering using access control lists (ACLS), and explains
how to design and implement a secure management system, including secure protocols such as
Secure Shell (SSH), Simple Network Management Protocol version 3 (SNMPv3), and
authenticated Network Time Protocol (NTP). The modul e addresses the logging component of
amanagement solution that uses the syslog protocol and various logging levels. The module
also describes authentication, authorization, and accounting (AAA), and describes its
configuration using both the CLI interface and the SDM. A detailed comparison between the
AAA protocols RADIUS and TACACS+ is aso provided.
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Module Self-Check

Use the questions here to review what you learned in this module. The correct answers and
solutions are found in the Module Self-Check Answer Key.

Q1) Whatisamagjor difficulty that a hacker would encounter when performing an IP
spoofing attack? (Source: Mitigating Network Attacks)
A) It isdifficult to source packets using the | P address of someone else.
B) Antispoofing ACLs usually block such attacks.

) Return traffic typically does not go back to the attacker.
D) URPF always blocks such attacks.

Q2) Whatisatypical attack against a public web server? (Source: Mitigating Network
Attacks)
A) DoSby TCP SYN flooding
B) brute-force attack

()] packet sniffer
D) exploit of Telnet-based management

Q3)  Which AutoSecure mode should be used for setting up SSH access to arouter with an
empty configuration: interactive or non-interactive? (Source: Disabling Unused Cisco
Router Network Services and Interfaces)

A) Non-interactive, if default settings are desired.

B) Interactive, because the administrator must provide the hostname and domain
name.

()] Non-interactive, because the RSA keys are generated using the default length.

D) Interactive, because it is considered more secure.

Q4)  Can AutoSecure affect connectivity of alab environment with private addresses?
(Source: Disabling Unused Cisco Router Network Services and Interfaces)

A) No, AutoSecure does not have any caveats.

B) Y es, because management plane security requires public addressing.

C) Y es, because forwarding plane filtering blocks packets sourced from private
address ranges.

Q5) How can you provide the same degree of protection to line-level passwords and the
enable secret password? (Source: Securing Cisco Router Installations and
Administrative Access)

A) By enabling the service passwor d-encryption.
B) By lowering the protection of the enable secret to the Vigenere cipher.
()] Y ou cannot, because the line-level passwords can only be protected using the

service passwor d-encryption (Vigenere cipher) and the enable secret
password cipher uses MD5 encryption.
D) By enabling enhanced password security for line-level passwords.
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Q6)  What isthe Cisco 10S Resilient Configuration feature used for? (Source: Securing
Cisco Router Installations and Administrative Access)

A)

B)
C)
D)

to speed up the recovery process once arouter is compromised and the 10S
image or configuration is erased

to provide deviceresilience in a standby router setup

to prevent anyone from reading the configuration file or the |OS image

to provide a backup configuration file once the primary is corrupted

Q7)  Why would you use an explicit deny statement to drop all remaining packets at the end
of an ACL? (Source: Mitigating Threats and Attacks with Access Lists)

A)

B)
C)
D)

Animplicit deny statement at the end of an ACL works only under certain
conditions.

An explicit deny is recommended for strict packet dropping.

To log the corresponding event.

Allows longer ACLsto be compiled more effectively.

Q8  How canyou use ACLsto control Telnet and SSH access to a Cisco 10S router?
(Source: Mitigating Threats and Attacks with Access Lists)

A)

B)
C)

D)

The only method is to apply the ACLs to the router interfacesin inbound
direction.

By using configuration commands telnet and ssh that control such access..
The only method is to use the access-class command in combination with the
filtering ACL.

By using the access-class command in combination with the filtering ACL or
applying the filtering ACLs to the router interfaces in inbound direction.

Q9)  Which two of the following can you use to secure a syslog transmission? (Choose two.)
(Source: Securing Management and Reporting Features)

A)
B)
C)
D)
E)

ACL deployment

I Psec protection

SSL protection

an out-of-band channel dedicated to management traffic
nothing, syslog is considered secure for most environments

Q10) Which IP protocol and port is used by NTP? (Source: Securing Management and
Reporting Features)

A)
B)
C)
D)

TCP, port 112
UDP, port 112
TCP, port 123
UDP, port 123

Q11) What isthe difference between TACACS+ and RADIUS? (Source: Configuring AAA
on Cisco Routers)

A)
B)
C)
D)

TACACS+ encrypts passwords while RADIUS does hot.

TACACSH+ is better for authentication and RADIUS is better for authorization.
TACACS+ can be used for command authorization while RADIUS cannot.
TACACS+ has more options than RADIUS.
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Q12) Which three of the following are authorization actions? (Choose three.) (Source:
Configuring AAA on Cisco Routers)
A) assigning a privilege level
B) stopping a TCP flooding attack

)] denying accessto aservice
D) redirecting the traffic over a better path
E) reporting an authorization event
F) assigning an | P address
G) denying access because of an incorrect username
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Module Self-Check Answer Key
Q1) c
@ A
Q3) B
Q4) C
Q5) c
® A
Q ¢
Q8) D
Q9) B
Qu0) D
Q) C
Q12 A
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Module 6

Cisco |OS Threat Defense
Features

Overview

Cisco |10S Firewall software offersafull set of security features that you can implement to
provide security for a network. In this module, you will learn about the Cisco 10S Firewall and
Cisco 10S intrusion prevention system (1PS) functionality. The module explains various
firewall technologies, such as packet filters, stateful firewalls, and proxy servers, and discusses
their filtering capabilities and features. Further, the modul e describes how to design effective
firewall topologies, and how to configure Cisco |OS Firewall functionality on Cisco 10S
routers. The module covers the two configuration methods for Cisco 10S Firewall: using the
command-line interface (CL1) and the Security Device Manager (SDM). The module also
explainsthe IDS and IPS technologies, describes types of intrusion detection system (IDS) and
IPS systems, compares host-based and network-based approaches, describes the placement of
IPS systems, lists signature categories, and discusses possible actions that an 10S router can
take when an attack is detected. Cisco I0S IPS can, just like the Cisco 10S Firewall, be
configured using the CL1 and SDM, and both methods are covered. This module explains the
IPS configuration wizard included in the SDM, and explains the | PS verification and
customization options of the SDM.

Module Objectives

Upon completing this module, you will be able to describe and configure Cisco |OS Firewall
features. This ability includes being able to meet these objectives:

m  Explain the Cisco 10S Firewall functionality

m Describe the procedure to configure Cisco |OS Firewall features using the CL1 and SDM,
explain the resulting configurations, and verify firewall operations using SDM and show
commands

m  Explain the features, components, and functionality of Cisco 10S IPS
m  Describe the procedure to configure Cisco |OS I PS operations using SDM
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Lesson 1

Introducing the Cisco I0S
Firewall

Overview

This lesson describes the concept of stateful filtering and its implementation on Cisco |OS
routers, called Cisco 10S Firewall, formerly known as Content-Based Access Control (CBAC).
Cisco |OS Firewall is available on routers running the Cisco 10S Firewall Feature Set (FFS),
which includes three main functions: Cisco |OS Firewall, authentication proxy, and the
intrusion prevention system (IPS). Authentication proxy and IPS are mentioned briefly, while
the lesson focuses on the details of the Cisco 10S Firewall. It describes the handling of TCP
and User Datagram Protocol (UDP) and discusses the inspection of the most common
application protocols.

Objectives

Upon completing this lesson, you will be able to explain the Cisco |0S Firewall functionality.
This ability includes being able to meet these objectives:

Explain the basic structure of alayered defense

Describe the operational strengths and weaknesses of the three firewall technologies
Explain the basic operation of a stateful firewall

Describe the features of the Cisco |OS Firewall

Describe how the Cisco 10S Firewall combines the features of packet inspection and proxy
firewalls to provide an optimal security solution

Explain the Cisco 10S Firewall process
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Layered Defense Strategy

This topic describes the basic structure of alayered defense.

DMZ

Packet
ALG Filtering

e
-

A DMZ is established between security zones—DMZ's are
buffer networks which are neither inside nor outside.

Rap_101

Public Web Server
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Firewalls enforce access control between networks, which can be of different types and levels
of trust. A common name for a group of networks reachable over asingle firewall network
interface is a security zone. A security zoneistherefore an administratively separate domain, to
or from which afirewall can filter incoming or outgoing traffic. The most notable security
zones are inside and outside networks that are connected to firewalls over inside or outside
interfaces, respectively.

In order to provide alayered approach, the idea of the screened subnet was developed. The idea
is based on creation of a buffer network, which is situated between security zones, and actually
represents a miniature zone itself. This small network, often called the Demilitarized Zone
(DM2), is neither an inside nor an outside network. It acts as a“no-man’sland,” and access to
it is permitted from inside and outside, although typically no traffic can directly crossthe DMZ.

Note DMZ is also referred to as a “buffer network” and a “screened subnet.”

Filtering points, set up on DMZ edges to connect it to the inside and outside networks, enforce
access control for traffic entering or exiting the DMZ. These filtering points are usually
implemented with classic or stateful packet filters.

Another type of afiltering device is a proxy server, aso known as an application layer gateway
(ALG). An ALG establishes two application sessions—one with the client, and the other with
the application server. The ALG acts as server to the client and as client to the server, and
provides security by sanitizing the data flow.
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