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ISCW

Course Introduction

Overview

Implementing Secure Converged Wide Area Networks (ISCW) is an advanced course that
introduces techniques and features enabling or enhancing WAN and remote access solutions.
The course focuses on using one or more of the available WAN connection technol ogies for
remote access between enterprise sites.

This course includes cable modems and DSL with Network Address Translation (NAT),
Multiprotocol Label Switching (MPLS), virtual private networks (VPNs), and network security
using VPNs with IPSec encryption and Internet Key Exchange (IKE) keys. After taking this
course, learners will be able to secure the network environment using existing Cisco 10S
security features, and configure the three primary components of the Cisco 10S Firewall
Feature set: firewall, intrusion prevention system (IPS), and authentication, authorization, and
accounting (AAA). Thistask-oriented course teaches the knowledge and skills needed to secure
Cisco |0S router networks using features and commands in Cisco 10S software, and using a
router configuration application. ISCW is part of the recommended learning path for students
seeking the Cisco Certified Network Professional (CCNP).

Learner Skills and Knowledge

This subtopic lists the skills and knowledge that |earners must possess to benefit fully from the
course. The subtopic also includes recommended Cisco learning offerings that learners should
first complete to benefit fully from this course.

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
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Learner Skills and Knowledge

» Skills and knowledge:
— Completed initial configuration of a switch
— Basic interswitch connections
— Completed initial configuration of a router

— Routing (static routing, default routing, default router,
default gateway, and basic NAT and PAT)

— Concepts linked to routing protocols (classful versus
classless, single area OSPF, RIP, EIGRP, administartive
distance, and interoperations)

— Standard WAN technologies (Frame Relay, PPP, and
HDLC)

— Fundamental security knowledge, including the presence
of hackers, viruses, and other security threats

© 2006 Cisco Systems, Inc. All rights reserved. ISCWv1.0—3

Learner Skills and Knowledge (Cont.)

» Skills and knowledge (Cont.):

— IP addressing, including the format of IPv4 addresses, the
concept of subnetting, VLSM, and CIDR, as well as static
and default routing

— Standard and extended ACLs

— Client utilities, including Telnet, ipconfig, traceroute, ping,
FTP, TFTP, and HyperTerminal

— Basic IOS familiarity, including accessing the CLI on a
Cisco device and implementing the debug and show
commands

» Cisco learning offering:

— Introduction to Cisco Networking Technologies
(INTRO) v2.1

— Interconnecting Cisco Network Devices (ICND) v2.3

© 2006 Cisco Systems, Inc. All rights reserved. ISCWv1.0—4
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Course Goal and Objectives

This topic describes the course goal and objectives.

Course Goal

“The goal of the ISCW course is to expand the reach of
the enterprise network to teleworkers and remote
sites. The theme of implementing a highly available
network with connectivity options, such as VPN and
wireless, is highlighted.”

Implementing Secure Converged Wide Area Networks

© 2006 Cisco Systems, Inc. All rights reserved ISCWv1.0—5

Upon completing this course, you will be able to meet these objectives:

m  Describe the remote connectivity requirements for secured access and explain the
alignment of these requirements with Cisco network architectures

m  Describe and implement teleworker broadband connectivity
m  Implement and verify frame-mode MPLS

m  Describe and configure a site-to-site IPSec VPN

m  Describe and configure Cisco device hardening

m Describe and configure 10S firewall features

© 2006 Cisco Systems, Inc. Course Introduction
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Course Flow

This topic presents the suggested flow of the course materials.

Course Flow
Day 1 Day 2 Day 3 Day 4 Day 5
Course Implementing Cisco Device )
- IPsec VPNs - Cisco I0S Threat
Introduction Framgi\/lsode Hardening Defense Features
Describing Lab: 4-2 )
A Ne_twork Lab: 3-1 Lab: 5-1 Lab: 6-1
Requirements IPsec VPNs eco Device :
. i i Vi
Connecting '?ri’a'f]?mhneg Hardening | Cisco IOS Threat
Teleworkers MPLS Lab: 4-3 Defense Features
Lunch
Connecting IPsec VPNs Lab: 5-2 Lab: 6-2
Teleworkers
IPsec VPNs - i Cisco |0S Threat
P ] ] Lab: 4-4 Cisco Device | Defense Features
M| Simulation: 2-1 an: Hardening
Implementing H i © B-
Frame Mode Lab: 4-1 CISC% Device Lab: 5-3 Lab: 6-3
MPLS Hardening

The schedule reflects the recommended structure for this course. This structure allows enough
time for the instructor to present the course information and for you to work through the lab
activities. The exact timing of the subject materials and labs depends on the pace of your
specific class.
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Additional References

This topic presents the Cisco icons and symbols that are used in this course, aswell as
information on where to find additional technical references.

Cisco Icons and Symbols

00...’ Modem

VPN
Concentrator

Node

Cable Modem Termination
System (CMTS)

‘ Amplifier
a Optical Fiber

©2006 Cisco Systems, Inc. All rights reserved
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Firewall

(ITTAY
\2
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Cisco Glossary of Terms

For additional information on Cisco terminology, refer to the Cisco Internetworking Terms and
Acronyms glossary of terms at http://www.cisco.com/univercd/cc/td/doc/cisintwk/ita/index.htm.
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Your Training Curriculum

This topic presents the training curriculum for this course.

Cisco Career Certifications

Cisco Certifications

www.cisco.com/go/certifications

Y ou are encouraged to join the Cisco Certification Community, a discussion forum open to
anyone holding avalid Cisco Career Certification (such as Cisco CCIE®, CCNA®, CCDA®,
CCNP®, CCDP®, CCIP®, CCVP™, or CCSP™). It provides a gathering place for Cisco
certified professionals to share questions, suggestions, and information about Cisco Career
Certification programs and other certification-related topics. For more information, visit
Www.cisco.com/go/certifications.
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Cisco Career Certifications:

CCNP

Expand Your Professional Options
and Advance Your Career

Professional-level recognition in CCNP

Recommended Training Through
Expert Cisco Learning Partners
Building Scalable Cisco Internetworks (BSCI)

Building Cisco Multilayer Switched Networks
(BCMSN)

Implementing Secure Converged Wide Area
Networks (ISCW)

Optimizing Converged Cisco Networks (ONT)

www.cisco.com/go/certifications
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Module 1

Network Connectivity
Reqguirements

Overview

This module describes conceptual network models that affect converged networks and the
services that run on those networks. The module explains the Cisco vision of the Intelligent
Information Network (IIN) and the Cisco Service-Oriented Network Architecture (SONA). The
remote connectivity infrastructure and servicesis discussed within the Cisco enterprise
architecture, explaining the diversity of access options for branch offices and teleworkers, with
afocus on security.

Module Objectives

Upon completing this module, you will be able to describe the remote connectivity
reguirements for secured access and explain the alignment of these requirements with Cisco
network architectures.
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Lesson 1

Describing Network
Reqguirements

Overview

Conceptual network models that affect converged networks and the services they offer also
affect the integration of remote offices and teleworkers into enterprise networks. This lesson
starts with introducing the Cisco Systems vision of the Intelligent Information Network (I1N)
and the Cisco Service-Oriented Network Architecture (SONA). This architectural framework
shifts the view of the network from a pure traffic transport-oriented view toward a service- and
application-oriented view. The Cisco Enterprise Architecture is explained and aligned with the
traditional three-layer hierarchical network model. Remote connectivity infrastructure and
services options are discussed, and the lesson concludes with an example showing avariety of
advanced technology options for secure access.

Objectives

Upon completing this lesson, you will be able to describe the remote connectivity requirements
and their alignment with Cisco network architectures. This ability includes being able to meet
these objectives:

m  Describethe |IN and the SONA framework

m  Explain the Cisco conceptua network models, such as Cisco Enterprise Architecture and
the Cisco hierarchical network model

m  Describe the requirements for establishing secure remote connections in a converged
network
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I IN and Cisco SONA Framework

Thistopic describesthe 1IN, its features, and the Cisco SONA that guides an evolution of
enterprise networks towards | IN.

Intelligent Information Network

 IIN integrates networked resources and information assets.

 IIN extends intelligence across multiple products and
infrastructure layers.

 IIN actively participates in the delivery of services and
applications.

e Three phases in building an IIN are:
— Integrated transport
— Integrated services
— Integrated applications

©2006 Cisco Systems, Inc. All rights reserved. ISCWv1.0—1-3

Intelligent Information Network
The Cisco vision of the future 1IN encompasses these features:

m  Integration of networked resources and information assets. The modern converged
networks with integrated voice, video, and data require that IT departments more closely
link the IT infrastructure with the network.

m Intelligence across multiple products and infrastructure layers. The intelligence built into
each component of the network is extended network-wide and applies end-to-end.

m Active participation of the network in the delivery of services and applications. With added
intelligence within the network devices, the IIN makesiit possible for the network to
actively manage, monitor, and optimize service and application delivery across the entire
IT environment.

The described features show that the 11N offers much more than basic connectivity, bandwidth
for users, and access to applications. The IIN offers end-to-end functionality and a centralized,
unified control that promotes true business transparency and agility.

The IIN technology vision offers an evolutionary approach that consists of three phasesin
which functionality can be added to the infrastructure as required:

m Integrated transport: Everything—data, voice, and video—consolidates onto an |P
network for secure network convergence. By integrating data, voice, and video transport
into a single, standards-based, modular network, organizations can simplify network
management and generate enterprise-wide efficiencies. Network convergence also laysthe
foundation for a new class of |P-enabled applications delivered through Cisco IP
Communications solutions.
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m Integrated services: Once the network infrastructure has been converged, I T resources can
be pooled, and shared or “virtualized” to flexibly address the changing needs of the
organization. Integrated services help to unify common elements, such as storage and data
center server capacity. By extending virtualization capabilities to encompass server,
storage, and network elements, an organization can transparently use al of its resources
more efficiently. Business continuity is also enhanced because shared resources across the
IIN provide servicesin the event of aloca systemsfailure.

m Integrated applications. With Application-Oriented Networking (AON) technology,
Cisco has entered the third phase of building the IIN. This phase focuses on making the
network “application-aware” so that it can optimize application performance and more
efficiently deliver networked applications to users. In addition to capabilities such as
content caching, load balancing, and application-level security, Cisco AON makes it
possible for the network to simplify the application infrastructure by integrating intelligent
application message handling, optimization, and security into the existing network.
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Cisco SONA Framework

With its vision of the [IN, Cisco is helping organizations to address new I T challenges, such as
the deployment of service-oriented architectures, web services, and virtualization.

Cisco SONA Framework

e The Cisco SONA is an architectural framework.
* SONA brings several advantages to enterprises:
— QOutlines how enterprises can evolve towards the IIN

— lllustrates how to build integrated systems across a fully
converged intelligent network

— Improves flexibility and increases efficiency

© 2006 Cisco Systems, Inc. All rights reserved. ISCW v1.0—1-4

The Cisco Service-Oriented Network Architecture (SONA) is an architectural framework that
guides the evolution of enterprise networksto an [IN. The SONA framework provides these
advantages to enterprises:

m  Outlines the path towards the IIN
m [llustrates how to build integrated systems across a fully converged [IN

m Improves flexibility and increases efficiency, which results in optimized applications,
processes, and resources

Cisco SONA uses the extensive product line, services, proven architectures, and experience of
Cisco and its partners to help the enterprises achieve their business goals.
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Cisco SONA Layers

The SONA framework shows how integrated systems can both allow a dynamic, flexible
architecture, and provide for operational efficiency through standardization and virtualization.

Cisco SONA Layers
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The SONA framework brings forth the notion that the network is the common element that
connects and enables all components of the I T infrastructure. The SONA outlines these three
layers of the IIN:

m  Thenetworked infrastructurelayer: Thisiswhere al the IT resources are interconnected
across a converged network foundation. The I'T resources include servers, storage, and
clients. The network infrastructure layer represents how these resources exist in different
places in the network, including the campus, branch, data center, WAN, metropolitan-area
network (MAN), and teleworker. The objective for customersin thislayer isto have
anywhere and anytime connectivity.

m  Theinteractive serviceslayer: This enables efficient alocation of resourcesto
applications and business processes delivered through the networked infrastructure. This
layer comprises these services:

Voice and collaboration services
Mobility services

Security and identity services
Storage services

Computer services

Application networking services
Network infrastructure virtualization
Services management

Adaptive management services
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m  Theapplication layer: Thisincludes business applications and collaboration applications.
The objective for customersin thislayer isto meet business requirements and achieve
efficiencies by leveraging the interactive services layer.

1-8 Implementing Secure Converged Wide Area Networks (ISCW) v1.0 © 2006 Cisco Systems, Inc.

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



Cisco Network Models

This topic describes Cisco network models in the Cisco Enterprise Architecture and their
mapping to atraditional three-layer hierarchical network model.

Cisco Enterprise Architecture

Teleworker
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Cisco Enterprise Architecture

Cisco provides enterprise-wide systems architecture that hel ps companies to protect, optimize,
and grow their infrastructure to support their business processes. The architecture provides for
integration of the entire network—campus, data center, WAN, branches, and teleworkers—
offering staff secure access to the tools, processes, and services. The Cisco Enterprise
Architecture consists of these elements:

m  Cisco Enterprise Campus Ar chitecture: Combines a core infrastructure of intelligent
switching and routing with tightly integrated productivity-enhancing technologies,
including Cisco IP Communications, mobility, and advanced security. The architecture
provides the enterprise with high availability through aresilient multilayer design,
redundant hardware and software features, and automatic procedures for reconfiguring
network paths when failures occur. Multicast provides optimized bandwidth consumption,
and quality of service (QoS) prevents oversubscription to ensure that real-time traffic, such
as voice and video, or critical datais not dropped or delayed. Integrated security protects
against and mitigates the impact of worms, viruses, and other attacks on the network—even
at the switch port level. Cisco enterprise-wide architecture extends authentication support
using standards such as 802.1x and Extensible Authentication Protocol (EAP). It also
provides the flexibility to add IPsec and Multiprotocol Label Switching virtual private
networks (MPLS VPNSs), identity and access management, and VLANSto
compartmentalize access. This helpsimprove performance and security, while also
decreasing costs.
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m  The Cisco Enterprise Data Center Architecture: A cohesive, adaptive network
architecture that supports the requirements for consolidation, business continuance, and
security, while enabling emerging service-oriented architectures, virtualization, and on-
demand computing. IT staff can easily provide departmental staff, suppliers, or customers
with secure access to applications and resources. This simplifies and streamlines
management, significantly reducing overhead. Redundant data centers provide backup
using synchronous and asynchronous data, and application replication. The network and
devices offer server and application load balancing to maximize performance. This solution
allows the enterprise to scale without major changes to the infrastructure.

m  TheCisco Enterprise Branch Architecture: Allows enterprises to extend head-office
applications and services, such as security, Cisco |P Communications, and advanced
application performance, to thousands of remote locations and users, or to a small group of
branches. Cisco integrates security, switching, network analysis, caching, and converged
voice and video services into a series of integrated services routersin the branch—so that
enterprises can deploy new services when they are ready, without buying new equipment.
This solution provides secure access to voice, mission-critical data, and video
applications—anywhere, anytime. Advanced network routing, VPNs, redundant WAN
links, application content caching, and local 1P telephony call processing provide a robust
architecture with high levels of resilience for al the branch offices. An optimized network
leverages the WAN and LAN to reduce traffic, and save bandwidth and operational
expenses. The enterprise can easily support branch offices with the ability to centrally
configure, monitor, and manage devices located at remote sites, including tools, such as
AutoQoS or the Security Device Manager (SDM) GUI QoS wizard, that proactively
resolve congestion and bandwidth issues before they affect network performance.

m  The Cisco Enterprise Teleworker Architecture: Allows enterprises to securely deliver
voice and data services to remote small or home offices (small office, home office
[SOHOQ]) over a standard broadband access service, providing a business resiliency solution
for the enterprise and a flexible work environment for employees. Centralized management
minimizesthe IT support costs and robust integrated security mitigates the unique security
challenges of this environment. Integrated security- and identity-based networking services
enabl e the enterprise to help extend campus security policies to the teleworker. Staff can
securely log into the network over an “aways-on” VPN, and gain access to authorized
applications and services from a single cost-effective platform. The productivity can further
be enhanced by adding an IP phone, providing cost-effective access to a centralized IP
Communications system with voice and unified messaging services.

m  Cisco Enterprise WAN Ar chitecture: Offersthe convergence of voice, video, and data
services over asingle IP Communications network. This enables the enterprise to cost-
effectively span large geographic areas. QoS, granular service levels, and comprehensive
encryption options help ensure the secure delivery of high-quality corporate voice, video,
and data resources to all corporate sites—enabling staff to work productively and
efficiently wherever they are located. Security is provided with multiservice VPNs (I1Psec
and MPLS) over Layer 2 or Layer 3 WANS, hub-and-spoke, or full-mesh topologies.
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Cisco Hierarchical Network Model
Traditionally, the three-layer hierarchical model has been used in network design.

Cisco Hierarchical Network Model

Core

High-Speed Switching

Distribution

Policy-Based Connectivity

Local and Remote Workgroup Access
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The model provides a modular framework that allows flexibility in network design, and
facilitates ease of implementation and troubleshooting. The hierarchical model divides
networks or their modular blocks into the access, distribution, and core layers, with these
features:

m  Accesslayer: Used to grant user access to network devices. In a network campus, the
access layer generally incorporates switched LAN devices with ports that provide
connectivity to workstations and servers. In the WAN environment, the access layer at
remote sites or teleworkers may provide access to the corporate network across WAN
technology.

m Distribution layer: Aggregates the wiring closets, using switches to segment workgroups
and isolate network problems in a campus environment. Similarly, the distribution layer
aggregates WAN connection at the edge of the campus and provides policy-based
connectivity.

m Corelayer (alsoreferred to asthe backbone): A high-speed backbone, designed to
switch packets as fast as possible. Because the core is critical for connectivity, it must
provide ahigh level of availability and adapt to changes very quickly.

Note The hierarchical model can be applied to any network type, such as LANs, WANSs, Wireless
LANs (WLANSs), MANs, and VPNs, and to any modular block of the Cisco networking model.
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Example: Enterprise Network

The example shows a sample network that was deployed following Cisco Enterprise

Architecture and the Cisco hierarchical model design.

Example: Enterprise Network
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A branch office or remote site typically has fewer users, and therefore needs a WAN
connection with lower requirements in terms of bandwidth and availability.

Remote sites typically connect to the central site and also sometimes connect to some other
remote sites. Telecommuters may also require access to remote sites.

Remote site traffic can vary, but istypically sporadic. The network designer must determine
whether it is more cost-effective to offer either a permanent or on-demand solution.

The remote site must have a variety of equipment, but does not require the same level of
complexity asthe central site. Typical WAN technologies used to connect aremote site to the

central site include;

m Leasedline

m  Frame Relay

m |SDN

m  Broadband services (cable or DSL)
m MPLS

= VPN

Typical considerations for setting up aremote-site WAN connection are as follows:

m  Multiple access options. Remote users will connect to the branch site using various media.
Branch site WANs must allow for multiple media options and simultaneous access by
multiple users. The branch office must aso have connectivity to the central or SOHO site.
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m  Cost: Depending on the traffic types and connectivity requirements, various connectivity
options are typically considered—permanent or on-demand, public and private networks,
etc.

m  Accesscontrol: To prevent unauthorized traffic, routers and firewalls use a set of rules that
permit or deny certain traffic. Access control is commonly applied to router interfaces, and
can be configured to control which data sessions can pass and which will fail.

B Secure connectivity: Remote sites and mobile workers can gain secure access to corporate
intranets by using VPN solutions, such as IPsec VPN or MPLS VPN.

m  Authentication: The remote site must be able to authenticate itself to the central site.

m  Redundancy: Ininternetworking, duplicate devices, services, or connections can perform
the work of original devices, services, or connections in the event of afailure. Branch
offices typically require more redundancy than SOHO offices or mobile teleworkers.

m Infrastructureavailability: Service providers may not offer certain WAN servicesin
some regions. This consideration generally becomes more critical as sitesare set up in
more remote locations.
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Remote Connection Requirements in a
Converged Network

This topic describes the factors that a network administrator must evaluate for central site,
branch office, and SOHO WAN connections.

Remote Site Requirements

Remote Site Requirements

Central site Must provide access to multiple users
and control network costs

Branch office Must be able to access the central site

SOHO site Must access company information on
demand from various remote locations
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A company with multiple sites that vary in size will need aremote network to connect the
various locations. Typical locations include these sites:

m Central site Thecentral siteisalarge site that is often the corporate headquarters or a
major office. Regional offices, SOHOs, and mobile workers may need to connect to the
central site for data and information. Because users may access the central site viamultiple
WAN technologies, it isimportant that the central site accommodate many types of WAN
connections from remote locations. The central site is often referred to as headquarters, the
enterprise, or corporate.

m Branch office: The branch office is an office that generally accommodates employees who
have a compelling reason to be located away from the central site, such as aregional sale.
Branch office users must be able to connect to the central site to access company
information. Branch office is sometimes called remote site, remote office, or sales office.
Branch offices can benefit from high-speed Internet access, VPN connectivity to corporate
intranets, telecommuting capabilities for work-at-home employees, video conferencing, and
economical public switched telephone network (PSTN)-quality voice and fax calls over the
managed | P networks.
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m  SOHO site: The SOHO site, sometimes referred to as Branch of One, isasmall office with
one to several employees, or the home office of atelecommuter. Telecommuters may also
be mobile users, that is, users who need access while traveling, or who do not work at a
fixed company site. Depending on the amount of use and the WAN services available,
telecommuters working from home tend to use dialup and broadband services. Mobile
users tend to access the company network via an asynchronous dialup connection through
the telephone company, or may access the corporate intranet using broadband | nternet
service and the VPN client software on their laptops. Telecommuters working from home
may also use a VPN tunnel gateway router for encrypted data and voice traffic to and from
the company intranet. These solutions provide simple and safe access for branch offices or
SOHOs to the corporate network site, according to the needs of the users at the sites.
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Example: Integrated Services for Secure Remote Access

The figure shows a sample converged network with integrated services. DSL and cable have
been deployed as two of the advanced physical layer technologies, and MPLS VPNs and | Psec
VPNs have been deployed as two of the advanced secured connectivity technologies.

Example: Integrated Services

for Secure Remote Access

Campus

T
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Internet access is migrating from dialup modems with slow connections to broadband access,
using avariety of technologies with much faster transport speeds. The technology takes
advantage of existing telephone and cable television distribution infrastructures to provide
broadband access to the Internet. While there is no universal definition of broadband, the U.S.
Federal Communications Commission (FCC) considers advanced telecom or high speed to be
defined as 200 kbps or greater. Generally, a speed of 128 kbpsis adequate for most users.
Broadband can alow remote office staff and SOHO users to connect to the central site at higher
data rates than are available with traditional on-demand technologies.

High-speed broadband access to the Internet through a broadband point of presence (POP) and
then to corporate networks using secure VPNsis areality for many usersin the networked
world today. This broadband access has the potential to directly improve employee
productivity, and to provide a foundation for new voice and video business services over the
Internet.

Many corporations and educational institutions have instituted broadband solutions for access
by suppliers, customers, and staff. The use of the Internet for secure site-to-site connectivity
using VPNsisincreasing (IPsec VPN), especially for less critical traffic.

Broadband access options, in addition to the legacy dedicated circuit-switching and packet-
switching technologies, include DSL and cable modems.

1-16 Implementing Secure Converged Wide Area Networks (ISCW) v1.0 © 2006 Cisco Systems, Inc.

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



Summary

This topic summarizes the key points that were discussed in this lesson.

Summary

* The SONA framework guides the evolution of the enterprise
network towards IIN.

» Cisco Enterprise Architecture with a hierarchical network
model facilitates the deployment of converged networks.

* There are two typical types of remote locations: branch office
and SOHO site.

» Several different possibilities exist as to how to connect
remote locations with the central site: IPsec VPNs, MPLS
VPNs, DSL, or cable.
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Module Summary

This topic summarizes the key points that were discussed in this module.

Module Summary

» Cisco provides several conceptual network models: 1IN,
SONA, and Cisco Enterprise Architecture.

e Secure remote access is implemented within the Teleworker,
Branch, and WAN architectures of the Cisco Enterprise
Architecture.

ISCW v1.0—1-1
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Module 2

Teleworker Connectivity

Overview

Modern companies employ people from all over the world who live too far from the main
office to be able to commute to work every day. These employees need to connect to the
network at the headquarters to be able to work from their home offices. There are many
different ways to connect the teleworkersto the central office and still provide them both speed
and security.

Module Objectives

Upon completing this module, you will be able to describe and implement teleworker
broadband connectivity. This ahility includes being able to meet these objectives:

m  Describe the WAN, branch, and SOHO modules that represent remote connections to the
enterprise network

m  Describe cable technology

m  Describe xDSL technologies

m  Configure the PPPOE and PPPOA client over DSL
m  Verify typical broadband configurations
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Lesson 1

Describing Topologies for
Facilitating Remote
Connections

Overview

This lesson describes the benefits of the Enterprise Architecture framework, including building
blocks and the remote connection topologies that an enterprise network has to support. The
lesson also describes the challenges of connecting teleworkers, considerations to be solved,
solution components, and benefits realized.

Objectives

Upon completing this lesson, you will be able to describe the WAN, branch, and small office,
home office (SOHO) modules that represent remote connections to the enterprise network. This
ability includes being able to meet these objectives:

m  Explain the typical remote connections that an enterprise network has to support

m Describe the challenges faced in connecting teleworkers to the enterprise network, and the
solutions that exist to address these challenges
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Remote Connection Topologies

This topic describes the typical remote connections that an enterprise network has to support.

Remote Connection Topologies

(= Server Farm .
Enterprise Campus ., |

Enterprise
> Edge

...................... I Regional Office

Headquarters

Campus, Data Center I
(Camp ) i WAN

."-.,'Branch Office

o &L

Mobile Worker Individual

224 003

©2006 Cisco Systems, Inc. All rights reserved ISCW v1.0—2-3

Enterprises require intelligent networks that help them increase application and service
effectiveness, and productivity throughout the WAN. At the same time, intelligent networks
make it possible to migrate disparate enterprise data, voice, and video networks to a converged,
scalable, and dependable | P-based network.

Intelligent networks enable enterprises to reduce costs, because enterprises work globally and
span multiple sites, including, for example, central office (CO), remote sites (regional offices
and branch offices), and teleworkers (SOHO and mobile workers).

The figure illustrates various remote connection topol ogies that modern enterprise networks
have to support. In some cases, the remote locations connect only to the headquarters (HQ),
while in other cases, remote locations must connect to multiple sites (the SOHO in the figure
connects both to the branch office as well as to the HQ).

The Cisco Enterprise Architecture framework provides solutions to meet all remote
connectivity regquirements.
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Enterprise Architecture Framework

The Cisco Enterprise Architecture framework addresses the building blocks of the enterprise

network: campus, data center, branch, teleworker, and WAN.

Enterprise Architecture Framework

B

Remote
Caniiue Data Center Data Center
A

Teleworker

Enterprise WAN addresses:

« Proper prioritization and delivery of traffic across the WAN using various
QoS mechanisms

« Connection security
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Each building block addresses different enterprise network requirements:
m  TheWAN building block: Used to connect the campus, data center, branch, and

teleworker into an enterprise network.

The Enter prise Campus ar chitectur e: Addresses the core infrastructure—intelligent
switching and routing integrated with advanced security, mobility, and wireless, and other
productivity-enhancing technologies such as VolP. The integrated security features within
the Cisco routers and switches provide defense against various network attacks using
standard-based protocols, such as 802.1x, Extensible Authentication Protocol (EAP),
RADIUS, and | Psec.

The data center architecture: Addresses the adaptive and cohesive infrastructure to
adhere to consolidation, business continuance, and security while deploying the service-
oriented architectures, virtualization, and on-demand computing. Management is
simplified, overhead isreduced, and IT easily provides various users (for example,
departmental staff, customers, and suppliers) secure access to resources and applications.
Redundant data centers are deployed providing backup, and server and application |oad-
balancing allow maximized performance.

The enterprise branch architecture: Head office applications and services (secure access
to voice, mission-critical data, and video applications) are extended to alarge number of
remote locations and are available anywhere, anytime. The advanced services such as
security, switching, network analysis, caching, voice, and video are implemented within
integrated services devices, such as the Cisco integrated services routers (ISRs), and can be
deployed when needed. The management, configuration, and monitoring of remote devices
can be done centrally.
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m  Theenterpriseteleworker architecture: Provides secure delivery of voice and data
services to remote small or home offices over broadband access service, offering
employees a flexible work environment. Centralized management minimizes support
overhead and costs. Integrated security allows easy extension of HQ security policiesto the
teleworker. The always-on virtual private network (VPN) allows employeesto easily
access authorized services and applications, and the addition of |P phones enhances
productivity by allowing access to centralized |P Communications with voice and unified
messaging.

m Theenterprise WAN architecture: Offersvoice, video, and data traffic convergence over
asingle IP network and addresses secure and proper delivery of corporate voice, video, and
datatraffic. Thisis achieved with the deployment of intelligent quality of service (Qo0S)
mechanisms, granular service levels, and comprehensive encryption options. Security is
provided by deploying multiservice VPNs based on Multiprotocol Label Switching
(MPLS) or IPsec over Layer 2 and Layer 3 WAN technologies in hub-and-spoke, partial-
mesh, or full-mesh topologies.
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Remote Connection Options

The Cisco Enterprise Architecture framework provides the building blocks to build a secure

network that supports advanced technologies, such as Vol P, over the entire enterprise network.

Remote Connection Options
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Three of the goals of the Enterprise Architecture framework include the following:

m  Protection: Helps the enterprise to avoid, mitigate, and rapidly recover from potentially

costly business threats or disruptions by ensuring the continuous access to applications,
services, and data across an entire enterprise network.

m Lower the cost of operations. Helps to reduce the management and operational overhead,

and deployment and maintenance expenses.

m  Growth: Allowsfor quick, cost-effective addition of new users, branches, applications,
and services. This alows the network to scale and for business to grow to quickly
accommodate emerging technologies and new products.

Remote connection options include the following:
m  Traditiona private WAN Layer 2 technologies, such as Frame Relay, ATM, and leased

lines, in which the security of the connection depends on the service provider. Y ou should

use strong encryption with IPsec VPNs to strengthen security.

m  Service provider MPLS-based IP VPNSs offer flexible, scalable, any-to-any connectivity.

The security level of the connections without additional |Psec deployment is almost the
same as with traditional private WAN Layer 2 technologies.

m Site-to-site and remote access with IPsec VPNs over the public Internet offer connection

security at alow cost.
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The Challenge of Connecting the Teleworker

This topic describes the challenges of connecting the teleworker, and describes the Business-
Ready Teleworker solution that addresses these challenges.

The Teleworker Solution

* Secure central site equal access to applications and services
* Quick and cost-effectively deployed
» Centrally managed
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The enterprise teleworker solution provides an always-on, secure, centrally managed
connection from the home of a user to the corporate network, to enable businesses to meet these
reguirements:

m  Provide continuity of operationsin case of loss of employee access to the workplace by
inclement weather, commuter issues, man-made and natural disasters, and so on.

m  Increase responsiveness across geographical, functional, business, and decision-making
boundaries.

m  Provide secure, reliable, manageable employee access to critical network assets and
confidential information.

m  Cost-effectively extend data, voice, video, and real-time applications over acommon
network connection.

m Increase employee productivity, satisfaction, and retention.
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The Challenges

Thefirst consideration that needs to be addressed when connecting the teleworker is the choice
of a suitable access network technology.

The Challenges

* Network infrastructure options for network access:
— Residential cable
— DSL
* Infrastructure services options:
— IPsec VPN: Secures the connection
— Security: Defines the overall security policy
— Authentication: Defines secure access
— QoS: Defines application availability and behavior
— Management: Defines the management framework
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The teleworker typically uses diverse applications such as e-mail, web-based applications,
mission-critical applications, real-time collaboration, voice, video, and videoconferencing,
many of which require a high-bandwidth connection. Therefore, the first factorsto consider in a
remote connectivity solution are the access network technology and the bandwidth availability.

Two possible options providing high bandwidth include residential cable and DSL. A modem
dialup connection, because of its low bandwidth, is not sufficient for the teleworker solution.

A further consideration involves infrastructure services options such as the following:

m | Psec VPN: Establishes a secure tunnel over the existing broadband connection between
the teleworker remote sites and the central site. Site-to-site VPNs are used to achieve an
always-on transparent VPN connection. Remote access VPNs are used to provide an on-
demand secured connection.

m  Security: Safeguards the corporate network and prevents unguarded back doors—the
security measures are achieved by deploying firewall, intrusion prevention, and URL
filtering services. Depending on the enterprise corporate secure policy, split tunneling may
be used to share the broadband connection between secured corporate access and unsecured
Internet access at the same time.

m  Authentication: Defines who gets access to resources—achieved by deploying the
identity-based network services with authentication using authentication, authorization, and
accounting (AAA) servers, 802.1X port-based access control, Cisco security, and trust
agents.
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m  QoS: Addresses the application availability and behavior—the QoS mechanisms have to be
used to prioritize the traffic, optimize the use of WAN bandwidth, address the differencein
uplink and downlink speed of broadband connection, and achieve adequate performance for
applications sensitive to delay and jitter, such as voice and video.

m  Management: Addresses the complexity of support and the loss of corporate control. IT
centrally manages and supports the teleworker connection and equipment, and
transparently configures and pushes security and other policies to the remote devices. Tools
can be used to implement performance and fault management and to monitor service level
agreements (SLAS).
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The Teleworker Components

The teleworker solution is made up of three major components: home office components
located at the teleworkers site, corporate components, and the optional |P telephony
components.

The Teleworker Components
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The required home office components are broadband access (cable or DSL), remote VPN
router with QoS functionality, and laptop or desktop, while the optional components are |P
phone, wireless LAN (WLAN) access point, and Cisco video telephony (VT) camera.

Corporate components are a VPN headend router, VPN concentrator or a multifunction security
appliance such as the Cisco Adaptive Security Appliance (ASA), authentication, and central
management devices for resilient aggregation and termination of the IPsec VPN tunnels.

The optional 1P telephony components are Cisco Unified CallManager for call processing,
signaling, and device control; voice gateway for interconnection of traditional phone networks
with Vol P environment; |P phones for voice and added val ue services; voice messaging
platform for diverse message consolidation; and Cisco Contact Center for advanced call
treatment.
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Traditional Versus Business-Ready Teleworker

The traditional teleworker solution is based on a software VPN client on the remote user laptop

or desktop PC.

Traditional vs. Business-Ready Teleworker

Traditional

Level of accessibility to
applications and services

Business-Ready

Full

Advanced application

support (voice and video) No Yes
No Yes
=% (best effort) (full ;?\?ii gsf)QoS

Security Not adequate

Controlled and remotely

(relies on end user) pushed by IT
Remote configuration No Yes
and management (user has control) (IT driven)
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Thetraditional teleworker solution is characterized by these drawbacks:

m Lower level of accessihility; for example, the inability to deploy and support advanced
applications, such as voice, video, and videoconferencing

m  No QoSfor efficient delivery and prioritization of traffic

m  |nadequate security—security relies on the end user, therefore leaving no control to I T

m  Absence of controlled configuration, management, and support by I T

The Business-Ready Teleworker solution overcomes all the weak points of the traditional

teleworker solution.
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Summary

This topic summarizes the key points that were discussed in this lesson.

Summary

e The Enterprise Architecture framework helps protect,
optimize, and grow the network.

* The enterprise WAN provides secure connection of the
enterprise network building blocks.

* The Business-Ready Teleworker solution is an always-on,
secure, centrally managed connection to the CO.

» Connecting the teleworker means to choose the correct
access network technology and to properly address the
IPsec VPN, security, authentication, QoS, and management
challenges.
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References
For additional information, refer to these resources;

m  The Cisco Business-Ready Teleworker solution at
http://www.cisco.com/en/US/netsol/ns340/ns394/ns430/networking_solutions_package.ht
mi

m  The Enterprise Architecture framework at
http://www.cisco.com/en/US/netsol/ns517/networking_solutions_market_segment_solution
s_home.html

© 2006 Cisco Systems, Inc. Teleworker Connectivity 2-13

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



2-14 Implementing Secure Converged Wide Area Networks (ISCW) v1.0 © 2006 Cisco Systems, Inc.

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



Lesson 2

Describing Cable Technology

Overview

This lesson describes the cable network technology concepts and architecture. The lesson
describes how you can deliver data services over a cable network using the hybrid fiber-coaxial
(HFC) architecture. The components of the cable system are described and the cable
technology terms are explained.

The lesson also describes how you can use radio frequency (RF) bands in a cable environment.
The lesson concludes with the description of the process for provisioning a cable modem in a
TCP/1P-based network.

Objectives

Upon completing this lesson, you will be able to describe cable technology. This ability
includes being able to meet these objectives:

Define basic terminology and standards organizations that are relevant to cable technol ogy
Describe the components that provide data services in a cable system

Describe the features of cable technology

Explain how digital cable systems use the RF bands for signal transmission

Describe how data services can be delivered over a cable network using an HFC
architecture

Explain the combination of technologies and components that make a cable system work

Explain the process for provisioning a cable modem in a TCP/IP-based customer network
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Cable Technology Terms

This topic describes basic cable technology terms, standards organizations, and RF signaling
terms.

Cable Technology Terms

* Broadband
 CATV

» Coaxial cable
* Tap

e Amplifier

* HFC

* Downstream
* Upstream
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The following key terms are commonly used to describe cable technology:

m  Broadband: Datatransmission where multiple pieces of data are sent simultaneously to
increase the effective rate of transmission. In cable systems, the term broadband refersto
the frequency-division multiplexing (FDM) of many signalsin awide radio frequency (RF)
bandwidth over an HFC network, and the capability to handle vast amounts of information.

m  Community Antenna Television (CATV): The original meaning of the term CATV
changed over the years, so that this term now refersto cable television.

m Coaxial cable: The primary medium used to build cable TV systems. Coaxial cableis used
to transport RF signals and has certain physical properties that define the attenuation of the
signal (cable diameter, dielectric construction, ambient temperature, operating frequency).

m  Tap: Dividestheinput signal RF power to support multiple outputs. Typically, the cable
operators deploy taps with 2, 4, or 8 ports—called subscriber drop connections.

m  Amplifier: Device that magnifies an input signal and produces a significantly larger output
signal.

m  Hybrid fiber-coaxial (HFC): A mixed optical-coaxial network in which optical fiber
replaces some or al of thetraditional trunk portion of the cable network.

m  Downstream: An RF signal transmission (TV channels, data) from source (headend) to the
destination (subscribers). Downstream is also called aforward path.

m  Upstream: An RF signal transmission opposite to downstream—from subscribers to the
headend. Upstream is also called areturn or reverse path.
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Cable System Standards

Commonly used standards in cable systems include National Television Standards Committee
(NTSC), Phase Alternating Line (PAL), and Systéeme Electronic Couleur avec Mémoire
(SECAM).

Cable System Standards

Standard Description

NTSC e Technical standard for analog TV system
used in North America

* Uses a 6-MHz modulated signal

PAL * Color encoding system used in broadcast
television systems in most of the world

¢ Uses 6-MHz, 7-MHz, or 8-MHz modulated
signal

SECAM * An analog color TV system used in France
and some Eastern European countries

« Uses an 8-MHz modulated signal
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NTSC isaNorth American TV technical standard for analog TV systems. The standard was
created in 1941 and is named after the National Television System Committee formed in 1940.
The standard uses a 6-MHz modulated signal .

PAL isacolor encoding system used in broadcast television systemsin most of Europe, Asia,
Africa, Austraia, Brazil, and Argentina, and uses a 6-MHz, 7-MHz, or 8-MHz modul ated
signal. The color difference signals an alternate phase at the horizontal line rate.

SECAM isan analog color TV system used in France and certain Eastern European countries
that uses an 8-MHz modulated signal.
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Cable System Components

This topic describes the components of a cable system delivering data services.

Cable System Components

Component Description

Antenna site * A location with the main receiving
antennas and satellite dishes
Headend « A facility where signals are received,

processed, formatted, and combined

* Transmits cable signals through
distribution network to subscribers

Transportation e Links aremote antenna siteto a
network headend

Distribution network | « Comprised of trunk and feeder cables

Subscriber drop * Devices and parts used to connect to
the distribution network
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The cable system consists of these mgjor components:

m  Antennasite Anantennasiteis alocation chosen for optimum reception of over-the-air,
satellite, and sometimes point-to-point signals. The main receiving antennas and satellite
dishes are located at the antenna site.

m Headend: The headend is a master facility where signals are received, processed,
formatted, and distributed over to the cable network—the transportation and distribution
network. The headend facility is usually unmanned, under security fencing, and is
somewhat similar to a telephone company central office.

m  Transportation network: A transportation network is used to link aremote antenna site to
a headend, or aremote headend to the distribution network. The transportation network can
be microwave, coaxia supertrunk, or fiber-optic.

m Distribution network: In aclassic tree-and-branch cable system, the distribution network
consists of trunk and feeder cables. The trunk is the backbone that distributes signals
throughout the community service areato the feeder, and typically uses 0.750-inch (19-
mm) diameter coaxia cable. The feeder branches flow from atrunk and reach all of the
subscribersin the service area via coaxial cables. The feeder cableis usually a 0.50-inch
(13-mm) diameter coaxial cable.

In mixed fiber and coaxial cabling (the HFC architecture), optical fiber replaces some or all
of the traditional trunks, and carries TV signals and other data services. A web of fiber
trunk cables connect the headend (or hub) to the nodes where optical-to-RF signal
conversion is performed. Feeder cables originate from the node carrying RF signals to the
subscribers. An effective range or service area of a distribution network segment (feeder
segment) is from 100 to as many as 2000 subscribers.
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m  Subscriber drop: A subscriber drop connects the subscriber to the cable services. The
subscriber drop is a connection between the feeder part of a distribution network and the
subscriber terminal device (for example, TV set, VCR, High Definition TV set-top box, or
cable modem). A subscriber drop consists of coaxia cabling (usually 59-series or 6-series
coaxial cable), grounding and attachment hardware, passive devices, and a set-top box.
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Cable Features

This topic describes the features of cable technology.

What Is Cable?

Distribution Cable
Trunk Cable IM //.\‘ (Feeder) Subscriber

l Drop Cable

l - r N
" R o

» Cable refers to use of coaxial cable or fiber for signal
transmission.

Headend

e Cable solves the problem of poor over-the-air TV reception.
» CATV originally meant “community antenna television.”
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What is Cable?

A coaxial cableisatype of wire that consists of a center conductor surrounded by insulation,
and then a grounded shield of braided wire. The shield is designed to minimize electrical and
RF interference.

CATV was developed to solve the problem of poor TV reception with the over-the-air method
(viaradio waves), in which atelevision antennais required.

In the beginning, the typical cable TV system consisted of a shared antenna (replaced later with
asatellite dish) placed in some high location, to which multiple subscribers connected their
TVsviacoaxia cable. Thefirst CATV networks were one-way, consisting of various
amplifiersin cascade compensating for the signal loss of the coaxial cable in series, with taps to
couple video signal from the main trunks to subscriber homes via drop cables.

A CATV system provides television via RF signals transmitted within a sealed coaxial cable
line. The system consists of the headend, the trunk, the neighborhood node, the distribution
cables, and the subscriber drop cables.
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Cable System Benefits

The cable system architecture provides a cost-effective solution for densely populated areas by
cascading a broadcast architecture to the users.

Cable System Benefits

e Cable is cost-effective as “broadcast” architecture is
cascaded to users.

» Cable supports different services:
— Analog video
— Digital video
— Voice
— Data

* Inexpensive high-speed Internet access enables the
application of advanced SOHO and teleworker deployments.
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The development of cable systems enabled the employment of new services—the cable system
is capable of supporting telephony and data services, in addition to analog and digital video
services. With the advent of high-speed data, telephony, and other similar services, larger cable
operators adopted a common practice of keeping various equipment (for example, telephone
switches and cable modem termination systems [CMTSg]) in the same facility, integrating all
types of services—telephony, data, and analog and digital video services.

A high-speed cable data connection presents a cost-effective solution for accessing the Internet.

Small and medium-size businesses can gain the following benefits from high-speed cable
Internet access:

m Virtua private network (VPN) connectivity to corporate intranets
m  Small office, home office (SOHO) capabilities for work-at-home employees
m Interactivetelevision

m  Public switched telephone network (PSTN)-quality voice and fax calls over the managed IP
networks

Many businesses have employees working from their homes. Such employees need secure
high-speed remote access to the enterprise network with the same level of accessibility asin the
office, and access to the Internet for email communication and use of corporate applications.
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Digital Signals over RF Channels

This topic describes the current RF used in digital cable systems.

DOCSIS

» DOCSIS is a standard for certification of cable equipment
vendor devices (cable modem and cable modem termination
system).

* DOCSIS specifies the physical and MAC layers.

e DOCSIS defines RF interface requirements for a data-over-
cable system.

» Cable equipment vendors must pass certification conducted
by CableLabs.

* Euro-DOCSIS is a variation adapted for use in Europe.
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DOCSIS

Data-Over-Cable Service Interface Specifications (DOCSIS) is an international standard
developed by Cablel abs, a nonprofit research and development consortium for cable-related
technologies. Cablel abs tests and certifies cable equipment vendor devices (cable modem
[CM] and CMTS) and grants DOCSI S-certified or Qualified status.

DOCSI S defines the communications and operation support interface requirements for a data-
over-cable system and permits the addition of high-speed data transfer to an existing CATV
system. Cable operators employ DOCSIS to provide Internet access over their existing HFC
infrastructure.

DOCSIS specifies the Open Systems Interconnection (OSl) Layers 1 and 2 requirements:

m  Physical layer: For data signals that the cable operator can use, DOCSI S specifies the
channel widths (bandwidths of each channel)—200 kHz, 400 kHz, 800 kHz, 1.6 MHz, 3.2
MHz, and 6.4 MHz. DOCSI S also specifies modulation techniques (the way to use the RF
signal to convey digital data).

m  MAC layer: Defines a deterministic access method (time-division multiple access
[TDMA] or synchronous code division multiple access [S-CDMAY]).

There are these three DOCSI S standards currently used, and a fourth standard under
development:

m DOCSIS 1.0 wasthefirst standard issued in March 1997, with revision 1.1 following in
April 1999.

m DOCSIS 2.0 was released in January 2002, as aresult of an increased demand for
symmetric, real-time services such as | P telephony. DOCSIS 2.0 enhanced upstream
transmission speeds and quality of service (QoS) capabilities.
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m  DOCSIS 3.0 isunder development and expected to feature channel bonding—enabling the
use of multiple downstream and upstream channels together at the same time by asingle
subscriber for increase bandwidth.

More information about DOCSI S can be found at http://www.cablemodem.com/specifications.

Plans for frequency allocation bands differ between U.S. and European cable systems, therefore
Euro-DOCSIS was adapted for use in Europe. The main differences between DOCSIS and
Euro-DOCSIS relate to differing channel bandwidths. European cable channels conform to
PAL-based standards and are 7 MHz and 8 MHz wide, whereas the North American cable
channels conform to the NTSC standard, which specifies 6 MHz-wide cable channels. The
wider channelsin Euro-DOCSI S architectures permit more bandwidth to be allocated to the
downstream data path.

More information about Euro-DOCSIS can be found at http://www.euro-docsis.com.
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Digital Signals over Radio Waves

The electromagnetic spectrum encompasses a broad range of frequencies. Frequency isthe rate
at which current (or voltage) cycles occur—the number of “waves’ per second. Wavelength is
the speed of propagation of the electromagnetic signal divided by its frequency in cycles per
second. Radio waves, generally called RF, constitute a portion of the electromagnetic spectrum
between approximately 5 MHz and 1 GHz.

Digital Signals over Radio Waves
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» Cable uses a part of RF electromagnetic frequencies.

* RF portion used is subdivided for the two paths:

bandwidth.
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— Downstream: Headend-to-subscriber has 810 MHz of RF
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When you tune aradio or TV set across the RF spectrum to find different radio stationsor TV
channels, theradio or TV istuned to different electromagnetic frequencies across that RF

spectrum. The same principle applies to the cable system.

The cable TV industry uses the RF portion of the electromagnetic spectrum. Within the cable,
different frequencies are used to carry TV channels and data. At the subscriber end, equipment
such as TVs, VCRs, and High Definition TV set-top boxes tune to certain frequencies that
allow you to view the TV channel or, using a cable modem, to receive high-speed Internet

access.

A cable network is capable of transmitting signals on the cable in either direction at the same

time. The following frequency scopeis used:

m  Downstream: Transmitting the signals from the cable operator to the subscriber, the

outgoing frequencies are in the 50-t0-860 MHz range.

m  Upstream: Transmitting the signalsin the reverse path from the subscriber to the cable

operator, the incoming frequencies are in the 5-to-42 MHz range.

The downstream frequency range is subdivided into smaller channels as defined by the
frequency plan (6 MHz for DOCSIS, 7 MHz and 8 MHz for Euro-DOCSIS). Between the
upstream and downstream frequency ranges, a guard band exists. The guard band is required
because of the cutoff characteristics of the high-pass and low-pass filtering. Thefiltering is
needed to ensure that the signal does not spill into the adjacent spectrum.
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In the over-the-air TV broadcast environment, a very-high frequency (VHF) range covering 30-
t0-300 MHz and an ultra-high frequency (UHF) range covering 300-t0-3000 MHz are defined.
The cable industry defines the cable TV spectrum for the downstream path as follows:

m  VHF low band (TV channels 2 through 6)

m  VHF midband (TV channels 98, 99, and 14 through 22)
m  VHF high band (TV channels 7 through 13)

m VHF superband (TV channels 23 through 36)

m  VHF hyperband (TV channels 37 and higher)

There is no frequency plan for the upstream path. The cable operator can monitor the frequency
band of the upstream, and place the upstream data signals into clean areas where there isno
interference from noise and other signals. The area between 5 and 15 MHz is usually noisy and
unusable.
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Data over Cable

This topic describes how data services can be delivered over an HFC architecture.

Fiber Benefits

* Lessens the use of amplifiers

Thin and lightweight

» Covers long distances

» Cheaper than pure coaxial network
* Easy to handle

* Immune to external interference
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Fiber Benefits

The signal from the antenna.is reduced when traveling along the cable. In order to boost the
signal, amplifiers are placed approximately every 2000 feet to ensure that all RF signals are
delivered to the user, with enough power to receive all channels within the spectrum (50 to 860
MHZz) for analog TV, digital TV, and digital data cable modem services. In a 20-mile plant,
approximately 52 amplifiers would be used. However, the amplifiers have limitations—they
introduce noise and distortion, and failure of asingle amplifier resultsin disrupted service.

Fiber is used to lessen the number of cable amplifiers throughout the cable plant, and has
several benefits over regular coaxial cable:

m  Thin and lightweight—takes less space

m  Coverslonger distances

m Induceslessor virtualy no noise

m Lesslossof signal

m Lessexpensive because fewer amplifiers are required

®  Immuneto external influences, such asthunder or RF interference
m Easierto handle

Fiber is used in the cable system for trunk cables, which carry downstream traffic from the
headend to the neighborhood node, at asignal strength above 50 decibels (dB).
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HFC Architecture

The HFC architecture is the evolution of an initial cable system and signifies a network that
incorporates both optical fiber along with coaxia cable to create a broadband network. By
upgrading a cable plant to an HFC architecture, you can deploy a data network over an HFC
system to offer high-speed Internet services and you can serve more subscribers. The cable
network is segmented into smaller service areas in which fewer amplifiers are cascaded after
each optical node—typically five or fewer. The tree-and-branch network architecture for HFC
can be afiber backbone, cable area network, superdistribution, fiber to the feeder, or aring.

HFC Architecture

Headend

o |
“of

Cable network is segmented into service areas
(segments):

e Less amplifiers are cascaded

 Reliability and quality is improved

» Operating costs are reduced
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Delivering services over a cable network requires different RF frequencies—the outgoing
frequencies are in the 50-to-860 MHz range, the incoming are in the 5-to-42 MHz range. To
deliver data services over a cable network TV channels which usually operate at 6 MHz range
for the downstream, and 6 MHz or less (for asymmetric cable connections) for upstream traffic
from the corresponding frequency range are usually used.
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Data over Cable

To put upstream and downstream data on a cable system that is to send and receive digital
modem signals, two types of equipment are required:

m A CM on the subscriber end
m A CMTS at the headend of the cable operator

Data over Cable

Servers
(Provisioning, =
Cache, Web, &

E-Mail) N

» Data service runs between cable modem and CMTS.

» Users on a segment share upstream and downstream
bandwidth.
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A headend CMTS communicates with cable modems located in subscriber homes. In addition,
a headend incorporates a computer system with databases for providing Internet services to
cable subscribers.

In amodern HFC network, typically 500 to 2000 active data subscribers are connected to a
certain cable network segment, all sharing the upstream and downstream bandwidth. The actual
bandwidth for Internet service over a CATYV line can be up to 27 Mbps on the download path to
the subscriber, and about 2.5 Mbps of bandwidth on the upload path. Considering the cable
network architecture, cable operator provisioning practices, and traffic load, an individual
subscriber can typically reach an access speed of between 256 kbps and 6 Mbps.

When high usage causes congestion, a cable operator has the flexibility to add additional
bandwidth for data services. Thisis achieved by allocating an additional TV channel for high-
speed data, thus doubling the downstream bandwidth available to subscribers. Another option
for increasing the amount of bandwidth available to subscribersis to reduce the number of
subscribers who are served by each network segment. To do that, the cable network is further
subdivided by laying the fiber-optic connections closer and deeper into the neighborhoods.
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Cable Technology: Putting It All Together

This topic describes the use of the various cable components and their technological issues.
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The figure shows how the different cable technologies work together. Video and data are
delivered to subscribers through the cable system.

In the downstream path, the local headend, which distributes TV signals to subscribers viathe
distribution network, receivesthe TV signals through satellite dishes, antennas, analog and
digital video servers, local programming, and other headends. The CM TS performs modulation
of the digital datainto an RF signal. At the headend, the signals are combined onto a coaxial
cable and then passed to the fiber transmitter. The fiber transmitter performs asignal
conversion from RF to light (optical) and sends the signals to a fiber node located in the town
or neighborhood. Further down the distribution network, at the fiber node, a conversion from
light (optical) back to an RF signal is performed, and the RF signal is passed via the coaxial
network comprised of amplifiers, taps, and drops.

At the subscriber end, an RF splitter divides the combined RF signal into video and data
portions. The data portion of the RF signal is received by the cable modem. The cable modem,
tuned to the data RF signal channels, demodulates the data RF signal back into digital data, and
finally passesit to the computer over an Ethernet connection.

In the upstream direction, the cable modem modul ates the digital data from the computer over
an Ethernet connection to the data RF signal, and then transmits it at a certain RF and power
level. At the headend, the CMTS, tuned to the data RF channels, demodul ates the data RF
signal back to digital data and routesit to the Internet.
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Data Cable Technology Issues

The data cabl e technol ogy issues relate to the fact that subscribersin a certain service area
share acoaxial cableline.

Data Cable Technology Issues

Subscribers in a service area share the cable:
» Bandwidth shortage (can be resolved by the cable operator)
» Security issues (can be resolved by the cable modem)
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A shared coaxial cable line has these consequences:

m  Bandwidth available to a subscriber may vary based on how many subscribers use the
service at the same time. The cable operator can resolve thisissue by adding RF channels
and splitting the service areainto multiple smaller aress.

m  Thereisarisk of privacy loss. This can be addressed by encryption and other privacy
features specified in the DOCSI S standard used by most cable modems.
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Provisioning a Cable Modem

This topic describes the steps that provision a cable modem to work in a SOHO of a subscriber
using TCP/IP.

Process for Provisioning a Cable Modem
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Acquire IP configuration parameters via DHCP

@ Acquire DOCSIS configuration file from TFTP

Register with CMTS and ensure QoS

P »
+ L

@ IP network initialization
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The process of provisioning a cable modem to operate with a host system for Internet services
consists of several steps. The headend where CMTS is located must have operational
provisioning servers, such as DHCP and TFTP servers.

The steps in the initialization and registration are defined by the DOCSIS, and the cable
modems are designed and coded to undertake these steps:

Step 1 Downstream setup: When the cable modem is powered up, it has to scan and lock
the downstream path for the appropriate RF data channel (frequency) for the
physical and data link layers to be established.

Step 2 Upstream setup: The cable modem listens to the management messages received
through the downstream path. The messages include the information on how, where,
and when to communicate in the upstream path, and are used to establish the
upstream physical and datalink layers.

Step 3 Layer 1 and 2 establishment: The cable modem communicates with CMTS to
establish physical and datalink layers.

Step 4 Obtaining | P address: After establishing Layer 1 and Layer 2 connectivity with the
CMTS, the cable modem requests | P configuration parameter information (1P
address, default gateway, and TFTP server) from the DHCP server.
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Step 5 Getting the DOCSI S configuration: Next, the cable modem requests aDOCSIS
configuration file from the TFTP server. A DOCSIS configuration fileisan ASCII
file created by special DOCSIS editors and includes settings, such as downstream
channel identification, class of service (CoS) settings, baseline privacy settings,
general operational settings, network management information, and vendor-specific
settings.

Step 6 Register QoSwith CMTS: The cable modem registers, negotiates, and ensures
QoS settings with the CMTS.

Step 7 I P network initialization: When the cable modem initialization and registrationis
compl ete, the PC-based network initialization is performed—the PC requests its own
IP configuration parameters from the DHCP server. If multiple PC connections
behind the cable modem are required, arouter can be used. A common scenario is
for the router to obtain a public IP address from the DHCP server of the cable
provider. The home router also performs Network Address Translation (NAT) and
Port Address Trandation (PAT) and serves as a DHCP server for the PCs connected
behind the router.

2-32 Implementing Secure Converged Wide Area Networks (ISCW) v1.0 © 2006 Cisco Systems, Inc.

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



Summary

This topic summarizes the key points that were discussed in this lesson.

Summary

* Main cable system components are headend, transportation
network, distribution network, and subscriber drop.

* The cable system standards include NTSC, PAL, and SECAM.

* The term “cable” describes the use of a coaxial cable for
signal transmission.

» Cable system architecture provides a cost-effective
“broadcast” architecture cascaded to users.

* A cable system supports multiple services: analog and
digital video, voice, and data.

* DOCSIS is the cable service interface standard for data
carried across RF interfaces.

* The DOCSIS CMTS communicates through channels with
cable modems located in subscriber homes.
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Summary (Cont.)

* An RF spectrum is defined for the downstream and upstream
paths.

* The HFC architecture consists of fiber and coaxial cabling,
which carry RF signals toward the subscriber.

* Fiber is used to overcome the limitations of the trunk coaxial
cable.

» Users share bandwidth in the service area.

* The cable modem provisioning process is defined by
DOCSIS.
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References
For additional information, refer to these resources;
m  DOCSIS at www.cablemodem.com/specifications

m  Euro-DOCSIS at http://www.euro-docsis.com
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Lesson 3

Describing DSL Technology

Overview

DSL technology can provide areliable high-speed aternative for remote access to a central site.
This lesson distinguishes among the variations of DSL and explains two encapsulation
methods: PPP over ATM (PPPoA) and PPP over Ethernet (PPPOE).

Objectives

Upon completing this lesson, you will be able to describe xDSL technologies. This ability
includes being able to meet these objectives:

m  Describe features of DSL

m  Describe the variants of DSL

m  Explain the distance limitations of DSL

m  Explain the basic facts of ADSL technology

m  Explain how ADSL coexists with telephony service

m  Explain CAPand DMT, the competing modulation standards for ADSL signaling
m  Explain how datais transmitted over ADSL infrastructure with PPPoE

m  Explain how datais transmitted over ADSL infrastructure with PPPoA
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DSL Features

This topic describes the features of DSL.

What Is a DSL?

4 kHz 80 kHz 1 MHz

Not to scale

Utilizes high transmission frequencies (up to 1 MHz)

Technology for delivering high bandwidth over regular
copper lines

e Connection between subscriber and CO
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Severa years ago, research by Bell Labs identified that atypical voice conversation over a
local loop only required the use of bandwidth of 300 Hz to 3 kHz. For years the bandwidth
above 3 kHz went unused. Advances in technology allowed DSL to use the additional
bandwidth from 3 kHz up to 1 MHz to deliver high-speed data services over ordinary copper
lines. For example, asymmetric DSL (ADSL) uses afrequency range from approximately 20
kHz to 1 MHz. In order to deliver high-bandwidth data rates to subscribers, arelatively small
change to the existing telephone company infrastructure is required.

DSL isnot a complete end-to-end solution, but rather a physical layer transmission technology
similar to dial, cable, or wireless. DSL connections are deployed in the “last mile” of alocal
telephone network—the local loop. The connection is set up between a pair of modems on
either end of a copper wire extending between the customer premises equipment (CPE) and the
DSL access multiplexer (DSLAM). A DSLAM isthe device located at the central office (CO)
of the provider and concentrates connections from multiple DSL subscribers.
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What Is a DSL? (Cont.)

* Downstream and upstream transmission

* Symmetrical and asymmetrical services

* Multiple xDSL variations

e Can deliver data along with voice (voice over IP)
« Always-on data connection

Bandwidth versus distance
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Transmission in DSL can be categorized in terms of direction as follows:
m  Downstream: Transmission from a CO toward a subscriber.
m  Upstream: Transmission from a subscriber toward a CO.

The DSL typesfall into two major groups, taking into account downstream and upstream
speeds:

m  Symmetrical DSL: Communication in which transmission speeds available for upstream
and downstream communication between the source and destination nodes are the same.

m  Asymmetrical DSL: Communication in which different transmission speeds are used for
communication between two ends of a network. Downstream speed is typically higher than
upstream.

Theterm xDSL covers anumber of DSL variations, such as ADSL, high-data-rate DSL
(HDSL), Rate Adaptive DSL (RADSL), symmetric DSL (SDSL), ISDN DSL (IDSL), and
very-high-data-rate DSL (VDSL).

DSL types not using the voice frequencies band allow DSL lines to carry both data and voice
signals simultaneously (for example, ADSL and VDSL ), while other DSL types occupying the
compl ete frequency range can carry data only (for example, SDSL and IDSL). Data service
provided by a DSL connection is always-on.

The datarate that DSL service can provide depends upon the distance between the subscriber
and the CO. The smaller the distance, the higher data rate can be achieved. If close enough to a
CO offering DSL service, the subscriber might be able to receive data at rates of upto 6.1
Mbps out of atheoretical 8.448 Mbps maximum.
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DSL Types

This topic describes the various types of DSL.

DSL Variants

DSL variants differ in:
* Nature

* Maximum data rate

e Line coding technology
» Data and voice support
* Maximum distance
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When discussing the DSL variants, the following properties are compared:

m  Nature: The nature of DSL isthe relation between downstream and upstream speeds.
Synchronous DSL has the same speeds in both directions, while asynchronous DSL has
different downstream and upstream speeds.

m  Maximum data rate: Defines the maximum speed that can be deployed with a certain type
of DSL.

m Linecoding technology: Describes the technique used to represent digital signalsto be
transported over a copper twisted pair so that the receiver can interpret them accurately.

m Data and voice support: Depending on the usage of the available frequency spectrum,
certain DSL types support data and voice simultaneously, while others do not.

m  Maximum distance: Describes the maximum distance that a certain type of DSL
connection can span.
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DSL Variant Examples

DSL typesinclude ADSL, VDSL, IDSL, SDSL, HDSL, and Symmetrical High-Data-Rate DSL
(G.SHDSL). Thetable liststheir characteristics.

DSL Variants Examples

Max. Data Rate
DSL Technology Nature (Down / Up) [bps] Data and POTS

ADSL Asymmetric 8M/1M Yes
VDSL i’s’;ﬁmmnfgt'ﬁ ! 52M/13M Yes
IDSL Symmetric 144 k | 144 k No
SDSL Symmetric 768 k / 768 k No
HDSL Symmetric 2M/2M No
G.SHDSL Symmetric 23M/23M No
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ADSL isdesigned to deliver more bandwidth downstream than upstream, and supports data and
voice simultaneously over existing copper lines. ADSL is oriented towards residential
subscribers, where usually more bandwidth is required in the downstream for applications such
as downloading music, movies, playing online games, surfing the Internet, or receiving e-mail
with large attachments. The downstream rate ranges from 256 kbps to 8 Mbps, while upstream
speed can reach 1 Mbps.

RADSL refersto ADSL service with a data transmission rate that can be adapted to the local
loop line conditions.

VDSL can provide symmetrical or asymmetrical services. The downstream bandwidth ranges
from 13 Mbpsto 52 Mbps. Like ADSL, VDSL also supports data and voice over asingle
copper line. The Cisco Long Reach Ethernet (LRE) solution is based on Ethernet over VDSL.

IDSL transmits data digitally (rather than via analog) on atwisted-pair copper telephone line
across existing ISDN lines. IDSL delivers up to 144 kbps of symmetrical bandwidth derived
from two bearer channels (2B at 64 kbps each) plus the signaling channel (D at 16 kbps), thus
being essentially aleased-line ISDN BRI in which thereisno D channel. IDSL does not
support voice; it can only carry data, but has an advantage over ISDN in that it is always on.

SDSL delivers 768 kbps both downstream and upstream over a single copper twisted pair.
SDSL technology is proprietary and non-standardized, and can only carry data. The
symmetrical nature of SDSL makesit ideal for commercial use in instances in which the end
user must send large amounts of data employing applications, such as e-mail messaging to
customers with large attachments, uploading of datato corporate servers, or updating web
pages.
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HDSL delivers 1.544 Mbps or 2.048 Mbps of symmetrical bandwidth over two copper twisted
pairs. Service providers have been using HDSL as a substitute for T1 and E1. Only data can be
carried viaHDSL.

G.SHDSL offers symmetrical data rates from 192 kbpsto 2.3 Mbps. G.SHDSL is standardized
and developed by the International Telecommunication Union (ITU) to address the worldwide
SDSL market.
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DSL Limitations

This topic describes the distance limitations of DSL.
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DSL Limitation Factors

Factors that define maximum distance and speed:
» Signal attenuation

» Bridge tap

* Load coil

» Wire gauge

* Impedance mismatch

» Crosstalk

* AM radio interference

The DSL types are limited in distance and speed. Speed isinversely proportional to distance—
longer distance in the local 1oop means lower maximum speed that a particular DSL connection
supports. The maximum speed that can be achieved by certain DSL connectionsis also
influenced by various impairmentsin the local loop that attenuate or distort the signal, such as
the following:

Signal attenuation: Attenuation means signal loss over distance and is determined by the
distance between a subscriber and the CO. The longer the distance, the more attenuation
occurs and therefore lower speeds are achieved.

Bridgetap: A bridge tap is an extra telephone wire with an unterminated cable end which
is connected to the local loop. Such an unterminated tap can cause noise, reflections, and
can radiate power that reduces signal strength and consequently speed. DSL providers
should remove bridge taps before installing a DSL connection.

Load coil: Provisioning of loading coils was a standard procedure to improve plain old
telephone service (POTS) voice quality on longer local loops. It isaso called conditioning
the loop. A loading coil isawrap of wire placed at specific intervals along the local loop to
extend the local loop distance. This creates a low-frequency band pass filter and will thus
cut off, or block, the DSL frequencies. For the DSL to operate, load coils must be removed
from the loop.

Wire gauge: Wire gauge is the thickness of the wire used in the local |oop. For higher
speeds, thicker wireis used.

Impedance mismatch: The impedance mismatch in the local loop causes echo, which
resultsin noise. The impedance mismatch is caused by changes in wire gauge, wire splices,
or corrosion.
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m Crosstalk: Crosstak isthe interference between two wiresin abundle, caused by electrical
energy.

m  AM radiointerference: AM radio frequencies can interfere with aDSL signal, causing
speed reduction. The interference is particularly a problem with in-house wiring, in which
untwisted or poorly twisted wiring exists.
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DSL Distance Limitations

The table summarizes the maximum data rate and operational reach that can be achieved with
certain xDSL technology, assuming that there are no defects or impairments in the copper
wiring.

DSL Distance Limitations

DRI U 0L (Sﬂo?/)v(h ?ﬁtS)FESLi] M?;(ée?i/sm]ce
ADSL 8M/1M 18,000 / 5.46
VDSL 52M/13M 4,500/ 1.37
IDSL 144k / 144 K 18,000 / 5.46
SDSL 768 k / 768 k 22,000/ 6.7

G.SHDSL 23M/2.3M 28,000 / 8.52

* Maximum data rate and distance assume no impairments.
« Maximum data rate is achieved at shortest distance.
« Maximum distance is achieved at lowest data rate.

©2006 Cisco Systems, Inc. All rights reserved. ISCW v1.0—2-10

The maximum data rate describes the maximum achievable downstream and upstream
bandwidth with the shortest operational distance (distance between the subscriber and the CO).
The maximum operational reach is the maximum achievable distance with the lowest
operational datarate. The relation between bandwidth and distance isinversely related.

ADSL offers greater distance reachability but the achievable speed is degraded as the distance
increases. The maximum distance is limited to approximately 18,000 feet (5.46 km). ADSL2
and ADSL 2+ are enhancements to basic ADSL, providing downstream bandwidth of up to 24
Mbps and upstream bandwidth of up to 1.5 Mbps.

VDSL offers the highest operational speed but has the shortest achievable distance. For VDSL
to support the maximum speed of 52 Mbps, the subscriber has to be very close to the CO—a
range of 1000 feet (300 meters). The maximum operational distance is 4500 feet (1.37 km).

The maximum operating distance of IDSL islimited to 18,000 feet (5.46 km). An IDSL line

can be configured for a speed of 64 kbps, 128 kbps, or 144 kbps. The line coding mechanism
used istwo binary, one quaternary (2B1Q), allowing transparent operation through an ISDN

interface.

The use of asingle twisted pair limits the operating range of SDSL to about 22,000 feet (6.7
km).

The operating range of HDSL is limited to approximately 12,000 feet (3.7 km).

The maximum operational distance supported by G.SHDSL is about 28,000 feet (8.5 km), thus
offering greater reach over other deployed DSL technologies.
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ADSL

This topic describes ADSL technology.

ADSL

Data
Up to 8 Mbps Downstream I

| Upstream Up to 1 Mbps

User Carrier

» Coexists with POTS over the same copper wiring

* Asymmetric data rate:
— High-speed downstream for intensive applications
— Slow upstream for undemanding data requests
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ADSL coexists with POTS over the same twisted-pair telephone line. Three information
channels usually exist over the same wiring (depending on the variety of ADSL): aPOTS
channel for analog voice if that is desired, a varying-speed duplex channel, and a high-speed
downstream channel. A user can use the phone line and the ADSL connection simultaneously
without adverse effects on either service.

ADSL is characterized by asymmetric data rates, with higher data rates toward the user
(downstream) and lower data rates toward the carrier (upstream).

The distance between the end user and the CO provides the guideline for line speeds.
Downstream, ADSL supports speeds up to slightly more than 8 Mbps. For upstream, the rateis
approximately 1 Mbps. The maximum upstream rate can be provided at distances of up to
18,000 feet (5.486 km) over a one-wire pair without repeaters on an optimized loop. The
maximum downstream speed can be achieved at distances up to 12,000 feet (3.658 km) using
standard 0.6 mm (24-gauge) wire on an optimal loop.

Standardized in 2004, newer ADSL variants offer improvements over regular ADSL:

m ADSL2 (ITU G.992.3/4) offers higher downstream rates of up to 12 Mbps for spans of less
than 8000 feet (2.5 km).

m ADSL2+ (ITU G.992.5) provides up to 24 Mbps for spans of |ess than 5000 feet (1.5 km).
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ADSL (Cont.)

* ADSL equipment:
— ADSL terminal unit-remote (ATU-R)
— ADSL terminal unit-central office (ATU-C)
» ADSL features three basic line-coding techniques:
— Single carrier—CAP modulation
— Multicarrier with DMT
— Multicarrier with G.lite

» ADSL operation and performance is influenced by different
impairments.

ADSL serviceis deployed between ADSL modems at the subscriber and the CO locations. The
CPE ADSL modem is known asthe ADSL Transmission Unit-Remote (ATU-R). The CO
modem is aso called ADSL Transmission Unit-central office (ATU-C). Special devices called
DSLAMs are located at the CO—a DSLAM encompasses multiple ATU-Cs.

The basic line-coding techniques associated with ADSL are asfollows:

m  Single-carrier: Carrierless Amplitude and Phase Modulation (CAP)
m  Multicarrier with DMT: Discrete Multi-Tone (DMT) modulation
]

Multicarrier with G.lite: G.lite, also known as splitterless ADSL. G.lite offers slower
speeds but does not require the signals to be split at the subscriber end. It is the most
popular method for the mass market.

The modulation technique used has to correspond with the ADSL CPE and ADSL modems on
the DSLAM and is determined by the service provider.

When dealing with problemsin ADSL operation, the following should be checked:

Load coails should be removed from the line for ADSL to operate.

Throughput is reduced when impedance mismatches are present (for example, different
wire gauge used in the line).

Bridge taps al so reduce the achievable throughput.
Crosstalk from other lines and wiring will degrade the throughpui.

Externa interference like AM radio interference will result in unpredictable effects on
ADSL performance.
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ADSL and POTS Coexistence

This topic describes how ADSL coexists with traditional telephony service.

ADSL and POTS Coexistence

Analog Voice

Microfilter

Analog Phone

POTS + ADSL

* A key feature of ADSL is coexistence with POTS.

same wire pair.
» Data circuits are offloaded from the voice switch.

©2006 Cisco Systems, Inc. All rights reserved

Customer Premises Central Office

Class 5 Switch

ADSL
POTS 3

Splitter DSLAM

* Transmission of voice and data signals is performed on the

3
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The major benefit of ADSL isthe ability to provide data services along with voice. When
analog voiceisintegrated with ADSL, the POTS channel is split off from the ADSL modem by
filters or splitters, which guarantees uninterrupted regular phone service even if ADSL fails. A
user is able to use the phone line and the ADSL connection simultaneously without adverse

effects on either serviceif filters or splittersare in place.

ADSL offloads the data (modem) traffic from the voice switch and keeps analog POTS
separate from data. Separating voice and data traffic provides fail-safe emergency-call services
for POTS operation. The data channel is established between the CPE modem and the CO
DSLAM. The voice channel is established between the telephone and the voice switch at the

CO premises.
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ADSL and POTS Coexistence (Cont.)

DSL Modem
g DSL Line
‘ “"-.’ Local Loop
~
7 Phone Line g
/ / Splitter §

» Splitter versus microfilter

* How are data and POTS channels separated?
— POTS splitter at CO
— Microfilters at customer premises
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POTS splitters are used to separate the DSL traffic from the POTS traffic. The POTS splitter is
apassive device. In the event of a power failure, the voice traffic will still be carried to the
voice switch in the CO. Splitters may be located at the customer premises but are certainly used
in the CO.

A microfilter is a passive low-pass filter with two ends. One end connects to the telephone, and
the other end connects to the telephone wall jack.

The local loop terminates on the customer premises at the demarcation point in the network
interface device (NID). At the demarcation point where the phone line enters the customer
premises, adevice caled a splitter is attached to the phone line. The splitter forks the phone
line; one branch provides the original house telephone wiring for the phone, and the other
branch connects to the ADSL modem. In addition, the splitter acts as alow-pass filter, allowing
only the 0—4 kHz frequencies to pass to or from the phone. Installing the POTS splitter at the
NID requires that a technician go out to the customer site to set up the ADSL service, therefore
most installations today use microfilters.

At the CO, the POTS splitter separates the voice traffic which goes to the voice switch in the
CO and the data traffic which goes to the DSLAM in the CO.
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ADSL Channels and Encoding

This topic describes the encapsulation types for ADSL.

CAP Modulation

1.1 MHz
Downstream Data
250 kHz
20 kHz Upstream
Up to 4 kHz

* Single-carrier modulation technique

© 2006 Cisco Systems, Inc. All rights reserved. ISCW v1.0—2-18

There are two basic types of modulation techniques associated with ADSL: asingle-carrier
CAP, which is proprietary, and multicarrier standardized DMT.

CAP Modulation

CAP s an easily implemented modul ation method used in many of the early installations of
ADSL.

CAP modulation creates three separate channels on the wire by dividing the signalsinto three
distinct bands:

m Voicechannel: Voicetrafficis carried in the 04 kHz band.
m  Upstream channel: The range of 25-160 kHz is allocated for upstream data traffic.

m  Downstream channel: Therange of 240 kHz to 1.5MHz is allocated for downstream data
traffic. The actual width of the downstream channel (the upper frequency) varies and
depends upon a number of conditions, such asline length or line noise.

The three channels are widely separated to minimize the possibility of interference between the
channels on one line or between the signals on different lines. A single-carrier notation means
that only one frequency band is used to carry either an upstream or downstream channel.
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DMT Modulation

DMT modulation is standardized with ANSI and ITU—ITU 992.1 (G.dmt), ITU 992.2 (G.lite),
and ANSI T1.413 Issue 2. DMT isthe prevailing modul ation technique used in modern ADSL
deployments.

DMT Modulation

Duplex 4-kHz Subchannels Downstream 4-kHz Subchannels
|

| AR

= TP

04 25 163 1,
Frequency

00 kHz

* Multiple-carrier modulation technique
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Aswith CAP, the DMT modulation technique divides the signals on the wire into separate
channels. The main differenceisthat DMT does not use only two wide channels for upstream
and downstream data traffic. With DMT, the frequency band is divided into 256 separate 4-
kHz-wide channels. Channels 6 to 38 are duplex and used for both upstream and downstream
datatraffic, and channels 39 and onwards are used only for downstream data traffic. To
compensate for noise, the system constantly monitors each channel. When channel quality
decreases, the system adjusts the number of bits per channel, or if the quality is too impaired,
the signal is shifted to another channel. This system constantly shifts signals among different
channels, searching for the best channels for transmission and reception.

Implementing DMT modulation is more complex than implementing CAP modulation, because
it uses alarge number of channels. On the other hand, DMT modulation offers more flexibility
when traversing lines of differing quality.

G.liteisaless complex version of the DMT standard. G.lite uses only half the subchannels
(128) and is thus also known as half-rate DM T. The lower number of channels also determines
alower maximum downstream speed of 1.5 Mbps and a maximum upstream speed of 640 kbps.
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Data over ADSL: PPPoE

This topic describes PPPoE.

Data over ADSL

Aggregation
Router

ATM ‘Ti P
%5
8

CPE DSLAM

Local Loop

=

DHCP ISP/ Corp
Server Router

* IP packets encapsulated over ATM
e Three major approaches:

— RFC 1483/2684 Bridged

— PPPoE

— PPPoA
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Data over ADSL

DSL isahigh-speed Layer 1 transmission technology that works over copper wires.

The DSL Layer 1 connection from the CPE isterminated at the DSLAM. The datalink layer
protocol that is usually used over DSL isATM. A DSLAM isbasically an ATM switch
containing DSL interface cards (ATU-Cs). The DSLAM terminates the ADSL connections, and
then switches the traffic over an ATM network to an aggregation router. The aggregation router
isthe Layer 3 device where | P connection from the subscriber terminates. | P packets over an
ATM and DSL connection have to be encapsulated in some way, and these three approaches

exist:

m  RFC 1483/2684 Bridged
m  PPPoE

m  PPPOA

Briefly described using RFC 1483 Bridging, the ADSL CPE bridges the Ethernet frame from
the PC of the end user to the aggregation router, where integrated routing and bridging (IRB) is
used to provide connectivity to the IP cloud. RFC 1483 Bridging has security and scalability
issues, making it unpopular as a deployment architecture. PPPoE and PPPoA are more scalable
and secure, but also more complex for implementation.
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PPP over Ethernet

The CPE bridges the Ethernet frames from the end-user PC to an aggregation router over ATM
with an Ethernet frame carrying a PPP frame.

PPP over Ethernet

Ethernet frame carrying PPP frame

e Service provider end:

— DSLAM for DSL connection termination

— Aggregation router for PPP session termination

Subscriber end:

— DSL modem for DSL connection termination

— PPPoOE client for PPP session termination

The client device is the PC or the router at the CPE
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The PPP session is established between the subscriber device with PPPoE client support—
either an end-user PC with PPPoE client software or the CPE router configured as the PPPoE
client—and the aggregation router.
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PPP over Ethernet (Cont.)

Aggregation router terminates
the PPPoE connections.

= Aggregation router establishes
(I;Fa,tev1v:§'1p?)?r'l1t's1?o a host route to 192.168.1.10
the aggregation router. after PPP session is established.

Aggregation
Router
ATM IP
1 CPE in bridged mode
'~ such as RFC 1483/2684 bridging N
S o
&
AAA ISP / Corp

Router

» IPis assignhed to PPPoE client functioning device.

* A CPE router can connect multiple users via a single ADSL
connection using NAT/PAT and DHCP.
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Either the PC or the router can be the PPPoE client. The figure shows arouter as a client.

In the PPPOE architecture, the PPPoE client functionality is used to connect to the ADSL
service. The PPPoOE client first encapsulates the end-user data into a PPP frame, and then the
PPP frame is further encapsulated inside an Ethernet frame. The IP address alocation for the
PPPOE client is based on the same principle as PPP in dial mode, which isvialP Control
Protocol (IPCP) negotiation, with Password Authentication Protocol (PAP) or Challenge
Handshake Authentication Protocol (CHAP) authentication. The aggregation router that
authenticates the users can use either alocal database on the aggregation router or aRADIUS
authentication, authorization, and accounting (AAA) server.

The PPPoE client functionality can be available as a software PPPoE client application on the
end-user PC. With this model, PPPOE provides the ability to connect a host over asimple
bridging CPE to an aggregation router. A host uses its own PPP stack and the user is presented
with afamiliar user interface (using the PPPOE client software) similar to establishing a dialup
connection. Unlike PPPoA, access contral, billing, and type of service can be controlled on a
per-user, rather than a per-site, basis.
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PPPoE Session Variables
Different possibilities exist in establishing a PPPoE session.

PPPoOE Session Variables

Router
ATM

DSL and PPPoE deployment types:

©2006 Cisco Systems, Inc. All rights reserved.

Aggregation

&

ISP/ Corp
Router

* Router terminating DSL and with PPPoE client
* Modem terminating DSL and router with PPPoE client
* Modem terminating DSL and end-user PC with PPPoE client

IP

200
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When deploying PPPoE and DSL, these three options are available in regards to the equipment

used, DSL termination, and PPPOE client functionality:

m A router with an internal modem and PPPoE client functionality is used to terminate a DSL

line and establish a PPPoE session. This option is preferable when support of a PPPoE

client software is undesirable. The router can also be a DHCP server, and deploy Network
Address Tranglation (NAT) and Port Address Trandation (PAT) to connect multiple users
behind the service provider, using a single ADSL connection and a single PPP username

and password.

m  Anexterna modem is used to terminate a DSL line, and arouter with PPPOE client

functionality establishes a PPPOE session. A router can also act as a DHCP server and

provide NAT and PAT functionality.

m  Anexterna modem is used to terminate aDSL line. An end-user PC encompasses the

PPPoE client for establishing a PPPoE session.
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PPPoE Session Establishment

PPP usually only works over a point-to-point connection. For PPP over an Ethernet multiaccess
environment, additional enhancements are needed.

PPPOE Session Establishment

,L CPE Aggregation
(Bridging) DSLAM Router
Local Loop
— _ ATM 4? P
S
PADI . I“Q’ :.g
H
< PADO AAA ISP/ Corp
PADR Router

PADS (Session ID)
LCP/IPCP

A A

* PPP session is from PPPoE client to the aggregation router.

» Subscriber IP address is assighed by the aggregation router
via IPCP.
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PPPOE has two distinct stages (per RFC 2516): adiscovery stage and a PPP session stage.

When a PPPOE client (end-user PC or router) initiates a PPPOE session, it must first perform
discovery to identify which PPPOE server can meet the client request. Then, the host must
identify the Ethernet MAC address of the peer and establish a PPPoE session ID. Although PPP
defines a peer-to-peer relationship, discovery isinherently a client-server relationship. In the
discovery process, the PPPOE client discovers an aggregation router (the PPPOE server). There
may be more than one PPPOE server that the PPPoE client can communicate with, based on the
network topology. The discovery stage allows the PPPoE client to discover all PPPOE servers
and then select one.

There are four steps to the discovery stage:

Step 1 The PPPoE client (end-user PC or router) broadcasts a PPPoE Active Discovery
Initiation (PADI) packet containing an indication of which servicetypeitis
requesting. The destination MAC address is set to broadcast.

Step 2 The PPPOE server (aggregation router) sends a PPPoOE Active Discovery Offer
(PADO) packet describing which service it can offer. The destination MAC address
isthe unicast address of the client (end-user PC or router).

Step 3 The PPPoE client sends a unicast PPPoE Active Discovery Request (PADR) packet
to the PPPOE server.

Step 4 The PPPoE server sends a unicast PPPoE active discovery session-confirmation
(PADS) packet to the client.
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When discovery has been succssfully completed, both the PPPOE client and the selected PPPoE
server have the information that they will use to build their point-to-point connection over the
Ethernet. After the PPPoE session begins, PPP goes through the normal link control protocol
(LCP) and Network Control Protocol (NCP) process.

A PPPoE active discovery terminate (PADT) packet may be sent anytime after a session has
been established to indicate that a PPPOE session has been terminated. Either the PPPOE client
or the PPPOE server may send it.

More information on the PPPoE specification can be obtained in RFC 2516.

Per RFC 2516, the maximum receive unit (MRU) option must not be negotiated to a size larger
than 1492 bytes, because Ethernet has a maximum payload size of 1500 octets. The PPPoE
header is 6 octets and the PPP protocol 1D is 2 octets, so the PPP maximum transmission unit
(MTU) must not be greater than (1500 — 8 =) 1492 bytes.

An Ethernet and PPPoE frame contains one of these Ethertypes:
m  0x8863 Ethertype = PPPOE control packets

m  0x8864 Ethertype = PPPoE data packets

Thisiswhat a PPPoE frame looks like:

Ethernet Header | PPPoE Header | PPP PID | User Data
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Data over ADSL: PPPoOA

This topic describes PPPoA.

PPP over ATM

* Routed solution
e User packets routed over ATM
e Service provider end:
— DSLAM for DSL connection termination
— Aggregation router for PPP session termination

termination
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Subscriber end: CPE for DSL connection and PPP session
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PPPOA is arouted solution, unlike RFC 1483 Bridged and PPPoE, in which the CPE is set up
as a bridge, bridging the Ethernet frames from the end-user PC to the aggregator router.

With PPPoA, the CPE routes the packets from the end-user PC over ATM to an aggregation
router. The PPP session is established between the CPE and the aggregation router. Unlike

PPPoE, PPPoA does not require host-based (PPPOE client) software.
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PPP over ATM (Cont.)

DHCP Server
¢ NAT/PAT
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+

 CPE receives an IP address via IPCP like in the dial model.
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With PPPoA, a PPP session is established between the CPE and the aggregation router. The
CPE device must have a PPP username and password configured for authentication to the
aggregation router that terminates the PPP session from the CPE. The aggregation router that
authenticates the users can either use alocal database on the aggregation router or aRADIUS
AAA server. The PPPoA session authentication can be based on PAP or CHAP. After the PPP
username and password have been authenticated, | PCP negotiation takes place and the IP
address is assigned to the CPE. After the | P address has been assigned, a host route is
established both on the CPE and the aggregation router. The aggregation router must assign
only one | P address to the CPE, and the CPE can be configured asa DHCP server and use NAT
and PAT to support multiple hosts connected via Ethernet behind the CPE.

© 2006 Cisco Systems, Inc. Teleworker Connectivity 2-57

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



Summary

This topic summarizes the key points that were discussed in this lesson.

Summary

* DSL is a family of access technologies for delivering high
bandwidth over regular copper lines at limited distances.

* In regards to the downstream and upstream, the DSL can be
symmetrical or asymmetrical.

e DSL variants are ADSL, HDSL, RADSL, SDSL, IDSL, VDSL,
and G.SHDSL.

* The trade-off among various DSL types is distance versus
speed.

 Different impairments influence the achieved operational
speed.

ISCW v1.0—2-29

Summary (Cont.)

* ADSL is designed to coexist with POTS because there is a
POTS splitter at the CO.

» Splitters and microfilters are used to separate voice from
data channels.

* PPPoE and PPPoOA are the most frequently used
encapsulation methods.

* The PPPoE client software first encapsulates the end-user
datainto a PPP frame, and then the PPP frame is further
encapsulated inside an Ethernet frame.

* PPPoA is arouted solution in which the CPE is set up as a
router, and the CPE routes the packets from the PC of the
end user over ATM to an aggregation router.
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Lesson 4

Configuring the CPE as the
PPPoE or PPPoA Client

Overview

DSL isanidea solution for high-bandwidth remote access to a central site. DSL isahigh-
speed Layer 1 transmission technology that works over copper wires. ATM is used as the data
link layer protocol over DSL. PPP over Ethernet (PPPoE) provides the ability to connect a
network of hosts over asimple bridging DSL customer premises equipment (CPE) access
device to an aggregation router. Typically, the end-user PC uses the PPPoE client software on
the PC to connect to the DSL service. However, instead of using the PPPoE client software on
the end-user PC, the CPE (DSL router) can be configured as the PPPoE client. This
configuration will allow multiple PCs behind the CPE (DSL router) to connect to the DSL
service using asingle DSL connection and PPP username and password. In this case, the CPE
(DSL router) would be configured for routing.

This lesson discusses how to configure the CPE (DSL router) as the PPPOE client.

Objectives

Upon completing this lesson, you will be able to configure the PPPoE client over DSL. This
ability includes being able to meet these objectives:

m  Configure a Cisco router as a PPPOE client

Configure an ATM interface for PPPOE client operations
m  Configure the PPPoE DSL dialer interface
m  Configure PAT

m  Describe how to configure a DHCP server to allocate an | P address to the users behind the
client DSL router

m  Configure a static route

m  Review the output of various debug and show commands to verify the PPPOE operations
m  Describe the step-by-step procedure to configure a PPPoA on the CPE router

m  Configurethe DSL ATM interface
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Configuration of a Cisco Router as the PPPoE

Client

This topic describes the configuration tasks that are required to configure a Cisco Systems
router as a PPPoE client. Configuring DSL requires global and interface configuration

commands.

PPPoOE Client over the Ethernet Interface

Configure an Ethernet interface
Configure a dialer interface
Configure PAT

Configure DHCP server
Configure a static default route

o 0N

Configuration Tasks: Configuring the CPE as the
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Use the PPP over Ethernet (PPPoE) DSL configuration steps listed here in addition to dial-on-

demand routing (DDR)-derived commands:

Step 1 Configure the Ethernet interface of the Cisco router with a PPPoE client

configuration.

Step 2 Create and configure the dialer interface of the Cisco router for PPPOE with a
negotiated | P address and a maximum transmission unit (MTU) size of 1492.

Step 3 Configure Port Address Trandation (PAT) on the Cisco router to allow the sharing

of the dynamic public IP address of the dialer interface.

Step 4 Configure the Cisco router to alow it to be the DHCP server for the end-user PCs

behind it.

Step 5 Configure a static default route on the Cisco router.

Note Prior to Cisco I0S software Release 12.2(13)T, you had to first configure a PPPOE virtual
private dialup network (VPDN) group before the steps described above. This was only done
for PPPOE, not for PPP over ATM (PPPoA).
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Example: CPE as the PPPoE Client over the Ethernet Interface

The figure shows a sample configuration for a CPE router acting as the PPPOE client.

Example: CPE as the PPPoE Client

over the Ethernet Interface

Customer Network

IP address
obtained
automatically
L E0/0  EOM Aggregation
DSLAM
- ATM Router
*? IP
-
B i R
~
IP address i E
obtained = H
automatically |SP
DHCP
Server Router
interface Ethernet0/1

interface Dialer(
ip address negotiated
encapsulation ppp
dialer pool 1

2.

no ip address
pppoe enable
pppoe-client dial-pool-number 1

1
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The first two steps are as follows:
Step 1 Configure Ethernet interface.

Step 2 Configure dider interface.
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Example: CPE as the PPPoE Client

over the Ethernet Interface (Cont.)

Customer Network

E0/0 | EOM

DHCP

Client Aggregation

DSLAM Router

DHCP
Client

- 4
IP address \
obtained ip dhcp pool MyPool

automatically network 10.0.0.0 255.0.0.0

default-router 10.0.0.1 DHCP
@ Server

interface Ethernet0/0
ip nat inside
!

interface Dialer(
ip nat outside
!

ip nat inside source list 101 interface Dialer0 overload
ccess-list 101 permit ip 10.0.0.0 0.255.255.255 any
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IP address ip route 0.0.0.0 0.0.0.0 Dialer0 I
obtained 5.
automatically

IP
* -

4P

ISP
Router
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The figure shows the remaining configuration steps for a CPE router acting as the PPPoE

client:

Step 3 Configure PAT.

Step 4 Enable a DHCP server on the router for clientsin the customer network.

Step 5 Configure an | P default route.
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Configuring the CPE as the PPPoE Client over the ATM

Interface

Configuration Tasks: Configuring the CPE as the

PPPoE Client over the ATM Interface

o 0 nh e
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Configure an ATM interface
Configure a dialer interface
Configure PAT

Configure DHCP server
Configure a static default route

Configuring the CPE as the PPPOE client over an ATM interface is very similar to configuring
it over the Ethernet interface. The only difference is that you configurethe ATM interfacein
the first step rather than an Ethernet interface.

Use the PPPoE DSL configuration steps listed here in addition to DDR-derived commands:

Step 1

Step 2

Step 3

Step 4

Step 5

Configure the ATM interface (asymmetric DSL [ADSL] interface) of the Cisco
router with an ATM permanent virtual circuit (PVC) and encapsulation.

Create and configure the dialer interface of the Cisco router for PPPOE with a
negotiated | P address and an MTU size of 1492.

Configure PAT on the Cisco router to alow the sharing of the dynamic public IP
address of the dialer interface.

Configure the Cisco router to allow it to be the DHCP server for the end-user PCs
behind it.

Configure a static default route on the Cisco router.
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Example: CPE as the PPPoE Client over the ATM Interface

The figure shows a sample configuration for a CPE router acting as the PPPoE client over an
ATM interface.

Example: CPE as the PPPoE Client

over the ATM Interface

Customer Network

IP address
obtained
automatically

Aggregation
Router

-
IP address g
obtained H
automaticall
Y DHCP R'SP
Server outer
interface ATMO/0

interface Dialer(
no ip address

ip address negotiated
dsl operating-mode auto encapsulation ppp
pve 8/35

dialer poel 1
pppoe-client dial-pool-number 1
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The first two steps are as follows:
Step 1 Configure ATM interface.

Step 2 Configure the dialer interface.
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Example: CPE as the PPPoE Client

over the ATM Interface (Cont.)

Customer Network

IP address ip route 0.0.0.0 0.0.0.0 Dialer0 I
obtained 5.
automatically
DHCP E0/0 | ATMO/0
Client l DSLAM Aggregation
e ATM
- IP
8/35 s
DHCP
Client
7 4
IP address N g
obtained ip dhecp pool MyPool #
automatically network 10.0.0.0 255.0.0.0 ISP
default-router 10.0.0.1 DHCP Router
@ Server

interface Ethernet0/0

ip nat inside

]

interface Dialer0

ip nat outside

]

ip nat inside source list 101 interface Dialer(0 overload
ccess-list 101 permit ip 10.0.0.0 0.255.255.255 any
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The figure shows the remaining configuration steps for a CPE router acting as the PPPoE
client:

Step 3 Configure PAT.

Step 4 Enable a DHCP server on the router for clients in the customer network.
Step 5 Configure an | P default route.
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Configuration of a PPPoE Client

This topic describes how to configure a PPPOE client. After the PPPOE virtual private dialup
network (VPDN) group has been defined, the ATM interface must be configured.

PPPoE Client Configuration

router (config) #

|interface ethernet number

» Configures the Ethernet interface

router (config-if)#

pppoe enable

* Enables PPPoE on Ethernet interface

router (config-if) #

pppoe-client dial-pool-number number

* Binds a dialer profile to the Ethernet interface

© 2006 Cisco Systems, Inc. All rights reserved
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Configure the Ethernet interface (ADSL interface) of the Cisco router with an ATM PVC and
encapsulation, as follows:

m To configure a PPPOE client on an Ethernet interface, use the inter face ethernet command
in global configuration mode to enter interface configuration mode.

m  Next, enable the PPPoE on Ethernet interface.

m  Findly, specify which diaer interface to use. Use the pppoe-client dial-pool-number

command to bind the Ethernet interface to a dialer interface to set the encapsulation to
PPPOE client.
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Example: Configuring PPPoOE

To configure a PPPOE client on arouter, use the configuration example shown in the figure.

Customer Network

IP address
obtained

Client

Example: Configuring PPPoE Client

PPPoE Session

automatically

pHeP |

Client

E0/0  EOM

Aggregation

DSLAM Router

DHCP
Client

7

IP address
obtained

automatically

Py ATM
? IP
'—suﬂi_n <
— $ et

<

DHCP
Server

interface Ethernet0/1

no ip address

pppoe enable

pppoe-client dial-pool-number 1
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Configuration of the PPPoE DSL Dialer Interface

This topic describes the commands that are required to configure aDSL diaer interface. After

the ATM interface has been configured, the dialer interface must be configured.
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Configuring the PPPoE Dialer Interface

router (config) #

|interface dialer number

» Configures the dialer interface.

router (config-if)#

encapsulation ppp

» Specifies PPP encapsulation for the dialer interface.

router (config-if) #

|ip address negotiated |

» Sets IP address to be negotiated with the remote peer using
IPCP.

Use the commands in the table for PPPOE DSL diaer configuration.

Dialer Commands for DSL

Command Description

ip address negotiated Enables a dynamic address from the service provider using IP

Control Protocol (IPCP). With IPCP, DSL routers automatically
negotiate a globally unique (registered or public) IP address for
the dialer interface from the service provider aggregation router.

encapsulation ppp Specifies PPP encapsulation for the dialer interface.

no cdp enable Stops Cisco Discovery Protocol (CDP) advertisements from going

out the dialer interface.
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Configuring the PPPoE

Dialer Interface (Cont.)

router (config-if)#

|dia1er pool pool number

* Binds dialer interface to the dialer pool

router (config-if)#

ip mtu mtu size

PPPoE header requires 8 bytes

router (config-if) #

* Reduces the maximum Ethernet payload size because the

|ppp authentication chap [callinl]

* (Optional) Configures PPP authentication CHAP

© 2006 Cisco Systems, Inc. All rights reserved ISCW v1.0—2-14

Use the additional commands in the table for PPPoE DSL dialer configuration.

Additional Dialer Commands for DSL

Command Description

dialer pool Specifies to which pool the dialer interface is assigned.

pool number

ip mtu mtu size Sets the maximum Ethernet payload size. Reduces the MTU size

from 1500 to 1492, because the PPPoE header plus PPP
protocol ID require eight bytes.

ppp authentication (Optional) Configures the Challenge Handshake Authentication
chap [callin] Protocol (CHAP). With the keyword callin, the access server will
only authenticate the remote device if the remote device initiated
the call.
Note Unlike an ISDN DDR configuration, DSL is always on. Therefore, a dialer list is not required

to identify interesting traffic.
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Example: Configuring the PPPoE Dialer Interface

Use this configuration example to configure a PPPoE dialer interface on the router.

Example: Configuring the

PPPoE Dialer Interface

Customer Network

'23&?@? PPPoE Session R
automatically i
DHCP E0/0 EOM
= DSLAM i Roer
[N
IP
e - PR—
DHCP I
Client
> >
IP address g
obtained H
automaticall
i DHCP ISP
Server Router

interface Dialer(

ip address negotiated
encapsulation ppp

dialer pool 1

ip mtu 14892

ip nat outside

ppp authentication chap callin
ppp chap password mysecret

© 2006 Cisco Systems, Inc. All rights reserved. ISCW v1.0—2-15

2-70 Implementing Secure Converged Wide Area Networks (ISCW) v1.0 © 2006 Cisco Systems, Inc.

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



Configuration of PAT

This topic describes how to configure addressing translations using PAT.

Port Address Translation

My Network Internet

SA=10.6.1.2:2031 SA =171.69.68.10:2031
PAT
—

—
10.6.1.2 e_

[ —
%_l SA=10.6.1.6:1506 SA = 171.69.68.10:1506
e
—_—p

—_——
10.6.1.6 2

Internet/
Intranet

NAT Table

Inside Local Inside Global
IP Address IP Address

10.6.1.2:2031  171.69.68.10:2031

10.6.1.6:1506  171.69.68.10:1506
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One of the main features of Network Address Trandation (NAT) is static PAT, whichisalso
referred to as overload in Cisco |OS configuration. Y ou can translate several internal addresses
using NAT into just one or afew external addresses by using PAT.

PAT uses unique source port numbers on the inside global 1P address to distinguish between
tranglations. Because the port number is encoded in 16 bits, the total number of internal
addresses that NAT can trandate into one external addressiis, theoretically, as many as 65,536.
PAT attemptsto preserve the original source port. If the source port is already allocated, PAT
attempts to find the first available port number. It starts from the beginning of the appropriate
port group, 0-511, 512-1023, or 1024-65,535. If PAT does not find a port that is available
from the appropriate port group and if more than one external 1P addressis configured, PAT
will move to the next IP address and try to allocate the original source port again. PAT
continues trying to alocate the original source port until it runs out of available ports and
external |P addresses.
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Configure PAT

NAT overload, commonly referred to as PAT, and PPP and | PCP are popul ar techniques used
to scale limited addresses.

Configure PAT

router (config) #

access-list ACL num {permit | deny} protocol source network
source wildcard destination network destination wildcard

» Specifies the addresses that may be translated

router (config) #

ip nat inside source list ACL num interface interface number
[overload]

* Enables dynamic translation of addresses using the assigned IP
address of the interface

router (config-if) #

|ip nat {inside | outside}

» Specifies the interface as inside or outside related to PAT

© 2006 Cisco Systems, Inc. All rights reserved.
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Using NAT overload means that you can share the one registered | P address of the public
interface for all the devices behind the PAT router to access the Internet.
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Example: PAT Configuration

Thefigure illustrates a sample PAT configuration on the Cisco router.

Example: PAT Configuration

Customer Network

IP add
oli;tair::zs PPPoE Session R
automatically i

DHCP E0/0 EO0NM
Client R DSLAM Aggregation
> = ATM
10.0.0.08 * IP
e — i ‘“ £y uws—"‘ -
DHCP
Client

7
IP address

obtained % g
automatically

ISP
DHCP
Server Router

interface Ethernet0/0
ip nat inside
'

interface Dialer0
ip nat outside

ip nat inside source list 101 interface Dialer0 overload
access-list 101 permit ip 10.0.0.0 0.255.255.255 any
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The access list will match any source address in the 10.0.0.0/8 network.

In this example, the DialerO interface is the outside interface, and the Ethernet0/0 interfaceis
theinside interface.

The 10.x.x.x source addresses will be trandlated using PAT to the DialerQ | P address. The

Diaer0Q interface receivesits | P address from the service provider aggregation router using
IPCP.
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Configuration of DHCP to Scale DSL

This topic describes how to scale DSL by configuring a DHCP server on the client DSL router.

Configure a DHCP Server

router (config) #

|ip dhecp pool pool name

- Enables a DHCP pool for use by hosts and enters DHCP pool
configuration mode.

router (dhcp-config) #

|import all |

e Imports DNS and WINS information from IPCP.

router (dhcp-config) #

|network network address subnet mask |

» Specifies the network and subnet mask of the pool.
router (dhcp-config) #

|defau1t-router address |

» Specifies the default router for the pool to use.
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The Cisco |0S DHCP Server feature is afull implementation that assigns and manages |P
addresses from specified address pools within the router to DHCP clients. After aDHCP client
has booted, the client begins sending packets to its default router. The I P address of the default
router should be on the same subnet as the client.

The Cisco 10S DHCP Server was enhanced to allow configuration information to be updated
automatically. Network administrators can configure one or more centralized DHCP serversto
update specific DHCP options within the DHCP pools. The remote servers can request or
“import” these option parameters from the centralized servers.

To configure a DHCP address pool on a Cisco |0S DHCP Server and enter DHCP pool
configuration mode, use the ip dhcp pool global configuration command.

To import DHCP option parameters into the Cisco |0S DHCP Server database, use theimport
all DHCP pool configuration command.

To configure the subnet number and mask for a DHCP address pool on a Cisco |OS DHCP
Server, use the network DHCP pool configuration command.

To specify the default router list for aDHCP client, use the default-router DHCP pool
configuration command. Note that the DHCP server excludes this address from the pool of
assignable addresses.
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Example: Configuring a DHCP Server

This example describes how to configure the Cisco router as the DHCP server for the end-user
PCs behind the router Ethernet interface.

Example: DHCP Server Configuration

Customer Network

IP add
oli;tair::zs PPPoE Session R
automatically g

DHCP
Client DSLAM Aggregation

- ATM Router

DHCP
Client

obtained % % g
automatically

>
IP address

ip dhep pool MyPool

import all

network 10.0.0.0 255.0.0.0
default-router 10.0.0.1

!

interface Ethernet0/0
ip address 10.0.0.1 255.0.0.0
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In this example, a DHCP address pool with the name MyPool is configured. The CPE router
will act like a DHCP server to the hosts, connected to the Ethernet 0/0 interface. Hosts will get
I P addresses from range 10.0.0.2 to 10.255.255.254 with the subnet mask 255.0.0.0. The IP
address 10.0.0.1 is excluded from this range, because it is already used on the router interface.
Hosts will get a default route pointing to the router interface IP address 10.0.0.1, and other

parameters that the router gets from the aggregation router, such as Domain Name System
(DNS) and Windows Internet Naming Service (WINS) setup.
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Configuration of a Static Default Route

This topic describes how to configure a static default route pointing to the dialer interface.

Configuring a Static Default Route

router (config) #

|ip route 0.0.0.0 0.0.0.0 interface number

 The CPE can use a static default route to reach all remote
destinations.
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Y ou can configure a static default route on a Cisco router to allow the router to reach all
unknown destinations toward the dider interface. In most DSL installations, the CPE will not
be running a dynamic routing protocol to the aggregation router of the service provider.
Therefore, a static default route is required on a Cisco router.

When a PPPOE session has been established between a Cisco router and the aggregation router
of the service provider, the dialer interface | P address is assigned from the service provider
aggregation router via |PCP. The service provider aggregation router will automatically build a
/32 host route to reach the Cisco router dialer interface.

To configure a static default route on a Cisco router, enter global configuration mode and use
theip route 0.0.0.0 0.0.0.0 command. The interface in this example is DialerO connected to the
external network.
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Example: Configuring a Static Default Route

This example describes how to configure a static default route on a Cisco router.

Example: Static Default Route

Customer Network

Ii;ti?rl;:zs PPPoE Session R
automatically d
DHCP
Client DSLAM Aggr:l?;trlon
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DHCP
Client
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IP address : g
obtained ) §
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! DHCP R'SP
Server outer

I:i.p route 0.0.0.0 0.0.0.0 Dialer0
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In this example, a static default route points to a DialerQ interface, which is used for a PPPoE
connection.
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Verifying a PPPoE Configuration

This topic describes verification of a PPPoE configuration and provides an example of a

complete PPPOE configuration.

Verifying a PPPoE Configuration

router#

|debug pppoe events

part of normal session establishment or shutdown

router#

» Displays PPPoE protocol messages about events that are

debug ppp authentication

and PAP packet exchanges

router#

» Displays authentication protocol messages, including CHAP

|show pppoe session

sessions

» Displays basic information about currently active PPPoE
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To verify proper PPPOE session establishment and PPP authentication, use the debug

commands in the table.

Cisco 10S debug Commands

Command Description
debug pppoe events Displays PPPoE protocol messages about events that are part of
normal session establishment or shutdown
debug ppp Displays authentication protocol messages, including CHAP and
authentication Password Authentication Protocol (PAP) packet exchanges
Note Prior to Cisco 10S software Release 12.2(13)T, the command used to display the PPPoE

protocol session establishment or shutdown messages was debug vpdn pppoe-events.

Cisco I0S show Command

Command Description
show pppoe session Displays basic information about currently active PPPoE
sessions.
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Verifying a PPPoE Configuration (Cont.)

router#

|show ip dhcp binding |

» Displays address bindings on the Cisco I0S DHCP server

router#

show ip nat translations

» Displays active NAT translations

C:\Documents and Settings\User>

| ipconfig /all |

» Displays the complete IP configuration on Windows NT, 2000,
or XP system
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To verify proper PPPoE configuration, DHCP setup, and NAT configuration, use the

commands in the tables.

Additional Cisco I0S show Commands

Command Description

show ip dhcp binding Displays address bindings on the Cisco IOS DHCP server
show ip nat Displays active NAT translations

translations

Windows NT, 2000, and XP Command

Command Description

ipconfig /all Displays the complete IP configuration on Windows NT, 2000,
and XP systems including IP address, network mask, default

gateway, DNS, etc.
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Debug PPPoOE Events

Use the VPDN PPPoE debug commands to determine if the PPPOE connect phaseis
successful.

Debug VPDN PPPoE Events

CPE#debug pppoe events

15:13:41.991: Sending PADI: Interface = Ethernetl

15:13:42.083: PPPoE 0: I PADO

15:13:44.091: PPPOE: we've got our pado and the pado timer went off
15:13:44.091: OUT PADR from PPPoE Session

15:13:44.187: PPPoE 5989: I PADS

15:13:44.187: IN PADS from PPPoE Session

* Determine if the PPPOE connect phase is successful.

CPE#show pppoe session
Total PPPoOE sessions 1

PPPoE Session Information

UID SID RemMAC Intf Intf Session
LocMAC VASt state

0 5989 0090.1a41.1a83 Etl Vi2 N/A
000b.46e2.eb36 UP

* Get the status of the PPPOE session.
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The significant fields shown in the output are:

m  15:13:41.991: Sending PADI: Interface = Ethernetl: A broadcast Ethernet frame that
requests a PPPOE server.

m  15:13:44.091: PPPOE: we've got our pado and the pado timer went off: Thisisa
unicast reply from a PPPoE server (similar to a DHCP offer).

m  15:13:44.091: OUT PADR from PPPoE Session: Thisisaunicast reply that accepts the
offer.

m  15:13:44.187: IN PADS from PPPoE Session: Thisis aconfirmation and the
establishment completes.

After the PPPOE session is established, use the show pppoe session command in order to get
the status.
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Debug PPP Authentication

To verify PPP authentication success, follow these steps:

Step 1 Enable PPP authentication debugging with the debug ppp authentication
command.

Step 2 Enable an external ATM interface on the router.

Step 3 Observe debugging messages on the router. CHAP authentication should be
successful, asit is shown in the printout.

Step 4 Disable debugging with the no debug ppp authentication command.

Debug PPP Authentication

CPE#debug ppp authentication

CPE#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

CPE (config) #interface ATM 0/0

CPE (config-if)#no shutdown

00:19:05: %LINK-3-UPDOWN: Interface ATM 0/0, changed state to up
00:19:06: %LINEPROTO-5-UPDOWN: Line protocol on Interface ATM0/O0,
changed state to up

00:19:29: %DIALER-6-BIND: Interface Vi2 bound to profile Dil
00:19:29: Vi2 PPP: Using dialer call direction

00:19:29: Vi2 PPP: Treating connection as a callout

00:19:29: Vi2 PPP: Authorization required

00:19:29: Vi2 PPP: No remote authentication for call-out
00:19:29: %LINK-3-UPDOWN: Interface Virtual-Access2, changed state to up
00:19:31: Vi2 CHAP: I CHALLENGE id 1 len 24 from "ISP"

00:19:31: Vi2 CHAP: Using hostname from interface CHAP

00:19:31: Vi2 CHAP: Using password from AAA

00:19:31: Vi2 CHAP: O RESPONSE id 1 len 25 from "CPE"

00:19:32: Vi2 CHAP: I SUCCESS id 1 len 4

00:19:33: SLINEPROTO-5-UPDOWN: Line protocol on Interface Virtual-
Access2, changed state to up

* Enable debugging for PPP authentication to verify authentication
success.
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If CHAP authentication is successful, verify the connectivity from your router toward an |P
address on the Internet.

The DSL connection is established to the ISP router and will stay up permanently. The CHAP

authentication verifies the identity of the remote node using a three-way handshake at the
establishment of the session and periodically during the session.
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Verify DHCP Clients
Verify how the IP address is assigned on the PC.

Verify DHCP Clients

C:\Documents and Settings\User>ipconfig /all
Windows 2000 IP Configuration
Ethernet adapter LAB:
Connection-specific DNS Suffix . : lab.com
Description . . . . . . . . . . . : Intel(R) PRO/1000 MT Mobile
Connection
Physical Address. . . . . . . . . : 00-11-25-AF-40-9B
Dhcp Enabled. . . . . . . . . . . : Yes
Autoconfiguration Enabled . . . . : Yes
IP Address. . . . . . . . . . . . : 10.0.0.2
Subnet Mask . . . . . . . . . . . : 255.0.0.0
Default Gateway . . . . . . . . . : 10.0.0.1
DHCP Server . . . . . . . . . . . : 10.0.0.1
DNS Servers . . . . . . . . . . . : 192.168.1.1
192.168.1.2
Primary WINS Server . . . . . . . : 192.168.1.3
Lease Obtained. . . . . . . . . . : 6. April 2006 16:36:31
Lease Expires . . . . . . . . . . : 7. April 2006 0:36:31

* Verify how the IP address is assigned on the PC.
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Open the command prompt on the PC and check the | P setup. The output of the ipconfig
command on the PC confirms that the PC has obtained the |P address (10.0.0.2), subnet mask
(255.0.0.0), default gateway address (10.0.0.1), DNS servers (192.168.1.1 and 192.168.1.2),
and WINS server (192.168.1.3) from the DHCP server.
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Verify DHCP Server

To verify the existing automatic and manual DHCP bindings on the router, use the show ip
dhcp binding command.

Verify DHCP Server

CPE#show ip dhcp binding

IP address Client-ID/ Lease expiration Type
Hardware address

10.0.0.2 0100.5056.4000.59 Jan 21 2006 12:50 AM Automatic

10.0.0.3 0100.5056.4000.60 Jan 21 2006 12:50 AM Automatic

* Verify the existing DHCP bindings on the router (DHCP
server).
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The output shows the mapping between the | P address, assigned to the DHCP client, and the
hardware address (client 1D), which belongs to the host. L ease expiration shows how long this
mapping isvalid. After expiration, the DHCP server will send anew binding, which can be the
same or adifferent |P address. Type defines whether the binding was automatically or manually

Set.
Theclient ID is composed from mediatype, which is Ethernet, with code 01 and MAC address
of the host.
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