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Legal Notice

The advice in this book is designed to help you achieve the standard of the Cisco
Certified Network Associate (CCNA) exam, which is Cisco’s foundation
internetworking examination. A CCNA is able to carry out basic router and switch
installations and troubleshooting. Before you carry out more complex operations, it is
advisable to seek the advice of experts or Cisco Systems, Inc.

The practical scenarios in this book are meant to illustrate a technical point only and
should be used only on your privately owned equipment, never on a live network.
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}-,,_,! E“ Paul Browning

I worked in the police force in the UK from 1988 to 2000. I was always on active duty
and spent time both as a detective and as a sergeant. I got involved in IT in 1995 when |
bought my first computer and had to get a friend to help me sort out the autoexec.bat file
to get DOS working. Then I had to fix something inside the computer when it broke. I
sort of enjoyed that so I paid to go on an A+ PC assembly course.

I volunteered to teach e-mail in the police station when that came in, around 1995, and
that was fun too. I left the police force to work on a helpdesk in 2000 but quickly grew
tired of the monotony of fixing the same problems. I studied hard and in a few months
passed my MCSE and CCNA exams. I got a job with Cisco Systems in the UK in late
2000, where I was on the WAN support team.

We were all made redundant in 2002 because the IT bubble had burst by then and I
found myself out of work. Frightened and desperate, I offered to teach a Cisco course at
a local IT training center and, to my surprise, they agreed. I quickly had to write some
notes and labs, which became a book I called Cisco CCNA Simplified. That book has
now been replaced by the one you are reading now.

The book gave readers all the information they needed to pass the CCNA exam, as well
as the ability to apply everything they had learned to the real world of Cisco
networking. The book sold many thousands of copies all over the world, and eventually
it turned into an online course at www.howtonetwork.com, which now offers video
based IT certification training.

With the notes I had written, I started my own Cisco training company, which taught
CCNA and CCNP boot camps in the UK for a few years. I sold the company to a friend
in 2008 so I could work on online training, which gave me more time with my family.
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CCIP, FCNSA, FCNSP, and CEH. He took an interest in IT at an early age and soon
developed a passion for computer networking, which made him study hard in order to
reach an expert level. Daniel has worked for different Cisco Partners and System
Integrators in Romania in system design, implementation, and troubleshooting for
enterprise-level networks. He is also involved in several international freelance
consulting projects in his areas of expertise. Daniel is a very dynamic person, and in his
spare time he likes to travel and to participate in all kinds of sports.
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Preface

My name is Paul Browning and, along with Farai, Dario, and Daniel, my job is to get
you through your CCNA (or ICNDI and ICND2) exam(s) in the next 60 days. Your job
1s to do what I tell you to do, when I tell you to do it. If you can do that, then in 60 days’
time you will be a qualified Cisco CCNA engineer. If you skip days or try to play catch-
up by doing two or three days’ work when you have time, you will fail — badly. Trust
me, I’ve been teaching a long time and I know what I’m talking about.

Do any of the following problems sound familiar to you?
“I just don’t know where to start studying. I feel overwhelmed by the information.”

“I’ve bought all the CBT-style videos and books, and have even been on a course, but |
don’t feel ready to take the exam and I don’t know if I ever will.”

“I’ve been studying for a long time now, but I haven’t booked the exam yet because I just
don’t feel ready.”

I hear these comments every day from Cisco students on forums and via e-mails to my
office. I’ve come to realize that the problem isn’t the lack of quality training materials;
that used to be the case in the late ‘90s, but now there are too many training manuals.
The problem isn’t the lack of desire to pass the exam. The problem is a lack of two
things which mean the difference between success and obscurity — a plan and structure.

This 1s why personal trainers do so well. We can all exercise every day, go for a run, do
push ups, and eat healthy food, but having a trainer means you don’t have to think about
it. You just turn up and do what he tells you to do and you get the results (unless you
cheat). This 1s where I come in — you turn up at the time you agree to each day and do
what I ask you to do. Don’t argue with me, don’t complain, and don’t make excuses as to
why you can’t do something. Just do it, as the Nike slogan goes.

Read This First!

I’ve learned a lot and have had some great feedback from the first version of this book,
so | thought I’d add this bit to save you and me some time.

1. Inorder to pass the exam, you need both this book and access to either Packet
Tracer/GNS3 or a live rack of Cisco equipment. Although I do own other training
websites for IT certifications and I do refer to them sometimes, there is absolutely no
need to join them in order to pass.

2. If Cisco make any exam changes after this book is printed, I will add notes/videos or
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exams to https://www.in60days.com/free/ccnain60days/ so you aren’t disadvantaged
in any way. I’ve also added your daily exams and other bonus resources here to save
space. You must use this free bonus URL in order to prepare for the exam.

3. You must dedicate two hours per day for 60 days in order to pass the exam. More is
better if you can manage it. It’s only for two months. I’ve done my best to balance the
book out but some days will be longer than two hours whilst others will be shorter,
so please do extra study to fill up the time if you finish a module early.

4. Some days are really tough such as EIGRP but it balances out because EIGRP for
IPv6 is a very short section you can complete in about 30 minutes so don’t get
stressed out if you can’t finish the days tasks at the exact time frame I allocate. The
important thing is getting in two hours of quality study time per day with no excuses.
If it takes you 70 or 80 days to become exam ready it’s okay. Others get it done in 30
days but we are all different.

5. This course is modular and flexible. We repeat subjects several times to you really
learn the material but you can swap or move lessons as you see fit. Only you will
know where your strong and weak areas are so feel free to follow my plan exactly or
make changes.

Getting Hands-on Time

You have a few options when it comes to doing the labs. Each option has benefits and
drawbacks.

Packet Tracer (PT) is a router and switch simulator created for Cisco Academy students
but now available for free download from Cisco (once you register online). I’ve
completed many of the labs and examples in this book using PT purely for convenience.
Bear in mind that PT is not live equipment so it will never act in exactly the same way
live equipment does. Some students become confused when they can’t see certain
commands or get the same results they would have gotten when using live equipment.
I’ve had many frustrated students contact me trying to get labs working properly only for
me to find out they were using PT. In my opinion, it’s enough for CCNA-level study but
not beyond that; and remember that for job interviews, you need to have some hands-on
time using live equipment.

Next option is a router emulator. This is running actual Cisco IOS code on your
computer. GNS3 is a free tool used by many thousands of Cisco engineers, from CCNA
to CCIE, to create virtual networks for lab work. The major weakness of GNS3 is that it
cannot emulate Cisco switches (this may change soon) because they use hardware to
forward frames. You can prepare around 70% towards the exam using GNS3, but then
you need to revert to either PT or live switches for lab work. This may change in the
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near future if Cisco agree to release some of their code to the public to allow students to
study for exams.

I’ve created my version of GNS3 with a network topology created at
www.howtonetwork.com/vRack. It’s free but I don’t offer any support and you need to
have a valid IOS to add in order for it to work.

Live equipment is another choice. You can buy reasonably priced racks bundled on
eBay. You will need at least two 2960 switches and three or four routers in order to do
all the labs. I’ve tried to keep it simple with the minimum amount of labs in this book.
You will need to have the correct cables and interface cards, which is why many people
turn to racks on eBay. Just double check the price because many racks can be
overpriced.

Cisco do test you on 15.x IOS in the exam; however, at the moment, it is a tiny part of
the syllabus so anything running 12.3 onwards will do everything you need. If you plan
to take the CCNP exam, then you may prefer to choose higher-end models.

Your last option is renting remote racks. Cisco offer a rack rental service (although it’s
an emulator) which will cover all your CCNA needs and beyond. I have a live rack on
www.howtonetwork.com but it’s for members only.

Does CCNA in 60 Days Work?

My idea for the program came whilst following a keep fit program provided by a
special forces soldier. He wrote a get fit guide where every day you ate certain foods at
certain times and did prescribed workouts. The results for me were amazing. I put it
down to not having to think; each day I did what he told me to do and I saw my body
literally transform from flabby to fit.

It then struck me. If a step-by-step fitness program (which is now all the rage) works for
many tens of thousands of normal people, surely it would work for pretty much anything
else — like learning guitar, speaking Spanish, or even passing Cisco exams. Cisco
CCNA in 60 Days was born. The results have been astounding. I started to receive e-
mails and forum posts every week from people who had been stuck, sometimes for
years, and who were now passing their exams.

I’m not sure why I was surprised, but I had my critics of course. Most hid behind
usernames and posted negative reviews on Amazon. When I read them I realized they
hadn’t actually read what I wrote or even followed the program at all. They were
looking for reasons to hate my program. But it all boils down to this, I suppose: If you
follow the 60-day program, will it work for YOU?
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Well, please don’t take my word for it. The program has been around for over 6 years
now, and here is a very small sample of the results.
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I have a ton of reviews on Amazon from people who have passed the exam and forum
posts also. There are no secrets or tricks, they just put 2 hours work in every day and
followed the plan I set out in this guide. If you do the same you will get the same result.
If you fall behind then don’t sweat, just pick up where you left off and carry on.

Introduction to the Third Edition

Updates to the Cisco CCNA exam have always made it harder but the newest changes
have made it pretty tough to pass now. So many CCNP level subjects have now dropped
into the syllabus including BGP, DHCP snooping, EIGRP for IPv6 as well as new topics
including cloud computing and network programmability. You certainly have your work
cut out for you I’m afraid.

The exam updates are both good and bad news for you. Good that when you pass, you
will be admired and respected by colleagues and employers, but bad in that you have a
very difficult task ahead of you. You have a huge amount of information to digest and
understand, as well as complex configuration tasks to configure and troubleshoot, with
the clock ticking whilst under exam conditions.

In order to help you pass the new-style CCNA exam, I’ve completely rewritten this
book. Some parts of the earlier editions have stayed because they teach you exactly
what you need to know and they have been battle tested by thousands of students who
came before you. Other parts have been improved or updated as a result of feedback.
Entirely new sections have been added due to changes to the syllabus.

I’ve used several tools this time, including my personal experience in the exams, dual
CCIE Farai Tafa’s CCNP study guides, real-world experience, RFCs, and what I’ve
learned since 2000, when I left the police force in the UK and started my career in
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Cisco networking. I’ve also hired CCIE Daniel Gheorghe and dual CCIE Dario Barinic,
who have added sections, updated others, and trimmed other bits out. Bear in mind that
all three CCIEs are full-time network architects I hired to improve this guide. None of
them teach internetworking, they DO internetworking. Bear that in mind when you are
checking out other books and training materials!

Free Stuff

Unlike Sybex and Cisco Press, Reality Press is a tiny publishing operation. In fact, to be
honest, it’s just me! I sit in my little office writing and working on my training websites
and hire freelancers when I need them. In fact, here is me taking a break from editing
this book:
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I’m telling you this because I need a small favor from you.

I need your help to promote this book and get the word out by posting a review on
Amazon. I do my best to give you great value-for-money and your review will really
help. When you’ve done that, please fill in the form on www.in60days.com/reviews,
attach a screenshot, and I’ll send you access to a CCNA exam to help you prepare for
the real thing. I’ll do this no matter what the review says.

FAQs
Q. Is this book the same as your other CCNA book, Cisco CCNA Simplified?

A. Nope. I do have a tiny bit of the text from that book and some from my CCNP books
in here, but most of it is new. [ wanted to include other stuff and some more of my own
comments and observations, so this book is an improvement on the others in many ways.

Q. Do I need to take the video course at www.in60days.com?
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A. No. Check out https://www.in60days.com/free/ccnain60days/, which complements
this book and has all the free exams and other materials.

Q. Is there a discount if I want to do the video course which matches this course?

A. Yes. I want to be clear that I’m not promoting the paid course but I do need to make a
charge in order to cover streaming video and production costs. Just use the coupon code
‘60book’ when you visit - https://www.in60days.com/products/ and it drops to $17
from $67.

Q. Does the book cover network foundations for beginners?

A. It used to but because the new exam subjects have added over 300 pages to this
book, it’s now impossible to fit in many of the basics. If you are a novice, I recommend
reading a good Network+ book first.

Q. Why is some stuff in your cram guide/exams but not in the theory?

A. Some stuff I just want to give you in the cram guide or exams, but if [ want to cover it
in more detail, it will be in the book. I cover all the syllabus stuff in the book but
sometimes Cisco sneak in other stuff into the exam so I’ll cover it in the crams or
practice exams.

Q. Should I do the one-exam route or the two-exam route?

A. You can do either with this program. At the 30-day mark, you can take the ICNDI
exam, or you can continue on to the ICND2 module and at the end take the CCNA exam.

Q. Which is best?

A. There is no best. It is cheaper to take one exam and get it over with, but there is more
to cover. The two-exam route gives you more breathing space and you get a
qualification after the first exam. Personally, I’d take the two-exam route, as it lets you
focus on less topics per exam.

Q. How much time do I need to study each day?

A. Set aside two hours per day. Bear in mind that the average person watches five hours
of TV every day and more on weekends.

Q. What if  miss a day?

A. You’ll want to avoid that at all costs. Find a time when you can study every day. If
you have to miss a day, then just pick up where you left off the next day.

Q. What if I have a question?

A. It’s impossible for me to support everybody because this book sells thousands of
copies.
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Q. Can a person really pass in just 60 days? Cisco Academy teaches the CCNA course
over two years.

A. They do, but it is usually only one evening per week for two hours, with 20 to 30
students per class. The poor results speak for themselves on that program. My method 1s
more intensive but it is also of very high quality.

Q. Do I need to buy anything else?

A. Not really. You need this book and some Cisco equipment. If you really want extra
stuff, then please check out the video course I mention above.

Q. I have more than two hours per day to spend on studying, so can I study more?

A. Sure. Study the same stuff again or do more labs. Don’t study what you already know.
Q. What if I can’t do two hours per day?

A. You will find it hard to pass if you put less in unless you have previous experience.
Q. I didn’t get today’s lesson finished. What do I do now?

A. Don’t sweat it. Just continue where you left off. Some days are pretty easy so you
will actually catch up to where you should be.

How the Program Works

The 60-day study program offers a combination of learning techniques, including
reading, reviewing, cramming, testing, and hands-on labs. You will take in new
information for the first few sessions and then start to review each module each day, as
well as implement the lessons on live Cisco equipment. You will then begin to employ
the theory to exam-style questions and eventually apply your knowledge in the real
exam.

You need to factor in two hours of study per day spread amongst the theory, labs, exams,
and review. I’ve also built in free sessions for you to choose what you want to study.
You start off with mainly theory and then build up to mainly labs and exams, plus
review. You will review every lesson the next day and then come back to it again on
other review days, as well as in labs and exams. Take NAT, for example:

Day 16 — NAT

Day 16 — NAT labs

Day 17 — NAT review

Days 23 through 30 — Free study and NAT labs
All days — NAT in the cram guide
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In addition, there are NAT challenge labs and you study NAT every day in the cram
guide. The same goes for many other subjects. Minor subjects such as CSMA/CD I refer
to twice, but that is all. There is little chance these will come up in the exam, so there is
little incentive to remember them. There will be ample time to cover everything, as well
as free study sessions where you can go over any weak areas. You should keep working
on your weak areas until there are none left.

I have included some bonus labs on in60days.com, so if you want to test your hands-on
skills further, then please follow those. If you’re looking for some other review
materials, please check out https://www.in60days.com/free/ccnain60days/.

Are You Ready?

I’ve split your study into ICND1 and ICND2. When you book your exam(s), the exam
titles are 100-105 for ICNDI1 and 200-105 for ICND2. You can also take both exams at
the same time in the 200-125 CCNAX composite exam. I would recommend that you
take the two-exam route because you can concentrate on specific topics and there is less
chance of becoming overwhelmed. The downside, of course, is having to pay for two
exams, which is more expensive. Please print out the CCNA/ICNDI1/ICND2 exam
syllabus before you take the exam to ensure you have covered everything. Mark each
subject out of 10 and ensure you work on the weak areas well before exam day.

Exam Questions

Cisco exams are recognized as amongst the toughest in the IT industry. You have not
only a large amount of theory to learn for every exam, but you also need to know how to
apply your knowledge under exam conditions whilst the clock is ticking,

The CCNA exams are broken down into theory questions and hands-on labs using a
router or switch emulator which responds in much the same way as a live one will.
Theory questions can be multiple choice or drag-and-drop, where you have to drop
answers into the correct place. You can also be shown a network diagram or router
output and then be asked to answer a question about it. Additionally, questions can
entail multiple parts, for example, four different questions pertaining to the same issue.

The hands-on simulation questions can ask you to configure or troubleshoot routing or
switching issues. You may have to connect to multiple devices in order to complete the
task. You could also be asked to log in to one specific device and issue various “show”
commands in order to answer questions. Cisco may even block you from using certain
commands to test your knowledge of more specific IOS commands.

So I think we can agree that the exam is tough, but every day, hundreds of people just
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like you pass. I was working on a helpdesk when I passed my CCNA exam and | had
very limited networking knowledge at the outset.

Now, let’s get started.
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Day 1 — Networks, Cables, OSI, and TCP
Models

Day 1 Tasks

e Read today’s lesson notes (below)

e Read the ICNDI1 cram guide (download from
https://www.in60days.com/free/ccnain60days/)

e Take the day 1 exam

e Do today’s lab

Welcome to day 1. Each day you will read the theory notes, review the previous days
theory notes (apart from today of course), take a practice exam and do a lab. Some
subjects have no lab requirements in the syllabus such as Cloud computing. As the
lessons progress you will complete challenge labs.

Some days will be very challenging such as EIGRP and OSPF and may take more than
two hours to complete but the following days lessons (EIGRP for [Pv6 and OSPFv3)
are very short so it balances out.

Today should be a refresher for most of you because it’s all basic networking. If it’s all
new then please stop and read a Network+ study guide before you progress. The CCNA
1s no longer suitable for complete beginners. There is simply too much to cover.

Today you will learn about the following:

Network devices
Firewalls

Wireless networking
Campus LAN topologies
The OSI and TCP models
TCP/IP

Cables and media
Connecting to a router

This module maps to the following ICNDI1 syllabus requirements:

1.0 Network Fundamentals

1.1 Compare and contrast OSI and TCP/IP models

1.2 Compare and contrast TCP and UDP protocols

1.3 Describe the impact of infrastructure components in an enterprise network
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1.3.a Firewalls

1.3.b Access points

1.3.c Wireless controllers

1.4 Compare and contrast collapsed core and three-tier architectures
1.5 Compare and contrast network topologies

1.5.a Star

1.5.b Mesh

1.5.c Hybrid

1.6 Select the appropriate cabling type based on implementation requirements
5.2.f Loopback

5.3 Configure and verify initial device configuration

3.4 Describe WAN topology options [[CND2]

3.4.a Point-to-point

3.4.b Hub and spoke

3.4.c Full mesh

Network Devices

As a network engineer, you will be using a range of network cables and other media.
You need to know which cables will work with which devices and interfaces for WAN,
LAN, and management ports and how each devices fits into the overall network
infrastructure.

Common Network Devices

Network Switches

Only a few years ago, due to costs, networks were still pretty small. This meant that you
could simply plug all devices into a hub or a number of hubs. The hub’s job was to
boost the signal on the network cable, if required, and then pass out the data on the wire
to every other device plugged in. The problem with this, of course, is that the message
was intended for only one network host, but it would be sent to all of the other hosts
connected to other hubs on the network. (Hubs and switching technology will be
covered in more detail in the next module.)

Network switches are a more intelligent version of hubs. Switches use Content
Addressable Memory (CAM) and therefore have the ability to remember which device
1s plugged into which port. Cisco manufactures switch models which are designed to
work in small offices and all the way up to large enterprise networks consisting of
thousands of devices. We will explore this in more detail later, but, basically, switches
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operate by using the device’s MAC addresses (known as Layer 2 address) and IP
addresses (known as Layer 3 address), or they can perform more complex tasks, such as
processing lists of permit/deny traffic or protocols and port numbers (known as Layer 4
traffic), or a combination of all these layers and more. We will cover what comprises
these layers and their functions later in this module.

Early versions of switches were referred to as network bridges. Bridges examined the
source ports and MAC addresses of frames in order to build a table and make
forwarding decisions. The tables were typically accessed via software, whereas
switches used hardware (i.e., Application Specific Integrated Chips, or ASICs) to
access a CAM table (more on this later). Therefore, a switch can be thought of as a
multi-port bridge.

Using a switch (see Figure 1.1) allows you to divide your network into smaller, more
manageable sections (known as segments). This in turn allows the teams who work
inside your company, such as human resources, finance, legal, etc., to work on the same
section of the network at the same time, which is useful because the devices will spend
most of their time communicating with each other.

g
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Figure 1.1 — Cisco 2960 Switch

Each device will connect to an interface on the switch, which is referred to as a port.
Common network port speeds are 100Mbps and 1000Mbps (usually referred to as
1Gbps). There are often fiber ports you can use to connect a switch to another switch.
Each switch features management ports, which you can connect to in order to perform an
initial configuration and gain general access for maintenance over the network.

Figure 1.2 below shows a close-up of ports on a Cisco 2960 switch. Several models of
the 2960 are available to meet the needs of a small- to medium-sized business. Please
check Cisco release notes for more information on port functions and model differences.
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USB-A USB-B / R145 Management

SFP+ Module Ports

Figure 1.2 — Switch Interface Types

You can also use IP telephones with the switches and, even better, the switch ports can
provide power to these telephones (using power over Ethernet (PoE) interfaces). The
basic network switch will be used to:

e Connect network devices such as printers and PCs
e Give access to network servers and routers
e Segment the network with VLANSs

VLANS are virtual Local Area Networks. We will cover these in detail in Day 5.

Routers

As a Cisco engineer, you will spend a lot of time installing, configuring, and
troubleshooting routers. For this reason, over half of the CCNA syllabus is dedicated to
learning all about router configuration.

A router (see Figure 1.3) is a device used for networking. While network switches
involve devices on the same network communicating with each other, the router
communicates with devices on different networks. Older models of routers only had
ports, which were physically built into them and soldered to the motherboard. This is
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still sometimes the case, but modern networks now require a router to perform functions
for IP telephony, switching, and security, and to connect to several types of telecoms
companies. For this reason, routers are also modular, which means you have the router
chassis and empty slots into which you can connect a variety of routing or switching
modules.

Lreee Svavems

Figure 1.3 — Modular Cisco Router with a Blank Slot to the Right

The Cisco website has a lot of advice and information available to explain which router
model will suit your business needs. There are also tools which will help you select the
correct model and operating system. It’s well worth your time learning how to navigate
the support and configuration pages and bookmarking them for quick reference.

How Networks Are Represented in Diagrams

All network engineers need a common method to communicate, despite which vendor
and telecoms provider they are using. If I had to describe my network topology to you
for design or security recommendations, it would work much better if it were in an
agreed format as opposed to something I had drawn by hand from memory. The Cisco
Certified Design Associate (CCDA) exam is where you will learn about network
topologies in far more detail. As for the CCNA exam, you will need a basic
understanding of these topologies because the exam may present network issues and ask
where you think the problem lies.

Here are the common symbols for network devices you will encounter in your work as a
network engineer. You can download these icons from the Cisco website if you type
“Cisco icons” in your browser’s search engine. We use either plain blue or color (for
the Kindle version). I’ve used a mix of the most common router and switch symbols
throughout the book so get used to the types you will see in network diagrams in the real
world.
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Router with Firewall
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Wireless Router
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Multilayer Switch
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The Cloud — Equipment Owned by the Telecoms Provider
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End Device —a PC

A

Serial Line
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IP Telephone

Firewall

LAN and WAN Topologies

Topology refers to how network equipment is arranged in order to communicate. How
this 1s done could be limited by the communication protocols the equipment uses, cost,
geography, or other factors, such as the need for redundancy should the main link fail.

You should also note that there is often a difference between physical and logical
topology. Physical topology is how the network appears when you look at it, whereas
logical topology is how the network sees itself. The most common topologies are
described in the following sections.

Point-to-Point

This topology is used mainly for WAN links. A point-to-point link is simply one in
which one device has one connection to another device. You could add a secondary link
connecting each device for redundancy but if the device itself fails, then you lose all
connectivity.
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Figure 1.4 — Point-to-Point Topology

Bus

This topology was created with the first Ethernet networks, where all devices had to be
connected to a thick cable referred to as the backbone. If the backbone cable fails, then
the network goes down. If a cable linking the device to the backbone cable fails, then
only that device will lose connection.
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Figure 1.5 — Bus Topology

Star
This is probably the most common topology you will encounter. Each network device is
connected to a central hub or switch. If one of the cables to the devices fails, then only

that device becomes disconnected.
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Figure 1.6 — Star Topology

Ring
A ring topology 1s used by token ring networks and Fiber Distributed Data Interface
(FDDI) networks, both of which were retired several years ago.
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Figure 1.7 — Token Ring Topology

A ring topology that is used with FDDI networks employs a dual-ring connection to
provide redundancy should one ring fail.
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Figure 1.8 — Dual-Ring Topology

Mesh

When downtime is not an option, a mesh topology can be considered. Full-mesh
networks provide a connection to each device from every other device. This solution is
often used with WAN connections.
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Figure 1.9 — Full-Mesh Topology

Typically, this type of solution will prove very costly. For this reason, partial-mesh
topologies can be considered. This means that there may be one or more “hops,” or
routers, to get to each device. A mixture of topologies can be referred to as a hybrid
design.
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Figure 1.10 — Partial-Mesh Topology

Hub-and-Spoke

Due to the cost of equipment and WAN connections and bandwidth, companies often use
a hub-and-spoke design. A powerful router is in the center (hub), usually at a company’s
HQ, while the spokes represent remote offices, which require less powerful routers.
There are obviously issues with this type of topology; however, it is still widely used.
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Figure 1.11 — Hub-and-Spoke Topology

Physical versus Logical

When you can see the network equipment, you are looking at the physical topology. This
can be misleading because, although the network appears to be wired in a star fashion,
it could in fact be working logically as a ring. A classic example of this is a ring
network. Although the traffic circulates around the ring in a circular fashion, all of the
devices plug into a hub. The ring is actually inside the token ring hub, so you can’t see it
from the outside, as illustrated in Figure 1.12 below:
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Figure 1.12 — The Ring Is Inside the Hub

You may be asked to identify the different types of networks, both physically and
logically. It is a good idea to remember that the physical topology is what you can see
and the logical topology is what the network can see (i.e., how the data flows). This is
summarized in Table 1.1 below:

Table 1.1 — Physical versus Logical Topologies

Topology Physical Logical
Bus Bus Bus
Star Star Bus
Token Ring Star Ring
Point-to-Point Bus Bus
FDDI Ring Ring
Firewalls

Firewalls have always been on the periphery of the CCNA syllabus but only inasmuch
as knowing what they do in general terms. A deep understanding of firewall technology
is expected for the security track of CCNA, CCNP, and CCIE.

In order to reflect the role of modern CCNA engineers, you are now expected to know a
little more about how they do their job. However, configuration and troubleshooting is
outside the syllabus. Bear in mind that the firewall could be the cause of network issues
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and, in particular, packet loss because its job is to filter packets. If ICMP is blocked by
your firewalls, it will prevent you from using the ping command as part of your
troubleshooting.

Purpose of Firewalls

We will cover access control lists (ACLs) later, but you may already know that they are
a series of configuration lines permitting or denying traffic based on IP address, source,
destination, protocol, port number, etc. Once you understand this, you will easily
understand the concept of firewalls.

A firewall protects the network by analyzing and taking action on traffic that flows
through it. Desired traffic (typically HTTP, FTP, etc.) is allowed through the firewall
and undesired traffic is blocked. Just like with ACLs, you specify which traffic you
want to traverse the firewall and which traffic you want to block. This is where the
comparison with ACLs ends though. Firewalls can do much more, as they are designed
to provide robust and intelligent network packet-filtering solutions. We will dig deeper
into these nuances a little later in this section.

Location of Firewalls

Typically, a firewall will be placed at the edge of a network that it is supposed to
protect. For example, a firewall is often placed between a core and edge router (i.e.,
one that is connected to an external provider), such as an Internet Service Provider.
These aspects and terms are covered in more detail in the Cisco Certified Design
Associate (CCDA) exam, which I strongly recommend that you take.
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Figure 1.13 — Standard Firewall Placement

In Figure 1.13 above, the firewall is protecting the inside network from the Internet.
This is a very high-level but common firewall design. The firewall is protecting the
internal network from unwanted traffic sourced from the Internet. A good metaphor may
be to think of the firewall as acting as a security guard standing at the door of an elite
nightclub. He sees every person (packet) trying to get into the door (interface) but is
only permitting entry to people (packets) who are on the guest list (firewall rules).
Packets allowed by firewall rules may proceed through the firewall. All other packets
will be discarded by the firewall.

Of course, you can have internal firewalls separating various departments in your
company or facing out to employees who work from home. This would all be decided in
the design phase of your network.

Security Zones

Firewalls use the concept of security zones when defining which areas of the network
they are protecting versus which areas of the network they are offering protection from.
They provide protection by using rules that specifically define which network host can
initiate a connection from one security zone to another. The rules are programmed into
the application and saved on the firewall. Generally speaking, the smaller the network
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that is being protected, the fewer the rules, while the larger the network, the more rules
that are required. With large enterprise networks, firewalls can actually have hundreds
of rules and can be very complex to administer.

In a basic deployment of a firewall, it separates two zones but will allow hosts from
one zone to initiate connections to hosts in another zone. In Figure 1.14 below, the
firewall is allowing hosts in the corporate network to initiate HTTP (Port 80) requests
to the Internet so that users can browse traffic as seen by the top flow (indicated by a
dashed arrow). An IP flow is based on (most or all of) the following list of packet
attributes:

Source address
Destination address
Source port

Destination port

Layer 3 protocol type
Class of Service

Router or switch interface

INSIDE ZONE OUTSIDE ZONE

HTTP @—“@LX“ == _—_—_—_—‘

Core Router Edge Router
Internet

Figure 1.14 — Security Zones

Do you think the corporate firewall should allow Internet users to initiate HTTP
requests back to the internal network? No, you would not want to invite that type of
traffic, so you would block that traffic as seen by the bottom flow.

What if you did want Internet users to access the company Web server to learn about the
company and submit orders? In that case, you would create a new security zone so that
any traffic coming from the Internet goes to the Web server, which is isolated from the
internal network. This is often called a DMZ, or demilitarized zone. In the military, this
is an area that doesn’t belong to either party and it fits for use in networking. Even
though the company owns and operates the DMZ, it understands that with so many
Internet users, this zone 1s compromised in some way and is really a shared space.
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Figure 1.15 — DMZ Security Zone

Security zones can be created for databases, Web servers, classified information, or
even for teams of people who require their own secure network with limited access in
or out of their zone. Regardless of what type of security zone is created, a firewall is the
ideal solution to create it.

Advanced Features of Firewalls

If all firewalls did was allow or deny traffic between security zones, they could easily
be replaced by routers that can do that already using ACLs or prefix lists. What makes
firewalls invaluable is that they provide advanced security features that require the
software, processing power, and network placement of an individual and a specialized
security device leaving the router to do what it was designed to do (i.e., route packets).

Here are some tasks that a firewall can perform that would be difficult or impossible
for a router to perform:

e Compare packets to thousands of rules that are based on criteria from multiple layers
of the OSI model

e Monitor and allow detailed analysis of Application Layer (Layer 7) flows to make
filtering decisions

e Make decisions on filtering future packets based on the information of previous
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packets received

By sharing just a few examples, you can hopefully understand that dedicated processing
and memory resources are needed for these types of complex transactions. Routers and
switches, on the other hand, need to move traffic as efficiently as possible so that traffic
moves as quickly as possible from the source to the destination. It’s not that a router
cannot do complex filtering or traffic analysis, but ideally it shouldn’t.

Stateful versus Stateless Firewalls

A stateful firewall can track, for example, the number of connections to a Web server
per second to understand what is typical (e.g., five to six connections per second). Then,
if the state changes, that is, if the connections go to 100 per second, the stateful firewall
will notice this and then analyze what is happening. It can determine whether it’s a
Denial of Service attack, and if that’s the case, it would start dropping those packets so
that the Web server is not negatively impacted by the attack. A router would not be able
to perform that type of task because it would not be able to analyze historical data and
make a decision based on the data.

Stateful firewalls operate at Layers 3, 4, and 5 of the OSI model. They are ubiquitous on
modern networks. All traffic flows are kept in a state table that is used by the firewall to
check for attacks, permit or deny packets, and for inspection by the network
administrator.

In the following example, the stateful firewall allows FTP traffic to enter the network
only if the request has come from an internal source. The firewall tracks the outgoing
FTP session requests and blocks any FTP responses from the Internet if they weren’t
requested from the internal network.
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Figure 1.16 — Stateful Firewall

A stateless firewall doesn’t have the enhanced capability to make decisions based on
historical data (i.e., it isn’t aware of whether the packet is part of an existing connection
or a new one). Stateless firewalls watch real-time network traffic and block traffic
based on static values, such as source or destination address. They do not take into
account traffic patterns or the history of data flows. They perform simple and static
comparisons between the traffic and check it against its defined rule. Because of these
factors, stateless firewalls are less commonly used.

Wireless Networking and Components

Cisco all but removed wireless from the previous version of the CCNA exam after they
created CCNA Wireless certification. However, there has been a shift in thinking for the
current CCNA syllabus, with Cisco customers (who influence the syllabus) saying that
they expect their CCNA-level engineers to understand wireless basics as part of their
day-to-day role. The same goes for many of the new CCNA syllabus items, such as
Layer 2 security, firewalls, BGP, etc.

The IEEE defines both (wired) Ethernet LANs (IEEE 802.3) and Wireless LANs (IEEE
802.11). While this section will focus on enterprise wireless infrastructure components,
in order to understand how wireless components work in the enterprise, you should
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build foundational knowledge first. A good place to start is in the small office/home
office (SOHO) network. Just as important, you are expected to know SOHO as well as
enterprise wireless networking concepts for the ICNDI1 exam.

SOHO Wireless Solutions

At first glance, a SOHO wireless router may not look like a very impressive piece of
network equipment. While it certainly lacks the size, complexity, and cost of some of
Cisco’s core routers (which can run into tens of thousands of dollars), there is a lot
going on inside that you need to be aware of. First, the router typically has an Ethernet
switch that provides wired Ethernet connectivity. This allows for wired LAN
connectivity for devices that may not support Wi-Fi or for devices that won’t be moving
and warrant a dedicated physical connection.

The router features a wireless access point (WAP or just AP) to communicate with any
wireless devices on the network and forward frames to/from the wireless router to the
endpoints. Finally, a router can forward traffic received from the wireless or wired
devices out of the WAN (Internet) interface based on the IP address.
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Figure 1.17 - Linksys N300+ SOHO Wireless Router

Before we go any further, let’s explore the concept of WAPs because they play a key
role in both home and enterprise wireless solutions.

Wireless Access Points

Whether you are in someone’s home, visiting a small office, or staying at a hotel,
wireless connectivity will likely be available for you to use. A WAP is what allows
wireless access and wireless-enabled devices to connect to a network. APs work with
other wireless or wired devices to provide access to the local network or Internet, but
they play the important role of being the wireless “entrance” onto the network
“freeway.”

Wireless networks use carrier sense multiple access with collision avoidance
(CSMA/CA) to prevent frames from colliding. This means that wireless nodes will
attempt to avoid collisions by transmitting only when they sense that the channel they are
on is idle. One way to think of this is how we behave when participating in a group
conversation. Typically, you would wait until someone has stopped talking before
sharing your thoughts. The same concept applies to CSMA/CA—wireless devices wait
for silence before beginning their transmission.

WAPs are the moderators who help make group conversations happen, and they can
support hundreds of users at the same time, although, for obvious reasons, the fewer the
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better from a performance perspective.
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Figure 1.18 — CSMA/CA High-level Process Map

Enterprise Wireless Solutions

A single wireless router may work fine for a few users in a limited area, but what if you
want to offer wireless to hundreds or thousands of people over an area of a few acres of
land or in a high-rise building? In this scenario, you need a wireless solution that can
span multiple floors or allow people to roam from one building to another without
losing their wireless connectivity. You will need a robust wireless deployment that
includes not just routing, switching, and WAPs, but further intelligence to help manage
the wireless network.

Each AP has a limited area that it can service due to signal strength and limitations of
technology. The size of an AP’s coverage area can be affected by many different factors,
including the materials of the building, the wireless standard chosen, interference from
electronic devices, the shape of the antenna on the WAP, and even the weather! There
are a large number of conditions that can affect wireless coverage for an AP, but it’s a
fair estimate to state that a single AP can provide about 150 feet of coverage in
diameter.

Determining how many APs are required in a specific location is done via a site survey
by professional wireless engineers using specialist equipment. The survey of a building
or campus prior to a rollout of the wireless solution is critical to a successful wireless
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deployment. If the building or campus has not been built yet, you can use software
simulators to determine your future wireless needs.

Now that you have determined the number of APs that you require, you need to connect
them to a local area network; otherwise, your end-users will have wireless connectivity
to talk with each other, but nothing more (no Internet or access to local servers).

Let’s say you are the Network Manager for a large hotel that wants to offer a seamless
wireless solution to its customers. The goal 1s for the customers to walk anywhere in the
building (roam) without losing their wireless connection. Simply deploying APs
throughout the hotel will not be sufficient to solve this challenge. This is because the
APs operate as individual devices and users would be forced to manually connect,
disconnect, and reconnect to a new AP every time they roamed.

You can overcome this hurdle by allowing the APs to communicate as a group, so if
users access the wireless network in the conference center, and then they walk a few
hundred feet to the restaurant, the APs are aware of what the users are doing and adapt
to ensure that the customers don’t lose wireless connectivity. This concept is referred to
as roaming.

The solution 1s a centralized “brain” that can receive and send endpoint information to
and from all wireless APs. This centralized administration hub is called a Wireless
LAN Controller (WLC), as shown in Figure 1.19 below. User A is on a wireless laptop
or mobile device and is moving around the building, but is experiencing a seamless
connection.
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Figure 1.19 — Enterprise Wireless Roaming

Wireless LAN Controllers

With WLCs, the APs no longer act as individual devices that store information on
endpoints; rather, they become “lightweight” (morphing from APs to lightweight WAPs,
or LWAPs) and forward everything they learn, such as WLAN (SSID) information,
roaming, or authentication, to the centralized WLC. The WLC then takes over the role of
the AP by managing the wireless network with all of the information it learns from the
LWAPs. LWAPs typically use a protocol called CAPWAP (Control and Provisioning of
Wireless Access Points) to accomplish this task. Figure 1.20 below shows a typical

WLC provided by Cisco Systems:
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Figure 1.20 — Wireless LAN Controller

A Cisco AP i1s shown below in Figure 1.21. It becomes “lightweight” by simply
forwarding traffic to the WLC.
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Figure 1.21 — Access Point

Every mobile device will join a wireless network identified by a Service Set ID
(SSID). Once joined, the device will usually ignore other SSIDs. Multiple APs
servicing the same SSID are referred to as an Extended Service Set (ESS). A single AP
is referred to as a Basic Service Set (BSS). You can see a range of available SSIDs in
Figure 1.22 below. You will have seen this on your mobile device already I’m sure.
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Figure 1.22 — Available SSIDs
[
Campus LAN Topologies

Cisco has always alluded to its three-layer design model in the CCNA syllabus. It’s
now been officially added so you will need a deeper understanding than you would
have previously. Before we go into that though, you need to understand the concept of
campus LAN.

The term campus LAN can refer to devices in one or multiple buildings that service
business, university, or government departments that are located next to one another,
typically within line of sight. For example, if a business has expanded their office space
from one to three buildings in the same geographical location, they will have also
expanded their LAN to ensure high-speed connectivity between all three buildings.
Typically, high-speed Ethernet trunks will connect each building so that a user in
Building A can communicate with a user in Building C with nearly the same level of
network performance had they been in the same building.
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Figure 1.23 — Multi-building Campus LAN

Cisco has laid down design recommendations for the campus LAN. After all, if you
want to build a network that can scale as the business grows, you need to carefully
consider the short-term and long-term goals of the company. Understanding these goals
will help you choose the appropriate network topologies when building the campus
LAN.

In a perfect world, you would design the campus LAN from scratch, but since we don’t
live in a perfect world, you likely will have to begin designing from the network that 1s
already in place, and it will be your job to create the vision as to what the network
should look like in the future. This is much more difficult but will be easier if you
understand key concepts and terms that translate to a quality design for the campus
network.

Layers of the Campus LAN

Cisco uses three distinct layers to describe the role of each switch in a campus design:
access, distribution, and core. It’s critical that you understand each layer in order to
design scalable solutions.

Access switches provide connectivity for nodes on the network. This is the “on ramp”
for systems that typically do not require a lot of bandwidth and that normally host one
user at a time. A few examples of such nodes include workstations, mobile devices,
printers, and IP phones. The primary purpose of an access layer switch is to provide
network connectivity. For this reason, you will see more emphasis on port density (i.e.,
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providing a lot of ports to plug into) and less emphasis on manipulating the frames.
Figure 1.24 below illustrates access layer switch models from the 2960.X range:

Figure 1.24 — 2960.X range of Cisco switches (Image ©Cisco Systems)

Distribution layer switches act as the intelligent intermediary between access and core
layer switches. Many Quality of Service (QoS) parameters and filtering (e.g., ACLs,
prefix lists) are programmed on distribution layer switches because they typically have
the features and hardware, as well as the proper network location, to appropriately
handle or filter voice, video, and data traffic. Typically, they provide redundant
connectivity for each access layer switch connected to two different distribution layer
switches (see Figure 1.25 below). This way, if a distribution layer switch failed, the
end-users would not be impacted.

Figure 1.25 below demonstrates the three layers of the Cisco design model. Note that
Layer 3 switches are at the distribution and core layers.
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Figure 1.25 — Three Layers of the Campus LAN

Core layer switches have a primary goal of forwarding traffic as quickly as possible.
They do this while also shouldering the heaviest loads of traffic, since all of the
distribution layer switches connect into the core. Needless to say, the core must have a
redundant high-speed infrastructure that is tuned to forward large amounts of traffic to
any and usually every single zone in the network (e.g., Internet, DMZ, Server Farm,
Workgroups, etc.).

Any programming that requires additional processor speed or memory should be
avoided in the core. You would not want to add ACLs, QoS, or any other programming
that delays the forwarding of traffic unless you have no other choice.

So far, you have learned that:

e Access switches send and receive traffic from endpoints;

e Distribution switches are the intelligence of the network, providing redundancy,
QoS, and filtering; and

e Core switches aggregate all traffic and provide high bandwidth and speed in order to
forward traffic as quickly as possible.

Let’s put what you have learned to use and develop a high-level campus LAN. As you
will see in Figure 1.26 below, there are three buildings on the property, with the main
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data center in the Headquarters (Building B).
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Figure 1.26 — High-level Three-tier Campus LAN Design

In the Headquarters, there are three high-end switches in the core layer (the top three),
and there are two distribution layer switches in the same building that service three
access layer switches. The company expanded to two additional buildings nearby and
was able to easily expand the network because they already built a proper core layer.
They installed distribution layer switches in Buildings B and C with high-speed
Ethernet redundant connectivity between the buildings. End-users at all locations are
serviced by access layer switches, but you will notice that, since there is only one
distribution layer switch in Buildings B and C, the access layer switches do not have
redundant connectivity in those buildings.

In this design, the core layer of the network 1s full mesh, but that doesn’t always have to
be the case, as a partial mesh is sometimes deployed. In addition, there is redundant
connectivity everywhere, but that also isn’t always possible depending on the
availability of cabling between the buildings or budget. In other words, connectivity
between the buildings can vary depending on budget and the environment.

Assuming that the budget allows it, a typical install would be fiber cabling between the
core and distribution layer switches in two separate buildings. Other options, depending
on the distance between buildings, could be copper or wireless connectivity. For
example, two office buildings that are a mile away from each other could communicate
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via wireless bridges. Regardless, if you are creating connectivity between buildings,
1t’s going to be more expensive than creating connectivity within a building.

Cisco designers will typically provide you with expert design advice based on your
specific needs and budget.

Two-Tier Campus Design—The Collapsed Core

Not every campus design requires a three-tiered approach. For example, if you have a
campus with 200 PCs that simply need network access for e-mail, printing, occasional
file-sharing, and the Internet, then there really is no need to deploy a three-tier model
because your distribution layer switches can easily handle the amount of traffic
traversing the network.

As you can see in Figure 1.27 below, the two-tier design allows end-users to connect to
the network, and then, using a reasonable number of cables, allows all access layer
switches redundant connectivity to two distribution layer switches. In this type of
design, centralized servers and printers can also be connected into the distribution layer
switches. In addition, the edge routing and security infrastructure facing the Internet
would also connect into the distribution layer switches.

This design is also referred to as a collapsed core, with the distribution layer providing
both distribution and core functions (as listed in the Cisco design model).
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Figure 1.27 — Two-Tier Design

Access

OSI and TCP Models

The OSI Model

Open Standards Interconnection (OSI) was created by the International Organization for
Standardization (ISO). With the 1980s technology boom came the rise of several giants
in the fields of networking devices and software, including Cisco, Microsoft, Novell,
IBM, HP, Apple, and others. Each vendor had their own cable types and ports and ran
their own communication protocols. This caused major problems if you wanted to buy
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routers from one company, switches from another, and servers from yet another.

There were workarounds for these problems, such as deploying gateways on the
network that could translate between protocols, but such solutions created bottlenecks
(i.e., slow portions of the network) and made troubleshooting very difficult and time-
consuming. Eventually, vendors had to agree on a common standard which worked for
everyone, and the free suite of protocols called Transmission Control Protocol/Internet
Protocol (TCP/IP) was ultimately adopted by most. In the end, those vendors who failed
to adopt TCP/IP lost market share and went bust.

The ISO created the OSI model to help vendors agree on a set of common standards
with which they could all work. This involved dividing network functions into a set of
logical levels or layers. Each layer would perform a specific set of functions, so, for
example, if your company wanted to focus on network firewalls, they would work with
other vendors’ equipment.

The advantage was that each device was designed to perform a specific role well,
rather than several roles inadequately. Customers could choose the best device for their
solution without being tied to one vendor. Troubleshooting became much easier because
certain errors could be traced to a certain OSI layer.

The OSI model divides all network functions into seven distinct layers. The layered
model starts at Layer 7 and goes all the way down to Layer 1. The more complex
functions, which are closer to the user, are at the top, moving down to network cable
specifications at the bottom layer, as illustrated in Table 1.2 below:
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Table 1.2 — The OSI Model

Layer # Layer Name
7 Application
6 Presentation
5 Session
4 Transport
3 Network
2 Data Link
1 Physical

You can easily remember the names of the layers with the mnemonic “All People Seem
To Need Data Processing.” I would certainly get used to referring to each layer by its

number because this is how real-world network technicians use the OSI.

As data is passed down from the top layers to the bottom for transportation across the
physical network media, the data is placed into different types of logical data boxes.
Although we often call these data boxes “packets,” they have different names depending
upon the OSI layer. The process of data moving down the OSI model is referred to as
encapsulation (see Figure 1.28). Moving back up and having these boxes stripped of

their data is called de-encapsulation.
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Figure 1.28 — Encapsulation

For the CCNA exam, you will be expected to understand the OSI model and which
applications and protocols fit in which layer. You may also have to apply your
troubleshooting knowledge using the OSI layered approach. Let’s examine each layer of
the OS], starting with Layer 7.

Layer 7 — Application Layer

This layer is the closest layer to the end-user, you and me. The Application Layer isn’t
the operating system of the devices but usually provides services such as e-mail (SNMP
and POP3), web browsing (using HTTP), and file transfer services (using FTP). The
Application Layer determines resource availability.

Layer 6 — Presentation Layer

The Presentation Layer presents data to the Application Layer. Multimedia works here,
so think MP4, JPEG, GIF, etc. Encryption, decryption, and data compression also take
place at this layer.

Layer S — Session Layer

The role of the Session Layer is to set up, manage, and terminate sessions or dialogues
between devices. These take place over logical links, and what is really happening is
the joining of two software applications. SQL, RPC, and NFS all work at the Session
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Layer.

Layer 4 — Transport Layer

The role of the Transport Layer is to break down the data from the higher layers into
smaller parts, which are referred to as segments (at this layer). Virtual circuits are set
up here, which are required before devices can communicate.

Before the data can be passed across the network, the Transport Layer needs to
establish how much data can be sent to the remote device. This will depend upon the
speed and reliability of the link from end to end. If you have a high-speed link but the
end-user has a low-speed link, then the data will need to be sent in smaller chunks.

The three methods used to control data flow are as follows:

e Flow control
e Windowing
e Acknowledgements

Flow Control

If the receiving system is being sent more information than it can process, it will ask the
sending system to stop for a short time. This normally happens when one side uses
broadband and the other uses a dial-up modem. The packet sent telling the other device
to stop is known as a source quench message.

Sending Data at 128k

Hang on a second, my buffers are full

Figure 1.29 - Flow Control

Windowing

With windowing, each system agrees upon how much data is to be sent before an
acknowledgment is required. This “window” opens and closes as data moves along in
order to maintain a constant flow.
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Figure 1.30 — Windowing

Acknowledgements

When a certain amount of segments is received, the fact that they all arrived safely and
in the correct order needs to be communicated to the sending system.

That’s segments 1,2 and 3 sent

That’s segments 1,2 and 3 received, thanks

Figure 1.31 — Acknowledgements

All of this is agreed upon during a process known as a three-way handshake (see Figure
1.32). This is where you send a packet to establish the session. This first packet is
called a synchronize (SYN) packet. Then the remote device responds with a
synchronize acknowledgment (SYN-ACK) packet. The session is established in the

third phase when an acknowledgment (ACK) packet is sent. This is all done via the TCP
service.

Synchronize — Can we establish a connection?

Synchronize and Acknowledge - Yes, we can

Acknowledge - OK, here it comes

Figure 1.32 — Three-Way Handshake

The Transport Layer includes several protocols, and the most widely known are
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Transmission Control Protocol (TCP) and User Datagram Protocol (UDP), which are
part of the TCP/IP suite of protocols. This suite is well known because it is the standard
used on the Internet. TCP is known as a reliable connection-oriented protocol. It uses
the three-way handshake, windowing, and other techniques to guarantee that the data
gets to its destination safely. Many protocols use TCP, including Telnet, HTTPS, and
FTP (although it sits at the Application Layer, it does use TCP).

UDP, on the other hand, is known as a connectionless protocol. It numbers each packet
and then sends them to their destination. It never checks to see whether they arrived
safely and will never set up a connection before sending the packet. Sometimes data is
not that important and the application developer decides that the information can always
be sent again if it fails to arrive at its destination.

Why is UDP used at all? TCP uses a lot of bandwidth on the network and there is a lot
of traffic sent back and forth to set up the connection, even before the data is sent. This
all takes up valuable time and network resources. UDP packets are a lot smaller than
TCP packets and they are very useful if a really reliable connection is not that
necessary. Protocols that use UDP include TFTP.

Layer 3 — Network Layer

The Network Layer takes the segments from the Transport Layer and breaks them down
into smaller units called packets. Most network engineers refer to data as packets, no
matter what the OSI layer, which is fine; however, just remember that they are
technically packets at the Network Layer.

The Network Layer must determine the best path to take from one network to another;
for this reason, routers work at this layer. Routers use logical addressing here, and
TCP/IP addressing is called IP addressing, which will be covered in detail later.

Layer 2 — Data Link Layer

The Data Link Layer chops down packets into smaller units referred to as frames. Layer
2 switches work at this layer and use hardware or MAC addresses, so they can switch
traffic much faster because there is no need to check IP addresses and routing tables.
WAN protocols operate at Layer 2, including HDLC, ISDN, and PPP, as does Ethernet.

In order to interface with the upper and lower levels, the Data Link Layer is further
subdivided into the Logical Link Control (LLC) Sublayer and the Media Access Control

(MAC) Sublayer. The LLC Sublayer interfaces with the Network Layer and the MAC
Sublayer interfaces with the Physical Layer.

Layer 1 — Physical Layer
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At this layer, frames are converted into bits for placing on the wire. These bits consist
of electrical pulses, which are read as “on” and “off” bits, or in binary 1s and Os,
respectively. Hubs work at this layer, and here is where you will find cable
specifications, such as RJ45.

OSI Troubleshooting

Using a layered approach can be very effective when you’re troubleshooting your
network. The only decision from this point onwards is to determine which way you
want to use the OSI stack — top-down, bottom-up, or divide-and-conquer method, which
involves focusing on sections of the network in turn.

I recommend using the bottom-up method at the beginning so you don’t waste time
looking at applications when the cause can often be found at the lower layers, such as
loose or broken cables or incorrect IP addressing. As you gain more experience, using
the divide-and-conquer method will probably be faster, depending on the symptoms. If
you start at the bottom layer and work your way up, you would do something like this:

Layer 1 — Are all the cables inserted into the ports correctly, or have they come loose?
Are the cable ends bent or worn out? If cables are the problem, you will usually see an
amber light showing on the device when it should be green. Has somebody forgotten to
add the correct speed to the interface? Has the speed of the Ethernet port been set
correctly? Has the interface been opened for use by the network administrator?

Layer 2 — Has the correct protocol been applied to the interface so it agrees with the
other side, such as Ethernet/PPP/HDLC, etc.?

Layer 3 — Is the interface using the correct IP address and subnet mask?

Layer 4 — Is the correct routing protocol being used, and is the correct network being
advertised from the router?

You will see how to apply these steps as you complete the labs in this book. Experts
may argue that some Layer 4 issues are at Layer 3, some Layer 2 issues are actually at
Layer 1, and so on. I prefer to focus on the fact that we are applying a layered
troubleshooting method rather than debating about whether the correct issue is at the
correct layer.

The TCP/IP, or DoD, Model

The TCP/IP model is another framework and an alternative to the OSI model. The
TCP/IP model i1s a four or five-layered model created by an association known as
DARPA. 1t is also known as the Department of Defense (DoD) model. The four layers
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from the top down are as follows:

4 — Application [ Telnet/FTP/DNS/RIP]

3 — Transport/Host-to-Host [UDP/TCP/ICMP]

2 — Internet or Internetwork [IPSec/IP]

1 — Link/Network Interface [Frame Relay/Ethernet/ ATM]

The TCP/IP model has been updated from four to five layers, so you may be asked
questions about a five-layered TCP model in the exam. The upper layers are closer to
the end-user and the lower layers describe how the technology or protocols interact
with other systems. The five-layered TCP model is as follows:

5 — Application [ Telnet/FTP/DNS/RIP/HTTP]

4 — Transport/Host-to-Host [UDP/TCP/ICMP]

3 — Network [IPSec/IP]

2 — Data Link [Ethernet/Frame Relay/PPP]

1 — Link/Network Interface/Physical [Bits on the wire]

A five-layered TCP model allows for more granularity and it more accurately
represents what actually occurs before data is put onto the wire. For example, at Layer
2 encapsulation of data occurs and addressing takes place (i.e., Data Link addressing).
Cisco seem to prefer the five-layered model when it comes to exam questions.

Data is encapsulated as it travels down from the Application Layer to the Physical
Layer in exactly the same way as demonstrated in the OSI model, as illustrated in Table
1.3 below:

Table 1.3 — The Five-Layered TCP Model

Application | Data, but not encapsulated yet

Transport TCP header added to the data Segment

Network IP header added (including IP address) Packet

Data Link Data Link header added (Data Link address) | Frame

Physical Turned into electrical signals Bits on the wire

You may be asked how the TCP/IP model maps to the OSI model. This is illustrated
below in Table 1.4:
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Table 1.4 — Mapping the TCP/IP Model to the OSI Model

Layer # oSl Data
7 Application
6 Presentation Application
5 Session
4 Transport Host to Host
3 Network Internetwork
2 Data Link Network
1 Physical Interface

Cisco now prefer the (new) TCP model over the OSI model as a network framework,
but they still expect you to understand the OSI model and thus have left it in the syllabus

for now.

Table 1.5 — Old versus New TCP Model

Old TCP Model Layer New TCP Model
5 Application
Application 4 Transport/Host-to-Host
Transport/Host-to-Host 3 Network
Internet 2 Data Link
Link/Network Interface | Link/Network Interface

TCP/IP

TCP/IP 1s a complete suite of protocols and services which enable communication to
take place over networks. Earlier competitors to TCP/IP, such as IPX/SPX, have all but
died out due to their lack of adoption and ongoing development.

TCP/IP is a freely available and free to use set of standards maintained by the Internet
Engineering Task Force (IETF), and it is used for end-to-end device connectivity. It has
been developed and improved upon through submission of Requests for Comments
(RFCs), which are documents submitted by engineers to convey new concepts or for
peer review. One example i1s Network Address Translation (NAT) discussed in RFC
2663. The IETF adopted some of these RFCs as Internet standards. You can learn more
about the IETF and RFCs at the link below:
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www.ietf.org/rfc.html

TCP/IP offers many services but many are outside the scope of the CCNA exam and will
not be covered. I will also omit those covered in later sections, such as DNS and
DHCP. The following sections outline the basics of TCP/IP. Because the CCNA isn’t a
basic networking exam, it is expected that you already have a good grasp of networking
concepts such as those learned in the Network+ exam from CompTIA.

Transmission Control Protocol (TCP)

TCP operates at the Transport Layer of the OSI model. It provides a connection-oriented
service for reliable transfer of data between network devices. TCP also provides flow
control, sequencing, windowing, and error detection. It attaches a 32-bit header to the
Application Layer data, which is in turn encapsulated in an IP header. TCP 1s described
in RFC 793. Common TCP ports include the following:

e FTP Data — 20
e FTP Control — 21

e SSH-22

e Telnet— 23

e SMTP-25

e DNS — 53 (also uses UDP)
e HTTP - 80

e POP3-110

e NNTP-119

e NTP-123

o TLS/SSL—443

Internet Protocol (IP)

IP operates at the Network Layer of the OSI model. It is connectionless and is
responsible for transporting data over the network. IP addressing is a function of
Internet Protocol. IP examines the Network Layer address of every packet and
determines the best path for that packet to take to reach its destination. IP is discussed in
detail in RFC 791.

User Datagram Protocol (UDP)

UDP also operates at the Transport Layer of the OSI model. It transports information
between network devices but, unlike TCP, no connection is established first. UDP is
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connectionless, gives best-effort delivery, and gives no guarantee that the data will
reach its destination. UDP is much like sending a letter with no return address. You
know it was sent, but you never know if the letter got there.

UDP consumes less bandwidth than TCP does and is suitable for applications in which
low latency is preferred over reliability or guarantees. Both TCP and UDP are carried
over IP. UDP is described in RFC 768. Common UDP port numbers include the

following;

e DNS-53
e TFTP—-69
e SNMP-161/162

File Transfer Protocol (FTP)

FTP operates at the Application Layer and is responsible for reliably transporting data
across a remote link. Because it has to be reliable, FTP uses TCP for data transfer.

You can debug FTP traffic with the debug ip fip command. Debugging is a
troubleshooting tool we will cover in detail later.

FTP uses ports 20 and 21. Usually, a first connection is made to the FTP server from the
client on port 21. A second data connection is then made either leaving the FTP server
on port 20 or from a random port on the client to port 20 on the FTP server. You may
wish to read more about active versus passive FTP for your own information, but it is
unlikely that this will be covered in CCNA-level exams.

Trivial File Transfer Protocol (TFTP)

For less reliable transfer of data, TFTP provides a good alternative. TFTP provides a
connectionless transfer by using UDP port 69. TFTP can be difficult to use because you
have to specify exactly the directory in which the file is located.

To use TFTP, you need to have a client (the router, in your case) and a TFTP server,
which could be a router or a PC, or a server on the network (preferably on the same
subnet). You need to have TFTP software on the server so the files can be pulled off it
and forwarded on to the client.

IN THE REAL WORLD: Having a server on a network containing backup copies of the startup
configuration and 10S is a very good idea indeed.

TFTP 1s used extensively on Cisco routers to back up configurations and upgrade the
router. The following command will carry out these functions:


https://technet24.ir
https://technet24.ir

RouterA#copy tftp flash:

You will be prompted to enter the IP address of the other host in which the new flash
file 1s located:

Address or name of remote host []? 10.10.10.1

You will then have to enter the name of the flash image on the other router:

Source filename []? / ¢2500-js-1.121-17.bin

Destination filename [¢2500-js-1.121-17.bin]?

If you have an older version of 10S, you may be prompted to erase the flash on your
router before copying, and then the file will be transferred. When the router reloads,
your new flash image should be available for use.

Other optional commands are copy flash tfip if you want to store a backup copy or copy
running config tftp if you want to back up your running configuration file.

You can run a debug on TFTP traffic with the debug tfip command.

Simple Mail Transfer Protocol (SMTP)

SMTP defines how e-mails are sent to the e-mail server from the client. It uses TCP to
ensure a reliable connection. SMTP emails are pulled off the SMTP server in different
ways, and SMTP is used as an e-mail delivery service by most networks. POP3 is
another popular way to do this. POP3 is a protocol that transfers the e-mail from the
server to the client. SMTP uses TCP port 25.

Hyper Text Transfer Protocol (HTTP)

HTTP uses TCP (port 80) to send text, graphics, and other multimedia files from a web
server to clients. This protocol allows you to view web pages, and it sits at the
Application Layer of the OSI model. HTTPS is a secure version of HTTP that uses
Secure Sockets Layer (SSL) or Transport Layer Security (TLS) to encrypt the data
before it is sent.

You can debug HTTP traffic with the debug ip http command.

Telnet

Telnet uses TCP (port 23) to allow a remote connection to network devices. You will
learn more about Telnet in the labs. Telnet is not secure so many administrators are now
using Secure Shell (SSH), which uses TCP port 22, as an alternative to ensure a secure
connection. Telnet is the only utility that can check all seven layers of the OSI model, so
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if you Telnet to an address, then all seven layers are working properly. If you can’t
Telnet to another device, it doesn’t necessarily indicate a network problem. There could
be a firewall or an access control list blocking the connection purposely, or Telnet may
not be enabled on the device.

In order to connect remotely to a Cisco router or switch, there must be an authentication
method for VTY lines configured on the router. If you are trying to Telnet to another
device but cannot connect to it, you can hold down the Ctrl+Shift+6 at the same time,
and then release them and hit the X key to quit. To quit an active Telnet session, you can
simply type exit or disconnect.

You can debug Telnet with the debug telnet command.

Internet Control Message Protocol (ICMP)

ICMP is a protocol used to report problems or issues with IP packets (or datagrams) on
a network. ICMP is a requirement for any vendor who wishes to use IP on their network.
When a problem is experienced with an IP packet, the IP packet is destroyed and an
ICMP message is generated and sent to the host that originated the packet.

As defined in RFC 792, ICMP delivers messages inside IP packets. The most popular
use of ICMP is to send ping packets to test the network connectivity of remote hosts. A
ping command issued from a network device generates an echo request packet that is
sent to the destination device. Upon receiving the echo request, the destination device
generates an echo reply.

Because pings also have a Time to Live (TTL) field, they give a good indication of
network latency (delay). The ping output below is from a desktop PC:

C:\>ping cisco.com

Pinging cisco.com [198.133.219.25] with 32 bytes of data:

Reply from 198.133.219.25: bytes=32 time=460ms TTL=237
Reply from 198.133.219.25: bytes=32 time=160ms TTL=237
Reply from 198.133.219.25: bytes=32 time=160ms TTL=237
Reply from 198.133.219.25: bytes=32 time=180ms TTL=237

Ping statistics for 198.133.219.25:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 160ms, Maximum = 460ms, Average = 240ms

In the output above, the ping packet is 32 bytes long, the Time field reports how many
milliseconds the response took, and the TTL is the Time to Live field (i.e., how many
milliseconds before the packet expires).

The ping command on a Cisco router has a verbose facility that provides more
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granularity from which you can specify the source you are pinging, how many pings, and
what size you are sending, along with other parameters. This feature is referred to as an
extended ping and is very useful for testing. In fact, it is used several times in the
accompanying lab scenarios, as illustrated in the output below. Any output in squared
brackets 1s the default which you can either change or hit the enter key to use:

Router#ping < press Enter here

Protocol [ip]:

Target IP address: 172.16.1.5

Repeat count [5]:

Datagram size [100]: 1200

Timeout in seconds [2]:

Extended commands [n]: yes

Source address: < you can specify a source address or interface here
Type of service [0]:

Set DF bit in IP header? [no]: yes

Data pattern [0OxABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:

Type escape sequence to abort.

Sending 5, 1000-byte ICMP Echos to 131.108.2.27, timeout is 2 seconds:
uuuuvu

Success rate is 0% percent, round-trip min/avg/max = 4/6/12 ms

Several notations represent the response the ping packet receives, as follows:

! — One exclamation mark per response
. — One period for each timeout

U — Destination unreachable message
N — Network unreachable message

P — Protocol unreachable message

Q — Source quench message

M — Could not fragment

? — Unknown packet type

You can terminate a ping session by holding down the Ctrl+Shift+6 keys (all together)
and then the X key (on its own).

ICMP packet types are defined in RFC 1700. Learning all the code numbers and names
is outside the scope of the CCNA syllabus.

Many junior network engineers misuse the ping facility when it comes to
troubleshooting. A failed ping could indicate a network issue or that ICMP traffic is
blocked on the network. Because ping attacks are a common way to attack a network,
ICMP is often blocked.

Traceroute
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Traceroute is a very widely used facility which can test network connectivity and is a
handy tool for measurement and management. Traceroute follows the destination IP
packets by sending UDP packets with a small maximum TTL field, and then listens for
an ICMP time-exceeded response. As the Traceroute packet progresses, the records are
displayed hop by hop. Each hop is measured three times. An asterisk [*] indicates that a
hop has exceeded its time limit.

Cisco routers use the traceroute command, whereas Windows PCs use tracert, as
illustrated in the output below:

C:\Documents and Settings\pc>tracert hello.com

Tracing route to hello.com [63.146.123.17]
over a maximum of 30 hops:

1 81 ms 70 ms 80 ms imsnet-c110-hg2-berks.ba.net [213.140.212.45]
2 70 ms 80 ms 70 ms 192.168.254.61

370 ms 70 ms 80 ms 172.16.93.29

4 60 ms 81 ms 70 ms 213.120.62.177

570 ms 70 ms 80 ms core 1-pos4-2.berks.ukore.ba.net [65.6.197.133]
6 70 ms 80 ms 80 ms core l-pos13-0.ealng.core.ba.net [65.6.196.245]
7 70 ms 70 ms 80 ms transit2-pos3-0.cang.ore.ba.net [194.72.17.82]
8 70 ms 80 ms 70 ms t2¢2-p8-0.uk-eal.eu.ba.net [165.49.168.33]

9 151 ms 150 ms 150 ms t2¢2-p5-0.us-ash.ba.net [165.49.164.22]

10 151 ms 150 ms 150 ms dep-brdr-01.inet.qwest.net [205.171.1.37]
11 140 ms 140 ms 150 ms 205.171.251.25

12 150 ms 160 ms 150 ms dca-core-02.inet.qwest.net [205.171.8.221]
13 190 ms 191 ms 190 ms atl-core-02.inet.qwest.net [205.171.8.153]
14 191 ms 180 ms 200 ms atl-core-01.inet.net [205.171.21.149]

15 220 ms 230 ms 231 ms iah-core-03.inct.net [205.171.8.145]

16 210 ms 211 ms 210 ms iah-core-02.inet.net [205.171.31.41]

17 261 ms 250 ms 261 ms bur-core-01.inet.net [205.171.205.25]

18 230 ms 231 ms 230 ms bur-core-02.inet.net [205.171.13.2]

19 211 ms 220 ms 220 ms buc-cntr-01.inet.net [205.171.13.158]

20 220 ms 221 ms 220 ms msfc-24.buc.qwest.net [66.77.125.66]

21 221 ms 230 ms 220 ms www.hello.com [63.146.123.17]

Trace complete.

The fields in the Traceroute output are as follows:

... — Timeout

U — Port unreachable message

H — Host unreachable message

P — Protocol unreachable message
N — Network unreachable message
? — Unknown packet type

Q — Source quench received

Traceroute is a very useful command when you want to troubleshoot network
connectivity issues. Although it is outside the scope of the CCNA syllabus, here is a
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more detailed explanation of how it operates.

Traceroute works by sequentially incrementing the TTL field of UDP packets (only used
in Cisco and Linux; Microsoft Windows tracert command uses ICMP echo request
datagrams instead of UDP datagrams as probes) destined for a host and recording the
replies received from intermediate routers.

Every packet has a TTL value associated with it and each time the packet reaches a hop,
its TTL value 1s decreased by 1. The first packet is sent to the destination with TTL=1,
which reaches Router 1, but because its TTL value has dropped to 0, the router sends an
error message (TTL exceeded in transit). Then a second packet is sent with TTL=2.
This reaches Router 2, which also sends the same error message that Router 1 sent. This
1s continued until the destination is reached.

All hops, except for the last one, should return a “TTL exceeded in transit” message,
whereas the last hop should return a “destination unreachable/port unreachable”
message, indicating that it cannot handle the received traffic (UDP Traceroute packets
are typically addressed to a pseudorandom high port on which the end host is not likely
to be listening).

Address Resolution Protocol (ARP)

Two types of addressing are used to identify network hosts — the IP (or Layer 3) address
and the local (or Data Link Layer 2) address. The Data Link Layer address is also
commonly referred to as the MAC address. Address resolution, as defined in RFC 8§26,
is the process in which the IOS determines the Data Link Layer address from the
Network Layer (or IP) address.

ARP resolves a known IP address to a MAC address. When a host needs to transfer data
across the network, it needs to know the other host’s MAC address. The host checks its
ARP cache and if the MAC address is not there, it sends out an ARP broadcast message
to find the host, as illustrated in Figure 1.33 below:
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192.168.1.2

IP:192.168.1.2
MAC: 00:02:33:c0

192.168.1.1 192.168.1.2

Figure 1.33 — One Host Broadcasts for Another Host’s MAC Address

You can debug ARP with the debug arp command.

An ARP entry is required for communication across the network. You can see that a
broadcast has taken place if there is no ARP entry. It is also important to understand that
ARP tables on routers and switches are flushed after a certain amount of time (four
hours by default) to conserve resources and prevent inaccurate entries.

On the router below, it has an ARP entry only for its own FastEthernet interface until its
neighbor i1s pinged, so the first of five ping (ICMP) packets fails, as shown by the
period followed by four exclamation marks:

Router#show arp
Protocol Address Age (min) Hardware Addr Type Interface
Internet 192.168.1.1 - 0002.4A4C.6801 ARPA FastEthernet0/0

Router#ping 192.168.1.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.2, timeout is 2 seconds:

Success rate is 80 percent(4/5),round-trip min/avg/max = 31/31/31 ms

Router#show arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 192.168.1.1 0002.4A4C.6801 ARPA FastEthernet0/0
Internet 192.168.1.2 0 0001.97BC.1601 ARPA FastEthernet0/0
Router#

Proxy ARP

Proxy ARP (see Figure 1.34 below) is defined in RFC 1027. Proxy ARP enables hosts
on an Ethernet network to communicate with hosts on other subnets or networks, even
though they have no knowledge of routing,
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If an ARP broadcast reaches a router, it will not forward it (by default). Routers do not
forward broadcasts, but if they do know how to find the host (i.e., they have a route to
it), they will send their own MAC address to the host. This process is called proxy ARP
and 1t allows the host to send the data thinking it 1s going straight to the remote host. The
router swaps the MAC address and then forwards the packet to the correct next hop.

The 1p proxy-arp command is enabled on Cisco routers by default.
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Figure 1.34 — Router Uses Proxy ARP to Allow the Hosts to Connect
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Expanding upon the previous point, part of the exam requirements is understanding how
addressing changes as packets traverse the network. As the packet traverses the
network, there must be a way for each end device to communicate, but also a way for
intermediary devices to be able to exchange the next-hop address for the packet to
traverse. Proxy ARP provides the answer again. The source and destination IP address
never change but in order for the packet to be passed to a next-hop address, the MAC
address (in the frame) changes between devices.

In Figure 1.35 below, the frame will leave HOST A with the source IP address
192.168.1.1, the destination IP address 172.16.1.2, the source MAC address
AAAA:AAAA:AAAA, and the destination MAC address AAAA: AAAA:BBBB. R1
will retain the IP addresses but change the source address to AAAA:AAAA:CCCC. By
the time the packet leaves R2 for HOST B, the IP addresses will not have changed but
the source MAC address is now AAAA:AAAA:DDDD and the destination MAC
address is AAAA:AAAA:EEEE.
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Figure 1.35 — MAC Address Changes as the Packet Traverses Network Devices

Reverse Address Resolution Protocol (RARP)

RARP maps a known MAC address to an IP address. Hosts such as diskless
workstations (also known as thin clients) know their MAC address when they boot.
They use RARP to discover their IP address from a server on the network.

Gratuitous Address Resolution Protocol (GARP)

GARP is a special ARP packet. A normal host will always send out a GARP request
after the link goes up or the interface is enabled. Gratuitous in this case means a
request/reply that is not normally needed according to the ARP RFC specification but
could be used in some cases. A gratuitous ARP request is an ARP request packet where
the source MAC, the source IP, and the destination IP addresses are all set to the IP
address of the machine issuing the packet, and the destination MAC is the broadcast
address FFFF: FFFF: FFFF. Ordinarily, no reply packet will occur.

A GARP reply is one to which no request has been made (if you see a GARP reply, that
means another computer on the network has the same IP address as you have). GARP is
used when a change of state happens in FHRP protocols (e.g., HSRP; this will be
covered later), with the objective of updating the Layer2 CAM table. We will discuss
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GARP again in the IPv6 section.

Simple Network Management Protocol (SNMP)

SNMP is used for network management services. An SNMP management system allows
network devices to send messages called traps to a management station. This informs
the network administrator of any faults on the network (such as faulty interfaces), high
CPU utilization on servers, etc.

You can debug SNMP traffic with the debug snmp command. SNMP uses UDP ports 161
and 162.

Hyper Text Transfer Protocol Secure (HTTPS)

TLS, and the older protocol SSL, is used for secure communication over the Internet,
which is carried out by means of cryptography. You will also find these used for e-mail
and Voice over IP (WIP), and when surfing sites which begin with the URL https://.
HTTP with TLS/SSL (HTTPS) uses port 443.

IP Configuration Command

This is not actually a Cisco tool but it’s part of your troubleshooting toolkit. The
ipconfig command used at a Windows command prompt allows you to use several
switches, but perhaps the most commonly used command is ipconfig /all, as shown in
the screenshot below:
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cv CA\WINDOWS' system32\cmd.exe n

Microsoft Windows XP [Uersion 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\TweakHound>ipconfig /all
Windows IP Configuration

Host Hame . . . . . . . . : mycomputersname
Primary Dns Suffix . . . :

Node Type . . . . . . . : Unknown

IP Routing Enabled. . . . . : No

WINS Proxy Enabled. . . . . - - = No

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix -
Description . . . . . - e - - : Intel{(R) PRO/16808 CT Hetwork Connect

Physical Address. - : = : f0-00-00-00-00

Dhep Enabled. . . . . . ¢ Ho

IP Address. . . . . . . . - = 10.10.10.8

Subnet Mask . . . . . . : 255.255.255.0

Default Gateway . - . . : 10.10.18.1

DNS Servers . . . . . : 000.000.00.0
000.000.000.0

Figure 1.36 — The ipconfig /all Command Output

Other switches you can use with the ipconfig command are as follows:

/? Display this help message

/all Display full configuration information

/release  Release the IP address for the specified adapter

/renew Renew the IP address for the specified adapter

/flushdns  Purges the DNS Resolver cache

/registerdns Refreshes all DHCP leases and re-registers DNS names

Cables and Media

Cabling and cable-related issues will become part of your day-to-day routine as a
network engineer. You will need to know which cables plug into which devices, the
industry limitations, and how to configure equipment for use with the correct cable type.

LAN Cables

Ethernet Cables

Most cable-related network problems will occur on the Local Area Network (LAN)
side rather than on the Wide Area Network (WAN) side due to the sheer volume of
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cables and connectors, and the higher frequency of reseating (unplugging and plugging
in) the cables for device moves and testing.

Ethernet cables are used to connect workstations to the switch, switch-to-switch, and
switch-to-router. The specifications and speeds have been revised and improved many
times in recent years, which means you can soon expect today’s standard speeds to be
left behind for new and improved high-speed links right to your desktop. The current
standard Ethernet cable still uses eight wires twisted into pairs to prevent
electromagnetic interference (EMI), as well as crosstalk, which is a signal from one
wire spilling over into a neighboring cable.

Cable categories, as defined by ANSI/TIA/EIA-568-A, include Categories 3, 5, 5e, and
6. Each one gives standards, specifications, and achievable data throughput rates, which
can be achieved if you comply with distance limitations. Category 3 cabling can carry
data up to 10Mbps. Category 5 cabling is primarily used for faster Ethernet networks,
such as 100BASE-TX and 1000BASE-T. Category Se cabling uses 100-MHz-enhanced
pairs of wires for running GigabitEthernet (1000Base-T). Finally, with Category 6
cabling, each pair runs 250 MHz for improved 1000Base-T performance. (“1000”
refers to the speed of data in Mbps, “Base” stands for baseband, and “T” stands for
twisted pair.) Table 1.6 below demonstrates some common Ethernet standards you
should be familiar with:

Table 1.6. — Common Ethernet Standards

Speed Name IEEE Name IEEE Standard Cable/Length
10Mbps Ethernet 10BASE-T 802.3 Copper/100 m
100Mbps FastEthernet 100BASE-T 802.3u Copper/100 m
1000Mbps GigabitEthernet 1000BASE-LX 802.3z Fiber/5000 m
1000Mbps GigabitEthernet 1000BASE-T 802.3ab Copper/100 m
10Gbps TenGigabitEthernet 10GBASE-T 802.3an Copper/100 m

Cisco like to sneak cable specification questions into the exam from time to time, so
make sure you memorize the table above.

Duplex

When Ethernet networking was first used, data was able to pass on the wire in only one
direction at a time. This 1s because of the limitations of the cables used at that time. The
sending device had to wait until the wire was clear before sending data on it, without a
guarantee that there wouldn’t be a collision. This is no longer an issue because a
different set of wires is used for sending and receiving signals.
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Half duplex means that data can pass in only one direction at a time, while full duplex
means that data can pass in both directions on the wire at the same time (see Figure
1.37). This is achieved by using spare wires inside the Ethernet cable. All devices now
run at full duplex unless configured otherwise.
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Figure 1.37 — Duplex Topology

You will still be expected to understand and troubleshoot duplex issues in the exam; we
will cover troubleshooting Layer 1 and Layer 2 issues later in this guide. You can easily
check an interface’s duplex settings with the show interface X command.

Switch#show interface FastEthernet(0/1
FastEthernet0/1 is down, line protocol is down (disabled)

Hardware is Lance, address is 0030.2388.8401 (bia 0030.a388.8401)
BW 100000 Kbit, DLY 1000 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation ARPA, Loopback not set

Keepalive set (10 sec)

Half-duplex, 100Mb/s
If this interface was connected to a full duplex device, you would see interface errors
immediately and experience slow traffic on the link. You can also issue the show
interfaces status command on a live switch, although this command may not work in the
exam because a router simulator has limited commands (same for Packet Tracer). You

can see possible issues with interface Fast Ethernet 1/0/2 below:
Switch#show mterfaces status

Port Name Status Vian  Duplex Speed Type

Fa1/0/1 notconnect 1 auto auto 10/100BaseTX
Fal/0/2 notconnect 1 half 10 10/100BaseTX
Fal/0/3 notconnect 1 auto auto 10/100BaseTX
Fal/0/4 notconnect 1 auto auto 10/100BaseTX
Fal/0/5 notconnect 1 auto auto 10/100BaseTX

And of course you can fix this issue easily, as shown below:
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Switch(config)#int £1/0/2
Switch(config-if)#duplex ?
auto Enable AUTO duplex configuration
full Force full duplex operation
half Force half-duplex operation

Switch(config-if)#duplex full

Please do try this and all the other commands on live Cisco equipment, GNS3, or at
least Packet Tracer in order to remember them! We will cover the speed setting next.

Speed
You can leave the speed of the Ethernet port on your routers or switches as auto-
negotiate, or you can hard set them to 10Mbps, 100Mbps, or 1000Mbps.

To set the speed manually, you would configure the router as follows:

Router#config t
Router(config)#interface GigabitEthernet 0/0
Router(config-if)#speed ?

10 Force 10 Mbps operation

100 Force 100 Mbps operation

1000 Force 1000 Mbps operation

auto Enable AUTO speed configuration

The following commands would allow you to view the router Ethernet interface
settings:
Router#show interface FastEthernetO
FastEthernetO is up, line protocol is up
Hardware is DEC21140AD, address is 00e0.1e3e.c179 (bia 00e0.1e3e.c179)
Internet address is 1.17.30.4/16
MTU 1500 bytes, BW 10000 Kbit, DLY 1000 usec, rely 255/255, load 1/255
Encapsulation ARPA, Loopback not set, keepalive set (10 sec)
Half-duplex, 10Mb/s, 100BaseTX/FX

Specifications for Ethernet cables by EIA/TIA dictate that the end of the cable
presentation should be RJ45 male (see Figure 1.38; Figure 1.39 shows the female end),
which will allow you to insert the cable into the Ethernet port on your router/switch/PC.
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Figure 1.38 — RJ45 Male End

Figure 1.39 — RJ45 Female End

Straight Cables

Each Ethernet cable contains eight wires and each wire connects to a pin at the end. The
position of these wires when they meet the pin determines what the cable can be used
for. If each pin on one end matches the other side, then this is known as a straight-
through cable. These cables can be used to connect an end device to an Ethernet port on
a switch, and a switch to a router. You can easily check whether the wires match by
comparing one side of the cable to the other, as shown in Figures 1.40 and 1.41 below:
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Figure 1.40 — Comparing Cable Ends
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By swapping two of the wires on the cable, it can now be used to connect a PC to a PC
(without the use of a switch or a hub, although Auto-MDIX ports on newer network
interfaces detect whether the connection requires a crossover, and automatically
chooses the MDI or MDIX configuration to properly match the other end of the link) or
a switch to a switch. The wire on pin 1 on one end needs to connect to pin 3 on the other
end, and pin 2 needs to connect to pin 6 on the other end (see Figure 1.42). I have
created my own color scheme for the cables purely to illustrate my point — red, yellow,
blue, green, cyan, pink, magenta, and lilac.
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Figure 1.42 — Pin 1 to Pin 3 and Pin 2 to Pin 6

Rollover/Console Cables

All Cisco routers and switches have physical ports to connect to for initial set up and
disaster recovery or access. These ports are referred to as console ports and you will
regularly use these as a Cisco engineer. In order to connect to this port, you need a
special type of cable called a rollover or console cable (see Figure 1.43). It can
sometimes be referred to as a flat cable because, as opposed to most round-bodied
Ethernet cables, it is often flat along its body.

A rollover cable swaps all pins (see Figure 