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Module 13 - Mobile Forensics

Mobile Forensics

Mobile forensics is a methodical series of  technigues and procedures for gathering
evidence from mobile devices and digital media to present in a comrt of law in a
cobherent and meaningful format.

Lab Scenario

Catherine, an ncident handling manager i a brokerage firm, was noufied ot shares
purchase at quite high prices by the firm. As an mnadent manager, she suspected a
cyber crime and reported this to the 'Bl. Cathermne mentioned that her accounts
were also suspended due to non-payment toward the shares purchase.

A team of cybercrime investigation experts visited the firm and started their initial
investigation. Later, the team found some unknown persons had hacked mobile
devices that were involved in purchasing the shares at higher prices using software
from the firm's nerwork. The experts idenufied one person by the mobile device
address utilized in the purchase as well as the service used.

Lab Objectives

The objective of this lab 1s to otfer complete information on mobile forensics.
The tasks include viewing the mobile information messages, call logs, contact
list, etc.

Lab Environment

In this lab, you need:
= A compurer rurming Windows 2012 virtual machine
= A web browser with an Internet connection

" Administratve pria-'ileges to run the tools

Lab Duration

Time: 40 Minutes

Overview of Mobile Forensics

The need for mobile forensics has increased due to the prevalence of mobile
devices, resulting in a large amount of electronic evidence. The fundamental
objectives of mobile forensics are to preserve, identty, extract, document, and
interpret the electronic data. It 1s always recommended to outline and define
policies and procedures to be followed to carry out analysis for mobile
forensics. Data must be retrieved and analyzed without causing any damage and
ensuring its authenticity,
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Module 13 - Mobile Forensics

Ll

H rask 1 Lab Tasks

Overview Recommended labs to assist you in mobile forensics:

* Analyzing the Forensic Image and Carving the Deleted Files Using
Autopsy.

= Extracting the Darabases of an Android Mobile Device Using Andriller.

Lab Analysis

Analyze and document the results related to the lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.
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Module 13 - Mobile Forensics

Analyzing the Forensic Image and
Carving the Deleted Files Using
Autopsy

Autopsy is a digital forensics platform and graphical interface to The Slenth Kit and
other digital forensics tools. You can even use it to recover photos from your camera's
PIEMIONY card.

Lab Scenario

File carving 1s the process of obraining deleted information from a hard disk or an
image 1n the absence of the Filesystem that originally created the file. It 15 a forensic
technique that involves recovering of files from unallocated clusters by using file
signatures. I'ile carving comes mnto effect during the process of investigation on a
suspect device which might contain informaton related to terrorist activities, sexual
harassments, etc. In such cases, file carving helps you in recovering deleted pictures,
videos, and other file types which contain crucial information.

Being a mobile forensics expert, you need to have sound knowledge of carving data
trom hex codes and various file types.

Lab Objectives

In this lab, you will learn how to:

" Analyze an image and acquire the deleted files from it

Lab Environment

This lab rEqujres:
= A Windows Server 2012 virtual Machine,

* Autopsy located 1n  C:\CHFI-Tools\CHFIvS Module 13 Mobile
Forensics\File Carving Tools\Autopsy.

"  An Android device’s Image file which is in EO1 format.
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Module 13 - Mobile Forensics

" Administranve Privﬂege:-; to run the tool.

Lab Duration

Time: 25 Minutes

Overview of the Lab

* Install and launch Autopsy
= (Create a new case

* Atrach the image file and analyze it

Lab Tasks

Note: You will be performing Forensic Image analysis on an image named LG
Device Image.E01 provided in the locaton C:\CHFI-Tools\CHFIv9 Module 13
Mobile Forensics\Imaging Tools\AccessData FTK Imageriimages.

E sasx 1 Logon to Windows Server 2012 virtual machine.

2. Betore beginning this lab, yvou need to create a tolder named Autopsy

Install Autopsy N —_—
esktop.

3. Navigate to C:\CHFI-Tools\CHFIv® Module 13 Mobile Forensics\File
Carving Tools\Autopsy, double-click autopsy-4.0.0-64bit.msi and
follow the wizard-driven installanion STEPS tO install the applicatinn.

Note: If an Open File - Security Warning pop-up appears, click Run,

Welcome to the Autopsy
Setup Wizard

The Setup Wizard will install Autopsy on your computer,
Click "Mext” to continue or "Cancel” to exit the Setup Wizard.

FIGTURE 1.1: .-"'Lumpsjc Inseallation Wizard

CHFI Lab Manual Page 314 Computer Hacking Forensic Investigator Copyright [ bv EC-Council
All Rights Reserved. Reproduction 1s Strictly Prohibited.



Module 13 - Mobile Forensics

4. On completng the installation, double click Autopsy 4.0.0 icon on

desktop.

=

Recycle Bin

-

FIGURE 1.2: Launching Autopsy from desktop

S EEEEEE——— 5. Autopsy main window appears along with Welcome dialog-box, click
= TASK 2 Create New Case icon to create a new case.

Create an Image

W E

| Creste Mew Case

Open Existing Case

OPEN | EXTEMSIBLE | FAST

FIGURE 1.3 .-‘*Lump.::: Welcome L]ialng_-lm:-:
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Module 13 - Mobile Forensics

6. New Case Information window appears; enter a case name (here, LG
Image Analysis) in the Case Name text field and click Browse burtton
to provide a path for the Base Directory.

2. Additional Information
Enter New Case Information:

Case Mame; |LG Image Analysis

Base Directory:

Case data will be stored in the following directory:
LG Image Analysis

FIGURE 1.4: New Case Informarion window

-1

A Select window appears, navigate to Desktop, select Autopsy folder
and click Select.

B Deskiop

A Administrator
/% This PC
:ri Libranes

€8 Network
B Autopsy

Folder name: | C:'Jsers\Administrator\Desktop'Autopsy
Files of type: | all Files

FIGURE 1.5: Select Window
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Module 13 - Mobile Forensics

8. After settung the Base Directory, click Next.

Steps

1. Case Info
2.  Additional Information

Enter New Case Information:

Case Mame: LG Image Analysis

Base Drectory: |C:'\Users\Administrator'\Desktop\Autopsy

Case data will be stored in the following directory:
i'::"IJJEEfE“liﬂiI'I'EhatﬂF‘DEﬁktﬂPWtﬂﬂsfuﬁ Image Analysis

FIGURE 1.6: Setting Base Directory

Y. Additional Information section appears, enter the Case Number as 01,
the name ot the Examiner (here, Jason), and click Finish.

Steps Additional Information

1. CaseInfo
2. Additional Information Optional: Set Case Number and Examiner

Case Mumber: o1

Examiner: Jason

FIGURE 1.7 Addirional Informarion section

10. Once you click Finish, Add Data Source window appears after some
time, pointing to the Enter Data Source Information section.
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Module 13 - Mobile Forensics

11. Select the source type as Image File from the Select source type to
add drop-down list, browse the locanon of the image file (C:\CHFI-
Tools\CHFIv9 Module 13 Mobile Forensics\imaging
Tools\AccessData FTK Imageriimages) and select the image (LG
Device Image.E01). Click Next.

Steps Enter Data Source Information wizard (Step 1 of 3)

Enter Data Source
Information

Configure Ingest Modules
Add Data Source

Select source bype to add: | Image Fie v|

Browse for an image file:

|1ndje 13 Moble Forenses\Imagng Took\GcceseData FTE ImageriimagesiLG De'-.-ln:el | Browss |

Please select the input Gmezone: | (GMT-5:00) AmericaLos_Angeles W

[ ] 1gnere erphan files in FAT file systems
(faster resuts, although some data will mat be seardhed)

FIGURE 1.8 Enter Data Source Information wizard

12. Configure Ingest Modules section appears; ensure to check all the
modules.

13. Later, select each module 1n the left pane, and their associated keywords

appear in the right pane.

14. Ensure to check all the keywords for each selected module, and click
Next.

Steps Configure Ingest Modules wizard (Step 2 of 3)

1. Emnter Data Source Information
2. Configure Ingest Modules
3. Add Data Source

Configure the imgest modules you would lke to nun on thes data source,

v Recent Actvity
Hash Lookup Select keyword lists to enable during ingest:

File Type Identification
1 [w] Phone Mumbers
|w| Archive Extractor [ P Addre

Exif Barser

[
[w| Emai Parser

[w] Extension Mismatch Dete...

i':' ; ”‘El‘;'ﬁm Seripts enabled for string extraction from unknewn fie types:

ol G WIEr

|w] Imteresting Fles Identifier Latin - Bagic

Encodings: UTFE, UTF1a

I ] Brocess Unallocated Space Performs file indexing and periadic sear... Advanced

FIGURE 1.%: Configure Ingest Modules wizard
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Module 13 - Mobile Forensics

15. Autopsy begins to analyze the files in the image file.

16. Add Data Source wizard appears, click Finish.

Steps Add Data Source wizard (Step 3 of 3)

1. Enter Data Source Information
2. Configure Ingest Modules
3. Add Data Source

Data source has been added to the local database. Files are being analyzed.

FIGURE 1.10: Add Dara Source wizard

Note: Wait unul Autopsy completes analyzing the image file. View the
status at the lower right corner of the Autopsy Window. Once the Analysis
1s complete, the status disappears.

17. After analyzing all the files, autopsy displays the retrieved information as
shown in the following screenshot:

Note: The screenshots and output may vary in your lab environment.

" = Add Data Source | Generate Report

ichsecase "

& | Directory Listing |
ata Sources

| =5l LG Device Image E01 Table | Thumbnail |
H-: T Mame

E-[E| Resuts I LG Device Image.E01
| =@ Exwacted Content

| - EXIF Metadata (20)

| = Keyword Hits

' % Single Literal Keyword Search (0)
“A  Single Regular Expression Search (I
A URLs {3931)

S, IP Addresses (16)

“\ Phone Numbers (75)

“s Emai Addresses (7]

Hashset Hits

i
&
&
¥
¥
|

*

= Efail Messages
i #- % Interesting Items
E:r: B Tegs
ik Reparts
i

FIGURE 1.11: Information retrieved by Autopsy
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Module 13 - Mobile Forensics

18. In the left pane, expand the Keyword Hits = Email addresses node
and select an Email Address. This displays important information
related to the Email Address’s resultant source file, keyword preview,
moditied tme, file path, etc.

19. Autopsy even displays the hex data, strings, metadata, indexed text
and results associated with the email address.

ichaet:aﬂe “ @ AddData Souree |, Generate Report

- Directory Listing
-9, Pimrﬁm*ha;[?ﬁf: 5 @dvx, OTW

- [E~ Emal Addresses ()] Teble | Thumbnail|

| - 1@2.GYGEk (5) Souree File Keyward Keyword Preview

=BIRDV (2) A F1581248.doc sEdYAOTY NG SHERRUWE  $esBdvie OTWet2@8a.d%( L.,
S uBc, BB (1)
7 BF.56 (1)
DR @LF (4 ' AssessmentNCP.ppt  |s@dvAx.OTW  |N(OR™STHESRUWIYE  $es@dvax. OTWe(ZE5a.d%(L...
AETCAIC LX)
CAEEMz.uM (5)
LERBE.IK (2)
PUQE0.5D (3
QKA. dIaM (3)
THEP.DP (5) < | i |

LRVBUE.UET (5} Hex | Strings | File Metadata | Resuts | Indexed Text

Wgl«hg@p. yRg {5) | Matches on page: 1 af 1 Wath
nfe@<9oornersmages.com (2)

jobB3.4E (3) 2@ d Vi OTH
siEdVAx.OTW (3] izZg5a

r % L=
w+BiE.jh (3} a gl

M annanana ArB BV 0T NIDR SRS Ses@ddie OTW et 2@, d%al:L. .

-
i

4

-

i
b
n,
.,1
,
b
*
-
'
b
n,
A
,
b
b
"-.

FIGURE 1.12 Informarion relared to an email address

20. You may analyze this data to find any sensinve informaton hidden in

the file.
21. The URLs node lists all the URLs contained in the image file.
22. Expand URLs node and select a URL trom the list.

23. The files related to the URL are displayed in the right pane of the
autopsy window. Select each file in the right pane, and you will be
provided with the metadata, hex dara, text, etc. associated with the file
as shown 1n the following screenshot:

File View Tools Window Help

L : i 14 |
ichm::ae =" AddData Seurce |, Generate Report Al a5 = Keyword Lists

& Drectory Lstng |
| - Single Regular Expression Search (0) [ | [Rs g0 microsoft. com e

5L URLs (3931)] . | Table | Thumbnai |

[ Sy e ddue. 5o e (2 = | | Spurce Fie Kzyword Keyword Preview
hittp: //ddue.sc/03a (2) [ L gpedit.CHM hitbp:ffqo.micrcsaft. comfuhe  Templabes, chittp: figa. micrasaltcome
http: /go.mirosoft.com/fwhe (2) |
bt o micrasaFt, com fwiric (206)
hittgy: [ g, micrasaft. com Hudink P4tz adn
http ffige microsoft. com fwbng LinkI D=
httg: g, micasoft, oomflnk FLinkID=
hitte: | g ricraseft. com Fdink FLnkID= | £ | m [
hitp: figo. microsoft.oom Swbnk FLinkID -
httg: [ g, micresoft, comfvlnk FLinkID=
kit oo, micrasaft.comfwlnkFLinkiD =
httpa [igo. microsoft, com Hwbnkg?Linkid= tion, right-eclick Rdministratiwve Templates.
htlp:.l'.l'gn.n'i:rwnﬁ.cnm.l'l‘wiriq'?thkm= http:/fgo.merosoft.comffvhe domaia ya fu-0229-ddaec-9

FLE83500. chim | btk igon ricrosoft comffwhe | Templates, shbtp: g0, microsofl. com)fet

P |I"I.|I' Ear B T

[ iex | strings | e Metadata | Results| Indewed Text |- |
Matches on page: 1 of 2 Makh 3 Page: 1 of 1 Page

Mo

FIGURE 1.13% Informarton related to a URL
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24. You may analyze this data to find sensiove informaton (if any) hidden
in the file.

25. Autopsy has a feature to detect extension mismatched files in
Extension Mismatch Detected section under Results = Extracted
Content in the left pane. This displays the extension mismatched files.

= TASK 4 26. Expand Views => Deleted Files = All in the left pane. Autopsy displays
all the deleted files that have been recovered (File carving), in the right-
Examine the pane. These files are indicated by a red coloured cross mark.

Carved Files . , . . . . .
27. Select a carved file in the right pane to view its associated media, text,

hex, string and other information.

bl L L2E

. @ 3 LG Device Image.E01 Table | Thumbnai |
= —
| § % FeTwe y US-WP2.JPG limg_LG Device Image EDL$OrphanFiles/US-WP2. PG

= w  Deleted Files
e T Ff Sj:r.-:te (2378) A Us-wP3.RG fimg_LG Device Image,EDLi$OrphanFiles/LS-WP3. PG
[ ] m

Al (4750) W USRS IPG firvg_LG Device Image EO01 M p0rphanFiles/US-WP4. PG

+ - MEB File Size USRS IPG firng_LG Device Image EO1 M 0rphanFiles/LS-WRS. PG
= (E| Reats W USRS, PG limig_LiG Device Image E010mphanFilesiUS- WP PG
=@ Extracted Content £ i i
i EXIF Metadata (20) : j
=-S5, Keyword Hits
i Single Literal Keyword Search (0)
[ Single Regular Expression Search (D)
-4 URLs (3931)
B A TP Addresses (18)
- A Phone Numbers (75)
H
o

Hex | Strings | File Metadata | Results | Indexed Text | Media

Email Addresses (7]
Hashset Hits

&

FIGURE 1.14: Examining deleted files

28. In the same way, you may even view various other files of different
tormarts.

iFile View Tools Window Help

i® Cloge Case = 5 AddData Source | [I; Generate Report ¥ &> ~ Keyword Lists | G Keyword Search

“= . Directory Listing |
udio
Table | Thumbnail

=& Data Sources
| B3 LG Device Image.E01 :
2 ® Views e it

! | =2 File Types | y. Windows Battery Low,wav fimg_LG Device Tmage.E01 40rphanFies aFTERN-

Images (219

e ({2] ) b4 Windows Critical Stop.wav fig_ LG Device Image.E01 M40 rphanFies(GF TER -~
Videos [
Audio (1133)] Jimg_LG Device Image. E01 M $OrphanFies GFTERR-

Archises (00 sy Windows Ding.wav ing_LiG Chervice Image E0L 4O rphanFilas GF TER K-

H- 5 Douments . Windows Erraor,wav fimg_LG Device Image.E01f$OrphanFlesiGF TER K-
#- £ Executable =
%y Deleted Fies I\
: [#-MEB File Sze
=B Results
;B B Extracted Content 0x00000000: 4% 46 46 58 37 57 41

i [B EXIF Metadata [20] Q00000010 0o a0 EE 00 44 AC
Keyword Hits Q%00000020 ¢ 0o aa  ac gz aa

ety
1'-' 2 Single Literal Keyword Search (0) Ge03000030; b= gl €3 7 a0 a0
A
'

HEx | Etrings [FIJE Metadata ] Results I Indewed Text | Media |
Page: T Page o to Page:

. Qx00000040 = E1l 37 00 = AD a0
~ Sngle Regular Expression Search (0) Gx00000050; 00 00 G8 0% 20 . 00 €1

W LR]J{S';‘E].} .:.__ﬁnnnnnd-ﬁ. A o X BT " L., T

FIGURE 1.15: E:-:amin.ing andic files
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29. Autopsy classifies files of various sizes in three sections, 1.e., between
50-200 MB, 200-1 GB and 1 GB+. For instance, a carved file of size 50-
200MB 1s displayed in the following screenshort:

5 -l = = = = = = = = = = = = Sl e LN e ]
i o o o o o o o R o o R o o S £

ile View Tools Window Help

00 01000 010 00 o £ 00 T30 4 0 90 b 000 3 B D000 S0 30 g S0

idﬂsecase 9 Add Data Source | Generats Report ¥

Qi Keyword Search

&= - Directory Listing

[4 '”E]E]

50 - 200ME

=& Data Sources
! Table

EE L5 Device Image.EQL

| ® & File Types

. @y Deleted Fies
; [=~MB Fie size |

I-MB s0 - 200ME (7) |
- MB 200MB - 1GB (3) ¥ HAKIR ~1.MP4
! L MB 168+ (1) ") JANETD ~1.FLV
E-[E] Results £ i
- = B Extracted Content
: - EXIF Metadata (20)
b5 Keyweord Hits
@\ sngle Litersl Keyword Search (0)
Single Regular Expression Search {0
4 LURLs (3931)
[P Addresses (18)
2% Phone Numbers (75)
"\ Email Addresses (70)

Mame

y. 12057.mgr

w 111111~1.5N0
s PINTLGT.IMD

fimg_LG Device Image ED140rphanFies/ENGINES SR fen-GBZ057.ngr |

fimg_LG Device Image EO140rphanFiesL 1111 1ee L SR

fimg_Li3 Device Image E01orphanFies IMESCS DICTSPINTLGT . IMD
fimg L3 Device Image E014orphanFiles) HakIR=~1, P4
Jimg_LG Device Image.E01$0rphanFies/ JANETD~1 FLY

| Hex | Strings | File Metadata
Result: 1 of 1

Results | Indexed Text | Madia |
Resut | £ |2

File Type (signature) video/s-fiv
fimg_LG Device Image. E01/50rphanFiles/JANETL
-92233720368547T5256

Source File Path

FIGURE 1.16: Classificarion of files based on Files Size

. Expand Data Sources = Image File (LG Device Image E0L) =
Android = data < com.cooliris.media = cache.

. This displays all the files stored in the cache memory of the device as
shown in the following screenshot:

File View Tools Window Help

'R - e ;g D
@ Close Case = = Add Dats Source ;| Generate Report 3 Al 0 - Keyword Lists

Dwectory Listing |
" Jmg_LG Device Image.EN 1/Android/data foom. cooliris. media fcadhe
[ Table | Thumbnai

El- i Data Sources |
- |= 2l L6 Deviee Image.E01 |

Mame
|1 [ourrent folder]
)} [parent folder]
j_'; geocoder cache
j_'; local-abum-cache
) Iocal4mage-thumbs

Madified Time

2005-02-18 17 35:38 F3T
2015-02-18 17:35:36 PAT
20L5-02-13 17 36: 14 P5T
20050218 17 36: 14 PRT
2005-02-18 1736004 PAT

Change Time

OO00-00=00 00:00:00

.H-- .android_secure (2]
|5 & Android (3))]

DBl datafs) |

OO00-00-00 00:00:00
OO00-0a0=00 00:00 ;00
OO0 00000 Q000 0

2015-02-118

2015-02-18

- [) com.android.providers.media (3) |

QO00-00-00 00:00:00  2015-02-18

| local-meta-cache
! local-skip-cache

Z005-02-13 L5604 Pal (R BRI REI R EHEE S015-02-18

2005-02-18 17536004 PST  QOOO0-00-00 00:00:00  20]15-07-18

lacal-album-cadhe {5)

1 local-image-thumbs (4)
local-meta-cache (4)
local-skip-cache (4)
local-video-skip-cache (4)

11l lacal-video-thumbs (4)
| S L] HEE .mlm t&h

; j_! com.google, android, apps.genie, ger -~

niewrr pyt e
=F L Ll

FIGURE 1.17: E}:amining Cache direcl:nr:.'
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Module 13 - Mobile Forensics

32. Autopsy displays a directory named OrphanFiles (Under LG Device
Image.E01) that contains broken files, i.e., incompletely carved files.
You may examine even these files as a part of the forensic investigation.

File View Tools Window Help

i Close Case Add Data Source ||y Generate Report ¥ > - Keyword Lists Cir Keyword Search

L= Directory Listing

- ‘B Data Sources 1 #img_LG Device Image. ED 1/$0rphanfFiles
' | Table | Thumbnail |

=) LG Device Image.E0L
i I L S0rphanfikes {Q&S}l Mame Modfied Time Change Time Access Time
Py Sunalloc (1) M oMR_48.0pg |2009-06-11 02:23:44 POT | 0000-00-00 00:00:00 | 2015-02-18 0
. .android_secure [2)

Arvdread (3)
L data (8) =|| y dos737.fon FO0e-06-11 02:13:26 PDT O-00-00 00:00;

v doxchamp, ttf F010-11-21 05:56:54 3T 0-00-00 00:00:

com.android. providers.media (3) % dosBEg. fon P01 02:13:26 PDT  DO00-00=00 00:00;00

' £ [[]
comi.coolris. media {3) =

.. cache (10) 'Hex | Strings | File Metadata | Results | indexed Text
geocader-cache (4)
local-album-cache (5)
local-mage-thiumbs [4)
local-meta-tache (4)
local-skip=cache (4]
local-videa-skip-cache [4)
L local-videa-thumbs [4)
L picasa-thumbs (4)
com.googhe. android, 3ppe. genie, gef

FIGURE 1.158: I-'.:-:amiﬂiﬂg li:l:'phaﬂ Files

33. Autopsy also allows vou to wview Whatsapp, Viber and other
applications’ (it installed) databases which contain informaton, such as
text and volce messages, pictures, etc,

B i & 34. Timeline helps you determine the files system events on the device

during a selected ume period. To view the nmeline, select Tools in the

Examine the menu bar and select Timeline.
Timeline

File View [Tools| Window Help

@ Clos View Images/Videos Generate Report > - Keyword Lists (e Keyword Search
Generate Report

€ Tirneline el

— iimg_LG Device Image. E01/$0rphanFiles

=3 File Search by Attributes | Table | Thumbnail |

i Run Ingest Modules Name Moditied Time s
| F'Iug'ins y, DMR_48.)pg A08-0e-11 02:23:44 FDT 0-00-00 00:00: > E-1810

Python Plugins y, dokchamp. ttf A0-11-21 D5:56:53 P5T -00-00 00:00:

w dos73T.fon FO0F-0E-11 02: 1356 F 0000 00:00:

Options edia (3) \ dosss, fon - OO0-00-00 0000100
4

comi.coolris. media {3)

cache (10)

L geocoder-cache (4)
local-album-cache (5)
local-nage-thiumbs [4)
local-meta-tache (4)
local-skip=cache (4]
local-video-skip~cache [4)

L local-videa-thumbs [4)

o picasa-thumbs (4)
com.googhe. android, 3ppe. genie, gef

FIGURE 1.19: I-'_'-:amiﬂing the Timeline
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35. A omeline window appears, displaying a logarithmic graph which
contains all the file system events during a selected tme interval.

36. In this window, you can specity a particular time interval, choose the
type of files needs to be viewed, the time units, event type and
description details.

37. The red colour in the bars represents the file system activity, green
colour represents the web acuvity, and cyan represents the
miscellaneous actuvities.

Dizplay Times In: @ Local Teme Zone | | GMT S UTC

= Details ] Seapsh. Ecale: (@) Logarithmic | ) Linear

History: 4=

DARYS HOURS SECCHDE

hﬁ! T:|'Pl= Haaw Type

Description Detail:

Hurmnber of Events

Hide Enagwn Files 1590 195 1594 1596 198 M 00T Z0OR  2WIZ 004 2008 20MB ZE90 20€I 024 0D 2028

Data Sounce I I I
Ondy Evenits Tagged

= o A steet: " Feb 23, 1990 52200 M ® SB | zoom mfoutto ~

FIGURE 1.20: E}:amining file SVSIEM EVENLS

38. Choose a time interval and select a bar from the graph. Autopsy displays
all the file system events that occurred during the tme interval
associated with the selected bar.

= : s T P : i A
Richciiies s el Loca Hins tone sl SA RIS Visualization Mode: | i, Counts £ Details [&] Snapsh... Scale: (@) Loganithmic | ) Linear

S II I I I I|II I
"“I' Filters a II l I

W Apply Di=fault TR0 TR 1R T9EE 1iRE Bodn 4007 3009 I 204 006 300 2000 208 DORd 0RE 2008

w'| Text Filter W
=

Hide Knowen Files -
; :| Feb 22 1950 5:22:00 P E} ﬁ 'h.qh Loam nfoutbe -

Mumber af Feents

IEﬂI{IMECrMmmlH!ﬂIDJMJII 4325 Aesults | : J

Dusoription Sub Type Knan E
2015-02-18 0000:00  ima LG Cevics Image EOLLCST.DIR File Syst Fis docessed  UNEHRR |~

DOIS0Z-18 120452 Jieng LG Davice Tages EDNLCST DR 3 5 File: Mol LI MCAR

A015-02-18 12104:52  Jimg LG Devics Image LOLLCET.DIR Fib= St Fi= Created LI NLSAT

DOIS0F18 000000 Jimg_LG Davios Tmage, D joorenioad I ok Fig Accessed  UNKHOS [

i wﬂl

FIGURE 1.21: E}:amining file SVSIEM EVENLs ofa parrin:ular bar from the graph
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Module 13 - Mobile Forensics

39. This way, you can analyse an image and examine the file system of the
rarget device during the process of forensic investigation.

Lab Analysis

Analyze the result and Document the findings of the lab.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

RELATED TO THIS LAB

Internet Connection Required

(1 Yes M No
Platform Supported
M Classroom M iLabs
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Module 13 - Mobile Forensics

Investigating an Android Device
using Andniller

Apdriller is an application that performs read-onby, forensically sound, non-
destructive acquisition from Android devices. Excitraction and decoders produce

reports in H TN and Excel (xlsx) formats
Lab Scenario

Databases play a viral role in storing user and application informaton on an Android
device. The information stored in these databases includes Phonebook contacts, Call
logs, SMS, Synchronized accounts, WhatsApp chat messages, Viber call logs (it
installed on the device), Wi-I'l passwords, etc. During the process of forensic
investigation, these databases can be acquired and examined to obtan crucial
informaton related to the owner of the acquired mobile device.,

Being an expert forensic investigator, your main job is to acquire as much
informartion as possible from the mobile device and analyze it 1n search of valuable
informaton.

Lab Objectives

In this lab, you will learn how to:

"  Extract Databases and other sensinve informaton from an Android
emulator u:aing Andnller

Lab Environment

This lab rEqLu'IES:
A Windows Server 2012 Host Machine,

" Andrller located in CACHFI-Tools\CHFIvVY Module 13 Mobile
Forensics'\Mobile Forensics Tools\Andriller.

" Administratve Privﬂeges to run the tools.
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Module 13 - Mobile Forensics

Lab Duration

Time: 15 Minutes

Overview of the Lab

" Ensure that you are using an emulated Android device

= Exrract the darabases using Andriller

Lab Tasks

1. Betore beginning this lab, logon to Windows Server 2012 virtual
machine and create a folder named Andriller on the desktnp.

= TASK 1

Install Andriller 2. Launch AVD Manager from the Apps screen.

3. Select Test_ Emulator and click Start....

Android Virtual Devices | Device Definitions

List of easting Android Virtual Devices located at ChUsers\ Administrator.androidiavd
AVD Name Target Name Platform  APlLlewvel CPU/ABI Create...
| H I Test_Ermulator Android 4.2.2 422 17 ARM (armeabi-vTa) I Start...
Edit..

Repair
Details
Refresh

My & repairable Android Virtwal Device. 3¢ An Android Virtual Device that failed to load, Click 'Details' to see the errar,

FIGURE 2.1: Android Virtual Manager (AVD) window
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Module 13 - Mobile Forensics

4. Launch Options window appears, check Scale display to real size
option, specity the Screen Size as 6.5 inches and click Launch.

| aunch Options
Skin:  480x854

Density: Medium (160)
E Scale display to real size

Screen Size (in): I 6.5

Momtor dpi: 06
Scale: 0.64

[ Wipe user data
Launch from snapshot

Save to snapshot

Launch Cancel

FIGURE 2.2: Launch E:lpti[m.i window

O

Kﬂ&'igﬂte to C:\CHFI-Tools\CHFIv9 Module 13 Mobile
Forensics\Mobile Forensics Tools\Andriller, double-click
Andriller_v2.6.0.1_Setup.exe and follow the wizard-driven installaton
steps to install the application.

Welcome to the Andnller Setup
Wizard

This wizard will guide you through the installation of Andriller.

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Mext to continue.

Cancel

FIGURE 2.3%: Installing Andriller
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6. On completing the installanon, launch Andnller application from the
Apps screen.

APPS

Uninstall Andriller

Andriller

Andrller Websrte

Uninstall Android
SDK Tools

sDE Manager
AVD Manager
NEW

Java Mission...
MEW

WinPcap Web Site

GFl LanGuard
Script Debugger
GFl LanGuard 2014
GFl LanGuard
Sonpting...

GFl LanGuard Help

GFl LanGuard
Troubleshooter

snagit 12

CodeMeter User
Help

CodeMeater Contral

Center

CmDust

Codeheter

Command Prompt

Logs

CmAct

Backup

Windows Mobile
support Guide

Autopsy 3.1.1
Crracle Vi
VirtualBox

Usar manual (CHM,
Enghsh)

License [English)
User manual (FDF
English)
Motepad+ +
Microsoft Word
2010

Microsoft
PowerFoint 20010

FIGURE 2.4: Launching Andriller from Apps screen

—

If a Check New Versions? dialog-box appears, click Ne.

. Would you like to automatically check for updates each time Andriller
starts?

YES = check for new releases online
NO = if used offline

FIGURE 2.5 Check New Versionsr L]i.EI.lIZ".\-__E_-l:-IZ':‘-!{

8. If a Preferences Menu dialog-box appears, click OK.

Preferences Menu

o More options can be defined in Preferences menu.

FIGURE 2. Preferences Menu l]i.El.lI:‘."__E_-l:'l:“.‘!{
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0. Andnller main window appears as shown in the fnllnwing screenshort

File Decoders AppsUtils Lockscreens ADE Teools Help

— . ——
— E— ————
O O ——— W
— O — .

Global Cutput Lecation {Pecoders f BExtraction / Parsing)
Cutput

Bxtraction (ADE) | Data Parse (Folder) | Data Parse (TAR) | Data Parse (AB)| 1
Check [Check if a device is connected)

Go!
[] Open REPORT html in browser
[] Use AB method (ignore root)
[ Extract Shared Storage

C-R-0-F-0- LB F-F:L-T-N-T-F-T-T:H-F-R:-T-T:-F- AﬂﬂrillEr 2.5.4-3 E-R-T-R-X-F-F-L-FT-F:¥.F:-F-T-F-F-F:R-T:-F:-F-F:] -
[-R--F- 0 T-N- - - p- - -0 A= e - - Tim: 5:ttil'IE5 L= - e - e =R - = - e - - e - e -
Bl5-86-88 B4:40:58 Pacific Standerd/Pecific Daylight (Detected

ime)

Bl6-85-88 11:49:538 UTC+@2:88 (Time in Reports)

B15-85-88 11:49:58 UTC {Coordinated Universal Time)

0203032030320 ODOFDIDOGRDIODDOPDGDOPOIDFDDRPDGDODORDFDORDIDDIDD

Clear Log Save Log
Ready Dmys beit: 14
FIGURE 2.7: Andriller main window
| - . . .
El =inw = 10. You need to specify an output locatuon for Andriller to store all the logs

and data. Click Output button in the Andriller window.

Configure
Andriller

Global Output Location (Decoders  Bdraction / Parsing)

Output

Extraction (ADE) |Data Parse (Folder] I Data Parse [, TAR) l Data Parse (.AB] |
Check [Chack if a device i= connected)

| Gat |

[_| Open REPORT.html in browser
|| Use AB methad (ignore root)

[ | Extract Shared Storage

£-R—E-R-E-F-F-F-F-F-§-F-F-F-F- N -F-N-F-F- -5} 'I_'Indl_illerl. J_S_d_ﬂ =542 N-E-R-E-F-F-- -3~ - F-F- -5 § -~ F-F—F-] Y
-4 L-R-1-E-N-F-§-F-B-1-F-3-F-9-F-B-L-F-¥-F-4-1-} 'I'iml Eettingg E-E-1-E-4-L-R-X-B-3-F-J-F-R-1-F-1-F-F-L-§-1-F-X-F-
2BLG-B5-88 B4:49:58 Pacitic Standard/Pacific Daylight (Detected

ime)

dBig-06-88 11:49:58 UTC+23:28 (Time 1n Reports)

2016-06-88 11:49:58 UTC (Coordinated Universal Time]

-N-F-R-I-F--F-N-F-R-1-F-J-F-N-F-N-I-F-J-F-J-F-F-3-F-F-F-J-F-F-3-F-F-F-F-F-§-F-F-3-F-F-F-§-F-F-F-F-F-F-§-1-8-F-F-F-F-§-F-F-1-F-

Clear Log

FIGURE 2.8: D’mﬂguring lf]u:pu: folder
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Module 13 - Mobile Forensics

11. Navigate to the Desktop, Select the Andriller folder which was created
betore installing the application and click OK,

Please choose a directory, then select OK.

B Desktop
P 2 Administrator
b {8 This PC

b 4 Libraries
b €l Network

[ | Andriller
P L Autopsy

Folder : Andriller

Make New Folder

FIGURE 2.9 Browse For Folder window

12. Now, click Check button to see if the Android Emulator 1s connected
to Andriller,

AndriLier

Global Output Location [Decoders [/ Extraction [/ Parsing)

| Output CilsersibdministratoriDesktoplbndriller

Etraction (ADE) Data Parse (Folder) | Data Parse (.TAR) | Data Parse (.AB)
Check | [Check if a device is connected]

Gl
[ ] Open REPORT.htrl in browser
[_| Use AB method (ignore rast)
[ Extract Shared Storage

BSOSO eI EHECDEIEd Andrillcr EFEI4IE GEFIRGEERRSREREIRRRRREE | o

=—f=p =R e = = e R S R e s = Time S&ttiﬁgg codooESoCcdoQooooCo o ooo o

2R1G-06-88 B84:49:58 Pacltlec Standard/Pacisic Daylight (Detected
ime)

2016-85-08 11:49:58 UTC+0&:88 (Time in Reports)

dR16-86-88 11:49:58 UTC (Coordinated Universal Time)

B @RGP FeReR G R e R R RN ER R RS ERRRR R RPN FRERREREE

Save Log
Days fef 14

FIGURE 2.1 Checking for the device

Note: 'rom here on, the output illustrated in the screenshots may vary in
vour lab environment.
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Module 13 - Mobile Forensics

13. On clicking the Check button, Andriller should display a serial 1D of
the emulator as shown in the tollowing screenshot:

File Decoders AppsUtils Lockscreens ADE Tools Help

Global Output Location [Decoders / Extraction / Parsing)
Output | CUserslAdministratoriDesktoplAndriller

Extraction (ADB) | Data Parse (Folder) | Data Parse (TAR) | Data Parse (AB)|
|| Serial ID: emulator-5554 |

Open REPORT.html in browser
Uze AR method (ignone root)
| Extract Shared Storage

BSOSO 05200005000000000 nndriller 2-5-4:& 23H0050500050000050005500 A

-2-R-F-F-F-4-0-F-F-F-F-§-F-F-F-3-N-F-F-%-F-5-8-F- Timt SEttinE:‘ (--3-2-X-X-4-N-B-F-1-9-0-F-F-L-0-0-F-F-F-4-0-F-F-
Bl6-B5-88 B4:4%:58 Pacific Standard/Pacific Daylight (Detected
ime)

2016-26-88 11:4%:58 UTC+2@:88 (Time in Reports)

2816-85-88 11:49:58 UTC {Coordinated Universal Time)

SO SoQCESoOQoECOCooESoQSDSOCoEoCoOQ oo oCoOQCSCCOCSRD SO0 SCDC T oSS EToOQOQCEC oS RSED

FIGURE 2.11: Device SUEEEF..E-T_IJHT;' detecred

HE Task 3 14. Once Andrnller detects the device, click Go! button to begin data

eXtractorn.
Begin Data

AI:I:II.IIEItIDI‘I File Decoders AppsWils Lockscreens ADB Tools Help

b Global Qutput Location (Decoders / Extraction / Parsing)
Output | CUsers\AdministratoriDesktoplAndriller

Extraction {ADE) Data Parse (Folder) | Data Parse (.TAR) | Data Parse (AR)
Serial I emulator-5554

[ | Open REPORT.html in browser
| | Use AB method (ignore root)
[| Extract Shared Storage

=== =R ===~~~k === =R~ = ==l - - And"iller\. E-E'ﬂ--ﬁ SEQCoEEEQRoEEREdQEEEARCEEa EY

poo OO0 OO0 OODDD QOO0 TimE Settings s2ecod o000 oOOOD0OOOD

2816-06-08 94:49:58 Pacific standards/Pacific Daylight (Detected
ime)
2015-86-08 11:49:58 UTC+88:88 (Time in Reparts)

2B10-86-858 11:49:58 UTC (Coordinated Universal Time)
s =Rl e - R e - R R -l R =R R - =R e el == R L =R == R R R - iR e R e - gl B e =Rl e

FIGURE 212 Eegnningda:a BXIrACH O
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15. Andrnller bEE‘iﬂi to extract the databases and other useful informanon as
shown in the fnllnwing screenshot:

File Decoders AppsUtils Lockscreens ADE Teools Help

Global Cutput Lecation (Decoders f Bxtraction / Parsing)
| Clutput | CillsarsiddministratonDeskioplAndriller

| Extraction (ADB) | Data Parse (Folder) | Data Parse (.TAR) | Data Parse (.AB)|

: Serial I0: emulator-5554
| (] Open REPORT html in browser

| ["] Use AB method (ignore roct)
| || Extract Shared Storage

-E-R-J-F-R-F-F-L-F-4-L-§-1-F-%-F-§-J General D'E"i'il'.E I"‘.Fu_l-\.ma-ti‘:ln [-E-3-2-F-2-F-J-F-R-L-F-3-L-N-1-B-1-F-
A0S serial: emulator-5554

Shell permissions: root

Device model: UNEHOWN sdi

IMEL: 8¢ogbdoocoapsas

bndrold versiom: 4.2.2

Build number: cdk-eng 4.2.2 JE_MR1.1 1742838 test-keys

ocal time: 2816-86-88 B85:47:28 Pacific Davlight Time

Android time: 2016-96-88 12:47:25 GMT

BSOS e ReERER R ER D‘ﬂtﬂ E'-'l:trﬂ{tinl'l 'i']l.ﬂ Huﬂt Bl ERERRSEERR R ERE
mailProvider.dbh (MDS:36978af@ea@fIl75646]1befdIde37829)
mailProvider.db-journal (MDS:d41d3cd98FERL2B4208089082cFBA2T)
mallProviderBody.db  (MD5:93l4cl7356d8531ad773@8e9b1F57757a)
mailProviderBody.db-journal
HOS5: c67ad@33fp6c259036ddepafal Thbcd)

settings.db (HD5:SnaB84d2 1Sa7 Frefet0sSbbT B a7 a)

sektings.db-2hm (MDS:cBESTB1TIOTLISELIEASFle3dEaEbedF33)

cettings.db-wal (MDS:383abaedbacrad5a450803FhEa%acde)
ontacts2.db (MDS:a52caletBcbaadsbael7S+clEdbhatc)

FIGURE 2.13: Screenchot 5hnu‘ing gxtracted dara

16. Andriller creates a directory inside the Andriller folder with the name of
the device followed by the tmestamp as shown in the following

screenshot:

File Decoders AppsUtils Lockscreens ADE Tools Help

ISIESSETE
Global Output Location [(Decoders / Extraction / Parsing)

CiUsersisdministratorDesktoplindriller

| Extraction (ADE) | Data Parse (Folder) | Data Parse t.Tﬁ.H}i Data Parse [.AE)
|| Check | Serial ID: emulator-5554

| [ ] Open REPORT.htrnl in browser
| ] Use AB method (ignore root)
| [ ] Extract Shared Storage

@R e ReR R eEREeRERE D:{udi’nE data PEPPECEUERRIRERERRERERRRT | A

Decoding 'gesture.key': OK
Decoding 'settings.db': OK
'locksettings.db®: OK
‘accounts.db’: 0K
Decoding 'webview.db®: QK
Decoding 'browserl.db': QK
pecoding 'downloads.db®: 0K
Decoding 'EmailProvider.db': OK
‘coftacts2.dbt: 0K
Decoding ‘contacts . db®: 0K
Decoding 'mmssms.db’: OK
Jota decoded im &.587 seconds
- f=Red=-Feg LR -Eag-LaRep-F- - F-N- 1N 1] 'E:J'l:rﬂtinﬂ rEF"ﬂrt =N l-Red-Reg-L-F - f-F- 41§ LR F-F-F-F= L=
ompleted in 17 seconds!
Report saved to:
C:wUsersyAdministratorsDesktopryandriller UNKNOWN_sdk_2816-06-88_8
5.47. 21WREPORT . himl

FIGURE 2 14: Direcl:nrlr; pal:h arnd EnmplELinn Srarus

MNote: The folder name varies accnrding to the device used in this lab.
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-

17. Navigate to the Andriller folder located on the Desktop and open the

= TASK 4
tolder which stored the extracted files and databases.
View the Acquired
Files
Wiew
. 4 e PR . id Ope | 1]
bl ﬁ =i L 1 J 4 pen BH select a
- o o e | Edit 2o Select none
g Mowe Copy Delete Rename Mew Properties 0
|i.| Faste shorowt tii to - falder - Ho Inwert selection
Ipboard Crganize S JDEn Select
(€) | L » Andriller » UNKMOWN_sdk_2016-06-08_05.47.21 » v ] | Search UNKNOWN sdk 2016-... 2@
<r Favorites Mame Date modified [ype Size
B Desktop i db B/8/2016 5:47 AM File folder
& Downloads _| andriller.log 6/8/2016 5:47 AM Text Document
,'“_—-__ Recent places ¢ call_logs.html B/ 8 2016 54T AM Chrome HTML Do...
€ contacts.html B/8/2016 247 AM Chrome HTML Do...
1% This PC | log-errors.log 6/8/2016 5:47 AM Text Document
& mmssms.html B/ 82016 547 AM Chrome HTML Do...
€l Network @ REPORT.html 6/8/2016 547 AM  Chrome HTML Do...
| REPORT.xlsx B85 2016 2dY AM ZL5X File
FIGURE 2.15: Viewing extracted files in Andriller folder
E TaAsk 5 18. Double-click REPORT.html file to open it. This file appears in the

detault web browser and displays important intormation like device 11,
Examine the its version, associated accounts, etc.

Report . . . .
P 19, {}pen Contacts link in a new tmab to view the contacts stored in the

device.

Ij Apdriller Report for UME!D ':‘

C [ filey///C:/Users/Administrator/Desktop/Andriller/UNKNOWN_sdk_2016-06-08_05.47.21 /REPORT ht 7 | =

w This repont was generated using Andriller# (This feld 5 ediiable in Fretferences)

# This report was generated using Andriller version 2.5.4.0 on 201 6-06-08 054720 Pacific Dapight Time £

[Andriller Report] UNKNOWN sdk | IMEI:000000000000000

ADB seral; emulator-5554

Androld 10 dpabBed 3853 117e3

Shell permulssions: oot

Manufaciurer LM KW

Model: sk

IMEI A0000g000000000

Androld version: 422

Build marme; gok-eng 4.2.2 JE_NMR1.1 1742939 test-keys
Local bime: 2016-06-08 05:47:20 Pacic Daylight Time
Android tme: 201M6-06-08 12:47 25 GMT

Securty (Gesture Hash): b b1gbdeaedIcch0526e 50004600 S51T76E5T 2
Fecunty (Lockscrean Pattern) ([0, 1.2, 5, 4, 7]

Communications data: Contacts (10]

Communications data; Call logs {54

Communicaiens data SMS Messages (6)

# andrillercom £ (This feld is edilable in Preferences)

FIGURE 2.10: Viewing Contacts
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Ij Andriller Report for LMK X D Andriller Report for Cont: X L

= @ filey/CyUsers/Administrator/Desktop/Andriller/UNKNOWN_sdk_2016-06-08_05.47.21 /fcontacts htyy =

# This report was generated using Andriller # {This field is editable in Preferences)

[Contacts]

Talal ilams: 24

Alber +1-102-000-0001 | albert@abe.com
Cristene |+1-000-000-0002 |christzneg@abe com
Adam | +1-000-000-0003
Eeckham|+1-000-000-0004
Cherry  |+1-000-000-0005 |chermy@abc com
David  |+1-000-000-0006
Darren  |+1-000-000-0007 |dareni@abe,com
Elly +1-000-000-0008 ]
+1-000-000-0009
+1-000-000-0010

L= el Bl =0l IRELY B P RN

FIGURE 2.17: "'r"iewiﬂg Conraces

20. Go back to the previous REPORT.html Web page; open SMS
Messages link in a new tab to view all the contacts stored on the phone
as shown 1n the following screenshot:

[ Andriller Report for UNKL 3 ¥ [3 Andriller Report for Conte 3 [ [M Andriller Report for SMS 20§ §

C O filey//CUsers/Administrator/Desktop/Andriller/UNKNOWN_sdk_2016-06-08_05.47.21/mmssms.hy | =

# This report was genarated using Andrilker # (This field is editable in Preferences)

[5M5 Messages]

Tatal ilems: &

+1-000-000-0004 | Beck, when da we plan the murder? 2016-060-08 094724 UTC+0000
+1-000-000-0007 | Thera is & quy with the name Ted. We need to catch him at Tratalgar Squane by this evening. [2016-06-08 0942750 UTC+0000
+1-000-000-0002 | Meat me at 20 chock in the aternogn! 2016-06-08 0941706 UTC+0000
#1=-102-000-0001 |Hay Adam, shen arg you maeting mea? 2016-05-08 0929225 UTC+0000
+1-000-000-0003 | Hay Adam...i5 there a watch wilh you now? 2016-0G-08 08:53211 UTC+00:00
+1-000-000-00 10 | Hay dude._Row ang you? 2016-05-08 0856250 UTC+0000

FIGURE 2.18: Viewing SMS Messages

21. In the same way, open Call logs link in a new tab to view all the calls
received and dialed as shown in the following screenshort:

D Andrillar Rl:p-nrt for UMER. »x Y D Andrillar F!.:p-n-rt for Conts X D Ardriler Report for Call b -

# This report was generated using Andriller # (This field is editable in Preferences)

[Call legs]
Total items; &

Dialled | =1 0000000010 | Hanry 2016-06-08 09:50:22 UTC-00000
Dialled | = 10000000007 |Darren | 2016-06-08 09:41:32 UTC=00:00
Dialled | = 10000000004 | Beckham | 2016-06-08 09:31:03 UTC-00:00

Dialled | = 10000000003 | Adam 2016-06-08 092756 UTC=00000
Dialled | 10000000005 | Cherry | 2016-06-08 03:57:04 UTC<00:00

R andmilen oo & (This fend is edifade i Profgrences)

FIGURE 2.1%: Viewing Call Logs
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22. In real-ume, it the mobile device has WhatsApp or any other messenger
services like Viber, etc mnstalled in it, Andrniller displays separate columns
tor those applications,

23. An example of Andriller displaying Whatsapp messages 13 shown in the
tollowing screenshot:

Note: Since WhartsApp has implemented end to end encryption, Andriller
may not be able to display clear text messages for those devices running the

latest version of \‘-'i-"hatsipp Messenger,

Total items; 11

Filename: IMG-20141231-WAQDD1 jpg
Type: imagejpeg

2014-12-31 1040220 UTC

Filename: IMG-20141231-WAD000 jpg
Type: imagejpeq

2014-12-31 10:39:08 UTC

2014-12-31 080258 UTC

Ok, keep working. 'l see you later.

Z014-12-31 080248 UTC

I m finding possible ways to bring him out,

2014-12-31 08:02:18 UTC

Yesyes. lam. How abtd murder case lodged on jimmy?

2014-12-31 08:01:58 UTC

U find a way to social engineer on him

2014-12-31 08:00:31 UTC

Nl give d exploit asap

2014-12-31 08:00:12 UTC

A EIEIEAEY

His mobile might contain very important sensitive information like

2014-12-31 07:59:43 UTC

credit and debit card numbers. Make it fast

tak s mlrat ennn 1 v Lh

FIGURE 2.2(x Viewing Call Logs

24, Andriller stores all the mulimedia files shared wvia

ﬂpp]ir:ﬂr_inﬂs 11 separate directories.

MESSENZEr

25. For instance, if the device has WhatsApp application installed in it
Andriller creates a directory named wa_media, creates subfolders for
images, audio and video clips and places the respective files in them.

Plcture Toals

Share View Manage

BB Extra large icons |=] Large icons
&% Mediumicons = Small icons

Navigat| 2a
avigation BZ List 3= Details

pane -

Current| Show/ Options
view =  hide - x

Fanes Layaut

-

o o« wa_media » Thumbs Search Thumbs 2

50 Favorites
4. Downloads

P

FIGURE 2.21: \-’ieu‘ing the "n."i."hal:s.-’&pp media files

21| Recent places
B Desktop

—3 Rohos Disk
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Module 13 - Mobile Forensics
26. This way, you can use the Andrller tool to grab sensitive informaton
like contacts, call logs, messages, decrypted Wi-I'1 passwords, etc.

27. 1f you are performing a forensic investigation on a device locked with a

gesture or a password, you can use this tool to bypass the locks and gain
direct access to the mobile device.

Lab Analysis
Analyze the result and Document the findings of the lab.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

(1 Yes M No
Platform Supported
¥ Classroom M iLabs
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