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Module 12 - Investigating Email Crimes

Investigating Email Cnmes

Like any other form of communication, email is also misused by criminal
elements. The ease, speed, and relative anomymity of ematl bhave made it a
powerful tool for criminals. Investigating ematl crimes is the process of tracking,
collecting, analyzing, and mvestigating the digital evidence and cyber trails.

—icon kev _ Lab Scenario

£/ Valuable Emily had received an email statung that she has won a huge amount from a big
information ) . . i
company, but the amount can be collected only after paying certain taxes. The email

& Test your also had instructions along with the account number to send the amount for
knowledge recetving the cash prize. She did as stated in the email and later came to know that it

B wWeb exercise was a spam email and someone has cheated her.

(0 Workbook review 1O Investigate email crimes as a forensic investigator, you must know hnur to
track emails and extract or recover deleted email messages from Microsott
Outlook PST tfiles or Microsoft Outlook Express DBX files, etc., using various
email tracking and investigation tools.

Lab Objectives

The objectuve of this lab 18 to provide expert knowledge on tracking emails,
nvestigating email crimes, and other responsibilities that include:

* Recovering deleted email messages and atrachments
" Recovering message contacts

" Tracking sender’s IP address

" Recovering and saving deleted emails

n Tracing an email to 1ts true gengraphical SOUrce
=
L7 Tools =
demonstrated in

this lab are
available in

Collecting Network (ISP) and Domain Whois information tor any email
traced

Lab Environment

C:\CHFI-
Tools\CHFIVO To carry out the lab, you need:
Module 12
Investigating " A computer running Windows Server 2012 virtual machine.
Email Crimes = A web browser with an Internet connection.
" Administrative privileges to run the tools.

Lab Duration

Time: 50 Minutes
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Module 12 - Investigating Email Crimes

Overview of Investigating Email Crimes
Investigating email crimes is the process of tracking, collecting, analyzing, and
investigating the digital evidence and cyber trails. Digital evidence and

cyber trails can relate to email spamming, mail bombing/mail storms, email
spoofing, identity fraud/chain letters, phishing attacks, and email hijacking.

= TAsK 1 Lab Tasks

Recommended labs to assist you in investigating email crimes:

Overview

" Recovering Deleted Emails Using the Recover My Email uality.
* Invesugating Email Crimes Using Paraben’s Email Examiner Tool.
" Tracing an Email Using the eMailTrackerPro Tool.

Lab Analysis

Analyze and document the results related to the lab exercise. Give your expert

opinion on email crime,

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.
CHFI Lab Manual Page 476 Computer Hacking Forensic Investigator Copyright [ bv EC-Council

All Rights Reserved. Reproduction 1s Strictly Prohibited.



__________________________
ICON KEY

Y Valuable

information

& Test your
knowledge

E Web exercise

LO Workbook review

7 Tools
demonstrated in
this lab are
available in
C:\CHFI-
Tools\CHFIv9
Module 12
Investigating
Email Crimes

Module 12 - Investigating Email Crimes

Recovenng Deleted Emaiils Using
the Recover My Emaill

Recover My Email is mail recovery software that can recover deleted email
messages from either Microsoft Outlook PST files or Microsoft Outlook
Express DBX files.

Lab Scenario

Danel 1s a web expert and part of a group that hacks other’s accounts for monetary
benefits. Daniel was a suspect in a case; wherein the attacker has used email
attachments to send malware to the victim that could copy the user’s passwords and
other private details and prompt them to the sender. However, when mnvestgators
checked Daniel’s system, they did not findany such emails as he had deleted them
already. How can the investigators proceed further in such cases?

The ease, speed, and relative anonymity of email have made it a powerful tool tor
criminals. To avoid being traced or tracked, criminals usually delete the message
after performing the email crimes. Recovering those deleted messages is very crucial
for investigating email crimes. To investgate emal crimes as a forensic
investigator, you must know how to recover deleted email messages from
Microsoft Outlook PST tiles or Microsott Outlook Express DBX files, etc., using
various email recovery tools.

Lab Objectives

The objective of this lab 15 to help investgators understand how to track and
investigate email crime using various tools to obtain:

u lie:asage CONtacts.

" Deleted email Messages and attachments.

Lab Environment

To carry out the lab, you need:

= Recover My Email, located at C:\CHFI-Tools\CHFIVO Module 12
Investigating Email Crimes\Email Forensics Tools\Recover My Email
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Module 12 - Investigating Email Crimes
"  You can also download the latest version of Recover My Email from the
link http:/mwww.recovermyemail.com/inbox-repair-tool-download.php

= If you decide to download the latest version, screenshors shown i the lab

rm'ght differ
= A computer running Windows Server 2012

" Administratve privﬂeges to run the tools

Lab Duration

Time: 15 Minutes

o Overview of Recover My Email
Mall Recovery for

Outlook PST files with the Recover My Email 18 mail recovery software that can recover deleted email
~ Gl e s pron oo messages from either Microsoft Outlook PST files or Microsoft Outlook
Express DBX files. It also allows saving mail recovery results and attachments.

Lab Tasks

The idea in this lab is to:

" Recover the deleted or mrrupted emall and collect various information
related to that speciﬂc email

" Analyze and examine the collected nformartion for suspicious actvity

1. Nm-'igﬂte t0 C:\CHFI-Tools\Evidence Files\Outlook Files\Outlook .pst files
tfor evidence files. These two files are 53mple deleted email files which we
have used for the demonstration purpose.

Share View

. e Qutl... » Outlook... Search Qutloo... 2

W Favorites
B Desktop
4. Downloads

L
| Recent places

'8 This PC

Gﬂﬂ Metwork -

2 items State: B Shared

HGURE 1.1 Sample evidence files
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= TASK 1

Launching
Recover My Email

o ]

= Repair coreupt
Microsoft Outook DPST
and QOutlook Express DBX
files,

]
= TAsSK 2

Selecting the
Target PST File

Module 12 - Investigating Email Crimes
2. Navigate to C:\CHFI-Tools\CHFIV® Module 12 Investigating Email
Crimes\Email Forensics Tools\Recover My Email.

3. Double-click RecoverMyEmail-Setup.exe to launch the setup.

Note: If an Open File - Security Warning pop-up appears, click Run.

4. While installing the application, check Create a desktop icon option,
click Next, and follow the wizard-driven installation steps to install the
application.

5. Once the mnstallaton 1s finished make sure that Launch Recover My
Email opuon 1s checked and click Finish button to automartically launch

the Applicaton.

6. Alternatively, you can double-click Short-cut icon on the desktop to launch,
or you can also launch from Start menu apps.

~1

The Recover My Email main window appears along with Tip of the Day
pop-up as shown in the screenshor, click Clese button to close the pop-up
window.

Note: If you want to see the next tip, click the Next Tip burtton; otherwise,
click Clese button to close the window.,

= Open Email File

[ata Blocks: 0
1]

) 1} Did you know...

Once you have sawed your messages why not try our
Explorer View software to view and locate Ales guickly and
eagly drectly in YWindows Explorer. Our website is at
viviw, getdata, com,

Albachmeris | Every L-:;|| [+ Shiow Tips an Starbag
FileH ame | Size

HGURE 1.2: Recover My eMal main window

8. Click the Open Email File button to open the email files.

= Dpen Email File

DataBlocks: O
Emailz o

[ Axt | From

FIGURE 1.3 Browsing for targer PST file
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Q It allows saving mail
ecovery results, including
MES SAgE contacts  and
attachments in an ercor-
free new PST file with full

folder srructure.

Q Supports  Outlook
[PST recovery): 2000, 2002,
203, 2007, and 2010
fincluding Outlook 2010
32- and 04-hit versions).

Module 12 - Investigating Email Crimes

9. An Open window appears, select the target account’s .pst file (C:\CHFI-

Tools\Evidence Files\Outlook Files\Outlook .pst files) from which you
want to recover the deleted files and click Open. Here we are considering
“target 1.pst’ as the rarget.

() * T |\ |« Outlo.. » Outlock .pst files | | search Outlook pst files o |

Organize =  MNew folder ik ~ [ @

71 Favorites [_target T.pst]
B Desktop | target 2.pst
4. Downleoads

= Recent places
1™ This PC

€l Network

File name: All MS Outlook Family Files (*.p +

Open Cancel

FIGURE 1.4: Selecting the tarpet PST file

10. When vou click the Open button, the Recover My Email tool will scan the
selected .pst email file and display the tolder view with the results obtamned

in the left pane of the window.

'vguuh| [T omtiens @mmm ) Help

Data Blocks: 400
Ermalz: 43
Cortacts: D

Folder View | | & | Fiom | Subject

- O CMCHFI-Tacls\Evidence Files,
C1 23 Incomplese lrems [13)
1.} RAecoveled Meszagas (1)

= [ 25 Aecoveied Pessanal Foldes
= LA [Gmal
g Allsal (5
13 Imperant 3]
(105 SentMai (3]
LClEa Teashil)

Attachments | Evenl Log

FIGURE 1.3 Figure showing Scan Complete notification
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Eg It
Versions of Cutlook
Express (DBX recovery).

SUppOCts all

Q It allows vou to save
the recovered emails In
four formats: PST, EML,
MB(E, and List

Module 12 - Investigating Email Crimes

11. To see the recovered emails, click Recovered Messages in the Folder
View tab (Left pane). It will display the list of recovered emails and
messages. Here it will show the recipient’s email address, subject, and
recerved date and tme.

FEile Help

(e DCipen Email File ' SayE b EssAnEls asPSTun ?55"11 Eﬂpﬁnns %upnau ) Heip

Data Blocks: 400
Ermuls; 44
Canlacls: i

Scan Camplele!

Folder View e | Subjact

=- )@ CMCHFI-ToclkshEviderce Files... Sent To
[123 incamplete lbems (18] ] martin Miziomodl Outlook, Test Mieszage

E1 | Recovered Messages [4) mzilir Mizigzall Outhoak, Tezl Meszzge

= [ Recovesed Persona Folders martinsmithE...  Hi
= O3 [Gmil)
O] anmaifs)
CICa Impartant 3
O Sent Mail [3)
CLa Trask(1)
CJ @ Irbea (8]

2142011 8112
273201 1271258
2237011 ¥:25:

Sttachments
Filet 2me

<]

FIGURE 1.6: Viewing Recovered Messages folder in the Folder View tab

12. To see the recovered emails or messages, search the All Mail folder with the
respective recipient address and the subject of the recovered email listed in
the recovered messages folder. To search, first click the Search button.

File Help

j Dpen Email File - Save bessagels) aspsT = i‘?:em

Ermails: 45
Contacks; 1
Folder View | [Swma
= 1 CACHFI-Tocls\Ewdsnce Files.,, - Sent To
|:| j Incomplebe bems (18] = maihr Miciosall Outlack. Tesl Messege
W= ] Racovesd Massages [4) = martin Miziozoft Outlook, Test Meszage
= E'_ﬁ Recovered Persans Falers = martinzmithG__.  Hi
= O L [Gwail]
CICa ANMai(5)
O[3 Impaitart [3)
O L5 SentMail (3)
C1Ca Trash(1)
L] Irbox [3)

S0 6113
2952011 121258
3S2302011 725

Aftachmeriz | Evenl Log |

£ | ]

Fik=h 2me

FIGURE 1.7: Figure showing Search button

13. A Recover My eMail window appears where you need to specify options to
search the emails.
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Q It allows browsing all

vour mail messages and
artachimients.

= TAasK 3

Viewing the Email
Content and
Attachments

Module 12 - Investigating Email Crimes

14. In this lab, we are selecung By To: (an email I1D) and By Subject: (Hi)

npﬂnn&

15. Click OK.

Search

|| By From:

VIBy To:

v By Subject:
[ ] By Dates: From | 5/26/2016 5/26/2016
| By Size: From |0 0
|| By Attachments:  From |0 0
_|ByID: From |0
! Include messages with empty body

¥ Include messages with Unknown body

For "From", "To" and "Subject" use Grep commands:

Yor"" "SPACES" and '@ symbols" must be literal or quoted characters
|.E. 'Getdeata" "Support’ or "supporth@getdata.com'
match one of anything
match any number of anything
match literal string inside quotes
any one of a set of chars; inside, use "4-2" to span chars
any one not in set of chars
logical AND of 2 expressions; normally not needed
logical OR of £ expressions

FIGURE 1.8: Searching recovered messages (pop-up window scaled down for resolunon)

16. Now click All Mail option n the left pane of the window, which displays the

list of emails matching your search criteria.

. If 1t 13 displaying more than one result, then make your search more specific

by including other details, such as file size, etc. on the Search tab.

ile Help

o gpenEmaitFile [0 oo ecnar o - % seanch [T options @ update i) nep
Dtz Blocks: 400 Scan Complatel

Ermais: 45 n Slop

Corkads: o

Feddst View | To | Subject | Recsivad

= (A CADHFI-Took\Evis Fios maskinemithé... Ha 230401 A

CC3 Incomplate lbams (18]
O3 Recovered Mozzages [4)
H- %2 Recovered Patsonal Folders

= [ [Geei
Bl e |
(] L3 Tmporfark

FIGURE 1.9: Search resules in the All Mail folder
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EQ Preview the contents

of all MESSAEES and
artachiments thart can be
recovered.

Q Save mMessages as a
new  email, or ZAVE
individual messages as .eml
files,

Module 12 - Investigating Email Crimes

18. To see the actual content of the email, click the email. The email content
will display 1n the bottom pane of the window.

e Open emoi Fite [ seve reccacenesper | Vﬁuﬂh ] oetions @L!pﬂm ) Help

Ermuils; 49 |
Canbacts: i

230000 725

mE 2 martinsmithG...  Hi

nizam leod

=- )3 CMCHFIL-TookshEviderce Files...
O incomplete ltems (18]
122 Aecovesed Messages (4)
= O ﬂ.ﬁ Recovered Persona Folders
= L3 [Gmail
O &lalfs)
CI [ Impartart (3]

115 SentMail (3]
CICa Trash (1]
L Inbesx (3]

Aftachmeriz | Evenl Log |

FilaH ame | Size
Flameziz-14.jpg A EKE
arimals, Jpg kB

FIGURE 1.1{k Viewing email contents

19. To see the attachments, it any, click the file name of the attachment listed n
the Attachments pane on the left of the window. It will display the
attachment in the Data Viewer pane.

File Help
i\ Open Email File ' SaVE M EssdE[S 85 P = i VEEHM ﬁﬂpﬂﬂﬂﬁ GHPE‘H& ﬂ Help

Dafa Blocks: 400 Sean Camplele!
Ermals: 49 |

0

| | Fram [ Ta | Subject
& 2 nizom leod martinsmithi... Hi

= [1[a CVCHFI-ToolshEvidance Fles...
O Incomplete lems (18]
8 Ascovesed Messages (4)
= [0 %% Recovesed Personal Folders
= O LA 1Gmai
CIta AllMaljs)
O Impartark (3]
O3 SentMail (3)
ClCa Trash(1)
L] Irbew [3)

<] T

FIGURE 1.11: Viewing email artachments
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Module 12 - Investigating Email Crimes

20. To save the recovered emails, select the emails you want to save and click
the Save Messages button. Select the format in which you want to save the

email from the drop-down list.

Note: The trial version of the tool will not allow to save the recovered Mmessages. If
vou want to save the files, you need to buy the product activation key from the
vendor.

Lab Analysis

Analyze the deleted messages atter recovery and document the results related to the
lab exercise. Give your expert opinion on the suspicious email.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

] Yes M No
Platform Supported
Classroom ilLabs
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Module 12 - Investigating Email Crimes

Investigating Email Cnmes Using
Paraben’s Email Examiner Tool

Paraben’'s Email Examiner 15 a forensic email examination utility. It can examine
various email formats such as America Online (AOL), Outlook Exchange (PST),
Eudora, and many others.

Lab Scenario

A brokerage firm has filed a complaint with the district authorities stating that one
of its employees has been sharing their trade secrets as well as contract information
with their rivals. The court of law has ordered a probe, which includes scanning of
individual devices for emails containing suspicious information. The company has
adopted a BYOD policy, and users are allowed to use different email clients
according to their requirement. The mvestigators use Paraben’s Email Examiner to
analyze various email clients and the tormats they use.

To investgate email crimes as a forensic investigator, you must know how to trace
out the person and the location of the person respnnsihle for the sper_iﬂc email that

you are INvestigaring.

Lab Objectives

The objecuve of this lab 1s to help investgators learn and perform an investgation
ot email crimes. Using Paraben’s Email Examiner you can:

" Add evidence image (.pst and .dbx) files
* Recover deleted emails

" Save recovered emails
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—" Tools
demonstrated in
this lab are
available in
C:\CHFI-
Tools\CHFIv9
Module 12
Investigating
Email Crimes

]
= TASK 1

Install and
Launch Email
Examiner

Module 12 - Investigating Email Crimes

Lab Environment

To carry out the lab, you need:

Paraben’s Email Examiner, located at C:\CHFI-Tools\CHFIv9 Module 12
Investigating Email Crimes\Email Forensics Tools\Paraben’s Email
Examiner.

You can also download the latest version of Paraben’s Email Examiner
from this link https://www.paraben.com/email-examiner.html.

To download the tool from Paraben’s website, you need to fill out the
registration torm.

It you decide to download the latest version, screenshots shown in the lab

might differ.
Windows Server 2012 ruﬂning on the virtual machine,
Admirustrative privileges to mnstall and run the tools.

A web browser with an Internet connection.

Lab Duration

Time: 15 Minutes

Overview of Paraben’s Email Examiner

Paraben’'s Email Examiner 1s a forensic emal examinaton udlity. It can examine
various email formats such as America Online (AOL), Outlook Exchange (PST),
Eudora, and many others. It can also recover deleted messages and folders. It
doesn’t just recover email in the deleted folders; it recovers email deleted from
deleted items (deleted/ deleted).

Lab Tasks

1.
2.

5.

Logon to Windows Server 2012 virtual machine,

Hm-'igﬂte t0 CACHFI-Tools\CHFIv9 Module 12 Investigating Email
Crimes\Email Forensics Tools\Paraben’s Email Examiner.

Double-click emx-demo.exe to launch the setup, and follow the
wizard-driven installation instructions.

Once the installation 1s complete, Paraben’s Dongle Manager wizard
appears, follow the wizard driven steps to install the application. On
completing the installation, Paraben’s Email Examiner dialog box
appears asking you to restart the computer. Click Yes.

Restart the computer after installanion.

Note: If an Open File - Security Warning pop-up appears, click Run

6.

Double-click E-mail Examiner shortcut icon on the deaktnp to launch
Email Examiner.
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ﬁ Paraben’s Email

Examiner has been
in:egr:al:ed it the P2
Commander interface.

E TASK 2

Creating a New
Case

Note:
[ |
[ |
o

Module 12 - Investigating Email Crimes

An Activation pop-up appears, click Later.

If Warning message abourt the license expiration appears, download the
latest wversion of the Paraben Emal Examimner from
http:/ /fwww. paraben.com/programs/emx.html, uninstall the previously
installed Paraben Email Examiner tool, and install the newly
downloaded Paraben Email Examiner tool.

Paraben’s E-mail Examiner main window appears alnng with Add Evidence

wizard, as shown in the screenshot.

Add Evidence

This will automatically create a new case

and start the Add New Bvidence Wizand.

Start Batch Export Open Case Create New Case

Ferformn searnes i Open an existng Create 3 biank case
rrad bpla iy soew and Begn working in
ared =aport e Faraben's E-mad
remdl by o A pngle § Excamirwr.

ot

FIGURE 2.1: Paraben’s Emal Examinermain window with Add Evidence wizard

8. Before starting an investigation, you should create a case by clicking

the Create New Case button.

‘araben’s” EM }( ﬁ

Add Evidence

This will automatically create a new case
and start the Add New Evidence Wizard.

Start Batch Export Open Case Create New Case

merform searches in Open an existing Create a blank case
multiple mailstorages case with data and amd begin warking in
and export the begin working with Paraben's E-mail
results to a single Paraben's E-mail Examines.

format Examiner.

FIGURE 2.2: li_.reating a NEW CALE

CHFI Lab Manual Page 487

Computer Hacking Forensic Investigator Copyright [ bv EG-Council
All Rights Reserved. Reproduction 1s Strictly Prohibited.



Module 12 - Investigating Email Crimes

9. A New Case window appears, displaying the Welcome section. Click
Next.

Case Properties | Additional Information

Paraben’'s”
E M X Welcome to the E-mail Examiner new case wizard!
Please follow the wizard steps to complete

the case creation.

f Features adwvanced
Boolean searching,

[ ] Skip thiz page in the future

= Previous I Mext =

FIGURE 2.3: New Case wizard - Welcome tab

10). Case Properties scction appears. lill the Case name and Description
fields with the appmpriate informanon and click Next. This selection
will take you to the Additional Information tab.

'I"'i'EI'-::ﬂmEI Case Properties i Additional Information

Case Properties
Please enter case properties. The Case name field is required.

Case name;
E-Mail Crime Investigation 1

j Added support for

Open  Office document Description:
formar with atrachment Investigating email crime.
preview.,
FIGURE 2.4: Case Properties tab
CHFI Lab Manual Page 4585 Computer Hacking Forensic Investigator Cnp:.‘righ:ﬂ bv EG-Council

All Rights Reserved. Reproduction 1s Strictly Prohibited.



Module 12 - Investigating Email Crimes

11. On the Additional Information tab, fill all the fields and click the Finish
button.

Case Properties | Additional Information

Additional Information
Please enter additional information. This informa tion is not required and can

be filed any time through the Properties pane.

f Paraben’s Email Investiga tor name: Agency [Company;
Examiner v6.8 works with Johnathan FI
Unicode encodings (UTF-

). Phone: Fax:
1042536987

E-mail:

MNext =

FIGURE 2.5 Additonal Informanon tab

12, After clicking Finish, 2 New case creation window appears. Select the
desired path where you want to save the new case and then, click Save.
In this lab, we are choosing Desktop to save the file.

'E' - TI.Duh:tnp 3 | Search Desktop

Organize *  New folder

43¢ Favorites
Bl Desktop Administrator

& Downloads

£l Recent places j&f This PC

b M This PC r'—%

: Libraries
Jp—
b @ Network =l

ﬁll Metwork

File name: | E-Mail Crime Investigation 1.p2c

Save as type: |E-mail Bxaminer Cases (*.plc)

“ Hide Folders

FIGURE 2.6: MNew case creation window
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EH TAask 3

Adding New
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Case

Module 12 - Investigating Email Crimes

13. It will save the case and launch the Add New Evidence window. In this
window, select the desired Source type from the left pane and then

click OK.

14. In this lab, we are choosing MS Outlook database as Source type.

Source type:

Autodetect e-mail database
A0 AQL database

0% MS Outlook database

(4 MS Outlook offine database
¥ The Bat! database

) Thunderbird database

&] Outlook Express database
¢ Eudora database

Add Microsoft Outlook mailstorage
database. Versions: up to 2013.
Evidence type: file " pst

Default path: C:\Documents and
Settings \<windows_usemame:=\Local
Settings \Application Data‘\Microsoft
Wutlook” pst for Windows XFP)
C:\Users\<windows _usemame >
“AppData“Local\Microsoft \Outlook
\* pst ffor Windows 7.8)

&% Email File

m Email Examiner archive
Euugle Takeout Storage
' Windows Mail database
&% Maildir database

FIGURE 2.7: Add New Ewvidence window

15. Open window appears, navigate to C:\CHFI-Tools\Evidence
Files\Outlook Files\Outlook .pst files, select the rarger source file
target 1.pst and click Open.

r{" = T 0 « Qutlo.. » Outlook .pst files W C.-| | Search Outlook .pst files 2

= or [ @

Organize *  New folder

W Favontes
B Desktop
W Downloads

"l Recent places

M This PC

ﬁ Metwork

File name: | target 1.pst M5 Outlook P5T (*.pst)

Dpen Cancel

FIGURE 2.8: Browsing evidence file
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16. A pop-up window appears, type the evidence name or leave default and
click OK.

Enter a new evidence name

target 1

FIGURE 2.9 aming evidence

—_

7. Set the MS Outlook Database Settings. There are two options:

* Raw Mode: Select this opron to display all darabase content
including system, orphaned, and deleted 1tems.

* Scan database for deleted messages (slows down opening):
Select this option to find and recover deleted messages in the
database. This can take longer time.

Here we are selecting Scan database for deleted messages (slows
down opening). After selectung the desired mode, click OK.

[ |Raw mode

Eg Sort artachments by
file tvpe. EScan database for deleted messages (slows down opening)

FIGURE 210 Darabasze SE:L'mgs nptinns
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18. Paraben’s EMX Content Analysis Wizard appears, displaying General
Options section.

19. In this section, check all the optons, and click Next.

Welcome to Paraben's Content Analysis Wizard!
Define general data analyzing options, Chck Finish any time you want to start the data analysis process.

| General options |
Data analyzing options

Sort Data
Index keywords
Exfract and index text from graphic files (OCR)

Language: | English v

Scan for mahvare

FIGURE 2.11: General nprinns SECTon

20. In Data analyzing options section, leave the settings to default and
click Finish.

Data Analyzing Options
Define where data analysis will be performed.

General options Sorting
Data analydng options [+ Indlude files of undetected format

[ ] save current wizard options as default

FIGURE 2.12: Dara anal}'zing nptinns SECTInn
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g Export mail storage
contents o EML, EMX,
PST, MHTML, and MSG
formats,

= TASK 4

Investigating
Outlook Mail
storage

Module 12 - Investigating Email Crimes

21. After analyzing the added evidence file, Paraben’s Email Examiner Case
Content is displayed as shown in the screenshot:

— [# CopyFaf
| A O [JEE

Ot Faywmoed  Adbearwed  Soetid Pl '_ '

5 MamTah  Search  Search Search o] o
Cparch Cptasd

&= Eal Crme et |

1 Intermal Pathy e iE-Mad Crime Imvestigadon | v @ e
[]S5 =l Crime [ivvestagation 1 _l T
I

2y Herm
iaq et 1

Finghed  Tatal

e Case Cantent

g Sorted Files

FIGURE 2.13: Email Examiner with evidence added

22. The email storage structure is displayed in the Case Content pane (to
the left); messages stored in the mailbox are displayed in the Data
Viewer pane (to the middle). To view the recovered tiles that have been
deleted, expand E-Mail Crime Investigation => target 1 = Outlook
Personal Storage and select Top of Outlook data file.

H¥OME ENIDENCE vIEW

m @ o N Q@O @

ftart Coanting  Hevigale s Openin Keyeord  Advarced  Socked Flag '__ﬁ .

Foger Corfend Sorted Confierd, Maw Tab Seanch Search Seanch od Lo
Fosglers AT Clponud

Fase Content w 8 Too of uthock dats |

I8 Ta| Iabemal Path: jeroc0E-Mal Crive Dvestigaton Lianget Gubowk Personal Sior; | &) 5o
E i E.pad Crime Irreentsgatiza 1 M |r “] &HH' From
- [ 5 terget 1
- I:'" ﬂ-‘l Outbook Persanal Sarape
¥ (¥ -9 Top of uileck detafile

Merromch Qutlonk Tagt Maszsgs
Sl Errad o0 vour mobile phose
Microzob Outtook Tast Message

PMeorozof Dutlook Test Message

EEEEE®EEEEEE
DoooODDDNOO o)
A AN ABABET

ol Grrnd on your mchile phora

B [0

Fnghed Taolkzk &1

Tasks

o Case Cantent

i

& Sorted Files

!

Harail
" El -

FIGURE 2.14: Email Examiner showing recovered emails

CHFI Lab Manual Page 493

Computer Hacking Forensic Investigator Cnp:.‘righ:ﬂ bv EG-Council
All Rights Reserved. Reproduction 1s Strictly Prohibited.



Q Ie SLUppPOrts advanced
reporting (HTML, 5V,
and Text).

EQ Email Examiner
allows barch search and
export without adding mail
storages as  evidence o
EMX.

Module 12 - Investigating Email Crimes

23. Select any message, and click Properties tab in E-mail Darta section, to
view pmperﬂes of the email in the General tab as shown i1n the
screenshot:

I_;‘?j’b‘}\c@

Feyweed  Adbemrwed  SoemedifEs o
Search  SGearch Search

Gt ch

Sase Cantent 8 Top of ook datar .. | | .
Intermal Path feemcfir-Mad Crime [mestigaton Litarges LiCutiook Pereonal Storss w | @) G - | -

[w) &5 E-haad Crime [restigation 1
w [ = terget 1
- E m Outlzck Perianal @arage
¥ [ i Top of Cutlook datafile

i Subjec Fiem -~ [ @ <RaT>

Microzob Outtook Tast Message
ot Grrosd on yoar mikils phore
:Hl'.'rml:-ﬂ Outdends Teesl Mesica gye

Mhcreaeslt Outloalk Tl Madd e

2 E EEEE ) E EEE)
CIECREC] IR

Fnehed Toklt 11

Proparties X

l:mmt.w}ml
4 Adkditioned Endo [~]
Irdernat Maresoe D 3TN lcw et 15340 0. 04F 2 e gocgle. com >
P Hote [
%, 158 B
5 Case Content Tes
b
()
P
Hrmal

L

FIGURE Z.15: Figure shnwiﬂg Prnperdes SeCrlnn

24. Now, click Content Analysis tab in Properties secton to view the
analyzed content of the deleted email:

Faywmard  Advanced  Sorbed Al vl : -
Search Search Search i Copy e

Search dptaad
Ease Content 30 Top of Gutiock deta - | | " | Bookmarks 1
Intermal Pathy e (fE-Had Crime Investigaton Litarges LiDutiook Persnal Storay | @) 6 T | I Coerren
]

T N A K

[ CopyFab
|

[+ &5 ©ail Crime Irvestigation 1
- o) 2 terget 1
- E m Melzck Pergonal Rarage
I [ Top of Outhess data file

vl |Subiet From a1l ]Gy <mpaT>

Fecrogoh Dutlook Tesl Message
e rresd o your michile phioms
Mecroaoh Dutlook Tast Meszage

DooDDD o oo
I

Merronch Qutlonk Tast Meazege

SREREEEREERRDE

Frighed Taokk &1

Fropencs

Jﬁﬂ-ﬂdl Coniznt Anshess |

A Cominssa
Extrmch Tawd from [eages §0CR)
S Emprvorth indexed
= Maware 5o
Sorted

e -ase Content

& Sorted Files

FIGURE 2.16: Figure showing Content Analysis tab in Properties secuon
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Module 12 - Investigating Email Crimes

25. Select the message in the Data Viewer pane and click E-mail Data pane
(in the bottom of the window).

Note: As Paraben’s E-mail Examiner 1s evaluation version, few options
are disabled. Thus it is unable to show the email content.

+=| ilb = o .. -H :.. ——

u - E s |

| ;-... - % T
Faywmeed  Advanded  Sodted Pl 2 Cagrp '_-

e Tah Gesrch Search Search il b

Cearch Cptawd

Ease Content % | 2 TapofOutlockdeis .. | " | Bockmarks a

1 Tq)  Iebemal Path |erue Mol Crime Drvestigoion Litorget Loutionk Personal Storss v | @) 6o
[ 8 Eehiad Crime Irvestigation 1 T [ =
- [ 7 terpet 1

- E E Mglzck Perganal Rarage
I [ Tap of Guthesi dats file

'Edﬂu'r\-hl\i | B Camnin. .
@ Subject Firom| [ <RI

W

Mirosch Outhook Test Massage
Cearl Grnind 20 your imobila phoca
Mecvreech Dublonk Tesh Messnge

B
Mo ool Olutbooks Test Mesaage B

el Crnad on yvour mckils phors

= IﬂE‘ilﬂE‘E@E‘E

B
pofloopppos
-F] ERFFFEE I

Ee]

*

Fnshed Tokak &1

£-mal Data

Microsoft Oullook Test Message
To: matn

e Case Content

% Sorted Files

FIGURE 217 E-mail Dara section 5hm1‘ing selecred MESSALE CONLENLS

26. You can view the contents of the selected message in five formats: REFC
header, Text, RTEF, HTML, Raw HTML, and Attachments. To view the
message 1n the required format, click the corresponding tab on the
bottom of the E-mail Data pane.

27. Messages with attachments (files atrached to them) have a special
symbol 1n the corresponding column. For such messages, the
Attachments tab in the E-mail Data Viewer pane 1s enabled. Click the
Attachments tab on the bottom of the E-mail Data pane to view

attached files. Atrachments are displayed in Hex, Text, and File viewers
it they are enabled.

Note: The trial version of the tool will not allow you save the recovered
messages and Generate Reports. You need to buy the product actvatnon key
trom the vendor to save the files.

Lab Analysis

Analyze the generated report and document the results related to the lab exercise.
Give your expert opinion on the target’s email crime investgarion,

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.
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Internet Connection Required

(] Yes M No
Platform Supported
M Classroom M il.abs
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ICON KEY

=7 Valuable

information

& Test your

knowledge

E Web exercise

o ]

= Workbook eview

7 Tools
demonstrated in
this lab are
available in
C:\CHFI-
Tools\CHFIv9
Module 12
Investigating
Email Crimes

Module 12 - Investigating Email Crimes

Tracing an Email Using the
eMailTrackerPro Tool

The eMailTrackerPro tool analyzes email headers to disclose the primary sender’s
location,

Lab Scenario

Naomi has registered a case with Bl about a person threatening her through
emails. The mnvestgators have taken up the case and gather her account details to
trace the emails back. They are planning to use the eMailTrackerPro tool to trace the
culprit.

To be an expert forensic investigator, vou should be familiar with email headers
and their related details. You must be able to track any email.

Lab Objectives

The objecuve of this lab is to demonstrate email tracing using eMailTrackerPro.
Forensic investigators will learn how to:

"  Trace an email to 1ts true geagraphic:il source

" (Collect Network (ISP) and Domain Whois information for any email
traced

Lab Environment

To carry out the lab, you need:

=  eMailTrackerPro, located at C:CHFI-Tools\CHFIv® Module 12
Investigating Email Crimes\Email Forensics Tools\eMailTrackerPro.

" You can also download the latest version of eMailTrackerPro from
http://'www.emailtrackerpro.com/download.html.

" If you decide to download the latest version, screenshots shown in the lab

might differ.

A computer running Windows Server 2012.
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1
== TASK 1

Install and
Launch
eMailTrackerPro

Module 12 - Investigating Email Crimes

Admirustrative privileges to run this tool.

A valid email account (Hotmail, Gmail, Yahoo, etc.). We suggest you sign
up with any of these services to obtain a new email account for this lab.

Note: Do not use your legitimate email accounts and passwords in these exercises.

Lab Duration

Time: 20 Minutes

Overview of eMailTrackerPro

Email tracking i1s a method to monitor or spy on email delivered to the intended
recipient:

When an email message was received and read

If destructive email 1s sent

The GGPS location and map of the recipient

The time spent reading the email

Whether or not the recipient visited any links sent in the email
PDE's and other types of attachments

It messages are set to e:-:pire after a s-"-..peciﬂed fme

Tasks

Hm-'igﬂte t0  C:ACHFI-Tools\CHFIv9 Module 12 Investigating Email
Crimes\Email Forensics Tools\eMailTrackerPro

Double-click emt.exe to launch the setup and follow the wizard-driven
installation 1Nstructions

Note: If an Open File - Security Warning pop-up appears, click Run

3.

This tool installs Java runtime as a part of the nstallanon
Note:

" [f Warning message about the license expiration appears, download the
latest version of eMailTrackerPro from
http://www.emailtrackerpro.com/download.html and install it.

Once the installaton 1s complete, make sure that Run eMailTrackerPro
when | click Finish is checked and click Finish.
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j eMailTrackesPro
fearures spam filee riﬂg
eechnology.

= TAsSK 2

Tracing an Email

.j It can detect
abnormalites in the email
header and warn yvou that
the email may be spam.

Module 12 - Investigating Email Crimes

5. The eMailTrackerPro main window displays, with Edition Selection
pop-up. By default Advanced Edition is selected, you can choose the
edition as per your requirement and click OK as shown in the
screenshot:

Bz | Myinbox | Hel

"X EKE
S My Triee [ Clain Wiadain! Elrbinl Craula
Repirts Mal < Hal = Bddress Arkdress Fiber =

L Lheach Fanl Phuict & Filbir

clecnre to ebaiTrackertoo version L0k [buiid 41
Subject

* Hules & Fillers
LT ST B Filler

: White | Black F|L¢r:|
= Trace arsilz and amail =randard editon Japanaaa Languags
addresses 1 LR | Chingse Language
=Find te lecation of the - Trace mutipls smils al Russian Languags
CINETIR= 20 e DHE Blackhslad
sLocate ks Seederg ISP | SEE
lo repord abuse
=Cuckly identify
migdreried amaiks

®Halpe kdsntify
fraudiphizhing emails

=ldentify spammeers
sHapor] steres

FIGURE 3.1: eMailTrackerPro main window

6. Now, click File and then click Trace Headers button from the menu
bar to trace the email.

Help

= e Export Fules
QA @ G

. Triad Eciicn
S My Trace Trace Trage Ernal Sattings

Inbax Repats Hapders Acldrass ALcourks
Wiaw Maiw Emal Trace S gLy e

slcome to eMailTrackerPre version 10.0b (build 4116) M mai b shaw
Delets Ruls Subject Diata From Location Sender

* Rules & Fillers
Add Rule 4 Fitsr
| Wnite [ Black | Filtars
Japanese Language
Chinese Language

Fussian Language
DMS Blacklisted

Mo emall accounts have been set up
| S=t up an account |

FIGURE 3.2: eMailTrackerPro nptinns window
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ﬁ It generates and sends
abuse reports to the
network  responsible  for
spam and phishing email.

= TASK 3

Finding Email
Header

f It  pathers  key
mformaton when m‘ing O
locate the sender.

Module 12 - Investigating Email Crimes

Select Trace an Email | have received 1n the Visualware

eMailTrackerPro pop-up, and copy and paste the email header you want to
trace.

eMailTrackerPro by Visualware

I 'Want To:

® Trace an email | have received

A received emall message often condsins information that can locate the computer where the message was

) Look up network responsible for an emall address

An emall address ookup will find information sbout the netvwork responsible for mail sent from that address. | wil
rot et anyy information akbout the sender of mad from an address but can =il producs ussiul information.

Enter Details
To proceed, paste the email header s inthe box below (how da | Tind the headers 7).

Mote; If vou are using Microsoft Outlock, vou cantrace an email messags directly from Cutiook by using the
eMailTrackerPro shorlcud on the taalbar .

Email headers;

FIGURE 3.3: Tran:ing an email u!-:ing email header

8. Navigate to C:NCHFI-Tools\Evidence Files\Outlook Files folder and
open the Email Headers.docx file. This file conrains 5ample email
headers,.

View hd ﬁ
Search Qu... 2

Ewvid.. Qutl... »

F

., Dutlook .pst files
., Outlook Express .dbx files

' Favorites

B Desktop
& Downloads

rD Email Headers.docx I

= Recent places

/M This PC

L

1 temn selected 13.7KB State: E Shared

3 items

FIGURE 3.4: Evidence Files
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-

TASK 4

Investigating
Traced
Information

ﬁ Features:

Email tracing

Previous email

EPOrLs

World map/Email location

[race

MNemwork Whots
Domain Whots

Abuse reporung

Sender [P address
Misdirection detection
Spam filtering

White and black lists
Support for POP access
In-depth filter system

Language filters

Module 12 - Investigating Email Crimes

9. Copy the content of header 1 from Email Headers.docx file.

Home Wik

3 Fing
e Replace
il Teleck ali

" =

- —y

| St

o 0
1 - i - i

Fictwre Falnd Date and Insert
o deawing  Lwme ohbpedt

Calitiri -

A
Bl taxx 2740 [E

&

py—
=

Header 1:

Return-Path: <martinsmith61725@gmall.coms

Received: from WINCAFCOECIWRY ([202.75.54.101]) by mx.google.com with ESMTES
id ml4smB0554665000.0,20011.09,26.21.42.30 [version=TLSv1/55Lv3 cipher=0THER);
Man, 26 Sap 2011 21:42:31 -0700 (PDT)

Message-|D: <4e215437.64d 14406 6fed 4fad @rnx. google.com>

Date: Mon, 26 Sep 2001 21:42:31 -0700 [(POT)

From: Micrasalt Outlook <rmartinamithel 725@pmail coms

To: =2utf-8?B7bWFydGluc21pdGa="= amartinsmith61725@ gmail .oom=

Subject: =Tutf- 5787 TWIljemSe b FNEILEGxvh s g VGV dC BN ZEMNEY W I P =
MIME-Version: 1.0

Content-Type: text/html; charsete"utf-§"

FIGURE 3. Figure showing contents of Email Headers.docx file

Note: The header should paste itself into the text box. If not, click mside the
text box and paste the header.

10). Paste the header into the eMailTrackerPro’s text box, and click the
Trace button.

Canficure | Help | Ahout

eMailTrackerPro by Visualware

I'Want To:

(® Trace an email | have received

A recenqed amail message often contains information that can locate the compuder s'here the messane was
compozed, the comgany name and sender's ISP (more jnio).

[_) Look up network responsible for an email address

An amail addrazs lbokup will find information aboud the netvwork responzile for mail sank from thet address_ & wil
not gel any information about the 2ender of mail from &n address bl can il produce usetu nformstion.

Enter Detalls

To proceed, paste the emall headers inthe box below (how do | find the headers?).
Mote: i wou are using Microsoft Oubiook | you can frece an email meszsage directly from Cutlook by uzing the
ahailTrackerPro shorbcul on the toolber .

Email headers;

Date: Mon, 26 Sep 2011 21:42:31 -0700 (PDT)

From: Microsoft Outlook < 258gmail . com>

To: =ucf-A7B?bHNFydGluc2ipdGg=7= « IS@gmail . com>
Subject: =fucf-87B7THljcmSzb2Z0IES1ldGxvbZagVETzdCEHZXNzYHd1 ?=
MIME-Version: 1.0

Content-Type: text/html; charset="utf-g"
Content=-Transfer-Encoding: Bbit

g [11]

FIGURE 3.6: eMailTrackerPro with email header pas:ed
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j In the future, new
DNS  darabases can  be
added manually o provide
eVen more protection.

f The major feature in
eMailTrackerPro 15 abuse
reporting. Once an email is
raced, eMailTrackerPro
can create a report to send
to the ISP behind the
email.

Module 12 - Investigating Email Crimes

11. To view the trace details of an email, click My Trace Reports button.

12. When vou click the My Trace Reports button, it will show the
tollowing window with Email Summary:

e Exporl Res
-:_,..5..'.

k. Trial Ecltion
Trace Sethings
Ackirens ACCounte

K Srmienl Tidecs Conligurs

oene | Subyject Microge® aul . X

MewTrace || ViewReport | | Emall Summary

From: martinsmitha] 725Epmall.com

To: martinsmithé] 75 gmail. com

Date; Mon, 26 S2p 2011 21:42:31 -0700 (FOT)
Subject: Microsoft Qutlook Test Massage
Location: Malaysia

Misdirected: Mo

Abuse Address: ahused@ netmyna. com

. Abuse Reparting: To automatically generate an email
Hop Mame Lication R T T

L2 554,101 ns 1. neyearlyfeas. com Halaysia From IP: 202.75,54.101

System Information:
Meterark Whais

Domain Whois

Emall Header

FIGURE 3.7: Trace report

13. To trace the information about the Network Whois, click the Network
Whois button on the right side of the window. The following figure
shows the Network Whois information of the target email header:

etwork Whois

» [(whois.apnic.net]

s Whois data copyright terms http://www.apnic.net/db/d

s Information related to '202.75.32.0 - 202.75.63.254'

etnum: 202.75.32.0 - 202.75.63.254

etname: TM-VADS-DC

descr: TM VADS DC Hosting
ountry: MY
admin-c: MS513-AP
h-c: SLMY1-AP
atus: ALLOCATED NON-PORTABLE

otify: idc@vads.com
t-hv MAINT-MY-FASTRATE

FIGURE 3.8 Nemwork Whois pane

CHFI Lab Manual Page 302

Computer Hacking Forensic Investigator Cnp:.‘righ:ﬂ bv EG-Council
All Rights Reserved. Reproduction 1s Strictly Prohibited.



Module 12 - Investigating Email Crimes

14. To trace the information about the Domain Whois, click the Domain
Whois button on the right side of the window. The following figure
shows the Domain Whois information of the target email header:

Domain information could not be found for 202.75.54.101.

j Tracking an email is
useful for identifving the
company and nerwork
providing service for the

addzress.
FIGURE 3.9 Diomain Whois pane
15. Click the Home tab to view Trace Information of an email as shown in
the screenshot:
File | Help
. I‘-:' ! :_::'_":' Expart Fules
ﬂ E —14]..."; }:}'] @ - Triail Ecithan
B | Fy Trace Trace Trace Emiad Cakbings
Inbax Repoita A Addraga Aoty
T T Pl Eyemdl Troc CongLng
Heemi | Subjicl: Microgso® Oul
j Each email message &l traces complete 5?,“. " Previous Traces

HTML Feport g

includes an Internet header

with valuable information =T 2L B E
) ' o - =MunfaT B T e rmartine milhs 7220275 54101
eMailTrackerPro  analyzes 2 R ™ =MIEEPEI T e martinemilhS1 72200 75 54,101

the message header and s ? ERFETE TWIjc marinsmilts 172207 76 64 107
reports the IP address of 4 -
the computer where the
message  originated,  its

- ]
- - Trace Infar matis
estmated  location,  the .
mdividual o nrganizatinn Subrjert m7utf 2787 Téetiomazh Z20E D 1 dGvhsgWEt s d CENZ N el P
the IT? address is reﬁs:e:ed Fisdirected: Mo
to, the nerwork provider, From: martingthé 1725, com

and additonal information
ag available.

Sereder P2 202, 75,54 101
Pl Addrass; AlesefnotinTe com
Location: Malayia

FIGURE 3.11: Figure showing Trace Informaton
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f The abuse report
option from the My Trace
Reports window
auromatically  launches a
browser window with the
abuse report included.

-

TASK 5

Looking up
Network
Responsible for
an Email Address

Module 12 - Investigating Email Crimes

16. Click the Trace Address button in the File menu section from the
menu bar to track an email address.

Myinbox  Help

L9 '{Tg.". s @ 3 ""..-

Cathings

Eapait Fukis

Treal Eddien
Ernzl

fecmmks

By Trace Trace Trace
Repoits Hesdars Aiddrass

Y iy Bl Trace

Inbax

Configure

eloome to epdailTrackerPro sersion 10200 [build 4116}
Daleie  Rule

gy el Ty ghowy | 2
Sendar [F

Rules & Filters

Aidd Fuke
White | Black | Fillers

. B J-=E||.|E|||E5e- Language
Chinese Languags
Russian Languags
DS Blacklisted

Location

Subject

Add Fider

-

e T,
i Mo @mad secaunis have baen jel up -"I

Satup an acoount | ___.r'l

-

* Prevdew Emall

FIGURE 3.11: Figure showing Trace Address opuon

17. Select Look up network responsible for an email address radio
button, type an email address in the Enter address ficld, and click
Trace.

eMailTrackerPro by Visualware

I'Want To:

() Trace an email | have received

A recerved email message often cortaing information that can locate the computer where the mes zage was

@ Look up network responsible for an email address

A email address lookup will find information about the network rezponsible for mail zert from that addresz. |
wyill naot get any information about the ender of mail from an address but can =till produce uzeful information

Enter Details

Email address:

mar tinsmith& 1725@gmail. com|

FIGURE 3.12: Tracing an email using an email address
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Module 12 - Investigating Email Crimes

18. Now, click My Trace Reports button to view email address trace. Each
New trace Opens 1n a new tab in the main window of eMailTrackerPro.

#  This

ucovers common SPAM
aCctics.

Sapeit Ak
Trial Eddion

tool also

ys L.

@ g ']
Trace Trace Ernad Settings
Headers  Address Apcounks

Mew Emall Trace

&

Cordigure

FIGURE 3.1% eMailTrackerPro showing the entered mail address

19. The eMailTrackerPro tool will display the trace results.

File | Help

F¥y by Tromcs
Inbas

i - W Expoit Fukes
A "
oy o Trial Bz

Emad Ga=tbngs

Aoommks

Trace
Repoits diddeags

Hyw by Bl Todcs

Trace
Headars

ome | matinsmithfi1 7 28&gmail,,, *

MewTrace || View Report || Email Summary
f The filter SVSLEM n i

eMailTrackerPro allowrs Emall Address: martinsmith61725@gmad com

P 7 26

vou o create custom fileers
oy match vour im:nming

e, IInlu. S, 2 s

T e

Location: Mountain View, California, USa
Abuse Address: network-abuse@google. com

mail, System Information:

@ Thi systemn is running a mail server an poert 25, This
mieand that this fystem can be used 1o send ermail.

& Thiere is no HTTP server running on this system (the
port is closed).

& There is na HTTPS server running on this systern
[the pedt s clobed).

@ Thiere is ma FTR server rumning on this system [the
port is closed).

H‘.'IFI [ &g Location
et Moumtain View, Caldomnia, LISA

FIGURE 3.14: eMallTrackerPro displaving trace results

20). The email can be traced even if the email headers are unknown. To
trace an email, click My Inbox and click Setup an account to add an

-

TASK &6

Tracing Emails account in eMailTrackerPro.

without Finding

Note: If no email account has been set up, then you need to set up one.
Email Header )

Click the Setup an account button.

-] = e e T - =
e Dl e e el D el D Dl e Dl Dl Dl Dol Dl Dol Dol Dl Dol el ool D el el ol e el el A e el

Filz | Wylnbox | Help

Lk 9@ 7
n Exgs ik :
Wiy Trace Rocen Cean Whitekst Blacklst Create
Reporks Hal - Mal - Axcldrass Address Flker =
WHEW Cineck M Hule= & Filemns
plcome fo ebdadTrackerPro versicn 10,06 (build £216)
Dalete Rule Subiject

Everyihing
Sef bo s

2
Traoe
Ermiad

T race

Seach
B Show ™
WViews & S=arch

Seq bo dedete

Mo mad bo shoyy | 3
Sender IF

Fules & Filtors
S s

From Location

A Fillar

Wihie | Black | Fillars i

Japanazs Languags
Chineze Languags
Husssan Language

DME Blacklisted

= ey
Mg emall acoounts have bean set up

FIGURE 3.15: eMailTrackerPro options window

CHFI Lab Manual Page 305 Computer Hacking Forensic Investigator Cnp:.‘righ:ﬂ bv EG-Council

All Rights Reserved. Reproduction 1s Strictly Prohibited.



E TASK 7

Creating a New
Mail Account

= TAsSK 8

Tracing Email

Module 12 - Investigating Email Crimes

21. In the New Mail Account pop-up window, create a new mail account

with port number 995 as the defaulr, fill the proper intormation in all
tields in the window, and click OK.

Note: In this lab, we are adding a Gmail account for demonstration.

>

For help on setting up an account Click here
ccount Type:

(@) Custom () Hotmal () Yahoo! () Gmai () Inbox.com () Mai.com

count Name: IF‘.iri

The name used to refer to this account

Username: lrinmatﬂ'lews

e.g. john.smith

Pﬂﬁﬂwmd: R e

The password for this account
Mail Server: |pop.gmail.com

Your company or I15P’s POP email server, eg: pop. mymmpany.cam;
Port: |995 :

Usually 110, for secure connections the defoult is 335

I Include this account in default recsivejdean

Test... | QK | Cancel

FIGURE 3.16: New Mail Account window

22. On the Preferences b, select your mail account and click OK.

General | rl'l'n'll‘lt":lil DMS Blacklist Servers | Mail Accounts | Column Preferances

Edit

Remaowve

|:| Chedk all accounts one at a time

4 Cancel

FIGURE 3.17: Preferences tab
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Module 12 - Investigating Email Crimes

23, Click the Receive Mail tab on the left corner of the window and select
the email account that 1s entered. It will display the email list with
location, subject, sender, and other fields.

Myintox | Help

‘ - lg f Ewerything q
A @ St o hesp
Wy T Facarma CEan ‘Witphadal [ZE Crsaka Saarch

Inbaox Aeports el - Mal - Bddress  Address Filter * Sef o delene % Showm =
B Check Mail Fules & Filers views & Senrch

thecking mail 15,457 receved Shiowang all (15) - Traces remainng 4 |
Dielete  Hule Lrate A Loseatian sender |F
1 belaar 17 ke Sealtle, Washings:
s 17, ke Seatile, YWashingh
L Mar 17, ewlew York, USA 15 Japanese Language
5 M Mar 17, ewhew York, USA 1; Chinese Language
Enc Sender o G hantilly, Wirginii1s Russian Language
Wiar 17, keSeatile, Washing DNS Blacklisted
Ml 17, eclI5A .|
idra Mae 17, hutdkants, Georgia, 15
Mar 16, ke Seatile, WashingS
M 17, keSeattle, Wanhingsd
Mar 16, ke esltle, Waskunio
Praghlar 17, T Tracing Tracing

Hules & Filters
Abd Fude Add Filer
White | Black | Fillars

(e L R B R -

Ielar 15, relTracing Tracing
Mar 1E, e Tracing Tracing

Mar 16, rm [racing racing

FEEEFEEEFEEEEEEE

felar 16 m Tracing Tracing

FIGURE 3.18: eMailTrackeePeo 5hnwir1g contents of Receive Mail npl:inﬂ

24. Select the email from the list that you want to trace and click the Trace
email option in the toolbar.

la Wy InDox Help

- i i Ewwerything Y

l S 99T e |Q

Fy Traos Fecens Clean ‘Winbebct [ ik Crests Saarch Trace

Inbax Repoits sl T Mal = | Addess  Address Fiter ~ Sal to delste & Shom ™ Errasd
Chsck Mal Rudes & Fillsrs evwE & Seanch Tracs

) Touing = ':31.?:' “Tracesremani 3 ¥ pides & Filters

L Subject Date_ From Location Sender | ~ P P
Three Lessons Leamed Srom Custormars Deployinbdar 17, ) 8 United kingdorm S0 | | white 1 Black | Fitters

| enaitlons oAl adhun bl part. £ Cn bl ! Mar 17, ko Ealtle, Washn s = | - o

| Plar 1 [
[ Par 1
) Mar 17F,
| Blar 1
[ ihar
I
|
I
E
I

=

knSaattle. Washin 5 Japanese Langusge
i : -
aTororio, Ontario 21 ~hinase Language
ALISA ..1 Ruzgian Langusags
N DS Blacklisted

=]

kaSpaitle, Washin S
ELISA A
knSeattle, Wiashin S
kae=ealtle Waskm S
arSan Matea, Cali1!
telISA A
kaSealtle, Wiashn S
ErL IS, A
g Mew York, LISA 17
keSealile, Washin &
keSS Ealile, Wiaskn &
knSeatile, Washin S
l=San Joss, Califo !
kisealtle. Washn S

Mar 1
Mtar
Mar
Mar
Mar 1
Mar
Mar 1
Mar 1
bolar 1
Mar
MAar 1
Miar 1

O oo o0 0 G O~ E i 01 = i i =
7 a

i

i 5]
Mo
i}
i ]
Mo
i}
[}
i<}
i}
i}
[
Mo
[}
[}
Mg
Mg
[}

)

=
=]
e

FIGURE 3.19: Traciﬂg an etmail
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Module 12 - Investigating Email Crimes

o 25. Another window will open showing all the tracing informaton of that
particular mail. Click View Report.

Viewing Report ,
Note: Once you click on View Report button a pop-up appears to
choose the browser options.

File Help

Sl Q ~ @ 6 -
My Tracs v

Trial Edltizn
My Trace Trace Ermad Cakbngs
Tk x ReEpaits Headan Mg Acorty

. i Carhoiing
Hyw deiiay' Bl Togc s ahgy

ormeé I Subject Thees Lessons, X |

The trace is comphete, the infarmation found i displayed on the nght. INesw Trace II i Repart ||' Emaill Summary

. .
To: rinimatihewsig mail. com
Dates Thu, 17 Mar 20016 13:01:42 -0500 {COT)

Subject: Three Lessons Learned from Customers Deployin)
Location: United Eingdom

Misdirected: Mo

Ahuse fddress: abuse@rackspace. com

Abuse Reporting: To automatically generate an email ab
From IF;: 9 5|

Hop Mams Location
am Linfed Kingdom System Information:

& The system is running & mail server on port 25. TH
] ]

*

Heterork Whois

Domain Whais

Emiall Header

FIGURE 3.20): eMailTrackerPeo d.isplaf:'ing trace informaron

26. A browser with tracking informaton of the selected mail will open.
Tracking mformation will vary, depending on the locaton.

O [9 filey T/ Users/Administrator/eMailTracke rPra,/ V8 /reports/report- 20160527 -0442- 1. html

-~

How o Report Email Abuse eMailTrackerPro Manual EFAQ Visualware Home eMailTrackerPro Websibe Purchase eMailTrackerPro

Identification Report for "Three Lessons Learmed from Customers Dep’

ﬂ‘lﬂ‘l’l‘lhﬂﬂﬂﬂhﬁl k& aMaTrechaPro wikhouk abligabee Ta
“HIIMHMMEML.M

Computer 9 -9 has been found. Tt is almost certainly located in United Kingdom as it has an exact
match in the aMailTrackarfro database,

This systermn is a mail server {click hare for details).

Metwork Contact Information: The following details refer to the metwork that the system is on.

= 1

=" Rack | b 18

B Click here to hide the in-depth information on this email (more info)

# The sender's [P was - 9 9

+ The sender of this email appeared to have the address ayrafincapsula.com. This information is easily
faked so should not be treated as conclusive.

FIGURE 3.21: An eMailTrackerPro report

Note: A browser with tracing information of the selected mail will open.
Tracking informaton will vary, depending on the location.
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Module 12 - Investigating Email Crimes

Lab Analysis

Analyze all the informanon that has been retrieved by using the eMailTrackerPro
tool, and document the results related to the lab exercise. Give your expert opinion

on the target email address.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

M Yes [1 No
Platform Supported
Classroom [] iLabs
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