CHFI Lab Manual

Cloud Forensics
Module 10



ICON KEY

Y Valuable

nformation

& Test your
knowledge

E Web exercise

Q Workbook review

7 Tools
demonstrated in
this lab are
available in
Z:\CHFIv9 Module
10 Cloud
Forensics

Module 10- Cloud Forensics

Investigating Cloud Storage
Services

Clond Forensics is the process of identifying criminal activity and the peaple bebind
the crime performed over a clond storage service. 1t includes the processes of sniffing,
recording, acquisition, and analysis of the traffic and events to investigate the incident.

Lab Scenario

Nathan, who 1s working as a software developer at an Austrian firm, has found that
the files he had placed on the cloud storage are mussing frequently. He has lodged a
complaint with the company’s administragon team, which has hired an mvestgator
to look 1nto the matter. According to Nathan, the missing files are pretty important
and the nvestgator needs to recover them 1f possible.

To perform an investigation over the cloud storage services, the investigator needs
to have deep knowledge of their working as well as know how they allow users to
store, access, and modity the data over the cloud.

The labs 1n this module will help vou understand the working of the most used
cloud storage services, such as Google Drive and Dropbox.

Lab Objectives

The objective of this lab is to help students in conductng investgarion of cloud
storage services such as Google Drive and Dropbox.

Lab Environment

In this lab, you need:

" A computer running Windows 10 virtual machine
= A Web browser with Internet access

" Administratve privﬂeges to run tools and perfnrm SCans

Lab Duration

Time: 75 Minutes

Overview of Investigating Cloud Storage
Services

Investgaring Cloud Storage Services 1s a process of finding the source of attack over
a cloud storage. The process includes analysis of accounts, devices, and applications
used to access the accounts hinked to clouds as well as traffic and events to idennty
the perpetrator.
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Module 10- Cloud Forensics

O tasx 1 Lab Tasks

Overview Recommended labs to assist you in investigating cloud storage services:
* Torensic mvestigation of Dropbox,

"  [orensic ma-fe:atigatinn of Gnngle Drive,

Lab Analysis

Analyze and document the results related to the lab exercise. Give your opinion on
vour target’s security posture and exposure through public and free informarton.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.
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Module 10- Cloud Forensics

Forensic investigation of Dropbox
Droplox: offers a variety of access options such as desktop client, mobile application,

and through a web browser. FEvery option leaves traces of Dropbox: access that you
can recover.

Lab Scenario

Forensics investigation of Dropbox will include the process of knowing whether the
e o N KEY ™ user had used a client or browser to access the Dropbox account. This lab will help

in understanding the changes Dropbox makes i a system when a user tries to
access through all the possible sources.

=7 Valuable

information
P Toct s If the perpetrator has uninstalled the Dropbox client from the system, you
mowledge should be able to gather data about the usage of the cloud storage service.
During the process of uninstalling a client or applicaton, the system would only
Wb exercise delete some files such as config and retain the remaining ones. This lab will help

1 vou understand which files the system would delete and rerain.

==l Workbook review
Lab Objectives

This lab will help you understand how to perform system scanning to find the
files, folders, registry, and other resources modified when someone tries to access a
Dropbox account. This knowledge will help vou trace and gather all the possible

evidences of an artack on Drnphﬁx and mw.--e:-;tigate further.

Lab Environment

7 Tool

b To carry out the lab, you need:

demonstrated in

this lab are * A computer running Windows 10,

avalable in " Admin Rights to run the tools.

Z:A\CEHv9 Module

10 Cloud * Tools including Regshot, WhatChanged, Disk Pulse, RAM Capturer, HxD
Forensics and WebBrowserPassView.
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= TASK 1

Launch Regshot

Module 10- Cloud Forensics

Lab Duration

Time: 40 Minutes

Overview of Dropbox Investigation

The process includes searching of system files, registries, history, and cache tolders
to tind the traces of Dropbox and use them as evidence to proceed.

Lab Tasks

L.

Betore beginning this lab, log in to Windows 10 virtual machine and
install WhatChanged, Disk Pulse, Directory Monitor, RAM Capturer,
HxD, and WebBrowserPassView tools from the location: Z:\CHFIv9
Module 10 Cloud Forensics

2. WhatChanged: Z:\CHFIv9 Module 10 Cloud Forensics\Registry
Changes Tracking Tools\WhatChanged Portable

b. Disk Pulse: Z:\CHFIv9 Module 10 Cloud Forensics\Registry
Changes Tracking Tools\Disk Pulse

c. Directory  Monitor:  Z:ACHFIvS  Module 10  Cloud
Forensics\Registry Changes Tracking Tools\Directory
Monitor

d. RAM Capturer: Z:\CHFIv9 Module 10 Cloud Forensics'\RAM
Capturer

e. HxI): Z:CHFIv9 Module 10 Cloud Forensics\Hex Editor
Tools\HxD

f. WebBrowserPassView:  Z:\CHFIv9 Module 10 Cloud
Forensics\Password Recovery Tools\WebBrowserPassView

The regshot tool allows you to compare the amount of registry entries
that have been changed during an installation or a change in your
system settings. So, we shall install Dropbox client on the machine,

Kavigﬂte t0 ZANCHFIv9 Module 10 Cloud Forensics\Dropbox

Investigation Tools\Regshot, and double-click Regshot-x64-ANSl.exe
to launch the application.

Note: If an Open File - Security Warning pop-up appears, click Run. It a
User Account Control pop-up appears, click Yes.
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Module 10- Cloud Forensics

4. To capture the snapshot of the system, click the 1st shot button and
select the Shot opton from the drop-down list.

Regshot 1.9.0 x04 ANSI hod

Compare logs save as: E':'--:-I i
@Plain DT (O H™L document I Shot

Shot and Save...

[ 1scan dir1[;dir2;dir3;...:dir nn): C

Load...
C:\Windows

Clear

Qutput path: Quit
dmin\AppData\Local{Temp'

Add comment into the log:

FIGURE 1.1: Capturing a snapshot of the svstem using Regshot

i

After taking the snapshot, invesugator needs to find the files that
change when an user installs a cloud application.

6. Navigate to the following location: ZACHFIvVS Module 10 Cloud
Forensics\Registry Changes Tracking Tools\WhatChanged Portable,
and double-click WhatChangedPortable.exe to launch the application.
WhatChanged GUI appears; check the Scan Registry and LOCAL
MACHINE options from Scan Items.

_“-.]

Click the Step #1: Get Baseline State button.

v WhatChanged 1.07

Scan kems

[] 5can Files: C:D:

[E Scan Registy] [JCLASSES ROOT
[FA LOCAL MACHINE
[JCURRENT USER
(JUSERS

STEP #1: SNAPSHOT
Step #1- Get Baseline State t}

STEP #2: COMPARE

Step #2: Find what changed since Step #1

[ ] Copy file changes to new folder = clean temp files

FIGURE 1.2: Performing step 1 in WhatChanged tool
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Module 10- Cloud Forensics

8. The tool will also generate a notepad file with the mname
WhatChanged_Snapshot1_Registry HKLM in same folder as the
location of the executable. The notepad contains all the local machine
addresses.

/| WhatChanged_Snapshot1_Registry_ HKLM - Motepad

ile Edit Format View Help

KEY_LOCAL_MACHINE\BCD@@eeaees
KEY_LOCAL_MACHINE\HARDWARE

KEY_LOCAL_MACHINE\HARDWAREMWACPL

KEY_LOCAL_MACHINE\HARDWARENACPI\DSDT

KEY LOCAL MACHINE\HARDWAREMNACPINDSDTA\VBOX

KEY LOCAL_ MACHINE\HARDWARE\ACPI\DSDT\VBOX__‘\VBOXBIOS
KEY_LOCAL_MACHINE\HARDWARE\ACPI\DSDT\VBOX__\VBOXBICS\@0e80002
KEY_LOCAL_MACHINEA\HARDWAREMNACPINDSDTAVBOX__ \WBOXBIOS\Boooooo2\eecoeeee=DsDTL!
KEY_LOCAL_MACHINE\HARDWARES\ACPI\FACS
KEY_LOCAL_MACHINE\HARDWARE\ACPI\FACS\20000000=FACSE
KEY_LOCAL_MACHINE\HARDWARE\ACPI\FADT

KEY LOCAL_ MACHINE\HARDWARE\ACPI\FADT\VBOX__

KEY LOCAL MACHINEA\HARDWAREMACPINFADTAVBOX \VBOXFACP

KEY LOCAL_MACHINEA\HARDWAREMWACPIN\FADTAVBOX _ \WBOXFACP\B8o8oo001
KEY_LOCAL_MACHINE\HARDWARE‘\ACPI\FADT\VBOX__\VBOXFACP\00000001'20000000=FACPS
KEY LOCAL MACHINE\HARDWAREMWACPINRSDT
KEY_LOCAL_MACHINE\HARDWARE\ACPI\RSDT\VBOX_|

KEY LOCAL MACHINEA\HARDWAREMNACPINRSDTAVBOX  \WBOXXSDT

KEY LOCAL MACHINEA\HARDWAREMNACPINRSDTAVBOX _ \WBOXXSDT\Béooeaal
KEY_LOCAL_MACHINE\HARDWARE\ACPI\RSDT\VBOX__ \VBOXXSDT\20080001)2000R808~XSDT<
KEY LOCAL_MACHINEA\HARDWAREMNACPINSSDT
KEY_LOCAL_MACHINE\HARDWAREMNACPINSSDTAVBOX
KEY_LOCAL_MACHINE\HARDWARE\ACPI\SSDT\VBOX__ \VBOXCPUT
KEY_LOCAL_MACHINE\HARDWARE\ACPI\SSDT\VBOX_ \WBOXCPUT\00000002

KEY LOCAL_MACHINE\HARDWARE\ACPI\SSDT\VBOX__ \VBOXCPUT\20800002\0000Re08=5SDTIl
KEY LOCAL_MACHINE\HARDWARE\DESCRIPTION

KEY LOCAL_MACHINEA\HARDWAREWDESCRIPTION\System
KEY_LOCAL_MACHINE\HARDWARE\DESCRIPTION\System\Component Information=
KEY_LOCAL_MACHINEA\HARDWARENDESCRIPTIONASystem\Identifier=AT/AT COMPATIBLE
KEY LOCAL MACHINEAHARDWARENDESCRIPTIONASystem\Configuration Data=yywiyyviyy

KEY LOCAL MACHINE\HARDWAREA\DESCRIPTION\System\SystemBiosDate=06/23/99

KEY LOCAL MACHINE‘\HARDWAREMNDESCRIPTION‘\System\BootArchitecture=3

FIGURE 1.3: ?{ntepad file cnnl::ain.ing all the local machine addresses

Y. Navigate to Z:\CHFIv9 Module 10 Cloud Forensics\Registry Changes
Tracking Tools\Disk Pulse, double-click diskpulse_setup_v8.7.26.exe
and follow the wizard driven installation steps to install the application.
At the final step of installation, ensure that both the optons Run Disk
Pulse 8.7.26 and Add Disk Pulse Desktop Icon are checked and click
Finish.

10. Disk Pulse GUI appears, click the Monitor icon from the toolbar,

% Dizk Pulse - Default Profile

File Command Tools Help

4UlDUBBbBedudHEO

onitor | Continue  Pause Save  Database Charts Rate Layouts  Ophions Help

e
|

Profiles e | Time Operation Size Chwner Mame

Default Profile

FIGURE 1.4 Clicking on Monitor option in Disk Pulse tool
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Module 10- Cloud Forensics

11. The tool will display a window to add tolders that you need to monitor.

The tool adds €:\ folder by detault. Click the Add button to add new
tolders.

12. Click start button to initate mnnitnring of the €3\ tolder.

M. Default Profile . P

] Directories ™ Monitor [ Events & Rules [¥] Exdude [Z] Advanced

Monitor Directones

G\ 'ﬁ

[v] Always Show Profile Dialog Before Start

FIGURE 1.3: Starting monitoring of the selected folder

13. The investigator should observe the changes and application makes to
the directories in the local system tolder.

14, Z\:ﬂvigﬂte t0o Z:\CHFIv9 Module 10 Cloud Forensics\Registry Changes
Tracking Tools\Directory Monitor, double-click
DirectoryMonitor2_21061_Setup.exe and follow the wizard driven
installation steps to install the applicanon. It takes some ume for the
installation to complete. At the final step of installanon, check Launch
Directory Monitor option and click Finish.

15. Directory Monitor GUL appears, click the Add button to add the
directory you need to monitor.

Subdireciories  Froperies Debect Users Snapshofs  Include Pabberns  Exclude Falterns | T

Ted log  Grid Log  Mctivity Log

FIGURE 1.6: Direc:nflr Monitor main window with Add button highlighl:ed
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Module 10- Cloud Forensics

16. Click the Ellipsis (...) button to add the directories you need to monitor.

Add New Directory

Sounds Emailer Database Growl Syslog

Events: EHE‘HH'!:: [Ehhdﬁ:dmm El}:lcnm: Eﬁmms
Options: @ Maonitor events of subdirectories
[] Menitor changes to attributes and security settings

Types: (@ Directories and Files (O Flles only () Directories only
FIGURE 1.7: Adding directories to be monitored using ellipsis button

17. Navigate to locaton of the folder, select the folder, and click the Select
Folder button.

* ¥ Select Folder
. . 4 E s This PC v O Search This PC

Organize =

(A This PC Folders (6)
B Desktop
@ Document

~ Devices and drives (4)
Local Disk (C)
] |
. [EEaes smtioa s ]
My 254 GB free of 17.9 GE

LOCAL DISK (Dx)

|
Videos W™ 758 GB free of 7.77 GB

Local Dick MNew Volume (E:)

I
LOCAL DIt Sy 3,00 GB free of 3.04 GB
New Volur

CD Drive (F:)

Folder: | Local Disk (C:)

| Select Folder [;.|

FIGURE 1.8: T"-Zavigaﬂng to the location and mlecﬂﬂg thie :Espective foldes
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Module 10- Cloud Forensics

18. Select the required Events, Options, and Types from the Options
section, and click the Save button. The tool will start recording all the
activities from the selected tolder and present them in the log acuvity in
the form of Text Log, Grid Log, and Activity Log.

Add New Directory
Main  Text Log Execute Sounds Emailer Database Growl  Syslog

MNew Files [v] Modffications [ Deletions [»] Renames
[«] Monitor events of subdirectories
E Maonitor changes to attributes and security settings

Types: @ Directores and Files D Files anly O Directones only

Exciude pattems Include pattems

FIGTURE 1.9: ':'iaving all the L‘EL[L'Li.L'EL] npﬂnns ard 5|:arr_ing :En:n:ding

19. To install the Dropbox client on the system, navigate to the locaton:
Z:\CHFIv9 Module 10 Cloud Forensics'\Dropbox Investigation
Tools\Dropbox Installer double-click DropboxiInstaller.exe and follow
the wizard driven installanon steps. Once you complete the installation
process, sign in into the Dropbox account.
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Module 10- Cloud Forensics

20. Now go to the already running Disk Pulse tool and pause the recording
by clicking on the Pause burton.

Command Tools Help

Contnue | Pause save tabase

FIGURE 1.1 Pausin.g recnrd.in.g in the Disk Pulze tool

Default Profile

Cl0je B8 8 E
otop Reset Da

2ol Ll Lol o1

Time

17:40:15
17:40:15
17:40:15
17:40:16
174016
174016

174016
1754017

Operation

Modified
Deleted
Modified
Deleted
Modified
Deleted
Maodified
Deleted

21. Select all the changes Disk Pulse has noted, right click the results, and
click Copy Changes To Clipboard option.

19-Ma 17:41:51
17:41:51
1741:51
174151
175:41:53

17:43:59
17:43:59
174400
1.544:00

19-May-2016 174410

Deleted

Modified
Deleted

Modified
Modified
Modified
hodied
Modified
Modified
Created

Madified
Moedified
Modified
Deleted

Modified
Created

Modified
Modified
Modified
Modified
Modified

0 Bytes

0 Bytes

0 Bytes

0 Bytes

0 Bytes

0 Bytes

0 Bytes
7450 KE

0 Bytes

0 Bytes

D Bytes

306 Bytes

33.00 KB

0 Bytes

FIGURE 1.11: fﬂp}'ing the chan.ges i the cﬂphnar:d

eccoundcl
eccouncl
eccouncil
eccauncil
eccaincil
eccouncil
eccoundil
eccoundil
eccoundil
ecooundil
eccouncil
eccouncil

ChProgramDatatMicrosoft\Diagn
ChProgramDatat Microsoft\Diag
AProgramDataMicrosoft\Diagn

f'_"l _|": il f: 1 ] |_‘: Y )

Open File With ...

Open Location in Explorer ...

is\SoftlandingStagel6E2D3FAE-SFE

Export Changes To SCL Data

Exclude Changes By Location ...
Exclude Changes By Extension ...

Properties ...

refetch\DLLHOST.EXE- 5E46RADD. pf
councilApplata\Roaming\Wicrosoft\Windows\ Recent’Au
councilfpplata\Roaming\Microsoft\Windows\ Recent

aft\Windows\Recentd Ch

aft Windows' R ecent
asft\ Windows) Recent L O
st Windows\Eecemt\ Au
sttt WindowshEecenth Au
o
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Module 10- Cloud Forensics

22. Copy the changes to a text file for easy analysis. The tool provides
details of all the folders modified during installation, thus giving a list of
addresses to check for traces of Dropbox.

17:37:22 Created @ Bytes Administrators C:%Program Files (xB6)\Dropbox'\Client\faulthandler.pyd
17:37:22 Modified 8 Bytes Administrators C:\Program Files {x86)\DropboxiClient

17:37: 22 Modified 18.%5 KB Adainlstrators C\Progres Files (x86)\DropboxhClient\faulth.
17:37: 2% Created @ Bytes Administrators O:\Program Files (xB6)\DropboxiClient)\icudt55.d11

17:37: 33 Modified B Bytes Administrators C:\Program Files {=8&8)\DrophaxiClient

17:37:23 Modified 24,7k MB Sdeinlstrators C:WProgram Flles (x88)\Dropbox“Clientlcudts
17:37:23 Created @ Bytes Administrators O:%\Program Files (xB6)%Dropbox\Clientidcudtl.dat

1753723 Modified B Bytes Administrators [:\Program Files {x8&)%Dropbox\Client

17:37:23 Modified 9.97 MB Administrators [K:%Program Files {(x86)'DropooxiClienthicwdtl.dat
17:37:23 Created @ Bytes Administrators C:\Program Files (xB6)\Dropbox\Client)icuin55.d1l

17:37: 23 Modified B Bytes Administrators C:\Program Files {x86)\Dropbow'\Client

17:37: 23 Modified 1.68 MB Administrators C:%Program Files {x86)\Dropboxi\Clienticwin55.d11
17:37:23 Created ® Bytes Administrators C:\Pregram Files (x86)\Drepbex\Client\icuuc55.d11

17:37: 23 Modified B Bytes Administrators C:%Program Files {x36)\Dropbow'Client

17:37:23 Modified 1.11 MB Administrators C:\Program Files {x86)\Dropboxi\Clientdicwwc55.d11
17:37: 23 Created @ Bytes Administrators C:\Program Files (xB6)\Dropbox'\Client)\jpegtean.pyd

17:37: 23 Modified B Bytes Administrators C:\Program Files (x86)'Dropbowx'\Client

17:37:23 Modifiad 234,495 KB Administrators C:\Program Files (x88)%\DropboxiClient'jpegtr
17:37: 24 Created @ Bytes Administrators (:h\Program Flles (x86)\Dropboxi\{lient)libEGL.d11

17:37: 24 Modified 8 Bytes Administrators C:%WProgram Files {x8&)'\DropboxiClient

17:37: 34 Modified 17.45% KB Adainistrators C:\Program Files (x86)'DropboxiClientylibEGL
17:37:25 Created @ Bytes Sdministrators (:\Program Files (x86)\Dropbox’\(Client)\1ibGLESw2.d11

17:37:25 Modified 8 Bytes Administrators [C:%WWProgram Files (x86)\DropboxiClient

17:37: 25 Modified 1.5¢ MB Administrators |C:%Program Files {=8&)'\OropboxhClient \JibGLESwE. dll
17:37: 26 Created @ Bytes Administrators O;%Program Files (xB6)\Dropbox’Clienth\librsync.dll

17:37:36 Modified B Bytes Administrators C:\Program Files {x86)'\DropboxiClient

17:37:1 26 Modified 35.45 KB Adminlstrators C:\Progrem Flles [x88)'\Dropbox'Client’librsy
17:37: 26 Created @ Bytes Administrators OC:%Program Files (xBG6)\Dropbox‘\Client'librsyncffi,compiled._
17:37: 26 Modified B Bytes Administraters C:\Program Files {x86)'\DropboxiClient

17:37:1 26 Modified 23.82 KB Adninistrators  C!\Program Files (x86)'\DropboxdClientdlibesy
17:37: 26 Created @ Bytes Administrators C:\Program Files (xB6)\Dropbox\Client\mnapfile.pyd

17:37:36 Modified 8 Bytes Administrators C:\Program Files {=8a)%Dropbox\Clisnt

17:37:26 Modified 28.4% KB Administrators C:'Program Files (x3&)\Dropbox‘Client'\mmapfi
17:37: 36 Created @ Bytes Administrators C:'\Progran Files (x86)\Dropbox\Client\mswvepl?@._dll

17:37:26 Modified B Bytes Administrators C:\Program Files {=8&)%Dropbox\Cllent

17:37: 26 Modified 244,66 KB Administrators C:%Program Files (x35)%\DropboxiClient'mswecpl

FIGURE 1.12: Viewing the changes in a text file

23. Run the Regshot tool. Click the 2nd shot button to capture the second
snapshot of the system.

Regshot 1.9.0 x64 ANSI

Compare logs save as:
@ Plain T™XT () HTML document

[ ] scan dir 1[;dir 2;dir3;...;dir nn]:

C: \Windows

Qutput path:

C:Wsers\ECCOUN~1\AppD

Add comment into the log:

FIGURE 1.13: Capturing the Ind snapshot of the system
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Module 10- Cloud Forensics

24. Now click the Compare button.

# Regshot 1.9.0 x64 ANSI X

Compare logs save as:
@ Plain TXT () HTML document

1st shot
2nd shot
[ ]scan dir1[;dir2;dir3;...;dir nn]:

C:\Windows

Qutput path:
C:Wsers\ECCOUN~1\AppD

Add comment into the log:

FIGURE 1.14: Enmparing the mapshnl:s in the Regshm rool

25. Rﬂgﬁhﬂt tool creates a result nntepad file that consists of all the r:h:mgea
made to system files.

~res-xbd - Motepad
ile Edit Format View Help

KLMY\SOFTWARENClasses\ ¥\ shellex\ContextMenuHandlers\DropboxExt
KLMA\SOFTWARE\Classes\AppID\DropboxUpdate.exe
KLM\SOFTWAREN\C1lasses\CLSIDN{©85A3A96-BACA-4B0A-94EA-COCE1CREAT G}
KLM\SOFTWARE\Classes\CLSID\{@05A3A96-BACA -4BBA-94EA-CBCE1BREAT 36} \LocalServer32
KLM\SOFTWARE\Classes\CLSID\{885A3A96-BACA - 4BBA-94EA-CBCE1GBEAT36 }\ProgID
KLM\SOFTWARE \Classes \CLSIDY{@05A3A96-BACA -4BOA-94EA-CBCEL1BREATI6 1\ Typelib
KLMWSOFTWARE\Classes\CLSID\{@85A3A96-BACA-4BBA-94EA-

BCE18BEAT 36 \VersionIndependentProglD
KLM\SOFTWARE\Classes\CLSID\{E31EA727-12ED-4702-820C -4B6445F28E1A}
KLM\SOFTWARE\Classes\CLSID\{E31EAT727-12ED-47082-820C -4B6445F28E1A}\ InProcServer32
KLM\SOFTWARE \Classes\CLSIDV\{E31EA727-12ED-4702-828C-4B6445F28E1A} \ShellFolder
KLM\SOFTWARE\Classes\CLSIDV{E31EA727-12ED-47082-8208C -4B6445F28E1B}
KLMWSOFTWARENClasses\CLSIDN{E3L1EAV27-12ED-4702-828C-4B6445F28E18 1\ InProcServer32
KLM\SOFTWARE\Classes\CLSID\{E31EAT727-12ED-4702-820C -4B6445F28E1B}\ShellFolder
KLM\SOFTWARE\Classes\CLSID\{ECD97DES-3CBF -4ACB -AEEE-CCAB78F7711C}

KLMYSOFTWARE \Classes \CLSID\{ECDOYDES-3CBF -4ACB-AEEE-CCAB7EF7711C \InprocServer32
KLMWSOFTWAREN\Classes\CLSIDN{ECD97DES-3CBF-4ACB-AEEE-CCAB7BF7711C H\Programmable
KLM\SOFTWARE\Classes\CLSID\{FB314ED9-A251-47B87-93E1-CDDE2E34AF8B}
KLM\SOFTWARE\Classes\CLSID\{FBE314ED9-A251-47B7-93E1-CDD82E34AF8B }\ InprocServeri2
KLM\SOFTWARE\Classes\CLSID\{FB314ED9-A251-47B7-93E1-CDD82E34AF8B}\Programmable
KLM\SOFTWARE\Classes\CLSIDN{FBE314EDA-A251-47B7-93E1-CDDB2E34AF8E }
KLMWSOFTWARE\Classes\CLSIDN\{FB314EDA-A251-47B7-93E1-CDD82E34AF8B M\ InprocServer32
KLMWSOFTWARENClasses\CLSIDN{FB314EDA-A251-4767 -93E1-CDDE2E34AF8E H\Programmable
KLM\SOFTWARE\Classes\CLSID\{FB314EDB-A251-47B7-93E1-CDD82E34AF8B}
KLM\SOFTWARE\Classes\CLSID\{FBE314EDB-A251-47B7-93E1-CDD82E34AF8B}\ InprocServeri?
KLM\SOFTWARE\Classes\CLSIDN\{FBE314EDB-A251-47B7-93E1-CDD82E34AFBB \Programmable
KLM\SOFTWARE\Classes\CLSIDN\{FB314EDC-A251-47B7-93E1-CDDB2E34AF8B T
KLMA\SOFTWARE\Classes \CLSIDYW{FE3I14EDC-A251 -47B7 -93E1-CODS2E34AFEE H\ InprocServeri?

FIGURE 1.15: Viewing the Regshot output file
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Module 10- Cloud Forensics

26. (Go to the WhatChanged tool, click Step #2: Find what changed since
Step #1 button to take the snapshot of the system.

[] Scan Files: C:D:

[] Scan Registy: [ JCLASSES ROOT
[/] LOCAL MACHINE

[JCURRENT USER
[JUSERS

STEP #1: SNAPSHOT
Step #1: Get Baseline State

STEP &42- COMPARE
| Step #2: Find what changed since Step 1 [“_ﬂ

[ ]Copy file changes to newfolder | clean temp files

FIGURE 1.16: E}:Etuﬂﬂg the 'Sl:Ep 2 of the T'-L'hal:li__hanged el

27. The WhatChanged tool will start taking another snapshot of the LOCAL
MACHINE, while comparing it to the first snapshot. The tool also
displays the number of changes made after the first snapshort.

LD

[[]CLASSES ROOT
[/] LOCAL MACHINE

[JCURRENT USER
[JUSERS

STEP #1: SNAPSHOT

Step #1: Get Baseline State

STEP #2: COMPARE
Step #2: Find what changed since Step H1

[ ]Copy file changes to new folder  clean temp files

Scanned; 105677
HKEY LOCAL MACHINENSYSTEM\Control5et 001 5Services RasPpp«

Found 71 new /modified keys {isted in the output log)

FIGURE 1.17: Comparison under process
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Module 10- Cloud Forensics

28. After scanning the selected folder, the tool prompts a dialog box
displaying the number of changes it observed across the selected

System.

29, Click the OK button.

DScan Files: C: D

[ Scan Registry: ] CLASSES ROOT
[+ LOCAL MACHINE

WhatChanged

Found 77 new registry entnes, listed in
"WhatLhanged_Snapshotd_Reqistry HECU.TAT"

[ ]Copy file changes to new folder ~ clean temp files

Secanned: 181359
HKEY LOCAL_MACHINEMNSYSTEM'\CumentControlSet \Software \Class

Found 77 mew./modfied keys isted in the autput log)

FIGURE 1.18: "l."i'hal:li_.hanged ol displa}'ing the resulrant Ehanges after cnmparimn

30. WhatChanged tool will also create a notepad file with derails of the
modified LOCAL MACHINE data and store it in the location of its
executable, 1.e., Z:\CHFIv9 Module 10 Cloud Forensics\Registry
Changes Tracking Tools\WhatChanged Portable.

31. The nntepad consists details of changes made to the LOCAL MACHINE
along with address and the type of action involved.
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Module 10- Cloud Forensics

32. Here, you can observe that most of the changes are as part of
installaion of Dropbox onto the system. The folders and addresses
reflected in the notepad store traces of informaton that could help in
the investgation of the case.

| WhatChanged_Snapchot?_Registry_HELM - Motepad

ile  Edit Format  View Help

CDDE2E34AF8B }=DropboxExt

EY_LOCAL_MACHINEYSOFTWARE\Microsoft\Windows'\CurrentVersion'\Extensions\Approved\{FBE314EDF-A251-4787-93E1
CDDS2E34AFSB }=DropboxExt

EY LOCAL MACHINENSOFTWARENMicrosoft'\kWindows\CurrentVersionh\Extensions \Approved\{FE314EER-AZ51-47B7-93E1
CDDE2E34AFEB }=DropboxExt

EY LOCAL _MACHIMENSOFTWAREMNMicrosofti\Windowsh\CurrentVersion'\Run'\Dropbox="C:\Program Files (xB86)\Dropbox
WClient'Dropbox.exe” [fsystemstartup

EY_LOCAL_MACHIMENSOFTWARENMicrosoft\Windows\CurrentVersion\Uninstall\Dropbox

EY_LOCAL_MACHINEYSOFTWARE\Microsoft\Windows\CurrentVersion\UninstalliDropbox\UninstallString="C:\Program
iles (x86)\Dropbox\Client\DropboxUninstaller.exe” fInstallType:MACHINE

EY LOCAL MACHIMNENSOFTWAREMNMicrosofth\Windows\CurrentVersion\Uninstalli\Dropbox\Installlocation=C:\Program
iles (x86)\Dropbox\Client

EY _LOCAL_MACHIMENSOFTWARE\MicrosoftiWindows \CurrentVersion'\Uninstall\Dropboxi\DisplayName=Dropbox

EY_LOCAL_MACHINEASOFTWAREWMicrosofti\Windows\CurrentWersioniUninstall\Dropbox\Fublisher=Dropbox, Inc.

EY_LOCAL_MACHIMENSOFTWAREMNMicrosofth\Windows\CurrentVersion\Uninstall\Dropbox\DisplayIcon=C:\Program
iles (x86)\Dropbox'\Client\Dropbox.exe,d

EY_LOCAL_MACHINENSOFTWAREZMicrosoft\Windows\CurrentVerslont\Uninstall\Dropbox\DisplayVerslon=3.28.1

EY LOCAL _MACHINEASOFTWARENMicrosoft\Windows\CurrentVersion\Uninstall\Dropbox
AWWELInfodbout=https: /v . dropbox. com

EY _LOCAL_MACHIMNENSOFTWAREMNMicrosofth\Windows\CurrentVersion\Uninstall'\Dropbox
HelpLink=https:/ viny. dropbox. com

EY_LOCAL_MACHINENSOFTWARENMicrosoft\Windows \CurrentVersion\Uninstall\Dropboxi\NoModlfy=1

EY_LOCAL_MACHINEYSOFTWARE\Microsoft\Windows\CurrentVersion\UninstalliDropbox\NoRepair=1

EY_LOCAL MACHINEASOFTWARENMicrosofti\Windows NT\CurrentVersion'\Profilelist)\5-1-5-21-1297639565-
SEB3A5915-32624 20064 - 1881 RefCount=5

EY_LOCAL_MACHIMEASOFTWARENClassesh®\shellex\ComtextMenuHandlers\DropboxExt

EY_LOCAL_MACHIMEANSOFTWARENClasses\Directoryibackgroundshellex\ContextMenuHandlers\DropboxExt

EY_LOCAL _MACHINEASOFTWAREYClasseshDirectory'shellex\ContextMenuHandlers'\DropboxExt

EY _LOCAL_MACHINENSOFTWARENClasseshDirectoryhshellex\CopyHookHandlers\DropboxCopyHook

EY_LOCAL_MACHINENSOFTWARE\Classes‘\Dropbox.AutoplayEventHandler\CLSID

EY_LOCAL_MACHINENSOFTWAREYClassesh\Dropbox. AutoplayEventHandler\CurVer

EY LOCAL MACHIMENSOFTWARENClasseshDropbox.hutoplayEventHandler.d

EY LOCAL MACHINEASOFTWAREYClasseshDropbox, AutoplayEventHandler ANILSID

EY _LOCAL_MACHIMNENSOFTWARENClasseshInkfile'shellex\ContextMenuHandlers'\DropboxExt

EY_LOCAL_MACHINMEASYSTEMYControlSetddl\Control\MUINStringlacheSettings\Stringlachekeneration=266

EY_LOCAL_MACHIMEASYSTEMAControlSetaal\Services\SharedAccessh\EpochhEpoch=1244
{EEY LOCAL MACHIMEAZSYSTEMYControlSet881%\Services\Sharediccess\Parameters FirewallPolicy\FirewallRules

FIGURE 1.1%: Notepad file showing the occurred changes

33. Open the already running Directory Monitor program and pause the
scan. Right click a process and select Pause option from the list.

Events Subdirectories Properties Detect Users Snapshots Include Patterns  Excl
. T |

@ Disable

Add
Tedlog  Grdlog Activitylog |T 71 Edit

e e e e b i e B

o i e bt 1 el et e et b T e i e TERG 0 T e e e et e e i e e [ il B

L" = 182016 12152 PM:-C 1 . Remove @tall ocallMicrosoffiWindows\ActionCenterCachel{b1 22C582E-380 /-4 88
MNew (5182016 121756 PM):C ¢ Duplicate D ata L ocal\ TempD385E4D3-ASFE-40CA-8746-B628350B3572).png
MNew (3182016 12:17:56 PM): C _ Bta\Local\MicrosoftWindows\ActonCenterCache {CBEC1817-7BA4-4AC
MNew (51182016 12:18:00 PM): ¢ I pData\Local\ TempY2BSAS0B 1-E6CF-4384-8C4 B-D4 3D00EFEODD} . png
Mew (2182016 12:18:00 PM): C B Eta\Local\Microsoff Windows\ActionCenterCache\{F3B22EC3-EF52-410
MNew (5/18/2016 12:18:04 PM): C — DataLocal Temp!{F8545A86-CCF3-4808-8373-C7E2EBFFS2CE).png
Mew (518/2016 121804 PM):C ~ BtaLocgl\Microsoff Windows\AchionCenterCache{ 10810 756-SA0E-42
Mew (5/18/2016 12:18:08 PM): C sDatallocal Temp{2AIAESE4-618F-4F0F-33428-501C60B1A5B 1 .png
MNew (218/2016 12:13:08 PM): C Btall ocal\MicrosoffWindows\ActionCanterCache (7D 112425-354 F-44 2
Mew (5/18/2016 12:26:20 PM):-C  * pDatall ocall Temp{2B216870-0962-4C63-884 2-00D1ECED2320) . png

18 Al s e L= 1 ocalliiciosotivingo mchiod 1 Hi L alEE B = F b= L

FIGURE 1.2(:: Pausing the scan of the runmng Directory monitor program
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Module 10- Cloud Forensics

34. The tool will display all the actions that have contributed to changes in
the system. On observing closely, you can see that the Dropbox

mstallanion process has added wvarious new directories and folders to
various system files.

Evaris Subdiraciories Froperbes Defect fsars  Spapeshobs

Hew Files &l ] i [

Includs Fatlems  Excluds Fatizns  Types Descnphion
Direcion

=¢log  Grdlog Adivitylog

. 182016 10:20:45 A CllaerieeoouncilApp Datl L seal MerosofifindowsibchionCarterCach o (G094 SEB-C0A 34 D FE-2804-601 80EDF 1 89F). png
v TR2016 10:20:51 AM): C'\Progras DatiMicroscfWWindows Defend efSeans MemSiore 255 7BBCI92ADDESTOE]. dat
e (30TEZ2016 10:20:52 AM]: Qﬁ;ﬂﬁ%ﬂﬂm&mﬁm{ﬂ?ﬁHﬂ?}wwﬁﬂF ES1E-AZBEE44AE 105 png
e [(SITB2016 10:20:52 AM): A 10EF235C-F24E-ATE-B331-M9E00 730325 png
ww (BR2016 102056 AM): © 'Llaslats.ﬁ!élgh 1£ﬂ|a’Jﬂ|E Lmal"lﬂl"-naﬂ't-’u'??ﬂi'l EFMESEF-GEFD?HEEFDD] (il
v [BTR2016 10:20:56 AM); Cllaers'eocouncilApp Dot L ocal Wicrocsciiindows\AchonCenterCach e B3 288032 -3 7854 258-80 CA-45 IACBF FAEFR) prig

ew (E2016 10:21:00 Ab): C\Users ECCOUN™ 1WppDatall ceal Tamp{OF 282 0E-7581-4 061-80FE-B0C4 FRADO4ED). png
ew (S1B72016 10:21:00 AM]: G semlscouncil Apo Dt ocalMicreofilfindows ActionCanterCache {70F COM9E-ABIS-4C4 2-ABEF-CE37IBE2B4A1).prg
e [B182016 102704 A} G sam\ DCCRLINT THppilals L;::::T'T:E n={35-E|EF?E3-'I EEIE—HEBE-'BE'IE-EEEUWB?'I 2L png

e (BTB20T6 10:27:04 AM b J HOBACFEDR- 61034 HEC-ASDD-4MEECEZENSIT) png
v (BE2016 10:21:08 k) C:U Temp{C256E41F- 12F[‘h1-2F.A GA5RB-04ETO004B8E65] png

v (STE2016 10:21:08 AM): D"UEEFS'-E'”:EUHEI"APPDEIH Lul:z kg r_rnrsaﬁ.'."ﬁndaw..ﬁ.chancem:r“ad'le.{'l121549D-'H1E4-¢5FD—9FJE-E 14F4FEBESER) . png
ew (3182016 10:21:12 AM]: L'Lserdecoouncil Avo Loty Local MerosgiiWindows\ichionLenterlache'{B 1227438-A93-4.369-A0.28-8086 1 EBAAF 37).png
erw (51802016 102772 AM]: ) ! ! I TampifAC 7 DCDEY-0BBE-4C3F-84C6-20DB0GACAZA 2] pg

e (BAIE2016 1022116 AM): CUlaem ECCOLIN™ 1! all el Temp{9BEIEAFSCINC-4 1E1-A205-11FD2A02E0FD). png

v [STRZ2016 10:21:16 A I'_‘-".'_Isi:r:'.i::'_cun-:il'.'-'.pnlllam LocalMWiorosaftiiindows\WctionCenderCach e {C367584 C-FES0-4 5ED-9 08 E-C2E04F 15FAS 0} prg
e (SITR2016 102197 A Q_',_U,s,e;:,EﬁCﬂL-'h;l_'..ﬂ_l.ppD,a,la!J_n-ca,[-_'[e_mp'ELl}-!.ﬁ.l."‘.-BEknp

Lk GUTACED

v (BR201E 102777 AM): & J 3 !
v (BL2016 1I:I'21 'IT-‘.#.H] i 'J.Jﬂon'.Flf"‘i‘l.'fll.lh 1.15.nr.-|.'.l-|l'|'l ol Tem E .1I h'l.ﬁ.l.".-'r'!E -11r'Dr¢hpbﬂxﬁth;mﬂ'¢rm

ew (S182016 10:21: 1?’.-1“]

v [S1B2016 102707 AM): MG ropbaxl) pdsteHelgar ma

e (SOTRR2016 1022777 AM): Caen ECCOUN" TWpplatall cealTarmpilELIMACTE vl Oropboxl pdasebrokar axe

v (BR2016 10:21:18 Ab}; CUsers ECCOUN™ 1pplatall coalTempiEUMACEE wmip' Drepboxl) pdateOnlemand exe
w (SME2016 10:21:18 AM): CWs=s ECCOUN™ 1Wpplistall poalTampiGUMACEE tmip'psmadhine.dll

e (STB2016 T0:27:13 AM): Eﬁbﬂmwﬂﬂ:mﬂﬂ&ﬁimmrd"

e (BIA2016 10:21:78 Ab): ) ¥ pdateres_da. dil

v (RAIB2016 10:21:18 AM): Cllaenm ECE 1! ‘geapdateres_de.dil

e [SMTEZ2016 10:21:18 AM): I'.‘-“ Wsers ECCOLIN™ 1.ﬁ.ppl:laln Ln-cnrch_p ..1l.. MACHE & mp’qn-up-datfu e, dil
=w (3 1R2016 10:21:13 AM]): 4CAE goopdai=res_es.dll

pElTnpbn-:d.deatﬁ.-d'll

FIGURE 1.21: Screenshor 5hnwir1g the acrions involved in Drnphm: inseallarion process

35. Open the already running Disk Pulse tool. Click the DBX-JOURNAL
Files in the Categorize By Extension section of the tool to view all the
changes the Dropbox files make to the system during configuration. All
the Dropbox tiles hold the dbx extension.

late ’ AT - b
E) 18-May-2016  12:4%:56 Created

G 1B-May-2014  12:4%5 Moddied
0 1B-May-2016 124555 Modidied

Default Profile eccouncil
eccourl

eccoundil

ChillsersteccounclAppDatatLocal, Draph codinstance Thoanfig.dbe-jounmal
CallserseccounalApplatailocsn Drophedintance T antigebz-jeumal
CitlUsersheccouncilubp pDatatiLoceh Dropbodinstance Tweonfigudba-joumal

) Process Ti..

DII"E:HEII.EE
o,

& 10-May-2016
@ 18-May-2015
& 18-May-2016
& 10-May-2016
@ 18-May-2015
& 18-May-2016
& 18-May-2016
= 18hay-2018

1| & 18-May-2015

@ 18-May-2016
& 10-May-2016

12:45-55 Deleted
12533 Created
12:533 Moddied
12:5031 Deleted
12:5E4T Created
12: 54T Moddied
12:5064T Deleted
12:51:13 Created
12:51:13 Moddied
12:51:12 Moddied
12:51:13 Deleted

e coaindil
eoccainil

ChillzersteccounclAppDatatLocal, Draph codinstance Thoanfigudba-joummal
CallgersheccounalappDataLocen Draphesinstare T canfigdby- joumal
CiilgerseccouncilupplatatiLocen Dropbodiinstance Tweonfigudba-joumal
CilsersheccouncilulppDatatLocah Dropbodinstance Tyconfig.dba-joumnal
CallzarstaccoanailappData'Locen Draphesinstanoe T canfig dbe- joumal
CiillserseccouncilulpplatatiLocel Dropbodiinstance Tweanfigudba-joumal
CilsersteccouncilusppDatailoceh Dropbodinstance T'vconfigudba-joumal
ChllsersecccuncilappDatatlocal Draph ecdinstance Theanfigudbe-jounmal
Cillserfigccpuncilippbatatlacen Dropbesiinatance Taanfigdbs-jeumal
CiUsersheccouncilubppDatatLocen Drophodinstance Tyeonfigudba-joumal
ChllsersecccuncilappDatatlocal Draph ecdinstance Theanfigudbe-jounmal

Value

Total Chan... B62
1 Exchuded Fio 0

Change Rate 226 THMlin
2 Mins, 565..,

FIGURE 1.22: Viewing the

[ +:] Categorize By Extercsion

| SOUITE-JOURMAL Files

[=] MOEXT Files
|g8] B Files
" SOILITE Files
[=:] DIAT Files

B DEX-JOURNMAL Files

DHEX-WWAL Files

" DEX Files
" THAP Filis
" LOG2 Files

4035 KB
10157 KB
43153 KR
187.59 ME
0 Bytes

TASEE

63552 KB

2000 KB
0 Bytes
661.00 KB

changes the Dropbox files make to the system during confipuration
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Module 10- Cloud Forensics

36. Launch the RAM Capturer tool from the location ZACHFIv9 Module 10
Cloud Forensics\RamCapturer.

37. Specity the Output folder path where you want to store the captured
data and click the Capture! Button.

Select output folder path:
Ci\Usars\Adminisrator\Desktop\RamCapturersd

Loading device driver ...
Physical Memory Page Size = 4096

Total Physical Memoary Size = 1499 ME|

FIGURE 1.23: Storing the caprured RAM data using the RAM Capture tool

38. Click Close button atter the tool completes capturing the RAM data.

Ci\Jsers\Adminesrator \Desktop\RamCapturersd

Physical Memory Page Size = 4086

Total Physical Memory Size = 1499 MB

Memory dump completed. Total memory dumped = 14998 MB

Analyze memory dumps with Belkasoft Forensic Studio. Download at www . belkasoft.com

FIGURE 1.24: Fj.gure 5hnwj.rlg the cnmplednﬂ starus of the BAM Eaprurer toil

39. Navigate to the Z:\CHFIv9 Module 10 Cloud Forensics\Hex Editor
Tools\HxD and double click the setup.exe file to run the HxD tool.
Click the Open icon from the top right side of the menu bar.

Open (Ctrl+ Q)

FIGURE 1.2% HxDD tool main window with Open icon highhghted
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Module 10- Cloud Forensics

40. Navigate to the locaton that stores captured RAM dat,
C:\Users\Administrator\Desktop\RamCapturer64, seclect the file, and
click the Open button.

M Open

Look in: | | RamCapturer v| @2 e E-

* Marme Date modified Type Size

| [S20160518 " S/18/2016 1:03PM MEMFile  3097,088K8 |
Quick access "ol Tyne: MEM File 11312229 AM  Application 145 KB

|| Size: .55 GB 131220 AM  System file 14 KB
- Date modified: 5/18/2016 1:03 PM

Desktop

[ |
Libraries

20160518

Al files (°.%)
[ Open as read-only

FIGURE 1.26: Window :Epreseming the required file in the destnarion folder

41. The tool will display the hex value of the caprured RAM data. Go

through the ANSI darta 1t displays to find suspicious strings.

File: Edit Search View Analysis Exras Window 7
Y o (N | A B4 wel | A we|| e
1 20TE0E1E 1.mem

50

Q0000003 46 E3 59,85y, 53V, 859, 85y . 83, A0& . 55y, 5¥p, 844, 850, 85T, 8Fk. 5F; . WL, 857, 5
Q0000040  ED =, Mo, 8he, ADE.A%c.AYe, A8, 800, A0S, Ade, Anb. 654, 811 A5G . 601, 1N A
QoooDDo8d 53 ) ¥ Q] SY.85y.85Y.857.85Y . 857 . 857. 857 . 854 . 857. 85y . 85, 857 . 857 .65 . 857, 8
a0E000CY 53 S¢.850. 859 . 8657, 85 . 837, 857. 550 . 53¢, 857 . 85 . 534, 557 850 . 631, 857. 5
Q0000100 53 ¥i, A= ATsy, Ana, hee, a5, A AYE0 85, B5T, 880, 54, AST, AR, A5, AS0.8
QoooDD14d 53 3 Sy.85y.85Y¢ .85y, 857 . 85Y . 857,85y . A5Y . 857 . 857 . 85Y. 85y . 85y . 651 . 85y . 8
Q0poR1aY 53 semtrreesarrrsrarrrsntrrrenere e SY. 857,857, 537, H57. 85 . 637, B57. 5
Q0000103 00 B L T L L . .
QoooDzZa0 00 00 } M0 2 - arimym ) 8 o 11 7 1 i s 1 1 i e
gupoIeT oo 8 m ] i e
AB00283 00 LT . 5 e T 1 " e i
QoooDD2C3 00 00 } | At " e B 1 T 1 B ) 1 e T s 1 G
Qooo0300 00 L ) 1 e e e i U s i 1  m im
Q0000340 00 i ] (B 4 . ) e
aaoon3gd oo s i i o 0 i e B 1 S A ] I o o 1 . R i m S
QoEoD3ICT 00 e mmaaeeaas e
Q0000400 20 T & S
Q3000443 0O R
Q0o00437 0o - ceman
Q00004CD 00 I L P o e e 1 . o o
Q00530 {nln] ] i S R E S84 L EESdd 0 EESddEEESSd 8 EESS S EESEdE EEES S EESSddLEEEAd LEESS
Q0000549 0o it i e e m mFal S T it mrm E1m ' et T n i Brme e e B I matmh e 1mEom B B e
Q0000580 00 C e e e n e m e et e e e e n e e e e e e e e et
QOooDsCT Do B w8 . e
Q0000600 EZ ! shiss. |FAdm. 1z, . % . -04RPR..EQ* . WM. C~. .. ... FA.&8T."V.OEF. .EF..
Q0000640 TG “RwcULL e, G0, 2R LB BFLETES, LSEfR, L L FE L R LB B LR BET e BT,
OJ000EET 55 E ] THREE. . ama |5V Ev SH.En. L fas.pHau. B E, 5. vme UzaSy. DL R v
Q0000600 43 santpr. k. Lu, GO HRdd s PEet k) CPedéu ., =0 CfRur L. OTCRAN2 B, . 2, Tho .
Q0000700 L 7 Y - T [ ™Y T - T IO T T (S T
gaoooTed T4 7 v iaceTom.. 1. 2pAef+Ends, §.agf.Alnvalid particion tabls.Exrrar
Qa@oo7TaAY &5 loading cperating ayvaten.Misasing cperating ayacem...o[dCY.%. .€
Q9B00TCT 00 P T - T 0 =1 P G %1 Y- L - SR « L
QooonEad oo BB .2 i m o SIS w5 i Jmma ] ] 7 ' A R 1 e i
QoooDE4d 0o ag e 8 et e m s e cm 'm P (Eom i e B e il e e i e B B e
Q000883 00 ag

FIGURE 1.27: Examining the ANSI data

42. Use the search function to search for strings such as email 1D, display
name, filecache.dbx path, Server_time, file list, deleted, etc.
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43. Press Ctrl+F to ininate search option. Enter keyword, such as Dropbox,
in the Search for drop-down tield and click OK butron.

n
Search for: | dropbod w
Datatype: | Text-string v
Search direction
O Al
Unicode string (® Forward
Case sensitive () Backward
oK Cancel

FIGURE 1.28: Search window

44. The tol will go to a line having keyword in it. Press F3 to move
torward and search for more such strings.

- PIVP. .

@!c.bivi
“OM.8aN. yVTIivY. .

ystem,
account credentials such as username, and type of platform used to

access the account.

OEK..Content-Type: application/x-javascript..Transfer-Encoding:

hunked. .ETag: W/"5736l13be-86d". .X-Dropbox-Request-Id: alc46bl2b

boelaBS95al5fs50l4cfdbbd. . X—-Content-IType—-0Optiona: noani ff. .Accesa:

Control-Allow—0Origin: #*..Timing-Allow-Origin: https://www.dropt

x.com. .X—-Cache: Hit from cloundfront. .X-Amz-Cf-Id: tTFI3wzbwtIC

TloZirU-BhweNfacSTEiasVbpSEMux103s fJU0JPA=—— W

...................... rE"7~F.L....4n v
sy:dilN . &0, 0iN . €Vm.p¥N. .0, ;dtl......cicv e ianann Pssssss .
.n.t..t..p Jam sl il s cdo 0. DD D X-3-C.A.

B E Ao fi-AaNY. A 8. c.r. . DS . E.o.m.D-]

sl .M. 0. X.3 sssl:l:Ra=F.L.l.0.KE.5.0.6G.53

Medl:Na=F.L:1l.8. k.E.u.G.s.[.l.]...j.s....HTTP 1.1 200 OE. .Conte

c-Type: application/xXx—javascript..Iranafer- En-._.rjn:ilnq

ag: WS/ "572BfB8b-16e324" . . X-Dropbox-Request-Id:

bael30b259f4b8. . X-Content-Type-0Options: nosniff. .Accesa-Contro
Allow-0Origin: *..Timing-Allow—-0Origin: https:)/ /www.dropbox .com.
—Cache: Hit from cloudfront. .X-Amz—-Cf-Id: IRFITg=afiwXjHRWNSBGHNOT:>

niKH7g2XrSCPIbTnEmXewK4loBgK Hz(=

FIGURE 1.3(: Screenshot showing the revealed information
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Module 10- Cloud Forensics

46. The tool displays the location of the Dropbox filecache.

C:\Users\eccoun:

FIGURE 1.31: Sceeenshor 5hnwir1g the 1D mphm-: filecache locarion

47. The hex tool will also display the passwords stored by the web browsers
in their cache. To view the password, search tor relevant strings such as
password, login_password, paswd, etc.

48. Here, you can see that the user has allowed Mozilla Firefox web
browser to store the password, which 1s available in the hex value of the

RAM capturer dara.

. . = D sEallsl:CiB:8:Bx s

L:0:T:s s . s LR E:E:T:csBDal:Bsss
.4.8.2.9, D.e.l.a.w.a.r.e...g.£&

authantylenlsahlcd...

PageStyle:5tyleSheetcs.

J.n.c.™...yleSheets.

2 Pad.

persiasted.9.6. . .eated.
PageVisibility:5how @[E.a E.text/html.yleSheets...
oncommandupdatce oncommandupdate.......
text/html.lity:Show http://mzl.1la/1D1s1DC.
text,/html.StyleSheets. .. text/html.o.p.b.0.X...

about 'nawtab . ]JE.httpa://wwnw.dropbox.cor
htetps://..b.0o.X...tor.

www.dropbox.com.d.e. ..
Enter Reader View.....
Roger@l2 34
www.dropbox.com.led. ..
rR 0.g.e.r. @.1.2.3.4]... Eemember . :5tyleSheets.
«ss s s ENnter Reader View.X.... .n]E.n E.http://mzl.la/1D1s1DC.
oncommand . gger ITypeError: .xXx. .0.p.3

popuphidden.c-.X. - . Roger@l234|.r.n.i.a...
lEuqerElEE&. f.o.d.e loadingPrincipal......
Link: Setlcon Home = DropboX. .. =«
TabAttrModified. . .di . Home - DropboX..0.X.:.
Home - Dropbox.ce filteredStyleSheets...
authorsStyleDisabled.s. .. preferredSctyleSheetSet
PageStyle:StyleSheets o.=.".D.r.0.p.b.0.X. . .5

FIGURE 1.32: _-’mal:.'ziﬂg the cap:ur:ed RAM dara of Moezilla Firefox
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Module 10- Cloud Forensics

49. Google’s Chrome browser also stores the password in the RAM that
can be traced in the RAM caprured data.

wWwwW .dropboX . com. . . .
hteps: //. .M. x. 4. .>f.
www.dropbox.com. .. . €. ...0 httpsa: //www.dropbox.
formOrigin..@.%..>f.a48..0 https: //www.dropbox.
www.dropboxX.com.8.%. .M. www .dropbox . com. . >f.
password.>f.P...E. .E. ... v osees s B.H.E.
s aaasa o« JECAPppBYLOcAlId| 0.:i0csaUss s« getAppBylocalld( 0 ).:=
keypress.r.€....%.%.a.%. text/html . YH.8.%..>f. " ..
keypress.>f.a<.....€....0
keypress, . % . X.%N..>f.F¥..U
https:/ /fwww.dropbox.com. U
https:/ /www.dropbox.com. T
login email...ﬂ..}j.pi..ﬂ newPasswordField. . .€...
|1ngin;passw2rd:.ﬂ.ﬂ;‘.ﬂ.U EGEErEIEEEJ.x.ﬂ..}j.PE_
oldPasswordfField.. .€. ...0 nslloginlnfo
X%.nsILoginInfo. .%..>f.8'..0 nsIloginInfo.u..B..€...
e 58 10s N3ILoginMetalInfo. .M. .M. H.€.XN.nslloginMetaInfo.>f.".s
nslloginMetaInfo. . .€. ... nalFactory.E....P.X.E. N
.M.a.¥.nsIFactory..” .%..>f.8D..0 nslFactory..88..J..€.. -
nsIPromptFactory. .%.a.%. .%N.@8.%.nsIPromptFactory.>f.8<.
nsIPromptFACEOE Y. «€: o s s
H.nsl0bserver.v.X.. s s M5 s nalObserver. .Q..R..E.. s
nalAuthPrompt...p.X. .X.a.¥...X.nsIAuthPrompt.¥..5%f..].
nslAuthPrompt...V..€....U nslAuthPrompts..D.%. . .%
M. " H.nsIAuthPrompt?..>f. €.. nalAuchPromptd . . Z£:..€.. =

FIGURE 1.33: Analyzing the captured BAM data of Google Chrome

50. In case the passwords are not available 1n the hex dara of the captured
RAM data, run the WebBrowserPassView tool to find the usernames
and password of the email accounts logged in through browsers as well
as the accounts using clients to connect to the server.

51. The tool reveal details such as URL, browser, username, password, and
password strength.

s WehBrowserPazs\Visw

Edit View Options Help

Ehtqjs:_.'_f'immu.::Ir-:lphnx.-:::lm_."' Intermet Explorer 1.0 nowhereforensics@gmail.com  Roges @

FIGURE 1.34: WebBrowserPassView tool revealing details of email accounts
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52. Use the username and pﬂsswnrd credentals of the Dmphnx account to
lngnn into it. Find the traces of files the perpetrator has deleted.

53. In the homepage ot the Dropbox, click the Delete Files option from
the left pane.

Oiffice files. TT 1 i 3go

| rEVILDE 1 min ago

FIGURE 1.35: Homepage of Dropbox with Delete Files opuon highlighted

54, The website will navigﬂte t0 the Deleted Files page. You can see all the

deleted files here. To restore a deleted file, hover the mouse over the file
you want to recover and click Restore button.

n
L

. Restoration will help youin getring the original file and help to check 1ts
impact on the system.

—

"7 Upgrade your Basic account

Deleted Files
You can restore your recently deleted files below 197562016 =)
Delabad

Get Started with Droplbox. pdf
O 1 min ago
Dropho

Advertisement.jpe 2 fhans age Rastore
Ciropbhox

regdme.docy

Lrophox

o Dedeted Files

Deletad files are stored wp to 30 days, Want 1o start keeping themn for & year?

Choose Extended Version Histary when wou ipgrade to Drophox Pro.

FIGURE 1.36: Restoring a deleted file from Dropbox

56. As part of the invesugation, you should always try to find if someone
had accessed the account from a different source zlnng with dertails such
as nme and locanon.
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57. To find out previous sessions or logs of the account, go to the sessions
secuon of Dropbox website. In the account homepage, click the
Username on the top right corner and select Settings from the
dropdown list.

o -
T Basic account

Dropbox s & G2 <7, Roger Cutin

|
A BCCOUnT pRoTo

nowhe...ensics@gmail.com

Office files. T&T 16 mins a2 - i

Sattings n\"j

| PRIEALDE 16 mind ags

Upgrade
Gift Dropbos Pro

Sign out
Events

| File requests

i Deleted Files

FIGURE 1.37: Finding previous sessions or logs of an account

58. In the settings page, click the Security tab.

Profile Account

Roger Cutin change

nowhereforensics@gmail.com

Change email

FIGURE 1.38: Sceeenshor shnwiﬂg the Eecur:ir:.' tabs
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59. The security tab conrains Password, Session, Devices, and APPs
sections. Scroll down to Sessions section to view previnus lngins and
browsers used to 1ng1'n.

Security

hizange password

DrEol pasowdrd

Disabled (click to enable)

EL5i0NS

5@ are the wab browsers currenthy logeed in o yvour Dropbox
Mast recant activity

g Chrome on Windows in the last hour

# Edee on'Windows about am hour ago

Firefox on Windows about 4 howrs ago

FIGURE 1.3: \-’iewing p:evinus lngins and beowsers used o lngin

6(). Scroll further to view the Devices section, which contains a list of
devices that have accessed the Drnphnx ACCOURt thmugh a client.

61. In addition, 1t displays the applications accessing the account.

gl nked these devicas,

aime

DESKTOBLDUMGOS n the last hour

pps linked

ou hawven't inked amy apps.

FIGURE 1.44: ‘n-’ieu‘ing Devices sectinn

62. Dropbox also stores the derails abourt each file uploaded in the form of

versions and also allows you to recover any of the previous versions of
a moditied file.
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63. In the home page, select the Files option from left side menu list, right
click the file and select Previous versions... ﬂpr_inn from the pmvided
list to view previnus versions of the file.

=
Upgrade wour Basic account i =& Roger Cutin

Dropbox

Office files. TET 45 mins ago

readme.docs S0 mMins ago

{# Share,..

review.jpg ns ago

¥ open
= Cammeant
= Delate..
4 Renarme
[ Move,,

Copy...

T PrERaLIS w:r%i-.‘:-n*.{'l"]

FIGURE 1.41: "'r"iewing p:evinus versions of a file

64. The tool will prompt you to the Version History of <filename> page,
wherein you can select the version of the file you want to recover and
click the Restore button.

ersion history of 'readme.docx’

Iropbon keeps a snapshot every time you save a file. You can preview and restore 'readma.doce” by choosing one of the varsions below:

Version 5 (current) £ Added by Reger Cutin { web ) & mins ago

Wersion 4 < Daleted by Roger Cutin [ wakb 50 mins ago

1) added by Roger Cutin { web ) 55 rnins ago

Deleted oy Roger Cutin [ wek | 36 mins ago

ni (oldest) £) Added by Roger Cutin { web ) 1 hr ago

FIGURE 1.42: Screenshot showing how to recover and restore a particular version of a file

65. Other artnfacts of Dmphnx include events nn:-:urrmg over tme.
Drnphnx stores record of all the events in the Events menu.
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66. In the Dropbox account homepage, click the Events option from the
left menu pane to view the events list.

7 Upgrade your Basic account iz ="\ Roger Cutin

Dropbox

Office files THT 1 hr ago
risdrme, dod 1 hr ago

reviaw.jpg 1hrago

0| File requests

Deleted Files

FIGURE 1.43: Viewing the events list

67. The events section stores all events, including adding and deleting of
files, inking accounts to systems and applications, etc.

7 Upgrade your Basic account
Events
Ewents gives wou a timeline of changes to your Droploe B 1wszoe 5
You added the fila review,og. 1 hr ago
You addad the fila Office files. TXT 1 hrago

Yiou added the file Advertisement.ipg. 1 hr ago

b File requests

Yiou added the file rezdrme.doc. 1 hr 2go

i Deleted Files

Yiouw deleted the file readme.docs, 1 hrago

Yo added the file resdmie docx. 2 hrs ago
i

The computar DESKTOR-LDLUNMGOS was linked o your account Yesterday 12118 AM

The computer DESKTOR-LOLWMGHE was linked to your account 177502016 5:23 AM

FIGURE 1.44: Viewing the information in the Events section

68. Now vou need to know about the files a system retains when a user
uninstalls Dropbox. Investigators can analyze these files to gather any
available evidence.
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69. Run the already installed Regshot and Disk Pulse tools and tollow the
steps 2, 6, 7 and 8 in order to capture the system information before
installing an application.

71, Rjght click the Windows icon at the lower left corner of the screen and
select Control Panel npr_inﬂ.

Programs and Features
Power Options

Event Viewer

System

Drevice Manager

Metwork Connections

Disk Managernent
Computer Management
Command Prompt
Command Prompt (Admin)

Task Manager
Control Panel
File Explorer
Search

Fumn

Shut down or sign out
Desktop

FIGURE 1.45: Screenszhot shnu'ing Conerol Panel nptinn

71. In the Control Panel window, click the Uninstall a Program link under
the Programs section.

w | L) Search Control Panel
Adjust your computer’s settings View by: Category =

System and Security User Accounts
Review your computer's status $ Change account type
Save backup copies of your files with File
History . Appearance and Personalization
Backup and Restore (Windows 7) -

Change the theme
Find and fo: problems

Adjust screen resolution

Network and Internet - Clock, Language, and Region
View network status and tasks Add a language

Choose homegroup and sharing options Chenge input methods

Hardware and Sound Change date, time, or number formats

View devices and printers Ease of Access
Add 2 device Let Windows suggest settings
Dptirnize visual display

Programs

Lnminstall a program

FIGURE 1.44: Screenshot shnu'ing Uninseall a Prngram link in the Control Panel window:
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72. In the Uninstall or change a program section double click the Dropbox
option to uninstall it.

ange a program

To unminstzll 2 program, select it from the list and then click Uninstzll, Change, or Repair.

Organize -

Publisher

DenCo Forensics

Installed On  Size
719/206
77222016
172172016

7/21/2016

Mame

Andriller
[#= Belkasoft Evidence Center Ultimate

E Directory Monitor version 2.10.5.1
™ Disk Pulse 8.7.26

2.10.6.1
8.7.26

DevEnterprise
Flexense Computing Systems Ltd.

Dropbex, Inc. 7/21/2016

6414 |

FIGURE 1.47: Uninstalling Dropbox application

73, Click the Close button after cﬂmpler_inn of the uninstallation process,

Dropbox has bean removed from this computer.

FIGURE 1.48: T..'n.insl:al.ling D:nphm-: appﬁcatinn

74. (Go to the Disk Pulse tool and click the Stop button from the tool bar
to stop recording the processes.

B =

Date

20-May-2016
20-May-2016
20-May-2016
20-May-2016
20-May-2016
20-May-2016
20-May-2016
20-May-2016
20-May-2016

ile Command Tools Help

«w

Contnue

B

Database Charts

H
Save

Fause Rate

Time

03:29:37
03:2%:37
03:29%:37
022937
03:29:37
D3:2%:37
032937
03:25:37
03:2%:37

QOperation Size
Modified 0 Bytes
Modified 225.32 KB
Maodified [ Bytes
Modified 223.73 KB
Deleted 0 Bytes
Created [ Bytes
Modified 0 Bytes
Modified 225.86 KB
Madified 0 Bytes

» Default Profile

Lok of o of T of of of

FIGURE 1.49: Stopping recording in the Disk Pulse tool
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75. Select all the changes, right click, and select the option Copy Changes
To Clipboard. This will help vou to create a text or notepad file with all
the modified addresses.

Im on r m

aIre H T 1L 2 ] ] ¥

2] Open File With ...
= F - W8k O] Open Location in Explorer ...

d p it 88| Export Changes To SOL Database
; : S ﬁnnrtluigu'hciphud |k

¥ Exclude Changes By Location ...
D Exclude Changes By Extension ...

0 . ; ] Froperies ...

FIGURE 1.50k Cnp:;iﬂg the changes recorded in Disk Pulse ool o clipbnar:d

76. Now create a text file and paste the contents onto it. These modified
files represent all the chaﬂges made while Lm_iﬂﬂtﬂ_lliﬂg the Dr:::-ph:::-x
client from the system.

77. Launch the Regshot tool and click the 2nd Shot button to capture the
second snapshot of the system. This action will record the changes in
registry of the system.

[ ]5can dir 1[;dir2;dir3;... ;dir nn):

C:\Windows

Qutput path:
C:\Wsers\ECCOUN~1\AppD | | ...

Add comment into the log:

FIGURE 1.531: Eapruring the 2nd sﬂapshnl: of the SVSIEm
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78. After capturing the snapshot, click the Compare button to initate the
process of comparing both the snapshots and displaying the list of
changed or moditied registry locations.

Regshot 1.9.0 x84 ANSI 4

Compare logs save as:
(@) Plain TXT () HTML document

1st shot

2nd shot

[ ]5can dir1[:dir2:dir3;. .. ;dir nn):

C:\Windows

Qutput path:
C:\Users\ECCOUN~1\AppD

Add comment into the log:

Keys: 332456 Values: 561612 Time:8s375ms

FIGURE 1.32: Enmparing the snapshnl:s in the Regshnl: tool

79. The tool will prompt a result notepad file after comparing the first and
second snapshots. The file contains address links of all the moditfied
files and tfolders. The File also mentons total number of changes made
in the system while uninstalling the Dropbox client.

P16 /5 20 19:81:56 , 20de 530 11:10:18
i DESKETOP-UDUMGREG |, DESKTOP-UMMGES
Coeceouneil [ eceouncil

E

g, deleted: 5FF

IKLMY S0F TWAREYClassas "y shellex\WContextMenuHandlers '\ DropboxExt

ELMY SOFTWARENC LasseshAppIDY DropboxUpdate. exe

KLMYSOFTWAREN. Lasses \ AppIDt{ 76E25E6FR-DEBG-ACEC-O03Q-3FT2BAB93741 }

KLMYSOFTWAREVC lasses)App 10t {9601 EEDS - PO1E -AFES-B996 - ASATARLESHGT)

KLMY SOFTHAREN Lasses \ CLSIDY { BRSAZADG -BAC - 4088 - 0AEA-COCELBOEATIE )

LMY SOFTWAREN . Lasses \ CLSIDY { BRSATADG -BACS - 4004 - DAEA-CRCELPREATIE ' Local Server3?
KLMY SOFTWARE CLassash CLSIDY {BB5A3496 - BACA - B84 -9AEA-CHCELBBEATIE  \PragID

KLMYSOFTHAREN. Lassas \ CLSIDY { BR5AZADG - B4 - 820 -D4EA-CRCEL@BEAT I\ Typelib

K LMY SOFTWARENC lasses CLSIDY {BASA3A0DG - BACA - 4828 - Q4EA-CABCELPBEAT 36\ Wars ion IndepandentPragID
LMY SOFTWARENC Lasses  CLSIDS {E31EATEY -1 2ED- 4702 -320¢ - 4BA445F 28E14])

KLMSOFTWARE . 1asses \CLSIDY{E31EATZT -12ED -4702 - B28C - 4B545F 28E 144 InProcserveril
K LMY SOFTWARE Y C Lasses \CLSIDN JESLIEAT2ZT -123ED-4783 - 8280 -4B6AA5F 28E14} \She L Falder
KLM SOFTHARE W lasses \CLSIDY{E31EAT27 -12ED-A4782-828C -4Ba445F 28E18}

KLMSOFTWARE C lasses \CLSIDY{E31EAT2T - 12ED -4702 - B28T -4B5445F 28E1E M InProcServeri?
KLMYSOFTWARE Y Lasses \CLSIDN [EJ1EATZT -12ED-4702 - B20¢ -4B0A45F ZHE1B} \ShellFolder
LMY SOFTWAREN Lasses  CLSIDY { ECHTDES - WEF -4 B-AEEE-CCABTEFTTI1C

K LMY SOFTWAREYC Lasses \CLS IO JECOOTDES - ICEF -JA0B-AEEE -CLABTEFTTLICH Inproc Sarver 32
KLMYWSOF TWARENCLasses \CLSTION { ECOWFDES - 3CEF - 400 B-AEEE-CCABTEF7711C \Progranmable
KLMYSOFTWARENC Lasses \CLSIDY {FEI14EDS -A251-A7E7-93E1-CODE2E34AFEE}

K LM SOFTWARE \Clazsash CLSIDY {FE314ED9 -A2351-4787-93E1 - CODBIE 3LAFBE M InprocServer3l
KLMYSOFTHAREN Lasses \ CLSIDY {FE314ED9 -A251- 4787 -93E1-CODE2E34AFEE P\ Progranmable
KLMYSOFTWARENC Lassas \CLSIDN {FE314EDA-AT5]-47E7 -93E1-CODEZE34AFEE}

LMY SOFTWAREVC Lassesh CLSIDS {FEI14EDA-A251- 4787 -93E1 -CODB2EILAFEE  Inproc Server3 2
KLM SOFTWARE . Lasses \CLSIDY{ FEI14EDA-AZ51- 4787 -93EL-COD32E34AFEE\ Programmable

K LMY SOFTWARENC lasses CLSID{FEI14EDB-A351 - 4787 -93E1 -CO0DSAE 3LAFRET}

LMY SOFTWAREY  Lasses \CLSIDY {FE314EDE -A251-4787-93E1 -CODE2E3LAFEE} \InprocServer32
KLMSOFTWARE . lasses \CLSIDY{FE314EDB -A251 - 4787 -93E1 -CODE2E34AFEE H\ Programmable

FIGURE 1.33: Viewing the Regshot output file
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80. Comparing the addresses changed after uninstallation with the ones
modified after installaton will give you the files and folders that sull
store Dropbox data. Analyze these folders to find evidences.

81. Other files that store Dropbox data are registry keys, recent files, LNK
files, browser history and cache, Thumbnails Registry Point, Volume
Shadow Copies, Pagefile.sys, and Hiberfil.sys.

Lab Analysis

Analyze and document the results related to the lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

Yes [1 No
Platform Supported
Classroom [1 il.abs
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L]
ICON KEY

Y/ Valuable

information

& Test your
knowledge

E Web exercise

oy

== Workbook review

7 Tools
demonstrated in
this lab are
available in
Z:\CHFIv9 Module
10 Cloud

Forensics

Module 10- Cloud Forensics

Investigation of Google Drive

Guoggle Drive is a clond storage service that allows wusers fo access it from varions
sourees such as desktop client, browser and mobile application. Investigators need to
understand the process through which it saves the files and allows access to collect
evidences in case of attacks.

Lab Scenario

An expert forensics investigator needs to have knowledge of how Google Drive
can impact a system’s files and tolders, along with other changes it makes. This
lab will help you learn abour files, folders, registry, local machine keys, etc., a
Google Drive client uses on a system. It will also help you to learn the process
of extracting the data from these files for investigation.

You will learn to gather evidences of attack on a Gnngle Drive account when
accessed thrnugh client browser and also when the user has uninstalled the
client.

Lab Objectives

The objective of this lab 1s to find the files, folders, registry keys, and other Google
Drive Data from a system.

Lab Environment

In this lab, you need:
* A computer running on Windows 10.
" Internet connection.

n Gﬂngle Drive account.

" Tools such as Disk Pulse, What Changed, HxDD) Editor, RAM Caprturer,
WebBrowserView and DB Browser located at ZACHFIv9 Module 10 Cloud
Forensics.

CHFI Lab Manual Page 373

Computer Hacking Forensic Investigator Copyright [ bv EC-Council
All Rights Reserved. Reproduction 1s Strictly Prohibited.



]
= TASK 1

Google Drive
Installation

Module 10- Cloud Forensics

Lab Duration

Time: 35 Minutes

Lab Tasks

1.

Navigate to Z\CHFIvV9 Module 10 Cloud Forensics and install the tools
Disk  Pulse, WhatChanged, HxD  Editor, RAM Capturer,
WebBrowserView and DB Browser

2. WhatChanged: Z:\CHFIv9 Module 10 Cloud Forensics\Registry
Changes Tracking Tools\WhatChanged Portable

b. Disk Pulse: Z:ACHFIv9 Module 10 Cloud Forensics\Registry
Changes Tracking Tools\Disk Pulse

c. Direcrory Monitor: Z:\CHFIv9 Module 10 Cloud

Forensics\Registry Changes Tracking Tools\Directory
Monitor

d. RAM Capturer: Z:\CHFIv9 Module 10 Cloud Forensics'\RAM
Capturer

e. HxI): Z:CHFIv9 Module 10 Cloud Forensics\Hex Editor
Tools\HxD

f. WebBrowserPassView: ZACHFIv9 Module 10 Cloud
Forensics\Password Recovery Tools\WebBrowserPassView

Run the WhatChanged tool to create a baseline state of the system.
Select the Scan Registry option and also check the LOCAL MACHINE
Option.

Click the Step #1: Get Baseline State button to caprure tfirst snapshot
or create baseline of the system.

 WhatChanged 1.07

Scan bems

[[] 5can Fes: D

Scan Registry: [ CLASSES ROOT
7] LOCAL MACHINE
[CJCURRENT USER

STEP #1: SNAPSHOT

STEP #2: COMPARE
Step #2; Find what changed since Step &1

[ | Copy fie changes to new folder | clean temp files

e |

FIGURE 2.1: Performing step 1 in WhatChanged tool
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4. The tool will prompt a WhatChanged dialog box displaying the total
number of entries it recorded. Click the OK button.

atChanged

o Saved a list of 181682 registry entnies

FIGURE 2.2: What( hanged dialng box

P

5. Run the Disk Pulse tol and click the Meonitor button to start
mnnitnriﬂg chaﬂges made to a pﬂrr_imdar folder.

Commend Tooks  Help

4Uooaahs @ i B EF 6

Calabase Charts Rl Layouls  Oplidg Hitz

i i T Slog

Dt Tiena Operatien  Site Ot Blasig
Dl il Pl ik

FIGTURE 2.3 ELin:king on Monitoe npdnn in Disgk TPulse wonl

6. The tool will display a Default Profile dialog box which will allow the
user to add directories you want to monitor. The tool adds €:\ directory

to this protfile by detault.
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7. Click Add to add more directories, else click the Start button.

M Default Profile . o

] Directories ™ Monitor [ Events & Rules [“] Exdude [2] Advanced

Monitor Directones

B CA

k] Always Show Profile Dialog Before Start

FIGURE 2.4: Staring monitoring of the selected folder

8. Navigate to Z:ACHFIv9 Module 10 Cloud Forensics\Google Drive
Investigation Tools\Google Drive Client, double-click
googledrivesync.exe and follow the wizard driven insrallation steps to
install the application. On completing the installanon, click Close 1n the
Installation Complete window.

9. Click Google Drive icon in the Apps screen to run the Google Drive
client, and click on Get Started to start using the client.

~rile rﬂl Fiv/e TOr YOl
&

(2
N Vi 1\ TR LTS
-y

o M o | N
_—

Q You can downlead
Google Drive  installer
from
hreps:/ /www.google.com/
drive/

Get Started »

HGURE 25 Gnngle Diave inseallarion
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Module 10- Cloud Forensics

10. Enter the email address of the Gnngle Drive Account and click the
Next button.

Google

Sign in with your Google Account

Enter your email

n {mgmail.com

Meed help?

FIGURE 2.06: Enta:iﬂgemail address of the Grmgle Drawve Account

11. Enter the password of the account and click the Sign In burtton,

Sign in with your Google Account

%

@gmail.com

Password

Forgot password?

Sign in with a different account

One Google Account for evenything Google

FIGURE 2.7: Entenng password of the respective (oogle Diave Account
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Module 10- Cloud Forensics

12. The Drive client will take you through the installanon information.
Note this information because it will help you know about the places
where the client stores informaton on the system. Click the Next
button.

=@ 8 |
'|: i@- A b Libwades kb Decuments - |'Ft || Sevivch Libvaried .ﬂ"

Organize = = Open Shaee with = Bazn ';:i L E 'E

i £ a T Do hetosd fied Typer
i WOTRER

g
B Desltop L \.
B Devanloads '_-= &
. Fecent Places | 4 |

<
L.
A& Google Drive Pt

Fisiainis kinks
= Libwaries ¥ .
[5] Documents - r
.1; Music Videas N ;
@ Music : ol B st - |

Trag,

FIGURE 2.8 Google Dave nstallanon

13. Click Next button till you go to Step 4. Step 4 describes the location
which syncs the files on the drive and gives location of a folder that
stores the files on the system. In this case, the Google Drive will save a
tolder at C:\Users\Administrator\Google Drive and will sync all the
contents saved to cloud to this folder.Click the Next button.

Sync options Advanced

Folder location:;

353111: everything in My Drive (32 ME)

(B Syne only these folders (52 ME selected)...

B I Mew
&1 I Mew folder

61.5 &8 available on this computer.
Files in (oogle Divve which are not in a folder will always sync.

FIGURE 2.9: Screenshot slr'nu'ing the locarion on the SVELEM which SVTICE the files on the dowve
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Module 10- Cloud Forensics

14. Click the Done button.

alexis@gmail.com
2.22GE (15%) of 15.00GE used

Open Coogle Drive folder

Wizt Coogle Drive on the web

Basernent Remade] Budget
Synced

Shopping List
synced

Monthly Status Report
Synced

Sync complete

FIGURE 2.1} Hinal step of installanon

15, After installanon is completed, go to the Disk Pulse tool and click the
Stop button to StOP MONItOrING Process.

Command  Tools Hep

CD0BBE &L B E 6

v Delsbase  Charls Rate layouts  Oplmas e

Profiles | mabe Time Operetion  Sice Hame

Defauk Profile o 23-Mey-2016 15032 Modiied 0 Bytes C\inderay Temp

o 2-May-2016 150842 hdoddfied 4 indoves Temph - OF ST ZESFDODSEFEF DS TRAR
& 21-Mee-2016 150432 Created C\indovs Temph-DFF CIEISE21CFFEDD.TMP
o 23-May-2016  1E0E32 Moddfied CEiindcry, Temph - DFF 1 CIBTREZ1CFFEDDLTMP
o 2-May-2016 150432 hodified Cindoves Temph - OF ST ZESFDODSEFEF DS TRAP
& 23-Mey-2015 150832 Deleted Cviindorves' Temph - OF STEZEOFDODGEFEF DR TP
o 21Mlay-2016 150332 Dl et as Cadnndonvss Temph ~OFFT CIETREQ1CFFEDDLTME
o 23-Mey-2006 1500332 Modified Cdindows Temp

S 23-Meyp-2016 150832 Creabed Administrators CAdindor Temp!~0FS1 CDE504E4GEREE. TMP
o 2aMay-20E6 150332 kodified Chlindowst Temp

o 23-Mey-2016 15032 ModFied Aidministrators CAindows! Temp'-0F5 CDF504 B4 GESLEE. TMP
(@ 23-Ma-2016  1R0432 Creabed Adrinistraban CAndow Temp'~DF IFBTETOTE12D3000. TRP
|6 2-May-206 150832 hodified m CAindows Temp

| & 23-Mey-2016 150432 Mod¥ied fidministrators G indioves) Temp'-0F IFBTETOTS1 203000 THAP
| 23:May-2016  1:0332 Feddind Adrninigtrabon  Cdhndst Tem ph - DR DDG503E40ETLEE. TMF
[ 23-Mey-2016 150432 Deleted Cindovws Temph < DF31 (DS 504BA6EGLEE THP
| & 23-Mey-2016 150432 Deleted Cindoves\ Temph-DF IFBTEFOTS 1203000, TP
i 23Ry 206 1530332 Do etied CAindowstInstalletnprogressestalinfo. g

[ & 23-Mey-2006 150432 bod¥ied Lidministrators G rogram Files (sB8)Google\UpdateiInstalld 1 6354905~ 513C-40F1-Ad..
| & 23-May-2016 150433 M fied --- Cinderat\ Temp

|0 23-May-2016 150433 hedified Administrators C\Program Files pBEhGoogleCrashBepots

[ & 23-Mep-2015  150E36 Modfied Ciindoves' ServiceProfiles' LocalServiceulip pDet e\ L ool astabrel dist
|8 Z3Mlay=2010  1%0%36 Feddind G enndors i Sk 220 conhgh DEFAULTLOGT

a0 b

|[2%] Categoriae By Extersion -
[l MOEXT Files

| 1] DLL Files

|7 TMP Files

[|& PrG Fies

| 7] P Files

Sty 000 'alue

Total Changes 4314
Bocluded Filex O
Cramge Rate 936 CHA L.
Process Time 5 Mins, .

4B hA%) Files 167.79 1B

FIGURE 2.11: Stopping the monitonng process in the Disk Pulse ool
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Module 10- Cloud Forensics

16. The tool will display a Warning dialog box, click the Yes button to stop
the monitoring process.

FIGURE 2.12: Disk Pulse tool Waming dialog box

17. Click the Save Record or Save Icon in the tool to save all the entries 1n
the I.'EL]uiI'Ed format.

E o i @3 2

agiiag P ] Rahe

Prafiles |
Defsult Prafile & 23-May-2008 - CvWindews, Temph -~ DF051 2F 26850838542, TP
2 23-May-2016 Created CihCandig, MshMEITAE tmp
23= Moy 2016 o dified ChCandig Msi
23-May-2016 Deleted - ChCondig.MstMSHEE tmp
23-May-2016 MModiied - CovCondig.hdsi
23-May-2008 bedilbed - i Condig, Msife Teddrbs
23-Mary- 206 Deleted ChConfig Msifel il rbs
| 23-May-2016 Deleted ChCandig hsi
: 23-May-2006 Iodified Administrators TN Indowsnstaller
o 23-May- 2006 Modiied SYITEM ChWindowstinstallerinprogressinstallinfo.ipi
9 23-May-20ng hodined - Cimindews Fempt~ DFD4EEBESSTFEED0BE. TRP
Disectories S| @ 23-May-2016 Deleted . CAWindowsh Temp!. - DFDAGEBESSTFEEO0SE.TMP
23=-May-2016 I adified CYLTER C!'-.'I.'J'mdnw;".lnrtaller'l.inpmgrq-;:in:tallinfq.ipi
23-hay-2016 Modified -- CryWindows Temp
23-Mey- 2006 todieed Adrminstrators G Frogram Files (63580 GoogletUpdate’nstallny 165545
23-May - 2076 Created Cindeash Fempt - DFST2ESFDODGEFEFDS ThiP
23-Mary-2016 Modified CoWindmash Templ - DFS72ESFOODAGFEFDS. TMP
23-May-206 Modified wen ChWindows Temp
b 23-May-2016 Modified - CriWindows' Temph~DF5T2ESFDODGEFEFDI. TMP
23-May-2006 Created - CoWindows Temph~DFF1 CIBT18E2VCFFEDD. TP
o 23-May-20E b crdilied CiWindeash Temph - DFF CIBTSEICFFEDDLTRAR
e 23=Mary- 2006 hodified CoWindmash Temph - DFST2ESFOODAGFEFDS. TMP
& 23-May-2016 - Deleted CyWindowsh Femp',- DFST2ESFOODGEFEFDS. TMP

h

HGURE 213 Em'ing the Disk Pulse entdes in fE-L[IJ.iL'Eﬂ fosrar

18. The tool will prompt a Save Disk Change Monitor Report dialog-box.
Click the Format option from dropdown list bar and select the required
tormat. Here, you can select Text format. Click the Save Button.

% Save Disk Cha nge Monitor Report

Format:

File Name: 5\Disk Change Monitor Report 23-May-2016 152225, bxt

1] Advanced Options ... _ Cancel

HGURE 2.14: Eelecting the L'ec[uira;l formar o save the Disk Pulse enedes
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Module 10- Cloud Forensics

19. The tool will save a Text file with all the changes listed in 1t.

ile Edit Format View Help
JEMERATOR: Disk Pulse vB.6.18 - http://www.diskpulsze.com

2016/85/23
15:87:69
lama DESKTOP - UDUMGEG
otal Changes 4829 |
urrent Changes 2008
xcluded Files @
hange Rate 831 CH/Min
‘rocess [ime 5 Mins, 48 Secs
ile Filter O

op 1B File Categories

MOEXT Files 59.92 MB 1718 Files

OLL Files
TMP Files
FNG Files
BYD Files
MO Files

EXE Filas
ICO Files

ICNS Files

M5T Files

144,94 MB
B.S7 MB
Ti2.33 KB
67.92 MB
7.75 MB
129.54 MB
3.51 MB
13.94 MB
167.79 MB

754 Files
589 Files
576 Files
368 Files
281 Files
91 Files
86 Files
22 Files
43 Files

FIGURE 2153 \-’im‘ing the saved Texr file with all the mangfs liseed

20. Go to the WhatChanged tool and take the second snapshot of the
system. Click the Step #2: Find what changed since Step #1.

[(JCLASSES ROOT
[] LOCAL MACHINE

[ JCURRENT USER
[JUSERS

STEP #1: SNAPSHOT
Step #1: Get Baseline State

STEP #2 COMPARE
| Step #2: Find what changed since Step #1 [} |

[ ]Copy file changes to new folder | clean temp files

FIGURE 2.16: Execunng the Step 2 of the WhatChanged tool
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Module 10- Cloud Forensics

21. The tool will check for the changed entries and re-record all the
modified ones. The tool will display the number of changes it has
observed across the system and also the progress of scanning,

54 WhatChanged 1.07

B )
CLASSES ROOT

LOCAL MACHINE

CURRENT USER
USERS

STEP #1: SNAPSHOT

Step #1: Get Baseline State

STEP 52 COMPARE
Step H2: Find what changed since Step #1

Copy file changes to new folder  clean temp files

[ Scanned: 23163
HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\Cument Ve

Found 28 new/modfied keys fisted in the output log)

HGURE 2.17:Companson under process

22. On completon of scanning process, the tool will display a dialog box
displaying the number of new entries it listed. Click the OK button.

hanged

Found 92 new registry entnes, listed in
"WhatChanged_5napshot2_Registry_ HKCU. TXT"

HGURE 218 Whar hanga;l il displzliing the resulrant Ehanges after com paﬁmn
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Module 10- Cloud Forensics

23. The tool saves a list of all the chaﬂged entries 1n a text file at the same
location as the tool.

le Ede Format  Weew  Helg
EY_LOCAL_MACHINE Y SOF THAREYWGoagle'Drive
EY_LOCal_MACHINESSOF THARE WGoogle\Drive \Installlocation=C: \Progran Files (x85)\Google\Drive'\googledrivesync.exa
EY_LOCAL_MACHINESSOF THARE \Google\DrdvetNativePraxyInstal llocation=C: \Program Files (x86)\Google\Drivehnativeproxy,exe
EY_LOCAL_MACHTNES SOFTRARE Y GoogletUpdate\Clients {301 22445 - AECE - 4389 - 0007 - ESAGAEFAZACD)
EY_LOCAL _MACHINEYSOFTHARE\Google'\UpdateClients'{ 30122445 - AFCE - 4389 - 0887 - BSARAEFA2ACA P pv=1_ 38, 2173. 8459
EY_LOCAL_MACHINEYSOFTHARE\WGoogle\UpdateiClisnts' {30122445-AE0E -4 389 - 9887 - B5AGAEFA2A08 Py name=6oogle Drive
EY_LOCAL_MACHINEYSOF THAREWGoogle\Update \Clients'{ 122445 -AECE -4 309 - 9987 - B506AEFAZACR Y Lang=en
EY _LOCAL_MACHTHES SOFTRARE Y GooglehlUpdatetClientState' { 30122445 -AECE -4 285 - 90E7 - 85AGAE FARALS
EY_LOCAL_MACHINEYSOFTHARE Y Google\UpdateClientState {3012 2445-AECE - 4300 -9BRT - ESASAEFA2ACA  \usagestat s=H
EY_LOCAL_MACHINEYSOFTHARE\WGoagle\UpdateClientState'\{30122445-AECE-4383-9PE7 - B506AEFA2A00  \ping_freshness={ 39945079 -8227 -4
¥_LOCAL _MACHINE SOF TRAREWGoogletUpdate \ClientStates [ 30122445 -AECE -4 350 - S0 - B500AE FA2800 Y Lang=2n
EY_LOCAL_MACHINESSOF THARE Y Google\Update \ClientState \ { 30122445 -AECE -4 285 - 9007 - B500AE FARACE T brand=GG L5
¥_LOCAL _MACHTNE\SOFTHARE Googletlpdate \LlientState {3012 2445 - AECE - 4300 - 0007 - BEAGAE FARACA Tnstal 1 Time=1464248907
EY_LOCAL _MACHINEYSOFTHARE\Google\UpdateClientState\ 30122445 -AFCE - 4389 - 9BE7 - E5ASAE FA2ACE 1\ DanrF Install=3438
EY_LOCAL_MACHINEYSOFTHAREWGoogle\UpdateClientState 30122445 -AECE -4 389-90E7 - BR00AE FA2A08 ) \DayDf Lastac tivity=-1
¥_LOCAL_MACHINE"SOF THARE \Google\Update \CllentState, { 30122445 -AECE -4 289 - 908 Y - B500AE FA2ACH ] \DayDFfLastRoL1Call=-1
EY _LOCAL_MACHINE' SOFTWAREWGooglelUpdate\ CliantState’\ { 30122445 -AECE -4 283 - 207 - S5AGAE FARALY T\ browser=4
EY_LOCAL _MACHIMESSOFTHARE Google'lUpdatai [l inntﬂtatn'l.{'i[ 122445 - AFCE-4330-0BE7 - ESAIEA.EFMALB} Wpesl 30,2170, 8459
¥_LOCAL_MACHINE \SOF TRARE \Googletlpdate \ClientStates{30122445-AECE - 4389 - 9BE7 - B5AGAEFA2E08 1 i id={ AZB5A0L 5 - 4883 - DEDS - 24EB - 1F:
EY_LOCalL_MACHINEYSOF THAREWGoogle\Update\ClientState [ 30122445 -AECE -4 30 - 908 - 55004 FA2ACR )\ LasTCheckSuc cess=126484107 3
EY_LOCAL_MACHINESSOF THARE WGoogle\Update \ClientState\{ 30122445 -AECE -4 289 - 9087 - BS0aAEFA2AE P\ Currentitate
EY_LOCAL_MACHTHES SOFTRAREYGoogle\Updatat ClientStates{ 30122445 -AECE - 4383 - 9BET - BRAGAE FARACE P\ Currentitatet StataValua=14
EY_LOCAL MACHIMESSOFTHARE Google'lUpdate’ (1 :i.cn'l:".".-tatn'l.{3l'_1 22445 AFCE -4389-9BE7 - ESAE&EFMALB} YWurrentState\DownloadTincRemain
EY_LOCAL_MACHINEWSOFTHARE\Goagle\Updata\ClientState'\ 30122445 -AECE-4383-9PB7 -B508AEFA2A08 1\ CurrentState\DewnlaadProgres sPe
EY_LOCal_MACHINESSOF TRARE Weoogle\UpdateClientState,\ { 30122445 -AECE -4 230 - 9087 - BR00AE FA2ACR T\ CurrentSTate) InstallT imeRemain
EY _LOCAL _MACHINES SOFTHARE Y GoogletlUpdate s ClientStates{ 30122445 -AECE -4 309 - 20B7 -85AGAEFARAL W CurrentState Instal IProgressPer
£Y_LOCAL_MACHINESOFTHARE'Microsofti Internat ExploreriMain’FeatureContral FEATURE_BEROWSER_EMULATION'gocgledrivesync. exa=Eis
EY_LOCAL_MACHINEYSOFTHAREWMicrosaft\Windows \CurrentVarsion' Explorer\Globalds socChangedComnter=12
¥_LOCAL_MACHINE SOF TRARE\WMicroses DWindows WlurrentVersion i Uninstally { 79931640- 1610 -4050 -S8E 7 -88 3082204271 )
EY_LOCAL_MACHINEYSOF THARE\WMicrosof t\Windows CurrentVersioniUndnstally { 70931640 - 1610 -A050 -SAET -@B 2082200271 wiuthorized COF P
EY_LOCAL_MACHTHES SOFTRAREMicrosof t\Windows \CurrentVarsion' Uninstal 1% { 78931 6A0 - 1610 - 4050 -SAE 7 -@B3AR22DA2 71 H onment 5=
¥_LOCAL MACHINESOFTHARE\Microsof tiWindowsYCurrentVersion'Uninsta ll\_{?ﬂﬂliﬁhﬂ A61C 4050 -9AET -ﬂEMEDﬁ]?l}RC-:nt::t-
EY_LOCAL_MACHINEWSOFTHARE\WMicrosof i\ Windews\CurrentVersion\Uninstall  {78931640-161C -4050 -9AET-2B3882200271 1\ Displayers ion
¥_LOCAL_MACHINESOF TRARE\WMLcroser DWindows \LurrentVersioniUninstallh { 789231640- 1610 - 4050 -98E 7 -08 30822082 71 1 WHe lpLink=http:
EY _LOCAL_MACHIMES SOFTHARENMlcrosoftiWindowsCurrentersion i Uninstal 1 { 78931640 - 1610 - 4050 - 9AET - QB A2 2DA 271 1\ He 1 pTe lephone=!
¥ LOCAL MACHINEWSOFTWARE \Microsoft'\Windows CurrantVarsionUninstall’ { 78931640 - 1610 - 4050 -SAE 7 -@EZARI 204271\ Instal 1Data=2d

HGURE 2.19: Inl:epm;l file mnu'ing the oocurred mangﬁﬁ

24. The Google Drive client makes many changes in the system such as
creation of tolders. It stores its configuranon files in C:Wsers\<User
Name>\AppData\Local\Google\Driveluser_default,

Hame Share Wiewr

T « AppData » Local » Google » Drive > user_default w | Search user_default

o,

PerfLags - Marnmue

Pragram Files

Program Files (x36)

Lisers

Adminisrator
AppData
Lacal

Belkascft
Diagnostics
Disk Pulse
Drophbox
Google
Mierazaft
MicrosoftEdge
Packages
PeerDistRepul
Programs
Publishers
Temp
TileDatal ayer
VirtualStore

Locallow

clowd_gragh
CrashReports
TemnpDiata

|j cacerts

|_1 com.googledrve.nativepraey json

u lockfile

|| pid

|_‘| rum_edir

|_] snapshot.db

jl snapshot.db-shim

j snapshot.db-wal

Drate modified

THELF2ME 371 AN
TREL2DE 1118 PM
TAELA2 6 3207 AM
SAEAAED G 3068 A
SEAAA0TE 311 A
TEL N6 208 AM
222006 306 AM
2016 3:06 AM
272006 206 AM
272016 3:06 Al

TAEL2M6 312 AR

Type

File falder
File felder
File folder
File

FS0N File
File

File

File

Data Bace File
DE-5HM File
DBE-WAL File

l_|_:| symc_config.db

TAE20E 1118 PM

Data Ease File

3 sync_config.db-shm
| syne_config.db-wal
=] sync_log.log

TELAADN 6B 3068 AM
HEAAENR 311 AN

TEA A6 207 AM

DB-5HM File
DE-WAL File

Text Document

FIGURE 2.2(): Screenshot showing the path of the Google Dinve client
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Module 10- Cloud Forensics

25. Other tiles created during installaton include

¢ C:\ProgramData\MicrosoftWindows\Start Menu'Programs\Google
Drive\Google Drive.lnk

¢ C:Windows\Prefetch\GOOGLEDRIVESYNC.EXE-NNNNNNNN.pf

¢ C:Windows\Prefetch\GOOGLEUPDATE.EXE-NNNNNNNN.pf

Prefetch

Share View

» This PC » Local Disk (C:) » Windows » Prefetch

Search Prefetch

i Quick access

i Onelrive

B This PC
Bl Decktop

[=| Docurnents

4 Downloads
Music
Pictures

Yideos

Local Disk (C:)
LOCAL DISK (D:)
Mew Wolurme ()

26. Run the DB Browser for SQLite tool and click the

Ea

Marme

Date modified

Type

| 7| GOOGLEDRIVESYNC. EXE-T1383FCE.of
|:| GOOGLEDRIVESYMC. EXE-ELAEAAET. pf

| | GOOGLEUPDATE.EXE-TFABEDS.pf

| | GOOGLEUPDATE EXE-4259015D pf

| | GOOGLEUPDATE.EXE-BS5T15F5.pf

| | GOOGLEUPDATE.EXE-CE16CB36.pf

|| GOOGLEUPDATE EXE-FASAEFDT pf

| | GOOGLEUPDATEONDEMAND.EXE-EBED...
| | GOOGLEUPDATESETUP. EXE-0SDOFAZE. pf
| | GOOGLEUPDATESETUP EXE-SET9040A. of

W23 6 3:03 PM
S/2372016 3:03 PM
23,2006 301 Pp
S/237 006 3:03 Pr
52372016 T:40 Pnd
523706 301 Pr
5232016 3:03 PM
W23FAN 0 301 PM
SF23/ 2016 301 PM
52372016 3:03 P

PF File
PF File
PF File
PF File
PF File
PF File
PF File
FF File
FF File
PE File

| | HELPER.EXE-DATT4DEE. pf 1972016 10:39 AM
|| HELPPAME.EXE-FEDCO6E pf
|| HEXEDITEXE- 78780777 pf

592016 1:11 PM

320168413 PM

FF File
PF File
PF File

L)

FIGURE 2.21: Screenshot showing the files created dunng installanion

npﬂnn.

ile  Edit  View

Help

| New Database

e Open Da'labaae[:}

Database Struchure
o Create Table

Mame

Broves= Dats

- Modfy Table

| Write Changes

i Dedete Table

Edit Pragmas Exacubs S0L

Open Database

FIGURE 2.22: DB Browser for 5()Lite mol with Open Database option highlighted
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Module 10- Cloud Forensics

(L8]

the

location
Name>\AppData\Local\Google\Driveluser_default,

C:\Users'<sUser
where Gnngle

Drive has stored the configuration files, select the sync_config database

file, and click Open button.

= Choose a databasze file

« - o« 4
Organize =

#r Quick access

& COnelrive

£ This PC
B Desktop
=| Documents
'I" Downloads

_I'l Pdusic
[&= Pictures
B Videos
Local Disk (C:

Mlew falder

Mame

cloud_graph
CrashReports
TempData

E cacerts

o Applata » Local » Google » Drve » user_default »

Date modified

5/23/2016 5:52 PM
5/23/2016 3:02 PM
5/23/2016 5:28 PM

¥W23L20N6 303 P

E corm.gosgle.drivenativeproxy.json 2302006 52 PM

|_ lockfile

[ pid

| 7 run_dir

|: snapshot

| snapshot.db-shm
|: snapshot.db-wal

f237206 =05 PM
S22/ 2006 5:05 P
3232006 3203 PM
523,206 505 P
323/2016 3053 PM

S/ 2372016 B:03 PM

& search user_default

Bz~ O @

Type Lize

File folder
File folder
File falde
File

IS0 File
File

File

File

[ata Base File
DE-5HM File
DE-WaAL File

LOCAL DISK {

|5 sync_config

323,206 3:02 P

Crata Base File

Plew Velume i

| | syne_config.db-shm
| 1 sync_config.db-wal

W23/2016 505 PM
2372006 552 PM

CHE-SHM File
DE-WAL File

[* Nr.hwri: |_ 5_'!'“’:_":"'9 52300006 5228 PR

lext Diocument

File name: Isync_c-:lnfig

FIGURE 2.23% Opening sinc_config database file

28. Click the Browse Data tab to view the details stored in the database file.
The ftile stores data such as user’s email address, local sync root path,
and highest_app_version.

| Write Changes

Eairaones | Bentesl

= @ = P ; Mama
w | ] Tables (1)

data_key datn_value » | data
| Fitter [Filter w % Indices (1)

sfibe_mulci...
winlo_lpors_upgraded value 1 B w04
damain_policy damain_policy_description_rd L[ Triggers {0
damain_policy default_syme_all

wEer_emal value

zzh_sync_anabled value

= HEvert Changes

@ogmall.com

shiowe_unparert_warming valus
4 bandwidth_te_rate_kpBs walue

L
L

10 bendwidth_re_rate_kpBs walug
11 salective_mync walue 1

gAY wauLmIvER1 cmfeadpd...
13 rlz_brand_code value GGLS

12 feabure_gsstch valug

14 |local_sync_roct_path valua WhC\Users\eccouncifiGoogle Orive

15 chiud_docs_feed_mode valuz 0

14 |highest_app_wersion valuz 1.20.31720.0450

17 upgrade_number valuz

<

=] [£] 3-170F17 [=] [0

FIGURE 2.24: Viewng the details stored in the database file from Browse Data tab
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Module 10- Cloud Forensics

29. Click Open Database burtton again and upload the snapshot database
file from the location C:\Users\<User
Name>\AppData\Local\Google\Driveluser_default.

it 18 a cloud entry or a local entry.

Cloud entry refers to the files directly uploaded onto the drive (using
Google Drive web/client application), whereas local entry refers to the

. The snapshot database file will display the process a user has opted to
upload a file onto Google Drive. It differentates them by mentoning it

files copied to the local sync folder associated with Google Drive.

Edit  Yiew Help

| ) Mew Database

Diarizbase Siuciure

Bargarse [uaka

& Dpen Datsharse

| 'Wnte Changes

Tabie; I 1| doud_=ntry

'lﬂ -

& Fomvert Changes

Edit Progmas  Exeosie 50U

disc_id

filenamao

modified

croated

|I-|I:-:r

Il-ll:-:l

||-|i:-:|

Filter

oEthrypwio_...
oEbhrepwo_..
DSEhrepwo_..
DSshrepwo_.,
DSshrepw_.,
0S6hrYpWT_..,
0S6brPWT_..,
0S6brYPWT_..,
DE6hrYpaT_...
DEGhrpAT_..
DEGhrpNT_...
DEGbrpAD_..
DEsbrpAD_..

31. The database file also contains information about all files added to the

Direction_png
Server.png
voorld-7.prg
faldar--1.png
Keysl.png
Newespapser, prdg
satting-d.png
scanningZ.png
CoP.png

Weeb 2.0 Motifi,..
Mobebook. png
keyboard.png
Fadlock_Close...

L4La 0. 15HY
L4040 1505
1454071509
14564071580
1454071569
1452071585
1454071595
1454071593
14520715688
14564071598
145640715095
14564071509

1464071595

=2 o2 8 8 8 S 9 @9 @9 8

0 Schedima

-Nam:

w | Tables (5}
[0 eleud_eniry
| cloud_reiaei..
¥ [ local_eniry
local_relaki..
mappinig
| eyerlyy sta.,
W Indicis (1)
choiid_relaki..
chowud_refaki..
local_releki.,
mappng_d..
MR,
aglile sl
sqlite_aitoi._
sqlibe_zutoi.
sqlite_puii..
sqlite_gurdni..
o Wiewd [0
LI Trggers 00)

FIGURE 225 ‘n-’im'ing the files in cloud entry locarinn

local syne tolder of the cloud storage.

Few Record | Defiete Recond

SR is_falder

IHI!-:.'

Il-ll:-.'r

11255999044, ..
11255995044, .
11255999044, .
1407274883246,
1407248826,
14072348826,
1407340826,
1407340826,
1407340836,
10 14073740836

11 14073740836

folder--1.png
‘Whilebaard.png
warkl-7.png
Wirelesz_Sign...
Web 2.0 Notili...

146 006 22
1464071595
1464071595
14640715912
1464071589
1464071589
1464071589
1464071599
1464071595
1464071595

1464071598

dfi F432d0c8E. .
Sfdlciiala...
sltdbethich...
clldchealfiy. .
A4S+ RIG062..
17A38edd5602..
111032 d4h...
Sd0FATAaTF...
f49bfa?I53ca..,

feeddPadlr+d...

505340 0.

L5600
Sah13
S0535
PrauF

1547319

17136
2ol

i )

2 e e o o o o o o o

~]

Tables (5}

chaud_gnlry
| cloud_relati..

L local_entry

L local _relasi.,

| mapging
coilay_gli..

Indices (10]
choud_relafi..
choud_relsfi.,
leeal_relagi.,
miapping_d...
mpping_i..
sqlibe_suii...
slite_surni,.
iglite_amiti...
sglite_aartoi...
sglibe_zuai...

H Views (0
L) Trggers (1

HGURE 220 "'p"iaring the files in local SYIIC folder

Type  Schema

CREATE TAELE cloud_#.-
CREATE TAELE cloud f...
CREATE TABLE locad_en..
CREATE TABLE local_rel..
CREATE TABLE meppin..
CREATE TABLE erverleny

CREATE IMDEX cloud r_.
CREATE BMDEX cloud_r-.
CREATE INDEX locel_rel..
CREATE IDEE meppin..
CREATE INDEE mappin..

Type  Schema

CREATE TAELE cloud 4.~
CREATE TAELE cloud .
CREATE TABLE local_en..
CREATE TAELE local_rel...
ICREATE TAELE mappin.-
CREATE TAELE crverlay_ ..

CREATE INDEE cloud_r-.
CREATE INDEX cloud_r..
CREATE INDEX lecal_rel...
CREATE IMDEX ragpin..
CREATE IMDEX rzppin.-
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Module 10- Cloud Forensics

32. Navigate t the Google Drive’s configuration folder, ie,
C:\Users'<Username>\AppData\Local\Google\Drive\user_default and
open the Sync_log.log file.

33. The file stores details of actvities across the account and also prm-ides
details about them.

sync_log - Motepad
Edit Format WYiew Help

SyncType. UNKNOWN_SYNC_TYPE)) - Read request - nowhereforensics@gmail.com

2016-85-23 17:52:29,239 -8788 INFD pid=3236 3864 FeatureSbwitchPoller apiclient.discovery:762
EL being requested: GET https://wew.googleapis.comfdrive/v2internal/settings?fields=1items

a2 FkeyE2Citems¥2Fvaluelreason=3048namespace=FEATURE_SWITCHEalt=json

2016-85-23 17:52:29,289 -8788 INFD pid=3236 3864 FeatureSwitchPoller cauth2client.client:515
Attempting refresh to obtain initial access_token

2016-85-23 17:52:29,2589 -8788 INFD pid=3236 3864:FeatureSwitchPoller cauthZclient.client: 735
pdated access_token read from Storage

ZE016-85-23 17:52:29,289 -0708 INFO pid=3230 3864:FeaturedbwitchPoller common.proxy manager: 354
temoving stale proxy entry from cache

2016-85-23 17:52:29,289 -0870@ INFO pid=3236 3652:Worker-2 common.persistence.sglite: 276
Dpen master connection to C:YUsers\ECCOUN~1‘AppData'\local\Google'\Drive\user default
snapshot.db

2016-85-23 17:52:29,289 -870@ INFO pid=3236 3652:Worker-2 common.persistence.sglite: 276
Dpen master connection to C:YUsers)\ECCOUN~1\AppData'local\Google'\Drive\user default
sync_config.db

2016-85-23 17:52:29,289 -@870@8 INFO pid=3236 3652:Worker-2 common . threads. threads: 138
iddCleanuplallback persistence_sqlite:82087c25277024fcBaalcbd3Ba5789639C  \Users
ECCOUN~1%AppData’Local\GoogletDrivetuser_defaulthsnapshot.db

2816-85-23 17:52:29,289 8788 INFO pid=3236 3652:Workar-2 common . threads . threads:138
hddCleanupCallback persistence_sqlite:3ad3fcba3dd54d1698F18189Fa2d9de5C: \Users
ECCOUN~1'\AppData’ LocalyGoogletDrivetuser default'\sync config.db

2816-85-23 17:52:29,289 2780 INFO pid=3236 3652:Worker-2

ommon . worker . command_factory:175 Registered worker command types:

HGURE 2.27: Viewing the information stored in Syc_log log file

34. Open a web browser and open Google Drive home page by entering
the URL https://www.google.co.in/drive in the address bar. Google
Drive homepage appears, click Go to Google Drive button.

[ W0 hemamar. D oglecodnfd e,

GGDQIE Drive Meet Drive  Using Drive  Download  ForWork  Help

\

Go to Google Drive

HGURE 2.28: G[:-r:-gle Dave home page

CHFI Lab Manual Page 387

Computer Hacking Forensic Investigator Copyright [ bv EC-Council
All Rights Reserved. Reproduction 1s Strictly Prohibited.



Module 10- Cloud Forensics

35. Enter the email 1D of the Dropbox account in the provided box and
click the Next button.

Google

One account. All of Google.

Sign in to continue to Google Drive

n @gmiil.com|

Meed help?

Create accaunt

FIGURE 2.29: Entenng email address of the Google Dave Account

36. Enter password for the account and click the Sign In burtton.

Google

One account. All of Google.

5ign in to continue to Google Drive

L

n ;E@amail.com

] Stay signed in Forgot password?

Sign in vath a diferent acoount

FIGURE 2.3(0: Enta:ing passu‘nn;l of the fE'E-pEi’.‘I’.i‘i.‘E Gnngle Dawve Account

37. The browser access of a Google Drive account will help you to search
for deleted files, check and manage versions of a file, view recent
activity, as well as review details and actvity of any file present.

38. On the homepage of a Google Drive account, click Trash in the left
pane to view the deleted files. The page will navigate to the Trash

section, you can right click any image to see optons such as Restore
and Delete Forever.
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Module 10- Cloud Forensics

search Drive

Trash = Reriom Delmte frever

Restore

Cralebe Torever

1188 of 15 88 used

= —

= Lpgrads siorags

| | et Dvive far PC

FIGURE 231: "'r"ie'-riﬂg the Trash sectinn in the Gnngle Dave account

39. In the My Drive section, right click any image to get options and click
Manage versions... Option to see its versions.

Search Dnve

My Drive =

B varprg £ ue-Erapng

Preaiow
My Difoe

Cpen with
Shared with me

= : Share..

G&t ghareahle link
Recent

AMave ...

Starmed
&dd atar

Ransme ; . _‘-_ L
== =1

B Laptepprag B Metwork_png

B
*

1 M8 of 15 GB rsed Wiew dataits

= Upgrade storage

Manage versions... {j

Make & copy

e 3| O|@

Dowenbaad

Remive

HGURE 2.32 }..I:.' Dave section
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Module 10- Cloud Forensics

40. In the Manage Versions dialog box, vou can click the Ellipsis _}
button related to a file from the extreme right to download the file.

Manage versions

Drive keeps older versions of "132_klaptopdaemon.png’ for 30 days. Learn more

Upload new version

Current version 1321_klaptopdaemon.png

Fri10:11 AM De Jton

Version 1 1321394131 _klaptopdasmon.png
Nov 18, 2011, 10:38 AM Da ™" "o iuaton

I i Download \

Keep forever

i Delete

HGURE 2.33 ?'.Iaﬂagf Versinns dialnghm-:

41. To view the details of any file, select the file and

click the information

icon from the menu bar, Click Details tab to view details of the file.

My Diriva =

I Mol

E 1 prg E {31 klazizpdamrron

P

Ed e ol 1532 uneedd

E Uzgrode nlmege

=

M atrpng M ewoilipeg

o 19]

E baskat-t prg E cabender] prg E o[y B ofiary Flrym E Checkint prg

HGURE 234 "'.-"iewjﬂg details of a file

Tren Imaga

Sirm SEB [4.718 byt
Bresgrused  FEB 5230 byt
Location I Wy Drive

Do e

Wi W 10, 20004 by e 1)
Dpeet Mlgd 12, 2O by i

Cogtesd Ma 2 2016

ridd a cncripion

Wirwe can dowrlaes
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Module 10- Cloud Forensics

42. Click the Activity mb to view all the actvities related to a particular file.

! dice-1.png
Details | Activity \

YESTERDEY

You created an itern in
™ Direction png N e

B My Drive

™ dice-1png

Mo recorded activity bafore May 23, 2016

FIGURE 2.35: Screenshot showing Activiey tab

43. Click the Recent in the left pane to see recently accessed files.

GQ"_-QTE Search Dnve - “ Howharg

Drive Recent

“ Earliar this weak

L=,
-

E koeyboard png E wireless_Signal png

Py T T AT

1B of 15 GB used

-

[~

= Upgrade storags
e M whiteboard.prg M winepng P web 2.0 Matification 1.

FIGURE 2.36: Viewing the Recent section in the Google Dinve account
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Module 10- Cloud Forensics

44. Now run the RAM Capturer tool. To run the tool, navigate to the
location ZACHFIvY9 Module 10 Cloud Forensics\RAM Capturer and
double-click RamCapture64.exe. RamCapture window appears, click
the Capture button.

Note: It Ram Capturer displays an error while launching, copy the
RAM Capturer folder located at ZACHFIv9 Module 10 Cloud Forensics
to desktop and try running the tool.

Select output folder path:
D:YCHFI-Tools\Cloud Forensics\Google Drive Investigation\RamCapturer

Loading device driver ...
Physical Memary Page Size = 40496
Total Physical Memary Size = 2047 MB

Cancel

FGURE 2.37: RAM Capturer tool

45. Once the tool completes the process, click the Close button

Select output folder path:
D \CHFI-Toods\Cloud Forensics\Google Drive Investigation\RamCapturer

Loading device driver ...

Physical Memory Page Size = 4096

Total Physical Memory Size = 2047 MB

Memaory dump completed, Total memory dumped = 2047 MB

Capture! |

FIGURE 2.38: RAM Capturer tool
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Module 10- Cloud Forensics

46. Run the HxD tool to view the Hex value of capture RAM data. Click the
Open icon to add a file.

M HxD

File Edit Search View Analysis Extras Window 7

J,,|q;;bgﬁ_ 16 E}|AN5| E]|hu

FIGURE 239 HxID rownl main windosw

47. Navigate to the Z:\CHFIv9 Module 10 Cloud Forensics\RAM Capturer
folder, select the captured RAM dara file, and click Open.

Q2 E-
Date modified

5/23/2016 10:48 PM
7/29/2013 12:29 AM
|4] RamCaptureDriverd.sys 7/29/2013 12:29 AM

FIGURE 240 CrpEﬂLrlg the mpn_mad RAM data file

48. Now analyze the hex data using Find function and keywords such as
user_email, version number, local_sync_folder_path, snapshot.db, and
sync_contig.db.

49. Press ctri+f to actvate Find, provide the keyword, and click the OK
button to search across the hex dara.
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Module 10- Cloud Forensics

| File Edit Search View MAnalysic Extras Window 7

Q0000000 S3¢.859. 504, 530, VL. S4é, 850, 8F. 8Fg, 0. SWL . 53V, &7, Mo, SAs, SDA. 555, 8Ye, &, & 500, 505, &b, Snb . 530, 8L . 550 501, S4W. A
Q000008 B3Y.857.85Y . 831,450, 85¢ . 654, A5 . A5, 857, A3, 854 . 857, A5y . 834, A5, 437 . 851, A5F. A3 . 854, A5 A8Y. 854, 857 . A5¢ . 65¢. 857, 8
Qooo01ad  AsSy. -55-,;- ap, .:wsi,r ASp A5V ASY. A5y S5, B5Y. 850 A5, ASY. A5y, 85, 857, A5y A5, 85T .85y, 854, 5785y A5, &5y, 85y 851, 857 .8
QO0001ET  ...aveceaan 5585V &30, 85y, A5V, 859 . 85 . 55 . 8. . 850 . 5T 800, 500 BEE B . BFG . B r s rrrar s aa e s r
QO0H02a4d
adoo0z8d
Q0000309
aa00038a
aJoD0<£ad
DO0004T0  .ccnvrecnarrrstrrezea :
0000500 EEE A I EEEE A EEES S EEEE A G EEEE Lesrch fon Lr;:r_mi' [
aJo00583 sassEEsad s EESEa s sssaaam . R = s i LSS dMEESAdd LEESd A EESEAd EEESAd EEEES
J0DO0END  ..e. LERTR. ER. SELE. | oo..|  L#abype Ted-string ¥ br e~ tefh....Lyv.B..h. b ... BEV.< i,
aaoo0ess L Sv.E0.8a. 1. fas. bH.u B .8 .HE £ Cteden.d, el fhe: £LOTCORRD 4. .2, Fhw,
a3o007a0 I T - I | eprch direction sge . $, Apf . AInvalid particion teble.Errar
Qoo00Tad  ing ayascem, :-'I:.::J.“.q n:i"ul;:m-;r a _ran y - A, PP POT. N @2

OOBD0E00  wassvsmasssrnmassrnnnsssennsss| [JLnicodsstring () Forward
OOOD0EEd ccuussccaarscacassncaaasnnaaan il Backward
G R utulul-Tala) eEmEETEEERSTTEEESOTEESTE TR E . s D;a:e:emrm-'e G
QO00093]
afabelulakala)
Q3oo0R3a
QO000EID
QIoo0Bag
(a fadulnlu]adala)
QO000Ca]
QI000Dad
LalaSululufuefa)
QOO00EDD
AGoOnER]
Lafatululnlcgafa)
QO000Ead
AaonLoad
aJoDi103d
Q00011040

FIGURE 2.41: Sereenshot showing Find function

50. The tool will display data with searched string that would be having the

email of the Gmngle drive account.

FIGURE 2.42: Screenshot displaving the searched stang

51. Similarly search for other keywords. You can find the password of the
account by searching for password-related keywords such as passwd,
password, etc.

."..E..éﬁﬁ.:..'R.'Y.Eﬂ.'ﬁ“..Eﬁ.h&x.&ﬂ.&..!ﬂ.éx.;"
.. .Ex. (1....6..01.001.88.A8.€XTgmail . com{EEERE. . . .
gnIn=SD.+in&P:I:istE...:ntEDDki:=r:5.ﬁ:t.ﬂm,'Eh.t..p.s

.AR..c.u.n,.=...g.0..g.1.eh.cX.m8.5h.r..¢..v.i.cH.L..i".A.u, .h
RI I*II‘EIﬂIHTﬁERE IIEI‘EPqIBI l‘ﬂl IEIQH‘”IKI‘HI[IIxIGHI leplr‘l]‘g¢
X..JO0s.7Y.+0.8X.PS[.E*.L. .FX. "ZVpZ¥».GX. .™[.HX. 4

N9.\.009Z20Y.1i.PX.€].0Y. {.9Y¥.4.<v.¥

FIGURE 2.43: Screenshot displzgiﬂg the searched sl:n:'mg
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Module 10- Cloud Forensics

52. Run the WebBrowserPassView tool from Z:ACHFIv9 Module 10 Cloud
Forensics\Google Drive Investigation Tools to view the passwords
when a user accesses the Gnﬂgle Drive account thrnugh a browser.,

I WEI:'ENI‘HSEI‘FES:‘U;M
e Edit Wiew Options Help

Web Browser User Mame Pasoword Stre.,  User Marme Field

hitps/fwww.dropbor. com, Chrome r .Elgmail.:nm S.m:lng Ingin_:mail

B hitt sz vewin dr o pbocom, Interrmet Explorer 1. m Sgrmail.corm Strong

FIGURE 244: WebBrowserPassView tool

53. Run the Disk Pulse and WhatChanged tools similar to the steps above.
Start the monitoring process and capture the first system snapshot.

54, Uninstall the Gmngle Drive client to observe the artifacts it leaves
behind that could help in investigation of an attack.

I
I

55. Go to Control Panel < Click the Uninstall a Program = Select Google
Drive from the list of Prngrams and Features and click the Uninstall
button,

56. Click Yes 1if the system prompts a dialog box for confirming
uninstalling process.

w s El v Contred Pangl » F'rcgram-s H le;run:and Feasures w0 Search Pragrams and Features 0

Cantrol Panel Harme .
Uninstall or change a program

View installed updates Te uninstall a pregrarm, select it frarm the kst and then click Uninstall, Change, or Bepair,

¢ Tum Windows festures an ar
off

Drganize = [:}Imnstall

-

Marme Publisher Installed On Size Versiocn

m'Hn: ‘Weoakshap w2 BreakPoank Safteare 3972018 5.8.0.5419

B Disk Pulse 8618 Flexense Computing Systems Ltd.  3/17720148 245,18

€ Google Chrame 31952016 S0.0.2661.102
E’._;.EE%]EBH}'E"" __Goagle, Inc. $/23/2016  352ME 13021700459

18 Hal Hex Editor wersion 1.7.7.0 Iagl Harz 31972016 1.7.3.0

Goagle Inc.

B WinRaR 531 (32-bi) winLrar GrnbH oy 2952010 5310

Google, nc. Preduct version:  1.30.21T00459 Support links  httpefewavgeoglecem
Help link: hktpe/fwear. goagle.co.. Update informetion:  httpeffsnw.google.cam

FIGURE 243: Uninstalling Google Dave application

57. After uninstalling the Google Drive client from the system, go to the
Disk Pulse ool and stop the process, Click the Save button to save the
report.
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Module 10- Cloud Forensics

58. The report will contain the list of all the files modified during the
uninstallation process,

Commend Tooks  Help

ST O @ il B E 6

Cabase Charts Pt Layouls  Opbons Hedp

Date Teme Operation Size O M

D zilt Profile = 2d-bAay-2018 k300 Dedeted {1 Exytes ChlsersheocoumeinappDatat L scal Packeges Microsoft Windows. Cort...
b 2d-kay-2005 (53000 todified 11 Byes Cilsersh eocouncilpplate’Local Packages Microsoft.Windows. Cart.,
b 24-play- 2016 D020 Fladilied dcgeandl CollerhecccurildapData’L ccal PackagisMicragel Windoss. Cart..
& 24-kay-2016 {23001 Renamed Chilsersh eocouncildppate’LocalPackages Microsoft.Windows. Cort...
S 2-klay-2016  Q:30:00 Renamed Ta ecscundil Collerfiecs il AapData'L el Package\Micrase i Windows, Cart..,
e 2d-bday-2016 ke300 taodified eocouniil ChilsersheocouncilagppDatatL ocah Packages Microsoft Windows. Cort...
b 20-hlay-2006 053000 Fodiied (L0014 CillzerheccounailippDets’\Local Packeges Microsoft Windows, Cort..,
=T B ETTTRR ] ) [ i ] Dedeted CollzemteccouminappDatatL scal Packages s Micrasoi Windows. Cort...
o 2d-bay-2006 {300 odified eocouncil Cilsersh eocouncildpplete’ L ocal Packages MicrosoftWindows. Cort..
h I4-kay-2016 Q02000 Madiliel CllerdescerilApplata'\Lecal Package\Microsel Windows. Cort..,
& 24-klay-2016 {23001 Crapted ChilsersheocouncilagppDate’LocahPackages Microsoft Windows. Cort...
& J-kay-2016 33000 Deleted ClhemieccoungilippDete\LocalPackages Micros o, Windows, Cart..,
& 2a-bAay-2016 D301 tadified ChllserstheocoumeilappDataiL scal Packeges Microsoft Windows. Cort...
b 2d-kay-2006 (55000 Fodiied egoncil Cillsersh eocounciluipplate’Local Packages Microsoft Windows Cart.,
g 24-hiay-2018  OD:20e00 Renmmed Collerecc el dapDatatL ccal PackegisMicragel Windoss.Cort..
& 24-kay-2016 {23001 Renamed To eocountil Chilsersh socouncildpplate’ L ocal Packages Microsoft.Windows. Cort...
b 29-May-2016 DR300 Fladilied eciendil Cered s aprdilAg pDat 'L ccalPack aged Mic ras el Windows, Cart..,
b 24-bAag-2016 Qe300 todified eccouniil Chilserst eocoumcilapplataLocal Packages Microsaft Windows.Cort...
& 2-Bay-2016 Q3300 Dedeted et eccounailippRete’Lpcal Packsges Microsoft Windows, Cart..,
S Mplay-2018 G330kl Maodiied ecceuncil CUsersheccoumciNagppData’Local Packages\Microsolt Windows. Cort..
b 2d-kay-2016 {30005 lodified SYATEM CvVindowes Prefetch SEARCHPROTOCOLHOS T, EXE-DCBECADE pf

F I4-hay-2008  D0EDN0E Madilie FETEM CEtindewd Pralalc W SEARCHFILTERHOGT. EXE-TT4222 10 pF

b 24-bAay-2016  (le30e2E Fodified SYSTEM Cvindewes Prefeteh RURDLLI 2 EXE-CI935504. of

Retus Value |er| Cabmgrarioe By Extension - | Fie Categones

T han., 1 A
E::I‘FLJ-EJEI. I:Im 15| MCEXT Files 205,01 KB 35.51 %
’ , | " FBFFiles 0 Byies —-ELT
Change Rete 28 CH B . —tct L.
F'rm:-rgss Ti._ GMins, 45 % E ﬂsl:"';':u ?[IEI;:ZB o Do
Ne= TR
n MO Files 1TIME
| THP Files: 16500 KB
PHG Filis 3536 KB
% IDLL Files 2050 B
|—:- B0 Files 2.3 ME
[ ] PEME Fles 142 B

FIGURE 2.46: Rfcnn;l.ing the d‘taﬂgﬁ dun:iﬂg the uninstallarion process in Disk Pulse ool

59. Take the second snapshot of the WhatChanged tool. The tool displays
that it has listed six changes in the selected registry of the system during
uninstalling process.

C: D

[] Scan Registy: [ JCLASSES ROOT
[/] LOCAL MACHINE
[ JCURRENT USER

hatChanged

Found B new registry entries, listed in
"WhatChanged_Snapshot2_Registry_HECU.TXT"

HKEY _LOCAL_MACHINEMNSYSTEM\CumentControl Set*\Software \Class
Found & new/modified keys (isted in the output log)

HGURE 247 Whar( haﬂga;l ol displa:.‘iﬂg the resulrant chaﬂgﬁ after coim paﬁmn
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60. The tool gives output in the form of a text file, including addresses of

all the modified files and folders.

L | WhatChanged_Snapshot?_Registry_ HKLM - Motepad

File Edt Format View Help

HKEY LOCAL_MACHINEMZSOFTWARE\Microsoft\Windows‘\CurrentVersion\Group Policy
\Servicelnstances

HKEY LOCAL MACHINEMZSOFTWARE\Microsoft\Windows\CurrentVersion\Group Policy
\Servicelnstances\edec8482-55¥1-4128-b93e-6808ead2a7/1
HKEY_LOCAL_MACHINEASYSTEM\ControlSet@@1\Control\MUI\StringCacheSettings

\StringlacheGeneration=281
HKEY _LOCAL_MACHINEMASYSTEM\ControlSet®@l\ControliSession Manager
\PendingFileRenameOperations="?\C:\Contig.Msi\38692a8.rbf
HKEY LOCAL MACHINEMASYSTEM\CurrentControlSet\Control\MUI\StringCacheSettings
\StringCachebeneration=281

KEY LOCAL MACHINEASYSTEMA\CurrentControlSet\Control\5ession Manager
\PendingFileRenameOperations=\??\C:\Config.Msi\386592a8.rbf

HGURE 2.48: ?{ntepsuj file shnwing the oorueeed d‘tanges

61. Uninstalling the client will result in
e Deletion of the client contig folder (sync_contig.db)

e DPreservation of a local copy of the file as well as the Prefetch files

62. Other files that can help you in recovering traces or evidences of the
cloud storage service include

e Registry keys about recent files

o [NK files

¢ Browser history and cache

¢ Thumbnails

e Restore points/ Volume Shadow Copies
e DPagetile.sys

o Hiberfil.sys
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63. Screenshot displaying the Drive folder present in the Google’s Program
Iiles directory betore uninstalling the client:

Google

Home Share View

~ v Z:\Program Files (x26)\Google o L& Search Google

P
sl

7 Cuick access Name Date modified Type

Chrome 23-Feb-16 %30 AM  File folder

CrazhReports 25-Mov-151:13 PM  File folder

3 This PC Drive 11-Mar-16 10:34 A...  File folder
I Desktop Update 11-Feb-16 927 AM  Filefelder

fa OneDrive

T—_" Documents
- Downloads
11- Music

&= Pictures

B Videos

o Local Disk (C:)
== Local Disk (E:)

FIGURE 249 Sceeenshor of the Gmgle folder before uninseallarion

64. Screenshot displaying Google’s Program Iiles directory (Drive folder
disappears) after uninstalling the client:

Google

Home Lhare Wiew

Ml E:\ngram Files {:-:ﬁEi]"n.GnmI]Ie O Search Google

dr Ouilck sccass N Marme Date modified Type

Chrome 23-Feb-16 930 AM  File folder
CrashReports 25-MNov-15 1:13PM  File folder
EH This PC Update 11-Feb-169:27 AM  File folder

B Desktop

:| Documents
“ Downloads
J& Music

i OneDrive

| Pictures
T Videos
Local Disk (Cz)

== Local Disk (E:)

FIGURE 2.5k Screenshor of the Gnngle folder after uninsrallarion

Lab Analysis

Analyze and document the results related to the lab exercise.
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PLEASE TALKTO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

(] Yes M No
Platform Supported
M Classroom M iLabs
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