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Module 09 - Database Forensics

Database Forensics

Databases are the primary source of electronic evidence for every orgamization
trrespective of s size and complexity of the database. Database forensics is the
forensic study, relating to databases and its metadata. In database forensics, the

principles of computer forensics can be applied.
Lab Scenario

Amy, working as an incident handling manager with a software development
company, was notified of their products being available n the market before the

official release. As an incident manager, she suspected a security breach and reported
this to the FBL

An mvestigation team of cybercrime experts visited the tirm and started their 1nital
investgation. Later, the team found out that some unknown persons had hacked the
database to steal the products, and they also suspected that someone from mnside the
company had helped the perpetrators,

Lab Objectives

The objective of this lab is to offer complete informaton on database forensics.
The tasks 1nclude Extmcﬂng information from different databases and
perfnrmjng forensics im--estigatinn on them.

Lab Environment

In this lab, you need:
= A computer rurming 01 Windows 2012 virtual machine
" A web browser with an Internet connection

" Administratve privﬂegea toO run tools

Lab Duration

Time: 50 Minutes

Overview of Database Forensics

Databases contain the evidences of various sizes required by the court of law to
convict the culprit and prove them gulty. Invesugators may use the tmestamps
to check and wvalidate the user activities on the database. The investigator can
also focus on idennufying the transactuons in a database system for fraud
verificaton.

It 15 always recommended to outline and detine policies and procedures to be
tollowed to carry out analysis during database forensics. It is also recommended
to retrieve and analyze the data without causing any damage, ensuring its
authentcity.
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Module 09 - Database Forensics

O rask 1 Lab Tasks

I

Overview Recommended labs to assist you in database torensics:

* Extracting the Databases of an Android Device using Andriller.
*  Analyzing SQLite Darabases using DB Browser for SQLite.

" Pertorming Forensic Investigation on a2 MySQL Server Database.

Lab Analysis

Analyze and document the results related to the lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.
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Extracting the Databases of an
Android Device using Andriller

Abndriller is an application that performs read-only, forensically sound, non-
destructive acquisition from Android devices. Exctractors and decoders produce reports

tm HTMI. and Excel (xlsx) formats.
Lab Scenario

Databases play a vital role in storing user and application informaton in an android
device. The information stored in these databases includes Phonebook contacts, Call
logs, SMS, Synchronized accounts, WhatsApp chat messages, Viber call logs (if
installed on the device), Wi-I't passwords, etc. During the process of forensic
investgation, these databases can be acquired and examined mn order to obtain
crucial nformaton related to the person who owns the acquired mobile device.

Being an expert forensic investigator, your main job is to acquire as much
information as possible from the mobile device and analyze it 1n search of valuable
information.

Lab Objectives

In this lab, yvou will learn how to extract databases and other sensinve
intormation from an android emulator using Andriller.

Lab Environment

This lab rEqujres:
= A Windows Server 2012 virtual Machine,

"  Andriller located 1in  C:ACHFI-Tools\CHFIvY9 Module 13 Mobile
Forensics'\Mobile Forensics Tools\Andriller.

" Administratve Privﬂeges to run the tools.

Lab Duration

Time: 15 Minutes
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Module 09 - Database Forensics

Overview of the Lab

" Ensure that you are using an emulated Android device

" Exrract the darabases using Andriller

Lab Tasks

1. Before beginning this lab, logon to Windows Server 2012 virrual

= TAasK 1

machine and create a folder named Andriller on deaktnp.
Install Andriller 2. Launch AVD Manager from the Apps screen.

3. Select Test_Emulator and click Start....

Tools

Android Virtual Devices | Device Definitions |

List of easting Android Virtual Devices located at ChUsers\ Administrator.androidiavd
AVD Mame Target Mame Platform  APlLewel  CPUSAEI
| [ ] Test Emulator  Android 4.2.2 422 17 ARM (armeabi-v7a)

Repair...

FIGURE 1.1: AVIDD Manager main window

4. Launch Options window appears. Check Scale display to real size
option, specify the screen size as 6.5 inches and click Launch.

Skin:  480n854
Density: Medium (160)
E >cale display to real size

Screen Size (In): | 6.5

Monitor dpi: 56

Scale

[ | Wipe user data

| Launch from snapshot

| Save to snapshot

FIGURE 1.2: Launch E]pﬂnns window
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Module 09 - Database Forensics

Kﬂ&'igﬂte to C:\CHFI-Tools\CHFIv9 Module 13 Mobile
Forensics\Mobile Forensics Tools\Andriller, double-click
Andriller_v2.6.0.1_Setup.exe and follow the wizard-driven installagon
steps to install the applicanon.

Andniller

Welcome to the Andnller Setup
Wizard

This wizard will guide you through the installation of Andriller.

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer .

Click Next to continue.

FIGURE 1.3: Installing Andriller

On completung the installation, launch Andriller applicaton from the
Apps screer.

WinPcap Web Site . CodemMeter User Autopsy 3.1.1
. Help

Lninstall Andriller GFl LanGuard CodeMeter Contral ? Chracle Wi
Script Debugger Center < VirtwalBox

Andriller 4 GFl LanGuard 2014 CmDust User manual (CHM,
English)

Andriller Website g GF LanGuard CodeMeter License (English)
; Scripting... Command Prompt

Uninstall Android B GF LanGuard Help Logs User manual (FLE
DK Tools Emglish)

SDE Manager | GFl LanGuard CmAct | Motepad++
Troubleshooter

AVD Manager Backup Microsoft Word

FIGURE 1.4: Launching Andriller
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Module 09 - Database Forensics

/. 1f a Check New Versions? dialog-box appears, click No.

'ﬁ' Would you like to automatically check for updates each time Andnller

starts?

YES = check for new releases anline
MO = if used offline

FIGURE 1.3 Check MNew Versionsr dialng—bm:

8. If a Preferences Menu dialog-box appears, click OK.

FIGURE 1.tz Preferences Menu dialog-box

9, Main window of Andrller appears as shown in the fﬂllnwing
screenshot:

- Androic Arensic 1ools | =

ADE Tools

Global Cutput Lecation (Decoders / Extraction / Parsing)
Dutput

Extraction (ADB) | Data Parse (Folder) | Data Parse (. TAR) | Data Parse (A |
Check [Check if a device is connected)]

Go!
[ ] Open REPORT.htmil in browser

[ ] Use AB method (ignore roct)
[ ] Extract Shared Storage

TSI FE SIS ITE DD Andriller 2-5;9:1 LR R-R-0 b - -0 = LR e R - e ] FY

It iz the latest wersicn {(Checked online)
SoasocasHOSHIOOOESDOIDDEOO TiﬂE' SE'ttirIEE a5 o0080080006500800 5000
2816-87-19 84:48:48 Pacific Standard/Pacific Daylight (Detected
Time)

2016-87-19 11:48:48 UTC+80:88 (Time in Reports)

2016-87-19 11:48:48 UTC (Coordinated Universal Time)

SoQLooSooSoCooTooOCRNooOrRoOToooCo oSS ooTSo oD oSS oooD RO TSRO oTooSCo oo CoCoDooTOoSoQ

FIGURE 1.7: Andriller main window
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E TASK 2

Configure
Andriller

Module 09 - Database Forensics

10. You need to specity an output locaton for Andriller, where all the logs
and data will be stored. Click Output button in the Andriller window.

Global Output Lecation (Decoders / BExtraction / Parzing)
| Output |

Extraction (ADB) | Data Parse (Folder) l Data Parse (.TAR) I Data Parse (.AB) |

Check [Check if a device is connected]

Go!
| | Open REPORT.html in browser
[ ] Use AB method (ignore root)
[ | Extract Shared Storage

>0 >POPIDDOPDDODDDDDODDDDDDD Andriller 2 E E 1 oD DDODDD DD DPDDODDDODD

It is the latest version (Checked online)

"

FIGURE 1.8: Ennﬂguring L’?lul:pul: Folder

11. Navigate to Desktop, Select the Andriller folder that you created betfore
installing the application and click OK.

Please choose a directory, then select OK.

B Desktop
b B Administrator
b (88 This PC

P Libraries

b 'rﬁ MNetwork
. Andnller
b1 Autopsy

Folder: Andriller

Make New Folder

FIGURE 1.9: Configuring Ourput Folder

12. Enable USB Debugging meode in the rooted android device and
connect it to the machine.
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Module 09 - Database Forensics

13. After connecting the device to the machine, click Check button in
Andriller window.

File Decoders AppsUtile Lockescreens ADB Tools Help

Global Qutput Location (Decoders / Extraction / Parsing)

Output ClUsers\Administrator\DesktoplAnd riller

Extraction (ADB) |Data Parse (Folder) | Data Parse (.TAR) | Data Parse (.AB)

Check I [Check if a device is connected]

Go!

[ | Open REPORT.html in browser
[ ] Use AB method (ignore root)
["] Extract Shared Storage

oo DODODDODODD A”driller 2 E E 1 oD DO OODOODDD

It is the latest wersion (Checked online)
e300 DODDDODDDOOODDODOO Time SEttiﬂES o000 ODODDDODDODODDD

2016-87-19 84 :48:48 Pacific Standard/Pacific Daylight (Detected

2016-87-19 11:48:48 UTC+80:88 (Time in Reports)
2016-87-19 11:48:48 UTC (Coordinated Universal Time)

S>30 DD DOODODDODIDDODDDDODD DD DDODDODDDOOD DO DD DODDDDDDDODDDDDD

FIGURE 1.1{ Testing for the Device

14. On clicking the Check button, Andriller should display a serial ID of
the mobile device as shown in the following screenshort:

Decoders AppsUtils Lockscreens ADE Tools Help

Global Output Location (Decoders / BExtraction / Parsing)
Output CWsersVAdministrator\DesktoplAndriller

Extraction (ADB) |Data Parse (Folder) | Data Parse (. TAR) | Data Parse (.AB)

FTTRTTOT T

| [Serial ID: emulator-5554

[ ] Open REPORT.html in browser

[ ] Use AB method (ignore root)
|| Extract Shared Sterage

oo DDDODDDDD DD DD DD Andriller EIEIE.I oo DDDODDODODODODODDDDDOD

It is the latest version (Checked online)

o000 O DT OO OO ODDD Til'l'IE SEttiﬂES o000 OOD OO DD DOD

2016-87-19 84:40:48 Pacific Standard/Pacific Daylight (Detected

2016-87-19 11:40:48 UTC+80:08 (Time in Reports)
2816-87-19 11:48:48 UTC (Coordinated Universal Time)

Sss>rooosoooO>dOOO> OO OO DD DODDDDODDDODDDIDDDOD

FIGURE 1.11: Device Successfull}' Detecred
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E TASK 3

Begin Data
Acquisition

Module 09 - Database Forensics

15. Once the device is detected by Andriller, click Geo! button to begin data

eXtracton.

A

File Decoders AppsUtils Lockscreens AD Tools Help

Global Output Location (Decoders / Extraction / Parsing)
Output | C:Users\AdministratoriDesktoplAndrilier

| Extraction (ADB) ﬁ_[hta Parse {Fntdu}lﬂm Parse (.TAR) | Data Parse (.AB) ..
|| Check | seriallD: emulator-5554
Go!
' [[] Open REPORT html in browser
i || Use AB method (ignore root)
|| Extract Shared Storage

FIGURE 1.12: Bepinning the Extracuon

16. Andriller heg:ins to extract the databases and other useful informatnon as

shown in the fnllnwing screenshot:

Andriller £.6.0.1 - Androl rensic Tools [ = [ —

File Decoders AppsUtils Lockscreens ADE Tools Help

Global Output Location (Decoders / Bxtraction / Parsing)
Cutput CAUsers\AdministratoriDes ktopl\Andriller

Extraction (ADE) Data Parse (Folder) | Data Parse (. TAR) | Data Parse (.AB)

Senal ID: emulator-5554

R

[ | Open REPORT.html in browser
[ ] Use AB method (ignore root)
"] Extract Shared Storage

CX-3-Y-1-0-F-F-Y.7.0-F.-F.-X.F.F.1.-5-) 'GEFIEI"al DE'u"_'I'.CE IﬂFDrmatiDﬂ -1-%-F-3-%-1-%.0.-%.%-0.0.0.-7.-%.7.F.-K.

\DE cerial: emulator-5554

Shell permissions: root

Dewvice model: UNKMOWN sdk

IMEI: 2262853800855888

A\ndroid version: 4.2.2

Build number: sdk-eng 4.2.2 JB_MR1.1 1742939 test-keys

Local time: 2016-96-88 05:47:20 Pacific Daylight Time

Aindroid time: 2016-86-88 12:47:25 GMT

PO OO OO DODIO Data Extrac-tiljn 'Ulia HDDt OO OO ODODDOD O 0
mailProvider.db (MD5:36970af@aa®f91756461befd34e37829)
mailProvider.db-journal (MD5:d41d8cd98FBBb2842,08889982cf8427e)
mailProviderBody.db (MDS:9aldcl7356dB85alad7738e9b1F57757a)
mailProviderBody.db-journal

(MD5: c67a@993fb662590836dd@b8fa27b6cdc)

settings.db (MD5 :5aa@84d215a7 f7efec965bb786ca3i79% )

settings.db-shm (MDS:c6657b173971581645F1c3d6ebbcdf3il)

cettings.db-wal (MDS:88aafa@eObas74453468693Fb6a%ache)
ontactsi.db (MD5:a52ca26fecbaadsdiel75TclB4b9en9c )

FIGURE 1.13: Extracrion Iniriared
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Module 09 - Database Forensics

17. Andrller creates a directory inside the Andriller folder with the name of
the device followed by the tmestamp as shown in the following
screenshot:

Ancanrtier Aok - EANaroa rOrens
P o e i X, Fe Fa S O r

File Decoders AppslUtils Lockscreens ADE Tools Help

Global Qutput Location (Decoders / Extraction / Parsing)
Crutput C:\Users\Admimistrator\DesktoplAndnller

Extraction (ADE) Data Parse (Folder) | Data Parse (. TAR) | Data Parse (AB) |
Serial ID: emulator-5554

[_] Use AB method (ignore root]
|| Extract Shared Stora ge

C:\Users\Administrator\Desktop\Andriller \UNKNOWN_ sdk_2816-87-19 8 -~
4.53.32\REPORT .html

DD IO DDI DD DDD [DTI'I[J].EtEIj S0 FDDDIDDDDDDIDDDDD DD

OO PO OOD General DE'!.I"iCE Ir-I.FDrma-tiDn oD ODOOD0 DD
DB serial: emulator-5554

Shell permissions: root

Device model: UNKNOWN sdk

IMEI: ¢e€e6886060808008

Android version: 4.2.2

Build number: sdk-eng 4.2.2 JB_MR1.1 1742933 test-keys

Local time: 2816-87-19 84:55:87 Pacific Daylight Time

Android time: 2016-87-19 11:55:87 GMT

OO DO O PO OD Data Eltrﬂ[tiﬂn 'H'iﬂ H.U‘U‘t oD OO DDDOD DD DD

oD DDDODDDDDDDDD GEHEI"EItiFIE I"E[.'.I'l:l'r't oD DDODDDDCDDOD DD DD

Completed in 7 seconds!

M lals = [

r\Usersh\Administrator\Desktop\Andriller'UNKNOWN sdk_2816-87-13 @

Clear Log Save log

Finished Days left: 14

Q FIGURE 1.14: Extraction Enmple:ed
= TASK 4

Note: The tolder name varies according to the device used in this lab.

View the Acquired o .
Files 18. Navigate to the Andriller tolder located on Desktop and open the
folder in which the extracted files and databases are stored.
Home Share Wiewr
(&) * 4| L » Andriller » UNKNOWN sdik 2016-07-19 04.53.32 Search UNKNOWN_sdk 2016-...
S Favorites Mame = Date modified Type Size
B Desktop § db 192000 8:23 AM File folder
# Downloads || andnller.log 192006453 AM  Ted Document
| Recent places g DataStoretar 19/2016 &:53 &AM WinRAR archive
|| log-emrors.log /2016 453 AM  Tedt Document
E This PC (=] REPORT.htmil 19/2006 4:33 AM HTMIL File
| | REPORT.xlsx 1972016 453 AM  XLSX File
FIGURE 1.13: Viewing the Extracted Files
CHFI Lab Manual Page 312 Computer Hacking Forensic Investigator Copyright [ bv EG-Council

All Rights Reserved. Reproduction 1s Serictly Prohibited.



Module 09 - Database Forensics

Lab Analysis

Analyze the result and document the findings of the lab.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

RELATED TO THIS LAB.

Internet Connection Required

(1 Yes M No
Platform Supported
Classroom iLabs
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Module 09 - Database Forensics

Analyzing SQLite Databases using
DB Browser for SQLite

DB Browser for SQLite is an open-source tool to create, design, and edit database

Jiles compatible with SQLate. It is for users and develgpers wanting to create

ICON KEY

T
d S Valuable
nformation

& Test your
knowledge

E Web exercise

E.Q Workbook review

databases, search, and edit data. 1t uses a familiar spreadsheet-life interface, and you
don't need 1o learn complicated SQOL. commands

Lab Scenario

Ryan has lodged a complaint with the authorities regarding security breach in his
gaming company that has caused him financial losses. The probe results ncluded
that the company was using SQLite Databases to store informartion and had failed
to update the software. The investigators used a tool to tind that the attacker had
used a vulnerability scanner to hack mnrto 1.

As a forensic investigator, you should be aware of all the darabase technologies
being used including tools required to analyze dara in them. You can analyze the

SQLite Databases using DB Browser for SQ)Lire.
Lab Objectives

In this lab, you will learn how to analyze the SQLite Databases using the open-
source tool DB Browser for SQLite.

Lab Environment

This lab requires:
= A Windows Server 2012 virtual Machine,

"= DB Browser for SQLite located in C:\CHFI-Tools\CHFIv9 Module 09
Database Forensics\DB Browser for SQlLite.

An android device’s darabases.

" Administranve Privﬂeges to run the tool.
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Module 09 - Database Forensics

Lab Duration

Time: 15 Minutes

Overview of the Lab

" [nstall and launch DB Browser for SQlite

" Examine the database files

Lab Tasks

B task 1 1. In this lab, we will examine the databases extracted from an android
device located at C:)CHFI-Tools\CHFIv9 Module 09 Database
Forensics\Databases for Analysis\SQLite Databases.

Install Autopsy

2. Logon to Windows Server 2012 virtual machine,

3, Kﬂ&'igﬂte t0 C:ACHFI-Tools\CHFIv9 Module 09 Database Forensics\DB
Browser for SQLite, double-click sqlitebrowser-3.8.0-win64v2.exe,
and tollow the wizard-driven installation steps to install the application,

Note: If an Open File Security Warning pop-up appears, click Run,

Welcome to DB Browser for SQLite
Setup

Setup will guide you through the installation of DB Browser
for SQLite.

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Next to continue.,

Cancel

FIGURE 2.1: DB Browser for 5Q)Lite Setup Installanon Wizard
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= TASK 2

Create an Image

File Edt View Help

Module 09 - Database Forensics

4. In the final step of installation, ensure that Run DB Browser for SQLite
option is checked and click Finish.

Completing DB Browser for SQLite
Setup

DB Browser for SQLite has been installed on your computer,

Click Finish to dose Setup.

Run DB Browser for SQLite I

FIGURE 22: DB Browser for 5()Lite final step of installanon

5. DB Browser for SQLite GUI appears. Click Open Database in the

toolbar.

oy Mew Database & Open Database

DB Sche&ma

Database Structure | Browse Data ] Edit Pragmias I Execute SCL |

= =

Mame

%

nen an existing database file

SQLLlog | Plot | DBSchema

FIGURE 2.3: DB Browser for SQ)Lite main window
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Module 09 - Database Forensics

. Choose a database file window appears, Navigate to C:ACHFI-
Tools\CHFIv9 Module 09 Database Forensics'Databases for
Analysis\SQLite Databases, select accounts.db, and click Open.

..« Databases f... » S0Lite Databases Search SCLite Databases

Organize *  New folder = -

% Favosites Mame Date modified Type Size

Bl Desktop ‘% accounts.db /9/2016 3:39 AM Data Base File 56 KB
# Downloads “s browserl.db 6/9/2010 323 AM Data Base File 400 KB
_;_ Recent places |%| contacts2.db 6/9/2016 31 AM Data Base File 308 KB

downloads.db 6/9/2016 3:22 AM Data Base File 24 KB

"M This PC % EmailProvider.db 5/9/2016 3:22 AM Data Base File 100 KB
locksettings.db 2/9/2016 323 AM Data Base File 20 KB

i" MNetwork “%| mmssms.db 3'9/2016 3:22 AM Data Base File 100 KB
msgstore.db 2/9/2016 214 AM Data Base File 124 KB

settings.db /872016 3:22 AM Data Base File 68 KB

% wa.db 3/9/2016 3:56 AM Data Base File 40 KB

File name: | accounts.db W 5CLite database files (.db ".sgl v

Open Cancel

FIGURE 2.4: Choose a darabase file window

:-._]

The application displays the structure of accounts database under the
Database Structure mb as shown in the following screenshort:

File Edit View Help

i Mew Database g Open Database | Write Changes % Revert Changes

Database Structwre | BrowseData | EditPragmas | ExecuteSQL | il

!Mame

4 | Tables (7)

- accounts
sndroid_metadata
authtokens
extras

grants

i Create Table 54 Modify Table i Delete Table

Mame Type

4 || Tables (7
b |2 accounts
| | android_metadata
| authtokens Preta
|| extras sqlite_sequence
|| grants Indices (5)
|| meta . sqlite_autoindex_accounts_1
| sqlite_sequence sqlite_autcindex_authtokens_1
= Indices (3) sqlite_sutoindes_extras_1
sqlite_autoindex_accounts_1 sqlite_autoindex_grants_1
sqlite_sutoindex_authtokens_1 sqlite_autoindex_meta_1
sqlite_autoindex_extras_1 H Views (0)

vvvvvvvl
_i_'l_ll_ll_.i_l_

» galite_ auknindes arants P

 SQLlog | Plot | DBSchema |

FIGURE 2.5: Screenshot shmring Database Structure tab
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Module 09 - Database Forensics

8. Click Browse Data b to view the data in the accounts darabase.

9. Once you click the tab button, the accounts table will be selected by
detault and the table contents (the accounts synchronized with the
device) will be displayed under the Table section and the database
schema will be displayed in the right pane of the Ul as shown in the
tollowing screenshot:

File Edit View Help

i Mew Database i Open Databasze [ Write Changes & Revert Changes

| Database Structre | ErowseData | EditPragmas | Execute SQL | Lo

Mame

4 | | Tables (7)
name type password b =] accounts

Filter Filter Filber b |=| android_metadata

b |=| authtokens

+1-000-000-0... com.viber.noip  9f7955cBfa79... B [T] estras

M grants

B meta

B sglite_sequence

Indices (3)

sqlite_autoindex_accounts_1

Table: || -] accounts -| &2 | 5| | MewRecord | [pelete Record)

WhatsApp com.whatsapp  9f7955cBfa79...

o sglite_autoindex_authtokens_]
sglite_autoindex_extras_1
sglite_autoindex_grants_1
sqlite_autoindex_meta_1

(™8] Views (0)

[i] [2] 1-20f2 [3] 1] : <] |
T wn

FIGURE 2.6: Screenshot showing Browse Data tab

10. We can observe that the device was synchronized with two accounts:

WhatsApp and Viber.

11. In the same way, you may also view the contents of other tables by
selecting them from the Table drop-down list.

12. Now, we shall view the information stored in the browser database. To
go to the database, click Open Database from the toolbar.

File Edit View Help

& Open Database ] Wirite Chamgas i Revert Changes

SQL Blog

& 3 show SQL submitted by |sppication *| | Clesr |

£
— PRAGMA foreign_keys = "0°;
narme type password PRAGMA encoding
Eilter Filtar — SELECT type,name,sql,tbl_name FROM sqfte
: : SELECT COUNT(™) FROM (SELECT *_rowid_
SELECT " _rowid_" .* FROM "accounts™ OR

Whatsapp com.whatsapp  9F7955cafa7o...

+1-000-000-0... com.viber.voip 9F7955c8fa7g...

FIGURE 2.7: Screenshot shmj.'ing E?Ipen Database npl:inn in the toolbar
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Module 09 - Database Forensics

13. Choose a database file window appears. Point to the location C:ACHFI-
Tools\CHFIv9 Module 09 Database Forensics'Databases for
Analysis\SQLite Databases, sclect browser2.db, and click Open.

T | o « Databasesf... » S0Lite Databases Search 5CLite Databases

Organize *  New folder

Mame Date modified Type

w{ Favorites
Bl Desktop accounts.db 6/9/2016 3:39 AM Data Base File
& Downloads browserZ.db 6/9/2016 %23 AM Data Base File 400 KB
| Recent places contactsZ.db 6/9/2016 5:31 AM Data Base File 308 KB
downloads.db 6/9/2016 3:22 AM Data Base File 24 KB
E

/& This PC mailProvider.db 6/9/2016 3:22 AM Data Base File 100 KB
%/ locksettings.db 2/9/2016 3:23 AM Data Base File 20 KB
'r! Metwork % mmssms.db 3972016 3:22 AM Data Base File 100 KB
msgstore.db 2/9/2016 5:14 AM Data Base File 124 KB
settings.db /972016 22 AM Data Base File 68 KB

|“%| wa.db 3/9/2016 3:56 AM Data Base File 40 KB

File name: | browser2.db v | |50Lite database files (*.db *.sgl v

Open Cancel

FIGURE 2.8 Iavigating e the darabase files folder

14. Select Browse Data mb and select bookmarks table from the Table
drop-down list. This displays all the URLs that were bookmarked on the

device as shown in the fnllnwing screenshot:

File Edit View Help

| iy Haw Database g Open Database [+ Write Changes = Revert Changes

SQL Glog

Show QL submitted by |Appication =| | Clear

PRAGMA foreign_keys = "0%;
PRAGMA encoding

SELECT type,name, sql.tbl_narme FROM sqlif
PRAGMA TABLE_INFO[™v_omnibox_suggel
PRAGMA TABLE_INFO{ v_accounts™ );
SELECT COUNT(™) FROM I:SELECT _rawid
SELECT "_rowid_",™ FROM °~_sync_state]
SELECT COUNT(*) FHﬂH (SELECT " _rowid
SELECT "_rowid_",* FROM ~_sync_state
SELECT COUNT(*) FROM (SELECT " _rowid
SELECT " _rownd_" ,* FROM ~androdd_met
SELECT COUNT(*) FROM (SELECT ~_rowid
SELECT " _rowid_" ™ FROM " bookmarks™

Browise Data Edit Pragmas I Execute S0L |

| Mew Record | [Delete Record|

http://picasa...

hittp /vy

hittp:/fwww....
Murder hitps:/fvonow.....

Hack a Website hitp://wwwh...
Best Hacker T... https:/fwwaw....

TR Bweayombwpe

<]

:I:Ianu--  Gotm: <

FIGURE 2.%: Viewing all the URLs that were bookmarked on the device
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Module 09 - Database Forensics

15. Select history table from the Table drop-down list to view the browser
history.

File Edit View Help

& Mew Database & Open Database [ Write Chamnges it Revert Changes

SQL Blog

| Database Stucture | BrowseData | Edtpragmas | Executesql |

ﬁwﬁﬂ.wbmmdbﬂﬂmlhaum '| | Clear |

PRAGMA foreign_keys = "0";

PRAGMA encoding

SELECT type,name,sqgl,thl_name FROM sglt
PRAGMA TABLE_INFO(" v_omnibox_sugge
PRAGMA TABLE_INFO( v_accounts” );
SELECT COUNT(*) FROM (SELECT " _rowid
SELECT "_rowid_",™ FROM " _sync_state’
SELECT COUNT(*) FROM (SELECT " _rowid
SELECT "_rowid_",™ FROM ~ _sync_state_
SELECT COUNT(*) FROM (SELECT ~_rowid
SELECT " _rowid_",® FROM " android_met
SELECT COUNT(*) FROM (SELECT ~_rowid
SELECT " _rowid_",*® FROM " bookmarks’
SELECT COUNT(*) FROM (SELECT " _rowid
SELECT " _rowid_",* FROM " history’ ORL

Table:

https:ffwanw.google.com/we...

https:/waw.google.co.in/se... https://wanw....
murder - Google Search https:/ fwen....
https:/fwwwe.google.co.in/se... https:/fwww....

https:/fwwawe.google.co.infse...  hitps:/fwww....

g 9 Best Hacker Tools Online - W... hitps://fwww....
L<]

3-90f9 [>]

— ol -
o e R e — T T - R ST TS R

SQL Led Plot DB Sdhema

FIGURE 211k "k-"ieu‘ing beowser hisl:nf.r;

16. The sqlite_sequence table stores informanon related to history
(number ot websites browsed) and bookmarks (number of websites
bookmarked). To view this dara, select sqlite_sequence table from the
Table drop-down list.

File Edit Wiew Help

& Mew Database g Dpen Database [= Write Chamnges = Revert Changes

- 8L
| Datsbase Structure | BrowseDats | EditPragmas | ExecuteSQL | ey

Table: || | sdite_sequence Mew Record | |Delete Record

Show SOL submitted by | Application =| | Clear

SELECT COUNT(*) FROM (SELECT "_ro' ~
SELECT " _rowid_"," FROM “images™ O
SELECT COUNT(*) FROM (SELECT " _ro
SELECT " _rownd_",* FROM " images™ O
SELECT COUNT(™) FROM (SELECT "_ro
SELECT " _rowid_",® FROM " searches’
SELECT COUNT(™) FROM (SELECT " _ro
SELECT “_rowid_",* FROM " searches’
SELECT COUNT(*) FROM (SELECT ~_rov
SELECT " _rowid_",* FROM  history™ @
SELECT COUNT(") FROM (SELECT " _ro
SELECT " _rowid_",* FROM " history™ (|
SELECT COUNT(*) FROM (SELECT " _ro
SELECT " _rowid_",™ FROM " sqlite_seq
SELECT COUNT(*) FROM (SELECT " _ro|
SELECT " _rowid_",* FROM " sqlite_seq|

narme 524

Filter

1 history

2 bookmarks

LA AEBYRRYEREEEE

FIGURE 2.11: Viewing the contents sglite_sequence table

17. Now, we shall examine the contacts database in order to view the
contacts in the device and the call history.
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Module 09 - Database Forensics

18. To view the database, click Open Database from the toolbar. Choose a

database file window appears. Select contacts2.db located at C:\CHFI-
Tools\CHFIv9 Module 09 Database Forensics'Databases
Analysis\SQLite Databases, and click Open.

for

= Write Changes = Revert Chamges

1

SCL Blog

Choose a database file

I, « Databases ... » 3CLite Databases v D

Search SOLite Databases B

=~ O @

a5

Organize =  Mew folder

B [ | i i
<t Favorites Mame Date modified Type Size

B Desktop 6/9/2016 3:39 AM
B/ 2006 3:23 AM
6/9/2016 5:31 AM
6/9/2016 3:22 AM

accounts.db
§ Downloads | browser2.db
1 Recent places e % contacts2.db
[% downloads.db

35 KB
400 KB
308 KB

24 KB

[ata Base File
[tata Base File

Datas Base File

Data Base File

™8 This PC

€M Network

s EmailProvider.db

Iocksettings.db

mmssms.db

B/9S2006 3:22 AM
/972016 3:23 AM

b/9/2016 3:22 AM

[Fata Base File
Data Base File

[kata Base File

100 KB
20 KB
100 KB

| s ag i s anld EMMNAE .44 ARA Mubw Dees Cilla 174 D

File name: | contacts2.db ad

5QLite database files (*.db *.sgl

Open

FIGURE 2.12 ?{avigaﬂng to the darabase files folder

19. If a dialog-box appears stating that a table in the database requires a
special collation function, click Yes to proceed without the collaton,

A table in this database requires a speaal collation function 'PHONEBOOK! that
this application can't provide without further knowledge.

If you choose to proceed, be aware bad things can happen to your database.

Create a backup!

FIGURE 2.13: Collaton needed! Peoceedr dialng-hm:

20. The application displays _sync_state table by default. To view the
contacts stored in the database, select raw_contacts table from the
Table drop-down list. The raw_contacts table stores information such
as display name, account id, last time contacted, etc,
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21. The contents of the table raw_contacts are displayed as shown in the
tollowing screenshot:

File Edit View Help

{ New Database i Open Database [ Write Changes

Datsbase Structre | BrowseDats | EditPragmas | Execute SOU |

Clear

Table: ||| raw_contacts New Record | |Delete Record

= g6 SELECT COUNT(*) FROM (SELECT "_n -
_id account_id sourceid contact_is_re-| a7 SELECT *_rowd_"," FROM "data” OF
S e r—— 38 SELECT COUNT(*) FROM (SELECT * _r
. - - 99 SELECT " _rowid_",™ FROM "name_Jkx
5 1 0 199 SELECT 'EII'IIHT['} FROM (SFLECT "N
101 SELECT _rowid_ ,* FROM "contacts
102 SELECT COUNT(*) FROM [SELECT " _n
103 SELECT " _rowid_",* FROM " contacts
104 SELECT COUNT{*) FROM (SELECT * _n
105 SELECT " _rowid_",™ FROM ~raw _con
SELECT COUNT(*) FROM (SELECT " _n
SELECT " _rowid_",® FROM " raw _con
SELECT COUNT(™) FROM (SELECT "_n
SELECT *_rowid_",* FROM “raw_con

SELECT COUNT(®) FROM (SELECT " _n[
SELECT *_rowid_",® FROM " raw_con|

el

! | - Wt

[<] 1-70f0 [5]

2 0

| plot | DB Schema |

FIGURE 2.14: Viewing contents of raw_contacts table

22. You may scroll down and scroll to the right of the table to view the data
stored 1n the table.

File Edit View Help

& Mew Database i Open Database = Write Changes & Revert Changes

| Datsbase Structure | BrowseData | EditPragmas | EwecutesqL | 2 Hog

Show SQL submitted by |Application =| | Clear |

a5 SELECT COUNT(*) FROM [SELECT "_n ~
display_name display_name_alt  display_name_source -~ 97 SELECT *_rowid_",” FROM "data” OF
|-'i|ter Filter Filter S8 SELECT COUNT(*) FROM (SELECT "_n
| — ! 44 SELECT " _rowid_",* FROM " name_lo
100 SELECT COUNT(*) FROM (SELECT "_n
Albert Albert . SELECT °_rowid_",* FROM " contacts
SELECT COUNT(™) FROM (SELECT "_n
SELECT " _rowid_" ,* FROM " contacts
SELECT COUNT(™) FROM (SELECT "_n
SELECT " _rowid_",* FROM " raw_con
SELECT COUNT(*} FROM [SELECT ~_n
SELECT " _rowid_",* FROM “raw_con
SELECT COUNT(*) FROM (SELECT °_n
SELECT "_rowid_",* FROM " raw_con
SELECT COUNT(*) FROM (SELECT *_n
SELECT " _rowid_",™ FROM "raw_con

Table: | [ | raw_oontacts r @ |_;-,] ' Mew Record | |DEIE'I1 Record

Cristene Cristene 40
Adam Adam 40
Backham Beckham 40
Cherry Cherry 40

David David 40

1-70f20 | comw:

Blot DB Sdhema

FIGURE 2.15: Viewing contents of raw_contacts table
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Module 09 - Database Forensics

23. The calls table contains the call history associated with the device. This
table contains details such as the dialed numbers, dialed contact name,
nmestamp, call duration, etc.

24. To view this information, select ealls from the Table drop-down list,

File Edit View Help

& Mew Database & Open Database [ Write Changes = Revert Changes

| Datsbase Structwe | BrowseDats | EditPragmas | Execute SOL |

Show SQL submitted by |Appication +| |  Clear |

18 PRAGMHA TABLE IMFO{ view _entities™ )| -
number date duration 17 PRAGMA TABLE_INFO(" view_data_usa
e — Filter 18 PRAGMA TABLE_INFO( view_data’ );
- PRAGMA TABLE _INFO[™ view _contacts’
SELECT COUNT(*) FROM (SELECT " _ro
SELECT " _rowid_",* FROM ~ _sync_sta
SELECT COUNT(*) FROM (SELECT " _ro
SELECT "_rowid_ " ,* FROM ~_sync_sta
SELECT COUNT(™) FROM (SELECT " _ro
SELECT *_rowid_",* FROM " accounts’
SELECT COUNT(*) FROM (SELECT " _ro
SELECT “_rowid_",* FROM " agg_exce|
SELECT COUNT(*) FROM (SELECT " _ro
SELECT ~_rowid_",* FROM " android_n
SELECT COUNT(*) FROM (SELECT *_rov
SELECT “_rowid_",* FROM ~calls™ ORD

Table: || aals | |&] | & | newRecord | |elete Record|

o

+10000000005 1465376224525 B

+10000000003 1465378076924 14
+10000000004 1463378263153 492
+10000000007 1463378892956 79

+10000000010 1465379422888 0

SEBEURGRUEREES

LRl
=

el
=

<]

el

FIGURE 2.10: Viewing contents of calls table

25. You may scroll down and scroll to the right of the table to view the data
stored 1n the table.

File Edit View Help

& Mew Database i Open Database = Write Changes & Revert Changes

Datsbase Structure | BrowseDate | SdtPragmas | ExecutzSQL | Lic o

Table: | [ ] calls 7| [B] (3 [ewRecod | [peiete Recerd] Show SQL submitted by | Application =| | Clear

16 PRAGMA TABLE_INFO( view _entities™ )| ~
type new name nurnbertype 17 PRAGMA TABLE_IN FDI:: uinw_datarum!
Eieer o PRAGMA TABLE_INFO(" view_data’ );
PRAGMA TABLE_INFO(" view_contacts
SELECT COUNT(*) FROM (SELECT ~_rov
SELECT " _rownd " ,® FROM ° _sync_sta
SELECT COUNT(*) FROM (SELECT " _ro
SELECT " _rowid_",® FROM " _sync_sta
SELECT COUNT(™) FROM (SELECT " _ro|
SELECT " _rowid_",* FROM "accounts”|
SELECT COUNT(*) FROM (SELECT " _ro/|
SELECT " _rowid_",* FROM "agg_exce|
SELECT COUNT(*) FROM (SELECT " _ro/
SELECT " _rowid_",™ FROM "android_n|
SELECT COUNT(*) FROM (SELECT *_ro/
SELECT " _rowid_",” FROM "calls” ORD

Cherry 2
Adam
Beckham
Darren

Henry

K |
t-50f5 [>] [>1]

BB EBYEREENEEGR

FIGURE 2.17: Viewing contents of calls table
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26. Now, we shall view the data stored in msgstore database. The
msgstore database contains information related to the messages stored
on the device, nmestamps of the sent and received messages, subject of
the message, etc.

27. To view this database, click Open Database from the toolbar. Choose
a database file window appears. Select msgstoredb located at
C:\CHFI-Tools\CHFIv9 Module 09 Database Forensics\Databases for
Analysis\SQLite Databases, and click Open.

= Write Changes % Revert Changes

I S0L 8og

T |l =« Databasesf.. » S0Lite Databases v & | | Search 50Lite Databases LECT * 11 ~
Hata” OF
Organize *  MNew folder i= « [[] @ JLECT _n
name_ko

S

Marme Date modified Type Size LECT "_n
%] downloads.db B0/ 2016 2:22 AN Data Bace File 24 KB fontacts

W Favontes

B Desktop LECT "_n

|%) EmailProvider.db 692016 3:22 AM Data Base File 100 KB . T
& Downloads _ I ) ) : Contacts
[%] locksettings.db &/ 2016 223 AM Diata Base File 20KE | BLECT _n

N . 6/9/2016 3:22 AM Data Base File 100 KB S[aw_con
%] mpssms.db 9/2018 dtaBese - LECT *_n

9 %] msgstore.db 6/9/2016 514 AM  Data Baze File 124K8| |=Nlaw con

| settings.db 5/9/2016 322 AM  Data Base File sakg | PLECT "_n

L ) Cfaw_con
(%] wa.db 9/ 2016 3:56 AM Data Base File VKB | BEcT: 1

= | Recent places

(& This PC

€l Metwork g

[Fa) webwview.db B9 2018 322 AM [rata Base File 4k KB

File name: | msgstore.db W I S0Lite database files (".db ".sgl w

e Qpen Cancel

FIGURE 2.158: ?{avigadng to the darabase files folder

28. Select chat_list from the Table drop-down list. The chat_list mble
contains information such as subject of the message, key remote 1d,
message creation time, etc., as shown in the following screenshor:

File Edit WView Help

by Mew Database & Open Database [= Write Changes ‘% Revert Changes

SQL &dog

Show SQL submitted by |Application =| | Clear

PRAGMA foreign_keys = "0

PRAGMA encoding

SELECT type,name, sql,thl_name FROM sqlt
SELECT COUNT(*) FROM (SELECT ~_rowid
SELECT " _rowid_",® FROM ~chat_list™ OF
SELECT COUNT(*) FROM (SELECT " _rowid
SELECT " _rowid_",® FROM "chat_list™ OF
SELECT COUNT(*) FROM (SELECT ~_rowid
SELECT " _rowid_ "™ FROM “chat_list™ OF

|Databa¢eiu'u-:l:l.|r= Browse Data | Edit Pragmas | Execute SQL

Table: [ |-] chat list -| [E] 5] [mewRrecord | [pelete Record]

key_remote_jid  1essage_table_i subject Rad
Filter Filbar Filter

0000000@broad... 13

0000001@g.us 12 HAckeRs Club

O UMD 0 W) Oh LR s LB R s

0000o0000000-0... 10 Terrorists for Violence

==

0000001-000000... 9 Hackmedas

000o0001-00000... ¥ Suicide Bombers

Q0000002-00000... 5 The Hacking Fellas. . !... -

¥

FIGURE 2.19: Viewing contents of chat_list table
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29. In the same way, you may analyze the other tables in the database in

order to find more nformanon associated with the database.

File Edit View Help

o New Database o Open Database = i= Revert Changes

WWrite Chamges

D& Sche &ma

| Datsbase Structure | BrowseData | EdtPragmas | ExecutesoL |

se( b

Mame

4 77| Tables(14)

=] chat_list

|| group_participants

|| greup_paricipants_history
=] media_refs

._'] MEessages

I_-l rmessages_fts

| messages_fts_content

|=] messages_fts_seqdir

Mew Record

Delete Record

Table: i:] sdih;equem:e L

name
[F lter

Filter

messages 15

props 4

group_partici... 138

chat_list 7 [=] messa ges_fts_segments

messages_links
group_partici... 1 : ]| mm.agu:quutu
= props
| receipts
|| sglite_sequence

(=] [=] 1-50fs [5] 5L [ cow: ‘ |
| sQllog | Bot | DB sSchems |

T vy T T v T v

FIGURE 2.20: Viewing the contents of sqlite_sequence table

30. Now, we shall view the data stored in WhatsApp database. The wa
database contains informaton related to the WhatsApp messages stored
on the device, nimestamps of the sent and received messages, subject of
the message, etc.

. To wview this information, click Open Database from the toolbar.
Choose a database file window appears. Select wa.db located at
C:\CHFI-Tools\CHFIv9 Module 09 Database Forensics\Databases for
Analysis\SQLite Databases, and click Open.

[} Write Changes i Revert Changes

DB Sche fma

Choose a database file

Search 50Lite Databases e

= -~ [ @

. = Databasesf.. » 5SCLite Databases

vl::ri

Organize =  Mew folder

£y
oy

0 Favorites Mame

B Desktop
& Downloads

g

‘& downloads.db

% EmailProvider.db
) (% lecksettings.db
%1 Recent places
rmssms.db
msgstoredlb

1™ This PC : _
(% settings.db

Date modified

6,/9/2016 3:22 AM
BS9/2016 3:22 AM
B/9/2016 3:23 AM
6,/9/2016 3:22 AM
67972016 5:14 AM
B/9/2016 3:22 AM

Type

Data Base File
[lata Bas= File
Data Base File
Drata Base File
[rata Base File

Data Base File

Size
24 KB
100 KB
20 KB
100 KB
124 KB
&8 KB

wa.db

ﬁ Metweork

B/O2016 3:56 AM

[ata Base File

40 KB

webview.db

BAOV2006 3:22 AM

Datas Base File

40 KB

Rt

File name: | wa.db

b

50Lite database files (*.db "sgl w

Open

Cancel

FIGURE 2.21: Iavigadng to the darabase files folder
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32. You may browse wvarious tables in the database to view information
such as number of WhatsApp contacts, WhatsApp contacts’ names, etc.
as shown in the following screenshots:

File Edit View Help
i New Database i Open Database = Write Changes % Revert Changes
D& Schelma

| Database Structure | BrowseDeta | EdtPragmes | ExecutesQL |

Marme
4 7| Tables (5)

P[] android_metadata

bl sglite_sequence

B[] system_centacts_version_table
1 wa_contacts b | wa_contact_capabilities
b= wa_contacts
2 wa_contact_capabilities Indices (3)

o wa_index

Tabla: D sglite_sequence [El [Tﬁl | Foaw Fls:nrd_l |Ddet! Record

name s2q

[FI:n:r

Jid_index

wa_contact_capabilities_jid_capability_index
H Views ()
[} Triggers ()

[=] [=] 1-2ofz [=] [=1] : 4
|

File Edit WView Help
iy Mew Database g Open Database ] Write Changes = Revert Changes
DB Schefma

| Datsbase Structure ~ frowseData | EditPragmas | Execute SQU |
Tadle: ||| wa_contacts | ][4 [newrecord | [peleterecora] | | MM
4[] Tables (5)

number raw_contact_id  display_name  phone_typ: " b [ anckpiCmstariaia
Filter Filter Filter Filter b = sqlite_sequence
B ] system_contacts_version_table
19 +10000000002 2 Cristene 2 b ] wa_contact_capabilities
[

| - wia_contacks
20 #10000000005 5 Chermry Indices (3}

i5_wa_index
Jid_imdes
22 +10000000007 Darren (= wa_contact_capabilities_jid_capability_ineex

+10000000006 David M Views (0)
= B - L| Triggers (0)

21 #10000000004 Beckham

24 +10000000009 Fred

.

2] [E] 12-250r2 [5] 510 Got: | [ | L |

SQLLog | Plot | D8 Schema |

FIGURE 2.23: Viewing data stored in WhatsApp database

33. The locksettings database contains the settings such as the status of
the lock screen, lockscreen password type, status of the lockscreen
pattern autolock (enabled or disabled), wvisibility of the lockscreen

pattern, etc.
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34. To view the settings, click Open Database from the toolbar. Choose a
database file window appears. Select locksettings.db located at
C:\CHFI-Tools\CHFIv9 Module 09 Database Forensics'Databases for
Analysis\SQLite Databases, and click Open.

= Write Chiamges a= REvert Changes

I

DB Schedma

Choose a database file

1o« Databases£.. v S0Lite Databases w Search S0Lite Databases 2 |

Orgenize +  MNew folder = « [ @

“r Favorites Mame Date modified Type Che |

B Desktop [%| accounts.db
8 Downloads || browser2.db

T4

Data Base File 56 KB
Data Base File 400 kB
Data Base File 308 KB
Data Base File 24KE
" This PC | EmailProvider.db Data Base File 100 KB

e %] locksettings.db 692016 3:23 AM Data Base File 20 KB
| Eh Metwork [%) mmssms.db B9 20018 322 AM Data Base File 100 KE

! Y. | Y EMGINAE E4A4 KA Mabn Doaw Cls 154 WD

| S ]

i:'_h

1| Recent places (%] contactsl.db

= Y- Y- Y-
- A A
o

fa [ P
= s

[%| downloads.db

hability_index

oh

-y
&

File name: | locksettings.db w | | S0Lie database files (".db ".sql +

€| Open

FIGURE 2.24: Iavigal:mg to the darabase files folder

35. Select locksettings tfrom the Table drop-down list, to view settungs
associated with the lock screen pattern as shown in the fnllnwing
screenshot:

File Edit View Help

i New Database @ Open Database (= Write Changes

| Database Structure | SrowseData | Editpragmas | ExecutesQL | 6 Scheima

Table: || |locksettings | New Record | |Delete Record e
4 |7 Tables (3)

name Luser value b android_metadata
Filter Filter Filter I J locksettings
b sqlite_sequence
lockscreen. disabled ] 0 o Indices (0)

H Views (D)
L[ Triggers (0)

migrated
lock_pattern_visible_pattern
lockscreen. patterneverchosen
lockscreen.password_type

lock_pattern_autolock

1-60f5 [>]

FIGURE 2.25: \-’ieu‘ing the contents of lnn:lr.sﬂl:ings tabsle

36. This way, as a forensic investigator, you may analyze all the databases
that were extracted from the mobile device.
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Lab Analysis

Analyze the results and document the findings of the lab.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

RELATED TO THIS LAB

Internet Connection Required

[1Yes M No
Platform Supported
Classroom M iL.abs
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Module 09 - Database Forensics

Performing Forensic Investigation
on a MySQL Server Database

MySOL. is an open-sonrce relational database management system for use in web
applications.

TYT R Lab Scenario

[
{7 Valuable - . : .
N A suspicious post was found on a WordPress website’s homepage, which

information
P Test vour indicates that a suspicious actvity has occurred on the backend database. The
st you L , | ; e |
knowledge objective of this lab 1s to find the malicious user who gained access to mysq|
B web exercise server and examine the activities performed by him/her on the database named

Q Workbook review WordPress.

[ This is a ‘WordPress Wt

Thisis a
WordPress
Website It was so easy to get into this
Rk e server and play with it..! :p

You guys are never going to catch me up!!
I am the bad guy!l!

RECENT POSTS

Il Wias o easy 1o ged into this
serveT and play with it :p

RECENT COMMENTS

ARCHIVES

March 2016

FIGURE 3.1: E}:aminiﬂg thie suspicinus pOSt O 4 wn:dpre gs websire’s hnmepage
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Lab Objectives

In this lab, yvou will learn how to examine the databases and find the
rransactons performed by a suspicious user.

Lab Environment

This lab rEqLﬁtES:
= A Windows Server 2012 virtual Machine

"= Hex Workshop Hex Editor located at C:\CHFI-Tools\CHFIvO Module 09
Database Forensics'\Hex Workshop Hex Editor

"  WampServer located at C:\CHFI-Tools\CHFIv9 Lab

Prerequisites\WampServer

" Microsoft Visual C++ 2012 Iocated at C:CHFI-Tools\CHFIV9 Lab
Prerequisites\Microsoft Visual C++ 2012

" Administratve privilegea to run the tools

Lab Duration

Time: 20 Minutes

Overview of the Lab

* Install the WampServer and understand its working.

=  [Use Hex Workshop Hex Editor to find the hidden evidence files from the
database.

Lab Tasks

| 1

= Betore beginning this lab, you need to logon to Windows Server 2012
= TASK 1 :

virtual machine,

Install Hex 2. Navigate to  C:CHFI-Tools\CHFIv® Module 09 Database
warkshop Hex Forensics\Hex Workshop Hex Editor, double-click hw_v680.exe.
Editor
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Module 09 - Database Forensics

3. Follow the wizard-driven installation Steps to install the applicaﬂnn.

Note: If Open File - Security Warning pop-up appears, click Run.

Welcome to the Hex
Workshop v6.8 Setup Wizard

The Setup Wizard will install Hex Workshop v6.8 on your
computer. Click ™Mext” to continue or "Cancel” to exit the
Setup Wizard.

Cancel

FIGURE 3.2: Hex Workshop Hex Editor installation wizard

4. On completion of installation, if an Installer Information dialog-box
appears, click Yes to restart the virtual machine.

5. On installing the applications, navigate to C:HNCHFI-Tools\CHFIv9
Module 09 Database Forensics'Evidences\data, COpY
wordpress_evidence.sql and paste it in
C:\wamp'binimysqlimysql5.6.17\bin.

Home Share Wiew

' 4 Cut y | — i &= Open ~ Select all
| = . ) ¥ [Redit

My Copy path Select none

Copy Paste Move Copy Delete Rename Mew Properties ]
El Paste shorout bg o falder - oo Invert selection

wl % Search bin

. Date modified Type
I Favorites : 25t 2 i

=LY AR IR LA ] LTS L 4 I M ang
Bl Desktop - mysqlshow.exe 5172014 2:38 PM Application
& Downloads W mysqlslap.exe A/2014 238 PM Application
=, Recent places B | mysgltest.exe 5/1/2014 2:38 PM Application

mysqltest_embedded.exe 5172014 2:38 PM Application

-
1M This PC W

[rError exe 271720014 2138 PM Applicatior
=1 replace. exe 5/1/2014 2:38 PM Application

't" ] " v .
M Network = resolveip.exe 0/ 1/l Application

= wordpress_evidence.sql 142016 557 AN Micrasoft S0L Ser...

£

a6 itermns 1 itermn selected 546 KB

FIGURE 3.3: f:[}p}'ing_ and pasdng_ the evidence file in the .‘ELlLIL‘EL] folder
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6. Now, navigate to C:wamp\binimysqlimysql5.6.17, sclect bin folder,
press Shift on the keyboard and rnight-click on the folder. Context menu

appears. Select Open command window here.

-
Home Share View
3'LI & Cut
ik| Copy path <
Copy Paste Move Copy Delete Rename Mew
(2] Paste shortout to fow - folder

0o .
A Open = [ Select al

3 Select none
Properties .
v Ao Invert selection

e wamp b bin ¥ mysgl » mysgl5.617 »

[ Favorites — Open

Bl Desktop hin
4. Downloads data

Dpen in new process

Open in new window

File Tolder

Fi [ = |'.- .:'."

. Recent places dacs

Open command window here

File falder

include Share with

File folder

File folder

.H = i
[™ This PC lib Restore previous versions
) SCMPTS Include in hibrary i
€N Metwork share

Bin to Start
Backup 1 of
| BAckUp E Add to archive...

€ .
E Add to "bin.rar”

13 itenns | item selected

FIGURE 3.4: Selecting Open command window here option from the context menu

Command prompt appears. Point the location of bin folder. Type
mysql -u root -p and press Enter. You will be asked to enter password.
In the Enter password tield, press Enter without 1ssuing any password.

8. A mysql shell appears as shown in the following screenshort:

CaswanpshinsmysglsmysglS. 6.1 bin2mysgl —uw root —p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or “g.
Your MySQL connection id is 38

Server version: 5.6.17 MySQL Community Server (GPLY

Copyright Cc» 2800, 2014, Oracle andsor its affiliates. All rights reserved.
Opacle i1z a registered trademark of Oracle Copporation andsor its
affiliatesz. Other names may be trademarks of their respective

OWUNEDPS .

Type "help:’ or "~h' For help. Type "~c¢’ to clear the current input statement .

mysgl>

FIGTURE 3.5: m:;.m.ii chell
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9. Type create database wordpress; in the shell and press Enter. This
creates a database named wordpress. Once done, type \q and press
Enter to come out of the mysgl shell.

Administrator: C\Windows\system32\cmd.exe

CiswanpsbinsmysglsmysglS . b1 bin2mysgl —u root —p

Enter password:

Jelcome to the MuSQL monitor. Commands end with ; or “g.
Your MySQL connection 1d is 48

server version: 5.6.1%7 HySQL Community Server (GPLY

Copyright <c? 2088, 2814, Oracle andAor its affiliates. All rights reserved.

Oracle is a registered trademark of Oracle Corporation andsor its
affiliates. Other names may be trademarks of their respective
owners .

Tupe "help:' or "sh' For help. Type "¢’ to clear the current input statement.

mysgl? create database wordpress;
Query UK. 1 row atfected (VU.0W¥ sec?

mysg Ly | g

Bye

= s A Iy s s muens 15 R

FIGURE 3.6: Creation of database ‘-.‘.'IZ‘.*:".|P-.*EF~F~

10. Now, we shall copy all the contents of the dump file to the newly
created darabase.

I1. To copy, type mysql -u root -p wordpress < wordpress_evidence.sql
in the command prompt and press Enter.

12, You will be asked to enter password. In the Enter password field, press
Enter withour 1ssuing any password.

CoswampshinsmysglsmysglS .6 .17 bin2mysgl —u root —-p wordpress < wordpress_evidenc

2 _sqgl
Entelr passwo 1 :

CoswanpsbinsmysglsmysglS .6 .17 bin >

FIGURE 3.7: li".nr.-::i:‘mg contents of :Iump file

13. Once the backup 1s copied to the database, we shall login to mysql shell
and (by entering mysql -u root -p and then issuing empty password)
start examining the database. To examine the database, we need to use
the database.

14, Type use wordpress; and press Enter to use the wordpress database.

Coswanpsbinsavsglsmysgls .6 . 1binsmysgl —u root
Enter password:
Welcome to the HySQL monitor. Commands end with § or “g.

Your MySQL connection id is 49 ] _ _
sepyver version: b.6.17 MybQl Community Server (GPLY

Copyright <c)> 2008, 20814, Oracle and-sor itz affiliates. All vights reserved.

Oracle iz a pregistered trademark of Oracle Corporation andsor its
affiliates. Other names may be trademarks of their respective
DWnNeErs -

Tupe "help;' or '~h' For help. Type "¢’ to clear the current input statement.

nysgl> luse wordpress;
Databasé changed
e

FIGURE 3.8: Examining the darabase
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15. Now, we shall view the tables in this database. To view, type show
tables; and press Enter.

Administrator:
DUNEPS .
Type *help:' or '~h' for help. Type *>c’ to clear the current input statement.
mysgly use wordpress;

Database chanwed
mysgl> show tables;

e e e e}

Tables_in_wordpress

wp_commentmeta
wp_comments
wp_links
wp_options
wp_postmeta
Wwp_posts
wp_term_relationships
wp_termn_taxonomy
wp_terns

wo usermeta
Wp_Uusers

e}

[ rows in set (B.BB0 sec?

mys gl

FIGURE 3.9: Viewing the tables in the database

16. The wp_users table contains all the users accounts associated with the
wordpress website. To view the users, type select * from wp_users;
and press Enter.

i ID § user_login | user_pass i user_nicename
r_emall P ouser_url I user_registered
| ]

activation_key | user_status | display_name

] 1 | admin SPSBSScenYuMOuA ldinorz LH?Qd0KZAAk, | admin

inlPabe .com i http:s7vwuw . admin.com v BUBA-BE-U8 BBz HB B8
] B | Admin :

i 2 1 james i cebbc?7B658f 3158429701 h8%dcd3edbl i Jjames

esfaulknerf@gmail.com | http: Awww. jameswebszite.com | BHOH-B0-00 BE:HA:06
H ]

!' qamecfanlknes !

v 125 1 bad_guy H 5P$H_ﬂuu¥hjlﬂﬂﬂyPEF?R_hE_dﬂﬁnkEHEJ i anonymous _hacke

juylExyz com ! APPO-AR-0 PR:PD:08

i [F ] i i
] ¥ ] n

e e e e e e e e e e e e e e e e e e e e
——_—_——————————— e ——

e %

3 rows in set (B.BH sec)

mysgl>

FIGURE 3.10: Viewing the contents of wp_users table

17. It1s observed that a suspicious user account with the username bad_guy
1§ present in the table. Make a note of the user 1D which 1s 125.
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18. Since the scenario in the beginning of the lab states that a suspicious
post was found on the webpage, we shall view the columns in wp_posts
table. To view the columns, type show columns in wp_posts; and press
Enter.

mysgl> show columns
+———— -

e ——— e}

Fie ld

-[_ ———————————————————————
e —————— e}

i ID bigint2HY uns igned

i antn increment d
i post_author higint<{28> unsigned
r ]
I |

i post_date datetime ] HUOB-BE-0 B8 : 08 : 88
i

i :1:n:-3t_l:'l.a.1:e_gm1': . datetime HEMB—-A0—-A0 BA:08:B8
H :],:m st_content longtext i HU L1
i :1:n:-3t_ti1: le text MU LL
H :],m:;- t_excerpt text i MU LL:

post_status varchar (28D publizh

]
L]

i comment_status varchar 28> i OPEn
i
|

FIGURE 3.11: Viewing the columns in wp_posts table

19. You will observe a column named peost_author, which corresponds to
the posts made by the users.

all

20). Now, using post_author and the user i1d of bad_guy, we can collect
the posts made by the suspicious user (bad_guy).

P

21. Issue the tollowing commands to collect the posts:

select * from wp posts

where post _author ‘1257

into outfile ‘evidence.txt’;

Administrator: C:

mysgl> select * from wp_posts
—» where post_author = '125°
—» into outfile 'evidence.txt
GQuery UK, 3 rows attected TU.V0 s

mysgl>

FIGURE 3.12: Issuing command 1n the mysgl shell
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22. By 1ssuing the above commands, the posts made by the user whose 1D
1s 125 are collected, and saved to a tfile named evidence.txt in the
location C:\'wamp'binimysqlimysql5.6.17\data\wordpress.

23. Now, navigate to this location and open the file. You will observe all the
posts made by the user as shown in the following screenshot:

File Edit Search Yiew Encoding Language Settings Macro Bun  Plugins Window 7
cEHEEGE sk oe s ax BEETEEER@
c'-ridﬂm:tdE]|
P 125 2016=06=14 O07:34:10 O00Q0=00=00 OO0:z00:00 Auto Draft auco=draft open
open 2016-06-14 07:34:10 0O000-00-00 00:00:00 i

hetp: /F102.168.0.TE: B08]) /fwordpress/ Ip=0 0 past i
10 125 2016-06-14 07:38:52 2016-06-14 07:3B:52 It was 80 easzy oo hack inco the web applicatian. Hewvey

thought it would be auch eaay To Jet into chis!!!? Mever thought this would happen publiah

apen open never-cthought-this-would-happen 201e-06-14 0T:28:59 201&-06-14

07:38:59 i http: /192 . 168. 0. 78 :B08] fwardpress/ =10 4] pas=t i}

11 125 2016-06-14 07:38:52 2016-06-14 O7:38:52 Ic waz o easy to hack ineo the web application. Hewver
thought it would be auch easay To get into chis!!!? Mever tThought this would happen inherit

apen open l0-reviaion-vl 2016-06-14 07:38:52 201le-06-14 0T:38:52 10
hittp://1582.168.0.78:8081/wordp Fl = J revision ]

FIGURE 3.13: \-’ieu'ing the contents of evidence.oxe file

24. Now, we shall track events pertormed by the malicious user (MyISAM
Storage Engine) and recover the deleted data.

25. The binary log tiles store all the transactions occurred on the darabases.
An investgator can examine these files to track the events performed by
a partcular user on the target database.

26. Navigate to  C:CHFI-Tools\CHFIv9 Module 09 Database
Forensics\Evidences\data. You will find all the 1ng5 associated with the
database as shown in the fnllnwing screenshort:

Home Share View

% cut t-g-] X =1 ) L ™ Biopen~ HH selectan

[ Copy path h v oo i il o [ Edit EF Select none
Copy  Paste Move Copy  Delete Rename Mew Properties o

[7] Paste shortcut fo - fo- - falder - oo Invert selection

Clipboard Organize Hew Cpen Select

f{—:l = T 1. CACHFI-Tools\CHFI Module 09 Database Forensics\Evidences\da v | & Search data

Mame Date moedified Type

0 Favorites
Bl Desktop L mysq| 6/14/2016 431 AM  File folder
&4 Downloads J
| Recent places | test B/14/2016 4:31 AM  File folder
M4/2000 4:371 AM File folder
42000 1239 AM Ted Docurnent
42010 12:39 4M  File
M13/2010 8239 AM File
42010 12:39 M File
M13/2010 /02 AM 000G01 File
M12/2000 /213 AM DO0G02 File
/2006 11:58 BPM 000002 File
e/ 2006 4:55 AM DO0D0A File
F16/2016 4:58 AM DOO00 File
162016 4:09 AM DO000E File
e/ 2016 4:089 AM 00000 File
e/ 2016 3219 AM DO000E File

| perfermance_schema &/ 1472016 4:31 AM File folder

%

I wordpress

o

K| This PC | genguery.log

| ib_logfiled

il Metwerk | ib_logfilel

|| ibdatal

|| mysql-bin. 000001
|| mysgl-bin. 000002
|| mysql-bin. 000003
L_| mysql-bin, 000004
|| mysql-bin, 0000035
L_| mysql-bin, 000006
|| mysql-bin, 000007
|| mysql-bin, 000008

o

L

L L L L ¥ Ly oh

PRy

46items  1item selected 5.6 KB State: 38 Shared

FIGURE 3.14: Examining log files
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27. Analyzing the .frm files helps a forensic examiner to understand the
table format and the terms related to the table content.

28. Since the malicious user created a user account for himself with the
login name bad_guy, you may analyze the wp_users.frm file with a hex
editor to view the column name (along with 1ts hexa decimal equivalent)
that contains a list of login names associated with the users.

29. Now, open wordpress folder, right-click wp_users.frm and select Hex
Edit with Hex Workshop v6.8 from the context menu.

= ol r = = 5 ! [3 Cingny » B select al
=l 1 Select none
Copy Paste : Move Copy MD5 Calculator
L& Paste shor It ta= ta~
s [&f  Edit with Notepads+
“lipboart g
[t HexEdit with Hex Workshop v6.2
T | L =« Bwidences v data » wa Share with

Mame Add to archive..,

B
| | db.opt B Add to "wp_users.rar
=  Compress and email...

A2 Invert selection

wordpress

- Fawvontes
B Desktop

8 Downloads || evidenceld

Compress to "wp_users.rar” and email

‘1=, Recent places || wp_commentmeta.fi

|| wp_comments.frm Restore previous versions
| wp_links.frm send to
|__| wp_options.frim Cut

|__| wp_postmeta.frm Copy

8 This PC

% Metwark

b f
i Create shortcut

|| wp_term_relationshig
Delete

| wp_term_taxonomyd

Rename
wp_terms. frrm

—1l

| | wp_usermeta.frm Properties

|:, wp_users.fom 3/ 153/2016 7:13 AM
<1 m
13 iterns  1itemn selected 875KE  State 3R Shared

FRM File

FIGURE 3.153: Viewing contents of wp_users.frm using hex editor

30. We can observe that the login names are stored under the user_login
column whose hexadecimal equivalent 1s 757365725F6C6F67696E.

Fidle Edit Disk Options Tools Plug-las  Windaew Help

%[5 o=

Diaka Inspector L =X
Data at offzet 0=0000
d ! 00 ) ntd nr A
QO002155 OF e 25 O F i F . unitd 117

Jo002163 00 [ 1 75 G5 SF =1 . ...user_ pa int1G 29357

A BES Mt | @ E ||

12T ENSLA BIRO

S5« a0 s WUESL < L

nicename. ..
. Expression Calc
.user_email ]

....USEar ur |E'ﬂ"""Ij v 32! “'j

l....usexr ¢ ‘

egistered..

.

=
=
-

-
¥
o d
=

2125 €5 67 |
g0ziBn 0 14 7
ryeg-bin. 000.... indiatal

o N

73 65
W b _logfilel
x 1 o . ®

3 Etmﬂures| H‘_-_ R A| TR G -G e + Compare Results

- !
Member [5) Value (dec) # Valueth. o Soe [ £ | Tvoe Source B/ Count [B8) Count &) Tarae

E ___%WE’J -ta':h':'jﬁ%'"‘ | 88 Find | 4 Bockmarks |E| Chustput

. Usar actil

FIGURE 3.16: Viewing contents of wp_users.frm using hex editor
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31. Using this phrase, we shall first find the attacker’s login name, that is,
bad_guy from the binary logs, and from there on, we shall trace the user
activities performed by the malicious user.

32. In this lab, we shall analyze the mysql-bin.000034 log file. Open the file
with Hex Workshop.

33. Examine each binary log for the text string user_login or hex value
757365725F6C6F67696E.

.ﬁ File Edit Disk Options Tools Plug-lns Window Help .
23HSB | LEAB 20 | AR B @B %% e
A HED Mot | @B [emyasc v|| i 4

|| Data Insp g = =
Data at offset
il'll'a ..ﬂ._'
uintl
ordpress.INSERT IN int16
TO "wWp_ users’ {‘EE] uint1G
|Er 1ﬂg;nr, ‘user_p @HE
ass’, ‘user nicena uint32
me*, ‘user_email’, ot
‘user status").VA iyt E4
LUEE ([bad_guy|. M half float
D5 ('[pass123"), fleat  §
|nnymﬁus hacker double .
badguylxyz.com Al EELAE
Expressorg - X
Emnlvlﬂv

1
£ M} >

|| == it

A 9 E =] 1 ]

2 00 0e 00 00
00 1A 00 00 00
13 64 04 21

13 49 4E 53

15 65 72 73

1 BE 20 o0
15 SF
3 fd ©5
13 61 15
€2 61 o4 &7
73 31 32 27
=F 68 6l &B
78 75 Ta 63
10 01 00 0o
0 a0 00 00 a0
|_F1l 06 00 08

]
i

-] & &
=T

B3 o B3

Lo T o e

L R T

[
2
1
-
b

-
| T

(e L

65

s N o T s A R

U
o 1 s T

o
-] T

] L =

[T

=] 0y 0 )

1y wh
U |

L % A
B —d oW
1w O

|
[}
B3 o B Oy LR

=R

]
[t ]

[ 1O s R o I |

1A

1
|
o L -

Ly |

Bl

(3]
i
I ]
[ T £ I O

R e B B3 B B B Ty o
1 &

"

T v I
o T S T 1

B o=-d T =

w3 W LR
]

{8 e
| R

-
]

(PR I T Y = T I PO T o T e T e R

o I

[ I 3 [

L
i

(=]
Ll

=
I

[ R |

i

|Compare Results - v|ER| & X

| Torna Couarca ] | ot Foumt 5] T ureal

i E‘Irm:tures|
Member &) Valye (dec) #° Value(h.. # Size [&

|Resdls + = %

position aO0ODSFE (1525 Aursor: LUUUE] Aret DOLKUES AR =y Ui AL | BEA

FIGURE 3.17: Viewing the contents of mysgl-bin 000034 log file

34. While conducting a detailed examination on the binary files, we can find
that one of the binary files recorded an event where a query 1s executed
for creatung a user account with the

2. Login name — bad_guy
b. Password — pass123
c. Nice name — anonymous_hacker

d. Email ID — badguy(@xyz.com
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35. In the same way, scroll down the binary logs one-by-one to see the logs
corresponding to the malicious user’s actions.

E File Edit Disk Opfions Tools Plug-lns Window Help —|=

ESHad L h2AR (9 afSS e @D %[ e[

A B M RE MR eorst) w4 e

WE 7 8 = a2 B ¢ b E F 10 11 12 13 0123456789ABCDEF0123 ||l — ot
1 00 21 00 0B 00 77 6F 72 €4 70 72 €5 73 [..=td.l1.1...wordpres AN
4 45 20 &0 77 70 SF 70 6F 73 74 7% 60 20 |s5.UPDATE ‘“wp _posts" ntd e
F 73 74 5F &1 75 74 &8 &F 72 &0 20 3D 20 |SET ‘“pest_author® = uirZ
0 6F 73 74 SF 64 61 74 &5 60 20 3D 20 27 |125, ‘peost_date® = ! 16
& 2D 31 34 20 30 37 3A 33 37 3A 34 35 27 |2016-06-14 07:37:45" uintls g
4 5F £4 61 74 &5 SF &7 &0 74 &0 20 3D 20 |, ‘post_date gmt® = mtse
0 30 Zp 30 30 20 30 30 3a 30 30 3a 30 30 |'0000-00-00 00:00:00 uirt32
3 74 5F €3 6F GE 74 €5 &E 74 &0 20 3D 20 |*, ‘post_content® = s
F 73 74 S5F 63 6F SE 74 &5 6E 74 5F €6 6% |'', ‘pest_content fi uirtSd
0 20 3D 20 27 27 2ZC 20 &0 70 EF 73 74 SF |ltered® = "', “post_ half float
0 3D 20 27 4F &5 T& €5 72 20 74 B8 &F 75 |title® = 'Never thou float
% 73 20 77 6F 75 &C 64 20 €8 &1 70 70 &5 |ght this would happe doulble v
r 73 74 SF &5 78 &3 €5 7Z 70 74 60 20 3D |r', "post_excerpt® = <[m] T3
: BE _;-:'- T4 ::.-'h T3 ill. &1 _.*'I 75 _|_' &0 :l: 3D :'.- p?stTgtatus = ST
1 27 2C 20 &0 TD &F 73 74 BF 74 73 10 B5 draft', "post_type
F 73 74 27 2C 20 60 63 6F 6D 60 65 fFE T4 |° = 'post', ‘comment ||| (90|31
£ > 1
e - <[ | >
By wp_users fm En‘l:.u{ﬂbh[ﬂ]l S

s Structures "|. MEAADD B Compare Hesults Al MY

Member ] Value [dec) # Value(h— & Size %]

| e = o
- Bivconpare | W chedsum | @8 Fra | & Bootmarks | (] outpu

| Fesulls 4 o« =

FIGURE 3.18: Viewing the contents of mysqgl-bin. (034 log file

. We can observe that the attacker made a post (post_author 1d: 125) on
14th June, 2016 at GMT 07:37:45.

. In the same way, you may search for all the actions performed by the
attacker on the posts by looking for "post_author’ = 125 in the hex
editor.

. To tind the actions performed by the atracker, press Ctrl+F on the
keyboard. Find window appears. Select Text String from the Type
drop-down list, enter "post_author’ = 125 in the Value text field, select
Down radio-button under the Direction section and click OK.

Critera

Range

Find What:
. | Text String

Default ANSI: cp_acp

post_author” = 125

: |6070 6F 73 745F €175 7468 6F 72 6020 3020 3132 35

Dlirection
|:::| Up

® Down

Options

[ ] Find Al Instances
(®) UTF-8 String

(2) ANSI String

(_) Unicode String
O Al

[ ] Match Case

FIGURE 3.19: Find window
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39. While you scroll down the log tile mysql-bin.000034, you will come
across various actions performed on the database like user account
deletion, new posts on the website, etc.

Ey File Edit Disk _upti Tools Plug-ins  Window  Help BEE
FeHaH LA |20 RAADS 0 s %iw o=
P HEE (AR @ E | [ V][ @ » o

Izediat bil o B s 12 113

0 00 Qo0 00 01
7 BF 72 64 70 T2
00 29 5¢ 01
01 00 00 00 |
72 73 73 00
oo 00 ZF 00
oo 00 00 0e
25 44 41 54
6B GF 77 &E
SF 77 &E &5
01 Qg 00 Z2F
00 00 Q0 00 00
0o 4F 4D 4D
2F 00 00 01
oo 03 73 74
45 1Cc E4 5F
oo 00 0% 0o
od 21 00 21
5 52 ¢ 4D 20 77
* B4 F 857 10 01

<

) wp_users fim EmmlbhmJ _ |

L Structures WEM®BE A mo a2 ("
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FIGURE 3.20: Viewing the contents of mysql-bin. (N34 log file

40. In the above screenshot, you can observe a MySQL query for deleting a
user assoclated with the user 1D 3. In the same way, you may examine
all the log files and find the transactuons performed by the attacker.

Lab Analysis
Analyze the results and document the findings of the lab.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.
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