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Module 07 - Network Forensics

Network Forensics

Network forensics involves identification of suspeded aminal acivity and the alleged peaple
responsible for the crime. Network forensics can be defined as suffing, reordig,
aquisifion, and analysis of the network fraffic and event logs fo investigate a network
security incident.

Lab Scenano

James, the owner of a software company, recetved a complaint from Jessica (one of
his company’s employees), that she 1s receving sensitive emails from an unknown
person or email 11D and she suspects that another employee 1s sending these emails,
James wanted to capture and analyze all the incoming and outgoing packets of the
network in order to trace out the person who is sending the sensitve emails to
Jessica.

Lab Objectives

The objectve of this lab 1s, to make forensic investigators understand how to
snift a network and analyze packets of the target network.

The primary objectves of this lab are:

[
I Tools - (-‘ ' L T -
_aptur and Analyzi the Logs of a Computer Using GFI
demonstrated in : PHUHing yZing & P - & ¥
] EventsManager Tool

this lab are

available in * Investgaung System Log Darta Using XpoLog Center Suite Tool

C:\CHFI- e S :

Tools\CHEIVO * Investgaung Network Attacks Using Kiwi Log Viewer

Module 07 * Investgating Network Traffic Using Wireshark

Network

Forensics Lab Environment
In this lab, you will need:
. A computer running on Windows Server 2012 virtual machine.
- A web browser with Internet connection.
- Administrative privileges to run tools,
Lab Duration
Time: 70 Minutes
Overview of Network Forensics
Network forensics 1s the process of idenufying criminal acuvity and the people
behind the crime. Nerwork forensics encompasses sniffing, recording, acquisition,
and analysis of the network traffic and event log data to investigate a nerwork
security incident. It allows the investgator to inspect the network traffic and logs to
identity and locate the attacking system.
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Module 07 - Network Forensics

Lab Tasks

= TASK 1 Recommended labs to assist you mn snitfing the nerwork:
) *  Capruring and Analyzing Logs of a Computer Using GFI Events Manager.
Overview : y : : :
* Investgaung System Log Data Using XpoLog Center Suite.
* Investngaung Network Attacks Using Kiwi Log Viewer.
* Investgaung Network Traffic Using Wireshark
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Capturing and Analyzing the Logs
of a Computer using GFI
EventsManager

The GEI Events Manager antomatically processes and archives logs, by collecting the
information needed fo fnow abont the most important events of the computer.

Lab Scenario

James 1s working as a team leader in an MNC company. Sam 1s an efficient, honest,
and dedicated member of James’s team, but recently James noticed a big drop in
Sam’s performance. James found out from other team members that, Sam is
wasting a lot of time browsing and chatting on social networking sites. James called
Sam to ask him an explanation for the drop in his performance, and Sam lied by
saying that his current project 1s very ditficult to understand and time consuming,
Betore taking any serious action against Sam, James wanted to capture and analyze
all the logs of Sam’s computer to know how he 1s spending his time in the otfice.

As an expert forensic investigator, to analyze the security posture of a target
computer you must know how to capture and analyze the log files of a target
computer.

Lab Objectives

The objective of this lab is to help the forensic investigator understand and perform
log capturing of a computer using various techniques, to obtain:

" Security events
n Applicﬂtinn EVents

" System events
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TASK 1

Registering on the
GFI
EventsManager
Website

Q GFI EventsManager
assists with monitoring and
managing event logs,
maintaining network health
and security.

Module 07 - Network Forensics

Lab Environment

To perform the lab, you will need:

= A computer runm'ng o1 Windows Server 2012 virtual machine.
" A web browser with an Internet connection.,

" Administratve privﬂeges to mnstall and run tools.

Lab Duration

Time: 20 Minutes

Overview of Captuning and Analyzing log files

Every device on a network generates some kind of logs for each and every action
carried out on the network. Capturing and analyzing the log files is an important task
while investigating the security posture of the target network. The log files contain
informartion about all the system, device, and user acuvites that took place within

the nerwork.

Lab Tasks

1. Log on to Windows Server 2012 virtual machine, launch a web browser,
paste the URL htp://www.gfi.com/products-and-solutions/network-
security-solutions/gfi-eventsmanager/download?pid=esm i1n the address
bar, and then press Enter. It will redirect you to the registration form for

L EventsManager.

2. Il mn the necessary details in the Registration page and then, click
Continue button.

@8 Download Registration Fr X |

- c

2 www.gh.com/products-and-solutions/netwaor

Download free trial of
EventsManager®

Thiis software is designed for business use anly. The download link and licenss
key required to activate vour 30-day free trial will be sent to you by email, We
Al50 ercourage you to réview our global privacy policy.

F

Current
customers
and partners

ch W ."_I:l
First mame: * i

Last name:
bmail address: = @grail.com
Compary: *

Fhone: -

Country:

GFT MY FREF TRIAL ()

FIGURE 1.1: GFI EventsManager download registration fomm

CHFI Lab Manual Page 243

Computer Hacking Forensic Investigator Copyright [ bv EG-Council
All Rights Reserved. Reproduction 1s Strictly Prohibited.



Module 07 - Network Forensics

3. You will be redirected to the download page, then click Download Now.

R Confirmation

= - C [ www.gficom/products-and-solutions/network-security-solutions/gfi-eventsmanager/download/confirmat Ly | =

Rini, thank you for downloading GFl
EventsManager

Eg GFI EvenrsManager's

powerful filtering shifts
:hrnugh recorded event

logs allowing you to browse A 30-day evaluation key will be sent to you by email in the next few minutes. A valid email address is
without dele Eiﬂg any required to receive your 30-day evaluation key. If vou have not supplied a valid email address, please re-
records from vour register with vour correct email address,

darabaze.

End user license agreement | available in English |
Uninstall instructions | available in English |

Downloads

GFI EventsManager (build: 201 30606) Download Now @

File size: ~ 238 MB

FIGURE 1.2: GFI EventsManager download registration fomm

4. The applicaton begins to download. A product key will be sent to the Email
11D specified at the time of registraton, which is necessary for mnstalling GI'1
EventsManager. So, login to your Email account and note down the
product key.

P Start your GFl BventsMar X

&« C | B https//mail. google.com/mail/u/0/#inbox/1550ff1912ee2bce
Google
Gmail - B 0 & - % voe-

GFl EventsManager

Inbox (B3]
Stamed

Impartand —
Sant Mail Read the Installation guide now (=)

Dirafts (10)

¥ Circles

; Hini = Rini
Thank you far yaur interest in GF1 FI:'E['I'SrﬂEI'IEgEr a |EEU|I"II; By en |1:Ig n'll:ln"I:I”ng_ M@EnEg Bmeni
and ﬂrr:hwing salution that collecis the infonmation you need 10 know abouwt what is hﬂpp&rlng an

yaur nebwork al all ime3

Hére's whial you nised o 9@l staried

' 1a Your 30-day trial key:
Find sameons FO e e & SO sy et -ﬂ‘ll

HGURE 1.3 GFI Ew.'ml:shiaﬂage: pfmlu:: qu'_:.' gent oy the Emall 1D
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Running the GFI
EventsManager

Module 07 - Network Forensics

5. On completon of download, navigate to the path where the application 1s
saved, and double-click the installer.

Home Share Wiewr

T | @ = Users » Administrator » Downloads W C.-| | Search Downloads

e,

< Favorites Mame Date modified Type

B Desktop E eventsmanager.exe 6272016 12:24 AM Application 244 416 KB
& Downloads

21| Recent places
% This PC

ﬁ Metwork

FGURE 14: GFI EventsManager installer

Note: If an Open File - Security Warning pop-up appears, click Run.

6. GIl EventsManager wizard appears, click Install.

Event log monitaring, management and archiving

Version: 1 3.0

* GFI EventsManager setup wizard will install the following system components. These are required for
archiving and enhanced event log management performance.

Microsoft .NET Framework 2.0 (Already Installed)
Microsoft . MET Framework 4.0 (Already Installed)

[w] Microsoft SQL Server Compact 3.5 SP2 (x86)

lv] Microsoft SQL Server Compact 3.5 SP2 (x64)
MSXMLE (Already Installed)

[w] Microsoft SQL Server MNative Client

[v| Microsoft SQL Server Management Objects Collection

[v| GFIDatabase Server 2.1

[w] GFIEventsManager 2013

Click here for maore information: http: {fwww.ofi .com/eventsmanager

FIGURE 1.3: GFI EventsManager wizard

7. The applications that are already installed in the machine will be skipped.
Installation wizard appears for those applications which have not been
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Module 07 - Network Forensics

installed on the machine. Follow the wizard driven installation StEpS o
install those ﬂpplicﬂr_ir:-ns.

8. Once all the prerequisites are installed, GFI EventsManager Setup wizard
appears, click Next.

Welcome to the GFI EventsManager 2013
Setup Wizard

The Setup Wizard will install GFI EventsManager 2013 on
your computer. Click Next to continue or Cancel to exit the
Setup Wizard.

FIGURE 1.6: GFI EventsManager Setup wizard

9. In the next step of the wizard, accept the license agreement and click Next.

End-User License Agreement
Carefully read the following end user license agreement

GFl End-User License Agreement

For: GFl FaxMaker™: GFI MailArchiver™, GFI MailEssentials™ and GFI
MailSecurity™: GFl WebMonitor™: GFI LanGuard™*:

GFI Network Server Monitor™: GFI EventsManager™: GFI BackUp™: GFI
Device Warden™ and GF| EndPointSecurity™

(“Software”)

Ml CACE SARECIN I W MCLIMACLAF TUE Al ) ™EANITRIL/S TERRADT AR ShIMudTIARAMIS A TS

Elmtmmmhﬁmmgmnt

Print

HGURE 1.7 GFI Et'm:shianager SEtup License ;’!.gr:eemm: wizard
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Module 07 - Network Forensics

10. Customer Information section appears, enter the License Key sent to your
respective Email 1D and click Next.

Customer Information

Spedfy your username and license key.

Key in the 30 day evaluation key sent to you by email or dick Next to specify a
license key later. Events processing features are disabled without a valid hcense
KEy.

User Name: |Administrator

License Key:

Click Register to obtain a free 30 day evaluation key,

HGURE 1.8: GFI EventsManager Customer Infommation section

11. Logon Informaton appears, enter the password of Windows Server 2012
virtual machine in Password field and click Next.

Logon Information
Spedfy the logon credentials for GFI EventsManager

GF1 EventsManager requires a user account with administrative privieges to log on
to remote sources.

Enter domain administrator account details for GFI EventsManager service in any of
the following formats: Domain \Administrator” or "Administrator @DOMAIN®.

Account; [WIN-SEOMNGDMTRQ\Administra tor

[eesesaseess ]

FIGURE 1.%: GFI EventsManager I opon Information
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Module 07 - Network Forensics

12. Follow the wizard driven mnstallation steps to install GFI EventsManager.

Installing GFI EventsManager 2013

Please wait while the Setup Wizard installs GFI EventsManager 2013.

Status: Copying new files
B

HGURE 1.10:GFI EventsManager installation

13. On completing the installation, click Finish.

Completed the GFI EventsManager 2013
Setup Wizard

Click the Finish button to exit the Setup Wizard.

Cancel

FIGURE 1.11: GFI EventsManager installation completion

CHFI Lab Manual Page 245

Computer Hacking Forensic Investigator Copyright © by EB-Council
All Rights Reserved. Reproduction 1s Strictly Prohibited.



om0 0 |
= TAsSK 3

Launching the GFI
EventsManager

Module 07 - Network Forensics

14. The application begins to download and install updates as shown in the
tollowing screenshot:

Ferforming step 2 of 11:. Downloading updates.

Downloading update: 20130724 _ESM20135R1_PATCH_00.cab
[v] Close dialog after execution finished!

HGURE 1.12: GFI EventsManager download

15. Switch Database Server dialog-box appears, click OK to use the Database
Server on Windows Server 2012 virtual machine.

Enter the hostname or I[P address of the remote database
server you want to use.
Enter “localhost” to use the server on local machine.

NOTE: Changing the hostname will tigger a restart of
EventsManager.

Server hostname:
localhost

| ok

FIGURE 1.13: Switch Darabyase SEL'W.'Er:dialng-hm:

16. GI'I EventsManager main window appears, with a pop-up displayed on it.
The pop-up contains the trial period related informaton. Click OK to close

the pop-up.

File  Configure Help
Status Configuraticn
General W Job Activity B Skatistics

Everts Browser  Reporting  General

MW Send s Teedback,,, | Open Quick Launch Consgle 1) Help

Wl General Stats

The Gessral Stalus displays the primany monsice

GFI Eventshd ar 2013
i a5 piriormed by EventaManagar

Select view hpe fortop everss chats: Bam | | | B
" ' = GFI EventsManager

| Tnjl Impartat Logon Fvrits i Evenl hag montionng, manogersent and drobiviag

agar Senvice Status

4 =
L

'\rl m larager SErvice IS nnning.
four GFl EventaManager trial pesicd will exgeine in 30 dangsl v SHMP Tops

This avwaluation wersion e shorthy. Cick here for details or chok: Buy mowel 2o acquise undmSed RI-WE]
e kg mondonng o managsmn st

atabase Fill-Up

0 claws || espres on L2018 Update ke,

Evalustion days remaining
Event mowrses scanned Lo date
Mumber of ayents processed
humber of raokse ewents found
Mumber of criical events found

1 erwand source(s) Events -

[ Evanls -

0 ewends aages
[ oritiead events |msgas -

H 30 Day Trial | EI Buy mow! |
[Eo]

2808
ANGEE -
E il =

FIGURE 1.14: GFI EventsManager main window
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E TASK 4

Processing
Events of Local
Computer

Q The event log analysis
of GFI EventsManager
includes SNMP  traps,
Windows event logs, W3C
logs, SOQL Server and
Oracle audit logs, and
Svslog,

Q You can create
processing rules and filters
for Windows events by
simply  right-clicking on
event derails in the Events
Browser ool

Module 07 - Network Forensics

17. Quick Launch Console appears on the GF1 EventsManager 2013 GUL

18. Select the Process events - Local computer option in the Quick Launch
Console to collect events from the local computer. PIGCESSiﬂg Starts
automatically.

Welcome to GFI EventsManager
Select an option

Process events - Local computer
Start collecting events from the local computer, where GF| EventsManager is installed.

Process events - Local domain

Launch the Automatic network discovery wizard . This wizard will automaticalty
search your domain for event sources.

Process events - Selected machines
Start collecting events from selected machines.

Customize...
Customize GF| Events Manager settings.

Help me choose...

w-“ New monitaring feature. Tell me how to configure.

FIGURE 1.13: GFI EventsManapger Process events - Local compurer option

19. When processing 1s finished, the Quick Launch Console displays the
number of events processed, at the bottom of the dialog.

Welcome to GFI EventsManager
At any time you can perform the following main actions

Browse events

Access the buit<4n events browser and forensic tools that will help you to locate, analyze and filkker key
events.

Tell me more_.

Generate reports
Access reporting features including instant /scheduled report generation and automated report
distributior .

Yiew dashboard
Access the dashboard to view a graphical representation of the most important events.

Tell me mare._..

Tell me mare...

Use this option to customize GFl EvertsManager settings (e.g. enable Syslog and SNMP Trap
processing, key event notifications etc )

Tell me mare._ ..

[wf] Show this dialog on next startup

Service is unning: 1000 events processed so far on 2 event source(s) .
LIick here 1o go to the Status to find out more.

FIGURE 1.16: GFI EventsManager displaving the number of events processed
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Module 07 - Network Forensics

2(). From the Quick Launch Console wizard, click Browse events to see the

E TASK 5 EVETrts.

Analyzing Events

Welcome to GFI EventsManager
At any time you can perform the following main actions

Browse events
Access the builtin events browser and forensic tools that will help you to locate, analyze and filter key
events.
G te is Tell me more. ..
EQ Access reporting features including instant/scheduled report generation and automated report
The (zF1 distribution .
EventsManager dashboard Tell me more. .
includes a number of View dashboard
filtering-enabled charts to Access the dashboard to view a graphical represent ation of the most important events.

provide administrators with
fast and easvy access to the
dara tthf seek.

Tell me more. ..
Liz& thiz option to customize GF| BEvertzManager settings (e.9. enable Syslog and SNMP Trap

processing, key event notifications etc )
Tell me more...

lv*| Show this dialog on next startup

Service is unning- 2867 evenls processed so far on 2 evenl source(s) .

Llick hers to go to the status to find out more.

HGURE 1.17: GFI EventsManager Quick Launch Console window

21. Close the Quick Launch Console.

Welcome to GFI EventsManager
At any time you can perform the following main actions

k Browse events
+  Access the built+4n events browser and forensic tools that will help you to locate, analyze and filter key

events.
Tl ma more_

Generate reports
Access reporting features including instant/scheduled report generation and automated report
distribution.

Yiew dashboard

Access the dashboard to view a graphical representation of the most impotant events.

Tel me maore. ..

Tell me more...

Use this option to customize GF| EventsManager settings (e.g. enable Syslog and SNMP Trap

processing, key event notffications ete.)
Tell me mere...

[v] Show this dialog on nest startup

Service is unning - 2867 events processed so far on 2 event source(s) -
Llick here to go to the status to find out more.

FIGURE 1.18: GFI EventsManager close (Quick Launch Console window

CHFI Lab Manual Page 231 Computer Hacking Forensic Investigator Copyright [ bv EG-Council
All Rights Reserved. Reproduction 1s Strictly Prohibited.



Module 07 - Network Forensics

22. GFIl EventsManager displays all the events as shown in the following
screenshot:

File Caonfigure Help
Etatus Lonfiguration Bvents Browser Beparting General

& Sered us Teedback,., W Open Quick Launch Cansole ) Help
1 @ All Events (848 events) |1 Feport fram wiew |
#-{ef Teod Logs
e Syslog Messages Dasabase: CiProgram Files (86 FIDatabase Server . 1\ Databases'es mely
# SNMP Traps Messages
- -' Iicromolt SOL Server Sudd M Type imperiance Evert IO Dt ||| Ewent description  Fak
2 \1# :r;‘qada Mt I'-'Inama-;lE;a i1} rformaticn High 1707 201680
Q GFI EventsManager 3 .Img : 8 () irfomaticn Hgh 11707 2016/76./02
Oracl i (i rfommaticn Huh 11707 160602
S EOOREES, LGCAS - G Common Tasks: (T)rfomaton  Hgh 11707 2016/06/02
ecords for versions 91, 10g, e rfomaton  Hoh 11707 2016/5/02 2015/06 fo5
. Cisgiomiye Brormser el | - ; i i
and 1 lg. Cipen Guick: | aunch Conaole jﬂmmm Figh o SR oz |:|~5|:5-|z-1rrII=

(j}} rfomaticn Hoh 11707 H16DEN2 Imporcance:

(i }irfomation High 11707 FETES3 Rule Wase:

Actions- ':E' rfomation High 19707 0B/ 3 ?ﬁglgf:”aﬂ&ns suceassTully
(1) rdormaticn Hoh 11707 160531 monirored machine:

Creale rasl view, “ - i ; P B EOMNGDM TR )

Create v, - ! - mindnnﬁmn Forsat:

Ede wiew_ r':__?,} infamation High 11737 20160553

Diplof o wagwr '\-\!}

Eind evens “

Epot events fo C5W = g: . iF HIEMES
[k sverfis as deletad ] irfamation High 117-'|]E 20160630 Product: GFT EventsManager 2013
(I irfomaticn Figh 11707 201604530 -- Installation completed

Lk

B : IR Enrmdine i 19774 WL i £ !F-Ul:l:iiifu'l Ty,
= € 1] E . . _
Corfigunng and using events browssr inne >

FAL 4 4 | Pags 1 af 1 Loading view finished, Click here for details,

Swatch daigbase

LoQ Name:
Irfsmmation H;h 1107 20165531 Application

. T 1 1 1 Event ID:
) ) In wWork Hours:
15adnin:

\4) GF| Eventsianager alerting is not mrﬁg.;rd. Clhick hers to configune now, »
Database: C\Frogram Files (x286)WGFH\Database Server 2, 1% Databases esmstg - All Bvents - 848 event

FIGURE 1.19: GFI EventsManager Events Browser

23. Expand Windows Events node, and click Security Events to view all the
security events in the log viewer.

24. You can also see only the logs related to any subcategories under Security
Events node, by expanding the node.

File Configure Healp
Status Configuration Events Browser Beporting General

Vicws: | send us Teedback. @ Open Quick Launch Consale 8 Hep
I.'-: &8 Wirdows E'.r-:rrlsl - = . .
T IS server events @ Filter: Security Events (807 events) |1 Regort from view |
[+ de Replication Everta | g
+ -4 Other Everts i
+ . Date
2160602
2016/06,/T2
EQ Archived data can ankiuias Date:
. . 2hedetz 2016,/06,05
reside on a SQL Server Customize browser kryout 2 2016/06/02 Time:
) - - : LDoen Luick Launch Carsole ... - ) f_— 0127113 ’
databasze or in secured and Swilch database / : 3':'_15-'35-':'3 Eﬁfﬂ:ﬂ:-ﬂ Wediun
Enmpr.'ESSEd files. "y " RS i successful Logon - ouiside work

i ki . T i = ahie E Fagurs
? ) e a LA iy AR AN Momitored machimg: WIK-

Crefte rmot view . N ' - SEOM

L F

r PR STl ] 99 Format:
e — . 20160602 Windows

EdE wirw ) _ Log mMame:
Dl e yiepy 2016/06:/02 SECUriTy

o a4 . ; Ewvent TIDO:

Find swvenis g 20806 In Wark Hours:
Expoit avanls Lo C5W ik / z 2016060 isadmin:

LIt = B 2) C 3 WG
R Em“mh . 2016/06/01 an account was successfully
&) Help: 9 Sueeass Audd 201606/ T1 logged on.

| - Y ALE A .
| m Subject:
Lorfaguring and using events browssr.. SafriFu T

EAQ 4 4 | Page . Loading view finished. Click here fer details.

\4) GF| Evenisianager slerting is not i:urfq.;bd. Click here to configurs raw,
abase: C:Program Fibes (x26GFNDatabase Server 2, 1'Databases\esmstg -

FIGURE 1.20: GFI EventsManager securty events
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Eg GFI EventsManager
has improved alert level for
key events or iatrusions
detected on the network,

g GFI EventsManager
is a log processing solution
that provides nerwork-wide
control and management of
Windows event logs, W3C
logs, SQL Server and
Cracle audit logs, and
Svslog events generated by
vour network sources.

Module 07 - Network Forensics

25. Select any event among the event logs to view the details under the Event
description section in right-pane.

File Copfigure Help

Srarus  Configuratien Events Browser  Bepoding  General

| Serd us Teedback...

: @ Filter: Security Events (807 events)
=

Sacurity Events

Yiews:
=&} Wirdows Everta
Pl DS server averds

W COoen Guick Launch Cansole 1_‘) Hah

| Repart from view

o Uther Everts

+ Diwectory Services Events
b ==cunty Events

& Ppplication Evenls

¥ Symem Events

Event description  Ewlds

2016/D65/02 ;
2016,/06/02 2016,08 J,;;
i Time:

P DZ:14:27
207802 Importance:
71 6502 Rule Mame:
T , succassful Logon - outEide work
. DL L BELrs

Customize browser ol
rich Conaole
Medium

wonitored machine: WIN-
EEOMNGDMTRO
L3 FOrSAr:
Trndows
L@ Name:
SecuriTy
Event ID:
In wWork Hours:
1s5adnin;

Creste ool view.

Creafe view,,

E.-I- [} igll.l.

Diplese wicer

Find sverds

Export evens 1o T5W e
[Wlark mvertis gs delelsd

@ Help:

20160602
201602
A0
2016601
20716,/0601
ol A
WAL TR A1

AN Account was successTully
Togged on.

Subject: )
SErpratyr T0-

Confagunng and using events browssr
et I j Loadang view finished, Click here for details.

,_'E_..' GF| Everlsianager alerting is nol -:wﬁg.;rd Click hers {o comdiguns now,
abases C:\Program Fibes (x26)\GFI\Database Server 2.1 Databases'esmstg -

FIGURE 1.21: GFI EventsManager Events Browser

26. Expand the Application Events node, and click Application Events to see
all the application events in the log viewer pane.

Eile Configure Help
Statws  Configuration

Events Browser General

Eeparting

a Send s feedback. .. W Opsn Quick Launch Consale &Y Heip

|I:-IHmutfn:mmw|

@ Filter: Application management (36 events)

Lpphication manegament

Type Diste

{1 Informatian 201

(1) demnation 2016060

(1) Idornation 201606

(i) Information H16/06/) B

(i) bfermation 16060 | 201606708

(1) Idormnation 016/ Time:

(@) Information 201660 | 2% 2 fparcance:

(1) dernation Hi6D53 | [wigh

(1) idomnation 20160573

(i) Information 653

(1) rdomnatian 2016053

{1 information 2016/05/3

(i) nformation 605/

(1) demnatian 016053

{1 information 0160573
Infommation 16053

(i idremation HIAMSS

<] 1] >

Cuslomize brawssr lavaut
Oipen Quick Leunch Consala,
Sretch databese .

:A::.llmu;

Rule Mame:
applications successTully
instalied

Monitored machine:
WIN=5EOMNGEDMTRO

) Log Format:
windows
~ Log Mame:
Application

Event ID:

11707

In wark Howrs: Wp
1 sadmim; Yes

Product: GFI Ef#ﬁtiﬂﬂﬂlgic

e T

Laading view finished. Click here for details.

Cregte npof wipw

Create visw

B v

Uelels view

Fired £wants

Export everts ba CS file
Mark awanls 3 dalated

) Help:

RS, R —

Lordiquning ard usng sverts browser

4 4 | Page 1

coram Files (k86 IDatabase Sercer &1\ Databases'es

FIGURE 1.22: GFI EventsManaper application events
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27. Select the System Events node to view all the event logs pertamning to
System Events. You may expand this node to view the sub nodes
associated with it.

L]
=il

File Configure Help

Q C3FI Evem:s‘aIanager Status Configuration Everts Broweser Beporting General
supports  Simple Nerwork : A Serd us feedback... W Open Quick Launch Consale ) Help
Management Protocol, the : B - ]
hnguage spoken by low- iy Prin activs @ Filter: System Events (1,294 events) |1 Fegor from v |
level devices such  as L g | Systeen Events
routers, sensors, firewalls, i Windows File Protection events| =
Erc. ' | System Heaith - memory events
+ System Healh - disk gverls
£l-§&t Event bog system
-l System Health - TORAP Type Date N
¥ |} infarmation 2016060
(i Irformaticn - 7 2016/0670
(i) Irfomaicn - 2016060
(T} irfamation ; 2016060
' B irfomation : - D00 | aose0e /00
Eg (zF1 EwventsManapger E‘n u.;:’;-.ljrm-hrmdj_ 8""‘*“““"“" ' 2016/06:0 _ Time:
= T 2 . EE Switch daizbiase @irf*:mn:l.im ) 18060 EI-E.:.S-:I.i K i

OWR T Lo [I_'lggfl_' Actions: %Irfﬂrmmm ] 2016 TED BRule Mamea:

. ' E - . - windows services Status <h B
actions such as sending N _ Irformation / 2076/060 Wonitored machines
" e one’ i T Comale ool view., (T} irfamaticn ; ' 2016/06/0) | (WIN-SECMNGDMTRD

: . LR Irfamation ] SOETED Wi mdiows 4 I
people by email, nerwork EEEkFiEL ¥ Infomation . AMEDEA
IMES SAFES, SMS Lackdn e - (i) irfarmation - 2016/D6/0
notificatons sent through Export events o C5V file %H“'"““‘“" ' 2016050 In Work Hours: 8O
[l mveris as delebed Infomation ] 201506 isadmin: WD

an email-to-3M3  pateway (@ irfomation : 01606

: : i Help: The winHTTP web Proxy AUTO-
or service, and includes @ help { erf-:lnnmm - HNEMEN Y n15r_w5ry"5er~~.r1ce .;erﬂce
- _- . ¥ antered TNE STOPDeD STATE.
AP 2 traps. Corfiguring and using eeents brmwanar fin - B

Lwding wiew finished. Click hers for details.

HGURE 1.23: (GFI Ew.‘ml:shlaﬂager all events

28. You may select an event from the log viewer pane, and from the Actions
) 9 -
pane. Select any action to perform on selected events.

L]

File Copfiqgure Help
Status  Configuratien Events Brawser  Bepading  General

Vicws: M Send us fesdback. .. | Cpen Guick Launch Canscle &) Heb
= @- System Ewvents ' .
o {i} P activiies ﬁ, Filter: System Events (1,294 events) ] Repart ram view
Shidawn frebanol
! - SCM Events I System Evenls
Q GFI EventsManager g - Windows File Protection events E‘
: - | £ 4 System Heafth - memory events
offers a Epmpelhﬂg view of | o i System Heotth - sk events |
the security status of your | el Eventlog eystem T
. 1 deliv 5 v §} System Headth - TCPAP ipa =
ﬂemnﬁq and delivers better | o (T) irformation I01E05/
compliance  reports by (i) Infoemation 216/05/%
integrating key information : (i) infaemation 201640573
. ' ' (1) nformation 2016/05/2
provided by GFl1 : ) . Date:
: (i) Information 06052 | \2016,05 /30

LanCruard and (:F1 [i:lll'fam:‘rli-:n EI:"IE."E'-_'-.-'E-!I_ o i g'li"iﬂw:
EndPointSecurity. This (I information 20160573 " "Importance:
information  refers  to @ irfomation ANGAGT | ME e vomer

—_ i) Ifomation 2016053 | lgyzten u:t?mem-
vulnerabilities, Cmale moot visw. : 016057 Menitored machine:
unauthorized applications, E'—;_j'a:" i) 2016053 “H_EEDTL‘?J i
mmovable device usage, Dedska viow m'ﬂﬂ"“al:”“ 201640573 “nﬂﬂmmg Name:
B g Ea— () Information 7 2016/05/3

' Export events to CSV fle %Irfwmmn 2016/05/3

Ik mverts as deletad i) Infeemation 2016053 In wWork Hours:

mh']ﬂm!lﬁ:ln 7 HTEAE S isadnin:

) Help:
e elp ﬁ\lllrf.-.m.-nmn . MIEMEA ™| [The systen uprime 1s 16
i ] SECOMNds.

Corfiguring and ysing ewents brywsser

Loading view fmmashed. Click here for details.

FIGURE 1.24: GGFI Etmtshiaﬂager actions
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EH TASK 6 29. To create a report for all the events, click All Events node and then, click

Report from View.

Monitoring Status
File Caonfigure Help
Etatus Lonfiguration Bvents Browser Bepaorting General

Wiews: B Send us feedback, . o Oper Ouick Lavnch Cansols i Ha

=8 [ET] &l Evenis
=-4{&% Windowe Everile

£

4| AllEvents (2,142 events) ET

oy

+1-J8f DNS server everts
. +-{ay Fie Replication Everte Database: C:\Program Files (x 35 GFNDatabase Server 2.1 Diatabases'esmsig
|; ;l v - A # -§e Other Everts
GFI Ex Em:!j;- [anager 5§ Diectory Servioss Events
collects and archives logs # Jer Secunty Events
1 Yy . +-1e4 Appication Everis
generated by most of yvour i ﬁ-&-ﬂm i Trwe 3 | re—r— .
network Systems, servers, . pir B D einsdionn (i) Infoemation 2016060
ard EI.FP[J.E ATIOE. | (i) irdamation 26060
(1) idformation o 2016/06/0

(i) Informatiar: 2016/06/T
Custemize bronser lanoi E-:'I“'I'-:r:uali:u- 3 HBAD6D
O [ T ——

Coen Ouick Launch Conasle (1) Infarmatian i r S01EADET

Switch =hasa

Dare:
i."l:llﬁ_-'ll:l'ﬁ__i_"{l'z
i} Information 201606/T |:|3:55='.|.Em ortance:
- H i § Ruls Nams:

Tmes

FIGURE 1.2 GFI EventsManager exporung view to HTML

30). Create Report window appears, select Options tab, assign a location to save
the file, click Apply and click OK.

Note: In this lab, a folder named Report for Events is created on Desktop, and
this location 1s given as Target path to save the file.

When you click Apply, if a GFI EventsManager 2013 duialog-box appears
stating that “No conditions have been detined”, click Yes to continue.

General | Layout Options

Target path
C\Users'\Administrator', Deslktop'\Report for Events

Generate options

Range pattem All Time

The Report will be generated for all Everts.

FIGURE 1.26: GFI EventsManager Create Report window
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31. GFI EventsManager creates an HTML report r:nntﬂjﬂjng all events,

32. Once the report is created, it appears under the Generated Reports section
in yyyymmdd-hhmmss format. Select the report and click Open to view the
EPOLT.

33. Alrernatively, you may navigate to the locarion where you saved the reporrt,
and double-click the file to view it.

File Copfigure Help
St Configuration Events Browser Eeparting General

ap Serd us Teedback, .. W Open Cuick Launch Corscle ) Help

All Events

Aeports: i
#+{ 3 Account Management :
- Aceounl Usegs |
o L3 Al Critical Messages E
(8l Custom Reports E

E- Al Everts i
3 Everts Trend | |
| GC8x Cosde of Connection General and Sec. | |
-l GLBACompliance |
[ HIFAA Complance
A Wscellaneous, Customizable Reports |
[ Object Aocees :
@ PCIDSS Compliance i
[l Policy Changes E

Generated Reports | Generste Rapot I | |Show HTMLs v | | Clearsd |
Mame e [T | Fig locain)
20160602-044153 ol 453927 bytes M16/M6/02 04:42:03  C\lsers®

:
i
e
i
E
:2
i
&
[F Y
i

I28_Print Sansar €| }

Preview Report | Pt (| [Open (2] [ Open Fle Location || | EqorttaPOF | | | Distete 77

GFI EventsManager -

All Events

Fowmd 2442 mafching reconds.

| [2]

Aesetfker  [] HasChat [ ] Has Schedule

l_:m Tasks:

Create Foot Folder
Cr=ale Fock Fepod

Gienerate Hepad
Switeh Databass

Oipen Cuicke Launch C ) Created by: Administrator

FIGURE 1.27: GFI EventsManager (zenerated Reports section

34. The report appears in a default web browser as shown in the following
screenshot:

C ] filey/yC:/Users/Administrator/Desktop/Report320for%2 0Events/ 201 60602 - 044153 html

Fi EventsManager

pund 2942 maiching records.

Admifisirates
2016602

M
MiA
Records 1to 2142

Reviewed date; Signature:

; 17 Monibored

WIMN-
'I| I| f . o ' = i 1
Lo 025 201606702 035515 Mindows services status change Windows EEOMNGOMTRO

WIN-
EEOMNGDMTRD
WlN-
SECOMNGDMTRG
WIN-
EECMNGDMTR

Lis 7036 201606002 03:2% 13 Windows services status change Windows

L 103 201606002 032713 Windows services slatus change Windows

Lo M3 ANMeM0a0E 052414 Windows services slatus change Windows

Lipwy TO3G AGA0G0F 0352138 Windows services status change

FIGURE 1.28 GFI EventsManager HTML view of events
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EQ GFI EventsManager
helps vou monitor a wider
range of systems and
devices through the
centralized logping system
and analyzes various log
vpes  including Windows
events, Svslog, W3, and
SNMP  traps  that  are
pgenerated by nerwork
FESOLFCES.

Module 07 - Network Forensics

35. Click the Status tab to see the status of the captured logs of the local
computer.

36. The Status menu shows the status of the GI'l EventsManager event
processing engine, and other statstical information such as the number of
logon events, critical events, and service status events.

Ele Configure Help

Events Browser  Reporiing  General

B General BB Job Activity BB Statistics

o Serd us feedback. ..

* General Status

TE;-M Gtﬁtfm Sigtus dhzpleys the prmary manifering requirements essociated wilh EventsManages. displays glebal lag collechaon counls and lisks the actnties perarmed by
enlzbanager.

W Open Quick Leunch Consele %) Help

Select view type fortap everts chars: |E=h'a w| [ Logamthmic scale

L GF| EventsManager Serace Status 5

Top Impertant Logon Events W = .

Succeasiul logans outside wad ho ul .WIF.I-E-EDHNEI:IHTF vl |La§: 7 day v |".'i.aw.|!-'.'.e-|-ﬁ | [ | W GFl EventsMansger service is running.

s ¥ Syslog VW SHMP Traps
50 4 Il ANONYMOUS LOGON ¥ Dalabase server is running.
8] Il LOCAL SERVICE
g Il HETWORK SERVICE
B3 4 I SYSTEM

-1 Bl Administrator

> 45 B D1
5 -
27 4

Events Count By Databaze Fill-Ug L I '

Windews Events I
Tewl Logs Evenls

Syslog Messages -

SHMP Traps Meszagas

SOL Server Messages -
Uracle Server Message

FIGURE 1.29: GFI EventsManager (General tab of Starus menu

Note: Each color of the bar chart represents a ditferent group of log events.
The color representation of the log group 1s listed beside the chart.

37. Click the statistics tab of the Status menu to see the statistics of the
proce Sﬁiﬂg event,

38. The statstics tab displays the daily event activity trends and statistics of a
particular computer or of the entre network.

File  Configure  Help
Status LConfiguration Events Broweser

General B Job Activity | B8 Statistics

45 Lend us feedback...

Reparting  General

W Open Quick Launch Console %) Help
ol Statistics

The Statistics view shows 3 graphical representation of the events processed today.

Select the event source for which o view the statistics

| A Sources v

. Teday's Events Count

4,000 — 1 indows Events

[ Teut Logs

[ Syslog Messages

=1 SHMP Traps Messages
[ S0L Server Messsges
== Oracle Server Messages
[ Monitering Checks Evenls

3.000 <

2.000 -

FIGURE 130k GFI EventsManapger Staristics tab of Status menu

CHFI Lab Manual Page 257

Computer Hacking Forensic Investigator Cnp:.‘righ:ﬂ bv EG-Council
All Rights Reserved. Reproduction 1s Strictly Prohibited.



Module 07 - Network Forensics

Lab Analysis

Analyze all the security events, application events, and system events and document
the results related to the lab exercise. Give your expert opinion on the target
computer’s security posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

RELATED TO THIS LAB.

Internet Connection Required

Yes (1 No
Platform Supported
Classroom [1il.abs
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ICON KEY

=7 Valuable

information

& Test your
knowledge

E Web exercise

L) workbook seview

—Tools
demonstrated in
this lab are
available in
C:\CHFI-
Tools\CHFIv9
Module 07
Network
Forensics

Module 07 - Network Forensics

Investigating System Log Data
Using Xpol.og Center Suite Tool

Xpol ng Compliance suites help organizations meet security policies and ensure
compliance with regulatory standards by offering comprebensive anditing and

f‘fpﬁfﬁﬂg Stractures j&f‘ the I'T environment

Lab Scenario

IT director of a company observed that the interner usage across the company has
increased tremendously in recent times and found that some people have been
downloading unnecessary files using the otffice internet. In order to find the culprits,
he assigned an investigator to check and manage Windows Event logs.

As a forensic investigator, one must have knowledge of how a system creates logs
and how to analyze these logs as evidences during security incidents.

Lab Objectives

The objecuve of this lab 1s to view the Windows logs. You will learn how to:
" Collect real-ime Windows logs
" Detect violation in real-time log monitoring and alerting

" (Generate mmprehenﬁive reports

Lab Environment

To execute the lab, you need:

* XpoLog Center suite, located at C:\CHFI-Tools\CHFIv® Module 07
Network Forensics'\Log Capturing and Analysis Tools\XpolLog Center.

" You can also download the latest version of XpoLog Center suite from the
link http:/ /xpolog.com/download.

e

" If you decide to download the latest version, screenshots shown in the lab

might differ.

A computer rurming on Windows Server 2012 virtual machine.
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Q‘i’nu can download the
Xpolog Center Suite from
http:/ /www.xpolog.com/

E TASK 1

Module 07 - Network Forensics

" Administranve privﬂeges to run the tool.

= A sweb browser with an Internet connection.

Lab Duration

Time: 15 Minutes

Overview of XpolLog Center Suite

XpoLog Center Suite assists organizations to follow the security policies and
ensure compliance with regulatory standards, by offering comprehensive

auditing and reporting structures for the IT environment. Compliance
includes the rules and regulations for data protection, user violations, and risk

detection.

Lab Task

1. Navigate to C:\CHFI-Tools\CHFIVO Module 07 Network Forensics\Log
Capturing and Analysis Tools\XpoLog Center and double-click

Launching XpoLogCenterSetup.exe. \n InstallAnywhere pop-up will appear, wait
Xpolog Center tor the installation to begin.
Suite
Cancel
IC) 2002-2006 Macrovizion Europe Ltd. and/or Macrovizsion Corporation
FIGURE 2.1: InstallAnywhere pop-up
CHFI Lab Manual Page 26() Computer Hacking Forensic Investigator Copyright [ bv EC-Council
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2. XpoLog Center Installatnon wizard will appear. Follow the wizard driven
installation steps to install the application,

XpolLog Center Installation

O Xpolog Center Installation InstallArywhere will guide you through the installation of
O Choose Installation Folder KpoLogCenter 6.

O Choose Shortcut Folder It is strongly recommended that you quit all programs before
O Advanced Settings continuing with this installation.

~ O Prednstallation Summary _
| Clickthe Next button to proceed to the next screen. Ifyou want to

change something on a previous screen, click the ‘Previous' button.

You may cancel this installation at any time by clicking the 'Cancel’
button.

Previous

S

FIGURE 2.2 Xpnlng Center Insealarion wizasd

3. On completing the installation, click Done.

Installation Complete

Congratulations! XpoLogCenter 6 has been successfully installed to:

CA\Program Filesi<{poLogCenterk

#poLogCenter b is now installed as a service on your machine. is
up and running.

Press ™Done™ to quitthe installer.

FIGURE 2.3 Xpnlng Center Instalanon wizasd
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4. Once you click Done, XpolLog GUI appears in the default web browser
(URL: htrp:/ /localhost: 30503 /logeve /roothtml), click Win Event.

K- o W W W W - W W - W K- W

'_ " o K K- o K W - e W o - - o - o oK K- o oK K- e 3
&t Apolog Center B S

& |3 lecalhost:20203/logeye/roothtmi

& Xpolog Apps Search Analytics

See What's New

e Quick Start
Xpolog cnntmgs .:m Add Your Dara o Xpolog
alvanced monitoring
Eng'me thar verifies the lng

COMNEELS and  eXECUtEs }\u D P - 0 ‘
different rypes of alerts. .
) >\TCP al RNy

Syslog Scan Directory Win Event
Forward Syslog Sean logal or remaote Add local and reamate
gvents 1o Xpolog directories to add darta Windows svent logs

Home Page

Analytic Sgarch
Apps Consola
Apps Dashboards
Cool Dashboards

HOC Wiew

0000000

Analytic Console

Mare Oplions =

FIGURE 2.4: Xpolog GUI
L

B vrask 2 Note: If an XpolLog Center Mail Settings pop-up appears, close it.
Viewing the Event 5. In this lab, we shall examine the logs that were recorded on a remote
Logs machine. These logs are stored at C:\CHFI-Tools\CHFIvS Module 07
Network Forensics\Log Capturing and Analysis Tools\Xpolog
Center\Logs.

6. Hover the mouse cursor on Tools and click Import Folder.

H H H H H H H H H H e S e e S e e S e e S
R S N B R s

C [ localhost:30303/logeye/root.html
E‘ Iﬂﬂl.ﬂg ADDS EE-H r':h AI'IEWIiC.’-‘- sl I'_'|r'|l'_'||-_!,:_-r

Log Actions Admanistration Configuration Tools Settimgs

= Folders and Logs Add Lug e

Export Log
[ Example Logs

@ Example Applications

¥ @ Transaction Example Export Fokler Log Name:
[ ‘Windows Event Logs

' Parent Folder: Folders and Logs
¥ Momitors Irgart Falder
Egﬂ'lE

Imgart Log asic Info

Main pane
. Address Boak
d.u-;plaj.'s the parsed COMLent AppTags:
] SnapshoLs
ri fl:h-l.:_' .lng based on the log . . ,?r;;:rth: -
. = - 3 - 4y «root. pa aka,
LELIELD, Tasks Collection Policy: Default Collection Policy * | i T T
e s rakantion: 12 Months
Sy=tem Status
o Type Settings
Log Type: Windows Events
Connection Details: -- Select Account --
Hast name _ _
Laawva blank for localhost
* Application System ! Security
FIGURE 2.5: Eanng UL Impnrt Folder
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7. Archive Location section will appear, click Choose File button.

" Xpolog Center

€ -+ C [} localhost30303/logeye/root.html

& Xpolog Apps Search Analytics Manager

Log Actions Administration Configuration Tools Settings

¥ Folders and Logs

Import Folder
[# & Example Logs

[+ [& Example Applications
[+ & Transaction Example
[0 Windows Event Logs

¥ Monitors

Archive Location

Please specify Xpolog archive file full location path
Path | Choose File | Mo file chosen

previous next

FIGURE 2.6: XpoLog GUI Archive Location section

8. Navigate to C:\CHFI-Tools\CHFIv9 Module 07 Network Forensics\Log
Capturing and Analysis Tools\XpoLog CenterlLogs, select
rootModule.zip and click Open.

-fii_-:) * T | .. « XpologCenter » Logs » Search Logs

Drga—niz: - Mew folder

h.r AT Mame Date modified

Bl Desktop = rootModule.zip 6/6/2016 4:33 AM ZIP Hle
4 Downloads

5| Recent places

& This PC

i'! M etwork

reotModule.zip

FIGURE 2.7 :mﬂindule.zip
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9. The file 1s now selected, click next.

= Xpolog Center

€& = C' [ localhost:20303/logeye/root.html

' Xpolo Apps Search Analytics
& Xpolog Ap y

Log Actions Administration Configuration Tools Settings

e e Import Folder

[ [ Example Logs
H [ Example Applications
H[E@ Transaction Example

H[E Windows Event Logs
; Please specify XpoLog archive file full location path
¥ Howhoes Path | Choose File |rootModule.zip

Archive Location

FIGURE 2.8: XpoLog GUI Archive Locaton section

10. Parent F'older Selection section will appear, click select o select the

parent folder.

i Xpolog Center
€ - C' | [ localhost:30303/logeye/root.html

& Xpolog Apps Search Analytics

Log Actions  Administration Configuration Tools Settings

e Import Folder

[FI [ Example Logs
[ & Example Applications

E S

Parent Folder Selection

[ Transaction Example

F Gy Windows Event Lags
= - Please select a parent folder for the folder and press next.
Parent Folder: |Folders and Logs select

FIGURE 2.9: }ianng (101 Tarent Folder Selection section

11. Here, you will create a new parent folder for the log folder that you
have selected in the earlier steps.
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12, Parent Folder section will appear, click Create New.

i Xpolog Center
€ - C [ localhost:30303/logeye/root.html

& Xpolog Apps Search Analytics
Log Actions  Administration Configuration Tools Settings

™ Folders and Logs

K& Example Logs

F 2 Example Applications

[+ & Transachon Example =@ Folders and Logs

B [ Windows Event Logs {60 Example Logs

¥ Monitors M (6 Example Applications
G Transaction Example

6 Windows Event Logs

Parent Folder

Create MNew

FIGURE 2.10: XpoLog GUI Parent Folder section

13. Enter the folder name as Windows 10 Event Logs, select Folders and
Logs radio button and click Save.

i Xpolog Center _
= - C [} localhost:20303/logeye/root.html

E !pl:lLﬂg Apps Search Analytics
Log Actions  Administration Configuration Tools 5Settings

™ Folders and Logs

¥ @ Example Logs

[¥ & Example Applicabons .

[ [ Transaction Example Enter new folder name: [Windows 10 Event Logs
and select its parent:

[ [ Windows Event Logs

Flﬁl:‘ﬂ Falders and Ln:l-gsl

@ Example Logs
E ()G Example Applications
= Transachon Example
(& Windows Event Logs

Parent Folder

|%I | Cancel |

FIGURE 2.11: XpoLog (GUI Parent Folder section
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Q'ﬂw_ ':'im:age panel
presents the lngs that are
being collected by XpoLog,

Module 07 - Network Forensics

14. The newly created parent tolder will now appear in the Parent Folder
field, click next.

i Xpolog Center
- C' [} localhost:30303/logeye/root.html

E‘. Xpolog Apps Search Analytics

Log Actions Administragon Configuration Tools Settngs

ol sl s Import Folder

&= Example Logs
[ & Example Applications
H & Transaction Example

[H & Windows Event Logs
P .
& Windows 10 Event Lngs lease select a narf.:.nl: folder for the felder and press next
Parent Folder: F.J.-md:u-.ws- 10 Event Logs

-

Parent Folder Selection

¥ Monitars

cancel pre'u'inus.

FIGURE 2.12: XpolLog GUI new Parent Folder

15. The newly imported tolder (Windows Event Logs) will appear in the
left pane under Windows 10 Event Logs.

16. Expand Windows 10 Event Logs = Windows Event Logs. You will
observe three types of logs under the Windows Event Logs ie.,

Application logs, Security logs and System logs.

s Kpolog Center

€« C [ localhost:30303/logeye/root.htmil

Manager

E‘ Xpolog Apps Search Analytics

Log Actions  Administration Configuration Toals Settings

™ Folders and Logs Folders and Logs

FH [ Example Logs [-Hu-u-FnHer New Log | New Logs m [_ —[ I | De —I E

[# & Example Applications |
I Transaction Example R e e R R R
[ [ Windows Event Logs M AppTags Collection Policy Size Last Execution Typs

Ella Windows 10 Event Logs | - — e

Eif Windows Event Logs |
L Apphication Example AppTag
[E] Securiby
[£] System | Example AppTag

¥ Manitors Windows Event Logs

FIGURE 2.13: Epnlﬂg U E}:pami Windows 10 Event Lngs
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17. To view Windows application logs, click Application under Windows
Event Logs. All the application logs appear as shown in the following
screenshot:

i Xpolog Center

=

& Xpolog

Log Actions  Administration Configuration

Apps Search  Analytics

Tools Settings
b Quick Filter

- Store Data (97.7

I Filters

B Acticns | Mans

e e |

=
Felders and Logs = Tabular Wew

Evenil Ll -

= Lisk Yiewr

[® & Exarnple Logs Typ Datla Seutes Calegery

Qt__reate Monitor button
to open the Add Monitor
page and add a new
monitor based on  rules
defined on log data.

# & Example Applications
[¥ G Transaction Example
¥ 5 Weindows Event Logs

Error

Information
Information
Information
Informatian

06/06/2016 03:57:19
06062016 03:57:28
06062016 03:57:40
QESDES 2016 03:57:41
e/DES 2016 03:57:52

Software Frotection Matform Service
SecurityCenter

picrosoft-Windows- LoadPer?
o rosoft- Y ind ows - Load Perf
Software Protection Platform

SErdIDe

Flone
Mane
Fone
Mone
Manea

=G Windaws 10 Event Logs
Flig Windows Event Logs

E Securiby
[ Syekem

¢ Monitors

SUCCEss
Information

Information
Information
SUCCESs

Information
Informatian
[nformation
Success

Infermatian
Intormatian
Infermatian

e/06/ 2016 03:57:52
06/06/2016 03:57:57

OES06S 2016 03:57:57
06062016 03:57:58
8/ 06/2016 03:57:56

DE0G/2016 03:58:25
e/DES 2016 03:58:28
606/ 2016 03:56:28
ESOES 2016 03:58:28
e/06/2016 03:58:37
ES0ES 2016 03:59:12
e/06/2016 04:32:01

Software Protection
Scfoware Protection

Sofbware Protection
Scfoware Protection
Software Protection

ESENT

ESEMNT

Scfoware Protection
Sotbware Protechion
ESENT

Windows Search Ssrice

Seftware Protection Matferm Servies

Service
SEMIce

Matfeem
HMatform

Service
SErICp

SETVICE

Flatform
Fatform
Fatfoem

Flatform Service
Matform Service

Mana
Mone

Maone
Mone
Maone

eneral
Ganeral
Mone

Mane

Ganeral
Search service
Bane

a14%6

1

1001
1000

oYk
SYSTE

15364

903
900

1066
100G

902

102
105

16364

903
326
1003%
Q0o

FIGURE 2.14: Windows applicaton logs results

18. To view Windows Security logs, click Security under Windows Event
Logs. All the Security related logs will appear as shown in the following

screenshot:

-k Xpolog Center

{_
& Xpolog

Apps

Search

' [ localhost:20303/logeye/root.htmi

Analytics

Log Actions  Administration  Configuration  Tools  Setmtings

¥ Quick Filber

* Filtars

¥ Actions

" Folders and Logs

[l @ Example Logs

H @ Example applications

¥ & Transaction Example

Mo Windows Event Logs

=& Windows 10 Event Logs
ElE Windows Event Legs

2 Apphcation

2 Systemn

¥ Manitars

d I} Log viewer

Sequrty &)
n:

L |
e

Typa
Audet Success
Andet Success
Audit Success
Audit Success
Audit Success
Audit Success
Audit Success
Budit Success
Andet Success
Audit Success
Audit Success
Eudit Success
Andit Success
Audit Success
Audit Success
Avdet Suceesss
Andit Success
Audit Success

AL L

R

Dake

0&/06/ 2016 $3:52:40
0606 2016 03: 52140
06/08/2016 03:54:13
06706/ 2016 03:54:18
006/ 2016 03:55:06
06706/ 2016 03:55:06
05/05/2016 03:56:45
06/06/2016 D3:56:45
0606/ 2016 §3:57:28
0606/ 2016 03157124
06/06/201a D3:57:153
06/06/ 2016 D3:57:58
06/06/ 2016 03:59:11
05/ 0% 2016 3:59:11
05/06/2016 Dd4:03: 26
&/ 06/ 2016 04:03: 26
O&/DG/ 2016 04 30:57
06/ 05/ 2016 04:20:57

"

Security - Store Data (99.45%)

Hona

Manager

T

Co

= List View ([ENTENTRETR

SaOmiroe

Micrasaft-Windows-Security-Auditing
Microsoft-Windows-Secunty-Auditing
Microsoft-Windows-Sacurity-Auditing
Microsaft-Windows-Sscurnty-Auditing
Microsoft-Windows-Sscunty-Auditing
Microsoft-Windows-Secunty-Auditing
Microsoft-Windows-Security-Auditing
Microsaft-Windows-Security-Auditing
Microscft-Windows-Securnity-Auditing
Microsoft-Windows-Security-Auditing
Microsoft-Windows-Sacurity-Auditing
Micrasaft-Windaws-Sscunty-auditing
Microsoft-Windows-Secunty-Auditing
Microsoft-Windows-Security-Auditing
Microsoft-Windows-Security-Auditing
Mierasaft-Windaws-Security-Auditing
Microsoft-Windows-Secunty-Audrting
Microsoft=-Windows-Security-Auditing

Cabagory
13824
13824
12544
12548
12544
12548
13326
13826
12544
12548
12544
12548
13826
15826
13824
13824
12544
12544

Ewent
4798
4794
4624
4672
4624
4672
4739
4795
4624
4672
4624
4672
4799
4599
4793
4798
4644
4624

User Comy
DES
DES
DES
DES
DES
DES
CE=
CES
DES
DES
DES
DES
DES
LDES
CES
DES
DES
DES 7

F

FIGURE 2.15: Windows securiq' lngs resulrs
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19. To view Windows System logs, click System under Windows Event
Logs. All the System related logs will appear as shown in the following

QEnﬂmnment analysis
E an automanc report that
1s  penerated 0N oan
environment (Le., folders
that contain logs).

Qﬁpnlﬂg containg  an
advanced monitoring
engine that verifies the log
contents  and  execures
different types of alerts
when a rule is martched o
the log records.

screenshot:

= Xpelog Center

€

& Xpolog

Apps

Search

C' | [O localhost:20303/logeye/root.htmil

Analytics

Log Actions  Administration  Configuration  Tools  Seltings

I Quick Filter
I Filters
F Actions

™ Folders and Logs

[+ 0 Example Logs

=) Exarmple Applications

[ 50 Transaction Example

¥ [ Windaws Event Lags

= o Windows 10 Event Logs

El[@ Windows Event Logs
£ Application

Securik
E System

F Monitors o

|
1
s

Log Viewer

Typa
Information
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Error
Errar
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Q606 2016 03:52:11
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06/ 06 2016 03:53:17
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3

FIGURE 2.16: Windows system logs results

20. To view an analytical representation of Windows event logs, click the
Analytics icon.

ix Apelog Canter

{_
& Xpolog

Apps
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Log Actions  Administration  Configuration  Tools  Settings
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I Filtess
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21. To view the complete analyucal information of Windows logs, click the
Analytics tab.

E— Ipl]].ﬂg Apps Search  Analytics Manager

Analytics  Administraton

Qﬁanng containg  an

advanced repnrl:iﬂg Eﬂg_iﬂe
that can be used for rules

aggregation, statistics, olders and Logs Total Summary - 4 lestXhouwsv  06/05/2016 05:00 - 06/06/2016 05:25
compliance, and business Filter Entities
intelligence. B -~ M

FIGURE 2185: Enmple:e information of Windows event lng

22. Scroll the window to view the complete information, and examine the

logs.
Lab Analysis

Analyze and document the results related to the lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[1Yes M No
Platform Supported
M Classroom il.abs
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ICON KEY

=7 Valuable

information

& Test your
knowledge

E Web exercise

L) workbook seview

7 Tools
demonstrated in
this lab are
available in
C:\CHFI-
Tools\CHFIv9
Module 07
Network
Forensics

Module 07 - Network Forensics

Investigating Network Attacks
Using Kiwi Log Viewer

Kiwi Log Viewer is a Windows based tool that enables monitoring a log file for
changes made. 1t can display changes in real-fime and lets you antomatically monitor

log file entries for specific keywords, phrases or patterns.
Lab Scenario

A trainee Investgator 1s assigned a task of finding evidence from logs pertamning to a
huge network of a company. What tools and processes should he follow to monitor
the files, analyze them and gather evidences trom the network’s logs.

As an expert forensic investigator of an organization, you should know how to
view and examine the logs pertaining to a network.

Lab Objectives

The objective of this lab i1s to view the logs recorded in a network. You will
learn how to:

" View real-tume network 1ng5

Lab Environment

To execute the lab, you need:
* A Windows Server 2012 virtual machine.

* Kiwi Log Viewer, located at C:\CHFI-Tools\CHFIVS Module 07 Network
Forensics\Log Capturing and Analysis Tools\Kiwi Log Viewer.

" You can also register and download the latest version of Kiwi Syslog
Server from the link http:;";"www.kiwisrﬂlng.cnmfpmdLmtsfkiwiwlng-
viewer;"pmdm:t-nverviEw.aﬁp}:.

" To download the tool from Kiwi Syslog Server’s website, you need to fill
the registration form.
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Eg't'nu can dowrnload the
Krwi Svslog Server from
hitp:/ /www.kiwisyslog.co
)/ kiwi-svslog-server-
everview,

= TASK 1

Launching Kiwi
Syslog Server

Module 07 - Network Forensics

" If you decide to download the latest version, screenshots shown mn the lab

might difter.
" Admunistrative privileges to run the tool.

= A sweb browser with Internet connection.

Lab Duration

Time: 15 Minutes

Overview of kiwi Log Viewer

Kiwi Syslog Server 1s a Windows-based syslog server available in the market. It
offers a soluton for investgating the receiving, logging, displaying, alerting,
and forwarding syslog and SNMP trap messages from nerwork devices, such as
routers, switches, Linux and Unix hosts, and other syslog and trap-enabled
devices.

Lab Task

1. Logonto Windows Server 20012 virtual machine.

2. Navigate to C:\CHFI-Tools\CHFIV9 Module 07 Network Forensics\Log
Capturing and Analysis Tools\Kiwi Log Viewer. Double-click
Kiwi_LogViewer_2.1.0_Win32.setup.exe, accept the license agreement and
tollow the wizard driven installaton steps to mnstall the application.

AIwi LOog 0 Setup
License Agreement

Sﬂl dl Wi nd5 Please review the license terms before installing Kiwi Log Viewer
2.1.0.

Press Page Down to see the rest of the agreement.

SOLARWINDS WORLWIDE, LLC END USER LICENSE
AGREEMENT

REDISTRIBUTION NOT PERMITTED

IMPORTANT - READ CAREFULLY BEFORE USING THIS
SOFTWARE: THIS IS A LEGAL AGREEMENT BETWEEN YOU
(EITHER AN INDIVIDUAL OR A SINGLE ENTITY) AND

vl AMVIARARITWT LA~ MAIARMsIrT— 1§ A Ml A Ml A Pk s e

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Kiwi Log Viewer 2.1.0 .

| IAgree

FIGURE 3.1: Krw1 Log Viewer license agreement wizand
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3. On completng the installation, check Run Kiwi Log Viewer 2.1.0 option
and click Finish.

solarwi ﬁd#

Completing the Kiwi Log Viewer
2.1.0 Setup Wizard

Kiwi Log Viewer 2.1.0 has been installed on your computer.,
Click Finish to dose this wizard.

[w]Run Kiwi Log Viewer 2. 1.0

[ ]show Readme

Visit the Kiwi Log Viewer home page

<Back || FEnish

FIGURE 3.2: Krwi Log Viewer Setup wizand completion

4. Kiwi Log Viewer GUI will appear. Click File from the menu bar and select
Open File....

File | Edit View Options Help

Open File...
Open Recent File
Refresh

Close

Tail (with filter)
Tail (no filker)

Exit

Ctrl+R
Ctrl +W/
Ctrl+T
Fo
Ctrl+ X

FIGURE 3.3: Krwi Log Viewer GGUT
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Ln

Select a log file to open window will appear, navigate to C:\CHFI-
Tools\CHFIv9 Module 07 Network Forensics\Traffic Capturing and
Analysis Tools\Wireshark\Capture Files, sclect All files from the I'ile Type
drop-down list, select Trojan and then, click Open.

* T | . « Wireshark » Capture Files Search Capture Files

Organize ~ Mew folder 0

% Favorites Mame Date modified Type

B Deslktop ws dns-remoteshell.pcap 6/1/2016 1:51 AM Wireshar
4 Downloads L FTP_attack 6/2/201611:57 PM File
| Recent places w5 Packet Capture.pcapng 5/31/2016 8:47 AM Wireshar
w1 slammer.pcap 6/1/2016 1:32 AM Wireshar
'8 This PC .| Trojan 6/2/2016 11:13 PM File

?! M etwork

File name; All files (*.") ""“I

[}pen Cancel

FIGGURE 3.4: Selection of Trojan file

6. Kiwi Log Viewer displays all the logs of the selected file. You can analyze
these logs, to determine if there was any malicious acuvity in the nerwork.

o e B - - - -

File Edit WView Options Help

TR O QE LR Y| s Format: Text

Mo “Time","Sowrce” Destnabon” Protocal,"Length'”, “Info"

MAF2 2400ET 000 2 0000 TR BE TTTT » BEA0E [PSH, ACK] Seqel Acke1 Win=32820 Len=2"

M3 254285 M 000007 000 2 TR UBEN . BEE05 ¢ 1177 |PSH. ACK) Seg=1 Ack=3Win=513 Len=2"

U302 AZEERT D002 000 0, TR, R MY » BRA0E [ACK] Seq=3 Ack=3"Win=32820 Len=0"
MIFAEEEETAT 00012 MO0 0 0 TR T MY » 55004 [PSH, ACK] Seq=1 dck=1 Win=32530 Len=20"

2T EES00090" 000 A2 TP S EEA04 - 1177 [ACK] Seq=1 Ack=21 Win=51173 Len=0"

T EOEEED 000 D2 TOP A2, BhA04 » 1177 [PSH. ACK] Seq=1 dck=21 Win=51173 Len=072"
HE I 24E BT T00 2 T000 A0 TOR e T » 50904 [ACK] Seqe2 Ack=875 "Win=227E3 Len=(]"
MEET U AEENE 002U 0000 TP "5 17T » 55904 [PSH. ACK] Sag=21 Ack=875"Win=22768 Let=2"

“EF 4905590 M00.010" 00012 M TCP "BE 1 eRT04 » 1177 |PSH, ACK) Sag=B8F5 Ack=23"Win=51173 Len=2"
EETEOMET43T M 000T 2 M0 0 TCR R MTY » BES0M [ACK] Seq=23 Ack=B7 T Win=32767 Len=0"

TR E 24T 00012 00010 TOR T, M02IE T - 55504 |PSH, ACK] Seq=23 Ack=277 Wir=32767 Len=10241"
TEB2ATII000 12" 0000 TER 2R TT - 5550 [ACK] Seq=10264 Ack=877 Win=32767 Len=2320"
TR RZSEETA 0000 002 TP 54 B5A04 ¢ 1177 [ACK] Seq=877 Ack=13184 Wirn=51200 Len=0"
ERR 2SI MO0 2 00010 TP 19034 T > S500d [PSH, ACK] Seqe13184 Ack=877 Win=327E7 Len=18320"
TR B 2ETEEAC 0000 T0U0 T2 TP e eRE04 ¢ 117 [ACK] Sege87T Ack=32154 Wire51200 Lan~0"
P R2EETA 00002 00000 M TOR,E29F 1ET ¢ 5550 |PSH, ACK) Sege32164 Ack=277 Win=32767 Lan=3242"
CROEZFTELII000 T 002 TOPY, 54 M B5004 ¢ 1177 [ACK] Seq=877 Ack=35407 'Win=51200 Len=0"
BB ISI035 00010, 00012 ORI 02T BI04 ¢ 1177 [PSH, ACK] Seq=877 Ack=35407 Win=A1200 Len=48"
URE B AZEEEAT 00012 0000 TR B 7T » 55904 [ACK] Seq=35407F Ack=575 Win=32764 Len=0"
RS0 002 000 TR T MY 55304 [PSH, ACK) Seq=35407 Ack=205 Wirn=12764 Len=20"
RSB TEFET 0000 0002 M TCP, B, BRE04 ¢ 1177 PSH, ACK] Seq=925 Ack=35427 Wir=51195 Len=11"
SRR B AEEERC MO00 2 0I0 0 TR BT 17T BEA0M [ACK] Segqe35d4 2T Ack=S25 Wine 32764 Len=0"
108", E 2 EN 0000 00027 TOPY "1435°,"85305 » 1177 [PSH, ALCK] Seg=3 Ack=3"Win=213 Len=1335"

FIGURE 3.5: Ings of the selected file
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7. The traftic displayed in the logs indicate that the communication took place
berween two machines over port 1177, which 1s the default port used by
njRAT. In the highlighted tag, the tratfic 1s flowing from 10.0.0.12 {on port
1177} to 10.0.0.10 {on port 55904).

8. This infers that mRAT client 1s running on 10.0.0.12 machine, which 1s
tound to be the attacker machine.

o Nala ¥

File Edit View Options Help

‘*@@@ %ﬁ@‘?| Size: @ KB ' Eorrmat: Text

Mo Time™, "5 ource’” "Destinztion’,"Pratocal” Length”  Tnfo™
3222400050002 M00.010 TCP B, F T » BRY06 [PSH. ACK] Seq=1 Ack=1 Win=32680 Len=2"
332 2RAZEE MO0 0070001 2" TCPY,BE", 55305 » 1177 [PSH, ACK] Seq=1 Ack=3'WieS13 Lar=d"
34 R ASEEEE 100012 M 00010" TCP", 54", " 17F » 55305 [ACK] Seq=3 Ack=3"'Wir=32680 Len=0"
"39" 2 BESET AT V002 0D A0 CTCR AR MEE > 55304 [FSH, ACK] Seq=1 Ack=1 Win=3Z2630 Len=20"

L e Loz e TV W [N TV Bl 0 o o113 7 [BCK] Seq=1 Ack=21 Wr=51179 Lensl
410 A029930 00000000 2 TCOP "E2a" 155a80d » 1177 [PEH, ACK] Segel Ack=21 Wirn=51179 Len=874"
B2 00025 M 00000 FTCP 5" 11 » 55304 [ALK] Seqe1 Ack=275 Win=32768 Len=0"
‘BRI 8BNS 00002000 TOR B M FT > BRI [PEH, ACK)] Seq=21 Ack=875Win=32TEE Len=2"
‘B 9855901000707 000020 TCP”, 56", "5580d. = 1177 [PSH, ACK] Seq=875 Ack=23"Win=01178 Len=2"
‘B S 046143100012 M0.00 10" TCP 54" ™"177 > 55304 [&CK] Seq=23 Ack=877 Win=32767 Len=0"
TAT S 24T 00032700010 TR 0295 MFF ¢ 55304 [FSH. ACK] Seq=23 dck=877 Win=32767 Len=10241"
YTEY S 24TME 00032700070 M TCF 2904 M FF > 55904 [ACK] Seq=10064 Ack=8TT Win=32767 Len=2320"
TR 202372 00005 00012 FTCPY 54" 05004 » 1177 [ACK] Seqe877 Ack=173184 W in=51200 Len=0"
TR 00025 0000 TOPY 9034 1177 » 55404 [PEH, ACK) Seg=13184 Ack=877 Win=22757F Len=12220"
TN e 2650847 00010 100001 2" "TCP 24" 55004 » 1177 [ACK] Seqea77 Ack=22164 #n=51200 Len=0"
TAUS2ERSIT0.0027, 000000 PTCPT 3297 MFT > BRA04 [PEH, ACK)] Seq=32164 Ack=877 Win=32757 Len=3243"
B0 S EFFEIZ000107, 00012 TCP, 54,5904 » 1177 [ACK] Seq=877 Lck=35407 Win=H1200 Len=0"
TR IR0 00000 2 TOR 02 RRE0d = 1177 [PSH, ACK] 5eq=877 Ack=35407 win=51200 Len=48"
B2 S AEEEEA 0002 M 0000 TOPY, B M1FF » 55A04 [A0K] 5eq=35407 Ack=320%n=32764 Len=0"
WIS TIEI4E 000 2" 0000 TCPY T4 MAFE » 55304 [PSH, ACK] 5eq=33407 &ck=925in=32764 Len=20"
BEYETETEAS 0007000002 FTCP "B5,"05804 » 1177 [PSH, ACK) Seq=925 Ack=35427 Win=51195 Len=11"
BB DEEEES 0002500030 TOP 5" "1 FF » 55804 [ALCK] Seqe32427 Ack=936Win=327E4 Len=0"
OB S 254321, MT0.000 0", T DO TER, 14397 755508 » 1177 [PSH, ACK) Seg=2 Ack=3Win=513 Len=1385"

i

HGURE 3.6: njBAT client

9. Now, we will look at another file that contains logs which were recorded
during a brutetorce attack. Select File from the menu bar and click Open
File....

Help

Dpen File...
Siza: 9 KB Format: Text
Open Recent File ég’ ﬁl ? E ]

Refresh Ctri=B SProtocol™,"Length" Info™
Cloze Ctrl+W 10" TCP "8e" "17T » 55906 |PSH, ACK] Seq=1 Ack=1 "4 in=32680 Len=2"

b 12" "TCP" "56" 55805 » 1177 |PSH, ACK] Seq=T Ack=3Win=513 Len=2"
Tal{withfite)  Ctl=T vropvsan 177 > 59905 JACK] Seq=1 Ack=3'Win=32680 Len=0"

Heliliailis b b 0" TCR" 74" 177 > 55904 [PSH, ACK) Seqe1 Acke] Win=32690 Lens20"

Exit Ctr+X 129 STCP" 54" "65904 3 1177 |ACK] Saqe Acke=21 Win=51174 Len=0"

k 9920 000707 00,012 “TCP" 928 "6RA04 » 1177 [PSH, ACK]| Seq=1 Ack=21 Win=51179 Len=874"

YEUZ2491E1 000270000 " TCP" S "M » 55304 [ACK] Seq=21 Ack=8T75 Win=32Te2 Len=0"
B5" 4, 983715 0.0 012" 10.0,010" "TOF" "S5 1177 > 5504 [PSH, ACK] Seq=21 Ack=B75Win=32765 Len=2"
"7 "4 9B5SIT10.00.10" "10.0012" TCP" "S5 "55904 > 1177 [PSH, ACK] Seq=875 Ack=23Win=51178 Len=2"
YGRS 04614310.0.0.12" "10.0.0.10" “TCP" "S54 1177 » 55804 [ACK] Seq=23 Ack=B77 Win=32767 Lens=('
745 247930 00012 1 0.0.010° “TOP 1 0296" 1177 > EB5904 [PSH, ACK] Seqe23 Ack=EF7 WineI2767 Lene10241"
76 S 247949 10,0012 "1 0.0.0.10" "TCR" "2974 1177 > SE004 [ACK] Seqe10264 Ack=877 Win=32757 Len=2920"
TR S 252372 10,0007 0.000 20 TCP 54, "55304 » 1177 JACK] Seq=877 Ack=13184 Win=51200 Ler=0"
775 252417 0,0 012" 10.0,010" TCP" " 034" " 1177 > 55304 [PSH, ACK] Seq=13184 Ack=577 Win=32767 Len=13980"
"78" 'S 265664 10.00.10"  10.0,012" " TCP" 'S4 "55904 > 1177 [ACK] Seq=877 Ack=32164 Win=51200 Len=0"
'79" 15 2B5731" 10,0012 “10.0.010" "TCP" 3287 1177 » 55304 [PSH, ACK] Seq=32164 Ack=E77 Win=32757 Len=3243"
B0 S 27TE1 T 00010 100,012 “TCP" 'S4 "56904 5 1177 JACK] Seqe8T7 Ack 35407 Wine51200 Lerel)"
g1 S 351025 10,0010 " 10.0.0.12" "TCR" 102" "§5404 > 1177 [PSH, ACK] Seqm877 Ack=35407 Win=51200 Len=4"
B2 S 43EE5A 100012700000 TCP 50,1177 5590 [ACK] Seq=35407 Ack=025"Win=22764 Ler=0"
B35 FIB14T 000127 00,0107 TOR" 74" 177 » 5504 [PSH, ACK] Seq=35407 Ack=925 Win=32754 Len=20"
85" 5 TE7B47 1000107 100,072 "TCP" "65" "55304 » 1177 [PSH, ACK] Seq=325 Ack=35427 Win=51135 Len=11"
"gE" 'S G3EE5T 10,0012 "10.0.010° "TCP" 'S4 " 1177 » 55304 [ACK] Seq=35427 Ack =935 Win=22764 Len="
"0E" 8 254331 1 0.0.0.10° " 0L0.01 2" "TCP" "1 438" 55905 » 1177 [PSH, ACK] Seqed Ack=2'wine513 Len=1285"

FIGURE 3.7: Open the intrusive log,
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10. The same location appears from where you have selected the Trojan file.
Select FTP_attack and click Open.

. =« Wireshark » Capture Files Search Capture Files 2

Organize ~ Mew folder =i E @

P Favodias MName Date modified Type
,-J.

Bl Desktop o dns-remoteshell.pcap 6/1/2016 1:51 AM Wireshar
& Downloads FTP_attack 6/2/2016 11:57 PM File
1| Recent places Packet Capture.pcapng 5/31/2016 8:47 AM  Wireshar

slammer.pcap 3 1/2016 1:52 AM Wireshar

/M This PC Trojan 272016 11:13 PM File

?! MNetwork

File name: All files (*.%)

Open

FIGURE 3.8: Open FTP_attack

11. Kmwi Log Viewer application displays all the logs of the file as shown in the
tollowing screenshot:

File Edit View Options Help

2RO QE SR Y | e || Fomat Text

"MWeo Time", S ounce” "Destination”, "Protocol " "Length” "Info™

17100000007, FeBld3 b 898 eedardoea™, T2 1, 37 "LLMMR", 58", "Slandard quesy (kasss A «d-007"
2" 0 0000EE". 000712224 0.0 252" "LLMHR" "65"."S1andard queny Draaal A sd-007"

30000367 TeBl d biBaTE eeda deca”  TI0E 13 "LLMMR", 88", "Standaid quey Dk300F 2484 5d-007"
40000473 00000127 224 0.0 252" " LLMNR"Y B8, S tandard querny Dxbbif Addb, sd-007"

‘B 0733655 10000012 110,255,255, 255" "NENS ", 92, "M ame query MB HELLO<00:"

‘B 07339647 TeB O dY e BaE eedardoca”, TH0Z 1 3, LLMME™, 85", "Standard quedy DBEZ3 & helio™
U005 000127, 224 0.0 252", "LLMHR", "85, "S tandard queny DxBE23 A hello”

B0 7343317 T80 dT b Ba30 eeda doca, 02 13 "LLMMR". 55", "Standaid quesy Tkeslc AAAA hells”
"N 0T 44087 10000127 224 00,252 PLLMKR " MBS "5 tendiard queny Dreelc AASS helln™

07 013475 fell g9 beBa%E pedardoca”  TI02: 13" "LLMMR™ 85", " Standard query (k57 2d A, sd- 007
101019565 10,0012 224.0.0. 252 " LLMNR" 65", "S tandard queny Or572d A s2-007

20019505 FeBl 9 b BaSE eeda doca”, THOE:-T: 3 "LLMMR™, 86", "Standard queny DwES=S Adds, 4007
13020225 10,000,127, 224.0,0. 252" LLMNR" 88" " Standard queny DkB5a3 Adt od-007"

147 TAR421 TeBD dF biBaTE eeda deca” TI0Z: 13" "LLMMHR .85, Standand queny B33 A helo”
15" 48485 10000127 22400 252" "LLMNR" 85, S landard quene DkBEZ3 A hello”

B TAREET" feBlt: 0¥ beBa%E pedar doea”  FI02:1: 3" "LLMMR" 85", "Standand query Dkesl o A4A4 hells'
T TARTE 1000012 22400252 LLMKR Y 165", "Standard query Mkee] o Addd hello™

T ABETID, 00000127, M 0,255, 255 2557, MENS" 32", "M ame query ME HELLO<00:"

1372 035178 TeBl 031 biBa35 eedar doca™. TI0Z: 13" "LLMMHR"."86"," Standand queny Dkacd3 A, sd-007"
20" 12 0352621000127 224 0.0 252" "LLMNR" "85"."Slandard queny Okacdd A sd:007

Y21 U2 0356 TRl ¥ b BaSE seda doca” TI0Z 1 "LLMMRT EE, " Standad queny DIEEE AAA4, 2007
A N2035TEE 00072 224 0.0 252" " LLMKR Y 185" S tandard query (k9335 AsLA 4007
22262298 10,0012 110,266,255, 255 "NEMNS" 92, "M ame query MB HELLO<00:"

%

FIGURE 3.90 Kiwi Log Viewer application displays logs of the file

12. Generally, in an attempt to login to an FTP server, when a clent enters
invalid credentials/valid credentials/no credentals, the server returns
various kinds of responses such as Response: 330, Reponse: 230), Response
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331, etc. based on the requests. As we are examining logs associated with
FTP traffic, we will stress more on the responses, in order to analyze what

kind of requests came from the other machine (attacker’s machine).

13. As we can see, the I'TP server hosted on a machine was constantly
responding with 530 Response, which 1s generated on entering a wrong

pﬂsswnrd.

File Edit View Options Help

28 O Q E S ER Y seeisoe | Format: Text

"| 29","3.619443,"10.0,01 0,"1000.0:11,"TCP","89" "[TCP Retransmission] 21 > 42360 [PSH. ACK] Seq=28 Ack=14 Win=131584
M3 E134E4,10.0.00 070, 0.0,01717, " TCR,"89" "[TCP Retransmission] 21 > 42362 [F5H, ACK] Seq=28 Ack=14 Win=131554
M2, E134547 0,000 000000 M TER "8 M [TCP Retransrission] 21 > 42364 [PSH, ACK] Seq=28 Ack=14"in=121584
M3V 3E195057, 0,000 00,0011, TCRY,"89" "[TCP Retransmiszion] 21 > 42366 [PSH, ACK) Seq=28 Ack=14Win=131554

"33 3E21487, 0,00 000D FTR 9 Y  Response: 530 User carmot log in"
"33 E214927,M10.00 00, 10.0,0117,"FTR, "9 " "Response; 530 Uszer cannot log in"
M35, 36214930, M0.000 070001 FTR™, "I "Response: 530 User carmot log in"
NI IR, M0.0.00 00,0011, TCRY,"91 " "[TCP Retransmiszion] 21 > 42342 [PSH, ACK] Seq=b1 Ack=23"Win=131584

"3 3B21685,0.000 00000 TER, 91 [TCR Retransmission] 21 > 42340 [PSH, ACK] Seq=51 Ack=31 Win=131584
"I 3E217627,"10.0.0 07, 0.0,011" "TCP,"31 " "[TCP Retransmission] 21 > 42344 [PSH, ACK] Seqeb] Ack=31 Wine131584
"398 e21902, 0,00 0700011 F TR, "I "Response: 530 User canmot log in"

407, 3 R22007%,"0.0.00 000,011, TCRY, 91" "[TCP Retransmission] 21 > 42338 [PSH, ACK] Seq=b1 Ack=31 Win=131524
"141","3.622486",10.0001 0000 R TR, 91, "Resporse: 530 User carmot log in"

" 42", "3 6226047,"10,00.707," 000,011 " TCP,"9 " "[TCF Retransmission] 21 > 42346 [FPSH, ACK] Seqeb Ack=22Wins=121584
"143","3.623504","10.00.10","10.0.0011","FTP","3 ", "Response: 530 User cannot log in J

44 I EZ3616 . 10,0010, 10,0011 TLP 91" " TCF Retransmission] 21 > 42348 [P5H, ACK) Seq=51 Ack=35Win=131534
145", 3.626005","10.000.1 0" 1000011 "F TP, "9 " "Resporse: 530 User carmot log in"
48", 3 26008, 0000 00T F TR, "3 ", "Response; 530 Usger cannot log in”
(147","3.626005","10.00.10."10.0.011"."FTP","91" "Response: 530 User canmot log in"
"148","3.626009",10.0.01 0" 10.0.011""FTF" "83" 'R esponse; 331 Pazsword reguired”

£

FIGURE 3100 Riwt I.ng Viewer :appLicaLinn displalﬁ lngs of the file

14. To ditferentiate the responses, we will assign color highlights to
responses. To do so, go to Options and select Highlighting....

\ﬁ i TR Eels T =]

the

F||EEd|tU|E.N Ontione |-|E|P

[ o @ @ Highlighting... Ctri+H R
E | Setp Crk+S |
29 13 619447 . : _. N, nsrnission] 21 > 42350 [PSH, ACK] S eq=28 Ack=14 Win=131564
303519464 10.0.0.10" M10.0.0.11" “TCP" " “[TCP Retransmission] 21 » 42362 [PSH, ACK] Seq=28 Ack=14 Win=131504
"31" "3 619484 10,001 07 10.0.0.11" "TCF" "89" *[TCP Retransmission] 21 > 42364 [PSH, ACK] Seq=28 Ack=14Win=121504
"132" "3 A19505" "10.0,0.10°"10.0.0.11" “TCF" "89" “[TCP Relransmission] 21 » 42366 [PSH. ACK] Seq=28 Ack=14Win=131554
"33 3621487 10.00.1070.0.0.11" "FTP" "91" "Response: 530 User cannat log in."
"124" "2 621482, 10,0.0.10°"10.0.011" "FTP" 31" "Response; 530 User cannot log in”
" 35" "3 621492 10.0.0.10""10.0.0.11" "FTP" "91" "Response: 530 User cannat log in."
“136" "3 E21652° 10,0010 "1 0.0.011" “TCF" “91" “[TCP Retransmission] 21 > 42342 [PSH. ACK] Seq=51 Ack=29 Win=131504
M 37" "3 621685 10.00.10710.0.0.11" "TCF" "91" "[TCP Retransmission] 21 > 42340 [PSH. ACK] Seq=51 Ack=31 Win=131584
n138" "3.621762","10,0.0.10"10.0,0.11""TCP" "91" "[TCP Relransmission] 21 > 42344 [PSH, ACK] Seqe51 Ack=31 Wins131584
"139" "3 621902, 10.0.0.10""10.0.0.11" "FTP" "91" "Response: 530 User cannat log in"
“140" "3 B22007° 10,0010 "1 0.0.011" “TCF" “91" “[TCP Retransmission] 21 > 42338 [PSH, ACK] Seq=51 Ack=31 Win=131504
M 41" 3 B22486" 10.00.10°10.0.0.11" "FTP" "91" "Response: 530 User cannat log in."
"142" "3 622604, 10,0,0.10°10.0,0.11" "TCP" "91" "[TCP Relransmission] 21 > 42346 [PSH, ACK] Seqe51 Acks32 Wine1 31584
"143" "3 623504" "10.0.0.10""10.0.0.11" "FTP" "91" "Response: 530 User cannat log in"
“144" "3 B23616° 00010 10,0011 “TCF" “91" “[TCP Retransmission] 21 > 42348 [PSH, ACK] Seq=51 Ack=35 Win=131504
" 451 3 B2E005" 1000107 10.0.0.11" "FTP" "91" "Response: 530 User cannat log in."
"4E", "3 B2E0087," 10,0070, 100 0T T FTRY, "9 " "Response: 530 Uszer cannol log in"'
"147" "3, 626009","10.0.0.10""10.0,0.11" "FTP" "91" "Response: 530 User cannat log in"

"148"," 3626005, 10.0,0 0000 TR TR, 89, Resporse: 331 Password required”

£ |

FIGURE 3.11: Kiwt I.ng Viewer :appLimLinn selece I—Iighﬂghdng. .
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15. Highlighting Options window will appear, click + icon. A highlight item
appears under the Highlight items section. Select the item and enter the
string Response: 530 in the String to match field. Leave the default
background color as Red.

Highlight items:

Active Example text  Shing To Match

String to matche 0

Response: 530

| |RegExp [ 1 Invert Match [ 1ignore Case

Highlight effect:

Lhoose Foreground Color . [ ] Bold Font

[]Italic Font

Choose Background Color

<Recall Favortes> . é,

Find more hughlights on Thwack. com o Lancel

FIGURE 3.12] Ko Log Viewer Highlightung Optons window

16. By doing this, all the logs containing string Response: 530 will be
highlighted in Red color. This will highlght all the logs containing
Response: 530 which represents invalid login attempt (wrong password).
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17. In the same way, add one more item, 1ssue the string as Response: 230 to
the item, click the Choose Background Color option from Highlight effect
section, select Green color and click OK. This will highlight all the logs
containing Response: 230 which represent successtul login occurred by

entering vald login credentals.

Highhght tems;

Achve Exampletext  Stnng To Match

| M Responze: 230

Sting to match: e
Response: 23(}4 I @(

| |RegExp | revert Match [ ]lgnore Caze

Highlight effect:

Choose Foreground Colaor . [ ]Bold Font
Choose Backaground Caolor D 0 [ Italic Fort

{Recall Favortes: o 'E ‘ i:";, %,
DK

I Cancel

Find more highlights on Thwack com

FIGURE 3,137 kiwt Lng Viewer Highlighl:iﬂg ] plinns o
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18. Now, you will observe the logs being highlighted as shown mn the following

screenshot:

File Edit View Options Help

124 2N VECSEPAME R 4IETET: Format: Text

M220","3.6393358°,"10.001 0000011 TCRP, "9 [ TER Retransmission] 21 > 42350 [PSH, ACK] Seq=99 Ack=57 Win=131584

Y, 3eA22100,M0.0,0 000 U TER "9 U TER Retransmmission] 21 > 42354 [PSH, ACK) Seq=33 Ack=55"ir=121504| —
V2R IBA22417,"0.0.0 000,01 TCR "9 " N[ TCP Retransmission] 21 > 42356 [PSH, ACK] Seq=93 Ack=61 Win=131584
Y2293 BA22647,M10,001 000,011 TCR "IV ITCR Retransrmission] 21 > 42336 [PSH, ACK] Seq=93 Ack=53Win=1231554
VI3 BA2284,M0.0.00 000011 TCRY " U TCR Retransmission] 21 » 42358 [PSH, ACK) Seq=93 Ack=57 Win=131524
Y, 3642305", 10,000 0000 TER "9 Y M TER Retransmission] 21 > 42360 [PSH, ACK] Seq=33 Ack=56"/ir=131554
V22N MIB4236E,"0.0.0 000,01 TCR "9 N[ TCP Retransmission] 21 > 42362 [PSH, ACK] Seq=99 Ack=50"in=131584

Y23R", 36435047 000 0 000 R TR, 89, Resporse: 331 Password required”
Y236","3.649504", 10,0000 00001 R TR, 89", Response: 331 Password required”
M2, 3649505, 100,007,000 T FTRY,"89" "Response: 331 Pazsword required”
'238","3.649506","10.000 010,001, "FTP","89" "Response: 331 Password required”
Y239, 3.649507, 10,0000 0 M 0L0.CN 1 U F TP, "8 " Respanse: 331 Password required”

FIGURE 3.14) kot Log Viewer red highlighted logs

19. It 1s seen that there are more number of logs with red highlight, which mnters
that huge number of login attempts have occurred on the server, resultung in
a brute force artack.

20. Scroll down the logs. You will observe that one of the logs (log no. 329) 1s
highlighted in green, which means the server responded with 230 code,
resulting in a successtul brute-force attack.

File Edit View Options Help

20 s Sav TN

M6 36T 73 M0.0.0.10% 10.00.11", "TCP" 91" " [TCP Betransmission] 21 > 42340 [PSH, ACK] Seq=195 Ack=117 Win=131 58
“317 73673196 M0.00.107.10.0.0.11", 'TCP" 85" [TCP Relransmission] 21 > 42336 [PSH, ACK] Seqs172 Ack=97 Win=1 3158
na18" "3, 573217 "0,00,10",10,0.0,11", "TCP" "83" "[TCP Retransmission] 21 » 42350 [PSH, ACK] Seqs172 Ack=95 Wins1 3158
"319" "3 673237 000,107 10.0.0.11", TCP" "39" "[TCP Retransmission] 21 > 42352 [PSH, ACK] Seq=172 Ack=92 Win=13158
naof) 3 E73258" M0.0.0.10" 0.0.0.11", TCP" "83" "[TCP Betransmission] 21 » 42354 [PSH, ACK] Seq=172 Ack=94 Win=1 3152
M1 36727 M0.00.107 10,0011, TCP" "85" [TCP Retransmission] 21 » 42356 [PSH, ACK) Seq=172 Ack=100 Win=1315
M22' 3673300 10.00.10°/10.0.0.11*,'TCP" 89" " [TCP Retransmission] 21 > 42358 [PSH, ACK] Seq=172 Ack=94 Win=13156
"323,"3.673321","10.00.10","10.0.0.11",“TCP"."89""[TCP Retransmission] 21 > 42350 [PSH, ACK] Seq=172 Ack=95 Win=13156¢
H, ACK] Seg=172 Ack=01 Win=13158: =
, ACK] Seq=195 Ack=108 Win=13150 —

R " R TR R -

n324" "3.673342" "10.0.0.10" "10.00.11" "TCP" "83" " [TCP
M35 U3 A7IIES", 000,107, M0.00 117, TCP", 91 [TCP
nI26" U3 ATIAET 000107 000117 TeR e e was successful L ACK] Seq=195 Ack=113 Win=1315¢
"a27" "3.674356","10,000,10","10,00.11", " FTP","89"," Rezpons

"328" "3,674556","10,0.0,10","10,0.0.11", " TCP" 83" "[TCP Retransmission] 21 46 [P5H, ACK] Seq=220 Ack=132 Win=1315
329" 3 ER0213 0.00 107, 0.0017 " FIP 87", Response: 220 User logged in.

Brute-force Attack

VA3 EE0405","M0.00007,M0.00.11 TCRP EF,[TCP Retansmizsion] 21 > 42356 [PSH, ACK] Seq=195 Ack=113 Win=1315¢
Mad2N, A eE0448",M0, 000,107, 10,001 TCRY, " 917, [TCF Retansmizsion] 21 > 423684 [FaH, ACK] Seg=147 Ack=82"Win=131504
"333,"3.683052,"0,00.70"M0,0011 TCP 74", 121 » 42388 [SYN, ACK] Seq=0 Ack=1Win=8192 Len=0 M55=1460W5=25¢
VA3 EE3056, 0,000 00011 TCRYERS, 2T 42356 [ACK] Seqg=216 Ack=114Win=131254 Len=0 TS5val=28732063:

HGURE 3157 Kiwt I.r:-g‘-'im‘ergrem tﬂgtﬂigh:ed lng
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21. Thus, a forensic investigation has been successtully performed on the log
tile.

Lab Analysis

Analyze and document the results related to the lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[1 Yes M No
Platform Supported
M Classroom M ilL.abs
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demonstrated in
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available in
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Tools\CHFIv9
Module 07
Network
Forensics

Module 07 - Network Forensics

Investigating Network Traffic Using
Wireshark

Wireshark is a network packet analyzer. A network packet analyzer will try to
capire netvork packets and display packet data in detall.

Lab Scenario

A publishing company has been facing troubles since someone from the company
has been leaking its documents. The company has secretly called an investigator to
look into the matter without letting the perpetrator know about their plans. In such
cases, the investigator should use tools that could help them capture the network
trattic.

To be an expert forensic investigator, you must have sound knowledge of
capturing the live data packets, snitfing the nerwork packets, and analyzing the

network traftfic.

To be an expert forensic investigator, you must have sound knowledge of how to
inveatigate packer capture files 1n search of anomalies in the nerwork.

Lab Objectives

The objective of this lab 1s to demonstrate how to capture the live data packets of a
network. The primary objectives of this lab are:

* Capturing the packets of a network

" Analyzing mcoming and outgoing packets

Lab Environment

In this lab, you need:

=  Wireshark located at C:\CHFI-Tools\CHFIv9 Module 07 Network
Forensics\Traffic Capturing and Analysis Tools\Wireshark.

= If you decide to download the latest version, screenshots shown in the lab

might ditfer.
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= A computer rumﬁng Windows Server 2012 virtual machine,
" Administratve pririlegea to run the tool.

= A sweb browser with Internet connection.

" You can also download the latest version of Wireshark from the lnk
herps:/ Swww.owireshark. org/download.html (click Windows Installer (64-
bit)).

" If you are installing the latest version of Wireshark, then steps and
screenshots might vary from the ones demonstrated in this lab.

Lab Duration

Time: 20) Minutes

Overview of Wireshark

Wireshark is a network packet analyzer. Wireshark uses Winpcap to capture packets,
so it can only capture the packets on the networks supported by Winpcap.

Wireshark captures live nerwork traffic from Etherner, IEEE 802.11, PPP/HDLC,
ATM, Bluetooth, USB, Token Ring, 'rame Relay, and FDDI nerworks. A set of
filters for customized data display can be refined using a display filter.

Lab Tasks

P —— 1. "_‘\.'m'igﬂte t0) C:\CHFI1-Tools\CHFIv9 Module 07 Network Forensics\Traffic
= TASK 1 Capturing and Analysis Tools\Wireshark.

Launch Wireshark 2. Double-click Wireshark-win32-1.6.1.exe to launch the setup and
tollow the wizard-driven installation instructions.

Note: If an Open File - Security Warning pop-up appears, click Run,

Welcome to the Wireshark 2.0.3
(64-bit) Setup Wizard

This wizard will guide you through the installation of
Wireshark.

Before starting the installation, make sure Wireshark is not
FURNNING.

Click Mext' to continue.

Cancel

FIGURE 4.1: Wireshark Installation Setup wizard
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B rask 2 3. After completing the installation, navigate to C:\CHFI-Tools\CHFIv9 Module
07 Network Forensics\Traffic Capturing and Analysis
Investigate for Tools\Wireshark\Capture Files and double-click Packet Capture.pcapng.
Plain Text
Passwords
Home Share Viewr
- 7 l . =« Traffic Capturing and Analysis Tools » Wireshark v Search Wireshark
< Favorites Mame Date modified Type
B Desktop [Z5 Packet Capture.pcapng 5/31/2016 847 AM  Wireshark capture...
#§ Downloads ‘ Wireshark-wingd-2.0.3.exe 331/201812:03 AM  Application
| Recent places
& This PC
€M Network
1
2 items 1 itemn selected 271 KB State: & Shared
FIGURE 4.2: Packet Caprure pcapng
4. Captured packets appear 1n Wireshark interface as shown in the following
screenshot:
Eile Edit Yiew Go Capture Anshze Statistics Telephony Wireless Jools Help
Mm@ umBB Re=>2=F B5|[EaaaE
l Apply a display filter . <Cirl-/= :: '| Expression...
Mo, Tme Source Destination Protocal  Length Info
1 6.000006 Microsof 8@:81:28 Broadcast ARP 42 Who has 16.8.8.1? Tell 16.. |
2 8.785661 Microsof 8@:81:28 Broadcast ARP 42 Who has 16.6.8.17 Tell 16... B
3 1.771737 Microsof 9@:81:20 Broadcast ARP 42 Who has 18.8.0.17 Tell 16... }
4 3,.175787 18.8.8.12 18. 255,255,255 NBNS 292 Name query NB WPAD<8@:> -
5 3.175878 TeBld::d91b:8ad%6:eed.. ffB2::1:3 LLMHNR 84 Standard query @x675f A wpad B
6 3.1758986 1g.8.6.12 224 .8.8.252 LLMHNR &4 Standard query BxB75T A wpad
7 3.176289 fesd: :d91b:8a06:eed.. FFB2::1:3 LLMHR 84 Standard query @x67ce AAAA. S
B 3.176392 18.8.8.12 224.8.8,252 LLMHNR 64 standard query Bx67ce AAAA..
9 3,.526989 TeBd::d91b:8a%6:eed.. fTB2::1:3 LLMHR 84 Standard query @x675f A wpad |
3.581647 i1g.8.6.12 224.8.8.252 LLMHR 64 Standard query Bxe7ST A wpad
3.581186 Teb@: :d91b:5a096:eed.. ffO2::1:3 LLMNR 84 Standard query BxE7ce ARAA :
3.581154 16.8.8.12 224.8,.8.,252 LLMNR 64 Standard query BxE7ce ARAA.
292145 pL B, B, 12 £ i > AME _gue HE WFAD<BES
* Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface @
P Ethernet IT, Src: Microsof_@8:81:2@ (88:15:5d:80:081:28), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
I Address Resolution Protocol (request)
egeep FF FF fF FF FF fF 8B 15 Sd 88 81 20 83 BE @8 @1
pEle 82 68 5 84 88 /1 &0 15 GSd 88 01 20 83 88 88 B¢
SE2E B8 BB D0 B8 08 98 Ba D8 BB a8l
() ¥  Packet Capture Packets: 2392 - Displayed: 2332 (100,0%8) * Load time: 0:0.43 || Profile: Default
FIGURE 4.3 Wireshark Caprured packets
5. Now, we will investigate the tratfic to see if there are any plain text
passwords stored in 1t
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6. Type http in the Filter field and press Enter to filter the http trattic.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Mm@ LD =g sEIEaaaH

p=—!

m Expression...
Time Destination Protocol  Length  Info

. DEB0eY Microsof 8@:81:28 Broadcast ARP 42 Who has 10.8.8.12 Tell 18..
. 7E5661 Microsof _8@:81:28 Broadcast ARP 42 Who has 16.6.8.17 Tell 168.. §
s R PLTIT Microsof 88:81:28 Broadcast ARP 42 Who has 18.8.8.1? Tell 16... }
L7787 18.8.8.12 18.255.255. 255 HEBNS Name gquery NE WPAD<SQ>
175878 feBd: :d91b:8a05:eed.. ffB2::1:3 LLMMNR standard query @x675f A wpad
175986 16.8.8.12 224.8.6.252 LILMHE Standard query @x675f A wpadE
176288 Tef@::d91b:8a% ::eed.. fTO2::1:3 LLMNR Standard query @x67ce AAAA.. |
178302 18.8.8.12 224.8.8.252 LLMNR Standard query Bx67ce ARAA
. S5E989 feBd: :dolb:8a96:eed.. ffB2::1:3 LLMNR standard query 8x675f A wpad

a

1

&

1
2
3
4
5
]
7
8
5,

|.I.I
&
L L W W e W e @

581847 16.8.8.12 224.89.8.252 LLMHR Standard query @x675f A wpad

52311686 feBd::d91b:8a%eed.. ffB2::1:3 LLMNR 84 Standard query @x67ce AARA.

3.381154 18.09.08.12 224.8.8.252 LLMNR &4 Standard query @x67ce AAAA.,
13 3.921431 18.8.8.12 18.25%5.255.255 HENS 22 Hame auery NS WPAD<@E8>

- Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface @

[+ Ethernet II, Src: Microsof @0:81:20 (09:15:5d:00:01:20), Dst: Broadcast (Ff:ff:Ff:FF:FF:FF)

- Address Resolution Protocol (request)

[y
B et

@@ 15 5d 8@ 81 20 B2 B85 8@ 81
88 15 S5d 88 81 29 8z B9 B@ Bc
Ba 28 88 al

FIGURE 4.4: Wireshark Filter field

£ wWiceshark uses: 7. The screenshot shown below represents the traffic generated through http.

. MNerwork administearoes
use it to troubleshoot
network problems,

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

MAE @ LD RABRe=>=TF B35 [Elaaan

® MNerwork securiq'
ENgINeers Use It o
exatmine sf_'n:u:il:j.'

'] Expression... +

Time Lource Destination Protocol  Lemgth  Info
99 125.877129 1. la. aLd HTTP 388 GET Swordpress,/ HTTP/S1.1

e.a.
problems. 169 128.721380  19.9.0. 19.8.9.18 HTTP 2157 HTTP/1.1 280 OK (text/html)

* Developerss use it to 2336 211.183512 16.8.8. 16.8.8.12 HTTP 392 GET /wordpress/wp-login.php H..
Fehi o 2338 211.583319  19.0.0. 18.8.0.18 HTTP 2688 HTTP/1.1 260 OK (text/html)
Celug protoc 2348 211.599547  19.0.8. 18.8.0.12 HTTP 534 GET /wordPress/wp-admin/load-..
implementations. 2348 211.965283  18.0.9. 16.9.08.18 HTTP 59 HTTP/1.1 288 OK (text/css)

& Puople s it i lesin 2358 212.444275  19.0.0. 10.8.0.12 HTTP 537 GET /WordPress/wp-admin/image..

' 2352 212.516662  19.0.0. 16.8.0.18 HTTP/X. 1873 HTTP/1.1 200 OK
_“E':""“d"‘ protocol 2354 217.535511  18.0.9. 18.9.08.12 HTTP 701 POST /WerdPress/wp-login.php ..
internals. 2356 218.246162 18.8.0. 16.8.8.16 HTTP 3991 HTTP/1.1 286 0K (text/html)

[+ Frame 99: 388 bytes on wire (5848 bits), 350 bytes captured (3848 bits) on inmterface @

- Ethernet II, Src: Microsof @8:81:1f (88:15:5d:90:01:1F), Dst: Microsof @9:81:28 (88:15:5d:88:81:28)
[+ Internet Protocol Versionm 4, Src: 10.6.8.18, Dst: 19.8.8.12

[ Transmission Control Protocel, Src Port: 51263 (51263), Dst Port: 88 (8@), Seq: 1, Ack: 1, Len: 326

OB 8@ 15 5d e 81 28 88 15 5d 88 8l 1f @5 ee 45
Bol0 9@l Ge 12 2d 48 20 38 856 d3 47 9a @9 9@ Ba Ba
PE2e8 80 Bc cB 3T 90 5@ 6e @d 5T fa 55 22 ¢9 T6 5@ _ .
peie 84 88 ff 6e 88 88 47 45 54 28 2f 77 6 72 64 vaaN..GE T fwordp
pEap F2 65 73 73 2F 28 4B 54 54 5@ 2f 31 Ze 31 od @a ress/ HT TP/1.1..
PpEse 41 B3 63 B5S Y8 T4 3a 28 T4 65 T8 V4 2T 68 74 &d Accept: tewt/htm

() ¥ PacketCaphue Packets: 2392 - Displayed: 10 {0.4%) - Load time: 0:0.52

FIGURE 4.5: Wireshark hep traffic

8. From the above screenshot, it 1s evident that the http traftic 1s associated
with a WordPress website, and it 1s travelling in plain text format.
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9. Generally, user credentals are stored in the POST requests. So, examining
the packet containing the POST request can help you find the user

credentials.

10. So, type the filter http.request.method == POST in Filter ficld and press
Enter. Wireshark filters the traffic containing POST requests and displays
them as shown in the following screenshort:

File Edit View Go Capture Analyze Statistics Telephony Wireless Tool: Help
2@ LDRB Rer=TF a5 [Elaaan

Y | http.request.method == POST = | Expreszion.,.  +

Time Source Destination Protocal  Length Info
2354 217.535511 ig.8.8.18 ie.@8.8.12 HTTP 781 POST fmrdpresspr-lnﬂin.php HTTP..

Frame 2354: 781 bytes on wire (5688 bits), 781 bytes captured (5688 bits) on interface 8

Ethernet IT, Src: Microsof #@:81:1f (90:15:5d:98:81:1f), Dst: Microsof 88:81:28 (@8:15:5d:88:01:28)
Internet Protocol Version 4, Src: 10.8.8.19, Dst: 19.8.8.12

Transml:slnn Control Protocol, Src Port: 51286 (51286), Dst Port: 30 (88), Seq: 13682, Ack: 43511, Len: 647

Hypertext TransTer Froto alu )

HTML Form URL Encoeded: application/x-www-form-urlencoded

FIGURE 4.6: Wireshark Filterad eeaffic

11. The user credentials stored in this request can be found under the Packet
Details pane, under the HTML Form URL Encoded node.

12. Expand the HTML Form URL Encoded node. The user credenuals of one
of the user accounts have been found successtully as shown in the tollowing
screenshort:

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am 2@ LEREB Qes=T 2E[Elaaan
meﬂmwm! ........

Time Destination Protocal  Length Info
| 2354 217,535511 le.a.8.18 lg.@.8.12 HTTP 781 POST fWordPress/wp-login.php HTTP.-

I Ethernet II, Src: Microsof @@:81:1f (@6:15:5d:88:81:1T), Dst: Microsof _80:81:28 (60:15:5d:08:61:28)
b Imternet Protocol Versionm 4, Src: 16.8.8.18, Dst: 19.8.8.12
L3 Tr-:nmh:inn Control Fn:rtu:nl sr¢ Port: S1286 (51286), Dst Port: 80 (B@), Seq: 1382, Ack: 43511, Len: 847

HTHML Form URL Encoded: application/x-www-Torm-urlencoded
b Form item: |"log® = "admin"
Form item: |"pwd™ = "quertwil3”
Form item: "wp-submit™ = "Log In"
Form item: “redirect_to” = “http://18.8.8.12 /WordPress/wp-admin/™
Form item: "testcookie" = "1"

L] ad

LAV = ]
X

o k3 LI
g ]

* Load time: 0:0.62 | Profile: Default

FGURE 4.7: Wireshark Expanded HTMIL. Form URL Encoded node
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|
= TASK 3 13. Now, we shall look for DNS Anomalies in the nerwork. Close the current

packet capture file in Wireshark.

Investigate for
DNS Anomalies o e e e R S S S S s e
File | Edit View ©Go Capture Analyze Statistics Telephomy Wireless Tools Help

Open Ctrl+0 EF a[S[Eaaanm

Open Recent = | Expressian...  +

Merge... Destination Protocel  Length Inf

Imiport from Hex Dumip.... 16.8.8.12 HTTP 781 POST /WordPress/wp=login.php HTTP.

Close Chrl+W

e Chrl+5

Save As... Crrl+ Shift+5

File Set ¥

(08:15:5d:80:81:1F), Dst: Microsof 89:81:20 (9B:15:5d:88:81:28)

Export Specified Packets... L8.8.18, Dst: 168.8.8.12 :

t: 51286 (51286 Dst Port: B@ (88), Seq: 1382, Ack: 43511, L

Bxport Packet Dissections ( ) .. —=

Export Packet Bytes...

Export PDUs to File...

Export 35L Session Keys...

Export Objects //18.8.8.12 WordPress /wp-adming

Crl+P
httpksa% 2Fk2F18.
.B.12%2 FlordPre
Packets: 2393 - Displayed: 1 (0.0%) - Load time: 0:0,62 | Profie: Default
FIGURE 4.8: Wireshark close packet caprure file
1 . -

14. Navigate to C:\CHFI-Tools\CHFIv® Module 07 Network Forensics\Traffic
Capturing and Analysis Tools\Wireshark\Capture Files and double-click
dnsremoteshell.pcap. The capture tile opens in Wireshark as shown in the
tollowing screenshot:

File Edit View Go ©Capture Analyze Statistics Telephony 'Wireless Tools Help
BB AR Res=sEF L SIEAQAAQE
]r'r:cl.-' a dizplay filter .. <Ctrl-j = '| Expression., +
Time Source Destination Protocol Length Info i
1 B.808808 IntelCor_78:@c: Broadcast ARP 6@ Who has 192.168.1.17 Tell 192.1.
2 B.@17263 182 . 168.1.3 192.168.1.1 DhS &4 Standard query @xBe8l PTR 1.1.1. =
38.817234 ThomsonT_eb:46: IntelCor 78:8c:82 42 192.168.1.1 is at 98:98:d8:eb:4._. B
4 @.819881 192.168.1.1 152.168.1.3 DHS 112 Standard query response BxB@8l -
S B.836848 IntelCor_75:@c: Broadcast ARP 82 who has 192.163.1.17 Tell 192.1-
6 1.116848 162 .168.1.2 148,312, 253,189 G5 1826 = 22684 [PSH, AEB:I Seqel AL
7 2.629154 192.168.1.3 192.168.1.1 DMS 75 Standard query BxBE8Z A wew. Wi
8 2.646936 192.168.1.1 192.168.1.3 DS 75 Standard query response Bx9982 - B
9 2.648555 192.168.1.3 192.168.1.1 DS 71 Standard query SxB8ES A wew. Wii. =
14 2.9582149 192.168.1.1 192.158.1.3 DMS £7 Standard query response Ba8e83 .
11 25.478711 IntelCor 78:8c:82 Broadcast ARP &2 Who has 192.158.1.2F Tell 192.1.
b Frame 1: 6@ bytes on wire (438 bits), 6@ bytes captured (438 bits)
I Ethernet II, Src: IntelCor_78:8c:82 (0@:8e:35:78:8c:82), Dst: Breoadcast (ff:ff:ff:ff:ff:ff)
b Address Resolution Protocol (request)
Ff £Ff £f ff £f ff 20 Be 35 78 6c 82 83 86 @8 81
@8 88 B0 B4 20 81 28 Be 35 78 BC 82 cd af @1 a3
B2 B8 20 25 B8 28 cB ad 91 81 68 82 ad B8 BD 2B
80 02 o2 20 OO0 20 OO 20 00 00 80 B8
%) - Load time: 0:0.4 | Profie: Default
HGURE 4.9: Wireshark DNS Anomalies
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15. In this lab, we will demonstrate a DNS anomaly caused by remote shell

riding on DNS port.

16. Since DNS uses port 53 for communication, we shall be filtering the trattic
tlowing on port number 33. To filter, type the command tep.port == 53 in
the Filter field and press Enter. Wireshark filters the tratfic flowing on port
53 and displays it as shown in the following screenshot:

File Edit View Go Capture Analyze Statistics Telephony Wireless Tool: Help
d B

 192.168.1.3
18 25.497466 192.168.1.3 192.168.1.2

21 25.555@846 152.1p8.1.2 152.158.1.3

FIL-URE 4. 10k Wireshark Filtered trafhe

17. To view the data in a sequence, we will use Follow TCP Stream option in
Wireshark.

18. Now, you need to examine the dara flowing though these packets. To view
the data in a sequence, we will use Follow TCP Stream option in Wireshark.

19. Right-click on any one of the packets between 14 and 38 (here, packet 16),
select Follow and click TCP Stream from the drop-down list.

File Edit View Go Capture Analyze Statistics Telephony Wreless Tools Help

AmC® RE Re==ZT7 25| [FaaaE
|tn:|:||.|:|-:|rt == 5] Eq '] Expresgion...
; Time Soures Destination Frotoc Length  Info ~
14 25.493358 192.168.1.3 1952.168.1.2 TCP 62 1396 + 53 Win=16384 Len=8 MSS=1468 SAC.
17 25.496543 192.16 Mark/Unmark Packst Ctel+M e [SYN, ACK] .:s=q-n::uh-.1:.u1n.-55535:.r.m-.a..m.-,l
18 25.49%7486 192.16 } 53 [ACK] 5eq=1 Ack=1 Win=17424 Len=0
Ignore/Unignore Packet Ctrl+D
Set/Unset Time Reference Ctrl+T
21 25.555846 192.16 Time Shift... Ctrl+5hift=T FEment of a reassembled PDU]
Packet Comment.., :
23 25.698332 192.16 53 [ACK] Seq=l Ack=89 Win=17336 Len=8
Edit Resahved Mame
25 27.858155 192.16 tgment of a reassembled PDU]
Apply as Filter F
. 27 27.885345 192.16 Frepare o Filker p rEMENt of & _reassembled PDU] 3
I Frame 16: 182 bytes on O il i bits) |~
I Ethernet II, Src: Inteld _ : pmpexIn_24:33:32 (9B:30:48:24:33:32)
I IEEE 882.11 Data, Flags Colorize Conversation -
I Logical-Link Control SCTP F w
BoGE 8@ 39 48 24 33 32 EIEI Follow F TCP Stream s
gE18 82 @l 99 50 48 24 3 - [
pA2e 35 78 9¢ 02 B 9@ 73 | Copy v UDF Stream
EOTE BE |8 45 99 99 39 1S S5L Strearn
go4e @l 83 ce ag 9l a2 ac Protocol Preferences | R T P
£ BE BB TE B2 40 B Gl R | S RN » s = o = = u
Decode As... 3
(L) % dnstemoteshell P TR T S 1 - Displayed: 24 (18.3%) - Load time: 0:0.0 || Profie: Default
FIGURE 4.11: Wireshark TCP Stream
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20. You can observe that a remote shell has been established on port 53, and
the directory listing has been performed on the remote machine; which is
evident from the following screenshot:

Microsoft Windows XP [Version 5.1.2688]
(C) Copyright 1985-2881 Microsoft Corp.

C:h\»dir

dir

Volume in drive C has no label.
Volume Serial Number is FF47-8BEB

Directory of C:\

@1/12/2065
81/19/2664
@1/19/2664
86/26/2864
82/a3 /2065
@z/29/ 2084
12/19/26864
12/19/2064
11/24/2804
la/e7 /2664
86/26/20084
81/13/20805
el/e4/28e5
84,/19/2684
18/31/ 2064

i Tom I oo

2 e pherye]. T server plcpfel ¥ hurms.
| Entire conversation (1309 bytes)

11:59
B89:45
ga:45
12:12
1148
82:51
12:58
12:51
av .47
18:81
al:a3
18:52
19:27
84a:57
B8:36

FF P T ]

aierrorlog.twxt
AUTOEXEC . BAT
CONFIG.5YS

Documents and Settings
EasyBoot
installer-debug. txt

mga
mgafold
mnt
movie
My Downloads
Program Files
quarantine

7;241 537g

8 s3fs

A

FEEEFEEEEREEERE

.

Show data as

e P

Find:

|I-i:|t this stream

FIGURE 4.12:Wireshark TCT Seream result

21. This way, vou may analyze the capture file, as a part of forensic
investigation,

Lab Analysis

Analyze the captured packets and document the results related to the lab exerase.
Give your expert opinion on the target nerwork.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

M Yes (1 No
Platform Supported
M Classroom [1il.abs
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