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Module 06 - Operating System Forensics

Performing OS Forensics

Operating System (OS) forensics involves obtaining and analyzing digital information

Jfor use in evidence in civil, criminal, or administrative cases.

Lab Scenano

A computer forensics examiner, Steve, called to investigate the laptop of a 26-year-
old man who was arrested. Steve started searching the contents of the laptop. He
began his investigation on Windows® event logs and processes using various
Windows torensic tools and checked all the registries, event logs, and processes tor
evidence of any crimes. During the investigation, Steve found the paths for several
images and videos of child pornography. He checked all the pictures and confirmed
the existence of child pornography on the laptop. Other evidence on the laptop
proved that the man in custody was its primary user.

Lab Objectives

The goal of this lab 1s to explain the process of finding pieces of evidence from
Windows and Linux OS. Evidence in Windows OS includes Windows event
logs, Windows processes, search key wvalues, and data in Windows while in
Ubuntu system includes volatile and non-volatile data. Accomplishing this task
will include:

" Viewing system information and memory processes
"  Viewing disk raw sectors

*  Venfying the integrity of files

" Creanng drive images

" Recovering deleted files and viewing cookies

" Scanning for pictures

"  Analysis of volatle and non-volaule data in Linux System

Lab Environment

This lab requires:

" A computer running Windows Server 2012, Ubuntu OS (Linux Distro),
Kali Linux

= A web browser with Internet connection.

= Administratve priﬁleges to 1nstall and run tools.

Lab Duration

Time: 120 Minutes
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Overview

Module 06 - Operating System Forensics

Overview of OS Forensics

Computer forensics 1s a broad concept that refers mainly to crimes committed with
the use of computers. Various laws have been passed against cybercrime, but it stll
exists, and the guilty parties are ditficult to find due to the lack of physical evidence.
Computer forensics helps in solving this problem.

Lab Tasks

Recommended labs to assist you in Windows Forensics:

= Discm-'ering arid Extracr.ing Hidden Forensic Material on Cnmputers
Uﬁing OS Forensics.

* Extracung Informanon about Loaded Processes Using Process
Explorer.

"  Viewing, Monitoring, and Analyzing Events Using the Event Log
Explorer Tool.

u Perfnmling a Cnmputer Forensic lm--e:itigatinn Uﬁing the Helix Tool.
m Hmﬂlj;zing Volatile Data in Linux System.

. :"malj;zing Non-volatile Data in Linux System.

Lab Analysis

Analyze and document the results related to the lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.
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Module 06 - Operating System Forensics

Discovering and Extracting Hidden
Forensic Matenal on Computers
Using OSForensics

OSForensics is a computer forensics application for locating and analyzing digital
evidence found in computer systems and digital storage devices

Lab Scenario

Searching for an evidence file in the system is like searching for a needle in a
stack of hay unless you know what to look tor and where. Another way around
1s to find a tool that would help you out. A system store logs for events along
with the identity of the programs that perform any small task. A forensic
investigator should be able to ditferentiate the data and evidence. This lab will
help vou use the OSForensics tools that will assist in finding evidence from
loads of data.

Lab Objectives

The objective of this lab 1s to help students learn how to investgate a suspect’s
computer to locate evidence of a crime. In this lab, you will learn how to use the
OSForensics tol.

Lab Environment

This lab requires:

=  (OSForensics, located at C:\CHFI-Tools\CHFIv9 Module 06 Operating
System Forensics'\Windows Forensics Tools\OS Forensics.

"  Youcan also download the latest version of OSForensics from
www.osforensics.com/download.htmil.

" If youdecaide to download the latest version, then screenshots shown in

the lab might ditfer slightly.

Y computer running Windows Server 2012,

CHFI Lab Manual Page 145

Computer Hacking Forensic Investigator Copyright [ bv EG-Council
All Rights Reserved. Reproduction 1s Strictly Prohibited.



Q You can also

download the latest version
of O8Forensice from the
link
www.osforensics.com/d
ownload. html

]
= TAsSK 1

Creating a New
Case

Q By default, a case is
created in the OSForensics
folder situated in the user's
My Documents  folder.
Upon the creation of a
case, a subfolder will be
created at  the rarget
locanon that will contain
the case. There 15 no need
m select an empry folder.

Module 06 - Operating System Forensics

" Administranve privileges to 1nstall and run tools.

= A web browser with an Internet connecton.

Lab Duration

Time: 25 Minutes

Overview of OSForensics

The OSForensics suite effectively simplifies the task of analyzing vast amounts of
data on live systems and storage media with an easy-to-use modular intertace.

OSIorensics includes tools that can identty evidence material in seconds (such as
searching for a partcular file name), as well as more sophisticated tools ftor
idenufying harder to locate digital evidence artifacts (such as tracing incriminating
data in deleted files).

Lab Tasks

l. Navigate to C:\CHFI-Tools\CHFIv9 Module 06 Operating System
Forensics\Windows Forensics Tools\OSForensics.

2. Double-click osf.exe to launch the setup and follow the wizard-driven
mnstallation instructions,

Note: If an Open File - Security Warning pop-up appears, click Run.

3. In the final step of installaton, check Launch OSForensics option and
click Finish.

4. OSForensics GUI appears, along with PassMark OSForensics pop-up.
Click Continue Using Free Version.

7]

I:‘E',Etart

Case Manzgement

W =R

Cresls Caae LoDl Lirun
ark® OSForensics

File Searching & bndexig)

& @& DOSFORENSICS

il

- Fie Mane Seaich Mismate| |
. Mismatch File Search Sad |

" Hemory Viewer Hashang 8t File Idenkih o

. E \ o
| - Prefetch Viewer !‘—'g | | HE'; T "“:__ -

e ® Haw Disk Viewer My Haedy
[ﬂ Registry Viewer

oy Fibe Systesy Browser : [ = 2
. i i | PASSMARK SOFTWARE i -
E_ﬂ SOLite DU Browser www.asforensics.cam 3 y

=mmy SOLk=DE W'eh Biopmer Email Vieme:
'ﬂ- Web Browseer =T R

__3 Passwords

FIGURE 1.1: O5Forensics main window

CHFI Lab Manual Page 146 Computer Hacking Forensic Investigator Copyright [ bv EG-Council

All Rights Reserved. Reproduction 1s Strictly Prohibited.



EQ (nce a  case  is

created or opened; the
contents of the case can
also be managed from this
window. Case items can be
opened, deleted, or have
ad ditional propertes
viewed. The property
viewer also allows for
editing user-defined
properues of the item.

Fo=

i/ The start window
contains a brief description
of each feature as you
mouse over i, clicking
once will take vou to that
feature. Addidonally, vou
can click the buttons on the
left. If a button has a
pulsating preen light next to
it, this means that the
feature is currently
performing a task. A blue
light means that the rask
has been completed, but
vou have not vet navigated
back to that window to
view the result.

Module 06 - Operating System Forensics

5. (Click the Create Case i1con 1n the main window to create a new case.

_ 55 Start

Case Mpragement

-

Criali Cadn liegesit Cazie  Gnaiabi Alagaod Wirw s

il Searching B Indeeng

@ B D <

Fie More Seach Mimabched Files Dt index Sench wsitin
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Hashing £ File hdenbificetion
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Dol ngmt

Vieweery

q & = 1

Fl-e.rde: Moy Vigsetd  Flow Do viems  Regaly Vit

= B W

Thumnblachs  ESEDE Vieswer  Prefich Viswer

J This 15 normally the first step in an investigation.
Creating a case allows you to group together all findings from
\‘ throughaut the different features in JSFarensics.

FIGURE 1.2: OSForensics Creating a New Case

6. Complete the required fields of the New Case wizard, and choose to
save the new case folder in either the Default or Custom location and
click OK.

Note: If you want to create a new case in a custom locaton, click the
Browse button, indicate the desired path, and then click OK. In this lab, the
(Case Name i1s Case 1 and the default Case Folder has been selected.
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FIGURE 1.3: OSForensics New Case Wizard
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E TASK 2

File Name Search

g A basic search simplj;

involves entering a search
string and locaton. Any
filez or folders that contain
the search string within
their name will be displaved
in the search results, For
instance, searching for
"File" will march "file.mxt",
"test.file” or "MyFile.doc".
The basic search 1= case
insensitive.

Module 06 - Operating System Forensics

7. A new case 1s created as shown in the below screenshot:

- 'a Manage Case

Seienc] G

o I, Al
|; Casnl Mondsy, baw 30, ZOIE TEIESH P CVmsisAdmnisrgterl coment Passb ok I Fossnper\Cace 1 O [Locs] |

|h'|:ntl:-m..|

| Liwad Ciara |

[ Dok Cae |

Hansgs Cunerl Caa

| Edt Conm Detady. | | GenessimFegot | | Mewlog.

| i Aimchoveni | | AddMote

Titks

Cove [tesre

|

| Oaite |
|

FIGURE 1.4: OSForensics MNew Case Created

8. Click File Name Search in the left pane of the window.

Manage Case

« # Create Index

l H Deleted Files Search
tMismatch File Scarch
Memory Viewer

], Prefetch Viewer

Raw Disk Vievwer

[ﬂ Registry Viewer

'{_‘-ﬂ File System Browser

= File Name Search ik
Search Shing | | Frezets | hd | Search |
Stat Foider | C | -] | cong.. |
File List | Thumbnails | Timeline |
Ibems Found: ' Somng | Mame W |

lems Searched: | | Cument Folder |

FIGURE 1.5 OS8Forensics File Name Search

9. Tosearch tor files, type a file name or extension in the Search String of
the File Name Search window, or you can also select the file type from
the Presets drop-down list.

10. In this lab, Images have been selected tfrom the Presets drop-down list.
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Module 06 - Operating System Forensics

11. In the Start Folder field, indicate the path to search by clicking the
browse button, and then click the Search button.

12, Here we are specitying the location C:\CHFI-Tools\Evidence Files to
search for images 1in it.

Q If a ‘ui‘ildEEl..l.‘d 1% : b‘_‘; File Name Search

entered anywhere in the

search  fhield, wildecard : Search Sing | 9" pra. bre:ipg ipeg Prezsat: | Images
matching is enabled on all S ———— B . Foie [CACHR T ook Evidence Files

search LECITIS. When

wildcard matching  is ~ | Fite Uit | Thursbrias | Timeline

enabled, yvou wil need to
explicitly add "' to the start
and end of the search term
if you are tryving to match a
word that may appear in
the middle of a filename,

FIGURE 1.6: O8Forensics File MName Search

13. This displays all the images present in the specified location. You may
analyze these files, to see if any suspicious or unwanted image/images
are stored in the location.

d
Start == File Name Search

Manage Case ing | oL pegct bpsipg jpeg Prazalz | Images

Crart Fabder |I1‘;'1EHF'I-T caltEvidercs Fies

Fite Lt | Thumbnaiz | Timeline |

-rop-103--103px-FlowChart 2[1 Lipo

Location: CACHFI-Toolk\Evidence Fles\Web Histon\TEVCache) Termporary Intemet Fi&s‘n.an'Lc-:]nl:
Size: 13.B0 KB, Created: 5/25/2016, 5:46 AM, Modified: 6/20/2011, 11:57 PM

Accessed: 5/75/2016, 5496 AM

-trop-103-80-1 02 px-Disassembled-Hard - Drive-1[ 1 ).jpa

Locatiaon: CACHF-Toaols\Bvidance Fles\Web Histor\ BV Cacha\ Tarmporary Inbemat Fles\LowiCont
L 11.08 KB, Created: 5/25/2016, 5:43 AM, Madified: 62002011, 11:57 PM

[ By clicking the Config e Accessed: 5/25/2016, 5:43 AM
button vou will be taken to -grop-103-80-103px-Hard-Drive-016[1].jpg
' - Locakion: CACHFI-Taals\Bvidance Flas\\Web History\IE\Cache Termparary Inkameat Fles\Low Cont
the Fle Name BSearch Sire: 13.23 KB, Created: 5/25/2016, 5:44 AM, Modified: 6/20/2011, 11:57 PM
Configuration window, Accessed: 5/25/2016, 5:44 AM
Tee . i . -oop-103-80-103px-Hard-drive[1].jpg
where more  advanced : Location: C:\CHFL-Took!\Evidence Fias\\Web History\IE\Cache) Tempaorary Intemat Fles\Low\Cont

npr_inns can ke selected. R Sze: 12.72 K8, Created: 5/25/2016, 5:43 AM, Modified; 62002011, 11:57 PM
Accessed: 5F25/2016, 5:43 AM

-rop-103-80-103px-HTPC---Inside-4480[ 1].jpg

Location: CACHFI-ToolsBEvidance Files\WWeb History\ IEVCache Temporary Intemet Fles\LowCant
B Spe: 16.11 K8, Creaked: 5/25/2016, 5:43 AM, Modified: &/20/2011, 11:57 PM

Accessed; 525120106, 543 AM

“crop- L0 3-B0-60px-How-to-use-your-old-erector-set-387[ 1].1pa
== Lpocation: CCHFI-Tool\Evidence Fles\Web HistonIEYCache! Termporary Intemet Fles\Low\Cont
B o 8.55 K8, Created: 5/25/2016, 5:43 AM, Madified: 62002011, 11:57 P

Accessed: 5/25/2016, 5:43 &M

-Crop-A4-33- 23 pr-Harmony -Day- 1as[1].jpg
Location: CACHFI-Took\Evidence Files\Web HistondTEVWCache\ Temoorary Intemet FlesiLowhCont ™
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d

FIGURE 1.7: O5Forensics File ™WName Search
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E TASK 3

Creating Index

Q The Indexer
Advanced Configuration
Window allows users tw
confipure various indexing
parameters. This window
can be accessed by clicking
the Config button in the
Create Index window.

Q The lLst of file types
whose contents will be
scanned are configured
here. Typical file extensions
are added to the list by
default. To add a new file
extension, click Add
button.

14

Module 06 - Operating System Forensics

You may view the images either in File List view or in Thumbnail view.
The Timeline tab allows yvou to see/sort the files according to their
moditied, accessed or created nimes.

. Now click Create Index in the left pane of the window. 1t will ereate an

index of the content.

. Irisa ﬂve-srep Process to create an index:

= Step 1: Select the Use Pre-defined File Types option for creating
the Index and check the required optons listed below (here, Images
option has been selected) for selecting the file types, then click Next.

== w 4 Create Index

Manage Case

| Step1af5

File Hame Search \what types of files vioukd vou ke 1o indes?

| ® Use Pre-cefired Fie Tupes |

5. Mismatch File Search

| Spstem hiemation and

J Plaire Tt Files
pang files

[ 'whab Fikes + ML
[] &1 Other Suppoited Fie Types
[ ] Urisracwsn Filas

u Ernails Astlackemenis
[ ] Dffice + POF Documerds
i:l ZIF ard compresszed archives

[0 Use Cushomn Teenplate [dvanced)

It

:Ll-

- File System Browser

Tamplaha Fife: bypzs Creaba Template

Memory Viewer
oot Template
Prefetch viewer >
Edit Template...

Raw Disk Viewer

Registry Viewer

FIGURE 1.8: O5Forensics Create Index Step |

= Step 2: Now click the Add button to select the drive you want to
index.

I

= | % # Create Index

Manage Case

 Step2of5
Swhich difvalz] or foldes s would you e bo indes?

Start Fidier

FIGURE 1.9 OSForensics E:E&Ling Index Step 2
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Module 06 - Operating System Forensics

= Select the Specific Folder radio button, and click the ellipsis button
to add folders. For this lab, select the C:CHFI-Tools\Evidence
FilesImage Files folder and click the OK button.

Q Pages and folders
containing particular words
can be excluded from the
scan by adding the words
to the list. Note that the
folder the created index Drive indexing options: Index files only
hles are written o are also
automatically added so that
the indexing process does
not index the files it is
creating. This folder is a
subfolder of the currently
active case folder.

FIGURE 1.1k O8Forensics Ereaﬂng Iadex Step 2

" (Click the Next button in the Create Index section.

w # Create Index

| Step2of S

Eg Stemming refers to “which drivelz) o fobdess) woukd you Ble boindes?
similar words deaved from
the search terms. For
example, searches for
"fish" would return results
for "fishing," "fishes," and
"fished." To enable
stemming, check the
Enable stemming for:
checkbox and =elect a

Shait Folder T
|E:'I.IZI-'.IFI-T pels\Ewvidence FilesiImsge Fies Faldar I

language.
FIGURE 1.11: O5Forensics Creating Index Step 2
" Step 3: Specify an Index Title (Case 1) and Index Notes (optional),
then click Start Indexing.
RN
-‘q_} Create Index
Step3ofs
Plessa enler some delals lor the rde
Indiex Tith=
|Ea:-31 |
Indix Blotes
Indiex of llagin
G SCHF-ToolAE vadienca Filash maoe Fiks:
Fila aensions:
P ipeL e i, 0. BE prg. Bimp
FIGURE 1.12 OSForensics to start Indexing Step 3
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Module 06 - Operating System Forensics

= Step 4 In Step 4, the applicaton begins to perform a Pre-Scan on

the specitied folder.

Note: If 2 Maximum page limit in Free Version dialog box appears
while scanning, click OK to close it.

ﬂ Create Index

EQ Binary String
Extracuon Level:
When trving to get words Step 4 of 5

out of binary data, the 7 Pailaiming Pre-Sean, please wal .
mndexin rOCEss  has o R — i R D
make agdezsinn as to what ' - - -

15 a word and what is just .
random dara. Changing this : Maximum page limit in Free Version
option will determine how '

lenient or strict the indexer ] Pre-sean found more than 10,000 files, thic is the maximum number

it when making this of files the free version of O5Forensics will index, You may still
- index this location howeyer mot all files will be included in the indes.

decision. Leaving this on
default, the most stringent
option, is recommended, as
this will appressively
emove Irrelevant dara and
keep the index to a more
manageable size. The Code
Words setung i1s useful if
vou are teving to find things
ike passwords missed by
the default option.

FIGURE 1.13: OS5Forensics to start Indexing Step 4

" Step 5 displays the status of the Indexing. Once the Indexing is
completed, an OSForensics - Created Index pop-up appears, click

)
% # Create Index
Q The log file shows | Step 5of 5
many errors  aboutr files ;
being locked. If vou are Fi CLIE - hl:l Tmo o st an -
indexing an actuve system Create Index Emnd Forensics - Create Index
drive (the drive that
Windows is running from), : _ lh Indexing finished.
this is quite cominon 4z By © There were some efrors during the indexdng pracess co
many Programs, and 3 | it i5 hikely that ene or mare files have not been included
Windows irself will be = _ n the indes.
using the files on the drive, This can happen for a vaniety of reasons including docwments
makine them inaccessible. { being encrypted, files being larger than the set mit, or
i g docurnents being corrupted. Click on the Open Log butbon to view
Usually, these files are Cuinant dveticn datailad resubte

svstem files without much
interesting  text in them,
and this should not be a
problem.

Crirent File

FIGURE 1.14 O5Forensics Step 3

CHFI Lab Manual Page 132 Computer Hacking Forensic Investigator Copyright [ bv EG-Council
All Rights Reserved. Reproduction 1s Strictly Prohibited.



Q During the pre-scan
step, (O5Forensics tries to
detect the number of files
that will be included in the
index and sets this as the
maximum which the
indexing process will scan.
Because the pre-scan 1s a
basic and fast scan, it may
sometimes get this wrong.
If this is the case, vou
should try indexing apain
by setting the maximum
pages manually in the
advanced optons,

E TASK 4

Module 06 - Operating System Forensics

-

7. Select Search Index section from the left pane, enter the keyword to
search in the Enter Search Words field (optonal), select the Index to
Search (here, Case 1) from the drop-down menu. Click the Search
button.

Note: The tree version of OSForensics returns a maximum of 250 results,
So, if the Search results exceed this number, an OSForensics - Notice pop-
up appears where you need to click OK.

4
T E \Gﬁ Search Index

Illhil,,S'I:.lﬂ:

‘mad Manage Case

Enter Seanch Mo | Seaich Advanced.

Indes bo Search Il:.:m: 1
More.

me Im:gta[‘lﬁl |Errnai:[ﬂ]|.£ma‘1.iuachmari¢[ﬂ]] Unabocabed (0] | Timedre | Beovese Irdes: | History |

) s, -
earcth Incle: F i
= -
|
'

7 Fil= Name Search Uise ‘whard List Fiks

% § Create Index

CUCHFT-Toolks B,
FilzsImage Fiesl..,

Y

v CHCHFL-Took\Ewi...
o Filesi{Imags Flecl.,

o CCHFL-Tools'EW, ..
Yern  FilesiImange Fiesl,.,

s

CiWCHFT-TooksEvi...
FilesImags Flask..

C

C\CHFT-Tools \Ed, .
Files\image Flegl,..

CaWTHPT Toods \Bil.
FilegiImage Fles', ..

=

[ :I-Tu-usis'Eu...
Fles\Image Filss, ..

WO -Toads \Evi. .
Fileciimage Flesh,..

_I
S

Searching Recent
Activities

Q OS5Forensics  scans
known locations for web
browser profiles and their
related history and cache

files m detect cookles,
wvisired LEL his ey,
downloads, and saved

logins and passwords,

FIGURE 1.15: OSForensics Searching Index (Image Files)

18. Click Recent Activity to scan for evidence such as browsed websites,
USB drives, recent downloads, and Wireless networks.

19. Select Sean Drive radio button, select €: Drive and

click Sean to scan

tor evidence such as browsed websites, USB drives, recent downloads,
and Wireless networks in the drive.

Note: If 2 Warning pop-up appears, click Yes. If an OSForensics Error

appears during the scan,

click OK.

20. On completion of scan, 2 Recent Activity - Summary window appears,

click OK.

Lelratp Flters: N

e | Tl Files: Ol

B ANl 1683 |
i=1] Most Recenlly Uzed [ 25 )
) windows - Recent Do

A Wirdowe Esplonse - Fiee |

i, Ewerks [352]
[ Instaled( 101
i Shelbag [ 21
&gy Cookies| 558 )
& Downloads [ 20]
{3 URL: [144)
i Bookmaks( 13)

. ¢ Mounied Vabames [ 4 ]
| | [ Usnitzsist Mems | £

it JuampList e [ 33 )
£ Fom lbeers [ 3

Fla Detals | Fie List | Tirelne

Recent Activity — Summary I

o Summarny:

BARL) Recprds; 25
Ewvent Records: 992
Installed Records: 10
Cookies: 558
Downlpad Regords: 20
URL Becards: 144
Bookmarks: 13
FMounted Violumes: 4
Userfssist [f=ms: &0
JurnpList lberms: 33
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Tatal kerms: 1833

.. Wost Beserty Uzed [eind

Bl Type

Most Recerty Lsed [ufird
Moot Recerty Used [eird |
Kot Recarty Uszed [eind
Mot Recartly Used [ird .
Mict Recerilly Used fuirad ..
Most Fecerily Uszed [eird ..
Most Recerty Used [Wind
Most Recerty Lzed [ufird
Mot Recarty Uszed [eind
Kot Recarty Uszed [wind
Moot Recartly Used fird .
Mot Recerlly Uzed [eird ..
Most Fecerily Used [eird ..

. Most Recerdy Uzed [Wind .

Wost Bezerty Uzed [afind

Mot Becenty Uzed Dafind

Mot Becerly Used Pehed ..

. Admingiabo

. Admingiabo

. TiinadA
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FIGURE 1.1 O5Forensics Recent .-in:l:ivirlr
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Q TASK 5

Searching Deleted
Files

Module 06 - Operating System Forensics

21. To recover the deleted files from the filesystem, click Deleted Files
Search in the left pane, select a disk on which you want to perform the
deleted file search (here, Partition 1, C:), and click the Search button.

} Deleted File Search

Fiter Sting |

Deleted Fie List | Thumbnails | Tmeline |

ltems Foundt | |

liems Searched: | Cument Fie: |

FIGURE 1.17: OSForensics Deleted Files Search to recover files

22. The application searches for the deleted files in €: Drive and displays
them as shown in the following screenshort:

3¢ Deleted File Search

Disk | 4\ Physicallrel: Parlition 1, C: [2093GB NTFS] v| | Seach | | Config. |

Fites Siring Presets Al Fies v| | aappFite |

Debebed Fike List | Thumbrials | Timeine |

1469521 B0E5E_JS0OR
Bize: 7.91 KB, Aftributes: &-, Location: Ci\Program Files\YpoLogCenterfidefauiroofilogeystiemplcharts
Created: TREL201E, 1:30 Ak, Moofied: TRERNE, 1:30 AN, Accessed: 26-Juk-2016 08:30

A4EE5FRT0AT _IS0NR
Sige: 311 KB, Atfriputes: A-, Locatian: C\Progrom Files\XpolLogCentenideipuiroeflogeyeiempicharts,
Cregbed: TRERZ01E, 1:45 AN, Modded: TREZER2016, 1:45 AN, Accessed: 26-Jul-2016 0545

1469523601073 _JS0H
Size: 1.21 KE, Afirivutes: &-, Location: CiProgram Flest¥poLogCantenidaiaulireoflogeyeiiemplchartst
Crealed: TR2E2016, 2:00 AN, Modfied: TRE2016, 2:00 AN, Adecesged: 28-ul-2018 09:00

1469523605500 _JZ0H
Size: 1.21 KB, Aflribules: &-, Localion: ChiProgram FlesipologCeanlenideiaulirooflogeyeiiemplehartst
Created: TR2ER201E, 2:00 AW, Wodified: TR2ER01E, 2:00 AN, Accessed: 28-Jul-2016 09:00

1469523606445 _JS0H
Size: 1.23 KB, Aftrioutes; &~ Location: C\Program Files'¥poLogCenterfidefaulirooflogeyeiiempicharts,
Created: VRG0S, 200 Al Modfied: TRERNE, 2:00 AN, Accessed: 26-Jul-2015 0500

146953608133 _J50NH
Size: 1.23 KB, Afirioutes: &-, Location: Ci\Program FiesipoLogCenteride inufirncflogeye'iemplchartst

Fronherd TIERAE 200 L Bhddisd: TEEDDAIE 200 &0 & ccoogods 6. L 2NAE mE-man

Mems Fourd: Soring |Mame
leres Searched Curert i |

FIGURE 1.18: OSForensics Deleted Files display
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Module 06 - Operating System Forensics

= TASK 6 23. To locate files whose contents do not match with the file extensions,
Searching click Mismatch File Search in the left pane of the window.
Mismatch File 24, Click the Browse button to give the location path to search. In this lab,
navigate to C:CHFI-Tools\Evidence Files\Image Files and click the
Search button.
25. This opuon will uncover attempts to hide files under a false name and
extension, and it also verifies the actual file format.
: @ Mismatch File Search
Skait Foldes |CAWCHFLT ookM\Eviderice Fieshmage Filas
£54 File Hame Search [ Filber ||:I|,-.F-:||,II [Eudi-n '\-"H Coorfag .. |
. J Create Index I File List | Thumbnai: |
| 1717 1 ' Medona, png
E';_ Connected USB f Search Index : Location: C:ACHFL-Tools\Evidence Files\image Fies
devices: ..‘ l Identfied Type: JPEG mage dats, JFIF standard 1.01
1SB devices that have been _ * Recent Activity [ Sme: 13.87 KB, Created: 5/25/2016, 5:34 AM, Modified: 9f21/2011, 3:05 AM
1 Amrita Rao_raw
connected to the computer, ¢ Deleted Files Search | Location: C:\CHFI-Tools\Evidence Filas\Image Fles
1 : ; T . Identfied Typa: JPEG rage data, JFIF standard 1.01
E"?"L m':lu"]eh-t' 5:' Ejzn?ﬂq 55 ismatch File Search Size: 40,65 KE, Greated: 5/25/2016, 5:33 AM,I Modified: 9/27/2011, 7:03 AM
EMICKE, ['.'-DL'[EI. = ard drives i
d h | USB
EE o i ErUkEHEﬂ:_aD R B | ldentfied Type: IPEG rmage data, JFIF standard 1.01
VIOES & e =TT Size: 78.23 KB, Created: 5/25/2016, 5:33 AM, Modfied: 9/27/2011, 7:03 AM
drives. A manufacturer b1 Eveleick Vimns 2 Images 1.txt e i
; g ! Lacation: CHYCHF-Tools Evidance FlesiImage Fies
mme, product 1), serial =¥ Raw Disk Viewer | | Identfied Type: JPFEG rnalge data, .I1FJF standard 1.01
mumber and the last { Se: 6.62 KB, Crezted: 5/25/2016, 5:34 AM, Modfied: 9/28/2011, 4:00 AM
connecton date should be Bt Rogisty Viewes [ Images 2.txt
i o P P Location: CA\CHFI-Toolk\Evidence Files\Image Fles
displayed for each device. ~| File System Browser | Identfied Type: JPEG image data, JFIF standard 1.01

Sie: 12.97 KB, Created: 5/25/2016, 5:34 AM, Modified: 9/26/2011, 4:10 AM

Images. bt
Location: C\CHFI-Tools\Evidance Files\Image Files
ldentfied Type: JPEG mage dats, JFIF standard 1.01

ltems Foundt re——
Ibemes Searchad|23 Courert Folder: | Seanch Complete

FIGURE 1.19: OSForensics Mismarch File Search

B tasx 7 26. To view the processes that are running on the system, click Memory

Viewer in the left pane of the window.
Viewing Memory

Processes 27. An OSForensics - Warning pop-up appears, click OK.

_ q Memory Viewer

L[ 5iave Ciash Dump
Q (OSForensics  checks . T [e—p—"
several known  registey | cmens
. i lexel,
locations that store MRU = i Ef‘" 'f OSForensics - Waming
data; this includes locanons ) Recent Activity Process I
. | Thee memony viewes shaws the: active memony of the computer that
for  Microsoft  Office, 4 raccso | | Proced] Ak OSForensics s cumently running Sl it Ex e fo ]
Microsoft WordPad, : i e N
Mic r_nmf t Paint, :"-I.i!: rosoft 5. Mismatch File Search | T s ym::ﬁt.atr::;meauww%im
Media Player, Windows . ' Oe .
Search, recent documents, ' [ ] understand, da not wam me about this again _
connected nerwork dreives, ' _ Pihysicd
Eﬂ-l.]. [hE 1,'.1|" Ij.ﬂ-ljﬂ‘-.i"":- R.L'I.If'l. | ‘whatking a1 okl 1] Toatal 13395208
4 ' . Wintking 50t [private] DK Private aF
cormimand. = Waiking s#t [thaied) 0K  Allscaled o

FIGURE 1.20 O8Forensics -"C'i'aming pop-up
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g

L Performing a process
memory dump saves the
contents of a process
virtual memory space (both
in physical memory or
paged out to hard disk) into
a file. This 1= useful
especially if there 15 a
particular process that the

Module 06 - Operating System Forensics

28. Select a Process from the list of running processes, and select the
Memory Space mb to view complete memory details of that process.

& Memory Viewer

@ Reiesh | | [ glSeest Window

| a0 Phyzical Memeey |

' [5ae Crash Dump

user has idendfied o
contain  Informaton  of
interese pote nLiallT;.
= TAsSK 8
Viewing Disk Raw
Sectors

Q (senerating a physical
memory dump in  the
Microsoft Crash  Dump
formar allows the user tw
perform a deeper analysis
of the system state at the
ume the snapshot was
mken.

L' Recent Activity

H. Deleted Files Search
. Mismatch File search

Procass
CErS, ENE
| GarEene
dremans
| exploceraxs

ETRCTITRE T}

| Frocess Inlo

Memoy Space

Py
144
412
L
1343

ek i ]

I emiors Lavouk

Aodiess Ranga

Owl) - D PFFOFFFF

[ 7FFEMIDD - 7FFEQFFF
[4FFFE1000 - (7FFEFFFF

[ FFFFOO0] - (.BBCIFEFFFF
[xBEBCTFFOIOD - O-BRCTFFFFFF
[xBBC2000000 - 0-BRCA003FFF
CxERCEI04000 - BRCA00SFFF
DBBC200FI00 - O-BRCR00FFFF
(«BBCE0 0000 - BECAMMEFFF
[xBEECEIFOM - D=BRCANFFFF

TEFI04 ...

Shate
Frae
Cioemmiz
Rezervad
FFEE'
Commi:
Cioermit
Hezerved
Frae
Ciermmit

Size
2048 HE
4FR
ElKE

B4 KR
16 KB
12 KB
B ER
B KB
4KB  Free
434 KB Reserved

T Y =

FIGURE 1.21: OSForensics Memory Viewer

Fiter by | Mene

29. To analyze the raw sectors of all physical disks and parutons, click Raw
Disk Viewer, and select a disk (here, €: Drive) to view 1ts raw contents.

"ﬁ Raw Disk Viewer

Drick:

WCPRgzicalliived: Patition 1, ©: [20083GE MTFSHPFS/ewFAT)

1004 EABZ35L
JI4EABIEGI
1004 EABZE VL
1004 EABZHEL

tEABARY

" g N
a0 H

. Deleted Files Search

2. Mismatch File Search

I04EAB3 940
I04EAB395(
J04EABI96(

J004EABI AT
JDAEAB3 930

~| File System Browser

1004 EABZ990

= SLite DB Browser

B3 980

[Byte Difzal 0000000000000 52

1L

4839953200000040C
FF42RBE0042334530
0000000048C74510
28B8200000004828
24488D0DAAF3A0FF
Ed6B2F79FF41E81F
CCEB923379FFBAZ0
4424204809452088
FFEB0A2879FF488B
03000100488BD048
895D188BFEGBFFO1
BICI0O00FEOI10000
000004EEDSS084%
BLEsSEa0000004880
79FFC74518010000
D000ON4E6D5S104E
C745180300000040C
E508493BCD41FFDE
BD3S930000004330
F2TOFFCFAL1E0300
DOCTAS1EFFEFEFETE
90317D1EFEFEFETE
107E344533C04330
2048837010007 414

ARSI TAETIT IO

U L
ABES438D05870D34 H
4989050048C7 4508 |

1234567 39ABCDER
L I
H..H.EUH.B.H.E.J

0000000033DBA9SD .. ..

E04C8De424208B04
E8432879FF4B8BCE
000100468BD0498E .

gooono462BEO488D . ..

0424488D0D5SF1FAL

CBEB322F79FF41B8 . ..
BB4D20EBERIITIFF . .

OFE09C0000008BDF .

00448BCE4CEDESEE . ..
BECCES113379FF4C . ..
S5508498BOCEBOEZS . ..

00448BCE4CEDES SR

SE4DZ0EBEN3279FF | .

AB4D10448BCE438E |
C74518010000404C T
LE10438EBADZ0ETAS
0040Z74523000000

E
4 B

EBDEE3Z12779FF20 ..

FEIDE17DIZ020000 .
9528000000483 B4D @
432B4AS104CEELAODE

EOAnnNAamOonambonamn._ T

FIGURE 1.22 O8Forensics Raw Disk Viewer
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el 1t (- H.M
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Module 06 - Operating System Forensics

= TAsK 9 30. To retrieve detailled information about the core COMpPONENts of the

system, click System Information.
Viewing System ’

Information 31. You may use any of the tollowing options from the List drop-down
menu:

= Basic DOS commands used
= Basic system information
= System Informaton From Registry

= All commands used

o 4

Raw Dikk Viewer

' g System Information 1B

[ﬂﬂeg'ulw‘iﬁeuu List | Basic Systam Infamalicn v| [ E&. || Go

' File System Browser (@) Live feguisition of Cunert Machine () Sean Dive: | O

Q MNew tkdrd-parrlr tools

Commands | Fesuk |

tﬂ SQLite DB Browser : :
can be easily added to the ﬁ- g“‘"‘“"ﬂ L"‘Ema' ;‘;:L““—"ﬂ 5“‘9 Syehen
- . Web Browser atCompubert 2me = e
-k : . e Mam Dpesating spstem hi= 324 e
applications can be helpful {.‘L3 S siie g Get CFU Info Yes 54 Ve
in retrieving SVSIEm Get Mem Info Yes 364 Yes
information. These tools g*’ﬁgg"’:"'"" :'” if‘:: :"‘
' I . &l Irfe s B
must  be installed first of WIj| veriy / Create Hash Get Dk vakime Il Yes /54 Vet
these commands are to run ' et Dick drive Iro Ven 2344 Vet
EﬂL‘L‘EEEl‘Ii'. i Hash Sets Gat Dphical dive Info s 324 ez
Gt Metwork Info = 324 ez
Create Signature Get Ptz Inko e 3254 iz
g Gt Matherboard Info s 24 s
Compare Signature
=9 Drive Preparation

FIGURE 1.2% OSForensics '.'":Tfsl:Etn Information

32. From the List drop-down menu, select the type of information that you
want to retrieve, and click GO.

33. Here, All Commands has been selected from the drop-down menu. By
selecting this, the application executes all the commands displayed under
the Commands tab on the machine.

™ o
P8 rtismatch File search | g System Information

Lesl: Iﬁ.ll:m'mmdg- '-.-'l | Edit. . || Ga |

5 () Live Acquiztion of Cument Machine () Scan Diiver | £
LJ Architecture specifies Rent
whether this i

command

_ Command Inbemal Architechee  Live Spzhem
should be restricted o 32 : al.exe Ho 32084 Yz
e ﬁr_l_ h,j_[ EUEEETIR, i FREPP TIPSO QrEdnac SRe Mo A2/E4 '
Live '-':.'L'IEI:E 1 specifies REiae e t G i
i p ’ ipondig e Sal Ho J2064 Yz

whether this command 1s
gafe o run dur:ing a live
acquisiton,

mskladz exe Srepail %1 Ha 3264 e
nbkztat exe h Ho J2'E4 =
nibdstalews -4 127 00007 Mo 3264 ‘et
nbkztat exe -5 Ho J2'E4 b=
nbdsbal ewe o Ho J2/E4 feg
net exe shana Ho J2E4 =
net 2xe ugs Ha 264 s
net gxe fle Ho J2'E4 s
net exe uger Ha A4 e

;I_HJ] Verify | Create Hash

FIGURE 1.24: QOSForensics ST{F..EEm Informaton All Commands

CHFI Lab Manual Page 157 Computer Hacking Forensic Investigator Copyright [ bv EG-Council

All Rights Reserved. Reproduction 1s Strictly Prohibited.



Q srvcheck.exe:

SrvCheck is a simple ping-
hke program, which can
check the availability of a
gven server. It is part of
the Windows Server 2003
Resource kit Tools

package. It SUPPOCLS
Windows Server 2003 and

Windows XIPP but 15 not
5uppnrl:ed on  a  Gd-bir
platform.

E TASK 10

Verifying the
Integrity of Files

Q To calculate a hash
for a file, just inpur the file
path, choose one of the
available hash functons
and click Calculate. To
verify the calculated hash
with a known hash walue,
copv the known hash value
nto the Comparison
Hash field.

Module 06 - Operating System Forensics

34. It displays the commands executed, with complete details in the Result
tab as shown in the following screenshort:

i E’ System Information

Lisk | Basic Spstem Infatmalion h

':'E' Lres .ﬁ.nqu'sil'unni Curserd Mackire

| Commands | Fesul

Edt. || Ga | [ExpotioCese. | [ EvpodtloFie.

':::' Scen D= Y

Windows LEP Configuration

L

ipconfig.exe /all

Date: Tuesday, May 31, 2016, 3:35:317 AM

Ethernet adapter Ethernet 3:

FIGURE 1.2% OSForensics Basic System Informauon

35. To ventfy the integrity of files by calculaung their hash wvalues, click
Verify / Create Hash trom the left pane

36. You can also create a hash of a complete paruton, a physical disk drive,
or a simple text string by selectng the respective options.

Compare Signature
Drive Preparation

¥ Drive Tmaging

# Mount Drive Image

Forensic Copy

Install bo USH
i

INj] Verify / Create Hash

[ ®Fie O Vohme

O Test |

Fie |

Hsth Furchan | EHA-1

Upper case ouput [

Diaks Hashed |

T

Compaiizon Hath |

The comparson hash = an aphona held

Selected Hash Function Desciption

SHAA is part of the broader gt of SHA hagh functions developed by the NSA Although not the mos
secune, SHAT iz by far the mostwidely uged

Al thiz poink i ime SHAT i considaned bo hase bean broken, howevar fnding colisions iz 2l & somewhal
computahonally inkensine fazk and 5HA-T corgrmees o be wsed for mary applications.

FIGURE 1.2(t OSForensics Verify / Create Hash
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.
¢/ To creare a hash of a

line of text, select the text
option and type or paste
the text you want to hash
into the text field.

= TASK 11

Hash Sets

Q Crigin:

The origin of the files
belonging to the hash ser.
Depending on the scope of
the databasze this could be
as accurate as ' Bob's PC"
of ag broad as an entire
organizaton.

Module 06 - Operating System Forensics

37. Click the Ellipsis button to specity a File or Volume or Text to
calculate the hash wvalue. (In this lab, navigate to the file C:ACHFI-
Tools\Evidence Files\Image Files\Images.txt to calculate the hash

value of Images.txt).

38. Select Hash Function (here, MD5) from the drop-down menu and then
click Calculate.

39. The calculated hash value appears in the Calculated Hash field as
shown in the following screenshot:

&
iI_1|m Verify / Create Hash

@ Fle O Welure D) Ten

File [CACHFI-Tagls\E viderce Files\mage Fleshimages lul

Hazh Funchon Upper cate oulput [

Progiess _

Data Haszhed |E.J-E: EBE

Calculated Hash | o4c 289471930 %4 54104808601 5024

Companzon Hash |

The campanzen hash & an aptional fizld

Sedeched Hash Funchion Descniphion

D5 |MeszageDigest alpomichm 51k anircemet stlandard ciyphogiaphic hash fenchon, MODS has besn found . -~
to nok bz colizion resistard and therehore not sutable for manw zecunby applcabions.

Diig ko itz populasty, MOS iz sl uwsed inmany alugbong whers secutity = not of ligh impaitance of lo legacy
[0F jalet

FIGURE 1.27 O5Forensics Venfy / Create Hash result

40. To identity known safe files or known suspected files, click Hash Sets
to reduce the need for turther time-consuming analysis.

Search Hash Sely

System Information

verify / Create Hash

Compare Signature

Drive Preparation

Mount Drive Image

! Forensic Copy
K

FIGURE 1.28 (OQS8Forensics Hash Sers
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Module 06 - Operating System Forensics

41. To create a new database click New DB, enter the new database name in
the Database Name field, and click OK.

Seanch Hash Seix

L<<]

Q Product Type: =

g ' Please Enter Database Name
The product rype files are )y System Information
associated with for Verify [ Create Hash
example, word processor,
jmagf ediroe, npe:ating

Database Mame
| rvestigaton |

i

SVSLEm.
+ Compare Signature
Drive Preparation
Drive Imaging
Mount Drive Image
|| Forensic Copy
=
FIGURE 1.29: OSForensics Hash Sets new data base create
42. Right click on the Investigation database and select Make Active
option from the context menu.
| | NSAL Imgos:.. |
Make Active |
Hew Cirigin
Fenama
Delete
Sysbem Infarmation
| erify | Create Hash
FIGURE 1.3k OO5Forensics Hash Sets Mew Hazh Set
43. To generate a new hash set, click New Set... in the Hash Sets wizard,
complete the required fields in the New Hash Set wizard, and then click
Create.
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Module 06 - Operating System Forensics

44. To add a folder, navigate to C:CHFI-Tools\Evidence Files\Disk
Partition Raw Image.

’ '-‘j Mew Hash Set

Courrent O8; Invessgabon

|Fas=mark This ks the directory where to | .~
finl thoe fies (1 e achded Bo
the zzt. All files in thic foider

Operating Syven W | | and in all subfolder vl be
|H:rmﬁ ;
|

| L1 Irvenstigiation

Eg The Hash Set Viewer

window allows the user to
view the deraills aboutr an
existing hash set. This
window can be accessed by
double clicking on a hash
set or via the right click
context menu in the main
Hazh Sets window.

[500d

‘Windows Server 2012

FIGURE 1.31: O5Forensics Hash Sets New Hash Set
45, It takes some time to create the new hash set.

46. Double click the newly created set of hashes to view the hash value of

the selected folder.

i Hash Sets

| MewDB.. | [ mpoa. | | Makescwe | Seanch Hah Sets:

[ MewSet. | | Ewot. | [NSALImpot. | L= | 2]

| -1 Exanple
| =1 Irvectigation
| = @ Passmai
=) Opeistng Sysien
~{L| Disk Pastiion Frawi Image Standard | Microscét | English |

£ Disk Partition Raw Image Standard | Microsoft |

{7 Multi File Hash
Lookup: E
When  hash  compares : Mash Set Mame: Disk Partibion Fam [mage Standard | Micosoft | Engleh

. . . Hash St Type: Good
multiple files. the individual

P Opwar g bineg Spslems: Windows Server 2012
matches are not shown,

rather summary of how ; rame MOS A1 SHAISH Lastlndate  Size
- i [ DISFAATITION... <SBESSUPOAF,.. SRESEOR4ZE.. RIFESSOAS0N... 2016-05310.. 102amMB
many files found a martch | |

ae shown.

a Hazh Set Viewer

<

Mumber of fles m ot 1, Total Siz=: 1024 M8

FIGURE 1.32: O5Forensics Hash Set Viewer
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E TASK 12

Creating Drive
Image

Q Drive imaging, where
possible, uses the Volume
Shadow Copy service built
in o Windows, This allows
OSF o make copies of
deives that are In  use
without resulting in data
corruption  from  reading
files that are currently being
written to.

Module 06 - Operating System Forensics

470 generate exact cnpies of partitiﬂns. or whole drives on an actuve
system, click Drive Imaging from the left pane.

48. Select the source volume (E: drive) from the drop-down list of Source
Disk.

49. Menton the path to store the Target Image File by clicking the Browse
button. Complete the respectve fields, check the Verify Image file
After Completion option, and click the Create Image button.

Note: It will rake nme to create a drive image.

It 1s suggested to abort the imaging process as it requires huge amount of
free space.

| @ﬁ Drive Imaging

| Ciesle Image  Restore Imaps | Hidden Areas - HPA/DCD | RAID Rebuid |

| Source Disk:

Target Inage Fle: [C-\Users\Adminishator\Deskioph Testlimg ||

Raw Image

Desoription: II:Ili'ul: Ireesligahon |
) File System Browser | LacatiorsPlace:  [EC-Council Office |
I SQLite DB B |iﬂ".-'ar:fg Irmage File dile I:ﬂhli:ml
| [] Disahle Shadow Copy
i+ Web Browser | Atach Image Metadata File to Case an Completion

3 Passwords

Shaftus; |Imaging dboiled

| Copy Methact |

System Information
g Dita Read | Disk Size:

W] verity  Create Hash : | Uneadable Dala

& vash sets

CUreate Signature

Cieate lmage

: ~ Compare Signatune

=

FIGURE 1.33: O5Forensics Ereal:ingl']rive Image
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Module 06 - Operating System Forensics

-

= TASK 13 50. To mount a drive image and to view the content of that drive image,
Mounting Drive click Mount Drive Image.

Image 51. PassMark OSFMount window appears, click Mount New... button and
ﬂﬂi-’igﬂtﬂ to C:HCHFI-Tools\Evidence Files\Disk Partition Raw
Image\DiskPartitionRawlmage.dd in Image File path. Leave the other
settings to default click OK.

F
=% _Drive Imaalnga
| = Passhdark OSFRMount
Fie Driveactions Help
<25 Mounted virtu OSFMount - Mount drive =]
ey v Imags Fle nems Sguecs e from 051
== This is  especially ' =) Inagn fie ':*'Naﬂ“” ) Empty FUAM dive
mportant for imaging main _ Imaxge fie
SVSLEM drives that ' CACHFLT oo E v FiesDink Pastiion Rl ImagehD)| |...|
Windows 18 contnously | Faw nige
modifving. Once a shadow [} System Infarmation Vokme options
copvy  has  started, a ] verty  CreateHach | & Hourk spechied pariition Selecl . ) Meourk o pasttion:

snapshot state of the drive l Irsdges il oo
L of h . Hach Sels n
i frozen then, so even 1 : 2 > :

) . ) % B (' Blcks O KBytas ) WEwes () GEvies
NECESSALY €V wdence is hemg | Pt
tetmoved h}' another [nterd g e giss]
process in the background, _ . ® Bpes (I Bbcks O KByees O WByes () GByes
it will sell appear in the
jmage (ISForensics creates.

Create Signature

FIGURE 1.34: OSForensics Mounung Drive Image

52. To view the mounted drive, click E:.

| = . ' ' ¢
B wasix 14 53. To copy the contents of one directory to another while mamntaining the

same omestamps as the original, click Forensic Copy.

Creating a
Forensic Copy 54. Mention the Source Directory and Destination Directory by clicking

the Ellipsis button and then, click Start.

55. For Source Directory navigate to C:\CHFI-Tools\Evidence Files\Disk
Partition Raw Image and for Destination Directory, create a folder
named Test Files on Desktop and navigate to 1t.

ol
-.'“--..ll-ll Forensic Folder Copy

T

== The log, in addition w = | SowesDiesten:  |CMCHFL-Tools\E vidence FiksshDisk Partilion Faesr Image

Bene ral sratus IMEEEAFEE,

. Dreslinglion Dieschay |ﬂ1Ux|:‘uﬁ.d1inisll-u:u|'uDesl-alnp&TﬂlFlld
will also output error

messages about any files Cuetert Fie: |
thar failed o COPY. The e 2 |
most common reason for ./ Create Signature

Time Aemainmg: |

failure 18 that another
process locks them or the 4
current user does not have <P Drive Preparation
permission to access them.

-~ Compare Signature

4F Drive Imaging

Mounk Drive Tmage

FIGURE 1.35: OSForensics Creating Forensic Copy
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E? O8FClone = a free,
self-bootng soluton  that
enables you to create or
cdone exact raw disk images
quickly and independenty
of the installed Q8. Afeer
creating or cloning a disk
image, vou can mount the

image with PassMhlark
OSFMoune before
cnﬂducl:iﬂg aﬂal:.'sis with

PaseMlark OSForensics.

Module 06 - Operating System Forensics

56. A forensic copy has been created in the tollowing path, with the results

1n the bottom pane of the window.

M system Information

verify | Create Hash
Hash Sets

4 Create Signature

Compare Signature

Drive Preparation

m Forensic Folder Copy

Help

Saunce Disclhany: |E;".EHFI-T-:-:-E".E'.-'idEﬂ|:=a Fikaz\Disk. Partiion R Image

Slail

Diestnation Dirscton: |E;‘.Umr3'-ﬁdnhhtralu"-ﬂamlm'-.ﬁ$| Filz

=

ComertFis: |

CunentPath; |

Time Ramzining | | Epe-altl

Leg:

Copy slated on Tuzsdag, Map 31, 2016, 51554 AW
Filez Copiedt 1

Filez Faled lo Copge

Folders Copied: 0

Falders Faled ba Capy: 0

Filez evenaritber: 0

Tald Data Capied: 1024 MB

Copy Firighed oo Tussday, Map 30, 2016, 51613 4K
Tine Elgpeed 25 Seconds

FIGURE 1.3 OSForensics Creating Forensic Copy Result

Lab Analysis

Document the c:::nmplere results of this lab.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

RELATED TO THIS LAB.

Internet Connection Required

] Yes

M No

Platform Supported

Classroom

ilLabs
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ICON KEY

Y/ Valuable

nformation

& Test your
knowledge

E Web exercise

Q Workbook review

7 Tools
demonstrated in
this lab are
available in
C:\CHFI-
Tools\CHFIv9
Module 06

Operating System

Forensics

Module 06 - Operating System Forensics

Extracting Information about
Loaded Processes Using Process

Explorer

Process Explorer shows you information about which handles and DI.L. processes
have gpened or loaded

Lab Scenano

Processes are the instances of computer programs running on a system and
contain the code required acuvity. Any program or malware will have various
methods that will combine to give the result. An investgator should know the
detault processes to separate the suspicious ones. To be an expert computer
forensics investigator, you must understand how to extract information about
loaded processes on the victim computer,

Lab Objectives

The purpose ot this lab 1s to help students learn how to investgate loaded
processes. In this lab, you will learn how to use Process Explorer.

Lab Environment

This lab requires:

" Process Explorer, which 1s located at C:\CHFI-Tools\CHFIv9 Module 06
Operating System Forensics\Windows Forensics Tools\Process
Explorer.

" You can also download the latest version of Process Explorer from
https://technet.microsoft.com/en-
us/sysinternals/processexplorer.aspx.

" If yvou decide to download the latest version, then the screenshots

shown 1n this lab might differ slightly.

= A computer runru'ng Windows Server 2012,
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Q You can also

download the larest version

of Process E}:plnrer from
the link

http:/ /technet.microsoft.

com,/ en-

s/ sysintemals /bb89663

3

= TASK 1

Viewing System

Information

Q Process Explorer also
search
capability that will quickly
show vou which processes
handles

has a powe eful

hawve parr_in: ular
opened or DLLs loaded.

Module 06 - Operating System Forensics

" Administranve privileges to 1nstall and run tools.

Lab Duration

Time: 15 Minutes

Overview of Extracting Information about
Loaded Processes Using Process Explorer

The Process Explorer display consists of two sub-windows. The top window always
shows a list of the currently active processes, including the names of their owner
accounts, whereas the information displayed in the bottom window depends on the
mode that Process Explorer is in. If it 1s in handle mode, voull see the handles
opened by the process selected in the top window. If Process Explorer 1s in DLL
mode, you'll see the DLLs and memory-mapped files that the process has loaded.
Process Explorer also has a powertul search capability that will quickly show you
which processes have particular handles opened or DILLs loaded.

Lab Tasks

1. Navigate to C:CHFI-Tools\CHFIv® Module 06 Operating System
Forensics\Windows Forensics Tools\Process Explorer,

2. Double-click the procexp.exe file, and accept the license agreement, it
vou are running this tool on your system for the first time.

Note: If an Open File - Security Warning pop-up appears, click Run.

3. Process Explorer GUI appears, displaying the details of all the processes
running on the machine, as shown in the screenshort:

1A =

File Options View Process Find Users Help

id @ =mEEE| A AR | |
Process CPU  Prvate Bytes | Working Set| FID Descriplion
[X]System lde Process 97595 0K 4K 0
= T ] System 0.18 104 K 140 K 4
B Intemupts 0.24 0K 0K  n'a Hardware intemupts and DPCs
7| smss.exe 276 K 296K 248 Windows Session Manager

Microsoft Corpomation

w7 csrss ene
LE =
=] [0 wininit exe
= [ senices. ee
[= 7 ewchost e

g WmiFrvSE.exe

1.724 K
1284 K
T2 K
2,304 K
3248 K
1,580 K
2B812K
12,824 K
16672 K
273 K
4 548 K
7020 K
9,296 K
5144 K
S1R2K
4D 444 K
4820 K
2.580 K
1.260 K

172K
960 K
236K
2976 K
5,008 K
5,156 K
3 TI2K
3920 K
22432 K
3468 K
B.836 K
0,664 K
6,804 K
5,120 K
4016 K
a4 260 K
6,292 K
1,704 K
1,200 K

322 Cliert Server Runtime Process
336 Cliert Server Runtime Process
404 Windows Stan-Up Application
496 Services and Controler 2pp

560 Host Proceas for Windows 5.

2952 WMI Provider Host

588 Host Process for Windows 5.
716 Host Process for Windows 5.
732 Hast Process for Windows 5...
2420 Host Procass for Windows T...
824 Hoszt Process for Windows 5.,
34d Host Proceas for Windows 5.
576 Host Process for Windows S...

1088 Spocler SubSystem App

1144 Host Process for Windows 5...
1408 Host Process for Windows 5.

652 RDF Clipboard Monitor

1420 Hoet Procegs for Windows 5.,

1684 Microeof® Volume Shadow ..

FIGURE 2.1: Process Explorer Main Screen

Microsoft Corporation
Micrasoft Comporation
Micrasoft Comporation
Microeoft Corporation
Microecoft Corporation
Microaoft Corporation
Micrasoft Corporation
Microsoft Comporation
Microsoft Comporstion
Micrazeft Comporaticn
Microsoft Corporation
Microgoft Corporation
Microsoft Corporation
Microsoft Corporation
Micrascft Corporation
Microsoft Comporation
Microscft Corporation
Microsoft Corporation
Mizroeoft Corporaticn
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Module 06 - Operating System Forensics

4. Process Explorer lists all the running processes in the left pane, and
details of each process (such as CPU usage, PID, etc.) in the right pane.

File Options View Process Find Handle Users Help
}d 2 =a00R =2 ad
Procass CPU  Prvate Byies DWWoikinglSell PID Desciplion Compary Mame
[m77 swchast mos 0.03 2802 K 3720K  5B8 Host Procaess for Windows 5_.. Microsoft Corporation
= 7 svehast exe 12584 K 10116 K 716 Hest Process for Windaws 5., Micrazoll Comparation
(= [T swchaost axe 0.01 15468 K 21084 K 752 Host Procaas for Windows 5_.. Microsoft Corporation
u | laskhoste e 2EF2K 34K 2420 Host Procass for Windaws T.,. Mcrsoll Coeparation
[ swchast mxe 4 545K BEIZK 824 Hod Process for Windows 5... Microsoft Coeporation
|| skt ee T1EK 672K 544 Hest Prossss for Windaws 5. Micrazofl Coeparation
— ) G M6 K EE00 K  B7S Host Process for Windows 5. Microsoft Corporation
" The i 1088 Sposler SubSystem App
capabiliies of Process 512K 4016 1144 Host Process for Windows 5... Microsoft Corporation
Explorer make it useful for "f'ﬂ'-‘;"‘g ﬁ ‘:E :;- 1$ :I:‘; mﬁfm"""‘mm 5. mm&mﬂfm
- Trcres 1.74 il i
racking  down  DLL- 350K 1704 K 1480 Host Process for Windows 5. MicrosoRt Comporation
version problems or handle 1.260 K 1200K 1684 Microscht® Volume Shadow .. Microsoft Comparation
leaks, and it provides 256K 8RS K 860 Microecft Distrbuted Transa... Microsoft Corporation
insigh: into the way 1180 K 2B K AER Windows Modules Insialer  Microsoff Corporation

Windows and app licarinns
work.

EQThE

Explorer window
llusrrares oo panes h-jr
defaulr: the upper pane T3

alwavs a process lst and
the botom either shows

the list of DLLs lnaded ineo

Process

the process selected in the Update Speed iﬁ ﬁ p,mfﬂrmm 8
top pane, or the list of Organize Column Sets,.. 684 Microsoft® Valume Shadow ...
Operating SVSIEM resource Save Column Set... ﬂ m"ﬂ m;;ﬂ
handles (files, Registry keys, Load Column Set 504 Local Securty Authority Proc...
svnchronization  objects) S 432 Windows Logon Applcation
the process has open. The 656 Windows Logon User Interfa...
view mode  determines o ”?"*“‘“P b ?'lamgﬂ_

B | csrss e 1564 Chart Server Runbime Process
which information is

shown in the bottom pane.

1468 K
2 EM K

4444 K
SIRK

504 Loca Securty Autharity Proc...

Microzoft Corporstion

A0 Windmws |noan Snnfication hemssh Crenacstinn

F=

System Information... or click the System Information icon . on the

toolbar.

Mame

WIN-SEOMNGDMTRG Administrator: 222523

spoaley sxe(1088): 1820
spoolev 2e(1028); 1724
spoolsy mee(1088): 1504
spoalsy exe(1088): 1104
spoaley mee(1088): 1104
spoaley exe(1028): 1100
spoalsy s 1088): 1100
spoaley mes(1088); 1092

3

FIGURE 2.2: Process E}:plnr:er Proceszes Derails

5. To view system Information, go to View from Menu bar and click

. | Systern Information... Ctrl+l ||:|

Process Find Users Help

= [0 winlogon e
] dhwemn gxe

Show Process Tree
Show Columin Heatmaps
Scroll to Mew Processes

Show Unnarmed Handles and Mapgin

Opacity
Show Lower Pane

Lorarer Pame Yiew

Refresh Moer

g5

e+ T

46,600 K
398952 K

6,280 K
28,160 K

N0 Desciption
455 Services and Controller app

560 Host Process for Windows 5.
BER Host Process for Windows 5.
716 Hest Procase for Windawe 5.
(752 Heest Procass for Windaws 5.
40 Hoet Procaes far Windawe T...
H24 Hest Procass for Windaws 5.,
544 Hos=t Procass for Windows 5.
76 Hest Process for Windaws 5.,

088 Spooler SubSystem App

144 Hest Process far Windaws 5,
408 Hest Proceas for Windows 5.

1956 Windows Logon Applcation
ﬁidq-p Wimdow "ﬂgﬂ'

FIGURE 2.3: Process E*:-:pln:er View menu SVSLEM infoemar on
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Q Malware, including
VIFLSES, spyWare, and
adwrare, 15 often stored In a
packed encrypted form on
disk to attempt to hide the
code it conrains from
antispyware and antivirus
programs. Process
Explorer uses a heuristc tw
determine if an image is
packed. If it is, Process
Explorer changes the text
above the full path display
field to include the message
"(Image is probably
packed)."

= TAsSK 2

Viewing DLLs

Q Mini Graphs:

Process Explorer includes a
toolbar and mini graphs for
CPU, memory, and if on
Windows 2000 or higher,
I/0 history, at the top of
the main window. They can
be resized with respect to
one another or dragped
such that each 15 on a
separate  row. The mini-
graphs show a history of
svstem activiey, and moving
the cursor over 4 point on a
graph displays a twolup
containing the associated
e and process
mnformanon for a point in
ume. For example, the
tooltip for the mini-CPU
graph shows the process
that was the largest
consumer of CPU. Clicking
on any of the mini-graphs
opens the System
Information dialog box.

Module 06 - Operating System Forensics

6. The System Information wizard displays global system performance
metrics as shown in the Task Manager in a Graphical view.

Summary |cPU | Memery |0 |0 |

CPU Lsage

[

4175

System Commit

]

1.2GE
Fhysical Memory

e

1.0GE
Ifo

ha.

%‘M.L_hm__ﬁm_

L

B

FIGURE 2.4 Process E}:plnrer 5}'5:&11 Informat on-Crlobal SVSLEMm perfnm]ance metrics

7. Click OK to close the System Information wizard.

8. To view the DLLs, select a required process and click the View DLLs

icon ﬂ from the toolbar, or navigate to View < Lower Pane View 2
DLLs on the Menu bar,

View | Process Find Users Help

System Information... —I legsmnenemeaney | M

1D Deachiption
436 Semvices and Controller app
Show Column Heatmaps BED Host Process far Windowe S,
Seroll to Mew Processes F8E Host Process for Windows 5.
i 716 Hast Process for Windews 5.
Show Unnamed Handles and Mappings 3 Host P For Windows 5
Show Processes From All Users 4200 Host Process for Windows T...
{ B24 Host Process for Windows 5.
Opacity 944 Hoat Process for Windows S...

Show Lower Pane

Show Process Tree

Lowser Pane View Cirl=D .
Refresh Mow Handles Ctri+H | Microsoft Corporation
S RUrCpearg oy Microsoft Coporation
Update Speed 430 Host Process for Windows 5. Microsoft Comparation
Organize Column Sets... 684 Microsoft® Volume Shadow ... Microsalt Comaration
B850 Microeoft Distributed Tranea... Micnoeoft Comoration
Save Column Set... 468 Windows Modules Installer  Micrasolt Comporation
Load Column Set S04 Local Sacunty Authonty Proc... Microsoft Comsoration
32 Windews Lagon Spplication  Micresslt Comparalion
Windows Logon User Inberfa..  Microsoft Comaration
684 K 704 Desktap Windaw Manager Micrazal Corparalion
15192 K 1954 Clent Server Funtime Process Microsoft Comparation
B0 K 1996 Windows Logan Application  Microsoft Comparalion
IFEEE K 1040 Deskdop Windovwe Manager
B9 BSE K 808 Windows =il
T2 K 1500 Google Chrome
2564 Google Chrome

Select Columins...

FIGURE 2.5 Process E}:plnr:er D= wiew

CHFI Lab Manual Page 168

Computer Hacking Forensic Investigator Copyright [ bv EG-Council
All Rights Reserved. Reproduction 1s Strictly Prohibited.



Module 06 - Operating System Forensics

9. Selecta process, You can view the list of DLLs for the selected Process
1n the bottom pane of the window.

File Options Visw Procass Find DLL Users Help TR RERRTRaRaT
fd| & mECO@E A D | ‘|—|| | |
Procees CPU  Private Bytes NVGERIGGRSSE FID  Descrption Company Mame
E m wininil coe TIEK 232K 424 Windows Stam-Up Application  Micresafl Comporation
. . 5 E m | servicas s 2,680 K 330K 512 Sendces and Controller app
Q Highlight Relocated ‘a7 avehost axe 4172 K 5452 K 576 Host Pracess for Windows 5...
D] s |awehost sxe 3,044 K JEBOK  E20 Host Process for Windows 5...
When celect the m 1| swehos] 1,060 K B.504 K 740 Host Procass for Windows S,

vou
Relocated DILLs entry in
the Options | Configure
Highlighting dialog box,
any DLLs that are not
Inaded at their programmed
base address are show in
vellow. DDLLs that cannot
load at their base address
becauzse other files are

17,056 K
2,804 K
BI128 K

10524 K
EE40 K
4,764 K

15,760 K
2TEA K
Ta12K
7500 K
4 TE0 K
6132K

954 K 20K

4504 K 1.552 K

Camgary Mame

792 Host Process for Windows 5.
2612 Host Process for Windows T,
B16 Hest Process for Windows 5.
512 Host Process for Windows 5.,
308 Host Process for Windows 5.,

CM\Program DatetMicrasaftWiindews \Caches [BAFDESEE-D ..
- \Program Data’ Micrasalt \Windows \Caches \[DDFS TR
CWindows \System 2 activeds di

DOFSTIF-BESE,

activeda.di ADe Router Layer DLL Microsodt Comoraton

already mapped there are
relocated by the loader,
which consumes CPU and
makes parts of the DLL,
that are modified as part of
the relocation, un-sharable.

activeds dl mui
dhswe di
dsldpe.gll
achapi32.dl
rericela dl

st dl

authe di

ned dl

Tt sl I
perypiprimitives. di
DR dl

Bt snes|
abinet ol

Al Router Layer DLL

AD Harvest Sles and Subnels Ser

Als LDAFP Provider L DLL

Advanced Windows 32 Base AR
Aoplicaian Irfommalion Service
ATL Madule for Windaws XP (Unic

Authonzation Famesork
BCD DLL

Windows Crypfographes Primitives |,
Viindows Cnyptegraphic Fimives .
Background Inteligent Trensfer Sa...

Pefmen Courler Aopass
Microsoht® Cabinet Fle AF|

Microsaft Comporation
Microsaft Comaration
Mhzrosoft Copomabon
Mizraeoft Comaorabion
Micresafl Comaratian
Microectt Comporation
Mhicroeodt Comporation
Micresaft Comporation
Microsaft Comaration
Mhorosodt Comporabon
Microsaoft Compomton
Miermsafl Comaralion
Microsoft Coporation

CWindawe \System 32en- U5 activeds dl mui
CAWindaws \System 32 adhsve dl
CoWindoves \SystemdMadskdps . di
C N Windoves ' System 32 adwapi 32 dl
CWindaws'\System 32 eppinds.dl
CoWindows \System 32t di
CWindows '\ System 32 authz.dl
CAWindave \System 32 bod dl
CAWindaws \System 32 benypd di
CWindoves \System S boypipnmitives i
C:\Windowa"Systemd2 \bitaigd.dl

CWWindaws'\System 32 bilzped dl
CWindows \System 3. wcabinet ol

FU Usage: 11.48%  Commit Charge: 57.76%  Processes: 48 Physical Usage: 93.45%,

FIGURE 2.G: Process E':-:plnr:er D1ls wiew

10. To view DLL properties, select a dll, choose DLL < Properties from
the Menu bar, or right-click on the required DLL from the DLL list
displayed for a particular process, and select Properties....

File Options View Process Find [ DLL | Users Halp
jd| B mE O & = Al Properties.. Y
Process € Search Online... Chri+ b ptian Ceenpary Nams
=| -1 services exa ! cez and Condrollerapp Microsoft Corporation
(o svehost exs Check VirusTotal Process for Windows 5... Microso Comoration
17| swchost e 2796 K 712K 588 Host Process for Windows 5. Microsoft Comaration
[0 svehast s 12036 K 5240K 716 Host Process for Windows 5., Microsoft Corparation
[= [T swchast exe 15304 K 20544 K 752 Host Process for Windows 5... Microsoft Corporation
n | laskhoster exe 2ET2K 436K 2420 Host Process for Windows T... Microsoft Comaration
[ swchast exe 4464 K 6560 K 824 Host Process for Windows 5... Microsoft Corporation
LRI = = 7104 K 3660 K 544 Host Process for Windows 5., Microsolt Comparation
EQ Oin’. foiims  this [0 7] svchast e 9235 K 6745 K 576 Host Process for Windows 5. Microsoft Corporation
_ e ot = gposley exe 5144 K 5362 K 1088 Spocler SubSystem App Micrassht Cerparation
mnclude Terminal Services, 8 svchost e 5,132 K 4016K 1144 Host Process for Windows 5. Microscft Comporation
Process Explorer displays a B I-'ﬂﬂw -ﬂﬂ.;;ﬁ 43.$E 1;:3 :Eﬂ;mwﬂww*ﬂﬂm I Hml'ﬂﬂmﬂﬂ Cmmﬂwm
1 ] = 'I_T e : kK 5 i
User's menn that hists the [i"-];dnelm 2580 K 1,704 K 1480 Hast Process for Windows 5... Microzoft Corparation
currently connected [EVSSVC exe 1.260K 1200K 1684 MicrosoRt® Volume Shadow ... Microsoft Comporation
sessions. Process Explorer \medle e 2,25 K BSEK 850 Microsoft Distibuted Tranza... Microsoft Comparation
creates a menu entry for 1 Tnustedinstaller mx LAg K F188 K 168 Windows Modules |nst alles icmsaf Comamtion
each session with a name MName = Descrption Company Name Peth :
hat inchudes the session ID -[:I?Efufg.ELID _ _ C:‘-.Wndnm‘ﬁmuﬂE'-.upn-ul'-x_'ﬂtlﬂkﬂml:lEEBD-FEIM...
e SE8! chvapi 2 dl Advanced Windows 32 Base APl Micresolt Comaration CAWindows'System 32 advapil2 di
and the user logped into the zt] dl ATL Moduba for Windows XP (Unic._. Micresoft Comaration ChWindows' Sy=tam 32t di

et dl
ptpimitives dil

bidspl dl
zabinat dll
cfomgrd2 il
tHbestg dll
cluszpi.dl
combase.dl
comcl 12 dI
erypt 32 dll
crypthase dl

FLAEEE ]

PU Usage: 5.20%

Windows Cryplogrephic PrimiEivea ... Microsoft Comporation
Windows Cryplographic Primiives ... Microsoft Comporation
Bidizpl DLL Micreeaft Camparation CaWindowsSystem 3 bidispl dl

Microaoft® Cabinet Fila AP Microsalt Comomtion ChWindows System3Scabinet .dl

Corfiguration Manager DLL Microsaft Ca i al
Micrnsaf C-:| Properties... |

COM+ Configuration Catelog
Micro=aft Co Search Online.,,

Cluster AP Library
Micrognt COM for Windowa Microsoft Co Check VirusTatal
Microsaft Ca,

Lser Bperience Condrols Library
Micresaft Comparation

Crypla API132

Baee cryptographic APl DLL Microzoft Comparation
IO AnE T, 1% I n ks 'i[l:lmﬂ'_l:ﬂm_mhﬂ"l
Commit Charge: 51.07% Processes: 37 P

COWindows \System 3 bonypt dl

SESEIOI. CAWindows  Syfem 38 boyptprmtives d

Ctrl+M E
1
— msoft windows commen<...
CA\Windews'\System 32 enpt 32 dI
CAWIndows\System 3 eryptbese dll
CoWndoes Sesfem 3 crarddl dl

ical Usage: 76,57 %%

FIGURE 2.7: Process E}:plnr:er DIIls Prnperl:ies VIEwW
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11. This displays the DLL properties in the Image and Strings tabs.

Image
Description:  Mcrosoft® Cabinet File API
Compamy: Microsoft Corporation

Version: 6.3.9800. 16384

Q Show Unnamed Buld Tme:  Thu Aug 22 03:02:54 2013
Handles:

By defaulr, Process
Explorer shows only
handles to objects that have
mnames. Select the Show | nfa
Unnamed Handles item
under the View menu to
have Process Explorer lst

Path:
| C:\windows\System32\cabinet.dl
Autostart Location:

Load Address:  Ox7FRE0BDDO00D
Mapped Size:  Ow25000 bytes

all the handles opened by a Mapping Type:  Image
selected  process, even VirusTotal: |
those t objects that are Image: 54-bit
nameless, Note that

Process Explorer consumes
sipnificantly more CPU
resources when this option
1= selecred.

FIGURE 2.8: Process E':-:plnfe: Dll= Pmperties wizard

12. The Image tab contains details of the DLL such as Company name,
Version, path of the DLL, etc.

13. Click Verify button to check for signature of a process.

Strings

Image

Description:  Mcrosoft® Cabinet File APT
Compary:  Merosoft Corporation |
Version: 6.3.9600, 16384 |
Busld Tirne: Thu Aug 22 03:02: 58 2013

Fath:

C: \Windows\System3Z\cabinet.dl | |Explore
Autostart Location:

|n,."a | Explore

Load Address:  Qu/FFE0EDDOAG0 Verify
Mapped Size:  Ox25000 bytes

Mapping Type:  Image

VirusTotal: |
Image: 64-bit

FIGURE 2.9: Process Explorer IDLLs Image tab
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Q Yiou carn alsi

download the latest version
of Process Explorer from
the link

http:/ /technet.microsoft.
com,/ en-

s,/ sysintemals /bbE9665
3

Q By default, Process

Explorer
into  the
ree. [he
reflects  the
relationship
processes  where
processes are shown
directly beneath their
parent and right-indented.
Processes that are left-
ustfied are orphans; their
parents have exited. To
change the sort order,
simply click on the column
by which vou wish to sort.
To return the sort to the
process tree, choose
View=2Show Process
Tree, click the Process
Tree toolbar button or
press Crurl+T.

SOME  PrOCESSES
SVSIEM  Process
process  (ree
parem:-ct'lild
berween
child

Module 06 - Operating System Forensics

14. Once you click the Verify, if the company’s name appears to be
Microsoft Windows, then the process 1s said to be leginmate, as shown

in the screenshot:

Image | Strings |

Image

Description:

Microsoft® Cabinet Fle AR

Company:

(Verified) Microsoft Windows

Version: £.3.9000, 16334

Build Time:
Path:

Thu Aug 22 03:02:54 2013

C:Windows\System32\cabinet. dll

Autostart Locaton:

rifa

Load Address:
Mapped Size:  0x26000 bytes

e FFFEEQBDDOO00

Mapping Type: Image

FIGURE 2.10: Process Explorer DLLs Image Signature Verified

15. Click the Strings tab. The Strings tab lists any Unicode strings found in
the selected process. Examining this lab helps you to find if the process

16.

18 associated with any malware.

When the Strings tab is clicked, we have two options for viewing the
image and memory strings. Click either the Image or Memory radio
button at the bottom of the window to view either image or memory

strings respectively.

Sirings

| Image

Prirtatle strings found in the scan;

#+3C5cs
V5_VERSION_INFO
Strirg Flelnfo
FileVersion

Settings
IThis program cannot be un in DOS mode,
Rich

fed

" data
pdata

i@ idata

2 rac

@ refoc
VIWAVH
unl
ATAVAWH
I5HH
A_ATAN
EQOH
MOH3

x AVH

Y Ragistn/Machine’\System Cument Control Set\ControlNCompression

JanFebMarAprMayJundulbugSepDctMovDec

FIGURE 2.11: Process E!-:plnrer | B S 'Sl:rings
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EQ (n Windows NT-

based systems, DProcess
Explorer shows W0
artificial ProCEssEs:
Interrupts and  DPCs.

These processes reflece the
amount of tdme the SVSLEM
spends servicing hardware

nterrupts  and Deferred
Procedure Calls (DPCs),
respectively. High CPU
consumption by these
activities can  indicate a
hardware problem or
device driver bug. To see
the rtoral number of
nterrupts and DI Cs

executed since the system
booted, add the Context
&witch column, Another
sometimes useful metric is
the number of nterrupts
and DPCs generated per
efresh interval, which you
see when vou add the
CSwitches Delta column.

Q Find Windows

Process:

You can  highlight the
process that owns a
window vwvisible on the

desktop by dragping the
mrget-like toolbar button
over the window in
question. Process Explorer
will select the owning
process entry in the process
View.

Module 06 - Operating System Forensics

17. You can also save the Image or/and Memory strings in text file format.

In this lab, we are saving the Image strings. To save, select Image radio
button, and click Save.

18. Save Process Explorer Settings window appears, specify a location

cabinetdll Properties

(here, Desktop) to save the file, enter a file name (cabinet.dll.txt) and
click save.

FilJ E'I = | O x
Save Process Explorer Strings... - :
E‘ '9 m» ThisPC » Deskiop » v & Search Desktop o | nft Comparation
it Comaration
Organize +  MNew folder =2 = g [Pt Comorstion
i oft Corporation
[ ¥ jm Desktop I ~ Mame Date modified Type it Corporation =
| Documents pift Corparation
. = . "'I ok TestFie 5/31/2016 415 AM  File foldedibit Coparation
B R |, Wampserver 5/26/2016 10:06 PM I-|IE~fn:I:|E|J pit Comaration
LA Mlusic oft Comoration
b = Pictures ot .I
= ﬂ | m > ﬂcnc’“m""’"'
File name: | cabinet.dil.td w| it Comaration
- pit Comoration
Save as type: | Process Explorer Strings (*.TXT) “| bt Comaration
| :ﬁ ’:I:!'FI:IHII'I W
IE
= Hide Folders 9 Save Cancel
ti
. : - 4DBEBDF2C44. |2
W ISHH g System 32hadvapi32.di
d A_AAN 5\ System 32atl di
EDH g System 3B bonypt di
MOH3 ghSystem I benpipimitives, di
i % AVH 5" System 32\bidipl dI
DsPH W hSyetem 32 zabinet dl
<] m E ) 5\System 32\efgngr32 I
5 System 32clboati dl
us () Memany s | Find | g System 32clusapi di
i st System I combase dl
m 'o s WinSxShamd b4 _microsoft windows comman-c. .
(574 Cancel ghSystem 22henpt 12 dl W

FIGURE 2.12: Process Explorer IDILs saving strings

19. On saving the file, click OK in the DILL’s Properties window to close 1t.

20). The Search Online option searches the selected DLL on the Internet by

1aunching an Internet Browser.

21. To search online, choose a DLL, and select DLL = Search Online from

e rERE R R
| E BRI RS

the Menu bar.

Propeitsss..,

4 Search Online..

Check VinusTokal

R
12K
IR K

12558 K

153 K
ZETZ K
4454 K
T K
G256 K

IS
5152 K
IB0EK
F5EEK

L1200 K
IAEK
BEER
SARK
£ 904 K

13K

0.13 411 K

0 174 K
A il

1144 Host Pecs:

1808 Host Peocee

B5Z RDF Chpba ~
F

Advanoed Windaws 12 Base AR
ATL Maciute lor Wirdoees ¥ (Lnic
Wandows Cryplographes: Friminmas .

Ecispd DL

Path |
CMWindows'
Ciindows.

L indoswsea
CxWindowe’
CiWindows,

TRl - Googhe Searc ¥ Y

cabinet.dll

gle

all Videas Mews IFnages

Aot 2,12 000 resubs (037 seaconds)

T o https:/fwww.googlecoin/searchig=cabinerdll&riz="

Maps

cabinet.dll free download - DLL-flles.com
v dli-files comddilindex'dll-fies shtml®cabinet =
Dawriboad ard irelal cabinel dil far lree! Fix dl missing or cormaplés
sabee i yourself or gel help by using our Fixer software

.
[

o -

How To Fix Cabinet.dll is Missing / Not Found Erre
veww Ssohvpsolt comienifilesimissing-not dIl Jeabinet-dilf =

Mar 21, 2016 - Cabinetdll is a type of DLL e associaled with Vs
Ulgdate 1.0 for Vigual Studie Mel Bela 2 MSDOHN Dise 0958 develope

thie Windows Operating System

Cxindoaws’,

FIGURE 213 Process E}:plnrer Dll= searcl'ning online

Cwile simply, if Windows cannod
cabinet dil file, you will encounder an emar
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Q H.ighlighl: Services:
on Windows NT  and
hipher, this optuon has

Process Explorer show
processes that are running
Win32 services in the
service process highlight
color. The Services rab of
the Process Propertes
dialog box shows the list of
services running within a
process.

g

L/ Highlight Jobs: On
Windows 2000 and higher
choose this option to have
Process Explorer show
processes that are part of a
Win32 Job in the Job
object highlight color. Jobs
group processes together
so  that they can be
managed as a single item
and are used by the Runas
command, for example.
Use the Job tab of the
Process Propertes dialog
box o see the list of
processes running In the
same job as the selected
process and w see job
limits that have been
applied to the job.

Module 06 - Operating System Forensics

ol

' r § B e B e

File Clpctiu:nsl‘nfl'm F;mcm Find DLL. Lls-m Hd|.:| :

| (8 E
Procass
B corma exe

Systemn Information..,

Shew Process Tree

= [ ] winirit exe Show Columin Heatmiaps
= |l_"]a=em|:=E||

= {swch

Fin

Scroll to Mew Processes

Shew Unnamed Handles and Mappings

Show Processes From All Llsers

Opacity

Show Lower Pane

22. To view the handles of a particular process, select the process
choose View = Lower Pane View = Handles from the Menu bar.

395 Cliert Server Puntme Process  Microsof Comporation

404 Whndsws Sed-Up Appleation
485 Sarvices and Controller app

SED Host Process for Windows 5.
5E8 Host Process for Windows 5.,
716 Host Process for Windows 5.
752 Hast Process far Windows 5.

420 Host Process for Windows T..

824 Host Process for Windows 5

Lawer Pane View

(v DLLs Ctrl+D

boryotprimibnes.dl
badispl_dll
cfomgrdd.di
gibeetg,di
chusapi dll
combaga dl

Refresh Mow
Update Speed

Organize Column Sefs...
Save Column Set...

Load Column Set

Select Colummns...

Windows Cryptographic Primithees ...
Windows Cryptographic Primithas ...

Bigispl DLL

Microsoft® Cabinet Rle API

Configuration Manager DLL

COM= Carfiguralion Catalag
Cluster AP Lbrary

Microgoft COM for Windows

comctl32 di
erypt J2.dl

Uzer Expenence Controls Library
Crypto API32

Mcrosoft Coporation
Mcrosodt Coporation
crscft Comparation
Microsoft Coporation
Micraseft Coporalion
Micrasefl Coparation
Micrasoft Comparation
Mizrosoft Coporation
Microscft Coporation
Microscft Coporation

Handles Ctr+H

Micressit Comporation
Microzoft Corporetion
Microsoft Corporation
Microsoft Corporation
Microeoft Corporation
Microsoft Comporation
Micro=oft Corporation
Microsoft Corporation

. Microsoft Comporation
. Microsofi Corporation
| Microsoft Cromporation

TIGS FOET FIOCESS Tar wineows =, Microssh Comporation

408 Host Process for Windows 5.

£52 ADP Cipboard Manior

Microzoft Corporation
Microsoft Comporation

Path

C\Windows'\System 12\ spool\WaDis \3D4DBEBD-F23C-44.. | o

C\Windows\System3d\advepii2 di

CWindows'\System 32 at] dl

C:\Mindows\System 32 berypt .dl
C:\Vindows \Systam 32 boryptprmitives.dl
C:\WindowsSystem 32 bidspl di
C\Windows\System 38 cabinet dll
CiWindows \System 38 fgmord dl
C\WindawshSyslem 32 adbeatg 4l
CWWindowsSystem 32 clusspi.dl
CWVindows\System 32 combase.dl

C:\Windows " WinSxShamd §4_microscft windows common-c...
C:\Windows"System 32\ cnpt 32 41l

b ek

FIGURE 214 Process E}:plnrer to view handles

and

23. To close handles running in the process, right-click the handle to be
closed and click Close Handle, or select 2 handle and then, choose
Handle = Close Handle from the Menu bar.

L1

! | e FLUES

File Options View Process Find Users Help

H ﬂ = £ :l @ B ﬁl Close Handle

Procasa
Rt
= [m- wininit, exe
=] [ zervices exe
7 svchost exe
i 7 swechast exe
o7 avchost exe
7 swchast exs
| laskhostex s
-7 swchost exe
=1 svchost exs
[n 7 swchost exe
1 svehast exs

=| m"7 awchost exa

= rdpclip exe

FID'  Descoption

396 Cherft Server Furtime Process Microsoft Corporation

404 Windaws Stat-Lip Applcatan
436 Servicas and Condroller 2pp

560 Hest Process for Windows 5.
588 Hest Process for Windows 5.,
716 Host Process for Windows 5.
752 Hest Process for Windows 5.
2420 Heat Process for Windows T..
824 Host Process for Windows 5.

544 Host Process for Windaws 5.,

RT6 Hest Proceas for Windows 5.

1088 Spocler SubSystem App

1144 Hest Process for Windaws 5.
1408 Hest Process for Windows 5.

Mizrasalt Corparation
Microsoft Corporation
Microsaft Corporation
Microsaft Corporation
Micro=oft Corporation
Microsoft Corporation
Microsolt Corporation
Microsoft Corporation
Microgoft Corporstion
Microsoft Corporation

WIN-SEOMNGDMTRQ Adminstrator: 222523

spoolsy exe(1088): 1820
spoolsy exe108R); 1724
spoolsy. exe10EE): 1504
spoolaw.sme1088): 1104
spoolzw.exe(10E8): 1104
spoolsw. exe(10EE): 1100
spoolsv exe(1088): 1100
spoolsy exe(1088); 10%2
NT AUTHORIT™SYSTEM: 327
NT AUTHORITSYSTEM:3a7
NT AUTHORITYASYSTEM:3e7
NT AUTHORITYASYSTEM: 37

ST HCIREE T

Close Handle

Propertiss..,

FIGURE 2.15 Process E}:plnrer e close handles
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o —

£/ Highlight Packed
Images: Malware, including
VIrUses, SpPVWare, and
adware is often stored in a
packed encrypted form on
disk in order to attempt to
hide the code it contains

from andspjm'are and
Anvirus.
Q Highlight SNET
Processes: This opuoon

appears on Windows NT-
based systems that have the
MNET Framework installed.
When the optuon is
checked, managed
applications (those that use
the NET Framework) are
highlighted in the NET
process highlight color.

Module 06 - Operating System Forensics

24. A Process Explorer Warning dialog-box appears; if yvou are sure you

want to close the handle, click Yes. It then closes the selected handle.

A

Continue with close?

Forcing a handle closed can lead to an application crash and system

instability.

FIGURE 2.1tx Process Explorer Close Handle: Warning

25. To view handle properues, right-click on the required handle and select
Properties; or choose Handle < Properties from the Menu bar.

File Options View Process Find | Handle | Users Help
E _.Ell = E D o R Close Handle ] i
Process El Properties.. |- PID Description Company Mame ~
CRI=ETY _—R0K 396 Clent Server Runtime Process Microsoft Corporation
= = wininit.exe 2a K 23K 4 Windows Sad-Up Fpplcalion  Microsoft Corporation
[=] 7 senvices exe 2196 K 2948 K 456 Services and Controllerapp  Microsoft Corporation
5 7 svchost exe 0.02 3184 K 6.140K 560 Host Process for Windows 5. Microsaft Corporation
[m " svchost e 0.02 2802 K 3.812K 588 Host Process for Windows 5... Microsoft Corporation =
n {svchost exe 12,244 K 5460 K 716 Host Process for Windows 5... Microsaft Corporation
=] [ svchost axe <001 15,304 K 21108 K 752 Host Process for Windows 5... Microsoft Corporation
[m 7 taskhosteo: mos 272K 31443 K 2420 Host Pracess for Windows T... Microsoft Comaration
n |svchost exe 44EL K BE5E K 8§24 Ho# Process for Windows 5... Microsoft Comaration
® | svchost exe T 0B K 383% K 344 Hodt Process for Windows 5... Microsoft Corporation
n evchost exe 930K 6940K 576 Host Process for Windows 5... Microsoft Corporation
w0 spoolsv.exe 514K 5368 K 1082 Spooler SubSystem fpp Microsoft Corporation
n 7 svchost exe 9132K 4235 K 1144 Host Process for Windows 5... Microsaft Corporation
=l |m " gvchost e 0.14 40 968 K 46940 K 1408 Host Process for Windows S... Microsoft Corporation
n | rdpclip exe <0.01 1744 K 3332K 652 RDP Cipboard Moritor Microsoft Corperation v
n 7 svchoat e <| m
Type Marme i ~
i [0 ] 1o il -
read spoolsy exe(1083) 1724 Close Handle i
read spoolsy exe(1088) 1504 -
read spoolsy exs(1088): 1104 Properties.-
read spoolsy exe(1083): 1104
read spoolsy exe(1038): 1100
read spoolsy exe(1038): 1100
read spoolsy exe(1088): 1052
oken NT AUTHORITYSYSTEM: 327
oken NT AUTHORITNSYSTEM: 327
oken NT AUTHORITNSYSTEM: 327
oken NT AUTHORITYSYSTEM: 327
oken NT AUTHORITY\SYSTEM:3e7
HKLU' DEFAULT\Software \Microsoft \Windows \Cumert Version'.... w
PU Usage: 6.73%  Commit Charge: 51.42% Processes: 36 Physical Usage: 77.51%

FIGURE 2.17: Process Explorer Handle Properties

CHFI Lab Manual Page 174

Computer Hacking Forensic Investigator Copyright [ bv EG-Council
All Rights Reserved. Reproduction 1s Strictly Prohibited.



Q Kill: This item
erminates a process with
the Terminate Process
APL. Note that a process
erminated in this way is
not warned of is
ermination, and therefore
does not write any unsaved
dara.

E;I Highlight Own
Processes: In Windows NT
and higher, checking this
option results in Process
Explorer  showing  the
processes that are running
in the same user account as
Process Explorer in the
OWIN-PrOcess highlight
color.

Module 06 - Operating System Forensics

26. Properties window appears for the selected handle. The Details tab
displays basic information about the selected handle.

(ecF FFFEDDO2CA74300

Cuota Charges
Paged: 0
Mon-Paged: 1512

FIGURE 2.18: Process E}:plnrer Handle Details tab

27. The Security tab displays the level of security assigned to each group or

user for the selected handle.

*A0WNER RIGHTS
8 SYSTEM
%SPOder

Pemissions for OWNER RIGHTS

Full Cantrol

Read

Write

Special permissions

For special pemissions or advanced settings, click
Advanced.

FIGURE 2.19 Process E}:plnrer Handle Securir:; tah

28. Click OK to close the Properties window.
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Module 06 - Operating System Forensics

Lab Analysis
Analyze the DLLs and handles in the process, and document the respective derails.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

] Yes No
Platform Supported
Classroom iLabs
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ICON KEY

=7 Valuable

nformation

& Test your
knowledge

E Web exercise

E.g Workbook review

7 Tools
demonstrated in
this lab are
available in
C:\CHFI-
Tools\CHFIvO
Module 06

Operating System
Forensics

Module 06 - Operating System Forensics

Viewing, Monitoring, and Analyzing
Events Using the Event Log
Explorer Tool

FEvent 1og Excplorer is a software solution for waving, monitoring, and anabzing events
recorded in seariby Syt appleation, and ofberlogs of Macrosoft Windows OS.

Lab Scenario

As an expert computer forensic mnvestigator, to examine the security posture of a
target network, you must know how to view, monitor, and analyze the events
recorded in security, system, application, and other logs of the OS,

Lab Objectives

The objective OF this lab 1s to help forensic investigators learn how to view, monitor, and
analyze various events. Here we monitor and analyze:

" Security logs

" System logs

"  Apphlcation logs

*  Other logs of Microsoft Windows OS.

Lab Environment

This lab requires:

* Event Log Explorer located at CACHFI-Tools\CHFIVO Module 06
Operating System Forensics\Windows Forensics Tools\Event Log
Explorer.

" You can also download the latest version of Event Log Explorer from
www.eventlogxp.com.

" If you decide to download the latest version, then the screenshots shown in
the lab might be shghtly different.
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Module 06 - Operating System Forensics

ey computer runm'ng Windows Server 2012,

" Administrative privileges to 1nstall and run tools.

Lab Duration

Time: 15 Minutes

Overview of Viewing, Monitoring, and Analyzing
Events Using the Event Log Explorer Tool

Event Log Explorer 1s a sofrware solution for viewing, monitoring, and analyzing
events recorded mn security, system, application, and other logs of Microsott
Windows operatung systems. It helps to quckly browse, find, and report on
problems, security warnings and all other events thar are generated within Windows.

Lab Tasks

= TASK 1 1. Navigate to C:\CHFI-Tools\CHFIv® Module 06 Operating System

Forensics\Windows Forensics Tools\Event Log Explorer.
Launching Event

Log Explorer 2. Double-click elex_setup.exe to launch the setup, select the language as
English, and follow the wizard-driven installation steps to install the

application.

Note: If an Open File - Security Warning pop-up appears, click Run.

EXDlore
i iU

o Seae B R 0

Welcome to the Event Log
Explorer Setup Wizard

This will install Event Log Explorer 4.5 on your computer.
[t is recommended that you dose all other applications before

conbinuing.

Click Next to continue, or Cancel to exit Setup.

FIGURE 3.1: Event I.ng E:'-:planr: starmup insealler wizard
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Module 06 - Operating System Forensics

3. In the final step of installaton, check Launch Event Log Explorer and
click Finish.

Completing the Event Log
Explorer Setup Wizard

Setup has finished installing Event Log Explorer on your
computer. The application may be launched by selecting the

installed icons.

Click Finish to exit Setup.

[v] Launch Event Log E::;ﬂcterl

FIGURE 3.2: Event Log Explorer startup installer wizard

4. On complenon of installation, a web page related to Event Log
Explorer appears in a web browser. Close the web page.

5. An Event Log Explorer pop-up window appears, click OK to close 1t

Event Log Explorer is running in evaluation mode

(@ Continue evaluation
30 days left

Ewvent Log Explorer is a commercial software for any use except
personal. The fully functional evaluation version expires 30 days

Q Event Log Explorer after installation,
helps vou to quickly Order Now
browse, find, and report on

problems, security Free License

warnings, and all other
activities created within

Event Log Explorer is free for personal non-commerdal use., The free
Windomws license never expires, but you cannot use it with more than 3 computers
2 in your home netwark.

Get FREE License Mow

() Enter license key

If you received a license key, you should complete the registration
process by entering the key.

() Quit program

|| Do not show this dialog at start E

FIGURE 3.3: Event Log Explorer pop-up window
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E TASK 2

Opening Event
Log

Q Ewvent Lng E!-:plnrer
[rm'ides a pnu‘&r:ful BVETLL
search and filtering engine.

Q Every filter can be
aved into a file. It saves
vour tme when vou want
w reapply the filter in
furure.

Module 06 - Operating System Forensics

6. Event Log Explorer main window appears, displaying an empty log view
area and Computer Tree pane with Windows Server 2012 wvirtual
machine’s computer name.

: File Tree View Event Advanced Window Help

E G B e 2 0 e

F3

: |~¢l.::n:|d fiter> =

)

Computers Tree ®
By WIN-SEOMNGOMTRR (]

:=-]

FIGURE 3.4+ Event Lng E}:plnrer MMain Window

Lt the local computer name does not appear in the Computer Tree pane,

then choose File < New Workspace.

e | Tree View Event Advanced Window Help

Mew Workspace

Shift+ Ctr=N

d filter> ~

Dpen Waorkspace
Save Workspace
aave Workspace As...

Shift+ Ctrl= 0
Shifts Ctrl+ 5

Open Log...
Open Log File
Merge Log...
Merge Log File
Save Log As..
LClear Log

Log Properties...

Cid= 0

k

Cloge

Close Al

Export Log..

Print Options

T Preferences...
Language
Exit

FIGURE 3.5: Event Lng E}:plnrer Mew ‘n‘{'nrkspace
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Module 06 - Operating System Forensics

8. To open an event log of vour local computer, click the *' button near
the computer name in the Computers Tree pane.

: File Tree View Event Advanced Window Help
(G B B d e a® T [sLoadfilter>

Computers Tree 4
S\ IN-V725VGHTU11 (Jocal)

FIGURE 3.6: Event Log Explorer Computers Tree

9. It will expand the computer node to display all available event logs as
shown in the following screenshort:

: File Tree View Event Advanced Window Help

I3 R 2R @ @ T [<Loadfiter> -] R &I
Computers Tree X

= N TN -SEQMMNGDMTRO (local)
3 iﬂ Application (1713)
HardwareEvents {0}
) Internet Explorer (0)
Key Management Service (0)
j Security (7738)
ﬁ Event Log Explorer tf System (2544)
can print event logs or even 73 Windows Powershell (37)

separate events. You can 1§ ForwardedEvents (T}
b Microsoft-Management-UL Admin (3}

Microso ft-Rdms-UL/ Admin (0)

als EXPOCt Vour event lngs
to other formats. At the
time of u‘riting_ Ewent Lng

= Microsofi-Rdms U jOperational {0)
H-{ 3 Microsoft-Windows

Explorer SUPPOILS EXpOrts iﬂ Microsoft-WS-Licensing/Admin (1)
v HTML, Microsoft Excel, -3 Network Isolation Operational (0)
and tab-separated text files. gl Setup (270)

il WitnessClientAdmin (0)

FIGURE 3.7 E}:panding thie t‘.nmpu:e es Tree of Event Lng E:-:plnr:E:
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Q Main fearures and
benefits of Evenr Log
Explorer ar a glance:

¢ Favorite computers
and their logs are
grouped into a tree,

o Alanual and
automatic backup of
event logs.

¢ Event descriptions
and binary data are in
the log window.

* Advanced filtering by
any criteria, including
event description
LEXL

e (Quick Filter fearure
allows you to filter an
event log with a
couple of mouse
clicks.

* Log loading opuons
pre- hlter event logs.

e Color coding by
Ewvent IDD.

¢ Print and export to
different formats.

* Export logs to
different formats.

¢ Read damaged EVT
files and generate
EVT files from event
VIEWE.

Module 06 - Operating System Forensics

10. Double-click Application in the Computers Tree pane to view the
application events. The Application event logs will be displayed in the
right pane of the window as shown in the screenshot:

i Fibe Tree View Event Advanced Window Help
T Cf = PP g i o@ T <Loedfite: =W OE 8 M =
| application on WIN-SEOMNGDMTRD | % |

PB4 b dll | showing 1713 eventis)

EIF'E |Date Em E\tnl: Soune Category
I:_E_I Iformabion  S73102005 H1k4Pm S Phorosnft-Wemdges-Se More
(F) iformation 57312036 Fid a4 P 0S5 Mecrogn - WS Morsk
{i"l Informeabon | 51312015 i P D00 Merosaft- ke -Se Mone
(i_'] Irformeabion 513172006 Grl1Z+1FM A3 Miorosaft-Windows-Sa Mo
(i) Information | 573172006 Sr1h41PM 16584 Morosnft-Windows-Sa Mone
pEh ER M A178 Moroan - WS Mors
Bidiii M 3003 MicrosoTAncows S Mo
512105 P B0Z Morocaft-Andows-SeMone
5105 FM 03 Mcromaft-Wndows-Se More
S1L04FM WSS Moo ft-Aindoms-5e More:
Fid:04 P P00 MEcreaoT-Windtws-Sa Mo
G100 FM 5517 Merosoft-Wndows-il None
Sr111 P 5615 Moosaft-mindows-i None
S1LEPM 1551 Moomaft-Amndows-LsHone
Hll 24P 2§ Mcrosnf-Aindte-E More
14137 AN 1533 Microsalt-Andows-Lis More
B2 3T A LOZ ESEMT General

FerwardedEventy (0
Mizrosalt-Managenent L0 ddvin (3] || [iB Errer RS
Mecrosaft s LT Asin (0) (T rformation. 5312016

i Microsaft-floms-ULfOperational (0) i) rformeation | 5312016
-3 Meorosoft-Windoes li:l informabion 573172006
i) Iformation | 573112015
() fration 5312006
i) rrformeation | 5312035
(i) frformation | 573142016
(i) fformation | 573112016
:!:. Information | 55172006
i) Enforreation | 5/31/2046
(i) information | 5342006
<[]

Ending srgsion 2 alaeied 513112016 1008213 P,

w M nsoft-4WS-Liceraing fdmin (L)
7 Netmork [solaon Operational (7]
t! Sehup (270)

7 WinessChantadmn (0}

FIGURE 3.8: Event Log Explorer viewing the application events

11. Event Log Explorer also displays the events of Applicure DES
Replication, dotDefenderAudit, HardwareEvents, Key Management
service, OAlerts, Security, System, Windows PowerShell.

12. Selecting any event displays the descripion of the event in the
Description pane at the lower end of the window.

: File Tree View Event Advanced Window Help
£ e > e el 0 CT <loadfiters - W T @) M Y =

Computers Tree

B WIN-GEOMNGDMIRG Jecal] |- ., |
'El# (i I I .:-!|H'm1?13muﬁs}

i 1 HardwereEvents (0] l? Date [ Tieme

! Trterriet Explorer (0] (i) Informabon  5/31/2016 91344 P
i Key Management Serdice (i I:E:I Irformation 53172016 Q1344 P
[T Seauity (7738) (1) Information 5/3L/7016  9:13:44PM
g System (2944) (7} Informabon 5312018 911241 M

@ windows FowerShel (37)
| pall ForwardedEvents (0) (i) Information 5/31/2016 911241 PM
9:12=1LPM

| rg Microsoft-Managesentz/. | IR Emor 5/31/a16

= " Pebrosoft-Fdms-02 fadmin [ @mfmmahm LA b [ S 1211 P

- Mrosoft-Roms-ULOoerstl | () Information 5342016 |9:12:05PM

#  Miroaaft Widanes o L) Infomation S{3016 |9:12:35PM

i i Tenlation : El Irformabon 531 /2018 9; 1304 P

[ e aition i

|- 5 Sehp (270) [frformation |5/E0/2006  [9i1204PM

:-*“'m-gg.ﬂbﬂ'mm [_E]Tnfm'mauun 53116 9 17200 PM
(i) Information | 5/31/2016 9 1140 P
(jjmfumatim 33100016 9:11:25 P
(§) Information | 5/31/2006 Sir11:24 7
['i':l Irformabon 5312016 2132 8M
@Iﬂfwﬂau&n 13150016 gid=32 AM
<| |

The Softwans Profecton sarvice is skarBng.

P e T g =netaor; e ssionid=0

X | application on WIN-SEOMNGDMTRD % |

I - -
[Event  Source |cateary

1003 Mirosoft-Vindows-Secrity -5 Hone
1066 MicosaA-Windows-Security -5 Hone
900 Mhoresaft-iindoss-SensritySF None
503 Miccsoft-Windoms-Seunty-5F1 Hone
16384 Microsafl-Windawe-Saturily 501 None
3198 MEorosoft-iindoss Searity-5F None
1003 Miorcsaft-WWindoss-Seourty-5P1 Hone
402 Misresafl-Windaws-Securily-50 Hane
1003 Mirogaft-Vindoss Seourity-5F Mong
1068 Siorosaft-Windoes-Seourty-5F1 Mons
800 Hicrosalt-Windows-Security-57) None
5517 Microgaft-Viindoes WL Hang
5615 Microsaft-Windows-Wl MHonz
1531 Micresalt-Windowe 4 Ber Profie None
4575 Microsaft-Uvindoss-EventSys s Hone
1532 MicrosoR-Windows-User Profl= None

103 ERET Gienenal

FIGURE 3.9 Evenr Lng E}:plnre: Dese :ipt'mn pane
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E TASK 3

Applying a Filter

Q Depending on the
user Interface style, log
views are presented either
as MDI child windows or
as tabs,

Q Event Log Explorer
dlows sortng the list by a
specified column. To sort
the list, click the column
header, Click a second dme
m reverse the sort order.

Module 06 - Operating System Forensics

13. You can also filter the events. To filter the events, click the filter
icon in the toolbar, or choose View = Filter.

i File Tree View Event Advanced Window Help
53 e B @[T et - RO M5 E
Computers Tree X | Apolication on WIN-SEOMNGOMTRY X ||
F—:I%‘“l'mn-mﬂqﬂzﬁﬂ Egd 4 Showing 1713 eventis]

-3 Apokeation (1713)
L v MardwarsEyvents i) Type |Cate

[Tine

R it

[Event |Source |Category  Liser Camputer

{38 Tntemet Expiorer (0] (i) Information | 5/31/2016
- [ Key Management Service {L|(T) Informaton |5/31/2015
Sequity (7738) (1) Information | 5/31/2016

i_ﬁﬁtﬁ“l 'iﬂ“] y 7y |y @ Infeematon 573112016

1P 1003 Moosoft-Windows-Security -SPikane HiA
EHEL Tl L0ES Mroseft-Windows-Security 5P MNane HiA
G134 PM SO0 Micresoft-Windows-Security 5P Mane M
W LEE] P 503 Mesoft-Windows-Security-5PIkane A

FIGURE 3.1{:: Event Log Explorer Filter opuon

14. It will pop up a new Filter window. Choose Source, Category, User
and Computer and then, click OK.

Apply fiter to:

(®) Active event log view (Application on WIN-SEOMNGDMTRO)

(_) Event log view(s) on your choice

I Event bypes
[w] Information
[w] waring Category:
|l Error
|| Critical
[w] Audit Success

Source;

[Jzer:

WIN-SEQMNGDMTRO®

[+] Audit Failure
Event ID(s):

Exclude

Enter ID numbers andfor ID ranges, separated by comas, use exdamation mark to exdude criteria (e.g. 1-19,100,250-450110,255)

Text in description:

RegExp | |Exdude

 Filter by description params (for security event logs, e.g. Object\Object Name contains elex.exe)

Mew condition Delete condition Clear list

Name

|Operator

Walue

—| ]pate [ |Time | |Separately

From: 5f31/2016  [El 12:00:00 AM

il

L

To:

L

532016 B~ [[12:00:008M =5 || Excude

Display event for the last | I: days |[| l:||'|nur5

Clear || Load.. || save.

[ | Exdude

FIGURE 3.11: Event Log Explorer applying a filter
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= TASK 4

Saving Event Logs

Q Event Log Explorer’s
friendly and powerful user
interface lets vou choose
berween two styles: mulu-
document  or tabbed-
document interface,

Module 06 - Operating System Forensics

15. Event Log Explorer displays all the events related to your Filter
Settings.

File Tree View Event Advanced Window Help
'@'ﬁ __@f_j[ﬁ ﬂtﬂ? < Load filter> vlﬁ . @ ﬂ;;-:.,'léd

X Application on WIN-SEOMNGDMIRQ x| Security on WIN-SEOMNGDMTRQ

=5 WIN-SECMNGDMTRG (ocal)
-fg! Application {1713)
s | HardwareEvents {0}
; Internet Explorer (0}
‘-l Koy Management Service ( 5j31/2016 |9:14:19 PM 326 ESENT M/
{3 Security (7738) 5/31/2016 [9:1%:19PM | 325 ESENT N/A
- System (2949) 1 5/31/2016 9:14:19PM | 327 ESENT NjA

7§ Windows Powershell (37) , -
E-! ForwardedEvents (0) 5/31/2016 |9:14:19 PM 325 ESENT MfA  WIN-SEQOMMNGDMTRO

Mirosoft-Management-ULJ @Inhrmaﬁm 5312016 [9:14:19 PM 327 ESENT Hia WIN-SEQMNGDMTROD
- g Microsoft-Rdms-Ulfadmin (1 | (§) Information | 5/31/2016 (9:14:10PM | 326 ESENT M/A  WIN-SEOMMGDMTRQ
i Mirosoft-Rdms-UlfOperats |5 ion  §/31/2016 9:1%:15PM | 327 ESENT NfA  WIN-SEOMNGDMTRO
= Mcrosoft-Windows 3 S/ /1A |61 15 B 396 FOENT MiB WM EEAMNGITE N

A ETCRT i
tﬂ Netw n:lI"." it::gi:ﬂﬁ swchost {1144) The database engine detached a database (2, C:\Windows'\system32\LogFiesSum
1§l Network Iso e \SystemIdentity, mdb). (Time=0 seconds)

: ;# Setup (270)

{5 WitnessChentAdmin (1) Internal Timing Sequence: [1) 0,000, [2] 0,000, [2] 0.000, [4] 0.000, [5) 0,000, (5] 0.015, [7] 0.000, [8]
0,000, [9] 0.000, [10] 0.032, [11] 0,015, [12] 0.000,

Revived Cadhe: 00

P01 4+ A | Filtered: showing 276 of 1713 event(s) |

uondulsag]

Description | Data

X

FIGURE 3.12: Event Log Explorer showing the filtered event logs

16. To clear the Filter settings, click on the clear filter * button on the
toolbar, or go to View > Clear Filter.

Note: The Clear Filter opton will be active only when a filter is applied.

17. You can save the event logs for future reference. To save the event logs
choose File < Save Log As... and select any opton according to your
requirements. In this lab, Save Event Log (Backup)... option 1s selected.

Tree View nt Advanced Window Help

Mew Workspace Shifte Ctrl«MN b filter> = ? _4'; @ ﬂ ..i'l H
Chpen Warkspace Shift+ Ctrl=0
SveWoropsce. ShifteCties [N | security onwin-sEOMNGOMTRY |

Save Workspace As... :I » A |Filtered: showing 275 of 1713 event(s) HEW )
Dat= e Event Source | Cal=gar Uzar |C ber

fL . s Nl = -3

Cipen Log.. Ctrl=0

Open Log File b brmation 5/31/2016 9:14:19PM 326 ESENT General M/A  WIN-SEOMMGDMTRQ
Merge Log... ation S/31/2016 S:1419PM 326 ESENT General | M/A  WIN-SECMMGDMTRO
Merge Log File » prmation 5/31/2006 :1%19PM 327 ESENT General | M/A  WIN-SECMMGDMTRQ

ESEMT  Geseral Mi&  WIN-SECHMGDMTRO

Save Log Ac... ¥ Save Event Log (Backup)...

-2 ESEMT  General MfA | WIN-SECMMGIMTRO
Clear Log [l Save Displayed Events... ESENT  General |M/A  WIN-SECMNGOMTRO
Log Properties.., Save Selected Events.., ESENT  General MR WIN-SEOMNGDMTRQ
Cloge mation 5/31/2016 9:14:15PM 325 ESENT General |NjA  WIN-SECMNGDMTRQ
mation 5312016 914 15PH 327 ESEMT  General MfA  |WIN-SECRMGOMTRO
ation S/312015 9 14: 15 P 326 ESEMT  General MR | WAN-SEORMGDMTRE
Export Log.. mation 5/31/2016 9:1415PM 105 ESENT General MN/A  WIN-SEOMMGDMTRQ
Print Options maltiorr 5312016 914 1490 102 ESEMT  General MfA | WIN-SECMGDMTRY

7| Print Preview... mation 5/31/2016 6:42:32AM 103 ESEMT  General  MNjA  |WIN-SEQMMGDMTRO
ey Culep  prmation S/31/2016 4L32AM | 327 ESENT General NjA  WIN-SECMIGOMTRQ

Clase All

* ¢| Preferences... pohiost {1144) The databate engine detadhed a database (2, O Windows\system 32 LagRles\Bum'Systemidentity mdb).
imea =0 saconds)

Language 13

Eit Ctrleqq  Jternel Timing Sequence: (1] 0.000, [2] 0.000, (3] 0.000, [4] 0.000, (] 0.000, [§] 0015, (7] 0.000, (3] 0.000, [9) 0.000,
— In] 0.032, [11] 0,015, [12] 0.000.

Reyived Cache:; 00

FIGURE 3.13: Event Log Explorer Save Log As options
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Module 06 - Operating System Forensics

18. Navigate to the location where you want to save the eventlogs (here we
are saving the file to the Desktop), type the file name (here, Application
Events) in the appropriate field, and then click Save.

(N I b
MName Date modified

.. Test File 3/31/2016 415 AM
W ' 5/26/2016 10:06 PM

Save in: | pg Deskiop

EQ Event Log Explorer
Supported O3 Windows
WNT, 2000, X, 2003, Vista,
ANE, 7.

Application Events|

Windows Vista+ event log files (" evix)

FIGURE 3.14: Event Log Explorer Save Log As window

H Task s 19. Navigate to the locaton where you saved the event logs and double-

click on file to see the saved event lﬂgs.
Opening Event

Log Files 20. The saved logs appear in the Event Viewer window as shown in the

following screenshot:

File Action WView Help

% #[= B

ﬂ Evant Yiswer (Local)

Application Bvents  Mumber of events: 1,713

b L Custom Views
I _'é, Windows Logs
b o1 Apphications and Services Lo
4 | Saved Logs
H Applicatian Events I
-4 Subscripticns

g Event Log Explorer
al lows bookmarking,
Bookmarking 15 a handy
way o navigate berween
events in the log view.

Level

Date and Time

Task Cateqary |~

(i) Infarrmation
'i}lnf-:m'latinn
ﬁ}lnhmminn
() infarrmation
'i:'hl{ﬂl‘l‘l‘la‘til:ln
{j}lnfurrnatinn
(i) Inferrnation
'E'"ITCITI‘I‘I!HI:II'I
(i)infarrmation
(i) Inferrnation
I:E'Ir||1'n:|rn'|:|l:i|:ln
'.':i::'lnfqrmatinn
W Error

'E'Irﬂurmul:u:ln

{I::llnfqrrnatinn
[T P R, Jy
%

SrAT2006 1231:32 AM
32T 2018 12:31:32 AM
MATRAMB 12:31:32 AM
SrATA006 1231:32 AM
52T 20018 12:31:30 AM
MATAME1Z31:30 AM
Sr2T2006 12:31:30 AM
SATI20018 12:31:29 AM
MATRME 123129 AM
SrATAA6 12:31:29 AM
SATA0E 12:31:28 &AM
AATARMG 12:31:28 AM
BTG 1231:02 AM
Sr3T2006 12:31:02 AM

SFAT20168 12:31:02 AM
SOITANE AT IREY AKA

Genesal
General
Wone
Wone
General
General
Genesal
Genaral
General
Genesal
TRA
Mone
Wone
Mone

Meone

[ P

Application Events

Open Saved Log..
Create Custorn View.,
Impaort Custom View..,

Filter Current Log...

| Properties

Find...

Save All Everts A
Wiy

Delete

Rename

Refresh

Help

Event 10001, Restarttdanager

r=| Event Progemies

General |[:|mi|g.| = Copy

b Save Selected Events...

.Ending session 2 starked 201 6-08-01TO5: 01 B, TOA20T400Z,

[ Refresh

E Help

Application

Restartblanager Legged: S 2006 10 10:7 2 P
Task Categon: Mone

FIGURE 3.1% Ewvent Lng E!-:plnrer Evenr Viewer
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Module 06 - Operating System Forensics

21. An alternative method for opening an event log file is to choose File =
Open Log File = Standard (or) File = Open Log File = Direct.

22. In the pop-up window, click Browse to select the file and then click OK.
Lt will open the saved file.

Tree View Event Advanced Window Help

MNew Workspace ShifteCteM b filter> = "9 @ i .::'J él
Open Workspace Shift+ Ctrd+ O
Save Workspace Shift+Ctrl+5

on on WIN-SEQMNGOMTRY | |

Save Wearkepace As.. pL > 51 | Fitered: showing 276 of 1713 evenib{s)
CEslog Eakeaie | WIN-SEOMNGTMTRG
Open Log File Standard.. 11415 PM WIN-SEOMMNGDMIRL
Merge Log... Darect... 1L4: 15 P | WIN-EEOMNGRMTRG
blerg= Log Fils M APL., 114: 19 PM WIN-FEDMNGEMTRG
[T 20D = 1% -Tﬂ-‘lﬂﬁﬂ"iﬁﬂ'
I : I e ton 5312016 |9 1: ::m :m SEOMNGOMTRG
- ] | a ki ] 14 i
Exvent Log E}:plnrer.s Clear Log b tion (5512005 5.0 M — e
backup file name has this Log Properties... prmation |5/31/2016 |9:14:15 FM General WIN-SECMNGDMIRG

formar: LogName-vear- Clase S(31j2015 |9:14:15 PM WIN-SEOMNGDMTRD
month-day-hour-minute- Close Al mation | 5/31/2015 [9:14: 15 PM General WIN-SEOMNGDMIRG
tion |5/31/2016 |9:14:15 P General WIN-SEOMNGOMIRG

prmation |5/31/2015 |9:14: 15 P WIN-SEDMNGDMIRG
Prnt Opbeens bemation | 5/31/2015 [2:14:14 PM Gereral WIN-SECMNGDMIRG
Pring Preview,.. prmation | 53173004 6:42:32 AM Gensral WIN-SE0MHGDNMTRG
Cil-p  prmation 5{31/2016 6:42:32 AM General WIN-SEOMNGDMIRG

seconds-milisecond.eve e P

LS

[ R R LT - i [TET] BEITE I T R S e

_ﬂ:fh:ﬁt {1141) The database engne detadhed a database (2, O Windows\system3 2L ogRles \SumSystemldentty. mdb).
Language ime =0 saconds)

Exit Ctdey  Jtemal Tming Sequence: [1] 0.000, [2] 0,000, (3] 0.000, [4] 0.000, {5 0.000, [] 0.015, [7] 0,000, (8] 0.000, [3] 0.000,
iy [u; 0,032, [11] 0015, [12] 0.000.
= Aevived Cache: 040

5  Descripton - Data

FIGURE 3.1 Ewvent I.ng E}:plnrer Direct

23. To clear the logs, select File - Clear Log.

ilef Tree View Event Advanced Window Help
Mesw Waorkspace Shift+ Ctrie M b filer> = 9§ @ % _::'J 1;':'
C | Open ‘Workspace Shift+ Ctrd+ O
Save Workspace Shifte Ctrie5

on on WIN-SEOMNGOMTRY | % |

Sete Motk wace da) 3 | Firered: showing 276 of 1713 evenib(s)

CReLons Eokee 9:19:19 P4 : Gene A |WIN-SEOMNGDMTRG

Open Lag File 5/31/2016 |9:14: 15 PM

Merge Log,. jon | Sf31/3018 9:14: 15 P | WIN-SEOMNGDMTRO
EQ ] erge Log File §/31j2015 |9:14: 19 FM WIN-SEOMNGDMTRG

Ewvent Lng E}:plnrer g S U e 5/31/2016 |9:14:18 P WIN-SEOMNGDMIRL
log view control toolbar ke CreerLog 5/31/2016 |9:14:15 FM WIN-SEOMNGDMTRLY
displays log wview status : 3015 [3:14:19 P N
' f Loadin Log Properties... jon | 5/31/2016 |9:14:15 FM Genaral WIN-SEOMNGDMIRG
message (&g % s 5/31{2016 |9:14:15 P WIN-SECMNGOMTRY
Filtering, Showing events), Close All . 5/31/2016 |9:14: 15 FM General WIN-FECMNGDMTRG
event list navigator buttons jon | 5/31/2016 9:14:15 PM General WIN-SEOMNGDMIRG
{First, Previous, Next, Last) oL 5/31/2015 |9:14:15 P General WIN-SECMNGDMTFD
i different I Pt Options salion 5/31/2016 [9:14: 14 P Gereral WIN-SEOMNGDMIRG
o g Pring Preview... S04 A42:32 AM General WIN-EEOMHGDMTRG
indicators. 5/31/2016 |6:42:32 AM General WIN-SEOMNGDMIRG v
AR} '|1‘1}E database engine detadhed a database (2, C'\Windows\system32LogRkss \Sum S ystemTdentty. mdb),
e =0
Ctriey  MEsmal Taning Sequence: [1] 0,000, [2) 0.000, [3) 0.000, [4] 0.000, (5] 0.00, [6] 0.015, (7] 0.000, (8] 0.000, (3] 0.000,
~"=  boj 0ooaz, [11) 0,015, [12] 0.000.
= Aevived Cache: 00
5 X  Description | Data
FIGURE 3.17: Event Log Explorer Clear Logs
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Module 06 - Operating System Forensics

24. A Clear Log pop-up appears; click Yes if you want to save the logs. If
you do not want to save logs, click Neo. It will clear all the event logs of
the selected category in the Computers Tree pane on the left.

Lab Analysis

Analyze the security, application, system, and other logs of the computer, and
document the results related to the lab exercise. Give your opinion on the target
computer’s security situarion and exposure,

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[ Yes M No
Platform Supported
M Classroom iL.abs
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ICON KEY

=7 Valuable

nformation

& Test your
knowledge

E Web exercise

E.g Workbook review

7 Tools
demonstrated in
this lab are
available in
C:\CHFI-
Tools\CHFIv9
Module 06
Operating System
Forensics

Module 06 - Operating System Forensics

Performing a Computer Forensic
Investigation Using the Helix Tool

Helixe focuses on Incident response and forensics fools. It is meant fo be wused by
mdividunals who bhave a sound understanding of Incident response and forensic
techniques.

Lab Scenario

In a company, when a cyber-security breach occurs, the network security admin
should be able to aptly respond in the situation and take necessary steps to
avold further damage. In case, there is no proper person to take an acton, the
company would hire an investgator tor Incident response. To be an expert
computer forensic investigator, you must be able to offer Incident response
activities. This lab discusses how an investgator can respond to the Incident
using the Helix tool.

Lab Objectives

The objective of this lab 1s to help students learn how to invesugate a computer-
based crime using the Helix tool.

Lab Environment

To carry out the lab you need:

* The Helix tool, located at C:\CHFI-Tools\CHFIv9 Module 06 Operating
System Forensics\Windows Forensics Tools\Helix.

= A computer running Windows Server 2012,

" Administrative pnm--ileges to 1nstall and run tools.

Lab Duration

Time: 30 Minutes
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Module 06 - Operating System Forensics

Overview of Performing a Computer Forensic
Investigation Using the Helix Tool

Helix uses software that 18 licensed under various additional licenses such as the
GPL. Individual software maintains the original license for that prospective
software. e-fense does not license, control, or support the individual software on the
Helix CD. In no way does the title or copyright that e-fense holds on the name or
packaging of Helix atfect the additional third-party software included on the Helix
CD. All rights and provisions for the additional third-party software included on
Helix still apply.

Lab Tasks

Note: This lab 1s based on the free version of Helix 3.

1. Nﬂvigﬂte to C:ACHFI-Tools\CHFIv3 Module 06 Operating System
Forensics\Windows Forensics Tools\Helix.

2. To launch Helix, double-click helix.exe.

Ll

It will display a warning message. Read it thoroughly and select your
preferred language from the Choose Your Language drop-down menu.

4. Click Accept to contnue.

You are running this application in a LIVE Windows
environment There is ABSOLUTELY NO WAY to protect
this live environment from changing.

This application WILL make changes to the running
gystem. This is an accepted risk you must be willing to
take.

If you are not willing to accept this risk or do not
understand what you are doing then exit now, otherwise
agree and proceed at your own risk....

Brought to you by:

‘ ,’r Choose Your Language: BRI

http://www.e-fense.com
helix@e-fense.com

FIGURE 4.1+ Helix "C'i."aming MESsALE
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Q Helix iz a fast and
powerful live CID originally
based on Knoppix which
provides all necessary tools
for live forensics, Incident
response, and e-discovery.

= TaskK 1

B

Module 06 - Operating System Forensics

After clicking the Accept button, Helix GUI appears as shown in the
following screenshot:

Viewing System
Information

Q Helix 15 a customized
version of Ubunt Linux,
allowing vou to boot into a
Linux environment
containing customized
Linux kernels, hardware
detection, and a large
number of applications
designed for Incident
response and forensics,

0.

FIGURE 4.2: Helix Main Interface

Click the System Information icon on the left side of the window to see
the complete system information.

Preview system information.

FIGURE 4.3: Helix SE'F..IIEt'ﬂ Information icon
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Module 06 - Operating System Forensics

7. ltdisplays the OS informaton, owner informaton, network information,
drives and their file types.

e TE—————

_Sys_tsn} e ,,_1

Q Helix does not wouch
the host computer in any
way and is forensically safe.
It will not auto mount swap
space or attached devices.

FIGURE 4.4 Helix Sg'sl:em Information derails

8. Clck the . button to go to the second System Information page.

This page displays the processes running on your system,

File CuickLlaunch Page Help

MELIN ™ PSCNERS T RESI DS E » ELEC TITINNC INSCO%EITY » iA=L TEIR AORE%5ICS

System , Information

System Idle Process
C\Windows\System32\svchost exe
C:\Windows\System32winlogon.exe
CoWindows\System32WSSVE exe
CWindows\System32\svchost exe
CWindows\System32\svchost exe

Q Helx maimnly provides
Incident  response and
forensice  tools, and s
mtended for users with

solid knnwledge of rthese
nzn:hn.iq_lues.

CoWindows\explorer.exe

C\Windows\System32\svchost exe
CiWindowsisystem32winlogon.exe

CAProgram Files (x86)\Google\ChromesApplicationmchrome exe
CWindowsiSystem32isvchost exe
CiWindowsiSystem32iwininit exe
CWindows\System32isvchost exe

C\Program Files (x86)\Google\Chrome\Application\chrome exe
C\WindowsiSystem32isvchost exe
C\WindowsiSystem32isvchost exe
CiWindows\System32imsdic exe
Ci\WindowsiSystem32\spoolsy exe
C\Windows\System32\LogonUl exe
CWindows\System32irdpclip.exe
C\Windows\System32itaskhostex exe

FIGURE 4.5 Helix 55'5l:em Informartion Runn.ing Peocesses
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E TASK 2

Acquisition

g Security firm e-fence
released a new version of
their popular Linux-based
forensice live CID, Helix.
This new  version 1%
Ubuntu-based, which
seems to be a popular
choice among this genre of
tools,

EQ Helix ig a customized
distribution  of Ubunrt
Linux. Helx 1= more than
just a bootable hve CID.
You can sall boot into a
customized Linux
environment that includes
customized Linux kernels,
excellent hardware
detection, and many
applicatons  dedicated o
incident  response and
forensics.

Module 06 - Operating System Forensics

Click the Acquisition icon to acquire physical memory or disk drives.

10. Select the desired disk drive from the Source drop-down menu. In
Location Options, choose any one option to save, give the destination
path by clicking the Folder icon. Give the image a name and set the DD
Options field to default, then click Acquire.

ile Quicklaunch Page Help

Jiﬂ.l'.\.’_:'“"' i N ' T PRI = LTI

11. To proceed to step 2 click the . button. To create an image of a

T Source:

G4 (Logical drive) - (NTFS] [29 66 GB] w

0 [ ]
Destination:

CHehx Result

Image Name:

Hedixdd

[ defauit | |

FIGURE 4.6 Helix .-’!Lca.lu.isil:inn Sl:ep 1

folder with the help of AccessData 'TK Imager, click Imager.

ile QuickLaunch Fage Help

H’ﬂ-l'-\’_:'m Wl TR ' T T RIS« S T I R

Live Acquisition,

I¥) AccessData

FIGURE 4.7+ Helix .-in:a.lu.isitinn 'Sl:Ep 2
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= TASK 3

Creating Disk
Image

Eg Preview  files  and
folders on local hard dawves,
nerwork drves, floppy
diskerres, Zip disks, (Is, and
DA,

Eg Preview the contents of

forensic images stored on the
Ipcal machine or on a
network dove.

Module 06 - Operating System Forensics

Note: We can also create an image of a physical drive, logical drive, image

file, the contents of a folder, and a Fernico device (muluple CD/DVD) .

12, 1t will launch Access Data FTK Imager. Now go to the File menu from
menu bar and click Create Disk Image....

View Mopde Hep
Add Evidence Thar,..
Add Al Attached Devices

] BRemowve Evidence em

Date Modified

Lemove All Evidence Iems

Create Disk Imaga...

Export Disx Image...

._hl.l.\:__ n.:l:-_-. |':"-'-|-:i.; .-'h ]1

Add to Custorm Content Image (ADL)

Qbtain Protectad Files,..
Detect EFS Encryption

Export Fies...

Export Fie Hash List...

Export Directony Listing...

Exit

L |

': @iiﬂt |RE1'I'I:I'.-E|_FCE'!'|'.'I'-‘-E.I’J| Create Image

Custom -L‘unl:e...l-

“ropertes |Hex Value Int...

| Creates a new disk irmaga

FIGURE 4.8: Helix Acquisition AccessData FTK Imager
13. Choose Contents of a Folder as the source evidence type, and then

click Next to create an image.

Ei= Ii!;ﬂ'.Hl:ldE Help
ahgaagddElaa= R}

:EUﬂﬂ'HIETI"EE Salert SAlirra |
Sl Date Modified

Pleass Select the Source Evidence Typs
() Physical Drive
() Logical Drive
) Image Fie

[ # Corterts of 2 Falder |
dogical fle-devel aralyss onfy; excludes delefed. unaliocated, efc.)

() Femico Device imukiple CD/DVD)

:U.rgtarn Conkent Seinoes
Evidence:Rle System Fath

d|

| |M.'.-u||E|:l: | Remove | Remowve All| (Creste Imsge
I Properties |Hex value Int... Custom Cn:mtel

| Far Help, press F1

FIGURE 4.9 Helx Acquisition AccessDDara FTK Imager Select Source
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Q Mount an image for a
read-oaly view that
leverages Windows
Explorer to see the content
of the image exactly as the
user saw it on the original
drive,

Eg See and recover files
that have been deleted from
the Recycle Bin, but have not

Vet been owvesmsmrten on the
dnve.

Module 06 - Operating System Forensics

14. AccessData 'TK Imager will prompt you with a warning; if you want to
continue click Yes.

ile  Cuick Launch  Page Help

A AccessData FTK Imager

File View Mode Help
aEdas GHE &=
Euicence Tree

BN
Select Source

Duste hiodified

You have chosen to creste a logical image of the contents of 2 folder.
The im.:gl.- crested wall inclede qnl]r Iugi;ﬂl Files, [§ wall not mclude any
file systern metadata, deleted files, unallocated space, etc, i cannot be
converted to a sector image (such a5 ED1) because it does not stare
sector information.

Although lagical images can be examined in FTK Imager £x or newer,
FTE 1x only supports ADT images in version 1.62.1 and newer.

Do you wank to confinue?

< | m

| Hex Value Int... Cusbom Conte...
| For Help, press F1

FIGURE 4.10): Helix Acquisition AccessDara FTK Imager Warning

15. Now click Browse and select a ftolder, in this case, C:\CHFI-

Tools\Evidence Files\Image Files, and then click Finish.

e Chjack Laynch  Page Help

Fie View Mode Help
adaadd Bl e
:EmdenneTree

Date Modified

Pleese anler lhe source path:
IE:‘-.EHFI-Tud.u"-Em:Iﬁ'r:: Files'imags Files

Custam Content Sourges
Evidence:Fle System Fath

;: |E||E|:l: | Remove | Femowve All| [Creste Imsge

| Properties |Hex Value Int... Custom Conte... ||
| For Help, press F1

FIGURE 4.11: Helix .-"chuisiﬂnﬂ AccessDara FTR Imager folder pal:h b CEEAte an imagf

16. Click the Add button.
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E-? (reate hashes of files
using either of the two hash
functions available in FTK
Imager: Message Digest 3
(MID5) and Secure Hash
Algorithm (SHA-1).

g Generate hash reports
for regular files and disk
mages (Including files inside
disk images) that vou can later
g€ as a benchmark to prove
the integary of vour case
eidence.

Fi

Module 06 - Operating System Forensics

17. Evidence Item Information wizard appears, fill in the details, and click

MNext.

le  Cwick Laynch  Page Help

-

8 AccessData FTK Imager

Fle View Mode Help

Create Image

Image Source
C:YCHFI-Tools\Evidence Files\Image Files

Case Mumber:

Evidence Mumber:

Starbimg Evidence Bumber: | 1
Unique Description:

Image Destination(s)

Examiner:

Forensics Investigation

Sam 'Costa

Image Files| |

T T e el . T T e ]

|| Create drectory listings of all files in the image after they are created

Cancel

I |

Sdt | |Remove | Remove Al |Create [I'|'|E|QE|

Hex Value Int... Custom Cunta...l.

FIGURE 4.12: Helix _-’u:qu.isil:inﬂ AccezsDara FTR Imager Ewidence Item Ima_gfr:

18. Now click the Browse button to give a destination path (in this lab we
have created a folder named Helix Result in C:\ and saved the result in
C:\Helix Result), enter an Image F'ilename excluding the extension, and

click Finish.,

e Cuick Launch  Page Help

View Mode Hebp
Create Image

Image Destinabon Folder

C:YCHFI-Tools\Evidence Filez\Image Files
| CiiHelix Result

Starting Evidence Mumber; | 1 Image Flename (Exduding Extension)
Image Destination(s) Resuld

Image Fragment Size (ME) | 1500 |
For Raw and EQ1 formats: 0 = do not fragment

Compression (0=Mone, 1=Fastest, ..., 9=Smalest) [.5___—%

W] Verify images after they are created [ precalaudate Progress Statistics
|| Create drectory listings of all files in the image after they are created

Start | Cancel

FIGURE 4.13 Helix _-'lcquisil:inﬂ AccessDara FTER Image: Selecr Image Desrination
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Module 06 - Operating System Forensics

19. Now click the Start button in the Create Image wizard to create an
image of the folder contents.

e Ouick Laynch  Page Help

Fle Wew Mode Heb

& & &
|Eu'ida'n:ﬂr¢=

b Date Medified
| C:CHFI-Tools \Evidence Files\Image Files =

Starting Evidence MumDear:
Image Destination(s)
Cr\Helx Resuit\Result [Logical mage] |

Eg Helix is also unique
in thart it includes a Win32-
based autorun toolset,
giving users quick access to
common forensic tonls not
found in Linux

| A, .. | | Edit. .. | _ Remaye

[ Verify images after they are created || Precaloulate Progress Statistics
[l Create directory listings of all fles in the image after they are created

Start |E!n|':el|

Remawve | [Remave Al [Create Image

. Custom Conte...|

FIGURE 4.14: Helix .-"chuisil:inﬂ AvccessDara FTR Imager Ceeare Image

20. Atter completion, the Drive/Image Verify Results summary will pop
up. Click Close and then click Close in the Create Image wizard.

Lo

Creating Image...

CHCHFT-Tools\Evidence FilesImage Files
C'Helhy Result\Result

Image ted sucoessfully
bk Date Maodified

Q Helix 15 a customized
dstrbution of the Knoppix
Live Linux CID. Helix is more | Image Summary... |
than just a bootable live CID,

|Cr.3tnm Content Sources Marme Recult.adi

Evidence:File System Path|Filke B MD5 Hash
Computed hash 83edabiifbacyfeddTidchT2adadebet

Report Hazh 85edabid1fbac el TidcbT2adadebel
Verify result Match

B SHA1 Hash
Computed hash FATFEE74T e bed df 508 Ee3c0dd2dBa5bal 116929

S5HA1 Hash

Remove | [Remove Alf | Create Ime

.. Cuskam

| For Help, press F1 Clase i :

FIGURE 4.15: Helix Acquisition AccessDData FTK Imager DrivE,f'Imalgf Resulr
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Module 06 - Operating System Forensics

21. Access Data FTK Imager created an image of a folder, to check this,
navigate to the C:\Helix Result path mentoned in the destination.

Hame Lhare Wigi
= P |k ThisPC » Local Disk(C:) » Helix Result Search Helo: Result
i Favorites Date rnodified Type Size
B Desktop | Result.adl £/1/2016 3:02 AM A1 File 5,033 KB

Q Mount an image for a | @ Downloads | Result.adl.bd 6/1/2016 3:02 AM Tet Document 1 KB
read-oaly view that 5, Recent places
leverages Windows
Explorer to see the content (8 This PC
of the imajlge exactly as -[hE j Desktop
user saw it on the original E Documents

drive. & Downloads
|4 Music
& Pictures
8 Videos
ida Local Disk (C:)

FIGURE 4.16: Helix Acquisition AccessData FTK Imager destination folder

22. Now, you can examine this image using Access Data FTK Imager. In
this lab, we already have an evidence item/Disk Image located at
C:\CHFI-Tools'\Evidence Files\Disk Partition Raw Image
(DiskPartitionRawlmage.dd), and we will be analyzing this image,
instead of the one which we created in the previous steps.

23, (Go to File = Add Evidence Item from the menu bar to add an
evidernce item for iﬂvesﬂgﬂtinn.

ile  Cuick Launch Page Help

Fie | View Mode Hebp

| Add Evidence Ttem... ] | | P
i Add Al Attached Devices | e List -
QR “SmOve SV eTiCa oer MName Size | Type Date Modified
Rermowve &l Evidence [tems
Eg To prevent accidental =l Create Disk Imaga...
or intentional manipulation B eogort Dsk mage...
of the original evidence, B Export Logical Imaga (AB1)...
FTK Imager makes a bit- gL Add to Custom Content Image (AD1)
for-bit duplicate image of , Create Custom Content Image (AD1)...
the media. The forensic 3 Verify Drive/Image
image is identcal in every [ Obtein Protected Fies...
way to the original, B ook EER Encvotion i
including file slack and e
. Expeirt Files
unallocated space or drive
free space. Export Fie Ha:
Export Directony Listing
Exit L
I e 1 1
.Eill ;R&"ﬂﬂ‘-‘él F!EI"IJ-.E-“. Creaba Imagsa
Properties |Hex Walue Int... Cusbom l:nnl:e...|
Adds avidence from disk, image fie, or folder INUM &
FIGURE 4.17: Helix Acquisition AccessData FTK Imager Add Evidence Item
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Module 06 - Operating System Forensics

24. Choose Image FIile opuon for invesugaung the image file, and click
Next.

ile  Ouick Launch FPage Help

Q AccessData FTK Imager
Eia View PMode Hebp
s | @ e s A

|El.ri-|!I'_~|'h:|! Tires Select Source ' = |

Date Modified

Q FTE Imager can be Pleaza Salecd the Sawrce Evidence Type

installed to the computer
where it will be used, or it O Logical Drive
can be run from a portable
device such as a USB
thumb drive connected o a
fmachine in the field, =o
there is no need to inseall it Custom Content Sources
On @ SUSpPect’s COMpuULer to Evidence:Fle System |Path i
capture its image.

() Physical Drive

% Image Fie

) Conters of a Folder
fogical fiedevel anabsis only; eanchudes deleted, unaliocated, ete)

< Back

t | |Remove | [Remove All| |Create Image H

. . |Hex valie Int... Custom Conte...
| For Help, press F1

FIGURE 4.18: Helix Acquisition AccessData FTK Imager Select Source

25. Click Browse, navigate to C:\CHFI-Tools\Evidence Files\Disk Partition
Raw Image\DiskPartitionRawlmage.dd and then, click Finish.

ile Cuick Launch Page Help

{1 AccessData FTK Imager
Fla View Mode Hep
i = ! i) EEX:1R 2
Evidence Tree e | =
: Date Madifizd
Q /CreateDirListing= E
creates a directory listing Evidence Source Selection
file in the folder where
- . Flease enter the sounce path:
FTK Imagerexe is run
g C:\CHFI-TookEvidence Filee'Disk Padition Raw mage D

from. { Verifylmage= _
wverifles an image when vou Browse._.

specify the image path and
flename.

/ EnableDebuglog=
enables logping to the Evidence:Fie Eﬁmﬂ’ﬂmfﬁé
FTKImageDebug.log file E

created 1n the folder you

Cuzbom Conlent Saurcas

run FTK Imager.exe from.

=] | ]

Remove | [Remove All| | Creats Image

: e Vaiie In... Custom Conte...|
| For Help, press F1

FIGURE 4.19: Helix Acquisiion AccessDara FTK Imager Selecting File
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Q If vou fail o specify
an image when using the
/CreateDirLisung= or
/VerifvyImage= options, an
ErTOr  MESSage  appears
indicating no image was
found.

EQ The Evidence Tree

Module 06 - Operating System Forensics

26. The image file 1s displayed in the left pane of the window. Now, expand
DiskPartitionRawlmage.dd = Drive [NTFS] = [root] and click on Set
of Images updated folder. The contents of the tolder are displayed in
the right pane. Click on the desired 1mage file to view the respective
image 1n the lower section ot the window.

Note: The application may not be able to open other tile tormats.

¢ View Mode Help

Bdaca dED B s

a0 Tree

= DiskFaritonRawimage.dd
: = Anna jpg

B Elackberrypng
B Eulding.png
B Buldingl.png

Date Modified &
MTFS index all... 92872011 §:32:
Faqular file Q2152011 4:51:
Feqular file 102010 3:30
Reqular fil= 122172010 6:0
Regular fil= 202052011 10:2.
Regular fil= TH2ES2010 1:51:
Begular file Q202011 4:5%
Regular fde Q2052011 511
|5 D il TS Regular e Q20T 455
ji=| Fazhion-Magazine-modles,jpg G K8 Regular e Q212011 4:53
i Flonwers,jpg 51ER  Regqular file Q200011 125,
= Horsejpg I2ER Regular file SR 453

T . 5 = A AmEd a3

£ | E

B Care-Enc.png
5 Catl.gif
FT computerbmp

b

Mame camputer.bmp

File Class Ragular file

File Size 2ra 302

Phyzical Size 274432

Start Cluster 127,224

Date Accessed S2B/3011 S:32: 13 AM

FIGURE 4.20): Helix ;"".LELlIJ.i.Ej.Li.{'}ﬂ AccessDara FTR Imagfr evidence content

27. The propertes of the image file can be viewed by clicking the
Properties tab in the lower left corner of Access Dara 'TK Imager
GUIL Further details of the image file can be obtained by clicking other
mbs besides the Properties mb.

-H Dhek: ParlionRawimage.dd Marme Size Type Date Madified &
E1E AKB MTFSindexall... S/28/3011 9:32:
o ANNAjPO 47 K8 Regular fil= 22052011 4:51:
B Blackberrypng IZ5 KB Regular file 10T 2000 3:30
B Bwilding.preg 53 K8 Regular file 122172010 60
B Buwldingl.prig 50K8 Regular file Q2002011 102,
B Care-Enc.png 32FB  Feqular file F2E5A000 1:51:
Q2042011 4:5%

| D) SRECYCLE B
|} B s5ecure
| -0 RAR Files

| -7 52t of Images updabed
-1 Video Fles

| L) MSI5Tad 7 Ima

1) unalocaled space

|5 Catlgif Z1EH  Regular file

[ computerbmp

5 Dog.gif

| Fashian-Magazine-modles,|pg
ji=] Flowiers,jpg

258 KR
111 k3
«i KB
51¥8

Reqular file
Regular fike

Regular file
Begular file

92002011 5:11:
QA0 455
Q2152011 4:5%
202011 12:5

pane (upper-left pane)
displays added evidence
iretms in a hierarchical tree.
Ar the root of the tree are
the selected evidence

| Hors e jpg IZER  Pegular file Q202011 4:53

<| 3

L

i | Mame computer.bmp
spurces. Listed below each File Class Reqular file
source are the folders and File Size 274,302

Physzical Size 2TL 452
Start Cluster 137,224

files it contains.

Date Accessed
Date Created
Date Madified
Encrypted

I e i ol

Q2853011 w3208 AM
2850011 92508 Al
920011 51148 AR

FIGURE 4.21: Helix ;in:f_luisil:inn AccessDara FTER Image: Pmperties tabs
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Module 06 - Operating System Forensics

28. Now close the Access Data FTK Imager by clicking Exit in the File

IMETu,

Fie | view Made Help
gy Add Evidence ftem...

@ Add Al Attached Devicas

Remove All Evidence [tarms

Lreate Dik Image...

Export Lagical Ir@ge (AD1)..,

& Add to Custom Content Image (ADL)

Ohtain Protected Files...
Detect EFS Encryption
Export Files...

N E IR

List

Mame

[ 5130

= &nnajpg

B Blackbemypng
R Building.png
RS Building1.png
B Care-Eric.png
i Catl.gef

28 computer.bmp
|5 Ell:lg.gif

= Fashicn-Magazine- modlesjpg
! Flowers.jpg

= Horsejpg

Type

MTFS index all..
Regular file
Regular file
Regular file
Regular fil=
Regular file
Regular filz
Regular file
Regular fil=
Regular file
Regular fil=
Regular file

S

Export File Hash Lst...

ExR
Flame | camputer.bmip
File Class Regular file
File Size 2T 302
Physical Size 274432
Start Cluster 127 234
Dlate Accessed Gr28/2001 &3228 AR
Date Created L2820 S208 AR
Date Modified GF2002001 21148 AM
Ll

FIGURE 4.22: Helix Acquisition AccessData FTK Imager Closing

= TASK 4 29, Now click Incident Response E icon in the left pane of Helix GUL

Disk Preview 30. Click Agile Risk Management’s Nigilant32 icon on Page 1.

Fill.l: Cuick Launch  Page Help

Incident Response

P

£/ Niglant32 15 an
incident  response tool
designed o capture as
much information as
possible from a running
svstem with the smallest
potential impact.

FIGURE 4.23: Helix Incident Respnnse
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Q Nigilant32 For First
Responders:  Using  the
SnapShot of Nigilant32,
wWe can review and save a
report  of the running
SVSLEM that includes
processes,  Services,  user
accounts, scheduled tasks,
network ports, etc.

ile

Module 06 - Operating System Forensics

31. 1t will prompt you with a Notice. Click Yes.

Cack Launch  Page Help

32.

ile

mmammrmf = Sl S FITEsNC IR N EFEY & DAL T FONEsESNCR

PR

You are about o men:
The N:gilantﬁz pregram fram .l!l.-gﬂ:' Haisk Manug:m:n‘l;

15 THIS QKT

FIGURE 4.24: Helix Incident Response Nigilant32 notice

Nigilant 32 pop-up appears, click the pop-up.

ELLA AR

Ouiick Launch  Page

Agile

RH.I-: Management LLC

‘H'Inn’c-“.rs afferdark ff‘ Ensc
= ! = _,_::__1,;;_

FIGURE 4.25 Helix Incident Respnnse n.igjlam: 32 pop-up
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Q Nigilant32 For First
Responders: Filesystem
Review: Using Nigilant32
we can explore the

filesystem  and  possibly
Incare hidden files, folders,

or recently deleted content,
or extract files for offline
analysis with limited risk of
CONraminarion.

Q Nigilant3? For First
Responders: Using Active
Memory Imaging: of
Nigilant32, we can image
the active physical memory
BAM) of the suspect
workstation or Server o
secure portable media.

Module 06 - Operating System Forensics

33. Nigilant32 - Windows Afterdark Forensic window appears as shown in
the screenshot:

File Edit Tools Help
Mame IWr'rl'tl.-n Accessed Created | Size ] Inode Type

FIGURE 4.26: Helix Incident Response Nigilant32 main screen

34. Choose File = Preview Disk... to view the prex--iew of the hard drives.

ile | Edit Tools Help
Preview Disk.. coessed Created | aize ] Ingde Type
Close Disk
Cluit

FIGURE 4.27: Helix Incident Response Nigilant32 Preview Disk
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Module 06 - Operating System Forensics

35. Select the drive to preview, and then click the Apply button.

Note: Do not select the € Drive (Contains system file).

Select a physical disk partition to preview

PhysicalDrive Name Partition Mumber | Partition Length
PhysicalDrived:Totalsize: 107372805120 Bytes L=lgiils 1 il 357001600 Bytes
awize: 107372805120 Bytes Partition:2 107005083643 ...

| Starting Offset | Drive Num,
1043575 0
368050176 0

FIGURE 4.28: Helix Incident Response Nigilant32 selecting drve to preview

36. 1t displays the files and tolders pertaining to the partton. Double-click
on file to view the tile content in the bottom pane of the window.

37. You may double-click a folder to view the contents in 1t.

File Edit Tools Help

' Mame

Wintten

diccessed

Created

_‘
-
=

H

(=] SattrDef
=] SBadClus

% sBitmap
E| SBoot

SExtend
SLogFile
5] smieT
LQ SMFTMirr
| §Secure
= SUpCase
E| SVolume
[ 1.

Boot

< |

Tue May 24 17:268:15 2016
Tue May 24 17:28:15 2006
Tue May 24 17:26:15 2016
Tue May 24 172813 2016
Tue May 24 172615 2016
Tue May 24 172615 206
Tue May 24 172515 2016
Tue May 24172615 2016
Tue May 24 1T7:26:13 2016
Tue May 24 17:28:15 2076
Tue May 24 172613 216
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Tue May 31 030008 2016

RA_ . . "N 487707 N
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Tue May 24 17:26:13 2016
Tue May 24 17:26:15 2076
Tue May 24 17:26:13 2016
Tue May 31 02:00:08 2016
Tue May 31 03:00:08 2016

Tue May 24 17:26:15 206
Tue May 2417:28:15 26
Tue May 241722815 2M6
Tue May 24 17:26:13 2076
Tue May 24 172815 2006
Tue May 24 1722815 26
Tue May 24172813 26
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Tue May 24 17:2&13 2016
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0008 0000
00 00 00 00
00 00 00 00
ET0DOC 16
FB 68 CO 07
3E 03 004E
720CB1FB
00 1EB3EC
16 1FCD 13
0075 DB AZ
0020 2B C8
06 16 00 E8
230075 2D
01 721E 16
53 b6 B3 6

T
LhEf= N
TFSu. A U r..
U o

Bo=w . iR U=
f.TCPALS...r.
h...hR..h. f53f5§

WP hysicalDriveld

MNTFS

9416

FIGURE 4.29: Helix Incident Response Nigilant32 Preview of the file
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Q Helix also has a
special Windows autorun
gde for Incident response
and forensics.

Q Helix focuses on

Incident response and
forensics tools. It is meant
to be used by individuals
who have a sound
understanding of
thesetechniques.

Module 06 - Operating System Forensics

38. To take a snapshot of the computer, choose Tools = Snapshot

Computer.

File Edit

I Snapshot Computer |

Accessed

Created

_‘
-
=

T

Image Physical Memaony...

z| SBitmap |AT Scanner
SBoot

Extract File...

00 00 00 00
00 00 00 00
AA T4 0000
F6 00 00 00
00 00 00 00
1F 1E 68 66
54 465375
55 AA 75 06
18 68 1A 00
BFB3C418
OF 00C1ZE
36 FF 06 11
4B 00 2B CB
26 E1FE 54
EEO7BE 16

206
2016
2016

Backup Event Logs... 2016

2016
U= WI;:I:" [ N o ED1E
Tue May 24 172515 2076
Tue May 24 17:26:15 2016
Tue May 24 17:26:13 2016
Tue May 24172815 2076
Tue May 24 17:26:15 2016
Tue May 31 02:00:08 2016
Tue May 31 02:00:08 2016

Bl e S04 LS7LAT AT

00 F8 00 00
8000 8000
00 00 00 00
01 00 00 00
FA33COEBE
00 CB 8816
15B4 41BBE
F7C10100
B4 48 8A 16
9ES581F 72
OF 00 04 1E
000316 0F
fFEFBEOD
425041 7
BE5211 18

Tue May 24 17:26:13 2016
Tue May 24 17:28:15 2006
Tue May 24 17:26:15 2016
Tue May 24 17:20:13 2016
Tue May 24 17:26:15 2076
Tue May 24 17:26:13 2016
Tue May 24 17:26:15 20716
Tue May 24 17:26:15 2016
Tue May 24 17:26:13 2016
Tue May 24 17:26:15 2016
Tue May 24 17:26:13 2016
Tue May 31 02:00:08 2016
Tue May 31 02:00:08 2016

T.. = EA. . T ATSALAS RAS

Tue May 24 17:28:15 216
Tue May 24172815 26
Tue May 24 17:26:15 216
Tue May 24 17:2&153 206
Tue May 2417:28:15 26
Tue May 24 17:28:15 216
Tue May 24 172815 216
Tue May 2417:28:15 216
Tue May 24 17:2&15 2016
Tue May 24172815 216
Tue May 24 17:26:15 216
Tue May 31 03:00:08 2016
Tue May 31 02:0E17 206

T..- kd i o P . P Tl T . IS

—

e e i = S v e (R e N s N e B Y e T e e Y e

3F 00 FF 0O
FF EF DA DO
02 00 00 00
ABCZ 0D 0C
D0 BC 0O 7C
OE 00 66 81
AASSCD 13
7503 ESDD
OE 00 BB F4
E13E 06 0B
5A33 DB ES
00 BEC2FF
BB CLD} 1A GG
24 81 FR 02
62 09 00 65

0008 0000 S S
00 00 0000
00 00 0000 | A
ET0DOC 16
FB 68 CO 07
3E D3 004E
720CB1FB
00 1EB3EC
16 1FCD 13
0075 DB AZ
00202BC8
06 1600 E8
23C0 72D
D1 F21E 16
53 B6 b3 6D

.
LhEf= M
TFSu. A U r..
U _w

f.TCPALS...I.
h...hR..h. 515§

FIGURE 4.30): Helix Incident Respnnse T'iigilam?ﬁ? Snapshnt Enmput&r

39. It will display the Live Machine Snapshot window. If you want to save

MNTES

the snapshot, click the Save button.

9416

fvice Slart Type:On Demand Start

rvice Display Mame: Windows Update

rvice Mame:s wWiuausery

riery Path:C:Windows \system 3T gvchost. exe b retsves

55 1d: 0

rvice Mame: ‘WudfPf

Sracess Id: O

Service Mame: wudfsve

Fracess Id: O

Service Start Type:On Demand Start
Service Display Mame: User Made Driver Frameworks Platform Driver
nary Fath:system 32 \drivers\Wud PF.sye
Serviee Start Type:On Demand Start
Zarvioe Display Mame: Windows Driver Foundation - User-mode Oriver Framework

[Ginery Path:Cr\Windows\system3isvchost exe & LocalSysiembetuorkRestricted

Sarvice Start Type:On Demand Start
[Error Retrieving Scheduled Task Information

FIGURE 4.31: Helix Incident Response Nigilant32 Live Machine Snapshot
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Module 06 - Operating System Forensics

40. The save As window appears, select the location 1n which the snapshot
has to be saved and menton the file name in the File Name field and
click Save.

T |- Desktop W l:.ll [ Search Desktop

Organize +  New folder

i Favorites

B Desktop
& Downloads

| Recent places

]& Administrator

| This PC

M This PC =
i
l

_ Libraries
‘:\! Metwork

| MNetwork

' s Linux Image Analysis
[

File name: |M.

Save as type: | Report Files (*.bd)

4, Hide Folders

FIGURE 4.32: Helix Incident Response Nigilant32 Save As window

41. To create an image ot physical memory, choose Tools = Image
Physical Memory.

9 .

Snapshot Computer | Accessed | Created | Size

EQ Nigilant32: Free
Windows Incident
response tool. As such, we
have recently released

Nigilant32, a freeware
Windows UL

Image Physical Memary...

2016

IAT Scanner
Backup Event Logs...
Extract File...

[
2016
BO16
BO16

mmay?n—lmn-.nlt!ﬂ 16

Tue May 24 172615 2016
Tue May 24 172615 216
Tue May 24 17:26:153 2016
Tue May 24 17:26:15 2016
Tue May 24 17:26:15 2018
Tue May 31 03:00:08 2016
Tue May 31 03:00:08 2016

Tue May 24 17:26:15 2006
Tue May 24 1722815 2006
Tue May 24 1T:28:15 2006
Tue May 24 172815 2008
Tue May 24 17:26:15 2016
Tue May 24 172615 2016
Tue May 24 172815 26
Tue May 24 17:26:15 2016
Tue May 24 17:26:13 2016
Tue May 24 17:26:15 2016
Tue May 24 17:26:15 2016
Tue May 31 03:00:08 2016
Tue May 31 03:00:08 2016

Tue May 24 17:26:15 2016
Tue May 24 172615 2016
Tue May 24 17:26:15 2016
Tue May 24 17:26:15 2016
Tue bay 24 17:26:15 2016
Tue bay 24 17:26:135 2016
Tue May 24 17:26:15 2016
Tue bay 24 17:26:15 2016
Tue May 24 17:26:15 2016
Tue May 24 17:26:15 2016
Tue May 24 17:26:15 2016
Tue bday 31 02:00:08 2016
Tue bay 31 050017 2016

2360
366597504
11200
E192
448
3670006
262144
4096
IT5636
137104
0

4152
CERT

LA P e L T P b e

00 0000 00
00 D0 00 0o
AA 74 00 00
F6 00 00 00
00 00 00 00
1F 1E BB 66
24465375
55 A8 75 06
1868 TADD
SF 230418
OF D0 CY 2E
G6 FF 0611
4800 2B C3
6681 FE 54
G2 07 BE 16

00 F& 00 00
20 00 30 00
00 00 00 00
01 00 0D 0D
FA33CO8E
O CB B3 16
1584471 BB
F7C101 00
B4 48 3416
SESE1F 72
OF oD 04 1E
00 03 16 OF
TFEFBI 00
43504175
BE52 11 16

T bi__ . 91 A AR AR SAE

]|
3F 0O FF 0D
FF EF OA OO
02 00 00 00
ABC20D0C
DOBC OO 7C
0E DO 66 51
AASSCD3E
TS03ESDD
0E 00 BB F4
Ei1 3B 0G0EB
FAa3IDEBS
00 8E C2 FF
EE COr 14 GG
2481F902
G2 05 00 86

0008 00 00
00 00 D0 00
00 00 00 00
EF DD OC 16
FB 68 COO7
SEO03004E
720CGE81FB
00 1E 83 EC
16 1FCD 13
00 75 DB A%
0o 20 2B CB
0616 00 E8
23 C07520D
M 72IEG
53 66 53 66

e e RS AR SAGAEE

o= = D D D = OO D

TFSu A LLr..
LTI 1 —

£ TCRPAUS. 1.
h...hB. b fSisf

FIGURE 4.33: Helix Incident Response Nigilant32 Image Physical Memory
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Module 06 - Operating System Forensics

42. Click start to create an image ot a Physical memory.

FIGURE 4.34: Helix Incident Respnnse T‘-«Cigilam:?';? Imaging Ph:;sin:al ?'.Iemnrjr

43. The Save As window appears, select the locaton in which the snapshot
has to be saved, mention the file name in the File Name field, and click
Save.

Organize +  New folder

4 5.5 Favorites
B Desktop
& Downloads

':'_u:..I. Recent places t&f This PC
- |

File name: | Testing

Ead
Ii ) Administrator

Save as type: |Image Files (*amg)

“+ Hide Folders

FIGURE 4.35: Helix Incident Respnnse T‘-«Cig'lanﬂ? destination pal:h EO SAVE

44. Now go to Page 2 by clicking the . button.

le  CQuack Launch  Page Help

mmg’“mrwfrﬂmmmﬂn = L ERAGESEL T T IR S

Incident Respornse

| Hash |

FIGURE 4.36: Helix Incident Respnnse Page 2
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E TASK 5

MD5 Hash
Calculation

Q The Message-Digest
5 (MD5) Algorithm is a
widely used cryptographic
hash functuon that
produces a 128-bie (16-
bvee) hash value. It is
specified in RFC 1321,

Q MDA has been
emploved in a wide variety
of security applications and
15 also commonly used to
check darta integrity,

Module 06 - Operating System Forensics

45. To generate an MD5 hash value of a file, click the Browse button and
select a file (in this case, C:\CHFI-Tools\CHFIv9 Module 06 Operating
System Forensics\Windows Forensics Tools\Helix\EULA.pdf).

46. Click the Hash button to generate the hash value of the file,

ile  Quick Launch Page Help

FAELIN ™ N T
o

~ Incident Response

FIGURE 4.37: Helix Incident Response Page 2 MD3 calculation

A hash value 1s generated, as shown in the screenshort:

ile Etun:lr.Launch Pag: Help

PRELEN ™ NPT REST DS E = EL

-~ Incident Response:

C:\CHFI-Tools\CHEIvS Hodule 08 Operating System Forensi -
2406336223 £24903ab2ed6df201facd3]

= b
-

FIGURE 4.38: Helix Incident Respnnse Page 2MD5 vralue
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Module 06 - Operating System Forensics

O tasx e 48. Now click the File Recovery icon to recover the deleted files.

Recoveri ng ile  Quick Launch .Page .Help

Deleted Files mg”mmrﬂmmm - CEMAL TEIT FORCSICS

Incident Resporse

FIGURE 4.39: Helix Incident Respnnse P'age 2 File Recm'erj.'

49. It will prompt you with the Notice window. Click Yes to run
Filerecovery.exe.

You are about to run:

== Supported file Filerecovery.exe
svstems: FAT 12/16/32,

-.""-TFE II_L'I.‘.--E-I.]. h‘i’ hEI.L'-I.]. -I.].l".-l:".".-. |5 THIS D'K?.
disks, Smaremedia™

Cnmpac: Flash™ ?'-Iemnr::
Stick™ and others)

FIGURE 4.4 Helix Incidenr Respnnse Page 2 File Recm'eq' Motce

50. Select a language and click the . button in the Choose Language

wizard.
m __ File IKECONETY
Select vour file (for
several files usze the Cirl or Chinese (simplified)  ~
Shift keys) and save it w D. Emi|s|!h |
another drive by selecting Esioni
Save to from the Object F:Ef:r;'?n =
MEenu. Please select your language: Gaman
Italian
Also, vou can search for a Eussian
deleted or lost file (or for Spanish

several files) by selecting
Find from Object menu.

¥

FIGURE 4.41: Helix Incident Respnnse Page 2 File R.EE{'}TEL':{ language gelecrion
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Q Select Find lost data
from the Tools menu, The
appearing dialog windows
dlow you to delimit the
search (e.g. if vou know the
ﬂle,f'd.irecl:nr}' 15 simated
more  behind, move the
track bar Seart sector to the

right).

Q Important: If a file is
found with unknown name
and size (e.g. clusterdl) jpg),
you can correct the name
and size by choosing
Properties from the
Object menu. If the file 15
oo small, simply change
the file size to a higher
value.

Module 06 - Operating System Forensics

51. Click the . button in the Welcome window of the PC Inspector File

Recovery wizard.

Recover deleted files
0 Salect logical dive
O Select pour files i foldet 'Deleted
2 Save your ez

Find lost data
(¥ data iz lost due to quick-fomatting, zystem crash, et
2 Select logical dive
O Find lost data
J Select pour files in folder ‘Lost'
2 Save pour fles

Find lost drive
¥ the dire letter iz lost or the drive s inacceszible)
2 Select physical drive
2 Find logical drive
2 Select pour files in folder ‘Root'
J Save pour fles

FIGURE 4.42: Helix Incident Response Page 2 File Recovery wizard Welcome window

52. Navigate to Object < Drive.

Object | Edit  View Info Tools Help
Drive... Ctrl+0

Fename... F2

Properties...
View as..

Save to...
Find...
Ciptions...

Bt

=nall b
Tl |
|

Watchl
Wi polngpectc

w

0

FIGURE 4.43 Helix Incident Response Page 2 File Recovery Object Menu
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E;I In addition w the
cluster scan, you can search
for a deleted/lost file (or
for  several files) by
selecting Find from the
Object menu.

EQ Important: To open
the drive and to save your
data, choose the option no
FAT (consecurve) since
the FAT has been deleted
by quick-formartting.

Module 06 - Operating System Forensics

53. Now select a drive from the Logical drive or Physical drive tabs. In
this lab, we are recovering files for logical drives.

54. Select any drive from the Logical drive tab and click the . button.

System Rezerved  on fxed disk #1
MOMAME  on fixed disk #1
HOMAME on 'Windows diive C;

lze FAT:
Skip bad clusters

FIGURE 4.44: Helix Incident Respnnse Page 2 File R.EE{'}‘F.‘EE':{ selece dreive

55. It will take some time to retrieve the files and folders of the drive, as
shown in the screenshot:

FIGURE 4.45: Helix Incident Response Page 2 File Recovery Retrieving files

56. In the left pane of the window, it will display a tree structure. In that
structure, you can find a Deleted file string.

57. Expand the Deleted node; select a folder from the left pane. The
contents of the folder appear in the right pane.
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Q Afrer the search has

been completed and a
logical drive has been
found select the drive
under logical drive if the
format seems o be correct.
It 1z not excepuonal if more
drives are found than has
been installed. The reason
15 that there are several
copies of the boot sector
on the hard disk (that's the
unit  that contains  the
information about a logical
drive). S0 first use the
function Preview to get the
nght logical drive.

Module 06 - Operating System Forensics

58. You can save those files to another hard drive or disk by right-clicking

on the respecuve file and clicking Save to, and then, specitying the
location to store the file.

INSPECTOR™

_[?ilu Recove

Object Edit View Info Tools Help

Content of ‘Deleted’\User Data’

# | |Folders
™ G F' mt

-G Deleted
ARy
MFT 3680
{?ﬂ MFT 76351
{1 User Data
=423 Windows
i =459 servicing
] Sessions
@) Lost

") Searched

M ame [ Size

| Date modified

anm

=582

Save to...

Local State™R

57

Sale Browisin
[ Safie Browsing
Safe Browsing
Sale Browsin !
[ Safe Browsin
5 a8 BOW S Qe e

Fename

Safe Browsng Resowce.. 1140
1501564

L Safe Browsing LUwS List

Properties...

View as text...

2
vad
-2

View as hex dump... 24 | [

ad
avTaaTE oo S
01.05. 2016 06:24
01052006 0E:24

| K
i

m proedi

oI LRl R

PC MSPECTOR ..
Watchl
WA peingEpecte

Tt

FIGURE 4.46: Helix Incident Response Page 2 File Recovery Save to option

Cuick Launch  Page Help

59. Now click the - button to navigate o Page 3.

PN ™ i N T FRREESTNOSEE ¢ CL G TIDSN

Incident Response.

&

FIGURE 4.47: Helix Incident Response Page 3
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[ e ]
= TASK 7

Browsing
Contents in Hard
Drives

F

== Helix 1= a customized
version of Ubuntu Linux,
allowing vou to boot into a
Linux ENVIrONMEnt
containing customized
Linux kernels, hardware
detecion  and a large
number of applications
designed for incident
response and forensics.

C
= TASK 8

Scanning for
Pictures

Ty

==l Helix is also unique
in that it includes a Win32-
based autorun  wwolset,
giving users quick access to
common forensic tonls not
found In Linux,
Helix = a customized
distribution of the Knoppix
Live Linux CI). Helix 1s
more than just a bootable
Ive CID.

Module 06 - Operating System Forensics

0. W c ~ your drives, clic rowse 1Comn |
60. To know the contents of your drives, click the B icon in the left
pane. Lt displays all the drives in the middle pane of the window.

61. Expand the drive of your choice and expand the folders within the
drive. It displays the files within the selected folder in the right pane.

62. Now, select a file in the right pane. The applicanon displays the file
pmperﬂea in the lower right pane of the window as shown in the
screenshot:

g L ]

File Cwick Laumch Page Help

PR PN .'m i NN ey’ T PO RSB = L O TIESN ENSCPNEIY = PN T O s ShCs

Browse Conlents

CHFPS KModule 08 Investigating (e g [EREEES BES S

Hnna . JpT

Blackberry.

Al-Caida Hard Disk Mlﬂﬂ;‘:ﬁﬁnu
Buildingl . prg
Care=Eric.png
Catl _gif

e COEPUCAE . Bap
Forensics Challenges Dog.gif
Fashion=-Magazine=modles . jpg

; Flowersa. jpg

Eirl Hedael.rzaw
Hozse

AL 8 Falas Image= 1.txt

Juflaak Files Images Z.tuC

— _ Images.

FDF Files Fiamened

FFT Files

B Ewdence Files

FIGURE 4.48: Helix Hrnwsing Conetents

63. To scan images or pictures on the computer, click the Scan for Pictures
icon, and then click Load Folder to view the images.

File Cuicklaunch Page Help

PR PN _'m P NN Py T IR iR = 0 EE TN ISP ERY = D=L TR SO ShiCS

Scan For Pictures

Load Folder L‘.I&arli Enlargea Decrease

FIGURE 4.49: Helix Scan for Picrures
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o
==l Helix will not
aromount Swap Space, or
aromount  any  arcached
devices. Helix also has a
spectal Windows autonun side
for Incdent response and
forensics. Helix has  been
modified very carefully sof #
wuch the host computer in
any way, and 1 15 forensically
s,

Module 06 - Operating System Forensics

64. Navigate to C:\CHFI-Tools\Evidence Files\image Files to load the
pictures for scan then click OK.

Please select a folder to load

. Dhsk Parttion Raw Image
, Excel Files

. Forensics Challenges

. Image Files

. Log Files
. Metadata Investigation Folder
i

Folder:

Image Files

Make

Mew Folder

FIGURE 4.530): Helix Scan for Picrures location

65. 1t will prompt with a Notice window asking you to be patent. Click OK,

_L'-. Please be patient...It can take a long time to locate all the images.

FIGURE 4.531: Helix Scan for Picrures Motice

66. You can view the images scanned by Helix as shown in the screenshort:

ile Cuick Leunch Page Help

Jmt-___""mrnmf & ELEE TN ENSEDN%ERY & DL TiER FirniEsSnes

Scan For.Pictures

Ly u® |
".‘ 4
-

-

Building.prg

e—r

Building1.prg

Elackbserry.png

computer.bmip

Dieg.gif Fazhicn-fagazin..

Hortharn Light
Background,jpg

FIGURE 4.532: Helix scanned images
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Module 06 - Operating System Forensics

Lab Analysis

Analyze drive image creation and extraction, file recovery, and cookie viewing and
document the respective details.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

1 Yes M No
Platform Supported
M Classroom M iLabs
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ICON KEY

Y S Valuable

information

& Test your
knowledge

E Web exercise

EJ Workbook review

7 Tools
demonstrated in
this lab are
available in

Module 06 - Operating System Forensics

Acquinng Volatile Data in Linux
System

Linuxe OF stores user and session related data in RAM when the system is live.

Lab Scenario

The data that changes when the system 1s turned off i1s volaale data. The
investgator should possess skills to capture this dara, analyze 1t and mine out
the evidence from it. To be an expert forensic investigator, you must
understand how to gather volatile data from a live Linux system and analyze 1t

Lab Objectives

The objective of this lab is to help students learn to gather volatle data from a
live Linux system and analyze it to find traces of atrack to define the type,
impact points, path as well as the perpetrator.

Lab Environment

To carry out the lab, you need:

* A computer running Ubuntu OS (Linux Distro).

C:\CHFI-
Tools\CHFIv9 " Administranve prim--ileges to run tools.
Module 06 | |
Operating System = A web browser with an Internet connection.
Forensics =
Lab Duration
Time: 15 Minutes
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Module 06 - Operating System Forensics

Lab Tasks

[

TASK 1

Launching
Terminal in Linux

== TASK 2

Gather Volatile
Data

. Launch a Terminal in the system

Note: Create a copy or image of the hard disk betore acquiring any volanle
data, as the commands and actuons used to analyze it can make changes to
the files in the system.

adminstrator@adminstrator-Vircual-Machine: ~

dminstrator@adminstrator-Virtual-Machine:;~5% I

FIGURE 3.1: Ubuntu Terminal

2. Use the command uname -a to gather Linux system informaton in
sequence including kernel name, hostname, kernel release and machine
hardware name.

administrator@administrator-Virtual-Machine: ~

dministrator@administrator-Virtual-Machine:~$

inux administrator-Virtual-Machine 4.4.0-21-generic #37-Ubuntu SMP
on Apr 18 18:33:37 UTC 2016 %86 _64 x86 64 x86_ 64 GNU/Linux
dministrator@administrator-Virtual-Machine:~$ |J

FIGURE 3.2: Ubunm Terminal nname —a command

3, Type sudo su and press Enter. You will be prm‘npted 0 enter a
paiiwnrd. Type toor and press Enter.

4. The user will be changed from jason to root as shown in the
screenshot:

root@jason-Virtual-Machine: fhome/jason
ason@jason-virtual-Machine:~$
sudo] password for jason:| |
oot@jason-virtual-Machine: /home/jason# I

FIGURE 3.3: Ubuntu Terminal change user jason to root
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Module 06 - Operating System Forensics

5. The Ishw command will help you in printung the hardware details of
the system. Use short option to print the summary of the informaton.

root@administrator-Virtual-Machine: fhome/administrator

oot@administrator-Virtual-Machine: fhomefadministrator# |Lshw -short
Device Description

system Computer

bus Motherboard

memory 1475M1B System memory

processor Intel(R) Core(TM) i5-24006 CPU

bridge 440BX /ZX/DX - 82443BX/ZX/DX H
ofi1ee/7 bridge 82371AB/EB/MB PIIX4 ISA
a/100/7. storage 82371AB/EB/MB PIIX4 IDE

afi1ea/7.; bridge 82371AB/EB/MB PIIX4 ACPI

8/100/8 display Hyper-V virtual VGA

Bf2 scsil storage

8/2/6.6.0 fdev/cdrom disk DVD reader

a/3 s€s512 storage

0/3/0.0.8 fdev/sda disk 102GB SCSI Disk

Bf3f/0.0.0/1 fdev/sdail volume 93GiB EXT4 volume

8f/3j/e.e.08/2 /dev/sda2 volume 1521MiB Extended partition

Bf3jfe.e.0/2/5 [dev/sdas volume 1521MiB Linux swap / Solaris
etho network Ethernet interface

ethi network Ethernet interface
"ratrar - ':_-'i ' "||.-11_ -[-L':rh | ne* I|"1'n-||'||=- I ,-]"I'l'-'i ni=fr arory

&

aoTRs P mind =

FIGURE 5.4+ Ubunm Terminal SVSIEM hardwsare derails
6. To know upume details, type w and press Enter.

root@administrator-Virtual-mMachine: fhome/fadministrator

oot@administrator-Virtual-Machine: fhomefadministrator#

15:43:53 up 1:083, 3 users, load average: 06.06, 06.65, 6.23

SER TTY FROM LOGIN@ IDLE JCPU PCPU WHAT
dminist tty7 : B 14:42 1:03m 1:16 8.13s /sbinfupst
manda ttys ~al 14:55 1:03m 4.86s 0.108s fsbin/upst
ose ttyo 2 14:56 1:83m 5.165 0.12s /sbinjfupst
oot@administrator-vVirtual-Machine: fhome/administrator# I

FIGURE 5.5 Ubuntu Terminal up:imE details

—

To gather the derails of last login sessions, 1ssue the command last -a.

root@administrator-Virtual-Machine: /home/administrator

-opt@administrator-Virtual-Machine: fhome/administrator#
oger ttyie Mon Jun 16:12 - 16:14 (08:01) s 3
jose tty9 Mon Jun 14:56 gone - no logout 2
manda ttys Mon Jun 14:55 gone - no logout :1
idminist tty7? Mon Jun 14:42 gone - no logout 3

eboot system boot Mon Jun 6 14:40 still running 4.4.0-21-generic
idminist tty7 Mon Jun 14:37 - down (08:82) : 6
eboot system boot Mon Jun 14:37 - 14:39 (08:02) 4.4.08-21-generic

/tmp begins Mon Jun 6 14:37:86 2016
-oot@administrator-virtual-Machine: fhomefadministrator# |

FIGURE 3.6: Ubuntu Terminal last lﬁgiﬂ session derails
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8. Use the netstat command to check nerwork status of the system.
roct@administrator-virtval-Machine: fhome/administracor

oot@administrater-Virtual-Machine: fhomefadministrator#

ctive Internet connections (w/o servers)

roto Recw-0 Send-0 Local Addr Forelgn Address

ctive UNIX domain sockets (wW/o servers)

roto RefiCnt Flags Type State I-Hode Path

nix | | DGRAM A8 Jrunfuser f1aa1/

1K [ DGRAM Srunfuser temd /notify
DGRAM 17588 ! "user f stemdfnotify
DGRAM 9953 systemd/journal fdev
DGRAM 9956 / temd/journal

DGRAM 184874 ! temd/journal/sy
DGRAM 9948 Jrun/systemd /notify

STREAM CONNECTED 41968

STREAH CONHECTED 34835 @/ tap/dbus-NrCx22x0nH
STREAM CONNECTELD 32667

STREAM CONNECTED 240856 g/ tmp/dbus-mpuz¥z0]sx
STREAH COMHECTED 18318 @/ tap/dbus - AnGo3EZGAE
STREAM CONNECTED 35148 gftmpf . K11-unix /X2

STREAM CONNECTED 34624 g/comfubuntufup

STREAM CONMNECTED 18376 g/ tap/dbus-mpuz

STREAM COMNECTED 18232 gftmapf . X11-unix/;

STREAM CONNECTED 17624

STREAH CONMHECTED 13578 frunfsystemdfjournal/stdout
STREAM CONMNECTED 36489 gftAapf . X11-unix /X2

STREAM CONNECTED 32922 [jl."t|‘1|:|||"1:||:||_l=3-ﬁ:{FEppE.I_I.ﬂuf
STREAM COMMECTED 2B95 frunfsystemdfjournal/fstdout
STREAM CONNECTED 3. gftmpfdbus - GXFEppSuAf
STREAM CONNECTED

STREAM CONNECTED 19618

STREAH CONHNECTED 196687 @/ tmp/dbus-mpuz¥z0jsx

o CONMNECTED AST2S fwvarfrunfdbus | tem

STREAM CONNECTED 92 @/tmp/dbus-mpuz¥z0)5X
STREAH COMHECTED B 542 frunfuser fi66af fnative
STREAM CONNECTED 3567 g/ trp/dbus-Nrix22x8nH
STREAM CONNECTED il

STREAM CONNECTED 31824 g/comfubuntufupstart-session 1002 /3752
TR S e " =R

L) W R L S ) S W S W N S S S S Sy S_—) . S ) S . S ) S S S ) S L S ) S . - -_—

A L e b B Bad L Lo Lo Ba L Lo B L Lo Bal L L e b B0 Bad Lu LU P Bad RSOAD B RS PO P

sl e L T T T T e e T e T T T e T T N T T N T T T T

FIGURE 5.7+ Ubunm Terminal svseem nenwork srarus

9. You can review the current network settings using the command
ifconfig -a.

root@administrator-Virtual-Machine: fhome /administrator

oot@administrator-virtual-Machine: fhome/administrator#

the Link encap:Ethernet HWaddr 80:15:5d:00:b4:0d
inet addr:192.168.6.152 Bcast:192.168.08.255 Mask:255.255.255.0
inet6 addr: feg8®::3fdb:187f:f8c3:404c/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1508 Metric:1
RX packets:277219 errors:® dropped:238 overruns:® frame:0
TX packets:5302 errors:® dropped:8 overruns:® carrier:o
collisions:® txqueuelen:1008
RX bytes:41649145 (41.6 MB) TX bytes:538226 (530.2 KB)

Link encap:Ethernet HWaddr 08:15:5d:00:b4:8e

inet addr:10.0.8.9 Bcast:10.255.255.255 Mask:255.0.0.0
inet6é addr: fe80::b796:6523:ffcf:14bb/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1568 Metric:1

RX packets:80872 errors:® dropped:® overruns:® frame:0
TX packets:6599 errors:® dropped:® overruns:® carrier:®
collisions:@ txqueuelen:1088

RX bytes:690522 (690.5 KB) TX bytes:687777 (687.7 KB)

Link encap:Local Loopback

inet addr:127.8.86.1 Mask:255.08.6.0

ineté addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

R packets:8213 errors:® dropped:® overruns:® frame:®
TX packets:8213 errors:0® dropped:® overruns:® carrier:e
collisions:@ txgueuelen:1

RX bytes:566270 (566.2 KB) TX bytes:566270 (566.2 KB)

N

-..-.‘-".'J_-.H-r'; AT e¥* ra*tanr -9 r"||_—.1 -f-.'_-|.—|-'; e .l'|-.p.ﬂ-..:._|'_-|-|rv.-1 MY e stori .

FIGURE 3.8: Ubuntu Terminal current network .iE::iﬂg:a rEVIEW
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10. The Isof (list open files) command will help you in finding all the open
files associated with paracular ports, services, and processes. Use the
command Isof > openfiles.txt to save a text file n home directory,
containing the result. The output contained 1n the text file 1s shown in
the screenshot for reterence.

oot@jason-virtual-Hachine: fhomefjason# (Lsof = openfiles.txt

of ¢ WARNIMG: can't stat() Tuse.gvisd-fuse Tile syilem frunfuser 1000 gvls
output information may be incomplete.

ot@jason-Virtual-Hachine: fhome/ jasons | |

o= T spenfiles.txt [Read-only] (=) - gedie

Open = [¥1

FID TID USER DEVICE SIZE/OFF NODE
systend 1 root B,1 4896 2
systend 1 raot { } B,1 40496 F
systend 1 root ! B,1 1573135 1853358
systendfsystemd
systend 1 root i ] 18974 18539705
xBb_G4-Lipux-gnuflibuuid.so.1.3.0
systend 1 root i 2 262488 18537748
A86_64-Linux-gnu/Llibblkid.so.1.1.8
systend 1 root i P 14688 18535816
xB6_G4-Linux-gnu/libdl-2.23. 50
systend 1 root 456632 1853915
#B6_64-Linux-gnu/libpcre.so.3.13.2
systend i root 4 . 1364888 1853784
wB6_&6d-Linux-gnuflibe-2.23 .50
systend 1 root f . 128744 1453932
xB6_ad-Linux-gnu/libpthread-z.23.50
systend 1 root I ; 2BGELS 195380
w@6 ad-Linuxg-gnuflibmount.so.1.1.8
systend 1 root I ; 641449 1853764
x86 ad-Linux-gnuflibapparmor .so.1.4.8
systend 1 root ; 92804 1953849
g st _J.‘i-'-- Linux-gnuf Lt bkmod ., sa.2,3.0
systend 1 root I ] ; 117288 1853775

FIGURE 3.9: Ubuntu Terminal open files

11. You can view the loaded modules in a Linux system using the command
Ismod.

root@administrator-Virtual-Machine: /home fadministrator

-pot@administrator-virtual-Machine: /home/administrator#
lodule Size Used by

‘rct1edif pclmul 16384 0

‘rc3iZ2 pclmul 16384
wesni_intel 167936
1es_xX86 64 20480
W 16384
f128mul 16384
Jlue_helper 16384
iblk_helper 16384
ryptd 20480
2c_piix4a 24576
wyperv_fb 20480
1250 _fintek 16384
nput leds 16384
w_balloon 24576
erio_raw 16384
joydev 204860
iac_hid 16384
varport pc 32768
pdev 20480
p 20480
\arport 49152
wutofs4 40960
1id_generic 16384
W_netvsc 36864
w_utils 24576
wyperv_keyboard 16384

id hvoerv 16384

=

aesni_intel

aesni_intel

lrw

aesni_intel

aesni_intel
aesni_intel,ablk_helper

A T N e e e

lp,ppdev,parport_pc

0
)
)
)
)
0
Q
0
0
)
)
0
0

%

FIGURE 3.10: Ubunm Terminal loaded modules
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12, Install a Linux auditing tool called auditd to the system using the
command apt install auditd.

Note: If Ubuntu is unable to download auditd, you need to update the
repositories using the commands apt-get update and apt-get upgrade.

root@administrator-Virtual-Machine: fhomefadministrator
wot@gadninistrator-Virtual-Hachine: fhomefadministrator#® lapt install auditd
cadi - Done
uilding dependency tree
2ading state information... Done
¢ following additional packages will be installed:
Libauparsed
uggested packages:
audispd-plugins
he following MEW packages will be installed:
auditd libauparsed
upgraded, 2 newly installed, @ to remove and 209 not upgraded.
sed to get 227 kB of archives.
fter this operation, 733 kB of additional disk space will be used.
o you want to continue? [¥/m] ¥
s£:1 http://in.archive.ubuntu.comfubuntu xenial/main amdsd Libauparsed amdsd 1:2.4.5-1ubuntuz [35.5 kB]
=t http://in.archive.ubuntu.comfubunty xentalfmaln amdsd auditd amdéd 1:2.4.5-1ubuntu? [191 kB]
stched 227 kB in 85 (242 kBfs)
slecting previously unselected package Libauparsed:amdi64.
teading database ... 172889 files and directories currently installed.)
uparsed_1%3az2.4.5-lubuntuZ_amdsd.deb ...
img libauparsed:amdsd (1:2.4.5-1ubuntu2) ...

lecting previously wvunselected packaoge auditd.

FIGURE 3.11: Ubunru Terminal Linux auﬂi:iﬂg tool insrallation

13. The audiung tool consists of utlites that would help in creatung records
about the system informaton.

14. Gather details of all the login attempts made to the system by 1ssuing the
command aureport.

root@administrator-Virtual-Machine: fhome/administrator
Dnt@adminiﬁtratnr-virtual-Hachine:fhumeﬁadministratmr#|aurepnrt

ummary Report

ange of time in logs: Monday 66 June 2016 17:19:05.365 - Monday
86 June 2016 17:24:44.355

elected time for report: Monday 66 June 2016 17:19:05 - Monday
6 June 2016 17:24:44.355

lumber of changes in configuration: ©

lumber of changes to accounts, groups, or roles: ©
jumber of logins: ©

jumber of failed logins: ©

lumber authentications: ©

lumber failea authentications: ©

lumber users: 1

lumber terminals: 1

lumber host names: 1

lumber executables: 2

lumber commands: 1

lumber files: ©

lumber AVC's: ©

lumber MAC events: ©

lumber failea syscalls: ©

lumber anomaly events: ©

lumber responses to anomaly events: ©

lumber crypto events: @

lumber integrity events: ©

lumber virt events: ©

jumber keys: ©

lumber process IDs: 3

lumber of events: 7

FIGURE 3.12 Ubunr Tesminal lctvgiﬂ atemprs derails
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1.

not@administrator-virtwal-Hachine:
id=8 { roact j -;'1 d=a l::
sotRadministrator-Yirtual-Hachine:

YpE=

msg="unit= auditd comm= systemd exe=/libfsystemd)

-]
i |'I'J

.._T-.u.

=

pe=CRED_DISPF msg=audit(Monday 86 June 2016 1T:

B o ¢ ONF B Q@

NE

Module 06 - Operating System Forensics

Determine the User 1D of a paracular user using id root command, and
then, track all the user events pertaining to the userid with ausearch
command. Syntax of the command <userlD> -
interpret. In this lab, the userid 1s 0.

1s ausearch -ui

rootiadministrator-vwircual-Machine: jhomefadminlscrator

ome fadministrator# |[id root
t} groups=8( ]

omefadministrator# [ausearch -ui @ --interpret

pid=1 wid=root auid=unse
addr=* terminal=?

SERVICE START msg=audit{Monday @5 June 2816 17:19:85.382:25)

ystemd hostname=?

|-|

=SERVICE START msg=audit{Monday 86 June 2816 17:28:34.048:27T)
='1nLt=:up, comm=systemd exe=flib/systend/systemd hostname=?

pid=1 wid=root auid=
addr=? terminal=?

pid=1 uid=root auid=un
md exe=flib/systemdfsystemd hostname=? addr=? terminal=? res=suc

SERVICE STOP msg=audit{Monday @& June 2016 17:20:34.840:28)
"unit=cups comm=syste

BWICE _START msg=auvdit{Monday 26 June 208186 17:24:34.123
unit= HufhurbnaanHr dispatcher comm=systemd exe=/1ib/sy
=success’

addr=? terminal

SERVICE STOP msg=audit{Monday @& Jume 28146 1?:?4':f
un1f_ﬂerwn|PHanager d1:patcher conm=systemd exe=/
=SUuCCes 5.

: pid=1 uid=root auid=unset ses=unset
md/systend hostname=? addr=? terminal=

id=1 vid=root auvid=sunset ses=unse
'JnLt wahurinanqur d15pat-hwr -nmm_:u:t#md evp_gllhj,w:tﬂmdﬂ'yffemd hostmname=? addr=? terminal
=success”'

SERVICE_STOP msg=audit{Monday 8& Jume 2816 17: :37.353:32)
un1f-ﬂerwuulﬁanager dispatcher coam=systemd exe=/Llib/systemd/systemd hostname=?
=SUCCES 5.

pid=1 uvid=root auid=unset ses=unset
addr=? terminal=

97356 uid=root auvid=unset ses=unset
terminal=/devfptsSf4 res=success'

=urEP END msg=audit{Monday 86 June 2816 17:5
‘op= PAM: 5us,Lnn_-1n_e acct=root exe=fbin/su hostname=?

54:46.117:33) : pid=9
addr=7?

54:46.117:34)
|'|::|r..—-_:.-|._-.=-.. _=.|.|!.|r=? t:'r["l'.. n_:”. -

: pld=9736 vid=root avid=unset ses=unset

root exe=/bi jdev/pts /4 res=success’

p=PAM:setcred acct=root exe=fbinfsu

FIGURE 3.13 Ubunm Terminal Tlser 11D

Linux stores the scheduled tasks in iar/spoolicron/ and /etc/cron.daily
the system files. F'ind the scheduled tasks by veritying these files.

Recent cron AllFiles

Home

Desktop

crontabs
Dacuments

Downloads
Music
Pictures
Videos
Trash

Metwork

Compukter

Floppy Disk

Connect Lo Server

FIGURE 3.14: scheduled tasks locaton
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17. The cron files also store data about the tasks scheduled hourly, daily,
weekly and monthly., To view the daily scheduled task files go to

letc/cron.daily.

cron.daily

€ etc cron.daily

Recent .icmn.daity All Files | | +

Home

Desktop == g
Documentks Oanacron apache2
Downloads

Music

aptcompat bsdmainutils cracklib-runtime

Pictures

Videos = -
Trash dpkg logrotate

Metwork

Computer mlocate passwd popularity-contest
Floppy Disk

Conneck to Server L .
update-notifier- upstart

FIGURE 5.13: daily scheduled rask files locanon

18. The .bash_history file conrains the command history in the Linux
system. To view the history, navigate to the Home directory and double-
click .bash_history to view the entre bash history.

pt -get install apache2
pt-get install apache2

udo su

name -a

fconfig

fup ethl

fdown ethi
etc/init.d/networking restart
fconfig

fdown ethi
| 10.0.06.11

ud lshw -short
udo lshw -short
lear

udo su

bash historv

FIGURE 3.16: Linux SVSLEM comimand t'n.isl:nr}'
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19. I'ind the ARP Cache of the system using the arp command.

root@administrator-Virtual-Machine: /home/administrator

oot@administrator-Virtual-Machine: fhome /administrator#
ddress HWtype HWaddress Flags Mask Iface
92.168.0.8 ether 00:15:5d:00:49:81 E etheo

I ether B0:15:5d:00:b4:86 ethi
0.0.6.1 ether A0:15:5d:00:b4:00 ethl
92.168.0.219 ether ac:16:2d:3a:fe:c1 . ethe
92.168.0.239 ether 78:54:2e:4e:70:38 C etho
ootRadministrator-virtual-Machine: fhome fadministratorz B

FIGURE 3.17: Ubunmu Terminal Finding ARP Cache

20. Use the ps command to view the running processes in the system. You
can use the option auxww t view all details of the running processes.

root@administrator-Virtual-Machine: fhome/administrator

oot@administrator-virtual-Machine: /home/administrator#[ps auxww]

5ER PID %CPU %MEM Vs Z RSS TTY STAT START TIME COMMAND

oot 8. 8.3 119732 59486 ? 5 16:07 B:01 fsbin/init splash
oot AR 0.0 5] 8 : 10:67 ©8:00 [kthreadd]

oot 8. 8.0 0 8 ? 10:07 0:00 [ksoftirqd/e]

oot 0.0 8 B ? 10:07 0:00 [kworker/0:0H]
oot 6.0 5] e ? 10:87 0:00 [rcu_sched]

oot 6.6 5] B 7 10:67 06:00 [rcu_bh]

oot 0.6 5] B ? 10:67 ©9:00 [migration/@]

oot a. 0 8 ? s - H-Fi 0:00 [watchdog/0]

oot 0. e 0 1 10:07 0:00 [kdevtmpfs]
& i ] ]
6

D

oo

i

Q0o

oot 16:67 :00 [netns]
‘oot 16:87 100 [perf]
oot 16:67 ©0:00 [khungtaskd]
oot 10:87 0:00 [writeback]
oot 10:07 8:00 [ksmd]
oot 16:87 B8:00 [khugepaged]
oot 16:67 0:00 [crypto]
oot 10:67 0:00 [kintegrityd]
oot 10:07 0:00 [bioset]
oot 18:07 0:00 [kblockd]

B

0

0

0

0

i)

6

T

i) 6 ?
0 8 ?
i) 0 ?
0 0 ¢
) )

8.

o QR o T I

A

-
-—

9.
9.
0
8

—_
-

0
0
0
&
0
0
0
0
) i
0.0 B 8 ?
@.e 0 g2
0
0
&
0
0
0
0
8
0

=

M

Lo Qo o o I

=

A

a. 0 g 7
0. 0 0 i
8 ) )

L)

BWLWLWLWLULBLWLLBLVLWLLLLLWLLWLLWLLWL
A M

A

oot 18:87 :00 [ata sTf]

16:67 106 [md]

16:67 100 [devfreg_wq]
18:07 :00 [kworkerful28:1]
18:87 :00 [kswapdo]

18:087 :80 [vmstat]

16:87 100 [fsnotify mark]
10:67 0:00 [ecryptfs-kthrea]
18:07 0:00 [kthrotld]

18:A7F B:AA NTarpd tharmal om

i LA LA
Ao

A

0 6 ?
0 0 :
0 0 ?
0 0 ?
) )

oot 6.
00t
oot
oot
oot
oot
oot
oot

5 .l

Y

o000 O

]

: B B 7

0.0 5] I

.0 ] G
& 3] ]

oo o o@D
AWV LWL WL

A A

Fin I s

FIGURE 3.1% Ubunm Terminal view SVSLIEM ruﬂﬂlﬂg pProcesses

21. You can find the ports related to a particular process using the
command ss -l -p -n | grep <PID>.

Note: If any error related to grep appears, you need to install grep on the
machine. Issue the command, aptget install grep to install grep on
Ubuntu.

root@administrator-Virtual-Machine: fhomefadministrator

oot@administrator-virtual-Machine: fhomefadministrator# |[ss -1 -p -n | grep 1147

cp LISTEN 0 128 :: 180 R

users:(("apachez2" ,pid=1148,Td=4),("apache2" ,pid= ,fd=4),("apache2" ,pid=1145,
d=4))
pot@administrator-virtual-Machine: fhome/administrator#

FIGURE 5.19: Ubuntu Terminal 1'1:11]i:1g pa_‘:icula.‘ process ports
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22. You can collect the current state data of the system by viewing the state
of processes running in the /proe file system.

Recent ' J h‘g d

Home irq

Desktop

Documents J d _ﬂ
5Ys

Downloads sysvipc thread-self

Music '|

Pictures . .
tty buddyinfo cgroups cmdline

Videos

Trash

MNetwoark consoles cpuinfo crypto devices

Computer

Floppy Disk diskstats execdomains

Connect Lo Server

filesystems inkerrupts ioporks

FIGURE 3.20:: Current state data of the system

23. Clhipboard stores the details of files or text copied recently. Copy and
review the clipboard contents using the xelip command.

reot@administrator-Virtual-Machine: fhome/administrator

oot@administrator-virtual-Machine: /home/administrator# |cat .
oot@administrator-Virtual-Machine: /home/administrator#
fup ethl

fdown etho

udo su

pt -get install apache2

pt-get install apache2

udo su

name -a

fconfig

fup ethil

fdown ethl

etc/init.d/networking restart

fconfig

fdown eth1

ing 16.0.0.11
lear

name -a

Lear

ud Llshw -short

udo lshw -short

Lear

udo su

bash _history

i .bash_history

i .bash history = history.txt
Do suU

udo su

anfRadministrator-Virtual -Machine: Thome fadministrators®

FIGURE 3.21: Ubunm Terminal copy clip board contents
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24. You can analyze the headers and sections of ELF files using the readelf
command. Syntax of the command 1s readelf option <elf file>.

root@administrator-Virtual-Machine: fhomej/administrator

pot@administrator-virtual-Machine: fhomefadministrator#|readelf -h fusr/lib/memtest86+/memtestBi+.elf
LF Header:

Magic: Tf 45 4cC 46 61 61 61 09 056 OO 60 60 0O 00 96 oD
Class: ELF32

Data: 2's complement, little endian
version: 1 (current)

05/ABI: UNIX - 5ystem W

ABI Version: @

Type: EXEC (Executable file)
Machine: Intel BB3BG

Version: Axl

Entry point address: Bx10680

Start of program headers: 52 (bytes into file)
Start of section headers: 184268 (bytes into file)
Flags: Bx6

Size of this header: 52 (bytes)

5ize of program headers: 32 [(bytes)

Number of program headers: 1

5ize of section headers: 48 (bytes)

Number of section headers: 3

Section header string table index: 2
pot@administrater-virtual-Machine: fhome fadministratorg |

FIGURE 5.22: Ubuntu Terminal analyze the headers and sections of ELF files

Lab Analysis

Analyze and document the results related to the lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

L] Yes M No

Platform Supported

M Classroom il.abs
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& Test your
knowledge

E Web exercise

L Workbook review

7 Tools
demonstrated in
this lab are
available in
C:\CHFI-
Tools\CHFIv9
Module 06
Operating System

Forensics

Module 06 - Operating System Forensics

Analyzing Non-volatile Data in Linux
System

Non-wlatile data is the information that does not change when you switch off the
system. Mosth, investigators collect non-wolatile data from the image of a system bard

dick.
Lab Scenano

The non-volaule data remains the same even if the system 1s turned off. This
data includes system files, applications, and permanent files an applicaton
creates during installaton. Analysis of these files can provide the investgator
with numerous evidences. To be an expert forensic investigator, you must
understand the changes happening to a system when turned off and the process
of collecting information from 1t.

Lab Objectives

The objective of this lab 1s to help students learn how to analyze an image of a
Linux hard disk and gather required evidence from it.

Lab Environment

To carry out the lab, you need:

" Autopsy located at C:\CHFI-Tools\CHFIv9 Module 06 Operating
System Forensics\Linux Forensics Tools\Autopsy

= A computer running Windows Server 2012
" Administrative privilege:i to run tools

" A web browser with an Internet connection

Lab Duration

Time: 20 Minutes
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Module 06 - Operating System Forensics

Overview of Autopsy

Autopsy® is a digital forensics platform and graphical interface to The Sleuth Kit®
and other digital forensics tools. This tool helps investugators to view the file system,
retrieving deleted data, performing timeline analysis and web artfacts, etc., during a
forensic nvestigation.

Lab Tasks

1.
2.
= TASK 1
Select the 3.
Forensics Image
4,
5.

Betore beginning this lab, navigate to C:\CHFI-Tools\Evidence
Files\Linux Image, nght-click on Linux_disk1.7z and select Extract
Here. On extracting the file, delete Linux_diskl.7z.

Kﬂvigﬂte t0 CACHFI-Tools\CHFIv9 Module 06 Operating System
Forensics\Linux Forensics Tools\Autopsy.

Double-click autopsy-4.0.0-64bit.msc to launch the setup, and tollow
the wizard-driven installation instructions to install the ﬂppliﬂﬂﬂﬂr‘l.

Double-click Autopsy 4.0.0 shortcur icon located on the Desktop to
launch the applicaton.

The main window of Autopsy will appear.

Note: You can also launch the tool from Apps screen.

6.

Click the Create New Case option.

_ Create New Case

Open Recent Case

Open Existing Case

OPEN | EXTENSIBLE | FAST

FIGTURE 6.1: .-"'Lumpsjc Ceeare MNew Case npﬂnn
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Module 06 - Operating System Forensics

7. In the New Case Information window, provide Case Name, Base
Directory and click the Next button.

Steps

1. Case Info
2. Addidonal Information

Enter New Case Information:

CaseMame:  |Linux O Forenscs]

Base Directory: IC:'l.EErs-H.ﬁ.t:hInisramrﬁ.Deskmp'l,l.lnux Image Analysis

Case Type: (®) Single-ussr Multi-ussr

Case data will be stored in the folowing directory:
cwmud aw I:up Im&gt umxm mecs

FIGURE 6.2+ A UEOPEY New Case Information window

8. Provide the Case Number and Examiner details, and click Finish

button.

Steps Addtional Information

1. CaselInfo
2. Additional Information Optional: Set Case Number and Examiner

Case Number: 1

Examiner: Sam D'costa

FIGURE 6.3: A UtOpSY MNew Case Informanon window
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Module 06 - Operating System Forensics

9. Click the Browse button.

Steps Enter Data Source Information wizard (Step 1 of 3)

Enter Data Source
Information
Configure Ingest Modules
Add Data Source
Select source type to add: | Image File

Browese for an image file:

Please selact the input timezone: | [GMT-8:00) AmencafLos_Angeles

[ ] Ignore orphan files in FAT file systems

(faster results, although some data will not be searched)

Press ‘Mext’ to analyze the input data, extract volume and file system data, and populate a local databas

FIGURE 6.4 .-"".;LII:{'}['.'IST{ Enter Dara Source Informartion wizard

10. Navigate to the location, C:\CHFI-Tools\Evidence Files\Linux Image,
select the Linux_Image1.img file and click the Open button.

Lockin: | . Linux Image

(4 Linux_disk.imng
Linw_dick1.img

Linue_disk 1.img

All Supported Types

FIGURE 6.53: Autopsy open Linux Image
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Module 06 - Operating System Forensics

11. Click the Next button.

Steps Enter Data Source Information wizard (Step 1 of 3)

Enter Data Source
Information
Configure Ingest Modules
Add Data Source
Select source type to add: | Image File

Browese for an image file:
CACHFI-Tools\Evidence Files\Linux Image'\Linux_disk Limg

Please selact the input timezone: | [GMT-8:00) AmencafLos_Angeles

[ ] Ignore orphan files in FAT file systems
(faster results, although some data will not be searched)

Press ‘Mext’ to analyze the input data, extract volume and file system data, and populate a local databas

FIGURE 6.6 .-"".;LII:{'}['.'IST{ Enter Dara Source Informartion wizard

12. Check the required boxes and click the Next button.

Steps Configure Ingest Modules wizard (Step 2 of 3)

1.

Enter Data Source Informaton

2. Configure Ingest Modules Configure the ingest modules vou would ke to run on this data source,

ot

Add Data Source

Recent Acthity [
Hash Lockup | | Select keyword lists to enable during ingest:
File Type Identification 5 .

s e | [+#] Phane Numibers

Exif Parser | b IP Addresses
BT | |[VCvel Addesses

Emal Parser

Exctension Mismatch Detactor Saipts enabled for string extraction from unknown file typ
E01 Verifier : i
Android Analyzer Latin - Basc

Interesting Files Identifier Encodings: UTFB, UTF1S
FhotoRec Carver

LULSILIEILY

1]

LYY

<| m BE

Selectll | | DeselectAll | | Performs file ndeving and periodic sear.., | Advanced | |
I Process Unallocated Space |

FIGURE 6.7 Ennﬂgu:e Inges: Modules wizasd
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Module 06 - Operating System Forensics

13. Click the Finish button.

Note: The tool will take time to analyze the image.

Steps Add Data Source wizard (Step 3 of 3)

1. Enfter Dats Source Information
2. Configure Ingest Modules
3. Add Data Source

Tata Sowrce added (ron-crilical errors encountered). Chek below to view the log.

FIGURE 6.8: Add Dara Source wizared

14. The tool will display the result after analysis. Expand the Data Sources
node in the left pane. The Data Sources opton will include the name of
the image file you have analyzed.

B sakic & 15. Click the image name, here Linux_disk1.img, to expand and see its

contents. It will include all the necessary operating systems data.
Examine the

Forensic Image

File View Tools Window Help

ﬁmwe =E: Add Deta Source ||| Generate Report %

& " DirectoryListng |
Jimg_Linux_disk Limg
=@ Data Sources
#{ Z) Limuoe_disk 1.img |T.:hl: Thumbnal |

# (= Views MHame Modified Time Change Time Access Time
#-|E Results |1 $Orphaniies 0000-00-00 00:00:00 0000-00-00 00:00:00 ID00-00-00 00:00:00

& m Tags “J Snalas N000-00-00 00: 0000 O00-00-00 000000 DC00-00-00 Q000 00
~ b Reports

[ L} [current folder] 20L&-DE-D2 030051 POT F016-06-09 03:00:5] FOT
| 4 [parent folder] 2001&-05-09 03:00:51 PDT 2016-06-09 03:00:51 POT
..;:tm 200 6-06-08 02: 28:49 PDT 2016-06-09 02:23:49 POT  2016-06-09 03:45:57 POT
! 2016-06-0% 02:29: 20 POT 2016-06-09 02:29:20 PDT  2016-06-09 03:45:57 POT
S016-06-09 02:22: 10 POT  2016-06-09 003:45:57 FOT
16-04-20 15:15:17 POT 2016-06-09 02:21:38 POT  2016-06-09 02:22:47 FOT
2016-06-09 03 16:08 POT 2016-06-09 03:16:06 POT  2016-06-09 03:45:56 POT
ZULE-05-07 U3 15049 FL AN16-06-04 031549 P A015-06-04 0345156 FLI

LE=DE-09 022847 POT a016-06:09 02:28:47 POT  2016-06-09 02:29:11 FOT

FIGURE 6.9: Autopsy Case 1
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Module 06 - Operating System Forensics

16. The image contains folders each of which stores data related to files
3
process, services, tools and commands used on the Linux system.

17. The bin contains command binartes ot all users. Click the bin option to
see its content. Click the option you want to verity and review.

18. Select the auto partition-loop file opron from the menu. Click the
Strings tab to view all the strings present in a selected file. You can
observe that the file contains Syslog informaton that stores Linux log
data.

e View Took Window Help
| g CoseCase = acdDetaSowrce [l GenersieReport T

'\.+ -
B B CawSoroes
S B e _dokonirg

bl SOvpar e (0] | badiFed Teree  Chanse Teve B Tese Created Tive
| i Sinales [T} 1 [nsrent folder] FNRG00 ., POIE--0 .. 2O06-08-0F 0% 2006-08-00 (07 | & 37 F
+ . [parans folds] A D08, 2T G- 2000G-0G-0 03, 2006-05-08 02 F
[l edven () . SndEE b0 L ZDIE-DE-TE 200E-05-08 02 200E-05-0 1230 1EF
Bl dev (d1) o e Bl 0600 . ZDE e D& 0800 02, . 00E- 080 12 5% 41 PD

Wl ek {300] W superbborcrvpl 0160000, 2O0E-D8-0F ... 20160800 (2., 2008-08-00 |
4 heea £ M sutncerthiordacp D01 G-0-08 | 201E-05-09 ., | 20006-0G-09 02, ., | 20016-06-09 0253 G FDT | 19175 il bl Ilill:-.'-!:-:d
| : :‘L‘a:'lﬂ o SR EnrhaT i IE-De-0r3 2016-05-0 0Z... 201&-05-08 023N IEFDT 245022 drolofabed  Alahed
L[l tomtiound 20 bash MASRE . FONEDE00 .. BOIE06-000 (2., SOIE-0600 B2 157 POT 1037454 Aocsbed  Alodobed
B reeda () w hisck-att AN G000 FOA-DA-F .. B0 05 0F (2. . 2018-08-F | DIEEDT 1% Fallccatnd Al abard
e =t ¥ blockdewkeygen  B016-D6-02 ., ZOIE-DG-D9 ., Z00G-06-09 02, 2006-06-09 0BALTEROT D020 rabocated  ilecabed
Dok -ipe o [ &~ Da-0r3 Z06-05-0 02, 2016-06-08 d2 E5 ¥ FIT dralogabed  Alahed
i 2 DMS0E 0 DI 080 L. FDIS.05. 00 22 . D0 S O O 02 12 AT PO Al e
bayhax A050E-00 ., FD-0a-0 L 2009081 R F00e-0e-0r & 3F EDT s il bl
hzcat 250519, Z016-06-09 ., Z015-05-19 22.., Z006-0G-08 02 15 IFFDT 12 i il shad
b S5-05-19 .. ZD1E-0E-03 2005-05-19 22, 200E-05-083 02 L5 3T PDT Elicer bz

 hzese D0A50509 ... FDIE-O60r ... FDNS-09-19 22, 20080600 02 152 37 PDT 4457 ; Al e
m

I-Eu-ll |-Fh-H;:Iz;dal-n.|- L i...... Liil -.I_._ il
| Paga: 1 aof 12 Page Y Go to Page:

Jun 5 D3Cl2:1T ubemtu zayelopd: [ooigis sciceeces="rayalogd” awVecmicc=~3.18.0% x-pid="1311%"
infea“hibtp:r fiwmre ceysleg. eom™) 3%azh
Jua 9 pEci3ilT ubeesty aysresd-oedules-lead (9311: Imaeceed oodile f1pt
Jua 5 DECL 1T ueEtu dysvesd-modules-load (98112 [RAazted module °poeSe’
Jun & O5cld:17 ooestu syscesd-podules-load [551]; Insepced seduls ‘peepoacs_po'
Jun B FRILICLT woenty ayscesd(l]; Scarcad Sosd dstnal Hodalss
Jun B DE-li:1l7 ohesmtu ayscesdl]: Moontimg FUSE Coazrol Fils Syecem.
Jun ¥ DR-LI1T dvemzu ayece=d(l]: Scarcing Apply Esrnsl Variablss. ..
Jun 5 DR:=13:17 oivemre aysce=dfl]: Scerring Floeh Journsl o Fersiscest S=ozege. ..
Jun 3§ DIClIlT ubvamtu aysbe=d[l]: Scectad DATHI oetadsace dasocn.
Jun 85 D%:12:17 ove—tu aysbesdll]: Scecting Coewts Stacic Dewice Hodsw in Jdew. .o
Jun 5 PPl IlT ubamtu aywbkesdil]: Stected Apply Facnal Veciablaas.

G G8ci12:17 ubesdu ayatesdil]: Mousted FIEE Scctrel File Sypatia=s.

9 O5ol2:17 upestu ayavesdlil]: Bvacted udey Caldplug all Dwvicaes.
9 O8-12:17 g - ] :

FIGURE 6.1k .-iumps:.‘ Casze 1 auto parl:idnn-lnnp file npdnn

Note: The files that are marked with a red cross are the deleted files, which
have been recovered by Autopsy. Analyze the deleted files to find any
suspicious actvites. It may also help in finding if the attacker has used any
anti-forensic techniques that delete files and folders after completnon of
given task.
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Module 06 - Operating System Forensics

19. The update-dev file stores data about login sessions of different users in
the Linux system. Select the update-dev tile and click on Strings tab to
view the file information in textual format.

le View Teols Window Help

',dnﬁei:ut I-;—l.hddl:l-n'lzm || GeEnerate Report

=k Limgibin
Taioler | Thombesd |
ame AoDess Timse Created Time

N3 ' oo DOLE-0E-T3 0Z... Z0L6-06-09 021837 POT Al shed
« DOL4-L0-Z7 O1... Z006-06-0% 02:18:37 FOT Aillocsked
urionde_start C ' o SALE-CE-1G L2, S01G-06-0% D2ILIT FOT - 27 Allocaked
I LA beede ' an LG0T 2,00 0L G-G-0rs L2 30 40 PO Linalinrsted

W, LSEr-Darams ' oo AL G-D0-TR 02, L, S0LE-Oh-00 002 3004 PO Unalfocabed

wolr j{= oo @ILOAES- D0 U, S -Un-L0 L LS B Allocaked

[«] " |

|| Sws | Fie Metnaiatn [ Rtz [ vdmed Tt [1ecis |
P 1 of 2 Page & 3| GoboPage: | Serpt: | Latin - Basic

R EEEEE

- T o e - .
ipgroup Espasswdlegin” Aot =et by uie: "Ssrrha”
Tum 8 1E:46:21 reger-Vircual-Machine lightds: pam usix(lighcdm:such) @ suchenticatios falluse;
logname= gided eaid=d Toy=:1 ruser= rhost® USeI=RarTha
Jun 9 15:46:33 roger-Virsual-Machine Lighsdm: FAM unable so dlopen(pam_kwallec.se):
flibfmegurity/Fas_kEwallst.®o: Cannot cpen shared chijsct file: No sach fils or dicegsozy
Jun 8 15:48€:33 scger~Virtual=-Machine lighzd=m: PRM adding fauliy module: pam bwalls:c.so
Junn 8 15:4E:23 coges-Viztual-Machine lightdn: DRM unables o dlegsaiipas kwallstS.aa):
Flibfaesuelty/pas Ewallass. ss: chnnst cpes dhided sbBjactE fila: B2 &@ush flla 2r dizactasy
Jun 9 15:46:Z33 soger-Viroual-Machine lightdsm: FAM adding fauloy modole: pas Ivallass.ss
Jun 9 15:46:23 Eoger-Virtual-Machine lightdm: pam supceed Sf|lighvdm:authi s Tequiremenc “user
ingroup nopasswdlogin™ not meT by agger "martha”
Jun 9 15:46:38 roger-Virtual-Hachine lighsdm: pam_unixilighsdm:suchl: suthenticssionm failure;

lognazses gided sgided top=;] russr= rhomt= uyussre=martha

o

EEEE

EEEEEE

FIGURE 6.11: _-’!Lul:np!-;:; Caze 1 u[mial:edev file informaton in texnal formar

20, Click the boot menu Dpr_icnn t0 view the bootloader files of the Linux
operating system present on the hard disk image.

21. Verifying these files helps you in finding the presence of any boot based
malware.

le Wiew Tools Window Help
) Cose Case = 5 AddDtaSowce [ Generate Report ¥

LIk ||:|-emr.rmmg |
B Data Sources g e, El U e

=B Linux_diskLimg - |W
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: . o {13 ] 0L E-06-09 02005 POT  2016-08~T2 D0D:S1 FDT  Z001&-06-09 03:33: LEFDT  20L6-0k;
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o s ] <] lI |
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& opt (2
o Eres (3
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[B stin 301) EAFORT_SYMBOL coypeosgflismal OxlOS@llst gflifmul_tbs
:l-' g (2 EXFORT_SFVHBLDL gsypselgilifmal JxIfIFATal gilifmal_imis_69%_Lle

EXFDET_SVHBLDL esypselgilifmal OxiITHEIFR0 gllifmul_inds_64k_bhe

EXFORT_FIHBOL ezypresgilismal Oxigdelfoe gilifBmal_G&4k_bhe

EXFORT_FIHBOL crpprosgilismal QxFhatlded gilidmal_x _ble
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& =i
i w8

e A0 EXFORT_SYHEOL crypeo/qflifmal OxS3581085 gflifmul_inds_ik_lie
e uw (1) EXFORT_SYHBOL cryprosqflismal OwS0Z56003 gfliBmul_inis_ik_bbe

- | wvar (1B} EMPORT_SYMBOL crypso/gflismal Owsel3fEfs gflifmal_lle
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FIGURE 6.12: Autopsy Case 1 bootloader files
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22. The dev file stores informaton about devices connected to the system.
Click the optuon to see information about difterent audio, media, etc.,

files connected to the system.
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FIGURE 6.13: Autopsy Case 1 dev files

23. The ete tolder contains system contfiguration files. Expand the etc node
and click on it to view internal files.
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24. The home file stores details of user home directories. It helps users to
view the files and folders stored on the system. It also consists of derails
of other user accounts present on the system.
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FIGURE 6.15: Aumps:; Caze 1 home file

25. Select the var folder from the left side menu. Expand the log folder
from the sub menu and select apt folder under it. The apt folder
contains history.log file that stores history of acuons performed.

Vs Tadgk Window Help

-.I:hn'l.'-m = Add Dets Source I,  Genersbs Report ¥

dea 1)
wic (0]
e [&1
L ges]
bz (3
kil 4Pl (3]
msda (4
Ly O
opt {3]
prac (2
ok Y
un 15
g (311}
a0 2]
ev [
iy 7]
g {15

wer [ L1
war {35

o bsdapes (L1
A cacre (16)
1 erazh (4)
A BES
S A
e s 5]
ditapgrade (7]
Bk 4}
L el
instader (5]
bghidrn {113
speaih-depaicher {23
L uraiiened upgrades (2
upatart ()

s EFEEEEEEEEEEE R EEEEEN

0 Gl O L B R P

ED0G-08-0r3 03 3R 05 POT

harges Trse
0 s O (0212503 DT
0 -0 (3 3T FOT

| 2o-0e-r3 ziERH FOT |_‘=:JIZ-l]-E- 0ra (275244 POT

200000013 11215944 FOT

201 (0~ (73 012554 POT

[ Hex | Smings | Fie mesadem | Resus [
L i aof ? Prage

o G b Prage:

Arsaxn Tew

216080 DEA1:31 POT
SAE-0E-TF D8 s POT
2096-H-211 15185 POT

200 0-05-03 0252720 POT

Baripti Lakin - S

Criated Ta
f HES CRL T
et HER CR T ]
¥ 138 FOT
0L E--08 02223 20 PO

Starc-Duce: ID1E=Dd=30 JT:0A:ET

aaddd (1, B LRLEHLE .34 FELE04-Iuk

Sbeildl, wertomartic), footeslsocaceddd

gavl, F-guacs-0.0; amddd (0,17, 44,

- 8=t

sotosAtic), slma~bems:a=ddd (1.0 .2Lddfmg=Tdubramzul,
Pabiinkal,. ausesatizl, foabs-tlug-lakiasi=: andfd (1:0 6. 8-3.1, auksmanicsl, Sibspad:asddd <6 % 1-
ldubEantul, SUCSEACIS], SSHTRSTE-BANAET-pRTR-amdsd
e=ddf [2.837.3=-1, worematied, liddyenlibeog-certie=ddq {3.5_27.1-58, auccsmamis]l, Blusr-a=sEq |52 3T7-
Dalsuntaes . ausomiticl . libhrop-deamor-peel amded (6, 01-1. susosaviel . pyrhosd-delsr amdsd (1.9, 6=
(0.2 EDMAIIE=5, sucomscici, libret=libdidospacl: e=ddd [0.13.
de-Zbuildl, subtcmabtic), sigoen-plugiz-passvord: esddq (3. 53418 04 20161008~ tubumtul, subomsbicd .
camdded 1 & LB E~lubuncal
worozatic), iscccodss:asdEd {3.C0I=1, sutcmmcic], gnoms~pover-maneper:asddd {318 O-luboerul,
walandtle) , gucharsapasddd (1:F 1. 2-lusuneal, autesatiel, libgdite-oommen:andtd 19.17.4-1,
waroparia), lik=rmocsd:e=dsd {0.6.11-L, pecemsripl, sopddiamsddd

horapell-er-ua e sd
indc: a=did

¢1.%. 8%-Lubenzol,

Commardline: apt—get ——yer inzball linux-gumscic wbumtu-=inizal ubunto-atecdacsd ubmiu-dazktop
GrRiTy-anninge-daemcn retlfy-osd Lingré-aql-sgqlicd wnity quoss-sermlnat
Inszell: spaschedispacchar=audics plogine-asdEd (D.0.¥=lubenmnl, woromatic),
115,108, ausesasiel, libmpediasddd 11.0.3-1, autsmabic)d, libgasapli-twisdel: asddd 1.7

=iz blL0Rid+dfag-debantul, sucsmscdsi, libonizy-saccinge-dasssnlzasded (16,04 L4186 04 301605
Crobuntzl, auso=asicl, ghbkd-capplas:asd®s (3. E.0-Ilubumiul, aubcoaticl, myscvez-Eczg-inpot-sll:a=dEs
137 Teldobunred . sutomstich, pythond-peapect amdid (4. 0. 01, Suromscisl . IL0]Son-glib=5 . 0=3; amded
(1.1l.3=dubremz=nl, socomatic), librsofficesacyla<bosszs-andid (1:5.1.3=lchuntul, sucocmscici, srdincs:
adfh {3,128 . g-Iubuntus, auboombicl, libfraombasdbd
libxdmopsamded (1:1,1.3-1.%, wsotomatial,
catmoc-the=s: a=dds {0.4d.4ulbranzol, sotosatic),
il (2B BR-E.1, aunosaniel,. libfreasdpr-codacl . Ll!dsdEd (1.1 0-gLu0lad9ii. 1 A0Sl Ea a1
Eobuncel, aucometiol, manpegeacamded (&.04-3, soromaciol
wotczatic)d, libged -proxy:esdfs [L.12.4£-1, sotcoatich, godeclecativefS-—obunte-ui-tocolkibo-plugin:
1, & 1. Mibpelkit-gonjeor—L-0-amded (D L0B-14, 5,
asocoeatic), licreoffice machoandid [L:5.1.3=

I2. 6. Cdailiyls. 08, DE~Dobunktal . auSomatich,
(31703 d-Scbunced, succmscio), dms-
1f.1.0.d8ng. 1-5, aucomasicl, likpooeld-d:

sotaEatial, svoluc

dRTa-aaT

FIGURE 6.16G: .-’!Lul:nps:; Case 1 wvar file

ubemrprsaccingu-asdCq

likrm-glibdzamd&d (1.1.585%-dubenzod,

antaratic), liomaup-gnossd.d4-1:

flz3.0.3d-1ebppend, suszmsmds)

CHFI Lab Manual Page 235

Computer Hacking Forensic Investigator Cnp:.‘righ:ﬂ by EC-Council
All Rights Reserved. Reproduction 1s Strictly Prohibited.



Module 06 - Operating System Forensics

26. Select the cups tfolder. It stores access logs, error logs, and page logs.
Select the access log option in the Table tab to view the logs.
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27. The tool also displays deleted files. Expand Views opton from the
menu list, expand Deleted Files option and click All to view all the

deleted files.
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28. Select the Results folder from left pane. It contains sections such as
EXII' Metadata files, Encrypted Content and Extension Mismatch
Detected. Analyze these files to look obfuscated malware files as well as
metadata files.
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FIGURE 6.1%: .-’!Lul:npsf:' Casze 1 Resules npl:inn

29. Similarly, analyze lib, media, mnt, opt, root, sbin, and tmp folders to
analyze libraries and kernel modules, mount points of removable media,
temporary mount points, add-on application packages, root user’s home
directory, system binaries and temporary files respectively.

30. Other system ftiles include srv containing data for services provided, usr
file with secondary hierarchy and user commands, var file with variable
data such as log files, mail spools, caches and lock tiles.

Lab Analysis

Analyze and document the results related to the lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.
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