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Module 05 - Defeating Anti-forensics Techniques

Defeating Anti-forensics
Techniques

Abnti-forensics technigues are the fechniques the perpetrators use fo avert detection
through forensics wvestigation process. 1hese technigues binder proper forensics
investigation process by reducing the quantity and quality of digital evidence.

Lab Scenario

In order to investigate web attacks, as a forensic investigator, you must be able to
collect and analyze evidences from vicums’ or attackers’ system. The attackers try to
avert the forensics processes by applying some ant-forensics techniques that
damage the evidence, hide the pathways used and delete the attacked data from the
victims’ systems. You must be aware of such techniques and their impact over the

evidences and systems.

Lab Objectives

The objecuve of this lab 1s to provide expert knowledge about:
* How to tind ant-forensics techniques

" Bypass the anti-forensics attacks to collect the evidence

Lab Environment

To carry out the lab, you need:
" A computer running Windows 10 virrual machine
" A computer running Windows Server 2012 virtual machine
= A web browser with an Internet connection

= Administratve privﬂeges tO run tools

Lab Duration

Time: 55 Minutes

Overview of Anti-forensics

There are different types of and-forensics techniques such as data/file deletion,
wiping /overwriting data and metadata, corruption / degaussing, cryptographic
file systems, password protection, etc.
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Module 05 - Defeating Anti-forensics Techniques

B rask 1 Lab Tasks

Overview Recommended labs to assist you in Defeatng Anu-forensics Techniques:

" Cracking Application Password
* Detecung Steganography
Lab Analysis

Analyze and document the results related to the lab exercise. Give your opinion on
your target’s security posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.
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Module 05 - Defeating Anti-forensics Techniques

Cracking Application Password

Passware Kit Forensic is an electronic evidence discovery solution that reports all

password-protected items on a computer and decrypls thens.

Lab Scenario

Applications are a package of programs developed to perform certain rasks. The
developers use encryprions and authentication to protect the dara. Arrackers also
create such encrypted applications, which are difficult to see through. To be an
expert forensic investigator, yvou must have the skills to crack system passwords,
application passwords and other security mechanisms, which can act as hindrance n
solving the case.

Lab Objectives

The objective of this lab 1s to help investigators:

" Crack the application passwords

Lab Environment

To carry out the lab, you need:

* The Passware Kit Forensic tool, located at C:\CHFI-Tools\CHFIv9 Module
05 Defeating Cracking
Tools\Passware Kit Forensic.

Anti-forensics Techniques'\Password

" You can also download the latest version of Passware Kit Forensic from
this link https://www.passware.com/kit-forensic.

" If you decide to download the latest version, screenshots shown i the lab

rm'ght differ.
= A compurer ruﬂ:ﬁng Windows 10.
" Admimstratve privilegea to nstall and run tools,

" A web browser with an Internet connection.
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Module 05 - Defeating Anti-forensics Techniques

Lab Duration

Time: 25 Minutes

Overview of Passware Kit Forensic

Passware Kit Forensic is an electronic evidence discovery solution that reports
all password-protected items on a computer and decrypts them. It reports all
password-protected items on a computer and gains access to these items using
the fastest decryption and password recovery algorithms.

Lab Tasks

Note: If an Open File - Security Warning pop-up appears, click Run,

If a User Account Control pop-up appears, enter the credentals of

Nﬂvigﬂte to  Z:NCHFIv9 Module 05 Defeating Anti-forensics
Techniques'\Password Cracking Tools\Passware Kit Forensic.

Double-click passware-kit-forensic-demo.msi to launch the setup, and

follow the wizard driven installaton steps.

Windows Server 2012 virtual machine.

3.

During the final step of installation, ensure thar Run Passware Kit

Forensic Demo option 1s checked, and click Finish.

Passware Password Recovery Kit Forensic Demo GUI appears as

shown in the fnllnwiﬂg screenshort:

= Passware Fassword Recoveny Kt Forensic

le Wiew Tools Help
s @ bart Page |ilj Recover = @]5&% |£,Buyan R Suppert i Help

) Recover File Password
Recover & password for a file

Quicle Start

| Recover file password...

 Find Encrypted Files

| @ | Scan computer for encrypted files and containers

} Full Disk Encryption
i Decrypt HDD: BitLocker, TrueCrypt, PGP, FileVault2, ete.

", Mobile & Cloud Forensics
Recower passwords for mobile backups and irnages

§ 3 Internet & Metwork
Recover passwords for websttes, email and nebwork connections

" Systemn & Registry
{‘? Extract passwords from exernal registry files

FIGURE 1.1: Passware Passwond Recovery Kit Forensic Demo GUI
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Module 05 - Defeating Anti-forensics Techniques

5. Click the Recover File Password Dpﬂnﬂ from the main window of the
tool.

Oy oTeEnsac

Tools  Help .
cl .E):“..,”..I @ raik Page liui‘ Recowver = @lﬁun:h |£’Bu:,-hlnw 3 Suppert ﬂ. Help
[ ) Recover Fiic Password
&

Recover a password for a file

g 3 Find Encrypted Files
Scan computer for encrypted files and containers

) Full Disk Encryption
= Decrypt HOD: BitLocker, TrueCrypt, PGP, FileVault2, ek,

) % Memory Analysis
g Extract emcryption keys and passwords from a memary image

%  Mobile & Uoud Forensics
v, Recover passwords for mobile backups and images

Internet & Metwork
Recowver passwords for websites, email and network connections

gl System & Registry
.1_‘_? Extract passwords from exdernal registry files

FIGURE 1.2: Recover File Password opton

6. Navigate to the location Z:\Evidence Files, select the tile Word_Doc.docx
and click Open.

= Recowver File Passwords

Loak in: Evidence Flss (7 N5 Al i

l Mame Date modified Type

] Word_Doc.docx 6/16/2016%:47PM  Office O
Quick access =8 \ord_Doc1.docx 6/15/201611:32 PM  Office Op

Desktop

Libraries

FIGURE 1.3: Open Word_Doc.docx
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Upon selecung the file, a wizard appears where yvou need to select Use
Predefined Settings option.

le View Tools H:IF

-F Back E} -onamnd &[Etarthge

Detailz &®

Choose one of the three opticns
to reCover your passaond:

Wizard - walks you step-by-step
through setting up your search
fior a password, it is best for
situations whene you know

| something about the password,

bt are new to passeord
TECOVENY,

Predefined Settings - best if you
dio nok know anything about the
password. Default attacks will be
launched.

Custarnized Settings - best if you
know cormething about the
passward and are an experenced
IT person. You can choose which
attacks youw warnt to use, madify
attack settings, and combing
attacks,

:} Wizard | 8 support @) Help

Zi\Evidence Files\Word_Docdocs
Protection: M5 Office 2010 - Open Password [AES 128-bit Encryption)
Complexity: Brute-force - Slow, Hardware acceleration possible

Hun Wizard
Fallow easy steps to set up password recovery if you knaw any details sbout the passwerd

Use Predefined Settings
Uee default attacks to recover your passwend

Advanced: Customize $:|:I'llg'l
et up attacks manually to recover your passwaord

= Add more files
..!'.._.IJ Add files to recover passwords for

HGURE 1.4 Usze Predefined SEtLings npﬂnﬂ

8. The tool will take some time to crack the pﬂsswmd. The tme is

proportionate to the number of characters the password has, as well as types
ot characters used.

Pazowarde faund:
0 passwords
Total time elapsed:

Estimated completion time:

Protection: M5 Office 2010 - Open Password (AES 128-bit Encryption)
Compleaty: Brute-force - Slow, Hardware acceleration possible

Attadk Progress

oELE

Estmated completion time; caloulabing...

Word_Doc.doo
ZiEvidence Filesh

M5 Office 2010 - Dpen Password
Brute-force - Slow

%, Passwords found  Attacks ), Log /

HGURE 1.3: Passwiornd Erarl-;ing SCrEEn
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9. After analysis, the tool displays the password as shown in the screenshot:

Pasoware Password Recovery Kit Forensic Deme

le View Tools Help

{: Back @ Fonivard @[‘S-tartpage H Save Results (\_:"-'é]l-'-'nnt %Bwﬂw R Support ﬂ Help

3 IAEvidence Files\Word_Doc.docx

Altack Summary Ii| Protection: M5 Office 2010 - Open Password (AES 128-bit Encryption)
Passwords found: Complexty: Brute-force - Slow, Hardware acceleration possible

1 password
Fille: Word Doc.docx

Total time elapsed: Folder: Z:\Evidence Filesh
0 sec. MD5: OFB522AB91B960ADGFIC27095E01E2E2
Estimated completion time: Protection: M5 Word 2010 - Open Password (AES 128-bit Encryption)

[completed) Complexity: Brute-force - Slow
|File-DEen password: [ant] (no brackets) *’-Enﬂﬂl

File: Modify password: no password is set

l"-,_ Passwords found ‘.{At!tatks :‘.,Eg_,r"

FIGURE 1.6G: Passwoed d.ispla:.'

10. To crack password of a compressed tolder or winRAR ftile, navigate to the
Z:\CHFIv9 Module 05 Defeating Anti-forensics Techniques'\Password
Cracking Tools\Advanced Archive Password Recovery, and double click

the archpr_setup_en.msi setup file.

11. Follow the installation instructions to install the tool.

Note: If an Open File - Security Warning pop-up appears, click Run,

It a User Account Control pop-up appears, enter the credentals of Windows
Server 2012 virtual machine.

12. During the final step of installation, ensure that Run Advanced Archive
Password Recovery is checked, and click Finish.
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13. Advanced Archive Password Recovery GUI appears as shown m the
tollowing screenshot:

ile  Recovery Help

L\ @ i G -

= . » A E O @ N
Qpen Start ! Stop Benchmark  Purchase Help About Quit

Encrypted ZIP/RAR/ACE AR 1-file Type of attack
Ij | Brute-force

Hange |ength Dictionary Plain-text Auto-save Options Advanced
Brute-force range options
k] All caps latin (A - 2) Start front:
7] &l small latin (a - 2)

[ &l digits {0 - S) End at:
[ |5pace

] &l printable

! Status window

6/17/2016 2:06:33 AM - ARCHPR. 4. 54 build 0 launched, unreqistered version, some
features dizabled

ent password:

me elapsed:

*rogress indicator

HGURE 1.7 Advanced Archive Passwond Rfcm'&':; U

14. Provide the cracking factors by providing parameters such as the Type of
attack, Range, length, Dictionary, ctc., by clicking the respective tabs and
giving in the required details.

ile  Recovery Help

& A R & % 0 @ |

Qpen Start ! Stop Benchmark  Purchase Help About Quit
Encrypted ZIP/RAR/ACE/AR.1-file Type of attack
| Brute-force ~|

Hange |Length Dictionary Plain-text Auto-save Options Advanced

Brute-force range optons
k] All caps latin (A - 2) Start Fom: J @
Al smalllaina-2y @ | @0 @B/
7] &l digits (0 - 9) End at: B
k] Al special symbols (1@...) Mask: ry
[]Space " ap
L] All printable User-defined [] €5
Status window
6/17/2016 2:06:33 AM - ARCHPR. 4. 54 build 0 launched, unreaqistered version, some
features dizabled

rent password: Average speed:

me elapsed: Time remaining:
ress indicator
0%

FIGURE 1.8 Peowide parameters
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15. Click the Open button from the toolbar of the main page to add the
WinRAR file you want to crack.

ile  Recovery Help

ﬁ,ﬁ&@ﬁ%fi;%gmﬁ

Qpen Start ! Stop Benchmark  Purchase About Quit

Enl |oad ZIP/RAR/ACE/ARI-file into the project.., jattack _
Brute-force v

Hange |ength Dictionary Plain-text Auto-save Options Advanced

Brute-force range options

k] All caps latin (A - 2) Start from: '¢
] Al small latin (a - 2)
(] &l digits (0 - 9) End at: ¢
[] All special symbols (1@...) Mask: I%l
[]5pace ap
] All printable User-defined [] €5
S‘Em winm - - - - - - - - - - - - - - - - - - - -
6/17/2016 2:06:33 AM - ARCHPR. 4. 54 build 0 launched, unreqistered version, some
features dizabled

ent password: Average speed:

me elapsed: Time remaining:
ress indicator

0%

FIGURE 1.9 Click the E]pm butron

16. Navigate to the file location 2Z:\Evidence Files, select the file
Compressed_files.rar and click Open.

s « CHFI-Tools * Evidence Files w | Search Evidence Files B

Organize »  Mew folder iz 1 @

A Quick access £ Mame Date modified Type -

B Desktop +*
* Downloads o
-
+

|_| Compressed_files.rar 172006 1:53 AM RAR File

< Documents
[&=" Pictures
Evidence Files

J'i Music
H Videos

£ OneDrive
3 This PC

¥ Network o

File name: | Compressed_files.rar .AII supp-nrteﬂ files (*.zip;".rar*1 ~

HGURE 1.10: Select Compressed_files.rar
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17. The tool will start cracking the password automarically and display the
process status in the provided status window.

ile Recovery Help

o L = ,
& A R 0 © 0 @ 1
LIET SEAKE Stop Benchmark Purchase Help About
Encrypted ZIP/RAR/ACE/AR]1-file Type of attack

| C:\CHFI-Tools\Evidence Files\Compressec Brute-force

Hange |ength Dictionary Plain-text Auto-save Options Advanced
Brute-force range options

‘| All caps latin (A - Z) Start front
All small latin (& - 2)
All digits {0 - 9) End at:
All special symbols (1@...)
Space
All printable User-defined

Status window
features disabled
6/17/2016 2:26:39 AM - Fle "C:\CHFI-Tools\Evidence Files\Compressed_files.rar”™

opened,
6/17/2016 2:26:44 AM - Starting brute-force attad. ..

ent password: AA< Average speed:  4pfs
me elapsed: Time remaining: 2d 4h 25m 30s

FIGURE 1.11: Proocess srarus displsq;

18. After completion of cracking, the tool will display the password with details
regarding the scan as shown in the screenshot:

lle Recovery Help
& & @
S t O @ N
IQET o Stop Benchmark. Purdhase Help About Juik
Encrypted ZIP/RAR/ACE /AR ]1-file Type of attack

| C:\CHFI-Tools\Evidence Files\Compressec Brute-force

Hange |ength Dictionary  Plain-text Auto-save Options Advanced
Password successfully recovered !

Advanced Archive Fassword Recovery statistics:

Total passwords 125

Total time 235 840ms
Average speed (passwords per second) (5
Password for this file 123
Password in HEX 313233

ki save... Vv ok

ent password: 123 Average speed:
ime elapsed: 23s Time remaining:
assword length = 3, total: 1,000, processad: 125

FIGURE 1.12: Passwoed displsq;

19. To crack password of a password-protected PDI file, navigate to the
Z:\CHFIv9 Module 05 Defeating Anti-forensics Techniques'\Password
Cracking Tools\Advanced PDF Password Recovery.
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20. Double click the apdfpr_setup_en.msi setup file and tollow the installanon
instructions to install the tool.

Note: If an Open File - Security Warning pop-up appears, click Run,

If a User Account Control pop-up appears, enter the credentals of Windows
Server 2012 virtual machine.

21. During the final step of installation, ensure that Run Advanced PDF
Password Recovery is checked, and click Finish.

22. Advanced PDF Password Recovery (GUI appears as shown in the
tollowing screenshot:

ile  Recovery Help

S N A & € 0 0 1

Qpen Start ! “top Benchmark Purchase Help About Quit

Encrypted PDF-file Type of attack
| | 49 Brute-force

Hange |ength Dictionary Keysearch Auto-save Opfions Advanced
Brute-force range options
k] All caps latin (A - 2) Start From:

[ &l digits (0 - S) End at:
[] all special symboals (1@...)

Status window

6172016 2:58:48 AM - APDFPR. 5.06 build 113 [aunched, unregistered version, some
features disabled

Current password:

me elapsed:
*rogress indicator

FIGURE 1.13: Advanced PDF Password Recovery GUI

23. Provide the cracking factors by providing parameters such as the Type of
attack, Range, length, Dictionary, etc.,, by clicking the respective tabs and
giving 1n the required details.

ile  Recovery Help

..L:. - ks = =
& M R & € 0 @
Open Start ! op  Banchmark Purchase Help About

Encrypted PDF-file Type of attack
[ | 43 [Brute-force

Lerlg’d'l Dictionary Key search Auto-save Options Advanced
Brute-force range options
] All caps latin (A - 2) Start from:
] &l small latin (a - 2)
] Al digits {0 - 5) End at:
[ ] Al specia symbols (1@...) Mask:
[|Space
(] all printable

FIGURE 1.14: Provide parameters
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24. Click the Open button from the toolbar of the main page to add the PDI
tile you want to crack.

Encry Load PDF-file into the project... : Type of attack
3 |Brute-force

Range |ength Dictionary Keysearch Auto-save Options Advanced
Brute-force range options

[] All cape latin (A - 2) Start from:
[v] Al small latin (a - 2)

Bm:igm(n-q: End at:

All spedal symbols (1@...) Mask:
Space
All printable

Status window

6/17/2016 2:58:48 AM - APDFPR 5.06 buid 113 launched, unregistered version,
features disabled

ent password:
ime elapsed:
*rogress indicator

FIGURE 1.15: Click the Open button

25. Navigate to the file location Z:\Evidence Files, select the file
Confidential.pdf and click Open.

u b « CHFI-Tools * Evidence Files w | D Search Evidence Files B

Organize +  New folder e [ @

# Quick access £ MName Date modified Type i

Bl Desktop é, Confidential pdf 6/17/2018 1:51 AM  PDF File 114 I{EIJ

*
..', Downloads o
-
a*

|5 Documents
(&= Pictures

Evidence Files

& Onelrve

[ This PC

¥ Network o

File name: | Confidential.pdf

FIGURE 1.16: Select Confidential. pdf
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26. The tool will start cracking the file password automartically.

27. Note: It the tool displays a message to enter the password, click the Cancel
button and click Start on the tool page.

ile Recovery Help

'-“*‘!&@ﬂ&%@

CIpEn Earke | Berchmark, Purchase
Encrypted PDF-file Type of attadk
[ €:\CHF1-Tools\Evidence Files\Confic| 38) |

Password successfully recovered !

Advanced PDF Password Recovery statistics:

Total passwords 337,137

Total time d4m 375 31ms
Average speed (passwords per second) |1,216
Password for this file (Qwner) Ja
Password in HEX (Owner) fa
l’asmd for this file (User) \test
Password in HEX (User) 7465 73 74

H Save... 'fﬂ Deaypt now

“urrent password: test Average speed:
me elapsed: 4m 368 Time remaining:
ssword length = 4, total: 456,978, nmne:sud* 337,137

HGURE 1.17: Crack file passwnn:l

28. After analysis the tool will display a window with the password of the
Confidential.pdf file.

Lab Analysis

Analyze and document the results related to the lab exercise. Give your opinion on
your target’s security posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[1Yes No
Platform Supported
Classroom M iLabs
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Detecting Steganography

Steganography is the process of biding information or file with another file. In
other words, it 15 the process of disguising a harmful file as a safe file.

Lab Scenario

The atrackers sometme try to deceive the users and the system security by
hiding the malicious program with an apparently useful image or file. By doing
this they can avert the security check and lure the vicums to download and run
the malware as well as escape from forensic idenufication. As an expert
forensic investigator, you must be able to detect the steganography files and
analyze them.

Lab Objectives

The objective of this lab i1s to help investugarors analyze files hidden using
steganography and find their impact on the system or nerwork.

Lab Environment

To carry out the lab, you need:

" Stegspy, located at C:CHFI-Tools\CHFIVO Module 05 Defeating Anti-
forensics Techniques'\Steganography Detection Tools\StegSpy.

" OpenStego, located at C:\CHFI-Tools\CHFIV9 Module 05 Defeating Anti-
forensics Techniques\Steganography Detection Tools\OpenStego.

= A computer running Windows Server 2012

= Administratve privilegea to run the tools.

Lab Duration

Time: 30 Minutes
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Overview of StegSpy

StegSpy allows identfication of hidden file and the program used to hide the
message as well as the location of the hidden content. StegSpy currently identifies

the use of steganography techniques such as:

»  Hiderman

JPHideandSeek

Masker
JPegX

Invisible Secrets

Lab Tasks

EH task 1 1. Navigate 0 C:ACHFI-Tools\CHFIv9 Module 05 Defeating Anti-forensics

Techniques\Steganography Detection Tools\StegSpy.
Launching

SmartWhois 2. Double-click StegSpy2.1.exe to launch the tool.

Choose afile to interogate,
Rur will allow wou to choose
wour file and identify a hidden
MESFANE.

StegSpe 21 Copyright 2003, 2004
Logo Copynght 2003, 2004
By SpyHunter wens spy-biuntes. com

HGURE 2.1: The Stegﬁp}' main window
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3. Click the Run burtton from the tool main page to add the suspicious file.

Choose a file to interagate,
Rur will allow wou bo choose
pour file and identify a hidden
MesEage.

StegSpy W21 Copyright 2003, 2004
Logo Copynght 2003, 2004
By SpyHunter s zpy-bunter. com

FIGURE 2.2: Click the Run button

4. Navigate to the location of the suspicious file;, C:\CHFI-Tools\Evidence
Filesimage Files, select the file Flowers_123.png and click the Open
button.

|8 CHF|-Tools\Evidence Files\Image FilesJity Search Image Files

Organize *  Mew folder He=

s Mame Date modified

i Favorites
B Desktop (%8| Dog.gif
4 Downloads le=| Fashion-Magazine-mocdles,)pg
| Recent places k| Flowers.jpg
| Flowers_123.png
‘M This PC || Girl Model.raw
m Desktop | | Horse
"] Documents || Images 1.t
& Downloads L | Images 2.txt
W Music || Images.txt
= Pictures | | Korean girl
g Videos [Bs| Medona.png

i& Local Disk (C:) || madel.png
v|[<]

T
e
—
e

f2011 10:25 PM
(20171 10623 PM
f26/2011 5:16 AM
f20/2016 2:22 AM
f27/2011 &:03 AM
f26/2011 7:00 AM
f28/2011 3:.00 AM
f28/2011 3:10 AM
f28/2011 3:05 AM
2042011 1202 AM
/2172011 2:05 AM
f21/2011 2:02 AM

o

=3

L

L

Wl A M MG O

L

[T =Y = T

File name: | Flowers_123.png

Cancel

FGURE 2.3: Select Flowers_123.png
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5. The tool will scan the file and display the type of steganography technique

used to hide another file 1n it.

Choose a ble to nterogate.
Run will allow you to choose
your file and identify a lidder

me:ziage.

Steganography found at marker position 103431
Hiderman program detected)

FIGURE 2.4: Ihisplay steganography rvpe

6. Navigate to the locaton of Image Steganography tool, C:\CHFI-
Tools\CHFIv9 Module 05 Defeating Anti-forensics
Techniques\Steganography Detection Tools\Image Steganography.

-1

Double click the Image Steganography Setup.exe file, to launch the setup
and follow the instructions to install the Image Steganography tool.

Note: If an Open File - Security Warning pop-up appears, click Run.

8. The tool will launch automatcally atrer installanon as shown in the
tollowing screenshort:

Encode
Image:

Input Diata:
O File |Drag-and-drop a file to embed in the image here

® Text

Capacity:

Output Image:

SMQEI'IUQHI!W Mﬂdﬁ ':!‘,. Encode
® Embed

() Decode

) Enl
- arge [ Encrynt

() Difference

Idle

FIGURE 2.5 Tonol launch sceeen
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9. Check the Decode button to extract the hidden file tfrom a steganography
tile.

Steganography Mode ) Encode

fw

T
e | Decrypt
() Differsnce

Idle

FIGURE 2.6: Check Decnde button

10. Navigate to the location of the suspicious file, C:\CHFI-Tools\Evidence
Files\Image Files, sclect the file Flowers_123.png and drop it in the Image
section of the Image Steganography tool.

11. Click the Start button to start Extra-::ting the file,

Decode
Image:
CACHFI-Tools"Evidence Fles'\image Rles'\Flowers_123 png

Steganagraphy Mode Y Ercode
® Embed 1

() Enlarge
i) Difference

® Decode
_ | Decrypt

Idle:

FIGURE 2.7: Click the Seart button
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12. The tool will analyze the file and display result it 1t could decipher it, else 1t
will display a result box with message.

13. In this case, the tool failed to detect or extract the hidden content or file, It
has displayed a message. Click OK.

LACHEF- ToolstBvidence Flesmage Hles'\Howsees_ 123 png

Image Steganography

; I'h The supplied image is either corrupted or invalid

Cancel

Bdracting Data from image...

FIGURE 2.8: Image Steganography popup

14. You can try with other tools.

15. Navigate to the locaton C:\CHFI-Tools\CHFIvO Module 05 Defeating Anti-
forensics Techniques\Steganography Detection Tools\OpenStego, and
double-click the Setup-OpenStego-0.6.1.exe file.

16. The OpenStego setup wizard appears, click I Agree button.

Please review the license terms before installing OpenStego.

Press Page Down to see the rest of the agreement.

GML GEMERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.,
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

_The licenses for most software are designed to take away your

If you accept the terms of the agreement, dids T Agree to continue. You must accept the
agreement to install OpenStego.

Mullsolt 1 :v!.:":‘:."'.-.l: | WL GE

FIGURE 2.9: OpenStego setup wizard
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17. In the next step of the wizard, if you are asked to download java runume

environment, click No.

oS R

License Agreement
Please review the license terms before installing OpenSteno.

Down to see the rest of the agreement.

OpenStego needs Java Runtime Environment (JRE) version 1.3.0 or

above to run properly.

Would you like to download it now? (Please restart this installer after
installing Java).

Mullsoft Install System v2.46

FGURE 210k Download java runtime environment popup

18. After you click No, an OpenStego pop-up appears; click OK.

OpenStego Setup

License Agreement
Please review the license terms before installing Openstege.

Press Page Down to see the rest of the agreement.

[l [FlalH ml S [ HIS

OpenStego will install even though you do not have required version of
Java installed, Please don't complain later if it doesn't work.,

Mullsoft Install System v2.46

FIGURE 2.11: Gp&nﬂt&gp Eemp pop-up
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19. In the next step of the wizard, click Install.

Choose Install Location
Choose the folder in which to install OpenStego.

Setup will install OpenStego in the following folder. To install in a different folder, dick Browse
and select another folder. Click Install to start the installation,

Space reguired: 199.0KkB
Space available: 11.5GB

Mullsoft Install Svstem w2 .46

FIGURE 212 DpenS:egﬁ EEtup wizard

20. On completing the mnstallation, click Close.

Mullsoft Install System v2.46

Cancel

FIGURE 213 DpenS:egﬁ EEtup wizarnd
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21. Navigate to the Apps screen, and click Run OpenStego icon to launch the

application.

22. OpenStego GUI appears as shown in the following screenshot:

Data Hiding

Hide data in harmiless looking files

-
Hide Data

Y

Extract Data

Message File

Cowver File
aibet multpls B or provele wiblcard [ 7 fo embed same messags i mulinls G

Oustput Stego Fie

Dptions
Confirm Passwerd

AGURE 2.14: OpenStego GUI

23, Click the Extract Data button on the tool main page to give the
steganography file as input in order to extract the hidden data.

Data Hiding

Extract hidden data

&

Hide Dats

=l
Extract Data

Input Stego Fie

Ouwrtput Folder for Message Fie

FIGURE 2.15: Extract Data button

24. Provide the locaton of the steganography file in the Input Stego File and
specity a folder (here, Desktop) to provide output in the Output Folder for
Message File. Click Extract Data button.

Extract hidden data

Input St=ga Fie
|_I: CHFL-Tools'Evidence Fles\image Fles'\Powers_123.0n0

Owitput Falder for Meszags File
|I: Dsers\Administrator Desktop

HGURE 2.16: Inpu: Fa'l:ega:: File
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Analyzing an
Audio File

Module 05 - Defeating Anti-forensics Techniques

25. The tool will analyze and extract the hidden file and store it in the provided
output folder. Click OK.

OpenStego

File Help

Data Hiding Extract hidden data

Iﬁ Input Stego Rle

mt Dﬂtﬂ e . A i A e
= Success -
=l

Extract Data

.:0 II"-'1 essage file successfully extracted from the Cover file: Testing. et

Extract Data

Digital Watermarking (Beta)
FIGURE 2.17: Success popup

26. The hidden file has been extracted to the Desktop, which contains the
tollowing text mn 1t:

Testing.txt - Motepad
File Edit Fermat VWYiew Help

.I_E-:--:ug'e idhat is Lorem Ipsum?
s Lorem Ipsum is simply dummy text of the printing and typesetting industry. Lorem Ipsum has

Why do we use it?
It is a long established fact that a reader will be distracted by the readable content of .

I acowane Kt
orensic [De...

HGURE 2.18: Extracted hidden file

27. You might also come across audio tiles that the attackers use to hide dara,
other files or malware in order to fool the user into clicking it. In this
section, you will learn the process of extracting hidden data from an audio

file,

28. Navigate to the location of the tile DeepSound.msi, C:\CHFI-Tools\CHFIv9
Module 05 Defeating Anti-forensics Techniques\Steganography
Detection Tools.

29. Double click the DeepSoundSetup.msi file, and follow the instructions to
install the tool.

30. On completing the installaton, a webpage associated with DeepSound
application appears. Close it.

CHFI Lab Manual Page 135

Computer Hacking Forensic Investigator Copyright [ bv EC-Council
All Rights Reserved. Reproduction 1s Strictly Prohibited.



Module 05 - Defeating Anti-forensics Techniques

31. Double-click DeepSound icon located on the Deskop, to launch the
application.

32. DeepSound GUI appears as shown in the following screenshot:

Jpephound L0

=t -

ide Data Inside Audic  Audio Converter

o

Cipen carmer files Add secrat files Encode cecret files Extract secret files

Carrier audio files :

| Size (ME)

Secret files in CAlsersbAdministratorDocumentshDangerous.wav
T ==,
3] Testing 1.4xt = 01 MB

FIGURE 2.19: DeepSound GUI

33. Click the Open carrier files button to add the steganography file.

JeepSound L0

Dpen camer fibes Add zecrat files Encods secret files Extract secret files

Carrier audio [~ T :
Crpen camer audio fikes (F2)

| Size (ME)

Secret files in CAUsershAdministrators DocumentshDangerous.wav

Cecret file name | Size (MB)

5 Testing1.4xt

FIGURE 22{k Open carrier files button
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34. Navigate to the location C:\CHFI-Tools\Evidence Files\Audio Files, sclect
the steganography file Dangerous.wav and click the Open butron.

@©
p

Organize + Mew folder S

L

MName Date modified Type

i Favorites

B Desktep .+ Dangerous.wav 6/21/2016 12230 AM WAV File 72019 KB
& Downloads

1=, Recent places

1M This PC
i Desktop
U Documents
@ Downloads
¥ Music
= Pictures
& Videos
e Local Disk (C)

L

File name: | Dangerous.wav Audio files (cda, wav, flac, wmz v

Open Cancel

FIGURE 2.21: me Dangmaus.wm'

35. Click the Extract secret files button to start Extrﬂcﬂng the hidden files or
data.

JEEDR DL LA

)

Settings  Help

%

Bdd secret files Encode secret files Extrack secret files

tract secret files [F3)

Car _ Saze (ME]
CACHF=-Teols\Evidence Filesh\Audio Files

Secret files in CACHFI-Tools\EBvidence Files\dudio Files\Dangerous.wne

Secret file name | Lize (ME)

=01 ME

HGURE 2.22: Extract secret files button
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36. Post extraction, the tool will display a message box containing the location
of extracted file. Click OK.

ide Data Inside Audio  Audie Coneertar

g o
L-I' w3y
Open carner files &dd secret files Encode secret files Extract secret files
amer audig files
| Size (ME)

m Dangerousway 0.3 ME
Infarmation

ﬁ' 1 files decoded to C\Users\bdministrator\Documents',

Secret filez in CACHF |-T|:||:|Js|

| SECIEL NIE NAE | Size (ME} |
3] Testing 1.4t

HGURE 2.23: Message box

Lab Analysis

Analyze and document the results related to the lab exercise. Give your opinion on
your target’s security posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

Yes 1 No
Platform Supported
M Classroom V1 iLabs
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