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Module 04 - Data Acquisition and Duplication

Data Acquisition and Duplication

Data acquisition is the process of imaging or otherwise obtaining information from a
digital device and ifs peripheral equipment and media

Lab Scenario

Electronic evidence 1s fragile by nature and it can be very easily modified, destroyed,
or damaged. Even in the booting process, the files can delete temporary files, modify
stamps, or alter other data to writing data, and then create new files to the drive
using the boot process.

Lab Objectives

The objective of this lab 1s to help students learn to monitor a system remotely
and to extract hidden text strings and other tasks that include:

n lm--esﬂgating NTFES streams from hard drives.
. lm--estigating hidden text Strings.

. Extracr_ing the hidden content from hard drives.

Lab Environment

To carry out the lab, you need:
= A computer running Windows Server 2012.
= A web browser with an Internet connection.

= Administrative priﬁlegea tO run tools.

Lab Duration

Time: 30 Minutes

Overview of Data Acquisition and Duplication

Darta acquisition 1s the process of gathering evidence or information. This can be
done by using established methods to acquire data from a suspected storage media
in order to get access to informaton about the crime or other incident, and
potentially using that data as evidence to convict a suspect.

Data duplication 1s a critical process in any computer forensic nvestigation. Many
duplication tools are available that can duplicate or create a copy of data. To start an
investigation, a person who wants to examine data on a suspect machine needs to
create an image of the disk.
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Module 04 - Data Acquisition and Duplication

Lab Tasks

ErTask 1

Recommended labs to assist you in dara acquisition and duplication:

Overview " Investgating NTE'S Drive Using DiskExplorer for NTFS.

* Viewing Content of F'orensic Image Using AccessData FTK Imager
Tool.

Lab Analysis

Analyze and document the results related to the lab exercise. Give your opinion on
the forensic investigation,

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.
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Module 04 - Data Acquisition and Duplication

Investigating NTFS Drive Using
DiskExplorer for NTFS

DiskExplorer for NTES disk editor enables you to investigate your NTES drive

and conduct your own data recovery.

Lab Scenano

NTES has become the default storage format across various devices. 1t supports
features such as compression and encryption that help users to hide data.
Theretore, investigators need a deep knowledge of how the format works and
how it helps in hiding data.

To be an expert forensic investigator, one must understand how to acquire a
file tfrom the storage device, analyze the file systems and collect the data from

them.

Lab Objectives

The objecuve of this lab 1s to help students learn how to investgate the NTES
file system.

In this lab you will learn how to:

[Use DiskExplorer for NTFS

Lab Environment

To carry out the lab, you need:

DiskExplorer tor NTL'S, located at CACHFI-Tools\CHFIvS Module 04
Data Acquisition and Duplication\Data Acquisition
Tools'\DiskExplorer for NTFS.

You can also download the latest wversion of DiskExplorer for
NTFSfrom the linkhttps:/www.runtime.org/diskexplorer.htm.

Kindly note that if you decide to download the latest versiomn,
screenshots shown in the lab might differ.
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= TASK 1

Launching
DiskExplorer Tool

¢ S Dieive speclﬂes the

Inaded drive, floppy, or file
with its toral number of
gectors  in decimal  and
hexadecimal formats.

Module 04 - Data Acquisition and Duplication

ey computer running Windows Server 2012,

" Administratve privileges. to run tools.

Lab Duration

Time: 15 Minutes

Overview of DiskExplorer for NTFS

DiskExplorer for NTFS disk editor enables vou to mvestgate your NTES drive and
conduct your own data recovery. It navigates your NTL'S drive by jumping to the
partition table, boot record, Master file table, or the root directory. It also inspects

the file entry derails, N'T artributes, etc.

Lab Tasks

1. Kﬂi-‘igﬂte t0 C:ACHFI-Tools\CHFIv9 Module 04 Data Acquisition and

Duplication\Data Acquisition Tools\DiskExplorer for NTFS.

2. Double-click Setup.exe to launch the setup, and follow the wizard-

driven installation steps.

Note: If an Open File - Security Warning pop-up appears, click Run

3. To launch DiskExplorer for NTFS, double-click the shortcut icon

(related to DiskExplorer) located on the Desktop.

4. The main window of DiskExplorer for NTFS will appear.

Note: You can also launch the tool from Apps screen.
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FIGURE 1.1: Dislr.E:-:plnrer for NTFS main window
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Module 04 - Data Acquisition and Duplication

J. Z‘\Zmrigate to C:\CHFI-Tools\Evidence Files\Disk Partition Raw
Image\DiskPartitionRawlmage.dd for the evidence file for this lab.

Share Wiew

- T | . <« EvidenceFiles » Disk Partition Raw Image wo - Search Disk Partition Raw Ima.

g Favorites Mame % Date modified Type [
. Dtﬂ.‘tl:lp | | DiskParttionFawim ugc.dd QUARSAT 245 AbS LY Fale 1,028 576 KH

4 Downloads

=l Recent places

1 This PC

[

£/ Tath shows what area g Desktop
of the drive vou are I'| Documents
currently in and also the g Downloads
steps vou can go back or L Music
forth by clicking the arrows = Pictures
on the navigation bar. B Videos

iy Local Disk (C3)

?ﬂ Metwork

FIGURE 1.2: Exidence file

B ramx 2 6. Select Imagetrom the File menu, and then navigate to C:\CHFI-

Tools\Evidence Files\Disk Partition Raw

Selecting an Image\DiskPartitionRawlmage.dd.

Evidence Image

| R | v XO|&

>bakng Ending
chl*:’: [ =n]] Sook r:_..':l'l'll'.'ll'ﬂll Seckoe r!,|'.'l'|-'||-.-|l'| sEchor [ Sharl
1 Frae Mo x000 L w000 w00 =00
0 G 0 0 0
Fige Mo «00 00 000 W00 0
0 0 ] 0 1]
3 Free Slo o w000 H00 w000 «00 =00
0 0 n 0 0
d Fiee Mo x000 00 000 W0 =00 ¥0000000
0 0 0 1] 0

00000002 Irveald Partition Table
; Enlry Slarting Ending Felalive
Mo [Spstem Boot \Cylindes|Hnaa 'Sect Head |Sector |Stai Sector
1 Free Mo x000 U wfli k00000000
1] I 1] ]
Free Mo «00 00 o 0002000
0 0 1] 0
Fiee Mo x000 <00 w0 #C0000000
1] 0 1] 1]
Mo w000 w00 «an 0000000
1] 0 1] 0

|5 et 0 (st | =00 000007 =000 (1-0) Sebaction=x00000007 :=000-x00000007 =000, -
Diive: HD28: (15t haed ckive], 209,715,200 [ﬂ]:ﬂ:ll:ﬂ:l]l:llszclnls! Sectors 0-209,715.153

~ath
Violume: Mo volume mounbed

FIGURE 1.3: Select Image feom the File menu
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o

L/ Region lets vou switch
between boot SeCtor,
parnton table, MFT, MFT
No.,, and cluster region:
simply right-click while the
mouse 15 over the ext to
the right of "Region."

= Volume gives
mformation such as the
position of cluster {), the
cluster size, and the type of
the drive. To obtain more
mformation on the volume,
just chick the underlined
mformation line.

Module 04 - Data Acquisition and Duplication

:=-]

In the Files of type drop-down list, select All files (*.*), and then click
Open.

Look in: I .. Disk Pattition Raw Image

Mame . Date modified

! .| DiskPartitionRawlmage.dd I 9/28/2011 3:43 AM

< | I

File name: |Disk Parttion Rawlmage

Files of type: I.NI files " 7) 'I

FIGURE 1.4: DiskExplorer for NTFS evidence image selection

8. It will display the complete details of the image file in two sectors, Valid
and Invalid Boot Sector, as shown 1n the figure below:

ar

File Goto Link Edit View Tools Help
E a4« ®p»pl | B

Boot sector [MTFS)

Valid Boot Sector

NTFS Signature: NTFS Phyzical dive #: w2l

Bytes per zectos: w200 Seciors in volume: w000001 FFFFF
Sectors per cluster w02 8 15t MFT chuster: w0015555
Media descnptor: wF2 Tt MFT rmwror cluster; @000TFFFF
Sectors per FAT; w0000 1 Clustersle record; «000000F 6
Sectors per frack: #O03F 63 Clusters/ndex block; «00000001
Heads: x00FF 205 Wolume s=nal number  wb4F4BAEF 2767500473
Hidden s=ctors: x000000000800 2045

Irvealid Boot Sector

MTFS Signature; 0O0OTHM Phyzical dive H: w0l

Bytes per sechor; xd 700 15176 5 achors in volume: 000000000000
Sectors per chuster =00 1 Tst MFT cluster: 00000000
Media descrptor: w00 f 15t MFT rnror cluster; 00000000
Sectors per FAT; 0033 i ClustersAile record;  #00000000
Sectars per frack: w0030 i Clustersfsmdes block:  «00000000
Heads: w0 a4y Wolure senal number 00000000
Hidder sectans: w IOU 2400000 BOGEIFIFTE

echor: 0 Fset]meO0000000% 000 [0 Selschon=00000000: x000-:00000000:=000
| Diive: C:%.. ADiskPartitionRawlmage.dd: Imags file). 2,097,151 (x001FFFFF) zectarz Sectors 0-2 097,150

Rath:

MTFS:
Volume: Chlusterl: 0, Chuster size: 8 sectons, Typs: NTFS Regiore Bool z2ctor

lemory in use: 584764 (View: B [R/0 |\Unlicensed Evaluation Cop &

FIGURE 1.5 DiskE}:plnrer for NTFS boot sector
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E TASK 3

Selecting the
Sector

The fmaln
characteristice of the NT
file system are described by
the boot record. The file
svstem starts at the location
of the boor sector and ends
at thus sector plus the
gsectnrs in the volume field.
The volume 15 organized
into custers of multples of
512 bytes.

= Image files are files
containing raw images of a
drive. You can explore an
mage file as vou can
explore a physical or logical
dreive. Select File->Image
or Drive->Image file two
open an image file as a
drive,

Module 04 - Data Acquisition and Duplication

9. Now click theSeetor icon I on the toolbar, or navigate to Goto =

Sector.

Gote Link Edit View Tools Help

14 start BEDR  Ev XO|R
S erkn

D00 sector...  Ctrl+G
Partition Table

MTFS Frwsical dive # B0
w0200 52 Sechorz in wolume: *D00DDOAFFRFF 2097151

Boot Record uilg ] T2 MFT cluster: ®00015555 ar=n
Root directory «F8 248 14 MFT minar clustes: <0001FFFF 13107
Mt <0000 1} Clugtessdile recond:.  xD000D0FE 2ME

«003F &3 Clustenzfindex block:  «00000001 1
Mt no... wl0EF 255 Yolumne semal nember wadFAB4EF 2TEFR00473
Cluster... ;00000000000 F048
RI0000000  [inevalid Boot 5 ector
MTFS Signafue 0O0TH Frusical derve 3 L]
Biles per sechor wd 700 18176 5 selais in vellime 000000000000
Sectors par clugter: w0 1] 1A MFT clugter: #00000000
Madia deschptar: w10 n 128 MFT misrar clustes: »00000000
Sechars per FAT: ELIIEK] L] Clustes e recond: 00000000
Seclars pilrack «0 030 3 Clugtens/ndex Bloek:  «00000000
Heads «DAN0 2T Wolume senal rumber; 200000000
Hiddan sectors: s 100129000000 &035979776

Sechon 0 ifset] «<00000000::000 (0] Selechon=x00000000 x000-:00000000:000 -
diive: Lo\ ADiskPantitionR awlmage. dd: (Image fie). 2057151 [«0MFFFFF) secteers Sectors 0-2.037,150]

Pt s
Vidume: Chesterlk 0, Clustar sizec 3 sectos, Type: NTFS

Gotoa certain sector

FIGURE 1.& DiskE}:plnfer for WTFS Secror npl:inn

10. In the Gotosector... wizard, enter the hex value in theSector or Byte
section to jump to a new positon, and then click OK.

Sector Offzet Offzet
DDEIEIEIEIEIH IDEID : Q000000400

2 IIZI 1024

Vahd values are:

Sector;  x00000000 - x001FFFFE
(0 - 2,097,150

Bute: x0000000000 - »005FFFFDEF
(0-1.073.741.311)

X Concel

FIGURE 1.7 Disl-.E}:plnfe: for NTFS Gorosector wizard
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E TASK 4

Viewing the Hex
Values of
Selected Sector

Module 04 - Data Acquisition and Duplication

11. It will display the entered sector intormation; the screen will look as
shown below:

12.

File Goto Link Eddt View Tools Help

B2 | Sy XO|R

44 E > Bl

Sechor
0000002 [rvalid Boot Sector

Boct sector [MTFS)

MTFS Signatune:
Byles per sechor
Sechars per clusten
Media desciplorn
Sechors par FAT:
Sechors per lrack:
Heads

Hiddsn zectors:
Inrvalid Boot Sechor
MNTFS Signatuec
Bptes per sechor:
Sechars per cluste:
Media dezenplarn
Sechors par FAT:
Sechors per track:
Heads

Hiddsn zeciors:

A fi Phwzical dive i1 il ]

wBEDZ 26114 S nctors in wolumes ®D2336R0BFI1ES 2311181972239
«BE 187 Tat HFT clusten: #00000080 128

00 | 16 MFT mitar elustes; xBE0BCAER 1711852264
«0000 1] Clusters ik recond: s0F1EQBDA 11540526
uBABE 474 Chuztessdndes block:  #3E3EBBGE 1044286310
wlIrem 0 Walume senal rumber  «0SDBESNZ 98297 es
wSELICAc 30000 11215348957184

SIFFQME Prwzical ditve I w03 3

WlEST 1623 S wztors in wolumes wFEBZERD13BEG 2733620525040
«E8 232 TAMFT clustes wDASEEECA JBEESEIANE

«BF b 7] 158 MFT mitnar clustes; «x001EBE0F 9927
“5EEE 24"Ch Clusteszdfile recond:  #1EBFOFES 381095782

FLas 31 L 20ES Clusters/mdex block:  «FPGRIO0E 5065035
HHEER 2415) Walume senal ruimber «FE03EEED J1E0972514

w 3B 30000 1121510710315

Selectorma 00000002 s 000400000002 5000 -

dinve: Ci% L \DiskPatibionH awlmage. dd: [Image el 2057 151 (2001 FFFFF) sechoes

o 2 4

MTFXS:

Vidume:  Chesterl 0. Cluster sizec 3 sactons, Type: NTFS Region: Clustes w00000000 [0]

Memony i use: 6075 |View:

RSO (Unlicensed Evaluation Cop

FIGURE 1.8: DiskExplorer for N'TFS window

Now click View = as Hex, or alternatvely you can press F3 to view the

hex values of the selected sector.

44 E > Bl

VTl o Hex T 5
Boot sector (MTF | a5 Text F4 |

Sechor
D0000002  |reealid Boot EBE.‘:E3 as Index allacation F§ |

MTFS Signatue; "H as File entry F& | Fhyzical dive wid 63
Biyftes per sector B 52 File entry details E7 | =swhrsinvoume:  #DE3E3ERIBFIES 2311181372230

Sechars par clust
Media desenplor

[ 158 MFT clusten R O00000ED 128

&) as Partition Table P9 | st MFT minor cluster; «GE0BCAES 1711852264

Sectars par FAT| | B 25 Boot Record (NTFS)  F10 | Clugtersfilerecard:  #O71EOBDA 115409626

Sechors per lrack:
Heads

Hiddsn zectors:
Inrvalid Boot Sechor
MNTFS Signatuec
Bytes per sechor:
Sechors per clusien
Media dezeiplan
Sechors par FAT:
Sechars per frack:
Heads

Hiddsn secioes:

sBAGE 478 Clusters/ndex block:  »3E3EBBER 10442860
wlIr 0 Walume senal rumber 0SDBEANZ SaIvESd
wAEFICEC 30000 11215343957184

SIFFRRT Prwsical dibve 1 %03 3

w0EST? 1623 5 wcbars in wolume: #FESZERBD13BES 27383E20525040
«E8 £12 1ot MFT clustes: wDAEHEECA JREEGEIA0E

«BF b ] 18 MFT mitnar clustes; «0016BE0F 99207
“5EEE 24755 Cluzteszffile recond:  #1EBFOFES 381095782
#R9ER L JHES Clusters/mdex block:  «FPGRIO0E A150E5/03S
wHFER 2415) Wolume senal rumber  «FEOZEEED J1E097514

w3 B 300D 11215105710318

S b (0 Rzt ] =00 QDO VOO VDN (2 0] Selector=a00000002 x000-00000002-:000 -

Jinee: TN Dk PartitionA awlmage. dd: [Image i) 2057 151 (<00 FFFFF] sechos

= ot e E:'.l

MTFXS:

Widume: Chesterlk 0, Cluster sizec 3 sectos, Type: NTFS Region: Clustes <00000000 (3]

Display sector as hexadeamal values

FIGURE 1.9: DiskExplorer for NTFS hex opuon
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Module 04 - Data Acquisition and Duplication

13. The figure below shows the Hex view of the selected sector:

File Goto Link Edt Wiew Tools Help
4«4 £ » wl Bk  Ev XO|[a

Oifsat  Hex values
=000 EEE-ED]DFEEEBDDEEMHEI]EEEBEEEM

#£n0 00 00 65 BS 00 00 00 00 66 BA 00 00 00 00 EA C4
OF 85 44 0D ES F1 0B 66 33 D266 B3

«020

o) 65 08 CO
<130  £0 00 00 DD B6 A1 3E 02 EE CA 08 65 08 CD OF £4
=040 Da D& 1E OF 66 BB 3E 3E 02 ER DB 0S 66 &1 2E 02
=50 B5 BB B0 00 0D 0D 66 BS 00 00 00 00 &6 B4 00 0]
<150 00 DD E3 &0 0D 65 OB CO OF 34 BO OB 57 66 OF E7
an Navigating with links is #£070 53 OCES B1 E3 FF 00 00 00 OF 85 AG 08 65 £8 D8
) o a0 B2 00 20 OF BE 2B FF 66 A1 3E 02 EB OO0 O &2 00
the most efficient way of «090 20 07 65 2B FF 66 A1 3E 02 EE AC 04 24 16 0E OO
moving theough the drive, 140 B9 ES 03 BE CD 8D 36 0B 00 2B CD 68 00 20 50 CB
1 0B 5 1E B& B0 GG 9B DA GE OF BE OE 00 00 &6 FF ET
Depending on the current ACD B A3 11 00 66 BB C3 66 F7 E1 A3 16 00 &8 DF &3
context, links provide a list «ID0  E3 OF EC CO 66 C1 EF 04 03 C7 50 07 E8 33 FC 66
of areas where vou can #JED  B1 90 1F 07 C3 67 03 40 14 67 66 33 33 FF OF B4
—— ' AF0 4C 00 EF BE 39 18 OF A5 33 00 &6 08 C9 OF &5 0
punp : w100 0D E7 B0 78 09 0D OF 85 23 00 C3 67 34 43 (3 OF . 4
“110 S5 1ADDEESEFOGT O3 TOMAEESTORESS11E 1. . i1 dg.
=120 07 B5 BB FA F2 A7 GE B9 OF 85 01 00 C3 &7 &5 &3 CENaa%E Y.
=130 72 04 00 OF B4 OF 0D BF BE 03 40 04 EB AR &5 28 £, ..01..a90l, & &l +
¥140 COCIESEBEFZESGCOGRTRE O3 O0GT FP 400C AAF1 a2l . gf . . g+@&
x50 O(2O0OOFB53400GTGEADGOI0GY 32 44 400F . . . 1 4. gf P.g:d @&
=160 BS 18 00 67 G6 BD T2 42 ER 49 06 66 51 1E O7 &5 . .gf rBel.F@..I
S ho 0 Rzt ] =00 QDO OO0 00NN (2 0] Selector=a00000002 000400000002 :000 -
deree: C: WDk PartitionA awlmage. dd: [Image fils). 2.057 151 [«000FFFFF] sechoes Sechors (-2.057 15
ol
Viodume: Chesterl 0, Chuster sizec 3 sectos, Type: NTFS Fegion: Clustes w00000000 [0]
hemony muse: 607216
FIGURE 1.1k Dislr.E:-:plnr:En: for NTFES Hex View of image drive
14. On the menu bar, click Edit = Select All.
o4 B 2 Editcu
Oifsst | ¥ Write change _ Az vahues
X Discard changes A1 3E 02 66 BR
i Reload B 00 00 00 00
Fi OB 65 33 D2
i Copy Cé 03 65 0B CO
c.:.p:rl to file... EE DEU‘E I':"
[R Paste .+, D000 00 65 BA
ianng . 34 BD 0B &7 EG
I~ You can also load an aste from fi OF 95 45 0B &6
X Fill, 3E 02 E6 00 O

image file or a2 remote
‘ag _ ES AC 04
drive by pressing the Select... 2B OO B2

coeresponding  burtons  ar MEE 0E 00
be o E1 A3 16

the botom of the windows. e

1F OF C3 67 03 40 14 67 66 33
EF BE 33 16 OF 85 33 00 &6 06
03 00 OF 85 23 00 C3 67
8B FO 67 03 70 0A EB 37
F3 A7 6B 53 OF 85 01 00
OF B4 OF 00 67 BB 03 40 04
BE F3 E2 6C 06 &7 66 03 00
B3 34 00 BF 66 80 50 10 &7
BF GG B0 72 42 EB 49 06 BB

S ho D Pzt ] = 00O DO VOO0 5 OVCNDN [2 0] Selecton=a00000002 00000000002 :000 -

i I'r:.r!:_; E"l. .__.EPEFF_I_:_"ullEmHuHm:n:.dd: (Image file). 2.057,151 (00 FFFFF] sechoes Sectors 0-2.097,15

S T |
. MTFS:

Modume: Chesterl 0, Cluster sizec 3 sactons, Type: NTFS Region: Clustes w00000000 [0]

-t
=]

TG
o
Fé

O DUORR DU EEERERTREARBUE

£
Ed
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Ly
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21 50
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43 109
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AR EE
F7 40
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o?
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o
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e
LY
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e )
(253
B4
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(13
1E
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5

FREFTIFIESTD
=2 UER-TIEES

LE]
oo
i3]
0o
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o=
(1]

=
—
mi

Gelect the whole drive

FIGURE 1.11: DuskExplorer for NTFS window, Select All opuon
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Module 04 - Data Acquisition and Duplication

15. The entire drive in Hex should be highlighted, as shown in the figure:

File Goto Link Eddt View Tools Help
4 4 £ & pl H2

Eechor Offs=t Hex values

1] 2 00 BB A1 3E 02
10 [ : 0 00 00 00 GE BA D
20 1 44 00 E9 1
=030 £ 1 1 3E 02 EB
40 1€ 03
150 S B3 00
=160 [ 20 00 BB cooF 3
=70 . : a0 g
«a0 3 (0 | GG A
S — - - =040 1 3E 02
L7 All available physical S S i
deives (HIDs and their IR0

partitions, floppy drives) 353
arnd l[}ElEEI.l drivesare listed WED

on the lefrt side of the «F0

window, 100
=110
=120
=130
=140
=150
=160

S bo (0 Rzt ] =00 QDO ONCAD: 00NN (2 0]
'! e C:% . ADizkPartitionA avll mage. dd: [Image ) 20597 151 (000 FFFFF] sechoes

ot € B

MTFS:
olume: Clesterl: 0, Chuzbar sizec 3 gactos, Type: MTFS Region: Clustes w00000000 [Etj
emory in use: 607464 \View: M R/O Unlicensed Evaluation Cog

FIGURE 1.12: DuskExplorer for NTES window
[

B task s 16. Navigate to Edit and click Copy to file to copy the evidence files for

Copying the Files further processing.

File Goto Link | Edit View Tools Help
| 4 4 £ 1
Sector Oifset !

]
=020
=030
=040 Copy to file..
50 L
=&
=70
=80
4090
=il Select the desired deive w140 Select...

Sy hmnane Lo B0
or file. Drive or file 0D

mformation—containing 00
e.g., the peometry and the =IED

- ; . AF0
no. of LBA (Logical Block 400

Addressing)  sectors—will x110
be displayed in the right w120
win doss I =130
WL OO, +140

=150
160

S bo D Pzt ] =00 QDO OO0 w0000 (2 0] Selection==00000000::00-=001FFFFE-R1FF =
Dinee: C:%.. ADiskPartitionR avwlmage.dd: (Image fis], 2097 151 [+001FFFFF] sechors Sechors D-E.Uﬂ?.'lﬁﬂl

olume: Clesterl: 0, Chuzbar sizec 3 gactos, Type: MTFS Region: Clustes w00000000 [ﬂj
I opy selected bytes to afile

FIGURE 1.13: DiskExplorer for NTFS Copy to file opuon
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If_'?'linum:ing a volume is
the process of making the
DiskExplorer  know  a
certain file SVSIEM
structure. This is required
bwy SOME naviganon
fearures, such as jumping
to a cluster or jumping to a
directory, and by the
advanced recovery features,
such as recover file and
view file.

Module 04 - Data Acquisition and Duplication

17. In the Copy pop-up window, select where you want to save the file,
specify the name for an image, and store 1t. At the top of the prompr, it

will display the size of the image about to be created.Click Save.

& B cf B~
Date modified
MNo items match your search,

Savein: | pg Desktop

s,

Mame

£

File name: IF-:DEI'u'I.img

Save as type: Ilmage data files ("img)

FIGURE 1.14: Disl-;E}:plnrer for WNTFES zave npdnn

18. In the Confirm pop-up window, click Yes to split an 1mage file into
several files, as the destination drive might not accept very large files.

FIGURE 1.15 DiskExplorer for NTFS Confirm

19. This process will start copying the image files.

- CA.\DiskPartitionRawlmage.dd:

SECTOR:OFFSET
0:0

$

FILE:

o
E C: AU eershadmirestratorD esklop B DEM.img

Processed: 1.060,376.128 [of 1.073.741.312) bytes
Time remaining: 00: 0000

39%

10000010101100110113000101

@ Stop |

FIGURE 1.16: DiskE}:plnrer for NTFS li__npjring window
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Module 04 - Data Acquisition and Duplication

Lab Analysis

Analyze and document the results related to the lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

RELATED TO THIS LAB.

Internet Connection Required

(1 Yes MNo
Platform Supported
M Classroom MiLabs
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ICON KEY

Y/ Valuable

information

& Test your
knowledge

E Web exercise

Q Workbook review

Module 04 - Data Acquisition and Duplication

Viewing Content of Forensic Image
Using Access Data FTK Imager
Tool

FTK® Imager is a data preview and imaging tool that lets you quickly assess
electronic evidence to determine if  further analysis with a forensic tool such as

AeeessData® Forensic Toolkit® (FTK) is warranted

Lab Scenario

As part of investgation in an informaton theft case, the senior investigator Alex
has come to a conclusion of scanning all the systems using the AccessDara F'TK
Imager tool to know if the deleted files on the systems contain any desired
information. The tool has not only saved the investgaror’s tme burt also saved
the hectic process of recovering every deleted file from the system.

To be an expert forensic investigator, you must understand how to analyze file
systems and collect the data from those file systems.

Lab Objectives

All the system related data remains saved in the system hard disk. When an
incident occurs, there 1s a probability that the system 1s shutdown and switching
it on would make changes in the evidence present on it. Even if the system 1s
on, the investigators should not use forensics techniques on it directly, as 1t may
ramper the evidence and render it useless during the trial. Therefore, an
investgator should always create a duplicate ot the storage and this lab will help
vou to create an image of the file you need to investgate,

The objecuve of this lab is to help students learn how to use AccessData FTK
Imager for creating forensics images.
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Module 04 - Data Acquisition and Duplication

Lab Environment

7 Tools
demonstrated in
this lab are

available in

C:\CHFI-

Tools\CHFIv9

Module 04 Data
Acquisition and
Duplication =

To carry out the lab, you need:

AccessData FTK Imager, located at C:\CHFI-Tools\CHFIv9 Module 04
Data Acquisition and Duplication\Data Acquisition Tools\AccessData

FTK Imager.

You can also download the latest version of AccessData FTK Imager
from the link http://accessdata.com/product-download/digital-
forensics/ftk-imager-version-3.4.2.

Kindly note that, it you decide to download the latest versiomn,
screenshots shown in the lab might differ.

A computer running Windows Server 2012

Administranve privileges to run tools.

Lab Duration

Time: 15 Minutes

Overview of AccessData FTK Imager

AccessDara FTK Imager 18 a dara preview and imaging tool that lets you quickly
assess electronic evidence to determune it further analysis with a forensic tool 18
necessary or not. It can also create perfect copies (forensic images) of computer data

without making changes to the original evidence.

Lab Tasks

= TASK 1

Selecting the 2

Forensics Image

1.

Kﬂvigﬂte t0 C:ACHFI-Tools\CHFIv9 Module 04 Data Acquisition and
Duplication\Data Acquisition Tools\Accessdata FTK Imager.

Double-click AccessData FTK_Imager_3.4.2.exe to launch the setup,
and follow the wizard-driven installation instructions.

The system will launch AccessData FTK Imager automatically atter
installation. The AccessData FTK Imager main window appears.

= | |File List
[ F 11 Dab Modilsed

HGURE 2.1 AccessDara FTR Imager
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Module 04 - Data Acquisition and Duplication

4. Click File = Evidence Item to add evidence, or click theAdd

Evidence Item button on the toolbar.

Add Evidence Tem...
Add All Attached Devices
Image Mounting...

Remove Evidence Item

Remove All Evidence Items

Create Disk Image...

Export Disk Image...
o

7 Peeview filer  and Export Logical Imaae (AD1)...
folders on local hard drives, Add to Custom Content Image (AD1)
nerwork  drives,  floppy : i = (AD1)
diskerres, zip disks, CDs, Create Custom Content Image (AD1)...
and DV Dk, Decrypt AD1 image...

Verify Drive/Image...

Capture Memory...

Qbtain Protected Files...

Detect EFS Encryption

Export Fes...

Export RHe Hash List...

Export Directory Listing...

FIGURE 2.2: AccessData FTK Imager file menu

5. Select the Image File option from the Select Source wizard and then click
Next.
— Please Select the Source Bvidence Type

" Physical Drive

" Logical Drive

" Image File
Ed Preview the contents (" Cordents of & Folder
of forensic images stored _ i :
I R fogical filedevel analysis only; excludes deleted, unallocated, etc )
a network.drive

FIGURE 2.3 AccessDara FTK Imager selecting source
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P

L/ Mount an image for
a read-only wview that
leverages Windows
Explorer to see the content
of the image exactly as the
user saw it on the original
drive.

[

{7 See and recover files
that have been deleted
from the Recycle Bin, but
have 0t Vet been
owverwritten the drive.

Module 04 - Data Acquisition and Duplication

6. Click the Browse button to specity the image file path (C:\CHFI-
Tools\Evidence Files\Disk Partition Raw
Image\DiskPartitionRawlmage.dd) and then click Finish.

~ Evidence Source Selection

Please enter the source path:

IC;"ﬁEHFI-TnnIs"xE‘n.ridenne Fles'\Disk Parition Raw Image"-.Dl
I Browse... I

FIGURE Z.4: AccessDara FTK Imager piving path of image file

7. The evidence appears in a tree, as shown in the following screenshor:

B EEdend
E- SRECYCLEEIM
b SEacune
¥ MSEETadT tmp
Bl i RAR Flea

CO000000 EE 52 30 »0 00 | &R -HTES
0000010 00 30 an

0000020 00 00 OO

0000030 | 55 55 01

00000040 F& 00 00 ey

BA000A5E 08 40 o0 oo 3R B 1R -
00000060 1F LE &H BEEr o3 oK
GO0on0T0 | 54 46 53 i TEEy - Aw0] £ - -
COO0000BD 55 AR TS EC|o®u ek p db- -1
CO0000S0 18 &2 ik 00 Be - Heoneoofeote
C00000a0 | 97 B3 C4 15 1 1. -R-H!l:_-- l.:'jf
coganono OF g0 G1 o - PIE- {| LE S
C00000e0 | 66 FF 06 fg—._.. . .:,&51... &
cogoNodo 40 00 2R 7 B -=fwi, -ui-fedo-
o0000e0 | 56 81 FB 7 £-QTCPRqaE - -%--
CO0000#0 | §2 0T EHE Bk R ESESE
GO0o0L00 | 55 16 16 O---h, -fa--1-83-
CO0O0L10 90 S0 EE GO R L P
0000120 66 €3 00 0 FRe o fF-THe B
CO000L30 | B4 R 1 -

0000140 6& 50 g6

COOOOL50 OF 00 EE C

h.rs-urpn-:-u:hq:e:-l:l

FIGURE 25: AccessDara FTK Imager piving Evidence Tree
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E TAsk 2

Viewing the
Content of a
Forensics Image

m—
{ ¢ Creare hashes of files
using either of the rwo hash
functions available in FTK
Imager: Message Digest 3
(MID5) and Secure Hash
Algorithm (SHA-1).

f—
v/ (renerare hash

reports for regular files and
disk images (including files
inside disk images) that vou
can later use as a
benchmark w prove the
integrity  of vour case
evidence.

Module 04 - Data Acquisition and Duplication

8. Select any file or folder from the Evidence Tree to view the file list in the
Right pane under File List.

Fle View [Mode Help
SES a8 I E
idence Tree el File List
= ﬂ izt Padition Aawnags.dd Mame i Type Date Modrdfied
[-f¢ Deve [NTFS] L |5120 MTFS Indes All.,  9/28/2011 9:32:53 AM

1D [omhan] ilove you _ kit song “f.. Regular File 5/23/2011 10:55:25 AM

EI:IE:“;E . || Janet Devlin's auditian... RegulsrFile  §/23/2011 104043 AM

L) $Exend [_| Jirni Hendri: Classic V... Regular File Q2320170 10:55:22 AM

[#1C3) SRECYCLE BIM =
F-fry MISISTad T imp

1) RAR Files

1.3 Set of Images updated
i . m

Eha.'kirn-_-ﬂ.ul: El Sl m... ﬂ::gulur File G/ 232011 1120800 Ak

{2 Video Fies| 30 00 a0 oo a0 o0-00 1o ad o0 a1l o0 od

) [unalocated space] 10 00 00 00 00 DD-22 0O 00 0D 01 00 04
00 00 00 00 00 0O-18 00 00 OO 03 OO 00
a0 00 00 00 49 Do-

ustam Content Sources

<]
Qustom Conte...| |Cusor pos =1

WS oot VIKdED Heas

HGURE 2.6 AccessDara FTK Imager File List

9. To view the Hex value of that particular file, select the tile from the File List

and click theHex amnnn the toolbar.,

10. Hex values of the selected file will be displayed in the bottom-right pane.

idence Tree Gl File List
) () DiskParttonRawimage od Name Size | Type | Date Medified

=-T8 Deive [NTFS] | $130 4 NTFS Index Allocati,, 92820171 %32:53 &M
_ i lowe you _ hit seng "f. 11,553 Regular File G230 10:5%25 AM
Janet Devlin's suditian... 63376  Reqular File G230 2017 104043 AR
L mlimi Hendmx Classic V... 158,699 R:glulur File DU23rA01T 1065522 Ak
E-5) SRECYCLE BIN __| Shakira-_-5ale El 50l r.. 27209 Regular File 2320 110500 Al

| [F SSecun:

i-{EEy M519T24T imp

H1 RAR Filas

[+ St of Images updated _

-4 Sange < | 1l
i "L Video Fles 000000 ag 74 78 70-60
-1 [unalocsted space] S0000LO 6F 70 34 32-00
0000020 ag TE §4-00
0000030 o= 00 02 58-00

"l SR P s e el e R R e e el e i Pl Pl P PR P e e P B S EE.DDI:.*D |:|ﬂ |:||:| JE- |:||:|

ustom Content Sources BOO00ss a9 i G0=00
SB000E0 ad a 30-00
0000070 ag @i 40-00
00000ED ag an 00-00
0000080 64 an 00-10
pooo0a0 |EF 00 02 T4 §1-£B
0000OBO aa 7C 25 BO-ED
poo00e0 ad ag 8e-EE
poo0oda ad ag 000
00000=0 ag an 00-00
0000120 ag g0 07 SA-ED
il elnln) Beda] b4 ag (0=00
toooidn ag 9d ag J0-00
€| i
Fropertes Costom Content Sources Curser pos = 0; cus = 131122; log sec = 1045976

HGURE 27 AccessDara FTR Imager Hex view
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Module 04 - Data Acquisition and Duplication

11. Click the Properties tab in the lower-left pane to view the properties such
as tile class, size, date, start cluster, etc. of the selected file.

| Date Modified
MTES Index Allocati,, 9282007 ®32:53 AM
_ i lowe you _ hit seng "F.- Reqgular File a3 T 10:5%25 AM
| anet Deviin's auditian... Regular File Gy 232017 10:30:43 AM
| Firmi Hendriz Classic V.., Regular File 23BN 10:55:22 AM

H-C $Bdend

F3-C) SRECYELE BN _| Shakira-_-5ale El Sol m.. 209 Regular File 92372011 11:09:00 AM
- M5137247 imp
1) RAR Files

(1123 Set of Images updated
-4y Sangs < n

0o00000 18 66 T4 79 70-6D
gooooLD ED &0 TO 34 32-00
goooo20 & &D TE &8 &d-00
ooooDs0 OE ES 00D 00 902 5B-00
Marme Adminstratons ooooo40 oo 00 00 Q4 a0-00
Arcazs Mazk ooooosa oo 00 00 00 00-D0

pooooan oD oo 00 Qd go=Dpo
Execute Fle 0000070 o0 00 00 00 00-00
Read Data ialalal o0 0o oo 99 40-0o
Wirte Dats TruE 0000080 T3 00 00 00 a0-10

goooDaD | = BE CO T4 T2 El-EEB
Append Data LOD00ED 00 DF 7C 25 BO-ED
i elululuteta] oo 00 00 04 26-EE
poooDdn oD 00 Q0 O3 On=D0
gpooooeD oD 0D 00 Qd gb=00

¢ | []
Curser pes = 0; dus = 1311232; log sec = 1045976

‘roperties

FIGURE 28: AccesslDara FTR Imager Pmp&:ﬂﬁ wind o

12, Click the Hex Value Interpreter tab in the lower-left pane to view the
properties such as signed integer, DOS date, etc. of the selected file.

= 5 i -
Lol . s B LESLwh L e o S I L Ak S i LT S =

oty e S . . & & S g . L o = i ] L e, A NI o L g

Eie Irew mm:le Help
adsacag GlBasmBs O0=l8e ¢ .

idence Tree * | File List e
=1 DiskPartkionRawimage.dd Mame Size | Type | Date Modified
=8 Drive [NTFS) BEED 4 NTFS Index All..  9/28/2011 G:32:...
F'g Eﬂan} __liblove you _ hit seng “f... 11,353 Regular File 5/23/2011 1G:5..,
- Tt SBadCue __| Janet Devlin's audition... £3,376 Regular File 952372001 104...
F\:\-I &3 sBdend || Jirmi Hendrix Classic V... 188,699 Regular File 02372001 105,
-7 SRECYCLEBIN | Shokira-_-Sale E Sol m.. 87,209 Regulsr File 9/23/2011 11:0..,
- MSI97247 tmp
B3 RAR Files
H-47) Set of Images updated
'i:l Gengs
P LT Video Fles
2 nalocated space]

Val Int t 33 30 00 J0 0O g0 0J-00 10 OO a0 01 QD OO0 Dﬂiﬂ
gIlE INRETDIEter 10 00 00 00 28 00 OO DO-28 O OO0 A0 01 A0 00 00| ----{---
Type Size | Vaue 60 00 00 00 00 00 G0 00-18 00 00 40 03 00

smadntgger 1-B 03 90 09 Q0 00 a0 I:IEI—|
unzigred integer 1-B
FILETIME UTC] &
FILETIME [locall 2
DO% dabe 2
DOS b 2
4
4

bire_t (UTC)
birrez_t [local]

{| m >

Byteorder: O Litlkeendan ¢ Big endian

Proportieg Hex Walue Interpreter

FIGURE 29: AccesslData FTK Imager Hex Value Interpreter window
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Lab Analysis

Analyze and document the results related to the lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[ Yes MNo
Platform Supported
M Classroom MiLabs
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