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Module 03 - Understanding Hard Disks and File Systems

Understanding Hard Disks and File
Systems

A hard disk drive is a non-volatile, random access digital data storage device
used in most computer Systems. A file system 15 a set of data types that is
enmployed for storage, hierarchical categorization, management, navigation, access,
and recovery of data.

Lab Scenario

Sam, a security professional at a company discovered that one of the company’s
employees was gathering crucial, confidennal informanon about the company and
saving it on his/her computer so that he/she could use it later for an illicit purpose.
Sam immediately started checking each of his employee’s computers in order to
identity the dishonest employee. In order to escape from being caught, the culprit
employee permanently deleted the gathered information.

Sam called a forensics investigator to launch an investugaton. Sam explained the
situation to the investugator. After listening to the story, the mnvestgator decided to
analyze the file systems and recover the deleted files to catch the dishonest
employee.

Lab Objectives

The objecuve of this lab 1s to help the students understand how to:
= Recover tiles deleted trom a hard disk.

"  Analyze the file systems.

Lab Environment

This lab rEqujres:
= A computer ruﬂﬂing Windows Server 2012
= A web browser with an Internet connection.

" Administratve privﬂeges tO run tools.

Lab Duration

Time: 55 Minutes
Overview of Understanding Hard Disks and File
Systems

While investigating a computer-based crime, it 1s most important to understand hard
disks and file systems, as these are the major sources of data storage. People usually
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Overview

Module 03 - Understanding Hard Disks and File Systems

delete their tracks after committing a crime using a computer in order to avoid being
traced. Therefore, recovering the deleted files of hard disks and analyzing file
systems 1s important when investigating a computer-based crime,

Lab Tasks

Recommended labs to assist you in understanding hard disks and file systems:
* Recovering Deleted Files trom Hard Disks Using WinHex.
"  Analyzing I'lle system Types Using The Sleuth Kit (TSK).

" Analyzing Raw image using Autopsy.

Lab Analysis

Analyze and document the results related to the lab exercise. Give your expert
opinion on the crime,

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.
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Recovenng Deleted Files from Hard
Disks Using WinHex

WinHex inspects and edits all kinds of files and recover deleted files or lost data
[from hard drives with corrupt file systenis.

Lab Scenario

The torensic investigators started scanning the computers for deleted data to catch
the perpetrator, who has been collecting the company’s private data for harmtul
purposes. To avoid identification, the perpetrator had deleted the data from the
system. However, the mnvestigators were able to trace the system used by the
perpetrator by analyzing the file systems and recovering deleted data using the
WinHex tool.

As a computer forensic investigator you should know how to recover files that have
been permanently deleted and also the tools that can be used for recovering them.

Lab Objectives

The objective of this lab 15 to help you understand how to recover files that have
been permanently deleted using the WinHex tool.

Lab Environment

This lab requires:

= WinHex, which 1s located at CACHFI-Tools\CHFIV9 Module 03

Understanding Hard Disks and File Systems'\File System Analysis
Tools\WinHex.

= A computer rurming Windows Server 2012,

" You can also download the latest version of WinHex from https:/iwww.x-
ways.net/winhex/.

*  Kindly note that if you decide to download the latest version, then the
screenshots shown in the lab might be shightly different.

" Administranve privﬂegea to mnstall and run tools.
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= A web browser with an Internet connection.

Lab Duration

Time: 15 Minutes

Overview of WinHeXx

WinHex inspects and edits all kinds of files, recovers deleted files or lost data from
hard drives with corrupt file systems, or from digital camera cards. It is a universal
hexadecimal editor, particularly helpful in the realm of computer forensics, data
recovery, low-level data processing, and IT security.

Lab Tasks

1. Navigate to C:)\CHFI-Tools\Evidence Files\Raw - DD Image for the
evidence files.

2, Nm.-igate to C:\CHFI-Tools\CHFIv9 Module 03 Understanding Hard Disks
and File Systems|\File System Analysis Tools\WinHex.

3. Double-click setup.exe to launch the setup and follow the wizard-
driven installanon instructions.

4. Once you complete the installaion WinHex applicaton launches
automatically.

o

le Edit Zearch Mavigation View Tock Specislist Options Window Help
Case Data hNIEHI>T S

e Edit

FIGURE 1.1: WinH EXSLArTp i onss

'

Navigate to File 9 Open t add the evidence file.

ile | Edit Search Mavigation View Tools Specilist Options Window Help

Save
Save Ag...

Create Disk Image...
Foestone Image..

Backup Marager...

Ewvecuse

Enrd...
Froperiiss..,
Cpen Directery..
Ulpen Files...

Save Moddied Files...

HGURE 1.2- WinHex File menu
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Module 03 - Understanding Hard Disks and File Systems

6. In the Open Files pop-up window, navigate to C:\CHFI-Tools\Evidence
Files\Raw - DD Image, select All Files from the Files of type drop-down
list, and then select TestRawlmage.dd. Next Click Open.

= Selected: 1 |, Raw - DD Image O 2 e Er Default Edit Mode Device... |
Rcc;:r;ﬁaces Name 7 Date modified Type Size
; || TestRawlmage.dd 9/23/2011 617 AM DD File 991,748 KB
lepnrt all clipboard -
formarts, including ASCII Desktop
hex values.

T
=l
Libraries

QEEEEES (wipes)
confidental files
securely.Cleanses the hard
drive to protect your

privacy.
TestRawlmage.dd
Al Files
HGURE 1.3WinHex Open Fles window
7. WinHex evaluaton pop-up subsequently appears, click OK.
e X With this evaluation version you cannot save files
FAIHIES Charactes setw that are larger than 200 KB. However, you can
* ANSI ASCII create backups of such files at any time for future
o IBM ASCII use with the full version,
o EBCDIC
o Mnicode! |_] Do not display this kind of message again
OK
HGURE 1.4:WinHex evaluation pop-up
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Module 03 - Understanding Hard Disks and File Systems

8. WinHex will process the image file and display the following window with a
Data Interpreter pop-up at the lower right corner of the window.

s File Edit Search Mavigation WView Tools Specislist Options ‘Window Help 18.8 SR-4. !EE
Case Data N3 Sl ; ] g i o B D & | 8
Edit TestRawimage.dd ]
Offast o 1 2 ] [ TR
0oO000000 | EB 3C 90 Bc MSDOSS.0 e e
0O000010 | 02 00 02 ®d 7 i @ CACHFH Tosls\Bvidence File\R
0O009020 | 07 44 1E I € )]°%0H0 HA
oO00QOS0 | 4D 45 20 ME FAT16 3E | Filesize 8
ooo09040 | BE DL BC Hnaag B0, ERiss 1,015, 549,440 brytes
DO00QOSD | 58 4E 24 - ENE)S« A™ag » FE:
ooOO00ED | 66 AL IC i I&f: edwin € i Wy
LOOOQETR | DF 88 56 ] 7| v gh a#3EsF = Defaudt Edit Moede
DODOQDED | 66 16 03 ) I F V F fuv|  gue
ulnlulalafalcln] &0 2% 48 E "BRARVR, BT T
Eg".,‘{'inHE}: CONVELES DODOQDAD | C3 48 ET Aged T Npag b | ndolevk
.II'}E . b.l. ~ h J';ECII DOOQdIED oo 73 =9 IF rHL8=0 " H;lb! e
rween binary, nex Asl.ll, DOO0OO0CO | 61 74 32 ac2Hc fC ;dresd Crastsan B
Intel Hex, and Motorola 5. DO00QODD | FB 7D B4 ] QE @i} "}eSaRT Ho

DOOOJOED | BB 47 OO ] FC T w1 BT fies ope

DOOOAOED | EL ©D 16 if § U R® » & | ARWARelme
Cooad1o0n =28 o0 TE KB r Ta& [ﬁ'.-'EH: | ¢ CFa

Dooad1io | 3L 7D CF = CFS) pIORNSEHQE | Attribubes:
pooddlzn | 06 86 D -iEa JEf Fa bcans
pROOaLED | &6 O3 24 £ F Zcnfha &~ qF

BOBOA140 | 4R 4R BA 235F 28:8 P vpe Mode
BOOOO1SE | 4K 52 SO - JEE 84 § ‘F -3 Charscterset
QONOOLED | DE FT F6 826 zaBebay Spla | Offsets
pooaglTe | co of o2 ] At t. e~ y g  Bytesperpage
OOOOO1E0 | BB F4 BA 2 cE8vst mar Bu B | | Window=:
0O000180 | SE OB 44 ~ T sfde £ & | Ho.of windows:
OOOOOLAD | BO 42 4F *BOOTMEE Re :
000001ED | 6D 6F T6 move disks or ey | “Wpboard:
DO0O01CD | 68 65 T2 her media.y Dis | TEMP folder

FIGURE 1.5 WinHex analvzing target DD image

Erask 3 9. Navigate to Tools <> Disk Tools <> File Recovery by Type...

Hecmring File Edit Search Mavigation View | Tools | Specisist Options Window Help

= Case Data e | Dpen Disk...
Deleted Files - e

Cffam File Tesals Exgrlore i arsedly

[unregistensd

DOOOIC 5 | Dpen Memory.-. File Recovery by Type.. =¥ | TestRawlmage.dd

poOoaT i I _ Cyn : s
poooag 4 | Ve A | Taks Mew Volume Snapshot Leowo = CALHF-ToolshEvsdence Filesy

0O000C Exterral Programs Initialize Fres Space... 1€ 3E | Filesie L
0oooog Invadoe X-Ways Trace Initialize Slack Space... “his | 'I.l:"liflﬂ.-“t'bﬁ

DooQag %< T FE*" |
2 : - e D05 namis TESTRA-1.00
oonann Calculatar Imitialize Directony Entres. Epens £E

oooaag Hex Lorverter., Scan For Lost Partitions... |IESF ¥ Diefauds Edit Mede
EEEEE; . l’.ﬁ.ﬂ:ll'u File Irterpret A% Pamibgn Han T;jiv State:
oDoaag Compute Hash... St Disk Parameters, bag &

000090 Hash Database... [0 Bl 0B BE A1 7D F3 A6 | ¥9EE-T ' Xjlé!
000090 Q0 35 FB 72 E6 EE DC AD AvINC £ :QeesT | crespon o

Undo levek
Undo reverses:

FIGURE 1.6: WinHex Tools menu

10. A WinHex pop-up appears, click OK

Please note that Refine Volume Snapshot | File
Header Signature Search is more powerful and
flexible. Please save your files on a different dnive in
order to avoid overwriting other deleted or lost

EdwinHex  features a files. Check recovered files carefully for
dara in:erpre:er thar knows CDHEiﬂtnC}".
A) data types.

|| Do not display this kind of message again

QK Cancel

FIGURE 1.7 WinHex pop-up windosr
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Module 03 - Understanding Hard Disks and File Systems

11. File Header Search on TestRawlmage.dd window appears. In the left
pane it will categorize the file types that you want to extract as shown 1n the
screenshot.

12. In this lab we are going to extract the Pictures folder, click on + node to
expand the pictures folder.

] Documents

1 E-mail

[_] Internet

1 Archives

L] Music/Video
__I Programs

L1 05 Artifacts

| Application Data
| Special Interest

_:£
-
-
o
-
&
-

Search in plock only

| Respect individual byte/cluster boundary flage

FIGURE 1.8: File Header Search on TestRawlmage.dd window

13. Select the file types of the target files that you want to recover in Pictures
tolder from the left pane as shown in the screenshot and then click OK.

Note: Similarly, you can also choose other file types for the investigation
process. Screenshot may difter if you have selected other file types.

SVAR} PEG (jpg;jpegijpethmmpo)
L./ ) PNG (.png)
-4 L] GIF (.gif)
il u Thumbcache fragment (.cmmmm) [b
Lo ) TIFF/MEF/CR2/DNG (iftiff:neficrd:s
i | Bitmap (bmp;dib) || Create subfolder for each file type
Lo/ [] Paint Shop Pro (.psp:pspimagepfr) Start new subfolder after Filess
Lo ] Canon Raw (.crw)
A/ | ] Adcbe Photeshep (.psdpdd:p3m:p
-,.f L] leon Lice)
-1 |] Enhanced Metafile {.emf)

D Arbwork cache [tcditc)

|_] Corel Phote-Paint (.cpt) [b]

u Corel Draw [.cdrcdt] [b]
1 (] Corel Binary Metafile (.cri) | Respect individual byte/cluster boundary flags
— u Freehand drawing (v3) (fh3)
.| [] Freehand drawing (.fh&:fh&fh7:h3)
I_'} Goegle Sketchlp (skpskib) [b]
o | u SketchUp (v8 up) (.skposkb) [b]
E D AutoCAD Drawing [dwg 123d)

L) AutaCAD Deaudnn {doanedngy |

Search in block onby

HGURE 1.9 WinHex file header search
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14. It will display a new Select Target Folder window. Navigate to the location

where you want to save the retrieved files. Create a folder, give it a name,
select the tolder, and then click OK. (Here we created a new folder called
Retrieved Files on the Desktop.)

B Desktop v Q@ F

)& Administrator A' This PC

"._-.-"'_"_“I Lh |
i i Libranes .! Metwork

, Retrieved Files

CAUsers\Administrator\Desktop

Open Cancel

—d

FIGURE 1.1k WinHex Select Tar:gEt Folder window:

15, It will display the following window. Click OK.

|| Retrieved Files e ¥ e

Marme Date modified

Mo iterms match your search.

<]

ChUsers\Administrator\Desktop\Retrieved Files

|] 0K I Cancel

FIGURE 1.11: WinHex zelect rarget foldes
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16. To start the recovery process, click OK on the File Header Search tab. It
will close the window and start recovering the deleted hard disk files based

on the chosen type.

File Recovery by Type... Sector 376,832, 4.3 GB...| x

785 files, 000789.png

FIGURE 1.12WinHex recoveryprocessing window

17. Afrer the recovery process is complete, click OK in the File Recovery by
Type pop-up window to close the processing window.

ile headers were found. 797 files were
retneved.

FIGURE 1.13: Hle Recovery by Type pop-up window

18. To see the recovered files, open the destinaton folder where you saved the
documents.

Home Share Viewr

T |0 » Retrieved Files Search Retneved Files

¥ Favorites Date modified Type

Bl Desktop 25/2016 :45 AM  JPEG image

[
B Downloads | ' 525/ 2016 3:45 AM PMG image
g

= Recent places 257206 245 AM PMNGImage
J25 2006 345 AbA PNG image
/M This PC 3 i 25/2016 345 A GIF image
WSS ANE 345 AN GIF image
€M Metwork | J 32572016 345 AN JPEG image
3254006 345 A4 IPEG image
325/2016 245 AM  JPEG image
J25/2006 3:45 AW IPEG image
f25/2016 245 AM  JPEG image
25,2016 345 40 PNG image
5/25/2016 345 AM  JPEG image
f25/2016 245 AWM JPEG image
B2/ 6 45 AbA IPEG imange

2572016 3:45 A PMG image

(25,206 3:45 AM  JPEG image
f25/2016 345 AN PNGimage

325206 3454 PNG image

W26 345 AM PG image

323400 245 AM PNG image

FIGURE 1.14: Retneved files folder
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Module 03 - Understanding Hard Disks and File Systems

Lab Analysis

Check recovered files that have been deleted from the hard disk. Investgate those
recovered files and document the results related to the lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions

1. How do you clone a disk using WinHex?

2. How do you make partition backups using WinHex?

Internet Connection Required

(] Yes MNo
Platform Supported
Classroom Mil.abs

Computer Hacking Forensic Investigator Copyright © by EB-Council
All Rights Reserved. Reproduction 1s Serictly Prohibited.
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Analyzing File System Types Using
The Sleuth Kit (TSK)

The Slenth Kit (15K) 25 a library and collection of command-line tools that

allow you to investigate volume and file system data.

Lab Scenario

Sam had called investgators to catch the criminal, who was leaking the company’s
secret informanon. The invesugators faced the challenge of scanning large number
of systems for idenufving the culprit. In order to simplify the search, the
investigators used The Sleuth Kit (TSKjto determine the volume and file system

data, which reduced their work and helped in finding the culprit in time.

In order to investgate a hard disk, as a forensic investgator you must know the
types of file systems and how to analyze them using various tools.

Lab Objectives

The objective of this lab 15 to help investigators learn and perform file system
analysis. The Sleuth Kit (TSK) 1s used to obtain:

* File system type.
" MNetadata informaton.

» (Content information.

Lab Environment

This lab requires:

* The Sleuth Kit (TSK), which 1s located at C\CHFI-Tools\CHFIv9 Module 03

Understanding Hard Disks and File Systems\File System Analysis
Tools'\The Sleuth Kit (TSK).

" You can also download the latest version of The Sleuth Kit from this link
http://www.sleuthkit.org/sleuthkit/download.php.

" If you decide to download the latest version, then the screenshots shown

this lab might ditter slightly.
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Module 03 - Understanding Hard Disks and File Systems

" A computer running Windows Server 2012
"  Admunistrative privileges to execute the commands.

" A web browser with an Internet connection.

Lab Duration

Time: 15 Minutes

Overview of The Sleuth Kit (TSK)

The Sleuth Kit (TSK) 18 a library and collection of command-hine tools that allow
you to Investigate volume and file system data. The library can be incorporated into
larger digital forensics tools, and the command-line tools can be used directly to find
evidence.

Lab Tasks

1. Navigate to C:\CHFI-Tools\CHFIv9 Module 03 Understanding Hard Disks
and File Systems\File System Analysis Tools\The Sleuth Kit (TSK).

2. Select bin folder, press Shift + Rightclick on kevboard and select Open
- o
command window here from the context menu to open command
prompt window.

thare e

oo File Systerm Analysis Tools v The Sleuth kit [T5K] »

Mame Date modified

[ Favorites
E Dﬁl:tl:lp bin O RS 11:11 PR File falder

& Downloads J lib $ 11:11 PM File folder
| Recent places licens Open in new process i 11:11 PM File folder

MEWS Open in new window £ 11:11 P Text Document

= This PC || READI Open command window here L 11:26 Ph

& ¥
=LH LELITTIEN

READI Share with F171:17 Fiv et Document
Sl Metwork

FIGURE 2.1: Windows Serwver 201 2Command Window Here

3. Now type fsstat -f ntfs "C:\CHFI-Tools\Evidence Files\Disk Partition
Raw Image\DiskPartitionRawlmage.dd"and then press Enter to see
the file system details.

GrwCHFI-ToolssCHFIv? Module B3 Understanding Hard Dizks and File Systems~File Sy
shem Analusis TonlssThe Slenth it {TSKXShindf=s=stat —F nmtfs "GC:NCHFI-ToolssEuide
ice FilessDizk Partition Raw ImagesDiskPartitionHawlmage .dd"

‘ILE SYSTEM INFORHATION

"ile System Type: HNIFS
Jolume Serial Humber: AZA4F4DDA4F4B4BF

JEH Mame: HIFS
Jolume MHame: Drive
Jergsions Windows 2P

IEITADATA ITHFORMAL TON

first Cluster of HFT: B7381

first Cluster of HFT Mirrer: 131871
+ize of MFT Entweies: 1824 bhytes
+ize of Index Records: 4896 bhytes

' 40

FIGURE 2.2: fsstar showing filesystem details
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Module 03 - Understanding Hard Disks and File Systems

—— 4. Use the istat tool of the sleuth kit to view the details of metadarta

ETaAask 3
STructure,.

waewing the Meta- 5. To view the MI'T File Overview, type istat -f ntfs "C:\CHFI-
Data Structure '

Tools\Evidence Files\Disk Partition Raw

Details . ..
Image\DiskPartitionRawimage.dd” 0

F:SCHFI-ToolssCHFIv? Hodule B3 Understanding Hard Disks and File Sustems“~File Sy
ttem Analyszisz Tools“The Slenth Kit {TEK“bhin*iztat —-F ntfz "C2“~CHFI-Toolsz“Eviden
reg FilessDizk Partition Raw Images~DiskPartitionBawlmage .dd'" B
AFT Entry Header Values:
Entry: @ seguence: 1

F LogFile Sequence Humbher: 2121493

[ —‘l' ports DOS 1llocated File

=3 Lt supports : Links: 1

sarttons, BSD parations LSRN I . :

l.- <L Tahele!l A rl : S TANDARD_INFORMATION Attribute Ualues:

(disk labels}, Mac Flags: Hidden, System

partitions, Sun slices Juner ”-‘:IE e« c 125

AT akda nf recurity ID:z 2C [ 5-1-5-187

(Volume Table of Createds 2811-B9-28 @2:28:17.75808P@00 (Pacific Daylight Time)

Contents), and GGPT disks. File HModified: 2811-89-=28 B2:28:17.7588860088 <Pacific Davlight Time>
AFT Modif ied: 2011-89-28 B2:28:17.75808008 <Pacific Daylight Time?
lccessed: 2011-89-28 B2:2B8:17.758080008 <{Pacific Daylight Time?>
»FILE_NAME Attribute Values:

1} . . . Flags: Hidden,. System

== Analyzes raw (Le. dd), Jame = SMFT

e W trpee o Parent MFT Entry: & Seguence: 5

T_'?"P_E'“ﬁ:h ness e 1llocated Size: 16384 Actual Size: 16384

EnCase), and AFF Created: 20811-B9-28 B2:28:17.758086PAR (Pacific Daylight

File Modified: 2811-89-28 02:28:17.758080088 (Pacific Daylight
MFT Modif ied: 2011-89-28 B2:28:17.758000008 (Pacific Daylight
lccessed: 2011-A2-28 B2:28:17.75808P08A <Pacific Daylight

filesystem and disk images.

Ittributes =
[ype: SETANDARD_INFORMATION <(16-8) Hame: H-A Rezident
[vpe: SFILE_MAME (48-3> Name: MR Resident size: 74

FIGURE 2.% MFT File overview

Note: Master ile Table (MIT) has an entry for every file and directory; hence it
18 required to find all other files. The layour of the MI'T 18 determined by
processing entry () in the MET.

6. To view MIFTMirr File Overview, type istat -f ntfs "C:\CHFI-
Tools\Evidence Files\Disk Partition Raw
Image\DiskPartitionRawimage.dd"” 1

GiSCHFI-ToolssCHFIuv? Hodule B3 Understanding Hawd TMHisks and File SwvstemnssFile Suo -
fam Analusdis Tonls~The Sleath it CTEESShin>isftat =F ntfsz "CzsCHFI=-Tools“~Eviden

¢ Files“Disk Partition Raw ImagesDiskPartitionBawlnage.dd" 1
MFT Entry Header Ualues:

o Entry: 1 seguence: 1

==The Sleuth 2LogFile Seguence Number: 2181457

Kitsupports the NTFS, |ii%ﬁ';“f'1 File

EAT, UFS 1, UFS 2, ETANDARD _INFORMATION A ibute Ual
- L e S8 IHFOR (] ttribute Ualues:
EXTZFS, EXT3FS, and Flags: Hidden. System

SO 9660 ﬂEEs:fsztmi. wner ID: B

Security ID:z 256 «(8-1-5-18>

Created: 2611 -A9-28 @2:28:17.758080008 (Pacific Daylight Timel

File Modified: 2011-89-28 B2:28:17.758000000 <(Pacific Daylight Timel

MFT Modified: 2811-89-28 B2:28:17.758080088 <(Pacific Daylight Timel
ey Accessed: 2011-89-28 B2:28:17.758080888 <Pacific Davlight Time>
== The Sleuth Kir tools

SFILE_MAME Attrxibute Values:

will show files that have Flags: Hidden. Sustemn

been "hidden" bv rootkics Hame = SMETHire

and will not .fﬂ-rL Parent MFT Entwey: 5 Seguence: 5

arlt it:ﬂﬁhn1ﬁ.U}5JE.1- Allocated Sdize: 4876 fictual Size: 4H?76

Time of files thar are Created: 2011-89-28 B2:28:17.75808000Q <(Pacific Daylight Time?

viewed File Modified: 2011-89=28 B2:28:17.758000008 (Pacific Davlight TimeD
L MFT Modif ied: 2011-89-28 B2:28:17.758080008 <{Pacific Daylight Timel>

Accessed: 2011-89-28 B2Z:28:17.758080888 <Pacific Davlight Timel

FIGURE 2.4: MFTMirr File Overview

Note: MET entry 1 is tor the METMirr file, which has a non-resident attribute
that contains a backup copy of the first MET entries.
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Ty
e=ilookup file hashes in
a haszh database, such as the
NIST NSRL, Hash Keeper,
and custom databases that
have been created with the
mid3sum tool.

Ty

== Sk :Iiip:a:{s the
derails and contents of all
MTES arreibures.

T
=== With TSK vou can
lookup file hashes in a hash
darabaze, such as the NIST
~SRL, Hash Keeper, and
custom databases that have
been created with the
middsum tool.

Module 03 - Understanding Hard Disks and File Systems

—

To view the Boot File Overview, type istat -f ntfs "C:\CHFI-
Tools\Evidence Files\Disk Partition Raw
Image\DiskPartitionRawlmage.dd"” 7

GisCHFI-Tools~CHFIvw? Hodule B3 Understanding Hard Disks and File Sustems~File Su
;tem Analusis ToolssThe Slewth Kit {TiEXshinsistat —f ntfsz "“"G:sCHFI-ToolssEviden
2 Files“Disk Partition Raw ImagesDiskPartitionBRawlmage  dd™ 7

1F1 Entry Header Ualues:
Fmtey: 7 Sequence: 7
sLogFile Seguence Humbher: B
11located File

Link=: 1

»STANDARD_INFORMATION Attribute Values:

fFlags: Hidden, System

Juner D= H

vecuprity ID: B )

Created: 2011-89-28 B2:28:17.758088008 (Pacific Daylight Time?
File Modified: 2811-89-28 B2:28:17.7580000080 (Pacific Daylight Timel
MFT Modified: 2811-A9-28 B2:28:17.758000808 (Pacific Daylight Timel»
lccessed: 2811-89-28 B2:28:17.758088008 <(Pacific Daylight Time?

FILE_MAME Attribute Values:

Flags: Hidden,. Swstem

dame: SBoot

Parent MFT Entry: § Cequences §

1llocated Size: 8192 Actual Size: 8192

Created: 20811-A9-28 B2:28:17.7580880B8 (Pacific Daylight Time?
File Modified: 2811-89-28 B2:28:17.758000000 (Pacific Daylight Timel>
AFT Modified: 2811-A9-28 B2:28:17.758000000 (Pacific Daylight Timel
lccesseds: 2811-89-28 B2:28:17.7588880PA <Pacific Daylight Time?>

ittributes:

[ype: SETANDARD_IMFORMATION <16-8> Mame: WA Resident size: 48

[ype: SFILE_NAME <48-2) Hame : WA Resident size: 76

[ype: SSECURITY_DESCRIPTOR <88-3» Mame:=: M.h Rezident size: 180

[ype: SDATA <128-1> Hame = H.Af Hon=Reszident zize: B192 init_siz=e: H192
3 1

FIGURE 2.5: Boot file overview
Note: The Boort file system meradata file 1s located in MIET entry 7 and
contains the boot sector of the file system.

8. To view the File Volume Overview, type istat -f ntfs "C:\CHFI-
Tools\Evidence Files\Disk Partition Raw
Image'\DiskPartitionRawlmage.dd" 3

rsUHE L —Too LsSUHE Lw? Hodule H3 Understanding Hapd Disks and File systemssFile Sy
stem Analysis ToolssThe Sleuth Kit (TSK)\bhinXistat —f ntfz "C:SCHFI-Tools“Eviden
a2 Files\Disk Partition Raw ImagesDizkPartitionRawlmage.dd" 3

AFT Entry Header Ualues:

Entry: 3 Seguence: 3

;LogFile Sequence MWumber: 2182681

1llocated File

Links: 1

>STAMDARD_INFORMATION Atteribute Values:

Flags: Hidden, Suwstem

Jvner ID: B

security ID: B >

Created: 2011-89-28 B2:28:17.758000008 (Pacific Daylight
File MHodified: 20811-89-28 B2:28:17.758006B8BE (Pacific Daylight
MFT Modif ied:z 2011-89-28 B2:28:17.758000008 <(Pacific Daylight
lccessed: 2811-82-28 B2:28:17.758000888 <(Pacific Daylight

FILE_HAME Attribute Valuwes:

Flags: Hidden. Syztem

dame: SUolume

Parent MFT Entrey: § seguence: b

1llocated Size: @ Actual Size: B

Created: 2E11-A9-28 B2:28:17.75808A0AR <Pacific Daylight Time?
File Modified: 2811-89-28 B2:28:17.758880088 <Pacific Davlight Time)
1FT Modified: 2011-89-28 B2:28:17.7580800AR <Pacific Davylight Time?
lccessed: 2011-A2-28 B2:28:17.75800000R <Pacific Daylight Time>?

1ttibutes @

Type: SETANDARD_INFORMATION <(16-8) Hame = HAR Rezident si=e: 48
[ype: SFILE_MAME (48-1> Hame:= HAH Rezident size:z BA

[ype: SSECURITY_DESCRIPTOR <{88-2> Hame : MNAA iesident sime: 1HH
[ype: SUOLUME_HAME <%6—4) Hame: MN-A lesldent size: 1H

[ype: SUOLUME_INFORMATION <112-5> Hame = MWAA Rezident

[ype: SDATAH <128-3> Mame: MR Rezident size: B

FIGURE 2.6G: File volume overview

Note: The Volume file system metadata file 15 located in MET entry 3 and
contains the volume label and other version information.
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Module 03 - Understanding Hard Disks and File Systems

9. To view AttrDet File Overview, type istat -f ntfs "C:\CHFI-
Tools\Evidence Files\Disk Partition Raw

Image\DiskPartitionRawlmage.dd” 4

tenssFile Sules
Tools“Eviden

saSUHE I —lToo LsSUGHE LwY? Fodule B3 Understanding Hard Disks and File sus
stem Analusis ToolssThe Sleuth Kit (TS8K)“bhinlistat —f ntfs "“"C:~CHFI-
2 Files\Diszk Partition Raw ImagesDiskPartitionRawlImage.dd' 4

AFT Entry Header Ualues:

Entry: <4 Seguence = 4

;LogFile Sequence Number: 21682571

1llocated File

Linksz: 1

STAMDARD_INFORMATION Attribute Ualues:

==t TSK is written in C flags: Hidden, Systen
and Perl and uses some security ID: B (O _ _
e and desi eom Tt Created: 2011-09-28 B2:28:17.758008000 (Pacific Daylight Timel
corde and desgn trom lhe File Hodified: 2GA11-89-28 B2:28:17.758080088 (Pacific Daylight Time>
Coroners Toolkic ITCT. MFT Modif ied: 2811-A2-28 B2:28:17.7588880BA <(Pacific Daylight Time?
’ ) lccesseds 2811-82-28 BZIZ8:I17.758B8BUBA (Pacific Daylight Time?
sFILE_NAME Attribute Ualues:
Flagsz: Hidden. System
Mame: SAttrDef
Parent MFT Entry: & Cequence:z 5§
11located Ei=e: IGHG4 Actual Size: I6HEE0A
reated: 2811-82-28 B2:28:17.75808808A (Pacific Daylight Time?
File Hodified: 2011-89-28 B2:28:17.758080008 <(Pacific Davlight Time>
AFT Modif ied: 2011-82-28 B2:Z28:17.7580HEEBE {(Pacific Davlight Time?>
iccesseds 2HL1-B2-28 BLZZ28:17.Yo8BBBHHME (Pacific Daylight Time)
Ittributes:
[ype: SSTANDARD_INFORMATIONM <16-@) Hame: MW.-A Resident size: 48
[ype: SFILE_MAME <48-2) Hame: MR RBesident size: B2
Type: SSECURITY_DESCRIPTIOR {8B-3> Hame: HAR Resident size: 188
Type: SDATA (128-4> Mame: HAR0 Hon—Resident si=et 2560 init_size: 2560
FIGURE 2.7: AtrDef file overview
Note: The MIT entry tor AttrDet filesystem metadata file 1s 4. It detines the
names and type idenutiers tor each type of attribute.
10. To view Bitmap File Overview, type istat -f ntfs "C:\CHFI-
Tools'\Evidence Files\Disk Partition Raw
Image\DiskPartitionRawlmage.dd” 6
G:SCHFI-ToolssCHFIvY? Hodule B3 Undewrstanding Haryd Disks and File Sustems“File Su
:tem Analysis ToolssThe Sleuth Kit (TSK>\hin*istat —F ntfsz "C:“CHFI-Tools“FEuviden
;g FilessDisk Fartition Haw lmageslDisklPartitionBaw]lmage odd" b
MFT Entry Header Ualues:
Entry: b Seguence: b
2LogFile Seguence Humber: 2181599
illocated File
Links: 1
STANDARD _INFORMATION Attribute Ualues:
Flags: Hidden. System
Juner ID:z @
S iecurity ID: 256 2 <(85-1-5-18>
—ITSK has been tested Created: 2811-89-28 B2:28:17.758000888 <(Pacific Daylight Time>
T T e RS R File Hodified: 2ZB811-89-28 B2:28:17.75888BHMBA <(Pacific Daylight Time?>
0L 1FT Modif ied: SH11-0Y-28 W2I28217 . V/5E0HEEMME (Pacific Daylight Time)
o Linux iccessed: 2011-89-28 A2:28:17.758000600A (Pacific Daylight Timel
ANUx
Mac 08 X FILE_MAME Attribute Ualues:
* Jﬁf(.h X - _ Flagz: Hidden, System
e Windows (Visual Hame = $Bitmap
i and minoa? Farent MFT Entry:z 5 Segquence: 5
Stucio and mingw) 11located Size: 32768 Actual Size: 32768
e CYGWIN sreated: ZB11-A7-28 BZ:28:17.75808BHAA <(Pacific Daylight Time?
- . File Modified: ZB11-B%Y-28 HLI2817.Y58BBBHHE (Pacific Daylight Time?
* (Open & FreeB3D MFT Modified: 2011-09-28 B2:28:17.7C80@000A (Pacific Daylight Time)
* Solaris lccessed: 2011-89-28 B2:28:17.758008000 (Pacific Daylight Time)
Ittributes :
Type: SETANDARD_IMFORMATION <i6-@) Hame: H-A Resident sizez V2
[ype: SFILE_NAME <48-2> Hame: M/A  Resident size: 88
[ype: SDATA <128-1> Hame = N-H Hon—Resident size: F2VEE  init_size: 32V0HE
L31E8E 131883 131084 131H85 131486 13168 131088 131H8Y
FIGURE 2.8 Bitmap file overview
Note: The MI'T entry of the Bitmap file system metadata file that
determines the status of the clusteris 6
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==The Autopsy Forensic
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interface to the tools in

TSK.

T

=The ( lbrary of
TSKean be incorporated
into larger digital forensic
tools.

e

==l TSK can be run on a
live Windows or UNIX
svstem  during  incident
FESPONSE,

Ty

==The C library of TSK
can be Incorporated into
larger digital forensic tools.

o
== ThK s command-line
tools can be used directly

—— o
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Module 03 - Understanding Hard Disks and File Systems

11. To view the BadClus File Overview, type istat -f ntfs "C:\CHFI-
Tools\Evidence Files\Disk Partition Raw
Image\DiskPartitionRawimage.dd"” 8

GisCHFI-Tools~CHFIv? Hodule 83 Understanding Hard Disks and File SystemssFile Sy
stem Analwsis ToolssThe Sleuth Kit (TSEXsbinriztat —f pntfs "CISCHFI-ToolssEwiden
2 Files“Disk Partition Raw ImagesDiskPartitionRawlImage .dd™ &

MFT Entry Header Ualues:

Fmtry: B Segquence = 8

LogFile Seguence Mumber: 21816679

Allocated File

Links: 1

SSTANDARD_INFOREMATION Attribute Ualues:
Flags: Hidden, System

Dyner 1D H

Security [D: 256 (5—1-5-18>

Created: 2011-89-28 B2:28:17.758008000 (Pacific Daylight Time)
File Modified: 2811-89-28 B2:28:17.758000008 (Pacific Daylight Timel
MFT Modified: 2811-A9-28 B2:28:17.758008808 (Pacific Daylight Timel»
Accessed: 2811-89-28 B2:28:17.7580880B8 <(Pacific Daylight Time?

SFILE_MAME Attribute Walues:

Flags: Hidden. suystem

Mame = SHBadGlus

Parent MFT Entry:z G Sequence:z §

Allocated Size: @ flctual Size: @

Created: 2811-A9=28 0B2:28:=17.758000000 (Pacific Daylight Timel
File Modified: 2811-89-28 B2:28:17.758008008 (Pacific Daylight Timel
MFT HModified: 2811-89-28 B2:28:17.758088008 <(Pacific Daylight Time2>
Accessed: 2A11-A9-28 (2128177580080 CPacific Dauvlight Timed

FIGURE 2.9: BadClus file overview

Note: NTTL'S keeps track of the damaged clusters by allocaung them to a
SDATA attribute of the Bad Clus file system metadata file. The MET entry
15 8

12, To view the Secure I'ile Overview, type istat -f ntfs "C:\CHFI-
Tools\Evidence Files\Disk Partition Raw
Image\DiskPartitionRawimage.dd” 9

crasUHEl—lToolssUHEIv? Modole H3 Undersztanding Hapd Dizks and File wus
stem Analysis TonlssThe Slenth Hit (TSKMShindistat —F ntfz “CiCHFI
g2 FilessDizk Partition Raw ImagesDizkPartitionBaw]mnage .dd"™ 9

MFT Entry Header Ualues:

Entry: 7 Segquence: 7

;LogFile Sequence Mumber: 21809402

Allocated File

Links: 1

>STANDARD_INFORMATION Attribute Values:

fFlags: Hidden, System

Juner 1DZ H

Security ID: 259 (5—-1-5-18>

Created: 2011-89-28 B2:28:17.7588000AR <Pacific Daylight
File Hodified: 2811-89-28 B2:28:17.75800B0AR <Pacific Daylight
MFT Modified: 20811-89-28 @2:28:17.7588000AR {(Pacific Daylight
lcceased: 2811-89=28 B2:28:17.758000008 <(Pacific Daylight

;FILE_HAME Attribute Values:

Flags: Hidden, Sysztem, Index Uiew

Jame: $Secure

Farent MFI Entry: 5 SeguUence: 5

1llocated Size: H Actual size: M

Created: 2011-89-28 92:28:17.758000008 (Pacific Daylight Timel
File Hodified: 20811-89-28 B2:28:17.758000000 <Pacific Davlight Time>
1FT Modified: 2011-89-28 @2:28:17.75808008R <Pacific Daylight Timel
lccessed: 2011-89-28 B2:28:17.758000008 <Pacific Daylight Time?

1ttributes :

Type: SSTANDARD_INFORHMATION <{16-8>
[ype: SFILE_MAME {48-7> Hame = HAR
Type: SDATA <(128-8> Hame: $85DS

&

Hame = HAR
Besident
Hon—HRes ident

Besident gize: 72
si=ze: 8O
cige: 263832 init_size:z 26383

LZ28168 128161 120162 1204163 120164 1268165 128166 128167
LZBlbd 1£0167 120178 1240171 120172 128173 128174 128175
128176 128177 128178 120177 128188 128181 120182 1208183
(20184 120185 1208186 120187 120188 120189 120198 12811
120192 120193 1280194 1260195 120196 126197 126198 128199
1202608 120201 120202 1202603 1260284 126205 120206 128287
[28288 1202897 1202108 120211 128212 128213 128214 128215
(28216 128217 120218 1268217 1268220 128221 128222 1282213

AT A

FIGURE 210k Secure file overview
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Module 03 - Understanding Hard Disks and File Systems

Note: Secure file metadata file system stores the security descriptors that
detine the access control policy for a file or directory. The MET entry tor

this 18 9,

13. Use the fls command-line tool of TSK to list the files and directory
fiames, T}'pe fls-f ntfs "C:\CHFI-Tools\Evidence Files\Disk Partition
Raw Image\DiskPartitionRawlmage.dd"” and then press Enter.

GrSCHFI-ToolssCHFIv? Module B3 Undersztanding Hard Disks and File SystemzsFile Sy
;tem Analysis ToolssThe Sleuth Kit <TSKX\hin>Fls —F ntfsz "C:~CHFI-Tool=s“Evidence
FilesDisk Partition Baw ImagesDizkPartitionBawlmage.dd"

A 4-128 SAttrDef

A B= SBadClus

A $BadClus =$Bad

SBitmap

$Boot

SExtend

SLogFile

(s allc s afllcalisa

Bl BEEE EE I..l i

- 2-128-1

A-128-1: SMET

pAr 1-128-1:
0 35—14494-1:
- F-1L5—8:
?-144-11:
2-144-14:
18—-128-1:
3-128-3:
38-144-6: EAR Files
45-144-6: Set of Images updated
B7-144-5: Songs
5-144-6: Uideo Files
| & 1A8-1449-1: MEI9?7a4? . tmp
| 128: S$0rphanFiles

SMFTHMipw
SRECYCLE.BIN
SSecure 5505
SSecure :55DH
Checure 25511
SlpCaze

SUo lume

iSCHEI-Too ls~CHEIwY? Module B3 Understanding Hard Disks and File SystemssFE
stem Analysis ToolssThe Sleuth Kit (TSK»sbin >

FIGURE 2.11: Listng files and directory names

14. To see only the deleted entries, type fls -d "C:\CHFI-Tools\Evidence
Files\Disk Partition Raw Image'\DiskPartitionRawlmage.dd"

and File systems~xFile Sy
s %UHE I —ToolssEvidence File
z%Dizk Partition Raw ImagesDiskPartitionRawlma
-4d =* 188-144-1: HE12Pa47 .. tmp

GrSCHEI-Too lsSUCHEIvY Hodule H3 Understanding Haerd Disks and File systemssxFile Su
stem Analusis ToolsThe Sleath Hit (ISK» shims_

FIGURE 2.12: ".'iE'-ﬁ.'i:'Lg deleted entries

15. Use the img_stat command to see the details of an image. Type
"C:\CHFI-Tools\Evidence Files\Disk Partition Raw
Image\DiskPartitionRawlmage.dd" and press Enter to see the details
of an image file.

img_stat

CrSCHEI-Tools~CHFIv? Module B3 Understanding Hawrd Disks and File SystemssFile S
rtem Analysis ToolssThe Sleuth Kit (TSE)<bhin}img_stat "C:sCHFI-Tools“FEvidence Fi
lessDisk Partition Raw Images~DiskPartitionRawlmage .dd"

[HAGE FILE IHFORHATIONM

[mage Tupe: raw

yize in bytes: 1873741312

2:2SCHFI-Tools~CHFIvw? HModule B3 Understanding Hard Disks and File SystemssFile !
stem Analysis Toolss\The Sleuth Hit (TSHE»\bin>

FIGURE 2.13: Viewing image file details
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Module 03 - Understanding Hard Disks and File Systems

Lab Analysis

Analyze the file atrributes and tile systems of the disk partition image and document
the results related to the lab exercise. Give your opinion of your target’s file system.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions

1. Determine the other Dptiﬂﬂ.ﬁ of istat command-line tool.

2. Determine the other options of fls command-line tool.

Internet Connection Required

] Yes MNo
Platform Supported
Classroom Mil.abs
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ICON KEY

LS Valuable
nformation

& Test your
knowledge

E Web exercise

E.Q Workbook review

Module 03 - Understanding Hard Disks and File Systems

Analyzing Raw image using
Autopsy

Auntopsy 15 a digital forensics platform wused by law enforcement, military, and
corporate examiners to investigate what happened on a computer. Y ou can even
use it to recover photos from your camera's memory card.

Lab Scenario

An mspector, who 1s probing a murder incident, has found a dead system as a part
of investigation In a crime scene and suspects that the system 1s related to the
incident and could provide clues abour it. When he brings the system to cyber
forensics department, the forensic mvestgaror uses Autopsy to replicate the hard
disk. On turther analysis of the file systems they found some obscene videos and
pictures that could have been the cause of the murder.

In order to mnvestigate a hard disk, as a torensic investigator you must know the
types of file systems and how to analyze them using various tools.

Lab Objectives

The objective of this lab 1s to help investugators learn and perform file system
analysis using Autopsy:

* File system type.
" MNetadara informanon.

= (Content information.
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Module 03 - Understanding Hard Disks and File Systems

Lab Environment

This lab requires:

—Tools " Autopsy, 18 an inbuilt tool 1n Kal Linux.
demonstrated in )

this lab are "  You can also download the Windows based version of Autopsy from the
available in link http:/mwww.sleuthkit.org/autopsy!/.

C:\CHFI- B | | ,
Tools\CHEIVO =  Kindly note that if you deade to download the latest version, then the
Module 03 screenshots shown 1n this lab might difter shightly.

Understanding " A computer running Kali Linux.

Hard Disks and | . 1

File Systems * A Computer running WindowsServer2012 machine to access CHI'l-Tools

directory.
" Administratve pririlegea to execute the commands.

" A web browser with an Internet connection.

Lab Duration

Time: 25 Minutes

Overview of Autopsy

Autopsy was designed to be intwtive out of the box. All results are found in a single
tree. Autopsy was designed to be an end-to-end plattorm with modules that come
with it out of the box and others that are available from third-parties.

Lab Tasks

Hrask 1 . To launch Autopsy, navigate to Applications - 11 - Forensics =
autopsy.

Launch Autopsy

F-.anl.lr_ ations «

Favorites
REEi autopsy

01 - Information Gathering
binwalk
02 - Yulnerability Analysis

o

;_ﬂu[npg:{ g_ﬂg_[:t'gEg izl 032 - Web Appli-:at'mn Ar’!él["rl'i:ii i 4 bulk_extra...
images, local drives, or a e e

folder of local files, Iisk 04 - Database Assessment chkroatkit
images can be in either
raw,/dd or E01 formar. E01
support 15 provided by 06 - Wireless Attacks
libewt.

05 = Password Attacks
dff

07 - Revarse Engineering dff gui
08 - Exploitation Tools

foremost
09 - Sniffing & Spoofing k

10 - Post Exploitation 3 galleta

Figure 3.1: Launching Autopsy in Kali Linux
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Module 03 - Understanding Hard Disks and File Systems

2. Terminal window opens once you click on Autopsy icon from the
ﬁpplicaﬂtma Mernil,
3. In the terminal window it will instruct to open a browser and browse the

URL http:/ /ocalhost:9999/ autopsy, copy the given URL as shown in the
screenshot.

Note: Do nort close the rerminal window unrl the process 18 m'}rﬂplemd.

AutopsytForensic Browser
http://www.sleuthkit.org/autopsy/

el : ver 2.24
md ALILOPEY has an

extensi ble rEpOrmng
mnfrastructure thar allows
additional types of reports
for Investiganons o be
created. By default, an
HTML, XL5, and Body file

FEPOLE are availahle.

vidence Locker: /var/lib/autopsy

tart Time: Thu May 26 02:32

emote Host: localhost
ocal Port:

pen an HTML browser on the remote host and paste this URL in it:

http://localhost :9999/autopsy

» this process running and use

Open Terminal

Copy

Profiles

Figure 3.2: Autopsy Terminal window

4. Once the link is copied, now click Iceweasel icon from the task bar to
open a web browser.

5. Paste the m'}pied link 1n the lceweasel browser’s address bar and press
Enter.

| Kali Linux, an Offensive ... % | &

http:/localhost: 9999 fautopsy

i Most Visitedv  [JllOffensive Security "W Kali Linux & Kali Docs "W Kali Tools KExploit-DBE Wy Aircrack-ng

LKJ h- L | FALILINUX  KALI TOOLS KALI DOCUMENTATION OFFENSIVE SECURITY

Figure 3.3 Accessing Autopsy link in Browser
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Module 03 - Understanding Hard Disks and File Systems

6. Autopsy main window appears as shown in the screenshot, click NEW

= TASK 2 CASE button to start the investigating process.
Creating New Note: Ignore the Warning message in autopsy main window.
Case

iy Autopsy Forensic Bro...

e | localhost299¢

il Most Visitedv [l Offensive Sechksity " Kali Linux "W Kali Docs "% Kali Tools KlExploit-DB W Aircrack-ng

L Directory List WARNING: Your browser currently has Java Script enabled.

You do not need Java Script to use Autopsy and it is recommended that it be turned off for security
The lefr-hand side window reasons.

has four main r:-pl:ir:.ns:

Autopsy Forensic Browser 2.24

Direcl:r:.rlff Seek

File Name Search

Hide / Expand Directories

Show All Deleted Files

Figure 3.4: Autopsy main window

1

CREATE A NEW CASE page subsequently appears, fill the required details,

8. In this lab we have given this case a numerical case name as 100, and
description as Test, and Investugator name as Johnathan, and click

NewCase.

ﬁ Create A Mew Case K |
¥ | localhost: 9999 fautopsy T

) Mast Visited~ | Offensive Security " Kali Lijgix "8, Kali Docs "% Kali Tools  BExploit-DB W Aircrack-ng

CREATE A NEW CaAsSE

1. Case Mame: The name of this investigation. It can contain anly
lattars, numbers, and symbols.

100

. Description: An opticnal, one line description of this case.

Tast

3. Investigator Names: The optional names [with no spaces) of the
investigators for this case.

8. |Johnathan|

C.

Figure 3.5: Creating a New Case
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= TAasK 3

Adding Host

£y
===This s=creen simph'

g’wes us the name of the

case, where the case will be
stored

(fvar/lib /autopsy/ 100,
and where its configuranon
file will e srored
(/var/lib /auropsy,/ 100/ cas
e.aut).

Module 03 - Understanding Hard Disks and File Systems

9. Once you click on "NewCase" button in the previous screen, it will redirect
vou to the Creating Case webpage.

10. Now, click ADDHOST button.

@- Creating Case: 100

=t

i Most Visited~  [llOffensive Security S Kali Linux "% Kali Docs "W Kali Tools KRExploit-DBE W Aircrack-ng

sating Case: 100

asae directory [ /vars/libsastepsys100/) created
onfiguration file (/var/lib/autepsy/100/case. aut) creatad

s must now create a host for this case.

lzase select your name from the list: Jehnathan ~

Figure 3.6: Adding a Host

11. ADDA NEW HOST webpage next appears where you need to fill the details,
and click ADDHOST button.

i Add A Mew Host Ta 1., = | &

%  localhost9599

| Most Visited ~ [l Offensive Security ™ Kall Lnux " Kali Docs % Kali Tools ENExpleit-DBE W Aircrack-ng

1. Host Mame: The name of the computer being investigated. It can
contain only letters, numbers, and symbols.

hestl

2. Description: An optional cne-line description or note about this
compubar.

Mawe Lage

3. Time Zone: An opticnal timszone value (i.e. ESTSEDT). [f not givar,
it defaults ko the lozal setting. A list of bme zones can be found in the
help flas.

GMT

4. Timeskew Adjustment: An optional value to describe how many
seconds this computer's clock was out of sync. For example, if the
computer was 10 seconds fast, then entar -10 to compsenzsate.

4]

3, Path of Alert Hash Database: &n opticnal hash database of
known bad files.

A. Path of Ignore Hash Database: An optional hash database of
knocwn good files.

Figure 3.7: Host Details
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ETASI{ 4

Adding Image

P

E:;-Eumpsjf will srart to
analyze these dara sources
and add them ro the case
and  internal  darabase.
While it 15 doing that, it will
prompt vou to configure
the Ingest Modules.

T

== A dead analysis occurs
when a dedicated analysis
svstem Is used to examine
the data from a suspect
svstem. In this  case,
Autopsy and The Sleuth
Kit are run In a rtrusted
environment, twpically in a
b, Autopsy and TSK

sUpport raw, Expert
Wirness, and AFF file
formats.

Module 03 - Understanding Hard Disks and File Systems

12, After successtully adding host to autopsy, it will appear as shown in the
screenshot.

13. Now, we need to add an image for investugaton. Click ADDIMAGE button.

iy Adding Hest hostl to .. = | &

U localhost:999

| Most Visited~ [l Offensive Sec ur'irg.-&'i..ﬁal.i Linux S Kali Docs ™ Kali Tools KExploit-08 Wy aircrack-ng

Lldding host: hestl to case 100

ozt Directory [AsriabsautopsyA00hestl s created

cnfiguration file [ verAiblautopsyA00hestlhost,aut] created

e must new import an image Ale for this host

Figure 3.8: Add Image

14. Click ADD IMAGE FILE button to add an ﬁnage for mn-festigatiﬂn.

# Open Image In 100ch... = | +

*  localhest:99

ost: hostl N
Mo images have been added to this host yet

Selact the Add Image File button below to add ons

I A CFE IrAAGED T I

FILE ACTITY TIME LINES |
WIEW NOTES

Fipure 3.9: Adding and Image

15. ADD A NEW IMAGE page appears; here we need to provide the locaton of
the image in the Location field, Type of the Image, and Import Method.

i Add nage To 100the.., ® | &

1. Location
Enter the full path (starting with s to the image fle.
If the image is split (sither raw or EnCasa), then enkter ** for the

extensicn.,

2. Type

Please salact if this imagea fla is for a disk or a single partition.
) Dizk Fartition

3. Import Method
Ta analyze the imags file, it must be located in the evidence locker: Ib

can be importad from ke current location using 2 eymbaolic hink, by
copying ik or by mowving it. Moke that if a system failure occurs dunng
the mowve, than the image could become corrapt.

« Symlink ' Copy ! Mava

Figure 3.10: Add a New Image
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LA fve analysis occurs
when the suspect system is
being analyzed while it 1is
running. In  this  case,
Autopsy and The Sleuth
Kit are run from a CID in
an untrusted environment.
This 15 frequently used
during incident response
while the incident 1= being
confimmed. Afrer 1t 1s
confirmed, the system can
be acquired and a dead
analysis performed,

Module 03 - Understanding Hard Disks and File Systems

16. Minimize the browser window, double-click chfi-tools on 10.0.0.12 on
desktop and navigate to EvidenceFiles > Disk Partition Raw Image and
copy DiskPartionRawlmage.dd file and paste it on desktop.

Note: 10.0.0.12 is the [P Address of Windows Server 2012virtual machine.
IP Addresses may ditfer as per your network infrastructure.

DiskP artrcn Fassim
nrsi ]

Figure 3.11: Sample Image file on Desktop

17, Maximize the Autopsy browser, and drag DiskPartionRawimage.dd file in
the Location field.

18. In Type section choose Partition radio button, leave the other settings to
default, and click NEXT.
Note: While you are dragging the image file, the path will be shown as
file:/ll...., delete file://

ﬂ- add Irnag:r To 100:ho... X k2

L localhost: o

B Most Visited [l Offensive Security N Kali Linux " Kali Docs "% Kali Tools ENExploit-DBE Wy Aircrack-ng

lost: hostl

1. Location

Enter the full path (starting with /) to the image file.

If the image is split (either raw or EnCasea), then enter * for the
extension.

froot/Desktop/DiskPartitionRawlmage.dd

2. Type
Please gelect if this image Ale is for a disk or a single partition.

Disk [+] Partition

3. Import Method

To analyze the image file, it must be located in the evidence locker. It
can be imported from its current location using a symboelic link, by
copying it, or by moving it. Note that if a system failure occurs during
the move, then the images could become corrupt.

) Symlink COpY Maowe

Figure 3.12: Image Added for Invesn gation
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ETAsK 5

Analyzing Added
Image

Module 03 - Understanding Hard Disks and File Systems

19. Image File Details webpage next appears, leave the settings to default and
click ADD.

s Collecting details on,., =

M leesllboat: 9999, s LA Ly e By = 14 8 Rogl 11 Ber i = 1 E0E o 3, Search

Most Visited~  [lofensive Security S Kali Linux S Kali Docs S Kali Tools ElExploit-08 Wy Aircrack-ng

Image File Details

Local Name: images/DizkPartitionPawlmage. dd

Data Integrity: An MDE hash can be usad to venfy the integrity of
the image. (With split images, this hash is for the full image fla)

= lgnors the hash value for this image.
Caloulate the hash value for thiz image.
Add the following MDS hash value for this image:
Verify hash after importing?
File System Details

Analysis of the image file shows the follewing partitions:

Partition 1 (Typa: ntfs)
Mount Point: < File System Type: ntfs

Figure 3.13: Image File Details

2(). Testing partitions page appears, click OK.

i Add 2 new image toa,.. ¥ |
apsy fmod= D&view = 15&img _path=%2Froat32FD i W, Search 'ﬁ' B @ 4 & B

Anking imagsis) inte evidencs lacksr
mage file added with 1D isg1

olume image (0 to 0 - ntfs - C:) added with [D vell

Figure 3.14: Testing parljﬂcms page

21. Once the image 1s added to Autopsy database, you can analyze the image.
To analyze the image click ANALYZE,

s Opan Image In 100ch,., % | &
% lacalhoat: 3099 aut sy Tmad = D Eview= L6 Ecase= 100&host= host18 [ 2, Search

Bl Most Visited  [f]Offensive Security ™, Kali Linux % Kali Docs %, Kali Tools  ERExploit-DB Wy Aircrack-ng

Select a volume to analyze or add a new image fls.

_dgs;m_mi HOSTGALLERY = HOST MANAGER

fs type

Il e D skPartd tionfxwlesge. dd- 0.0 ntfs details |

maunt Ta e

Figure 3.15: Analyzing the Added Image
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LlFile Listing: Analyze the
files and directories,
including the names of
deleted files and files with
Unicode-bazed names,

Module 03 - Understanding Hard Disks and File Systems

22. To start analyzing the added disk image, you can choose the analysis mode

from the above tabs as shown in the screenshot.

B 100:hostlvall X

% localhost:9999/ autopsy T mot

Figure 3.16: Analysis Method

23. To do tile analysis, click FILEANALYSIS button that allows you to analyze
an 1mage from the file and directory perspective.

24. File Analysis 1¢ used to examine the directories and files for evidence. It
also performs basic binary analysis to extract the ASCII strings.

i 100chestlvell

= @ localhost: 2339/ aut

Current Directory: s
AnD MoTE GEMERATE MOS LisT oF FiLES

ﬂ}‘[y??ﬂ NAHlk}h WRITTEM ACCESSED CHAMNGEDR CREATED

rfr  $Attrgef 2011-09-28 2011-09-28 2011-09-28 2011-09-28
09:28:17 (CMT) 08:28:17 (GMT) 09:28:17 (GMT) 08:28:17 (GMT)

rfr  $8adClus 2011-09-28 2011-09-28 2011-09-28 2011-09-28
09:28:17 (GMT) 09:28:17 (GMT) 09:28:17 (GMT) 09:28:17 (GMT)

rfr  $8adClus:3Bad 2011-09-28 2011-09-28 2011-08-28 2011-09-28
09:28:17 (GMT) 03:28:17 (GMT) 09:28:17 (GMT) 08:28:17 (GMT)

rfr  iBitsap 2011-08-28 2011-09-28 2011-08-28 2011-09-28
(¥0RA T ICERATE  NOCTRA T ERAT (00RA T ICERATE NG-DRA T (AT

File Name

File Browsing Mode

In this mode, vou can view file and directory contents.

File contents will be shown in this window.
More file details can be found using the Metadata link at the end of the list (on the right).

You can also sort the files using the column headears

Figure 3.17: Analysis of the Added Image
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Module 03 - Understanding Hard Disks and File Systems

25. To generate M5 hashes of the contained files, click GENERATE MD5 LIST
OF FILES button, it will open 1n a new tab of the browser with the list of
Hash values of image.

iy 100:hostlvell x

i hitpe/loc... =fGmeta=5 * | #

ot | legalhosc 5599 faute

| Most Visited~  [fJOffensive Security S Kali Linux " KaliDocs " Kali Tools [Exploit-DE Wy Aircrack-ng
05 Walues for files im € (DeskPartitionPawImage.dd-0-0)

AldBed 581 00b304e5a005eEec T B2 -
Alded S0 00b304e Sa00aEec T R27e -
AldBed 581 00b30de 58005 B T B2 -
AldedSEi 00bi04e Sa00aBec T R427e -
qldBcdSE1 00bi0de 58005 Bec BT -
qldecdSaf 00bi0de 2000 aBec F R0 -
A1 dicdSef00bi0de 5000 Bec f BT -
A1 decd SR f00b 4o 2000 Bec FRAZ e -

sAttrDef

2Rad T g .:_
sBadClug - §2ad
sBatmap

sBan1

A1 dBcdSaf00bi0de 5000 Becf BT -
A1 dBcd SR f00b 4o 5000 Becf BT -
AldEcdSaf0obinde SE00stecfEA7e -
A1dBcd SR ooh0Ae SE00MBcf B4 -
AldBcdiEfoohi0de FE00EecfE4ZTr -

FSecure: 3505
$Secure: $50H
$Secure: 3511
jlpCase
Fiolums

Figure 3.18: MDD5 Hash values of the contents

26. Click IMAGEDETAILS button to view the complete ile system of the added
image, where you can view FILE SYSTEM INFORMATION, METADATA
INFORMATION, and CONTENT INFORMATION.

iy 100:hostlvell

% localhost:

General File System Details

ILE SYSTEM INFORMATION

"ile System Type: NTFS
olums Serial Number: AZA4AFADDAAF4B4EF

ETADATA INFORMATION

first Cluster of MFT: 87381
irst Cluster of MFT Mirror: 131071
ize of MFT Entriss: 1024 bhytes
ze of Index Becords: 4006 bykes
ange: 0 -128
nok Directory: 5

SONTENT INFORMATION

luster Size: 4006
ntal Cluster Range: 0 - 262142
jobal Sector Range: O - 2087150

A terDef I'_rjhutg Uals:

Figure 3.1% Image Details

Thus, you can go through the all the required options of the Autopsy in detail
required for your investigation.

Lab Analysis

Analyze the file attributes and file systems ot the disk partition image and document
the results related to the lab exercise. Give your opmion of your target’s file system.
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PLEASE TALKTO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

RELATED TO THIS LAB.

Internet Connection Required

] Yes MNo
Platform Supported
M Classroom MilLabs
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