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Module 02 - Computer Forensics Investigation Process

Computer Forensics Investigation
Process

The computer forensics investigation process is a wmethodological approach of
preparing for an investigation, collecting and analyzing digital evidence, and managing
the case from the reporting of the crime Bill the case’s conclusion. This process takes
Dlace in a computer forensics lab.

Lab Scenario

The rapid increase of cyber-crimes has led to development of various laws and
standards that define cyber-crimes, digiral evidence, search and seizure methodology,
evidence recovery and investigation process. The investgarors must follow a
forensics 1nvestigaton process that comply with local laws and established
precedentsand any deviation from the standard process may jeopardize the
complete investigaton. As digital evidence 1s fragile in nature, a proper and
thorough forensic investigaton process that ensures the integrity of evidence is
critical to prove a case in a court of law. The investugators must follow a repeatable
and well documented set of steps such that every iteration of analysis gives the same

findings, otherwise the findings of the mnvesugation can be invalidated during the

Cross examination i1n a court of law.,

Hence, as a computer forensic nvestigator, 1t 1s important to have knowledge of the
process mvolved during a forensic investigation, such as collecting the digital
evidence, building a computer forensics lab, recovering the deleted dara, etc.

Lab Objectives

The objective of this lab 1s to provide expert knowledge about the tools used in
the forensic investgation process. This includes knowledge of the following
tasks:

" Recovering deleted file from the evidence.

* (Generating hashes and checksum files.

" Calculating the M3 value of the selected file.
" Viewing files of various formats.

* Handling evidence data.

* Creanng a disk image file of a hard disk paruuon.
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Lab Environment

This lab requires:
" A system running with Windows Server 2012 virtual machine.
" A system running with Windows 10 virtual machine.
* A web browser with an Internet access.

" Administratve privilege:i tO run tools.

Lab Duration

Time: 80 Minutes

Overview of the Computer Forensics
Investigation Process

A computer forensic expert should be well-versed in how to use various tools
for data recovery. By using tools such as EaseUS Darta Recovery Wizard, MD5
Calculator, and HashCale, 1t 1s possible to recover files that have been deleted
even from a device’s recycle bin, make a duplicate, and check the checksums to
compare with the original dara.

A computer forensics lab (CIFL) 1s a designated locanon for conducting
computer-based investgations on collected evidence. 1t 1s an etficient computer
torensics plattorm that 1s able to mvesugate any cybercrime event. In a CI'L, the
nvestigator analyzes media, audio, intrusions, and any type of cybercrime
evidence obtained trom the crime scene.

Many organizations build a forensics lab to prevent unauthorized access to sensitive
informaton. The information that comes trom the laboratory can help in
determining the guilt or innocence of a person or a corporation,

Lab Tasks

Recommended labs to assists in computer forensic investgation process:
* Recovering Data using the EaseUS Data Recovery Wizard.
* Performing Hash, Checksum, or HMAC Calculations using the HashCale.
* Generating MID5 Hashes using MD5 Calculator.
"  Viewing liles of Various Formats using the File Viewer.
* Handhng Evidence Darta using the P2 Commander.

" Creatung a Disk Image Iile of a Hard Disk Parution using the R-drive
Image Tool.
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Lab Analysis

Analyze and document the results related to the lab exercise. Give your opinion on
vour target’s security posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.
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Recovening Data Using the EaseUS
Data Recovery Wizard

EaseUS Data Reanery Wizard recovers deleted files, even if you've emptied the
Recyeling Bin or deleted them directly (and provided they haven't been securely deleted
with miultiple passes)

Lab Scenario

For instance, a finance manager in a reputable company modifies the financial
data of the company and transters the company’s funds to his personal account,
In order to conceal the evidence, he permanently deletes the original files from
his computer using Shift+Del. The company then hires a computer forensic
expert to investgate on the issue. The invesugator recovers the deleted tiles by
using the EaseUS Data Recovery Wizard darta recovery sottware.

The investigator has to duplicate the evidence, as the original data shouldn’t be
rampered with, 1f the evidence 1s going to be presented in court. As a part of the
digital validanon of the duplicated evidence, the invesugator uses a hashing
algorithm utlity to create a binary or hexadecimal number that represents the
uniqueness of a data set, such as a disk drive or file. The unique number is
referred to as a “digital fingerprint.”

Lab Objectives

The objective of this lab is to help students understand and perform data file
recovery using the EaseUS Dara Recovery Wizard tool.

Lab Environment

This lab rEqujres:
= A computer rurming Windows 10 virtual machine.
" Administrative privﬂegea to install and run tools.

" A web browser with an Inrerner connection.
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EaseUS Data Recovery Wizard, located at C:\CHFI-Tools\CHFIv9 Module
02 Computer Forensics Investigation Process\Data Recovery
Tools\EaselUS Data Recovery Wizard,

You can also download the latest version of EaseUS Data Recovery
Wizard at http: /Jwaw.easeus.com/ datarecoverywizard/ free-data-recovery-
software. htm.

Kindly note that, it you decide to download the latest version, then the
screenshots shown 1n this lab mught ditfer.

Lab Duration

Time: 15 Minutes

Overview of EaseUS Data Recovery Wizard

EaseUS Data Recovery Wizard, data recovery software, will recover deleted files
that have been emptied from the Windows Recycle Bin or have been lost due to the
tormatting or corruption of a hard drive, a virus or Trojan infection, or an
unexpected system shutdown or due to software tailure. It can recover data from
hard drives, USB drives, memory cards, and other storage devices.

Lab Tasks

1.
2.

Log on to Windows 10 virtual machine,

Z\:avigzlte to Z:'\CHFIvV9 Module 02 Computer Forensics Investigation
Process\Data Recovery Tools\EaseUS Data Recovery Wizard, double-
click drw_free.exe, select a language (English) and follow the wizard driven
installation steps to mstall the application.

Welcome to the EaseUS Data
Recovery Wizard Setup Wizard

This will install EaseUS Data Recovery Wizard on wour
computer.

It is recommended that you dose all other applications before
continuirg.

Click Next to continue, or Cancel to exit Setup.

EaseUS
Data Recovery

Wizard

FIGURE 1.1: EaseUS Data Recovery Wizardsetup wizard
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Note: If an Open File - Security Warning pop-up appears, click Run,
It 2 User Account Control pop-up appears, click Yes.

If a2 Windows Security dialog-box appears, enter the credennals of
Windows Server 2012 virtual machine and then click OK.

3. In the final step of installation, ensure that Launch EaseUS Data
Recovery Wizard option is checked, uncheck Participate in the
Customer Experience Improvement Program option and click Finish.

Installation was successful

Setup has finished installing EaseUs Data Recovery Wizard on your computer.

[E] Launch EaseUS Data Recovery Wizard

|:| Participate in the Customer Experience Improvement Program

FIGURE 1.2: EaselS Dara Recovery Wizard setup wizard
4. A EaselUS webpage appears in the default web browser, close 1t.

5. EaseUS Data Recovery Wizard appears along with a pop-up. Close the
pop-up and click on Next in the wizard.

1.5elect types of lost files

&l File Types
i I:l Scan oll tha dalowing files

= Y Pl

— 1

P e o et
IR, FTiLs, B sl

- Cacurment Lo
= E comman document filas, such as Vieed, Exc il EaRS e e L o E
e

L

Frims hadkup and Thi hest posriition Tearader dats &
dinanber recavery amed dink applcatom io new
wakatin mansgemenl ukdity PLAOS

See More Freeware from Eazells ==

Ehanng owr sodbwore on

HGURE 1.3 EazelS Diara an:m'eq"'u"i'izard
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6. Next step of the wizard appears displaying the Common Locations and
Hard Disk Drives. Select D drive and after that click Scan.

2. 5elect a location to start finding data

4 Cormimon Localions (2)

- Deskiop n Librames

4 Hard Disk Drives (2}

Local Disk (150) & MHew Walume (0o}

o B 7908 free of 2051 0B h.--"'" 3,97 G drec of 4,00 53

4 Lost Disk Drives (1)

Svalerm Resarasd (")

- i
Wy ™ iz 00 B

FIGURE 1.4 EaselU5 DDara Recovery Wizand location screen

_“-.]

The application begins to scan the drive and begins to display the
contents of the drive, along with the data that has been deleted.

8. On completion of the scan, a pop-up appears; click OK to close the
pop-up.
9. The file system of D drive appears in the left pane, displaying the files

present in the drive (if any), along with the deleted files (denoted by the
letter d) as shown in the following screenshot:

Quick Scan completed
wa found 4390 files (2 09 GB) Export Scan Satus

All File Types  [& Graphics  J.Audio [ Document £ Video ESEmail & Other

[T o Nerw Valurne (04) Mame Size - Dale Type

5 @ [ Log Fils = 5 5
d Al-Ciaida Hard Disk | d LogFilas SFANA016 12-18:00 AM File folder O-\Log Filas

d Sudic Fles
. Dz Partilion Favw Image

d Excel Files [ AupdiaCilan 3 ARl File folder D-Ausdio Files

[ & Al-Qada Hard Disk AENA0TE 12:30:32 AM File folder Dow)-Omda H.

+ ] d Forersics Challenges

| Imvage Files Fila foldar D-\Disk Partiti .
# ] | SRECYCLEBIM

File folder O-Excel Files

if the lost files cannot be found, please sian : s
Deep Scan to find more files Fila foldar [r\Faransics ..

File falder O Urnage Filas

File foldar DASRECY'CL. ..

FIGURE 1.3: EaseUS Data Recovery Wizard All File Tyvpes screen
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10. To view the deleted files inside a tolder which contains sub-tolders, you
need to expand the nodes pertaining to each directory, unal you find a
directory that contains files.

11. In this lab, the deleted contents ot the directory top_files located in\Al-
Qaida Hard Disk\Al-Qaida Articles\x_files\ are viewed.

Guick Scan completed
Ve Sound 4380 Ales [2.08 GB) Exporl Scan Stalug

Al File Types (&l Grephics D Awdic B Document HVideo EEmail  w Ciher

I':.I Mewe Violume () [El Hams Size * [ate Typs Path
P o Log Fil =
[ gttt | @ | el ugbg 0.96 KB JZAI2006 54532 PM GIF File DA Gaida H.

+ | | Temporary Imtermet Files : - AE- . ; :
= [ Hackman Hashes [l top_q.jpa 22 65 KB 2006 94534 PR JPG Fila Doal-Gaida H. .

- [ L &1-Qaida anicles | € [ data_icogif 0.68 KB 22006 94534 PM GIF File D-\Al-Qaida H...

+ [ | g | Nasssanaaeaaoa666|
a u_fillas [T back_cell_news.jpg 343 KB 2008 945234 P JPG File Doval-Cipida H....
[l top.fies | €D

4 Audio Fles [TIwi] akhd.imp 0.00 KB 52006 9:47:26 P THIP File DovAl-Qaida H....
il Disk Partition Faw Image
o Excel Files
i Faremiics Challgrges
ill Imizge Files

+ || SRECYCLERIN

o Fath:  Oowd-ada Hard DhakvAl-ada Asecles's_Tlesop flesiugh. gl

¢ Deep Scan Recover ¢ |

FIGURE 1.6: EaselUS Data Recovery Wizard All File Tyvpes screen

12. To view the deleted file, night-click on the respective file and click
Preview.

Qusck Scan completed
We Tound 4320 files (2.09 GB) Export Scan Slalus

AN Filg Types [l Graphics  JZAwdic B Documemt  EVideo S Email @ Othar
‘= My Yolumie [k | Hama Sire * Date Tvpa Path
|,_ ol Liog Files = }
[ [ Al-Claida Hard Disk | | wgh.giF 096 KE AR2B2006 F45:32 PM GIF Fila Dral-Gaida M.
+ O il Tempoany Intesnet Files
[ d Hackrnan Heshes
- [ d Al-Qida Articles 7| daka_ico.gif KB I2H2006 345 M PM  GIF File D-\Al-Qaida H...
+ [0 g [ Fsoesneasat6o6668
= [7] [ =files _ | back_cell_news. jpg 1282006 G454 PM JPG File D:hAl-Qaida H_.
[] d top files

_|df top_qjpg § KB ARAE2006 B-45: 34 PM JPG File D:\Al-Gaida H...

3 foudic Files T4 akhdamp V22006 $:4T-26PM  TMP File D:\Al-Qaida H...
il Disk Fartitson Raw Image
ol Excel Files
d Ferensics Challenges
| [ Image Files
+ [ || SRECYCLEEIMN

HGURE 1.7 EageUS Dara Recowve q‘\‘i'izaai.-’ﬁﬂ File T}pes o oal
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13. The preview of the file appears as shown 1n the tollowing screenshot:

[+] ugb.gi- File Preview

L

FPath: Do\Al-Qaida Hard Disk\Al-Qaida Articles's_filestop files\ugb.gif Cancel

FIGURE 1.5 File prﬂ'iew
14. Click €ancel to view the other deleted files.

[#] ugb.git- File Preview

s

Fath: D-\Al-Qaida Hard Disk\Al-Qaida Articles's_files\top files\ugb qif

FIGURE 1.9: File prmieu‘
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15. To view the files pertaining to image format, click Graphics tab and
then, select a folder. The images present in the folder appear in the
right-pane as shown in the tollowing screenshot:

Quick Scan completed
We found 4390 files (2.08 GB) Exporl Scan Siatus
Selaciad 1 fle(s). 2265 KB

L1 Al File Types JiAude @ Document [HVidea EHEmail i Other @ i

B i Mew Valume (D) (3243) [ Mama Siza - Date Typa Path
W) [ Al-Cpaida Hard Disk (3220)
| Imnacge Files

| Yasmine jpg T2 88 KB 2NH1 10:23:34 PM JPG Fils D:\dmage File._.

[ @l Team png 105,70 KB &r212009 10:01:32 AM PHIG File Omage File. .
[ @i Shriya-saran_jpg 25 29 KB Q202011 10:23:48 PM JPG Fils D:dmage File_ ..
[T @l Sexy2ipg 7.78 KB 1VB2011 10:48:51 PM  JPG File D umage File...
[ Sexyljpg 4053 KB 1INEZ01T 104797 P JPG Fils D:\Image File....
[] @i Bhianna, jpg 7107 KB QANEO 10:22 64 P PG File Ondmage File ..
[ @i Morthem Light Background jpg  1.8% MB RN J-58:42 AM JPG File Cr:Umage File._.
[ @l mana_liza bog 215 MBE QW0 11:01:24 P BMAP File Dndmage File .
[l & Mona-Lisaljpg 14143 KB QRN 5-20:48 AM JPG Fils D:\mage Fils....
[7] @l rrodel pmg 28,64 KB 210 202:34 AN FHiS File D:Mmage File...
[ hiadana, png 11 87 KB Q217011 20510 A PHG File D:dmage File_..
[ @i Gil Model_jpeg TH X3 KB AR2TEIM 6203:05 AN JFEL File O:\mage File...
" @i Flawars jpg 50 76 KB Q2RI H-1G:4T AM JPG File D:Umage File. .
[ @ Fashionddagazine-modies.jpy 4556 KB WRANEH 10:23: 22 P JPG File D:\mage File...

rath:  Ddmage Files\Yasmine jpg

FIGURE 1.11(k EaselJ3 Data Recovery Wizand Graphics screen

16. To recover a single or muluple files, select the file/files of your choice
and click Recover. In this lab, files present in Image Files folder are
being recovered.

(uick Scan complated
Ve found 4390 files (2.09 GB) Expait Scan Status
Selacted: T Mleds], 558,18 KE

ANFile Types [@Graphics JJAwdio [ Document [ Video EHEmail @ Other o i3

L] q—"ﬂ'ﬂ Volume (0] {(3243) u Marne Sire * Date Tr\-:- Path

« (W] [ Al-Ciaida Hard Disk (2220 y i i
@ | Image Fes (23] (14 Medona.png 134T KB sl e FHA R iy

[l | Girl Model jpeg T8.23 KB ETR20T §:03:09 AM JPEG File D:\mage File..

[#] qfi| Flowers. jog 5076 KB Q262011 51647 AM JEG File Crdmage File ..
) il Fashion-Magazing-madias jpg 4596 KB Q2002011 10:23:22 P JPG File D:\mage File .
[#] ol Diog.gif 11046 KB SM92001 10:25:14 P GIF File D:dmage File...
¥ & computerbmp JGT.ET KB Q942011 10:41:50 PM BMP Fila D:mage Fila..
[+] afi] Cat1 gif 29 KB SM92001 10:26:00 PM GIF File D:dmage File...

(=] il Care-Eric.png KB TrAG2010 T:21:36 Al PG File D:'mage File. ..

[ | Building1.preg 4961 KB 202011 3:52:28 AM PG File D:image File...

[ &l Building png 52.82 KB 1212172010 11:39:24 AW PNG File D:\Image File..

[T 4| Blackberry prg 345 35 KB A0TA0UG 9:00-50 Akl PG File Crdmage File__.
(]t Anna jpg 4577 KB Q20720101 10:21:32 PN JPG Fils D:\mage Fils...
[T 4| Amiita_Rao.raw 49 65 KB QET0N 60332 AM AN File Cedmage File__.

. Path:  O\mage FilesWCare-Enc. prg

FIGURE 1.11: Easels Data Recovery Wizand Graphics screen
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17. A Browse For Folder window appears. You need to choose a location
to store the recovered files.

18. So, navigate to Documents, create a tolder named Recovered Files and
then click OK.

Browse For Folder >

Don't save the recovered data to the drive where you lost
vour data,

v ,1 Admin
25 Contacts

> Bl Desktop
\fIE] Documents

» File Viewer10
Recovered Files I
R-TT

New folder

Make New Folder

FIGURE 1.12: Browse for folder sceeen

19. EaseUS Dara Recovery application recovers the files to Recovered
data [date] at [time]/New Veolume as shown in the following
screenshot:

= | Recovered data 05-20-2016 at 02_42 03

Home Share Wiewy

v « Reco.. :I Recovered data 03-30-2016 at 02 42 03 » v | 0 Search Recovered data 05-30-... @

L

. Mame Date modfied Type Size

s Quick access

B Desktop + Mew Volume /30/2016 2:42 AM  File folder

Downloads o

HGURE 1.13% Recovered dara [date] at [dme]/ New Volume Folder

20. Open the New Volume folder. The New Volume folder contains folder
Image Files folder, from where we have recovered the deleted files as
indicated in step no. 16.0pen this folder.

= Picture Tools

Home Share View Manage

- 1 « Recovered data 03-30-2010 at 02_... » New Volume v 0 Search MNew Volume

i
[l

& Cick access Mame Date modified Type

B Desktop + Image Files 5/30/2016 2:42 AM  File folder
Jy Downloads o

HGURE 1.14: New Volume Folder
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21. The files are successfully recovered as shown in the following
screenshor:

Ficture Tools

Share View Manage

e« Mew Volume > |mage Files w 0 Search Image Files

e

# Quick access
B Desktop
“ Downloads
Documents

[ Pictures Care=Eric computer

Content.|ES
Content.IE3
KLOLESGT
KLOLKSGT

. Onelrve

B This PC

=¥ Network
HGURE 1.15 Imagf files

22. Switch to EaseUS Data Recovery Wizard, and close the pop-up that
contains the status of the recovery.

EaseUS Data Recovery Wizard Free

Recovery completed!

The file has been saved in C \Users\Admin\Desktop\Recovered

Recover 1024 MB data for free: 1004 MB left. Upgrade Now

Sharing with friends, you can get additional 1GE data for free.

i 2 B

FIGURE 1.16: Recovery completed screen

OK

23. This way, you may also view files of other formats and recover them. In
some cases, the application may fail to find all the deleted files. In such
cases, you may need to perform a deep scan on the respectve disk

drive/folder.

Lab Analysis

Analyze and document the results related to this lab exercise. Submit your opinion
and experiences with the EaselS Data Recovery Wizard,

CHFI Lab Manual Page 13
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PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

RELATED TO THIS LAB.

Internet Connection Required

(] Yes MNo
Platform Supported
M Classroom Mil.abs

CHFI Lab Manual Page 14
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Performing Hash, Checksum, or
HMAC CalculationsUsing the
HashCalc

HashCale enables you to compute munliiple hashes, checksums, and HNLACs for

[Jiles, texct, and bex strings. It supports MD2, MD4, MD5, SHAT, SH.A2

(SHA256, SHA384, SHA512), RIPEMD160, PANAMA, TIGER,
— (RC32, ADI.ER32, and the hash used in eDonkey and eMule taols.

ICON KEY

7= Valuable Lab Scenario

information
/ A mult-national company has undergone a network attack and has called forensics
SN investigator to look into the issue. The investgator found some codes that seem to
knowledge

be familiar and needs to cross-check for their availability across a malware database.
= Web exercise The major problem here 1s that the code is huge and uses pretty big storage capacity,
making it ditficult for search. Theretore, the investigator uses hash values of the
code to find their traces in the database.

Q Workbook teview

To be an expert computer forensic investigator, one must have sound knowledge of
the tools used to compute hashes and check checksums.

Lab Objectives

This lab will show you how to encrypt data and how to use it. Furthermore, it
will teach you how to:

" Use the encrypting command.

"  (Generate hashes and checksum files.

CHFI Lab Manual Page 15 Computer Hacking Forensic Investigator Copyright [ bv EG-Council
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Lab Environment

This lab requirea:
= A computer running Windows Server 2012 virtual machine,

" Administratve privileges to run tools.

=  HashCale located at C:HACHFI-Tools\CHFIv9 Module 02 Computer
Forensics Investigation Process'\Hash Value Calculator
Tools\HashCalc.

" You can also download the latest version of HashCale from the link
hrep:/ /Swww.slavasoft.com/hasheale.

" DPlease note thar, if you are willing to download the latest version, the
screenshots and steps shown 1n this lab mighr differ.

Lab Duration

Time: 10 Minutes

Overview of HashCalc

HashCalc allows you to compute message digests, checksums, and HMACs for
files, as well as for text and hex strings. [t offers a choice of 13 of the most
popular hash and checksum algorithms tor calculations.

Lab Tasks

1. Lngin t0o Windows Server 2012 virtual machine.

2. Navigate to C:\CHFI-Tools\Evidence Files\Image Files to find the
evidence files for this lab.

Share Viewr

v| &

Search Image Files

i Favorites
B Deslktop
# Downloads

| Recent places
& This PC

“‘ﬁ Metwork

Mame

Date modified

Type

| Anna.jpg

M| Blackberry.png
®| Building.png
| Buildingl.png
M| Care-Enc.png
37| Catl.gif

&| computer.bmp
58| Dog.gif

=| Fashion-Magazine-modles.jpg
| Flowers.jpg

| | Girl Model.raw
_ | Horse

| Images 1.bd

9/20/2011 10:21 PM
10/772010 9:00 AM
1272172010 139 ...
972042011 3:32 AM
77262010 7:21 AM
2011 10:26 PM
2011 10:41 PM
/2011 10:25 PM
/2011 10:23 PM

=
h

=
i L] ;...':l :\_':l ]

—
X

—
-1

26/2011 5:16 AM

LY m R ¥ o TR ¥ [N ¥ o B T

2712011 &3 AM
F200 2017 00 AM

2872011 3:09 AM

[T

J ]

IPEG image
PMNG image
PMG image
PMG image
PMNG image
GIF image
Bitmap image
GIF image
IPEG image
IPEG image
AW File
File

Ted Docurnent

FIGURE 2.1: Evidence file
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calculator that allows vou
{8} compute MES SAgE
digests, checksums, and
HMACs for files, as well as

for text and hex strings.

Ty

=== HashCalcSupports 12
well-known and
documented hash and
checksum algorithms:

M2, MD4, MD3, SHA-1,

SHA-2( 236,384, 312),
RIPEMD-160, PANAMA,
TIGER, ADLER32,

CRC32,

e

4.

Module 02 - Computer Forensics Investigation Process

Kﬂ&'igﬂte t0 C:ACHFI-Tools\CHFIv9 Module 02 Computer Forensics
Investigation Process\Hash Value Calculator Tools\HashCalc, then
double-click on setup.exe and follow the wizard-driven installanon

Steps to install the applicaﬂ{m.

Note: If an Open File - Security Warning pop-up appears, click Run.

Welcome to the HashCalc Setup
Wizard

This will install HashCale 2 02 on your computer

t is recommended that you close all other applications before
continuing.

Click MNeat to cortinue, or Cancel to exit Setup

FIGURE 2.2: Hazsh(Cale SE:up Wizard

In the final step of installation, uncheck View the README file option,
check Launch HashCale option and click Finish

up_

Completing the HashCalc Setup
Wizard

Setup has finished installing HashCalc on your computer. The
application may be launched by selecting the installed icons

Click: Finish to exit Setup.

[_] View the README file

3

{Laun::h HashCal

......................................... -

FIGURE 2.3 HashCale SEtup Wizard
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Module 02 - Computer Forensics Investigation Process

5. The HashCalc applicar_inn"s main window appears as shown 1n the
fnllnwing screenshort

[Crata Format:

] [

™ HMAC

¥ MD5

™ MD4

W SHa1

I~ SHAZSE

™ SHA3R4

I~ SHA512

W RIPEMD1ED

Q\’i'nrkﬁ with large file

sizes, It has been tested on

file sizes up o 15 GB.

I IIGER
I~ MD2
I~ ADLER32

FIGURE 2.4: HashCalemain window

6. In the Data Format drop-down list, select file formar as File and click the
= TAsSK 2 ellipsis butron associated with the Data field to select the file.

Selecting
Evidence File

Data Focmst: Dt

K.y Foirnat: Eey:
r'.‘v_::-:ra:ring ;I I

W HD5 |
™ MD4 |
W SH&1 |
" sHAZSE |
™ SHazs4 |
™ SHAR12 |
W RIFEMD1ED |
|
|
|
|
|

I PAMNAMA
I~ TIGER
™ MD2

I~ ADLER32
W CRC32

eDonkey/
I ehbfule |

Slavasaft

HGURE 2.5 Hash(Caledara fommar npl:inns
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Module 02 - Computer Forensics Investigation Process

7. Subsequently, Find window appears, navigate to C:\CHFI-Tools\Evidence
FilesImage Files. In this location, you need to select an evidence ftile,
whose hash value needs to be calculated. In this lab, we have selected
Blackberry.png. Once you select the file, click Open.
Lookin: | |. Image Files {a £F ERv
Name o Date modified
|| Armrnta_Rao.raw 972772011 6:03 AM ]
B Annajpg 8/20/2011 10:21 PM
Qﬂuppnr: of 2 modes of L&Emckbernj.pna 10/7/2010 9:00 AM
alubtions: B Building.png 12/21/2010 10:39 ...
e it R ICROUNL 0 M4 Building1.png 9/20/2011 3:52 AM
HMAC., —— e T

4 i ]

File name: Blackbemy png

Files of type: | All Files (") Rd

FIGURE 2.6: Selecring evidence file in ID drve

8. The selected file will be displayed in the Data field.

Data Format D aka:
| File hd II-:-:'\EHFI-T oolg\Evidence Files\Image Files\Blackbem) ..

K.eu Format: Ky
Test sting _«

QHashEalcEalcula:&s

hash/checksum and

HMAC for files of any v SHAI
wpe, including MUEIC, ™ SHAZRE

andio, video, image, icon,

[~ SHA384

text, compression, etc.,
with the extensions: .mp3, r aHAZ12
awav, .avi, .mpg, .midi, [V RIPEMD1E0

.mov, .dvd, .ram, .zip, .rar, [~ PANAMA

Jdeo, Lgif, Lpif, .pic, .of, ™ TIGER
iff, .oe, Jdoc, .pdf, cwps, i

Ldar, WAl Jhex, Jbin, .50,

™ mD2
[~ ADLER32
[¥ CRC3Z

PP, Jdeg, «arc, «ppE, JCuEg,

ram, Jmda, Lsfv, erc.

eDaonkey/
] et ule

Ealn::glatel LClose | Hedlp |

HGURE 2.7: Hash(Cale window

Note: To calculate the message digests/checksums for the dara, the HMAC box
must be unchecked.
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ETASI{ 3

Selecting
Algorithms

Qﬂuppnr: of o modes
of caleulations:
HASH,/CHECESUM and

HMAC.

Module 02 - Computer Forensics Investigation Process

9. Select the algorithms you want to use for calculatnons by checking the boxes

with the appropriate names, and then click the Calculate button.

[Crata Format: Drata:
[Fie | |T;;';1|;'HF|-Tqu|aaEaridanca Fieshimage Files'\Blackbem, J

Foimat: Few:
[~ HMAC T ext ziring j

W MD5 |
W MD4 |
W SHA1 |
I~ SHaZzs6 ||
™ sHazsd ||
W SHas12 ||
I~ RIPEMD1ED ||
|
|
|
|
|

I~ PANAMA

I ADLER32
™ CRC32

eDorkey/
r ehiule |

SlavaSoft Calcudate Cloze

HGURE 2.8: Caleularion of hash values

10. Hash values will be displayed for the selected file as shown mn the following

screenshot:

D ata Foeral: D ata:
| Fle =] [T:?acH FI-Tocds\Eviderce Files\lmage Files\Blackbern J

F}l Fomnat: Key
]

|1ﬂ?45haﬁd-ﬂd95c2b4&dﬁﬁ-3dd&ﬁhaﬂ£ﬂ
|4Ea?clecd¢1£ﬂﬂa&e2a534?[lEEEEch[D

[EEIHEE?HE:-:EEEEIE]"I o 8052abd40537 30 ad2514

|T"'I:|I Bad382b7 30446551 60633733082 Fi2f 438237 e0bE

I RIFEMD180
[ PAAMA

I IIGER
W MD2 | c6cBE1 3a76e 11301 Bb27bT0FAI7 cT4ae
[~ ADLER3Z ||
rceczz ||

HGURE 2.9 Window displalving hash walues
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ETASI{ 4

Calculating HMAC
for the Data

Q Hash(Cale supports a
custom  hash  algorithm
(MD4-based) used In
eDonkey and eMule

applications.

Module 02 - Computer Forensics Investigation Process

11. To calculate the Keyed - Hash Message Authenticaton Code(HMAC) for
the data:

Check the HMAC box.

In the Key Format combo box, select the type of the key yvou want to

use for calculations. HashCalc allows you to perform calculations using
text keys or hex keys.

In the Key box, enter the key for HMAC calculations (for example,
here test 1s entered as key)

Select the algorithms you want to use for calculations by checking the
required.algorithms, and then click Calculate

Data Eu:-rmat: Data:

|Fi|e - rE-:‘kEH FI-T aols\Ewdence Filez\Image Filez\Blackbern J

K.ey Format: Eew
[v HMaC ITE:-:[ shing = | Itest

V MD5 |
¥ MD4 |
¥ SHa1 |
™ SHa2se |
[~ SHAa3sa |
|
|
|
|

[V SHAR12

™ RIPEMD160
v PANAMA

™ TIGER

HGURE 2.1{k Caleulanng HMAC with key
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Q HashCalcoffers a

cholce of 13 of the most
['ﬂpular hash and
checksum algorithms for

calcularions.

Q 5 uppOres the MDd-

baszed hash algnril:hm nsed
in many P2P appﬁcaﬂnns

eDonkey, eMule, etc.).

Module 02 - Computer Forensics Investigation Process

12. HashCalc calculates the hashes of the specified file and displays them as

shown n the fﬂ]lnwmg screenshot:

i ata Foirnal [rata:

|F1.5 j ||::"-.EHFI=1'|:|-:h'I.E-.-'i1:Ier'n::E Filez\lmage Files\Blackbem, J

¥.ey Fomat;

W HMAC

| Text shing j |tESl

W MD5

B 7 9ce 7EEbE21 2d403607 sha Gadas

¥ WD4

1044643 Febaad23bEM343e 1 cBfEbac

b SHAT

e91fe5609ebabal 6524 7a0d505544d24bb1537e0

I SHAZESE

™ SHA384

 SHAS12

&Bdadbad 7 2dae el c30e07 25d a7 3d1 2333331 0306 4d:

[ RIPEMD1&0

W PAMAMA,

b4 16461 4F921 eceba2od) 29ddb?61 d1 25b4foacBi05a1t

™ TIGER

Caleulata

FIGURE 2.11:Window displzliing hazh values

13. Both the windows containing MID5 hash values (with key and without key)
are shown below for students’ understanding:

DataFoemal  Data
|an - | |E‘."-.EHFI-T oozhEvidence Filez\Image Flez\Blackbemy J

F.eyp Foamat: Fey:
|Tv::':t sting j |I:E|st

e MD5 |E‘??BGETEEJEE1 2d4025b7 abald1Badae

e HMAC

D ata Famrnat: Datz
IFI:: ;I Il::".l:HFI-Tuul&"E'q'ijan-:B Filez\image Fles'\Blackbamy J

F.ey Format: ke
[Test sting =] [test

F OS 1100745ba544daBc2b 4856 3dde Hbalie2)

™ HMAL

¥ MD4 |1044Ed37ebaad 3699451 chibhac

I SHa |31 25605ebahal 69247 a0dE06544d24b b1 5370

I~ sHa2s6 |

I~ sHases |

W SHAR2 |n31a353d?2dm3f5:a1:3ﬂ:ﬂ?25da?9‘d1239&391I]EIFE-iu:h
I~ RIPEMD1ED |

I PAMAMEA |l:-4‘|hmdlﬁzleFuEHE::ﬂadeh?H-:I‘IEEI:-J-'II‘ca-:EIIJEraIr
™ TIGER |

W MD4 |46afcdecddfidaes2asi4 70052 26cH

W SHAT | 2920567 ecc 26396 c7805aabd40537902d251 42

™ SHazs |

™ SHazed |

W SHAS12Z  |7b162d9B20730d4b5916033979a30e271214dB237 6008 T:
I RIFEMD1ED |

W FaNAMA  [3bd1d3fe1c505151542e03dif 2260 a1 bEET 2ch295d4 442
I~ TIGER |

I MD2 |

™ ADLER3Z |

M CRCZZ  |Ob18ssdi

eDaonkey/
r ebdulz I

flzvaSoft

FIGURE 2.12: Windows displaying hash values with and without key
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Module 02 - Computer Forensics Investigation Process

14. If you want to perform a calculation for a text string, first select Text string

=] . .
= from the Data Format drop-down list and then enter the text in the Data
Calculating Hex tield.
Value of Text - o : : :
i 15. Select the algorithms you want to use for calculatons by checking the
rin - - :
9 required algorithms and then click the Calculate button.
D ata Format Y
IT-I-i-.lc-hn, | amn fine. How are you?
K.ey Format: Koy
[~ HMAC I-Ts::-:i: stnig j test
v B0
W MD4
W SHAL
[T 5HAZSE
[~ SHAa3%4
¥ SHa512
™ RIPEMD160
¥ PANAMA
[ TIGER
W MD2
[ ADLER32
¥ CRC3Z
r el orkey/ I
HGURE 2.13: t_.:almlal:ing hash values fnrgt'm Lext
16. Hash values will be displayed for the selected algorithms as shown in the
tollowing screenshot:
[Cvata Fotmst: D sk
| Teut sting v | [Hidahr, | am fine. How are you?
Key Fomat: Eey:
I~ HMAC r'?;v:-:l siring ;I Ii:e:f
v HMD5 |Wﬂﬂﬂ?a?ﬂaaaﬁbﬂdc’5c5d?bﬂh?ﬂ
W MD4 ||:?8315153he1 3709224 7 edBefebeSe 3t
W SHa1 [9c072033567605391 518590 ciads 5323975 cbb 1 b
I~ sHazse ||
I~ sHazss |
¥ SHAS12  [[feB7IET7CT 741 265eci = 3cclBaesE5 185527 32be ] 6odBl
™ RIFEMD1E0
W PaNAMA  |[4186ici2bi51 588154beel D50a2924a0b7 6 20a030ecS
I TIGER [
|
|
leb7e1191
FIGURE 2.14: Display of encoded data in HashCalc
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Module 02 - Computer Forensics Investigation Process

Lab Analysis

Document all Hash, M3, and CRC values for turther reference.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

RELATED TO THIS LAB.

Internet Connection Required

[(1Yes MNo
Platform Supported
Classroom Mil.abs
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ICON KEY

=7 Valuable

nformation

# Test your
knowledge

E Web exercise

Y

== Workbook review

7 Tools
demonstrated in
this lab are
available in
C:\CHFI-
Tools\CHFIv9
Module 02
Computer
Forensics
Investigation
Process.

Module 02 - Computer Forensics Investigation Process

Generating MD5S Hashes Using
MDS5 Calculator

MD5 Calenlator is a simple application that calculates the M5 bash of a given
Jele. It can be used with big files with sizes measured in GBs. It features a progress
connter and a text field from which the final NID5 bash can be copied easily to the
clipboard.

Lab Scenario

During an investigative process, a forensics examiner was successful in extracting
SOme Programs from a target computer. The examiner uses MID5 hash values to
check the presence of similar file across a malware database and finds the malicious

tile,

To be an expert computer forensic investgaror,one must have sound knowledge of
tools used for compurting hashes and checking the checksums.

Lab Objectives

This lab will give you experience encrypting data and show you how to do 1t. It
will teach you how to:

" Use encrypting commands.

" (Calculate the M5 value of selected files.

Lab Environment

This lab requires:

=  MD5 Calculator, which 1s located at C:\CHFI-Tools\CHFIv9 Module 02
Computer Forensics Investigation Process\Hash Value Calculator
Tools\MD5 Calculator.

= A computer running Windows Server 2012 virtual machine.

" Administratve privileges to run tools.

CHFI Lab Manual Page 25

Computer Hacking Forensic Investigator Copyright [ bv EC-Council
All Rights Reserved. Reproduction 1s Strictly Prohibited.



= TASK 1

Selecting an
Evidence Image

Module 02 - Computer Forensics Investigation Process

" You can also download the latest version of MD5 Calculator from
http:,f,="w~mr.hullzip.cnm;’dnwnlnad.php.

=  Kindly note that, if you decide to download the latest version, then
screenshots shown in the lab mighrt difter.

Lab Duration

Time: 10 Minutes

Overview of MD5 Calculator

MD5 Calculator 1s a bare-bones program for calculating and comparing MID5 files.
While its layout leaves something to be desired, its results are fast and simple.

Lab Tasks

1. Km-'igﬂte t0 CACHFI-Tools\CHFIv9 Module 02 Computer Forensics
Investigation Process\Hash Value Calculator Tools\MD5 Calculator,

2. Double-click md5cale(1.0.0.0).msi to launch the setup, and then follow the
wizard-driven installanon steps to install the application.

Note: If an Open File - Security Warning pop-up appears, click Run.

The installer will guide pou through the steps reguired to install MDS Calculator on pour computer,

WARNING: This computer program iz protected by copynght law arnd intermahonal treahes.
Unauthornzed duplcahon or distnbubion of this program, or anp porhion of it, may result in severe crel
or enminal penalties, and will be prozecuted to the maximum estent possible under the |ave.

Cancel

HGURE 3,1: MD3 Caleulator Serup Wizand
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Module 02 - Computer Forensics Investigation Process

3. Navigate to C:\CHFI-Tools\Evidence Files\image Files for the evidence file

tor this lab.

Home Share Wiew

EQTI:'LE

Me SEACE -Digesl:

alporithm 53 (MD3)  was
created by a professor
named Ronald 1. Rivest of

MIT. L'sing this algnril:hm_
Vou are able to calculate a
hash value or digest of any
MEs Sage. A digesl: winrks as
] ﬂngerpr:in: for the text on
which vou appl:: the
dlgorithm, A fingerprint
has a 128-bit length and is

often written as a4
characterstring of 32 hex

d.tgi [5.

Q‘t'nu can Ccompare the
calculated walue to a wvalue
given o vou by another

person or feotn a website.

. « CHFI-Tools » EvidenceFiles » Image Files

v O

Search Image Files

3 Favorites
Bl Desktop
& Downloads
"l Recent places

& This PC

€l Network

28 iterms

4. To calculate the MID5 hash of a file, first select a particular file, right-click on

Mame

=) Anna,jpg

B Blackberry.png
B Building.png
| Buildingl.png
M| Care-Eric.png
5| Catl.gif

&| computer.bmp
3| Dog.gif

=/ Fashion-Magazine-modles.jpg

| Flowers.jpg
| Girl Madel.raw
| Horse

| Images 1.bd

-

Date modified

92042011 10:21 PM
10,/7,2070 %00 AM
12/21/2010 10:39 ...
9/20/2011 3:52 AM
7/26/2010 T:21 AM
G189, 2077 Tede B
9/19/20711 10:41 PM
9/19/2011 10:25 PM
9/20/2011 10:23 PM
3262017 516 AM
9272011 603 AM
S/26/2011 7:00 AM

9/28/2011 3:.09 AM

Type

IPEG image
PNG image
PNG image
PNG image
PNG image
GIF image
Bitmap image
GIF image
JPEG image
JPEG image
RAW File
File

Text Document

<|

HGURE 3.2 Evidence file

it and then select M1DD5 Calculator from the context menu.

: Picture Tools

Homé

Share

View

Manage

. «« CHFI-Tools » Evidence Files » Image Files

v &

Search Image Files

0 Favorites
B Desktop
4 Downloads
"l Recent places

| This PC

€l Network

23 itemms

Marme
| = computer.bmp
57 Deg.gif

i,

Date modified
31952011 1041 PMI
S19/2011 10:25 PM

Type
Bitrmiap image

GIF image

=/ Fashion- Magazine:amndles._ipg

9/20/2011 10:23 PM

JPEG image

q

| Flowers.jpg
| Girl Medel.raw

__| Horse

__| Images 1.bt

| Images 2.bd

| Images.bd

__| Karean girl

| Medona.png
Bs| model.png

&| mona_lisa brmp

1 itern selected 43.9 KB

Edit

| MD3 Calculator

Set as desktop background

Dpen with

Add to archive...

Add to "Fashion-Magazine-modles.rar”

Compress and email...

Compress to “Fashion-Magazine-modles.rar" and email

Restore previous versions

Send to

FIGURE 3.3 MD5 Calculator
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E TASK 2

Calculating MD5
Hash Value

Q'-nﬂ.-E MD3>  algorithm

was created h:.' a pmfessnr

mamed Ronald 1., Rivest of

MIT.,

Module 02 - Computer Forensics Investigation Process

5. The MD5 Calculator window will subsequently appear, displaying the
MD5hash value tor the selected file as shown in the following screenshort:

File Tools Help

File MName

_MNCHFE- Tools\\Evidence Hles\Image Hles'\Fashion-Magazine-modles j

MD5 Digest

/dacH¥65740a1d14643816c0bbi 3d /6d

[] Upper case

FIGURE 3.4 Displaved hash value in MDD 3 calculator

Note: When the tool 1s used for the first ume, it displays the result of the
selected file directly under the MD5 Digest column and there 1s no need to

click the Calculate button.

6. If you want to calculate the hash value of another file, click the ellipsis
button corresponding to the File Name field.

File Jools Help

File Mame

= ACHF Tools \ Ewvidence Fles\Image Fles'\Fashion-Magazine-modles

MD5 Digest
/dacH¥65/740a1d14643816c0bbi 3d/6d

[] Upper case

FIGURE 3.5 MID5 caleulators beowse npt’mn
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Module 02 - Computer Forensics Investigation Process

_“-.]

The Select file to calculate MD5 hash window will pop up. Navigate
to C:\CHFI-Tools\Evidence Files\Image Files, select a file other than
the previously selected ftile, (here we are selecungBuilding.png file) and
then click Open.

{E] - T . oo« Bwidence Files » |Image Files Search Image Files B
EThe MD5 Digest field Do L = ~ [ @
containg the calculated _ =

¥ Favorites Mame Date modified Type
value. If you want to e ] N . -
. T es . 12772011 6:02 AM AW Fi

compare this MD3 digest - P __,.ﬁ.mnta_ﬂat;: raw 011 6:03 AM e
ry another, vou can paste & Downloads = Anna,jpg f20/2011 10:21 PM  JPEG image
the other walue into the 7. Recent places M| Blackberry.png 10/7/2010 9:00 AM  PNGimage
Compare To field. An = B Building.png 12/21/2010 10:39...  PNGimage
sion  will appear between % This PC B Buildingl.png 9/20/2011 3:52 AM  PNG image
the two values if they are M| Care-Eric.png 7/26/2010 7:21 AM  PNG image
equal. Orherwise, the <> €W Network 5 Catl.gif 0/19/2011 10:26 PM  GIF image
sign will tell you that the 2| computer.bmp 0/19/2011 10:41 PM  Bitmap image
values  are  different, ¢ Dog.gif /19/201110:25PM  GIF image
.-""aﬂ&l}'EE and document the T Cearhinm hlacaoine oemedlos b PR AT 10T Dk A LM = femn

results related o the lab A I e A

EXErCISe, File name: | Building.png

FIGURE 3.0: MD3 calculators file selection window

8. The selected file will be displayed in the File Name field, click the
Calculate button to calculate the M5 hash of the file.

File Jools Help

File Name

IE:HEHFI-Tmls“uEﬂdence Files"\lmage Fles'Building png

FIGURE 3.7 MID5 caleculatoess caln:ulating MDS hash
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Module 02 - Computer Forensics Investigation Process

Y. MD5 Calculator displays theMD5 Digest (hash value) tor the selected
file as shown in the following screenshort:

File Tools Help

File Name
CMCHFI-Tools" Evidence Files\Image Files" Building png

MDS5 Digest
[c04c22b422200197d25c5058ca 26827

L] Upper case

FIGURE 3.8: Displa:.‘ed hash walue in M35 calculator

Lab Analysis

Analyze and document all the calculated hash values related to this lab exercise by
using MD5 calculator.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

(IYes MNo
Platform Supported
Classroom Mil.abs
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Module 02 - Computer Forensics Investigation Process

Viewing Files of Vanous Formats

Using the File Viewer
File Viewer is a Disk/File Utility that helps you gquickly locate, view, print,

organize, and exchange files.

Lab Scenario

A network administrator has reported transmission of some unknown files across
the company’s network after a security breach mncident. Upon investgation, the
investigators found that the attacker had hidden the file format to confuse the
network administrator. The investigators used File Viewer tool to recognize the
formart and extract its contents that led to the attack.

To be a computer forensic expert, you must have sound knowledge of various file
viewing tools used for forensic investigations. This knowledge includes how to
locate files quickly, view files of ditferent formats, etc.

Lab Objectives

The objective of this lab 15 to help students learn and perform file viewing with the
help of File Viewer. File viewer 1s used for:

*  Viewing files of various formats
*  Quickly locatng the files needed

" Saving files of various file types
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Module 02 - Computer Forensics Investigation Process

= Tools Lab Environment
demonstrated in . |

this lab are This lab requires:

available in .

I'lle Viewer tool, located at C:\CHFI-Tools\CHFIv9 Module 02 Computer

C:\CHFI- Forensics Investigation Process\Computer Forensics SoftwarelFile
Tools\CHFIv9 Viewer.
Module 02
Computer " You can also download the latest version of File Viewer from
Forensics http: / /www.accessoryware.com/ tileview.htm
Investigation n . . :
B cocabs "  Kindly note that it you decide to download the latest version, then the
screenshots shown in this lab might ditfer slightly.
" A computer running Windows Server 2012 virtual machine.
"  Administrative privileges to install and run tools.
Lab Duration
Time: 10 Minutes
File Viewer 1s a disk and file utility for Windows based machines that helps to
quickly locate, view, print, organize, and exchange files over the Internet using
Windows email components.
Hrask 1 1. Navigate to C:\CHFI-Tools\Evidence Files\lmage Files to view the
evidence files. You will be selecting a file from this location in the
Launching File subsequent steps.
Viewer
Share Wiew
A C Y ) =il [~ Y |ig Oper BH setect an
i Copy path : ﬁ TET LJ —l:l_"' —E & Edit Select none
Mowe  Copy Celete Rename Mew Properties O
[2] Paste shortout £ to - folder - oo Invert selection
phoand JFganize Mew JRen
ﬁﬁ[gg can be rated by r T | L. « CHFI-Tools » BwvidenceFiles » Image Files w o Search Image Files
priority, and up to three = a 2 i
search words or phrases »{ Favorites e aie e
can be included per file for Bl Desktop | Amrita_Rao.raw FAT/2011 6:03 AN RAW File
extra search capability, This & Downloads = Annajpg f20/2011 10:21 PM JPEG image
B useful if you are on a =, Recent places R Blackbemy.png 10/720010 %00 AM PNG image
network, and frequenty | Building.png 12/21/2010 10:39...  PNG image
need  filles  on  other /M This PC 9/20/2011 352 AM  PNG image
EOmpuicrs Rs| Care-Eric.png TA26/2010 T:21 AM  PNG image
€M Network 5| Catl.gif /19/2011 10:26 PM  GIF image
*| computer.bmp 9/19/2011 1041 PM BMP File
58| Dog.gif F19/2011 10:25 PM  GIF image
FIGURE 4.1: Image Files Folder
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C

=== File viewer
different Picture File Types
as |PG, CMP, GIF,
uncompressed TIF, TIFF,
ICO, CUR, PCX,
PCD, FPX, WMF,
, FAX, RAW, AWD,
XPM, IFF, PBM,
PS5, PNG, TGA,
BAS, WPG, PCT,
CLP, XWD, FLC,
S0, XBM, MAC,
MSPE, CAL, ICA,

sich

BALR,
DX,

EMF
XPB,

CUT,

EPS,

PCX,
ANI,
MG,

SCT,

ﬁ File viewer is supported

by W
2000

5FF, SMT, etc.

"indows
JXP/Vista, 7/ Server

2008/ Server 2012,

EUPPOCTE

Module 02 - Computer Forensics Investigation Process

2. Navigate to C:H\CHFI-Tools\CHFIv® Module 02 Computer Forensics

Investigation Process\Computer Forensics Software\File Viewer, double
click FileView.exe to launch the setup and follow the wizard-driven
installation Steps to install the app]icar_inn.

Note: If an Open File - Security Warning pop-up appears, click Run.

iewrer Setup

Welcome
Welcome to the installer for File Viewer 10.

k is strongly recommended that you extt all Windows programs
before continuing with this installation.

f you have any other programs runining. please click Cancel,
cloze the programs, and run this setup again.

Otherwise, click Next to continue.

FIGURE 4.2 File Viewer Insraller

3. Double-click File Viewer 95 icon on the Desktop to launch the
application.

Note: Alternatively, you may launch the applicaton from the Apps screen.

4. The File Viewer Registration pop-up appears. Click the Close burtton to
open the File Viewer window.

Thank you for trying File Viewer. To Purchase License to use, Click

the Register button below. If you have just Registered the program,

and are ready to Enter the password, Click the Activate button, Enter
the Password, Then Click Activate again.

Date Installed: RI2E/2016

Date Expires: 62572016

Mumber of Uses:

B Activate

FIGURE 4.% File Viewer registration
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Module 02 - Computer Forensics Investigation Process

5. The File Viewer main window appears, along with a Getting Started with
File Viewer dialog-box. Check on the Do Not Show on Start Up option
and click Cancel.

6. 1t the pop-up does not appear, skip to the next step.

Litilitiezs  Windew Help

ErEE D)

£y : Pl I M —In— ﬁmn\
==Y ou must have art least ‘4  Getting Started with FIIE Viewer
128 MB of RAM for the - % Gelling Startedwith Viewing and Editing
program to run. If vou ; j Pictures.
have 256 MB or greater, -4 1. Use the Search Magnifying Glass on the far -
i . | . | l=ft on the Toolbar at the top to Find Pictures of

memory  problems using LB ditferent File
Fle Viewer should be - } 2. Click the button Find Next button to find the

o _ 5 i | next Folder wwith pictures of the search
minimal. Loading too Lo criteria.
many pictures can cause mﬂ‘"ﬂ"m “,:EMT"“E drlleribite e
You to stay on one window, - ‘-‘:5'j . | 4, Use the Open button on the toolbar to View

ot hEiﬂg able oy access the

viewing window.

|-FDant5hnwnﬂ5I Up |

FIGURE 4.4: Getting Started with File Viewer dialog-box

B rask 2 7. (o to File menu and click Open.

Selecting the L e (TR TS
Evidence File ‘[ Qpen coi-0 [T E_H t--]rg;“n ||

[ Open File with ancther Program  Cirl+A

Open File Located on the Intermet  Cirl=| - — - - =
1 3 S S 5 R (A () (5) i uscrie= (e R Y [+

Close CtrirL

Ewind Files by Type Chrl+F
Find Mesxt Folder by Type B 3

| Size | Them

Create Mew Folder Chrl=Alt«F |5

Rename File Ctrl+

Delete File Ctil+D B i Local Disk (C:)
CHFI-Tools

I i i il el S . — —

File Properties =T |

Set Up Printer
Brint File Ctrl=P |

Exit

5 1]

Music Files (MP3

EFEEEEEE

Jm— e ——————

4 e F F 1

FIGURE 4.5 File Viewer File Menu
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8. In the Open dialog box:

" locate the evidence file path (C:\CHFI-Tools\Evidence Files\image
Files).

" Select Al files (*.*) in the File type drop-down list.

= Select the file (Flowers.jpg), and then click Open.

T | ). « EvidenceFiles ¢ ImageFiles W l:r| | Search Image Files

Organize =  Mew folder 3==

: e
I Favarites Mame Date modified

B Desktop |:|r' El'ng gif 91972011 10:25 PM
& Downloads =, Fashion-Magazine-meodlesjpg e 9202011 10:23 PM
| Recent places je=| Flowers,jpg 9/26,/2001 5:16 AM
| Girl Maodel.raw 97277200117 ge03 AM
& This PC __| Horse FIRSI0TT T00 AMA
L Images 1.kt
'i"! Metwerk | Images 2.t
L] Images.tet

2872011 3:09 AM
28,2011 310 AM
F23/2017 3:05 AM

520711 02 AM

/2011 2:05 AM

T .-

__ Korean gir

|| Medona.png

B maodel.png
<1

T T- T T T

|'H_ r«.-

— p— L

n_n_-

File name: Flowers,jpg All Files (*.%)

Cpen

FIGURE 4.06: Opening of evidence files
9. If a Getting Started with File Viewer pop up appears, click Cancel.

10. The image Flowers.jpg opens in the file viewer screen as shown in the
tollowing screenshot:

i fl& ﬂrg.amn! ertrlhmnn Eﬂl_aul Edlt ]{m Irﬁaga Enlnr H‘tlﬁﬂﬂ ﬂjndm ﬂelp

QREECEEEE BEE DeEER TR [T TR b ecE A Aoe T = |
E.QThE File  Viewer C\Users\AdministraiorDeskiop | C:ACHF-Tools\Evidence Fileslimage FilesFlowers jpg
containg  the Microsoft :
Mulamedia plaver
component, s yVou can
plav Video Files (AVI,
MPG, MOV) and  music
files (M3, MIDI, and

M3U)., Separate playlists
are included for video and

aidic files.

FIGURE 4.7: Opening of image file
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11. Navigate to File->File Properties to view various properties of the

ErTtask 3 selected image.

Viewing the File

1S EWVIC CE 5 = eSS OIS & | Y

Properties & Ele_-.mize Distribution EMail Edit View |mage Color Unlities Window Help
[ % Open Ci+0 BE) [ r;,,ﬂgﬁu‘ =i [=1(=] | [c\CHFI-Tools\Evidence Files\Image File ~ |
[, OpenFile with ancther Program  Ctrl+A |

| @ OpenFileLocated on the Intemet  Ctrl=1 |
15 Close CtrieL
By Find Files by Type CtrleF
@ Find Mext Folder by Type F3
T Create New Folder Ctrl=Alt+F
H .. 5 - —
. 28 RenzmeFile Ctrl+M
QFHE Viewer provides i Move File Cirl= M
many functions such as i DeleteFile Ctrl+D
'i.'ieu‘.ing_ p:ir?ting.. email, Bl File Properties e
plaving multimedia files, _
organizing, and barch file 4 Sl
functions. The Mulsifile - Bt
Selecion  window  allows 7 Bt
vou to select any number 1 - | .
of files o be used for - = =
performing these Husic Files (MP3 : ~] .
functons. "El]:.ﬂ . E

Hlowers.jp

FIGURE 4.8: File Viewer File Frnpe rres op T8 )41

12. The File Properties window will pop up showing various propertes ot
the selected file. Click OK to close the window.

 C\CHFI-Tools\Evidence Files\image Files\Flowers jpg

Number of Bits per 6

Color Count:
Image Onentation:

Image Height:

Image Whidth:
M inimum Image Bitmap 2
Image Design 0
y Image X Resolution 150
Q File Viewer provides
vou with a Thumbnail Image Y Resolution 150
window showing all the
Fj.l:[L'I.fEE- j.f'l a E-E'.EI:[E-IL] HIE EIE[]-I 1 5_1 E_qﬂ AM
folder. : :

9 Cancel

FIGURE 4.9: File Viewer File Properties window

CHFI Lab Manual Page 36 Computer Hacking Forensic Investigator Copyright [ bv EG-Council
All Rights Reserved. Reproduction 1s Strictly Prohibited.



Module 02 - Computer Forensics Investigation Process

13. You may save the image for further reference, and you have an option
to save the image in a different file format. However, this feature 1s
available only for the licensed version of File Viewer.

Lab Analysis

Analyze and document the results related to the lab exercise. Give your opmion on
your target’s security posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[1Yes MNo
Platform Supported
M Classroom MilL.abs
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ICON KEY

=7 Valuable

information

& Test your
knowledge

E Web exercise

e ]

= Workbook review

—Tools
demonstrated in
this lab are
available in
C:\CHFI-
Tools\CHFIv9
Module 02
Computer
Forensics
Investigation
Process.

Module 02 - Computer Forensics Investigation Process

Handling Evidence Data Using the
P2 Commander

P2 Conpmander is a comprehensive digital forensic tool designed to handle more data,
miore efficiently while keeping a specialized focus on the entire forensic examination
process.

Lab Scenario

After concluding the investigation process, a junior investigator had submutted the
evidence files to the court for trial. The judge dismissed the case citing submission
of poorly handled evidence or improperly presented data. This incident shows the
importance of properly handling the evidence and presentng the data in a viable
manner.

To be a computer forensic expert, you must have sound knowledge of handling
torensic data more etticiently by using ditferent tools such as P2 Commander.

Lab Objectives

The objective of this lab 1s to help students learn and use P2 commander for
handling evidence data.

Lab Environment

This lab requires:

= The P2 Commander tool, which is located at C:\CHFI-Tools\CHFIv9
Module 02 Computer Forensics Investigation Process\Computer
Forensics Software\P2 Commander.

" You can also download the latest version of P2 Commander from
htep: / /www.paraben.com/p2-commander.html.

" Please note thart, if you decide to download the latest version, then the
screenshots shown in this lab might differ slightly

= A computer running Windows Server 2012 virtual machine.

" Administratve privﬂegea to mnstall and run tools.

CHFI Lab Manual Page 38
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Module 02 - Computer Forensics Investigation Process

Lab Duration

Time: 20 Minutes

Overview of Handling Evidence Data Using the
P2 Commander Tool

P2 Commander 1s a comprehensive digital forensic tool designed to handle more
data, more etficiently while keeping a specialized focus on the enure forensic
examination process. P2 Commander utilizes an advanced plug-in architecture to
create specialized engines that focus on things such as email, network email, chat
logs, tile sorting, internet file analysis, and many more, while increasing the amount
ot dara that can be processed and utilizing resources through mulu-threading and
task scheduling,.

Lab Tasks

ETASK 1 1. Navigate to C:\CHFI-Tools\CHFIv9 Module 02 Computer Forensics

Investigation Process\Computer Forensics Software'\P2 Commander.
Launching P2

Commander 2. Double-click p2c-demo.exe to launch the setup, and follow the wizard-

driven installation Steps to install the applicﬂtinn.

Note: If an Open File - Security Warning pop-up appears, click Run,

Welcome to the Paraben's P2C
installation

The installer will guide you through the steps requirad to
install Paraben's P2C 4.4.8629. 14342 on your computer,

HGURE 3.1: Paraben’s P2C Installer
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Module 02 - Computer Forensics Investigation Process

3. On compleung the installauon, Paraben’s Dongle Manager installation
wizard appears, follow the wizard driven installation steps to install

Paraben’s Dongle Manager.

Welcome to the Paraben's
Dongle Manager installation

The installer will quide you through the steps requirad to
install Paraben’s Dongle Manager 1.7.5823.30461 on your
computer.

Installation

FIGURE 3, 2: Pamaben’sDongle Manager Installer

4. Once the installanon 15 completed, a Paraben’s P2C dialog box appears
asking you to restart your computer, Click Yes, to restart the machine, for

the configuration changes to take etfect.

@ You must restart your computer before the new settings will take effect.

Do you want to restart your computer now?

HGURE 3.3: Paraben’s P20 Resrart Computer Dialog Box
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EQPE Commander
EXAmines loypical and
phyvsical disks as well as
mdividual files and folders
with FAT12, FAT16, FAT

2 and NTFS ﬂlesj;sl:ems.

ﬁTD view and define
P2 Commander options,
select Tools - Opdons or
dick Options on the P2

Commander welcome
pagE.ThE Dptiuns wrindons
wrill open. It consists of

WO panes. In the lefe pane,
the groups of npl:inns wrill
be displa}'ed. In the righl:
pane, the mrrespnnding

Module 02 - Computer Forensics Investigation Process

=

5. Double-click on the P2C icon located on Desktop, to launch the
application.

Note: Alternatively, you may launch the application from the Apps screen.

6. An Acovaton pop-up subsequently appears, click Later.

Thiz copy of Faraben's FZC has not been activated.
(Days left = 30 Beecutions left = 7).

The number of available plug4ins iz limited (see the help file for details).
Activate your product or use a dongle.

Activale

FIGURE 3.4: Pnp-up window of P2 Commander

Note: TheP2 Commander Trial version can be used tor only 30 days with
limited number (7) of executions.

]

/. TheP2 Commander GUI appears, along with a Paraben’s P2C pop-up as
shown in the following screenshot:

TS VIEW

Add Evidence

This will automatically create a new case
and start the Add New Evidence Wizard.

Start Batch Export Open Case Create New Case

Perfrm sesrches D0 an eashng

musltipls madstorages e wadh dats snd
* and export e ki working with
E.ilsh:ru-srd: PaC.
reak.

FIGURE 5.3 Main window of P2 Commander
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Module 02 - Computer Forensics Investigation Process

= TAaskK 2 8. Click Create New Case icon in the Paraben’s P2C pop-up.
Ereating a HEW HOME =VIDENCE EXFCAT TOOLS VIEW
Case s &N +I:I B

rm;u;ﬂ' P2C

Add Evidence

This will automatically create a new case
and start the Add New Evidence Wizard.

QThE Pmperties
pan&dlwrs the user to
view the properties of the

selected case item.

Start Batch Export Open Case Create New Case

Parfores sarchis i e A isticg Craaby & blark <acs

rewitiphe radsirages case with dats and el begin movking in
aned =aport the besgin weorkdreg with P2C.
rasults bo & Snghs P2C,

- Format,

e Case Content

—

FIGURE 3.6: P2 Commander crear_ing 4 NEW CASe

9. A New Case window appears, displaying the Welcome section. Click
Next

Additional Information

jThE Sorted Files pane

includes a main node wpe, Wel b the PIC new case wizard
13 pes of sub-nodes, in '

which files are sorted, and Please follow the wizard steps to complete

rove addidonal sub-nodes, the case aeation.

pe sub-nodes are:

7

Documents
Emails
Chats
Spreadsheets
Graphics
Darabases
Execurable
Compressed
Muleimedia
JOML

Text
Encrypted
Others

" ® & ® ® & ® ® & ® ® = #®

|:| Skip this page in the future

< Previous I Mext >

FIGURE 5.7: Welcome Wizard of P2 Commander
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jThe Properties pane
is a grid with the left
column being the
property’'s name and the
rAght column being the
property's value.

+#The Properties pane is
a grid with the Ileft
column being the
property's name and the
Aght column being the
property's value.

Module 02 - Computer Forensics Investigation Process

10. In the Case Properties section; provide a Case name, write a case
Description informartion in the respective fields, and then click Next.

Wwelcome | Case Properties

Case Properties
Please enter case proper ties. The Case name field is reguired.

Case name:
Test 1

Description:

This is a sample test case

FIGURE 5.8 MNew case pmp&rd&s

11. In the Additional Information section, fill in additional information and
click the Finish button.

Note: Additonal information 1s not mandatory and can be completed any

Welcome | Case Properties Additional Infermation

Additional Information

Please enter additional information. This information is not required and can
be filed any time through the Properties pane.

Inwvestigator name: Agency /Company:
ABC

Address:

Comments:

Image File Analysis

FIGURE 3.9 New case window
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12. A New case creation window appears, navigate to Desktop, create a
tolder named Reports, navigate to the Reports folder, specify a file
name (here, Test 1.p2c) in the File Name tield, and click Save.

Grganize - Mew folder

" Favorites Date modified
-

Bl Desktop
4 Downloads

Mo iterns match your search.

.+, Recent places

/8 This PC
<

File name: | Test 1.pdc

Save as type: |P2C Cases (".pdc)

= Hide Folders

FIGURE 3.11(k New case creation window

13. In the Add New Evidence window, select Image File under the

Category section in the left pane, then select Auto-detect image under
the Source type section and click OK.

= TASK 3

Adding Evidence

e L P A P 0 P S ) b el T R e v )
tegory: Source type:
@ Logical Drive or Folder [ auito-detect image
Physical Drive L Drive image

I“"'EQF File #DFAT partition image
E-mail Database &P TFS partition image

! Ehat Database @D = tx partition image

% Registry P =75 partition imags

Internet Browser Data ﬁgm.x nartition Image

ﬁThE File Menu P8 Game Console Data @ﬂ'F'—Z nartition image

contains basic file options Mabile Data
for creating, opening, and (F) Paraben Took
saving Paraben'sP2 (%) Other
Commanderfiles. In

additon, the Hle Menu
also contains options for
exporting and generating
FEpPOTLS.

Add image evidence of any supported fomat (a filesystem or disk image aeated by Paraben’s | ~
Forensic Replicator [PFR], Encase 4-5-6, Safeback 2-3, VirtualPC static and dynamic disk
images, YMWare disk images or RAW disk images [oeated by Paraben's P2 Enterprise Edition,
SMART, etc.])

Refrech (974 Cancsl

FIGURE 5.11: Add New Ewvidence window
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14. An Open window appears, navigate to C:\CHFI-Tools\Evidence
Files\Raw - DD Image, select TestRawlmage.dd and click Open.

'::f., = T | =« Bnden.. ¢ Raw-DDImage | Search Raw - DD Image y= |

Organize « Mew folder

i Favorites Name Date modified Type
B Desktop || TestRawlmage.dd 972372011 &:17 AR DD File
ﬁThE View  menu & Downloads
CONtalns options for | Recent places
Paraben'sP2
Commanderlayout M This PC
€W Network _
<
File name: | TestRawlmage.dd
Cancel
FIGURE 5,12 Raw-DD Image
15. Specity a new evidence name and click OK.
ﬁxa‘.igﬂﬂm in the Enter a new avidence name
folders can be performed TestRawlmage

gither in the Case
Explorer pane or in the

Data Viewer pane.

FIGURE 5.13 an up asl-;ing for file name

16. P2C Content Analysis Wizard appears displaying the General options
section. Select the required npr_inns and click Next.

.ﬁ"l’he Hash Groups

_ Welcome to Paraban's P2C Content Analysis Wizard!
pane consists of two areas:

Define general data analyzing options. Click Finish any time vou want to start the data analysis process,

¢ Parameters area:
Here, users can set
the parameters for General options ¥ sort Dats
MDD wvalue searches Data analyzing opticns R Eean s
. _ hash ocode - titions
bv entering the hash Advenced aplions [ Ca ek
value, or a porton of image Analyzer options (v Index keywords
it. The same can be || Extract and index text from graphic files (OCR)
done for AMID5 language: | Engich
descripuons, To W Scan for maware

begin the search, click

the Query button,
* BResgults arear Search
resules for the MD5's

ae displayed here. It

includes columns for
the MIDI5 walue and

the desc rip tiorn.

FIGURE 5.14: P2C Content Analysis Wizard
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ﬁ Filesystem evidence is a
ink to any type of storage
device containing files that
allow the examiner to view
and examine Its Structure

and contents. File system

evidence can recover the
contents of deleted files
and folders on a computer

and view compressed files,

Module 02 - Computer Forensics Investigation Process

17. Data Analyzing Options scction appears, select the required opuons

and click Next.

Data Analyzing Options

Define where data analysis will be performed.

General options

Data analyzing options
Advanced oplions

Image Analyzer options

Recursive data analysis in
[v] Disk images [] Reqistry data

|+ E-mal databases || Chat databases

[] Archives

| | ¥DBEF storages

[v] Intemetbrowser | | SQLite databases

MOTE: Recursive data analysis will be performed only for E-mail databases,
Chat databases, Internet Browser data stored in a single file

Sorting
|w#] Include files of undetected format

Recover Deleted Data
|+ Pedom data analysis in deleted data

[ Save current wizard options as default

FIGURE 5.13: Data Analyzing Options section

18. Advanced Opuons section appears; select the options required for
analyzing the image and click Next.

Advanced Options

Define options for skipping some types of data while sorting and ndexing keywords.

General options

Data analyzing optons
Advanced options
Image Analyzer options

Skip archived data

v Skip MST installations
Skip CHM help files
Skip CAB archives

Skip OLE storages data
| Skip OLE storages streams

Skip unknown OLE streams [recommended)

FIGURE 53.16: Advanced Options section
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19. Image Analyzer Options section appears, leave the options set to
default and click Finish.

Image Analyzer Options
Image Analyzer allows you to detect potentially illict images while sorting.

General options

Data analyzing options
Advanced options

Image Analyzer options

[v] Use Image Analyzer

Engine sensitivity

Decrease

[ Juse file filter

File size (Kb)
From 0

9 2000000

Mext =

FIGURE 5.17: Image Aﬂal':'zE: E]pﬂnﬂs A walw el

20). The selected image ftile 1s added to the case (Test 1 file under the Case
Content).

. by s PIC Demonstrahon vearsion - Test 1.pA2

EXPOAT YIERY
) B » Q G © [ g

Mavigate o Generabe Keyword  Advanced  Sorted Fles
zorbed Content Report Search Search E-}l Copy Hex
dipbaard

Reports Seandh
« & :

v|© e AW Eockmarks | I Common Log

HOME EVIDEMCE

=

Start Counbing
Falder Content

TOOLS

+*
m

open in

New Tab

Bookmark

Search

=ct=d Dala

Falders

ase Content Bookmarks

In Total Internal Path: ||:|2r:.l'.lTest 1

Jp Name %3 <ROOT>

[ ] fay TestRawimage |

£ L]

Finished

Totzk 1

F ] ] o
il U 0w AT

> > @ x| R A

= Aunring (1) | Campleted | Queued |
pre) Case Content B ram

ey

FIGURE 3,18 Case Explorer window
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21. Expand Test 1->TestRawlmage=>FAT->Root. You will find that there
are folders with X mark over the folder icons.

22, Click on the Test1folder and select the More lcons folder in the Items
tree view. The X’ mark indicates that they have been deleted.

- - 1 L3

EVIDEMCE EXFORT TOOLS VIEW

CASE HOME -
m G ":i ol [ Fle & Thumbnais e Emal Dtz © wm e

B Text [ File Sadk: Text = chatrTF

Alestore Refresh Refresh Hide Empty AddMew Opened Cose

Layout Al Folders [8) Hex File Slack: Hex ) Fropertie Tab Tabs Al Tabs
f\,.mﬁ hash codes are Layout Managemeant Displayed Data File Vieviers Advanced Viewers
also calculared while ase Content W MoreIoons | |
Ex[}ﬂfﬂﬂg- The rcalculated e s Internal Path: |n-1'c:.|'ﬂ5t 1/TestPawlmage FAT Root/More Ioons_ 123 _deleted n-'l (=]
hash codes for exported L= Z““ L[] 2y Hame Type
files are stored in the file  [15i TestRawimage O | x-SCEENS PNG PNG image cata
<exported file v []%: rar ) x-ARROWS.FNG PNG image data

_ « [ Root [ ) #-ARRDVIS NG PNG image dats
name>.md3 that is placed b [ Set of Images q Bl 4-directions.pog PG image dats
in the same folder as the %'i JUGGYBOY - =
" Mare lcons Fshed Total: 315

exported file. The [ olémelodies S ————
calculated hash codes for a [ -
folder's contents are stored I b r"’.il'
in the summary.md5 file i True
that is placed in the same [Qfs Case Content S

locarion as  the E‘}:pnftf'_d

folder. ‘% Sorted Files e

&0
i HEEhEE 1,535

Gr2372011 €:02:00 PM

False

E 101 E 111 .""'1 san

FIGURE 3.19: Tesr 1 file lise

Hrasx 4 23. To add a file to the report, right-click on the file and then click Add to

report/File Export.

Adding the
Evidence Files to U ~ 00 &
the Report 3 + E 1\0 O\ - [ _Q p—
- G © LB T
g Mavigate Open in Generate Keyword Advanced SortedFles  GoTo Select  Copy f'
et Sorled Conlent  Mew Tab Rasert Saarch Search Saarch r.'-'ﬂ Lopy He
Fodders Renoris Saarch Chpbaard
& T More [osas “|
Intermnal Path: | pac/Test 1TestRawimageFAT RootMare Toons_123_deletedAtem=x-ARRA00NS, PHG_S5, '--| & Go
Tvpe Malwase -~
v [ 5: TestRawImage A %) x-SCEENS PHG PNG image data
w [ Fat Y %-ARROWS, PNG | PNG image dat=
v ?EE; . = ) x-ARROWS.PNG | Add to Report/File Bxgart
ar Images ¥ 4-dirgctions, png . :
b [] wr JUGEYEDY <| i B Openin New Window
[ e Mare Fcon Frished  Totak 315 bl CopyPath
Helad ‘B Bookmark Selected Data...
) Add to Skip List
guau Il EE W -:_ﬁ Aphvanced S=arch
—lﬁ’-"“'"!' Compieted (5] | Gueued | |5 Content Anabysis
[ Exparing 1 Clear Content Analysis Results
43 Conbent Anahysis ™o Keywords Search
E. Export Info to Spresdsheet
[} E:epurt...
T4 Add file's MDS to Hash Databaze...
]
FIGURE 5.20: Adding files to the report
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Module 02 - Computer Forensics Investigation Process

24. 1f you want to see the properties of the selected file, click the Common
ETAasK 5

Log mb. It will display the propertes of the selected file in the Common

Viewing the Log section.
Evidence Files in

- Baraber's P27 Demansiration versan - Test 1,p2e

Different Formats . EVIDENCE  EXPORT  TOOLE  VIEW

= N AW
= B N QA ¢ © L@

CIDEn in Gererabe Kepweord Advanced Sorted Fles GaTo Sl

ent NewTab  Report | Search  Search  Search "t T PR copy Hex
Reports Samrch Chpboard
m I
W More Joons || | Common Log
Intemal Path: |p2c:/fTest |TestRanimageFATR. v| @ & O Bockmarke
% IH T
o B L e Eategony:
w [ 3 TestRawimage ] ) SCEENS PNG PNIG image deta gl
w [ B3 FAT ] =-ARROWS PNG P image data T/20FZ0LE 1:43:01 AM : Paraban's DIC
- - started wersion 4.4.9625%.14342
j ; v [ W Roct O 6] =-ARAOWS PNG i image data 02073016 L:49:04 AM : Hest Q%:
The Slack view panes b [] & Setof Images O [i§) 4-directicns.png P13 image data Microseft Windows NI 6.2.9200.0
dlow the user v view a [(] = JussvEoy O ) XS TMEOL PNG PG imags dala P/EO/E01E L:43100 ANz
file's slack (slack space) in a DE Htp oes O (8] @aymbel_1.pog FHG imags data
rm ' O ) xPPROVAL PNG P145 image dals T/20/2016 1:43:00 RM :
- . = 7 g v . .
NTFS filesystem evidence. b - -t e EAAE S Ak | e it sl o
v F[ ]r. £ 1] ergated "C:\Taersiidministcracor
- g YWhemktopiReporte'\Tent 1. .pic®
. k| |Finghed  Tefal 315 Wazma: Tasc 1
There are rwo  slack
r 3 m , = o« Tt = Produoct - FEC
VIEWETS! " E,.-_ i Tasks Desceiptisn;: This iz a sazmple
CE@dT Ccada
k. I_Ilri: shaboilh o . £ O | > > 8 X Inrestigator nmame: Jason
« Hle Slack: Text - [ B U D O | ot L L Rgency/Cempany: ABC
ilfie“r i | Addraam:
- - T Fhome :
s Case Content = g
. = b Email: jason@abe.com
. HIE Slﬂ.d{ HEK 3+ - Commentes: Image File Analysis
E.Tie“r 5 TH20F,F00E L9490 838 AM @ Case Y "Tast
! 1\" saved

T2 3004 L:50:54 AM : Following

FEUESGE San"E Ba Ssunped:
CIZNCEFI-TeolanEvidence

Files'Baw - 0D Ipage' Testflawlzage . dd

T ERlE £-04:10 AM :© Ewvidaocse

FIGURE 5.21: .-idding files roy the report

25. It you want to see the actual image of the selected file, click the File
View tb.

HOME  EVIDEMCE  EXPORT  TOOLS

T3
jEvidence i= a link to t m
_ o SlartCounting  Mavigalels  Openin | Generale  Keyword Advanced  Sorted Fles
5mf3.E.f Edafﬂ.hE.E-E, L].J.F.-I:-'., el - Folder Comtent  Sorted Content  New Tab Report Search Za=arch Search
mage file, mail storage, . Asports Search

etc.), that allows users to ' More [cons _|

view it sroucture and

contents and to examine it. Type
~ ] 5, TestAawimage - gl - 3 FMG emage dats
v ]88 Fat | PG image data
2 Commander supports v ?E:L ot mages Ex.ﬁnnmg PHG FNG image data
seven rypes of evidence: ¥ e, iy 5 i 4 :rechnns.pnﬂ PG imace data
e Mailstorape [] e Mare koons Finshed Totst 315
o (har darabases :
¢ Filesystem evidence e S Iu =
(disks, disk imapes, L agaoes
and individual
folders)
¢ OLE storage
¢ Archive evidence
¢ |E cache evidence
¢ Repstry file evidence

FIGURE 3.22: File view window
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j Files:.'sl:em evidence is a
lmlq. o any L':..[‘.‘rE of SIOTAgE
device containing files that
allow the examiner o view
are] examine its structure

and contents, Filesystem

evidence can recover the
contents of deleted files
and folders on a computer

and view compressed files,

Q Fearures:

e Auluple reporang
optons for complete
CustomMizaton

e Imape Analyzer for
poraographic image
detection

e Inteprated Internet
Explorer cache
parser

¢ Hash darabase
fearures can manage
an] Fileer Out

Common Hashes
(FOCH)

Module 02 - Computer Forensics Investigation Process

26. To view the hex values of the selected file, click the Hex View tab.

~ B 0 &
2= Email Dats —
T T

&l chatrTF
Add Mew Opsned  Jossa
) Properties Tab Tabs  &1Tabs

Achranced Viewers Tabs

ZVIDEMCE EXPORT TOOLS VIENY

r E [F) Fle @l Thumbnail
C" +/ B Text [ Fie Stack: Text
Reskare Refrech Refresh Hde Empby
Layout Al Eglders B Hex  [G] Fie Slack: Hex

Cimplayed Data Fie Viewers

Extracted Text

Layout Management

ase Conteni «  "WMerslons }|
| Internal Path; |~.&1‘::me=t 1 TesBawlmage FAT RootMare loans_ 128 _delebed fitem =x-tRRICHS PG 56 _deleted

[Ems s
[] &5 Test 1
- ﬂﬁ'—‘ TestRaw] i

+ [ ] B8 FAT

| @ oo
Type Malware Suspicio
FPHGE imege data

PNG image dat2

PHG image data

PHG imzge dalz

| x-ARRDWS. PHNG
Ex-AHF!D'l."IE.FME.

| &-directions . pea
ml

|Frighad  Total: 315

Hex Viewr

GR00000000 #DHC. ... ....THDR
EabO000810 L L. H¥
2 AR00000020 ¥....tEftSoftuar
| 0000030 e.Adobe ImageRen
O Case Conter BxfA000040 dyaba<. .] *IDAT=#
AR00000050 FRERETRRRI ] VER
Eada0005ED
Bx00000074
Ex00000080
Exda000684
fx000000a0
ER00000000
Exda000 60

t% Sorted Files

i Hashes

B.% RIe ESC, #9TR
T, (%, [/ (% a®?
FET ) PRRITeEeRE
FEAFSTE  RERREEE

FIGURE 3.23: Hex view window

27. To view the text values of the selected file, click the Text View tab.

o P

- = R el e . == =
i

~ B O &
L B ‘B x|

= ChatRTF
Add Mew  Opened  Close
D Fropertes Tab Tabs Al Tabs

Advanced Viewers Tabs

SVIDEMCE EXPORT TOOLE VIEWY

c,;g [ Fle & Thumbnais

[B) Text [ File Slack: Text
Resharg Refresh Refresh  Hide Empty
Layout Al Folders g Hex o] File Stack: Hex

Layout Management Cieplayed Daka Fie Vigvwers

ase Conten it o]
e [ internal Fash: |1:I'3::_|",|"TE'E|: 1/ TestRavmage /FAT RootMore loons_123_deletedAtem =xLILE_1.PMG_2740_deleted
|___| ﬁ Tact 1
w [ 5y Tes
- [ T2 Fat
[ | H_.a.:1

Jo «
Type Malware Suspecio  Sh ~
PHG image dala 10
| PNG image data
PHIS image dala
PHG image datm

) *ULE_2 PNG

leulatar
i

[ |Fnished Total: 315

Text Wiew

oW F L. % oL sENsSofovare hdobe ImageReadygies. 4 IDATabE & wabbedecikedes |
L T B e e e e =
SHTh_cuck HRETRE cocb _S60TRE_cuck _HRETHE_ b SRETREoxb SRR o CRIRE RRRRIRRRE TR S brb bbb B
_-'_ C C ntE 'H,IH—'*'H'*_I_I-HI___|;|'H_mq__z__H:iaﬂ:;._.b_ﬂ"-"]q‘_*_*_m_ﬂ_u“l:._H__Hj“?""g:_p}d_l‘_g_“
G Case CONTET |41 fhs cotiie o soe0be bt b] 441 voubs SoU oo e0o2orh 46 SPETE & B(20b-. o '+bbbe. b HEE 6.
Wk BB R b b PR RD Rl h R LR b bbb bbbl HRONE (6 b (s b LR [DENELcolé
LML L RERRIL GicHy #Ok [ TRESEERED SREolhE b bbb bRTh (6 (C R buE Tod ST ] e b R e D6
% SOMEd FIlES [166.4 teetttbon (¢ $400e6 ¢ 44, 43140n. . 6:600chb1 b4 viiphb_SIEIERHIS ¢ TRty 440" & & [bbbdes
H_?_E‘_EI-I-I-I-I-_H"H_ . |'l_'l_H_-h1.+irqi- .H-!_-l-_-l-_ % CRERRERR A 0D b R LR T 22 SHEERE
LR o TR Bl o D S L L s LSBT o f et L R P ER SRR L R L S L L L PR AR O el
i Hashes Y b ok DR b BRI b b bR g g o, DR bR pE | S (P kbbb TR b
bbb olrbgh (RF RRRETRRE S SE oo oI | b e b B RRTORRRRRE R 1D o SRR
B T L Lt R I L T T L L e SR L R gy

El Tasks F) Frog... [ Y Fle Vi | EE] Text... | [ Hex... ol Flesl.. | HFied... | BS|Extra... | & Thum...

FIGURE 5.24: Text view window
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Module 02 - Computer Forensics Investigation Process

28. To generate a report, click the Generate Report button.

~ B @9 &

SVIDEMCE  BYWPORT  TOOLS  VIEW
+ - & [ Copy Fath
®m B 'h Q ¢ © LB
u — hypvsnnd Elﬁ: Cory Text
| Slart Counking Mavigahe o Qpn in Cenerate H;E'r'u"-':l'd Advanced SortedFiles  Go To Seect Copry
ETASK 6 Sy Felder Content  Sorted Comtent NewTab | Repert | Search  Search  Search 2 Copy He

Folders Reporis Saarch Chpbsaard

T Maore Teons |

Generating a i fhoce [0

Report

~| 1@

Malware Suspicio

Intemnal Fath: |-:rzc:fﬂest i TesMawImage FAT FooiMone Icons_123_deleted Atem =0PFROVAL PNG_352_ debeted

|| Uy Name Type

1) - SCEENS FNG PHG image data
| =-ARRDWE FHG PHG imsge dat=
| x-ARADWS. PNG PHG image data
] 4-directions png PN image data
E;E"HEI:'L.FNG PHG irsge dals
| Ssymibel_1.png PHG image data
[ xPPROVAL PHG PHG image dats
E|xUUAPMG PHE image data
H::RHD".'.I'.F‘NE PHG image data
| xRROWA.FHG PHG image data
ExRFID".'.I'I‘ FHG PHG image datz

E ruris e i L e

i
Fnished Total: 315

[
|
o
]
¥
_

Text View

$PNG,. ... ... IHDR.. . %, . . %, ... . 4cI%. .. . tEXtScftware, Adobs ImageReadygqec, b IDATaw#E, - T#d 4N, 12.. | .
R i ek FRTEEE R bR R T (TECERE Tk TR ETY  bokbbbRRRbbbe R ETER bR S T
FEREE TR R TR R o e ST RO P T R E TR R R R bR Dl 8 RS el R R R e TR T |

FIGURE 5.23: Generating report
29. In the Reports Wizard window, specify a Destination folder.

30. In this lab, we will be using HTML Investigative Report type and the
default destnaton folder locatnon. Click Next.

Q;’a bookmark 5 a

prodniesr o a Certaln E‘.‘lli:'l.EE in General upﬁ]rﬂ

Select General options: repaort type, destination folder etc. Follow the wizard steps to define what
information will be added to the report.

the case (e.g. a node in the
Case Explorer, a section of
dara in the Text viewer, a
e 10 the Dara viewer,

Select the report type to be generated :

General options —
i® HTML Investigative Report

erc. |.

Bookmarks include the
following information:

e Name (bookmark's
NAE)

® DPath (the path
defining where the
bookmark 1=
pointing)

* Source (a description
of the place where
the bookmark 1s
pointing)

e Description (3 user
defined bookmark
description)

¢ Tarent folder (the
bookmark folder in
which it is stored)

Investigator's Information
Filesystem types

- File properties

Sarted files

Logs & Supplementary files

(") Simple Text Report

() Simple RTF Report

(_) C5V Text Report

() HTML Evidence Summary Report
HTML E-mail Message Repaort

(_) Malware Scan Results Report

[w] Indude parsed embedded data
Destination folder :

IC:‘ILlsers \Administrator \Desktop\Reports\Reports),

[ ] Open report on finish
[ ]save current wizard options as default

FIGURE 3.26: Repnrts wizard
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QPE Commander allows

Vou to Open cases stored in
shared folders on remote
COMPUters and add
evidence stored in shared

folders, This 15 done in a

COMIMon Wav,

E;IIﬂvesl:igamr

mformaton 15 informaton
about the examiner that
created the case where the

analysis was performed.

Investigator mformation
mecludes the fnllnwiﬂg dara:

s Investigator name
Agency/Company
Phone

Address

Fax

Email

" ® & ® &

Module 02 - Computer Forensics Investigation Process

31. You can Add or Edit any addinonal Invesugator informaton, if needed
in the Investigator’s Information section and click Next.

Investigator's Information
Edit Investigator's information

General options
Investigator's Information
Filesystem types

- File properties

Sorted files

Logs & Supplementary files

E-mail:

ason@abc.com

[v] Save changes to the case

FIGURE 5.27: Investgator’s Information section

32. In the Filesystem Type section, select the required options and click

Next.

Filesystem types

Select what types of sorted files wil be added to the report.

General options
Investigator's Information
Rlesystem types

- File properties

Sorted files

Logs & Supplementary files

®) Include gnly data checked as "Include to reports”

) Include all filesystem evidence files of the selected types
() Dont include filesystem evidence

Check the Add checkbox to add a file's data to the report . Check the Bxpart
checkbox to export a file's data and add links to the report.

v

=

IKKRIRIRIRIRIE]
100000000

() Show data by file types (Only for sorted data)

(®) Show data in tree-view structure (Case Explorer)

dd [ ] Export File types

Documents
Email

Chats
Spreadsheets
Graphics
Databases
Executable

Compressed

< Previous

Mext > Finish

FIGURE 3.25: FﬂEE}'E[Em T:.'pe SECELnn
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QTh& case history is
mformaton  about  allthe
events that have raken
place since the creaton of

the case. This informarion

includes  all ereors char
occurred, mformation
about evidence that was

added, etc.

EQTI:'LE Case History
pane allows the user w
view information about
allevents that have taken
place from the creation of

the case. This infortmaron

includes all ereoes thar have
occurred, information
about evidence that was

added, erc.

Module 02 - Computer Forensics Investigation Process

33. In the File Properties section, leave the options set to default and click

Next.

File properties
Select file properties you would like to indude for the selected filesystem types.

General options
Investigator's Information
Filesystem types

- RHle properties
Sorted files
Logs & Supplementary files

Properties of the included files:

[ ] Include Properties

Size (bytes)

Creation time

Last access time

Last modification time
MName

Read only

Deleted

Allocated size (bytes)
Dhrectory

Archive

HF S file properties
FATX/STFS properties
NTFS file properties
FAT file properties

Ext file properties

JUOO0OO0M KRR

[ ] Use fiters

[ ] Indude EXIF information
[w] Include graphics files as thumbnails
[ ]Include NTFS/STFS attributes

< Previous MNext >

FIGURE 3.20: File Prnperl:ies SeCHon

34. In the Sorted Files section, select the Include only data checked as
“Include to reports” radio button and then click Next.

Sorted files
Select options for types of sorted files.

General options
Investigator's Information
Filesystem types

- File properties

Sorted files
Logs & Supplementary files

Types of sorted files to include:

(®) Include only data checked as "Include to reports™
() Include all types of sorted files

(_) Dont include any types of sorted files

[w] Export checked files

FIGURE 5.3(k Sorted Files section
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EQT"IE Chat RTF View

paneallows users o View
char evidence contenrs in

KTF format.

RTF Format is a kind of
chat darabase informaton
gore where Cconversatuons
are represented, message by
message, In one text file
and can be color-coded by
the chat participant’s

Manes.,

ETASK 7

Viewing the
Report

QT"IE Common Log
paneallows the user to
view the common log
aeated during one work
gE88i0n of P2

Commander.

Module 02 - Computer Forensics Investigation Process

35. In the Logs and Supplementary files section, check the Include Case
History option and click Finish.

Logs and Supplementary files
Select case log options and supplementary files that will be added to the report.

Case History options:
| Indude Case History
I igator's Informa ti

IVESERtGr 'S Informason || Export Case History to a file and add a link

Fil tem type
- : Mote: Case History can be very big. It is recommended to export it as a separate
- File properties file,

Sorted files
Logs & Supplementary files

General options

Click the Add/Remove buttons to select files. Files are placed in the extemal folder
and links to them are added to the report.

FIGURE 5.31: Logs and Supplementary files secuon

36. Navigate to the folder where you have saved the Report. In this folder,
vou will find a sub folder named Test 1.0pen that tolder and double-
click the Test 1.html file to view the report.

Home Share Viewr

Search Test 1

- le.lREpnrl‘:hREpurtE}Testl w o

2 Fovories Mame Date modified Type

B Desktop

& Downloads

File folder

File folder

File falder

lext Document
Chrome HTML Do...
MD5 File

52772016 2:49 AM
572772016 2:44 AM
32772016 244 AM
A 2700 249 AM
/2772016 2:49 AM
2272016 2:49 AM

. exported_Test 1_files
I, images

| Recent places I Test 1 files
| duplicates.bd
[@ Test 1.htm

| Test 1.htmI|.MD3

1 This PC

% Metwork

<1
b iterns 1 itern selected 4.61 ME

FIGURE 3.32: OO urput wlnd o
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Module 02 - Computer Forensics Investigation Process

37. A detailed invesugative report will open in the web browser, scroll down the
browser window to view and examine the report.

[M Investigative Database Re X% %

C' | [ filey///C:fUsers/Administrator/Desktop/Reponts/Reports/Test%201%20(1)/Test%201.b47 __E-’

Investigative Report

5/27/2016 2:46:07 AM
Paraben’s P2C v.4.4.8625.14342

QTHE Data View pane,
b default, is the larpe pane Case Data
on the right in which the
contents of the items

wlected in the Case Case File Location: C:\Users\administrator\Deskbop\ReportsiTest 1.p2c

Explorercan be viewed. Investigator: Jason Email: jason@abc.com
Organization: ABC

. File amalysi
The Data View pane can Comments: Image Flla Analysis
mclude several rabs, each
of which conrains a Data Filesystem evidences

Viewer fora SEparate part

MHame: TestRawlmage
of the case. Type: FAT partition evidence
Source: CONCHFI-Tools\Evidence Files\Raw - DD Imageh\TestRawimage.dd

TEFAT(0)

"™ Root(D)

"™ More Icons(4)

Creation time: Last access time:
Q2302011 6:02:00 PH Q2373011 12:00:00 AM

FIGURE 3.3%: Final investigative report

Lab Analysis

Analyze and document the results related to the lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

(IYes MNo
Platform Supported
M Classroom Mil.abs
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ICON KEY

=7 Valuable

nformation

& Test your
knowledge

E Web exercise

E.g Workbook review

—Tools
demonstrated in
this lab are
available in
C:\CHFI-
Tools\CHFIv9
Module 02
Computer
Forensics
Investigation
Process.

Module 02 - Computer Forensics Investigation Process

Creating a Disk Image File of a
Hard Disk Partition Using the R-

Dnve Image

R-Drive Image is a potent utility providing disk image files creation for backup or
duplication purposes.

Lab Scenario

Investigator was performing a forensics process on a hard disk data, when he
triggered a pre-loaded process that deleted the entre disk dara leading to loss of the
evidence. But he had already partitioned the disk into ditfferent sectors that gave him
option to recover the lost dara. Therefore, the investgators should always create
duplicates of the hard disk and perform forensics process on the copy.

To be a computer forensics expert, you must have sound knowledge of various
disk 1maging tools used for forensics investgation.

Lab Objectives

The objecuve of this lab 1s to help students understand how to create a disk 1mage
tile ot hard disk partuton using R-drive image.

Lab Environment

This lab requires:

* The R-drnive Image tool, which 1s located at C:\CHFI-Tools\CHFIv9
Module 02 Computer Forensics Investigation Process\Computer
Forensics Software\R-drive Image.

" You can also download the latest version of R-drive Image from the
link http:;";"um-'w.drive-image.cnm;’Drive Image Download.shtmil.

" Please note that, it you decide to download the latest version, then the
screenshots shown in this lab might ditfer slightly.
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= TAsSK 1

Selecting the
Hard Disk
Partition

Module 02 - Computer Forensics Investigation Process

= A computer ruﬂn_ing Windows 10 virtual machine.

" Administrative privﬂeges to mnstall and run tools.

Lab Duration

Time: 15 Minutes

Overview of Creating a Disk Image File of a Hard
Disk Partition Using R-Drive Image Tool

R-Drive Image 1s a potent utlity that can be used for disk image file creation,
for backup or duplication purposes. A disk image file contains the exact, byte-
by-byte copy of a hard drive, partition, or logical disk and can be created with
various compression levels on the fly without stopping Windows OS, and
theretore without interrupting your business. These drive image files can then
be stored in a variety of places, including various removable media such as CD-
R (W)/DVD, lomega Zip or |azz disks, etc.

Lab Task

1. Navigate to Z:\CHFIv9 Module 02 Computer Forensics Investigation
Process\Computer Forensics Software'R-drive Image.

2. Double-click RDrivelmage6.exe to launch the setup, select the
language (here, English) and follow the wizard-driven installation steps
to install the application.

Note: If an Open File - Security Warning pop-up appears, click Run.
It 2 User Account Control pop-up appears, click Yes.

If a Windows Security dialog-box appears, enter the credentials of
Windows 10 virtual machine and then click OK.

Welcome to the R-Drive Image 6.0
Setup

Setup will guide you through the instalation of R-Drive
Image 6.0,

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Mext to continue,

1-Tools Technology Inc.

FIGURE 6.1: R-Drive Image Setup

CHFI Lab Manual Page 37

Computer Hacking Forensic Investigator Cnp:.‘righ:ﬂ bv EG-Council
All Rights Reserved. Reproduction 1s Strictly Prohibited.



Module 02 - Computer Forensics Investigation Process

3. On completing the installation, ensure that Launch R-Drive Image option is
checked and click Finish.

Completing the R-Drive Image 6.0
Setup

R -Drive Image 6.0 has been installed on your computer.
Click Finish to dose Setup.

I Launch R Drive Image!

t=Tools Technology Inc.

FIGURE 6.2: Launch R-Dinve Image option

4. The R-Drive Image GGUI appears, click Next.

o R-Drve lmage 6.0 (E

R-Drive Image 6.0 (Buid 6015)

You have 30 days to use RLDrive Image.

R-Drive Image oreates the exact image of one or several partitions, logical disks, or an entire hard
drive for data archive/backup. Such images may be stored as one or ssverd files on another hard drive
or various remavable media,

4|  variable compression ratio provides good speed/file size trade-off. You may create images even for

| syatemn partitions.
s You may restore data from archive/backup images on a hand drive’s partition or directly on unformatted
I;;]?nu can also use R- r4 : disk space. You may also map such images as virtual drives to restore only some certain fiies from the
Dave Image for mass - e dicks, After booting from such disks d

: . . 5 | R<brive Image aeates startup resoue | fing you may restore data to
SVSLem dep ln:. ment when P . the Byaten partition. i
vou need to set up many '

identical computers.

R-Tools Tech nology Inc. Mever show this panel again.

About

HGURE 6.3: R-Diave Image GUI
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Module 02 - Computer Forensics Investigation Process

5. In the Action Selection window, select the Create an Image option and
click Next to continue.

@ Create an Image ; Create Startup Disks
% Restore from an Image Check an Image File
QR—Dﬂw_ Ima can frprei L Scheduler [
EE, _ 4 _ % Copy a Disk to a Disk ®  Create a Scriot
completely and rapidly : 3
restore  vour system  after # B, - i |
i ' . ' LOert B Anage e Disconnect Virtual Logical Disks

heavy data loss caused by g = o B a Virtual Logical Disk
an operating system crash, ; ; T B
virus artrack, or hardware

failure.

Action descripkion
Creates an image of a selected hard drive, its one or several partiion{s), or logical disks. You can
also save the created disk imaging action as a command-ine script to indude it in a command file

R-Tools Technology Inc.

FIGURE 6.4 Acton Selection window

6. In the Partition Selection window, select D drive to create a drive
image file of the D drive. Click Next.

8 R-Drive Image 6.0 (Build 6015) : Create an Image

1GEB

Qlﬂ additgon to FAT
and NTFES, R-Dirive Image
now can backup only
useful informauon  for
exFAT, HFS/HFS+, Little
and Big Endian variants of
LFS1,/UFS2 and
Ext? /Ext3/Exed F5
(Linux)  filesystems  to

mduce image file size,

W Frimary [ Logical M Unalocated Wl &FT [ Other

Description:
To select & source for the image file, dick a partition Jogical disk).

R-Tools Technology Inc. To select al partitions on a drive, dick a hard drive icon,

About

HGURE 6. % Pammtion Selection window
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ETISI{ 2

Selecting the
Destination Folder

QImagE files are creared

Module 02 - Computer Forensics Investigation Process

7. In the Image Destination window:

"  Select D drive 111 the tree pane to save the file.

* The tilename will be automarically taken by the application.

= Select R-Drive Image files (*.rdr) in the Files of type ficld to save

the file in .are format. Click Next.

Sl Desktop Image Desmipton

| » s OneDrive

on the fly; there is no need
o stop and  restart

Windows. All other disk

EE Select image destination and specify & fie

| * a Sdrminisrator name.

|~ Bl ThisPC To write the image(s) to CO/DVD discs,

Bl Deckt salect & COYOVD reconder in tha
Siop disks ffolders structure, and spedfy a file

writes are stored in a cache

until the image is created.
Data from image files are
restored on-the-fly as well,
EXCEPT OO A  SyStem

partiion. Data o the
svstem  partiion can  be
restored either by restarting
R-Drive Image in its
pseudo-graphic maode
directly from Windows, or
bv using specially created

startup disks,

Eg R-Dirive Image
bootable version (based on
the Linux kernel) supports
writing to NTFS partitions
as well as R-Drve Image

Windows versinn.

> E Documents name.
> ~.r Downloads
» ..I'I Pdusic

» [&] Pictures
>
3
%
&

B videos

=2 Floppy Disk Drive (&)

ia Local Disk (C:) - free: 629668

[ == Mew Volume (D:) - free: 3.96GE|
v omm (00012 CHF-Teols) (Z:) - free: 26
1 Libraries
oF Metwork
4 Homegroup

fest

Fie name: |D:'l.|‘.!-|rr!age.rd'

R-Tools Technology Inc. Fles of type: |H.-L'h-i-|'-: Image fles (*rdr)

FIGURE 6.6: Image Destnation window
8. In the Image Options window, click Next.

Note: Prmfiding a passwmd 18 npr_innal.

[[] ched the mage fil immediately upon itz creation
Imapge compression ratio Backup type

o ey - i) Sector by sector type
Faster Emaller
e " ® Bacap actual data oriy

Diestnation free space: 3.08G8
Estimated image size: 19.3MB

R-Tools Technology Inc. §

FIGURE 6.7: lmage Clpl:inﬂs w o
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Q;’Ls:.'ﬂchmﬂnus 10
and distributed the zlb
compression library were
added among different

processors.  As a resulr,
users can see up to 200%
speed  pains  in  image
creation  and disc  copy

ope rarlons.

|
ETASK 3

Creating a Disk
Image File

E;]T!J'herl the

incremental/dif ferental

backup is being created, the
differental image can be
created by comparing the
current dara with the 128
bit hash of the original data
without reading the main

image. That speeds up the
peocess of creating the
incremental/differental

image in any case, but also
means there 15 no need
change the original discs
when writing the image to

Module 02 - Computer Forensics Investigation Process

9. In the Backup Options window, click Next.

% R-Drrvelmage 6.0 (B

Snapshot providers
B Windows Volume Snapshot Service
] RT Volume Snapshot Service

[[] mMotify system applications
Backup ALK applications

Snapshot ALY applications

Before |

After

[] tgnare dsk read errors (bad sectors)

R-Tools Technology Inc. iSa?E as default

About |

FIGURE 6.& Backup Options window

10. The Processing window will show the summary of all the processes.
Click start to start the disk partition imaging process.

cEle an image

Create an Image
Image Fle: [:\D-image.rdr
Dbjects: Dz Hew Volume
Create anew full image
Compression: Faster speed
Estimated image size: 19.8MB
Estimated total duration: 9 second{s)

Backup partiion
Actual data only
Primary Partition #3

i

MTFS

Mes Velume

5. B

3.99GE

Virtual HD (80.0GB =1)
% s=cond(s)

Operation 2 of 2
Operation:

Backup disk partition structure

Create an Image

Verify that the information on the panel Is correct and chick the Start button to start the action. You
may also create a script for this action, Click the Script to Clipboard button and paste the saript to

any text-processing utiity.

R-Tools Technology Inc.

FIGURE 6.9 Proce ssiﬂg windows
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QR—Dﬂw_ Image is
switched to the pseudo-
graphic mode directly from
Windows, or the bootable
version created by the
utlitcy is launched from

(s or diskettes.

QR—DﬂW_ Image g a
l::ackup and disaster
FECOVETY solutons to
prevent lnmng vour dara

after a faral SVSIEM failure.

Q R-Drive

handles bad

Image
CECLOrS

encountered on the disk.

Module 02 - Computer Forensics Investigation Process

11. The Progress bar in the Processing window will show the completed

percentage task.

H R-Drve lmage &0 (ewild 807123) 1 Create an Image

- Create an Image
; Image File:

Dijechs:
Create a new ful mage
Compression:
Estimated image size:

Operation 1of 2
Ciperation:
Backup type:
Partitian:

Dirive Letter:

File System:
Yolume Label:

Used space:
Capadty:

Located an HOD:
Estimated duration:

| Operation 2 of 2

Estimated total duration:

D:\D-image.rdr
Dz New Volume

Fazter spead
16.9ME
9 second(s)

Backup partition
Actual data only
Primary Partition 23
D=

MNTFS

Bew Volme

25.9vE

3.9858

Wirtual HD (25.0GE #1)
9 second(s)

Progress

Current: 1of 2 - Backup partition

Total

R-Tools Technology Inc.

Estimated time left: less than & minute

.ﬁh:ut

FIGURE 6.10: Processing window

12. Once the processing 1s done, the following pop-up window 1s displayed.

Click oK

FE an [mane

| B R

Create an Image
Image File:
Dbjects:
Create anew full image
Compression:
Estimated image size:

Operation 1of 2

Estimated total duration:

:\D-image.rdr
¢ Hew Volume

Faster speed

19.8MB
% second{(s)

Rach titi

Operation:
Backup
Partition

Violurme
Lsed

Capacity

S o e

{3 R-Drive Image b4

File 5 @ Image created successfully

R-Tools Technology Inc.

FIGURE 6.11: R-Dieiwe Imagf pop-up wi oy
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QR-DﬂW_ Image
restores the Images on the
original disks, on any other
partitions, or even on a
hard drive's free space on

the ﬂ:.'.

= TASK 4

Viewing a Created
Disk Image File

QD}'ﬂatnic digks and
BSID zlices can be backed
up, restored, and

:npied."l'he fearure is

5uppnrl:ed inn both
Windows and bootable

versions of R-Dirive Image,

Module 02 - Computer Forensics Investigation Process

13. In the Processing window, click Continue to complete the process.

o R-Drve lmage 0.0 (Ewild &0

R-Tools Technology Inc.

1 Lreate an Image

D T 4 1 e

 Estmated mage size: 19.8%6
Estmated total duration: 9 second(s)

| |Operation 10f 2

Dperation: Backup partition
Badkup type: Actual data only
Partition: Primary Partiion =3
Drive Letter: D:
File System: HITS
Volume Label: Mew Volume
29. ™MBE
3.95GE
Virtual HD (80.0GB #1)
9 second(s)

Operation 2 of 2
Dperation: Backup disk partition structure
Model: Virtual HD (B0.0GB)
Connected: ATAE@0:0 1

Operation(s) completed successfully.
Progress
Current: 2 of 2 - Badkup disk partition structure

T

Total

e o0+

FIGURE 6.12: Prncessing window

14. In the R-Drive Image window, click the Exit button to close the

application.

15. Go to the D Drive to view the created disk partition image file.

Home Share Wiew

Manage

w P o ¥ This PC s Mew Volume (D9 w Search Mew Yolume (D

#F Cuick access
B Desktop
+ Downloads
£ Documents
= Pictures
Content.E3
ELOLESGY
LASGGPDEZ
i Local Disk ()

G OneDrive
3 This PC

o Network

“ Hnrn:grnup

Lab Analysis

Mame Dake modfied Type Size

Ii._i"l D-imagerdr Tr0 2016 516 Abd Irnage file of R-Dhi.. 2,545 KB !

FIGURE 6.13: CC Dave files

Analyze and document the results related to the lab exercise.
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Module 02 - Computer Forensics Investigation Process

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

(JYes MNo
Platform Supported
M Classroom Milabs
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