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EC-Council

Classroom Setup Instructions: CHFIv9

This document contains setup instructions for the EC-Council Computer Hacking Forensic Investigator (CHFI) course. The course
requires a standard modular classroom seating configuration, one computer for each student, one computer for the instructor, a dedicated
hub or switch (hub preferred), dedicated firewall, and Internet connection. This class teaches computer forensics investigation
methodologies. It is imperartive that the network used for this class be separated both logically and physically from any other networks in
the training facility to preclude students “accidentally” conducting exploits on other computers within accessible networks.

Before beginning the class, install and configure all computers using the informarion and instructions thar follow.

The information contained in this document is subject to change without notce. Unless otherwise noted, the names of companies,
products, people and data used in this document are fictional. Their use 18 not intended 1n any way to represent any real company, person,
product or event. Users of this document are responsible for compliance with all applicable copyright laws. No part of this document
may be reproduced or transmitted by any means, electronic or mechanical, for any purpose, without the express written consent of the
International Council of Electronic Commerce Consultants, herein after referred to as the EC-Council. 1f, however, yvour only means of
access 1s electronic, permission is hereby granted to print one copy.

The EC-Council may have patents, patent applications, trademarks, copyrights or other intellectual property rights covering the
material in this document. Except as expressly provided in any written license agreement from the EC-Council, providing this
document does not give you any license to those patents, trademarks, copyrights or other intellectual property.

EC-Council Computer Hacking Forensic lm-‘t‘:’;tigatnr and CHFI are either [Egiﬁtﬁfﬁd rrademarks or trademarks of the EC-Council in
the USA and/or other countries.

Orther product and company names mentioned herein may be the trademarks of their respectove owners.
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EC-Council

Classroom Requirements

This section describes classroom equipment required for the EC-Council Computer Hacking Forensic Investigator (CHFI) course.
Classroom Equipment
The following equipment is required for the general classroom setup:
* (limate control system, adjustable within the classroom
* Lighting controls, adjustable within the classroom
* Whiteboard, 3 feet x 6 feet (1 m x 2 m), or larger
* DMarkers, whiteboard, assorted colors
* Eraser, whiteboard cleaner liquid (3 oz minimum)
" Paper towels
=  FEasel with flipchart or butcher paper pad, 24 inches x 36 inches
* Felt-up pens, blue and black required (other colors optional), chisel tip (not fine-point)
" Screen, projection, 6 feet diagonal measurement (non-reflective whiteboard surface may be substituted)
" Instructor statnon:
o Desk and chair, ergonomic
o Power outlet
o Nerwork jack
o Projector, LCD, capable of 740 x 1280 pixels minimum w/all connecting cables
*  Student station (per student)
0 Chair, ergonomic
o Workstation, minimum horizontal workspace 9 square feet (3 feet x 3 feet)
o Power outlet, one per student station

o Network jack, one per student station
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EC-Council

Hardware

Hardware requirements for instructor and student computers are identical:
*  Intel® Core™ 15 or equivalent CPU with minimum CPU speed of 3.90 GHz
= 16 GB or more RAM
* Hard disk, 300 GB or larger, 7200 RPM or faster
= DVD drive (DVD R/W drive preferred)
* Two network adapters, 10/100 Mbps required, full duplex (disable any additional network adapters installed)
= Super VGA (SVGA) monitor, minimum 18.5-inch
* Mouse or compatible pointing device
=  Sound card with amplified speakers

"  [nternet access

* BIOS boot up configuration set to DVID-ROM, hard disk 1 (C:\ drive)

Wireless network adapter (PCI or USB)*
The tollowing additional hardware 1s also required:

*  Hub or unmanaged switch (hub preferred), with sufficient ports to allow connection of all instructor and student workstations
plus at least 5 additional, unused ports for connection of additional equipment or for use as “spares.”

* Hardware firewall appliance (Cisco PIX, ASA, or equivalent)**
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Software

All computers in the class require the f'n]l{m-'ing software:

Windows Server 2012 R2 or later* (Standard Edition with GUI)

s 3

MS Internet Information Server 8

Microsoft NET Framework 4.5

Adobe Reader 11.0.10 or later version
winrar-x64-34b1 or later version

Web browsers: Internet Explorer, Firefox and Chrome
WinPcap driver

Word, Excel, and PowerPoint Viewers or Microsoft Office 2016
Notepad++

Java SE Run Time Environment

Java SE Development Toolkit

Android Software Development Toolkit

Hyper-V (built-in role in Windows Server 2012 R2 or later)

o Microsoft Windows 10 with full patches applied

tully patched

EC-Council

o Kali Linux 2016 Rolling Release (x64) (downloadable at http:/ /cdimage. kali.org/kali-2016.1 /kali-linux-2016.1-amd64.is0)

o Ubuntu Linux 16.04 LTS (x64) (downloadable at http://ubuntu.excellmedia.net/releases /16.04.1/ubuntu-16.04.1-desktop-

amd64.150)

*Hyper-V runs only on a Windows Server 2012 64-bit box
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EC-Council

Classroom Connectivity

As this class teaches computer forensics methodologies, the network for the class must be logically and physically separated from any
other networks present in the training facility and must have its own connection to the Internet,

Configuration

This section describes the procedures for setring up the instructor and student computers, as well as general directions for the
configuration of the firewall appliance.

This guide assumes that you will use disk-imaging software to create images of the classroom computers for future use. To that end,
configuration tasks common to all computers are presented first. Perform these tasks on the computer that will become the Instructor
computer. Create a disk image after setting up a single student computer. You may then deploy this image to remaining classroom
machines while completing configuration of the Instructor computer.

Because the Instructor computer is configured as a DHCP server that provides IP addresses to the student machines, the installation and
configuration of the Instructor computer must be completed before final configuration of the student machines can begin.

Setup Document Overview

This document provides hackgﬂmﬂd informartion for technical staff responsible for setting up a training room tacility for the CHFI
course. This guiclt* describes the requirements for the network equipment and computer stations that are installed and cnﬂﬂgurﬁd by the

facilities personnel for the training courses.

Training Room Environment

The fraining room environment consists primarily of the fn]lnwirlg equipment:
" [nstructor’s computer

" Student workstation
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Number

Operating System

EC-Council

Minimum System
Requirements

Instructor’s computer

(Class of 12 Students)

Windows Server 2012 R2 or
later (Standard Edition with
GUID

Intel Core 15 CPU with 300 GB
free disk space, 16 GB RAM, 2
NICs (disable or unplug extras),
18.5-inch monitor and cards to
drive at 1366 x 768 (or at
monitor’s natve resolution) and
configured at 16 million colors,
compatible mouse, and wireless
card for Wi-Fi access

Student workstations

12

Windows 2012 Server R2 or
later (Standard Edition with
GUID

Intel Core 15 CPU with 300 GB
free disk space, 16 GB RAM, 2
NICs (disable or unplug extras),
18.5-inch monitor and cards to
drive at 1366 x 768 (or at
monitor’s natve resolution) and
configured at 16 million colors,
compatible mouse, and wireless
card for Wi-Fi access
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EC-Council

Instructor’s Computer

The Instructor’s computer must:

Be installed with Windows Server 2012 R2 or later (Enterprise Edition) with the latest service packs and full patches applied
Be running IP protocol
Configure the logon account with username: Adwministrator, password: guery(@ 123 (lowercase)

Configure Hyper-V, create virtual machines in Hyper-V, and install guest operating systems: Windows Server 2012 (fully
patched), Windows 10 (fully patched), Kali Linux 2016 rolling release and Ubuntu 16.04 (See CTH2 CT#4 CT#5 CT#21, and
CT#22 in the Configuration Tasks section)

Have PowerPoint, Word, and Excel Viewers installed, or be installed with Microsoft Office 2016 or later version in Windows
Server 2012 virtual machine

Be installed with a wireless card (LUSB or PCI)
Have an LCD projector connected

Have internal switch added and in Hyper-V Manager and configure the internal adapter (See CT#3 in the Configuration Tasks
section)

Ctmﬁg_lrﬁ the default Internet Explorer Enhanced Security Configuration utlity in Start < All Programs = Administrative
Tools -» Server Manager (See CT#6 in the Configuration Tasks section) in Windows Server 2012 virtual machine

Disable DEP in Control Panel = System = Advanced System Settings =@ Performance Settings < Data Execution Prevention
(See CT#H7 in the Configuration Tasks section) in Windows Server 2012 virtual machine

Set Windows Explorer in Windows Server 2012 and Windows 10 VMs to show all files, file types, and extensions (See CT#S in the
Configurarion Tasks section)

Be installed with Microsoft .Net Framework 4.5 or later version and Telnet roles in Windows Server 2012 virrual machine |:5Et:
CT#9 in the Configuraton Tasks section)

Disable Server lfanagcr in Windows Server 2012 Virtual Machine (dee CT#10 in the (:unﬁgumti-:m Tasks secton)

Have installed the latest versions of a2 web browser (See CT#11 in the Configuration Tasks section) in both Windows Server 2012
virtual machine
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EC-Council

Have Adobe Reader 11.0.10 or later version and winrar latest version installed (both can be found in the CHFIv9 Lab
Prerequisites directory in the C:\\CHFI-Tools folder) (See CT#14 and CT#12 in the Configuration Tasks section) in Windows
Server 20012 virtual machine

Download CHFI Tools in Windows Server 2012 Virtual Machine (See CT#13 n the Cunﬁgumti-:m Tasks section)
Be installed with WinPeap drivers (See CT#15 in the Configuration Tasks section) in Windows Server 2012 virtual machine

Be installed with Java SE Development Toolkit (Sce CT#106 in the Configuration Tasks section) in Windows Server 2012 virtual
machine

Be installed with Java SE Run Time Environment (See CT#17 in the (:tmﬁgurati-:m Tasks section) in Windows Server 2012 virtual
machine

Have Android SDK installed and e:tmﬁgured in Windows Server 2012 virtual machine (See CT#18 in the Cunﬁgurﬁtitm Tasks
section) on Windows Server 2012 Virtual Machine

Have the firewall turned off in all the Windows based machines (See CT#19 in the Configuration Tasks section)
Share CHFI - Tools folder in €:\ as the “Z:\” drive (map Z:\ drive) (See CT#20 in the Configuration Tasks section)

Verify the Ping test berween all the machines in yvour network (See CT#23 in the Configuration Tasks section)

(Create Cht:ckpuintﬂ for all Virtual Machines I:HEE (CTH24 in the (:tmﬁgumtitm Tasks :?;Ee:titmj

Note: The use of ghost images i1s recommended to reduce setup tume if computer faillure occurs.
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EC-Council

Student Workstations

The Student workstations must:

Be installed with Windows Server 2012 R2 or later (Enterprise Edition) with the latest service packs and full patches applied
Be running IP protocol
Configure the logon account with username: Adwinistrator, password: gerty@ 123 (lowercase)

Configure Hyper-V, create virtual machines in Hyper-V, and install guest operating systems: Windows Server 2012 (fully
patched), Windows 10 (fully patched), Kali Linux 2016 rolling release and Ubuntu 16.04 (See CTH#2 CT#4, CT#5, CT#21, and
CT#22 in the Configuration Tasks section)

Have PowerPoint, Word, and Excel Viewers installed, or be installed with Microsoft Office 2016 or later version in Windows
Server 2012 virtual machine

Be installed with a wireless card (USB or PCI)
Have an LCD projector connected

Have internal switch added and in Hyper-V Manager and configure the internal adapter (See CT#3 mn the Configuration Tasks
it‘.Eti{.‘lI'l::

Configure the default Internet Explorer Enhanced Security Configuration utility in Start = All Programs => Administrative
Tools < Server Manager (See CT#0 in the Cunﬁgurati-:m Tasks section) in Windows Server 2012 virtual machine

Disable DEP in Control Panel = System = Advanced System Settings = Performance Settings = Data Execution Prevention
(See CTHT in the Configuration Tasks section) in Windows Server 2012 virtual machine

Set Windows Explorer in Windows Server 2012 and Windows 10 virtual machines to show all files, file types, and extensions (See
CT#S8 in the Configuration Tasks section)

Be installed with Microsoft .Net Framework 4.5 or larer version and Telner roles in Windows Server 2012 virtual machine (dee
CT#9 in the Configuraton Tasks section)

Disable Server lfanagcr in Windows Server 2012 Virtual Machine (dee CT#H10 in the Cunﬁgmrﬂtitm Tasks section)

Have installed the latest versions of a2 web browser (See CT#11 in the Configuration Tasks section) in both Windows Server 2012
virtual machine

Have Adobe Reader 11.0.10 or later version and winrar larest version installed (both can be found in the CHFIv9 Lab

bt
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EC-Council

Prerequisites directory in the C:\CHFI-Tools folder) (See CT#14 and CT#12 in the Configuration Tasks section) in Windows
Server 2012 virtual machine

*  Download CHFI Tools in Windows Server 2012 Virtual Machine (See CT#13 in the Configuration Tasks section)
* Be installed with WinPcap drivers (See CT#15 in the Configuration Tasks section) in Windows Server 2012 virtual machine

* Be installed with Java SE Development Toolkit (See CT#16 in the Configuration Tasks section) in Windows Server 2012 virtual
machine

=  Beinsralled with Java SE Run Time Environment (See CT#H17 in the (:{mﬁgurati{m Tasks section) In Windows Server 2012 virtual
machine

=  Have Android SDK installed and ctmﬁgmrt—:d in Windows Server 2012 virtual machine (See CT#18 in the Cnnﬁgurﬁti{m Tasks
section) on Windows Server 2012 Virrual Machine

* Have the firewall turned off in all the Windows based machines (See CT#19 in the Configuration Tasks section)
= Share CHFI - Tools folder in €:\ as the “Z:\"” drive (map Z:\ drive) (See CT#20 in the Configuration Tasks section)
*  Verify the Ping test between all the machines in vour nerwork (See CT#23 in the Configuration Tasks section)

=  (reate (:ht:ckpuintﬂ for all Virtual Machines I:E“JEE (CT#H24 in the (:{mﬁgumti{m Tasks Eﬁcti{m]

Note: The use of ghost images 1s recommended to reduce setup tume if computer failure occurs.

Room Environment

* The room must contain a whiteboard measuring a minimum of 3 feet by 6 feet in length (1 meter by 2 meters)
* The room should contain an easel and large tablet (optional)

* The room must be equipped with legible black and blue felt-up pens (chisel tp, not fine-point)
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EC-Council

Classroom Configuration

The configuration of this classroom is modular. Computers can be added or removed by either row or column, depending on the needs of

the particular class. The fnlltm—*irlg 1s a sample room setup that pmviclﬁ:i optimal support. This setup allows the instructor easy access to
“rouble spots,” and allows students to break into functional small and large reams.

Student Machines - Student Machines
D @ = a5 - @ @B
LIy | B30 - L1 | B0

Instructor
Instructor and Student Machine Operating System: Windows Server 2012 (Fully Patched)
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EC-Council

Internet

: IDS (Optional)

:IliIIIIIlIIIIIIIIIIIIvIIIIIIIIlI-IlIIlllIII-I1IIlIIlIIIlIIIIIIIIIIII‘IIIII‘I‘IIIIIIIIII‘I‘:

=j=F

T WA () [ WA T P, T,

Student Machines

Instructor and Student Machine Operating System: Windows Server 2012 (Fully Patched)

Set up the machines based on the classroom serup diagram. The lab exercises for the students are instructor led and they are based on the
forensics tools 1n the trainer slides. The instructors are mc{mrﬂged to demonstrate and guiclt: the students on the use of the forensics mols.
Please feel free to include your own exercises.
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r 1

. o e Q)
.. .- KALI LINUX ubuntu

Windows Windows Kali Linux Rolling Ubuntu
Server 2012 10 Distribution 16.04
A A A A

-
EEmEmmEE e R R R R R R R R R R R R R R R R R R R R R R R RN ]

:  Virtual Platform :

Instructor Machine Student Machines

Instructor and Student Machine Operating System: Windows Server2012 (Fully
Patched)
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EC-Council

Network Topology

The training room must be physically isolated from any production network. Students must be able to access the Internet from their PCs.
All computers are connected as one 1solated network and domain. The common protocol 1s IP. All computers should have dynamic 1P
addresses using DHCP server. Configure the DHCP server scope to 10.0.0.0/24 1P addresses. This reduces potential problems when

booting the virtual machines. NICs can be 10 Mbit or 100 Mbir (100 Mbir is recommended). Cables must be bundled and tied our of
pathways and work areas, and must be of sufficient length to avoid stress.

The trzlining room must also have a wireless network to demonstrate wireless labs. The wireless network should be c{mﬂgurﬁcl o 1use
WEP keys for demonstration purposes. This network could be a part of the above network subnert. (:{mﬂgurﬁ the wireless router for
DHCDP server scope.

Computer Names

Assign computer names to student machines like CHFISTUDENT1, CHFISTUDENT2, CHFISTUDENT?3, and so on. Name
the instructor machine INSTRUCTOR.

Instructor Acceptance

Before the training class is scheduled to begin, the instructor will visit the training facility to inspect and accept the setup. The technical
contact (System Administrator) for the facility must be available to answer questions and correct any setup issues. Both the instructor and
the facility technical contact will ensure completion of the following checklist before the training setup is deemed acceptable.
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Firewall Settings

Do not block any ports while accessing the Internet through the firewall. You should be able to ping servers on the Internet.

Blackboard

= Write the following on the blackboard in the top-left corner:
o Instructor name: <Name of the instructor=
0 The username/password to Logon to the student machine

= At the center of the board, write the following, in bold:

Welcome to CHFIv9 Class!
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Jack Smith

administrator / gwerty@123
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EC-Council

Setup Checklist

The arrangement of items in the setup checklists is designed to allow the process to be completed in the most efficient manner possible
and also validate that the setup has been done correctly. Before beginning the setup checklist, log off any connected users.

Setup Verification Tasks

L

Open Network Neighborhood and verify thar all classroom computers are visible in Nerwork Neighborhood

Tt:rif'}' that the Instructor cOmputer can diﬁr_:lajr thmugh the overhead r_:rujt:r:mr

Cable wiring 1s organized and labeled

Student workstations and chair placf:mf:nt are s-;atis-;f'actur}'

Placement of LCD (overhead) projector is appropriate

Whiteboard and drv erase markers and erasers are available

Instructor station 1s r.:mpv:rljr cjrgﬂnized and oriented

Computers are labeled with client numbers

EC-Council Courseware (Official EC-Council CHFIv9 box) is available for students

Write down the fﬂ::i]it_&"ﬁ technical contact pt:ra-:m’s-; phcmf: number to call in the event of a network ]'Jf(]l')lf:‘,ﬂ'l

Verify each computer has 300 GB or more free disk space

Verity that every host machine in the classroom has four VMs installed and configured

Verity that internal network adapter s configured on host machine and virtual machines

Verifv vou can successfully boot the virtual machines in Ht'r_:er-T

Verity that the forensics tools are on the Windows Server 2012 VM in C:\CHFI-Tools folder

N I O s I I I N My | I My |

Verify that Internet Explorer Enhanced Security Configuration i removed from Server Manager of Windows Server

2012 VM

J Verify that DEP in Control Panel is disabled in Windows Server 2012 VM
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EC-Council

L

Verity that Windows Explorer is set to show all files and file types, including hidden files and extensions in Windows

Server 2012 and Windows 10 VDMs

Verifv that NET Framework is installed and Telnet roles are added in Windows Server 2012 virtual machine

Verity that Server Manager is disabled in Windows Server 2012 virtual machine

Tt:rif'}' that Internet access 1s available in the virtual machines

Verifv that a web browser is installed in Windows Server 2012 virtual machine

Visit httpsziwww.eccouncil.org and view the page to check Interner access

Open Command Prompt and tvpe nslookup certifiedhacker.com and look for connection to the server

Verifv that WinRAR is installed in Windows Server 2012 virtual machine

Download CHFI-Tools to €\ in Windows Server 2012 virtual machine

Verify Microsoft PowerPoint, Word, and Excel Viewers are installed (or Microsoft Office 2016 is insralled)

UU D00 0000 |U

Verify Adobe Reader, Java SE Development Toolkit and Java SE Run Time Environment are installed in Windows
Server 2012 virrual machine

Verifvy WinPecap drivers are installed in Windows Server 2012 virtual machine

Install and f:u:mﬁgurf: Android SDK in Windows Server 2012 virtual machine

Verifv the firewall is turned off in all the Windows machines

Share CHFI-Tools folder as “Z:\" drive (Mapping Z:\ drive)

Test for Pinging Each Other

U000 0|0

Create Checkpoints for all Virtual Machines
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Notes:

restore by restoring the checkpoint.

infection, then you will be able to replace the student machine with this backup.

Lab Setup Guide Page 22

EC-Council

You might want to create ghost images of the instructor and student machines so that the future installations become easier.

You can restore checkpoint anytime during the class. Many Trojans and rootkits replace the system files, and yvou will need to

Have one additional student machine available as a standby. If a student computer cannot boot up because of a virus/ Trojan
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EC-Council

Instructor Acceptance

The technical contact (System Administrator) for the facility must be available to answer questions and correct any setup issues.

The instructor will inspect both the classroom and the items covered in the setup checklist to ensure that the classroom and setup meet
EC-Council standards. Any deficiencies the instructor discovers must be corrected before the scheduled start ime for the class.

Assistance

If vou have problems or require assistance in setting up the lab for your CHFI class, please email partnersupport(@eccouncil.org.
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Detailed Setup Instructions: Configuration Tasks (CT)

CT#1: Set up Hardware

1. Set the compurter’s BIOS to start first from the DVD-ROM drive then hard drive (Drive C:')
2. Now keep Windows Server 2012 DVD in the DVD-ROM

3. Configure the hard disk to have one active primary partition (C:\ of 50 GGB) and rwo extended logical partitions (D:', of 50GB

and E:\ of 200GB)

4. Follow the steps to install Windows Server 2012

L

[nstall the wireless network adapters according to manufacturer's instructions
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EC-Council

CT#2: Adding Hyper-V role in Server Manager of Windows Server 2012
Host Machine

I. To open Server Manager, click Start > Server Manager App

2. In Server Manager Dashboard, click Add Roles and Features
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erver Manager * Dashboard

Dazshboard
Local Server
All Servers

File and 5torage Services P

Manage

WELCOME TO SERVER MANAGER

loods

o Configure this local server

QUICK 5TART

Add roles and features

A T I R —— - J——
Add other servers to manage

WHAT'S NEW
(_reate a server group

ROLES AND SERVER GROUPS

Roles: 1 | Servergroups: 1 | Senvers total: 1

, File and Storage
Services

Manageability @ hManageability

B Local Server

Evenis Events

SEMICES Lervices
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3. Add Roles and Features Wizard appears, click Next

DESTIMNATION SERVER

BE]CCIFE },’DU begiﬂ WIN-WTZSVGHTU11

gefore You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or
- features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.
Server Selection :
To remove roles, role services, or features:
Start the Remowve Roles and Features Wizard

Before you continue, venfy that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured

* The most current secunty updates fromn Windows Update are installed

if you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[[] Skip this page by default
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4. In Installation Type section of the wizard, select Role-based or feature-based installation radio button and click Next

DESTIMNATION SERVER

SE‘|E‘C1: iﬂStaHatﬁr{:}ﬂ type WIN-WTZSVGHTU11

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin _ B :
machine, or on an offline virtual hard disk (VHD).

Installation Type

@ Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server 5elaction

' Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.
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5. In Server Selection section, leave the selections to default and click Next

DESTINATION SERVER

Select destination server WIN-VT25VGHTU11

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type

Server Roles Server Pool

Features

Filter:

MName IP Address Operating System

WIN-VT25VGHTU T 192.168.0.114 Microsoft Wind ows Server 2012 R2 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous
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6. Check the Hyper-V role in Server Roles section
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Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles

Server Selection - _ )
[] Active Directory Certificate Services

[] Active Directory Domain Services
Features [] Active Directory Federation Services
[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[ ] Application Server
[ ] DHCP Server
[ ] DNS Server
[ ] Fax Server
b [®] File and Storage Services (2 of 12 installed)

WfHyper-V

[] Network Policy and Access Services
[ ] Print and Document Services

[ ] Remote Access

[ ] Remote Desktop Services

DESTIMNATION SERVER
WIN-VTZ5VEHTU

Description

Hyper-V provides the services that
you can use to create and manage
virtual machines and their resources.
Each wirtual machine 15 a virtualized
computer system that operates in an
isolated execution environment. This
allows you to run multiple operating
systems simultaneously.
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7. Add Roles and Features wizard for Hyper-V will appear. (Click Add Features
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Add features that are required for Hyper-V?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools
4 Role Adminustration Tools
4 Hyper-V Management Tools

[Tools] Hyper-V Module for Windows PowerShell
[Tools] Hyper-V GUI Management Tools

Include management tools (if appli-:able]ll

L™

Add Features Cancel
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8. You will observe that the Hyper-V server role option is checked. Click Next

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles

Server Selection
[] Active Directory Certrhcate Services

[] Active Directory Domain Services

[] Active Directory Federation Services

[ ] Active Directory Lightweight Directory Services
Switches [[] Active Directory Rights Management Services

Migration [] Application Server
[ ] DHCP Server

Default Stores
[ ] DNS Server

[ ] Fax Server
b [m] File and Storage Services (2 of 1.2 installed)

Confirmation

ERHyp

[] Network Policy and Access Services
[ ] Print and Document Services

[ ] Remote Access

[] Remote Desktop Services

DESTINATIOMN SERVER
WIN-WT25WMGEHTUT

Description

Hyper-¥Y provides the services that
you can use to create and manage
virtual machines and their resources.
Each virtual machine is a virtualized
computer system that operates in an
isolated execution environment. This
allows you to run multiple operating
systems simultanecusly.
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9. Add Roles and Features Wizard will appear for Features sclection; click Next without selecting any role
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Select features

Before You Begin

Installation Type
Server Selection

Server Roles

DHCP Server

Confirmation

Select one or more features to install on the selected server.

Features

[ ] Enhanced Storage
[] Failover Clustering

-
i = ey s [
L= el -

er

[] U5 Hostable Web Core
[] Ink and Handwriting Services

[[] Internet Printing Client

[ ] IP Address Management (IPAM) Server
[ ] iSNS Server service

[ ] LPR Port Monitor

[[] Management OData IIS Extension

[ ] Media Foundation

[m] Message Queuing (1 of 7 installed)

[] Multipath 1/0

[] Network Load Balancing

Ml Mess blsss s Pesshalss Mesis sl

DESTIMATION SERVER
WIN-NT25WEHTUT

Description

BitLocker Dirive Encryption helps to
protect data on lost, stolen, or
nappropnately decommissioned
computers by encrypting the entire
volume and checking the integrity of
early boot components. Data i1s only
decrypted if those components are
successfully venified and the
encrypted drive is located in the
original computer. Integrty checking
requires a compatible Trusted
Platform Module (TPM).

EC-Council
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10. Hyper-V section appears in the wizard, explaining the detailed information for Hyper-V. Click Next

DESTINATIOMN SERVER

Hyper-\f WIN-WTZSVGHTU11

Hyper-V allows you to virtuahze your server workloads by running those workloads on virtual machines.
You can use virtual machines to consolidate multiple workloads on one physical server, to improve
Instaliation Type server availability, and to increase efficiency in developing and testing software.

Before You Begin

Server Selection

2 Things to note:
Server Roles

* Before you install this role, you should identify which network connections on this server you want to
use for setting up virtual switches.

Features
* After you install Hyper-V, you can use Hyper-V Manager to create and configure your wirtual
Virtual Switches machines.
Migration
Default Stores

Confirmation

Maore information about Hyper-V
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11. Virtual Switches section appears in the wizard. Under the Network adapters field, select the available network connection (here
Ethernet) and click Next

DESTIMATION SERVER

Create Virtual S"u"‘u‘ritChES WIN-WT25VGHTU11

Virtual machines require virtual switches to communicate with other computers. After you install this

Before You Begin : : ; :
role, you can create virtual machines and attach them to a virtual switch.

Installation Type
Orne wvirtual switch will be created for each network adapter you select. We recommend that you create

at least one virtual switch now to provide virtual machines with connectivity to a physical network. You
Server Roles can add, remove, and modify your virtual switches later by using the Virtual Switch Manager.

Server selection

Features Network adapters:
Hyper-V Mame Description

Virtual Switches Ethernet Realtek PCle GBE Family Controller

Migration
Default Stores
Confirmation (j% We recommend that you reserve one network adapter for remote access to this server, To reserve a
network adapter, do not select it for use with a virtual switch.
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12. In the Migration section of the wizard, leave the options set to default and click Next

DESTINATIOMN SERVER

Virtual Machine Migration WINATT2SVGHTUT

Hyper-V can be configured to send and receive live migrations of virtual machines on this server.
Configuring Hyper-V now enables any available network on this server to be used for live migrations. If
Installation Type you want to dedicate specific networks for live migration, use Hyper-V settings after you install the role.

Before You Begin

Server Selection : g e : :
[ ] Allow this server ta send and receive live migrations of virtual machines

Server Roles

— Authentication protocol

Features . . e
Select the protocol you want to use to authenticate lve migrations.

Hyper-V ® Uce Credential Securty Support Provider (CredS5P)
Virtuzl Switchas This protocol is less secure than Kerberos, but does not require you to set up constrained

" delegation. To perform a live migration, you must be logged on to the source server
YIQPaTon i
- Use Kerberos

Default Stores This protocol is more secure but requires you to set up constrained delegation in your

Cordirnation environment to perform tasks such as live migration when managing this server remotely

A, [f this server will be part of a cluster, do not enable migration now. Instead, you will configure the
server for live migration, including specifying networks, when you create the cluster,

Install
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13. In Default Stores scction, Hyper-V uses default location to store the disk and configuraton files. Leaving the options set to defaulr,

click Next.
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Default Stores

Before You Begin
Installation Type
sServer Selection
Server Roles
Fealures
Hyper-V
Virtual Switches
Migration
Default Stores

Confirmation

DESTIMATION SERVER
WIN-VTZSVEHTU

Hyper-V uses default locations to store virtual hard disk files and virtual machine configuration files,
unless you specify different locations when you create the files. You can change these default locations
now, or you can change them later by modifying Hyper-V settings.

Default location for virtual hard disk files:

C:A\Users\Public\Documents\Hyper-ViVirtual Hard Disks

Default location for virtual machine configuration files:

C:\ProgramData\Microsoft\Windows\Hyper-V
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14. Click Install button to confirm installation for the selected Roles and Features

Before You Begin
Installation Type
Server Selection
Server Roles
Features
Hyper-V
Virtual Switches
Migration
Default Stores

Confirmation
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DESTINATIOMN SERVER

Confirm installation selections WIN-VTZSVGHTUI?

To install the following roles, role services, or features on selected server, click Install.

[] Restart the destination server automatically if required

Cpticnal features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Hyper-V
Remote Server Administration Tools
Role Admimistration Tools

Hyper-V Management Tools
Hyper-\V Module for Windows PowerShell

Hyper-V GU| Management Tools

Export configuration settings
Specify an alternate source path
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15. 1t will take a while to complete installation of selected roles and features

DESTINATIOMN SERVER

Installation progress WINATT2SVGHTUT

View installation progress

o Feature installation
I
Installation started on WIN-V725VGHTU11

Hyper-V
Remote Server Administration Tools
Role Administration Tools

Hyper-V Management Tools
Hyper-V Module for Windows PowerShell

Hyper-V GUI Management Tools

You can close this wizard without interrupting running tasks. View task progress or open this
1] page again by chicking Notificabons in the command bar, and then Task Details.

Export configuration settings

16. After the completion of installation, click Clese and restart the machine.
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CT#3: Configure Internal Network for Hyper-V

1. Launch Hyper-V Manager, Click Start < Administrative Tools < Hyper-V Manager

2. Click Virtual Switch Manager in the right pane of Hyper-V Manager. The Virtual Switch Manager window appears
3. Select New Virtual network from left pane, and select Internal as the network twpe
4. C(lick the Create Virtual Switch button

& Virtual Switches
a New virtual network switch
¥ Realtek PCle GBE Family Controller .., What type of virtual switch do you want to areate?
Fealtek PCIe GBEE Famiy Controller
Global Network Settings

J MAC Address Range
=1 o-20-00-01-00 10 Ub-1a-a0-, ..

W Create virtua switch

Create Virtual Switch

Creates a virtual switch that can be used only by the virtual machines that run on this
physical computer, and between the virtual machines and the physical computer. An
internal virtual switch does not provide connectivity to a physical nebwork connection.
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2.

Name field, select Internal network radio button, click Apply and then click OK

Lab Setup Guide Page 40

#  Virtual Switches

il’:j; Mew virtual network switch
«'w Realtek PCle GBE Family Controller ...
Realtek PCIe GBE Family Controller
o'w Internal Network
Internal only
Global Network Settings

& MAC Address Range

00-15-530-00-01-00 to 00-15-5D-0. ..

oIx Virtual Switch Properties

Mame:

Intermal Network

MNokes:

Connection type
What do vou want to conmect this virtual switch to?
[} External network:

Realtek PCIe GBE Family Controller

® Intermal netwaork
() Private network

VLAN ID

|| Enable virtua LAN identification for management operating system

= oA e

o e o e

aran

Eemove

SR-IOV can only be configured when the virtual switch is created. An external

virtual switch with SR-TOV enabled cannot be converted to an internal or private
switch.

Apoly

EC-Council

The newly created virtual switch appears in the left pane. Enter the name of the virtual switch as Internal Network under the
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6. Now, go to Start screen and click Control Panel
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r &

Windows Administratree
PowerShell Toeols

This PC

= £

Control Panel

EC-Council

Administrator
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7. Control Panel window appears, click Network and Internet link
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ﬁ » Control Panel »

|5&arch Control Panel

Adjust your computer’s settings

System and Security
Review your computer's status
'ﬁ"u’iew event logs

Network and Internet
View network status and tasks

Hardware

View devices and printers
Add a device

Programs
Uninstall a program
'@Turn Windows features on or off

8
e
3

View by: Category ~

User Accounts
'@' Change account type

Appearance
Change desktop background

Adjust screen resolution

Clock, Language, and Region
Add a language

Change input methods

Set the time and date

Change date, time, or number formats

Ease of Access
Let Windows suggest settings
Optimize visual display

EC-Council
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8. Network and Internet window appears, click Network and Sharing Center link

- 7T FE"‘ » Control Panel » Network and Internet » Search Control Panel

Control Panel Home

Network and Sharing Center

View network status and tasks Connect to a network

System and Secunty
Network and Internet

View network computers and devices

Internet Dpti::nns

Hardware _ _ _
Change your homepage = Manage browser add-ons | Delete browsing history and cockies

Programs

User Accounts

Appearance

Clock, Language, and Region

Ease of Access
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9. Network and Sharing Centre window appears, click Change adapter settings link from the left pane

Contrel Panel Home

E » Control Panel » Network and Internet » Metwork and Sharing Center L search Control Pane

View your basic network information and set up connections

View your active networks

Change adapter settings

Change advanced sharing Quarantine

settings

See also

Access type: Internet

Connections: ;':D vEthernet (Realtek PCle Family

Private network - _
Controller)

Unidentified network Access type: Mo network access
Public network Connections: ;{J vEthernet (Intermnal Metwork)

Change your networking settings

'ﬁ. Set up a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

@ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.

Internet Ophicns

Windows Firewall
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10. Right-click the Internal Network adapter and click Properties
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EC-Council

T F » Control Panel » Network and Internet » Metwork Connections »

Search Metwork Connections B

Disable this network device

- Enabled

fﬁ‘fr:'r Realtek PCle FE Family Controller

Organize =

Wi-Fi
kh Mot connected

-
x :Cﬂ Dell Wireless 1705 802.11b/g/n (2....

4 tems 1 item selected

Diagnose this connection

!L!- vEthernet (Internal Network)

Unidentified netwark

ﬁrﬁ? Hyper-V Virtual Ethernet Adapter ...

Rename this connection » - ﬂ 'ﬁ'

= | vEthemet (Realtek PCle Family

E Controller)

liif?r Cluarantine

Hy | Disable
Status

Diagnose

Bridge Connections

Create Shortcut
Delete

Rename

Properties
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11. Properties window appears; scroll down the list, select Internet Protocol Version 4 (TCP/IPv4) and click Properties

~ vtthernet 1) e

Networking | Sharing

Connect using:;
&¥ Hyper-V Vitual Ethemet Adapter #3

This connection uses the following items:

W JSl0oS Packet Scheduler

] -a Hyper-V Edensible Virtual Switch

[ ] -2 Microsoft Network Adapter Muttiplexor Protocol
-i. Link-Layer Topology Discovery Mapper 140 Driver
- Link-Layer Topology Discovery Responder
¥ & Intemet Protocol Version 6 (TCP/IPv6)
¥ |rtemet Protocol Version 4 (TCP/1Pv4)

< T

Install. . Uninstall Properties
Description
Transmission Control Protocol/Intemet Protocol. The default

wide area network protocol that provides communication
across diverse interconnected networks.
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12, Select Use the following IP address radio button, assign 10.0.0.1 as IP address, 255.0.0.0 as Subnet mask and click OK

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(_) Obtain an 1P address automatically

I{i} Use the following IP address:

I[P address:

Subnet mask:

Default gateway:

Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

["] validate settings upon exit
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13. Close the Properties window
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Connect using:;
&¥ Hyper-V Vitual Ethemet Adapter #3

This connection uses the following items:

v Cliert for Microsoft Networlks

File and Printer Sharing for Microsoft Networks
QoS Packet Scheduler

[ ] -2 Hyper-V Bxtensible Vitual Switch

[ ] & Microsoft Network Adapter Muttiplexor Protocol
¥ & Link-Layer Topology Discovery Mapper 1/0 Driver
W i Link-Layer Topology Discovery Responder
< i

Install. . Uninstall Properties
Description

Allows your computer to access resources on a Microsoft
network.

Cancel
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CT#4: Create a New Virtual Machine in Hyper-V

1. Click Start & Administrative Tools < Hyper-V Manager

1. Select your machine’s name in the left pane of the window, and click New = Virtual Machine... option located at the right pane
of window

EFile Action View Help

== fjm dim

&3 Hyper-¥ hanager
| §= win-vizsvarTun] || Virtual Machines

Actions
WIN-VT25WGHTUT

Mew Virtual Machine...
Ma vitual machines were found on this sarver. [ Impert Wirtual Pachine... Hard Disk...

Fs

Flame Ltate CPU Usage Assgned Memory

Hyper-V Settings... Floppy Disk...
L Virtual Switch Manager...
Virtual SAN Manager...
g Edit Disk..,
4 Inspect Disk...
(m) Stop Service
Rermcwve Server

s Refresh

Checkpoints View
ﬂ Help

Details

Displays the Mew Virkual Machine Wizard,

Note: Every machine has a unique name, so the name of vour machine differs from the name shown in the above screenshor.
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2. New Virtual Machine Wizard window appears, dick Next button

I Before You Begin

Before You Begin This wizard helps you create a virtual machine. You can use virtual madhines in place of physical
computers for a variety of uses. You can use this wizard to configure the virtual machine now, and

Spedfy Name and Location you can change the configuration later using Hyper-V Manager.

e To areate a virtual machine, do one of the following:
Aszign Memary

_ « Click Finish to areate a virtual machine that is configured with default values.
Configure Networking » Click Next to create a virtual machine with a custom configuration.

Connect Virtual Hard Disk
Installation Options

SUMMEry

[] Do not show this page again
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2.

EC-Council

Specify Name and location of new virtual machine. iﬁﬂigﬁ the name of the virtual machine as Windows Server 2012,

The default location for storing the virtual machine is C:\ProgramData\Microsoft\Windows\Hyper-V\. Choose E:\ drive to store the
virtual machine in a different location.

(Click Next

Note: You can specify the location either in the Specify Name and Location scction or in the forthcoming Connect Virtual Hard
Disk section

l Specify Name and Location

Before You Begin Choose a name and location for this virtual machine.
Spedify Name and Location The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily

specify Gener ation identify this virtual machine, such as the name of the guest operating system or workload.

Assign Memory Mame: IWindnws Server 2012 I

Configure Networking You can create a folder or use an existing folder to store the virtual machine, If you don't selecta
Connect Virtual Hard Disk folder, the wvirtual machine is stored in the default folder configured for this server.

Installation Options E Store the virtual madchine in a different location

Summary Location: IEi'l] Browse...

/1, If you plan to take checkpoints of this virtual machine, select a location that has enough free
space. Checkpoints indude virtual machine data and may reguire a large amount of space.
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6. Choose the generation of the virtual machine (here, Generation 1) and click Next

I Specify Generation

Before You Begin Choose the generation of this virtual machine.

Specfy Name and Location (® Generation 1

Spedfy Generation This wvirtual machine generation provides the same virtual hardware to the virtual machine as in
previous versions of Hyper-V.

Aszign Memary

Configure Networking ) Generabon 2

I . This virtual machine generation provides support for features such as Secure Boot, SCSI boot, and
Con Virtue! Hard Diok PXE boot using a standard network adapter. Guest operating systems must be running at least
Installation Options Windows Server 2012 or &§4-bit versions of Windows 8.

Summary 1. Once a virtual machine has been created, you cannot dhange its generation.

< Frevious
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8. Click Next

Assign the amount of memory t allocarte to this virtual machine in MB (here, 2048)

EC-Council

Before You Begin Spedfy the amount of memory to allocate to this virtual madhine. You can spedfy an amount from 32

Specfy Name and Location

Spedfy Generation Startup memory:

Azzign Memory

2048

ME

[ ] use Dynamic Memary for this virtual machine.

Configure Netwarking
Connect Virtual Hard Disk
Installation Options

SUMMary
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< Previous

ME through 5904 MB. Te improve performance, specify more than the minimum amount recommendead
for the operating system.

@ When you dedde how much memory to assign to a virtual machine, consider how you intend to
use the virtual machine and the operating system that it will run.
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9. In the next step, select network adapter 23 Realtek PCle GBE Family Controller - Virtual Switch from connection drop-down list
and click Next

Note: The network adapter shown in the above screenshot might vary in your lab environment.

l Configure Networking

Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a

virtual switch, or it can remain disconnected.
Specfy Name and Location

specify Generation Connection: |Realtek PCle GBE Family Controller - Virtual Switch

AssIgn Memaory

Configure Networking

Connect Virtual Hard Disk
Installation Optons

Summary

< Previous
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10. Connect Virtual Hard Disk section appears, Allocate 80 GB space for hard disk and click Next
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I Connect Virtual Hard Disk

Before You Begin

Specfy Name and Location

Spedfy Generation

Aszign Memary

Configure Netwarking

Connect Virtual Hard Disk
Installation Options

SUMMEry

A virtual machine requires storage so that you can install an operating system. You can spedfy the
storage now or configure it later by modifying the virtual machine's properties.

@ Create a virtual hard disk
Use this option to areate a VHOX dynamically expanding virtual hard disk.

MName: Windows Server 2012.vhdx

Location: |E:\Windows Server 2012\vir tual Hard Disks\

Size: g0

GB (Maximum: 64 TB)

() Use an exigting virtual hard disk

Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

C:\Users \Public \Documents \Hyper-V \virtual Hard Disks,

() Attach a wvirtual hard disk later

Use this option to skip this step now and attach an existing virtual hard disk later.

< Frevious I Mext > I
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11. The installation options section appears, select Install an operating system later radio burton and click Next

I Installation Options

Before You Begin

Specfy Name and Location

Spedfy Generation

Aszign Memary

Configure Netwarking

Connect Virtual Hard Disk
Installation Options

Lab Setup Guide Page 56

You can install an operating system now if you have access to the setup media, or you can install it
later,

(@ Install an operating system later

() Install an operating system from a bootable CO/OVD-ROM

() Install an operating system from a bootable floppy disk

() Install an operating system from a network-based installation server

< Frevious
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12. Virtual machine wizard appears with summary information

13. Click Finish

Before You Begin

Specfy Name and Location

Spedfy Generation

Assign Memaory

Configure Netwarking

Connect Virtual Hard Disk
Installation Options

SUMMary

Lab Setup Guide Page 57

You have successfully completed the New Virtual Machine Wizard. You are about to ceate the
fallowing virtual machine.

Description:

Name:
(aeneration:
Meamary':

Me twork:
Hard Disk:

Operating System:  Will be installed at a later time

Windows Server 2012

(==neration 1

2043 ME

Realtek PCle Family Controller

E:\Windows Server 2012 \Virtual Hard Disks\Windows Server 20 12, vhdx (VHDX, ¢

To careate the virtual machine and dose the wizard, dick Finish.
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14. Hyper-V E‘Iaﬂagcr creates Windows Server 2012 virrual machine pmﬂlﬁ

15. In Hyper-V Manager main window, you see a new virtual machine named Windows Server 2012

File Action View Help
talliol M 7 flos

23 Hyper-V Manager Actions
58 WIN-VT25VGHTU1 Virtual Ma::hines WIN-V725VGHTU11

Mame Ctate CPU Usage Assigned Memo Up Mew
= Windows Server 2012 Off

Impaort Virtual Machine...
Hyper-V Settings...
Virtual Switch Manager...

Virtual SAN Manager...
Edit Disk...
Inspect Disk..

<

Checkpoints

Stop Service

Femowve Server

Windows Server 2012

I SON =l

Refresh
Created:  7/1/2016 12:26:42 PM View
Version: 5.0
Generation: 1
Notes: None Windows Server 2012

sy Connect...

#
L -

Help

5% Settings...
Summary il'l-lcmw Metwaorking | Replication | ﬂ Start

< | m S Checkpoint
WIK-VYT25VGHTUT: 1 wirtual machine selected.
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16. Select the virtual machine and click Settings... in the right pane

Lab Setup Guide Page 59

File Action View Help

| 2= B[=

=3 Hyper-V Manager

28 WIN-V725VGHTU11

i Virtual Machines

Actions

| MName =

|5 Kali Lunux
| & Ubuniu

Flwindows Server 2012

CPU Usage

Assigned Memory

WIN-V725VGHTUT1

MNew

Import Virtual Machine...
Hyper-V Settings...
Virtual Switch Manager...
Virtual SAN Manager...
Edit Disk...

Inspect Disk...

Stop Service

Windows Server 2012

Remove Server

Created:
Version: 5.0
Generation: 1

Hotes: Mone

J/201612:26:42 PM

i
al
o]
(m)
~
Gk

Refresh

View

a|

Help

,53 Connect...

‘Windows Server 2012 =

2 Settings..

Summary | Memory | Networking | Replication |

ﬂ Start

< | m

S5 Checkpoint
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17. Settings window appears, select Network Adapter in the Add Hardware section and click Add

&

Windows Server 2012

# Hardware

¥ Add Hardware
e BIOS
Boot from CD
= Memory
2043 MB
B Processor
1 Virtual processar
(=) &8 IDE Controller O
# & Hard Drive
Windows Server 20 12.vndx
= EE IDE Controller 1
4 % DVD Drive
Window server 2012.is0
& SCSI Controller
# & Metwork Adapter
Realtak PCla Family Conrtroller
¥ com 1
MNone
¥ com2
Mone
E Diskette Drive
Mone

Management
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[ MName
Windows Server 2012
- Integration Services
Some services offered
g int File Locati
3 | Chedkpoint File Location
E:\Windows Server 2012
s SMart Paging File Location

E:\Windows Server 2012
¥ Automatic Start Action

Restart It previously running

V1 Add Hardware

You can use this setting to add devices to your virtual madhine.
Select the devices you want to add and did: the Add button.

SCSI Controller

Metwork Adapter

Legacy Metwork Adapter
Fibre Channel Adapter

Remotely 30 Video Adapher

Add

A network adapter requires drivers that are installed when vou install integration

services in the guest operating system.
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18. The newly added Network Adapter appears in the left pane. Select Internal Network from the Virtual switch drop-down list, click

Apply and then click OK.

Windows Server 2012
& Hardware 1§ Network Adapter
[l Add Hardware
rL" E[DS Specify the configuration of the network adapter or remove the network adapter.
Boot from CI Virtual switch:
[ Mumrv Internal Network
E7] E Processor L
1 Virhual processor [ ] Enable virtual LAN identification
= i IDE Coniroller 0 i i
e VLAN identifier spedfies # rtual LAN that this virtual machine
network communications thn LI VRS MR 0WOrE E\..E:l er.

== Hard Drive
ndows Server 2012, vhdx
2

= @ IDE Controller 1
g mrD Drive
Window server 2012.is0 Bandwidth Management
|| Enable bandwidth management

=

wkl SCSI Controller
w U ﬂeh-.-mudapter S R res network bandwidtl
tex f 1t "| f:-l.l'- :I.::Z-' =T : . S IS RS :.E!.I il :III- :EI'.Z;: .:" I 5t

& Family Cortrolle
dwidth:

B W H-i:twurk AdaptEr
Internal Nebtwork
flaximum bandwiath;

To remove the network adapter from this virtual machine, dick Remove

ﬁ Use a legacy network adapter instead of this network adapter to perform a
network-based installation of the guest operating system or when integration
services are not installed in the guest operating system.

s Server 2012

. =
-
Lk

£ Integrahcrn Services

5 offered

-:l'hedmrtt File Location
2012

MOOWS _-LI JEr

-* 3 smart Paging File Location

Nidows Server 2012

=
- LY
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19, Simularly, create Windows 10, Kali Linux and Ubuntu Virtual Machines each with 25GB of Hard disk space and 1500MB of RAM
memory, and add Internal Network adapter to the virtual machines

File

Action

View Help

[

TER

o

;'j Hyper-V Manager
ii‘i WIN-VT2VGHTUT1
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Virtual Machines

e

Mame State CPU Usage Assigned Memory  Upt
2 Kali Lunux Off
2 Ubunty Off
5 Windows 10 Off

-l Windows Server 2012 Off

<

Checkpoints

Windows Server 2012

Created: 2B 1222642 PM
Version: 5.0

Generation: 1

Notes: Maone

Summary _|r~|emu-,r | Networking | Replication |

< | i

Actions
WIN-V725VGHTU11

Mew

Import Virtual Machine...
Hyper-V Settings...
Virtual Switch Manager...
Virtual SAN Manager...
Edit Disk...

Inspect Disk...

B

X @R

#
L 8

Stop Service
Remove Server
Refresh

View

Help

Windows Server 2012

sy Connect...
=4 Settings..

@ stant

Hx Checkpoint
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CT#5: Install Windows Server 2012 Operating System in Hyper-V

1. Before beginning this task, yvou need to insert a Windows Server 2012 operating system bootable DVD in the Physical CD/DVD
drive

2. Launch Hyper-V manager and select Windows Server 2012 virtual machine and click settings...

File Action View Help
tallial M 7 Mok

33 Hyper-V Manager Actions
8§ WIN-VT25VGHTU Virtual Machines WIN-VT25VGHTU11

Mew

e

Mame
2 Kah Lunux
2 Ubuntu

Off
Off
i Windows 10 Off Hyper-V Settings...
EIWinduvrs Server 2012 Crf . Virtual Switch Manager...
Virtual SAN Manager...

Edit Disk...
Inspect Disk...

State CPU Usage Assigned Memory  Upt

Import Virtual Machine...

<

Checkpoints

Stop Service

Femowve Server

Windows Server 2012

)X @b

&
o

Refresh
Created: WA20E 122642 PM View
Version: 5.0
Generation: 1
Notes: None Windows Server 2012

sy Connect...

Help

5% Settings...
Sumary | Memory | Networking | Replication | 1 ©® stan

<] i S Checkpoint
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3. Select DVD Drive option and click Physical CD/DVD drive radio button

4. (Click Apply and then click OK

Note: The Physical CD/DVD dnve letter may differ in your lab environment.

Lab Setup Guide Page 64

Win?i;lws Server 2012

# Hardware

%] Add Hardware
1% BIOS

Boot from CD
B Memory
2048 MB
E Processor
1 Wirtual processor
IDE Controller 0
# = Hard Drive

Winoows Server 2012, vhax

B IDE Controller 1

¢4 DVD Drive
Physical drive F:

B SCSI Controler
L Network Adapter
F.ealtek PCle Family Condroder
= coM 1
Hone
¥ coMz
MNone
|d Diskette Drive
flone

Management

|L| Mame
Vindowes Server 2012
=] Integration Services
Some services offered
% Chedkpoint File Location
E:YWWindows Server 2012
:_H Smart Paging File Location
= Windows Server 2012

Ib) Automatic Start Action

Restart if previously running

4% DVD Drive

Sedect the controller and location on the controller to attach the CO/DVD drive.
Controller: Location:
IDE Controder 1 0 (in use)
Media
Specify the media to use with your virtual CD/OVD drive.
) None

() Image file:

® Physical CDJDVD drive:

To remove the virtual CD/OVD drive from this virtual machine, did Remaove.
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5. Right-click Windows Server 2012 in H}'r.:ﬁr-"f manager and click Start
0. _'Egjain right-::lick Windows Server 2012 and click Connect
7. Boot Windows Server 2012 wvirtual machine with DVD-ROM and Install Windows Server 200112 uptrﬂtmg system
I Machine Connection
Status: Running
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8. Follow the instructions during the installation and install Windows Server 2012 operating svstem

9. On mstallation, Settings window appears, where the username is set by default as Administrator. Enter the password as
gwerty@123 in Password and Reenter Password fields, and click Finish

Settings

Type a password for the built-in administrator account that you can use to sign in to this computer.

LUser name

Heenter password
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10. Now, the operating system restarts, and the login section appears. Type the password (qwerty@123) and press Enter.

Administrator

LA S A L L L L L L

am Windows Server2012R2
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11. Once the machine is logged on, a Nerworks section appears in the right-pane of the window. Click Yes to close the section.

12. Then, close the Server Manager window

Networks

T ) Network
Dashboard WELCOME TO SERVER MANAGER

Local Server

All Servers it | : N Do you want to find PCs, devices, and
content on this network, and
automatically connect to devices hke
printers and TVs?

File and Storage Services P

We recommend that you do this on
your home and work networks.
WHAT'S NEW

LEARM MORE

ROLES AND SERVER GROUPS

Rales:1 | S

SEMEr G ROUpS: S ervers ot

i: File r?lnu:l Storage
Services

@ Manageability @ Manageability

Events Events

B Local Server

Performance Services
BFA results Performance

BPA results
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13. Launch Control Panel and go to Network Connections window. In the Network Connections window, right-click on the adapter
associated with Internal Network (Ethernet 2) and click Properties.

T E' o« MNetwork and Internet » MNetwork Connections » (] Search Network Connections @

Organize *  Disable this network device  Diagnose this connection  Rename this connection = -~ [ @

- Ethernet = Ethernet 2
&E Network kﬁ Unidentified network
> Microsoft Hyper-V Network Adap... W2 Microsoft Hyper-V Network Adap...
¥ Disable
Status

Diagnose
Bridge Connections

Create Shortcut

Delete

'E' Fename

|"H Properties |

2 items 1 item selected
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14. Properties window appears; scroll down the list, select Internet Protocol Version 4 (TCP/IPv4) and click Properties

Lab Setup Guide Page 70

Metworking

Connect using:
&¥ Microsoft Hyper-V Network Adapter #2

This connection uses the following items:

"% Client for Microsoft Networks

8l fje and Printer Shaning for Microsoft Networks
005 Packet Scheduler

«d. Microsoft Network Adapter Multiplexor Protocol
<& Link-Layer Topology Discovery Mapper /O Driver
-4 Link-Layer Topology Discovery Responder

4. [ntemet Protocol Version 6 (TCP/IPvE)

o] Intemet Protocol Version 4 (TCP/1Pv4)

KKK R

<

Install... Uninstall Properties
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.
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15. Select Use the following IP address radio burtton, assign 10.0.0.12 as IP address, 255.0.0.0 as Subnet mask, 10.0.0.1 as Default
gateway, and click OK

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(") Obtain an IP address automatically
Iiijl Use the fdluwing IP address:

IP address:

Subnet mask:

Default gateway:

Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server;

Alternate DNS server:

[ ] validate sattings upon exit
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16. Close the Properties window

Lab Setup Guide Page 72

srrvat ) Dremsarbioe
2rnel 2 vFroperiiec
= Pl L

EC-Council

| & Microsoft Hyper-V Network Adapter £2

This connection uses the following items:

4 Client for Microsoft Metworks

v J™ File and Printer Sharing for Microsoft
v = Q0S Packet Scheduler

[ ] & Microsoft Network Adapter Muttiplexor Protocol
-4 Link-Layer Topology Discovery Mapper 1/0 Driver
W i Link-Layer Topology Discovery Responder

W s Intemet Protocel Version 6 (TCP/IPvE)

«d. [ntemet Protocol Version 4 (TCP/1Pv4)

MNetworlks

Install ... Uninstall
Description

Allows your computer to access resources on a Microsoft

network:.

Properties

Cancel
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17. Now, check whether Windows Server 2012 is installed and working properly and also check whether Internet is accessible

18. Once verified, shutdown Window Server 2012 virtual machine

19. Simuilarly install Windows 10 (64-bit) OS in respective Virtual Machine with 25GB of Hard Disk space and 1500MDB of RAM
memory. While installing the operating system, vou need to create an additional partition of 4GB.

20. Assign 10.0.0.10 as IP address, 255.0.0.0 as Subnet mask and 10.0.0.1 as Default gateway for the internal network adaprer of
Windows 10

21. Once the above guest O5 13 installed, go to Hyper-V Manager, select Windows Server 2012 and click on Settings... located at the
fght pane of the Hyper-V control window

22. Remember, you CANNOT change virtual machine settings while it is running

23. Make sure that vou shutdown virtual machine properly before making changes in virtual machine settings
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24, Select Windows Server 2012 virrual machine, and then click Settings in the right-pane
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File Action View Help
| M |5

33 Hyper-V Manager REERE
58 WIN-VT25VGHTU11 Virtual Machines WIN-VT25VGHTU11

Mew

Mame

State CPU Usage Assigned Memory
= Kali Lunux Off
2 Uburtu
3

OFf Import Virtual Machine...
Windows 10 Off Hyper-V Settings...

Windows Server 2012 Off wa virtual Switch Manager...

~ Virtual SAN Manager...

< 7 Edit Disk..
Checkpoints = Inspect Disk...

Stop Service

Windows Server 2012 Remove Server
Refresh

Created:  12/31/1500 4:00:00 PM View
Version: 5.0
Generation: 1

Notes: Mane Windows Server 2012

= Connect...

Help

57 Settings...
Summary -I"-Iemw Networking | Replication | _ @ Start

<| m Stz Checkpoint

Launches the Virtual Machine Connection application.
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25. Setting for Window Server 2012 window appears, click DVD Drive option in the left pane of the Hyper-V Manager window

26. Click Remove button locared ar the right pane of the window

Windows Server 2012

% Hardware
'#'i Add Hardware
& BIOS Select the controller and location on the controller to attach the CD/DVD drive.
" Boot from CD Controller: Location:
& Memory IDE Controller 1 0 (in use)
2048 MB
Media

Processor
= 1 Virtual processor Specify the media to use with your virtual CD/DVD drive.

4

= B8 IDE Controller O () Mone
_# Hard Drive
Windows Server 2012.vhax
= Bl IDE Controller 1 D:\Window server 2012.iso
&4 DVD Drive
Physical drive F:
&% SCSI Controller @ Physical CD/DVD drive:

Metwork Adapter e
Realtek PCle Family Controller Drive F:' W
Metwork Adapter
Internal Netwaork To remove the virtual CD/OVD drive from this virtual machine, dick Remove.
¥ com1
Mone
¥ com2
Mone
kJ Diskette Drive
MNone

&% DVD Drive

() Image file:

£ Management

|| Name
Windows Server 2012
7z Integration Services
Some services offered
/3| Checkpoint File Location

E: Windows Server 2012

a." Smart Paging File Location
E:\Windows Server 2012
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27. If a2 Networks notification

Lab Setup Guide Page 76

Recycle Bin

appears In the right pane, click Yes

Network and Sharing Center

MNetwork Connections

T e Network and Internet ¢ Metwork Connections »

Organize - Dizable this network device  Diagnose this connection REename this connec

Ay o N

e

=" Microsoft Hyper-V Network Adap... A= Micresoft Hyper-V Mebaork Adap...

2items 1 item celected

Networks

T:‘ MNetwork 2

Do you want to find PCs, devices, and
content on this network, and
automatically connect to devices like
printers and TVs?

We recommend that you do this on
your home and work networks.

EC-Council

Computer Hacking Forensic Investigator Copyright @ by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




28. After clicking Remove, click Apply and then click OK

29, Perform the steps 24-28 for the Windows 10 virtual machines o remove DVD Drive

EC-Council

30. The purpose of removing DVD Drive is to enable multiple virtual machines to start simultaneously

31. It this DVD Drive 1s not removed, vou CANNOT start multple virtual machines simultaneously
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Windows Sepver 2012

# Hardware
1 Add Hardweare
(ks BIOS
Boot from CD
EE® Memory
21153 MO
@ [l Processor
1 Virtual processor
= @ IDE Controller 0

* & Hard Drive
Windows Server 2012, vhdx

= B IDE Controller 1

HiaRe

¥ 5C51 Controler
I+ E MNetwork Adapter
Realtek PCIe Family Controller
® U Network Adapter
Intermnal Metwork
Y coM1
Marns
T com 2
Mone
k=) Diskette Drive
Mone

Management

L | Name
Windows Server 2012

- Inbegration Services

Same services offered
] Chedkpoint File Location

-

E:'Windows Server 2012

%E—‘*; Smart Paging File Locabon

E: \Windows Server 2012

A S ] P

D:\Window server 2012.is0
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CT#6: Configure Internet Explorer (IE) Enhanced Security Configuration in

Windows Server 2012 Virtual Machine

1. To configure Internet Explorer Enhanced Security Configuration, go to Start > Server Manager App

2. Server Manager main window appears. By default Dashboard will be selected

Server Manager * Dashboard

-t

T WELCOME TO SERVER MANAGER

Manacgse

Local Server
All Semvars

o Configure this local server

File and Storage Services [

Add roles and features
Add other servers to manage

Create a server group

LEARMN MORE

ROLES AMD SERVER GROUPS

Rolez 1 | Server groups: 1 ervers total 1

e File and Storage
iy g

; Local Server
Senioes

li' All Servers

@ Manageability hanageability
Events Events
Services Services
Performance Performance

EFA results BPA results
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@:}I Manageability

Events
Services
Performance

BFA& resulis
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3. Select Local Server in the left pane of the window. In the right pane, click On for IE Enhanced Security Configuration

Dashboard
Local Server
All Servers

File and Storage Services b
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e PROPERTIES

For WIN-VT25WGHTL

Manage

S s meohe man AQErment
Hemabe Detklop

BT
Fming

Operating system version

Hardware information

WORKGROUP Windows Update

Last checked for updates

Private: O

Enabled

s
L=

ustomer Expenence Improvement Program Mot participating

-
Eraibled

Disalbled

Pvd address assigned by DHCP, P0G enabled

Microsoft Windows Server 201

e 10N

Liedl Inl. UphiFiex 3

(UTIC D530

Mot actrvated

EVENTS

Al events | 16 total

i

WIN-VT25WGEHTUIT 8198
WIN-VT2SWGHTUTT B198
WIM-VT2E3WGHTUIT 10145
WIN-VI2WEHTUTT o000
W= VT 25WGHTUT B1598

o

Severity Source Log

Error Microsoft-Windows- Securnity-5PP Application

Errar Micrasaft-Windows-Secunty-5PP Applhcation

Warning Microsoft-Windows-Windows Remaote Management Systemn

Warning  Microsoft-Windows-Winlogon Application

Emrar - ipplication

Date and Time

272015 3:13:55 PM
27772015 3:13:57 PM
2772015 1146 PM
212015 21142 PM

12015 3:11:28 P
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4. Internet Explorer Enhanced Security Configuration window appears

5. Select Off radio burton for both Administrators and Users sections and click OK

Internet Explorer Enhanced Security Configuration (IE ESC) reduces the
exposure of your server to potential attacks from Web-based content.

Internet Explorer Enhanced Security Configuration is enabled by
default for Administrators and Users groups.

Administrators:

@ O On (Recommended)

W | ®off

(_) On (Recommended)
‘ (® Off

More about Internet Explorer Enhanced Security Configuration
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CT#7: Disable DEP in Windows Server 2012 Virtual Machine

1. C(Click Start < Control Panel 2 System and Security

2. In System and Security window click System

3. C(lick Advanced system settings on the left pane of the Control Panel window
4. System Properties window appears

5. C(lick Advanced tab and click settings button of Performance secrion

6. Performance Options window appears. Click Data Execution Prevention tab

Select the radio button for Turn on DEP for essential Windows programs and Services only

8. C(lick Apply and then click OK
9. Click OK w close the System Propertues Window and close System window

10. It might prompt to reboot the system for the changes to take effect, so reboot the machine
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CT#8: Configure Windows Explorer in Windows Server 2012 Virtual
Machine

L.

il

o

|

6.

i)
{

(Click Start < Control Panel

Control Panel appears on the screen, select Small icons from the Category drop down list to see all the control panel opuons.
Double-click Folder Options

The Folder Options window appears

In the Folder Options window, click the View tab

In the Advanced Settings section, under Hidden files and folders, check Show hidden files and folders, uncheck Hide
extensions for known file types and uncheck Hide protected operating system files (Recommended). Click Apply, and then
click OK.

[ [V st
Folder wiavws

You cam apply this view (such as Details or lcons)to
E all folders of this type.

Reaset Folders

Advanced settinga:
[w] Display file icon on thumbnais
] Display file size infomation in folder tips
(] Display the ful path in the tithe bar

Hidden files and folders

() Dont show hidden files. folders. or drives

{®) Show hidden flies, folders, and dives |
(v Hide grives

Hide esdensons for known file types |
(v| Hide folder memge conflicts

Hide protecied operating system files (Recommended) |
[_| Launch folder windows in a separate process
|| Restore previous folder windows & logon

In the same way, configure these settings in Windows 10 virtual machine
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CT#9: Adding .NET Framework and Telnet Roles in Windows Server 2012
Virtual Machine

1. Launch Windows Server 2012 virtual machine from Hyper-V

2. Select Server Manager from the Apps screen
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erver Manager * Dashboard

Dazshboard
Local Server
All Servers

File and 5torage Services P

Manage

WELCOME TO SERVER MANAGER

loods

o Configure this local server

| QUICK START

Add roles and features

T I - - - ——
Add other servers to manage

WHAT'S NEW
(_reate a server group

ROLES AND SERVER GROUPS

Roles: 1 | Servergroups: 1 | Senvers total: 1

, File and Storage
Services

Manageability @ hManageability

Evenis Events

e
B Local Server

SEMICES Lervices
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3. Add Roles and Features Wizard appears, click Next

DESTINATIOMN SERVER

BE‘]CCIFE' yDU begm WIN-WT25VGHTU11

Before You Begin This wizard hel ps you install roles, role services, or features. You determine which roles, role senvices, or
. features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website,

Server Selection :
To remove roles, role services, or features:
Start the Remowve Roles and Features Wizard

Before you continue, venfy that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current secunty updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default
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4. In Installation Type section of the wizard, select Role-based or feature-based installation radio button and click Next

DESTINATIOMN SERVER

Select installation type WINATT2SVGHTUT

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin _ B B .
machine, or on an offline wirtual hard disk (VHD).

Installation Type

'®' Role-based or feature- based installation

Configure a single server by adding roles, role services, and features.

Server selection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.
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5. In Server Selection section, leave the selections to default and click Next

Lab Setup Guide Page 86

Before You Begin
Installation Type
Server Selection
Server Roles

Features

DESTIMATION SERVER

SE|ECt dE‘StiﬂatiGﬂ server WIN-VT25VGHTU11

Select a server or a wvirtual hard disk on which to install roles and features.

@) Select a server from the server pool
() Select a virtual hard disk

Server Pool

Filter:

MName IP Address Operating System

WIN-V725VGHTUT1 10.0.0.1,192.16... Microsoft Windows Server 2012 R2 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.
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6. Server Roles section appears, click Next

Select server roles

Bafore You Begin Select one or more roles to install on the selected server.

Installation Type Roles

Server Selection .
ctive Directory Certificate Senvices

[ ] Active Directory Domain Services
Features [] Active Directory Federation Services
[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Application Server
[ ] DHCP Server
[ ] DNS Server
[ ] Fax Server
[m] File and Storage Services (1 of 12 installed)
vl Hyper-V (Installed)
[] Network Policy and Access Services
[ ] Print and Document Services
[ ] Remote Access
[ ] Remote Desktop Services

EC-Council

DESTIMATION SERVER
WIN-VTZSWGHTU11

Description

Active Directory Certificate Services
(AD C5) 15 used to create
certification authorties and related
role services that allow you to issue
and manage certificates used in a
vanety of applications.

Install
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Framework 4.5 Features
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7. Features section appears, select the checkbox for .NET Framework 3.5 Feature and select all the checkboxes under .NET

Select features

Before You Begin
Installation Type
Server Selection

Server Roles

Featuras

Web Server Role [IIS)
Role Services

Confirmation
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Select one or more features to install on the selected server.

Features

I NET Framework 3.5 Features
4 [m] NET Framework 4.5 Features (2 of 7 installed)

v| .NET Framewo
4 [m] WCF Services (1 of 5 installed)
HTTP Actvation
Message Queuing (MSMQ) Activation
Mamed Pipe Activation
TCP Activation

N Y r

rk 4.5 (Installed)

wl L ort Snarnn stalled

] Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[ ] BitLocker Network Unlock
[ ] BranchCache

— - e

DESTIMATION SERVER
WIN-VT25WEHTU

Description
ASP.MET 4.5 prowides core support

for running ASP.NET 4.5 stand-alone

applications as well as applications
that are integrated with |15.
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8. Scroll down the section, check Telnet Client and Telnet Server, and click Next
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Select features

Bafore You Begin Select one or more features to install on the selected server.

Installation Type Features

Server Selection - ] Remote Assistance
Server Roles [ ] Remate Differential Compression
b [m] Remote Server Administration Tools (2 of 40 instal
Web Server Role (IIS) [] RPC over HTTP Praxy
[] Simple TCP/IP Services
v|] SMB 1.0/CIFS File Sharing Support (Installed)
[ ] SMB Bandwidth Limit
[] SMTP Server

Role Services

Confirmation

b [] SNMP Service
Telnet Client
elnet Serve:

[] TFTP Client
b [m] User Interfaces and Infrastructure (2 of 3 installed)

[ ] Windows Biometric Framework
1 Windrae Faadhark Frnuardar
[<] m

EC-Council

DESTIMATION SERVER
WIN-VTZSWGHTU11

Description

Telnet Server allows remote users to
perform command-line
administration and run programs

using a Telnet chent, including
UNIX-based clients.

Install
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9. Web Server Role (11S) section appears in the wizard, click Next

Web Server Role (lIS) T WIATIVGHTUN

Before You Begin

Installation Type

Server Selection

Server Roles

Features

Web Server Role (lI5)
Role Services

Confirmation
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Web servers are computers that let you share information over the Internet, or through intranets and
extranets. The Web Server role includes Internet Information Services (lI5) 8.5 with enhanced secunty,

diagnostic and administration, a unified Web platform that integrates 11S 8.5, ASP.NET, and Windows
Communication Foundation.

Things to note:

Using Windows System Resource Manager (W5RM) can help ensure equitable servicing of Web
server traffic, especially when there are multiple roles on this computer.,

The default installation for the Web Server (II5) role includes the installation of role services that
enable you to serve static content, make minor customizations (such as default documents and HTTP
errors), monitor and log server activity, and configure static content compression.

Maore information about Web Server IS
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10). Role Services section appears in the wizard, click Next

Select role services

Before You Begin
Installation Type
Server Selection
Server Roles
Features

Web Server Role (lI5)

Confirmation
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Select the role services to install for Web Server (11S)

Role services

F|

Web Server
4 Common HTTP Features

Default Documen

[] Directory Browsing
[ ] HTTP Errors

[] Static Content

[ ] HTTP Redirection

[ ] WebDAV Publishing

4 [ ] Health and Diagnostics

[] HTTP Logging
[[] Custom Logging
[] Logging Tools
[ ] ODBC Logging
[] Request Monitor

/= -

DESTIMATION SERVER
WIN-VT23¥GaHTUN

Description

Default Document lets you configure
a default file for the Web server to
return when users do not specify a
file in a request URL. Default
documents make it easier and more
convenient for users to reach your
Web site.

Install

EC-Council
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11. Confirmation section appears in the wizard, click Install
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DESTIMATION SERVER

Confirm installation selections WAN-VT2SVGHTUT1

A Do you need to specify an alternate source path? One or more installation selections are missing source files on the destinati... X

Before You Begin

Installation Type

server Selection

Server Roles

Features

Web Server Role {IS)
Role Services

Confirmation

To install the following roles, role services, or features on selected server, click Install.

[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

MET Framework 3.5 Features
NET Framework 3.5 (includes .NET 2.0 and 3.0)

MET Framewaork 4.5 Features
ASP.NET 4.5

WCF Services
HTTP Actvation

Message Queuing (MSMQ) Activation
Mamed Pipe Activation
TCP Activation

Export configuration settings
Specify an alternate source path

EC-Council
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12. Add Roles and Features Wizard for Installation progress will show the installation progress of the features. It will take a while to
complete the installation of selected roles

DESTIMATION SERVER

Installation progress WINAT25VGHTUI

View installation progress

o Feature installation

I
Installation started on WIN-V7T25VGHTU11

MET Framework 3.5 Features
MNET Framework 3.5 (includes .NET 2.0 and 3.0)

MNET Framework 4.5 Features
ASPNET 4.5
WCF Services
HTTP Activation
Message Queuing (M5SMQ) Activation
MNamed Pipe Activation
TCP Activation

Message Queuing

“ Sl S S r‘h (F-1] linﬂ q-l‘l !:r.-.r

You can close this wizard without interrupting running tasks. View task progress or open this
1] page again by clicking Notificatsons in the command bar, and then Task Details.

Export configuration settings

£ Previous MNext »

13. After the completion of installation, click Clese button
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CT#10: Disable Server Manager in Windows Server 2012 Virtual Machine

1. Logon to Windows Server 2012 virtual machine

2. Click Sserver Manager icon located in the taskbar

3. Server Manager window appears, click Manage from the menu and select Server Manager Properties

Server Manager * Dashboard @) |V Mensge Tools View Hep
Add Roles and Features

Remawve Roles and Features

Dashboard WELCOME TO SERVER MANAGER

Add Servers
Local Server

Create Server Group

o Cf::-l":ﬂgure thS ||:-|,:a| SE'" Server Manager Properties

All Servers

File and Storage Services [

Add roles and features

Add other servers to manage

WHAT'S NEW
Create a server group

LEARN MORE

ROLES AMND SERVER GROUPS
Roles: 1 | Servergroups: 1 | Servers total: 1

Iz File and Storage

E Lacal Server
Services

@ Manageability Manageability

= =
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4. Server Manager Properties window appears, uncheck Specify the Server Manager data refresh period (in minutes) npr_i{m,
check Do not start Server Manager automatically at logon option and click OK

||:| Specify the Server Manager data refresh penicd (in minuteg}l

Setting the refresh interval too low results in very frequent refreshes,
which can affect the performance of your server and network
enmaronment.

Do not start Server Manager automatically at logon I

5. (lose the Server Manager window
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CT#11: Install a Web Browser in Windows Server 2012 Virtual Machine

l. Download a web browser such as Chrome, Firefox or Safan from its respective developer site
2. Double-click the installer and follow the wizard-driven installation steps to install the web browser

Note: You may install a single web browser or multiple web browsers

CT#12: Install WinRAR in Windows Server 2012 Virtual Machine

1. Download the latest version of WinRAR from htep:/ /www.rarlab.com/download.htm

2. Double-click installer to hegirl the installation
3. Complete the installation by chnn:’;iﬂg defaults mr{)ngh{Jth the installation process
4. After the installation is completed, a window opens automatcally showing the location of the installed WinRAR files

5. (Close the window

CT#13: Download CHFI Tools in Windows Server 2012 Virtual Machine

1. Logon to Windows Server 2012 virrual machine
2. Creare a folder in the drive €: named CHFI-Tools

3. Login to your Aspen account = click Academia icon under the Learning Resources scction = enter the Access Code
(check with Training center or EC-Council support) (if not already used) < click Submit 2 sclect CHFIvO Courseware from
the Select Courseware drop-down list in the Download PDF Courseware section = scroll down to the Tools section

4. (Click the module names and download all the Essential Tools files to the C:ACHFI-Tools folder

L

R_ight-click the .zip files in the C:\CHFI-Tools folder and select Extract Here option

6. Download Kali Linux 2016 Rolling Release (x64) from the URL http:/ /cdimage.kali.org/kali-2016.1 /kali-linux-2016.1-
amd64.150) and save the file to C:\CHFI-Tools\Lab Prerequisites\Kali Linux

Download Ubuntu Linux 16.04 LTS (x64) from the URL htp://ubuntuexcellmedianet/releases/16.04.1/ubuntu-16.04.1-
deskrop-amd64.1s0 and save the file to C:\CHFI-Tools\Lab Prerequisites\Ubuntu

Note: If you want to download and experiment with additional wols,

1. Crearte a folder named Additional Tools in the C:\CHFI-Tools
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2. Expand the Additional Tools node in the Tools section
3. Click the module names and download the required Additional Tools files to the C:\CHFI-Tools\Additional Tools folder

4, R_ight-click the .zip files in the C:\CHFI-Tools\Additional Tools folder and select Extract Here option

CT#14: Install Adobe Reader v11.0.10

1. Navigate to C:\CHFI-Tools\CHFIv9 Lab Prerequisites\Adobe Reader, or download from Aspen Portal

2. Double-click AdbeRdr11010_en_US.exe bﬁgjn the installation

3. Follow the wizard-driven installation steps and complete the installaton by chnnsiﬂg defaults thruughnut the installation process
4

Alternatvely, vou can install the latest Adobe Reader from the Adobe website

CT#15: Install WinPcap 4.1.3 in Windows Server 2012 Virtual Machine

I. Navigate to C:\CHFI-Tools\CHFIv9 Lab Prerequisites\WinPcap, or download from Aspen Portal
2. Double-click WinPcap_4_1_3.exe t© begin the installation

3. The WinPcap setup window appears

4. Follow the wizard-driven installation steps and complete the installation by choosing defaults throughour the installation process

CT#16: Install Java SE Development Kit in Windows Server 2012 Virtual
Machine

1. Nﬂi’igﬂtﬁ o CAACHFI-Tools\CHFIv9 Lab Prerequisites\Java SE Development Kit, or download from Aspen Portal
2. Double-click jdk-8u91-windows-x64.exe t begin the installation

3. The Java SE Development Kit setup window appears
4

Follow the wizard-driven installation steps and complete the installation by chnn:’%iﬂg defaults ﬂiruughuut the installation process

CT#17: Install Java SE Run Time Environment in Windows Server 2012
Virtual Machine

1. Hﬂvigutﬁ o CAACHFI-Tools\CHFIv9 Lab Prerequisites\Java SE Runtime Environment, or download from Aspen Portal
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2. Double-click jre-6u23-windows-i586.exe t© begin the installation
3. The Java SE Run Time Environment setup window appears

4. Follow the wizard-driven installation steps and complete the installanon by choosing defaults throughout the installation process

CT#18: Install and configure Android SDK Tools on Windows Server 2012
Virtual Machine

1. Navigate to C:\CHFI-Tools\CHFIv9 Lab Prerequisites\Android SDK Tools and double-click SDK Installer.exe
Note: If an Open File - Security Warning pop-up appears, click Run

2. Android SDK Tools Setup wizard appears, click Next

Welcome (o the Android SDK Tools
Setup Wizard

This wizard will guide you through the installation of Android
SDK Toals,

It is recommended that you close all other applications
before starting Setup. This wil make it possible to update
relevant system files without having to reboot your
computer.

Click Next to continue,
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3. Java SE Development Kit scction appears, click Next

Java SE Development Kit

Detect whether Java SE Development Kit is installed.

Android SDK. relies on the Java SE Development Kit (JDK).
Java SE Development Kit (JDK) version 1.8 has been found.

Location: C:\ProgramData\Orade\Java\javapath\java.exe
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4. Choose Users section appears, select Install for anyone using this computer radio burton and click Next

Choose for which users you want to install Android SDK Toaols.

Select whether you want to install Android SDK Tools for yourself or for all users of this
computer (SDK Manager will need to run as administrator later.) Click Next to continue.

() Install just for me
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5. Choose Install Location section appears, select Destination Folder and click Next. In the lab setup, default destunation folder
location is chosen.,
Choose the folder in which to install Android SDK Tools. %
Setup will install Android SDK Tools in the following folder. To install in a different folder, dick
Browse and select another folder. Click Next to continue.
Destination Folder

Space required: 160.8MB
Space availlable; 73,268
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6. Choose Start Menu Folder section appears, click Install

Lab Setup Guide Page 102

Choose a Start Menu folder for the Android SDK Tools shortcuts,

EC-Council

Select the Start Menu folder in which you would like to create the program's shortouts. You

can also enter a name to create a new folder.

Android SOK Tools

Accessibility
Accessories

Administrative Tools

File Viewer 10
Forensic Explorer v3
GFI EventsManager
HashCalc

Java

|_]Do not create shorteuts

Nullsaft Install System v05-Dec-2014,Cvs
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7. Wait for the installation to complete. On completing the installation, click Next
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dglh
o

Installation Complete

Setup was completed successfully,

MNullsoft Install Svstem v0S-Dec-2014, cvs

Completed

Output folder: C:\Program Files (x86) \Android\android-sdk\tools\templates\projects\,.. -
Extract: Placeholder.java.fd... 100%

Output folder: C:\Program Files (x86) \Android\android-sdk

Output folder: C:\Program Files (x86) \Android\android-sdk

Created uninstaller: C:\Program Files (x86)\Android\android-sdk\uninstall. exe

Qutput folder; C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Android SD. .
Create shortcut: C: \ProgramData\Microsoft\'Windows\Start MenuPrograms\Android ...
Create shortcut: C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Android ...
Create shortrut: C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Android ... D
Completed "

Cancel

EC-Council
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8. In the final step of installation wizard, check Start SDK Manager (to download system images, etc.) and click Finish

droid SDK Tools Setup

Completing the Android SDK Tools
Setup Wizard

Android SDK Tools has been installed on your computer.

Click Finish to dose this wizard.

[v] Start SDK Manager (to download system images, etc.)
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9. Android SDK Manager window appears, check Android SDK Tools, Android SDK Platform-tools, Android SDK Build-tools under
Tools Package, Android 4.2.2 (API 17), and uncheck the remaining Packages that were checked by default

10. Click Install Packages...

+1 Android SDK Manager

=5

Pﬁﬁkages Tools

SDK Path: C:\Program Files (x86)\Android\android-sdk
Packages

'ﬁ' Name . | Status
b [] E; Android 6.0 (APl 23)
p [ Android 5.1.1 (API 22
b Dt;’i Android 5.0.1 (AP 21)
b |_|Ca Android 4.4W.2 (API 20)
b [ _|C2 Android 4.4.2 (API 19)
p [ |3 Android 4.3.1 (API 18)
b E’IE"’II Android 4.2.2 (API 17)
b [ ] E; Android 4.1.2 (AP] 16)
p | L Android 4.0.3 (API 15)
b [] E; Android 4.0 (APl 14)
b |_|C Andreid 2.3.3 (API 10
b | |C2 Android 2.2 (API 8)
a [ || Extras
| E3 GPU Debugging tools .03 [ Net installed

Show: [ Updates/New [¥]Installed Select New or Updates Install 11 packages...

| | Obsolete Deselect All Delete 1 package...

|
Done loading packages.
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l1. Choose Packages to Install window appears; select Android SDK License and click Accept License radio button.

12. Later, select MIPS Android Sysimage License and click Accept License radio button, and then, click Install

“hoose Packages to Instal

o -

Packages

»" Android SDK License
& Android SDK Tools, revision 24.4.1
«" Android SDK Platform-tools, revision
+" Android SDK Build-tools, revision 23.(
o SDK Platform Android 4.2.2, APl 17, re
«" Samples for SDK AP1 17, revision 1
+" ARM EAEI v7a Systern Image, Androic
+" Intel x86 Atom System Image, Androw
+" Google APls, Android API 17, revision
" Sources for Android SDK, APl 17, revis
+" Google USE Driver, revision 11
MIPS Android Sysimage License
Ve MIPS System Image, Android API 17, |
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Package Descrniption & License

Packages
- Android SDK Tools, revision 24.4.1

- Android 5DK Platform-tools, revision 23.0.1

- Android 5DK Build-tools, revision 23.0.1

- SDK Platform Android 4.2.2, API1 17, revision 3
- Samples for SDIC API 17, revision 1

- ARM EABI v7a System Image, Android AP| 17, revision 3

- Intel ¥86 Atom System Image, Android AP1 17, revision 2

- Google APls, Android APl 17, revision 4
- Sources for Android SDE, APl 17, revision 1

- Google USB Dnver, revision 11

License

To get started with the Android 5DK, you must agree to the following

terms and conditions,

This is the Android 5DK License Agreement (the "License Agreement”).

Accept Reject Copy to clipboard | Print

)

(®) Accept License

Install
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13. If an Android SDK Manager Log window appears, click Close

roid SDK Manager Log

Found Google APls Intel xB6 Atom System Image, Android API 23, revision 14
Found Google APls Intel x86 Atom_64 System Image, Android API 23, revision 14
Found Google APls ARM EAB| v7a Systermn Image, Android APl 23, revision 14
Found Google APls Intel x286 Atom System Image, Android AP| 22, revision 7
Found Google APls Intel xB6 Atom System Image, Android APl 21, revision 13
Found Google APls ARM EABI v7a System Image, Android AP 19, revision 21

Freparing to install archives

Downloading Android SDK Platform-tools, revision 23.0.1

Installing Android SDK Platform-tools, revision 23.0.1

Stopping ADB server failed (code -1).

Installed Android SDK Platform-tools, revision 23.0.1

Downloading Android SDK Build-tools, revision 23.0.1

Downloading Android 5DK Build-teols, revision 23.0.1 (30%, 2876 KiB/s, 9 seconds |eft)
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14. The application begins to download the required packages as shown in the following screenshort:

Packages Tools
SDK Path: C:\Program Files (x86)\Android\android-sdk

[]C2 Android 6.0 (API 23)
[]E2 Android 5.1.1 (API 22)
[]C2 Android 5.0.1 (API 21)
[]C2 Android 4.4W.2 (API 20)
[]E Android 4.4.2 (API 19)
1C2 Android 4.3.1 (API 18)
¥ Android 4.2.2 (API 17)
(102 Android 4.1.2 (API 16)
[]C2 Android 4.0.3 (API 15)
[T]E2 Android 4.0 (API 14)
|:| m Andrond 2.3.3 (AP] 10)
[ 1C Android 2.2 (API 8)

][] Extras
] g8 GPU Debugging tools .03 [ Not instolied

Show: @Updﬂtﬁfﬁm ¥ Installed  Select New or Updates Install 11 packages...

[ 1Obsolete Deselect All Delete 1 package...

e O o«

Downloading SDK Platform Android 4.2.2, API 17, revision 3 (81%, 2250 KiB/s, 4 seconds left)
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15. Android Tools Updated dialog-box appears, click OK

The Android SDK and AVD Manager that you are currently using has been updated. It
1s recommended that you now close the manager window and re-open it. If you use
Eclipse, please run Help > Check for Updates to see if the Android plug-in needs to

be updated.
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16. Now, in the Android SDK Manager, go to Tools and click Manage AVDs...

+

Packages

SDK Path: Manage AVDs...

Packages Manage Add-on Sites...

lil Mar Options...
| (16 About...
|4 ANurow UK TUUTS 244.1 [ Installed
[ ]+ Android SDK Platform-tools 23.0.1 % Installed
] 4" Android SDK Build-tools 23.0.1 [ Installed
[] 4" Android SDK Build-tools 22.0.1 || Not installed
] 4 Android SDK Build-tools 21.1.2 [ | Not instalied
]+~ Android SDK Build-tools 20 || Not instalied
[ ] 4 Android SDK Build-teols 191 [7] Not instalied
[ _JE3 API 23, N preview
[ 1E2 Android 6.0 (API 23)
Dm Android 5.1.7 (APl 22)
[ 162 Android 5.0.1 (API 21)
[ 1C2 Android 4.4W.2 (AP 20)
[ 5 Android 4.4.2 (AP119)

Show: Eupdﬂ’(ﬁf”m [Vl Installed  Select New or Updates Install packages...

|| Obsolete Deselect All Delete packages...

O

Done loading packages.
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17. Android Virtual Device (AVD) Manager window appears, click Device Definitions tab

bt [y | "‘. I DI \ ¥ i.{'t:

+ Llevice LAVL)) Manaoger
e Pals i 5 ot At s e e st et e e L

Ax,
e Vel e ol e B

Android Virtual Devices | Device Definitions

List of existing Android Virtual Devices located at C:\Users\Administrator\.android\avd
CPU/ABI

AVD Name Target Name Platfor... API Le...
-- No AVD available -- -

Edit...
Repair...
Delete...

Details...

Refresh

A, A repairable Android Virtual Device. 3 An Android Virtual Device that failed to load. Click 'Details’ to see the error.
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18. Alist of Device Definitions appears, scroll down the list, select 5.4” FWVGA and click Create AVD...

Android Virtual Devices | Device Definitions

List of known device defintions. This can later be used to create Android Virtual Devices.

Device

4.7" WXGA by Generic
Screem: 4.7%, 1280 x 720, Normal xhdpi
RAM: 312 MIB

2.1" WVGA by Genernic
Screen: 5.1%, 480 = 800, Large mdpi
RAM: 312MiB

Create Device...

Clone...

5.4" PNVGA by Generic
Screem: 34", 480 x 834, Large mdpi
RAM: 512 MiB

Delete...

7.0" WSVGA (Tablet) by Generic
Screen: 7.0, 1024 x 600, Large mdpi
RAM: 512 MiB

10.1" WXGA (Tablet) by Genenc
Screen: 10.17, 1280 x 800, X-Large mdpi
RAM:  312MiE

A user-created device definition. | -3 I A genernc device definition.
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19. Create new Android Virtual Device (AVD) window appears, specify AVD Name as Test_Emulator, sclect ARM (armeabi-v71)
from the CPU/ABI drop-down list, check Hardware keyboard present option for the Keyboard section, select Skin with dynamic
hardware controls from Skin drop-down list, set the Size of SD Card as 100 MiB, and click OK

AVD Name:
Device:
Target:

CPUJABL:

Keyboard:
Skin:

Front Camera:

Back Camera:

Mermory Options:

Internal Storage:

5D Card:

Emulation Options:
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Test_Emulator

34" FWVGA (480 = 854 mdpi)

Android 4.2.2 - AP| Level 17

ARM (armeahi-v/a)

(v Hardware keyboard present

Skin with dynamic hardware controls

None

None

RAM.

(@ Size:

g, u
i) Fule

|:|5na|::l-5h|:tt [l Use Host GPU

Cancel
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20. Android Virtual Devices Manager window appears, click OK

Result of creating AVD "Test_Emulator’:

Created AVD 'Test_Emulator’ based on Android 4.2.2, ARM (armeabi-v/a) processor,
with the following hardware config:

disk.dataPartition.size=200M

hw.accelerometer=yes

hw.audiolnput=yes

hw.battery=yes

hw,camera.back=none
hw.dPad=no

hw.device.hash2=MD3:fbd3143f5b48ba%72391c8/c302c0chS
hw.device.manufacturer=Generic
hw.device.name=23.4in FWVGA
hw.gps=yes

hw.keyboard=yes
hw.|lcd.density=160
hw.mainKeys=yes
hw.ram5Size=512

hw.sdCard=yes
hw.sensors.orientation=yes
hw.sensors.proamity=yes
hw.trackBall=no
skin.dynamic=yes
vm.heapSize=16

EC-Council
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21. The newly created virtual device can be found under the Android Virtual Devices tab. Select the device and click Start....

Android Virtual Devices | Device Definitions

List of existing Android Virtual Devices located at C:\Users\Administrator\.android\avd

AVD Name Target Name Platfor... APl Le... CPU/ABI

[ ] Test_Emulat.. Android4.2.2 22 N ARM (armeabi-v7a)

Refresh

A A repairable Android Virtual Device. 2¢ An Android Virtual Device that failed to load. Click 'Details’ to see the error.
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22. Launch Options window appears, check Scale display to real size option, specify the Monitor dpi value as 96 and click Launch
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skin: 480354
Density: Medium (160])

E scale display to real size

Screen Size (in): | 6.9

Monitor dpi: 96

Scale: 0.64

|| Wipe user data
Launch from snapshot

Save to snapshot

Launch

Cancel
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23. 1f the device 1s found locked, unlock the device by clicking on the lock symbol and dragging it towards right or left

o0 0

Hardwars §-ens

(H| 08 e

B S, S

LA-AR ol iyl

WED, JUNEE

Hardware Bk
Uzewnmw piveoi oo oylsaapd 10 pioJic e imgan

rharing B
Charsing, 50%
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24. A Make yourself at home screen appears over the Android home screen, click OK

@20

CF= 10 fwd nale

Make yourself at home
You can put your [avorite sppy hew . F
Sk . 1
VR

H e i ry Eadbeam;

Uiz vomr physico soreard 10 mindidc ingei

To see all your apps, toueh Ue g e
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25. After clicking OK, Android home screen appears, tap the App Drawer icon on the home screen to launch the android menu

O‘ Google
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26. /A Choose some apps screen appears over the Android menu screen, click OK tw close it

Choose some apps

Hairdware Butlons

To add an app to your Home screen,
touch & hold it. @ @ @ @

DPAD not enabled in AYD

Hardware Keyboand
Use your physical keyboard to provids mput
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27. Android menu appears, now click Home button @ on the android emulator, in order to go back to the home screen and then

minimize the emulator

Basic Conlioia

Hardware Bullons

i
& I )
m :. - g !

ARl Demos Browser Caleulator Calendar

Hardware Keyboard

Downloads Gestures Use your plysical keyboard to provide input

Custom  Dev Settings  Dev Toals
Builder

Locale

_N®
\ - . H g 'HF‘%_

Messaging Music Phone Searc Settings

LU

speech Widget
Recorder Preview
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Setting Screen Lock Pattern

28. To set Screen Lock Pattern, tap App Drawer icon as shown in the following screenshort

Bazic Conlrals

Hardware Bution:

DPAD nr

q Google

Hagclviare Ke yEpard
Use your physical keyboard to provide input
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29. Apps screen appears, tap Settings application

WIDGETS

APl Demos Browser Caleulatar Calendar

878 0

Custom Dev Settings  Dev Tools  Downloads
Locale

Gestures  KeePassDroi  Messaging Music
Builder d

.\ = | Iggl |tue

Search Settings Speech Truecaller
Recorder
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Camera

iﬂé
Fappy Bird

Phone

Widget
Preview
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Basic Coantrals

Hardware Buttons

DPAD not enabled in AVD

Hardware Keyboard
Wse your physical keyboard 1o provide input
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30. Scroll down the Settings screen and tap Security

" 23534 Test_Emulator

4 . 1.1 Basic Controls

" Settings ﬂ @

Hardware Bullons

WIRELESS & NETWORKS

8 Bluetooth

More...

DEVICE

Hardware Keyboard

{:4] SDU r"j Uz wour physical keyboard to provide input

Display
Storage

Battery

Apps
PERSONAL
@® Location access
& Security
B} Language & input

£ Backup & reset

ACCOUNTS

—+ Add account
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31. Tap Screen lock option in the Security screen

Note: By default, Screen lock 1s set to None

Security

SCREEN SECURITY

Screen lock

None

Owner info
SIM CARD LOCK
Set up SIM card lock

PASSWORDS

Make passwords visible

DEVICE ADMINISTRATION

Device administrators

View or deactivate device administrators

Unknown sources

Allow installation of apps from unknown sources

CREDENTIAL STORAGE

Trusted credentials

Display trusted CA certificates

Install from SD card
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EC-Council

Basic Controls

Haidware Buttons

BPAD not enabded in AWVD

Hardware Keyboard
Uise your physical keyboard to provide input
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32. Choose screen lock screen appears, tap Pattern option

5554:Test Emulator

Choose screen lock

None

Slide

Pattern

PIN

Password
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Kl

E 7

EC-Council

Basic Conlrals

Hardwarne Bultons

DIPAD ol efnbbed in &YD

Hardwars Keyboard
Uge your physical keyboard 1o provede input
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33. Choose your pattern screen appears, draw a pattern as shown In the screenshot an and tap Continue

5554!Test Emulator

Choose your pattern

Pattern recorded.

Continue
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Bazic Controds

Hardware Buttans

®® 00

DPFAD notl enabled in AVD

Hardware Keyboar
LUse wour physical keyboard to provide input
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34, Now redraw the same pattern and tap Confirm

5554!Test Emulator

Choose your pattern

Your new unlock pattern:

Confirm
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Bazic Controds

Hardware Buttans

®® 00

DPFAD notl enabled in AVD

Hardware Keyboar
LUse wour physical keyboard to provide input
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35. Now in Security wizard, you can see that Screen lock is enabled with a Pattern

iy

Security

SCREEN SECURITY

Screen lock
Pattern

Make pattern visible

Automatically lock

5 seconds after sleep

Power button instantly locks

Owner info

=M CARD LOCK
Set up SIM card lock
PASSWORDS

Make passwords visible

DEVICE ADMINISTRATION

Device administrators

23534 Test_Emulator

View or deactivate device administrators

Unknown sources

Allow installation of apps from unknown sources
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Basic Conrals

Hardwane Bullans

DPAD ol
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Hardware Keyboard
Use wour physical keyboard 1o provide input
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Add contacts, make calls and send text messages

306. Tap Contacts icon on the home screen in order to view the contacts stored on the device

Camera
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Hardware Bultons

EC-Council

DPAD et sna

Hardware Keyvboard

Usa your physical keyboard to provide input
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37. You will observe that the contact list is empty in the device. Click Create a new contact button in order to add a conract.

No contacts.

Create a new contact

Hardware K Ty board
Use your physical keyboard to provida snpat

Signinto an account

Import contacts
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38. In order to avoid the contacts from being backed up, tap Keep local icon on the pop-up

Your new contact won't be backed up. Add an

account that backs up contacts online?

Keep local Add account

EC-Council
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39. A Contact screen appears, fill in the derails and tap Done in order to save the contact to the device

Phone-only, unsynced contact

Albert

Add organization

PHONE

+1 : MOBILE

Add new

EMAIL

a (@gmail.com

Add new
ADDRESS

Address

Add another field
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4). The created contact appears on the screen with the contact name diiplaj.'ed on the tnp-lr:ft corner of the screen. Tap the contact
name in order to go back to the Contacts screen.

Hardware Bullons

Hardwate Keyboard

Ltae your physical keyboard to provide input

PHOMNE

+1
MOBILE

EMAIL

a @gmail.com
HOME
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e
41. The added contact appears in the Contacts screen, tap icon in order to add a new contact

ME

Set up my profile

Lab Setup Guide Page 135 Computer Hacking Forensic Investigator Copyright @ by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




EC-Council

42. A Contact screen appears, fill in the derails and tap Done in order to save the contact to the device

Phone-only, unsynced contact

Christene

Add organization

PHONE

+1

@gmail.com

Add new
ADDRESS

Address

Add another field
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43. The created contact appears on the screen with the contact name diiplaj.'ed on the tnp-lr::ft corner of the screen. Tap the contact
name in order to go back to the Contacts screen.

PHORE

+1
MOBILE

EMAIL

c @gmail.com
HOME
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44. The added contact appears in the Contacts screen as shown in the f{]ll{m-'irlg screenshot:

ME

Set up my profile

Christene
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45. This way, follow the steps 41 and 42 in order to add a few more contacts:

Set up my profile

Christene
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46. Tap on icon of a particular contact (here, Jason) in order to call or text that particular contact

ME

Set up my profile

Christene
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47. The selected contact appears on the screen, tap on the mobile number in order to make a (dummy) call

+1

MOBILE
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48. The emulator device makes a call to the selected contact as shown in the fu]luwing screenshort:

4 hlqﬂEleE : Hardware Bullons

DEFAD not enabled in AT

Use your physical keyboard to provede input

Lab Setup Guide Page 142 Computer Hacking Forensic Investigator Copyright @ by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




49. Tap on
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icon of a particular contact (here, Tom) in order to call or text that partcular contact

Hardware Buttons

A

Can 1 ] L iy Y

Christene

Robert

Roger

Computer Hacking Forensic Investigator Copyright @ by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




50. The selected contact appears on the screen, tap on
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o

=
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icon in order to put a (dummy) text message to that contact

+1

MOBILE
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51. Text screen appears for the selected contact, type-in some text and tap icon in order to

Basic Cantrols

Hardware Butlons

Hardvaare Beyboard

EC-Council

send the text message

Q.

Use your physical Keyboard fa provide inpuwt

Hi Tom, how are you??

52. This way, vou need to make a few calls and messages from the device
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Install apks

EC-Council

53. Nﬂvigate to CIACHFI-Tools\CHFIv9 Module 13 Mobile Forensics\apks, copy com.android.keepass.apk, com.truecaller.apk and
WhatsApp.apk, and paste them in C:\Program Files (x86)\Android\android-sdk\platform-tools

i8] Copy path
[2] Paste shorteut

_lipboard

X =f

Copy
to~-

Mowve
o~

Delete Rename

l_ | L:_‘_‘| Mew item -

f:l Easy access =
New
folder

e

Properties

HH select ail

select none
nl:l Invert selection

Lo

la ¥
HElEd |

.T..

W <« Program Files (x86)

v Android ¢ android-sdk » platform-tools »

Search platform-tools

" Favorites

B Desktop
& Downloads

L Recent places
M This PC

'r! Metwork

18 tems
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rF
Mame

= Ol TAT

% AdbWinApidil
% AdbWinUsbApi.dll

Date modified

Uy AT T ED Y

&/7/2016 10:28 PM
&/7/2016 10:28 PM

Type

'—'I_rr_ll I a Ll

Application extens...

Application extens..,

Size

%4 KB
e0 KB

. com.android keepass.apk

1/20/2015 14:51 AM

APK File

1,391 KB

| comtruecaller.apk

1/20/2015 12:44 AM

APK File

1977 KB

(B dmtracedump.exe
® 7 etcltool.exe

® | fasthoot.exe

® | hprof-conv.exe
.| NOTICE.txt

|| source. properties
7 sqlite3.exe

b/7/2016 10:28 PM
b/7/2016 10:28 PM
6,/7/2016 10:28 PM
6,/7/2016 10:28 PM
B/7/2016 10:28 PM
&/7/2016 10:28 PM

6/7/2016 10:28 PM

Application
Application
Application
Application
Text Document
PROPERTIES File

Application

T2 KE
331 KB
3I11KB
42 KB
216 KB
17 KB
102 KB

| WhatsApp.apk

B/8/2016 2:49 AM

APK File

28,856 KB

4 items celected 39.8 MB
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54. Now, navigate to C:\Program Files (x86)\Android\android-sdk, sclect platform-tools folder, hold left or right Shift key on the
keyboard, right-click platform-tools folder and select Open command window here from the context menu

1 L e
e ! LT
~ b i b |

e p e
anaroig-sax

L e P e T

File Home Share View

= |:I & Cut
31 [Wd Copy path

Copy Paste __

Move Copy

[2] Paste shorteut to~> o~

g
_lipoboard

b B X =

Delete Rename Mew
v folder

L '-‘E MNew item =
. -"3 Easy access *

Properties

- Open = E Select all

Select none

nnlnuert calection

Select

.,

(€) - 1

N

4 Favorites

I Desktop
& Downloads

Ly P
=1, Recent places

"M This PC

‘r! Network

Mame

\. add-ons
. build-tools
extras

|
F

Open
Open in new process

Open in new window

Search android-sdk

Open command window here

. platforms

. platform-tools

. samples
| SOUrces
system-images

. temp

. tools
=] AVD Mana ger. exe
=] SDK Ma nager.exe
__ SDK Readmebd

=

14 items 1 item selected
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Share with

Restore previous versions

Include in ibrary

Pin to Start

Add to archive...

Add to "platform-tools.rar”

Compress and email...

Compress to "platform-tools.rar” and email

Copy a5 path
Send to

Cut

Size
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55. Command prompt appears, pointng to the location to C:\Program Files (x86)\Androidiandroid-sdk' platform-tools. Type adb
devices command In the terminal and press Enter. This displays a the android emulated device as shown in the following
screenshort:

& Administrator: C\Windows\system32\cmd.exe il el

:sProgram Files (x862>“Androidhandroid-sdksplatform—toolsiadb devices
il.ist of devices attached
lenulator—5554 device

:s\Program Files (x8b6)“\Androidsandroid-sdki\platform—tools>
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56. In order to install keePassDroid application, type the command adb install WhatsApp.apk and press Enter. This installs the
Whatsapp application in the emulator.

g  Administrator: C\Windows\system32\cmd.exe - adb install WhatsApp.apk

:nProgram Files (x86>“Androidsandroid-sdksplatform—tools>adb install WhatsApp.a
pk
1758 KBr/s (29547823 hytes in 16.40%7s)
pkg: sdataslocal/tmpsUhatsApp.apk
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57. You should be able to view the installed WhatsApp application in the Apps screen as shown in the following screenshot
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APF3 FIIDGETS

3

Sstam Sy Eeminngn B Thie -

I fiza =

5 6 W

Gestures  KeePosDroi  Messagirg
e~ "

& = §

Fpas=k
ER Ly

I: '||| ||] 1]

Sawrlnnd-

L

Sumac

©

Wiha lEkoE

Bordeare Bt

L= W fwd egmla =1

Hirdsir MaJbee;
Uinvomr phrsicc soreaard 10 piny 122 ingn
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58. In the same way, follow step 56 and install flappybird and truecaller applications on the emulator

Administrator: C\Windows\system32\cmd.exe o

oy

C:“Program Files {(x86>“Androidsandroid-sdksplatform—tools?>adb install Hhatsﬂpp.a:_

pk =
1758 KBrs (29547823 bytes in 16.40%7s)
pkg: /dataslocal/tmp/WhatsApp.apk

Success

oo Program Files <(x86>“Androidsandroid-sdksplatform—tools’adb install neo.group.
-appybird.apk
2186 KB/s <2695731 bvtes in 1.284s)
pkg: sdatas/local/tmp/neo.group.fappybird.apk
Success

s:“Program Files (x862>“Androidhandroid-sdk:platform—tools>adb install com.truece
Ller.apk
744 KBrs <8167814 bytes in 8§.443s)
pkg: sdata/local/tmp/com.truecaller.apk
success

G:wProgram Files {(x86>“\Androidvandroid-sdk platform—tools>
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CT#19: Turn off Firewall in Windows Server 2012 and Windows 10 Virtual
Machines

Windows Server 2012 Virtual Machine:
1. Iﬂgun to Windows Server 2012 virtual machine

2. Click Windows icon at the lower left corner of the screen

B® Windows Server 2012R2
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Start screen appears, click Control Panel icon

Administrator

A

Contrel Panel

{&
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4. Control Panel appears on the screen, select Small icons from the Category drop down list to see all the control panel options
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- 4 |ﬁ » Control Panel »

Search Control Panel

Adjust your computer’s settings

System and Security
Review your computer's status
'@"u’iew event logs

Metwork and Internet
View network status and tasks

Hardware
View devices and printers
Add a device

Programs
Uninstall a program
'@l Turn Windows features on or off

Category ~

o Category

User Accounts ' Large icons

'@'Change account type Small icons

Appearance
Change desktop background
Adjust screen resclubion

Clock, Language, and Region
Add a language

Change input methods

Set the time and date

Change date, time, or number formats

Ease of Access
Let Windows suggest settings
Optimize visual display
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5. All Control Panel Items Window, click Windows Firewall

EC-Council

@ » Control Panel » All Control Panel ltems

Search Control Panel

Adjust your computer's settings

'F’ Action Center - Administrative Tools

Kl Color Management Credential Manager
@ Default Programs =% Device Manager
@ Ease of Access Center
Internet Options
&2 Keyboard €F Language
JF Mouse ? MNetwork and Shanng Center
U= Phone and Modem 3 Power Options
*ﬂ Region @ RemoteApp and Desktop Connections
1B System Taskbar and Navigation
Troubleshooting % User Accounts
% Windows Update
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View by: Small icons

@ AutoPlay
Y Date and Time

@ Devices and Printers

Folder Options
& iSCS Initiator
M Mail (32-bit)

Motification Area lcons

Programs and Features

ﬂl Sound
| Text to Speech

‘ Windows birewall
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6. Windows Firewall control panel appears on the screen, click Turn Windows Firewall on or off link in the left pane of the window

'-_.1:; ::_ |

ﬂ' » Control Panel » All Control Panel ltems » Windows Firewall Search Control Panel

Help protect your PC with Windows Firewall

Control Panel Home
Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the

Allow an app or feature Internet or a network.
through Windows Firewall

'.?_j" Change notification settings . '@ Private networks Connected @

-

'.?j' Turn Windows Firewall on or
off MNetworks at home or work where you know and trust the people and devices on the network

'@' Restore defaults
';ij' Advanced settings

Windows Firewall state: On

Incoming connections: Block all connections to apps that are not on the list
Troubleshoot my network of allowed apps

Active private networks: & Network

Motification state: Do not notify me when Windows Firewall blocks a
new app

l '@ Guest or public networks Mot connected @

See also
Action Center
Network and Sharing Center
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7. In Customize Settings window, select the radio button Turn off Windows Firewall (not recommended) for both Private and
Public nerwork settings and click OK

ﬁ e« Windows Firewall » Customize Settings Search Control Panel

Customize settings for each type of network

You can modify the firewall settings for each type of network that you use.

Private network settings
l@ () Turn on Windows Firewall

Block all incoming connections, including those in the list of allowed apps

| Notify me when Windows Firewall blocks a new app

l@ (® Turn off Windows Firewall (not recommended)

Public network settings
l@ () Turn on Windows Firewall

[ ] Block all incoming connections, including those in the list of allowed apps

MNotify me when Windows Firewall blocks a new app

l@ ® Turn off Windows Firewall (not recommended)
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8. In the Windows Firewall control panel, click Advanced settings link in the left pane.

EC-Council

.i{ﬂ (-;j » 1 | « All Control Panel ltems » Windows Firewall

S

v Search Control Panel

Control Panel Home

Allow an app or feature
through Windows Firewall

'@' _hange notification settings

@' Turn Windows Firewall on or
off

'fj' Rectore defaults

#9| Advanced settings
Troubleshoot my network

See alzo
Action Center
MNetwork and Shanng Center
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Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC

through the Internet or a network.

Update your Firewall settings

Windows Firewall 1= not using the
recommended settings to protect your
computer.

What are the recommended settings?

. @ Private networks

MNetworks at home or work where you know and trust the people and devices on the network

Windows Firewall state;

Incoming connections:

Active private networks:

Motification state:

'&' Use recommended settings

Off

Elock all connections to apps that are not on the

list of allowed apps
Eﬁ MNetwork

Connected @

Do not notify me when Windows Firewall blocks

a new app
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EC-Council

9. Awindow named Windows Firewall with Advanced Security appears on the screen, click Windows Firewall Properties link in
the Overview section

File Action View Help
= o 8
ﬁ' WL GL TR ORI ELTDE Windows Firewall with Advanced Security on Local Computer Actions

E Inbound Rules P Wiﬂ‘ﬂ'ﬂm Eia Il with Ad\"'_a— .‘

Outbound Rules ﬂ : . B
_ _ Windows Firewall with Advanced Security provides network security for Windoy :
#% Connection Security Rules i ek, Import Policy...

b B Monitering &a| Export Policy..

Owverview Restore Default Policy
Domain Profile Diagnose / Repair

& Windows Firewall is on.

9 Inbound connections that do net match a nile are blocked.
'@ Cutbound connections that do not match a rule are allowed.

View
Refresh

Properties
Pnvate Profile 1s Active

. Help
b Windows Firewall is off.

Public Profile
";fi' Windows Firewall is off.

| Windows Firewsall Properties

Getting Started
Authenticate communicatons beiween computers

Create connection security rules to specify how and when connections between com
protected by using Intemet Protocol securty (IPsec).

Connection Securty Rules
< | 1]}

10. Windows Firewall with Advanced Security on Local Computer window appears, choose Off rom the Firewall state drop-down
list, click Apply and then click OK
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Domain Profile

|Psec Settings

domain.
State

Specify behavior for when a computer is connected to its comporate

Outbound connections:

Logging
| Specify logging settings for
troubleshaoting.

ey

Specify settings that control Windows

Firewal behavior.

IP Frewal state: Off
Inbound connections: Block (defauft)

Allow (default)

Protected network conneclions: Customize._.

11. Ensure that Firewall state under Private Profile mb is also turned off,

12. Close all the windows
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Windows 10 Virtual Machine
I. Logonto Windows 10 virtual machine

2. Right-click Start menu icon at the lower left corner of the screen and click Control Panel

-

Recycle Bin

Programs and Features
Power Options

Event Viewer

System

Device Manager
MNetwork Connections
Disk Management

Computer Management

Command Prompt

Command Prompt (Adrmin)

Task Manager

Control Panel

File Explorer
Search

Run

Shut down or sign out
Desktop

| 12:38 AM
~Dde @ L0 ome
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3. Control Panel appears on the screen, select Small icons from the Category drop down list to see all the control panel options

Lab Setup Guide Page 162

1+ [EH » Control Panel »

Adjust your computer’s 5ettiﬂ95

System and Security
Review your computer's status

Save backup copies of your files with File History

Backup and Restore (Windows 7)
Find and fix problems

Network and Internet
View network status and tasks
Choose homegroup and shaning options

Hardware and Sound
View devices and printers
Add a device

Programs

Uninstall a program

User Accounts Large icons

® Change account type Small icons

Appearance and Personalization
Change the theme
Adjust screen resolution

Clock, Language, and Region
Add a language

Change input methods

Change date, time, or number formats

Ease of Access
Let Windows suggest settings
Optimize visual display

~ T dg E

12:40 AM
T11 /M6
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4. All Control Panel ltems window appears, click Windows Firewall
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4 [EH » Control Panel » All Control Panel ltems

Adjuﬂ your computer’s SE‘rtiﬂQE

= Administrative Tools

%@ BitLocker Drive Encryption
Date and Tirme

& Devices and Printers

= File Explorer Options

A Fonts

€7 Internet Options

F Mouse

= Phone and Modem

& Recovery

| o Secunity and Maintenance

& Storage Spaces

ﬂ Taskbar and Nawvigation

=8 Windows Defender

nd AutoPlay

L1 Color Management
'_'ﬁ Default Programs
1 Display

& File History

‘e HomeGroup

&2 Keyboard

v+ Metwork and Sharing Center
E Power Options

n Region

& Sound

@ sync Center

& Troubleshooting

ﬁ Windows Firewall

Small icons ~

W Backup and Restore (Windows 7)
& Credential Manager

g=p Device Manager

('5 Ease of Access Center

Flash Player (32-bit)

g Indexing Options

€% Language

K Personalization

) Programs and Features

%3 RemoteApp and Desktop Connections
@J Speech Recognition

B Syctem

ML, User Accounts

8 Work Folders

~ ¥ dg E

1241 AM

7/11/2016
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5. In Windows Firewall window, click Turn Windows Firewall on or off in the left pane of the window

v ﬁ » Control Panel » All Control Panel ltems » Windows Firewall

Control Panel Home

Allow an app or feature
through Windows Firewall

Change notification settings

Turn Windows Firewall on or
off

Restore defaults

Advanced settings

Troubleshoot my network

Secunty and Maintenance

Metwork and Shanng Center
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Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC

through the Internet or a network.

. g Private networks

Metworks at home or work where you know and trust the people and devices on the network

Windows Firewall state:

Incoming connections:

Active private networks:

Motification state:

. e Guest or public networks

Metworks in public places such as airports or coffee shops

Windows Firewall state:

Incoming connections:

Active public networks:

Motification state:

On

Block all connections to apps that are not on the
list of allowed apps

l.‘?.r Metwork 3

Motify me when Windows Firewall blocks a new
app

Connected

On

Block all connections to apps that are not on the
list of allowed apps

Metwork

Motify me when Windows Firewall blocks a new

_ 12:42 AM
e @ E.] 5 E TA1206
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EC-Council

6. In Customize Settings window, select Turn off Windows Firewall (not recommended) radio button for both Private and Public
nerwork settings and click OK

ustomize >ettings

— v ﬁ« Windows Firewall » Customize Settings

Customize Settings for each type of network

You can modify the firewall settings for each type of network that you use.
Private network settings

g () Turn on Windows Firewall
Block all incoming connections, including those in the hist of allowed apps

Motify me when Windows Firewall blocks a new app

@ (@) Turn off Windows Firewall (not recommended)

Public network settings

e () Turn on Windows Firewall
Block all incoming connections, including those in the list of allowed apps

Motify me when Windows Firewall blocks a new app

e (@) Turn off Windows Firewall (not recommended)

Mew notifications

_ 12:44 AM
@ Qs E T /20$6
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EC-Council

In the Windows Firewall control panel, click Advanced settings link in the left pane.

= = v P ﬁ » Control Panel » All Control Panel ltems » Windows Firewall

Control Panel Home

Allow an app or feature
through Windows Firewall

Change notification settings

Turn Windows Firewall on or
off

Restore defaults

Advanced settings

Troubleshoot my network

Secunty and Maintenance

Metwork and Shanng Center

Lab Setup Guide Page 166

Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC
through the Internet or a network.

Update your Firewall settings

Windows Firewall i1s not using the
recommended settings to protect your
computer,

¥ Use recommended settings

What are the recommended settings?

. 9 Private networks Connected

Metworks at home or work where you know and trust the people and devices on the network

Windows Firewall state: Off

Incoming connections: Block all connections to apps that are not on the
list of allowed apps

Actrve private networks: B Network 3

Motification state: Motify me when Windows Firewall blocks a new
PP

. @ Guest or public networks Connected

Metworks in public places such as airports or coffee shops

: 12:48 AM
~ Tl de E 7A11/2016
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EC-Council

8. A window named Windows Firewall with Advanced Security appears on the screen, click Windows Firewall Properties link in
the Overview section

ile  Action View Help
| &

AL LELTE VRGP LI Windows Firewall with Advanced Security on Local Computer

& Inbound Rules —ﬁ
Outbound Rules
.‘.'l_.. Connection Security Rules

.‘_;,, Monitoring da| Export Policy...

R A L L L U L L e ]

‘ Windows Firewall with Advanced Securty provides network security for Windc & Import Policy
] i

Orerview Restore Defaul...
[?“mai“ Profile Diagnose / Re...
& Windows Firewall is on.

@ Inbound connections that do not match a rule are blocked.

'ﬁ Outbound connections that do not match a rule are allowed.

View
04 Refresh
=] Properties
F—fn'\rale Profile is Active Help
";3 Windows Firewall is off.

Public Profile 1s Active
'@' Windows Firewall is off.

Windows Firewall Properties

Getting Started

Authenticate commumications between computers

Create connection securty rules to specify how and when connections between con
protected by using Intemet Protocol securty (IPsec).

>
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EC-Council

9. Windows Firewall with Advanced Security on Local Computer window appears, choose Off from the Firewall state drop-down
list, click Apply and then click OK

Windows Firewall with Advanced Securnty on Local Computer Pro...

Domain Profile  Private Profile  Public Profile  IPsec Settings

Specity behavior for when a computer is connected to its comporate
domain.
State

e Firewall state:
Inbound connections: Block (default)

Outbound connections: Allow (default)

Protected network connections: Customize ..

Specify settings that control Windows

Frewall behavior.

Specily logging settings for
troubleshooting.

10. Ensure that Firewall state under Private Profile mb is also turned off

11. Close all the windows
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EC-Council

CT#20: Share CHFI-Tools folder as ‘Z:\’ drive (Mapping Z:\ drive)

1. Click Windows icon at the lower left corner of the screen

2R Windows Server 2012 R2
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EC-Council

(Click This PC icon in Start screen

Administrator

L =

o -
= £

Contral Panel

& M

Administrative
Took
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EC-Council

3. This PC screen appears, navigate to Ci, right-click on CHFI-Tools folder and select Properties from the context menu

Share View

E # This PC » Local Disk (C:) » Search Local Disk (C:)

e,

< Favorites MName Date modified Type Size

Bl Desktop ,. CHFI-Tools 7/9/2016 510 PM File folder
& Downloads . PerfLogs Open 8:32 AM  File folder

| Recent places . Program File: Open in new window 2:09 PM  File folder

. Program File: M Z211PM  Filefolder
B Thi : : - i
% Thas PC . Users Restons prévious Wrsions :39 PM File folder

. Windows _ :30 PM File folder
Include in ibrary

€W MNetwork
e - Pin to Start

Send to

Cut

Copy

Create shortcut
Delete

Rename

| Properties |
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4. Select Sharing tab from the CHFI-Tools Properties window to modify and display current shared folder settings

5. Click Share butron to access the File Shariﬂg option

Lab Setup Guide Page 172

General | Shanng ISBGI.I'TT}' Previous Versions | Customize

MNetwork File and Folder Sharing

CHFI-Tools
j MNot Shared

Network Path;
Not Shared

Advanced Sharing

Set custom pemissions, create multiple shares, and set other
advanced sharing options.

My Advanced Sharing...

Password Protection

Feople must have a user account and password for this
computer to access shared folders.

To change this setting, use the Network and Sharing Center.

Computer Hacking Forensic Investigator Copyright @ by EC-Council
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6. In File Sharing wizard, select Everyone (All Users in the list) from the drop down list and click Add

Choose people to share with

Type a name and then click Add, or click the arrow to find someone.

[ aa ]

Name Permission Level
2 Administrator Read/Write *
52 Administrators Owner

I'm having trouble sharing
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7. In the newly added users (Everyone), click Read drop-down menu and click Read/Write

Choose people to share with

Type a name and then click Add, or click the arrow to find someone.

v Add

Name Permission Level
2 Administrator Read/Write *
52 Administrators Owner

IgEvﬂyone Read + Read |

I'm having trouble shanng
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8. Click Share in order to begin sharing with the added users

Choose people to share with

Type a name and then click Add, or click the arrow to find someone.

v Add

Name Permission Level
2 Administrator Read/Write *
52 Administrators Owner

52, Everyone Read/Write ¥

I'm having trouble shanng
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EC-Council

9. If a Nerwork discovery and file sharing window appears, select Yes, turn on network discovery and file sharing for all public

networks

Jobtwork chicrovary

T o | ol L

B Do you want to turn on network discovery and file sharing for all
= public networks?

< No, make the network that | am connected to a private network
Metwork discovery and file sharing will be turned on for private networks, such as
those in homes and workplaces.

< Yes, turn on network discovery and file sharing for all public
networks

Computer Hacking Forensic Investigator Copyright @ by EC-Council
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10. The shared CHFI-Tools folder appears under Individual Items section. Click Done to confirm the file sharing,

Your folder is shared.

You can e-mail someone links to these shared items, or copy and paste the links into another program.

Indirvidual 1tems

CHFI-Tools
l 4 VWWIN-PNMUAMBM1JENCHFI-Tools

Show me all the network shares on this computer,
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11. Close the CHFI-Tools Properties window

MNetwork Fle and Folder Sharng

CHFI-Tools
l Shared

Network Path;
YWWIN-PNMUAMBM 1JENCHFI-Tools

Advanced Sharng

Set custom pemissions, create muktiple shares, and set other
advanced sharing options.

My Advanced Sharing...

Password Protection

Feople must have a user account and password for this
computer to access shared folders.

To change this setting, use the Network and Sharing Center.

Cancel

Lab Setup Guide Page 173
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-

Haome

.-T_

wr Quick access

B Desktop

‘v Downloads

12. Now Login into Windows 10 virtual machine from Hyper-V Manager

13. Click File Explorer from the Task bar

File Explorer

Share Wiew

14. File explorer appears, type //10.0.0.12 in the address bar and press Enter

# \\10.0.0.12

i Desktop

m This PC

Docurnents

2| Documents ~—| This PC

= | Pictures

J‘- Music

B videos
. OneDrive

B8 This PC

¥ MNetwork

& items

S

Music

J\I This PC

s Recent files (0)

Downloads

Pictures

Videos
Thic DU
his PC

H select all
Select none

Invert selection

~ 4 B 700

EC-Council
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15. If a Windows Security dialog-box appears, enter the credentials of Windows Server 2012 virrual machine and click OK

Lab Setup Guide Page 180

indows Secunty

Enter network credentials
Enter your credentials to connect to: 10.0.0.12

Administrator

;’C{ Illlllllll|

Domain: DESKTOP-CCKATOT

[ 1 Remember my credentials

ﬂ The user name or password i1s incorrect,

Cancel
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EC-Council

16. Now, the shared folder appears in the window. Right-dick on the folder and select Map network drive... from the context menu.

| 10.0.0.12

Home Share

]

Pin to Quick Copy Paste
ACCesS

Clipboard

o
Whee

[#]

View

« Move to ¥ Delete ~

B copyte = =[Rename New Properties

folder

COrganize Mew

. v P E » Network » 100.0,12 »

# Quick access

Bl Desktop
* Downloads

Docurments

D Music
B Vvideos

f& OneDrive
8 This PC
¥ Network

*@ Hom egroup

Lab Setup Guide Page 181

-

CHFI-Tools

-

Open

v O

4

Select all

103 2elect none

EE‘Inv:r‘t selection

Select

Search 10.0.0.12

Open

Open in new window

Pin to Quick access

Always available offline
Restore prwiuus VErsions

Pin to Start

Map network drive...

Copy

Create shortcut

Properties
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17. Click Finish burton to complete the Mapping of the Z: drive in Map Network Drive window

Q Map Metwork Drive

What network folder would you like to map?

Specify the drive |etter for the connection and the folder that you want to connect to:

Dirive: II:

Folder: ‘“W10.0.0.12ACHFI-Tools

Example: \\server\share

Reconnect at sign-in

[_] Connect using different credentials

EC-Council

Connect to a Web cite that vou can use to store yvour documents and pictures,
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18. Once vou click Finish, vou will be redirected to the mapped network drive folder or shared folder

View

3% Cut

-

Home

Pin to Quick Copy
aCCess

e [@ X =

Moya
to -

U w-| Copy path

Paste _

Copy
i:] Paste shorkcut

to~

-

Clipboard Crganize

W il

{_

+ » ThisPC » CHFI-Tools (\\10.0.0.12) (£)

#u

# Quick access Name

Bl Desktop
-‘r Downloads

E] Documents

CHFWS Lab Prerequisites

CHFvS Module 01 Computer Forensics ...
CHFIvS Module 02 Computer Forensics |...
CHFvS Module 03 Understanding Hard ...
CHFvS Module 04 Data Acquisition and ...
CHFvS Module 05 Defeating Anti-forensi...
CHFvS Module 06 Operating System For...
CHFvS Module 07 Network Forensics
CHFvG Module 08 Investigating Web Att...
CHFvS Module 09 Database Forensics
CHFS Module 10 Cloud Forensics
CHFIvS Module 11 Malware Forenisics

|&=| Pictures

.
o
o«
g
0.

ws CHFIl-Tools (\W10.0.0
J‘i Music

B videos

. Onelrve
E This PC
gr Metwork

" Homegroup
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Delete Rename

I

-

%T
Maw
falder

”'E'i'.

v O

Date modified

771172016 1:59 AM

M1/2006 1.2:13 AM
711/2016 1.2:13 AM
71172016 1.2:13 AM
M1/2006 1213 AM
7M11/2016 1.2:13 AM
M/2006 1213 AM
711/2016 1.2:13 AM
M/200e 1.2:13 AM
711/2016 1.2:13 AM
7/11/2016 1.2:13 AM
711/2016 1.2:13 AM

5

Properties

Open

p

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

m Open -

Edit

£ History

Search CHFl-Tools 0\, 10.0.0.1...

HH select all

0 Select none
IjE.| Invert selection

Select
e

Size
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CT#21: Install Kali Linux in Hyper-V

1. Launch Hyper-V Manager, select Kali Linux virtual machine and click settings

File Action View Help

tallial B 7 iod

- iy -.-|L—"ula|IF|_'|-|| o o S G G et e o e [ ||

33 Hyper-V Manager
i: WIN-VT25VGHTU11 Virtual Machines

5 Uburtu
2 Windows 10
S Windows Server 2012

<]

Mame - State CPU Usaie Assiined Memni

Off
Running 2% 1500 ME
Off

Created:
Yersion:

Notes:

12/31/1600 4:00:00 PM
50

Generation: 1

Mome

Actions

Mew

Impert Virtual Machine...

Hyper-V Settings...

Virtual Switch Manager...

' Virtual SAN Manager...
Edit Disk...
Inspect Disk...
Stop Service

Remove Server

Fefresh

fhmy]ﬂmmridng|ﬂeplk:aﬁm|

Displays the virtual machine settings user interface,
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S Checkpoint
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2. Settings for Kali Linux window appears

EC-Council

3. Click DVD drive option in the left pane and dick Image file radio button in the right pane

4. Click Browse burtton, navigate to C:\CHFI-Tools\CHFIv9 Lab Prerequisites\ISO Images\Kali Linux and select kali-linux-2016.1-

amdé4d.iso

L

Click Apply and then click OK. Settings for Kali Linux window exits

Fali Lunux

# Hardware

‘1'1 Add Hardveare
ik BIOS
Boat from CD
E® Mermaory
1500 MB
+ m Processor
1 Wirtual processar
= B IDE Controller 0
+ = Hard Crive
pali Lumuec. vhdx
= ¥ IDE Controller 1

&% DVD Drive
kali-linux-2016.1-amdé...

& SCsI Controller
H U Network Adapter
Realtek PCIe Family Controller
® J Metwork Adapter
Internal Metwork
= coM1
Mone
Y CoM2
Mone
bl Diskette Drive
o

# Management

1| Namme
Kali Lurux

7= Integration Services
Some services offered

%] Checkpoint File Location
ExRal Lunusy

iE'mj Smart Paging File Location
E:'\¥al Lunuy
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&4 DVD Drive

Select the contraller and location on the controller to attach the CD/DVD drive.
Cantroler: Lacation:

v“l]{nuscl]

IDE Conftroller 1

Media
Spedfy the media to use with your virtual CD,/DVD drive.

! None

) Image file:

ID: \CHFI-Tools\CHFIVE Lab Prerequisites\ISO ImagesKall Linux kaliHinux-2015.

Browse,..

) Physical CO/OVD drive:

Cirive F:'

To remove the virtual CD/OVD drive from this virtual machine, dick Remave.

Remove
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6. In the Hyper-V manager, right-click Kali Linux virtual machine, and select Start

Lab Setup Guide Page 136

File Action

View Help

| H

gj Hyper-V Manager

58 WIN-VT25VGHTU11

Virtual Machines

State
Cff

Connect...

Settings...

CPU Usage

Start

Kali Lunux

Checkpoint

Move...
Export...
Rename...
Delete...

Enable Replication...

Help

Assigned Memory

Generation: 1
MNotes: Mane

<

Summary | Memory | Netwarking | Replication |

Starts the selected virtual machine,

Actions
WIN-V725VGHTU11

Mew
Import Virtual Machine...
Hyper-V Settings...
wa virtual Switch Manager...
~ Virtual SAN Manager...
Edit Disk...
Inspect Disk...
Stop Service
Remowve Server
Refresh
View
Help
Kali Lunux

= Connect...
57 Settings...

@ start

Stz Checkpoint

EC-Council
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7. Go to Hyper-V manager, right-click Kali Linux virtual machine, and select Connect...

File Action View Help

| M |

;g Hyper-V Manager

58 WIN-VT25VGHTU11

Virtual Machines

e

Mame

Ubwritu
Windaws 10
Windows Server 2012

CPU Usage

Assigned Memory

Kali Lunux

Settings...

Turn Off...
Shut Down...

Save

Pause

Reset
Checkpoint

Maove...

Export...

Rename...

Enable Replication...

Help

Actions
WIN-V725VGHTU11

<

Summary | Memory | Netwarking | Replication

Launches the Virtual Machine Connection application.

Import Virtual Machine...
Hyper-V Settings...
. Virtual Switch Manager...
~ Virtual SAN Manager...
Edit Disk...
Inspect Disk...
Stop Service
Remowve Server
Refresh
View

Help

KA st

= Connect...
57 Settings...
@ Turn Off...
@ Shut Down..

EC-Council
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8. Kali Linux Boot menu appears, select Install and press Enter

KAL

~the quicter,\you becomey thHe more . you arec able to hear”

Live (amdb4)

Live (amdb4 failsafe)
Live (forensic mode)
Live USB Persistence

Boot menu

EC-Council

(check kali.org-/prst)

Live USB Encrypted Persistence

Install
Graphical install

Install with speech synthesis

Advanced options
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9. Select a language window appears, choose a language (here, English) and press Enter

Tah> moves; <Space: =selects; <Enter: activates huttons
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10. In the Select your location window, choose a location (here, United States) and press Enter

[1!] Select your location

The selected location will be used to set your time zone and also for example to help
select the system locale. Wormally this should be the country where you live.

This is a shortlist of locations based on the language you selected. Choose "other' if
your location is not listed.

Country, territory or area:

Antigzua and Barbuda
Australia
Botswana
Canada

Hong kong
India

Ireland

New Zealand
Nigeria
Fhilippines
Singapore
South Africa
United Kingdom
United States
Zambia

Z imbabuwe

other

Tab> moves; selects; <Enter:
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11. configure the keyboard window appears, choose a language (here, American English) and press Enter

Tab> moves;
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selects;

[11] Configure the keyboard

Keumap to use:

American English
Albanian

.
|
Arabic
Asturian
Bang ladesh
Belarusian
Bengall
Belgian
Bosnian
Brazilian
Bulgarian
)
4

British English
Bulgarian (phonetic layout
Burmese

Canadian French
Canadian Multilingual
Catalan

Chinese

Croatian

Czech

Danish

Dutch

Dvorak

Dzongkha

Esperanto

Estonian

<Go Back:

CERNIEE
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12. Wait untl the additional components are loaded

Loading additional components

Retrieving network-preseed
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13. Configure the network window appears, select the Primary network interface as eth0 and press Enter

[!!] Configure the network

Your system has multiple network interfaces. Choose the one to use as the primary network
interface during the installation. If possible, the first connected network interface
found has been selected.

Frimary network interface:

ethil: Ethernet
ethi: Ethernet

<Go Back:

Tabh> moves; selects: <Enter:
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14. Configure the network window appears, leave the Hostname as Kali and select Continue and press Enter

[!] Configure the network

Please enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't
know what your hostname should be, consult your network administrator. If you are setting
up your own home network, you can make something up here.

Hostname:

<Go Back: Cont inue:

Tab> moves; <Space> selects; <Enter: activates buttons
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15. In Configure the network window, leave the Domain name field empty and select Continue and press Enter

[!] Configure the network

The domain name is the part of your Internet address to the right of your host name. It
is often something that ends in .com, .net, .edu, or .org. If you are setting up 3 home
network, you can make something up, but make sure you use the same domain name on all
your computers.

Domain name:

<GD0 Back:> <Cont inue:

Tab> moves; selects; <Enter:
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16. Set up users and passwords window appears, enter the Root password as toor and select Continue and press Enter
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[I1] Set up users and passwords

You need to set a password for ‘root', the system administrative account. A malicious or
ungualified user with root access can have disastrous results, so you should take care to
choose a root password that is not easy to guess. It should not be a word found in
dictionaries, or a word that could be easily associated with you.

A good password will contain a mixture of letters, numbers and punctuation and should be
changed at regular interwals.

The root user should not have an empty password. If you leave this empty, the root
account will be disabled and the system's initial user account will be given the power to

bhecome root using the "sudo' command.

Note that you will not be ahle to see the password as you type it.

Root password:

<Go Back: Cont inue:

Tab> moves; zselects; <Enter:
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17. Set up users and passwords window Appears, re-enter the pas-;sm'urd toor and select Continue and press Enter

[11] Set up users and passwords

Flease enter the same root password again to verify that you have typed it correctly.

Re-enter password to verify:

<Go Back: Cont inue:

Tabh> moves; selects: <Enter:
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18. Wait unrl the installer ferches rime from the network rime server

Setting up the clock

Getting the time from a network time server...

Cancel:
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19, In Configure the clock window, choose the time zone (here, Eastern) and press Enter

Lab Setup Guide Page 199

located).

Select your time zone:

[!] Configure the clock

If the desired time zone is not listed, then please go back to the step ''Choose language'
and zelect a country that uzes the desired time zone (the country where you live or are

Central
Mountain
REEL =
Alaska
Hawaiil
Arizona

East Indiana
snamodg

Tabh> moves; selects;

AR
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20. Partition disks window appears, choose the parunon method: Guided - use entire disk and press Enter
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[!!] Partition disks

The installer can guide you through partitioning a disk (using different standard
<schemes) or, if you prefer, you can do it manually. Hith guided partitioning you will
=ti1ll hawve a chance later to review and customise the resulis.

It you choose guided partitioning for an entire disk, you will next be asked which disk
should he used.

Fartitioning method:

Guided - use entire disk

Guided - use entire disk and set up LWVM

Guided - use entire disk and set up encrypted LWM
Manual

<o Back:

>omaves: <Spacer selects: <Enter: activates buttons
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21. Another Partition disks window appears, select the disk S€CS13 (0,0,0) (sda) - 21.5 GB Msft Virtual Disk and press Enter

Note:! The size of the disk [21.5 EB:} Mmay vary n your lab environment

[11] Partition disks

Note that all data on the disk you select will be erased, but not before you have
confirmed that you really want to make the changes.

Select disk to partition:
SCsI3 (0,0.0) (sda) - 21.5 GB Msft Virtual Disk

G0 Back:

Tah> moves; zelects: <Enter: activates buttons
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22. In the Partition disks window, choose the Partitioning scheme: All files in one partition (recommended for new users) and press

Enter
[1] Partition disks
Selected for partitioning:
SCSI3 (0,0,0) (sda) - Msft VWirtual Disk: 21.5 GH
The disk can he partitioned using one of several different schemes. If you are unsure,
choose the first one.
Fartitlioning scheme:
All files in one partition (recommended for new users)
Separate shome partition
Separate shome, Awvar, and /Ztmp partitions
<Go Back:>»
> Omoves; <Spacer selects; <Enter: activates buttons
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23. Partition disks window appears displaving the overview of vour currently configured partitions, choose Finish partitioning and
write changes to disk and press Enter

[11] Partition disks

This 1s an overview of your currently configured partitions and mount points. Select a
partition to modify its settings (file system, mount point, etc.), & free space to create
partitions, or a device to initialize its partition table.

Guided partitioning

Configure software RALD

Configure the Logical volume Manager
Configure encrypted volumes
Configure 1SCSI wolumes

SCSI3 (0,0,0) (sda) - 21.5 GB Msft Virtual Disk
#1 primary 20.5 GB T extd £
#5 logical B522.7 MH ¥ swap swap

Undo changes to partitions
Finizh partitioning and write changes to disk

<Go Back:

Flx for help; <Tab> mowves; selects; <Enter: activates buttons
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24. A Partition disks window appears stating that the changes will be written to the disk, select Yes and press Enter.
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FIl) Papt i Disks

If you continue, the changes listed below will he written to the disks.

will bhe able to make further changes manually.

The partition tables of the following dewvices are changed:
SC5I3 (0,0,0) (=sda)

The following partitions are going to be formatted:
partition #1 of SCSI4 (0,0,0] (sda) as extd

partition #5 of SCSI3 (0,0,0) (sda) as swap

Write the changes to disks?

Otherwise, you

moves; <Space> selects; <Enter: activates buttons=

EC-Council
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25. Wait untl the partitions are formatted and the operating system is installed

26. It takes some time for the installation to r:-:jmr_:ltttt:

Installing the system...

Copying data to disk...
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27. On completion of installation, Configure the package manager window appears, select Yes in order to use a network mirror and

press Enter

MNote: If you get any Bad Archive error continue without L:f-;ing a Network Mirror
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[!] Configure the package manager

This may also make newer versions of software avallable.

Use a network mirror?

G0 Back:

A network mirror can be used to supplement the software that is included on the CD-ROM.

Tab> moves:
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28. Configure the package manager window appears, leave the HTTP proxy information field empty and select Continue and press

Enter

[!] Configure the package manager

If you need to use a HTTF proxy to access the outside world, enter the proxy information
here. Otherwise, leave this blank.

The proxy information should be given in the standard form of
"Mitp: s+ [[user] [:pass]l@lhost [:port] 7.

HTTF proxy information (blank for none):

<Go Back: Cont inue:

Tabh> moves; <Space: selects; <Enter: activates buttons
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29. Wait untl the apt is configured

Conf iguring apt

scanning the mirror...

Cancel:

Tab> moves;

Note: A blank screen may appear for a considerable amount of time. Do not perform any actuons on the kevboard untl yvou are
redirected to the next window [:Install the GRUB boot loader on a hard disl-t:j
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30. Install the GRUB boot loader on a hard disk window appears, select Yes in order to install the GRUB boot loader to the master

boot record and press Enter

| [!] Install the GRUB boot loader on a hard disk |

It seems that this new installation is the only operating system on this computer. If so,
it should be safe to install the GRUB hoot loader to the master boot record of your first

hard drive.

Warning: If the installer failed to detect another operating system that is present on
your computer, modifying the master boot record will make that operating system

temporarily unbootable, though GRUB can be manually configured later to boot it.

Install the GRUB boot loader to the master boot record?

<{Go Back:>

Tab> moves;
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31. If Install the GRUB boot loader on a hard disk window appears, select /dev/sda device for boot loader mnstallation and press

Enter
| [!] Install the GRUB boot loader on a hard disk
You need to make the newly installed system bootable, by installing the GRUB boot loader
on a bhootable device. The usual way to do this is to install GRUB on the master boot
record of your first hard drive. If you prefer, you can install GRUB elsewhere on the
drive, or to another drive, or even to a floppy.
[ESiEE (EE N [n=mEe sl ies s
Enter device manuall
ddevssda
<Go Back:
Tabh> moves; <Space: selects; <Enter: activates buttons
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32. Wair until the GRUB bhoot loader is installed

Installing GRUB boot loader

Running ''grub-install sdewssda'’’. ..

EC-Council
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[l

<o Back:»

33. Finish the installation window appears, select Continue and press Enter

Finish the installation

Installation complete
Installation is complete, so it is time to boot into your new system. Make sure to remove
the installation media (CD-ROM, floppies), so that you boot into the new system rather

than restarting the installation.

EC-Council

Continue:

Tab> moves; selects; <Enter:
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34, Finiﬂhing the installation takes considerable amount of time. Wait until the installation is C‘UI‘l‘lplEtt’:d.

Note: Make sure that after installation remove ISO) file from the Kali Linux St:ttinga.

Finishing the installation

Funning remove-live-packages...
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35. On completion of installation, wait until Kali Linux login screen appears. Type root in the Username text field and click Next.

Username;

root
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36. Type toor in the Password text field and click Sign In
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37. Kali Linux Desktop appears, go to Places <2 Computer

Home

Dk top

Documents

Downloads
Ausic

Picturas

Videos

Computer

Browse MNetwork
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38. Now, go to Computer = etc = network and double-dick interfaces file. The interfaces file appears in leafpad text editor.

39. Now, add the following lines in the file and save it:

a. auto ethO f. auto eth1

b. iface ethO inet static g. iface eth1 inet static
c. address [IP Address of External Network] h. address 10.0.0.11

d. netmask 255.255.255.0 i. netmask 255.0.0.0

e. gateway 192.168.0.1 j- gateway 10.0.0.1
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Open v [+

fetc/network

This file describes the network interfaces available on your system
and how to activate them. For more information, see interfaces(5).

ource fetc/network/interfaces.d/*

The loopback network interface

wto Lo

face 1o inet loopback

iuto etho
iddress 192.168.0.7

jateway 192.168.0.1

iuto ethl
iddress 10.0.0.11

jateway 10.0.0.1

face ethl® inet static

etmask 255.255.255.0

face ethl inet static

etmask 255.0.0.0

Plain Text + Tab Width: 8 «
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40. Once done, close the file and restart the interfaces by i1ssuing the command /etc/init.d/networking restart in command line
terminal

Note: If an error occurs while the restarting the nerwork interfaces, restart the Kali Linux virtual machine

root@laliz ~

File Edit View Search Terminal Help

(~#| fetc/init.d/networking res
] Restarting networking (via systemctl): networking.service.
:~¥
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CT#22: Install Ubuntu in Hyper-V

1. Launch Hyper-V Manager, select Ubuntu virtual machine and click settings

Lab Setup Guide Page 219

File Action View Help

Ayper=y idiagcl

EC-Council

335 Hyper-V Manager
ﬂ: WIN-VT25VGHTU11

Virtual Machines

MNarne 5 CPU Usage Assigned Memory
2 Kali Lunux Off

| § [ Off
3 Windows 10 Off
2 Windows Server 2012 Running

wX @bl kRILHES

Created: 12/31/1600 4:00:00 PM
Version: 50

_ 7]
Generation: 1
Notes: Mone

Import Virtual Machine...
Hyper-V Settings...
Virtual Switch Manager...
Virbual 54N Manager...
Edit Disk...

Inspect Disk...

Stop Service

Remowve Server

Refresh

View

Help

-

Connect...

settings..,

Memory | Metworking | Replication | P

]| 33

Start

Checkpoint
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2. Settings for Ubuntu window appears

EC-Council

3. Click DVD drive option in the left pane and dick Image file radio button in the right pane

4. Click Browse burtton, navigate to C:\CHFI-Tools\CHFIv9 Lab Prerequisites\ISO Images\Ubuntu and sclect ubuntu-16.04-server-

amdé4d.iso

|

Click Apply and then click OK. Settings for Ubuntu window exits.

Ubuntu

4 b |Q

# Hardware

¥ Add Hardware
I& BIOS
Boot from CD
B Memory
1500 ME
+ m Processor
1 Virtual procCessor
= EBi IDE Controller 0
® @ Hard Drive
Uburbu.vhdy

= i} IDE Controller 1

{4 DVD Drive

ubuntu-16.04-server-a...

B¥l SCSI Controller
* lg] Metwork Adapter
Realtek PCle Fam v Canif olles
B E] Metwork Adapter
Internal Network
3 com 1
Mone
T com 2
Mone
I Diskette Drive
MNone

Management

|L| Mame

bty

[=| Integration Services

% | Checkpoint File Location
E: Wit

mee Smart Paging File Location
E: Wibiarti
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4% DVD Drive

Select the confroller and location on the controlier to attadh the CO/DVD drive.
Controller: Location:
IDE Contraler 1 w“u{nuse}

Media
Spedfy the media to use with vour virtual CO/OVD drive.,
) MHone

'9 @ Image file:

C:\CHFI-Tools\CHFIvS Lab Prerequisites\IS0 Images \Ubuntuwbuntu-16.04-58

Browse, .,
() Physical CD/OVD drive: a

E:‘nr'-;-: 'F'

To remowe the virtual CDJ/DVD drive from this virtual machine, dick Remowve.

Remove |
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6. Right-click the Ubuntu virtual machine and click Start
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File Action View Help

| #m B=

&3 Hyper-V Manager Actions
83 WIN-VT25VGHTU1 Virtual Machines WIN-V725VGHTUT1

5 5,

Mame
2 Kah Lums Off

= Windows 10 Connect...
= Windows Server 2012

Assigned Memory New

Import Virtwal Machine...
Hyper-V Settings...
Virtual Switch Manager...
Virtual SAN Manager..,
Edit Disk...

Settings...

Start

<

Checkpoint

Inspect Disk...
Move...

Export...
Rename...
Delete...

Stop Service

Femowve Server

e XOEBREISNS

Fefresh

Enable Replication... View

£
T
i

o

Help

MNeone

ey Connect..

i-‘__, Settings...
Memory | Networking | Replication | © start

< | i : Sl Checkpoint

Starts the selected virtual machine,
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7. Again right-dick the Ubuntu virtual machine and click Connect...
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File Action View Help

=3 Hyper-V Manager
28 WIN-VT25VGHTU11 Virtual Machines

Actions
WIN-V725VGHTU11

| Mame

= Windows 10
5 Windows Server 201

CPU Usage

Connect...

Settings...
Tum OF...

Shut Down.,..
Save

Pause
Recet

Checkpoint

Maove...
Export...

Eename...
Enable Replication...
Help

Summary I'hlemﬂl:.rI Metworldng i Replication |

Assigned Memory

Import Virtual Machine...
Hyper-V Settings...
y  Virtual Swiatch Manager...
| Virtual SAN Manager...
y Edit Disk...

Inspect Disk...

Stop Service

Remiowve Server

Clustered: No

Heartbeat MoCo

Integration
Services:

Refresh

<

aunches the Virtual Machine Connection application.
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8. Ubunt virmual machine installation GUI appears on the screen

9. Click Install Ubuntu burton

Install (as superuser)

Welcome

[T
Espafial

Esperanto

Euskara

Frangais

Caeilge

Galego

Hrvatski

islenska —

taliano

Kurdi Try Ubuntu Install Ubuntu
Latwiski

Lietuviskai
Magyar You can bry Ubuntu without making any changes to your computer, directly from this CD.

Nederlands Or if you're ready, you can install Ubuntu alongside (or instead of) your current operating system. This
Morsk bokmal shouldn't take too long.
Morsk nynorsk

Polski
B e v a e You may wish to read the releasen
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10. Preparing to install Ubuntu window appears. Leaving the options set to default, click Continue

inskatl (as superuser)

Preparing to install Ubuntu

Download updates while installing Ubuniu

This saves time after installation.

Install third-party software for graphics and Wi-Fi hardware, Flash, MP3 and other media
This saftware is subject to icense terms included with its documentation. Some is proprietary.

Fluendo MP3 plugin includes MPEG Layer-3 audio decoding technology icensed From Fraunhofer IS and Technicolor SA.

L:pntinue

b
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1. Installation type window appears, select Erase disk and install Ubuntu radio button and click Install Now

install (as superuser)

Installation type

This computer currently has no detected operating systems. What would you like to do?

Tﬂ Erase disk and install Ubuntu

Warning: This will delete all your programs, Jocuments, photos, music, and any other fles in all operating systems.

Encrypt the new Ubuntu installation For security
You will choose a security key in the next step.

Use LVM with the new Ubuntu installation
This will set up Logical Volume Management. It allows taking snapshots and easier partition resizing.

Something else
You can create or resize partitions yourself, or choose multiple partitions for Ubuntu.

Install Mow

Computer Hacking Forensic Investigator Copyright @ by EC-Council

Lab Setup Guide Page 225
All Rights Reserved. Reproduction is Strictly Prohibited.




EC-Council

12, If a Write the changes to disks? dialog-box appears, click Continue

Installation type

This computer currently has no detected operating systems. What would you like to do?

© Erasedisk and install Ubuntu
Warning: This will delete all your programs, documents, photos, music, and any other Files in all operating syskems.

% Write the changes to disks?

IF you continue, the changes listed below will be written to the disks. Otherwise, you will be able ko make further changes manually.

The partition tables of the following devices are changed:
SCSI13 (0,0,0) (sda)

The Following partitions are going to be formatted:
partition #1 of SCSI3 (0,0,0) (sda) as ext4
partition #5 of SCSI3 (0,0,0) (sda) as swap

Continue
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13. Where are you? window appears displaying vour current geographical location/time zone. Click Continue.

Il reolth QO ke | LTl

Where are you?

Dallas|

Continue
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14. Keyboard layout window appears, select the keyboard layout from the left pane and choose language from the right-pane and click

Continue

Lab Setup Guide Page 223

install (as superuser)

Keyboard layout

Choose your keyboard layout:

Dzongkha

English {Cameroon)
English (Ghana)
English (Migeria)
English (South Africa)
English (UK)

i Esperanto

|Estonian
!Far-u:e:»e
Filipino
Finnish
| French

English (US)

English (US) - Cherukee

..... T e T T e e

English (US) - English (Colemak)
English (US) - English (Dvorak alternative international no dead keys)

English (US) - English (Dvorak)

English (US) - English (Dvorak, international with dead keys)
English (US) - English (Macintosh)

English (US) - English (Programmer Dvorak)

English (US) - English (US, alternative international)

English (US) - English (US, international with dead keys)
English (US) - English (US, with euro on 5)

English (US) - English (Workman)

Fraalish M 15} - Faalish Mwark man inkernatinnal wikh dead kews)

| 'ype here to test your keyboard

Detect Keyboard Layout

Continue
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15. Who are you? window appears; enter vour name in Your name field, enter username as jason in Pick a username field, enter the
o 2 ! 2
pa:‘;:‘%wnrd as toor in both Choose a password and Confirm your password fleld:%, select Require my password to log in radio

button and click Continue.,

install (as superuser)

Who are you?

Your name:; | Jason

Your computer's name: | jason-Virtual-Machine |

The name it uses when it talks to obher computers.

Pick a username: | Y of

Choose a password: | 9908 Short password

Confirm your password: | 9000

Log in automatically

© Require my password to log in
| Encrypt my home Folder

Continue

Computer Hacking Forensic Investigator Copyright @ by EC-Council
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16. Welcome to Ubuntu window appears, wait until the installation is completed

Install [as superuser)

Welcome to Ubuntu

Fast and full of new features, the latest
version of Ubuntu makes computing easier
than ever. Here are just a few cool new things
to look out For...

* Installing systerm
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17. On completing the installation, click Restart Now button,

Installation Complete

6 Installation is complete. You need to restart the computer in order to use the new installation.

Restart Mow |
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18. Once the machine is restarted, type the password (teor) and press Enter

Jason

Guest Session
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Note: If a screen appears asking vou to remove the installation medium, go to Hyper-v wolbar and click the Reset icon

Status: Running
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21. Ubunrtu Desktop screen appears, displaying the Keyboard Shortcuts window. Close the window.

JOUNLY Leskiop

Launcher

Supsr (Hold)

Alb+ F1

Super + Tab
Super+1to9

Super + 5hift + 1 ko9
Super + T

HUD & Menu Bar

ALt (Tap)

ALt (Hold)

Alk+ F10

Cursor Laft or Right
Print

AlE + Print

Switching

Alk + Tabk

Alt+’

Cursor Left or Right
Cursor Up or Diown
Alb+Q

ns the Launcher, dis
ns Launcher

dow in the app.
Opens the Trash.

Opens the HLUD,
Rewveals the appli

Take a screenshot of the current window.

% bebtween applications

f current applications.

Hf Kk I'e enread moade ar Seleck windows,

Keyboard Shortcuts

Dash

Super (Tap)
Super + A
Super + F
Super + M
Super + C
Super + ¥
Ctrl + Tab
Arrow Keys
Enber

Windows

Super + W

CErl + Supir + W
Chrl + Supar + D
Chrl + Super « Up
CErl + Super + Dawn

Chrl + Super + Left or Right 5

Allt + F4

Alk + Space

Chrl + AlE + Mum (keypad)
AlE + Left Mouse Drag
Alt + Middle Mouse Drag

Closes the salacted application / window.

5 the Dash Home,
5 the Dash App Lens.
; iles Lens.

Spreads all windows.
Soreads all wind fF the Focused application.
Mifimises all windows,

e current window.
gk wind o

bilicy menu.
corresponding position,
flaye: o,
Resizes the window.

EC-Council

Note: While configuring the machine, an Upgrade pop-up may appear on the screen, asking you to upgrade the operating
system. If that pop-up appears, click Don’t Upgrade button.
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22, Click Search your computer icon
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o
5 ® terminal

: Applications

EC-Council

in the left pane, type terminal in the Search field and press Enter

iy w L E ] R o L,

Filter results »
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23. Terminal appears on the screen, type sudo su and press Enter

jason@jason-Virtual-Machine: ~

o run @ command as administrator (user "root"), use "sudo <command=".
ee "man sudo root" for details.

ason@jason-vVirtual-Machine:~S{sudo su
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24. You will be pmmptfsd to enter a r_:as-;s-;wurd. Tvpe the pas-;s-;wurd as toor and press Enter. The pas-;s-;wurd which vou type will not he
visible,
jason@jason-Virtual-Machine: ~

o run a command as administrator (user "root"), use "sudo <command=".
ee "man sudo root" for detalls.

ason@jason-Virtual-Machine:~$
ason@jason-Virtual-Machine:~S sudo su
sudo] password for jason: I
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25. Type the command gedit /etc/network/interfaces and press Enter

EC-Council

26. Interfaces file appears in gedit text editor window. Now, add the following lines in the file and save it:

a.
b.
c.

d.

auto ethO f. auto eth1

iface ethO inet static g. iface eth1 inet static
address [IP Address of External Network] h. address 10.0.0.9
netmask 255.255.255.0 i. netmask 255.0.0.0
gateway 192.168.0.1 j- gateway 10.0.0.1

o run a command as administrator (user "root"), use "sudo =command=>".
,ee "man sudo root" for details.

ason@jason-Virtual-Machine:~5S

ason@jason-virtual-Machine:~5 sudo su

‘sudo] password for jason:

oot@jason-Virtual-Machine: fhome/jason# gedit [etc/network/interfaces

‘'gedit:2471): Gtk-WARNING **: Calling Inhibit failed: GDBus.Error:org.freedeskto
).DBus .Error.ServiceUnknown: The name org.gnome.SessionManager was not provided
3y any .service fTiles

*interfaces
# interfaces(5) file used by ifup(8) and ifdown(8)

auto Lo
iface 1o inet loopback

auto ethe

iface eth® inet static
address 192.168.0.148
netmask 255.255.255.0
gateway 192.168.0.1

auto ethil

iface ethl inet static
address 10.6.0.9
netmask 255.0.6.6
gateway 10.6.6.1]

27. Close the file
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28. Now, we need to restart the network interfaces, so that the machine takes the assigned external and internal IP addresses. To do

this, we shall disable the interfaces and then, enable them.

29. Type the command ifdown -a to disable all the interfaces

root@jason-Virtual-mMachine: /fhome/jason

oot@jason-Virtual-Machine: /home/jason# Jetc/init.d/networking restart

Running /etc/init.d/networking restart 1s deprecated because 1t may not enabl
again some interfaces
* Reconfiguring network interfaces... [ OK ]

oot@jason-Virtual-Machine: /home/ jason# I

30. Type the command ifup -a t enable all the interfaces
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root@jason-Virtual-Machine: /fhome/jason
cot@jason-Virtual-Machine: /home/jason# gedit /etc/network/interfaces
gedit:2370): Gtk-WARNING **: Calling Inhibit failed: GDBus.Error:org.freedeskto

.DBus.Error.ServiceUnknown: The name org.gnome.SessionManager was not provided
y any .service files

* (gedit:2370): WARNING **: Set document metadata failled: Setting attribute met
data::gedit-spell-enabled not supported

* {gedit:2370): WARNING **: Set document metadata failed: Setting attribute met
data::gedit-encoding not supported

* (gedit:2370): WARNING **: Set document metadata failed: Setting attribute met
data::gedit-position not supported

oot@jason-Virtual-Machine: fhome/jason# ifdown -a

pot@jason-Virtual-Machine: fhomefjason# ifup -a

TNETLINK answers: File exists

alled to bring up ethe.

oot@jason-Virtual-Machine: /home/jason# §
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31. If you are facing any network related issues, or if the IP addresses are not properly bound to the interfaces, yvou need to reboot the

machine

32. Now, type ifconfig and press Enter to ensure that the 1P addresses are assigned to the interfaces

rook@jason-Virtual-Machine: /home/jason

oot@jason-Virtual-Machine: fhome/jason# ifconfig

the

Link encap:Ethernet HWaddr 00:15:5d:00:27:0a

inet addr:192.168.0.148 Bcast:192.168.0.255 Mask:255.255.255.0
inet6 addr: fe80::215:5dff:fe@0:270a/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:136831 errors:0 dropped:165 overruns:® frame:@

TX packets:1396 errors:0 dropped:® overruns:® carrier:0
collisions:0 txqueuelen:1000

RX bytes:19235982 (19.2 MB) TX bytes:125288 (125.2 KB)

Link encap:Ethernet HWaddr 00:15:5d:00:27:6b

inet addr:16.60.6.9 Bcast:10.255.255.255 Mask:255.0.0.0
inet6 addr: fe80::215:5dff:fefB:270b/64 Scope:Link

UP BROADCAST RUMNING MULTICAST MTU:1500 Metric:1

RX packets:181 errors:0 dropped:® overruns:® frame:0
TX packets:173 errors:0 dropped:® overruns:0 carrier:0
collisions:@ txqueuelen:1660

RX bytes:24859 (24.8 KB) TX bytes:20206 (20.2 KB)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:18368 errors:0 dropped:0 overruns:® frame:@
TX packets:18368 errors:0 dropped:0 overruns:0 carrier:0
collisions:® txqueuelen:1

RX bytes:1359496 (1.3 MB) TX bytes:1359496 (1.3 MB)

oot@iason-Virtual-Machine: /home/iasontt B
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CT#23: Test for Pinging Each Other

1. Betore pinging the virtual machines, make sure that the Virtual Machine are up and running

2. Check for the reply from the Virtual Machines. Here as an example, we are using Windows 10 Virtual Machine with the IP address
10.0.0.8
3. Launch command prompt in one of the Virtual Machines. Here as an example, we are using Windows 10 virtual machine.

4. Now, type in command line Ping 10.0.0.12 (IP Address of Windows Server 2012), and check for the Reply

‘_..-'l %

|

Ensure that you are getting a rt:pljr from the machine without any r_:ar:kt:t loss as shown in the f'u:Jllu:nving screenshort:

G Administrator: Command Prompt

icrosoft Windows [Uersion 6.3.96881
tc? 2813 Microsoft Corporation. All rights reserved.

sHindowsssystemi2 >ping 10.0.8.12

Pinging 18.8.8.12 with 32 bytees of data:
Reply from 18.A.8.12: bytes=32 time{ins
Reply from 18.8.8.12: bhytes=32 timed{ins
Reply from 10.0.8.12: bytes=22 timedlns
Reply from 18.8.8.12: bytes=32 time{ins

Ping statistics for 1H.8.8.12:

Packet=: Sent = 4, Received = 4. Lost = B (Bx losc).
Approximate round trip times in milli-seconds:

Minimum = Bms,. Maximum = Bms. Average = Bms

tSHindowsssystemd2 >

6. Repeat the above steps to ping all the Virtual Machines
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CT#24: Create Checkpoints for all Virtual Machines

1. After installing all the guest operating systems on virtual machines, set Checkpoints of these virtual machines. Checkpoints can be

used to restore virtual machines in case of any problem in the virtual machines

2. Open Hyper-V Manager, right-click on a virrual machine and click Checkpoint

File Achion

| #(m

84 Hyper-V Manager

28 WIN-V725VGHTU11 Virtual Machines

.

Mame

o Kl Lunux
§
3 Windows 10

= Windows Server 2012

<

Checkpoints

CPU Usage

Connect...
Settings...
Turn Off...
Shut Down...

Save

Pause
Reset

Assigned Memory

Checkpoint

Move...

Export...

Fename...

Enable Replication...

Help

Summary | Memory | Networking | Replication

Lo
.
o
C
~
G

£

point of the selected virtual machine,
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Actions
WIN-V725VGHTU11

Import Virual Machine...
Hyper-V Settings...
Virtual Switch Manager...
Virtual 54N Manager...
Edit Disk...

Inspect Disk...

Stop Service

Remove Server

Refresh

View

Help

Ubuntu

s

®
@

(O]
I

Connect...
Seftings...
Tum OFf...
Shut Down...

Lave

Pause

EC-Council
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3. Checkpoints will be listed in Checkpoint scction of the Hyper-V Manager

H =

83 Hyper-V Manager :
iﬁ WIN-VT25VGHTU Virtual Machines

Name 5 CPU Usage Assigned Memory
| Kl Lunux

Actions
WIN-V725VGHTU11
Mew

Import Viftual Maching...

g

| & Windows 10
| B Windows Server 2012

Hyper-\ Settings...
Virtual 3watch Manager..,
Virtual 5AN Manager...
Edit Duske..

<]

| Checkpoints

=5 Ubuntu - (7/7/2016 - 61717 PM)
Lo i Mow

Inspect Disk...
Stop Service
Remove Server
Refresh

PXObR kA

View

Help

' Ubuntu

=

Created: FOR2ME 113317 AN Clustered:  No

Version: 2.0 Heartbeat: OFK (No Applostion
Data) Connect...

Generation: 1 Integration < Settings...
Notes:  Mone SRS Turn OfF...
Shut Dewn...
Summary ||""-'-‘ﬂ'l'='f}‘ | Networking | Replication Save

< | m
IN-V725VGHTU11: 1 wirtual machine selected.

4. Perform this action for all the virtual machines. Ensure thar the machines are in ON state while takiﬂg checkpoints.
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