IMiobile Forensics

Module 13

Designed by Cyber Crime Investigators. Presented by Professionals.
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—>  After successfully completing this module, you will be able to: —

1

Discuss about mobile device forensics and understand why it is needed

Understand the role of mobile hardware and OS while conducting forensics on mobiles

llustrate Android architecture stack and demonstrate Android boot process

llustrate iOS architecture stack and demonstrate iOS boot process I

Determine the mobile storage and evidence locations I

Understand what you should do before perfnrmmg investigation

Perform mobile forensics | I
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IMobile Device Forensics

Computer i
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Mobile phone forensics is the science of recovering digital
evidence from a mobile phone under forensically sound
conditions

It includes recovery and analysis of data from mobile devices’
internal memory, SD cards and SIM cards

Mobile forensics aims to trace the perpetrators of crimes that
involve the use of mobile phones
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Why Mobile Forensics?

Using Mobiles for Money Transactions

Mobile payment user
.
2015

384 Million

E =

transactions

2016
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$450 Billion $620 Billion
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50%

of transactions
will be made via
mobile

http /Y www. three.co.uk
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The Projected Growth of Mobile Use

Internet connections made via mobile devices

52.7%

Number of malwares
targeting mobile devices
tripled in 2015 in
comparison with 2014

Among all the malwares,
ransomware malwares
capable of obtaining
unlimited rights on an
infected device, and data
stealers proved to be the
most dangerous threat in
2015

Approximately 94,344
unigue users were
attacked by mobile
ransomware in 2015 in
comparison with 18,478
users in 2014

—
2016 2019
56.1% 63.4%

http//www.stotisto.com

2016 is likely to see an
increase in the
complexity of malwares
and its modifications,
with more geographies
targeted

http://www.kaspersky.com
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Top Threats Targeting Mobile HEI

Devices

Web- & Network-based Attacks

© Launched by malicious websites or
compromised legitimate sites

& Attacking site exploits device’s browser

& Attempts to install malware or steal confidential
data that flows through the browser

Malware

& Includes traditional computer viruses, computer
worms and Trojan horse programs

2 Example: IKee worm targeted iOS-based devices

© Example: Pjapps enroll infected Android devices on

the botnet

Social Engineering Attacks

& Leverage social engineering to trick users

& Attempts to get users to disclose sensitive information

or install malware
& Examples include phishing and targeted attacks

Hacking Forensic
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e
Resource Abuse

2 Attempt to misuse network, device or identity
resources

& Example: Sending spam from compromised
devices

2 Example: Denial of Service attacks using
computer resources of compromised devices

Data Loss

2 Employee or hacker exfiltrates sensitive
information from device or network

@ Can be unintentional or malicious

© Remains biggest threat to mobile
devices

Data Integrity Threats

& Attemptsto corrupt or modify data

2 The purpose is to disrupt operations of
an enterprise or geared toward financial
gain

& Can also occur unintentionally

http://www.symantec.com
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Mobile Hardware and Forensics C/HFI
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Mobile device forensics is highly dependent on the underlying hardware of
mobile devices

Investigators need to take different approaches for mobile forensics depending upon
the mobile hardware architecture

Proprietary hardware of mobile devices makes forensics acquisition difficult

Knowledge of mobile hardware also becomes essential in case of a broken or
damaged device when it is not possible to access device using data ports
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Mobile OS and Forensics C|HFI
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A mobile operating system determines the functions and features
available on mobile devices, and manages the communication
between the mobile device and other compatible devices

y P‘# This diversity in the mobile OS architecture may impact forensic
QB analysis process

¥ —

Investigators require knowledge of underlying OS, architecture,
and file systems of mobile device under investigation '@'

Knowledge of mobile OS booting process helps investigator to
gain lower level access
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Arxchitectural Layers of Mobile c/HEI
Device Environment o] IS

Client Application

&
v

Communication APIs Middleware Components

(E-mail, internet, SMS, Elf_‘..} [Sewi:e—discnvew, network database components, et::.}

i i i i ] +
v v v v v v

Operating System
SR
R

Device hardware consisting of display device, keypad, RAM, flash, embedded processor, and media processor

A
\

Radio interface, gateway, and network interface

A
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Android Architecture Stack

APPLICATION
Home Contacts Phone Browser
APPLICATION FRAMEWORK
Activity Manager Window Manager Content Providers View System
Package Manager
e e location Manager .

Surface Manager

LIBRARIES OpenGL | ES

S5GL

RIS
Display Driver

AT _—
Keypad Driver

. Media Framework

FreeType

S5L

e
Camera Driver

S AW
WiFi Driver

sQLite

WebKit

libe

.
Hash Memory Driver

e o e e Sy
Audio Driver

ANDROID RUNTIME

Core Libraries

T T TP I PP PR,
Dalvik Virtual Machine

TP eSS ST
Binder (IPC) Driver

e,
Power Management

CHFI
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Computer

User-defined, standard
applications

Supports application
APl interfaces

Native libraries written in
C/C++, responsible for
handling different types
of data

Custom-built virtual
machine

Built on top of the Linux
2.6 Kernel, responsible
for interacting with the
hardware
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Android Boot Process

. The Android Linux kernel

component first calls the
Init process

. The init process accesses
the various processes and
demons including init.rc
mostly known as zygote,
zygote is started

. The zygote process loads
the core Java classes, and
performs the initial
processing steps

. After the initial load

process, zygote idles on a
socket and waits for
further requests

C/HFI
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—» Exec()
= Fork()
i i --# Dalvik Specialization

v v

v

Daemons

adbd

void (mount)
rild (radio) _
debuggerd N/ \/
installed ;

v
+

Registration i i

GUI
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iOS Architecture

iPhone OS stack consists of four abstraction layers

Provides framewnr(:cs fDIr iPhone ; Cocoa Touch Map Kit, iAD, Game Kit, Events (Touch), View Controllers,
app development ¢ and UIKit

- W -— : . i . L B

: Core Audio, Core Animation, AirPlay, Quartz (2D), Video

Provide audio, video, animation, and : ; " : ' ' io Mixi
; o . ; Media Services : Playback, Audi Recording, Audio Mixing, OpenAlL, JPEG,
graphics capabilities to the iPhone :  PNG, TIFF, and PDF

: : > - - - - e

Threading, File Access, Preferences, Collections (NSArray,

Provides foundation to upper i icti i :
PP E Core Services E NSDictionary, N?,Set}, Networking, Address Bnnktand High
layers : ¢ Level Features (iCloud, In-App Purchase, and SQLite)
R R R R TR R ?- — - - _:.' ‘——— - - —_— - = — .‘,

Security Firmware, Accelerate FW, External Accessary FW, System

Provides low-level services Core OS : (Threading, Networking, Filesystem Access, Standard 1/0, Bonjour
- & DNS Services, Locale Information, and Memory Allocation)
——ee—————— - . - : s - = = W s e i
v \ v :

iPhone Hardware
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iOS Boot Process CHFI
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The iPhone boot process consists of multiple boot stages. Each stage
verifies the integrity and authenticity of the next stage

The normal booting process uses a built-in chain-of-trust mechanism that
prevents lower |level access to iOS implementation layers

Device Firmware Upgrade (DFU) mode is used during a forensics
investigation to gain lower level access to the device

Using this mode, the investigator can alter the boot sequence
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Normal and DFU Mode Booting CHFI
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Normal Boot Process:

BootRom starts the booting process

LLB, the first level boot loader, is loaded after verification of integrity and authenticity

The stage 2 bootloader iBoot starts after verification of integrity and authenticity

P @® O @

Kernel and NAND flash is also loaded after verification of integrity and authenticity

LLB
M6
o v v
DFU Mode:

& iBootis not booted during the DFU mode boot sequence

IBSS
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Booting iPhone in DFU Mode

Connect the iPhone to a computer and launch iTunes

Computer

Turn the iPhone off

m Hold down the sleep/power button and home button together for exactly 10 seconds, then release

the power button

Continue to hold down the Home button until a message appears in iTunes saying that “iTunes has
detected an iPhone in recovery mode”

iTunes has detected an iPhone in recovery mode. You
must restore this iPhone before it can be used with
ﬂ iTunes.
e

E—or—3

o
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Mobile Storage and Evidence
: C|HFI
Locations
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Internal Memory SIM Card External Memory

RAM, ROM or flash memory
(NAND / NOR) is used to
store mobile phone's OS,
applications and data

Stores personal information
such as audio, video,
Images, etc.

Stores personal information,
address books, messages,
and service-related
information
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What Should You Do Before the

Hacking Forensic
| NVESTIGATOR

Computer

Investigation?

Build a Forensics Workstation

Build the Investigation Team

Review Policies and Laws

Notify Decision Makers and Acquire Authorization

Risk Assessment

Build a Mobile Forensics Toolkit
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Build a Forensics Workstation

Compuler
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Build a mobile forensic workstation with the following equipment:

A USB (universal Mobile Micro SD
serial bus) forensics Memory card
connector toolkit Reader

-_—e e = o o=
—-—— o s o =
LI B ]

A laptop or a Mobile hardware Cables (including SIM card
desktop toolkit (Eg: Pro FireWire, Reader
computer Tech Toolkit) Bluetooth and IR)

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.



Build the Investigation Team CHFI
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J The investigation team should consist of persons who possess expertise in, responding to seizing,
collecting and reporting evidence from mobile devices. The investigation team includes Expert
Witness, Evidence Manager, Evidence Documenter, Evidence Examiner/Investigator, Attorney,
Photographer, Incident Responder, Decision Maker, and Incident Analyzer

E
=
W Escnteam ember shouid have In-cepth 2 2 Each team member should be aware of local
knowledge of a wide variety of mobile E . . . .
: . : laws and legal issues associated with mobile-
devices, their hardware architecture, E clated crime
operating systems, and mobile apps E
|
€ Every team member should have the a3 | . .
Y L E 2 |dentify team members and assign a
necessary clearance and authorization to =3 -
. =3 responsibility to each team member
conduct assigned tasks f‘q
| . . o =3 €@ Assign one team member as the technical
€ Keep the investigation team as small as E . L
bl . . a lead for the investigation
possible to ensure confidentiality 'ﬂ

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.



Review Policies and Laws C|HFI
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Review local laws that may influence the forensics
investigation; investigators must follow a legally

)' accepted forensics investigation process, and
create documentation accordingly

Review internal Bring Your Own Device (BYOD)

and information security policies of the
organization carefully in cases of forensics
investigation involving mobile phones issued by

the organization

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.




Notify Decision Makers and
Acquire Authorization

Notify the decision
makers of the need
to perform forensics
investigation, and
obtain the written
authorization

After obtaining the
authorization, assess the
situation and define the
course of action
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Risk Assessment CHFI
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To prevent new data from contaminating the evidence, seal
the device in anisolation container properly

Do not use plastic bags to carry out seized mobile device.
Use recommended isolation containers

Consider the power state of mobile device seized. Expiration
of the battery would be disastrous as important data may
reside in battery-dependent volatile memory

Handle and transport mobile devices carefully as they are
fragile and can be easily damaged
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Build a Mobile Forensics Toolkit

C/HFI
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Computer

) Forensic investigators should be equipped with a right set of tools

) The mobile forensics toolkit includes both hardware and software tools required to recover and
analyze data from mobile devices

Hardware Tools Software Tools
@ Cellebrite UFED System © SEARCH Investigative Toolbar
@ Secure ViewKit for Forensics @ BitPim
© DS-Device Seizure & Toolbox ® Oxygen Forensics Analayst
© USB reader for SIM cards ® Paraben’s Sim Card Seizure
@ iGo ® MOBILedit! Forensic
© DC Lab Power Supply 0-15V/3A @ TULP2G
© Digital Display with Backlight © IDEN Phonebook Manager
© Paraben’s Phone Recovery Stick © SUMURI’s PALADIN
© floAt’s Mobile Agent

© XRY Logical & XRY Physical
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Mobile Phone Evidence Analysis

Compuler

-
Phone Memory Data

L LT EE R EERTTY > 2

Rttty | ]
; f:{:*:::l':lff;_.\'1._

SIM Data

Reports

Forensics Workstation

A

i
| !

F Ak EEEEFEEEEEEENEEEN
-
__.—l.-—n__

Service Provider Data
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IViobile Forensics Process

Collect and Preserve the Evidence

Document the Scene

Imaging and Profiling

Acquire and Analyze Information

Generate Report

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.



Collecting the Evidence

Compuler

Hacking Forensic
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Protect the integrity of traditional and electronic evidence

Prevent unauthorized users from entering at the scene and touching
the evidence

)

Collect all the electronic devices found at the crime scene

3

Check whether the mobile device is connected to a computer

Confirm the power state of the devices by checking flashing light

Collect non-electronic evidence such as written passwords, handwritten
notes, and computer printouts

Copyright © by EG-Gouncil. All Rights Reserved. Reproduction is Strictly Prohibited.



Document the Scene C HFI
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Computer

1. Document all the electronic devices found at the crime
[k © 4 scene

2. Take photographs of all evidence at the scene, and write
notes on what you have seen on the screen

e e e e e e e e e S S - - w

-
3. Document the state of the device during seizure
| = . 4. Document any activity on the electronic devices found at

the crime scene
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C/HFI
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Document the Evidence

Compuler

Phone
Identification /

£ |dentify the brand, model, operating system, and the network service
provider

\\

It helps to choose an appropriate forensics tool for the data acquisition

Connection

(P

S - Identify the type of connection used to connect to the forensics workstation
Identification |

(B

It may be a cable, Infrared, or Bluetooth

This depends upon the phone, forensics tool and acquisition conditions

Tool Selection _ -
that have the following capabilities:

~ Based on the mobile device model and the connection, select a forensics tool

Usable Accurate ® \erifiable

Comprehensive Deterministic

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.



Evidence Preservation C|HFI
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The aim of the preservation step is to seize the suspect mobile phone and
its associated peripherals without altering the data in it

) |t is the first step carried out prior to the actual investigation

It involves discovering, recognizing, documenting, and collecting the digital
evidence obtained at the crime scene

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Set of Rules for Switching cIHEI
ON/OFF Mobile Phone compur] s rvon

ON State

If the device is "ON", do NOT turn
it "OFF“, turning it "OFF" could
activate lockout feature

Write down all information on
display (photograph, if possible)

Power down prior to transport
(take any power supply cord
present)

OFF State

(P

If the device is "OFF", leave it "OFF"

(P

Turning it on could alter evidence on
device (same as computers)
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Mobile Phone Signal

Compulte Hacking Forensic
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Containment

. Mobile device should be protected from signal interruption, and data overwriting

) Use signal containment devices and bags to achieve and maintain network isolation

Faraday Bag Wireless RFID Shielding RF Shield Box Arson Cans
StrongHold Bag Cell Phone Case

http://www.amazon.com, http://www.meratronik.com, http://www.sirchie.com
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Packing, Transporting, and

Storing the Evidence

. Pack the collected evidence in a static proof bag duly signed and dated by the investigator

- Evidence collected from the crime scene must be transported carefully to the forensics workshop

Factors that might affect mobile devices during transportation:

Excessive Pressures Temperature Dust
I I |
: . :
i i |
I | I
I 1 |
. | :

e et i it n e el e, . L, - R . ¥ Wt ioaads it 4
SRR R LR Oy TR Y ittt 2 W & —_— L IRiTH IR
e e S L L e £ B I e, T ... AF I "

Shocks Humidity Electromagnetic Unauthorized
Radiations People Access
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Forensic Imaging CHFI
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A forensic investigator should not directly work on the original evidence. He/she
should instead create a forensic image of the mobile device obtained at the crime
scene

File carving and forensic analysis is conducted on forensic image in order to
leave the actual evidence intact

Possible mobile phone storage for imaging:

= Mobile phone memory = SD card memory = SIM card memory

Copyright © by EG-Gouncil. All Rights Reserved. Reproduction is Strictly Prohibited.



Forensic Imaging of Android

Device Using FTK Imager C HFI

.................................................................................................................................................................................

Il AccessData FTK Imager 3.3.05 |=la] x |
Forensic Imaging of B e e ,
o 4 (o - B w i P
[ ] Y | Evidence Tree File List
Phone M em ory' Narme 1E Size | Type | Date Modifies |

J Connect mobile phone to Setect Dive [=]]

forensics workstation e

Plsass selact from the Todowing svalable derves

[VPHYSICALDRIVED - ST3500413A5 ATA Device [S00GE IDE =

W AFHYSICALDRNED - STA50041 1A% ATA Denvace [S00GE I0E]
FHTSICALDRINE 1 - LGE E£LDS UISE Devics [1GE LISE]
» LGE E&05 5D Card USH Device [MGE USH

J Launch FTK Imager

8 | Custom Content Sources

J Select the drive that represents
the attached mobile phone ook [ b ] _cmos |

J Create a forensic image of the
selected drive

o] |

Custom Lonte...
For Uiser Guide, press F1 ML

http://accessdata.com
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Forensic Imaging of Android

C|HFI
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Device Using FTK Imager (Cont’d)

kl AccessData FTK Imager 3.3.0.5 - g x

Forensic Imaging of SD Fe Vew Mode Heb
) o a S a - wE R P
ca rd y Evidence Tree File List
‘Name 5 Size | Type Date Modified |
© Safely remove the SD
card from the mobile e =

phone
source Drive Selechion

@& Connect tothe SD card e
to the workstation [\\\PHYSICALDRIVE - LGE E405 USE Device [1GB USB__~]

\PHYSICALDRIVED - 51350041245 ATA Device
using an SD card

8 D
\'\..Wl"ﬁl'.‘.ll.ﬂﬂl‘l‘E! LEEE!HLHMH[‘IGEUH

reader Custom Content Sources
Evidence:Fie System |Path[Fle Op

© Launch FTK Imager tool
© Select the drive that Bk [ Frsh |  Coce e

represents the SD card

memaory
© C(Create aforensic image New| €0t | Bemove |

Custom Conbe...|
Df the SD Card - For User Guide, press Fl1 - HUM
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Creating Disk Image of an
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iPhone Using SSH

Run following command on Linux:

Syntax:

ssh -1 <username> <your Linux box host address> dd if=/dev/disk0 | dd
of=~/myiphoneback.img

.~# ssh root@152.168.1.6
root@l2.168.1.65's password:
15357+1 records in
15357+]1 records out
161033/48B48 bytes (16 GB)
31451964+0 records in
21451964+0 records out

161033/48B48 bytes (16 GB)

-

What you need before creating the image:

T

» iPhone should be jailbroken » iPhone’s IP address
» SSH should be installed on both iPhone '

» Computer’s IP address

and workstation running Linux OS
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Phone Locking

C/HFI
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J  Mobile phones use three types of phone lock schemes to prevent unauthorized user access

J If phone device obtained at a crime scene is in a locked state, the challenge of unlocking it arises

J Forensics investigator needs to bypass the phone lock to forensically investigate the mobile phone

PIN Lock

I B & 74sPM

Select PIN

Pattern Lock

Choose your pattern

Pattern recorded!

Continue

e

Password Lock
Ml € 1:00 PM

Enter password to unlock

1 2 ABC 3 DEF

4 GHI 5 KL 6 MNO

7 PQRS 8 TuV 9 wxyz

DEL

OK 1|10 X

= = Emergency call
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Bypassing Android Phone Lock

Password Using ADB C HFI

J Connect the device to the forensics workstation through USB

J Launch adb shell using ViaExtract

J Remove password.key file from android directory

= santoku@viaextract-ce: ~ SR
File Edit Tabs Help

santoku@viaextract-ce:~% adb shell
#lcd fdata/system

#| Ls |

wpa_ supplicant

entropy.dat

usagestats

patterystats.bin

uiderrors. txt

packages. xml

=ync

dropbox

called pre boots.dat
wallpaper info.xml
throttle
appwidgets. xml
shared prefs
gesture. key

device policies.xml
password. key

|-|| '_. |:— t I::-I - -}; . |‘:- ':_. -}_.
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iPhone Passcodes C[HFI

o] Hacking Fo
[u STIG n»

Password Type: Numeric Only Password Type: Numeric Only Password Type: Alpha Numeric
Llength:4 Length: not equal to 4 Length: Any length

—— - P - ]
) = - - ot " W =
| ] 5 i ol gl & . a - = - = = PR T L - .
1 L . - { E: - b = -- B b e

o
]

Enter Passcode

a[w[en]r]v[u]io]e|

HEEIEEEIIB
o BBEHM
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Bvpassing the iPhone Passcode
ot CIHFI
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Using IExplorer

; annm {Exploner
- CDI"II"IECt thE dEVlCE to the | | u u:,-l ;3_| '_- M B i w ™ @ [Devices ' Mac-Bani's iPhoned 3Root 3private 3war 3 Keychains |
WO I'kStEItiEII"I Back/Foreard  WiewMode  Copy Music np-nmumw wount Dick ur;r;’h: Dulere urn-.m Bookmarks path
I‘;l;'-j-;;.tn\ﬂu'r EQUNY BHE:IIII-..'-J.E: 11: 3E-
i hasts.arginal DRIGINAL 2368 G/8/10 4:3¢
J Brﬂ;:‘fse tTE IPthE ﬁIE S?Stem hnm.unsgnmn: UNSECURE 236 B F 3 50U Database Browser — [Users/ peathan/Deskion/ keychain-2.db g_-isjm::zs
Wlt IE}[p orer :In;;:;-ﬂ-u;m PASSWD Eigﬁi b :} W o m o % [ 5222;].3&1;3:
e $1m Database Stnecture - Browse Data ©  Execufe 501 5_:';U|'J|I.U ll;:'lE!
3 . netfy.cont COMF 57 B Yol fhys T [ i — :
J Navigate to the directory ey ol A ( s ) (o) L oo 11:3
/var/mobile/Library/Preferences/ i o1 neeesesmessss 2 o Spnjio 1136
and dEIEtE Lervices 662 kB S5/20/10 11:36
syslag.cont CONF 208 SF17/08 1:18
i 4 tys : 1kB 5/20/10 11:36
com.apple.springboard.plist « Gavar 0/11/10 7:5¢
[y airerack 9r11/10 7:3C
: : > Bgaudin 5/20/10 11:36
J Navigate to the directory s backups s 10/28/06 9:07
/var/Keychains/ and delete e Delete this file for 24112 33
féqa) :

= 5/20/10 11:36
kEYChE!in-Z.db empry bypESS pESSCGdE 12.-2251&:%:55
e [0 fnldirs 5020010 11:36
: [ kiybags | Arz4/12 1:12
J Reboot the iPhone T e s
—ocspeache-satited SQLITES 08 3r2ariz 4:19
Note: This technique works for S e — Rrins

jailbroken devices only

-

Ia€al

v Cglock

1072806 9:07
1f31711 7213

http://www.macroplant.com

In addition to this, tools like iPhoneBrowser, iFunBox, OpenSSHSSH and iMazing also help in bypassing the

passcode
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Enabling USB Debugging HFI

H wking Forensic
| NVESTIGATOR

Computer

wl Go to Settings > Developer options, and select USB Debugging

U M w1320

Q Developer options

On

resktop full backups aren't currently protected

B Motorala 1D

Stay awake
Sereen will newver sleap while charging

System
Allow USE debugging?
Enable Bluetooth HCI snoop log
@ Date & time - Capture all Bluetooth HCI packets in a file USB debugging is intended for
e T . development purposes only. Use it to copy
i data between your computer and your
; ) OEM unlocking device, install apps on your device without
Ll Accessibility " 1 J Allow the bootloader to be unlocked notification and read log data,
CAMNCEL
Running services
— F:I o fiew and control currently nunning services
[’ rinting
Debugging
{} Developer options USB debugging
Debug mode when USE is connacted
@ About phone Revoke USE debugging authorisations
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Platform Security Removal
y C|HFI

Hacking Forensic
| NVESTIGATOR

Techniques: Jailbreaking/Rooting

J Forensic investigators use rooting/jailbreaking to attain privileged control (known as "root
access") within device’s subsystem, so as to perform data acquisition

Android Rooting Tools 10S Jailbreaking Tools
==
'M‘q Ny  One Click Root ‘i@ﬂ PANGU JAIL BREAK
e adlil https://www.oneclickroot.com — ? -. *: http://en.pangu.io/

SnOwbreeze
http://ih8sn0w.sexy

Towelroot
http://towelroot.info

T m—

, , B\

4 Kingo Android ROOT () RedsnOw

- i https://www.kingoapp.com http://www.redsnOw.us
%

i
f mj RescueRoot ::g GeekSnOw
| http://rescueroot.com i - O 1 http://geeksnOw.it
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Mobile Evidence Acquisition C|HFI

N Hacking Forensi
| NVESTIGATOR

J The seized mobile phone | J Data acquisition and forensic
undergoes data acquisition and | analysis requires:
forensic imaging process at the |
forensics workstation @ Unlocking the device

J  During the acquisition process, all @ Rooting or Jailbreaking of the
possible data from internal and device

external memory of the mobile
phone is extracted for forensic
analysis

© Enabling USB debugging mode
in the device
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Cellular Data Acquisition

SIM File System Acquisition

Logical Acquisition

Physical Acquisition

File System Acquisition
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Cellular Network C HFI

Hacking Fr||

Compuler
[ NVESTIC

Base Station Subsystem Network Subsystem

Mobile
Station

SIM: Subscriber Identity Module BTS: Base Transceiver Station BSC: Base Station Controller
MSC: Mobile Services Switching Center AuC: Authentication Center ME: Mobile Equipment
HLR: Home Location Register VLR: Visitor Location Register EIR: Equipment Identity Register
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Components of Cellular Network | C/HFI

Hacking Forensic

Lompulcrl 1 VESTIGATOR

Mobile Switching Center (MSC): It is the switching system for the cellular network

Base Transceiver Station (BTS): Itis the radio transceiver equipment that communicates
with mobile phones

Base Station Controller (BSC): It manages the transceiver’s equipment and performs
channel assighnment

Base Station Subsystem (BSS): is responsible for managing the radio network and is
controlled by the Mobile Service Switching Center (MSC). It consists of the elements Base
Station controller (BSC), Base Transceiver Station (BTS), and Transcoder (TC)

Home Location Register (HLR): It is the database at the MSC. It is the central repository
system for subscriber data and service information

Visitor Location Register (VLR): It is the database used in conjunction with the HLR for
mobile phones roaming outside their service area
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Different Cellular Networks

Hacking Forensic
| NVESTIGATOR

Compuler

Enhanced Data Rates
2 for GSM Evolution
(EDGE)

1 Code Division Multiple

3 Integrated Digital
Access (CDMA)

Enhanced Network (iDEN)

General Packet Radio Glub?l gialm Tor High Speed Downlink
4 5 Mobile 6

Service (GPRS Packet Access (HSDPA
( ) Communications (GSM) ( )

Universal Mobile

8 Telecommunications
System (UMTS)

7 Time Division Multiple

9 Unlicensed Mobile
Access (TDMA)

Access (UMA)
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Cell Site Analysis: Analyzing
Sexrvice Provider Data

Computer i

Hacking Forensi
| NVESTIGATOR

Service provider data can act as back up evidence for the mobile forensics
investigator

It is useful when the attacker or owner of the mobile phone has deleted
call history and/or text messages from the device in order to wipe out
evidence

It can also be required in the following cases:

® When recovering of deleted data is not possible

©® When location-based services are not turned ON in the phone
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Cell Site Analysis: Analyzing

C/HFI

Hacking Forensic
| NVESTIGATOR

Computer

Service Provider Data (Cont’d)

J Potential evidence that could be obtained from Service Provider Data:

® Phone owner's location '-

8l e llbeialBecardsieDr},.. s 2202020209092 0 R - [N
Al @ Billing information | v o o |
e T

Whether mobile phone was in stationary or moving state at a
specific interval of time

_J CDR can provide a detail information about particular call made

m J CDR has probative value for investigative or legal purposes

Bl J Investigator should investigate both device data (internal, external,
and SIM) and service provider data to find out potential evidence
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CIHFI

Hacking Forensic
INVESTIGATOR

CDR Contents

Computer

The phone number of the subscriber from where call originated (calling party, A-party)

The phone number receiving the call (called party, B-party)

The starting time of the call (date and time)

The call duration

)
1
|
)
El
1
a
Bl
a
1
Bl
)
)
1
|

The billing phone number that is charged for the call

5
6 The identification of the telephone exchange or equipment writing the record
7

A unique sequence number identifying the record

8 Additional digits on the called number used to route or charge the call
9

The disposition or the results of the call, indicating, for example, whether the call was connected

The route by which the call entered the exchange

11 The route by which the call left the exchange

Call type (voice, SMS, etc.)

13 Any fault condition encountered
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Sample CDR Log File

Latitude
44.50880 N

44.50880 N
4450880 N
44.27834 N
4427834 N
4427834 N
4450880 N
4427834 N
4427834 N

4450880 N
44.50880 N

44,4143 N
44,4143 N
4425295 N

Longitude

73.18223W
73.18223W

73.18223W
73.21263W
73.21263W
73.21263W
73.18223W
73.21263W
73.21263W

73.18223W
73.18223W

73.03561W
73.03561W
73.58229W

Date
1/28/2008

1/28/2008
1/28/2008
1/29/2008
1/29/2008
1/29/2008
1/30/2008
1/30/2008
1/30/2008
1/31/2008
1/31/2008
1/31/2008
1/31/2008
1/31/2008

R R R A g T

Time
0917
0942
0945
2205
1532
2209
0830
2208
2211

0903
0908

1047
1050
1127

Number

802-555-1024
802-555-8673
802-555-9201
802-555-7758
802-555-4492
802-555-7758
202-555-1818
802-555-7758
802-555-8673

202-555-1843
416-555-9834

802-555-9201
213-555-2761
802-555-9201

ERSE RN D T

Call Detail Records

FERETY

C

Compuler

Name

Chittenden Bank
Poopsei LauRue
Hanley Strappman
Verizon voice mail
Widgets LCC
Verizon voice mail
British Embassy
Verizon voice mail

Poopsei LauRue

British Embassy

British Embassy

Hanley Strappman
M Fendell

Hanley Strappman

rai o

Duration

0:10:17

0:01:03

0:05:32

0:01:13

0:03:47

0:00:36

0:18:12

0:00:53

0:06:18

0:03:21

0:22:04

0:01:02

0:09:06

0:05:38

HFI

Hacking Forensic
| NVESTIGATOR
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Subscriber Identity Module (SIM) | C|HFI

Hacking Forensic
| NVESTIGATOR

SIM is a removable component that contains essential
information about the subscriber

It has both volatile and nonvolatile memory

The file system of a SIM resides in nonvolatile memory
f
The SIM’s main function entails authenticating the user of the cell
phone to the network to gain access to subscribed services
;_,-f-"/_ﬁ—’ | — : Hlm. -

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.



SIM File System C|HFI

Hacking Forensic

Computer ] 1 ESTIGATOR

E VIE - Master File i
i DF - Dedicated Files E
1 EF - Elementary Files :

DF
DCS 1800 Telecom
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Data Stored in a Subscriber

C/HFI

Hacking Forensic
| NVESTIGATOR

Computer

Identity Module

SIM is a microcontroller-based smart card that stores important data including:

8 Integrated circuit card identifier © Phase ID (Phase) & Dialing Extension (EXT1 & EXT2)
(ICCiD) @  SIM Service table (SST) @ Groups (GID1 & GID2)
: I;ternati{nnal ;"nc:bile el ® HPLMN search period (HPLMNSP) ©@ Preferred network messages (CBMI)
identity (IMSI |
o 5 o © PLMN selector (PLMNsel) @ Calls per unit (PUCT)
ervice provider name _ |
. ® Forbidden PLMNs (FPLMN) @ Accumulated Call Meter (ACM)
& Mobile country code (MCC) = . .
@ Capability configuration parameter & Call Limit (ACMmax)
& Mobile network code (MNC) (CCP)
: . | = ® Location Information (LOCI)
& Mobile subscriber identification @ Access control class (ACC)
@ Local identity (LAI
number (MSIN) & Broadcast control channels (BCCH) e Tty (LAY
o Idh.f'lubile internabtic:nal subscriber @ Language preference (LP) ® Own dialing number
irectory numbper (MSISDN ; - - - -
Y ( ) @ Card holder verification (CHV1 and & Temporary mobile subscriber identity
© Abbreviated dialing numbers (ADN) CHV2) (TMSI)
& Last dialed numbers (LDN) & Ciphering key (Kc) ® Routing area identifier (RIA) network
code
& Short message service (SMS) ® Ciphering key sequence number
® Service dialing numbers (SDNs)
& Text Message parameters (SMSP) ®@ Emergency call code
| = & Depersonalization Keys
@ Text message status (SMSS) © Fixed dialing numbers (FDN) i J
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Integrated Circuit Card
9 C|HFI

Hacking Forensic
| NVESTIGATOR

Identification (ICCID)

@ The ICCID of the (U)SIM can be up to 20 digits Industry Identifier Prefix (89 for
|Dng : telecommunication)

A

@ It consists of an industry identifier prefix (89 for A Country Code

telecommunications), followed by a country
code, an issuer identifier number, and an _
individual account identification number JEEPIE

® This code helps to identify the country and
network operator’s name

Individual Account

® |If ICCID does not exist on the SIM, get it by using > | dentification Number
a (U)SIM acquisition tool such as ForensicSIM :
Toolkit - %> |ssuer Identifier Number
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Internatlonal Moblle Equlpmen

C HFI

Ide ntifier (IMEI) .:__;_:_-,.: "'7""""'""-'-1::1;-- ] i

&
st Create new contact

J IMEI is a 15-digit number that
indicates the manufacturer,
model type, and country of

> Add to a contact

E sendsms

.3 *
approval for GSM devices o | IME]
; 4 ¢ | 1 ’ 2 | 358967062795883
First eight digits, known as the | &
3589670627958
Type Allocation Code (TAC), 4 5 6
give the model and origin
Z 8 ®
For powered on GSM and UMTS &~
% 0

phones, the IMEI can be
obtained by keying in *#06#

__A_‘:ﬁpyright by EG-Gouncil. All Hightsﬁgﬁéﬁé&l;ﬁgprudutticm is Strictly Prc:_hii::ited.



Electronic Serial Number (ESN) CHFI

Hacking Forensic

\-omputce | NVESTIGATOR

B ESNis a unique 32-bit identifier | E R
. 5 TTTCTTIECOTL TTITITIT
recorded on a secure chipina
mobile phone by the
manufacturer

Mobile Station Information

ESN (Hex): Ox801599A1
28-01415585
MCC: 0

W The first 8-14 bits identify the | [SARCESS

manufacturer, and the MCC:

remaining bits identify the S \1sD1: 0000009233

assigned serial number Slot Class: Slotted

Slot Cycle Index:
Protocol Revision:

Band Class:

MS Operating Mode:

Max EIRP (dBll):
Registration Type:
QPCH Supported:

Enhanced RC Support:
Min Power Control Step:

1

7 (1S-2000-A)

Us Cell Us PC9
COMA COMA
-7 -7
Timer Based

Yes

Yes

0.25 d8

Copyright © by EG-Gouncil. All Rights Reserved. Reproduction is Strictly Prohibited.



SIM Cloning C|HFI

Hacking Forensic

Computer] 1 VESTIGATOR

J Duplicating a SIM card for further investigation in order to avoid accidental tampering
of original SIM data

SIM Cloning Tool - MOBILedit Prerequisites:

€  SIM card Reader
2 Blank SIM card or Super SIM card

2 SIM cloning software

SIM Cloning Tools

2  SIMIFOR ASC - SIM Cloner
(http://www.forensicts.co.uk)

(P

001Micron Data Recovery
(http://www.simrecovery.com/)

http://www.mobiledit.com
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SIM Data Acquisition Tools

MOBILedit

HFI

H wking Forensic

Computer
PUSTY  InvESTIGATOR

SIM Explorer

(] SIM Explorer

Fule Record Wiew 5SIM  Readers Imls Help
= o 2 &R =
Find Eile Sequnty Codes
& Connected Devices Dekart Smart Card Reader 0 - | oc2F06 [ EF_ARR )
Hokia 5530 Kpress - WeAFO0 | MF )
Y s MOBIiLeadit h T Ef oarus ( er_irr ::: :z:ﬂj
b K (E )
< uir FORENSIC B oares (er.cp) k| Aom 2
%" Drafts ﬁ I@F0S { EFFL ) Activate HEY
B Filer 2 0002 Deactivate HEV
3 MMS Inba Investigate Mobile Phones L1 OXIFL0 ( OF_TELECOM )
ey with the Most Popular Tool i) 0XPF20 { DF_GSM )
Phists Vakwsr i. Pﬁ:i:;:-'-z ¥l g HFF2L ( DF_DCS1800 )
M. Storm , s DTF4A
%«5 = f"wﬂ:” 5 _j; ADFO [FROXIMUS USIM) N Dt
Ferensic Reponts = fosks @ Toolkit Application 1 80 01 03 A4 0 83 01 08 95 01 08 80 01 7€ 97 00 FF FF FFF...
5 5TM card (Read- 2 80 01 01 90 00 80 01 7E 97 00 FF FF FF FF FF FF FF FF FF FF...
i g Cases : 3 80 01 7F 97 00 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF..,
3] Hex Dump Description value 4 80 01 01 90 00 80 01 0F A4 06 83 01 OB 95 01 08 B0 01 7C ...
B Pholo Ve File 10 Ox2F06 5 80 01 01 90 00 80 01 02 A4 06 83 01 01 95 01 08 B0 0L 7C ...
W Fanec Repests Parent Ox3FD0 § 80 01 01 A4 06 83 01 0A 95 01 08 80 01 02 A4 06 83 01 08 9...
- EF ARR ID 0¥2FDS 7 80 01 03 A4 06 83 01 01 95 01 08 B0 01 7C 97 00 FF FF FF F...
O Ermin s EF_ARR rule number 2 8 800101 A4 0683 01 0A 55 01 05 80 01 02 A4 06 83 01 08 5...
File type 4 [Warking EF) 4 A001 03 A4 06 83 01 08 95 01 08 80 01 7C 97 00 84 01 88 A...
File struct 1 [umear fixed file)
File ziza 286 byte[s)
Record length 32 byte(s)
Contants Arcess rule refera...
Retivate CAP HLBA Hash: &4 36 2CE9AEES S1 1B CB 6B EL FS 16 0 D5 B3 F5 19 ED 15 ATR: 38 F- %4 Q0 FF COOA 1F 47 B0 21 ED 73 F6 21 1:

http://www.mobiledit.com

http://www.dekart.com
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SIM Data Acquisition Tools

(Cont’d)

-

5

Cellebrite UFED Logical
Analyzer

http://www.cellebrite.com

AccessData Mobile Phone
Examiner (MPE) Plus

http://accessdata.com

MOBILedit! Forensic

http://www.mobiledit.com

EnCase Forensic

https://www.guidancesoftware.com

Paraben’s SIM-Card Seizure

https://www.paraben.com

il

_,.@

¥y

4
J u i K

)

Compuler

Data Pilot Secure View Kit
http://www.datapilot.com

SIMIFOR

http://www.forensicts.co.uk

USIM Detective

http://www.gquantag.com

SIM Explorer

http://www.dekart.com

SIM Card Data Recovery

http://www.datadoctor.in

HFI

Hacking Forensic
| NVESTIGATOR
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SIM Forensic Analysis Tools C/HFI

e
;-

=
@

"

[

SIMIS 2.0

http://www.crownhillmobile.com

SIMIS 3G

http://www.crownhillmobile.com

SIMulate

http://www.crownhillmobile.com

SIMXtractor

http://www.cyberforensics.in

Hacking Forensic

Lompulcrl 1 VESTIGATOR

k,r') " Last SIM Details

http://lastsimdetails.blogspot.in

L ——

SIM Brush
https://code.google.com

ﬁ@i USIM detective

m___- http://www.quantag.com

SIMQuery

http://vidstrom.net
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Logical Acquisition C|HFI

Hacking Forensi
| NVESTIGATOR

Logical acquisition involves creating a bit-by-bit
copy of logical storage of mobile phone

Logical storage includes data stored within mobile
files and directories

Mobile data is extracted through mobile device’s OS,
using a known set of commands
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Android Logical Acquisition Using

C/HFI

Hacking Forensic

Computer] 1 VESTIGATOR

MOBILedit

ok

ke MOBILedit! Forensic Lite - [o N

File [Edit View Dewice Help |
wl Connect mobile device - - =5 B €« X B
: Back Imiport Export Backup Connect HRead Settings | 5IM Clone
to the forensics

Workstation through NEWTeEl[olsl  LGE LG-E405 (Read-Only)
USB

@ Start Manufacturer:  LGE
3 Model: LG-E405
wl Launch MOBILedit 5. o e S
E Connected Devi... Phone time: 1/6/2015 233:53 PM
. : i - u LGE LG-E405 (Read-Only) IMEL 353111052840119
wl Logical extraction of 8 Phonebook Software revision: 236 (10)
L Call Logs Connected wia: fl:::ir:.rcc-mpelmn.n'lelmnneﬂnr
. 125
data will be performed © Messages iy e N
. (@ Applications o
automatically I & By ® Messages

[h Media

U User Files D -
P MMS ) Media ‘EJ

m Calendar

= ] -
v [ SIM card (Read-Only) [ — ﬁ & ﬁ User Files

mg 5M Phonebook
2:33:53 PM MMS 5IM card (Rea... &

1/6/2015
& Cases £991130140...
4041340264...

ﬁ'l
Hex Dump 17}

o -

Attp://www.mobifedit.com

g [
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Additional Logical Acquisition

Tools

UFED Logical Analyzer

Source: www.cellebrite.com

Oxygen Forensic’

Suite
(al=12014

"1 SmantEarensics for Smart Phones

Oxygen Forensic® Extractor

Source: www.oxygen-forensic.com

C/HFI

Hacking Forensic

COmPULETE | NVESTIGATOR

m' -

= r. -
qml-HHHHH

XRY LOGICAL Paraben Device Seizure

Source: www.msab.com Source: www.paraben.com

DATADPILOT @) MPE+

Mobile Phone Examiner Plus

DataPilot Mobile Phone Examiner Plus
Source: www.datapilot.com Source: www.accessdata.com
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Physical Acquisition C|HFI

Hacking Forensi
| NVESTIGATOR

- Physical acquisition involves creating a bit-by-bit copy of
data stored in the internal flash memory of mobile phone

J It extracts maximum amount of data directly from the
mobile device’s flash memory(s)

J It can also extract hidden or deleted data from flash memories

J ltis the most difficult extraction as manufacturers of mobile devices
often do not allows arbitrary reading of the device’s memory

Physical Extraction Techniques:

J Physical extraction using forensics tools such as:

© ViaExtract © XRY Physical © UFED Physical Analyzer
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Physical Acquisition Using

Oxygen Forensic Detective

J Launch Oxygen Forensic Detective

- Connect mobile device to the forensics workstation through USB

J Perform physical acquisition using Oxygen Forensic Suite
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Hacking Forensic
INVESTIGATOR

File System Acquisition | ( HFI

Computer

J Logical acquisition cannot help in extracting
deleted data from the file and directory of

mobile phone

J File system acquisition helps in recovering and
extracting deleted data

J Moreover, the file system acquisition shows
file structure, application data, and web
artifacts available in the mobile
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File System Ecqulsltlon Us'i‘ng

Oxygen Forensu: Detectwe

L
- ¥ ++

d Launch Oxygen Forensic Detective
. Connect mobile device to the forensics workstation through USB

d Perform file system acquisition using Oxygen Forensic Suite
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Hacking Forensi
| NVESTIGATOR

File Carving C|HFI

w File carving involves recovering deleted or hidden data fromm mobile phones

wl Persons involved in the incident may delete certain data, and wipe out potential
evidence from the mobile phone

wl You should try to recover such deleted data for forensic analysis

Use file carving tools to recover:

2 Keyboard caches 2 Map tiles from maps application
@ Deleted photos 2 Cached, and deleted email
messages
2 Browser cache items and other 8 cMc b :
. Ll = - messages with timestamp
= :
= (Call history data @ Deleted voicemails
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File Carving Using Forensic

HFI

H wking Forensic
| NVESTIGATOR

Computer

Explorer

Forensic Explorer v2.9.4(3776) [Evaluation] Case: Forensic Analysis | = | a -

i : : ﬁEvidence "lé Syste... {pﬂeywurdﬁ plndex Sear... Eul:-kmurkE-... D Reports gﬁcripm ﬁ;ﬁegiﬂw @'Email
J Forensic Explorer m R %_\ S @ O 0 G mag P &

Recover Signature shadow Analysis = Toolk « Hash Hash Create Cpen " FEX Uhser

rECDUE rs a n d a n a I VZES Folders Analysis Ca“ Mo Lnk Files Match Hash Set MD Motepad  Caloulator  popgers Gulde
. Amabsis | ook J§  Hashino _____J _ WindowsShorteuts | FEXFolders ]

hidden system files, | e [

: File List D Gollery View [ Disk View

. ' Bl Foiders A [ ] e List -
deleted files, slack space, | B ere IRBIEE & e e Yo
=t [ I:l E Forensc Analyss (1) [(UTC-08:00) Pacific Time (US & Canada)] Efename Extension  Flags Path
an CI und I I{]CE] tE Cl CI U St ers 5 £ 1 [ LG Devies Image.ED [NO NAME] (E) [Local Time] L] 1018 % Carved Text_2054014.tt ot LG Device Image. EC A
[ 1™, File Carve (1882) O 10139 %, Carved_Text_2054013.txt tt LG Devics Image. EC
s Orphaned (0) O 020 %, Carved_Text_2053996, bit bt LG Device Image. EC
E | =- [ Raot [15] OO w021 % Carved_IPG_2054016.jpg irg LG Dewice Image.EC
| C: [ .android_secure (2) 1 w22 Carved PG _M054212.ipg irg LG Device Imags.EQ
—l Data carvi ng types ' #- [ [ = android (3) [ ] 1023 (™ Carved JPG_2054272.jpg | jpg LG Device Image.EQ
# O pam(3) OO0 024 %, Carved _JPG_2054080.jpg ipg LG Device Image. EC
Su p p.D rte d = #- [x[] 70 download (3) [0 1025 “, Carved Text 1738656, txt bt LG Dievice Imags.EC
: # O Forarsics [3) [0 1026 " Carved Text 1734412, but Exct LG Device Imags.EC ¥
| 4 111 >

Cr [ 2 vosTor ()
Cx [ = Motfications {3)

@ (Cluster based file | gD

1882 Htemns

LG Device Image.ED0T [NO NAMEDFile CarvetCarved_IPG_20542 74, 1pg

- ) o 1 7 - = o
- | = O[] Whateaon .ul:! TSR HITT A RarT Data Type alLs
carvi ng L[ 7y Externalsn (2) onoo-0003 | E0 00 10 | &. . it -1 A
| oO0D:O00E | 4A 46 43 | JEI || uint3 253
| oao0:o0as 4 00 01 | E.. t| inkla -5885
& pooo-ooac | o1 oa oa | ... | seee
: : 0000:000F |01 00 01 ... 1l ——
= Sector based file carving | i | o0 oo 57| 3 sai03%s:
: poo0:0018 | DB oo 43 [d.c LS 371903015 t
3 0000:0018 |00 OF 04 [ ... <11l < 1 5
e B\ftE based file carvin | e s G2 LG Device Image.E01 [NO NAI
St g : = Text [ Bookmark .. BytePlot 55 Di = Fiesystem,.. |= FigMated 5 Eia Buban
File Carve Checked D of 3652 | |2 7 i S el Liohite s e  prmne -
Case: Forensic Analysis . Running Processes: 0 _r_l

http://www. forensicexplarer.com
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iPhone File Carving Using

Computer

0 Hacking Forensic
INVESTIGATOR

Scalpel Tool

Scalpel is a file carving, and indexing application that runs on Linux and
Windows

https:};fgfthub.mm |
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File Carving Tools HFI

l."]]'l LT
P T —

Phone Image Carver Blade® Professional v1

: - 0
W IS L File Tools Categones  Help
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Computer

Hacking Forensic
| NVESTIGATOR

SOLite Database Extraction

Mobile phones use SQLite database files to store information such as
address book contacts, SMS messages, email messages, and other

sensitive information

T

\ N
N . WL
s, Sa . Y

i d

K l"H'|"--—--"'-'f ;

These SQLite database files need to be extracted and analyzed forensically
in order to find potential evidence

Extract SQLite database files with SQLite browsing tools

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.




Forensic Analysis of SQLite

C/HFI

H wking Forensic

C 1
ompuler | WVESTIGATOR

Database Using Andriller

EPIL T PR TR L TR SEREE. REERE EREE 1 R e k. ke

Andriller 2.3.6 - Android Forensic Tools
i | Connect the dE‘VlCE‘ tD fﬂrensics File Decoders Decrypt Lockscreens ADB Tools Help

workstation ————————— AndTr Lo

=

QOutput Location (Decoders / Extraction)

| Qutput C:\Users\Administrator\Desktoplandriller

J Explore and analyze the SQLite files from

mobile phone with Andriller Android Data Extraction
[ Check [Check if a device is connected]
F '”égf

| Open REPDRT html in browser
__' Use ABE method (ignore root)

90000000000 0000000000 Qunrhraniead Arrainte 0000000000000 0000000 A

&E}i L T A com.lge.sync: LG Mobile Sync
Yy [(+: com.google: rini @gmail.com
o3 b com.whatsapp: WhatsApp

CR-R-E-R-R-R-R-E-F-E-F-E-E-L-F-1-1-5-] D-ﬂtﬂ E:.:tr-actinn -._|.ia Rﬂﬂt [-A-E-R-1-E-3-F-2-F-E-2-2-2-2-5-1-F-4-1-J

EmailProvider.db (MD5:ca55bc9586085526388d5326989a19515)
EmailProviderBody.db (MD5:293a22093d988562e882192476¢53b57)

settings.db (MD5:¥42¢cc248b56225d9@26a582Fbe8185da)
contacts2.db (MD5:2b5@1e@ald22569986d4Belfase73247) L
mmssms .db (MD5:8c340914572848e7382da2c@f9728be8) e
ia . db (MD5:72fFadc56f3e@d8cdlSdccbocfalcB4an)
wa.db-journal (MD5:d41d8cd98F02b204e9820998ecfB8427e)
isgstore.db (MD5:86be8434197892bFfFf93b263294571385)
sgstore.db-journal (MDS:d41d8cd98f@@b2e4298R0998ecFB427e)
Key (MD5:534d77ed4c39ccfldecde2f7fbfacadab)
jebview.db (MD5:483d24a2916F42888c115de7ab474a72)

packages.list (MDS5:e62bbc15822d9882128278c383215¢c8a)
accounts.xml (MD5:28a8ced496a8989ea@7%e18a39fbedf7a)

| [lgesture.key (MD5:d41d8cd98f0@b2042980@998ecf8427e)
| [ |password.key (MD5:d41dB8cd98f08b204e9800998ecf8427e) i
Clear Log Save Log
| Finished Days left: 17
|
https://andriller.com
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SQLite Database Browsing Tools: |'| Fi

Oxygen Forensics SQLite Viewer e

SQLite Viewer allows forensic investigators to explore the database files with the
following extensions: .sqlite, .sqlite3, .sqlitedb, .db, and .db3

] msgstore.db - Oxygen Forensic® SOLite Viewer |;|£-
File Toaols Service Help
¥ Onan = il Recover deleted recards | | EEW: ) Print ~ [_.—| Column slisses _{j:';,.-:pﬁun: ifJ bep
o | Tt Ef Tabledata | BB Tablestruchuere  [il] Blocks containing deleted data B oL editor =ra L
[ FE'.I:I chat kst {100 S = _id ey _remaobe_jd by _from_me data ~ ke Type Wl
v El_'*'ﬂ proup_partidpants (0/0) || 1 [ 1 -1 ] Original value  Hi.did u_
M BT meda_refs [0/0) 2 ¥ 1 91 < TRIAL >NXKNHKE 1 -
3 |« 12 Y 2 TRULAL 3 1 i | UnF-a Hi...ddu... |
N rec=ipks (0/0) 4 [ 1w a1 &< TRLAL =000 i C<TRIAL = i | Unicode (UTF-16... BIOOHR"..
M BT sqite_ssqusnce (200 B [z e 2-<TRIAL 3300000 1 :| | Unicode (UTF-16... BECIZML...
Tl Al Deleted Cata & [ 4 a3 12 TRIAL =000000 1 His mobile might contain very important sengitive nfar<T.., | | -
r O 9] - TRIAL =000 0 [ am working on i, will wTRIAL = O00O00Oonooonionn.,, 1 | OLE Avtomation ... <O
8 [+ = R 2 TRIAL =Xy il [ m finding posshie <TRIAL =000 i| | Urix Epodh Time
g [« & a1 2= TRLAL =500 1] Il ghee d <TRIAL =300 1| | U Epoah Time,
in [+ @ a1 2=TRIAL =N000000 1 Dk keep warking. < TRIAL =000 1| | 0% ¥ Epoch Time
11 ¥ & a] E=TRLAL =000000 n 1 fimd & way to soc< TRIAL > 000000 i | HackBearry Time
12 |£ 7 a] S TRIAL =300 1 YRS Yes...| am. How abt d m<TRIAL > 000000, .. i Chreese Time
Symibian Epach ..
Y
Uresigned-3
Sigred-B
r . 31| Unsigned-15
Signed-16
A-p-a-@-HO-GBE s Rl
Hi...did v find & way to heack into his mocbile? Sgned-22
* Signed-64 B
.
Single
Cowible o,
ey
Uuenoaded FHEED P...
Basefs o= ede =,
| Trial access, 30 days left File bype sqlite File size: TG EB Tables: & Table tems: 12 - - 14 fi

http://www.oxygen-forensic.com
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SQLite Database Browsing Tools | C|HFI

Hacking Forensic
| NVESTIGATOR

DB Browser for SQLite X-plore

(http://www.lonelycatgames.com/?app=

(http://sqlitebrowser.org)
xplore)

[ — \ 4\ o
SQLitePlus Explorer SQLlLite Viewer
(http://www.eztools- (http://www.totalcmd.net/plugring/sqlitevie
software.com/Tools/sqliteplus/default.asp) wer.html)
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Android Forensic Analysis C|HFI

| NVESTIGATOR

J After logical, physical, and file system acquisition, forensic examination and analysis is
carried out on the extracted data

J It involves finding out source of evidence from information obtained by extraction

The forensics examiner should investigate:

® Mobile phone data artifacts such as contacts,
call history, browser, SMS/MMS, and

geolocation

OXYGEN
* FORENSICS

Helping good people lo make this world safer

® Raw data artifacts

@ Timeline of activities

https://www.oxygen-forensic.com
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iPhone Data Extraction C[HFI

g orens
| NVESTIGATOR

J Investigators can adopt three ways to
extract iPhone data in order to analyze it
forensically

©  Create a physical memory image of the
IPhone data using forensics tools such as
Cellebrite, XRY, Lantern, Elcomsoft, MPE,
Zdziarski, etc.

O Create file System dump using forensics
tools such as Cellebrite, Blacklight, Oxygen
or XRY

©  Creates iPhone backup using iCloud or
I”Tunes

.................

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.



C/HFI

Hacking Forensic
| NVESTIGATOR

iPhone Data Acquisition Tools

Compuler

Lantern

http://katanaforensics.com

UFED Touch2

http://www.cellebrite.com

Aceso

http://www.radio-tactics.com

~  Mobilyze
B http://www.blackbagtech.com

&N SECLII‘E\:(IEW | | | Athena o

= http://mobileforensics.s usteen.com IHIHIMININ] http://www.radio-tactics.com
|| A LLITE ) / \ ) ) )

j ga NowSecure Forensics @ Elcomsoft iOS Forensic Toolkit
Ao https://www.nowsecure.com/forensics E" https://www.elcomsoft.com/eift.html|

[/ =%  MOBILedit | & 5 IXAM

f— t http://www.mobiledit.com i ' - http://www.ixam-forensics.com

LI i
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iPhone Forensic Analysis Using the

C/HFI

Hacking Forensic
| NVESTIGATOR

Computer

Oxygen Forensics Detective

% Cygen Forensic® Suite 2015 Analyst =" L n

J Perform iPhone forensic —

= [galgeaces b o« "7 FieBrowser b Selscied I fokiers B s

analysis using the Oxygen S e

= " Informabion i H Solected foldars) F 5 Irages _jl Audioc ™ \Videos | ) Documents (0 Database fles ) Other flas (&) Geo files
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e e R
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= el T I EC
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Computer Hacking Forensic

| NVESTIGATOR

Examination and Analysis

During forensic analysis, the investigator
should try to find all the information that
may help in solving the case

7

[

Forensic examination and analysis helps in
revealing potential evidence and uncovering
useful information related to the crime

)
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Generating Investigation Report | C|HFI

Hacking Forensic
| NVESTIGATOR

Computer

J The results obtained in all the steps of forensics process needs to be presented in a prescribed
standard format

J A forensics report should include the complete forensics investigation process followed along
with supporting documents such as photographs, notes, and signatures of specialists

J Aforensics tool is used to prepare reports to present the forensics result in a prescribed format

FORENSIC EXAMINER PROCESSING NOTES: SGT. David B. Smith (5555)
FORENSIC CASE NUMBER: 99-03-333-A
REQUESTER: TFC. Brian Jones
State Police Auto Theft Unit (310-288-8433)
OFFENSE: Auto Theft, Forgery
CASE NUMBER: 01-39-00333
RECEIVED: March 19, 1999
OPENED: March 24, 1999
COMPLETED: April 19, 1999
FORENSIC HOURS: 40 hours |
OS EXAMINED: Microsoft® Windows® 98 t
FILE SYSTEM: [FAT32]
DATA ANALYZED: 71782 MB
Evidence Description: Item 1: One Gateway Solo® 9100 Notebook Computer,
Serial Number 555-Z3025-00-002-0433. .;
Action Taken:
:
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Mobile Forensics Report

C/HFI

Hacking Forensic
| NVESTIGATOR

Compuler

Template

The mobile forensics report should contain:

} 2 Summary 2 Mobile Subscriber International 2 MMS
ISDN Number (MSISDN
- 2 Objectives g { } 2 International Mobile
= ircui Subscriber Identity (IMSI
- 2 Date and time the incident :Téilgé?md eIk 2D Vil }
| allegedly occurred 2 Mobile Country Code (MCC)
- , ,
2 Date and time the incident was @ Service Provider Name (SPN) 2 Mobile Network Code (MNC)
reported to agency personnel - - Al
P gency p ® Abbreviated dialing numbers ® Mobile Subscriber
2 Name of the person or persons @ Last Numbers received ldentification Number (MSIN)
reporting the incident - , ,
® |ast Numbers dialed = Preservation of the evidence
2 Examination start date and time e | tigative techni
| B @& Missed calls 2 Investigative techniques
2 The physical condition of the e Too 4 for th it
phone 2 Short Message Services (SMS) ~ 10055 Usediorineacquisition
- s
2 Photos of the phone and 2 Calendar entries = Tools used for the examination
individual components a ot " ’ " 2 Data found during the
- otographs stored in the inati
2 Phone status when received handset paatici el
turned on or off 2 Notes from peer review
€ Video stored in the handset
2 Make and Model 2 Supporting expert opinion
2 Smart Media/ Compact Flash
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Sample Mobile Forensic Analysis H El
Worksheet ol LLE

| GASE MUMBER : DATE:

| Dveparty Tug #: Beguacind By
Iz the Batbery Dead or in need af Chargirsg 7 YES WO

Pcturs Phone? YES

Cable Availabls? YES

Fosssred OMNT YES
PiM Prodsetesd ™
PN [ P - YES

Aarplane Mode | Radic O YES

CELL PHOME MUMEBER: Ohamne:

& 6|8 |8 B

Direct Connect Murmber (IDEMN) Nz ufac i rer

Bereme Provider Model;

FCCID & Serial Number

BEN (L1 b |

NOTES:

DRT'
E;-ddd pciztion ICCID: SiM Clone Croated? ¥ M
P L i e
mr

2™ s CARD: YES NO
Mot o4 ICCID: SiM Clone Creasted? ¥ N

DATA EXPANSKON CARD: YEE ND
Mo el Coerial #:

Data Dump

r Fhapne Mam ory Contacts: | SMS'MMS | iImages & Ring Calendar Call Logicall
——— Hovies [ Tom: Logs | FPhyses

Cellebrite:
Paraben.
Datapilot:
iDen Tosodks:

IET Camera Sysiem:
(ether

Mobes:

DATA DUMP AMALYSIS? YES NO ENCASE FTK

Exammer [ade | Tome of Exam:

Warrant Consent Oiuemr= GS iDEM

Regquire Manual Information Extraction 7 YES HNO
DOrid it appear that e CELL acquired any cedl boweers during

the examinationy YES NO
Dvid the CELL recesve any calls during the examina®on?

http://ccf.cs.uml.edu YES NO
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Cellebrite UFED Touch Sambple
o C|HFI

Mobile Forensics Rep ort Snapshot compute] i ron

J UFED Touch is a mobile forensics solution enabling investigators to extract, decode, and analyze
evidentiary data in a forensically sound manner from a wide range of mobile devices

Phone Examination Report Properties

Cabrrted Manufaetigter Capm ugmeg 5

Salacted Model | 670205 Sameung Gotary Mege 6.3

T caguy -
rtum-;,}:;"i-,hmi ...... : .h”u}? .........................................................
[ Radsion (422 00 soscuoe

BCCIL __*.:'H-{' OOl a
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Module Summary C/HFI

Hacking Forensic
| NVESTIGATOR

Compuler

J Mobile phone forensics is the science of recovering digital evidence from
a mobile phone under forensically sound conditions

L

Diversity in the mobile OS architecture may impact forensic analysis process

L

Knowledge of mobile OS booting process helps investigators to gain lower level access

- Mobile storage and evidence locations include: internal memory, SIM card, and external
memory

d Identifying cell phone brand, model, OS, and network service provider assists in choosing an
appropriate forensics tool for data acquisition

1 Rooting/Jailbreaking provides privileged control (known as "root access") within device’s
subsystem, enabling data acquisition

1 Standard tools such as Cellebrite UFED Touch can be used to prepare mobile forensics report
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