Investigating Email Crimes
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—>  After successfully completing this module, you will be able to: —

1

Understand Email System, Email Clients and Email Servers, along with their characteristics

Understand the importance of electronic records management

Describe the components of an Email message

List Common Headers and X-Headers I

Review the steps to investigate email crimes and violations I

List all the email forensics tools

Discuss about the U.S. Law against email crime: CAN-SPAM act and its characteristics | I
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An e-mail system encompasses of the servers that send and receive e-mails on the
network, along with the e-mail clients that allow users to view and compose messages

Email systems are based on a client-server architecture

The mail is sent from the client to a central server, which then reroutes the mail to
its intended destination

E-mail Server E-mail Server
Bob’s ISP Alice’s ISP

SMTP

-IIIIII-IIIII*

SMTP

-III--IIIIIII*

POP3/IMAP

-IIIIIIIIIIII*

Bob’s Laptop Alice’s Laptop
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An e-mail client, also known as a mail user agent (MUA), is a computer program
meant for accessing and managing emails

E-mail clients perform the following functions:

J Display all the messages in a user’s inbox. The message header typically shows the date, time,
subject of the mail, sender of the mail, and the mail’s size

J Allows the user to select a message and access the data in the message

J Allows the user to create e-mails and send them to others

J Allows the user to send file attachments with the message and can also save any attachments
received in other messages

Most commonly used email clients:

J Standalone - Microsoft Outlook and Thunderbird

J Waeb-based - Gmail and Yahoo! Mail
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An e-mail server connects to and serves several e-mail clients

An e-mail server works in the following ways:
J An e-mail server has a number of e-mail accounts; typically each person has one account

J The server maintains a text file for each account. This text file contains all the messages for that
account

J Whenever a user clicks the Send button in his or her e-mail client, the client connects to the e-mail

server and passes the message and its accompanying information (including the sender and receiver)
to the server

J The server formats that information and attaches it to the bottom of the receiving user’s .txt file. The
server also saves the time, date of receipt, and subject line into the .txt file

J If the users want to view the messages using e-mail applications, then he or she has to send a request
to the server via the e-mail client application

An e-mail server comprises of 3 components:
@ POP3
& SMTP
e IMAP
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Simple Mail Transfer Protocol (SMTP) is an Internet protocol for transmitting e-mail over IP networks
The SMTP servers listen on port 25 and handle all outgoing e-mails

When a user sends an e-mail, the sender’s host SMTP server interacts with the receiver’s host SMTP server

E B & E

Consider an example where a user has an account with myicc.com, and he or she wants to send a mail to
john@mybird.com through a client such as Microsoft Outlook

The procedure works as follows:
© When the user clicks on the Send button, Outlook connects to the server of myicc.com via port 25
© The client notifies the SMTP server about the sender’s address, recipient’s address, and body of the message
© The SMTP server breaks the recipient’s address into the following parts:
¢  Therecipient’'s name (john)
2  Thedomain name (mybird.com)

© The SMTP server contacts the DNS (Domain Name Service) server and queries about the IP address of the SMTP server for
mybird.com

& The SMTP server from myicc.com connects to the SMTP server for mybird.com using port 25 and sends the message to it.
The SMTP server at mybird.com receives the message and transfers it to the POP3 server

.............................................................

Receiver

K,
K,
o

.................................................... F
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Post Office Protocol version 3 (POP3) Server

. POP3 is an Internet protocol, which is used to retrieve e-mails from a mail server

. A POP3 server handles incoming mails

J The server contains one text file for each e-mail account

J The POP3 server acts as an intermediary between the e-mail client and the text file

J When a message arrives, the POP3 server appends that message to the bottom of the
recipient’s text file, which can be retrieved by the e-mail client at any preferred time

J An e-mail client connects with a POP3 server via port 110

J The POP3 downloads the emails to a single device (computer, tablet, smartphone, etc.)
and then usually deletes it from the server

- Drawback of POP3 is that the emails can be accessed only from one device

Wh‘ TR
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Internet Message Access Protocol (IMAP) Server

Internet Message Access Protocol (IMAP) is an Internet protocol, which is designed for
accessing e-mail on a mail server

IMAP servers are similar to POP3 servers, as it handles all the incoming mails like POP3

An e-mail client connects to an IMAP server via port 143

Unlike POP3, this protocol keeps e-mails on the server even after the user has already
downloaded them, thus enabling the user to use multiple devices to check the email

In IMAP, the user can also arrange e-mails into folders and store the folders on the server
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Electronic records management is the branch of management sciences, which is responsible for
the efficient and systematic control over the process of creation, receipt, maintenance, use and
disposition of electronic records, including the processes for capturing and maintaining digital
evidences and information for legal, fiscal, administrative, and other business purposes

Importance of electronic records management:

It helps in non-repudiation of electronic communication so that no-one can deny being
the source of a particular communication

It acts as a deterrent for abusive and indecent materials in e-mail messages

It helps in the investigation and prosecution of e-mail crimes
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J E-mail has become the most preferred method of communication because of its
ease of use and speed. But this has also made e-mail a powerful tool for criminal
activities.

-} E-mail crime can be categorized in two ways:

J  Crimes committed by sending -  Crimes supported by e-mails
e-mails
@ |dentity Fraud
€ Spamming
© Cyber-stalking
@ Phishing
© Child pornography

@ Mail bombing
© Child abduction

Mail storms

L e R R T N
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A chat room is a website or part of a website where a number of users,
often with common interests, can communicate in real time

Chat rooms are being increasingly used in a variety of crimes such as child
pornography, cyber stalking, and identity thefts

They are a regular feature of different adult sites and are extensively used
to disseminate obscene materials over Internet

They can also be used as a social engineering tool to collect information
for committing several other crimes
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An email message is composed of three parts:

1. Header

2 E-mail headers contain information about the e-
mail origin such as the address from where it

came, the routing, time of the message, and the Subject: when can we meet?

subject line Date: Mon, 28, Aug 2015 10:04:22 05003 Hoad @r
From: alvernja@alverno.edu

S Some of the header information that is usually T
important to a technician is kept hidden by the
email software When can we get together to work on our project? | am
- Examples include TL‘.I, CC, BCC, FI'L'.II'T‘I, Message-ld, av;ilahle any time this week a;ter S:D?dli‘ih;. But | do h:.rfe some
: : e other appointments next week. | would like to meet before we |5 Body
REPW TD’ Sender’ SUbJECt’ MIME VEI‘SIDH, Prlﬂrlw’ have our next class, so email me and let me know what would
etc. work for you.
Thanks!
2. Body
Body contains the actual message Jane A. Alverno s
........................................................................................................................ _‘:’;‘. |gna ure

Student, Alverno College

3. Signature

Provides information to the recipients about the
identity or designation of the senders. Email programs
can be set to enter this line automatically on all the
emails sent
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ple.png - | de” X/ M) https://mail.google.com/: X

C £ https://mail.google.com/mail

Delivered-To: juliannejadel23@gmail.com
Recelved: by 10.25.143.148 with SMTP i1d rld42cspl5151311fd;
Sat, 12 Mar 2016 ©3:32:06 -8880 (P5T)
X-Received: by 10.107.198.133 with SMTP id wl27mrl4742654i0f.58.1457782326349;
Sat, 12 Mar 2016 93:32:86 -280@ (PST)
Return-Path: <3Nf7jVhk)AH4fcpkgn.dgykpivap.ghhkekcniockn.eqo@doclist.bounces,google, com>
Received: from mail-i0@-x248.google.com (mail-io@-x248.google.com. [26@7:¥f8b0:4001:c@6::248])
by mx.google.com with ESMTPS id k98si16073806i0i.57.2016.83.12.93.32.05
for <juliannejadel23@gmail.com>
(version=TLS1 2 cipher=ECDHE-RSA-AES128-GCM-SHA256 bits=128/128);
Sat, 12 Mar 2016 03:32:06 -0800 (PST)
Received-SPF: pass (google.com: domain of 3Nf7jVhkIAHdfcpkgn.dgvkpivgp.ghhkekcniockn.eqo@doclist.bounces.goocgle.com
designates 2607:f8b0:4001:c06::248 as permitted sender) client-ip=2607:78b@:4001:c06::248;
Authentication-Results: mx.google.com;
spf=pass (google.com: domain of 3Nf7jVhkJAH4fcpkgn.dgykpivqp.ghhkekcniockn.eqo@doclist.bounces.google.com designates
2607 :f8b@:4001:cP6: : 248 as permitted sender)
smtp.mailfrom=3Nf7iVhkJAHdfcpkgn.dgykpivqp.ghhkekcniockn.eqo@doclist.bounces.google.com;
dkim=pass header.i=@gmail.com;
dmarc=pass (p=NONE dis=NONE) header.from=gmail.com
Received: by mail-io@-x248.google.com with SMTP id z76s50233321001i0f.1
for <juliannejadel23ggmail.com>; Sat, 12 Mar 2016 €3:32:05 -@8ee@ (PST)
DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed;
d=gmail.com; s5=20120113;
h=mime-version:reply-to:references:message-id:date:subject:from:to;
bh=1aDa8kcbKWSkkdh3kBufiXTgkR116rwPMtKuwBmSoXg=;
b=@8ruf6jlslcpvuldeIMnHLO9mdalV/1IypPHDMAUpFfBjdhhhrRUGdcz7qQ+sHe@lgdTg
ythFzT43LpRHLGEZ02SWXwSaeCKo6/rMOx0ID304K585Mi6+p7 LYDSSDMPETKFVV/FGA
TK7PYphgyiOVzGe0ZegROx/IFfdfn8g9RB6I7PQ+KkX/ /1m/y3mParGatx6GBS/igPzEmo
qQrrZMOIelW3AVMXDLIIWT73ZzPMHZIPb1tMNfgAralsrRTEFFHKk 3pe /9+USUswamhs JN8
2AalkoLGt48xu7aTOl+47ahIS5MBV+z TRPNDAsYBoM7dVaXXfcX0Oco/eonZWXdd5nhi
Mrugs=
X-Google-DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed;
d=1€l0@.net; s5=20130820;
h=x-gm-message-state:mime-version:reply-to:references:message-id:date
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J X-Headers is the generic term for headers starting with a capital X and a hyphen

J The common notion is that X-headers are nonstandard and are provided for information only, and that,
conversely, any nonstandard informative header should be given a name starting with X-

Some common X-headers:
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Crimes and Violations

J E-mail systems and chat applications allow criminals to perform various malicious activities.
In such conditions, e-mail and chat history can provide clues to the identity of the criminals
and may become the evidence for solving cyber crimes

e .
.,
o1
=

Steps involved in investigating e-mail crimes and
violations:

1. Obtain a Search Warrant

2. Examine e-mail messages

3. Copy and print the e-mail messages
4. View the e-mail headers

5. Analyze the e-mail headers

6. Trace the e-mail

7. Acquire e-mail archives

8. Examine e-mail logs
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A search warrant application should include the proper language to perform on-
site examination of the suspect’s computer and the e-mail server used to send the
e-mails under investigation

Seize all computers and e-mail accounts suspected to be involved in the crime

Email accounts can be seized by just changing the existing password of the e-mail
account, either by asking the suspect his or her password or obtaining it from the
mail server
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After ratifying the e-mail crime, investigators require evidence to prove the crime and identify the
person responsible for the crime

To obtain evidence, investigators need access to the received email from victim’s computer for further
examination

As with all forensic investigations, analysis should not be done on the original data. Thus the investigator
should image the victim’s computer prior to the analysis

Then, the investigator should physically access the victim’s computer and use the same e-mail program
the victim used to read the e-mail

If required, the investigator can get the username and password from the victim and logon to the
e-mail server

If physical access to a victim’s computer is not feasible, the investigator should instruct the victim to
open and print a copy of an offending message, including the header

The header of the e-mail message has a key role in tracing the e-mail, because it contains the unique IP
address of the server that sent the message

LS S s == N =
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J An e-mail investigation can be started as soon as the offending e-mail message is copied and printed

J Some e-mail clients will allow an investigator to copy e-mail messages from the inbox folder to a
portable device

Steps to copy an e-mail message using Microsoft Outlook:

1. Insert a formatted USB key into the machine’s USB port

2. Navigate to My Computer or Windows Explorer to access the USB key

3. Open Microsoft Outlook

4. Click the folder that contains the offending message, while keeping the folders list open.
5

v‘v . Alist of messages in the selected folder will be displayed in the mid-section of the panel. Click the
message you want to copy

&

Resize the Outlook window to see both the message to be copied and the USB drive icon
7. Drag the message from the Outlook window to the USB drive icon

8. The next step after copying the e-mail message is to print it. Go to File menu =2 click Print = click
Print Options. Select the settings for printing in the Print dialog box and then click the Print button

9. You can include the printed e-mail copy in your final report
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. The e-mail header plays a vital role in forensic investigations as it holds detailed information on the
e-mail’s origin. Therefore, an investigator should successfully capture the e-mail header.
- After copying the e-mail message, the e-mail header can be retrieved. This process is different for each
e-mail program. )
-
: 0| = Ik Inbox - vs@gmail.com - Microsoft Outlook - O x
d Mﬁh;-lll.' Dplsons . @ ~ ~
e — x| | [Fingscontact - 1 Steps below are in reference to Microsoft
= : BOX 0 you can ChaEnge Sdvanced e - A1 addrets Book s - o
Gl | [ e wcncraerys | BT | ™ | o rmenaany | SpMinae] || Outlook 2010 desktop application:
e sedurity seftings - i AT, - P
4 Favorites ‘ : :
] inbay px tadpole! | w/ Launch Microsoft Outlook and open the
Y Sent e _ : | Software <donotreply@smartdraw.coms> | = | : :
3] Deleled ltems . imz:. 0 it it t 5350 fisg ! E CDD'Ed E-ITIEII' mESSEIgE
& rinimatthews@gm = | “' g_
o Proseses % i w Click Message Options icon located on the
Send lems I r ity -
SR e e e |- top-left of the screen
@ Junk f.-m.ull!_ Sermithty: o _-T_J_. e ' I i ! = . -E;
L OURDeo . L4 = . & .
S ;_ g w/ This opens a Properties window. Select the
| ,"j' s 1— 3 et e et o e ———| message header text from the Internet
| R — r headers: box, then copy and paste the text
_1.‘ 3y Parmay Lo ey, 0OM . : :
e e in any text editor and save the file
Contascts. ..

Categories Tpne

Iritermee] FeEB0ers: Drirwr ] T viSpmad, com -~
Recetved: by 10, 194, 103, 227 with SMTP i fricspd 45 155w,
=, 26 Rl 015 0= 5708 <000 (FDT)
XRecenved: by 10,66, 139, 133 veith SMTP
gy B0rmr 5595559 Lpab:, 30, 143791 1532 M-8
i, 26 Rl 2015 D=k 5700 <000 (FOT)
Rehrnath < Sy Eemantcnmy. com > bt
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& Log on to Microsoft ; % Replyall |v
Outlook.com. Click the v e Reply
received mail for which o
you would like to see " ek it

headers Detete
Message source Mark as junk

@ Click on Reply all drop- T —

Reply all

Recenved: from MAXPROTMBOUTLINDPEDO PRODOUTLOOKE.COM »
down button and ; 10.164.148.135) by My friend’s been hacked!
i ; ] PM1IPROIMBOC15.INDPRDOV.PROD.OUTLOOQK.COM (10.164.138.135)
naVlgatE tﬂ th'E' VIEW with Microsoft SMTP Mark as unread
: Server (TLS) id 15.1.403.16 via Mailbox Transport Thu, 4 Feb 2016 flag
- - =
message source Dptlﬂﬂ - 05:59:50
+0000 Print
Received: from MAXPROTCAQOS1INDPRDO.PROD.OUTLOQK.COM
B A View message source
m/ Select message headers 0.164.146.161) by ew message sou

MAXPROIMBOO1.INDPRDO1.PROD.OUTLOOK.COM
o

text from the Message 10.164.148.135) with Microsoft SMTP

= wrar T E% I 48 4 S0" 48 T i Falk S AC-E0-40 P T, L &
Server (TLS) id 15.1.396.15; Thu, 4 Feb 2016 05:59:49 +0000

i ey - B - e, e it e e ] e M3 A0 140 183 Ik
Sﬂurce bDKJ CDFJY al Id - Heceved: from mail.protection.outiook.com (23.103.140.153) by

e R nms T N ot e e e e
MAXPRUICACDBT.outlock office365.com (10.164.146.167) with

paste the text in any text - Pl

s AFE A = = e

Server (TLS) id 15.1.403.16 via Frontend Transport, Thu, 4 Feb 2016

editor and save the file ol v
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J Log on to AOL mail.
Right-click the received mail

for which you would like to
see headers

F R i I EET BATE

J Navigate to the View
Message Source option

= o § Vicld
Y

Coracts

Calsndar

]

ity Folders

J Select the message header - St -

W Saved Chats

text, copy and paste the S e above to view it here. Gogen. — O x
text in any text editor and | fGvuawid=2s:
SEUE thE fllE : k| rE':!-;-E'ir:ﬂE}F“ I ——— .3 L

{using TL5vl with cipher RC4A-5SHA (12871238 bats))
{Mo client certificate requested)
by mtaivw-mbadd. mx.s0l.com (Internet Inbound) with ESMTPS id QASSATOOOO0BA

for « ode@acl.com>; Fri, 5 Feb 2016 92:58:52 -0508 (EST)
Received: by sail-1b@-F193. google.com with SHTP id #10s018215841bb.1
| for defacl.com>; Thu, &4 Feb 2016 23:58:52 -2808 (PST)

DEIM-Signature: wvel; a=rsa-sha2sé; c=relaxed/relaxed;
degmail . com; s=2012011%;
hemime-version:date:message-id:subject: from: to: content-type;
bh=AMRgeph PvUZ aOhOGMINBEYCAZ ritGe L QE < EQdw Vi Snd= ;
= beuSnn {920 UB0BKhRIB7gOVDhasmz X 2nk X MHDCt4inY 7 IvPr s 2 7o a84Monbn JHwBVE
' MHLB0OTId  J0rMedexL ICLTL S 2qivCURE 1A007 ebvy b Bg i hjukcdhkZ f 3vaj0udayD

| UtgvaTé i kDo pHUZF htyeEL7ZzRERHNYD] f JHOBKFLb3gWa+H T YIVEbmd BE ] s Xndd Do
i SNBdnyBE ThdIsHPwYVXs@ jhlcli IHEk e My + 362/ cgryS0iaS4Gh 2 e 9 gUDAr VLA

rnzowBXbP lotUyaDC tNG2 198k Iplu7 2T dmIw hE;'SjEBSE upelgf lYOwenBdoHPOaxMd

HZage=
X-Google-DKIM-Signature: val; sersa-shalSé; cesrelaxed/relaxed;

duleld net) s=20130829;

h=x-gu-message-state:mime-version:date:message-id:subject: from:to
icontent-Type;

bh=AMdgaph M wUZalhOGM INBEYCAZ riGe L K QE = EOdw Vi Snme ;

b M MOMHRP g Vo T F G/ VOLL SQHEI InghlIcAZREFIEVETwE MESKDIYIMN g3epQibalE
tyz jOHCHZ briWHUEqEothpaevF4XLEs G0+ Lt F T P VHIed 1 1 3K0ms LOP I T alU/ vPHI
SmzbSYzhrBSHe VY LATVERYGI IVTGkqe POLES WOpRT+HAL ] yBMgasH 11 GhTygnd 3860
PLOG7 s THUSET i poW7Df pCOt FSCODSz joYVEBRANE zAd+s0AjERZEDILiXbe 50028
ndgyHhykIERFLIXE2Z :' w7 INWaguidlewn )l fes TOTHI et EAUBEAGFINLA 1597 s Gda
1E3Amm
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Apple Mail

-

® Mail File Edit Mailbox Message Format Window Help

Message Attnbutes

[

Inbox (3 messages)

0@
— # Sort By

[ Matboxes [0 B Sert ¥ Organize by Conversation

h-'ﬁ‘- | . . |

Expand All Conversations - If”_ o
e Collapse All Conversations st FNIN BUTRRIRED RDD A
£ Inbox _ - !1:12.33'1-;:"'4- SO i
(™ Drafts Reply-To Address Field “C¥R r— H e
o Message > AlHoaders 03 NN
= Junk Raw Source ~“C3U
. T . rad@sp fnd r acoount slatemant aflachad with tha mdaul
Trash Hide Mailbox List 0 %M o e E — .
1 All Mail /i\‘ Et . b [ reunegenl
Hide Toolbar £
Smart Mallhoms Customize Toolbar... - Suterrent pat F
O My e Hide Favorites Bar LirEH a -
- Enmter Full Screan ~HF I
| important I i, } I o .- i
Launch Apple Mail and click the oo rrians o ——
received mail for which you shussotcotrotorivimgld
would like to see headers 4 o 4420000 27079 e ke
Go to View = Message =2 All . : —
Headers e
Select message headers text, X048 46<0B-230  owrted v s ' a7
copy and paste the text in any
text editor and save the file cn i w o rv
P;fmmlmmm-rﬁw
..-’II“
= w— —
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Gmail

7 Account Statement kbox & B

wl Log on to Gmail. Click on the est < = Feb2 (3oysag0 7 R

= .'\-\.l-

received mail for which you p— ~ Repl

s Forward
would like to see headers Hope you are doing greatl Open chat with dean winchest
HFlease find vour account statement attached with the mail Fifter m ESsanes like this
Print

.l Click on the Reply drop-down

™ | 1 ]
Lhelele i

button and navigate to the 1

Report spam

Show original option
= e ' Show onginal

Message laxt garbled?

.| Select message headers text, — L

(i I1 . [ Delivered-To: 2123@gmail .com
Cﬂpv an paStE the text In anv Received: by 10.25.145.14 with SHTP id tldcspdosieelfd;
4 Mon, 1 Feb 2016 23:20:38 -88080 (PST)

1d wu7mr27132556w]b.142 . 1454307630017

text editor and save the file e on, 81 Feb 2016 33:20130 -a860 (PST)

Return-Path: « estS6@gmail . com>
Received: from mail-we@-x22b.google.com (mail-wm@-x22b.google.com. [2a09:1450:408c:c@9::22b])
by mx.google.com with ESMTPS id dj75119897wjc.66.2016.02.061.23.20.29
for < adel23ggmail . com>
(version=TL51_2 <ipher=ECDHE-RSA-AE5128-GCH-5HA256 bits=128/128);
Mon, 81 Feb 2816 23:20:29 -6888 [PST)

Received-SPF: pass (google.com: domain of ¢ stohggmalil.com designates 2a00:1450:400¢:
Authentication-Results: mx.google.cos;

spf=pass [(google.com: domain of stS6@gmall.com designates 2a00:1450:400¢:cBo
satp.mal 1Ff roms et CREpmat] . cnm;

dkime=pass header.i=ggmnail.con;
dmarcspass (p=HNONE dis=MNONE) header.fromsgmail.com
Received: by mail-wmd-x22b.google.com with SMTP id p63soB435665wap.1
for «- wdel23ggmail.com>»; Mon, 81 Feb 2816 23:28:29 -8880 (P5T)
DEIM-Signature: vsl; asrsa-shalse; csrelaxed/relaxed;
depmail.com; 5=20120113;
h=mime-v LFEIDﬂ:ﬂatE:ﬁEiSGEE'idlﬂubjECL-Frﬂr to:content-type;
bh=sz0zD+fapiydeptpz 1bmlDLoy jXblmDX 1HINI ananlws=
t-u5eteraa:?cEEprhEﬁhy:SDRQj:QJIEj?IEprPd15LJ_S-fch:bclftzdxﬁistTH?
73PEP1BLjxRMd/oSYITRVIOtbNBRGZ ddBey st 7sFairudocHy JFFUBBgMEpTEERBSdwa
fﬂdFpr;”¥jE“U?b?]1UT$?:C[:!EPEH?JENEHLL“?Q?fG]2EQd3ﬂijDi]njj+U]krﬂ
KXiEioauPchwdilsQd3ZhTuejiC2ZahRvaRMRavTScsoRXZpWVIIRFP2uvalIH1201pXL
o+MUFV2PFO+f4TkmidAFeqa FNA15LREOrk JcGPOZOOVeIck 7F 7 INFLpEvOY /mbigMoit 4
elLlfdmm

X-Google-DEIM-Signature: vel; asrsa-sha2sSé; csrelaxed/relaxed;
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Viewing the E-mail Headers in

.(HFI

Yahoo Mail Compuer] Hockin Forers

s Crickel Cadebrity Miriies Style Flickr Mchila Mome

wl Log on to Yahoo Mail. Select

the received email for which : ool st Bt Ll S EEER

4] o
LY, o i
] L
.

L ade RE: Imporiant Motice F - n o T I 1452

you would like to see headers

v LaEiT view

wl Click on the ...More drop-

down button and navigate to
the View Full Header option

WVeew Full Heades

el Language Encoding

Full headel

wl Select message headers text, de Fri Feb 5 09:22:12 2016
X-Apparently-To W 3@vyahooan: Fn, 05 Feb 2016 09:22:16 +0000
[ ]
copy and paste the text in any Return-Path: < 23@gmail.com
i : Received-SPF: pass (domain of gmail.com designates 209.85.217.196 as permitted

text editor and save the file
53J0bHkgeWOIGFza2VRIGZve4gATABAQEBAZRIeHQveGxhaW4DAZACAZRI
eHQvaHRtbAMDMQ--
X-YMaillSG: KCB.pUYWLDsS7 1MO00.tD_nkTP7YG81dv3gtCinV.OmPymsOt
THOxwawHuDfImUsSAPSQaLffdG2IHOTNITIKRSLkgfOD6rLa9DmkDVG.ca

" W - LY. r 'T i -

L ]
T P e j E A E B i) e e 7 W Tamh
-1'. YL LUl WS _--,5_;':_ | |‘-\_ e WY 2] L ..'.Ju'[:':-'r FIl Uy I"-'I’.!"',_.,_.“"‘_-':"'_I. L
- = ! ] e
-

adub1G)qteAs2G.9geTMhe 7 Cwonxl 60 JjowcNimX_Qwat_0_n6sMDORTeRqgxXdk
] )

zdAcJo66QIgliyCDUOISy8yF4)Uk2)a8ImQZK -,'..:»-;nrs n_O5Vb3HQQEPxL3

cuJRSHOYkk2GY ~_.~_.,r-.;'-?i:C.'. ,.,l* jalZs_3X_3iTMhfH3A_BZx6HBS)_1Wmc.X
| C8sDD.wvzLVWELUZrEgLintIXcBTH 11:_,T’.t:|ﬂ:£¢:: mMQIEMJTOMLIIQOMIVGE
1 SpGZUWWIS0ToOW L-;I?:W&ixﬂi-.x;idﬁ.‘ {b_yEAKMUuISKFDUEYTSVFCDs2ZIWSC
N ” ¥’ .

_OfgON9S0HVA2IDsN3wjkBhktToUAW ;:'_'IH:I-' L.IqCFOpRV)SwpOnknU_

IEL .-";a-'ﬁn_,q..,, /dS8KbAB rTZ2fCHO3ED cTReSODTHOC NAKPUBHOXU?2
- Nl e T . B R "'\_"\._-\.I-l - ol he Tl

L - el A0 s dale] b [ m AT EEAFITORM L -
emAYrz_BOgpnz1ArS [UBtesxDiedHPXeWLDbV 3 T9MNU 3 Lf-u.h.:lu_.'.h:
- p— e Pl o P E e B o ™ .._r-.’. . |~,"-.-
aF wbhny1ZH.wllimrnoyMeyWGNeQLgNzDev vEEIXNOsEbmoSed7VhsikkgDe

= ; E 1 =
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Received Headers C|HFI

“Received” headers shows a detailed
log of a message’s history. These
headers help to draw conclusions
about the origin of an e-mail, also
provides information on whether the
headers have been forged or not

Hacking Forensi
| NVESTIGATOR

If for instance, the machine
xsecurity.com, whose IP address is
104.128.23.115, sends a message to
mail.target.com, but falsely says HELO
example.org, the resultant “Received”
line might start like this:

Received: from example.org
([104.128.23.115]) by mail.target.com

(8.8.5)...
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Analyzing E-mail Headers | (/HFI

N Hacking Forensi
INVESTIGATOR

Gather the supporting evidences as given below, from the email headers and track
the suspect

“ | Return path IP address of sending server

. /4 .. Recipient’s e-mail address Unique message number

’ ; Name of the e-mail server Date and time e-mail was sent

__________ — _£
v

j Type of e-mail sending service Attachment files information
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Analyzing E-mail Headers

(Cont’d)

Consider an example: Rudy sends an Email
to Timmy

From: rudy@bieberdorf.edu (Rudy)
To: timmy@immense-isp.com

Date: Tue, Jan 26 2016 14:36:14 PST
X-Mailer: Loris v2.32

Subject: Lunch today?

Received: from mail.bieberdorf.edu
(mail.bieberdorf.edu [124.211.3.78]) by
mailhost.immense-isp.com (8.8.5/8.7.2)
with ESMTP id LAA20869 for
<timmy@immense-isp.com>; Tue, Jan
26 2016 14:39:24 -0800 (PST)

Computer

Hacking Forensic
| NVESTIGATOR

Received: from alpha.bieberdorf.edu
(alpha.bieberdorf.edu

. 211.3.11]1) by
mail.bieberdorf.edu (8.8.5) id
BaAZ2]l; Tue, Jan 26 2016 14:36:17 -
0800 (PST)

From: rudy@bieberdorf.edu (R.T.
Hood)

To: timmy@immense-isp.com

Date: Tue, Jan 26 2016 14:36:14 PST
Message-Id: <rth031897143614-
00000298@mail.bieberdorf.edux>
X-Mailer: Loris v2.32

Subject: Lunch today?
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C/HFI

Hacking Forensic
| NVESTIGATOR

Examining Additional Files

Compuler

J E-mail storage depends on the state of the client and server computers

J Some e-mail programs permit the user to store e-mails on the server and some on the
client computer

Outlook Programs Address Book
Microsoft Outlook acts Online e-mail programs Another feature of e-malil
like a personal information such as AOL, Gmail, and programs, which can
manager, and maintains Yahoo! store the files prove to be useful is the
all information related to containing e-mail messages suspect’s personal address
the e-mails on the computer book
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Checking the E-mail Validity | C|HFI

Hacking Forensic

COmPULETE | NVESTIGATOR

Email Dossier Investigate email addresses
- Emall DDSSI.EI’ IS a part of t.h.e_CentraIOpS.net L Frrvm >
suite of online network utilities
liails dpmme o |
.l Itis a scanning tool that the investigator can log in | account infe Lalsrel L sl
use to check the validity of an e-mail address validating | . \3@gmail.com...
« It provides information about e-mail address, Validation results
including the mail exchange records confidence rating: 3 - SMTP

The email address passed this level of validation
without an error. However, it is not guaranteed to be

.| This tool initiates SMTP sessions to check a good address. more info
address acceptance, but it never actually sends canonical address: < :3@gmail.com>
e-mail
MX records
preference exchange [P address (if included)
OthEI' tﬂﬂlS to ChECk E-ITIH" UH“ditY: 5 gmail-smtp-in.l.google.com [108.177.9.27]
Email Address Verifier - https://tools.verifyemailaddress.io 10 altl.gmail-smtp-in.l.google.com [64.233.185.26]

20 alt2.gmail-smtp-in.l.google.com [173.194.205.27]

e-Mail Validator Tool - http://e-mailvalidator.com
30 alt3.gmail-smtp-in.l.google.com [74.125.141.26]

Email Checker - http://email-checker.net 40 alt4.gmail-smtp-in.l.google.com [64.233.186.26]

G-Lock Software Email Verifier - http://www.glocksoft.com
SMTP session

~ R p— - P—— ' = = . o & = -

Fl= ! = ol bl o B ol . sl

e
- = ] .
e kabal-Tatal -T=

—n

https:/7centraiops. net
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Examine the Originating IP
Address

The following steps are involved in
examining the originating IP address of
an e-mail:

©® Collect the IP address of the sender from
the header of the received mail

© Search for the IP in the WHOIS database

© Look for the geographic address of the
sender in the WHOIS database

HFI

H wking Forensic

C 1
ompuler | WVESTIGATOR

SMELVWNOIS;

MetRange
CIDR
MetMame
MetHandle
Farent
MNetType
CriginASs
Crganization
RegbDate
Updated
Rf

OrgMame
OrgId
Address
City
StateProwv
PostalCode
Country
Reghate
Updated
Ref

OrgAbuseHandle
OrgAbuseName

OrgAbusePhone +

OrgAbuscEmail
OrgAbuseRefl

orgTechHandle
OrgTechMame
Org TechPhone
Org TechE mail
OrgTechRef

RMOCHandle
RENOCHame
RHOCPhone
RHOCEmail
RMNOCR&f

RTechHandle
RTechMame
RTechPhone
RTechEmail
RTechRef

RabuscHandle
RabuseMName
RAbusePhone
RabuseEmail
RAbuseRef

fopmatied

66.220.144.0 - 66.220.155.255
b5, 220,144,020

TFEMNETS

MET-S6-220-144-0-1

METEG (MET-66-0-0-0-0)

Chrect Assignment

ARI2034

Facebook, Inc. (THEFA-3)
2008=02=13

2012-02-24
hidp:/fwhois.arin.net/restnet/NET-66-220-144- (=1

Facebook, Inc.

THEFA-3

1601 Willow Rd.

Menlo Park

CA

94025

L

2002-08-11

2012-04-17

http:/fwhais.arnn.net/ rest/org/ THEFA-3

OPERAEZ-ARTIMN

Operations

1-650-543-4800

domami@facebook.com
httg:/fwhais.arin.net/rest/poc/OPERASZ-ARIN

COPERAEZ-ARIN

Operations

+1=050-543-4800

daman@facabaak_com
http:/fwhaois.arin.pet/rest/poc/OPERASZ-ARIN

OPER&EZ-ARTIMN

Operations

+1-650-543-4800

domain®facebook.com

k- whais. garin.netfrest/poc/ OPERASZ-ARIN

OPER&AE2-ARIMN

Cperations

+L-650-543-4800

domami@fac=boak_com

hip: /P whois.arin.netfrest/poc/OFERASZ-ARIN

OPER&GZ-ARIM
Cperations
+1-650-54F-4800
damain@facebook.com

hl;l.'p !fwhoss.arin.nebrest/poc/OPERASZ-ARIN

http://whois. urih.com
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C/HFI

Hacking Forensic
I NVESTIGATOR

Trace the E-mail Origin

Computer

J Tracing the origin of an e-mail begins with looking at the message header

J All e-mail header information can be faked, except the “Received” portion referencing the victim’s
computer (the last received)

J Onceitis confirmed that the header information is correct, the investigator can use the originating
e-mail server as the primary source

Validating Header Information

J Once it is established that a crime has been committed, the investigator can use the IP address
of the originating source to track down the owner of the e-mail address

J The following are some acceptable sites that an investigator can use to find the person owning
a domain name:

& www.arin.net
& www.internic.net

e www.freeality.com
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Tracing Back Web-based E-mail | C|HFI

Hacking Forensic

COmPULETE | NVESTIGATOR

Web-based e-mail services (such as Gmail, Yahoo!, AOL, etc.) can often make it
complicated to trace the sender

A user can read and send this type of e-mail from any computer and from any part
of the world

Web-based e-mail accounts are free, and no authentic information is required for
creating an e-mail account

Criminals exploit this advantage and create e-mail accounts using false identities

In case a Web-based e-mail account is used for sending offending messages, the
investigator can contact the provider of the account to find the IP address of the
user who connected to the Web site to send the mail

After performing IP address authentication, the investigator can get the sender’s
information
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Acquire Email Archives C|HFI

Hacking Forensic
| NVESTIGATOR

J Email archive is a storehouse of e-mails, kept away from the productive environment
to securely preserve emails

J Reasons to archive e-mails include: compliance, litigation support, storage and
knowledge management

J There are two main archive types, namely:

Local Archive Server Storage Archive
~ Any archive that has an archive format . 2 Any archive that has mixed storage for
independent of a mail server - all the clients that exist on a server
Ex: Microsoft Outlook (Index + Ex: MS Exchange (.STM, .EDB), IBM
Messages: *.pst), FoxMail (Index + Notes (.NSF, .ID), GroupWise (.DB), etc.

Vlessages: *.box ), etc.
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Content of Email Arxchives

C/HFI

Hacking Forensic
| NVESTIGATOR

Computer

B i i T

LT ST > Common ltems Stored
. Main Status
f sl \ Unread
e ,  Indexor Table of
AR Contents
- | | Read
Serves as a directory of the
details of e-mail messages Forwarded
Mail Messages Redirected
B Flagged
- \
Deleted

While processing an email archive, it is recommended to integrate the associated
index or table of contents to get accurate forensic results

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.



Local Archive

Hacking Forensi
| NVESTIGATOR

Computer i i

J Local level archives are under the control of the end user. Follow the l
proper guidelines while dealing with local archives

Ensure you gather the entire archive; the local archives can be split into (R
multiple files, that are used to separately store the data. Each of these I I
files may contain potential evidences and must be handled carefully — e

most cases. So consult your counsel on the case, to find out the best

" J Itisdifficult to deal with the webmail as there is no offline archive in l
way to approach and gain access to the required data on servers o
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Local Archive (Cont’d) C/HFI

Hacking Forensic

Computer
P | NVESTIGATOR

Process all items with complete structure of: header, body, encoding, attachment to compute verification
through hash value

1. Header 3. Encoding

It acts as a universal translator for
the e-mails and allows different
email programs to pass data to one
another

2 Itis envelope of e-mail that
contains information regarding
the sender and receiver address,
subject, time of creation,

delivery stamps, message
author, CC, and BCC

All the above mentioned .

data may not be found
for all e-mail messages

Types of encoding in emails:

MIME (Multipurpose Internet Mail
Extensions)

(P

It is a protocol that allows non-ASCIl files
(video, graphics, and audio) to be built in
the email message

Body UUCODE
UNIX format for attachment encoding
€ Itis the primary content or letter e

of the message
Mac format for attachment encoding

e

mfga ' 4. Attachment

It is an extra item that comes as a supplement to the body
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Server Storage Archive

Server storage archives include: Microsoft Exchange, IBM Notes, and Novell GroupWise

o R = = e = = e R S
P o 4o St e e i e L

Follow the guidelines when dealing
with IBM Notes

@ Gatherthe * .NSF file

® Gatherthe associated *.ID file
for the archive. It functions as the
encryption key that allows you to open
encrypted mails

Novell GroupWise

Follow the guidelines when dealing
with Novel GroupWise

©  Ensure to acquire the entire directory,
while keeping the structure intact

® Ngwguard.db is stored in the root of
the email directory and is the key file of
the GroupWise structure. It tells the
GroupWise about each user account and
its location

©  QOther key files include wphost . db and
gwcheck . db, but the entire directory
must be intact to do an examination

C HFI

Computer

1"~[IE "LII-”"
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C/HFI

Hacking Forensic
| NVESTIGATOR

Server Storage Archive (Cont’d)

Compuler

( MS Exchange )

Follow the guidelines when dealing with MS Exchange

2 Do not deal with an active Exchange server, instead take a backup of the server. This
maintains the best date structure for the data

£ Gather all the data files associated with the server such as PRIV.EDB, PUB.EDB, and
PRIV.STM files to create the complete archive
It is a streaming Internet
content file containing video,
It is a rich text database file audio, and other media that are
containing message headers, It is a database file to store formatted as streams of
message text, and standard public folder hierarchies and Multipurpose Internet Mail
attachments contents Extensions

PRIV.EDB
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Forensic Acquisition of E-mail

C/HFI

Hacking Forensic
| NVESTIGATOR

Compuler

Axchive

Evaluate the tools prior to processing the e-mail archives

J Determine how the tool computes the hash value:

..............................................

The hashing mechanism should interpret all the email message
components (header, body, and attachment) in the computation of the

hash value

Hash value

Processing

Email Archi
e Check if the tool is designed for forensics:

Processing e-mail for forensics is a different process; therefore, check
the tool's ability to recover deleted data from the archive

Note: Data that has been deleted from the archive’s recycling
bin or deleted items folder resides in the unallocated space of

the email archive
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Forensic Acquisition of E-mail

J Outlook PST files are the most common e-mail
: archives and can be found on the desktop

system
Processing J Outlook PST File Acquisition:
Local E-mail |
Archives: @ Acquire a bit-stream |mage of the er?tlre- drive an_d

then extract the PST file from the drive image using
multiple tools

© Once the file is extracted, choose tools such as

k\ Paraben’s Email Examiner to process the

proprietary email archive into usable messages
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Forensic Acquisition of Email

C/HFI

Hacking Forensic
| NVESTIGATOR

Computer

Arxrchive (Cont’d)

Processing Sexrver Level Archives:

A When processing a server level archive, there are many files to look into. Gather different
—-— data, based on the email server used
| \ Acquisition stage for a server archive is different to the local archive acquisition. Here you
{22 need to acquire the appropriate files from where the archive is stored
gﬁgj Not many tools are available for acquisition of network level archives. However, there are
- other tool options available that are designed to restore archives for review

| | Ontrack PowerControls assist administrators to copy, search, recover, and analyze e-mails
A i and other mailbox items directly from Microsoft Exchange Server backups, un-mounted
w databases (EDB) and information store files

Paraben’s Network Email examiner can also process MS Exchange archives as well as
x GroupWise and IBM Notes
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Recovery of Deleted E-mails

Hacking Forensi
| NVESTIGATOR

Computer i

w/ Recovery of deleted e-mail messages depends upon the e-mail client used in
the process of sending the mail

% Thunderbird @ t‘a ) & Outlook PST z

(b
(P

Messages deleted from the Data is taken from the active part of
mailbox are tagged for deletion the archive to a recycle bin

and are no longer visible in the 2 |If the recycle bin is emptied, it will go
mailbox to the unallocated space of the email
& However, these deleted messages arEc:;\;E where it resides for a specific
reside in the trash folder, until the P
| =~ Recovery of this data varies
depending on the size of the archive
o z z z
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Hacking Forensic
| NVESTIGATOR

Examining Email Logs

Computer

4: D W In e-mail related forensic investigations, it is significant to validate Z
] and verify the e-mail addresses, sources, and paths related to the
j suspected e-mails
| wl Itis important to examine logs to figure out if the e-mail header has éﬂ’ ;
1= been tampered after the suspected incident O
Examining System Logs Examining Network Equipment Logs
- By examining system logs, an investigator ~ By examining the router and firewall logs,
can verify the path that email has taken it is possible for an Investigator to verify

the times and the |IP addresses contained
within the e-mail

-~ These logs provide e-mail message ID

@ information, source address and
o destination address of the servers used to
[ﬂimmﬂm:ﬂﬂ:ﬂ';ﬂ?_ :
e B send the e-mail
*Apachel2.2.3 (Unix)
{iniarmnd conmes o)™
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Examining Linux E-mail

C/HFI

Server Lo gs Compuer] ocking Forens

Sendmail is the command used to send emails via Linux or Unix system. It required the “‘\
information regarding the source and destination addresses, the sender and recipient
addresses, and the e-mail message ID

‘u.,'.

Linux and Unix uses Syslog to maintain logs of what has happened on the system
N

The configuration file, /etc/syslog.conf determines the location of syslog service logs

Syslog configuration file contains information on the logging priority, where logs are
sent, and what other actions may be taken

The syslog.conf provides the location of the log file for e-mail, which is usually
/var/log/mailog

/var/log/mailog file contains source and destination IP addresses, date and time
stamps, and other information necessary to validate the data within an e-mail header
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Examining Microsoft Exchange

C/HFI

Hacking Forensic
| NVESTIGATOR

Compuler

E-mail Sexrver Logs

w Microsoft Exchange uses the Microsoft Extensible Storage Engine (ESE)

w It uses Messaging Application Programming Interface (MAPI), which allows collaboration of various e-mail
applications

w While investigating an e-mail sent via Microsoft Exchange server, an investigator should primarily focus on the
following files:

€ .edb database files (responsible for MAPI information)

£ .stm database files (responsible for non-MAPI information)

(P

checkpoint files

(®

temporary files

w Checkpoint files helps to find out if any data loss occurred after last backup, thus allowing the investigator to
recover lost or deleted messages

w Temporary files store the information received by the server when it was too busy to process it immediately.
System retains these files that may be recovered for investigation purposes

w Transaction log preserves and processes modifications done in the database file, so that it can be used to
determine if the email has been sent or received by the server

o Windows Event Viewer can be used to read:

2 Tracking log (allows to view message content associated with the e-mail)

2 Troubleshooting or diagnostic logs (records a number of events for each e-mail sent or received). In addition, Event
Properties dialog box provides more information in forensic investigations
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Examining Novell GroupWise E-

C/HFI

m a. il s e r ve' r L o g S Computee] Hacking Forensic

| NVESTIGATOR

J GroupWise is an e-mail service platform by the Novell NetWare. It stores the user’s messages in almost
25 proprietary databases

J Every database is stored in the OFUSER Directory object and is referenced by a username, followed by a
unique ID and the .db extension

J The NGWDFR.DB database, present in the OFMSG directory object is used for delayed or deferred e-mails
J Two ways of organizing mailboxes:

2 Permanent index files (.idx extension) - updated and renamed daily in order to maintain the order of e-mails
in the mailboxes

2 GroupWise QuickFinder - uses incremental indexing files for daily maintenance of e-mail server changes.
These changes are then written in the .idx file at a particular point of time

J Guardian (Ngwguard.db), is a specialized database that:
2 Maintains centralized control of the e-mail services and associated files

2 Tracks changes in the GroupWise environment and clears any processes before they make any unwanted changes
in the GroupWise database

(P

Includes built-in safeguards like Ngwguard.fbk, Ngwguard.rfl, and Ngwguard.db which helps in preventing data
loss. They also maintain backup copies and log files from the Guardian database has a single point of dereliction
(In cases where the e-mail server data is erased or corrupted, need to recovered from a previous version or from a
backup and begin the investigation again)

J GroupWise generates log files (.log extension) maintained in GroupWise folders, which can be used by the
investigator to match an e-mail header with a suspect’s IP address
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Email Forensics Tools: HE]
RGCOV&I‘ M'Y Email Compur] Hacking Forensi

Recover My Email is mail recovery software that can recover deleted email messages
from either Microsoft Outlook PST files or Microsoft Outlook Express DBX files

T Recover My eMail v5.6.8(274) - Evaluation Version

File Help

& Open Email File | 5T - viearch Egptiuni @update ﬁ Help Buy Online

Diata Blocks: 29EA
Ernails: 2264
Contacts; 0

Scan Completed

Faldes View Alt | From Ta Subject Mg ld
- echHEpUb .  nmmafthiews . Enter [echHepubic's T :

[sCj2 rimimatthews... Who will you nominate? [1S... G6/A13/2015 B:47:__. 42
InfowWorld Daily rinimatthews... The pnivate cloud iz for suc... 6A3/2015 8:44;... 43
Facebook Rini Matthews Hamadan and 5G are Tren... 6/19/2015 8:20:... 44
Whatlz.com rinimatthews_ .. Word of the Dap: DuckDue... BA19/20015 7:07:__. 45
Mohile Digest rimimatthews... Mobility puts zsecunty prach... BA13/°2015 3:11:... 48
ALISOM Cour... BRini Matthews  Mew Course: Introduction £...  6/13/2015 2:51:... 49
ITwhitepaper... rinimatthews... 5 Tech Resources Tiendin... 651972015 2:49:__. 50
i . Acroms rimimatthews... Sawve 40% on PC or Mac ba... 6193720015 1:53:... 51
103 Inbox(1382) InfoWorld Ap... rinimatthews... Cleaner garbage collector ... 671972015 1:45: .. 52
[ Junk E-mail (50) SearchSecuri... rinimatthews... EMM technologies' proz an... 61972015 1:31:... a3
LI Sent ltems [4) Infoworld Daily rinimakthews... 7 top tools for single sign-on  6/19/2015 1:29:___ 54
ECEEFEPEE - SearchSecuri... rinimatthews... Strategies for when ad hoc... 6A19/2015%12:3... h5

Altachments | Event Log Aualus Wehr:  rinimatthews  Auales und Snlunk Wehina A S/20115 1240

Filet ame S e - &P HTML - Intemet Explorer ~

=] ChUzershadmindDocumeantsh, .
(] Freebusy Data [1)
] ,_?1 Incomplete ltems [52)
L L IPH_COMMON_WIEWS [3)
C1C3 Recovered Mess
= D’.."' Recovered Personal Folders
— [ Calendar (3)
[ )3 Contactz 1)

e

Word of the Day Whatls.com

Daily vpdates on the lotest technalogy terms |June 19, 2015

DuckDuckGo

DuckDuckGo (DDG) is a public search engine designed to protect user privacy, while
http://www.recovermyemail.com

Search Off nnimatthews@gmail.com.pst
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Email Forensics Tools:

MailXaminer

suspected e-mails

Title :  Mike Gidhrist Murder Investication

Case Directorny ; Chllsershadmin'Investigation

(Please select a location which has sufficiently large space.)

i canning emails with some malicious contents and images.
Description :

Keywords to search

transaction, money, files, james.

Keyword List:

‘Please enter the comma separated keyword list.)
Browse C5V

Investigator : | Rochelle Hall
Agency : |U.5 Secret Service
Phone: |[[(377)213-2323

Fax : |(B7TN214-2598

HFI

H wking Forensic

Computer
P [ NVESTIGATOR

MailXaminer is an e-mail searching, reporting, and exporting tool that enables the
law enforcement agencies to execute investigations and detailed analyses of the

Presiew

Bdail Hex Properties | Message Header | MIME | Email Hop | HTKIL RTF

Delivered-To: stepnenchalesdd &gmail.com

Received: by 10.60,25.136 with 5MTF id Bosp®38970eg; Wed, 29 Jan 2014

02:40:=37 0800 [P5T)

K-Received: by 10,140,42.51 with SMTP id b48mri0033220gga. 23130055 2036610,
Wed, 22 lan 2004 02:40:36 Q800 [P5T)

Feturn-Path: <update «zrdpledecldf @facebookmail.com:

Received: from mx-out.facebook.com [outmailll 2.ash2 facebook.com,

66,220,155 146]) by mx.google.com with ESMTPS id
i55i6201598qcd.5.2014.01,.29.02.40 36 for «stepnenchalesid & gmail.com=
fwersian=TLSv] cipher=RC4-5HA bits=1231 23] Wed, 29 Jan 2012 02:40:36 0800
[PET]

Received-5PF; pass (google.com: domain of update=zrdpledecldf@facebookmail.com
designates §6.220,155.146 as permitted sender client-ip=566,220.155.145:
Autherntication-Resutts: mx.gaogle.com; spf=pass (google.com: domain of
update-ardpledealdf@facebookmail.com designates 65.220.155,145 a5 permifted
sender) smip.mail=update+zrdpledecldfEfacebookmail.com; dkim=pass

header.i=@facebookmail.com; dmarc=pass (p=REJIECT dis=MNONE]
header.fram=Tacebooskmail.com

Return-Path: <update «zrdpledecldf @facebookmail com:

DKIr-Signature: w=1; A=r5a-sha2ba; c=relaxedsimple; d=Tacebookmail com;
§=51024.2013-93; 1=1F00992036:;
bh=nY/oTewh « FONFEZnhf7 A9 PN SvolnZ3HuQtvyyPl - 9g=;
h=DateTa:From:subject:MIME-Versiom Content-Type:
b=UDSUbtGwo Dol MeSNEY gt 5W GgmOHM2EyAR: = Ughlglikig 5 eFHHTp = YwippwF <630

82600t axDaaf 35 CsFredGaYanyme Qs PaXa PPNV sopEWNdGRGHOHy 3GOWNT
S11GYE <+ mySga 08 NESHhdl + sWimf - LEQUZEZUP Uuw=

Received: from [10.218,114.51] ([10.218.114.561:51965]] by

Attachments

} 2

= = Preyious | Hext ==

-

Ernail : furunstcdep@gmail.cun{

https://www.mailxaminer.com
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Email Forensics Tools

Stellar Phoenix Deleted
Email Recovery

http://www.stellarinfo.com

Forensic Toolkit (FTK)

http://accessdata.com

Paraben's Email Examiner

https://www.paraben.com

Kernel for PST Recovery

http://www.pstrecoverytools.com

MxToolBox Email Header

Analyzer
http://mxtoolbox.com

Compuler

Wise Data Recovery

http://www.wisecleaner.com

EaseUS Email Recovery
Wizard

http://www.easeus.com

Diskinternals Mail Recovery

http://www.diskinternals.com

AiddMail Email Forensic
software

http://www.aiddmail.com

Paraben's Network E-mail
Examiner

https://www.paraben.com
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Email Forensics Tools (Cont’d)

Nuix Investigator Lab
http://www.nuix.com

emailTrackerPro
http://www.emailtrackerpro.com

EnCase Forensic
https://www.guidancesoftware.com

OSForensics
http://www.osforensics.com

Exchange Deleted Email

Recovery
http://www.emaildoctor.org

Compuler

Kernel Email Recovery

Software
http://www.nucleustechnologies.com

Intella TEAM

https://www.vound-software.com

EMail Detective - Forensic

Software Tool
http://www.hotpepperinc.com

Lotus Notes Forensics Tool
http://www.mailproplus.com

Stellar Phoenix Mailbox

Exchange Recovery
http://www.stellarinfo.com

C/HFI

Hacking Forensic
| NVESTIGATOR
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Email Forensics Tools (Cont’d)

PST Outlook Repair

http://www.pstoutlockrepair.com

Forensic Email Recovery
Tools Kit

http://www.forensicsoftware.org

Repair PST - Outlook PST
Recovery

http://www.emailrecovery.in

Kroll Ontrack Email Recovery

http://www.krollontrack.com

Unistal Email Recovery
Software

http://www.unistal.com

Compuler

InFixi® Email Recovery Tools
http://www.infixi.com

DataNumen Outlook Repair

https://www.datanumen.com

Stellar Phoenix Outlook PST
Repair Software

http://www.stellarinfo.com

Recovery Toolbox for Outlook

https://outlook.recoverytoolbox.com

MS Outlook PST Recovery

Tool
http://quickdata.org
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U.S5. Laws Against Email Crime:

C/HFI

Hacking Forensic
| NVESTIGATOR

CAN-SPAM Act

Computer

The CAN-SPAM Act (Controlling the Assault of Non-Solicited Pornography and
Marketing Act) is a law that sets the rules for sending e-mails for commercial purposes,
establishes the minimum requirements for commercial messaging, gives the recipients
of e-mails the right to ask the senders to stop e-mailing them, and spells out the
penalties in case the above said rules are violated

CAN-SPAM'’s main requirements meant for senders:

€2 Do not use false or misleading header information e |
£ Do not use deceptive subject lines
£ The commercial e-mail must be identified as an ad E
£ The email must have your valid physical postal address
€ The email must contain the necessary information regarding how to stop

receiving e-mails from the sender in future
£ Honor recipients’ opt-out request within 10 business days
2 Both the company whose product is promoted in the message and the e-mailer

hired on contract to send messages must comply with the law
https://www.ftc.gov

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.



U.S5. Laws Against Email Crime:

Penalties:

i

All e-mails that are in violation of law are subject to financial penalties of up to $16,000, and depending
on the case one or more persons may be held responsible for the violations

For example, in case of violation of law by e-mails sent for the promotion of commercial products and
services, both the company whose product is being promoted in the message and the company that
originally sent the message may be held legally responsible

As per the CAN-SPAM Act, there are certain specified violations that may involve additional fines.
Criminal penalties and imprisonment may be sentenced for:

2 Accessing someone else’s computer to send spam mails without permission

2 Using false information to register for multiple email accounts or domain names

2 Relaying or retransmitting multiple spam messages through a computer to mislead others, about the
origin of the message

£ Harvesting email addresses or generating them through a dictionary attack (the practice of sending e-
mails to addresses made up of random letters and numbers in the hope of reaching valid ones)

£ Taking advantage of open relays or open proxies without permission
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An e-mail system consists of e-mail servers and e-mail clients

An e-mail client, also known as a mail user agent (MUA), is a computer program for
accessing and managing emails

An e-mail server connects to and serves several e-mail clients

Headers contain significant information regarding the mail, such as sent time, unique
identifying numbers, IP address of the sending server, etc.

“Received” headers maintain a record of the detailed log history of message history, and
they help to find out the origin of an e-mail, even when other headers have been forged

Online e-mail programs such as AOL, Gmail, and Yahoo! leave the files containing e-mail

messages on the computer in different folders such as History, Cookies, Temp, Cache, and
Temporary Internet folder




