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—>  After successfully completing this module, you will be able to: —

1

Define a malware and list the different ways a malware can get into a system

Discuss techniques attackers use to spread malware, and list the basic malware components

Understand the prominence of setting up a controlled malware analysis lab

Prepare Testbed for malware analysis I

Identify the general rules to perform malware analysis I

Perform Static and Dynamic malware analysis and analyze malicious documents

Understand the challenges faced while performing malware analysis | I
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Introduction to Malware C|HFI

Hacking Forensi
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Malware is a malicious software that damages or disables computer
systems and gives limited or full control of the systems to the
malware creator for the purpose of theft or fraud.

Types of Malware

Backdoor Rootkit
Botnet Scareware
Downloader Spam-sending malware
Launcher Worm or virus

Credential-stealing program

T T T T T T T T T T T T T T
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Different Wavs a Mlalware can
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Get into a System

Instant Messenger applications Browser and e-mail software bugs

Internet Relay Chat (IRC) NetBIOS (File Sharing)

Removable devices Fake programs

: = i Untrusted sites and freeware
Links and Attachments in e-mails

software
Legitimate "shrink-wrapped" software Downloading files, games, and
packaged by a disgruntled employee screensavers from Internet sites
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Common Techniques Attackers Use to
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Distribute IMlalware across Web

Blackhat Search Engine Social Engineered
Optimization (SEO) Clickjacking

Ranking malware-attacked pages in search ' Tricking users into clicking on innocent-
engine page result looking webpages

Malvertising Spear Phishing Sites
Embedding malware in ad-networks that o . . :

. . _ Mimicking legitimate institutions in an
display across hundreds of legitimate, high- . .
e attempt to steal login credentials

traffic sites

Compromised ;

Legitimate Websites prive-ny Bownloads

Hosting embedded malware sites that ' Viruses exploiting flaws in browser software
spreads to unsuspecting visitors to install malware just by visiting a web page

Source: Security Threat Report (http://www.sophos.com)
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Components of Malware C|HFI
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Computer

Components of a malware software relies on the requirements of the malware author who designs it for a
specific target to perform the intended tasks

Basic components of a malware:

[Mabemro componont | Doscrgtion__________|

Software that protects malware from undergoing reverse engineering or analysis, thus hardening the

Crypter . .. :
Yp task of security mechanism its detection

A type of Trojan that downloads other malware from the Internet on to the PC. Usually, attackers

Downloader , . .
install downloader software when they first gain access to a system

A type of Trojan that installs other malware files on to the system either from malware package or

Dropper internet
Exoloit A malicious code that breaches the system security via software vulnerabilities to access information
P or install malware
. A program that injects its code into other vulnerable running processes and changes the way of
Injector o ) :
execution in order to hide or prevent its removal
A program via various techniques that conceals its code and intended purpose, and thus, makes it
Obfuscator . . |
hard for security mechanisms to detect or remove it
A program that allows to bundle all files together into a single executable file via compression in order
Packer . .
to bypass security software detection
Payload A piece of software that allows to control a computer system after it has been exploited
Malicious Code A command that defines malware’s basic functionalities such as stealing data and creating backdoor
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Introduction to VMlalware Forensics

Computer

Often, attackers use malware such as virus, worm, trojan, spyware, and
ransomware, etc., to commit a crime on the intended target system

Malware forensics deals with identifying and capturing malicious code
and evidence of its effect on the infected system

Performing malware analysis enables one to know the type of malware,
how it works, its behavior, and impact on the target system

You can use a set of tools and techniques to conduct static analysis
and dynamic (run-time) analysis of the malicious code
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Why Analyzed Malware? C/HFI
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To determine the malicious To identify the extent of
intent of malware software damage caused from intrusion

................................................................................................................................................................

R -

- To find signatures for host and
network-based intrusion

detection systems

To determine the complexity
level of an intruder

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.



Identifying and Extracting C
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IMalware

J If a user has reported about suspicious activity on his/her system, you have to examine the
following areas of the compromised system to find the traces of malware installation

© Installed programs ® Logs

© Suspicious executables © User accounts and logon activities
© Auto-starting locations © File system

© Scheduled jobs © Registry entries

© Services © Application traces

© Modules © Restore points, etc.

J You can use tools such as balbuzard, Cryptam Malware Document Detection Suite, etc. to
extract patterns from malicious files for investigative purpose

J You can perform static and dynamic analysis together in order to identify the intent and
capabilities of the malware software
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Prominence of Setting up a

Controlled Malware Analysis Lab C HFI

J Usually, malware analysis is carried out by infecting a system with the malicious code and
then evaluating its behavior using a set of monitoring tools

J Thus, a dedicated laboratory system is required that can be infected keeping the production
environment safe

- Best way to set up such lab system involves:

© Using a physical system isolated from the production network to prevent the spread of the malware

@ Using virtualization software such as Virtualbox, VMware, Parallels, etc. (to set up single physical
system with multiple VMS installed in it, each running different OSs)
Protects real systems and K

network from being infected by

the malware under analysis /

Importance of virtual environment for
malware analysis:

Allows capturing of screen
during analysis

Ability to take snapshots of the
laboratory system, which can be

casy to analyze malware - used to easily revert to a previous
interaction with other system state
systems
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Preparing Testbed for Malware

Computer
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Analysis

Allocate a physical system for the analysis lab

Install Virtual machine (VMware, Hyper-V, etc.) on the system

Install guest OSs in the Virtual machine(s)

Isolate the system from the network by ensuring that the NIC card is in “host only” mode
Simulate internet services using tools such as iNetSim

Disable the ‘shared folders’ and the ‘guest isolation’

Install malware analysis tools

Generate hash value of each OS and tool

Copy the malware over to the guest OS
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Supporting Tools for Malware

Analysis

Virtual Machines Tools

@ Virtual Box (https://www.virtualbox.org)
©@ Parallels Desktop 11 (http://www.parallels.com)
@ Boot Camp (https://www.apple.com)

® VMware vSphere Hypervisor
(http://www.vmware.com)

Network and Internet Simulation Tools

@ NetSim (http://tetcos.com/netsim_gen.html)
@ ns-3 (https://www.nsnam.org)
@ Riverbed Modeler (http://www.riverbed.com)

® QualNet (http://web.scalable-networks.com)

C/HFI

Hacking Forensic

Lompulcrl 1 VESTIGATOR

Screen Capture and Recording Tools

@ Snagit (https://www.techsmith.com)
@ Jing (https://www.techsmith.com)
® Camtasia (https://www.techsmith.com)

@ Ezvid (http://www.ezvid.com)

OS Backup and Imaging Tools

® Genie Backup Manager Pro
(http://www.genie9.com)

® Macrium Reflect Server (http://www.macrium.com)
@ R-Drive Image (http://www.drive-image.com)

® O0&O Disklmage 10 (https://www.o0o-software.com)
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General Rules for Malware
Analysis

During malware analysis, pay attention to the key features
instead of understanding each and every detail

o

Try different tools and approaches to analyze the malware, as
single approach may not be helpful

Identify, understand, and defeat new malware analysis prevention
techniques
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Documentation Before Analysis | C|HFI
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The following are some of the documentations that an investigator should prepare before
performing an executable file analysis:

The system information
Full path and location . where file was stored, e.g.
. MAC-t t . .
1 of the file 2 W el 3 OS and version, file system,
user accounts, |IP address

References to that file
4 within the file system
or registry

5 Who found the file 6 Details of forensics
and when investigation tools
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Types of Malware Analysis

Compuler

j.i Static Malware Analysis:
E @ Also known as code analysis, involves going through the executable binary code
: without actually executing it to have a better understanding about the malware and
: Its purpose
. @ Disassemblers such as IDA Pro, can be used to disassemble the binary file
o6 o6
& & - Dynamic Malware Analysis: O O
@ Also known as behavioral analysis, involves executing the malware code to know how it
interacts with the host system and its impact on it
@ This type of analysis requires virtual machines and sandboxes to deter the spreading of
malware
@ Debuggers such as GDB, OllyDbg, WinDbg, etc., are used to debug malware at the time
® e of execution to study its behavior 66
0 oV

. Both techniques are intended to understand how the malware works, but differ in the
tools used, and time and skills required for performing analysis

J Itis recommended to perform both static and dynamic analysis to understand the
functionality of malware to a large extent
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Malware Analysis: Static
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In static analysis, we are not running

—@ the malware code so there is no Some of the static malware

P = need of creating a safe environment |  analysis techniques:

. = _ _ : € File fingerprinting

—a) J Analyzing the binary code provides |

E i information such as data structures, | @ Local and Online malware scanning
i function calls, call graphs, etc.

- 9 ©@ Performing strings search

...@ - Load the binary code on to the test @ Identifying packing/obfuscation methods

. system (preferably the OS on which ,

_'@ the malware 15 nﬂft dESIgﬂEt:j to run) @ Finding the portable executables (PE)
. to analyze its static properties - i e iation

—9) strings embedded into the file, |

header details, hashes, embedded i ® Identifying file dependencies
resources, packer signatures,

metadata, etc. Malware disassembly
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Static MIalware Analysis: File
L C|HFI
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It is recommended to compute hash value for a given binary code before carrying
out the investigation

e

Common hash calculators include HashTab, HashMyfFiles, HashCalc, md5sum,
md5deep, etc.

You can use the computed hash value to periodically verify if any change is made
to the binary code during analysis

You can also compare the computed hash value with that of the identified malware
stored in databases. Ex: VirusTotal - an online database

D HazhkyFiles - O X :-:
" File Edit View Options Help

SO0 EHR=ENA

| Filename MDS SHAT CRC32 SHA-256 LHA-512 tHA-384 Full Path Meodified Time Created Time  File Size File Version  Product Ve.. ldentical Extension  File Al ::

B Advanced ... Sccbifeccll.. fodeclfcl3E.  3089c3dlc ebebadlael... 3/00Mbfaa.. 11d9%32ebcd.. ChlUsershad., 27802008 105 3182000 2. 19,211,/ 17710334 ENE o i
| . > §
| |1 file(s) NirSoft Freeware, hitpd/iwwawnirsoft.net

http://www.nirsoft.net
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Online Malware Testing:

VirusTotal
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J VirusTotal is a free service that analyzes suspicious files and URLs, and facilitates the detection
of viruses, worms, Trojans, etc.

pd VirusTotal - Free Ondine |

« C ha &

& Camrmunity Statig

nttps

ol

cs

—

[

VirusTotal is a free senvice that analyzes suspicious files and URLSs ar

the quick detection of viruses

[y File

=

Docum:

i

W LIFL

alj]

{Awnanalvinustotal.com

Q Search

WOITS

R
JLUNE
E

trojans, and all kinds of makvare

Cheree File

Maximum fila size: G4MEB

nsant fo owr Terms of Serdce and allowr Vir

mmunity. See

aur P --rIII.,- DY o

nglish

-Trb=l &
3 13i3l 13

datails

Jain ou

total

wd fac

litates

COmEnLwt

A Ariteinus scan for 6deiTh. =

L C # B httpsy/wawwvirustotal.com/en/filefee?DeB0a2e8c469655fe215eac14c2fbb201116e40fd0SE Q) 57| =

#  Community  Statishics

i total

SHAZIE! ee2Bed0a2ebedabaS5Te2 1 SeactdofobE01 116ed0ldlS6 cod 1160219582650

Documentation  FAC Anout M Enghish  Join our communi Sagn in

D
)

File name Iip

prAMUMBT

e
=

Deteclion ralio: 37 /498

inalysis dale

20140311 134698 UTC (1 day, 19 howrs aga )

= Analysis X Relztionships @ Addsonslinfarmation = Commeris £ CiVatas

Ankivirus Result Updata
CLLE enencis.B=5H 20740309
Agnilum Teojan. OreamiGkceiIoE 10K 201940310
AnEvir SPREWLIump.B 20740211
ANE-A5L Trojan[FSWTooknot-a-drisvind2 PAWDump 201940311
Auast Wini2:PUP-gan [PUF] 0140311

Baldu-Internitional HackTool Win2Z. FDump.Ag 20120211

CAT-QuickHeal HackTocd PWDumg (Med a Virus! 20940391

CHC PENToolWInZZ FYDumpl0 20140307

Clamay Trajan. Padump

20120310

Comméouch WEETroan Y Jm-0845 20140311

http://www.virustotal.com
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Online Malware Analysis
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Services

Anubis: Analyzing Unknown | & _
I Binari | | Metascan Online
Inaries = | () http://www.metascan-online.com
http://anubis.iseclab.org

Bitdefender QuickScan
http://quickscan.bitdefender.com

Payload Security
https://www.hybrid-analysis.com

Malware Protection Center | ﬁ m 10bit Cloud
https://www.microsoft.com | ‘!J ‘H} http://cloud.iobit.com

Malwr Valkyrie
https://malwr.com https://valkyrie.comodo.com
) ol
Dr. Web Online Scanners . ThreatAnalyzer
http://vms.drweb.com ! http://www.threattracksecurity.com
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Static Malware Analysis: Local and
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Online Malware Scanning
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J Scan the binary code using renowned and up-to-date anti-virus software

J Ifthe code under analysis is a component of a well-known malware, it may have been already
discovered and documented by many anti-virus vendors

J Go through their documentation to recognize the code capabilities, signatures, etc.

J You can also upload the code to websites such as VirusTotal (https://www.virustotal.com) and Jotti
(https://virusscan.jotti.org) to get it scanned by a wide-variety of different scan engines

Jotti's malware scan Scanfile  Searchhash Language FAQ  Privacy  Contact

Adh I1.exe
B This file was scanned & while ago. Below are the results of that scan

MName: B 1.exe Status: Scan fimished. 1/21 scanners reported malware.

Size 15.42MB (19,311,728 byies) Scan taken on 13 March 2016 09:10:07 CET

Type: PE32 executable (GUI) Intel 80386, for M5 Windows

Firat 2een 13 March 2016 09:10:04 CET

MD5: ScchSfeccd] b1 025ceab2aT 73998553

SHAT: fe8ecTcT5i5c3572526ebah T6f2364500b463039

POy 13 Mer2016  Found nothing {% agnitum 11 Mer2076  Found nothing & Arcabit 13we206  Found nothing

a f'll-"'l':l:"jl!- 12Mar 2006 Found nothing ‘ AVG 13 Mar 2016 Found nothing 2Mer 2016 Fownd nothimg

Bitdeferder 13Mer2016 Found nothing W ClamAV 11 Mer2016  PUA Spyware XPCSpyPro S DFANER® :ve2006  Found nothing

0] ivera0ie Found nothing 12Mer 2016 Found nothing FOFRTINET 12Ms216  Found nothing
S F-PROT  13Mer2006  Found nothing > F-Secure. 13Mer2016  Found nothing ﬂ GDAEA 13Merzn6  Found nothing
SAKARUS  13Mer2006  Found nothing |{,ﬁ.5PE|ti|{":"’£ 13Mer 2016 Found nothing m 12Mer 2016 Found nothing

SOPHOS 1amerzos  Found nothing f®, TREND  13ue2006  Found nothing B VBA32 1zvezis Found nothing

@ 2004-2016 Jotti https://virusscan.jotti.org
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Static Malware Analysis:
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Performing Strings Search

E ResourcesExtract — e

Strings communicate information from the e | TETETRE—————
program to its user Destnation Folder: | Ci Users\admin|Documents]

HESIZLITE' types to extract Dcu (] Scan Subfikders

[ | Bitmaps [ ]HTML Related Ressurces U el Lo
. [ ] Arimated Icons [ ] Animated Cursors Automaticaly open destination folder

Analyze embedded strings of the readable i s =
text within the program’s executable file. [ ype Livaries [JOther Binary Resources
Ex: Status update strings and error strings b Strings

If filename already exists. .. Overwrite existing fie W

Multiple files mode: Extract all files into one folder W
Use tools such as Strings, ResourcesExtract,

. Siart Shop About Eadt Save Config Load Config
Bintext, Hex Workshop, etc. to extract /
embedded strings from executable files

_ WM3Codecs_str.tat - Motepad = O =
E th t 'th t | t t t . File Edit Format View Help .
nsure d € LoOl extract s rlnEE are 1888 Please select a folder to store the extracted files. A |
I I 1881 %s '
rEDrESEHtEd o bﬂth AScil and UﬁlEDdE 1200 Failed to get disk space information from: %s.System Message: %s.
fﬂrmats 1281 A required resource cannot be located.

1282 Are you sure you want to cancel?

1284 Unable to retrieve operating system version information.
1285 Memory allocation request failed.

1288 Unable to create extraction thread.

" ; 1218 Cabinet is not wvalid.
On extracting, one can see the input of S5t Eleiabia raui
Strings Df intE rest in SEErCh Engine fﬂr 1212 Can not change to destination folder. v
a a < >
more information Ln 20, Col 49

https://www.microsoft.com
Note: Strings may be often misleading or cause you to activate a sort of reverse-honeypot
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Static Malware Analysis: Identifying

Packing/Obfuscation Methods C HFI

Attackers often use packers to compress, encrypt, or modify a malware executable file

It toughens the task of the reverse engineers in finding out the actual program logic and
other metadata via static analysis

Use tools such as PEID, which detects most common packers, cryptors and compilers for
PE executable files

rE

File: |C:\Users\admin1\Downloads\Decoder-install-3.6.exe I
Entrypoint: | 00003987 EP Section: | .text ] '
File Offset: |00002D87 First Bytes: 55,89 E5,57 [
Linker Info: |2.56 Subsystem: |'Win32 GUI >

Nullsoft PiMP Stub [Nullsoft PIMP SFX] *

MultiS-:anl Task\.-'iewerl Options | About | Exit

~ Stay on top L

-

http://www.softpedia.com
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Static Malware Analysis: Finding the

Portable Executables (PE) Information

PE format is the executable file
format used on Windows operating
systems

Information available for examining
the metadata of a PE file:

— Time and date of compilation

— Functions imported and exported
by the program

~ Linked libraries

— lcons, menus, version info, strings,

etc. embedded in resources

You can use tools such as PEview,
PE Explorer, Portable Executable
Scanner (PEscan), PEBrowse
Professional, Resource Hacker,
Dependency Walker, etc. to extract
the above mentioned information

CHFI

H wking Forensic
| NWESTIGATOR

Computer

j’ ChAUsers\Admin\Desktop\Ad: erll.exe - PEBrowse Professional — O X
File Edit View Tools Window Help
S8 MBAENEA S SED>4

{521 DOS Header

[52] File Header
+ [32] Optional Header [ . |
£ Sections ki) Dump of VERSION:1 o | @ ||
5153 Impoits E 6 7 8 9 A B C D E F 0123456789ABCDEF A
553 Resowrces 00 20 00 20 00 20 00 20 00 20 00 . . . . . . . . +3F0

@£ ICON 00 20 00 2000200020002000 . . . .. ... +400

-3 STRING 00 20 00 20 00 20 00 20 00 20 00 __ e F410

F B 01 a0 50 == o E 00 P r =

"_E'QHEDAT.& 00 EE Qo EI- IZI:II :-: 00 ": I:I.-:-: f. ':II; .-..-.3-..1._['.- o.f+420

K B GROUPICON 00 74 00 56 00 &5 00 72 00 923 00 |d.u.c.t.V.e.r.s.|+430

'-‘:'g 00 00 00 31 00 31 00 2E 00 37 00 Ji.o.n...1.1...7.]|+440

= £3 VERSION 00 22 00 33 00 33 00 34 00 20 00 |1...0...3.3.4. .]+450

'H_DIE 00 20 00 20 00 20 00 20 00 20 00 L e 171,
B-L£J 24" 00 20 00 20 00 20 00 20 00 20 00 . . . . . . . . +470 o
rj File Image < 3
JTSIC

SORTED NAME EXACT SYMBOLS | _NT_SYMBOL_PATH |Resources:VERSION:1

Attp.//www.smidgeonsoft.prohosting.com

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.



2 8 B 8 =

Static Malware Analysis:

Identifying File Dependencies

Programs need to work with internal system files to function properly

Programs store the import and export functions in kernel32.dll file

Check the dynamically linked list in the malware executable file

C/HFI

Hl king Forensic

1.|]'|IF"|.||\.T
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Finding out all the library functions may allow you to guess about what the malware program can do

You can use tools such as Dependency Walker, which lists all dependent modules within the executable file

L

B2 File Edit View Options Profile
EH 8 Rl G 85

Window Help

fTERED

Dependency Walker - [tini.exe]

5 O TINLEXE

r'| 2 o} KERMEL32.DLL
. 5 API-MS-WIN-CORE-RTLSUPPORT
5 NTDLL.DLL
= [ KERNELBASE.DLL

BIE NTOLLDLL
EIE API-PS-WIN-CORE-APIQUE

—-BES EXT-MS-WIN-ADVAPI32-RE!
-BE% EXT-MS-WIN-KERNEL32-AP

ZE8 EXT-MS-WIN-NTUSER-STRII
SEY& EXT-MS-WIN-KERMEL32-FIL
ZEE EXT-MS-WIN-EERNELIZ-DA
ZEL EXT-MS-WIN-KERMEL3Z-0L

BEIE EXT-MS-WIN-KERMELI2-SIC ..

>

Ordinal *

Hink

Function

Entry Point

M/
/A
MAA
i A
/A
MAA

63 ((x0041)
66 ((x0042)
72 ((0048)
352 (00 160)
506 (w01 F D)
627 (0273)

CreatePipe
CreateProcesss
CreateThread
GetVersionBal
ReadFile

Sleep

FOCT R A nRant adl 's I

Mot Bound
Mot Bound
Mot Bound
Mot Bound
Mot Bound
Mot Bound

Al =« R

Drdinal ~

Hink

Function

Ertry Point

BT RETIL LR

1 (0x0001)
2 (0x0002)
3 (x0003)
4 (=0004)

(D 003)
AT

0 (0x0000)
1 {0<0001)
2 (0002)
3 (00003)

4 (0004
5 (ke N0 5N

Acquire5RWLockExclusnoe
AcguireSRW Lo ckShared
ActivatedetChx
ActrvateActChoWorker

AddAtomaA
Al Bk e LA

MTOLL Bt AcquireSHW
MTOLL L& cquireSRW
D 000350
00003890

DO0OB3590
MM N QR E

2

MModule File Timme Starmp Link Time Starmp File Size [ Attr. [ Link Checksum Real Checksy ~

API-bAS-WIN-CORE-BEM-L1-1-0UDLL
API-bAS-WIN-CORE-COMB-L1-1-0.DLL
AP-M5-WIN-CORE-CONSOLE-LT-1-0.DLL
API-ME-WIN-CORE-CONSOLE-L2-1-0.0LL

08/ 22/ 2013
0872273013
0a/ 2272013
08/ 22/2013

13p
5:13p
wHE
313p

0e/2zf203
0&/22/2013
0a8r2272013
0e/2272013

Se15p
xiip
x13p
S13p

2,560
3,584
1,584
4,096

Ha
HA
HA
HA

00002 CE0
CedOO0E S DA
(e 0004589
(00003 D

CeDO0D02CEY

G000085D
EDO0D45E
G0 0003 Dby

API-bAS-WIN-CORE-CRT-L1-1-0.0LL 08/22/0013 5:15p | 0872202013 &15p 4,608 | HA O} GOOFBDS Ge0000OFBD|™
il >

Error: Modules with different CPL types were found.
Warning: At least one delay-lead dependency module was not found.

For Help, press F1

httpyywww.dependencywaiker.com
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Static Malware Analysis:

C/HFI
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Malware Disassembly

J Disassemble the binary code and analyze the assembly code instructions
J You can use tools such as IDA Pro that can reverse machine code to assembly language

. Based on the reconstructed assembly code, you can inspect the program logic and recognize its threat
potential. This process is carried out by using debugging tools such as OllyDbg, WinDbg, etc.

EIQ;EE EZ_E;_EJQ LJE|m|T|w 8| c[/|K[BIR|.|s]| i=[F]2]

CPU - main thread, module ntdll o @ S
R T AT £ T ' Registers (FPU)

I
EH E=F, LN
EH ESF.I

[P 7751DE40 ntd

r¢ |ERROR_SUCCESS ' [ DODOO0T

BOLEFFFD
L3k ] 4 D402 00] | zenmap. (Hodu leEntryPoint >
POOO0O00

PO1SFFFC  QOQBRRE0

]

http://www.ollydbg.de
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Malware Analysis Tool: IDA Pro HFI

|1|Fu|'-|unlh

Computer
| NVESTIGATOR

File Edit Search View Debugger Optiens Windows Help

hqq?.@-ﬁ%é“-lgl&il|TEﬂ v | »[¢|m%}|EEE|PE

BRI S Pl BN me| |3
DR e x N X[ B SHKH~ 2| - sa®||un]2AEAS

;[ﬁﬂﬁﬁ%% Fht
__Illl[-—ﬂ

_uj Hex Wiewd | % Exports | % Imports | N Names | Functions | Shings | ﬂ Shuctwes | En Enun‘rsr;

) Functions ...[-=-||- (& ||ﬁ S Hex View-A o=@ |2 ]| N Nameswindow | |o | & |
Flanpams .text:00401630 ME 00 01 C3 E 8B EC 83 Ch Du B8 80 C1 4C 88 53 H.» [i85-+s .-L.S [a | [\ =
o S .text:pB401648 56 57 EB 15 BE 08 66 C7 45 E4 OB 0D 8B 15 C8 VUWF§-0.F!ESI.I§+ :
Sl L ) _text:08401650 A6 4E 08 8B uz ES 96 BO 06 00 66 C7 45 E4 14 00 EH.I:FH::.F:Esq. L _GetExcepiDLLinfo
7 sub_401500 -text:@O401660 BA C4 GO 4C 0O 8D 45 F8 ES AF 8D BC B0 FF 45 FO |-+L.iE°F»iN. E= D _isDLL
#7 sub_40150C text:00401678 8B 19 8B OD C8 A6 4LE B0 8B @1 E8 7D AC 86 B0 FF I1X+23H.I: FHE D _ getHirnstance
M5 sub_401530 .text:@O4O1688 4D FO 8D 45 FR BA B2 B 090 00 ER 01 8E AC 0O 8P M iE® 7. . Fofil. L Sesinitlinkpoc. GetTls(void)
™7 sub_40150C .text:00401690 ©OD C8 A6 4E 00 BB 61 8B OD BE A6 ME 60 8B 15 98 +3H. {.Fl*?ﬂ 152 ) E ‘winMan i
YoM .text:0B4016A8 CG6 4C OB E8 60 BO 06 0O A1 CB A6 4E 00 8B 00 BB 'L.F !i.i+aN.Y.¥ c 3
S ool AD1E00 .text:004016B0 ©D BC AG E B9 BB 15 24 SB 4 00 EB 48 BO B6 00 +2H.Y§S[N.FH!L.
. .text:004016C8 A1 C8 AG 4 OO 8B 00 8B 0D CO AG 4 90 8B 15 E8 J+2N.1_I+3aN_i§F Line 6 of 1549
,Li_*i—:g:;i .text:004016D0 SC 4E 08 E8 30 BO 06 00 A1 C8 A6 4E B0 SE 00 8B w.Fﬂ:;.i’@H.Ti.i‘ ,
¥ sub_ .text:@ENB1GE@  ®D Ch A6 HE B9 BB 15 84 SE 4E 06 ER 18 B@ B6 00 -2H.I§5"N.F TIo. : :
7 sub_40 440 _text:0B4016F@ A1 CB A6 4E 06 BB 00 E8 BC BO 86 OO 66 C7 45 E4 i+3M.Y.Fi![.FIES Strings window | = || & [ =2
¥ sub_401A68 .text:00401700 ©60 00 EB 1B BB 15 CB A6 4E 00 BB B2 8B 55 FC EB ..d) T§+3M.iYUnF Address Length Type Sting
M5 sub_401C08 Jbext: 00401710 60 B3 B6 00 66 C7 45 E4 10 00 E8 7 S5E OC 00 33 1![.FIESI.F[™C. 3 .
o o ADTEAS .texb:@B401720 CO 8B 55 D4 64 89 15 08 80 80 08 5F SE 5B 8B E5 +IU+dé§.... "[is i:[gg ggggﬁi E :E!*l'ﬂ
e sub_ADIF26 -text:BE4B1730 5D C2 18 0B B4 0O 00 60 AP B0 6C 6O OC 17 40 80 ]-r.0...3.0.E0. e st oo B & te':' "
v, uh_4I]1FFE fextzARLMI7aBe 45 FB 63 65 7B FL 69 6F 6E 20 26 60 B4 80 08 88 Exception &.[... 5= SEREHS: ¥ m:
L ~text:@O401750 ©3 00 30 00 FF FF FF FF 03 00 00 B0 44 60 48 00 [.0. 7...D.H. - testO0L. 00000074 C Sysulils:Ex
(JFsub_402068 _text:00461760 @9 00 00 00 00 OO DD OO OO0 DO 0O 00 61 00 80 80 .. ..........lou. |o |77 .lestOD.. 00DDOOID C SystemcTC w
77 suby_4020E0
WMok AR A5 % = & £ 2
< > 11 nononcia | DNAMAZA: WinMain %
£ >
main() function at 401634, narned "WinMain" .n

Marking twpical code sequences...

F'Iushmg buffersz, please wait. - ok

File "Ci‘Program Files [xBEJxIDA Freas\wingraph3z. exe' is successfully loaded into the database,
Compiling file 'C:“\Program Files (x8&)"IDA Free'idcida.ide'...

Executing functfun "main'. ..

Compiling Tile 'C: xF‘FﬂGF-E.Iﬂ Files (xE86)\IDA Free‘idcionload.idc'...

Executing function “OnLoad’.

IDA is analwsing the input f1le
YOl may STArt To explore the 1npurt 2 right now. 5

PR:0O0ACABYE Down Disk: 72GB
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C/HFI

Hacking Forensic
| NVESTIGATOR

Malware Analysis: Dynamic

Compuler

System Baselining:
J Refers to taking snapshot of the system at the time the malware analysis begins
J  Main purpose of system baselining is to identify significant changes from the baseline state

J System baseline includes details of file system, registry, open ports, network activity, etc.

Host Integrity Monitor:

J Hostintegrity monitoring involves taking a snapshot of the system state using the same tools
before and after the analysis to detect changes made to the entities residing on the system.

J Host integrity monitoring includes:

~ DNS Monitoring/Resolution
— APl Calls Monitor

~ Installation Monitor

~ Process Monitor

-~ Files and Folder Monitor ~ Device Drivers Monitor
~ Registry Analysis/Monitoring -~ Startup Programs Monitor
= Network Traffic Monitoring/Analysis - Windows Services Monitor

-~ Port Monitor

= 3000 —
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Dynamic Malware Analysis:

C/HFI

Installation Monitor

J You can use tools such as Mirekusoft Install Monitor, Advanced Uninstaller PRO, Epsilon Squared’s
InstallWatch, Revo Uninstaller Pro, Comodo Programs Manager, SysAnalyzer, etc. to detect
changes made to a system on execution of an unknown binary specimen

4 SysAnalyzer — [ pod
PID i Pai R Oeer s Pk ~
Bl
4 [
472 [ SYSTEM
BE0 0 SYSTEM
624 0 SYSTEM
X [ SYSTEM
704 B16 SYSTEM “B4 C:\\Windows\System32\Wwinlogon exe
760 0 SYSTEM
/68 24 SYSTEM "G4 LAWindowshSpstemddhsass exe
obd el SYSTEM "od L \Windows\Systemd2vsvchost exe
920 /B0 METWORE SERVICE *B4  C:A\\Windows\System32\svchost exe
54 704  DwM-1 *64 C:\\WindowshSystema2idwm. exe
497 fe0 METWORE SERVICE *64  LC:AWIndowshSpstemdZvsvchost exe
544 fe0  SYSTEM "64 L AWindowsh\Systemd2vsvchost exe
h24 fe0 LOCAL SERVICE *&4 C:\WwWindowsh\Systemd2\svchost exe
824 760 LOCAL SERVICE *64 C:\\Windowsi\Systemd2hsvchost exe
1054 fED SYSTEM L:\Frogram Files [86)\aV 5 Web Tunel p\WhuSystemS upport exe
1216 fe0  LOCAL SERVICE *64 LA Windowsh\Systemd2\vsvchost exe i
176N 7EN  CYCTEM *CA A fnelrsel © i sabamn TN ssundomel gusa
< >
|
Analyze PID Analyze Process | 14 Seconds remaming  Malware launched.
Funning Frocesses | Open Ports | FProcess Dlls | Loaded Dirvers | Heg Morutor | Mutexes | Tasks | Beport Tools

http://www.sysanalyser.com
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Dynamic Malware Analysis:

C/HFI

Process IVionitor Computr| Yacking Forns

& ©

J After executing the suspect program, you can use tools such as Process Monitor, Perfmon, etc. to
gather the resulting process information (process name, process ID, associated handles, libraries
loaded, related child processes, path of the program responsible for process creation, etc.)

=2 Process Monitor - Sysinternals: www.sysinternals.com - =2 n
Process Monitor Tool File Edit Event Filter Tools Options Help
SHd RBE | A B AKX | AZBN
Time ... Process Name PID Operation Path Result Detad Ly
Process Monitor is a monitoring 1001:.. 5EplorerEXE 1728 BhQueryStandardl...C:\Users\admin\AppData\Local\Micros... SUCCESS  AllocationSize: 1.0..
i i | | 10:01.... [ Bplorer EXE 1728 ShCreateFieMapp.. C\Users\admin'AppData‘\Local\Micros... SUCCESS SycType: SyncTy..
tool for Windows that shows file 10:01:.. “5BplorerEXE 1728 BAQueryStandardl...C:\Users\admin\AppData\Local\Micros.. SUCCESS  AllocationSize: 1.0...
: | | 10:01.... o BExplorer. EXE 1728 ﬁﬂuﬂﬂmﬂuﬂl...C.‘-.Lmﬁadmnkﬂppﬂataumahrﬂums...SUCCESS AllocationSize: 1.0...
system, registry, and prucess/ | | 10:01.... 5 Explorer.EXE 1728 BhCloseFile C:\Users'\admin'\AppData'\Local\Micros... SUCCESS
i § || 10:01.... = Bplorer EXE 1728 ;i&umﬂlandardl.. C:A\Users\admin'App Data‘\Local\Micros... SUCCESS AllocationSize: 8,1..
thread activity | | 10:01:... " Explorer EXE 1728 2hQueryStandardl..C:\Users\admin'\AppData‘\Local\Micros. . SUCCESS  AllocationSize: 1.0...
| | 10:01.... [ Explorer EXE 1728 :;lDrateFﬂe CAllsers‘\admin\Desktop SUCCESS Desired Access: R..
10:01:. ,Emcw EXE 1728 ﬂ.auwﬁemepr...c: \Users\admin\Desktop INVALID PA..

__‘E:mlnr&fEKE C:\Users'Public\Desktop

10:01:... [ Explorer.EXE 1728 @RegErumKey  HKLM\SOFTWARE\Microsoft\Window... SUCCESS
10:01.... 5 Explorer. EXE 1728 @XRegEnumiey  HKLM\SOFTWARE\Microsoft\Window... SUCCESS Trokan jar

10:01:... [ Explorer EXE 1728 @{RegEnumKey  HKLM\SOFTWARE\Microsoft\Window... SUCCESS  Index 8, Name 2.
10:01:... [ Explorer EXE 1728 @RegErumKey  HKLM\SOFTWARE\Microsoft\Window... SUCCESS  Index: 5, Name: {4..

L 10-01- "= Fnlorar EXE 1728 8% BeaFoumKey  HKI M\SOFTWARF\Micmsoft\Windaw  SUCCESS _Index- 6 Name- {4 ¥

Showing 27,395 of 116,315 events (23%) Backed by virtual memory

10:01:.. = SUCCESS

10:01:... 5 BExmplorer.EXE 1?33 'gkuumﬂemm_..c \Users'Public’\Desktop INVALID PA i
10:01:... |5 Explorer.EXE 1728 ShCueryDirectory  C-\Users'\Public'\Desktop SWCCESS 0

10:01.... " Explorer. EXE 1728 B RegQueryKey HKLM SUCCESS 1

10:01.... 5 Bplorer.EXE 1728 @ RegOpenkey  HKLM\Software\Microsoft\Windows'\C... SUCCESS & CE_EI'*E":' A

10:01:... [5iExplorer.EXE 1728 @RegEnumiey  HKLM\SOFTWARE\Microsoft\Window... SUCCESS sl ey
10:01.... [ Bplorer.EXE 1728 @8 RegEnumKey  HKLM\SOFTWARE\Microsoft\Window... SUCCESS 5 of ;T :i :

http://technet.microsoft.com
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Process Monitoring Tool:
What's Running

Features

@ [nspect the processes
and get performance
along with resource
usage data such as
memory usage,
processor usage, and
handles

@ Gather information
about dlls loaded,
services running within
the process, and IP-
connections associated
with processes

== Microsoft

HFI

Hl king Forensic

1.|]'|IF"|.||\.T
| NWESTIGATOR

What's Running is a monitoring tool that gives an inside
look into your Windows operating systems

File View Statup Help

@Ej Snapshot

4 Open folder

qﬂ-_n.. processes in Tree

| L& | Modules =

Trrrrrrrrrer

7
l—ﬂ IP-Connections =

*" Drivers

E’ Startup

Update interval:1 seconds

Processes - 53
Process Mame
FYCNOH. CHE
LogagtSve, axe
ool eme
svchost, exs
swchost exe
£ Searchin...
QSPPSVE.EXE
8 dacmoru...
loass mxe
CHIED &g
winlogor exs
dwim.exe
. auplorer.exe
= B Snagh32exs
TacHelp exe
SragPiv exe
= [ SnagitEdit.
did wphn.

@ POWERPNT...
& WhatsRunrr.
B Avastll exe
&) chrome exe
chiome exe
chilomes. exa
) chiome.exes
E chinore, exe
&) chiome exe
&) chiome exe
g TunnelSesver exe
reetiwork unne,
ot TunnElClisntSeri.
comhosk exe
L4

% Sanvices -

m ‘EW

SEDE
3396
4088
3016
3ETE
5060
4552
1996
5300
1680
3208

EES
1864

177 | [£ Modules -
I Uses W...

SrET.

SWST...

FGE
FGE
FGEB
FGEB
FGE
F"EE

F‘EE
FGE
FGE
FGE
FGE
F&E
FGE
FGE
FGE
FGE
FGE
FGE

I1EI
o
oo
o
oo
o
0o
0o
o
oo
o
oo

337 | @ IP Connections - 53| % Diivers - 265 | [ Statup-2| — SystemInio

Product M ame
FAICIOZ0ES W INO0WE'S LIDEIANNG 2 9sem

meast Antivius

Microsofl® Wirdow: ® Dperaling Sestem
bicrozoft® \wWindow:® Operating Sptem
Microzoft® \Window:® Operating Spstem
Windows® Search

Microzcft® Ofice

BADIS, Update Components

bicrosof & wmndows® Dpersling Sweetenm

Microzoft® \wWindow:® Operating Sptem
Microzoft® Window:® Operating Spestem
Microsoft® Window:® Operating Spestem
Snagit

SnagFrny

Sragil

Microzoft® wWindow:® Operating Spetem
Microzoft Office 2010

What's Bunning
anvast! Antivis
Goagle Chiomes
Goagle Chicme
Google Chioms
Goagle Chinonmes:
oogle Chinommes:
Google Chiome
Google Chiome
Super Metwork, Tunnel Semer LI

Supera Metwork Tunnel Pomable Clisnt Ser

Microzoft® Window:® Operating Spestem
>

Process [nfomsation

| F'_:'l PONVERFMT.EXE

Iterm Walue
= ¢ Process Propeihes
Procesz 1D 1972
Frocess Mame POWERPHT.EXE
Parent Frocess 1D 2636
CPL 0o
Target Wind2
Process
I emory
Filz Yeazion
- Time
140
Ul Objects
M Services [0]
+ [E Modules [97)
@ P sockets (0]

[

http://www.whatsrunning.net
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Process Monitoring Tools C/HFI

Hacking Forensic

Computer
P | NVESTIGATOR

@Mﬁ!] Process Explorer | | EG | Security Task Manager
= - http://technet.microsoft.com = | http://www.neuber.com
—_— ! ] —@

N\ System Explorer | | ‘@_ﬂ Proc Net Monitor
-l http://systemexplorer.net - f 2~ *l http://securityxploded.com

MONIT

http://mmonit.com

HijackThis
http://sourceforge.net

Autoruns for Windows
http://technet.microsoft.com

ESET Sysinspector

http://www.eset.com

i - .
ﬁ' ‘I| jl h KillProcess OpManager
| http://orangelampsoftware.com QO ! http://www.manageengine.com
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Dynamic Malware Analysis: File

C/HFI

and Folder VMionitor Computr| Yacking Forns

You can use files and folder integrity monitoring tools to examine real-time file system and
folder activity on an infected system

SIGVERIF

J It checks integrity of critical files that have been digitally signed by Microsoft
J To launch SIGVERIF, go to Start =2 Run, type sigverif and press Enter

FCIV
J Itis a command line utility that computes MD5 or SHA1 cryptographic hashes for files

J  You can download FCIV at http://download.microsoft.com

TRIPWIRE g R
EEEIRAY,'RIE S
J ltis an enterprise class system integrity verifier that scans and reports critical - wi i ] vy ‘ 1 S
system files for changes /"— 7
TAKE CONTROL,
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File and Folder Integrity Checkers: H Fi
FastSum and WinlMID5 Compcr| Hocking Frensi

fe Eit Vew Bun Todks Help File Edit Options Help

T N oy Currenily Processing: (idle)
@] ‘,J H v | ) X‘ D - l’r] Register now! T e

O O L L L L L O L T O L R O L L LT LT

Fath | Hash Bytes StaTus Lo

Choose the files or an entire folder you want to make checlksums of | Fileg ]l Folder ] gBthpropsoti... €a430bfaGafiTioTe04cBEEE4Z2E5are 352 Unknown

cmiadapter.dll Le35i3biloaiaTaalifbT4Las7da592c 113808 Unknown

emitrust.dll 0941b7beBc4B01bal £9706ebeabdedEn 403968 Unknown

After you save the results you will be able to check the integrity of yourfiles. emivE . dll b383a6304687TA3L90L£2523dTETEISTO 3287552 Unknown

HE_!;' Press the Save (Cil+5) button to save. CntrtextInsta... eedacf509%bThfEdbbibibi0asd9dldh 150016 Tnknewn

e dberr . LRL ibBEeabdfleiBdT Godlebibesaddbess 160396 Unknown

| Display the full path in file list adb. chk 4686d49780a57437476d395abE293acl 815z Unknown

Mafﬂ S 'D"I l'-'. I"E edbd 3317 . log BEZEeTELZZEA041d388ecedTechbRT2aE 7 Tnknown

B Loaded e o ezt edb00018. log 7733£734024510808d0e1a03fd42088 ; Unknown
@CWnglﬁfﬂHlEﬂﬁEﬂWﬂ-ﬂtSum'\E... 62 KB D14FFSF56ACA41 344C34E /356A260365 edbres0000l.irs bIdiZ36ciB6a3c0T042245edl0bacads 2087 Unknown ¥

B Changed _5' CA\Program Files (x86)\FastSum®F... 176 KB F26F31D3DDEBFIAAT156AG6E2804FF42
B o # CA\Program Files («86)\FastSum’F... 2596 KB 795800614746DC22FF55AAAZBT744C03
.=, C:\Program Files («86)\FastSum‘H... 20 KB 13B3DFD46CCCESAFF15239E2775944F3 Drag files and MDSSUM files (if available] into this window. http/Awwe. bliggtonia.com/software
New: 12 (100%) . . C\Program Files (x86)\FastSum‘R... JKE C31241456ABB5EA280446230AFBFESSE
[Z] C:\Program Files (xB6)\FastSum'fs.. 385 KE AD3AGBB27C0300BE4330CBI31491E281
& C:\Frogram Files (xB6)\FastSum'fs... 1KB 5166900FASFDE6BBEE4AEI755283E3587
[E] C\Program Files (x86)\FastSumih... 1KB 29F38DAE207C3I36AZECS40CB4EFETFOB
%, C:\Program Files (x86)\FastSum’s. 22 KB B5ZFE46BFECE2BCHCA2ACTFCEAECCCTE
C:\Program Files (<86)\FastSum'w... 14 KB 9C13F296C1B61B1DACETF7343FEEDGAE

= J WinMDS5 is a Windows utility tool for computing
Calculation process has begun at 2/28/2014 10:31:30 AM the MID5 hashes (fingerprints) of files

Clear Abort MNumber of known md5 hashes found in MDSSUM filea: 0

http://www. winmds.com

L cting size: Found 12 files i O folders wah total size 3.85 MB

Celcieting e chockaums - These fingerprints can be used to ensure that

Calculation completed at 2/28/2014 10:31:30 AM G
= Selected 3.89 MB in 12files O folders the file is uncorrupted

http:/ywww.fastsum.com

J FastSum is used for checking integrity of the files

J It computes checksums according to the MD5
checksum algorithm
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File and Folder Integrity

Checkers

Directory Monitor

https://directorymonitor.com

Fsum Frontend
http://fsumfe.sourceforge.net

Verisys

http://www.ionx.co.uk

AFICK (Another File Integrity

Checker)
http://afick.sourceforge.net

FileVerifier++

http://www.programmingunlimited.net

C/HFI

Hacking Forensic
| NVESTIGATOR

Compuler

PA File Sight

http://www.poweradmin.com

| nnn

)

;"’1’ CSP File Integrity Checker

http://www.tandemsecurity.com

ExactFile
http://www.exactfile.com

OSSEC

http://www.ossec.net

ﬁ \, Change Tracker Enterprise

https://www.newnettechnologies.com
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Dynamic Malware Analysis:

L HFI

Registry IMonitor

=l
File Select Tools Help

Key HKCU Software nitex ProxyChecker i5etiings| Finds registry errors, unneeded

Entry’s name Path . . . .
Yalue :\program files (x86)\proxifier\proxychedker.exe FEQ'FSijUHk, and h‘E‘le.S' in dE’fE‘Cf”’TQ‘

Entry last modified  27.02.2014, 04:30 registry entries created by malware
Error severity o9

Error description File or directory “c:\Program Files\proxifier\proxychecker™ does not exst

File reference c:\Program Files\proxifier\proxychecker

Reason for detection Invalid file reference

Tags

You can use registry entry
monitoring tools to
examine the changes made

to the system’s registry by
suspect program

Key Entry's name Value Entry last modified |'ror severitError description File reference

=l Invahd hle or directory reference

[] HKCR\Local Settings\MrtCach @{Microsoft.Readel C:\Program File 20.02,2014, 13:06 || 20%  File or directory| Ct\Program File Invalid file r
[[] HCR\ProcMon.Logfile, 1\Def: @ "Ci\Jsers\PGBY 27.02.2014, 11:22 25%  File or directory | C:\Jsers\PGE Invalid file r
[] H®CR \ProcMon. Logfile, 1\Daf2 {KEY} {KEY} 27.02,2014, 11:22 - File or directory| Ct\Users\PGE\! Invalid file r
[] HeCR\ProcMon. Logfile, 1\shell @ “Ci\Users\PGEY 27.02,2014, 11:22 25% Fila or directory | Ci\|Jsers\PGE! Invalid file r
[] HeCR\ProcMon. Logfile, 1\shell {KEY} TKEY} 27.02,2014, 11:22 - File or directory| Ci\Users\PGE\ Invalid file r
[] HrcU\software\dasses\Local @{Microsoft.Reade C:\Program File M/A 20% | File or directory| C:\Program File Invalid file r
[] HxoU\software\dasses\Proch @ C:\Users\PGEY N/A 25% File or directory | C:\Users\PGE\! Invalid file r
[] HeCU\software\dasses\Proch @ “Ci\Users\PGEY M/A File or dlrectnry C:\Wsers\PGEW Invalid file r
T HKCUSoftware\imtexro crwmmjmz 2014, 043 |:
[] HeoU\Software\Initex\Proxyt {KEY} 27.02,2014, 0430 - File or |:||r|a.':t-r..r'5-I c.‘n,Prngram File) Invalid file r
[] HkoU\Software \Microsoft\wit C: WManageEngine \C N,.’A 27.02,2014, 11:42 - File or directory | C:\ManageEnagi Invalid file r
[] HxoU\Software\Microsoft\wit C:\Program Files {xEN/A 27.02,2014, 11:42 - File ar directory | C:\Program File Invalid file r
[] HxoU\SoftwareMicrosoft\wit C:\Program Files (xEN/A 27.02.2014, 11:42 - File or directory | C:\Program File Invalid file r
[[] HxOU\Software\Microsoft\Wit C:\Program Files {xEM/A 27.02.2014, 11:42 - File or directory | C:\Program File Invalid file r

[] HxoU\SoftwareMicrosoft\wit C:\Program FilesNe N/A 27.02.2014, 11:42 - File ar directory| C:\Program Filg Invalid file r w
£ >

Delete Close

Selected: 1, highlighted: 1, total 180

http://www.macecraft.com
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Registry Entry Monitoring Tool:

HFI

Hl king Forensic

Compuler
| NWESTIGATOR

Regdcanner

RegScanner allows you to scan the Registry, find the desired Registry values that
match to the specified search criteria, and display them in one list

File Edit View Help

| B & WA

File Edit View Help

X HEFEE NA

Registry Key
2 HKCLNAppEvents\EventL abels\ShowBand

E{IHKE MnSoftwarebAdobelAcrobat Readen9....
Eﬂ HECUWSoftware\ AdobelAcrobat Reader'\S....
ﬁ_ElHKC hSoftwarg\Adobe\Acrobat Readend....
Ep‘] HKC UM Software\ Adobe\Acrobat Reader\d....
:ﬁg] HECLhSoftware\ Adebe\Acrobat Reader\S....
;‘_’T,'u']HKC UnSoftware\Adobe\Acrobat Readerd....
-_.“'_..':_.'] HECUMSoftwareh Adobel Acrobat Reader\S....
E{IHKC WhSoftwars\AdobehAcrobat Readens....
Eﬂ HKCUMSoftware\ Adobe\Acrobat Reader'\S....
3]';]HKC LhSoftware\ Classes\Local Settings\M...

;_i,]_l'] HEKC UM Software\ ClasseshLocal SettingsiM...

Eﬂ HECLMSoftware ClasseshLocal Settings\Sof...
ET,'{IHKC UhSoftware\ Classes\Local Settings\Sof ...
Ab) HKC LM Software\Microsoft\Intemet Explore...
EHKC hSoftwarg Microsoftunternet Explore...
Eﬂ HECLMSoftware\ Microsoft\Internet Explore...
glilHKC WhSoftware\Microsoft\internet Explore...
_E{l HEKC UM Software\MicrosoftiIntemet Explore...
L_‘J_":l HECLSoftware\Microsaft\ M5 Design Toa...

1

binternalExpan...
bAVToolBarHo...
bAVToolBarHo...
bAYVToolBarHo...
bAVToolBarHo...
b&VToolBarHo...
bAVToolBarHo...
bAVToolBarHo...
bAVToolBarHo...
@%SystemnBo...

B %Systernroo...

9

0
Show_ToolBar

show_URLTeol...

Locked

LhowDiscussio..,

ITBar/Layout

AutaSaveChan...

REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_SZ
REG_SZ
REG_BINARY
REG_BINARY
REG_SZ
REG_SZ
REG_DWORD
REG_SZ
REG_BINARY
REG_SZ

Show Toolbar ...

(00000001 (1)
(00000001 (1)
000000001 (1)
(00000001 (1)
000000001 (1)
(rDOO0GD0T (1)
(00000001 (1)
(00000001 (1)
(00000001 (1)

Internet Protod..,
Windows Rern...
6000 31 0000 ...
7600 310000..

}'ﬁ-
yes
(00000001 (1)
Yes

1300000000..

0

2720/
27207z
227
272112
2f21/:
lrs P
2f21/:
28N
2/21/:
22T
/2712
2725/
2121/
2/25/z
223
2/21/:
2121/%
2200
22w
>

Registry Key

£l HECU\AppEvents\EventLabels\SecurityBand
:i,?] HECUNAppEvents\Eventlabels\SecurityBand
‘_1_"] HEKCUN\AppEvents\Schemes\Apps\Explorer...
ab] HKC U AppEvents\Schemes\Apps\Explorer..,
‘_,1_"] HKCUNAppEvents\Schemes\Apps\Explorer...
E’I HECUSoftwareh Classes\ ActrvatableClasse...
ab) HKC LM Software\ Classes\ActivatableClasse...
E‘] HECLhSoftware\Classes\ActivatableClasse..,
_,_] HKCU\Software' Classes\ ActivatableClasse...
ﬁ_ﬂ] HECUSoftwared Classes\ ActivatableClasse...
:] HECUSoftwareh Classes' ActrvatableClasse...
B_E] HECLhSoftware\Clazses\ ActivatableClasze,..
;_3,1_1'] HEKCUNSoftware' Classes\ ActivatableClasse...
ﬂ HECW\Saftware’\ Classes\ ActivatableClasse...
;_3,1_1] HECU Softwareh Classes' ActivatableClasse...
__‘1_"] HEKCLW\Software\ Classes| Local SettingsiIm...
3B HKC LN Software\ Classes\Local Settings\M...

"‘_1_"] HECW\Saftware' Classes\ Local SettingsiM...

E“:] HECLUNSoftware’ Classes\ Local Settings\M...

Ab) HKC LM\ Software, Classes\Local Settings\M...

<

DispFil...

Bctivat..,
Activat..,
Activati,..

CLSID

Thread...

DllPath

Activati,.

CLSID

Threadi,..

DilPath

@CAW..
@565y,
@%5ys..
@ 565ys...
@ %Sys...

REG_5Z
REG_SZ
REG_SZ

REG_EXPA...

REG_SZ
REG_SZ

REG_DWO...

REG_5Z

REG_DWO...
REG_EXPA...
REG_DWO...

REG_5Z

REG_DWO...
REG_EXPA...

REG_SZ
REG_5Z
REG 52
REG_5Z
REG_SZ

Data

Infermation Bar
Bieframe.dll-...

CAawWindowsh...
ChWindowsh...

Financedpp.Pe..
FinancefApp.Pe...

CocDOD0000D (00

{ADEB8GFF-BC...

e OODR0000 (M
CWindoweshs...
UncOOD00000 (0

{3D3TE9TF-934...

00000000 (0
CAWindoweshs,..,

Set firewall sec...
The Base Filteri...

This serdce mu.

The IKEEXT ser...

Internet Protoc...

Key Modified ...

2/20/2014 &:02-...
2/20/2014 60,
272002014 6:02-...
22002014 6:0:...
/b2l 445
2/26/2014 4:4%....
/2072004 4:4%....
2/26/2014 4:45....
22602014 4:4%....
2/26/2014 4:4%....
2/26/2004 4:4%....
2/26/2014 4:4%....
2/26/2014 4:45....
2/26/2014 4:4%....
2/20/2014 &0,
212772004 4:39....
212724 4:5%....
2727204 2:55....
212772014 4:5%....

2/ temni(s), 1 Selected (0.02 Kb)

3223 itemi(s), 1 Selected (002 KE)

http://www.nirsoft.net
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Registry Entry Monitoring Tools

Reg Organizer

http://www.chemtable.com

Registry Viewer
http://accessdata.com

Comodo Cloud Scanner
http://www.comodo.com

Buster Sandbox Analyzer
http://bsa.isoftware.nl

SysTracer
http://www.blueproject.ro

C/HFI

Hacking Forensic
| NVESTIGATOR

Compuler

| % MJ Registry Watcher
€3 http://www.jacobsm.com

Active Registry Monitor

http://www.devicelock.com

Regshot
http://regshot.sourceforge.net

WhatChanged Portable
http://portableapps.com

oy \,ll.._ " . " "
G\- Alien Registry Viewer
http://lastbit.com
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Dynamic Malware Analysis:
Network Activity IMionitor

You can use tools such as Wireshark, Capsa Network Analyzer, etc. to
monitor and capture live network traffic to and from the victim system
during execution of the suspect program

Analyzing network traffic reveals network capabilities of the suspect
program and its requirements

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.



Capsa is an intuitive network analyzer, which provides detailed information to
help check for any Trojan activities in a network

LNpLLane

Mode Explorer
e

L4 Full Anakysis

& I Protacol Bxplorer (1]
* ﬁ Phy=ical Explarer (3]
B3 P Eeplorer (5)

Detecting Trojans and Worms with

Capsa Network Analyzer

HFI

Hacking Forensic

Computer] 1 VESTIGATOR

:J—I _-;_f ,\__:: .| i -I W : ‘-l'. y - I -. 9
L .""_l': + - I _H .:;. -\._.I ' o
General _ | Log Log ' [ P ~'}' '. 3 . jl ' Packet
BY wd  View OCutput e T . . Buffer =
Hetaark Pr Lzt om % pps (1] Traftic Chartibps)

Dashboard > F'S-_u.ﬂr'r._::':.-_r[‘.“-a-gu'u: rig rI:'ral:n: caol rﬂl-.,-;ucal Emdprant rll} Enclpaint '|_;'h-.-j|-_'.al Carvesation rﬁ_l“] k (
_H I-! .| e L]

Tatal Traffic by Bytes - X

L1201 KB
| 41553 KB h
| 3l11s=EB
[ |

T T T T 1
100829 1R:0@:39 11:08:49 !]:IZIH.'! |
|

0 E T T 1
1009019 DUBFES 1100738 11:0%=49 110789

I Top [P Total Traffic by Byles = X | lop Application Protacols by Bytes - ®

1.05 MEB
EE3.00 KB

£4T.25 BE

105 ME -
- B61,27 K3
| 645,95 K8 -
| 430,63 K3 <
- g . o S R CO N 215,52 ¥H -
&

215,75 K6 -
%
£

§

150 KB

i DB

& FE

-:F*F? __ﬁ

|| = capture - Full 2nalysis

it

BB Ethermnet  F Inactive | Durstion: 000218 | +F 2036 "0 Ready [ EyAlacm Exploner 00 b D

>
Adapter | Start
Lapt e

MNode Explorer
g 6 W b G

s Full Anakysis

+ 5B Physical Explorer (3)

E =:,= IP Explarer {3)

H- i Frotacal Exploser (1) |

Lag | &
Ot put

Genaral
G

Log
W I

Metweark Pr Lilizakion: (5%

dpaing ['F'I"_n:lral Conversation ]- P Carrversation ]-TCF Conversation I_LI;'_“"F Conversation” Matrix X | Packet |G | b [

[ |

4 Select Matriv - | M- [

o Showr Modes/Total Modes: | 37762
;TJ - ._'\:na e ] £
5 &
-
Tap 100 Physical Conversation
-
iz

Top D0 Physical Node
.

s i

Top100 Pvd Corversatian
L1

.

Top 100 [Pw Mods

User Hidden Nodes ()

Irwisible Modes (5]

{ 27 Capture - Full Analysis

FLeAliAs sariz ' 13 33FF0

1% 3LFF 3RIRFFRIRD W

P BES wilt ¥
@0 Ethernet | inactive  Durator: 000215 | 5F 2036 “@0 | Ready | fyllanm Explores CA 00 L0 1D

http//www.colasoft.com
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L

Dynamic Malware Analysis: clHED
Port Monitor AL,

Administrator: Command Prompt

You can use tools such as CurrPorts,
PortMon, SysAnalyzer, TCP View, etc., to

resWindowsssystem32 inetstat —an

ctive Connections

monitor live open ports on the infected
system and the remote system port
numbers that are requested by the
infected system while trying to connect
to an email server

Proto

ICP
TGP
TCP
ICP
TCP
ICP
ICP
ICP
ICP
ICP
IGP

=
=}
Iy
i
=

Address
LHAz21
LHz8BH
.A:135
.B:445
A:2869
LB:5357
LAz49152
.A:49153
.A:49154
.A:49155
.A:z49156

T -

EEaEw

LI =
s 8

=
="
="
=
=
1
1

State

LISTERIHG
LISTEHIHG
LISTENING
LISTENIHG
LISTEHIHG
LISTEHIHG
LISTEHIHG
LISTENIHNG
LISTEHIHG
LISTEHIHG
LISTEHIHG

TR EEEEIIITIZ

TCP
ICP
TCP
TR
ICP
1GF
ICP
ICP
ICFP
TICP
ICP
TCP
TGP
ICP
ICP
TCP
ICP
ICP
TCP

.B:49157
.BA:49158
.A.4:139

A 4789
LA.:49693
JH.A:4Y7Y4

LISTENING
LISTENING
LISTENING
TIHE_UATT

ESTABLISHED

r IZZEoEsEEaEE®
oD EREERRDRE
L L] L L] L ] L ] L] ¥ + L L] L]

EFFFFFFEPFFFEEESEI & 8 8§ 0 B B W ® ® ® 8
Eﬂﬁﬂﬁﬂﬁﬁﬁbﬁﬁﬂﬁﬂ

= DDaaoanaaa®=

I L] L] [ ] L ] ¥ L] ¥
sl oo o o B Bl fa fu
SDOLEEEEEDDR®E

A A A 11088
18.0.8.2:445
143.1V6.32.137 84 ESTAHLISHED
123.1%6.32.137:88 ESTABLISHED
16.8.8.1:56688 T'IME_WALT

16. .1:56688 TIRE_WALT

18. -1:56688
18. .1:56688
18. .1:56688
18. .1:56688
18. -1:56688
.1:56688
-1:56688
.1:56688
.1:56688
.1:56688

¥ L. L] | ] L ]

' L] L]

18.
18.
18.
18.
18.0.

ITIITITIT
Tl M m m m

L] L L] ' L L} L}

el e el e e e e el e el et~ 1L~ T~ BT Fn BT T n T AT
SIS

EEAEEEEDODEIREEZIE v e s 8 s &
e oaoooaem

1 L] L] ¥ ¥ L] L} L}

You can type ‘netstat -an’inthe
command prompt to look for
connection established to unknown
or suspicious IP addresses
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Port Monitoring Tools: TCPView HFI

Hl king Forensic
'..'l.f"'l-||||"||H

and CurrPorts

1.|]'IIF"LI|-..T

TCPView CurrPorts

TCPView shows a detailed listings of all TCP and UDP
endpoints on your system, including the local and
remote addresses and state of TCP connections

CurrPorts is a network monitoring software
that displays the list of all currently opened
TCP/IP and UDP ports on your local computer

P RO P LR L L

File Options Process View Help

A =B

Frocess FiD

B zychost ene 2900
5 svchost.exe 415
17 svchost.exe B4
17 svchost.exe 1200
17 svehastexe 1300
B sychost ane B
57 svchost.exe R4
1] zvchost ene 1300
57 svchost.exe 1300
17 svchost.exe 1092
1 zychost.exe 1300
17 svchostexe 1300
B sychostexe 13400
57 swchost.exe 04
17 zychost ene R4
57 gvchostexe 380
17 svehastexe 380

File Edit VYiew Options Help
XEHES v dana
Process Ma... Protocol Local Port

& System 504 UDP 3702
& System 1300 upe 3o
& System 1640 UDP 3702
2 System 1092 upe 5355
& System 1640 UDP 24409 1
2 System 1300 UDP 54724 fedl:54a2:7327...
i Systemn 1300 Upe 725 H |

2 System 1640 UDP 57107

& System 1300 upe 3781

2 System UDP G0004

&2 System uop 64437

2 Unknown TCP 9140

Femote 4d... Fe.. State

LISTENING
LIZTENING

Frotocol Local Address Local Port

TCPVE ant 1026 ar
TCRR ank 107 ar
LDPWE ant 123

LDPYE Ce:0:0:1] 1500

LDPYE arik 1300

LDPYE ant arn2

LDPYE ank
LDPVE ant
UDPVE ank
UDOFYE ank
UDPVE ank
LDPYE 1]
LDPVE ant
LDPYE antk BOO04
LDPWE ant E4457
LUDPYE D0054a2 7., 546
LDPYE Q004991 e 546

Proces... Local Por... Local Address Remote ... Remote.. ™

we-disca...
wis-disco...

we=disca...

lirmimr

L R e (e |

04725
572

i System
B Systen
B’ System
B System
B System
5 System
B Systen

& TunrelChertSemas.,

<

4
4
i
4
i
4
4
E

B

TCP
TCF
TCP
upp
UDP
TCPVE
TCPVE
TCP

3nk
arik
ank
ank
ank
ank
ank
—— 14

riethios-ssm
rriciogoft-ds
wad
rekbios-rs
netbios-dgm
microsoft-ds
wsd

14124

0
0
0
0
0
1]

LISTENIMNG
LISTENING
LISTENING

LISTENING

LISTENING

LISTEHNING
>

i Unknown
& Unknown
2 Unknown
2 Unknown
i) Unknown
£

TCP
TCP
TCP
TCR
TCP

9149
9163
9164
9163
9168

s 585 888

»

Endpoints: 99

Established: 17

Listening: 41

Tirme Wait: 1

Close 'Wait: )

97 Total Ports, 16 Remote Connections, 1 Selected

http://technet. microsoft.com

NirSoft Freswars. httpldAwanai.nirsoft.

http://www.nirsoft.net
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Dynamic Malware Analysis:

C/HFI

Hacking Forensic

Computer | NVESTIGATOR

DNS Monitoring/Resolution

You can use tools such as DNSstuff, DNSQuerySniffer, etc. to verify the DNS servers
malware try to connect and identify the type of connection

'™ DNSQuerySniffer — u bt
File Edit View Options Help

1> Q N

Hest Name Port Number Query ID Request Ty.. Request Time Response Time

« safebrowsing.google.... 62059 353F A 2/1/2016 &1...  2/1/20168:13:46 P...
W safebrowsing-cache.q... 62427 FOOA A 2/1/2016 &:1... 2/1/20168:13:46 P...
W) ocauth.googleusercont... 37479 3284 A 2/1/2016 &1... 2/1/2010813:4 P...
W ssl.gstatic.com 23127 456E A 2/1/2016 &1... 2/1/2016 &13:54 P...
) gaana.com 49701 QC46 A 2/1/2016 &1... 2/1/2016 &13:54 P...
W) appworld.blackberry.c... 62534 AdBA A 2172010 &:1...  2/1/720168:13:54 P...
W 67802.api-03.com 45384 A4gl A 2/1/2016 &1.. 2/1/20168:13:54 P...
D csc375.gaanacdn.com 59603 3177 A 2/1/2016 &1... Z/1/20168:13:54 P...
W www.windowsphone.... 34091 0664 A 2/1/2016 &1...  21/2016&13:4 P...
@ www.gstatic.com 65461 15AE A 2/1/2016 81... 2/1/20168:13:55P...
) play.google.com 53939 BAD7 A 2/1/2016 &1... Z/1/20168:13:35 P...
W calendar.google.com 61253 DEFC A 2/1/2016 &1.. 2/1/2016 8:13:38 P...
W accounts.google.coan 50609 8295 A 2/1/2016 &1... /2016 8:13:58 P...
W apis.google.com 57885 3360 A 2172016 81... 2/1/20168:13:59 P...
W lh3.googleuserconten.. 52450 BDE1 A 2/1/2016 &1... 2/1/2016 &13:59 P...
W plus.google.com 55836 F336 A 2/1/2016 &1... 2/1/20168:13:59 P...
<

16 item(s) NirSoft Freeware. hitp:iwww.nirsoft.net
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Dynamic Malware Analysis:

HFI

H wking Forensic

Computer
P [ NVESTIGATOR

API Calls Monitor

J  You can use tools such as APl Monitor to intercept the API calls from the suspected program to the OS

J Analyzing the API calls may reveal the suspected program’s interaction with the OS, which is of investigative
value (may provide correlative clues regarding system and network activity)

« APIMoniter (Tral Version, 7 Days Left) - O X
Action File Gnd Help
b-@ Ul 8 # VB Vews- BuyNow {§ &
Froces: and Thiead = . i
AF Mame e FieturnValue we | Module M ame we | Time Shart e |EE riry AP "
= Process and Thread : Process: C:\Program Files [x85 D opboshClientDropbox exe(3708) . Thread: 7760 [COUNT=59)
LoadLibrand B033TE480 DA EDD... |kemel32.dI BA2V/ANE 1:14:45 ... A
GetProcdddress B05025264 (0x1E14... | KERMELZ2 DLL B2T/A016 1:74:50 . LA
GetFrocdddiess BOE024112 [Ox1E1A... |[KERMEL3Z.DLL 527006 1:714:50 . w
GetProcdddress B050Z5024 (0:1E14... | KERMELZ2DLL B2T/A016 1:74:50 |
GetFrocdddiess 04738400 [D1ETE... |KERMEL3Z.DLL BA2F/A00E 1:714:80 .
| GetProcdddiess BOE0ZT21E (0x1E14,.. | KERMEL32 DLL BA27/016 1:74:50 |
| | [GetPiocAddiess 1505027184 (0x1E1A... [KERNELS2 DLL 5/27/2016 1:14:50 ... | I

E- Summary Information
i i AFIL Wames: GetFrochddcess

APl Defipe: funececisn CecProcaddress (AMedinle:

Time Starc: 13:14:50.42¢
— Daration: 0.001 s

Hodule Hame: C:\WIMDOWSYSYSTEMIZWEERWNELIZ . DLL

- Ia Entry API: True

-~ Process: C:iWProgram Files (xfe)\Dropbox’\Client\D

‘. Thread: 7760
El-Before Call Parameters
:--1-Eb:[{:-3-'..TL: hModule: 503316480 (0x1E000000)

lpProclame: Trial Version, It"s not I.‘I.FI.:I.

:I .B.!'ter l:.ﬂ.l Farameters

Cal Tree Buffer Data

2079 SF33 €374 5072 eFe7 7261 6D4E eleD P
Ox10 #3500 0000 5079 4Del 7273 6Bel &CS3F 5265 =

§ - HMOOULE hModule: 503316480 (0x1E000000)
= LBZSTR  lpProcHame: Trial Versicon, It"s not
% EI Eeturn
= L 505027184 (0x1Z121A70)
&
| < < >

Copyright © by EG-Gouncil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Dynamic Malware Analysis:
Device Drivers VMonitor

Compuler

HFI

Hacking Forensic
| NVESTIGATOR

Malware gets installed along with device drivers downloaded from untrusted sources and use these as

shield to avoid detection

You have to scan for suspicious device drivers and verify if they are genuine and downloaded from the

publisher's original site

Go to Run =2 Type msinfo32 = Software Environment = System Drivers

File Edit View Help

System Summary Mame
[+ Hardware Resources|| 13g4ohei
(- Components Iware
[=- Software Environmen acpi

Environment Variz acpipacy
|
Print Jobs S
|| acpipmi
~ Network Connecti "
. acpitime
- Running Tasks P e
- Loaded Modules || 29P80X
- Services afd
- Program Groups || 39P440

- Startup Programs|| @hcache
OLE Registration amdks
Windows Error Re/| amdppm

amdsata
amdsbs
amdxata
appid

arcsas
aswmonflt

T

€L
Find what:

[ 1search selected category only

Description

1394 OHCI Com...

3ware

mMicrosoft ACPI ...
Microsoft ACPIE...
ACP| Processar ...
ACPI Power Met...

ACP Wake Alar...

ADPIOXX

Ancillary Funcho...
Intel AGP Bus Filt...
Application Com...
AMD K& Proces...
AMD Processor ..

amdsata
amdsbs
amdxata
ApplD Driver

Adaptec SAS/SA..

aswhionFlt
Bl

File

ch\windows\syste..,
ehwindows\syste..,
chwindows\syste..,
chwindowshsyste..,
cAwindows\syste...
chwindows\syste..,
chwindows\syste..,
chwindowshsyste..,
ch\windows\syste..,
ehwindows\syste..,
chwindows\syste..,
chwindowshsyste..,
chwindows\syste...
chwindows\syste..,
chwindows\syste..,
chwindows\syste..,
chwindowshsyste..,
chwindows\syste...
Ve windows\sy...

R s maaerh e

[_]1Search category names only

Type

Kernel Driver
Kernel Driver
Kernel Driver
Kernel Driver
Kernel Driver
Kernel Driver
Kernel Driver
Kernel Driver
Kernel Driver
Kernel Driver
Kernel Driver
Kernel Driver
Kernel Drivar
Kernel Driver
Kernel Driver
kKernal Driver
Kernel Driver

Kernel Driver

File System ...

b imrmn] Mirnvnore

Start Mode
Manual
Manual
Boot
Boot
Manual
Manual
Manual
Manual
System
Manual
System
banual
Manual
Manual
Manual
Manual
Manual
Manual

duto

Cuart

State

Stopped
Stopped
Running
Running
Stopped
Stopped
Stopped
Stopped
Running
Stopped
Running
stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Running

(=T AT

Close Find
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Device Drivers Monitoring Tool:

DriverView

Compuler

C/HFI

Hacking Forensic
I NVESTILATUR

DriverView utility displays a list of all device drivers currently loaded on the system. For each driver in
the list, additional information is displayed such as load address of the driver, description, version,
product name, and the company that created the driver, etc.

File

Edit View Options

CENTENIE |

Help

@ acpiexsys

& afd.sys

@ ahcachesys

@ aswMonFlt.sys
@ aswRdr2.sys

@ aswRvrt.sys

@ aswSncsys

@ aswSP .sys

@ aswStm.sys

@ aswVmm.sys
@ BasicDisplay.sys
& BasicRender.sys
& Beep.SYS

@ BOQTVID.dIl

@ bowser.sys
<

Address

(0000000003D...
00000000 0106...
(0000000 0198...
(0000000 0282...
00000000°07104...
(0000000°0113...
(0000000°0149...
(0000000°0140...
(0000000 031E...
(0000000 010F...
00000000017D...
(00000000147...
(00000000147...
(0000000001C...
00000000 02BA...

End Address

00000000 003E...
00000000 0T0F...
0O0000000199...
Q0000000 02¢4....
00000000 0106...
0O000000™0114...
DODOO000™0158...
00DDO000™0746. ..
DODOOO00031F...
00000000 0113...
0000000001 7E...
00000000 0148...
00000000 0147...
00000000001C...
00000000 02BC...

Size

(00018000
(00033000
(00001 7000
00021000
(:0001 3000
(he0O01 3000
(h00101000
OheDOOGA000
(beD001 7000
(00035000
(00012000
(00002000
x0000E000
(0eD000a000
(000020000

Lo...

e I T . T I T I I T T T T

Index

135
49
&1
37
26

120

File Type
System Driver

Dynamic Link...

Systermn Driver
System Driver
System Driver
MNetwork Driver
System Driver
System Driver
System Driver
Driver

System Driver
Display Driver
Display Driver
System Driver
Display Driver

Systermn Driver

Description

ACP| Dnver for ...
ACPIEx Driver
Ancillary Functi...
Application Co...
avast! File Syste...
avast! WFP REedir...

avast! Virtualizat...
avast! self prote...

Stream Filter

Microsoft Basic ..
Microsoft Basic ...
BEEP Driver

VGA Boot Drver
NT Lan Manage...

Verzion

6.3.9600.16384
6.3.9600.16384
6.3.9600.16384
9.0.2013.292
9.0.2006.149
9.0.2004.130
8.0.2013.262
8.0.2013.292
9.0.2013.292
9.0.2070.245
6.3.9600.16384
6.3.9600.16384
6.3.9600.16384
6.3.9600.16384
6.3.9600.16324

Company

Microsoft Co...
Microsoft Co...
Microsoft Co...
Microsoft Co...
AVAST Softw...
AVAST Softw...

AVAST Softw...
AVAST Softw...
AVAST Softw...

Microsoft Co..,
Microsoft Co...
Microsoft Co...
Microsoft Co...
Microsoft Co...

Micros
Micros
Micros
avast!,
avast! ,

avast!
avast!

avast! |

Micros
Micros
Micros
Micros

Micros w
>

127 tem(s), 1 Selected
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Device Drivers Monitoring Tools | C/HFI

Hacking Forensic

Lompulcrl 1 VESTIGATOR

Driver Reviver
http://www.reviversoft.com

Driver Detective
http://www.drivershg.com

ServiWin
http://www.nirsoft.net

=
[:jl'ﬁ Unknown Device Identifier
(w 1’:—3 http://www.zhangduo.com

\ . . . Seer . .
| DriverGuide Toolkit I~ Driver Fusion
E"—' http://www.driverguidetoolkit.com https://treexy.com

—
InstalledDriversList ol (o) [l My Drivers
| Gl O

http://www.nirsoft.net http://www.zhangduo.com

Driver Magician ==
http://www.drivermagician.com | ! _[—I_ 1

il DriverEasy
™ http://www.drivereasy.com
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Dynamic Malware Analysis:
Startup Programs IMonitor
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Computer

Check startup
program entries Details are covered in next slide
in the registry

Check automati C:\Windows\System32\drivers o, L

i
-
£
S = sl bk ki ol kb kb okl bl - - - -. Loysaia - ok kol ko
;0 R LR MR MM S,
AR - ¥ mmmmmmmmm e | T8 e e R T T R R e e R
= e HRHRHRHHHHHEHRHEHRH e A HHHHHHHRHEHHHRHRHEHEH

Check S Check boot.ini or bed (bootmgr)entries =

Check Windows Go to Run = Type services.msc = Sort by

" services automatic Sartin Tobe
e pivpe =

C:\ProgramData\Microsoft\Windows\Start
Check startup Menu\Programs\Startup

folder C:\Users\<User Name>\AppData\Roaming\
Microsoft\Windows\Start Menu\Programs\Startup
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Entries

Compuler

HKLM\ SOFTWARE\Microsoft\Windows\CurrentVersion\ Run

HKCU\ SOFTWARE\Microsoft\Windows\CurrentVersion\ Run

Windows
Startup _- HKLM\ SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce
SEtt"‘g f .~ HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Runonce

5,.-'.

HKLM\ SOFTWARE\Microsoft\Windows \CurrentVersion\Explorer\Shell
Folders, Common Startup

~ . HEKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\User
Explnrer \ Shell Folders, Common Startup

Startup . HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Shell
Setting ' Folders, Startup

HEKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\User
Shell Folders, Startup

HKCU\SOFTWARE\Microsoft\Internet Explorer\URLSearchHooks

IE
HEKLM\ SOFTWARE\Microsoft\Internet Explorer\Toolbar
Startup \ i \ *P \
Setting HKLM\ SOFTWARE\Microsoft\Internet Explorer\Extensions

HKCU\SOFTWARE\Microsoft\Internet Explorer\MenuExt
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Security AutoRun displays the list of all applications that are loaded automatically when Windows

starts up

g HICU { Run (0)

(3537 lkems

HEEY _LOCAL MACHINELSYSTEM CurrentContralSet\Semvices

@ AWM Run (2) | O Startup fuser) - (1) | () Startup (comman) - (0) | 9P Hikeu
@ activeX (5) #F winLogon () @ Load - Run (2) i @ HKLM | Exploser

Lol g E:: .:E:ID:.:E ©) @ HKCU [Explorer-Run (0) | ¥ HKCU | Desktop (1) | @ =M /RunServices (0) #* HaM [ RunSesraefnes 10
L L Polices [0) ™ Drivers-(265) | %] ApplnitDils (1) 4| Know DLLs {0) ) Scheduled Tasks () | & IniStartup (2)
| l-mf Desktop (1) §* HKLM / Run Once (0) ' HELM fShelibject (1) | @ HELM /Run OnceEx (0) . Startup (senvices) - (35)
; H L‘;c;'f:;‘:l (@ Service Mame Description Status Path
Ll Lt Run(D B (B CoMSysApp COM+ System Apphication Stopped C:\Windowsksystem32idihost.exe Processid: (J2DEF...
Fmf Run Once (0) B B defragsve Optimize drives Stopped C:\Windows\system32\swchost.exe  defragsve
& Run OnceEx (D) m mFax Fax Stopped C:iWindows\eystem32\Fessve . exe
# RunServicesOnoe (0 B §hgupdate Goagle Update Service (gupdate) Stopped "Ci\Program Files (x86)\Google\Update\GoogleUpdate. ...
-t RunServices (0) B ygupdatem Google Update Service (gupdatem)  Stopped "C:\Program Files (x86)\Google'pdate\GoogleUpdate.e...
- Polides (0} @ B [EEtwCollectorSer... Intemet Explorer ETW Colector Se...  Stopped CriWindows\system32\[EEtwCobector exe ¥
- SheliObject (1) B | |MsDTC Distrbuted Transaction Coordnator  Stopped -
iy Instaled Components (5) =] 1'5] MeSEserver Windows Installer Stopped C:Windows\system3Z\msiexec.exe fV
-"- WinLogon @ @ nvave MVIDLA Display Driver Service Running CrWindows \aystem 32nvweve, exe”
; @ 2 H::p I;:Z'LW ) = 'E! nvlipdatusservice  MVIDIA Update Servios Daemon Runining "Ci\Program Files (x86)\WYIDIA CorporationiNYIDIA Upd..
T B B7gse Office Source Engine Stopped "C:'\Program Files (x86)\Common Fies\Mioosoft Sharedl,..
,‘.-—& E:E; L B 87 gsppsve Office Software Protection Platform Running "Ci'\Program FilesYWCommon FilesMicrosoft Shared\Office...
4 & -Eta'tl.ur.'r Seryicas s Perfost Performance Counter DLL Host Stopped C:iWindows \SysWowaHperfhost. exe
| g ) 1= 5 O i 5 el = oo e N e
i Huee Ll acator o re Loca indows\system32Yomator.exe
el ;} E,i:::s {255) @ = gmphost Microsoft Storage Spaces SMP Stopped C:Windows\Bvstem32\svdhost. exe & smphost
4 - 4] Know DLLs = B |SNMPTRAP SHMP Trap Stopped C:\Windows\System32\enmptrap. exe

i t.] List DLLs {0} 2 [®7Spoler Print Spacler Running C:YWindows\System32\spoclsy.exe
F j‘l Applnit DLLs @ | |sppsvc Software Protection Stopped -
i - AppInit DLLs (1) o EStereo Service MVIDIA Stereoscopic 30 Driver Ser...  Running "C:\Program Files (x86)\WVIDIA Corporation|3D Vision'yr..,
4 'iﬁ 5_|:|'IE|'-'UEE| Tasks B B stiswe Windows Image Acquisition (WIA) Stopped C:YWindows\system32\swchost.exe & imgswve

-4 Task Scheduler (2) 8 B swpry Microsoft Software Shadow Copy P...  Stopped C:\Windows \System32svchost.exe & swpry
x _:_-3 Ini Startup B | | Trustedinstaler Windows Modules Installer Stopped -

: i Win.ini (1) B [ UIDDetect Interactive Services Detection Stopped  Ci\Windows\system32\UT0Dekect. exe

-4 System.ini (1) 2 5

http://tcpmonitor.altervista.org
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Startup Programs Monitoring

Autoruns for Windows
http://technet.microsoft.com

WinTools.net 16.0.0 Premium
http://www.wintools.net

StartEd Pro

http://www.outertech.com

Startup Delayer

http://www.r2.com.au

WhatInStartup
http://www.nirsoft.net

Compuler

PCTuneUp Free Startup Manager

http://www.pctuneupsuite.com

Ccleaner
https://www.piriform.com

WinPatrol

http://www.winpatrol.com

Chameleon Startup Manager
http://www.chameleon-managers.com

Startup Booster
http://www.smartpctools.com

C/HFI

Hacking Forensic
| NVESTIGATOR
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Dynamic Malware Analysis:

C/HFI

Windows Services Monitor compr ke

Malware may rename their processes to look like a genuine Windows service in order to avoid
detection

You can use various tools to identify such suspicious Windows Services

& Enterprise Service Manager =

File View Action Help

Service Type

(¢ Begular ¢ Drvers Al Refresh Select a workstation | <L ocal Machin
Display Name Description Computer | Status | Path Startup Type B
&P E stensible Authentication... @%systemro... <Local... Stop.. C\Wi.. Manual

ﬂ Enciypting File System [E... @%5ystemB... <Local.. Runn.. CA\Wi.. Automatic
—mm‘u—
ﬂ Wlnduws E vent Log @%SystemB... <Local... Runn.. CA\Wi.. Automatic

(| | @& COM+ Event System @comres.dll,... <Local... Flunn. . CAWi..  Automatic

|| | @& Function Discovery Provi.. @%systemro... <local.. Stop.. CiAWi. Manual

|| |@&Function Discovery Reso... @%systemro... <Local.. Stop.. CAWi. Manual

|| |@@indows Font Cache Ser... @%systemro... <Local.. Runn.. C:A\Wi.. Automatic

8P Windows Presentation Fo... @%SystemR... <Local.. Stop.. CA\Wi.. Manual

@F Microsoft FTP Service @2Zwindirz\... <Local... Runn.. C\Wi... Automatic

BB S emin Palico Clisnd £l mral Rimn (AT A ibaenakie b
169 Services 1 Computer(s) Administrator WIN-MSSELCK4K41 10/6/2

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.



Windows Services Monitoring Tool:
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Compuler

Windows Service Manager (SxrviVian)

Windows Service Manager (SrvMan) simplifies all common tasks related to Windows services.
It can create services (both Win32 and Legacy Driver) without restarting Windows, delete
existing services, and change the service configuration

|Fi!e View Service Help I

State Tvpe Dizplay name Start type Executable <<
= 13340hcy 1234 OHCI Compliant Host Contraller \SystermPoot\System 324 drivers\1294chci o
stopped drver Jvare marual “SustemnBoot\System 32vdnversh Jware, sys
e AP nnIng drver Microsoft ACPI Dver boot vopstermnBoot\System 32 vdnvers\ALCP] sps
& acpiex nnIng driver Microsoft ACPIEx Drrver boot vSpstemBoot\System3Z2ADnvershacpiex sys
g acpipagr stopped driver ACP| Processor Aggregator Driver matiial \SyatemBoot\System 32 drivers\acpipaagr.sys
G AcpiPmi stopped driver ACP| Power Meter Driver manual vSystemBoot\System32vdriversh\acpipmi sys
@ acpitime stopped drrver ALP! W ake dlammn Dirver manual \SpstemBoot\System3Zhdnvers\acpitime. sys
g ADPBICA stopped drver ADPBR marial \SpstermnBoot\System 32\ dnvers\AD PR SYS
E AelookupSve  mnning shared Apphcahon Expenence marial C:\windows\systern32\svchost exe -k netsves
e AFD INNINg driver Ancillary Furction Driver for Winsock system WS pstemRoot\system32\dnvers\afd.sps
g agp440 stopped driver Intel A&F Bus Filter manual vSystemBoot\System32vdrivershagp440 sys
g ahcache [nnng driver Apphcation Compatibility Cache gpstem spstem3Z\DRIVERS \ahcache. sys
% al 3 stopped wanJde Apphcathon Layer [ aleway Service maral C:YWWindows\System3 2 alg exe
& AmdKB stopped drver AMD K8 Processor Dnver mariual \opstermnBoot\System 32 vdnvers\amdk B sys
& AmdPPM stopped driver AMD Processor Drver mariLial vSpstemBoot\Spstem 32\ drvers\amdppm. sys v
Froperties. .. Start cervice Restart cervice
Add service D elete service =

http://tools.sysprogs.org
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Windows Services Monitoring
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Compuler

- ] /-’- -\-‘-H-H‘". | ]
TR, Advanced Win Service Manager ‘- AnVir Task Manager
' r 1 http://securityxploded.com http://www.anvir.com
| il - - -
| bl | Netwrix Service Monitor Process Hacker
"
| o http://www.netwrix.com http://processhacker.sourceforge.net

: _ 4 Free Windows Service
PC Services Optimizer Monitor Tool
http://www.smartpcutilities.com m onitor 100

http://www.manageengine.com

Nagios Xl

http://www.nagios.com

b Serviwin
L L
http://www.nirsoft.net

PRTG Network Monitor ,—ﬁ Service+
https://www.paessler.com | e http://www.activeplus.com
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Analysis of Mlalicious Documents

Computer

Steps to detect malware in PDF and MS Office document files:

Enlist the common vulnerabilities and : . v
Find the uncertain scripts or code '

4
“ exploits
. MV

Examine the file for suspicious :
k7 : Search for encrypted scripts and decrypt .
’%‘; /  elements or pointers of malware YP P YP
’ Inspect the metadata Extract the scripts and analyze
m /

"‘-,
j Verify the structure and content Scan with malware scanner _. 4

Note: Refer lab manual for demonstration of malicious document analysis
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Malware Analysis Challenges

Compuler

Accuracy of the analysis process

Detection of malware pieces and traits

Amount of data to be analyzed

Changing technologies and dynamics of malware creation and
propagation

Anti-analysis procedures such as encryption, code obfuscation, and
deletion of records

http://www. hhs.gov
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Module Summary

Compuler

Dt

~ Malware is a malicious software that damages or disables computer systehﬁ,
and gives limited or full control of the systems to the malware creator for the
purpose of theft or fraud

Components of a malware software relies on the requirements of the malware author who
designs it for a specific target to perform the intended tasks

Malware forensics deals with identifying and capturing malicious code, and evidences of its
effect on the infected system

To analyze malware, a dedicated laboratory system is required, which can be infected keeping the
production environment safe

Performing malware analysis enables you to know the type of malware, how it works, its
behavior, and impact on the target system

Static analysis/code analysis involves going through the executable binary code without actually
executing it to have a better understand of the malware and its purpose

Dynamic analysis/behavioral analysis involves executing the malware code to know how it
interacts with the host system and its impact on it . asea i ==
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