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—>  After successfully completing this module, you will be able to: —

1

Summarize cloud computing concepts

List all the cloud computing attacks

Understand the importance of cloud forensics

Interpret the usage of cloud forensics

Distinguish between the various types of cloud forensics I

Understand the roles of stake holders in cloud forensics I

Interpret the challenges faced by investigators while performing cloud forensics
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Investigate the cloud storage services Dropbox and Google Drive |
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Cloud computing is an on-demand delivery of IT capabilities where IT infrastructure and applications are
provided to subscribers as a metered service over a network

Characteristics of Cloud Computing

Distributed storage Resource pooling

o
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Sexrvices

T Infrastructure-as-a-Service (laasS)

© Provides virtual machines and other abstracted hardware and operating systems which may be
controlled through a service API

© E.g. Amazon EC2, Go grid, Sungrid, Windows SkyDrive, etc.

Platform-as-a-Service (PaasS)

—

@ Offers development tools, configuration management, and deployment platforms on-demand that
can be used by subscribers to develop custom applications

© E.g. Intel MashMaker, Google App Engine, Force.com, Microsoft Azure, etc.

“ ¥

Software-as-a-Service (SaasS)
© Offers software to subscribers on-demand over the Internet

© E.g. web-based office applications like Google Docs or Calendar, Salesforce CRM, etc.
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Cloud deployment model selection is based on the enterprise requirements

Private Cloud L Community Cloud

Shared infrastructure between several

organizations from a specific community
with common concerns (security, compliance,
jurisdiction, etc.)

Cloud infrastructure
operates solely for a single
organization

Hybrid Cloud Public Cloud

Cloud infrastructure with the attributes of two
or more types of the cloud (i.e. private,
community, or public), offering the benefits of
multiple deployment models

Services are rendered over

a network that is open for
public use
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Cloud Computing Threats

Data breach/loss

Abuse of cloud services
Insecure interfaces and APlIs
Insufficient due diligence
Shared technology issues
Unknown risk profile

Inadequate infrastructure
design and planning

Conflicts between client
hardening procedures and
cloud environment

Loss of operational and
security logs

Malicious insiders
lllegal access to cloud systems

Privilege escalation

13

14.

s

16.
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18.

19.

20.
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22.

23,

24,

Loss of business reputation
due to co-tenant activities

Natural disasters
Hardware failure

Supply chain failure
Modifying network traffic
Isolation failure

Cloud provider acquisition

Management interface
compromise

Network management failure
Authentication attacks
VM-level attacks

Lock-in
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30.
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34.

35.
36.
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Computer

Licensing risks
Loss of governance
Loss of encryption keys

Risks from changes of
Jurisdiction

Undertaking malicious probes
or scans

Theft of computer equipment

Cloud service termination or

| failure

Subpoena and e-discovery

Improper data handling and
disposal

Loss or modification of backup
data

Compliance risks

Economic Denial of
Sustainability (EDQOS)
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Service Hijacking using Social
Engineering Attacks

Service Hijacking using Network
Sniffing

Session Hijacking using Session

Session Hijacking using XSS Attack Riding

Side Channel Attacks or Cross-guest

Domain Name System (DNS) Attacks VM Breaches

SQL Injection Attacks Cryptanalysis Attacks

©

Wrapping Attack DoS and DDoS Attacks

©
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wl Cloud forensics is the application of digital forensic investigation process in the cloud
computing environment

wl Itisconsidered as a subset of network forensics, as the network forensics deals with
forensic investigations in both the private and public networks

wl Cloud forensics procedures vary with cloud computing service and deployment model

€ Ex: SaaS and PaaS service models provide restricted control over process or
network monitoring, compared to that of 1aaS

2 The data collection procedure in SaaS is reliant on the CSP, whereas in case of
laaS, VM instance can be acquired from the customer for evidence analysis

w Also, physical access is available to the data in private cloud, but restricted in the
public cloud
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Usage of Cloud Forensics

_J Investigation

2 Involves investigating organized cyber crime, policy violations, suspicious activities, etc. in
the cloud ecosystem

_J Troubleshooting
2 Involves resolving functional, operational, and security issues in the cloud ecosystem
_J Log Monitoring

2 Involves gathering, examining, and correlating log entries across multiple systems in the
cloud ecosystem

2 Assists in auditing, due diligence, regulatory compliance and other efforts
_J Data and System Recovery
2 Involves recovering deleted or encrypted data and systems from damage or attacks

_J Due Diligence/Regulatory Compliance

2 Involves assisting organizations exercise due diligence and comply with requirements such
as securing critical data, maintain records for audit, notify parties affected due to exposure
of sensitive data, etc.
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-/ Crime committed with cloud as a subject, object, or tool is a cloud crime

" Cloud as a subject: : o . . :
J In this case, crime is carried out within the cloud environment

Ex: Identity theft of cloud user’s accounts

Cloud as an object: In this case, target of the crime is the CSP

Ex: Techniques such as DDoS attacks are implemented that target few
sections of the cloud or the entire cloud

Cloud as a tool: In this case, cloud is used to plan and carry out a crime

Cases include using a cloud to perform an attack on other clouds or
when a crime related evidence is saved and shared in the cloud
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Case Study: Cloud as a Subject | C|HFI
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Major cloud services such as Google Drive and Dropbox at risk from 'man-in-the-cloud’ attacks

07 Aug 2015

Major cloud services such as Box, Google Drive, Dropbox, and Microsoft OneDrive are at risk of ‘man-in-the-cloud’
(MITC) cyber attacks, according to a research paper published by Imperva.

The firm said at the Black Hat security conference in Las Vegas that cloud-based businesses are vulnerable to
exploitation by hackers, even claiming that data can be accessed without needing usernames or passwords.

Imperva revealed that if hackers gain access to a user's authentication token, a unique log-in file, they can steal data and
even inject malware or ransomware into an account.

The research team explained that hackers are able to insert an internally developed tool named Switcher into a system
through a malicious email attachment or a drive-by download that uses a vulnerability in browser plug-ins.

"From an attacker's point of view, there are advantages in using this technique. Malicious code is typically not left
running on the machine, and the data flows out through a standard, encrypted channel. In the MITC attack, the attacker
does not compromise explicit credentials,” the report stated.

Furthermore, this method of hacking works in such a way that end users may not be aware that their account has been
compromised. In some circumstances, according to Imperva, the only option is to delete the compromised account as
the token acquired by a hackers used to get access will remain in place regardless of a password change.

Amichai Shulman, chief technology officer at Imperva, warned that businesses using cloud services need to be aware of
the risks.

http://www.v3.co.uk
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Case Study: Cloud as an Object

Computer

A iCloud hole closed following brute force attack

p<p

January 05, 2015

(P

A hole in iCloud's security allowed attackers to access any iCloud account via a brute force attack that side-stepped
blocks - but it is now reported to have been patched.

(L

The tool, iDict, uses an exploit in Apple's security in a "100 percent working iCloud Apple ID dictionary attack that
bypasses account lockout restrictions and secondary authentication on any account, “ according to a 2" January report
in Business Insider (BIl).

(B

The tool was able to avoid Apple's blocks on brute force attacks using a hole in its security to allow it to repeatedly guess
at user passwords, including running through the most commonly used passwords, so in time any account could be
hacked.

(L

The hacker, PrOx13, said that there was a "painfully obvious" flaw in Apple's iCloud which could be used to bypass
security systems like passwords, security questions, and even two-factor authentication

(P

The tool did require its users to know the email address associated with an iCloud account before it tried to hack into it.

(P

“Remote password brute force attacks are a slow and noisy attack, but can be effective against users who chose poor
passwords. Best practice is for service providers to limit the number of password guesses allowed and enforce multi-
factor authentication at every possible entry point, but in complex applications developers will often ‘lock the front door’
but forget about less obvious interfaces.

(E

This attack targets the loginDelegates functionality, which is the sort of side-door functionality that can easily receive less
scrutiny.

(F

“The lesson for service providers is to put in place strong, consistent standards across entire development organizations
and to proactively think about alternate authentications processes that might slip under the security radar.””

http://www.scmagazineuk.com
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Botnets are getting bigger and DDoS attacks more frequent according to Kaspersky

May 02, 2016

(¥

Cyber-criminals are shifting away from cheap DDoS attacks that are easy to implement to more complex and focused ones,
according to a new report from Kaspersky.

(E

The report said that over 70 per cent of attacks in the first quarter lasted no longer than four hours. At the same time, there
was a reduction in the maximum attack duration with the longest DDoS attack lasting just eight days (the longest registered
attack in Q4 2015 lasted almost two weeks).

(F

Evgeny Vigovsky, head of Kaspersky DDoS Protection, Kaspersky Lab, said that almost all telecom companies have learned to
cope with the most widespread types of DDoS attacks. “This has forced cyber-criminals to turn to more complex and
expensive — but more effective — methods in order to improve the efficiency of their work. Attacks at the application level are
a good example.

(F

Carl Herberger, vice president of security solutions at Radware, told SCMagazineUK.com that the botnets are being
distributed in ways in which it is very difficult to stop them.

(P

“They are being launched from cloud services providers like Amazon Web Services, they are increasingly infecting the
Internet of Things (loT) causing a zombie-like army which is hard to eradicate and more difficult to halt and lastly they
know how to encrypt attacks so that today's casual security architectures will not notice them,” he said.

(E

Dave Larson, COO at Corero Network Security, told SC that due to the fact that botnet attacks are launched and then
disappear without leaving enough information for victims to trace its origins — effectively acting like a giant cloud computer —
organizations really have no choice but to defend themselves at the edges of the network.

(E

“The only proper defense is to use an automatic, always-on, in-line DDoS mitigation system, which can monitor all traffic in
real-time, negate the flood of attack traffic at the Internet edge, eliminate service outages and allow security personnel to

focus on uncovering any subsequent malicious activity, such as data breaches,” he said.

http://www.scmagazine.com
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Forensic investigations in cloud involve a minimum of CSP and the client. But, the scope of the investigation
extends when the CSP outsources services to third parties

Academia Third Parties S
Enforcement

Research Audience Evidence collection
Education Training Compliance Prosecution Confiscation

Incident
Handlers
i , CSP
E———
: Service Legal Investigators CIE{Ud ' B core Skl
Agreement Organization
Agreement

g paresar:
Custumers IT Customers

Professionals

$

External
Assistance

Chain of Cloud Service Providers/ Customers
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Architecture and Identification Computr Hacking Forensi

Deletion in the cloud

Recovering
overwritten data

Interoperability issues
among CSPs

Single points of failure

No single point of
failure for criminals

>

The total volume of data and users operating regularly in a cloud ecosystem confines the
amount of backups the CSP will retain

CSPs may not implement necessary methods to retrieve information on deleted data in an
laaS or Paa$ delivery models

It is very difficult to recover data marked as deleted, as it may get overwritten by another
user sharing the same cloud

Also, a snapshot might not be taken in time (ex: backup) that contains data duplicate before
it was overwritten

Collection and preservation of forensic evidence is challenging as there is lack of
interoperability among CSPs and lack of control from the consumer’s end into the proprietary
architecture and/or the technology used

Cloud ecosystem has single points of failure, which may have adverse impact on the evidence
acquisition process

Collection and analysis of evidentiary data from distributed and disparate sources is highly
difficult as criminals may choose one CSP to store their data, second CSP to obtain

computing services, and third CSP to route all their communications

Source: NIST Cloud Computing Forensic Science Challenges (http://csrc.nist.gov)
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» |tistough for an investigator to detect a malicious act by identifying a series of
Detection of the malicious act small changes made across many systems and applications as a result of attacks
launched by perpetrator to penetrate a cloud

» Cloud computing provides computing power that would otherwise be not
available to criminals at a low budget, thus letting unpredictable attacks that
would be unfeasible outside a cloud environment

Criminals access to low cost
computing power

Real-time investigation » Investigating real-time incidents in the cloud is very difficult as it requires

. . intelligence process, which is often not possible while working along with the
mteI!lgence processes not CSPs or other actors and a special legal means is to be applied in many cases to
possible collect data

Malicious code may circumvent > Vulnerabilities in server virtualization allow malicious code to evade VM isolation
VM isolation methods methods and interfere with either other guest VMs or the hypervisor itself

» Managing the scope of data collection is challenging as distributed data collection
and chain of custody from multiple venues or geo-location unknowns can cause
various jurisdictional issues

Multiple venues and geo-
locations

Source: NIST Cloud Computing Forensic Science Challenges (http://csrc.nist.gov)
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Challenge Description

» Cloud’s operational details are not clear enough to investigators that results in lack of

Lack of transparency trust and difficulties of auditing

» Distributed nature of cloud computing allows criminal organizations to maintain
Criminals can hide in cloud isolated cells of operation, to preserve anonymity of each cell by the others, thus it
may be difficult for investigators to identify and correlate the cells

Cloud confiscation and » Cloud confiscation and resource seizure may often affect the business continuity of
resource seizure other tenants

» Configuration errors in cloud management portals may allow an attacker to gain
Errors in cloud management control, reconfigure, or delete another cloud consumer’s resources or applications

portal configurations » Itis hard to find the source of such unauthorized change as the cloud management
portal is being used by multiple tenants simultaneously

Source: NIST Cloud Computing Forensic Science Challenges (http://csrc.nist.gov)
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Cloud Forensics Challenges: CIHFI
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Challenge Description

» Segregation of potential evidence pertaining to one tenant in a multi-tenant cloud system
is a challenge as there are no technologies that do it without breaching the confidentiality
of other tenants

Potential evidence
segregation

Boundaries # Protecting system boundaries is challenging as it is tough to define system interfaces

» Itis a challenge for investigators to maintain proper chain of custody and security of data,
Secure provenance metadata, and possibly hardware, as determining ownership, custody, or exact location
may be difficult

» Itis probably impossible to identify and validate a data chain of custody due to the multi-

Data chain of custody layered and distributed nature of cloud computing

- -

Source: NIST Cloud Computing Forensic Science Challenges (http://csrc.nist.gov)
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Computer

Data Collection

Challenge Description

# In every combination of cloud service model and deployment model, the investigator

Decreased access and data faces the challenge of limited access and control to the forensic data

control H . . s
»  (CSPs hide data locations purposefully to ease data movement and replication

» Often, CSPs and most cloud apps rely on other CSP(s), and the dependencies in a chain

_ _ of CSP(s)/client(s) can be prominently dynamic
Chain of dependencies ) - , - | - - |
» In such conditions, cloud investigation may rely on investigation of each link in the chain

and level of complexity of the dependencies

» Locating and collecting evidence is a challenge because data in cloud may be quickly

Locating evidence altered or lost and lack of knowledge on where and how data is stored in cloud

» Collecting data of the target is challenging because of the flexibility CSPs have to migrate

Data Location data between data centers and geographic regions

» Data imaging and isolating a migrating data target is challenging in the cloud ecosystem
Imaging and isolating data due to its key characteristics: elasticity, automatic provisioning/deprovisioning of
resources, redundancy, and multi-tenancy

Source: NIST Cloud Computing Forensic Science Challenges (http://csrc.nist.gov)
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Computer

Data Collection (Cont’d)

Challenge Description
Data available for a » Data collection and preservation of VM instances is challenging due to the lack of standard
limited time practices and tools

» Locating storage media with certainty in cloud ecosystem is difficult as it requires in-depth

Locating storage media understanding of the cloud architecture and implementation

» Evidence identification is challenging because the sources/traces of evidence are either

Evidence identification not accessible or are created or stored differently compared to non-cloud environments

» Often, CSPs dynamically allocate storage based on the consumer’s request. In this case,
Dynamic storage data collection is challenging because of the dynamic allocation of storage, and systems
that search storage after an item is deleted

» Validating the integrity of data collected is challenging as data within the cloud is volatile
Live forensics and frequently changing. Also, live forensics tools may make modifications to the suspect
system

Source: NIST Cloud Computing Forensic Science Challenges (http://csrc.nist.gov)
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Computer

Data Collection (Cont’d)

Challenge Description

» ldentifying and collecting evidentiary data is challenging because resources are
Resource abstraction abstracted and the info about cloud architecture, hardware, hypervisor, and file
system type is not available to exactly understand the cloud environment

Y

Application details are not Obtaining details of cloud-based software/applications used to create records is
available challenging because such details are usually unavailable to the investigator

» Collecting additional evidence is often unfeasible in the cloud as specific data
locations are not known, the sizes may be huge, and non-standard protocols and
mechanisms may be used to exchange data and poorly or not documented

Additional collection is
often infeasible in the cloud

Y

Imaging the cloud is a challenge as it is unfeasible, while partial imaging may have a

Imaging the cloud legal consequence in the presentation to the court

» Selective data acquisition in the cloud is a challenge as it requires gaining prior

Selective data acquisition knowledge about the relevant data sources, which is very difficult

Source: NIST Cloud Computing Forensic Science Challenges (http://csrc.nist.gov)

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.



Cloud Forensics Challenges:

C/HFI

Hacking Forensic
| NVESTIGATOR

Computer

Data Collection (Cont’d)

Challenge Description
. » Decryption of data is challenging because ineffective cryptographic key
Cryptographic key management makes it easier to lose the ability to decrypt forensic data stored in
management the cloud

» In a multi-tenant cloud environment, using cloud services may enhance risk to the

integrity of data at rest and during processing

Ambiguous trust boundaries ) | o ,
» Not all CSPs implement vertical isolation for tenants’ data that leads to

questionable data integrity

»  For stakeholders, maintaining evidence quality, evidence admissibility, data
Data integrity and evidence integrity, and evidence preservation is challenging as faults and failures in data

preservation integrity are shared among multiple actors, and the chance for such faults and
failures is higher in the cloud environment due to sharing of data/responsibilities

» Determining the reliability and integrity of cloud forensics data is a challenge
Root of trust because of the dependence on the collective integrity of multiple layers of
abstraction throughout the cloud system

Source: NIST Cloud Computing Forensic Science Challenges (http://csrc.nist.gov)
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Computer

Lags

Challenge Description

» Log information is not stored at any single centralized log server in cloud but are
Decentralization of Logs decentralized among many servers.

v

Few logs in cloud environment are volatile. E.g. Virtual machines. Once the VM

Evaporation of Logs instance is powered off the logs will vanish.

» There are many layers and tiers in cloud architecture and logs are generated in each
Multiple Layers and Tiers tier which are valuable to the investigator but collection from different places is a
challenge E.g. application, network, operating system, and database.

v

Different CSPs and different layers of cloud architecture provide logs in different
formats (heterogeneous formats) and not all the logs provide crucial information for
Less Evidently Value of Logs forensic investigation purpose, E.g., who, when, where, and why some incident was
executed.
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Cloud Forensics Challenges:

e a l Computer Hacking Forensic
L ' | NVESTIGATOR

» Lack of forensic related terms in the cloud contracts is challenging as it could prevent the
generation and collection of existing appropriate data as well as generating potentially

Missing terms in contract

or SLA appropriate data

Limited investigative » Incivil cases, investigators are often provided with limited investigative power to properly
power obtain data under the respective jurisdictions

Reliance on cloud » Acquiring forensic data from cloud is challenging as it requires CSPs cooperation, which
providers may be limited by the number of employees and other resources at the provider end

: : » Specifying the physical location(s) of data on a subpoena is challenging as the requestor

Physical data location A (s) . : S E
often does not know where the data is stored physically

» Scanning ports is challenging as CSPs do not provide access to the physical infrastructure

Port protection of their networks

» Dumping of TCP/IP network traffic is a challenge because CSPs do not provide access to

Transter protocol the physical infrastructure of their networks

» Response time for e-discovery is challenging because of ambiguity of data location and

E-Discovery ambiguity about whether all relevant data were discovered

Source: NIST Cloud Computing Forensic Science Challenges (http://csrc.nist.gov)
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Cloud Forensics Challenges:

Lack of international » Gaining access to and exchanging data is challenging due to the lack of international
agreements & laws collaboration and legislative mechanisms in cross-nation

» Real-time, live access to data on international cloud services is challenging because of
lack of definition on the scope of data acquisition on non-national cloud service and
agreements dealing with authority to access the data

International cloud
services

» Gaining legal access to the data is challenging as questions of international jurisdiction

Jurisdiction have not been worked out

» Achieving effective, timely, and efficient international communication when dealing
with an investigation in a multi-jurisdictional cloud is challenge as the existing
mechanisms and networks for such communication are often slow and inefficient

International
communication

Cunﬁdentiality and »  Preserving privacy of personal, business, and governmental information in cloud is
Personally Identifiable challenging due to the lack of legislation governing the conditions under which such
Information (p||) data can be accessed by investigators

»  For CSPs and co-tenants, recovering the reputation affected by illegal activity of some
cloud consumer is challenging as a spammer using the CSP’s IP range may get these IP

Reputation fate sharing address blacklisted

» This could potentially disrupt service of legitimate cloud customers if they are later
assigned blacklisted IP addresses

Source: NIST Cloud Computing Forensic Science Challenges (http://csrc.nist.gov)
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Computer

Analysis

Challenge Description

»  Correlation of an activity across multiple CSPs is a challenge due to the lack of

Evidence correlation | gk
interoperability

R : : | » Virtual storage media duplication in some cloud ecosystems may cause damage to the
econstructing virtua actual media, thereby adding the risk of being prosecuted

storage » Also, the reconstruction algorithms have to be developed and validated

» Correlating the activities observed with accurate time synchronization is a challenge as

Timestamp synchronization the timestamps may be inconsistent between different sources

»  Unifying log formats or making them convert to each other is very hard from the
enormous resources available in the cloud. This may also result in lack and/or exclusion

Log format unification of critical data

#  Onthe other hand, uncommon or proprietary log formats of one party can become a
major hurdle in joint

» Using metadata as an authentication method may be at risk, as common fields — creation
date, last accessed date, last modified date, etc. may change when data is moved into
Use of metadata and within the cloud and at the time of data gathering process

» Consider the impact of cloud on metadata and check if the CSP preserves metadata and
s readily accessible for e-discovery purposes

» Timeline analysis of logs for DHCP log data is a challenge as there is inconsistency from

Log capture one CSP to the other on how they collect log data

Source: NIST Cloud Computing Forensic Science Challenges (http://csrc.nist.gov)
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Cloud Forensics Challenges

Computer

Challenge Description
= Identifying account » Identifying owner of the account is challenging because the technology or policy does not
E owner support sufficient identification of the owner of the account
QO Fictitious identities » Determining the actual identity of a cloud user (legitimate or illegitimate) is challenging
g because criminals can often create accounts with fake identities
E Decoupling user »  Positively attributing a cloud user's credentials to a physical user is a challenge as there is
= : : no mandatory non-repudiation methods implemented in the cloud and sophisticated
credentials & physical . . . . o
@ _ encryption and network proxy services may raise questions to the validity of network-type
o location metadata
o CiTEEe e A » Positively identifying the entities that accessed data without being authorized is
challenging because the authentication and access control
access control to users' cloud accounts may not meet data protection regulations
Challenge Description
m = L L =
O Testability, validation, » Using and/or collecting results from tested and validated tools and techniques is
© and scientific principles challenging because test beds, test processes, validated techniques, and trained test
-E not addressed engineers specializing in cloud environments are rare.
©
5 Lack of standard » Establishing standard procedures and best practices for investigations in the cloud is a

challenge because standards and procedures in cloud forensics are much less mature than
processes & models in traditional forensics and far from being widely adopted

Source: NIST Cloud Computing Forensic Science Challenges (http://csrc.nist.gov)
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Cloud Forensics Challenges

(Cont’d)

Training

Limited knowledge of logs 4

and records

Cloud training for
Investigators

Anti-forensics

C/HFI

Hacking Forensic

| NVESTIGATOR

Compuler

Trusting records/logs kept in cloud environments is challenging because custodians and
individuals responsible for these operations might have only limited knowledge and
may not be qualified for evidence preservation

Getting trained in cloud computing technology and forensics operations in cloud

environments are challenging because most digital forensic training materials are
outdated and do not address cloud environments

Use of anti-forensics techniques (ex: obfuscation, data hiding, malware, etc.) prevent or mislead forensic analysis. They may
affect the collection, preservation, and identification phases of the forensic investigation process

Ex: Malware may circumvent virtual machine isolation methods

Incident First Responders

Competence and
trustworthiness

For stakeholders, confidence, competence, and trustworthiness of CSPs acting as first-

responders is a challenge as the objectives and priorities of the CSPs may differ from
those of the investigators

Ex: when an incident occurs on CSP end, his/her main concern will be to restore service
rather than preserving evidence

Source: NIST Cloud Computing Forensic Science Challenges (http://csrc.nist.gov)
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Investigating Cloud Storage
galig Aok J CHF)

&
Compuler Hacking Forensic
St | NVESTIGATOR

Cloud storage services such as Dropbox, Google Drive, SkyDrive, iCloud, etc. create artifacts on a system
they are installed upon that may provide relevant information to investigation

Some of the artifacts that you have to look at during
cloud storage service investigation include: N

g Artifacts created during the installation process

%  Artifacts left behind after the uninstallation process

% Information present in the database files

%  Artifacts created when afile is uploaded or downloaded
v/  Artifacts left when a file is shared

{ i
.

\kf/ Artifacts left behind after using anti-forensics software

Vf Logs recorded and their accuracy
v/  Other sources of information
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Investigating Dropbox Cloud

Storage Service
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Arxtifacts Left by Dropbox Web
LSt C/HFI

Po r t al Compuler Hacking Forensic
P | NVESTIGATOR

J You can login to the user’s Dropbox profile and access information about deleted files
) For the free version, only files deleted in the last 30 days can be recovered

) For the commercial version, all the deleted files can be recovered

Deleted Files

You can restore your recently deleted files below.

Get Started with Dropbox.pdf

Deleted Files
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Artifacts Left by Dropbox Web
Portal (Cont’d)

Computer

Hacking Forensic
| NVESTIGATOR

J You can get information about:

® last browser sessions € devices linked with the Dropbox @ Apps linked with the Dropbox

. Click on user name in the top-right. From the menu = Settings = Security
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Artifacts Left by Dropbox Web

Hacking Forensic
| NVESTIGATOR

Portal (Cont’d) C HF]

J You can view version history for each file and can recover previous version of a file

J Right-click the file and select previous versions

4
w
g [ ol

= version history of 'Capture1.PNG'

o=

&

I ]

-

. N

S o

h.l i |
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Artifacts Left by Dropbox Web c/HEI
Portal (COII.t ’d) Compuir| flacking Forens

-J You can view Events section to &3 Events
know the timeline of changes to
the Dropbox

J In addition, it also shows whic
account did the action, what t
action was, and the target of the
action

=

FEFEEE . EERE
AR e AR
P g Y 1 111
Ssgalvsnalnnaw
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Artifacts Left by Dropbox Client
on Windows

Compuler

Hacking Forensic
| NVESTIGATOR

J On Windows 10 OS, by default Dropbox client is installed at C:\Program Files (x86)\Dropbox

J The default folder used for syncing files is C:\Users\<username>\Dropbox

J The Dropbox folder contains all the files that have been uploaded or downloaded from the
cloud

- Dropbox installation creates various keys and values inside the registry:

@ HKLM\SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\FirewallRules
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\ShelllconOverlayldentifiers\DropboxExt(n)
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\Dropbox
HKLM\SOFTWARE\Classes\DropboxUpdate.ProcessLauncher
HKLM\SOFTWARE\Dropbox\InstallPath

- B ®» 9 »

HKLM\SOFTWARE\Dropbox\Client\Version

-

J From the registry changes, you may obtain Dropbox installation path and the version
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Artifacts Left by Dropbox Client

HFI

on Windows (COII.t ’d) Computr focin Foes

J WhatChanged Portable is a system utility that scans for modified files and registry entries.
It uses the 'brute-force method' to check files and the registry.

»J WhatChanged 1.07

Scan tems

[ ]Scan Files:

STEP #1: SNAPSHOT

STEP #2: COMPARE

Scanned: 203218

Scan Registry:

[JCLASSES ROOT
[ LOCAL MACHINE
[ JCURRENT USER
[JuseRs

Step #1: Get Baseline State

Ctep &2 Find what changed since Step 81

[ ]Copy file changes to new folder | clean temp files

HKEY _LOCAL_MACHINENSYS TEM\CurrentControl Set’\Software\Clas:
Found 184 new/modified keys (isted in the output log)

Cloze I

3] WhatC hanged_Snapshot?_Registry HELM 1 - Motepad — U e

File Edit Format View Hi.-||:|

HKEY _LOLAL _MACHIMEMNSOFTWAREMDropboxh\InstallPath=C:\Program Files (x86)%DropboxiClient .
HEKEY _LOCAL_MACHINENSOFTWARE\Dropbox\Client

HKEY _LOCAL_MACHIMEYSOF TWAREN\Dropbox\Client\Version=3.14.7

HKEY _LOCAL_MACHIMEN\SOFTWARE\DropboxUpdate\UpdatehLastChecked=1457413855

HKEY LOCAL MACHIME\SOFTWARE\DropboxUpdate\Update\Clients\{CCAGBBAE-4C33-4981-859A-BBA2F7BBFI1E}

HKEY _LOCAL_MACHIMNE\SOFTWARE\DropboxUpdate\Update\Clients\{CC46080E-4C33-4981-859A-BBA2F730F31E \name=Dropbox

HKEY LOCAL_MACHINEY\SOFTWARE\DropboxUpdate\lUpdate\Clients' {CCA608E-4C33-4981-859A-BBA2F78BF 31E}\pv=3.14.7

HEEY LOCAL MACHIMEYSOFTWAREYDropboxUpdate'\Update\ClientState'\ {CCAGQBRE-AC33-4981 -859A-BRAZFTEAF31E V\ LastChackSuccass=145741 3855
HKEY _LOCAL_MACHIME\SOFTWARE\DropboxUpdate\Update\ClientState\{CC46080E-4C33-4981-859A-BBA2F780F31E\RollCallDayStartSec=1457395184
HKEY _LOCAL_MACHINE\SOFTWARE\DropboxUpdate\Update\ClientState\{DE8968FF2-EOB1-4A13-A3E2-C9F2995F3BCA 1 \RollCallDayStartSec=1457395184
HEEY _LOCAL MACHIMESSOF TWARESDropboxUpdatetUpdatetLlientstat E-‘-._{ DE9GEFF2-EBEL-4A013-A3E2-CO9F 2995F 380 Er} WastCheckSuccess=145741 3855
HEKEY LOLAL MACHIMESSOFTHWARE\Microsofti\Windowsh\CurrentVersion'\Explorer\Shelllconlverlayldentifiers’, DropboxExtl

HKEY _LOLAL_MACHIMEMSSOFTHWAREAMicrosoft\WindowsCurrentVersion\Explorer\ShelllcondverlayIdentifiers, DropboxExt2

HKEY _LOCAL_MACHINENSOFTWARE\MicrosoftyWindows \CurrentVersion\Exploreri\Shelllconlverlayldentifiersy DropboxExt3

HKEY _LOCAL_MACHIMEA\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\ShelllconOverlayldentifiers DropboxExtd

HKEY LOCAL MACHIMESSOFTHWAREMMicrosofti\WindowshCurrentVersion\Explorer\Shelllconlverlayldentifisers’, DropboxExt5S

HKEY _LOLAL_MACHIMEMSSOFTHWAREAMicrosoft\WindowsCurrentVersion\Explorer\ShelllcondverlayIdentifiers, DropboxExte

HKEY _LOCAL _MACHIMESSOFTWAREAMicrosoft\Windows\CurrentVersion\ExploreriShelllconlverlayldentifiersy DropboxExt?

HKEY LOCAL _MACHIMEN\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\ShelllconOverlayldentifiers DropboxExt8

i ¥

Ln 28, Col 107

http://portableapps.com
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Artifacts Left by Dropbox Client CHFI
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on Windows (Cont’d)

........ |
- Configuration files are saved inside the Appdata folder in the | | =
Lo + Ll Admen Applata'l &g ol Deapbaa’anslince B o L=, I e |
user profile i |
& Dowanloads o sggregatson.dim
C:\Users\<username>\AppData\Local\Dropbox\instance(n) W Deitop ¢ ek
;. Decuments o i
Pictures o tf:‘-‘__lg_::;‘ I ¢
. Executable and libraries are stored at: Leacace LU camEam S 2=

7 | Chegrd - N b

C:\Program Files (x86)\Dropbox\Client O e e e )

= F 1 Coubrogesm Files (880 Drapba Clant {l el f &
) Files created during Dropbox client installation: P, e : O [
& Doamloads / Angety i "
© LINK files or Shortcut files: i oo
C:\Users\<username>\Desktop\Dropbox.Ink o 5
B ' CrCuick
C:\Users\<username>\Links\Dropbox.Ink @] oo
Prefetch Files: oo et .
_cifi_python xfbcfTaTol TaT2 765 pyd
i Drophox cffi_pywan_kemeld?_of3d 883 ueBe 365be pyd
C:\Windows\Prefetch\DROPBOX.EXE-1AFC8ES6.pf =i i P R

el wpad_pitety_wori_ sl 2 eddi Tadelde cB prd

C:\Windows\Prefetch\DROPBOX.EXE-BC41F124 pf - sage:
C:\Windows\Prefetch\DROPBOXCLIENT _3.14.7 .EXE-67CA8EA4C.pf ' 3: .
C:\Windows\Prefetch\DROPBOXCLIENT_3.14.7.EXE-68E912D2.pf Dosilpic chark wind s

bad

=% Metornrk
il tapied g gryd

C:\Windows\Prefetch\DROPBOXCRASHHANDLER.EXE-3D55A98C.pf ISR

[y pEograpkny. harmad. bimding s, _comtang D pyd

C:\Windows\Prefetch\DROPBOXINSTALLER.EXE-1EDCCE18.pf cryptography hazmat b, opensskpyd

oryptography haomet.bindings._padding pyd

C:\Windows\Prefetch\DROPBOXUNINSTALLER.EXE-A866A871.pf e e

C:\Windows\Prefetch\DROPBOXUPDATE.EXE-59B5AB7D.pf N A e R

C:\Windows\Prefetch\DROPBOXUPDATE.EXE-48534C67.pf dropben salte_est

Dropboxkst 33.d

C:\Windows\Prefetch\DROPBOXUPDATE.EXE-AA3CC021.pf Oropbostatéd 3.0

% Dropbelirmaialler

C:\Windows\Prefetch\DROPBOXUPDATEONDEMAND.EXE-229B2726.pf e et

enterprscdataadaptendll 117572015 34 AM \ T
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Artifacts Left by Dropbox Client

C/HFI

Hacking Forensic

Compuler
B | NVESTIGATOR

on Windows (Cont’d)

J Some of the files that contain configuration information:

Database Files
and Others

Information Available

Contains some information about local Dropbox installation and account. Lists the
email IDs linked with the account, current version/build for the local application, the
host_id, and local path information

"config.dbx" is an encrypted variant of "config.db"

config.db

C:\Users\<Username>\AppData\ ‘ ‘ o o , , ,
Local\Dropbox\instance(n) It consists of several columns of which, “file_journal” is important as it contains a list

filecache.db of all directories and files inside “Dropbox”. It appears as if they are existing files, not
deleted ones.

sigstore db Records SHA-256 hash and each file’s size information, but no names etc.
host.db plain text file containing hash value(s) of usernames

] C:\Users\<Username>\AppData\
unlink.db Local\Dropbox binary/database file

It is a hidden directory located at the root Dropbox folder that is used as a staging

.dropbox.cache I RS EERICHIE DO R Cr area for downloading and uploading files

Note: Current version of Dropbox makes use of encrypted SQLite DB (.dbx) files
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Artifacts Left by Dropbox Client

on Windows (Cont’d) HFI

& . . . &

J MAGNET IEF can be used by forensics professionals to find, analyze, and report on the
digital evidence from computers, smartphones, and tablets

It can recover evidence from a variety of data sources (ex: here Dropbox) and integrate
them into a single Magnet |EF case file

9 z)

| 1 Magnet |EF +6.7.5.1029 - | *

File Tools Licensing Help

) ¥4 IEF Repart Viewer +6,7.5.1029 - Investigator Mode - Cases 002 — d =
8 Windows and Mac Artifacts
| File Edit Tools GoTo Licensing Help
. Cloud (1 of § items) Ewiderce v| GoTo it { | Defmslt Encoding | Sowrch:
L &1 Recowersd A C E ' Fie | -
f SCovETED Aifes ot I 4 Local FieMa Fie: Path Local Created Dat Local Moddied Dt Local Fibe Size (By Local File Versio Sounme Eviderce Mumber
+
d * < Cloud 1 mpke]prg 115578 dapla . OO NS 0833 AR 0E3h.  4ME 8 Pinascallvival) - Patiiorn . ecache dhe
Carsands Dropbin: Gongls Drive Dropisoi i7 i Fandebel png  11SSNEENE Abunds J1E NG 1942 O ANe I8 407 1BEE4 2&] FiryascalDrivall - Padiion Igesehe dha
3 padeck JAEn 11595503 pados e DA 613 LT A0 e 2l s Finysacal Lvival) - Fadiion Racachs dhe
*~ E-mail (0 of 7 tems) 4 baloonpag 1185733853 bako. OMOR20N6 0835 CRUM2RNGO0835T_ 564 162 FhysicalDrival - Fation _  acache dha
| |:| D :| :l :| D 5 grshme- 20N peg 1159735390 fanahe E0T204 05 03MT2Ma 0a 03 B2443 224 Fhyeacal Dl - Fadiion Rlacacha dhe
- m h - d @ 6 peecd_2SApeg  1155733853/pencd QSO0L20070613_  0SUR200705184. 30135 238 Physicallvival - Fatibor _  Recsche dbx
GMX b \ / 7 panibush 25 1155733393parie_  (3OL20160858_  03D1/20060858:3 15440 236 FiycalDrivel - Fatiion . fscacheds
Gmail® Webmai GMXE Webmai Hotmai® Webmail Hushmai Wailinaler Outlock Web X L
I Eﬁ Go To Page | Shanwing resuts 1 - 17of 17 Iﬁﬁ
~ Encrypbon {0 of 2 tems)
] n Dietails Hem, Text i N
i Local Fike Name patioek_256 png
File Bath IS8T 3365 padieck_230. prg
; Updated Moditied DateTime -
Efﬂ'!l'l:tﬁ'd Fiaa Eﬂﬁ'ﬂl]ﬂl" (UTC) | Msd vy ) (e found ]
&nliforensics ’ '
Tenls Local Created DateTime - (UTC) iy
MM vy ORGED007 061224 P
: L all Modalied DateTime - (UTC) [
= hadia ([} of 3 flems e — ORME2007 061224 P
CHECK ALL | | UNGHECK ALL ABOUT THE ARTIFACTS... Updated File Hame (ot fourd)
! d Local Fike Sire [Hyiles) HigE)
| Updated Filie Size (Bytes) (et Foud)
2 2 Local Fike Wersion ki 34 =
¢ Aleig Boakmarks L Chat Thraading Filtsar L Sagech i Tiralae ﬂ Wiarld Mag
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Artifacts Left by Dropbox Client

on Windows (Cont’d)

2 You can view changes (create, modify/rename, and delete) to the Dropbox using tools such as DiskPulse, Directory

Monitor, etc.

DS

Monitors the disks or directories, saves reports and disk

change monitoring statistics, executes custom commands,
and sends E-Mail notifications when unauthorized changes
are detected in critical system files

™ Diik Pulix
Fie Command Tools Help
= ||_‘-| i - i '_...Ii
5 Corfims Shn Rgmat 5
Peglibe I'llI! T
B Dot it Prafike 5-Mar-2000 100323
[A-Mai-B09E 133D
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i.'l'il h'l:l 28 i34
Do bar-2098  EHE0
i D9-Mai-207E o337
- Mar-2036 100347
Do bar-2098 10T
w [P-Mai-200E "=.'."'.'-]-‘|"
i D-Mar-29E WDa03-43
Do-idar-2098  Eu0d.ai
Diserinie [9-Mar-2096 100323
e [9-bAar-2096 3003343
T -p-2098  005.a0
i D9Man 2008 '"'!—i
i by 1R
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% Change Rete  IT CHRIn n
& Brocest Time  S0ng 23 Secr
-bdar-0008 20032
121 iCabngerios By Extarmas
1l NUOLET Faleg
| DAT Fibe
ThA* Filen
B PG il
Fayned kot 18] Changss Lurments 148 Changes

@ L

Cafshepe CThariy ]

Cizarstan T

Pl sl DByt
Mo ddwed

EA4KE

Modded
Bgsdied BEALG0 18
Cremed D Byt
Modded D Byt
[N P & Fymee
Deleid D Eyees
Created DByt
Pogdepd O Byees
Muoasled 120KER
Mo sdied 1EUE4 EB
Boadied 388 il
Dhletand D Byt
m B B b

SYETEM

rdmmn
Admn
A it
rdmmnnirafcn
Admmnisiraban

Admmn

= a x
- I *
=1 ot ﬂ.
Lapasts Opiore Filp
Cranmr Flame ]
SETEM Crisdorwd Prefetch DISKPLERE -1 I'SFEESS. pf

CAlkgr l:kﬂl'\-n" imr.dak LIGD

CrlHers A [! w:q:h:-

Crilher Admin Dropha Brd pn

:mmmmﬁn q.m

Cilhen Admis [‘iln;hm 132154111 :I.qg:ll:p_n-ﬁ' -=Org g
Coilarsl Admin\i ppluty Ao prreng' MerosoftiA - aPToH
CliPTograsDam AVAST Sefewbnt i At Ha it | Files _hcﬂli‘bld
CiPrograsData AVAST Scftwant' Ayt LN
L "-Plo;-'a.rr[‘\.r.l' SNAGT fpfossrs’ Aus’ i sha o168
ChPiogra=Das’ AVAST Softeit' vl Ho i e it
Cohilham Admimtdpplutn’ Loz ol Tampatilon ¥08L ImESpmaGRk:
CrkharstbdmintiipplugeiLecsd Temp

Cohlhers Admnta ppluns Lecel, Term phutiles ¥]
CoiLhary Admin/ A ppDats’ Local Geo gl Chice
LM L el popd i 07 Lot g i s ey
Chilkers .l'-ﬂ'lll-'.ﬁp'.ﬂ'i'.l Lomar g, T st WY

: Bt P "

Files Deleted  jou-jou.
i Dcplan lex

]
TR ;m::m

< s Files R d
Modfied  Dyem SYSTEM CAMecdows Prefesch SEARCHPROTOCOLHOST. B IS RBRAME
; RTEM £ e Brrafge i SEARC HELL TERSAAT EXE-TH N Diropor

[XPET ] 0 Byeer ddrma c '.'-:m .I-"-m a [:lc-rI:-:-

Floded 1.74KRB Adrrin Cohilkerg bdmis’ Dotwmants fdd n Expreidadabzsder log

Dt b iByte i imhorae Syrrbeem B0 WDHY | 55 nE T b e S5-d Thd -2 S8cldblodad T o 161 9051,
Mgl D Byhes W adorar g Syrehen LT WD B 3 el Te k- 00 TRG-DE0A- FBobbRedad T 101 2211
Dot nd D Eytes T it Syribema 3 WD 33308 T e b RS -4 TEd- BESS. S8 al b e dad T o 1 619251
[t D Byta LW inachorvey’ Syt B0 WD S Tab- S T b8 Filclibiodad T wocwfall,
Mpgdied D Bynes i madora s Syrshem KT WD D3 Lol Tedr- Spd-d TG-S BBOMESr d g 1T e eddl.
Chrletad D Byt Ch Wi e Syribe=32 WO 33 08T e b We -4 THd- BESS. 3ol dbiodad T ex coliafE..

Modded

Filbgrect Pt

Change Pate

L oot Syt B0 WD | L 5 L E T b- S -4 T - RS- Pl d b da )]

Lo e Admus’ Uropkar

LiLery bdmun [impphox =
File Calogeed N .
AT ] (Y3 -
1642 ER 4 115
126,36 KB 34
1HeBE K 1 A o
s -
1

httg. /v, diskpulse.com

HFI

Hl king Forensic

Compuler
| NWESTIGATOR

deletions, modifications, and new files

b s MO

Monitors and detects changes to the directories and/or
network shares and will notify user of file changes/access,

(*} Directory Monitor 2.10.4.2 - Admin

File  Directories Log Help
Gu'm Md- .................................................
Directory Events %

Add

] (8

" C\Users\Admin'Dropbox

4 [

Teot Log  Grid Log  Activity Log

rqgw Fnes h11:rd|ﬁn::am:ﬂs Deleums Henamas_"m

Subdirectories Properiies Delect Users

- -

MNew (3792016 10:33:42 AM): C:hUsers’\ Admin " Dropbax’.Flag prg
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Artifacts Left by Dropbox Client

on Windows (Cont’d) Cc HFI

J If the Dropbox client is installed on the PC, you can find information about the sessions in RAM.
For this, first you need to run tools such as RAM Capturer to dump the RAM contents and then
use a hex editor tool to analyze the RAM contents

J RAM Capturer:

Forensic tool that allows to reliably extract the entire contents of computer’s volatile memory —
even if protected by an active anti-debugging or anti-dumping system

|
< Belkasoft Live RAM Capturer - X

Select output folder path:

Capture! Cancel Close

https://belkasoft.com
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on Windows (Cont’d)

J HxD:
HxD is a hex editor which, additionally to raw disk editing and modifying of main memory (RAM),
handles files of any size

_J Given below are the strings that assists you to find out information of evidentiary value (such as
email ID, display name, filecache.dbx path, Server time, file list, and deleted file):

©® AUTHENTICATE - provides login credentials

tem8=C:\Users‘\user\Desktop'Ram Analysis‘\RamCapturer&4420160307 1l.mem..Item9=C:\Users\user\Desktop\Ram Analysis‘\RamCapturer€4.201
60307.mem. ... [\HistoryLists\SearchPattern=s\]..Count=10. . g=SuliEa P S - T oS s o) G R T el Qe o o -0 Mo a’ o WA ot = e by o o E- R ol e P s [
=ged. . Item3=49 74 65 6d 30 3d 64 61 6e €9 €5 6c 2e €2 €5 77..Iltem4=Iteml=daniel .bewington.cfficiallgmail.co..ltemS5=Iteml=daniel.
WIS R pe et oW e o s s BB Lo 3 = B A e B Rt e Ryl Ao p e ye . . Ttem7=AUTHENTIC. .Item8=""'AUTHENTICdaniel.bewington.official . .comdaniel .bewington
.0fficial .comemailu'$3% 'daniel"". . .Item%=""AUTHENTICdaniel .bewington.official.comdaniel .bewington.official .comemailu'#39% 'danielda
niel.bewington.official .comdaniel .bewington.official .comemailu'$39'danieldaniel .bewington.official.comemailu'#39"'danielemail=u'#

© DisplayName = provides logged in user’s name

“&" . THENTICATE : u'blockexcserver': u'dl-debug.dropbox.com',. 42.975 | | ] AUTHENTICATE : u'blockserve
r': u'bl.n”.dropbox.com', . 42.975 | | ] AUTHENTICATE : u'boltsexrver'": u'bolt.dropbox.com',. 42.975 | |

‘A” . THENTICATE : (LIt e, - 42,975 | | ] AUTHENTICATE : wu'email': u'ds gton.
official .¢”.il.com', . 42.975 | [ ] AUTHENTICATE : wu'email verified': True,. 42.975 | | ] AUTHEN
TICATE :*o”.features': {u'desktop-basic-edp-support': [1, 18, Nonel,. 42.975 | | ] AUTHENTICATE :

https:/ymh-nexus.de

Note: Also, the information mentioned above can be obtained from within Hiberfil.sys and Pagefile.sys located in C:\
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Artifacts Left by Dropbox Client

HFI

Hl king Forensic
'..'l.f"'l-||||"|||‘|

1.|]'IIF"LI|-..T

on Windows (Cont’d)

® filecache.dbx - displays path for filecache.dbx

.iHYHG_gHﬂd....E.....K ............... ARw.D.r.o.p.b.o.x.....N.1..... gHﬂd..IHSThH~E..D ..... iHTH.agHﬂd....{ ..................... 1
"W.i.n.s.t.a.n.c.e.l.....h.E..ﬁ..gHﬁd FILECA~1.DBX..L.....1%gH"cgH"Gue s e s P"evncssscsssssnsnnnss@eioisfiil.2uca.G.hue...d.baX.e..
cesJessnesnsanannsss"ssnsssslecnsscsnssccliBelocnans HUatraHuner\hppﬂutﬂ\LﬂBﬂl\Drﬂphﬂzi1natunce1\f11tcﬂcht . Clbx " (P o b
D21, .:csssuuas mB?cixﬁFﬁﬁt!k\'b.!—.aaé. *O%URALc e9YeLaliFROc /K\"b. '—. add., *O3UR4cr...... .1SPSU(LYyY9IK" PAO-B06. . ... vt enna 13

.9...15PS+.mD. .pHSHR . #=X(F. ... N. .. .H. . B80S . H., DEDONIC. v 4t e e aenseenseensannsasnssssssssssasnsessssssosssaasnnsssssssssssssnnssss

© server_time - provides server time

vvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvv

] A"a" .NITICATE : u'pubserver': u'dl .dropboxusarcontent.com", . 42 .975 | [ ] AUTHENTICATE : nu'guota': 21474
83648L, ..u". 42.975 | | ] AUTHENTICATE : u'ret': u'ock’,. 42.975 | | ] AUTHENTICATE : u'root ms": 1
15973389°4”. 42.975 | [ ] AUTHENTICATE : ulfl et s G ELE, - 42.975 | [ ] AUTHENTICATE
: u'ssc.i”".th': u'ARCOPlEGZ2YNnVppdHlijczoRpawtelZewETnj1iEsUVEkoWwDGNZ2cJeVVIXe—dulOg 7 FcRXTHgZvasHHMgfBOxde X S 24SPEJINEFWZIEKnI OdESJDgeObL
L1 » e "U%««975 | [ ] AUTHENTICATE : u'sscvserver': u'client-web.dropbox.com', . 42,975 | | ] AUTHEN

® updated/deleted - displays updated/deleted file

' attribute of input details had an invalid dir attribute: ¥r.. ..... <. A,.. . 99¢V...."'dir"'" atctribute of ing
lid dir acttribute: ¥r.V..se../<.<...%ps....MountRequest (mount point sp=%r, target ns=%r, mount =2jid=%r).:
2P canankon selualas'

s PecBecleslesPes)Pe
A ] . ncal updated entry had bad attrs... %r, local %r wvs remote $r..w\Q%..... /<.A...x..8....Ff.."..
S S [ PR PR UL . TS | - T TS PSS AN . PR PR | . RPN R LA R R R TR TR R R T PR TR § N N PR A
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Artifacts Left by Dropbox Client CHFI

on Windows (COII.t ’d) Compu| Jacking Fornsi

J In case of Web-based Dropbox, you can find the username and password in clear from RAM dump using strings:
@ login_email

@ login_password

s¥3AShockwave+fFlashiZlNildevine+Lontent+becryptiondModulesZilnrome+rr+ViewerzZiNative+llient3L-—as3x3ACruezxlC—--1s3x3ACruezx/C--1a4b
f3AtruetiC--tzo%34A- 345%5E——Itﬂ%ﬁﬁtrJE%aC——CﬂlﬂIDEEt1%3ﬁE4%5C——E1£E1Dept1%3ﬁ24%:C——CD&ElES%E&tIJE%cC——ja?a%EAf515E%EC——dﬁt%3A 1%3
Hdlﬂ%EﬂfpS%aC34£G4%3ﬁdlﬂ%EAFY%EEdlﬂ%EﬁZZESlgndF data=Lthird party auth experlﬂ51t—EKPERIHEHT&51g1jp L. Ledd] ogin email=darnis’

.1....1.5:*...&....3....1....1....E.

J Also, you can find the Web-based Dropbox login credentials stored somewhere in the PC (ex: browser).
Screenshot below is with respect to the Chrome

Passwords

Saved passwords

B

q
|
q
q
q
|
| £ dropbox.com dawis’ smwingmon.official @ It-:'- B %45 I -4
|
q
q
q
]

_— - i —_

Dropbox Username Dropbox Password
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Artifacts Left by Dropbox Client CHFI

on Windows (COII.t ’d) Compuir] flacking Forers

J You can use tools such as WebBrowserPassView, a password recovery tool that reveals the
passwords stored by the following Web browsers: Internet Explorer (Version 4.0 - 11.0),
Mozilla Firefox, Google Chrome, Safari, and Opera

X, WebBrowserPassView IL[E-

File Edit View Options Help

@ 2 8 & 2 A

URL Web Browser User Name Password Password Stre... User Name Field
[ https://www.dropbox.com/ danisiessingmesaficia... tem@nEls

£ m >
1 Passwords, 1 Selected NirSoft Freeware. httpdiwwww.nirsoft.net

http://www.nirsoft.net

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.



Artifacts Left by Dropbox Client c|HE]
o n Wi ndows (C o nt ,d) Computer| }acking Forensic

Uninstalling the Dropbox Client | You can also recover information
application ~ from

J removes the config folder Registry keys of recent files

- does not delete the local copy LiNK files

of the file

. preserves the registry key
HKLM\SOFTWARE\Dropbox (but
without values)

= |
z
- Browser history and cache
J Thumbnails

o

Registry Point/Volume Shadow

J preserves the Prefetch files Copies
even after uninstallation 8 Pagefile.sys
J Hiberfil.sys
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Investigating Google Drive
Cloud Storage Service
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Artifacts Left by Google Drive

Web Portal C HFI

- You can login to the user’s profile and access Google Drive’s information about deleted files

J Click on the Trash tab to view the deleted files

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.



Artifacts Left by Google Drive

Web Portal (Cont'd) CHF

| NVESTIGATOR

- You can view version history for each file and can recover previous version of a file
J Right-click the file and select Manage versions...

2 @3 & =
Google KN i 0@ -
: Manage versions
& Drive My Drive = 1wt © @ : = T 0 B
B4 Lea
'il i [ rey Cvive Uplosd new verson
i TS WATH e
] 3 . .
: Current version 13
Y E ¥
L
™
" E ersion |_klaptopdasmon.g
158 ROn
5 I i Download
D Keep forever
i Delete
m
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Artifacts Left by Google Drive

Web Portal (Cont'd) CHF

| NVESTIGATOR

You can view the recent visits by clicking the Recent tab

= C 8 hups//drive.google.com =] D EH &6 =
Google KR °0
.L, Lirive Recent = ﬂ n ]
rE '.‘._.[".i" E
3 |
2%  Shared with me | |:
R Googie Pros 213
|:l_;_| q L - .
M arficiet00png 123 prg
i
i T Q
= Upgrade storage
(i |
L | ¥ D
~ “% W A
O |
E i a;g-'l:'q : -l preg Fredebsional phg : Chackint prg
.-H-
E i E B 1] E 1.6 #17 DLpr
|'_. (et Dive for PO o] .Jl .'— Lo i
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Artifacts Left by Google Drive

C/HFI

Web Portal (COI‘I.t ’d) Compucr| ki Forers

- You can view valuable
information of a particular
item by selecting the item
and clicking on the
information button (@)
on the top-right

) For each item, there exists
2 panes: Details and
Activity

Details pane — Contains
information about the
selected item such as the
owner, the size of the file,
when it was created, opened,
modified, etc.

(=0 I;_;|E

L D

i
1
2

-

=

-

=

= |

-

-

i

-

L=

M

]

~ H
&
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Artifacts Left bv Google Drive
7 S0097e C|HFI

Hacking Forensic
| NVESTIGATOR

Compuler

Web Portal (Cont’d)

Google d 2 sz 0 @

Activity Pane & Drive o> 2 o B = 2 [0] »
Ediiini] B ok b ™ Apple.png X
= —
Activity pane — shows e
activities performed on a s = :”“
selected item such as moving = iy
and removing, renaming, B
uploading, sharing and o mﬂ
unsharing, editing and ==
commenting ?h 4
gy
-
g e
T “me

Note: You can click My Drive in the left-hand navigation, then information button on the top-right to view details and track activity of all
items created in, or uploaded to, "My Drive."
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Artifacts Left by Google Drive
Client on Windows

Compuler

Hacking Forensic
| NVESTIGATOR

J On Windows 10 OS, by default Google Drive client is installed at C:\Program ]
Files (x86)\Google\Drive

J The default folder used for syncing files is

C:\Users\<username>\Google Drive

J Google Drive installation creates various keys and values inside the registry:
® HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Installer\Folders
® HKCU\SOFTWARE\Google\Drive
® HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\GoogleDriveSync

® HKCU\SOFTWARE\Classes

J From the registry changes, you may obtain Google Drive installed version
and the user folder
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Artifacts Left by Google Drive

Client on Windows (Cont’d) C HFI

You can use tools such as WhatChanged Portable to scan for modified files and
registry entries

71 WhatChanged 1.07 - X -] WhatChanged_Snapshot2_Registry_HKCU.TXT - Notepad - o X
Scan kems | File Edit Format View Help _
[ Scan Files HKEY CURRENT _USER\SOFTWARE\Google\Drive -
' | HKEY_CURRENT _USERM\SOFTWARE\Google\Drive\Installed=True
£ Scan Registy:  []CLASSES ROOT | | HKEY_CURRENT_USER\SOFTWARE\Google\Drive\Path=C:\Users\user\AppData\Local\Google\Drive\
LOCAL MACHINE | | HKEY_CURRENT_USER\SOFTWARE\Google\Drive\FileManagerRestartedVersion=1.28.1549.1322
CURRENT USER | | HKEY_CURRENT _USER\SOFTWARE\Google\Drive\thankyoushown=1
[JUSERS ' | HKEY _CURRENT _USERMA\SOFTWAREMNGoogle\Drive\ContextMenuDisabled=0
| |HEEY CURRENT USERA\SOFTWAREM\Google\Drive\DirectConnection=8
STEP #1° SNAPSHOT | | HKEY_CURRENT _USER\SOFTWARE\Google\Drive\OAuthToken_y11FTv]351leYofHiigABzUj7pdw==A0AAANCMnd8BFdERHVKNAAAAAAKWAAAS
' | HKEY_CURRENT_USER\SOFTWARE\Google\Update\ClientState\{3C122445-AECE-4309-90B7-85A6AEF42AC0 }\dr=0
Step #1: Get Baseline State ' | HKEY_CURRENT _USER\SOFTWARE\Google\Update\(ClientState\{4DCBBACA-1BDA-483e-B5FA-D3C12E15B62D}\dr=8 .
| | HKEY CURRENT USER\SOFTWARE\Google‘\Update\ClientState'{8A690345-D564-463c-AFF1-AG9D9ES3BF96 \dr=0 v ||
STEP #2 COMPARE | 2

Step #2° Find what changed since Step &1
[ ]Copy file changes to new folder  clean temp files

Scanned: 79157
HKEY_USERS\S-1-5-18\System\CumentControl Set\Control\ DeviceCar

Found 722 new/modified keys (isted in the output log)

Close Google Drive
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Artifacts Left by Google Drive

Client on Windows (Cont’d)

Configuration files are saved inside the installation folder in the
user profile

C:\Users\<username>\AppData\Local\Google\Drive\user_default
Executable and libraries are stored at:
C:\Program Files (x86)\Google\Drive

Files created during Google Drive client installation:
LiNK files or Shortcut files:

C:\Users\<username>\Desktop\Google Drive.lnk
C:\Users\<username>\Links\Google Drive.Ink

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Google
Drive\Google Drive.Ink

Prefetch Files:
Located at C:\Windows\Prefetch

. 7 | Prefetch . O x
“ Hame Share WiEw a
T CoaWindows Prefetch | earch Prefetch D
i Chuick Amerss fad Marme ) Date madified Type el ]
FVEMOTIFY JEXE-FCATCCRA pf L 2016 10 EF File 1 KB
l, Downlpads
GOOGLECRASHHANDLER.EXE-BEDDFIZE pf 30016 3:32 PAA FF File 4 KB
B Deskiop - e . .
| GOOGLECRASHHAMDLERS,EXE-EE4A 5005 pf WG 32PN BFFile 1 KE
@ Pocwments GOOGLEDRIVESYNC EXE-841 ADDOY. pf 3102016 1153 . PF File 2 KB
= Pictures GOOGUEUPDATE EXE-63T9RASA pf 3/B/2016 10:43 AM  FF File ) KB
tH
£ Google Drive s GOOGLEUPDATE.EXE-BSET15F5.p 102016 11:3 EF File ) K
CHFIVS Module GODGLEUPDATE.EXE- CCOSS89E. pf FF File 9 KB
Mew falder GOOGLEUPDATEEROEER. EXE-BIADERM. pf FE File - KB
POE: GLOGLEUPDATEQMDEMAND EXE-DLTET64C.pE ASA016 42 PM EF File EBE |
LT RN 4 »
247 iterns 1 itern selected 1003 KB =5 1=

1 = | user_defaulk

Shar

] MW

Compuler

C/HFI

H wking Forensic
| NVESTIGATOR

CllsersuldmintuippliatstLocalGoogle Driveuser_default

o Cuick acoess
& Downlcads
B Desktop
'i| Documents
| Pictunes
L Google Drive
e 1
Hew folder

“0OFs

£ Drophoe
i Orelivive
L3 This BLC

o Bletwiork

16 items

o =  [Drive

-~

Harme= Diate m

clowd_graph
LrashRepaits
TemplDesta
UsageStatisics
CRECRE
com, googhes divenstivepnory Json
lockdfile

L] pd
i _ghir
snapshot.din

|| smaprshot. e sham
Srdprs e, ci-weal

)| syne_configdb 3B20E

syne_cenfigudb-shm
|1 syne_cenfig.db-wal

cdified

sync_loglog 210/ Z0T6 17:53 AM

“ Fome thars Wiew

= "'T“I C:

"Pragram Files (x35]" GoogleDrive)

# Cuick acoess
1..- Downiloads
B Cesidtap
% Documents
| Pretures
L Google Drive #
CHFIS Madube
Hew folder

POFs

Eitems

!

L]

Lamguages L0186 1044 A0
Wlicrosoft. VCS0ATL TEAI0G 1044 A
Wicrosoft VOB CET LARSI06 1044 AR
Wlicrosoft VCS0.MFC LABSA016 1044 Al

5 contesdrmenudd.dil HASFNE 1RGP
ke googledivesyme.exe 222016 1035 PM
| googledivesmciddll 12472016 10:39 PM

(= n.:'.i'.n:_nrp'-"_lr.i.-:e:

Mame Diate madified

w| B | Gearchuser defaut 9
Type Size
|::J- i
¥ i [
& falder
e folde
o)
0 ‘B
s :
i Kp
i:]
Base Fil= E:
HHA File z]
WAL F ]
sts Base File i
B 1 File £
LF .
Lol 1 :
=
Coarrbi Dirie .__I'_:-
TPl
1 HEKE
JKE
9 exten TEE
4! B KE
- 1=
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Artifacts Left by Google Drive

Client on Windows (Cont’d) g1l

J You can run tools such as DB Browser to view evidentiary data in the Sync_config.db

- Information includes:

8 Client version installed ® Local Sync Root Path 8 User email ID

I — B

"8 DB Browser for SOLite - C:fUsers/ Admin/Applata/Local Google/ Divefuser_default'sync_config.db — J .

File Edit View Help

& Mew Database & Open Database ¥Write Changes Revert Chanpes
DB Schedma & M
Database Struchure Browse Data Edit Pragmas Execute S0L =
Table: data - | B3] |58 New Record | | Delete Record SRE
= 1| Tables (1)
entry_key data_key data_value _| data
Filter II lter || lker b Imdices (1)
. sqlite_autoindes_data 1
1 ‘tango_storage valug gAJeq PVCONsaWudFRva 2Vuc QW ENPY DIRK M| Views ()
|| Triggers ()

2 doud_graph_generation value 2 e

3 winld_icons_upgraded valus 1

4 domain_palicy domain_policy_descript...

5 domain_palicy default_sync_all 1

& user_smail value danis’ ssisgies ofcial@mgmail.com

7  bandwidth_bx_rate_kpBs valus i

& bandwidth_rx_rate_kpB=s valus i

g selective_sync value 0

10 feature_switch value gAY 29tbWauLmMEN R 1cmyfc3dpdGNoi2 1hb

i1 rlz_brand_code valus GELS

12 lecal_sync_root_path valua WM Ueerst AdminiGoogle Drive

13 doud_docs_feed_mode value 0

14 highest_app_version value 1.28.1548.1322

15 upgrads_number valus 23

£ >

1< | [2] 1-150f15 [=] [=| Goto: | |1 L =

SO Log Plat D8 Schema

http://sqglitebrowseriorg
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Artifacts Left by Google Drive

HFI

H wking Forensic

Computer
P [ NVESTIGATOR

Client on Windows (Cont’d)

Files given below are in SQlite3 format and can be accessed using SQlite browsers:

© snapshot.db © sync_config.db

You can run tools such as DB Browser for SQLite to find information about local entry and
cloud entry in the Snapshot.db

Given below is the snapshot for cloud entry, displaying information: file name, created,
modified, removed, size, checksum, shared, resource_type, etc.

= DB Broazer for 50Lite - ClsersfidminApplataLecal/GeogleTrvaiuser_default/snapshot.dlb — O ¥

File Edit View Help

i vy [uagabuase i Open Databass
D8 Sdradema F =
Databaess Sruchores Srowsd Daka Eidit Pragmas Exerubs SO0
= M
Table ||| cloud_entry ~| & 5 M Rcard | wiabe Rogcerd s
. W | Tebles [G)
doc_id filename modified created ad_role  doC_bype  remosed S checksum shared I'ES-GUI'EE_T‘.'FE']A ':I':"'d-'"":r:l"
- J - | JFi | | ~ e e cloud_relations
| lozal_entry
1 0Bwvuves_Xek... Test.ppix 19535605068 1} 1 0 151 FOFc2GI4dEE... 0 file local_redations
- mapping
2 OBwaouven k.. New folder 14576731 i ] ] ] Faldesr ) overuy sntus
-

3 OBwruwe_Xek.. 15cssarspng 1457604559 0 1 o 117550 dbdibGi126e.. 0 fil > -1|:||c==|' 0

cloud_relatiends_child_dog_id_sde
4 (Bwavuwse Mk | E"I.-allpl'lg 1457604124 u] 1 0 8974 341b5072b5a... 0 file cloud_relatiors_parent_doc_id_sds

) ) _ local_relations_parert_imode_number_idx

5 DBwwviwe_Msk.. ChecHist.png 1457603144 0 1 0 B3632 bd30052005%0... 0 file mapping_de< id ids
&  DBwvuwe_sk. Cd_Dvd_BluRay. 1457603107 0 1 0 97802 z29chlaldbe.. O file mapping_incde_numiserjd

sqlite_autoinder_clowd_entry_1
7 DBwnanwa_ksk., Battery.prg 1457603101 ] 1 ] 5% 2daclabdosd., 0 file splite_auteinee_clowsd_relatsans_1

s lite_autoinde_local_relations_1
B OBwnwe_xsk., Bookmarkpng 1457603102 0 1 ] BE07T SeeecET.. 0 file sqlite_autoinde mapping_
9 DEwnanes_xsk.. calender-l.png 1450603102 a 1 0 10740 CR129007%c0... 0 file e puho ey ovarbey L

o Views (]

10 0Ewnnuven Mgk, Calendar.png 140X 300084 [u] 1 ] Frra: O30 0=p263T0... 0 file | Triggers (0
11 OBwonuwes ¥k paintbrush_256.... 1186597104 0 1 ] 19440 A51lacieddb.. 0 file
12 OBwavuwee ¥k Fag.png 1348755670 0 1 ] 20454 BeShdbleeds... 0 file
13 DEwavuwee_X=k.. 10000 prng 1249233560 0 1 ] 122025 lgGed49cielel... 0O lile
14 DEwwvuwe_¥s=k.. Bar_Graph.png 1240731434 0 1 0 50883 2avisbilalbe.. 0 file
15 DEwaveee_dsk.. man-108.png 1413455363 0 1 0 47258 Fr6bobibos.. 0 file
£ ¥
I=| (2] 1-180F40 [=] [3] Gato L |

Hat 08 schena
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Artifacts Left by Google Drive

HFI

H wking Forensic

C 1
ompuler | WVESTIGATOR

Client on Windows (Cont’d)

J Given below is the snapshot for local entry, displaying information: file name,
modified, checksum, size, and is_folder

= DB Broweser for S0LIke - CflsersfAdmin/bpplata/Local/Google Drivel user_default/snapehot.db = O e

File Edt View Help

iy Mew Databass g Open Databese Irite Changes = Revert Changes
D8 Schelma T X
Datahass Struchure Browse Data Edit Pragmas  Ewecube SOL
Table: |[7]loenl entry ~| (& 5 MNew Record | Delate Record hlame Type
hd Takxles (6]
inode_number filename modified checksum size i5_folder 2 | cloud_entry
|| ilter [ ltar |= ter ]; . [ frar ]I ilter | cloud_relations
| |i.'.r.£||_eﬁ|!r:|-'
1 50665495808, arrow-6.jpg 1456907909 Gi7edaddaldl... 67983 i | local_relations
rrapping
2 50665495808... basket-1.png 1456907909 cibo4dfloabb... 21366 i overlay_status
3 S0665495808... Testpptx 1457605068  36f5c2624088... 32451 0 v % Indices (10)
clowd_relatrons_child_doc_rd_sdx
4 534B80245575... Banner.png 1456901598 26db69d7dee... 720 0 cleud_relations_parent_doc_jid_ids
i} local_relations_parent_inode_num..,
5 &73539%H10... man-133.png 1413455385 4afeBrab93f3... 61308 0 mapping_doc_jd_idx
§ 67553904410.. calender-l.png 1457603102  ¢81208e79¢cl.. 10740 0 ' mapping_inade_number_idx
| sqlite_autgindes_cloud_entry_1
7 F0368744177... Calendar.png 1249230084 0200ae2637b... 77782 i cylite_auteindex_cloud relations_1
i . . slite_autcindex_local relations_]
B 81627743246... WNCi\Usersl.. 1 sglite_autoindes_mapping_1
9  10414574138.. man-113.png 1413455373  eacP4GGabcfe.. 109143 i . sqiete_sutoindex_overlay_stabus 1
[ A Views (0]
10 10696049115... man-132.png 1413455383 Zabll3aer9s... 73487 0 i Triggers (D)
11 10977524091... man-39.png 1413455386 SeeS33ecdfdD.. 17325 0
12 10977534091, .. rman-12%.png 1415355558 S1c323ch¥75... 57413 1]
13 11253999068... man-90.png 1413455392 0ald0asnr2d.. 2972 0
14 12666373951... man-127.png 1413455374 0691 Fab40fay... 35412 0
15 13792273838... man-83.png 1413455396 10bSbalacds... 2186 0
16 15199648742... man-84.png 1413455394 fos2fs03ad57... 2710 0 i i
[
|= | 1=150f4 | = =| Go b (1 -\i- ......................................... ¥
SQLleg  Plt DB Schema
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Artifacts Left by Google Drive

C/HFI

Hacking Forensic

Lompulcrl 1 VESTIGATOR

Client on Windows (Cont’d)

J An additional 4 files are created in the default database path directory
C\Users\<usernames>\AppData\Local\Google\Drive\user default after datais added and synced
into Google Drive

J They are temporary files created by SQLite, mainly used for transaction logging such as rollback changes
when a transaction fails

+ | user_default

“ Home Shares Wiew

— i « Users » Admin » AppData » Local » Google » Drive » user_default

C ]

VR T e— Name Date modified Type

& Downloads cloud_graph 3/10/2016 3:40 PM Eile foldes
B Desktop CrashReports 3/10/2016 2:24 PM  File folder

; TempData 3/10/2016 3:40 PM File folder

| Documents F
_ UsageStatisics 3/10/2016 4:40 PM File folder

= | Pictures Ty T

| cacerts 30 16 3:40 PM

& Google Drive | com.google.dnve.nativeproxy.json 3/10/2016 3:40 PM
lockfile 3/10/2016 3:40 PM
MNew folder | pd 3710/2016 3:40 PM
PDFs | run_dir 3/10/2016 3:40 PM
“inadh || snapshot.db 3/10/2016 4:13 PM
| snapshot.db-shm 310/2016 2:42 PM DB-SHM File
£2 Dropbox . RS E A B e
S P | snapshot.db-wal 31072016 £13 PM DE-WAL File

& OneDrive EInc_mnfiE.dh 3/10/2016 3:40 PM Data Base File
| sync_config.db-shm 3/10/2016 3:40 PM DB-5HM File

= This PC

-\.a-\.l

| sync_config.db-wal 3/10/2016 3:40 PM DB-WAL File

¥ Network sync_log.log 3/10/2016 3:40 PM

16 items 4 items selected 1.06 ME E-tate:,ﬁ Shared
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2 You can obtain information about the client sync session from the Sync _log.log file
J Information available includes: sync sessions, file created, file modified, and file deleted

. Open the Sync_log.log file located at C:\Users\<Username>\AppData\Local\Google\Drive\user_default and use
the strings given below:

= RawEvent(CREATE
RawEvent(DELETE
RawEvent(MODIFY

| T | uger delsul

m Home  Share  View

= = A4 || Csers\Admin\AppData\Local\ Google Drive\wser_default -rl.'.l Search user_default

-

Mame Date modified Type F| Esme_loglog - I"-l.'.ll:em-d-l

7 Quick access
& Dewnloads clowd_graph
- DEEH':'F' r Lrazhfleparts 02000 224 P File falder

Al Bt Fermad View  Halp
: HawEvent{CREATE, path=u''WOS 30000 Users Nadmin'\\Google Drive'\New folder\potDf9l. tap®, time=1457605268.176, is dir=False, ino=LocallD{inode=506554958348

e . i ) matching create from download.

7| Decumants TernpData HI20163:40PM  File folde wge buffer: RawEvent(CREATE, path=u"\\\\P\\C:\\Users\\Admini\Google Drive\\Mew folderi\pptD791.tmp’, time=1457685068.176, is_dir<False, ino=LocalID({inode=5s
= UsageStatisics 310V 2006 240 PM File folde : RamEvent{DELETE, path=u''W\OS 0000 Users \Nadmin'\Google Drive'\New folder' \petDF9Ll. tap", time=1457005268.176, is_cancelled=<RawEventlsCancelledFlag.FALsE
= Pictures | cacests 30V 20106 240 PM File JREATE-DELETE conbo create=ImmutableRawEvent(op=CREATE, path=%\\C:'\Users\ddmin'Google Drive'\New folder\pptD791.tnp, tine=145760586E,.1E, is_dir=Falsa, ino=|
& Google Drive iy ChangeBufferEntry(state=NEW, rew_event=IpmutablefawEvent{op=CREATE, path=‘)\"C:'\Users\Adein'Google Drive'\New folder\pptD791,tmp, time=1457605068.18, is
! RamBEvent{CREATE, path=u''M\OAWH0000Users \Nadmin WGoogle Drive'\New folder''\pptD¥81. tep”, time=-1457005068 176, is dir=False, ino=-Localllfinode=58a654958884

- T

File falde

| eom.gaogle.drive.nativeproey. jsan 1102006 240 PM J50M File

Mew folder
POFs

| pid IOAME 240 PN F e buffer: RawEvent(CREATE, path=u’%0Wh0C0\Usersh \ddnint \Google Dedivel\New folder'\\pptD791.twp', time=1457605868.176, is_dir-False, ino=Localll(inodes5
: RamEvent{MODIEY, path=u''VOS0 00000 Users ' Nadmin' \Eeagle Drive'\Hew folder' \pptDfSl. tap", time=1457005268. 38T, iz dir=False, ine=LocallD{imode=586a5495828

| d T020T5 240 PM
| mnecessary MODIFY: RawEvent{MIDIFY, path=u VW20 Wsers'Adein\Google Drive'\Hew folder'\pptD73l.tmp", time=1457685863.287, is_dirsFalse, ino=locallli

| snapshot.db HIENESIZPM . Data Base ™l . po Fuent (MODIFY, patheu'\\W\APWAC:V\Wsersy\Adminy\Google Drive\\New folder\\pptD791.tap*, time-1457505068.207, is dir-False, ino-LocallD{inode-50665495308s

| snapshat.db-shm HIWNe Z42PM DE-SHM el | innecessary MODIFY: RawEwent{MODIFY, path=u’%WW%2%C000Usersh \AdmindhGoogle Drived\New folderd\pptD@9l.tmp’, tine-1457685865.287, is_dir-False, ino=Locallfs

£¥ Dropbax | snapshaot.db-wal 30V 2006 £13 PM OE-A 0 RawEvent{MODIFY, path=u"'"0 0000 sers'NAdmin'heeegle Drived\Hew folder'\\pptDv2l, teap”, tine=1457685068, 287, is_dir=False, ings= L‘DEEIID[]HDL‘-‘E SEGE 549 SE%E
R I m e mmecessary MODIFY: RawEvent{MODIFY, path=u*%O000E 0% Usersh \ddednt \Google Drived\New folder\\pptD791l,tmp’, time=-1457005068,287, 1s dir-False, ino=Locallln

& OneDrive S mynec_config.db A0A2006 240 PN Data Basefi )
_| syme_conhg.db-shm 102016 340 PM DE-SHM fileg

3 This PC | syme_config.db-wal 3A1V206 240 PM DE-WAL ldel

1
|
| leekfile 2000 A0 PM T matching create from download,
|
]
|

_a

L 3064, Col 153

gl Network | =yme_loglog 3102005 240 PM Tesdt Dlocummiet

iGitems 1 itern selected 178 M8 State: ZR Shared
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J You can view changes (create, modify/rename, and delete) to the Google Drive using tools such
as DiskPulse, Directory Monitor, etc.

™. Dizk Pulze DiEkFUISE - O x

File Command Tools Help

B, Monibor nbnue [ Pause [ Stop B Reset [ Seve [ Datobase aal Charts il Rate (50 Layouts [ Opbons 3 Help
Profiles r Dt Time Operation Sipe Chamie oo 'In;n-l-- Rate _‘H
M Default Profie & 14-Mer-2016  11:07:14 Created L1353 KB eriBaogle Drve'seraplane-800.png
14-Far-2010 17405214 Modified L13 KB I C Wsershuser Gaogle Drnvel seroplane-B00.png
& 14-Mar-2016 110714 Created 132 KB I ChllsershuserGoogle Drvel snabysis-50d.png
14-Far-2016 17205214 Modified 132 KB I Chllsershuser Google Drivel anabysis-504.png
= 14-Mar-2016 1140714 Created 12T KB I Chillsershuser Google Dl aaroe-B02.png
14-Mar-2016 1120714 Modified 127 KB I Chllsershuser Google Dl aaroee- B02 . png
& 14-Mar-2016  11:407:35 Fenamed 0 Bytes CAlsershuser Google Drivelsarow-E02.png
Directaries & 14-MMar-2016  11:07:35 Fenamed To  157TKEB I CAlsersyuser\Google Drive! beft Arropng
| ChUsershuser Google Drive %II 14-Mar-2016  11:208:03 Renamed 0 Bytes Chillsershuser\Google Drive CODVD writer.png
e 14-Mar-2016 1720803 Fenamed To 9551 KB [ CAUsersyuser\Google Drive! COEDVD witer,preg
& 14-Mar-2016  11:08:09 Deleted 0 Bytes CiUsersiuser\Google Drive\spray_128.pag ] L
& 14-Mar-2016 1120809 Deleted 0 Bytes ChillsershuserGoogle Drivel paintbaush "6.’ E = = = =
Directory Monitor 2.104.2 - h DI rectu ry Munltur -
- File Dwectones Log Help
Status Value ,‘ Categorize By Change Type - | Fie Cabagories | | B00%
Total Chan... 12 @ Renarned Files 5732 KE 1 ESvg QoA | | A
Exclueded Fi... 0 Modified Files 332ER ] S 75,00 _1 .
# ChangeRate 11 CH/Min & Created Files 532 KB 3 T | Dwreciory Evanis Subdirecionss Properties DelectUsers Srapshols | Include Patiems
& Process T, 1 Min, 45ecs || @ Deleted Files [ Brytes 2 16,67 % : W ClllsarsiusenGoogle Drive NewFiles. Modifcations. D 71
& Active Totak 12 Changes Current: 12 Changes Filtered: MA Change Rate: 11 CH/Min
| L
. T i
http://www.diskpulse.com | =28 Gedlog Acwiylog
A ~
Modkied (11-Mar-16 122523 PM): C\Lisery" user'\Google Deive'smysiem_256 png
Hew [171-Mar-16 12:20:23 PN O ey ymer' Google Dy E
! H'I"-lhl"lEEEEEEF'HI L -.:*':_;'.'- [agais e i
Modkiiod (17-bar-16 122526 PM); oy ey Dy weinsdon_ 250 prig
"||-"-'-3'1E1-EE‘34_'=H] Ligery g (500 _._'-'J'I'-a"-'”EI:H':J > '.:*'"--.'l_-' oacle Drive' Man Falméng png
(17:Mar-16 122958 PM): L \sers'wser Gioogie Drva’ Fled apple-1 png - L \Lsen wser' Googie Urive' Aople png
Diesleted [11-Mar-16 12-29.58 M) C | il -="‘T: ::1-:;:_::_ &' Picture 1 png
Dot (11-Mar-16 12.30:03 PM): L\ Lipary wger zoge [ Dy 13?15‘3413‘ _Klagtopdasmen png
(sl el (14-Mar-16 95153 AM): T busrn'y prr :'-:.','-: mm«.‘ﬂm-p
el !---.|_1d-r.-|g.t5'3'5.15|5;,!.1:. L L lamen' i Canenle [y nm_&;{m
Dt (14-Mar-16 3.5 17 AME L\ Userp'ger .-.:.'-;'-: Lerveman-80 png
Ueleted (14-Mar-16 35217 AM): L \Usery' user Gacogle Uenve ' man-108 png b

G 0 0 g | e D ri Ve Monitoring 1 directory (0 unavailable)

https://directorymonitor.com
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- If the Google Drive client is installed on the PC, you can find information about the sessions in RAM

- For this, first you need to run tools such as RAM Capturer to dump the RAM contents and then use
a hex editor tool to analyze the RAM contents

RAM Capturer:

Forensic tool that allows to reliably extract the entire contents of computer’s volatile memory — even if
protected by an active anti-debugging or anti-dumping system

t
. =» Belkasoft Live RAM Capturer — Y

Select output folder path:

Capture! Cance Close

https://belkasoft.com
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@ HxD: 9

HxD is a hex editor which, additionally to raw disk editing and modifying of main memory (RAM), handles
files of any size

Given below are the strings that assists you to find out information of evidentiary value (such as user
email ID, version number, local _sync_folder path, snapshot.db and sync_config.db paths):

J User_emailvalue - provides user email ID

i user emailvalueda =~ = ° ~ _ on.official@gmail.com... ..snapshot reconstructvaluel g
..9..bandwidth tx rate kpBsvalue(0 ..9..bandwidth rx rate kpBsvalue0...)..Selective %
~syncvalue0sd. .) .p%feature %

J local_sync_root_pathvalue — displays path for the default sync folder and
Highest_app_versionvalue — provides version number of Google Drive client

! local sync root pathvalue\\?\C:\Users\user\Google Drive...5..cloud docs_feed mode
§ valueO*..3.)highest app versionvaluel.28.1549.1322...)..upgrade numbervalue23
[ TR——— JOROSHA. Y o Y oL ewen o o einiaMVinia ¥

B

fttps:// mh-nexus.de

Note: Also, the information mentioned above can be obtained from within Hiberfil.sys and Pagefile.sys located in C:\
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Client on Windows (Cont’d)

J snapshot.db —displays path for the snapshot.db file

| . ..C:\Users\user\AppData\Local\Google\Drive\user default\snapshot.db..C:\Users\user\AppData\Lo
| cal\Google\Drive\user default\snapshot.db-ournal.C:\Users\user\AppData\Local\Google\Drive\user
. default\snapshot.db-wal.............. £77%a...€2.0.1.6.-.0.3.-.0.7. .1.1.:.4.4.:.4.6.,.6.2.1.

J sync_config.db — displays path for the sync_config.db file

sync _config.db..C:\Users\user\AppData\Local\Google\Drive\user default\sync config.db-
journal.C:\Users\user\AppData\Local\Google\Drive\luser default\sync config.db-wal
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In case of Web-based Google Drive, you can find the username and password in clear from
RAM dump using strings:

“Email="“

-
-

“Passwd="

PypfxmQfWuWGdmBi1 Z2 PWdkAxJ190B2xTDCQP15kABvE 2220 2xPpl0rwHrI52zVelhel pQ5Z6gwOSJEVHAFOSN
usHeOJDo v3zYDXmaPiRgEJZ2guR9biUtK2JQ42c0hytsPODZECtXx4-5B7D-

Ebs&pstMsg=1l&dnConn=&checkConnection=youtube%3Al136%3Al &checkedDomains=youtube&Email=d

an 21al%40gmail . com&Passwd=te 15&PersistentCooklie=yes&isignln=
Sign+in....:!=2n-...... B...a.p.p.l.i.c.a.t.i.on./.2.-ww.w.—.f.0.r.m.-
M. l.e.n.c.0.d. e 50 v RS D8 A8

Also, you can find the Web-based Google Drive login credentials stored somewhere in the PC
(ex: browser). Screenshot below is with respect to the Chrome

Passwords

Saved passwords

[ accounts.google.com Dan

i

Google Drive Usernamse Google Drive Password
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You can use tools such as WebBrowserPassView, a password recovery
tool that reveals the passwords stored by the following Web browsers:
Internet Explorer (Version 4.0 - 11.0), Mozilla Firefox, Google Chrome,
Safari, and Opera

% WebBrowserPassView -|ofx]
File Edit View Options Help
112 a) A

URL

Web Browser User Name

Password

Password Field

darm

_E_'.'f-httpssz’accuunts.guugie.cum.fﬂewicel.c:gin Chrome

= ial@gmail.com

b

15

Strcmg

Email

Passwd

£

1} >

2 Passwords

NirSoft Freeware. httpyiwww.nirsoft.net

http://www.nirsoft.net
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Uninstalling the Google Drive Client
application:

removes the client config folder (sync_config.db)

Sync_log.log entries are identified from
unallocated space

does not delete the local copy of the file

preserves the Prefetch files even after
uninstallation

You can also recover information from:

il
&l

@l
il
)
i)
i

Registry keys of recent files

LiNK files

Browser history and cache
Thumbnails

Registry Point/Volume Shadow Copies
Pagefile.sys

Hiberfil.sys

C/HFI

Hacking Forensic
| NVESTIGATOR

Computer

: = | Google = O X
“ Home Share ViEw 'ﬂ'
&« i C:\Program Files (x86)\Google od L L

# L e - Cow
# Quick access gk I I e
Chrome &
. OneDrve
CrashBeports &
B This PC Drive er |
[l Desktop Update {er
= Documents
.,!,, Downloads
D Music After Installation
= Pictures
H Videos
‘e Local Disk (C:)
== Local Disk (E:) woof 5
4 itermns -
| M v | Google - O X
“ Home Share Wiewr 'ﬂ'
& i C\Program Files {xﬂﬁj‘xﬁnngﬂ o v Search Google o
- A Marme : Date modified lype ize
#r Quick access y
Ch -Feb-16 %30 A File folder
& OneDrive o J o
CrashReports F-Mov-151:13 File folder
ESl This PC Update 11-Feb-16 %:2 File folder
I Desktop
%= Documents
4. Downloads
D Music After Uninstallation
| Pictures
B Videos
= Local Disk (C:)
== Local Disk (Ez) W

3 items
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UFED C].O'l.l.d. An alyzer Computer| acking Forensi

Cellebrite UFED Cloud Anshyzer 4.2.214"

& [ﬂ . L
= frarhir e Tuprarata [Lorwarcafian [ IHos Ll
PEIEA s

L '-r_—.'. : _ﬂ FERRIT LT Best - ﬂiﬂll‘““ E‘:iI.E
Extractions surmTany Tmeline table = Féas Contacts » Mag

| »
Filters noce: > 94 Fvents - Page 1 1-941/ 1 [94] lPage| 1 | Go| Q x I’i

Nata Sourres m

M| Tima Partias Content Eve 1R/05/2015 05:15 +00:00

E Poreapacx ; s Cloudia Brite
o 1E/05/2015 " ﬂ Cloa el Rrita Tasting back chat in activity bog sor
| Chzxlio Biils &5 +| [ Cloudio Bnte
Cloudio Drite

|_|" i 1B/ 0G{ 2015 wh “ Cloudio Brita Testing il in aclivily kg LAaE
¢ 05: 174 w0000 2
Google Drive +| [ Cleudia Brite

] f M) Testing back chat in activity kg
! Closdio Brite o 05

P coosie Location History B 3 iee 0 ECudesme Oymepes o
o B= Provides forensic
K recebook D 4 wspes practitioners with instant
7 doudiobets@amailcom O m s s extraction, preservation, and
7] rwiter S el analysis of private social
Goudosnte o == media accounts -- Facebook,
T e TWoSEER  SORERRE [ Twitter, Kik, Instagram -- file
storage and other cloud-
A — oo PR o o _ based account content that
EV - i =5 3 can help speed
Paities s s investigations

it +* Cloudio Brite

S e G

¥
.
it
<
L
L
<
i
i
£
g
it
<
Lo
it
<
4
o
b=
=
=
=)
=
=
=
==
=)
=
==
=
=
==
=)
E=)
S|
=
=
=]
=)
=]
£
el
=
==
=)
=)
=
=
=
==
=
E=)

.

T P
i =
L

F

i

lime Hanges
| o LIS 2015 % [ Clowdio Brite

=
Q4336 o Od:00

= http://www.cellebrite.com

Evenl Prope Lies :_' EFAILS 3 % | Cloudio Brite Lise

=l
o
ry]
S
E

Cloawdin Arite L L ]
: - i Inchude in report
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UFED C].O'l.l.d. An alyzer Computer| acking Forensi

Cellebrite UFED Cloud Anshyzer 4.2.214"

& [ﬂ . L
= frarhir e Tuprarata [Lorwarcafian [ IHos Ll
PEIEA s

L '-r_—.'. : _ﬂ FERRIT LT Best - ﬂiﬂll‘““ E‘:iI.E
Extractions surmTany Tmeline table = Féas Contacts » Mag

| »
Filters noce: > 94 Fvents - Page 1 1-941/ 1 [94] lPage| 1 | Go| Q x I’i

Nata Sourres m

M| Tima Partias Content Eve 1R/05/2015 05:15 +00:00

E Poreapacx ; s Cloudia Brite
o 1E/05/2015 " ﬂ Cloa el Rrita Tasting back chat in activity bog sor
| Chzxlio Biils &5 +| [ Cloudio Bnte
Cloudio Drite

|_|" i 1B/ 0G{ 2015 wh “ Cloudio Brita Testing il in aclivily kg LAaE
¢ 05: 174 w0000 2
Google Drive +| [ Cleudia Brite

] f M) Testing back chat in activity kg
! Closdio Brite o 05

P coosie Location History B 3 iee 0 ECudesme Oymepes o
o B= Provides forensic
K recebook D 4 wspes practitioners with instant
7 doudiobets@amailcom O m s s extraction, preservation, and
7] rwiter S el analysis of private social
Goudosnte o == media accounts -- Facebook,
T e TWoSEER  SORERRE [ Twitter, Kik, Instagram -- file
storage and other cloud-
A — oo PR o o _ based account content that
EV - i =5 3 can help speed
Paities s s investigations

it +* Cloudio Brite

S e G

¥
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=
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=)
=
==
=
=
==
=)
E=)
S|
=
=
=]
=)
=]
£
el
=
==
=)
=)
=
=
=
==
=
E=)

.

T P
i =
L

F

i
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