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—>  After successfully completing this module, you will be able to: —

1

Understand database forensics and its importance

Perform MSSQL forensics

Examine evidence files using SQL Server Management Studio and ApexSQL DBA

Perform MySQL forensics I

Understand architecture of MySQL and determine the structure of data directory I

List MySQL utilities for performing forensic analysis

ol b G ol ol o 0

Perform MySQL forensics on WordPress web application database |
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Database Forensics and Its
Importance

Computer i i

Hacking Forensi
| NVESTIGATOR

0‘] Database Forensics is the examination of the databases and related metadata in a
forensically precise manner to make the findings presentable in the court of law

I Examine the MAC attributes of tables that could verify the actions of the attacker

]I Determine transactions occurred within a database system or application that
indicate evidence of fraudulent activities

Jill Recover the deleted rows

Retrace the DDL and DML operations performed by the attacker

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.



acking Forensic
I NVESTIGATOR

Computer H

Microsoft

SQL
Server

IVISSOL Forensics

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.



C/HFI
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| NVESTIGATOR

Data Storage in SQL Server

Computer

S SQL Server stores data and logs in Primary Data Files
(MDF), Secondary Data Files (NDF) and Transaction Log
Data Files (LDF), respectively. Microsoft SQL Server Data Page
2 MDF are the starting point of a database and stores
user data and database objects Page Header
a : : ro———- >
= NDF are optional and spread data across multiple E Data Row 1
databases I
| |
€ LDF store log related information, which could be - Data Row 2
useful in recovering databases. These are divided into i
. : ‘o Data Row 3
smaller parts called virtual log files b
I -
€ These files are put together to form a database oL
-
€ Each data file (excluding log files) contains multiple - | Free Space
data pages (basic storage units with 8 Kb of storage) o
o : m Row Offsets
S Data pages are divided into: bl .
] 1
Lo
|

@ Page Header — Presents the page ID, page type, etc. .i

L--'---

@ Data Rows — Store the actual data

® Offset Table — Points to the location of actual data
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Database Evidence Repositories | C/HFI

Hacking Forensic
| NVESTIGATOR

Computer

SQL server data is stored natively within SQL Server, and externally within windows machine hosting
the server. The main sources of evidence for an examiner would be:

SQL Server Windows Operating System (OS)

Primary data file and Active
Transaction Logs

Database plan cache SQL Server Error

Note: System event logs, SQL Server trace files and SQL Server error logs constitute non volatile data.
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Collecting Volatile Database Data

Compuler

J Gather volatile database information such as users’ login sessions, user transactions, etc.

J Use ApexSQL DBA’s ApexSQL audit application to track the login history

2| - o =N
y j Apex30L Audit - Logon ar X 1"-,&
A C | [ localhost:41400/Reports/Common/CommonReport.aspx?Report=L ActivityHiston, e B =
Common Reports | Custom Reports | Options | Help Active
T_ General = Securit)
- , Date: 03/09/2016 | £ j00:00:00.000
Complete audit trail m + Audit login
S 030952016 o |23:59:50,099
Backup and DBCC activities to: [03/09/2016 JE= [23:59:39.99 ¥ Audit login failed
Server. & Audit lan
. Audit logout
=7 Change and activity auditing N =
_ Login:
| DML history . : S S .
T o Preview Order by | Date ¥ Ascending @ Descending Date/ftime format: MM/dd/yyyy hh:mm:ss.|
| DDL history
™) Access history i ~
. 4 44 Page P P Total events: 14569 Generate -
24 Security = Date Server Login Application Client host Operation
™| Security configuration history | 03/08/2016 WiN- ca ApexSQL_Monitor | WIN- Audit login
= e e e 2375 PM | COOMKE285TE COOMKG286TE
= Logon activity history 2:37:51.680 PM | COQMKE2867E QOMKE286 L
= e o 2 03/0%/2016 WikN- £a ApexSQAL_Monitor | WIN- Audit logout
Permission changes 12:37.:50.790 PM | CQOMK62867E ' caamese7e| o i
t | Unauthonzed access 3 03/09/2016 WIN-  lsa ApexSQL_Monitor [WIN- | Audit login
12:37:50.790 PM | CQOMK6286TE CQOMEG62867E
=7 Auditing overview 4 03/09/2016 WIN- 53 ApexSQL_Menitar | WIN- Audit logout
- . 12:37:50.650 PM ’CQ AKB2B57E COOMKE286TE
i Auart settings history - s -
= . 5 03/09/2016 Wi- 53 ApexSOL_Manitor | WIN- Audit log
Audit integnity chacks 12:37:50.680 PM ._Cl._“'. JKE62867E CQOMKG2B6TE
& 03/08/2016 WIN- ~ |sa ApexSQL_Monitor |[WIN- | Audit lagout
12:37:530.073 PM [CQOMEKB2E6TE COOMKD28RTE .
i 03/09/2016 Wik- 53 ApexSOL_Monitar | WIN- Audit login
12:37:530.173 PM [CQOMEO2E6TE LCOOMEDIEGE
8 03/09/2016 WIN- sa ApexSQL_Monitor | WIN- Auait logout
12:37:30.173 PM | COOMEGZEGTE COOMESZBGTE
9 Dz/09/2016 Wilkh- £a ApexSOL_Monitor | Wik - Audit login
123730173 PM | COOMESZEHTE LOOMESIBATE
10 03/09/2016 WiIN- 53 ApexSQL_Monitor | WIN- Audit logout
1.2:37:50.120 PM | COOMEGZBETE COOMEG2BATE
11 D3/09/2016 Wik- 53 ApexSOL_Monitor | Wik- Audit login -1
122780 1720 DA | ATk ETIRETE CmILAVRETIEATE
b 1

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.




Collecting Primary Data File and Active

CIHFI

Hacking Forensic
INVESTIGATOR

Transaction Logs Using SQLCMD

Computer

I | Load command line tool and establish logging

Connect to a server with the command sglecmd -S WIN-CQQMK62867E -e -s"," -E (WIN-
CQQMKG62867E is the server used for this demonstration)

e\ SQLCMD - [o |

:SHindowsssystem32Zisqglcmd -5 WIN-CQQMKG62867E e —-s'." -E
?

Issue :out E:\ForensicTest.txt to create a text file named “ForensicTest” and log the output of
the gathered data to E:\

= SQLCMD |- | o [

:\Windnus\sustemi22salemd —-S WIN-CQQMK62867E -e -s'." -E
:out E:\ForensicTest.txt
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Collecting Primary Data File and Active

CHFI

H.u.lm:l;, Forensic
[ NVESTIGATOR

Computer

Transaction Logs Using SQLCMD (Cont’d)

Collect the active transaction log

Issue the commands sp_helpdb moviescope and go to determine the locations of the transaction log files
associated with moviescope database

| e SQLCMD ‘-D-l

“Windows\systemd22sqlcmd -5 WIN-CQOMEGZ2B6YE —e -s"." -E
snut E:\FonrensicTest . txt

p_helpdb moviescope

The result will be recorded in E:\ drive in the respective file (ForensicTest.txt) as shown in the following
screenshot:

ForensicTest.txt - Motepad |_:..L.=L-
File Edit Format View Help
sp_helpdb moviescope -
name db size ,owner
moviescope , /.56 MB,WIN-CQOMKB286/E\Administrator
name ,fileid,filename
moviescope 3 1JC:\Program Files\Microsoft SQL Server\M55QL11.MSSQLSERVER\MSSOLADATA\moviescope.mdf
moviescope log , 2 JC:\Program Files\Microsoft S(QL SEPUEPU-‘JSSQLII.HSSq_SEF{‘I.-’EHHI-1SSQLHDATA"-.,mnviEscnpe_lng.1|:I-F
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Collecting Primary Data File and Active

CHFI

H.u.lm:l;, Forensic
[ NVESTIGATOR

Computer

Transaction Logs Using SQLCMD (Cont’d)

Collect the active transaction log (Cont’d)

Issue the commands dbcc loginfo and go to gather the VLF allocations for the moviescope database

c4] SQLCMD

tS\Windowsssystemd22sglcnd -5 WIN-CQQMKGZ2ZBGYE —e -s"." -E
:out E:sForensicTest.txt
ep_helpdb moviezcope

on
dbcc loginfo
90

The result will be recorded in the respective file as shown in the following screenshot:

ForensicTest.txt - Notepad M

File Edit Fermat View Help
dbcc loginfo

The status field displays the

: e RecoveryUnitld,Fileld ,FileSize ,startlffset ,FSegllo  ,S5tatus ,Parity,CreatelSHN
status of the file, where “2 , y . 3 y ’ y |
: : @, 2, 253952, 8192, 218, 2, 128, a
represents an active file, 0 ) 262144, 262144, 208, 0. 64 0
while “0” represents a a, 2, 262144, 524288, 209, 9, 128, 205000000041400007
recoverable or unused file (3 rows affected) =
DBCC execution completed. If DBCC printed error messages, contact your system administrator.
£ ] >
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Collecting Primary Data File and

C/HFI

Transaction Logs

J Collect the database files (.mdf) and log files (.ldf) from C:\Program Files\Microsoft SQL Server\MSSQL11.MSSQLSERVER
\MSSQL\DATA

. These files contain complete data (in .mdf files) and logs (in .Idf files) pertaining to the databases

¢ Favontes Name Type

BB Desktop \_;l ApexSOLCrd_20160309_110403.mdf 3972016 12:57T PM SOL Server Databa...
& Downloads | & ApexSQLCrd_20160309_110403_log.Idf 3/9/2016 11:04 AM 5QL Server Databa...
= Recent places _;I ApexSQLMonitor.mdf 3/9/201611:09 AM  SQL Server Databa...

|1 Apex5QLMonitor_log.ldf 3/9/201612:28 PM 501 Server Databa...

Il This PC ;_;l GoodShopping. mdf 37972016 1038 AM SQL Server Databa...
m Desktop ] GoodShopping_log.Idf 3/9/201610:36 AM  SOL Server Databa...

‘| Documents | A master.mdf 3/9/2 36 AM  SQL Server Databa...

4 Downloads 2] mastlog.Idf 3/9/2016 10:36 AM  SQL Server Databa...

o Music _;] model.mdf 37972016 10:36 AM SCL Server Databa...

= Fictures | 5] modellog.ldf 27972016 10=:36 AM SOL Server Databa...

d Videos A moviescope.mdf 3/9/201610:48 AM  50QL Server Databa...

._. Local Disk (C:) | 3] moviescope_log.Idf 3/9/2016 10:48 AM  SOL Server Databa...

ca Local Disk (D:) ol M5_AgentSigning Certificate.cer '20158:37T AM  Security Certificate
& Local Disk (E:) _;l MSDBData.mdf 37972016 10:36 AM SOL Server Databa...

| &1 MSDBLog.Idf 3/9/2016 10:36 AM  SQOL Server Databa...

€l Network |7 ReportServer.mdf 37206 3:04 PM SQL Server Databa...
|1 ReportServer_log.Idf 397206 10:36 AM  5QL Server Databa...

= [ T NN, SN . 1 QO Yl
21 tems 2 items selected 7.56 MB
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Collecting Active Transaction Logs Using CIHF |

SQL Server Management Studio

| NVESTIGATOR

The fn_dblog() function allows to
retrieve the active portion of the
transaction log file

fn_dblog () function filter
transactions by:

8 Target database object
€ Specific columns

8 SPID and/or date/time range

Issuing the query Select * from
::fn_dblog(NULL, NULL) displays the
active portion of the transaction
log file as shown in the
screenshot

Assigning NULL values imply that
the start and end points for log
sequence numbers (LSNs) are not
specified

<2 SQLQuery1.sgl - WIN-COOMK62867E.master (WIN-COOMEG2867BE\Administrator (55))* - Microsoft SOL Server Managem...t = | B -
File Edit View Query Project Debug Tools Window Help

Pl - T o | A NewOuery [R5 & G2 B9 -0 -L-5 (5] b &
s =08 | master *|| ¥ Execute b Debug W o :o) = |3 U | YLy = 2 == |4 -

LTS ST S Sl SO CQueryl.sql - WLL..Administrater (55))° X

Connect = i | select from ::fn dblog Current conne: -

= [ WIN-COOMKE28E N
+ [ Databases

+ [ Secunty

+ 3 Server Objects
# [ Replication Wi = «
7 [ AlwaysOn Hig

1] Resuks _'_*, r.'IEraaageg..
+ | Managerent -

Cument LSM Crperation Ciorex Trangaction 10 LogBlockGeneration | ~
0000004 2-00000132:0003  LOP_XACT_CKPT LCX_BOOT_PAGE_CKPT  0000:00000000 O
000000d 2-D00001 350001 LOP_END_CEPT LT MULL 0000:00000000 O
000000d 2000001 36:0001  LOP_BEGIN_XACT LCX_HULL C000:000027d 0
0000004 2-0000071 36-:0002  LOP_LOCK_XACT LCX_MULL 0000000037 0O
000000d 2-D0000136:0003  LOP_COMMIT MACT  LCX NULL 0000:00002a7d O
0
1]
1]
0

7 [J Integration Se
[ SOL Server Ag

Cor WIN-Ci

(00000d 2-D0000137:0001  LOP_BEGIN_XACT LCX_MULL (000:0000:2a 7e
000000 2000001 37000 LOP_MODIFY_ROWY LCx_CLUSTERED Q000000023 fa
000000d 2-000001 370003 LOP_COMMIT HACT LK MULL 0000; 000023 e
000000d2-D0000138-:0001  LOF_BEGIN_XACT

R ——— -

- e o
[=:])

L Or 474

LCX_NUILL 0000:00002a

L

Mame

The name of the
u SeClU Ll - F / - ] mifi.. master 00 rows connection.

28 Cuery ted WIN-COOMEGZBETE (11.0 5P2)  WIM-COOMES236TE Ad mini 000000 1329 i

*
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Collecting Active Transaction Logs Using CIHFI

SQL Server Management Studio (Cont’d)

| NVESTIGATOR

DBCC LGG < SQLQuery1.sgl - WIN-CQOMKB286TE. master (WIN-COOMKG2867E\Administrator (35))* - Microsoft SQL Server Managem... |;,i-
File Edit View Query Project Debug Tools Window Help
: P S| ANewouey LD K B9 - S0 E] 5
— The DBCC LOG command allows to retrieve the o T/ 1 Gecize b Debig B v 139 | PO DE D= 2 e
active transaction log files for the specified R el 50 luery gl - Wl..Administrator (35))° X
Connect -~ %z 9. = F'."':'Il:'{' Wi mowviescope, 3|
database. - |6 WIN-COOMKE2:
+ 4 Databases
& ¥ [ Security
~ Syntax: DBCC LOG(<databasename >, o [ Senver Objects
# [ Replication —
<output »>) 2 G AbwaysOn Higll o
¥ [ Manzagement [ Resuts 13 Messages
72 5 [ Integration Seff | CumertSN  Operaton Cortext Tranaction ID
—~ The output parameter specifies the level of B 501 Server 2N [T IR 10 B ACT | LNAL | oNoNmrs | 0 o
. . . . 2 O0000041 000001630002 LOP_MODIFY ROW LC¥ CLUSTERED 000000000 AE 0 [0
Infnrmatlﬂn a fDrEHSIC Examlner Wants tD 3 OOOD0041:00000163:0003  LOP_MODIFY_ROW LCX_CLUSTERED  OODOCDODOOFIE O (e
. i Q000004 1:00000163:0004 LOP_COUNT_DELTA LCX CLUSTERED  QOD0CDODOOOOD O (e Cor WIN-(x
rEtrIEVE § 00000041:00000162:0005 LOP COUNMT _DELTA LCH CLUSTERED  0ODODODOOOOD O (e
e ik - - I . 'I: . f h . E Q000004 1:00000163:0006 LOP COUNT_DELTA LCX CLUSTERED  OOD0-0ODOOOOD O iy L] Cor 00:00:0
O- mlnlma In Drmatlﬂn D eac Dperatlgn 7 Q000004 1:00000163:0007 LOP COUNT_DELTA LCX CLUSTERED  OODO-0OD0O000 O (e Cor 38420
. 8 00000041:00000168:0008 LOP_COUNT_DELTA LCX_CLUSTERED 000000000000 O (e Cor 16016 [
SL‘ICh as thE Current LSNJ Operatlnnj ) QOO :DODOD ES:0008  LOP_LOUNT_DELTA  LOX_CLUSTERED  QDOD-OO000HDE D BN H:m'l-e 2
a 4 1 *
Transaction ID, etc. The name of the

. B Query executed..,  WIN-CQQMEBZESTE (11.05P2) | WIN-COOMKEZB67E\Admini... | master | 00:00:01 | 16016 rows connection,

@ 1 = slightly more info than O, such as Flag
Bits, Previous LSN, etc.

@ 2 =detailed information, including

(AllocUnitld, page id, slot id, etc.)

3 = full information about each operation

4 = full information on each operation along

with the hex dump of current transaction

row

P @

~ Issue the query DBCC LOG(moviescope, 3)
to view the transaction log file for moviescope
database, with the detailed information for
each operation.
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Collecting Database Plan Cache | C/HFI

H wking Forensic

Computer
P [ NVESTIGATOR

Issue the syntax select * from sys.dm_exec_cached plans cross apply sys.dm_exec_sql text (plan_handle) to
retrieve SQL text of all cached entries

<» SOLQuery1.sgl - WIN-CQOMEK62867E. master (WIN-CQOMK62867 E\Administrator (55))* - Microsoft SQL Server Managem_| - | - -
File Edit View Query Project Debug Tools Window Help

i3 -5 | NewQuey (3 rhih D 4 @9 - - 3-5 ] L
S 2 {3 | | master 1| " Execute b Debug B 350 5l J |z g | &AL = 2 |d= i | AL -

ol d STULTC SR A SOL Query1.sql - W...Administrator (55))* X
Connect~ 3y 3. : select * from sy
= 'l_d‘ WIN-COOMEKB28L

Databases

Security

Server Objects
Replication

s.dm_exec_cached plans crc

-+

AlwaysOn Hig
Management ] Resutts 3 Messages

Integration Se I:-uc:l-:etld refcounts usecourts  size _in_bytes  memory_object_address cacheobjtype  objtype plan_handle ~
S0L Server Ag ' : 147456 (000000046 7658060 Compiled Plan  Proc (050004009
188416 (c0000000463B66060 Compiled Plan  Proc (e 0S00FF JF2
2072576 (0000000460 26C060 Compiled Plan  Proc O0500FF 7FB
h7344 (c000000046CF 7EDBD Compiled Flan  Proc (c0D00FF 7F4
40560 (e OOOD00046C4F ADED Compiled Plan  Proc O 0S00FF JFC
147456 O 000000046C 310060 Compiled Plan  Proc (050004009
360448 (x000000046DCEADSD Compiled Plan  Proc (050005005
753664 O 000000046098C060 Compiled Plan  Proc (050005002

81520 (O OOO0000460F3A060 Compiled Plan  Proc (050005007 v
] >

SANgNgigNgugugn

PSRN AT T P Y-
TR U U R R R T X
B B B 03 A = Rd B —

EAET-I--

. The name of the
@Iﬁluer}fexecuted sL..  WIN-COOMEBZEETE (11.05P2) WIN-CQOMEG286TE\ADmMINI... master 0000:00 293 rows connection.
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Collecting Database Plan Cache

C/HFI

Iil king Forensic
h‘ki"'ﬂ-”l.l"l'l‘l‘

Compuler

(Cont’d)

Collect additional plan cache specifics

Issue the syntax select * from sys.dm_exec_query stats to view the aggregate performance statistics for cached
guery plans. It displays only one row per query statement

<= SQLQuery1.sgl - WIN-CQQMK62867E.master (WIN-CQQMK62867E\Administrator (55))* - Microsoft SQL Server Managem_| o | - -
File Edit View Query Project Debug Tools Window Help

T il (T el | A NewQuey (it & LB 9 -0 - LA-05 || b %
oA | I master ~ | ¥ Execute P Debug © JI: = Iﬂlll"ﬂ AR Ey | = Q= ;EF'_-:E:

WL d SIS S S SOl Query1.sql - Wl...Administrator (35))* X

Connect~ 3, 3. select * from sys.dm _exec_query stat: Current connet -

= |y WIN-COQMEKB28¢
# [J Databases

+ [ Secunty
# [ Server Objects

E=- L&

+ [J Replication
d AlwaysOn Hig
1 Managerment  Resutts _3 Messages
1 Integration Se sgl_handle statement_start offset statement end offset  plan_c ~
) SQL Server Ag | . 118 N

~ (c03000500AB5331 3FBESC38016AAS000001000000000000... 274 738

(x03000500AB55931 3FBESC3B016AAS000001000000000000... 800 -1
(03000500 7E441831715A38016AA50000010000000000000... 154 -1
(x0300050023469974FESD3B016AA50000010000000000000... 2104 2678
(x03000500234699 74FESD3B016AA50000010000000000000... 2680 3314
(x0300050023469974FESD3B016AAS0000010000000000000... 3548 4080
(x0300050023469974FESD3B016AAS50000010000000000000... 4082 4502

(c03000500:234653 74FESD3B016AAS0000010000000000000... 5432 6282
m >

100% - <

LR LG T

B e e L T T e C ORI S

— ek ek ek ek ek e ek

The name of the

Query executed cu...  WIN-COOMEKB2367E (11.05P2)  WIN-COOMEKS2E6/E\Admini... | master 00:00:00 261 rows connection.

"b'ﬁml:nwm:.nhwm—t
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Collecting Database Plan Cache
g C|HFI

H wking Forensic
| NVESTIGATOR

Computer

(Cont’d)

Issue the syntax select * from sys.dm_exec_cached plans cross apply sys.dm_exec_plan_attributes(plan_handle)
to view one row per plan attribute for the plan specified by the plan handle

== SQLQuery1.5gl - WIN-CQOMKGE2867E.master (WIN-CQOMK62867E\Administrator (55))* - Microsoft SQL Server Manag...| o | = -
File Edt View Query Project Debug Tools Window Help

Pl S | S NewQuery (xR | & 2@ |9 -0 - S0 i b "
P4 437 | [master '|| ¥ Execute p Debug B I-1,,,.11 5 = -1: g |4 LAY = 2 | = E:.E.’Ei;;

LT g5 L S Ol SO Query1.5ql - Wl...Administrator (53))* X

Connect~ 27 3 = select * from sys.dm _exec cached plans cross apply

5 ) WIN-CQQOMKB28t @ A
# _J Databases

# | Security
¥ [ Server Objects

# _ Replication

_ AhwvaysOn Higll—
. 1 Management _ﬁl Messages

_ Integration Se id rmefcounts wusecounts size_in_bytes  memory_object_address cacheobifype  objlype plan_han ~

7 SOL Server Ag | : 147456 (b DO00000456 76533060 Compiled Plan  Proc (cD=000:
1474356 G DOOD00046 /633060 Compded Plan  Proc (e 0S000-
147456 (x0000000467698060 Compiled Plan  Proc 05000
147456 (<0000000467693060 Compled Plan  Proc (05000
147456 (0000000467633060 Compied Plan  Proc (05000
147456 (0000000467633060 Compied Plan  Proc (05000
147456 (< 0000000467633060 Compied Plan  Proc (05000
147456 (b (00000046 7633060 Compiled Plan  Proc (05000

147456 G OO0000046 /633060 Compied Plan  Proc (05000, v
»

Pod  Pd Pl Pl B3 RS B B B
| ok | wh | ek | el | ol ] sl § ol [l

MWD B8 s B BN B e P e

Mame

The name of the
@ Query execut.. WIN-CQOMEKB2E6TE (11.05P2)  WIN-CQOMEKB2267ENAdmini... master | 00:00:00 7458 rows connection.

Ln 1 Col 92 Ch 92
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Collecting Windows Logs

HFI

Ii wking Forensic

Computer
P [ NVESTIGATOR

J Windows Logs store the logon events performed on the SQL Server. Launch Event

Viewer, expand Windows Logs node and v

iew various Windows event logs

Event Viewer l - | e -
File Achon View Help

e 25 BE

PRI Application  Mumber of events: 8,320 Actions

| b L Custom Views : ’ A

| Windows Logs Level Date and Time Source Event ID Task Category ~| | Applica.. -

| L & [ "

G Application [EE information  3/9/2016 11:37:26 AM MSSQLSERVER 18456 Logon Ope...

~—| Security (4 ) Information 392018 11:1215 AM Securty-5PP 903 MNone ¥ Creat

E Setup (i) Information  3/9/2016 11:12:15 AM Security-SPP 16384 None '

—| System (i)Information  3/9/2016 11:11:52 AM RestartManager 10001 None po...

] Forwarded Ev (i ) Information 3972016 11:11:47 AM RestartManager 10001 MNone Clear...

B Applications and 'Zj:i'lnfcnrmatinn 37972016 11:11:47 AM Msilnstaller 1042 MNone ¥ Filter..

i Sub5cFiptiDn5 l'i 1 nfrrmmatioe AMINA 111147 AKA Edcilnctallar 10323 Bl rwma b -r

m » =| Prop...

Ewvent 18456, MSSQLSERVER x W Find... =

General | Details H e ..

A Attac..

Login failed for user 'sa’. Reason: Password did not match that for the login provided. [ CLIENT: View P

<local machine>]

|G] Refre.

Log Name: Application = ﬂ Help »

Source: MSSCLSERVER Logged: 3/9/2016 11:37:26 AM Event 1

Event ID: 18456 Task Category: Logon 1 Even

Levelk Information Keywords: Classic, Audit Failure — P

: ) ac

User: MN/A Computer: WIN-COOMEB2867E v

| < m > Copy P
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Collecting SQL Server Trace Files| C|HFI

Hacking Forensic

Compuler [ VESTIGATOR

J To collect the trace files (.trc) navigate to C:\Program Files\Microsoft SQL
Server\MSSQL11.MSSQLSERVER\MSSQL\LOG

J The trace files contain the events occurred on a SQL server and the host databases

.h. - ML ¢ Search Log

F

B8 Desktop Name Date modified Type
& Downloads ! __| FDLAUNCHERRORLOG.4 2720/2016 :37 PM 4 File

| Recent places | | FDLAUNCHERRORLOG.5 2472016 10:12 AM 5 File
|| FDLAUNCHERRORLOG.6 F24/2016 10:10 AM G File
/M This PC A log_21.trc F26/2016 &:57PM  5QL Server Profiler...
m Desktop _—ﬁ log_22.trc 2/29/2016 10:05 AM  SQL Server Profiler...
| Documents _ﬁ log_23.trc 2/29/2016 10:55 AM  SOL Server Profiler...
& Downloads _-ﬁ log_24.trc 3/1/201610:13 AM S5QL Server Profiler...
o Music ﬁ log_25.trc 3/2/2016 10:14 AM SQOL Server Profiler...
= Pictures _,ﬂ system_health_0_131011971036000000.xel =55 A Microsoft SOL Ser... | =
H Videos ! E.,_::"] system_health_0_131012810367/950000.xel > 113 A Microsoft SCOL Ser...
i‘*. Local Disk (C:) Ei'] system_health_0_131013674684130000.xel /3/2016 4:50 PN Microsoft SOL Ser...
¢ a Local Disk (D) Ef_.l system_health_0_131014776316290000.xel 3/3/2016 4:5 ' Microsoft SOL Ser... | v

~a Local Disk (E) ¥/ <] mn |
23 items  5items selected 1.00 MB 122
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Collecting SQL Server Error Logs | C|HFI

Hacking Forensic

<
COMPUICTY 1 VESTIGATOR

J To collect the SQL Server error logs navigate to C:\Program Files\Microsoft SQL
Server\MSSQL11.MSSQLSERVER\MSSQL\LOG

J The SQL Server error logs contain user defined events and specific system events

share View

SRoft SOQL Server\MSSQL11.MSSQLSERVER\MSSQOL\Logid ] Search Log

MName Date modified

& Downloads
__| ERRORLOG 3/4/2016 12:00 AM

| | ERRORLOG.1 3/1/201610:14 AM
| | ERRORLOG.2 3/1/2016 12:00 AM
| | ERRORLOG.3 2/29/2016 10:06 AM
| | ERRORLOG4 2/26/2016 6:57 PM
| ERRORLOG.5 2/26/201612:00 AM
| ERRORLOG.6 2/24/201610:10 AM
| FDLAUNCHERRORLOG 3/2/2016 10:15 AM
| | FPLAUNCHERRORLOG.1 3/1/201610:14 AM
P | | FDLAUNCHERRORLOG.2 2/29/2016 10:55 AM
= Local Disk (C:) o )

| | FDLAUNCHERRORLOG.: 2/29/2016 10:06 AM
s Local Disk (D:)

—a Local Disk (E) |V ':[

23 items 1 item selected 20.8 KB

b
=", Recent places

1M This PC
m Desktop

| Documents
& Downloads
o Music

= Pictures

&3 Videos
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Database Forensics Using SOL C HEI
Server Management Studio e e

y

Step 1: Examine Windows Logs

Examine the Windows Logs to obtam information related to SQL Server authentication, startup
and shutdown instances, and the IP addresses of client connections

{al Event Viewer
File Action View Help

e« 2 B=
FIETCEA VRN Application  Number of events: 8,380

b o Custom Views . = : -
. Date and Time Source Event ID Task Category ~| | Applica..

4  m Windows Logs :
E-—l J'J;pp“f_'atinr'l - m‘ﬁ 11-3?:.25”11 i _ {:}pE“_
£ Security (1) Infarmation 37972016 11:12:15 AM Security-5FP 303 Mone ¥ Creat.

| Setup (i) Infermation 3/9/2016 11:12:15 AM Security-SPP 0384 Mone
-

[] System (D) Information  3/9/2016 11:11:52 AM RestartManager 00T Mone
| F-ur-.ﬁ.-ard ed By IZI_}[nfnrmatiﬂn 3902016 11:11:47 AM RestartManager D01 Mone Llear...

Impo...

b [ Applications and| | (i) Information 3/9/2016 11:11:47 AM Msilnstaller 042 None T Filter...

. 5 Sy b"-"r-'iptil'jﬂg I,.-.E-,'-[nf.-u e ke FMAIEE 11-11-AT ABRA IFI.I.ﬂriIﬁﬂallar' i - A Y ] >
- 2 | rop..

Event 18456, MSSOLSERVER Wi Find...
[ i

Leneral | Details | AAVE o

_ Attac...
Login failed for user 'sa’. Reason: Password did not match that for the login provided. [CLIENT: View

<local machine>]
G Refre..

Log Name:; Application [ Help
Source: MSSOLSERVER Legged: 3972016 11:37-26 AM Event 1..
Event |D: 18456 Task Category: Legon = Even...
Level: Information Keywords: Classic, Audit Failure

__'-_| Attac...
User: MSA Computer: WIN-COOMERZERTE :

Hy Copy

It is observed that an event associated with the server login and pertaining to MSSQL Server is recorded. Now, the error
log need to be examined to find out any successful login event.
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Step 2: Examine Error Logs

B R e e

Database Forensics Using SOL
Server Management Studio (Cont’d)

Computer

B Navigate to C:\Program Files\Microsoft SQL Server\MSSQL11.MSSQLSERVER\MSSQL\LOG and open
ERRORLOG file with Notepad
. @ Examine the log file to see the record of user defined events (such as user logins)

HFI

Hacking Forensic
| NVESTIGATOR

=
FagsmsensnssasnannEnan”

L]

L L)
L
l'l'f‘fl'#"I'f‘fl'#"l'f‘fl'#"I'f‘fl'#"I'f‘fl'#"I'f‘fl'#"l'f1--'l'-F!-'I'-'1--'l'f"l'f1--'I"-FH-'I'-'1--'l'-F!-'l'-'1--'l'-'"I"'1-"l'-I!-"I"'1-"I"'"I"'1-"I"-'H-'I"'1-"l"'"l""fl'l‘fl'l'fI'l‘fl'f‘fI'#‘fl'l‘fI'l"l'f‘f”'l'fl'l‘fl'l‘i-

il CA\Program Files\Microsoft SOL Server\MSSQOL11.MSSQLSERVER\MSSQL\Log\ERRORLOG - Notepad++ [Administrator]

File Edit 5earch View Encoding Language 5Settings Macro Run  Plugins Window

[ 4 (= (=] |_—-]
= ERRORLOG (3 |
= 2016-03-08 10:41:

—d C:\

o
o
)

|
=
m
= R
o
=1

I
m

i 0y 03 0}
- _."‘
0w

[ T = .
o
1

|
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e
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i
[ ]
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]
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T O T T

I I e e

‘=

o) L L L ik

= B |

s | el

Mormal text file

W |
3 A 2 w)|

e 7
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in n tm
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[
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SIS |
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; |

Using dynamic

A

Software Usage Metrics i

atabase '‘mas
0.30319 1«

1 language runtime

avernasr reconfiogu

Audit i= starting tl

r Adudit has started

lines : 127 Col:75 Sel:2|0D

uRr parameters:
11 .MS5SQLSERVER\MSSQL\DATA \ma
\MSSQL\Log\ERR

ERM\MSSQLA\DATA\mastlog.ldf

~ socket and 4 logica

audits., Thiz iz an informaticnal m

Thizs is an informatcional

audits.

UCS-2 LE BOM

Dos'\Windows

Here, it is evident that there is a successful login instance recorded on the name of a user sa. Now, the trace
file can be viewed to examine the SQL Server based events associated with this user.
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Step 3: Examine Trace Files

Navigate to C:\Program Files\Microsoft SQL Server\MSSQL.1\MSSQL\LOG and double-click log_n.trc file
(where n is the last number in the sequence). The trace file opens in a SQL Server Profiler

Examine the file to identify any suspicious activity

= [o M-
NEIE

+  SQL Server Profiler - [C\Program Files\Microsoft SOL Server\M550L11.MSSQLSERVER\MSSQL\Log\log_31.trc]
& File Edit View Replay Tools
HOE = & @ EEE AETIR EE| P

J hentProcessID | AoplicationMame LognMame sFID 1 Start Time

261& MWicrosoft S =a Ee| FOi&-03-08 15:

Window Help

Event SubClass

- |3 - Begin

Databasetams | -
tempdb

201e-02-08 1&: . 1 - Sommit
20L6=03=-08 15:47id...

2616 Microsoft anw ca )

2616

Tampdb

Microsoft 'R za 55 movi1ESCope

Zele
2816
261&
L1616
26le
261&
£61&
Z2ele

Microsoft
Mmicrosoft
Microsoft
Wicrosoft

Microsaft SQ. ..
Microsoft 50...
Microsoft 5Q...
Microsaolft 50Q...

- |
Za
sa
&
ca
sa
aa
Za

4
E&
55
a6
-4
55
=6
4

Z2016-02-03
2016-02-08
2016=03=-08
2016-03-038
2016-02-08
2016=03=08
f016-05-08
2016-03-038

15047 ')
1c: H: R
1554711, .
15: ¥ '
. 1 - Commit
15:47:1d...
15:47: .
15 ¢ H '

T
"l e e

1:c:

.. ".

T N T -

ol -l I il e |8 | &
. I

o - Begin
1 - Lommit

O - Begin

o - Begin
1 - commit

moviescope
moviescops
MoVl esCope
moviescope
moviescops
mov i escope
moviescopes
mowiescope

261& MI1ICrDsoTT 50... sa EG| 2016=0Z=08 15:47:1...
261 Microsoft 5Q... | sa 56| 20146-03-08 45:47:4...

mowviescope
moviesCope

‘a' *

o - Begin

©

>
Rowe: 297

L 79, Col 11

| Connections: 0 p

By examining the file, some user based events observed on moviescope database. Make a note of the SPID
and the start time of the instance.
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Step 4: Examine Active Transaction Logs

Launch SQL Server Management Studio and connect to the SQL Server. Execute the command dbcc log(moviescope, 3)
in the query window to view the transaction log file for moviescope database, with detailed information for each
operation. Here, an event can be observed (SPID: 56 and Transaction |D: 0000:000007¢9) with a modified row.

1 - Indicates the beginning of a transaction

2 - Indicates the type of the transaction SQLQuery1.5ql - WIN-CQQMK62867E. moviescope (WIN-CQQMK6286TE\ Administrator (52))* v [ X
pE‘I"fUI"mEd dbcc logimoviescope,3) a
3 - Indicates the end of a transaction
4 - SPID: Indicate the current user process ID T =
5 - Unique transaction identifier = Resuts | [y Messages
Qperation SPID  Transaction ID Fage ID Slot I Offsetin Row  Rowlog Contents 0 Rowlog Conterts 1 -~
E. DN e s containin 15996 LOP_COMMIT_XACT L oooo.dBMo7es  NULL NULL  NULL NULL NUL
& & 15397 ) [Lop BEGIN XacT ] 56 [ oooo:000007cs | nuld Y7 BTG nu € NUL
the updated record 15996 @) [LOP_MODIFY_ROW | NULL |0000:000007c9 | 0001:0000009a | 4 B % Ce
15999  (€) [LOP_COMMIT XACT | NULL | 0000:000007c9 | NULL NULL  NULL NULL NULL
}' & Dn data page row |Dcat|Dn Df FEEDFCI 16000 LOP BEGIN XACT 55 0000:000007ca MNULL MULL  NULL NULL MULL
16001 LOP_SHRINK_NOOP  NULL 0000:000007ca  NULL NULL  NULL NULL NULL
8 [ Bl o o adification 16002 LOP_LOCK_XACT  NULL 0000:000007ca NULL NULL  NULL NULL NULL v
;:""“"'I'l r” Lo ek AT FLmaldim hll iR N AN AT RN LRSI LN mn Ip B L TNy Vo F Sy Nyl }
9 - VValue of the row before modification i@ Query executed successfully. WIN-CQQMK62867E (11.0 5P2) | WIN-COOMEKE2867E\Admini... moviescope 00:00:01 | 16009 rows

10 - Value of the row after modification

Convert hexadecimal value of the page ID to decimal, and locate the page containing the updated record. Here, the calculated decimal
value of the page ID is 154. (0000009a)16 = (154)10
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Step 5: Examine Data Page

2 Now, we inspect the modified data pages to find the object ID where the data has been modified

€ Execute the commands: dbcc traceon(3604)dbcc page(moviescope,1,154,1) to view the 154™ data page on the
guery window

e

The PAGE HEADER contains information regarding the data page such as the type of page, partition ID, object ID,
etc. Note down the Object ID

SQLQueryd.sql - WIN-CQOMEKBLE6TE. moviescope (WIN-CQOMEGZEL/E\Administrator (33])" * 0 X

“ldbcc traceon( 3684 +

dbcc page(moviescope, 1, 154, 1 A

100 % = <« »
_'_; Messages

PAGE HEADER: ~

Page @0x000000046CCFADOD

m pageld = (1:154) m_headerVersion = 1 m type = 1

m_typeFlagBits = 8x4 m level = @ m_flagBits = ©x3006

m_objld (AllocUnitId.idObj) = 37 m_indexId (AllocUnitId.idInd) = 258

Metadata: AllocUnitld = 72857594848352768

Metadata: Partitionld = 7285759483904 2848 Metadata: IndexId = @

Metadata: ObjectId =|21575115 m_prevPage = (8:8) m_nextPage = (0:8)

pminlen = 12 m slotCnt = 5 m_free(Cnt = 7184

m_freeData = 898 m_reservedCnt = @ m_lsn = (76:312:2) v
100% +« < 1] >
-.,9ﬂL.IEf}‘EHEEL.ItEdSL.IEEESE-fU”}f. WIN-CQOQMEKB286/E (11.0 SP2)  WIN-CQOMKB2E67EVADmINI... moviescope 00:00:00 0 rows
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Step 6: View the Object

a2 Next, we use the object ID to find the name of the object/table in moviescope database, whose data was
modified

4 Execute the command Select * from sysobjects where id = 21575115

a0 The object User Profile has been modified. Next, we use the same object ID to gather the object schema

S50LQuery3.sgl - WIN-CQQOMKE2867E.mowviescope (WIN-CQOMKE2867E\Administrator (56))

- D }{
Select * from sysobjects where id = 21575115 -
v
000% ~ < )
] Results | 72 Messages
name id stype uid info status base_schema_ver replinfo parent_obj crdate ftcatid schema_y
1 User_Profile : 21575115 U 1 0 0 0 0 0 201404-1512:06:37823 0 0
< ni >
a Query executed successfully. WIN-CQOMEKB2E67E (11.05P2) WIN-CQOMKBZ2267ENADmMINI.. moviescope  00:00:00 1 rows
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Step 7: Gather the Object Schema

el
el

Next, using the object ID, the object schema (table) associated with the User_Profile object is collected

Execute the command: SELECT sc.colorder , sc.name, st.name as 'datatype’, sc.length FROM syscolumns sc,
systypes st WHERE sc.xusertype = st.xusertype and sc.id = 21575115 ORDER BY colorder

By issuing the above command, the object schema is obtained. One of the entries in the table is subjected to
modification

| sOLQu eryd. 5c:|| WIN-COOMER2B67E.moviescope (WIN-COOMEKRLE7/ENAdministrator (31))" O X |}
SELECT sc.colorder , sc.name, st.name as 'dataftype’', sc.length FROM syscolumns sc, systypes st WHERE|L :
i
100% = ( n 3
VB o L
| n::nln:-rder name datatype  length
1| K Uid it 4
2 2 usemame nvarchar 100
1 1]3 3 firstname nvarchar 100
4 4 lastrniame nvarchar 100
) 5 email nvarchar 100
b b gender nvarchar 100
|7 7 dateofbirth nvarchar 100
HIE o e = 4
9 ; address nvarchar 1 IIIIIIIIIIIIII
10 10 contactnumber nwvarchar 100
| (@) Query executed successfully. WIN-COOMEKB2867E (11.05P2) WIN-COOMEE2867E\Admini... mowiescope 0000:00 10 rows
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[ Step 8: View the Modified Record

As we have seen in step 4, the page ID is 154 and slot ID is 4. Therefore, issue the commands

dbcc trace (3604)

dbcc page{moviescope,1,154,1)

To view the data page 154. Scroll down to Slot no. 4 (data row no. 4)

S5QLQuery7.sql - WIN-CQOMEKB2867TE.moviescope (WIN-COOMEKBZBE/ENADmMInistrator (31))*

dbce page(moviescope, 1,

10D0% +«= <
_ 3 Messages |

154, 1

Slot 4, Offzet Bulel,

Length 154, DumpStyle EYTE

Record Type = PRIMARY_RECORD Record Attributes = NULL_BITMAP VARIABLE_COLUMNS

Record S5ize = 154

Memory Dump @@x00e8688601249A2ER

eaaeaea0202208800 30000c00 ASPORABE CSAOPAGE BaDPERPE 830082800 O.......E........ ol »

eaebbeee0o0eeals ., 2e803608 4cee5400 c8007c00 SaBbbche 65086508 ..6.L.T.h.~..l.28.8. This is the data row

ele et cieeic e oo i oy ECOBE5AE ASABG2100 72006500 T4006CHE E50B6508 l.e.e.b.r.e.t.l.e.e. in which tranzaction
2a6000008000603C . 40006100 62006300 2005300 6TE06d0E 64666100 @.a.b.c...c.o.m.m.a. has occurred
22802800052200058 BCcEBe508 15083908 2d002080 3B802ded 31e8390d l1.2.8.9.-.8.8.-.1.9. =
fae0oeee000600604 . 38803560 41666cH0 62067500 71007560 6le67206 8.8.A.1l.b.u.qQ.u.ad.r. -
2000880800868 TE ! 71887560 ASAA31800 200683200 300032668 2d8A3508 qgq.u.e.l.-.2.8.2.-.5.

2a60000080000038C . 30803666 246033006 36063960 3166 8.6.-.3.6.9.1.

100 % =« £

@ Ouery executed successfully.

WIN-CQOMKB2867E (11.0 5P2)

3

WIN-COOMEB2867E\AdmiunI... mowviescope 000000 O rows

> o X
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Iilim Forensic

Computer
P [ NVESTIGATOR

Using slot ID 4 and row offset 8, which were obtained previously from the transaction log, the specific
point within the data row was identified in which the transaction began

5QL0uery T sgl - WIN-COOMKB2867E.mowiescope (WIN-COOMEKS280 TE\Administrator (31))"

dbcc pageimoviescope, 1, 154, 1

100% - <

3 Messages

Slot 4,

Record Type

100 % | <

Offset ox2el,

PRIMARY_RECORD

3 Query executed successfully.

Length 154, Dump5tyle BYTE

Record Attributes =

Record Size = 154

Memory Dump @8x80e000081249AZES
HEEARRREAARRAEAEA | Je006c00 A400p008 <BPOA0DA
peeaseaeaaee0014 | Je@83508 4cPO5488 6508706
feea00006000002 8 ; 6ceB6568 65006260 72006500
geaagea0a8022a83C 4986l oZ2eacI80 2e80b0308
e808800080088850 6cBB65808 388639868 246683008
peaareaeaaReRR0d | jE@B35808 41006CH8 62007508
feeane0060000687 8 7learsee 65083166 240663200
222a00202200288C . Jepazoee 2deaz:89 Zo8e3926

WIN-CQQOMEKB2EG7E (11.0 5P2)

8a8Ba0ae8
Sa@Boc a8
74886c0e
ffeoodee
38802468
7lea75e8
jeeoslea
31ee

NULL_BITMAP VARIABLE_COLUMMS

a8862886 6.......
B5886586
65666586 1
bdeeclae @
31663966 1.
a8
q
&

bleas2as
2deas56e

1] k)

WIN-CQOMEKB2867E\Admini..  mowiescope  00:00:00 0 rows

Using the table schema obtained earlier, the data type within this row offset is the age column which contains a 4-byte int data type.
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Step 10: Compare the Row Logs

® Note down the hex values of RowLog Contents 0 and RowLog Contents 1 and convert them to their
equivalent decimal values

Thus, it is evident that the age entity has tampered from 25 to 200, which was successfully determined
using forensic investigation

SQALQuery/.sql - WIN-COQOMKGE2867E.moviescope (WIN-COQOMKE2867E\Administrator (31))*
dbcc log(moviescope, 3)

rovtog Coens

O0x19

Decimal Value

25

Oxc8

100 % =~|<

Decimal Value = Resuts | 1y Messages

200 spyVenon|rfo Source Slot Court Rowlog Conterts 0  Rowlog Corents 1 RowlLog Cortents 2 RowLog Conterts 3
15595 IULL (kc20070022007F...  (x0D02002400CA... (c163CCB3I54501080000000000000004... (c01071000C0O000...
15996 IULL MULL MNULL MULL MULL

15997 JULL NULL NULL NMULL MULL

15998 IULL (19 C8 (kc0101000C0000...
15999 IULL NULL NULL MULL MULL

16000 IULL NULL NULL MULL MULL

16001 IULL NULL MNULL NULL MULL

16002 JULL MULL NULL MULL MULL

16003 IULL (300027001000... (:<0101000C0000360000000000020400...  NULL

16004 JULL (3610D00000011... (<0101000C0000360000000000020400...  NULL

<

l.ﬁ Query executed successfully. WIN-COQOMEKE2BE6TE (11.0 5P2) WIN-COOMKE226TE\Admini... moviescope 00:00:01 16009 rows
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L

Step 1: Collecting Volatile Y [ ApessQt Audit - Logon & X Y}
Database Data € C | [} localhast:41400/Reports/Common/CommonReport.aspx?Report=LogonActivityHistory ol =
Common Reports | Custom Reports | Options | Help e

€ Gather volatile database o Genera e F e B Fne = Securty

2
3'_ Complete audit trai — # Audit login
to: 03/11/2016 | [23:59:59.999 i
N # Audit login failed

information such as Users’ ] Backup and DBCC activities

: : = chanae and activity audit Sarver. # audit logout
login sessions Change and activity auditing Login
, user S bt : | | |
. 5"| - Preview Order by | Date ¥ Ascending @ Descending  Date/ftime format: MM/dd vy hbimm i
transactions, etc. ;__] ;-; | |
| Ll Access history i 4 rage 13 B P Total events: 470946 | Generate - |
E USE ApEHSQL DBAFS | 2] Security = Date Server Login Application Client host Operation
: : : =] Security configuration history 12711 |e3/11 1:j|3 . WIN- | anonymous pf:.;..;:.._-.-'-_ S0l WIN- | Audit .;.g._-.m.l §
APEHS‘QL AUdIt appllﬂatl{]n = Logon activity history ORS220.163 EM | COMEEZBSTE r'_fs"__:.;:;,h_.,._mﬁ_a: CQQMKSZEs6 i
; : : i Permission changes Suadicy
W 1 ieautharzsd 1242 usi1s201 e NOMYTIIoUS Microsor SO0 Audit logm
to track the Ingm h|5t{jry ™ Unauthorized access oiizote e fenens ,%FE“'D AL e 5 :
Cly Auditing overview Eicfgc - :
b | - h b d i = e s . - =
= % cof ; 12 Q3112016 WIM- ANCRYTOUS Microsoft S0 IR - At lagon,
2 A 0gIn event has observe = | Audit settings history 3 |oypoe | IWIN o anony Micro: W oo A6 1009
t t E ugername | audit integrity checks E-:’Er“agef“e-".
e = - s T SR W SRy
1274 33 11 _l_J1I:1"~? ; '.‘.i'lz‘:\a- e ANCNYIMIoUS E«“'-:ri: soft SOL WIM- Audit login
: 0B:32:26 W | COOMEG2BETE Server COOMKG2B662
anonymous from the Client o o Management o
1275 Q311,206 WIM- ANCRYTITOUS Microsoft SOL Wilk- Audit logol
host (WI N'CQ&M K628662) 06:32:25.740 PM |CQQMKe2867E| ° Server coomesasaez| o]
fanagement
Studio
1276 |03/1 | :fl 16 WM ANGIYIIGUS Microsoft SQL WIN- Audit lagin
0&:3 J40 PR C':' JKE286TE LErver COOMERZBES2
E’.‘-.:*g.ge--*e*:
SELICH D
1277 02/11/2016 W= ANCNYTNOUS hicrosoft S0L Wi Audit logou]
08:32:25.620 PM |COOMEB285TE Server COOMEKR2BAG2
Management
Studio -
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Database Forensics Using

HFI

H wking Forensic
| NVESTIGATOR

Compuler

ApexSQL DBA (Cont’d)

%

J__.r [] ApexSOL Audit - Security X I"-.

StEP 1' Cullectlng = C | localhost:41400/Reports/Common/CommonReport.aspx?Report=SecurityConfigurationHistory =

Volatile Database Data m— o e |
J5 5 it Preview rasr Ly Date ASCENDING & Lescending ate/tme armat: MM/AQY RRimm
(Cont’d) T

|_'| Security configuration history d o

il tv hist Hage I P P Total events: 155 | Generate ~
ogon actmity history ;
J CI'Ck on SECur'It"f ™ permission changes = Date BEner Database Lagin Application | Cliemt host schema ok
"] Unauthorized access 03/11/2016 WIN- gocdshopping| anonymous  |Microsoft WIN-
¥ ¥ ¥ 06:32:40.963 PM |CQOMEBSZE6TE SOL Server  [COOMEG28662
configuration history to " Mianagement
i Auditing overview studio
view the security related =] Auit settings history > Joympote [win- fgcodshopping|anonymous [Microsoft  Jwin.
7| | arity chacks e 32:40,963 PM [COQOMEBZSGTE c":.L I:"trl er [COOMEs22882
entry modifications RS Management
:IJEI‘J
3 0371172016 WIN- goodshopping anonymous | Microsoft WIN-
“6'32 39,877 PM COOMEKB2E6TE SOL Server  |[COOMEKG2EG662
Management
J lItis observed that the Studio
4 03/11/2016 Wik - goodshopping| anonymous | Microsoft WIN-
i O3 2:39.877 PM | CQOMER2BGTE QL Server  |COOMEGZE0H2
transactions occurred Management
TUang
I 5 03/11/2016 WIN- goodshopping| anonymous  |Microsoft  |WIN-
on gDDdSthplng 06:32:38,643 PM |CQOMKB286TE|” SOL Server  |COOMEKG28662

Mamagement

database _

b 03/11/2016 WIN - master anonymous | Microsoft WM -
06 32:38.643 PM | COOMEBR2EGTE 2l server  |[COOMEKG22662
Management
Studio
i 03/11/2016 WIN- ___|goodshopping| anonymous | Microsoft WIN- db
0e32:33.473 PM [ CQOMER22GTE SOL Server  |[COOMER2EGE2
Management
Studio
| exeoute as user = M dbo’:
& 03/11/2016 WIN- master anonymous | Microsoft WIN- )
0Ged 32443 PM | COQOMER2EERTE SQL Server | COUMEGZE062
Management
Srudio
g 031172016 WIN - master anonymous | Microsoft WIN-
(o:32:33.443 PM | CQOMEG286TE SOL Server | COOMEG2EGG2
Management
Studia
in Y ETaREF AT LI - mactar ANCM TS i rme e T
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Database Forensics Using

HFI

H wking Forensic
| NVESTIGATOR

Compuler

ApexSQL DBA (Cont’d)

¥ [ ApexSOL Audit - Security "'._
-._‘- ;

StEp 1 . cu"ECti“g vulatile <« C [0 localhost41400/Reports/Common/CommonReport.aspx?Report=SecurityConfigurationHista e —

Database Data (cu“t!d) 4 d page 1 B P Total events: 155 | Generate - ‘

Date Server Database Login Apphcation | Chent host Schema Obypect Operation E State

J Now, scroll to the right of T e e
the browser window to |
view all the operations |
performed on the D[RR | s

oo S
L]

goodthopping | anonymous | Microsoft WIN-

0L Server ,.GC"‘»ihE-"Er":-_
I-\.rn".-.l:_].—l'ﬁlr"r
Mudio

Audit logout | N/A

2 03/11/2016 | WIN-

'J“5 40,863 PM [ COQOMKS2EETE

goodshopping | anonymous | Microsoft WIN- Audit login | Ml
S0L Server  [COOMEKGZESEZ |
Management

STLUCID

goodshopping |anonymous | Microscft WIN-
SOL Server  |COOMEKB2ESE2
Management

JLUTID

F - & 1T
Muait :l'\:_lf-. IS

d b | . h h E 031172016 Wik goodshoppin yla g us |'\.":C osoft Wik dud n Il i
ata aSE" d Dng W It t € f I'fl" .’-::3‘3-5!_:"' PM [CQOMKE2EETE| " e M | '-P;"E-'*r ’éE-HHGE‘ e I
X I Management
affected objects
5 03/11/2018 WM - goodshopping | anonymous | Microscft WIN- Audit logou P
OEc32:38.643 P [ COOMKEZEETE SOL Server  |COOMEG2ZE662 |
- . I;Ea.ﬂ.;-:_leme it
J The result implies that a
B 031172018 WK - master anonymous | Microsch W - Audit login A
Of32:38.843 PM | COOMKG2BETE SOL Server COOMEGZEEG2 |

database principal |
impersonation has || [ o
occurred on the object | [Secore s e = wavo:

Management
Ltudio

dbo Database | Success
principal
impersonation |

a0
W
OMKE2BETE

_|_._|_

SOL Server 'GQ"{ihE- 28662
Managemenit

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
- I
|
:
:
||
|
|
ra
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
:
Ltudio |

|

|

|

|

|

|

||

| '}
| goodshopping | anaonymous | Microsoft WIN-
Cl

-

|

|

|

|

|

dbo inside the I s pia | COGMKs2se7e
gDDdShD pping data baSE L UE11/2010 | master anonymous | Microsoft

1M WM
"":'“3*.*'_3 PM | COOMEKE2ZERTE| S0L Server "“l:'"h 328662
Managerment
Studio

master anonymaous I'\.' crosoft WIN-
QL Server COGMES2ERE2

i Audit logout | N/&
|

|

i I?a agerment

|

|

|

|

studio

LIS, i 1 | TA
il AT FoaIm P

1=

master anonymous | Microsoft i Audit bogout | IN
EOL Server ff'f 'RFE“"*':' | -
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Database Forensics Using

Compuler

Hacking Forensic
I NYES TIGATUR

ApexSQL DBA (Cont’d)

Step 2: Examine the Database Transaction Log File

Launch ApexSQL Log and establish a database connection with goodshopping database

ApexSOL Log 7T - ."fl 4
2 E

I

Database connection

WIN-COOMES285TE - e

Autheptication: |Windows authentication

fMext = Cance

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.



Database Forensics Using

ApexSQL DBA (Cont’d) C|HF

Step 2: Examine the Database Transaction Log File (Cont’d)

Select the goodshopping log file in the Data Sources section

............................................................................................................................................................................................

\pexSOL L - [5] x
| Harm 7 X

—| Data sources
|
Miev [#] Dratasource

- | Onlline transaction log

¥ 3@ goodshopping_log
T Add pattern 7 Add file
Pr Mext neel
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Database Forensics Using

< HFI

ApexSQL DBA (Cont’d)

Home

I"‘I.E"-«II{ \1I}I-

Step 2: Examine the Database Transaction Log File (Cont’d)

Select Open results in grid option in the Select output section

Resowrces

|| Select ouput

Open results in gnid

Display results in & grid which allows additional filtering and export oplions

ol

Export data toc SOL, 30L Bulk, XML, HTML, C5V or directly to database

Undo/Redo

Create Undo or Redo SOL scnpt

Create Before-After report

Lreate Before-After report as 501, 0L Bulk, XML, HTML or save it directly to database

Export results
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Database Forensics Using c/HEN
APEXSQL DBA (Cont ,d) compor] ook

Step 2: Examine the Database Transaction Log File (Cont’d)

Configure the options in the Filter setup section and click Finish

Filter setup

Tirne range
Operations

lables

Advanced cpticns

ddditional options
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| NWESTIGATOR

Compuler

ApexSQL DBA (Cont’d)

Session™ - ApexSOL L T _ M %
Step 2: Examine the Database R S I J
Transaction Log File (Cont’d - o . @ — | e
g ( ) = L,Q h B2 B S E @SN
e Cpen sccion  Save  Refresh Find Copyrows to Select Auto size Select Ol table I Opiions
SE'tTIr"QE fllp:l:l-a'ﬂ tramsaction columns COILmNGS .. mapping
E ThE ADEXSQL L,Dg Sessions Actions Cesults Toolks
appl ICEltIDﬂ e)(amlnes thE‘ | Grid filter YOpen  Tgseve Y, Clear 1. Trial version: Only details of every 10th row will be available
i > Time DL Users W] Operation Schema Dhject IMser i
log file and displays the [ [ 5 Dot o Cog sreryo] |
transactions occurred on | fom
the database | =
Advanced
€ A delete operation has ek days: al
been observed-on the login | e e
: 5 Session time
object by the anonymous T ————
user. The deleted entries '
(username: smith & — S e '
Cperation details Few history Undo seript Redo script Transaction information
password: smith123) can = Ty Vale
be observed under the bt
Operation details tab.
E WIN-COOM KE2BETE goodshapping !’ Checked: 171 Exeluded: 0 /1
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ApexSQL DBA (Cont’d) C|HFI

Step 2: Examine the Database Transaction Log File (Cont’d)

In the same way, examine the Row history, Undo script, Redo script and Transaction information
sections to get a clear view of the transaction

Cperation details Row history Undo scnpt Redo script Transaction infermation
Dperation  Date User Name IL5N loginid username password
Delete FIMN2006 53245 PM anormymous (0000044000001 570002 1 smikth smithl23
Operation details Row histony Undo scnpt Redo script Transaction information
1| -- DELETE (ef28884i:080808157:; pERs ) done at 2016-83-11 18:32:45.266 b}' BNoMYMoUS in transaction 8888:888886EE (Committed J e
| 2| SET IDENTITY INSERT [dbo].[Login] ON

INSERT INTO [dbo|.|[Login]| ([loginid]|, [username], [password]) VALUES (1, N smith' COLLATE SQL_Latinl General CP1 CI AS, N's
SET IDENTITY_INSERT [dbo].[Login] OFF

o L

a
-

N
N
N
N
N
N
4

e
-

i

Operation details Row history Undo scnpt Redo script Transaction information i
1| -- DELETE (eo2oaadd:opapals7.a8e) done 2816-83-11 18:32:45.266 by anonymous 1n transaction 8e8e:808085EE (Committed) " ;
2 | BEGIN TRANSACTION i
3 | DELETE FROM [dbo].[Login] WHERE /*** WARNING: WHERE CLAUSE FOR THIS STATEMENT WAS GENERATED FOR A TABLE WITH MO PRIMARY KEY Z
4 | IF @EROWCOUNT <= 1 COMMIT TRANSACTION ELSE BEGIN ROLLBACK TRANSACTION; PRINT "ERROR: STATEMENT AFFECTED MORE THAN ONE ROW. E

Operation details Row history Undo scnpt Redo script Transaction information
Begin time 2016-03-11 18:32:45 -
State Committed
Cperation Delete
Schema dbo
Ohject Login -
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MvySQL Forensics
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Internal Architecture of MySQL | C/HFI

Hacking Forensic

COmPULETE | NVESTIGATOR

o Connectors
Native C API, JDBC, ODBC, .NET, PHP, Perl, Python, Ruby, Cobol
MySQL Server ¢ t ¢ t
Management 9 Connection Pool
Service &Utilities | Authentication, Thread Reuse, Connection Limits, Check Memory, Caches
!

Backup &Recovery, |
SE“””EUF:TE“””‘ SQL Interface Parser Optimizer | Caches & Buffers
Administration, |
Configuration,

| DML, DDL, Stored Query Translation, Access Paths, Global and Engine
Migration &Metadata | §| Procedures Views, Object Privilege Statistics Specific Caches &
o Triggers, etc. Buffers

! Pluggable Storage Engines 9 !

Memory, Index & 5torage Management

InnoDB  MyISAM  Memory BDB Archive BLACKHOLE MERGE FEDERATED EXAMPLE Third Party |

File System e Files & Logs

Redo, Undo, Data, Index,
NTFS, ufs, ext2/3, NFS, SAN, NAS BNy, Effor QLery cnd slow
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Internal Architecture of MySQL

, - 0 Hacking Forensic
( C o nt d) COmPULETE | NVESTIGATOR

MySQL is based on a tiered architecture containing @ Query Cache: caches the query structure and query
subsystems and support components, which work results, unique to MySQL

together to respond to the queries made to the database @ Cache and Buffers: ensures availability of frequently
SErver. used data in an effective way. Types of caches include

J The connectors act as a medium for the clients to connect Table Cache, Record Cache, Key Cache, Privilege Cache,
to the SQL Server Hostname Cache, and much more

_J Storage engines are used to create, read and update data
within a database. Various Storage engines supported by

J The Connection Pool handles all the client connection
needs such as user authentication, memory checks,

thread processing, caches, etc. My>QL are:
J These are the ancillary tools grouped by administration © InnoDB (default storage engine in MySQL version >= 5.5.5)
and enterprise services 8 MylISAM (default storage engine in MySQL version < 5.5.5)
J The SQL Interface, Parser, Optimizer, caches, and buffers & Memory
together form the crucial part of the database server
3 P e BDB
© SQL Interface: User interface that accepts SQL syntax
o . Po At S @ ARCHIVE
and transmits results to the user
© Parser: Validates the SQL statement syntax entered ® Dasibb
by the user @ MERGE
@ Query Optimizer: excludes known-bad conditions in © FEDERATED
the query prior to executing the join expression & EXAMPLE
© Query Execution: It is handled by a set of specifically @ Other third party storage engines

designed library methods and the results are returned
by the network communication pathways library _ This section stores all the database files and the logs that

store all the transactions occurred within the databases
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Structure of the Data Directory

MySQL server stores all the databases, status and log
files; along with the data managed by the server
under the data directory

By default, the data directory is located at

C:\ProgramData\MySQL\MySQL Server 5.n\ in Windows
based machines

All the databases are stored as folders in the data
directory. The files within these folders (databases)
correspond to the tables, views, and triggers within
that database
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Structure of the Data Directory

Computer

Hacking Forensic
| NVESTIGATOR

(Cont’d)

In addition to the files and folders mentioned earlier, the data directory might even contain:
© auto.cnf file containing the server uuid which is used to uniquely identify a server
© The server's process ID (PID) file, which stores the MySQL server’s process ID

© Status and log files generated by the server, which store information related to the operations
performed on the server. These files include:

J Process ID file - Relay log (HOSTNAMErelay-bin.n)

(HOSTNAME.pid) _
J Relay log index (HOSTNAMErelay-
J Error log (HOSTNAME.err) bin.index)

. General query log -
(HOSTNAME.log)

- Binary log (HOSTNAME-
bin.nnnnnn)

_J Binarylog index (HOSTNAME-
bin.index)

Master info file (master.info)
- Relay log info file (relay-log.info)

J Slow-query log
(HOSTNAMEslow.log)
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Structure of the Data Directory

(Cont’d) S

The InnoDB storage engine contains two types of logs:
@ Undo logs, help a forensic examiner to roll back the transactions

@ Redo logs, help a forensic examiner to re-execute the transactions A
(ib_logfile0 and ib_logfilel)

@ Ibdatal, store InnoDB’s permanent table records

MySQL Server

—

Data Directory

Database 2 Database2 ~ ~=--ceeennee Databasen
Tablel Tablel Tablel Tablel Tablel Tablel Tablel Tablel Tablel

Note: This hierarchical structure mentioned above might vary with the storage engine used
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Structure of the Data Directory

(Cont’d) C HFI

I NVESTIGATOR

The database structure varies depending on the storage engine (MyISAM/InnoDB)
used by MySQL

< MyISAM Storage Engine < Z InnoDB Storage Engine Z

l..-"" iy

.. The databases are stored as directories in the data

wl All the database tables are stored as files
directory

inside the database folder. These files carry

.| All the database tables are stored as files inside the name of the tables, and are categorized
the database folder. These files carry the name of in two formats:

the tables, and are categorized into three formats:
€ [tablename].frm, contains the table

8 [tablename].frm, contains the table format
: format

9 [tablename]|.myd, contains the table data

€@ [tablename].ibd, containing the data

8 [tablename].myi, contains the table indices and index of the table

.| In addition, the database directory contains a

db.opt text file, which stores the characteristics of
the database

2, D 4 \ ©

©
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MySQL Forensics C|HFI
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Computer

J MySQL contains Information_Schema table which provides access to
database metadata \

J There are two phases in database analysis:

++ Evidence collection

Use MySQL utility programs to make copies of databases and log files that \
hold substantial amount of information required for forensic investigation

- 8
‘ v+ Evidence examination ?“f'
;H" ldentify the fraudulent activity and reconstruct the tampered data | A )
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Viewing the Information Schema
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C/HFI

Hacking Forensic
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SR INVESTIGATOR

Q

J MySQL stores information related to all the databases, along with the read-only
tables, in the Information Schema

J Information schema provides access to the database metadata

@.

E.g. 1: Viewing a list of all
the tables in “wordpress”
database in reverse
alphabetic order,
displaying the table name,
table type, and storage
engine used for the
database

E.g. 2: Viewing all the
tables containing more
than 10 rows

fca. Administrator: C\Windows\system32\cmd.exe - mysqgl -u root -p

usgl> SELECT table name. tabhle_type, engine FROM information_schema.tables WHERE tahbhle schema = *'wu
rdpress’ ORDER BY table_name DESG;

i Wp_Uusers

i wp_usermeta I i InnoDB |}
i wp_term_taxonomy + BASE TRAEBLE | InnolB i
i wp_term_relationships | BASE TABLE ! InnoDB |
i wp_terns i BASE TABLE ! InnoDB |
i wp_posts i BASE TABLE ! InnoDB !
o wp_postmeta i BASE TRABLE ! InnaoDB |
i wp_options i BASE TABLE ! InnoDB |
i wp_links i BASE TABLE ! InnoDB |
i wp_comments i BASE TABLE ! InnoDB !
1 wp_commentmeta + BASE TABLE | InnoDB |

e —————
11 rows in =et (B.BA sec)

. Administrator: C\Windows\system32icmd.exe - mysgl -u root -p

yzgl> SELECT COMCAI<table schema.’.’'.tabhle name?> as table name.tabhle rows FROM information schema
.tahles WHERE table_rows > 18 AND table_schema not in ¢’ information_schema’.’nysqgl’.’' performance_sch
2Mac 2y
.l - ..’ » . I - - » - - i
i table_name i table_rouws |
— — +
i wordpress . _wp_options
i wordpress .wp_usermeta |
———————————————————————— e —————

rows in set (A.0AA secl
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MySQL Utility Programs For
Forensic Analysis
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| NVESTIGATOR

Forensic examinations are performed using some of the following MySQL utility programs:

Mysq To dump single or multiple databases for backup purpose

Mysqlaccess To check the access privileges defined for host name, user name, etc.

To process the MyISAM log file and perform recovery operation, display version

myisamlo
: 4 information, etc., depending on the situation

Myisamchk

To display the content of bin logs (mysql-bin.nnnnnn) in text format

mysqldbexport To export metadata or data, or both from one or more databases
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Common Scenario for Reference CIHFI
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Consider a scenario where a post in the index page of WordPress website was appeared suspicious:

T R RS S B AR L S LU L L CELESERERE AL xl

. L
_,-': This is a WordPress Web: = I"-.

L X | [ 192.168.0.78:8081/wordpress

Thisis a
WordPress
Website It was so easy to get into this
| B server and play with it..! :p

You guys are never going to catch me up!!
I am the bad guy!!!

RECENT POSTS

[t was s0 easy o get into this
server and play with i.| :p

RECENT COMMENTS

ARCHIVES

March 2016
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MySQL Forensics for WordPress
Website Database: Scenario 1

Identifying a malicious user and
collecting all the posts made by him/her
through command line client
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Scenario 1: Collect the Evidences HFI

H wking Forensic

Computer
P [ NVESTIGATOR

The primary task while performing a forensic investigation is to examine the error log files and check if
there are any unintended startup/shutdown events, as well as critical errors while the server is running

Q’ *CABitnami\wordpress-4.4.2-3\mysqgl\data\WIN-CQQMK6286 7/E.err - Notepad++ [Administrator] [;li-
File Edit Search View Encoding Language Settings Macro Run Plugins Window 7 X ;
o o @& D 2 Mg 23 BE SMT1EEELE @ 2 =
|._-_.I WIN-CQQOMKE2867E e E3 l
2016=03-=17 11:43:52 10108 [Note] InnoDB: Using atomics to ref coant buffer pool pages ~
1812 2016=03-=17 11:43:52 10108 [NHote] InnoDB: The InnoDBE memory heap is disabled
1813 2016-03-17 11:43:52 10108 [Note] InnoDB: Mutexes and rw locks use Windows interlocked functions
1814 2016-03-17 11:43:52 10108 [Note] InnoDB: Memory barrier is not used
181° 2016-03-17 11:43:52 10108 [Note] InnoDB: Compressed tables use zlib 1.2.3
1816 2016-03-177 11:43:52 10108 [NHote] InnoDB: Not using CPU ecrc3? instructions
| 8] 2016-03-17 11:43:52 10108 [Note] InnoDB: Initializing buffer pool, #ize = 128.0M
1B1E 2016-03=17 11:43:52 10108 [Note] InnoDE: Completed initialization of buffer pool
1819 2016-03-17 11:43:52 10108 [Note] InnoDB: Highest supported file format is Barracuda.
182( 2016-03-17 11:43:52 10108 [Note] InnoDB: 128 rollback segment(s) are active.
| 82] 2016-03-17 11:43:52 10108 [Note] InnoDB: Waiting for purge to sStart
1822 £016-03-17 1l:493:29 10108 [Note] InnoDB: 2.6¢.29 started; log sequence number 2201871
1823 £016-03-17 11:43:53 10108 [Note] Server hostname (bind-address): '*'; port: 3306
1824 2016-03-17 11:43:53 10108 [Note] IPvé is available.
1825 2016=03-=17 11:43:53 10108 [Hote] = "g:' FPEaplves o "V
2016=03-=17 11:43:53 10108 [Hote] Server =s=ocket created on IP: “::".
1827 2016-03-17 11:43:53 10108 [Note] Event S5cheduler: Loaded 0 events
2016-03-17 11:43:53 10108 [Note] C:\Bitnami\zwordpress-4.4.2-3\mysqgqlibin‘\mysgld.exe: ready for connectio

1829 VYerasion: "5.6.29" socket: "' port: 3306 HMyS5QL Community Serwver (GPL)
Z016—03-=17 1l2:25:08 10108 [Warning] IP address "152.168.0.13"' could not be resclved: NHo such host is kn

£ m >

Mormal text file length : 140857 lines: 1831 Ln:1830 Col:20 Sel: 0|0 Dos\Windows UTF-8 IMNS

It is evident from the error log that a remote login attempt has occurred on the server
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Scenario 1: Examine the Log Files  C|HFI

H wking Forensic

Computer
PUSTY  InvESTIGATOR

Since the General Query log file stores the client connections and activities performed on the
server, examine the file to see if any suspicious events were recorded

.~ *C\Bitnami\wordpress-4.4.2-3\mysql\data\WIN-CQQMK62867E.err - Notepad+ + [Administrator]

File Edit Search Yiew Encoding Language Settings Macro Run Plugins Window |

O | =1 Sl O ,:,,:_..,; _'. |. 1__—_,}): nhﬂ .l-u _ -
= WIN-COGMK§2867E Jog £ |

130 Connect Access denied for user WONTY ] . ] « U (using password:
131 Connect monty@1952.168.0.13 on
131 Connect Access denied for user IONTY ] . + 0, (using password:
132 Conneact monty@192.168.0.13 an
132 Connect Acces=s denied for user 'monty'@'192.) (using password:
133 Connect monty@l92.168.0.13 on

133 Connect Access denied for user 'monty'@'19%2.168.0. (using password:

134 Connect monty@ls2.168.0.13 on

134 Connect Access denied for user "monty'@'192.168.0. (u=sing password:

135 Connect monty@l192.168.0.13 on

135 Connect Access denied for user Iontcty ] . d . 0. ' (using password:

136 Connect monty@192.168.0.13 on

136 Connect ACCess denied for user oncy"'@" 1] . 4 U ' (using password:

137 Connect mnntyilEE.ZEE.D.IE on

160317 12:3%6:03 138 Connect mcntg@lgg,lﬁi,ﬂ,:ﬁ
138 Query select @@version comment limi

160317 12:37:42 138 Query show databases

160317 12:37:47 138 Quexry SELECT DATABASE()
138 Inig DB wordpress

160317 13:19:38 138 Query set global general log=0

{ L1

Mormal text file length : 3705579  lines : 55250 Ln:55248 Col:53 Sel:0|0
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Scenario 1: Analyze the General Log | ( |HF|

| NVESTIGATOR

Brute-force Attack:

@ Itis evident that the MySQL Server was subjected to a brute-force attack from the IP
address 192.168.0.13, in an attempt to gain database credentials

01 ® The brute-force attack was successful and the attacker cracked the user credentials of a
database user named Monty

A connection was established from the attacker address 192.168.0.13

02

03 The attacker viewed the databases in the server, and selected the database ‘WordPress’
The attacker disabled the general query log, which makes it difficult to trace the

04 transactions performed on the server
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Scenario 1l: Take a Backup of the

CIHFI

Hacking Forensic
C .
D at ab a s e OMPUETE INVESTIGATOR

J Since a malicious activity is evident, a backup of the database has to be made for
further forensic investigation

J Take a backup of the database using mysgldump command line utility

Administrator: C\Windows\system3.Z2\cmd.exe

sswanpsbinsmysglsmysgl5.5.24%bin2mysqldump -u root -p —--database wordpress > wordpress_evidence.sql
Enter password:

swwampsbinsmysglsmysgl5.5.245\bin>
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Scenario 1: Create an Evidence

CIHFI

Hacking Forensic
INVESTIGATOR

Database

Computer

The database backup has been taken from the affected machine

The next step would be to create a database in the forensic examiner’s machine and dump the
contents of the previously taken backup

\ 4. Administrator: Command Prompt
Log in to mysgl server in :\wampS\binimysql\mysql5.5.24\bin mysql —u root -p @
. : ’ EFnter seword: '
the forensic examiner’s -J:lgtumgatn“:;m MySQL monitor. Commands end with 5 or \g.

our MySQL connection id is 7

machine
opyright <c2> 2088, 2011, Oracle and-or its affiliates. All rights reserved.

Create a database with _ _ _ _
Dracle is a registered trademark of Oracle Corporation and/or its
the same name as that Ta 1li . Other names may be trademarks of their respective

the affected machine

ype "help;’ or *“h’ for help. Type 'S¢’ to clear the current input statement.

- - ysql?> create database wordpress;
Exit the mysql terminal Query OK, 1 row attected W.U¥ sec)

Copy all the contents of

the dump file to the :Ew?mpéinxmyﬂqlxmyac[IE.5.24‘hhinbmyﬂql -u root -p wordpress < wordpress_evidenc
B.SqQ
newly created database nter password:

/ tswwampsbintum 15.5_.24\bin>

Copyright © by EG-Gouncil. All Rights Reserved. Reproduction is Strictly Prohibited.



Scenario 1: Select the Database CIHFI

Hacking Forensic

C e
SR INVESTIGATOR

J The next task would be to analyze the affected database

J Login to mysql (forensic examiner’s machine) and select the wordpress database
from the command prompt

N Administrator: Command Prompt - mysgl -u root -p — = “

sswwanpsbhbinsmysglhmysgls5.5.245\bin>mysgl —u root -p
Enter password:
e lcome to the MySQL monitor. Commands end with ;3 or \g.
our MySQL connection id is 9
server version: 5.5.24-1log MySQL Community Server (GPLD

opyright <(c2> 2008, 2011, Oracle ands/or its affiliates. All rights reserved.

Dracle is a registered trademark of Oracle Corporation andsor its
ffiliates. Other names may be trademarks of their respective
DWNErS .

ype ‘help;’ or 'S\h’ for help. Type "¢’ to clear the current input statement.

ysgl> show databases;

information_schemna
mysqgl
performance_schemna
test

wordpress

]
]

+
I
]
]
]
]
]
]
i
]
]

+

rows in set <B.8B0 sec?

ysql?> use wordpress:
Database changed
vsql> _
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Scenario 1:View the Tables in the

C/HFI

Database
P I NVESTIGATOR

View the tables in wordpress database and check if any tables are missing

In this scenario, all the tables appear to be present in the database

6] Administrator: Command Prompt - mysql -u root -p - o B

: Database

information_schema
nysqgl
performance_schema
test

wordpress

vysgl? show tables;

e e e D re——————— e e —
i1 JTahles_in_wordpress

S st e —
vp_commentmeta
wp_comments

wp_links

wp_options

wp_postmeta

wp_posts
wp_term_relationships
wp_term_taxononmy
wp_ternms

vp_userneta

wp_UuSers

[ ]
| ]
]
]
]
]
[]
]
]
]
]
L]
]
1
]
L]
]
]
&+

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.



Scenario 1:View the Users in the
Database

CIHFI

Hacking Forensic

C 1
SR INVESTIGATOR

The next task would be to analyze the user accounts’ tables and see if there is/are any
unauthorized user accounts in the database

Administrator: Command Prompt - mysq! -u root -p

ysgl?> select * from wp_userss

- - ———— - —_——— +—

ID 3§ user_login | user_pass : user_nicename : user_email

N— - W— - - o

+

[

[}

+ - - —_—— _——— —
[ | [ ]

|

|

I

+

4

— -

i admin i SPSBawZBPTuhkGfUaz?Nt3IkBSdk4KsMTd. | admin i dsadalPagmail.com

i bad_guy i SPSBoBAJMj76UasBM/PMuOTBymbzFcpaNN/ | anonymous_hacker | badguyfahc.com

— ——— — .l-—

*__-+-+

s &

rows in set <B.B8 sec’

ysqgl>

©@ In this process, a user account was found, with the login name bad_guy
©@ Make a note of the user ID and check all posts user has made on the website
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Scenario l: View Columns in the

CIHFI

0 Hacking Forensic
Tab 1 e Computer} 1 VESTIGATOR

View the columns in the wp_ posts table, to view the table structure

Make a note of the post_author field corresponds to the posts made by the
malicious user

Administrator: Command Prompt - mysgl -u root -p

yagl? show columns in wp_posts;

| Field

>
=
H.
"
T

Type Default

H
+*+
1D H
post_author H
pPost_date i
post_date_gnt -
post_content -
post_title -
post_excerpt H
post_status H
comment_status -
ping_status H
post_password i varchar{(28>
post_name i varchar(288)>
to_ping i text
[ ]
:
[ |
H
H
:
H
H
[ |
[ |
:
H
+
?

NU LL

H
uuuyu—uyu—uwy
A0BGB-BB-06
MU LL

NU LL

MU LL
publish
open

open

bigint{(28) unsianed auto increment
bigint{(28> unsigned
datetv1i1me

datet ime

longtext

text

text

varcharc2io
varchar<2i>
varchar(Z@d

NULL

MULL

HObb-60-00 b6H:80:
ABB0-BA-00 BA:-00:
NULL

A

pinged text
post_modif ied datetime
post_modif ied_gmt datetime
post_content_filtered longtext
post_parent bigint{(28> unsigned
guid varchard2552
menu_order int<1l1y
post_type varchar<2f>
post_mime_type varchar{188>
comment _count bigint (28>

* L L B 1 N R N 1 I [ B 1 B [ B I N F N [ I I & [ B 1 I I N F N [ I I B 1 I I I N R 1 B 1] * L 1 ] +
e I

23 rows in set <H.PAA sec
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Scenario l: Collect the Posts Mlade "
CHFI

- 0 Hacking Forensic
b y th e U S e r COMPUSTE I NVESTIGATOR

The next task would be to dump all the posts made by the user

Use the post_author and the user ID to retrieve all the posts made by the user

-1 Administrator: Command Prompt - mysgl -u root -p

post_parent bigintd<28) unsigned

: guid 1 varchar(255) '
menu_order int{1i1>
post_type varchar<{2@>

: post_mime_t ype 1 varchar{1806>

comment_count bigint (28D
y—————- - —————_—————————————————— —— +———— ———— - - +

|
[ |
+
23 »ows in =zet (B.BA zec)

ysgql?» select * from wp_posts

—» where post_author = "123°

=2 into outfile ‘evidence.txt’;
query UK., 4 rows attected (W.¥H sec)

yagql?>
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Scenario 1: Examine the Posts

Made by the User HFI

Thus, the posts made by the malicious user are attained. These posts can be examined
and used for further investigation.

e e o o A o L e e e e e s — FECETTET I S8 ISR HE S

[l L \wampkbmhmysqlkmysqﬁ 5.24\data\wordpress\evidence.txt - Nmtepad++ - O
File Edit S5earch View Encoding Language 5Settings Macre Run  Plugins Window 7 R
o e o &= B x| =T ERRE B EDWE| S

=] evidence t¢ E3

| 123 201&-03-17 0B:45:35 0000-00-00 O0:00:00 Auto Draft auto-draft open open

5 123 201&-03-17 0B:486:18 2016-03-17 0OB:456:18 Welcome to WordPress. This is your first post. Edit or delece :

B 123 201&-03-17 0B8:48:44 2016-03-17 08:48:44 You guys are never going to catch me up!!

'l'h

I am the bad guy!!! It was 30 easy to get into this server and play with it..! :p publish open open

L 123 201&6-03-17 0B:48:44 201&6-03-1T7 DB8:48:44 You guys are never going to catch me up!!

I am the bad guy!!! It was 3o easy to get into this server and play with it..! :p inherit open open
£ >
MNormnal text file length: 1106 lines: 9 Ln:9 Col:1 5&:0|0 UMNIX UTF-8 w/o BOM INS

L SR e TS = = e

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.




MySQL Forensics for WordPress
Website Database: Scenario 2

Tracking the Events Performed by the Malicious
User (MyISANM Storage Engine) and Recovering
the Deleted Data
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MySQL Forensics for WordPress CIHFI

Hacking Forensic
| NVESTIGATOR

Compuler

Website Database: Scenario 2

J Thisscenario is a continuation of the first scenario
J Here, we shall analyze all the log files to trace the activities performed by the malicious user

J Therefore, the primary task here, is to collect all the logs and the WordPress folder (database)
from the affected machine and dump them in the forensic examiner’s machine

‘N data | = | o
Hame Share View (7]
- . I ...... — |. Th|5PI:pLgcaH:lEgkt-{:]p.-.,amppbm ..... ' m}5q|,m}5q|5_-.}_q ..... . dat,—... .................................. ..,. ..... $ ............ ;. ..... -, |;.;. ............................. ,E-
'r Favorites Marme = Date modified Type Size -
B Desktop wiordpress 1 1 File folder
i Dovmloads | ib_logfilel 382016 11:54 AN File 5120 KB
S5 Recent places | ib_logfilel 3/15/2016 729 FM File 3,120 KB
' __| ibdatal 3182016 11:54 AM  File B 432 KB
M This PC __| rwysql-bin, 000007 3572006 7:38 PM 000007 File 1 KB
g Deskiop __| mysgl=bin. 000002 3152016 T:43 PM 000002 File 1EE
R Pocaments | mysgl=bin. 000003 16,2016 12228 PP 000003 File A
& Downloads | mysgl-bim GO0004 [ 23 PM D00 File 1 KB
0 Music __| mysql-bin. 000005 16 6PM D000 File 1 KB
= Dictures | revysgl-bin, DOO00G 16 20 PM DOD00E File ¥R
B Videos __| mysql-bin 000007 B, 20PN DODDDOT Fil 1EE
i Local Disk (C:) - m}'sqhb!n.ﬂiﬂfﬂﬂ h: .-’T.“ﬁ x :. - v i s
. Local Disk (D) | nﬁ'sql-b!n.m : _ .'.'.Ir “ 3 File - <k -
. rysql-bim 000010 k34 AM DDDD10 File 1 KB
=g Local Disk (E2) - = P : =
__ mysql-bin.000011 19PN DDDD11 File KB
@ Network __| miysgl-bin 000012 T ZBPM  DDDD2 File 1 KE
) | mysql-bin 000013 7 44PN DDDDT3 File 3 KB
| miysgl-bim 000014 2 317 P (00014 File A
| mysgl-bim. 000015 23 PM 000015 File A
__| mysql-bin. 000016 7 P DDOD6 File 1 KB
__| rvysql-bim, 000077 A D000 File 1 KB
__| mysql-bin.index 3182006 10:51 Al INDEX File A:
| WIN-CQOMKE2857E log INT/AN6312PM Text Document 3,619 KE
| WIN-COOMESI25TE. pid 38,2016 10:51 AN PID File 1EB .
27 items 23 items selected 31,9 MB El =
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Scenario 2: Collect the Database

and all the Logs HFI

J Dump all the files in the forensic examiner’s machine in a folder named Evidence

s | Evidence -
“ Home Share View 'ﬂ'

- * T ¥ This PC » Local Disk (C:) » Bwvidence v & Search

A
' Favorites Name Date modified Vpe ize
BE Desktop wordpress 3/21/2016 248 AM  File folde
4 Downloads | genquery.log U016 24TAM  Text Dacument 13 KB

Recent places ib_logfiled 32172016 248 AM  File 5,120 KB
ib_logfilel 3/15/2016 &59 AM  File 5,120 KB
o, Homegroup ibdatal 3/21/2016 248 AM  File 18,432 KB
______ mysql-bin.000001 3/15/2016 7:08 AM 000001 File | KB
8 This PC mysql-bin. 000002 3/15/2016 T:13 AM 000002 File | KB
mysql-bin.000003 3/15/2016 11:58 PM 000003 File 361 KB
€N MNetwork | mysq|-bin.000004 3/16/2016 455 AM 000004 File | KB

mysql-bin. 000005 3/16/2016 456 AM  0D0DOS5 File | KB
miysql-bin.000006 3/16/2016 4:59 AM 000006 File | KB
mysql-bin. 000007 3/16/2016 459 AM  ODDDOT File | KB
mysql-bin. 000003 3/16/2016 19 AM 000008 File | KB
mysq |- bin. 000009 3/16/2016 10:01 PM 000009 File | KB
mysql-bin.000010 3/16/2016 10:04 PM 000010 File | KB
mysql-bin.000011 3/16/2016 11:49 PM  0D0011 File | KB
mysql-bin.000012 3/16/2016 11:58 PM 000012 File | KB
mysql-bin.000013 3/17/2016 214 AM 000013 File 63 KB
rmysql-bin. 000014 3/17/2016 2:47T AM 000014 File 3 KB W

37 items 37 items selected == =
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Scenario 2: Examine the .frm

CHFI

H wking Forensic

Computer INVESTIGATOR

Files

| P = | 7
' : ' Open with
J Analyzing the .frm files help a forensic B e shoe  view i
; € (3) - 1 I » ThisPC » Local Disk (C;) | & Edit with Notepad++ rarch wordpress -
examiner to understand the table format and © Q2 | e s | _
the terms related to the table content. ¢ Favorites ik B Addtoarchive..
Bl Desktop | | db.opt g Add to “wp_users.rar” File | KE
J Since the malicious user created a user iy wpcommenimel BB | St b =
i mECent places L_| wp_comments.frr % Compress to "wp_users.rar” and email |e 14K
account for himself with the login name = =Sy Send to e o
cmegroup | | wp_options.frm File L
bad guy, you may analyze the wp_users.frm L wp_pestmetafim|  Cut il
: : . ™ This PC | wp_posts.frm Lopy File 10K
file with a hex editor to view the column name D weterm elaiond i 1 NS bk .
(along with its hexadecimal equivalent) that et geliwal oy
ik Gl Rename z K
contains a list of login names associated with A e M i
L wp_usersfrm File K
the users.
'H) Hex Warkshop - [ChEwdence\wordpress\wp_users.frm) - B n
e e i eb I J Itis observed that the login names are stored
2202H | LHEAE naHS @ R | %E = :
AlBEs MR ei|@ B | (e : under the user_login column whose
2 . Data Irspactor Lo+ X 1 1 :
- EIERE 1 1 = lisre hexadecimal equivalent is
2 |looooz1ss o NG : e T : 757365725F6C6F67696E.
g||loooo:z 20 06 00 O0& 75 73 &5 72 5F 10 . USEE_pa o ,_ . . . .
5 16E 73 73 00 07 00 OE 75 73 65 72 S5F ss....user_ s, o J Using this phrase, we shall first find for the
| looooz1 i GHGE 69 63 B5 BE 61 &D 65 00 08 } nicename... u £3H
I8 38 €8 05 PE 58 0§16 €1 6 |.Gearoe e e attacker’s login name “bad_guy” from the
00 08 0010 75 T3 63 Tz sp 7z il weers || s binary logs, and from there on, we shall trace
A B A A e bl gt il | the user activities performed by the malicious
L P P g Rl AT ¥ | Signed w32 bit «
B wep_users fm | | i | USE r-
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Scenario 2: Examine the Binary

C/HFI

H wking Forensic

C 1
ompuler | WVESTIGATOR

Logs

& Hex Workshop - [ChEvidencelmysgl-bin. 00001 3]
EH File Edit Disk Options Toals Plug-lms  Window Help - | x
ESHSH | AGBLOE BeEnE o RS | o
- . A O iR el @ E | Leyaso v
J Binary logs allow a forensic : e e
= - Data at offset
= & I T Qo &F 2 b4 T2 13 . . .wordpress - -
examiner to trace all the ; 49 4F S3 45 52 54 20 43 4T 54 4F 20 |.INSERT INTO w s
E ‘ 17 &F T2 T0 T2 BS T3 2E ‘wordpresst " uinid
events that occurred on the T osotnie 100 T L L R MO o |
] ¢ Bl Z [ * u ﬂ' .
] 10138 T3 2c 1 &0 T7E 73 ES T2 EF EE 2"y “mser ni Wit
MYSQL Server‘ 14 &5 EF ;1 £5 2 &0 73 &5 kenamel, Juse g irt54
10152 72 5F €5 6D ] 60 2c 20 60 75 r email*, Tus @ :"r:'i;
: . 3 T2 73 74 61 74 75 73 0 2C 20 r_status, ° ik
Examine EaCh binar‘f |Dg fﬂr 101 : 83 70 6c 61 Sr € €160 s Fispiay nand @ flost
})0000179 295 20 56 41 4¢ 55 45 53 28 27 31 32 ) |[VALUES ("12] double
: - 3 27 2c 20 62 &1 64 5F &7 75 74 . B, ‘'[ad_guyl DATE -
the text string user_login or 0o0ics io 30 4o a8 o0 56 o7 ch i en io 1a oo A SrEeTdl pos e
72 74 29 2¢ 20 27 61 6E 6F &F [Lzitl'), '[ar.':alr.l 0O% fame i
h | }01AT 6D &F 75 73 SF €1 62 6B 65 72 27 |ymous hacker| € ]
ex value 012D 75 6D 67 75 73 SF 68 61 63 €2 65 T2 T B
iC Z2E B3 £&F 6D 2¢C 27 27 2c 20 Signe v| 3 v
757365725F6C6F67696E. 100001D4 5¢ 65 6D 70 20 55 73 €5 72 27 25 86
: E "R 56 01 a0 1B 00 Fi\ .
] i AN A nn o fun nn — 5
B wo_usersfm | By bdatal Bl mysqbbin 00... Ewval |
| = RNt . E ® ',:DCM&BI’HH.;EPEE:SU" g Fng | & Bookmarks | |E] Cutput
: - d gl - |
E Found at position (00001 23 (261, Curpor: DOOO0TED | Caret: OO000123 Sak DOODOO0A OYE MOD | READ E
]

Detailed examination of the binary files found that one of the binary files recorded an event where a query is executed for
creating a user account with the:

1. Lser 1D =i

Login name — bad_guy

Password — hackspirit

Nice name — anonymous_hacker
Email ID — badguy@abc.com

User status — 0

- F e L

Display name — temp user

The next task would be to examine the binary logs and trace the operations performed by the forensic investigator
Note: Examine only those activities which correspond to the user ID/port_author ID 123
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Scenario 2: Examine the Binary

. Scroll down the binary logs one by one to see the logs corresponding to the malicious user’s actions

& Hex Workshop - [C\Evidence\mysgl-bin.000013] = Dn%
i s File Edit Disk Options Tools Plug-lns Window Hel - || &) = ]
It is observed that a post was made 1‘16 e F:m i g éﬁ a0 [ Em
: S H Qe Ve 48 Ja 8 & B UL I el | @) |
by the attacker (post author id: 123 q T
Ak (post_ ) 2 BEE (e HM|@E o =
on 17*" march, 2016 at GMT Ty o
I = S — Data at offset
08:48:44. The post title was: “It was S| | A _ LR * [~ —— ﬂ
: : <||[€0 2c 70 &6F 73 74 SF 64 61 74 B _author*, 'post_dat g
so easy to get into this server and §||[70 67 73 74 SF 63 6r 6 74 65 6r e, ‘post_date_gmt’, 'post_conten || U
: : 2] 74 65 72 &5 &4 &0 2C &0 6F 73 t', post_content_filtered’, “pos "”fﬂ“'
pla'?" W|th |t”! :p” and thE pDEt Z 70 74 &0 2C &0 70 e¥F 73 74 5F 73 t_title’, ‘post_excerpt”, "post_s f-””:‘-m
R e 63 6F &D 6D &5 6E 74 SF ° 74 &1 tatus', "post _type’, ‘comment sta "'ft’z
content being “You guys are never 70 6F 73 74 SF 70 61 73 73 77 6F tus', 'ping_status', 'post_passwo ||| uint32
: ¥ 70 62 6E &7 &0 2C &0 70 6E &7 rd', "'post _name’, "to_ping’, "ping ""f“ﬂ ¢
going to catch me up!! | am the bad 60 70 6F 73 74 SF 6D 6F 64 69 ¢¢ ed','post _modified', ‘post_modif || unsd ¢
111” 74 60 ZC 60 6D 65 EE 75 5F 6F 7Z ied gmt', “post parent ', ‘menu or half float
BUY 60 2C &0 €7 75 €9 64 60 29 20 5S¢ der*,’p _mime type guid*) v float
31 37 20 30 38 3A 34 38 32 34 34 ALUES (23, '|2016-03-17 08:48:44 coutle
34 34 27 2¢C 27 59 EF 75 20 67 75 ','2016-03-17 55:45:449&-.:-11 gu DATE
eF 20 &3 81 74 &3 &8 20 &D 65 20 |ys are never going to catch me Dmd_*"": L
In the same way, you may search for 20 67 75 79 21 21 21 27 2c 27 27 |lup!!\r\nI am the bad guy!!!*, "' DOStime " w
- e5 1 20 &% 6E 74 eF 2 74 g8 ,'It was so0 easy to get into th s :
a” the ECUDHS perfﬂrmEd b? thE 69 T4 &8 20 69 7 2E ZE 21 20 3R ps server and play wi:h_ it..! : EXpression g &
l &9 73 €9 eF &E 27 2C 27 &F 70 &5 m "'y '"1nherit’, revisan' ; 'ope S v| (3
attacker on the posts, by looking for ol ol e U MR L it b, sl 1.gm
post_author =123 in the hex 37 %2 34 34 27 2¢ 27 32 A0 A1 A& 1 19016-03-17 an-aa-aar 201k ¥ :
Ed'tﬂr B2 wo_usersim [ mysghbin.00... Eval |
x il i E x mml:nedﬁum gl Find | 4 Bookmarks | [E] Cutput
Found at position (kDO00EBDT (59607). Cursor; DD00ESS6 Caret: DDD0ETAF Sel: 00000020 VR MOD | READ
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Scenario 2: Examine the Binary

HFI

H wking Forensic
| NWESTIGATOR

Computer

Logs (Cont’d)

2X WO Op - [CAEVIdenoeymysql-Din. il
) Hex Workshop - [C:\Evidence\mysql-bin.000013] o HEN
i Fil= Edit Disk Options Tools Plug-ins Window Help = || & x
T IHZ B @ G = @S w gt EE WA Y
!f 2 |Gy M | E | Legacy AsTi "
TUET RN BT R = oo o T == 11234567 89ABCDEF0123456 78 9ARCDEFO 123 Datalnspeg = x
9 1 . ] B 3 S
L S(lf2 65 73 73 00 49 4E 53 45 52 54 [.......... std.!.!...wordpress.INSERT |a | — = =0
D ta RE e i <|If4 5F 69 64 60 2c 60 6D 65 74 61 | INTO ‘wp postmeta' (‘post id*, ‘meta e 103
d cov rv- £ |k3 20 28 31 2¢c 27 SF 77 70 SF¢ 74 | _key', ‘meta_value') VALUES (1, 'p_T] wintd 105
=||B7 38 27 29 DA 6E EA 56 10 01 00 frash meta time|','1458204378').n.v... int1 2964
“||p1 00 00 00 49 00 00 00 DD SD 00 [. . ... oo, n.v..... L R il o
0 00 00 06 03 73 T4 64 04 [eueeconsssnssnssasananasonsnenss std. int32 T
- 2 01 00 00 00 FC 02 00 00 D% A0 |!.!...wordpress.BEGIN .M. V.o uveennenn. wint32 170
B\ff lﬂﬂkmg for the query D 00 00 00 00 00 06 03 73 74 B4 |. ... i ittt ieaeananna. std intb< 232,
3 i - F 7 SF 6F 73 74 73 60 20 5 1.0, .'ﬁﬁfdpﬂSE-U?DhTE ‘Wp_posts® 8 uintfa 32
ost_author =123 in all the p_I
P - f3 74 SF 64 61 74 65 €0 20 3D 20 |ET [post _auther® = 123\ post date = half float 130/
: T - . - ¢ - - P I TEBEE ~ Float 6.97
bin IDES; you may come across :-1_‘:: 1: 74 5 %4 61 :J"q 6 5F &7 6D '?Dlé—ﬁ; 1% _ﬂ::_L TERP pustTdaﬂ_gm dzzb:e oy
: ;7 2C 20 60 70 &F 73 74 5F 6F |t = "2016-03-15 14:18:09", |'post_co
Various DGStS that were ElddEd, b0 72 65 73 73 2E 20 54 68 6% 73 [ntent’ = 'Welcome to WordPress. This DATE <int
0 72 64 &5 6C &5 74 &5 20 is your first post. Edit or delete D':'S':!“t': 35
deleted and UpdatEd b\f the PC 20 60 70 6F 73 74 SF 63 6F 6E [it, then start blogging!'J ‘post_con Oitems &5
f4 SF 74 £% 74 6C 65 &0 20 3D 20 tent_filtarﬁ‘ = '', ‘post_tifle* = TAUSIANIS, < S
attacker. 55 72 70 74 60 20 3D 20 27 27 2¢ |'Helle worll®, ‘post excerpt® = ', timet — 12:2
P 60 70 EF 73 74 S5F 74 79 70 65 *post_status® = 'trash'|, ‘post_type t'_"”EE"ﬂ—t Sl
f5 73 60 20 3D 20 27 &F 70 65 6E |* = '"post', ‘comment_status® = 'open binary 0
C 20 60 6F 73 74 S5F 70 61 73 |', "ping status' = 'open', ‘post pas £ x|
D 20 27 65 C &C &F 2D 77 6F |sword® = '"'", *post name® = 'hello-wo Expressiong = X
b sE &7 85 60 20 3D 20 27 27 2C |rld', ‘E-::n_l‘:luilllg‘ = "', "pinged” = '', Signe v [3 v
- 60 33 2D 37 20 30 38 3A 34 36 ‘pos*_modlfled‘ = '201¢-03-17 0&8:4¢6
A b0 3D 20 27 32 30 31 36 2D 30 33 |:18', ‘post modified gmt® = '2016-03 1
e sE 74 60 3D 20 30 2C 20 ¢ eD 1? EE:QE:'_E’, ‘post parent® = 0, "m|w
. = € >
E wp_users fm @_T‘:.’fl'l@_}_l Eval
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Scenario 2: Examine the Binary
Logs (Cont’d)

From the screenshot in the previous slide, it is observed that a
post has been deleted (2) by the attacker whose ID is 123 (1).
The post that was deleted (3) by him/her is

Post Title: “Hello world”

Post Content: “Welcome to WordPress. This is your first post.
Edit or delete it, then start blogging”

Thus, the binary logs help in identifying the user transactions and
recover the data that has been deleted.
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Scenario 2: Examine the Binary

Logs (Cont’d) C HF'

- Further scrolling down showed that a user account bearing the user ID 124 has been deleted

& Hex Workshop - [C\Evidence\mysgl-bin.000029] — o “
W File Edit Disk Options Tools Plug-Ins Window Help - ||
TS HBH | £ B B B @& m oal EICE SRS R
2 | By Y% | F B || LegaoyasT s
- = | Data Inspector Lo X
g 01 0 00 1B 0o c3 02 | £, [l e
<||lonozeers 00 00 Fi 01 00 00 =X S v | intd 13 2
2| llooozeeca EF FO 02 01 00 0o 0o 00 |- _W.._....T... | uint8 119 : ;
% [looozesno oc &7 02 oo 00 02 10 00 00 00 .g.wwuewnn.. intts 28535 Note: Since a database
" ||looozeene o0 o0 00 1A 0o 0o 117 0 . | uintle 28533 £ :
J00266E8 | 01 0O 00 00 00 00 06 03 73 oo veuccnan- 5 | int32 1685221233 administrator in an
4 64 21 00 21 00 08 00 77 6F 72 +td.!.!...wor | uint32 1685221239 oreanization stores recular
| 4 70 65 73 73 42 45 47 49 4E dpress.BEGIN | int6d - 8315178114036.. & &
. 56 EF FO 56 01 00 67 00 00 1 | uint4  8315178114036.. backups of all the
30oc 22| 00 00 09 00 1A OO0 00 00 00 0O | float 178885766022 databases, analyzing these
P ET R 30 01 00 00 00 00 00 00 06 03 : doukle FASTTOLDe+ 247 f f £ f
0002673C o . 04 - o ~ : DATE < jrvalid = baCkUPS hEIp In |dent|f'f|ng
________ e - | DOS date  11/23/2035 . -
in SR " DostniiiousrertiNg the user who is associated
. ._ _ | ke - 4
: 2 Eiptsn G ox with the 1D 124.
20 32 FO TN Signed v |32 hit +
00 00 1E 0O 00 2E &7 00 |oceunness q. . . | 1 |
& m:'rg'd'b:n 00.. | Fural | |
M _r-.'hj o n
« Siruclures o e |« Compare Results All v B |
|| Member [E Value (dec) & Value[hed # Size [ == - . =
ﬁ bt 4 e Bltee e « £ 3| Ly Compare | M Chedsum | BB Find | & Bockmarks | (] Output
1] iWG
i 1+ —_—
Ready Cursor: 0002671F | Caret: 00026746  Sel 0000002D  OVR MOD READ
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Scenario 2: Retrieve the Deleted "
C/HFI

User Account Compuir] focking Foens

Examine the database backups to view the all user accounts present in the database
(before the malicious activity has occurred)

Examining an old backup revealed that the user ID 124 pertains to Richard user
account; thus allowing you to successfully recover the deleted user account

;- Administrator; C\Windows\system32\cmd.exe - mysgl -u root -p

ysgl> select = from wp_users;

| dbab4783aldeb4bed487cc3I2c99b7936a | | adminBabc._.com
I james i cebbe9 78658 31504a901h8%ded3ed461 | james i jamesfaulknerfPgmnail.com |
i rebecca i cebbc?7B658F31584a98010b8%dcd3e461 | rebecca i rebeccalgmail.com
i richard i 7eeBdb7balbb22f55f6caA5fF2?9b52a7fe | richard_speck | richardPabc.com

4 rows in set (B_.B0 zec)

ysgl> _

1 [} *
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Scenario 2:ibdatal in Data

HFI

Iil king Forensic
| NVESTIGATOR

Compuler

Directory

W“‘w.,_ - (H] Hex Workshop - [C:\Evidence\ibdata1] - o IENl q
P » ' File Edit Disk Options Tools Plug-lns Window Help - |||
Additional Information ra2ge B @ = REBQ © e s | %K eE
2 | B % h e @ E | Leoagas v
. . : T P - oty P e P - TS P [ I 17 n153a P SIET: DataInspeg « x| |
The ibdatal file can be | 0 e s D B B S S EERE O o e e ) | el |
E 3 00 01 00 00 OO0 00 23 5F 24 00 00 01 C4 DC . E 5..... ,.. - |
referred during 3 forensic < k2 61 77 5n 42 S0 54 75 68 6B 47 &6 56 61 TA ) adminSPSBaw2BPTURKGEVaz e 0 IF]
£ |p4 42 73 4D 54 64 2E 61 64 6D 69 G6E 64 73 61 |9Nt3kBSdk4KsMTd.admindsa uint3 0 |IF]
1 1 1 1 7| |f3 6F 6D 80 00 12 55 FO 6C 2E BO 80 00 00 00 |da@gmail.com...U.1...... int16 0]
IﬂUE‘StlgatIDﬂ, as it stores the " b7 22 07 20 00 18 00 7% 00 00 00 00 00 00 00 |admin..... M i R i e o uintle 0 1§ §
0 01 A9 0% FF 72 65 62 €5 63 63 61 24 50 24 [...... XM+ v oo .- rebeccaSPs int32 0 1)
database data permanentl% _ b4 57 GF 34 SA 58 62 57 33 50 47 77 48 43 T7A |BuTIRONAVTWo4ZXbW3PGwHCz uintSe 0 i |
. . i 2 65 63 63 61 G6A 61 63 6B 40 61 62 63 2E 63 |ggvSbe/rebeccajack@abc.c int4 o 1k
IHC|UdIﬂg the data that has ’; /B 80 D0 00 00 72 65 62 65 €3 63 61 20 61 6E |om...U.l/{....rebecca an| || vime+ 0
| )E 10 20 07 00 00 20 00 00 00 00 0O 00 0O 00 |derson..... e e e half float D
been deleted. i )0 00 02 19 01 10 62 61 64 5F 67 75 79 32 38 [.fuecuerueuennn.. _bad_guy26 float 0
5 S 65 64 37 30 63 €5 31 63 61 35 33 33 66 37 |19471d05eS5ed70celcaS33£7 doutle O
FE 79 6D EF 75 73 S5F €8 €1 63 €B 65 72 &2 €1 |aB89%33T7anonymous hackerba DATE e
53 6F 6D 80 00 00 00 00 00 00 00 B0 00 00 00 |dguy@abc.com............ e S
7 00 00 OE 10 22 07 00 00 28 00 7D 00 00 00 |Temp User..... e Y vOstime 120
b8 2C 07 00 00 01 75 OA 4E 62 61 64 S5F 67 75 [....{..culs....u.Nbad_gu gl ey
16 62 62 73 TA G6E 66 61 6D 64 53 2F 52 52 31 |y$5p5Bd4VVFbbsznfamds/RR1 tmet 124
'F 2E 61 GE 6F G6E 79 6D 6F 75 73 SF 68 61 63 |PoWwboObML/.anonymous hac tmebd t 124
0 &1 &2 £3 2ZE &3 eF &D 80 00 OO0 OO0 00 OO0 00 |kerbadguvB@abc.com....... binary '3"3":"
57 75 79 65 72 0OE 00 17 17 05 22 05 00 00 30 |..... bad_guyer..... ", ..0 | ¢ B H
f 00 00 00 27 B2 8C 00 00 01 S7 01 10 6A [T PR T — Expressiong « X
ko 74 383 35 31 TE SA 35 52 38 55 4F B3 E eF amesEPSE‘-.-:-tEEJ.:{EE-RDJCJchG PO ||
& 4F &6 &C 2ZE &A &1 &D &5 72 6A &1 6D &5 T3 [tzJt92%uEVOfl. jamesjames g
7 &D 61 &9 &C ZE 83 &F 6D &8 74 1 70 32 2F |faulkner@gmail.comhttp:/ 1
f3 &2 74 &5 2E &3 eF &D 80 00 12 55 FO C& FE |/fwww.testsite.com...U...|w : .
£ *
e wp_usersfrm | [ mysqlbin 00.. |5  ibdatal 2L
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Module Summazry C|HFI

Hacking Forensic
| NVESTIGATOR

Compuler

1 Database Forensics is the examination of the databases and related metadata in
a forensically precise manner to make the findings presentable in the court of law

J MSSQL Server stores data and logs in Primary Data Files (MDF), Secondary Data Files (NDF) and
Transaction Log Data Files (LDF), respectively

< SQL server data is stored natively within SQL Server, and externally within windows machine
hosting the server

< MySQL is based on a tiered architecture containing subsystems and support components, which
work together in order to respond to the queries made to the database server

< MySQL server stores all the databases, status and log files; along with the data managed by the
server under the data directory

- The database structure varies depending on the storage engine (MyISAM/InnoDB) used by MySQL
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