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—>  After successfully completing this module, you will be able to: —
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1

Define anti-forensics and list the goals of anti-forensics

Review anti-forensics techniques

ldentify trial obfuscation, artifact wiping, data/metadata overwriting, and encryption

ldentify encrypted network protocols, program packers, rootkits and detection methods I

Examine different techniques attackers use to avoid detection during investigation I

Interpret anti-forensics countermeasures

ol b G ol ol o 0

Understand challenges faced by Investigators to defeat anti-forensics |
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What is Anti-Forensics? | C HFI
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J Anti-forensics (also known as counter forensics) is a common term for a set of techniques
aimed at hindering or preventing a proper forensics investigation process

J They may reduce the quantity and quality of digital evidence available

@ Tointerrupt and prevent information collection

3

Goals of
Anti- © To make difficult the investigator’s task of finding evidence

Forensics _ _ _ .
@ To hide traces of crime or illegal activity
@ To compromise the accuracy of a forensics report or testimony

@ Forcing the forensics tool to reveal its presence

@ To use the forensics tool itself for attack purpose

© To delete evidence that an anti-forensics tool has been run
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Anti-Forensics Techniques C‘H FI

ot
Data/File Deletion 08 l Encryption
Password Protection 09 l

Steganography

Encrypted Network Protocols

Program Packers

Data Hiding in File System Structures Rootkits

Trail Obfuscation Minimizing Footprint

Artifact Wiping

Exploiting Forensics Tool Bugs

Overwriting Data/Metadata Detecting Forensics Tool Activities
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Anti-Forensics Techniques:
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Data/File Deletion comper| Je o

J Covering tracks of their illegal activity is often a concern
for intruders. As a part of it, intruders will delete files
which they believe maybe incriminating

J Investigators can, however, probably get those files
back by using various data recovery tools, depending \
on the operating system the computer is running \ /?,
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What Happens When a File is
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Deleted in Windows?

FAT File System

J The OS replaces the first letter of a deleted file name with a hex byte code: E5h
J E5his a special tag that indicates that the file has been deleted

J The corresponding cluster of that file in FAT is marked as unused, although it will continue to
contain the information until it is overwritten

NTFS File System
 When a user deletes a file, the OS marks the file as deleted in the master file table (MFT)

) The clusters allocated to the deleted file are marked as free in the SBitMap (SBitMap file is
a record of all used and unused clusters)

- The computer now notices those empty clusters and avails that space for storing a new file

) The deleted file can be recovered if the space is not allocated to any other file

Note: On a Windows system, performing normal Delete operation sends the files to the Recycle Bin.
Whereas performing the Shift+Delete operation bypasses the Recycle Bin.
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Recycle Bin in Windows | C|HFI
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Computer

The Recycle Bin is a temporary storage place for deleted files, which is located on the Windows desktop

The file remains in the Recycle Bin until you empty the Recycle Bin or restore the file

ltems can be restored to their original positions with the help of the Restore all items option of the
Recycle Bin
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Note: Deleting a file or folder from a network drive or from a USB drive may delete them permanently instead
of being stored in the Recycle Bin
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Storage Locations of Recycle Bin
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in FAT and NTFE'S Systems

Computer

The actual location of the Recycle Bin depends on the type of OS and file system.

On older FAT file systems (Windows 98 and prior), it is located in
Drive:\RECYCLED

0 On NTFS file systems:
= On Windows 2000, NT, and XP it is located in Drive:\RECYCLER
On Windows Vista and later versions, it is located in Drive:\SRecycle.Bin

All recycled files on the FAT system are dumped into a single C:\RECYCLED directory, while
recycled files on the NTFS system are categorized into directories named as C:\RECYCLER\S-....

(prior to Windows Vista) and C:\SRecycle.Bin\S-.... based on the user's Windows Security
Identifier (SID)

- There is no size limit for Recycle Bin in Vista and later versions of the Windows,
ﬁ‘ﬁ whereas in older versions it was limited to a maximum of 3.99 GB; items larger

than the storage capacity of the Recycle Bin cannot be stored in the Recycle Bin

Note: On attaining maximum storage limit of Recycle Bin, the system permanently deletes the oldest files to make space
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How the Recycle Bin Works

Each hard disk has a hidden folder
named:

© Recycled (FAT file system -
Windows 98 and prior)

© Recycler (NTFS file system -
Windows 2000, NT, and XP)

@ SRecycle.Bin (NTFS file system -
Windows Vista and later
versions)

This folder contains files deleted in
Windows Explorer or My Computer,
or in Windows-based programs

Each deleted file in the folder is
renamed

When a file is deleted, the
complete path of the file and
its name is stored in a hidden
file called INFO or INFO2
(Windows 98) in the Recycled
folder. This information is used
to restore the deleted files to
their original locations.
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Computer

Prior to Windows Vista, a file in the
Recycle Bin was stored in its physical
location and renamed as Dxy.ext

& D denotes that a file has been
deleted

@ xis the letter of the drive where
the file is located

© ydenotes a sequential number
starting from 0

© .ext denotes the original file
extension, such as .doc or .pdf

Since the advent of Windows Vista,
the metadata of each file is saved as
Sl<number>.<original extension> and
the original file is renamed to
SR<number>.<original extension>

Hacking Forensic
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How the Recycle Bin Works (Cont’d)

Prior to Windows Vista, the deleted file was
renamed using the syntax:

D<original drive letter of
file><#>.<original extension>

Example:

De7.doc = (File is deleted from E drive, it is the eighth
file received by recycle bin, and is a doc file)

The information about the deleted file is stored
in @ master database file named INFO2 located
at C:\Recycler\<USER SID>\

INFO2 contains:

©  Original file name

©  Original file size

©  The date and time the file was deleted

© The files unique identifying number in the
recycle bin

@  The drive number that the file came from

C/HFI
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Computer

In Windows Vista and later versions, the
deleted file is renamed using the syntax:

SR<#>.<original extension>, where <#>
represents a set of random letters and
numbers

At the same time a corresponding metadata
file is created which is named as:

$I<#>.<original extension>, Where <#>
represents a set of random letters and
numbers the same as used for SR

The SR and SlI files are located at
C:\SRecycle.Bin\<USER SID>\

Sl file contains:
©  Original file name
©  Original file size

© The date and time the file was deleted
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Damaged or Deleted INFO2

Computer
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File

If the INFO2 file is damaged or deleted, no file appears in the Recycle Bin

The files in the Recycled folder have been renamed

If the INFO2 file is deleted, it is re-created when you restart Windows

The INFO2 file is a hidden file. To delete the INFO2 file, follow these steps:

Open a command prompt window

Type cd C:\RECYCLER\S-..User SID (Change directory to Recycle Bin folder)

Type attrib -h info*

®» @ @ @

Type del info2
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Damaged Files in Recycle Bin
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J Damaged files in the Recycle Bin folder (C:\RECYCLER, C:\RECYCLER\S-... or
C:\SRecycle.Bin\S-.... ) do not appear in the Recycle Bin

) To restore the deleted files, follow this process:

Create a copy of the Desktop.ini file in the Recycle Bin folder and save it in an
another folder

Delete all files in the Recycle Bin J[‘}

@ Restore the Desktop.ini file to the Recycle Bin folder

If the Desktop.ini file is not present or is damaged, you can re-create
it by adding the following information to a blank Desktop.ini file:

[.ShellClassInfo] ELSID={64 S5FF040-5081-101B-9F08- DDMEDEFE‘E*IE}
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Damaged Recycle Bin Folder

Computer

J The Recycle Bin folder itself can be damaged

J Files are moved to the folder, and the Recycle Bin appears full, but you cannot
view the contents and the “Empty The Recycle Bin” command is unavailable

J Deleting this folder and restarting Windows will re-create this folder and restore
functionality:

In Windows, prior to Vista:

© Open a command prompt with administrative privileges
@ Type attrib -s -h recycler (the Recycle Bin folder)

@ Type del recycler

© Restart the computer

In Windows, Vista and later:

© Open a command prompt with administrative privileges

® Runrd /s /g C:\\SRecycle.bin command

© Restart the computer
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File Recovery Tools: Windows | C|HFI

J Recovers deleted files emptied from the
Windows Recycle Bin, files lost due to the

format or reinstall of a hard drive, or files
removed by a virus, Trojan infection, unexpected
system shutdown or software failure
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- Hard drive data recovery software to

recover lost data from PC, laptop or other
storage media due to deleting, formatting,
partition loss, OS crash, virus attacks, etc.

(5] EseeUS Dasa Recsvery Wizard Trial " e m_oxj
% Dok Sean complated
v L 1y e [} LB S SIS o
Fath Typa TieTied O .
=-mE (k) = |
SRL it levi Bl
B 4 thin *, i forpng 202 KB PHG File 1
q i & Tor-snabisd-24 png 1.55 KB PG Fds 1
i e
L # g tor-enabbed- 16 png 069 KB PG File 1
il
i i lor-desabled-24 png LBE KD Pia5 Fils 1
il
4 Adanes i for-driabled-16 pag id1 KB PG Fia 1
: e o i g 140 KB PHG File 1 d
a o for-16 png QEI HB PR Fle 1
i
SRE ¥ e punknoen, prg 058 KB PHG Fie 1
leng st Pra Friniew
E-1 “ dt poll prg 0.95 KB PG Fils 1
d WS
8 ppng 0B KB PHRG Fids 1
£~ Home ¢ s tected Bl T TS KO | -

http://www.easeus.com

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.



File Recovery Tools: Windows
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E .:| DiskDigger ‘(. ) Advanced Disk Recovery
- - http://diskdigger.org .@ http://www.systweak.com
==
[ Windows Data Recover
N  Handy Recovery {Em p Y
| [ http://www.handyrecovery.com s ' Sottware
U http://www.diskdoctors.net
: B O\ :
Quick Recovery U R-Studio
http://www.recoveryourdata.com : http://www.data-recovery-software.net
e
Stellar Phoenix Windows Data - : :
| Orion File Recovery Software
Recove ry http://www.nchsoftware.com
http://www.stellarinfo.com

| | | —r
fr fﬂj Total Recall %l Data Rescue PC

http://www.totalrecall.com | o http://www.prosofteng.com
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File Recovery Tools: Windows

(Cont’d)

Smart Undeleter

http://www.recoverdeletedfilestool.com

DDR Professional Recovery
Software

http://www.recoverybull.com

Data Recovery Pro

http://www.paretologic.com

GetDataBack

http://www.runtime.org

UndeletePlus

http://undeleteplus.com

C/HFI
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(. ) File Scavenger

.@ http://www.quetek.com

{tm Virtuallab

: A " http://www.binarybiz.com

http://www.active-undelete.com

€U Active@ UNDELETE

6*7 b WinUndelete

http://www.winundelete.com

| —r
%l R-Undelete

http://www.r-undelete.com
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File Recovery Tools: Windows
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| : Seagate File Recover
l:i,.!_mi' Recover4all Professional é; b ) fg Y
'n ' http://www.recoverdall.com Software
= —x http://www.seagate.com
e— .
N  Recuva {@" Wise Data Recovery
| [ http://www.piriform.com/recuva ] !. 1 http://www.wisecleaner.com
. . m
Active@ File Recovery U Glary Undelete
http://www.file-recovery.net ' http://www.glarysoft.com
e
l*“a )‘tr-. . .
Pandora Recovery 6 | Disk Drill
http://www.pandorarecovery.com | http://www.cleverfiles.com

LB
= fﬂj Ontrack® EasyRecovery %l PhotoRec

http://www.krollontrack.com | o http://www.cgsecurity.org
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File Recovery in Vlac OS X

Computer

Deleting a file in Mac just removes it from the directory of files in the folder

This de-allocates the space allocated to the file deleted, creating free space to store a new file

Methods to recover deleted files in MAC OS X:
The deleted files are moved to the “Trash” folder in MAC. To restore, right-click the file and click on the Put Back option

. . | hw
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i
& Al My File B e, I - 3
h IChouid Dwive i Open
I: Dpen Wik " |:
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stk Lok “codecameon- 270 1 3B0-gboor- v olution-responsn s -wordpress-p .Iﬂlﬂ-n'ﬂ'liﬂ'.il'ﬂi--ﬂh.lﬂlﬂ I
AL
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LRpan Lip SohpClsnn
Remcte Qi
Show View Oplons
s Togs...
- . |
B
| Send Anywhore
| UnRAR Expander .

ScEn with Sophos Ant-Vines
A Riessiral in Findes

©  Time Machine is the built-in backup feature of MAC OS X 10.5 or newer versions. Investigator has to check if he/she can
restore files from the Time Machine backup

o

Other way to restore deleted files is using third-party software (recovers files emptied from the trash bin) such as
FILERECOVERY® 2016 (http://filerecovery.com), Mac Data Recovery (http://www.kerneldatarecovery.com), MacKeeper
Files Recovery (http://www.data-retrieval.net), Boomerang Data Recovery (https://www.boomdrs.com), Data Recovery
for Mac (https://www.binarybiz.com), etc.
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File Recovery Tools: MIAC

AppleXsoft File Recovery

for Mac
http://www.applexsoft.com

Disk Doctors Mac Data

Recovery
http://www.diskdoctors.net

R-Studio for Mac

http://www.r-tt.com

Data Rescue 4
http://www.prosofteng.com

Stellar Phoenix Mac Data
Recovery

http://www.stellarinfo.com

C/HFI
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(. ) FileSalvage

.@ http://subrosasoft.com

{Cm 321Soft Data Recovery
] ' http://www.321soft.com

B O\ ) )
U Disk Drill for Mac
: http://www.cleverfiles.com

6*7 P Mac Data Recovery Guru

http://macosxfilerecovery.com

LI—
Z* él Cisdem DataRecovery 3

http://www.cisdem.com
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File Recovery in Linux C/HFI
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In Linux, files that are deleted using the command /bin/rm remain on the disk

If a running process keeps a file open and then removes the file, the file contents are
still on the disk, and other programs will not reclaim the space

The second extended file system (ext2) is designed in such a way that it shows several
places where data can be hidden

It is worthwhile to note that if an executable erases itself, its contents can be retrieved
from a /proc memory image. The command cp /proc/$PID/exe/tmp/file
creates a copy of a file in / tmp

Third-party tools such as Stellar Phoenix Linux Data Recovery, R-Studio for Linux, TestDisk,
PhotoRec, Kernel for Linux Data Recovery, etc. can be used to recover deleted files from

Linux
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Recovering Deleted Partitions | C|HFI
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J What Happens When a Partition Is Deleted?

@ When anintruder deletes a partition on a logical drive, all the data on
the drive is lost

@ When an intruder deletes a partition on a dynamic disk, all dynamic
volumes on the disk are deleted, thus corrupting the disk

) Deleting a hard drive partition J The deleted partition can be
does not mean deleting recovered, as it is not originally
everything, but just the deleted, by using a software
parameters that mark how that reestablishes those
the partition is setup parameters

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.



Recovering Deleted Partitions

Computer
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(Cont’d)

Method 1 Method 2 Method 3

© Restart the system with a Windows install DVD in the system
© Hit the keys listed on the screen to go to the BIOS "‘*-Jf,

€ In the BIOS, check the menu for “boot priority” or “boot order” to set
the DVD as the first boot device

© Restart the system and let Windows start the installation process l

© Accept all the choices to let Windows install, but opt “Repair” rather
than “Install”

© Now when a DOS-like screen appears, type “fixboot” and press
“Enter” \ L)

@ Restart the system and check if the deleted partition is restored
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Recovering Deleted Partitions
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Computer

(Cont’d)

Method 1 Method 2 Method 3

b AL

© Shut down the system and take the hard drive
out

© Install the hard drive as a slave to another drive |

on a working system 4P

i 7
A, = *r\-___..: :

© Now attempt to recover the deleted partition 3 %

on the original system

Note: This method is not the safest way to avoid losing data
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Recovering Deleted Partitions |
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Method 1 Method 2 Method 3

e e

@ Use a third-party partition recovery software to recover

the drive
'
© Run the program and follow the instructions to recover ‘k:
the partition 1
© Once restored, copy the files of the drive that had the \ a

partition recovered onto another drive. This prevents
corruption of files
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Partition Recoverv Tools:
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ACtiVE@ Partition Recovery Computer Hacking Forensic

J The Active@ Partition Recovery tool allows you to recover deleted and damaged logical drives and partitions
within DOS, Windows, WInPE (recovery boot disk) and Linux (recovery LiveCD) environments

2 Active® Partition Recovery for Windows [Demo Version]

File View Tools Help

Back ] CsickScan Superscan %R::w:r L_ Last Chance ﬂ) 'l
‘ ‘o O +) <

Bl Local System Devices 11| Partrtions [5] |

Jd L_*-E" Fived DiskD STI500412A5 ATA De.., || Name Frs Size Senal Start Sector Sectors Last Sector MfE/FATT  MftMMirn/FATZ| File Records | Cluster Size

o Unallocated Space '._;'_J Unallocated Space  Unallocated 1.02 ME 76072 EI]EIE 976773167
b |8 System Reserved (1:) w Unallocated Space  Unallocated 1.00 MB 1 2047 2047
¥ [ Local Disk (C) | & System Reserved (1) NTFS 1W00ME  1037-5A12 2042 204799 206846
¥[8 Local Disk (Dx) || & Local Disk (E:) MNTES 173 GB 8039-2357 614402048 362369023 976771070
» |8 Local Disk (E) |8 Local Disk (D:) NTF3 19568 2A3E-DIEF 204302043 409580000 514402046
I8 Local Disk (C:) NTFS 57.6 GB TABE-341F 206848 204595199 204802046

w Unallocated Space

*  Date/Time Event
& 2016-05-18 16:09:55 Actived Partition Recovery w. 15.0.0 started, 64-bit executable

L)

Contents of Fixed Diskd ST3500413A5 ATA Device

http.//www.partition-recovery.com
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Partition Recovery Tools

Computer

7-Data Partition Recovery | G . Mac Data Recovery
http://7datarecovery.com .@ http://mac.powerdatarecovery.com
g e . ) - — . :
Ny  Acronis Disk Director Suite L & Quick Recovery for Linux
bl http://www.acronis.com — 'I 1 http://www.recoveryourdata.com
s B O\ Stellar Phoenix Linux Data
RS Partition Recovery (bd) Recovery Software
http://recoverhdd.com :
, http://www.stellarinfo.com

Partition Find & Mount

http://findandmount.com

NTFS Data Recovery Toolkit

http://www.ntfs.com

- Advance Data Recover | | : :
_ J Y | TestDisk for Windows
Software Tools for NTFS | ;; 0 ' http://www.cgsecurity.org
........... http://www.recoverdatatools.com | }__‘—-
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Partition Recovery Tools (Cont’d)

Stellar Phoenix Windows
Data Recovery

http://www.stellarinfo.com

EaseUS Partition Master

http://www.easeus.com

Hetman Partition Recovery

https://hetmanrecovery.com

MiniTool Power Data
Recovery Free

http://www.powerdatarecovery.com

Remo Recover (Mac) - Pro

http://www.remosoftware.com/

TestDisk for Mac

http://www.cgsecurity.org

Starus Partition Recovery
http://www.starusrecovery.com

Disk Drill

http://www.cleverfiles.com

Stellar Phoenix Mac Data

Recovery
http://www.stellarinfo.com

ZAR Windows Data

Recovery
http://www.z-a-recovery.com

Compuler
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Anti-Forensics Techniques:
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Password Protection Computr fockin Foesi

_J Investigators often come across the password protected systems
or files during the investigation process

J In such cases, they use specialized password cracking software in
order to circumvent the protection

ne taken to crack passwords depends on their strength

J Weak passwords could be broken in less than a second, while
strong passwords would take years to crack

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.




Password Types C/HFI
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Cleartext Passwords Obfuscated Passwords Hashed Passwords

- Acleartext password is sent — Obfuscated passwords are —~ Hashed passwords are
over the wire (and also over those that are stored or similar to obfuscated
wireless) or stored on some communicated after passwords, but the
media as it is typed without being more or less latter are reversible
any alteration transformed I eWords are hashed
Ex: Windows Registry “4  Transformation is using hash algorithms
houses automatic logon reversible. After applying (MDS5, SHA, etc.) that are
password an algorithm the password not reversible
(HKEY LOCAL MACHINE becomes unreadable and
\SOFTWARE\Microsoft - after applying a reverse
\Windows NT\ algorithm it returns to
CurrentVersion\ cleartext. This process is
Winlogon) called as obfuscation

— Cain and Ettercap can be | | |
used to sniff cleartext |
passwords

Note: Only hashed passwords need cracking, while the other password types can assist in cracking phase
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Password Cracker and its

Computer

Hacking Forensic
| NVESTIGATOR

Working

- Password cracker is a software program that is used to ) =N
recover passwords of a system, network resource, or an < I X
app, when lost or forgotten J P\_

4

J A word list is created with the help of a dictionary generator
program or dictionaries

. The list of dictionary words is hashed or encrypted
How it

Works? The hashed wordlist is compared against the target hashed
password, generally one word at a time

J If it matches, that password has been cracked and the password
cracker displays the unencrypted version of the password

Note: The target hashed password can be obtained by sniffing it from a wired network, wireless network, directly
from the Security Accounts Manager (SAM) database, or shadow password files on the hard drive of a system
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Password Cracking Techniques | C/HFI

Hacking Forensic
| NVESTIGATOR

Dictionary A dictionary file is loaded into the cracking
o Attack application that runs against user accounts

Brute : .
i ! The program tries every combination of
= TIcing characters until the password is broken
Attacks
S ————-SSSSSSSSSSSSSSSESS S S
Rule-
. This attack is used when some information
7 based about the password is known
Attack :
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Default Passwords CIHFI

Hacking Forensic

C 1
SR INVESTIGATOR

A default password is a password supplied by the manufacturer with new equipment
(e.g. switches, hubs, and routers) that is password protected

You can use default passwords from the list of words or dictionary that is used to perform
password guessing attack

Online tools to search default passwords: HOME | WEWS | FORUM | SEARCH

Articles Code Bank Downdoads Hacking Challenges IRC Contact Us

R T i
R Mavigation Related Ads

http://cirt.net

SecurityOverride LISernanme

Password

! O Lecn
The Default Password List

http://www.defaultpassword.us @ remember e

Fhis table displays a kst of all default passwords
ot a member vet?

Manufacturer Lol L] Usermiamis Password n;_hl-c r'l'l_,'“.'..

FCON rool letrmein

SCOM 16405 admin {none) orgotten your passw
ICOM 01 G406 admin {nona) Request a new ane
JCOM JC1G6450 adrmiin {none)

JCOMA Superitack 3

Switch

ICOM I omCell Plex P00 tech tech
FCOM FCRADSLTE 1.2 [rame) 1234 admin

. 1 Uzers Online
http://www.virus.org i oo | 2% G | i

14 24:48) - Guests Online: 2
J00M g12 Administrator admin
- Members Ondine: 18
FCOM AcoessBuildes? FO0 BRI Any [Rme) {none) . O1300E. cTost
JC0M, AlrConnect Access Paink nfa (none) COMAECHTHCCHT EBLO01305! ; i
Cable Managment System
SOL Database (DOSCIC

- I SCOM CESO0D ¢ 4007 3 Type User: FORCE {none)
http://securityoverride.org o~ e —

AC0M, F3000 security securiby

: 100200,

ICOM WinZ0k B MS [R5 AP I om

admin
ICOM CellPlex {none) {none)
SCOM CellFlex admiin admmin

~ http://www.routerpasswords.com 3com CeaPtex acmin ==

BOEIM Cell Plos =sdmin adrmin * Members on IRC: 42
JCON Tl Pl bech {none) - Bots Online; 1

| '\ LG L AR arp JCOM CellPlex operator {none) GoogleBot
http://www.fortypoundhead.com | 300 ConPlox o

Total Members: 11,980
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Using Rainbow Tables to Crack C HFI

Hacking Forensic
| NVESTIGATOR

Hashed Passwoxds

Compare the Hashes

A rainbow table is a Capture the hash of a It is easy to recover
precomputed table which password and compare it with passwords by comparing
contains word lists like the precomputed hash table. captured password hashes
dictionary files and brute If a match is found, then the to precomputed tables
force lists and their hash password is cracked

values

Precomputed Hashes

-------------------------------------------- > 4259cc34599c530b28a6a8£225d668590
-------------------------------------------- > ¢744b1716cbf8d4dd0ff4ce31a177151
-------------------------------------------- » 3cd696a8571a843cdad53a229d741843
-------------------------------------------- > ¢744b1716cb£8d4dd0ff4ce31al77151
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Tools to Create Rainbow Tables:

rtgen and Winrtgen

rtgen

J The rtgen program needs several parameters to
generate a rainbow table. The syntax of the

command line is:

rtgen hash algorithm charset
plaintext len min plaintext len max
table index chain len chain num
part index

= rtgen ntim loweraipha 1 70 1000 4000000 0

cisllserssCubDesktopsrainbovcrack=1.5-winb4>rtgen ntlnm loweralpha 1 7 8 1888 418888
A H
sainbow table ntlm_lowveralphall-7_8_1808x4180808008_B.rt parancters
hazh algorithm: nt lm
length: 1i
abodef ghijklonopgrs tuwews s
Ei 62 63 64 65 66 67 6B 6P ba &b 6c 6d 6e &F A 71 P2 73

.
plaintext 11:I.|',.FI Prange 1 7

rieduc e 11[* o4 H;-:'HF_1EH-1I-1HI_‘_IH
plaintext LuLul- Bas30a2582

sequential starting point begin from @ (8x0080020008000800)
generat 1M 9=
32768 of lHﬁHHHH rainhow chains generated <8 m 7.5 52
":" -'Il' of '“31-““1”” " 1:||||:|1:|'.r C h||l1 generated B m V.7 =)
{ spated (B m '1 "
"'.-_. af 1HHHHHH€ | ill'lhl:ll.] |]'r1.1r| ;r-nq rated (B m ' 5 =
38 of 40880088 rainbow chains generated <8 m ?‘a 5
96608 of 48BBEAA rainbow chains generated (B m 7.5 53
22930 of AUHHHEH rainbow chainz gensprated (B m Y.h '
ahﬂqu of 4HHAHHHE rainbow chains generated CH m B.Y =2
294912 of 40800808 rainbow chains generated B m 7.8 s
56 4888888 rainbow chainzs generated (B m 8.1 =)
4HEBHNHE rainbow chainsg generated <8 m B.1 s2

http://project-rainbowcrack.com

CHFI

H wking Forensic
| NWESTIGATOR

1.1]!1["IJ1.1. T

Winrtgen

. Winrtgen is a graphical Rainbow Tables

Generator that supports LM, FastLM, NTLM,
LMCHALL, HalfLMCHALL, NTLMCHALL, MSCACHE,
MD2, MD4, MD5, SHA1, RIPEMD160, MySQL323,
MySQLSHA1, CiscoPIX, ORACLE, SHA-2 (256),
SHA-2 (384), and SHA-2 (512) hashes

__E:n-:l'mwk.l I ok 1 ey ]I

Rainbow Table properties x|
Hazh Min Len Max Len- — Index Chain Len Chain Count H* of tables !
e ] | 7 0 (2400 140000000 [
Charset
[abha _:j Edit |

|ﬁBEDEFGHIJHLMHDFDHSTW

T able propertias

Key space: 8353082582 keys

Disk space: 61035 MB

Success probabatyr 09780038 (37,8065

Benchmark Dpbonal pararmeter
Hazh speead

Step spesd

T able precomputation trme:

T olal precompiutation brme:

Max crvplanalesis bime:

http://www.oxid.it
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IMlicrosoft Authentication | C/HFI

Hacking Forensic
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Security Accounts Manager (SAM) database

. : : Enter network credentials
Windows stores user passwords in SAM, or in the Enter your credentials to connect to: 1¢

Active Directory database in domains. Passwords
are never stored in clear text; passwords are
hashed and the results are stored in SAM

Remember my credentials

||
-

NTLM Authentication H T,

@ The typology of NTLM authentication protocols: &9 The specified network password is not correct,

1. NTLM authentication protocol oK Cancel

2. LM authentication protocol - :

© These protocols store user passwords in the
SAM database using different hashing methods

Kerberos Authentication

ml \\/;
Microsoft has upgraded its default authentication .. Wl ndOWS 8

protocol to Kerberos, which provides a stronger
authentication for client/server applications than
NTLM
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How Hash Passwords Arxe Stored

in Windows SAM? C HFI

Password hash using LM/NTLM

Shiela:1005:NO PASSWORD****
kkkkkkkkkhkkhkkkkkk:. JCB694880
S5F797BF2A82807973B89537:::

Shiela/test

c: \windows\system32\config\SAM

Administrator:500:NO PASSWORD****x**xkkxkkkxk*xx**x*x:5]880B9EE373475C8148A7108ACB3031:::
Cuest :501 :NO PLASSWORD**** k% kkkxhhkkhkrrrr® . O PASSWORD* * % kkkkkkrkhhhhhrrrhk . . .
Admin:1001:NO PASSWORD******kkkkkkkkkkdxx**x*x ;BE4L40C450ABS9713DF1EDCE5B40C25AD47: &
Martin:1002:NO PASSWORD*******xxkkkkxkkkkkk*xx  BFA4AS502DA294ACBC175B3%4A080DEE79: : :
Juggyboy: 1003 :NO PASSWORD****kkkkkkkkkkkkkkk** :488CDCDD2225312793ED6967B28C1025:::

Jason:1004 :NO PASSWORD**** %k kkkxkkkkhxdkhdx® 2D20D252A2479F485CDF5E171D93985BF : & ¢

Shielal:[10055NO PASSWORD* **+%*x#%*x+*xxx+*%**|:)CB6948805F797BF2A82807973B89537): : :

" \ 4 v
User name User ID LM Hash NTLM Hash

“LM hashes have been disabled in Windows Vista and later Windows operating systems; LM will be blank in those systems.”
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System Software Password

: CHFI
Cracking

| NVESTIGATOR

System software includes low-level programs (such as OSs, compilers,

utilities that manage system resources, etc.) that interact with the PC
at a basic level

System software password cracking is defined as cracking the operating | .
system and all other utilities that enable a computer to function

' Passwords for system software are created to prevent access to system
\ . files and other secured information that is used during a system’s boot

pProcess

Ways to access a system by cracking passwords:
2 Bypassing the BIOS password

Using tools to reset admin password
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Bypassing BIOS Passwords | C|HFI

Hacking Forensic
| NVESTIGATOR

© BIOS (Basic Input Output System) is a firmware code run by a system when SR

powered on. It is a type of boot loader

O The main function of BIOS is to identify and initialize system component
hardware (such as hard disk, floppy drive, and video display card)

Methods to Bypass/Reset BIOS Password

Resetting the CMOS

using jumpers or solder
beads

Using a manufacturer’s
1 backdoor password to
access the BIOS

Using password 3
cracking software

2

Removing the CMOS

Overloading the Using a professional
4 :15:::’:":5 B cos 10 5 keyboard buffer 6 service
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Using Manufacturer’s Backdoor CHFI
Password to Access the BIOS el e

BIOS manufacturers Few BIOS

provide a backup

C ~ manufacturers
password that can be and their default

passwords are
listed below:

used to access the
BIOS setup if the
password is lost

)

The passwords that manufacturers @ VOBIS & IBM = merlin
provide are case sensitive.

If a particular backdoor password
does not work, then various case- = Biostar — Biostar

sensitive combinations of the Commed) © Compag-Compag
password should be tried.

= Dell = Dell

Enox - xollnE
The combinations may include
alphanumeric characters

The manufacturers’ dncumentatinnc—‘—a
must be read before trying the

backdoor passwords, because BIOS
combinations will lock the system = Packard Bell - bell9

completely if the password is typed C— QDI - QDI

wrong three times

Epox - central

Freetech - Posterie

lwill - iwill

Jetway - spooml
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Using Password Cracking

C/HFI

Computer Hacking Forensic
g I NVESTIGATOR

The following software can be used to either crack or reset the BIOS on many chipsets

e — —— e+ CAWINDOWS\system32\cmd.exe o n
| CmosPwd J

C:\cmos>ioperm -i

C:\cmos>cmospwd_win

CmogPwd - BIOS Cracker 5.0, October 2007, Copyright 1996-2007
GRENIER Christophe, grenier@cgsecurity.org
http://www.cgsecurity.org/

Decrypts password stored in CMOS,
which is used to access BIOS SETUP

http://www.cgsecurity.org Keyboard : US

Acer/IBM [H] [ <]
__ : AMI BIOS []
4 R Y AMI WinBIOS <12/15/93> []
'-_x. DaveGrohl AMI WinBIOS 2.5 [1 011111

AMI ? OImMI[TIIMI[ EM]

Award 4.5x6.0 [23012202] [000100] [000300]

Award 4.5x6.0 [30000122] [12003000] [33333033] [0
Award Medallion 6.0 [000100] [000100] [20000000] [00OD10
Award 6.0 [ [ol[+ 2 8 ][ IN.P ] [Ng50]
Compaq <1992> []

Compaq DeskPro [1 1]

Compaq [1 7 11

It is @ multithreaded, distributed
password cracker. It aims at brute-
forcing OS X user passwords.

http://davegrohl.org

Note: If your PCis locked with a BIOS administrator password that does not allow access to the floppy
drive, these utilities may not work

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.



Resetting the CMOS using

C/HFI

]umpers oY Solder Beads Computr] Hockin Forns

Resetting the CMOS using
Jumpers

Resetting the CMOS
using Solder Beads

(P
(E

By adjusting the jumpers or dipswitches on a Connecting or jumping specific solder beads on
motherboard, all custom settings, including BIOS the chipset is likely to reset the CMOQOS
passwords, will be cleared

2 There are too many chipsets to do a breakdown
€ Check the computer or motherboard of which points to jump on individual chipsets,
manufacturer’s documentation to locate and the location of these solder beads can vary
the jumpers/dip switches according to the manufacturer, so please check
@ |fthe documentation is not available, by default the computer and motherboard documentation
the jumper position is across pins1and 2 for details
2 Shut down the system and unplug the power cord

(B

Move the jumper from its default position so that
it is across pins 2 and 3; this clears the BIOS/CMOS
settings -

(E

Now, turn on the machine to verify that the
password has been reset

(E

Once cleared, turn off the computer and return
the jJumper to its original position
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Resetting the CMOS using

C/HFI

]umpers oY Solder Beads Computr] Hockin Forns

Resetting the CMOS using
Jumpers

Resetting the CMOS
using Solder Beads

(P
(E

By adjusting the jumpers or dipswitches on a Connecting or jumping specific solder beads on
motherboard, all custom settings, including BIOS the chipset is likely to reset the CMOQOS
passwords, will be cleared

2 There are too many chipsets to do a breakdown
€ Check the computer or motherboard of which points to jump on individual chipsets,
manufacturer’s documentation to locate and the location of these solder beads can vary
the jumpers/dip switches according to the manufacturer, so please check
@ |fthe documentation is not available, by default the computer and motherboard documentation
the jumper position is across pins1and 2 for details
2 Shut down the system and unplug the power cord

(B

Move the jumper from its default position so that
it is across pins 2 and 3; this clears the BIOS/CMOS
settings -

(E

Now, turn on the machine to verify that the
password has been reset

(E

Once cleared, turn off the computer and return
the jJumper to its original position
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&

Overloading the Keyboard Buffer

and Using a Professional Service

(E

(P

Overloading the
keyboard buffer

On some older systems, you can force
the CMOS to enter its setup screen on

boot by overloading the keyboard
buffer

This is achieved by hitting the ESC key
over 100 times in rapid succession, or
by booting with the keyboard or

mouse unattached to the systems

C/HFI

Hacking Forensic

Computer} | VESTIGATOR

Using a
professional service

(E

Professional services can be used if
the manufacturer of the laptop or
desktop PC would not reset the BIOS
password

(£

Password Crackers, Inc., offers a
variety of services for desktop and
laptop computers; all you need to
provide is legitimate proof of
ownership

&)

&b

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.




Tool to Reset Admin Password:

Active(@ Password Changer C HFI

= Active@ Password Changer is designed for resetting local administrators and user passwords on Windows
operating system in case an Administrator's password is forgotten or lost

= With Active@ Password Changer, you can log in as an Administrator or a particular user with a blank password

Active® Password Changer Professional ﬂ Active@ Password Changer Professional ﬂ

Users in SAM hive file at path: C:\Windows\System3Z2\config|SAM

- SAM file: CAWindows\System32\config\SAM
on drive Local Disk (C2, size 97.6 GB, File System: NTF5

E User Name; Administrator
m - RID: Ox00000 14

Total
User Name | Description Full Mame
- s Description Built-in account for administering the computer/dorr
& 000003e8 Admin ;
&) 0000015 Guest Built-in account for guest access to the computer/domain A T---:‘r- Current State: Change to: Logon Hours
&) 00000419 o a : s}
& 00000545 JohnSmith Bl o I~ User must change password at next logon
[\ 0000054d Rini BRG]
o5 0000054f Smith | I.il’: I;:;'I:'_- [V ™ Password never expires
¥ g L
l. _'.__.._.I._:J. | 4

T | [ I Account is disabled

Sty

RHad i I Account is locked out

TEIAT: 1!!'

™ Disable Force Smart Card Login
.- @ [T Clear this User's Password
DEMO version anly préviews: users attributes
Select User's Account and press the "Mext™ button . 5 Please register product to reset users attributes,
< Back Mext > Cancel Help < Back | | Mext = Cancel

http://www. password-changer.com
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Tool to Reset Admin Password:

C/HFI

Hacking Forensic
| NVESTIGATOR

Compuler

Windows Password Recovery Bootdisk

Windows Password Recovery Bootdisk removes the password and, thus, allows login to the account
The program creates a bootdisk or a bootable USB stick, and writes a special Linux-like OS there

Booting from such a disk allows to remove a Windows account password, or recover its hash for further
retrieval of lost passwords

e = T o, PR PR E
1e rovery Book

= Create bootdisk to crack Windows passwords == Create bootdisk to crack Windows passwords

The program offer to create bootable disk which allows to view and save Windows @

password hashes and also mmove any password of any Windows user. The bootable USE flash drive has been successfully created |

Flease choose the bootdisk type:

@

MNow you can restart your computer and boot from the USE flash drive.

The bootdisk program will offer you to view or save password hashes
far all Windows users.

Close the program and restart the computer

&

Bootable USE flash Bootable CD/OVD

http://www.rixler.com
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Tool to Reset Admin Password:
(91, FI

Windows Password Recovery Lastic

I"‘I.E"-«II{ \1I}I-

J Windows Password Recovery Lastic allows the removing of a password for a specific
Windows user, or recovering the hash of a password, thus providing one with the
possibility of restoring the original password

ﬂ' Windows Password Recovery Lastic

£ Create bootdisk to crack Windows passwords

,ﬂ‘ Windows Password Recovery Lastic
The program offer to create bockable disk which allows to view and save Windows m

password hashes and elsa remove any pessward of ary Windows user

¥lease choose the bootdsk hpe:

j;j Create bootdisk to crack Windows passwonds
ﬂ' Windows Password Recowery Lastic

O this fep the program will pediorm the foliowing adicns upen dicking the Siar buttan

e 1. Open the destination UISE flash dive (F).

e 2 Erass al dala and fomnal the USE fash déve to FATI2. .ﬁ-j Create bootdisk to crack Windows passwords

Boctakia USE fizsh Baotable CO/DVD g 3. Copy the boatdisk program files i the USE flash drive

-%- % The bootable USE flash dive has been successfuly created
Progreas: B0 complete

Pazswardl 3etic, Com [—

Ko vou can regta your computar and boot from the UISEB flazh dive.
The bootdsk program will ofier you to view or save password hashes
far sl Windows ussms

Cleaa 1he piogran and reslas the comaiter

Passwiordl astic, com

Passvrordl astic,com

http://www.passwordlastic.com

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.



Application Password Cracking

C/HFI

I 1 oy Hacking Forensic
SR INVESTIGATOR

Applications software, also known as end-user programs (such as Web design software, word processors, graphics software,
etc.), allow an user to perform their everyday tasks on the PC like sending email, editing an image, creating a webpage, etc.

Passware Kit Forensic SmartKey Password Recovery Bundle Standard

Electronic evidence discovery solution that reports all password- Recovers passwords for Windows, Excel, Word, Access,
orotected items on a computer, and decrypts them PowerPoint, PST, Outlook, Qutlook Express, RAR/WinRAR,
ZIP/WinZIP, PDF, IE Browser, SQL, e-mail, online websites, etc.

e Passware Password Recovery Kit Forensic Demo = B “ [ passuced Recovery Burde Standsed Dee
£ He |Help
File View Toeols Help .I e 1.- I i
“ Back | & T Start Page H Save Results == Print | \_? Buy Mow 59 Support Hel =3 )
@ &) 1 g 5 B Gl PIINL | g7y DUy & Support (g Help |4 N¥] P:'*stan Page o Buy How £ | Ragister apost (D veto
.. CAUsers\Admin\Desktop\Files\Assessment NCRppix '
Mtack Summary N R | Protection: M5 Office 2010 - Open Password (AES 128-bit Encryption) =
B e e e e Complesity: Brute-force - Skow, Hardware acceleration possible -
| 1 password i i iy Fie Hame
b . : File: Assessment NCP.pptx e i g Cr\ksersladminiDesktop Files\General Psychopatha k Cipaile
I Total time £l apued: ) Faoslcder: CiUzersybdmin’ Des ko p Frles' - Eml and kit Brearner n!. i - P e ogy-pe
‘ 9 sec. BAD5: ERA111AGTAIRZFF22AA511B0IDDESA1E Fagzword Aecovery 0 Passwerd Recovery Bundis
" Estirated cormpletion time: Protection: M5 Powerpoint 2010 - Open Password (AES 128-bit Encryption)
[completed] i Complexity: Brute-farce - Slow * PAocess Password Recovery
[File-Dpen password: [Win] ing brackets) <Copy>| * Windows Password Riscovery -
Recovery Progneas Fi]r._*-h.-'l-e;:-diF:,.' paseword: no password 15 set
Checki e B e Tour pasewards have Been recovered successfuly, (Pasesord Recavery Bundie
; ":p:!:a::]’m’ i [ Dictionary || 5tAndard Demao recavers passwords which are not lnger than 3 characters),
COm -
Langth: [campletad) The Demi vergion displays the firal 3 characters, others will be displayed as
cfeompletesdy oA ' =®EFR  EH| '} TheDem - Tio get your password completely, please didk "Order Ful Version™
Passwords checked: button fo purchase the ful version.
Fi= y 5 .
Search speed: B b . e R AT e
326 pfsec ;:‘ E::‘ ﬁ“ L aalile e 5 2015-9-23 16:2
E & fil=, sel=ct an atteck type 5 : '
Total passwords checked: set the related satting, dick the Start” tn e
2,624 LT ; A15-59-23 16:5
e Order Full varsion! l Enter Registration Code
Pracess
Destributed Agenls
Eﬂmeiég o Current Passwerd:  apPa Current Spessd:  BE46016 Prvee
OnneEc i L —
Licensed: 5
l'l.._ Passwords found r{ Agents ":.._ Performance '}.‘ﬁ.l:tacu '}x Log ‘f =  Start d44 Stop
Please select a file to recowver its password, or drag and drog a file te this window to stan the recovery
http://www.lostpassword.com http://www.recoverlostpassword.com
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Application Password Cracking
Tools (Cont’d)

Advanced Office Password Recovery

Recovers, replaces, removes or circumvents passwords

instantly, protecting or locking documents created with
Microsoft Office applications

Advanced Office Password Recovery Trial - Untitled

Internet VBA Backdoor Language Help

Open file... MS Passpart MS Outiook  VBA Backdoor Start

Recovery  Options | System Information | Password Cache

Type of attack for Documents with Strong Enaryption

@) Bruteforce Attack Attack Options
::__Z- Dictionary Attack
. Word Attack PowerPoint Passwords Recovered
() Mask Attack
() Combination Attack |
() Hybrid Attack

File Opening Password: Test

Write Protection (R,/0) Passwaord: Znone =

WBA Macros Password: <rone >

Log window File Path:
Date, Time CiiUsers Admin\Desktop\Files\General Psychopathology. pot * Open...

) 9/23/2015 3:44:21 P
E} 9/23/2015 3:96:57 thl
\A) 9232015 3:46:57 PN
i) 97232015 3:46:57 PN

All Paszwords for the selected file were recovered successtully or may be changed.

Current passwor Remove all passwords from document
Progress indicator

Limited Evaluation Version, Press "Get Full Version” button to obtain the License
Advanced Office Password Recovery Tnal, Version 6.10. Copyright © 1999-2015 Elcomb5oft Co. Ltd.

https://www.elcomsoft.com

C/HFI

Hacking Forensic

Compuler
Lo | NVESTIGATOR

Office Password Recovery Toolbox

A comprehensive solution for recovering MS Word,
Excel, Outlook, Access, PowerPoint, and VBA
passwords

{] ﬂ; Microsoft Word Document

a Open Eﬂ rs Admin“Desktop‘\Files'\Word Fles\Globalization.doc

Password to open Crack

Password to modify

Document protection password

VEA project paseword

http://www.rixler.com
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Application Password Cracking
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Tools (Cont’d)

Office Multi-document Password Cracker

J Recovers lost or forgotten passwords to multiple MS Office documents

J It scans the drive for protected documents, and restores or deletes passwords from all Word,
Excel, PowerPoint, Access, and Outlook files it finds

Tt Office Mult-document Password Cracker o P

| Menu | | rixler.com |
marﬂlicmsnft Word Documents

Search filter

EH /ms Word Documents [§= /1 Access MDB. MDW Fies & Open | &) Semch ¥ Pusswords

Document name Password to open

HE S MS Bxcel Documents ﬂﬁ S M5 Outlook PST, OTM Files
[E] CAUzers  Admin*Deslktop'\Hez'\Word Files'\wordsample2 doc senabled:
| W] C:\Users"\Admin"\Desktop\Files\Word Files\Word doc enabled>
@ CUs=ers  Admin* Deslktop'\Hlez'\Word Files'waord file docx etrong
L@ L A\Users Admin \Desldop'\Fles\Waord Files'word File 1.docx :
C\Users"\Admin'\Desktop - @ C:\Users \Admin\Desktop'\Files\Word Files\sample word doc doc renabled>
E‘-’] C:\Users \Admin“\Desktop\Fles\Word Files\Globalization.doc <enabled:

ng J MS PowerPaint Documents

Search path

/" Search in subdirectories

http//www.rixler.com
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Iil king Forensic
| NVESTIGATOR

Word Password Recovery Tools

Compuler

Word Password Recovery Master Accent WORD Password Recovery

Password Recovery Master i =5 O Accent WORD Password Recovery - U

File Recovery Options Tools Help

it Q@ © 7

« User-defined sets of rules fior din:ﬁu:nn'arv at'tada:s': s
» Supports Unicode and ANSI dictionaries.

- : \ - e T \ _ Previously recovered password(s):
' Y \ \ \ A . . . . -
| aw Open | |ﬂ’l C:AUsers'Admin® Desktop*\Files'Word Files \wordsampl | ok File: C:\Usere\Admin\Deskton\Filas \Word Filee\Glabalization. doc
» File is password protected to open — «|g**s=ssssssnm=s,
Passwords masked with asterisks cannot be fully displayed because of license limitations. Please
consider purchasing a license to get rid of this limitation.
Password to open Crack
File: C:\Users\Admin\Desktop\Assessment 1.docx
s File is password protected to open — sfg===*sssssssss,
3 ¢ . Passwords masked with asterisks cannot be fully displayed because of license limitations. Please
Password to modify . consider purchasing a license to get rid of this limitation.
W
Document protection password none = Current passward: Estimated time:
Current speed: Average speed:
VBA project password <none
' © 2010-2014 Passcovery Co. Ltd. Demo Version
http://www.rixler.com http://passwordrecoverytools.com
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Tools

I SmartKey PowerPoint Password Recovery

i PowerPaoint Password Recovery 5.0 Trial =

|ﬁ| PowerPoint Password Recovery 5.0

A __:-ll-—.-'

Password Recowvered ﬂ Dpen

The opening passaord 5 recovered sucoessfully and you can use i§ o access the file freely,
Chck Remove al Fagswond from the Fle® to remove all passwords from the file, indiuding the
apening password and write protecton passaord. Thus you can acoess and edit the fil=

without any password.

File Opening Passwords win

Procecs

Current Paseword:  wig

Current Speeds a2 faral

| P =tart _ | BR stop |

http://www.recoverlostpassword.com

PowerPoint Password Recovery C

HFI

H wking Forensic

C 1
ompuler | NVESTIGATOR

i PowerPoint Password -
File MNavigate Tools Language Help

PowerPoint Password v17.0 (build 9422)

: (c) 1997-2014 LastBit.com
DEMO Version

www.LastBit.com
K Home Page

PowerPointPasswordDemo

(A The password has been found: en
3@ '- o
; | | =
The password has been copied onto the clipboard.
Would you like to open the decument now ? COver
vord
| — op| Yes Mo

DEMO wuStartt__ __Help__ _BuyNow_ __Exit___

http://passwordtools.com
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Excel Password Recovery Tools HFI

H wking Forensic
| NWESTIGATOR

Computer

PDS Excel Password Recovery Accent EXCEL Password Recovery

T T T T T T T

& Accent EXCEL Password Recovery - o IEN
File Recovery Options Tools Help

ik 0@ © 7

File: C:\lsers) in Files\Fxoal Files\DataWalMintlas, dsx A
Type: Microsoft® Excel 2010

Protection: MS Office 2010, SHA 1, 125-bit AES

Total passwords to process: 18,278

Password range & defined and attadk has been started. If password belongs to this range it'll found otherwise you'll need

to extend password range taking into consideration practical limits based on password recovery speed.

Attack time limited to 30 minutes. Please consider purchasing a license to get rid of this imitation.

G PDS Excel Password Recovery Demo Ver(5.5) - o IES
File Help

Excel Password Recovery

w
“”l‘) Recover lost or forgotten Excel (xIs & xlsx) Password

= ©Q © O

Open | Recover | Stop Help Buy

S T |F-\ IzersvAdrmiD esktophFileAE soel Fles\HidebarkedCols s Browse., Total passyords processed: 2,043,
» File is password protected to open — sgg* s == ===,
Fecovery Method : {=3 Dictionany Attack ) Brute Force Attack Passywords masked with asterisks cannot be fully displayed because of license limitations. Please consider purchasing a
license to get rid of this limitation.
: . - ; = File: C:\Users\Admin\Desktop\Files\Excel Files\DataValHidden. xdsx
Min Password Yalue : |1 I‘ bax Password Value - |3 I‘ Type: Miosoft® Excel 2010
Protection: MS Office 2010, SHA 1, 128-bit AES
Charecter Sets abcdefghiklmnopqistusesye Total passwords to process: 18,273
Password range is defined and attack has been started. If password belongs to this range it'll found otherwise vou'll need
[~ ABCOEFGHUKLMMOPORS TUVWEYZ 0123456789 to extend password range taking into consideration practical limits based on password recovery speed.
DEMO Verslon Attack time limited to 20 minutes. Please consider purchasing a lcense o get rid of this mitation.
[v shedefahikimropgrsuswyz [~ - EHE%™  show ooly 3 character password Total passwords processed: 2,048,
» File is password protected to open — sbp ==%== 2|

Passwords masked with asterisks cannot be fully displayed because of license limitations. Please consider purchasing a

Recovery Status:  Speed/Sec=13 Time=00:04;29 Total=1630 | Password =airm™=|0emo frense to aet rid of this limitation. W
Ve
it Current password: Estimated time;
L - .
Recovery Process Stated At 3/24/2015 10:35.33 AM SoEnir EETETIEEE
HEER NN KE HED{"’-"E[Bj E:':':El Fagswc‘rd KN KENKELH
& 2010-2014 Passcovery Co. Ltd. Derno Version
Excel File Password : am™* Derno Version
v http://www. passwordrecoverytools.com

Recover Password Eat Saftware

FDS Excel Pazsword Recoven 5.5

http://www.excelpasswordcracker.com
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PDF Password Recovery Tools

Advanced PDF Password Recovery

HFI

H wking Forensic

Comput
SMPEEY  INvESTIGATOR

PDF Password Cracker

P APDFPR 5.06 - 83% -

T
T
T
-
|.'|.I
1
T
]

Stop Purchase Help About

Password successfully recovered !

Advanced PDF Password Recovery stabishics:

Total passwords 120,625
Total time 92ms
Average speed (passwords per second) | 1,311,141
Password for this file (Owner) nfa ]
Passward in HEX (Owner) nfa ]
Password for this file (User) reg ]
Password in HEX (User) 726567 ]
|—‘ Save, .:1 Decrypt now v oK
FIEF/ZUL5 L1T39713 AM - WARNING: 0Ny 1 0T < page(s) aedypied aue 1o ICENSE
liritations. v

Current password: reg Average speed: 1,340,277 pfs

Time elapsed: Time remaining:
Password length = 3, total: 140,608, processed: 117,869

83%

APDFPR version 5.06 (c) 200 1-2014 ElcomSoft Co. Ltd.

Sample file, pdf

i”

Recover PDF Password by Eltima Software il

- :.-' 1I|- 'H.I
;: 4 i . i : :
o1 4 ML) @ N B
Brute-F Network - i ase
onGe Dictionary

Password recovery canfiguration

Recovery method
®) By password leng

By template

) Exhaustive search

Charset aptions

V| Include lowercase

| Include uppearcasd

" include special sy

& Help! -

=

Recover PDF Password by Eltima Software n

The following passwords were found

OWHMER: This password was not selected to search for

USER: fem

DECRYPT - is sawing the decrypted file without passwords and
usage limitations. The decrypted file is saved to the falder with
afiginal file by défault. ' UnEncngpted” ending is added to the

afiginal file nameé, You can change destination folder and file pA56TE)
name if you wish.
Save path: ChllsershAdmintDesktop'Sample file_UnEncn E'_: als
|: Remowe digital signature from the file, if there 15 any.
Decrypt Close Start recovery

Attp://www.crack-pdf-password.com

https://www.elcomsoft.com
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ZIP/RAR Password Recovery Tool:

Advanced Archive Password Recovery

Advanced Archive Password Recovery
recovers protection passwords, and

unlocks encrypted ZIP and RAR
archives

C HFI

|‘|"I. king Forensic
VESTIGATOR

Computer

|u|.u e R i’y

| & ARCHPR 4.54 - 93% = =

'& ﬁ \:‘) "-:r ] - :;

Stop Purchase Help About
Encaypted ZIP/RAR JACE/AR ]-file Type of attack
C:\Users\Admin\Desktop\Target1-PWD Pr Brute-force
Password successfully recovered !
Advanced Archive Password Recovery statistics:
Total passwords 134,677
Total time 135 797ms
Average speed (passwords per second) |9,761
Password for this file Iwnw (]
Password in HEX 776f77 ]
H Save... V CK
|'El'f24;."EEl 15 12:39:55 PM - 'wow' is a valid passwnrd for this file v

Current password; wow Average speed: 9,762 p/fs
Time elapsed: 13s Time remaining:
Password length = 3, total: 140,608, processed: 131,924

93%

' ARCHPR. version 4.54 (c) 1997-2012 ElcomSoft Co. Ltd. I
i -

https://www.elcomsoft.com
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Other Application Software C

[HFI

Hacking Forensic
| NVESTIGATOR

Password Cracking Tools

Office Password Cracking Software PDF Cracking Software
Stellar Phoenix Office Password m PDF Password Recovery
Recovery N

http://www.top-password.com
http://www.stellarinfo.com

PDF Password Genius

http://www.isunshare.com

gjﬁ Online Password Recovery
[T"'J‘ http://www.password-find.com

SmartKey PDF Password
Recovery

http://www.recoverlostpassword.com

Office Password Genius

E'_' http://www.isunshare.com

- Office Password Recovery
[ ] Lastic

el http://www.passwordlastic.com

Tenorshare PDF Password
Recovery

http://www.tenorshare.com

http://www.guapdf.com

= SmartKey Office Password | | — T
ﬁ y v | FI g’l—_ﬂ Guaranteed PDF Decrypter
Recovery | - =mm]

http://www.recoverlostpassword.com i ] | —
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Other Application Software

Password Cracking Tools (Cont’d) c HFI

ZIP Password Cracking Software RAR Cracking Software
| Accent RAR Password
Accent ZIP Password Recovery l\
http://passwordrecoverytools.com % Recove ry

http://passwordrecoverytools.com

=V 21p password Genius

1- J‘ http://www.isunshare.com

RAR Password Genius

http://www.isunshare.com

., SmartKey ZIP Password

- Recovery
o http://www.recoverlostpassword.com

- KRyLack ZIP Password
M Recovery

et —an http://www.krylack.com

= Stellar Phoenix Zip Password rﬁﬂ KRyLack RAR Password
- Recovery " |mml  Recovery

http://www.stellarinfo.com | [ =1 http://www.krylack.com

cRARk 5.1

http://www.crark.net

SmartKey RAR Password
Recovery

http://www.recoverlostpassword.com
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Other Password Cracking Tools

C/HFI

Hacking Forensic

Compuler i
| NWESTIGATOR

LOphtCrack Ophcrack

LOphtCrack is a password auditing and recovery Ophcrack is a Windows password cracker
application packed with features such as scheduling, based on rainbow tables. It comes with a
hash extraction from 64-bit Windows versions, and Graphical User Interface and runs on
networks monitoring and decoding multiple platforms

: Blgriu

g- H @ P | w U A Cracked Agcounts r i~ - h'l-. ‘?L.

Weak Patswords | | =i o
Run Impar  Impod I Pauie  Tlep  Sedtian il : | i Load Delate

Gy
Wizard Hathes From Snifer Oiptions : Ewpired Accounts =

-

- - = Progress Statiatien | Preferences
Run . Repodt
User havme LM Password | <8 | Password User LM Hash NT Hash LB Pawd 2

| =3 i Administrater IdécfeldBaed...
ASPNET * missing * ., . CEOF1BFOCF i § ASPNET SB3E12E5087EB..
C * missing * ' EDATERD4TE || -9 i - BEB294EIESALS...

Guest INdbcfeld1baed..

pakin * megsing * ; TATIERSIT

- y HaomeGraupUs... CO0BEXSEEZECE...
® mneggng ~ a ROCATBAC0BIA nash [-+3

|john \DCBE342B805F 79... |
LAMGLIARD_11_.. IMACARRTFCADL

Directory Progress

10,/08/2013 18:41:24 Entered NTLM Dicr.h:nnar}.ll audit

10/08/2013 18:41:34 Cracked NTLM password Tor adsinjohn with picrionary Crack.
10,/08/2013 18:41:35 Exited NTLM Dictionary aAudit

10/08/2013 18:41:35 Entéred NTLM Mybrid avdit

http://www.l0phtcrack.com http://ophcrack.sourceforge.net
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Other Password Cracking Tools
(Cont’d)

Cain & Abel

. It allows recovery of various kind of passwords
by sniffing the network, and cracking
encrypted passwords using dictionary, brute-
force, and cryptanalysis attacks

C/HFI

Hl king Forensic
u\f\lhn‘HH

ﬂﬂlﬂ” I

RainbowCrack

. RainbowCrack cracks hashes with rainbow
tables. It uses time-memory tradeoff
algorithm to crack hashes

==k

‘A
File Yew Copnfigure Tools Help

I OHBRE +Y B RIDEEaOEE O ¢ i
|2 Decoders r& Network |9 Sniffer | Cracker | Tracercute |HA coU I'ﬁ,' Wireless IE}‘I Query |

]T’q Passwords = | | Timestamp [ FTP server J Cloert [ Lisermame Passwoard
tﬂm 10/01/2014 - 163516 10.0.0.10 10,0011 Martin apple
25 HTTP (36)

B IMAP (3

) LDAP (D)

P POP3 (%)

wh SME (0)

EM Telnet (0

VNC (0)

& TS (% =
2h TNS () =
&3 SMTP ()

W NNTP (D)

DCERPC (0)

3 MsKerb5-PreAuth
B Radius-Keys (0)

0 Radius-Users ()
% cam

&5 IKE-PSK (0)

T MysaL (o)

(=) SHMP (D)

3 S (0 w

J{ ] * E:EEIEJ
Li Haorsts I@ APR I*I'F Fouting I r". Passwords I,ﬁ ViolP I

Lost packets 6%

http//www.oxid.it

Fula

Edit Rainbow Table Help

Hash PlainTtext Flaintext in Hex CoEment

[+ 040bTcf4a55014018581 30064450209 ? ? Admin

[v] 975a0e192a2737351 32370247 Tdae ? 7 Hartin
|+ 9£27410725abBccBB54a2769cTa516b8 green ETT2E5656a Juggyboy
[+ de5Teedft45Bce06fboSEbT6a58c5cad 7 ? Jascn
'-f' 9B fEbodd821d3T3cadedeBI2EdTh4lE teat T4EETITY Sheela
[v] 10£12c£2052be05007060b9c5a8e3822 ? ? Jahhny

Hesaages

C:vDaeza\ChDeakroph ralnbowerack=1. 3-winé4\=ds loweralpha-numezicil-5 0 10000x9682 0.XT s
010630654 Dywes mEmoIy available
1 x 1545912 bytea mezmory allocated for table buffer
SE0000 bytes memory allocated for chain traversse
disk: CiwUsera\ChDeakuophrainbowecrack-1.5-winéd\mdl loweralpha-nusericdl-5_0_10000x5682 O.re: 15451
searching for 6 hashes...
plaintexs of 9£27410725ab8ccEf54a2T69cTa516b8 1 green

disk: finished Deading all filea

atatiaticsa

plaintexc found: £ af &
cotal cime: 116.31 2
cime of chain Traverae: B7.27 a

rm check:

I CpeTacigon:

http://project-rainbowcrack.com

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.



Other Password Cracking Tools

(Cont’d)

pwdump? and fgdump

pwdump7 . exe

& Administrator: Command Prompt

Cislindowsssystend? ded GivlserssGunlesktop pwdunp?

CisllzepssOuDesktopspudunp? FPulunp?
wdunp v?7.1 - raw password extractor
Huthor: Andees [Tarasco Acuwna

url: http:ssva.514.es

Adninistrator:588:H0 PASSUORD smwmmmmmmmmmnnummnnnn: 31 CFEADI6AEY 31 B73CHYD7EBCHS
S0z z:

ot 2501 (WO PSS D ebetenkeiseiiat-ste et ot bbbt bben = W00 TS S L) T T it s o i = 2
C:1BB1:NO PASSHORDwwwuusssnsmmnnnsnnunnnsn:§E8294EIESAL392D4D1 7ESEDATESDATE: : :
HoneGrouplserd s 10603 :NO  PRS S0 Ry w00 un kot o - k00 CHRB E2 S E6 2 ECB 1ACEA4F1 956 CF2
BESSG:::

C/HFI

Hacking Forensic
INVESTIGATOR

Computer

g : ASPHET : 1884 :H0  PRSSUN0D R stk oot D PR EL 2 ESHE 7ERSAFI6SE4ECE DF1 BFACF: & & '3-:":" "{'.'I'EE’E
" B
- b LANGUARD _11 _USER:1G8E6 : NO  PAS SNy w0t -k e £ 31 AR B FCABADFFI6 T8 498CA1 ﬁ.‘a"
) FECABIAz::
- : CasllzepssCiDesktopspuwdunp? >
fgdump works like
http://www.tarasco.org pwdump but also
i 8 extracts cached
credentials and
allows remote
[ Administrator: Command Prompt network execution
CrisllsersswCuDeshktop™Fgdunp=2 .1 . B-exeon Lyl f gdunp
= ghump 2.1.8 = Fizzgig and the mighty group ac Foofusz.net
o hritten to make jBmBkun’sz life just a bhit sasier
e~ Copyright{C) 2808 Fizzqgig and Foofus net
~ L Fogdump comes with ABSOLUTELY MO WAKEAWIYY Th
- : hiz iz free software. and gou are welcome to redistribute it ESE
'__.I inder certain conditionz; zee the COFYIWNG and READHE fFilesz fomr le tﬂﬂf
o ore infornation.
-.-l'-"'"-l-. » run Ivj s mu
m".,;; i 3 ..-gh:.-r.-.wr'u:t-:r:: gpecif ied. doing a local dump. Bpecify -7 if vou are looking fo admf- i .”‘h Sf'

Attacker

fgdump.exe -h 192.168.0.10
-u AnAdministrativeUser -p
l4mepd sswlrd

Dumps a remote machine
(192.168.0.10) using a specified
user

session 1D Z2EB13=-18-HY-17=48-3%
starting dumnp on 127.8.8.1
we Baginning local dumnp ==
08 {127.8.8.1%: Hicrosoft Windowsz Unknown Professional {(Build 9431 <64-hit}
i'.'l'!i LR ] I'I:E!: I:E"I'I'FI!I:I. !:LH:I:IH:!:‘E!I I ]:}
Cache dunped successfFully
-— SRRy -

‘ailed servers:

ONE

TEPYER

http://foofus.net

: [
Pri wargEErr Ao,
S
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Other Password Cracking Tools

(Cont’d)

Offline NT Password &

Registry Editor
http://pogostick.net

Password Unlocker Bundle

http://www.passwordunlocker.com

Proactive System Password
Recovery

https://www.elcomsoft.com

John the Ripper

http://www.openwall.com

Wfuzz

http://www.edge-security.com

Compuler

Hacking Forensic
| NVESTIGATOR

(. ) Active@ Password Changer

_@ http://www.password-changer.com

]
{{;ﬁ;q Passware Kit Standard
=S

: ’ https://www.passware.com

https://www.passwordunlocker.com

B O\ ,
(bd) Windows Password Unlocker
H

LSASecretsView

http://www.nirsoft.net

6& -
R
ﬁ LCP

http://www.lcpsoft.com

ot
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Other Password Cracking Tools

C/HFI

Hacking Forensic
| NVESTIGATOR

Compuler

Password Cracker

http://www.amlpages.com

Kon-Boot
http://www.thelead82.com

Windows Password Recovery
Tool

http://www.windowspasswordsrecovery.com

Hash Suite

http://hashsuite.openwall.net

InsidePro

http://www.insidepro.com

e

A f
ke

Windows Password Recovery

http://www.passcape.com

Password Recovery Bundle

http://www.top-password.com

ISunshare Windows Password
Genius

http://www.isunshare.com

THC-Hydra

https://www.thc.org

Windows Password Breaker
Enterprise

http://www.recoverwindowspassword.com
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Anti-Forensics Techniques:
Steganography

Compuler

Hacking Forensic
| NVESTIGATOR

Steganography is a technique of hiding Often, intruders use the steganography

a secret message within an ordinary technique to hide information about their
message, and extracting it at the illegal activity (list of the compromised
destination to maintain confidentiality servers, source code for the hacking tool,
of data plans for future attacks, etc.)

Utilizing a graphic image as a coveristhe [ Steganography disrupts the process of
most popular method to conceal the data forensics investigation, which can,
in files however, be overcome by using

steganalysis tools and techniques
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Types of Steganography, based

on Cover Medium

Image
Steganography

Audio
Steganography

White Space
Steganography

Natural Text
Steganography

Document
Steganography

Video
Steganography

DVD-ROM
Steganography

Hidden OS
Steganography

Folder
Steganography

Spam/email
Steganography

Web
Steganography

C++ Source Code

Steganography

Lon

C/HFI

Hacking Forensic
I NVESTIGATOR

1puter
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Steganalysis C/HFI

Hacking Forensic
| NVESTIGATOR

Compuler

. Steganalysis is the art of discovering and rendering covert messages using steganography

Challenge of Steganalysis

_
\ T 1_
—l J

L

a

S
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Steganalysis Methods/Attacks on

Steganography C HFI

Comparison of the stego-
object and the cover
medium is done to identify
the hidden message

Only the stego-object is
available for analysis

Stego -only

Generates stego objects
from a known message
using specific
steganography tools in
order to identify the
steganography algorithms

You will have access to
the stego algorithm, and
both the cover medium
and the stego-object

Known -stego Chosen -message

You will have access to You will have access to

the hidden message and Known -message Chosen -stego the stego-object and
the stego-object stego algorithm
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C/HFI

Hacking Forensic
I NVESTIGATOR

Detecting Steganography

Computer

Software Clues on the o ~Ne A VT —— T
Computer 5
& Steganographic investigators need to be -~ Non-steganographic software might
familiar with the names of common offer clues that the suspect hides files
steganographic software and related inside other files
terminology, and websites about — Users with binary (hex) editors, disk
steganography wiping software, or specialized chat
8 Investigators look for file names, website rﬁj_ software might demonstrate an
references in browser cookie/history ?ﬁ inclination to alter files and keep
files, registry key entries, email = information secret
e —

messages, chat/instant messaging logs,
comments made by the suspect or
receipts that refer to steganography

© These will provide hard clues for the
investigator to probe deeper
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Detecting Steganography (Cont’d) ._C HFI

| NVESTIGATOR

Multimedia Files Type of Crime
O Look for the presence of a large volume of ~ The type of crime being investigated may
suitable carrier files also make an investigator think more about

steganography than other types of crime
O A computer system with an especially large

number of files could be steganographic ~ Child pornographers, for example, might use
carriers, and are potential suspects steganography to hide their wares when
posting pictures on a website or sending

O This is particularly true if there are a them through email

significant number of seemingly duplicate

“carrier” files < Crimes that involve business type records
are also examples where steganography
might be used because the perpetrator can
hide the files but still get access to them;

= consider accounting fraud, identity theft
%ﬁj ‘: : (lists of stolen credit cards), drugs, gambling,

— hacking, smuggling, terrorism, and more
MP3 MPEG INg geling |
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Detecting Steganography (Cont’d) _C_ HF]

Hacking Forensic
| NVESTIGATOR

J For text files, alterations are made to J The hidden data in an image can be
the character positions for hiding the | detected by determining changes in
data size, file format, the last modified

timestamp, and the color palette
pointing to the existence of the hidden
data

J The alterations are detected by
looking for text patterns or
disturbances, language used, and an
unusual amount of blank spaces J Statistical analysis method is used for

Image scanning
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Detecting Steganography (Cont’d) C HF]

Hacking Forensic
| NVESTIGATOR

4 )

Statistical analysis method can be used for detecting audio steganography as it
involves Least Significant Bit (LSB) modifications

(P

Inaudible frequencies can be scanned for hidden information

(P

Odd distortions and patterns show the existence of the secret data

® Detection of the secret data in video files includes a combination of methods
used in image and audio files

© Special code signs and gestures can also be used for detecting secret data
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Steganography Detection Tool:

Gargoyle Investigator™ Forensic Pro C HFI

Comp
OMPEETE  INVESTIGATOR

J Gargoyle Investigator™ Forensic Pro provides inspectors with the ability to conduct a quick search on a given
computer or machine for known contraband and hostile programs

Its signature set contains over 20 categories, including Botnets, Trojans, Steganography, Encryption, Keyloggers,
etc. It helps in detecting stego files by using BlindSide, WeavWav, S-Tools, and other steganography tools
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Steganography Detection Tools

Compuler

Xstegsecret

http://stegsecret.sourceforge.net

StegAlyzerSS

http://www.sarc-wv.com

StegSecret

http://stegsecret.sourceforge.net

Steganography Studio

http://stegstudio.sourceforge.net

Virtual Steganographic

1\
4 SLEEANZCEAS Laboratory (VSL)

http://www.sarc-wv.com

g http://vsl.sourceforge.net
A A
=14 StegAlyzerRTS - Stegdetect
3 http://www.sarc-wv.com : | https://qgithub.com
StegExpose ImgStegano

https://github.com http://wwwl.chapman.edu
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Anti-Forensics Techniques: Data

C/HFI

Hidil'l.g' in File System Structures Computer Hacking Foresic

Intruders use tools and techniques that hide data in various locations of a computer system (slack
space, memory, hidden directories, hidden partitions, bad blocks, ADSs, etc.), which are often
overlooked by modern forensic tools

Slacker — Part of the Metasploit framework that hides data in the slack space of NTFS file system
FragFS — Hides data within the NTFS Master File Table (MFT)

RuneFS — Hides data in “bad blocks” inode

KY FS — Hides data in null directory entries

Waffen FS — Hides data in ext3 journal file

2 8 8 8 8 =

Data Mule FS — Hides data in inode reserved space

Other areas where data can be hidden include:

. Host Protected Areas (HPA) and Device Configuration Overlay (DCO) areas of modern ATA hard drives

. Data hidden in these areas is not visible to the BIOS or OS, but it can be extracted with special tools
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Compuler

Trail Obfuscation

. &

J The purpose of trail obfuscation is to confuse, disorient, and distract the forensics
Investigation process

J Attackers mislead investigators via log tampering, false e-mail header generation, timestamp
modification, and various file headers’ modification o

Some of the techniques attackers use for data/trail obfuscation:
Log cleaners

Spoofing

Misinformation

Zombie accounts

2 B B 8 =

Trojan commands

Traffic content obfuscation can be attained by means of VPNs and SSH tunneling
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Anti-Forensics Techniques:

Computer

Trail Obfuscation (Cont’d)

Timestomp is one of the most widely used trail obfuscation tools that allow deletion
or modification of timestamp-related information on files
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Anti-Forensics Techniques: C

Artifact Wiping

J Artifact wiping involves various methods aimed at permanent deletion of particular
files or entire file systems

Artifact wiping methods:

Disk Cleaning Utilities File Wiping Utilities
© Uses various methods to overwrite the © Deletes individual files from an operating
existing data on disks system
© Some of the commonly used disk . @ Some of the commonly used file wiping
cleaning utilities include BCWipe Total | utilities include BCWipe, R-Wipe & Clean,

WipeOut, Active@ KillDisk, CyberScrub’s : Eraser, CyberScrubs PrivacySuite, etc.
cyberCide, DriveScrubber, Shredlt, |

Secure Erase, etc.

http://www.recovermyemail.com
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Artifact Wiping (Cont’d)
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J Disk degaussing/destruction techniques

@ Disk degaussing is a process by which a magnetic field is
applied to a digital media device, resulting in a entirely
clean device of any previously stored data

@ Physical destruction of the device is one of the most
widely used techniques to ensure data wiping

@ NIST recommends a variety of methods to accomplish
physical destruction of the digital media, which includes
disintegration, incineration, pulverizing, shredding and
melting

@ Intruders use disk degaussing/destruction techniques to
make the evidentiary data unavailable to forensics

investigators
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Anti-Forensics Techniques:

C/HFI

Overwriting Data/Metadata

J Intruders use various programs to overwrite data on a storage device, making it difficult or impossible to
recover. These programs can overwrite data, metadata, or both

J  Overwriting programs (disk sanitizers) work in three modes:
© Overwrite entire media
® Overwrite individual files

@ OQverwrite deleted files on the media

Overwriting Metadata:

J Investigators use metadata to create a timeline of attacker actions by organizing all of the computer’s
timestamps in sequential order

J Though, attackers can use tools to wipe the contents of media, that action itself might draw the attention of
investigators, therefore, attackers cover their tracks by overwriting the metadata (i.e. access times), rendering
the construction of timeline difficult

J  Ex: Timestomp (part of the Metasploit Framework) is used to change MACE (Modified-Accessed-Created-Entry)
attributes of the file

J Another way to overwrite metadata is to access the computer in such a way that metadata is not created

Examples: Mounting a partition as read-only, or accessing through the raw device, prevents the file access
times from being updated

Setting Windows registry key “HKLM\SYSTEM\CurrentControlSet\Control\FileSystem\NtfsDisableLastAccessUpdate” to 1
disables updating of the last-accessed timestamp
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J Data encryption is one of the commonly used techniques to defeat forensics investigation
process

J Intruders use strong encryption algorithms to encrypt data of investigative value, which renders
it virtually unreadable without the designated key

J Also, most encryption programs are capable to perform additional functions which include use of |
a key file, full-volume encryption, and plausible deniability that makes the investigator’s job more
difficult

J Built-in encryption utilities provided by Microsoft for Windows 7 and later:

© BitLocker encrypts an entire volume

@ Encrypting File System (EFS) - encrypts individual files and directories

J VeraCrypt is one of the most widely used tools for anti-forensics encryption
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Encrypting File System (EFS):

C/HFI

RECOVGI"Y Certificate Computer| Jacking Fores

You can recover EFS-encrypted files in case of a damaged or lost encryption key by means of a
recovery certificate

Note: You must be logged on as an administrator to perform the steps given below. Also, the
given steps are not applicable to Windows 7 (Starter, Home basic, and Home Premium)

® OpenaCommand Prompt window
® |Insert a removable media such as a disc or USB drive to store the certificate

@ Navigate to the directory on the removable media drive where you want to store the
recovery certificate by typing in the removable media drive letter, and then press Enter

@ Type cipher /r:i<file name> (file name is the name to be given for the recovery certificate),
and press Enter

@ Note: If prompted for an administrator password or confirmation, type the password or
provide confirmation
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Encrypting File System (EFS): CIHFI

Recovery Certificate (Cont’d)

Step 2: Install the recovery certificate

@ Insert the removable media that contains the recovery certificate
@ In the Run utility, type secpol.msc, and press Enter

@ Note: If prompted for an administrator password or confirmation, type the password or provide
confirmation

@ In the left pane, double-click Public Key Policies, right-click Encrypting File System, and then click
Add Data Recovery Agent...

@ Inthe Add Recovery Agent Wizard, click Next, and then navigate to the recovery certificate

@ C(lick the certificate and click Open. When asked if you want to install the certificate, click Yes,
click Next, and then click Finish

@ Now open a Command Prompt window, type gpupdate, and then press Enter

© Log on to the account used when the files were first encrypted
® Open a Command Prompt window, type cipher /u, and then press Enter

Note: If you do not choose to update encrypted files with the new recovery certificate right at that
time, the files will automatically be updated the next time you open them
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Advanced EFS Data Recovery Tool

Advanced EFS Data Recovery helps
to recover EFS-encrypted files
under various circumstances:

~ EFS-protected disk inserted into a
different PC

~ Deleted users or user profiles

~ User transferred into a different
domain without EFS consideration

~ Account password reset performed
by system administrator without
EFS consideration

— Damaged disk, corrupt file system,
or unbootable operating system

— Reinstalled Windows or computer
upgrades

~ Formatted system partitions with
encrypted files left on another disk

C/HFI

Hacking Forensic
| NVESTIGATOR

Compuler

EFS melstedfiles Encryptedfiles  File tree

FiaName/UserName Size Type Comments

Scanning logical disk C:

Scan for keys...

% |ger password,..

sasawonds from
Program iz scanming logical disk to fird EFS related data, lictionary...
This may take several mirutes 1o complete.
n_:l SYSKEY...
MFT records scanned: 27B7248 of 344578 i
EFS related data files foumd: 1615 | Cedificate. ..
Time elapzed; 38 zec
a2
Tatal seanned:
Cancel
Backup d
£ > Restore data._..
Decrypted Mot decrypted

Advanced EF5 Data Recovery Trial Edition, @ 2003-2014 Elcom5oft Co.Ltd.

https://www.elcomsaoft.com
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Encrypted Network Protocols

Intruders deploy cryptographic encapsulation protocols such as SSL/TLS and SSH
for anti-forensics purpose

SSL/TLS and SSH protocols encrypts the network traffic, protecting only its content.
However, protection against traffic analysis requires the use of intermediaries

Onion routing combines both approaches with multiple layers of encryption, such
that no intermediary knows both ends of the communication and the plaintext
content
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Anti-Forensics Techniques: C

Program Packers

J Packer is a program used to compress or encrypt the executable
programs

="

J Intruders use packers to hide attack tools from being detected by
reverse-engineering, or scanning

J Some of the widely used packers: PECompact, BurnEye, Exe Stealth
Packer, Smart Packer Pro, etc.

) Packed programs that require a password to be run are considered
to be strong. Whereas, the one’s which do not require a password
are vulnerable to static analysis

r T
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Rootkits

J The use of Rootkits can be
considered as another data hiding
technique that intruders often use to
mask their tracks and the presence
of malicious applications or

processes running on the
systerr > o)

J Types of rootkits:

A J Rootkits are effective only in the
: course of a live analysis of the
system under investigation

© Hypervisor Level Rootkit
J Some of the commonly used

rootkits: Avatar, Necurs,
Azazel, ZeroAccess, etc.

® Hardware/Firmware Rootkit
© Kernel Level Rootkit
Boot Loader Level Rootkit

Application Level Rootkit

P O @

Library Level Rootkits
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Detecting Rootkits

Compuler

Integrity-Based
Detection

It compares a snapshot of the file system, boot records, or memory with a
known and trusted baseline

Signature-Based This technique compares characteristics of all system processes and executable
Detection files with a database of known rootkit fingerprints

Any deviations in the system’s normal activity or behavior may indicate the
presence of a rootkit

Heuristic/Behavior-
Based Detection

Runtime Execution This technigue compares runtime execution paths of all system processes and
Path Profiling executable files before and after the rootkit infection

Enumerates key elements in the computer system such as system files, processes,
and registry keys, and compares them to an algorithm used to generate a similar
data set that does not rely on the common APls. Any discrepancies between these
two data sets indicate the presence of a rootkit

Cross View-Based
Detection
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1 Run "dir /s /b /ah"and "dir /s /b /a-h"inside the potentially
infected OS and save the results

Boot into a cleanCD, run "dir /s /b /ah"and "dir /s /b /a-h" 2
on the same drive and save the results

3 } Run a clean version of WinDiff on the two sets of results to detect file-hiding
| ghostware (i.e., invisible inside, but visible from outside)

Note: There will be some false positives. Also, this does not detect stealth software that hides in BIOS, video card EEPROM, bad
disk sectors, Alternate Data Streams, etc.
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Computer

Minimize Footprint

Jd Memory Injection and Syscall Proxying

@ Inthe buffer overflow exploit, an intruder injects and executes the code in the address space of
a running program, thereby altering the victim program’s behavior

© Usually, buffer overflows are intended to access the remote system, after which attack tools are
uploaded, which get saved in the target machine’s hard disk

@ Userland Execve Technique:

— Loads and runs programs on the victim’s machine without using Unix execve() kernel call, thus
defeating kernel-based security systems

— Syscall proxying is a technique whereby the attacker uploads system call proxy, which receives
remote procedure calls from the attacker’s machine, executes them on the victim’s machine, and
sends back the results to the attacker

J Advantage — no need to upload attack tools on to the victim’s machine

. Disadvantage — Increases network traffic between the attacker and victim machine leads to
possible problematic latency
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Minimize Footprint (Cont’d)

Live CDs

@ Portable OS distribution that boots and runs from a read-only device

@ Live CDs may include GUI and tools for pen testing, forensics, anonymous browsing, etc.

Bootable USB Tokens

@ Similar to a Live CD except that the OS distribution is contained within an USB device. These devices store
more information than CDs, and allow data encryption

=Y

e

s I N R R R s R

@ Attacker can boot a copy of OS from a Live CD or bootable USB token on to a PC provided by the institution,
use it to attack a series of computers, and then turn off the PC. This leaves no trace of an attack on the
computer for later investigative analysis.

Virtual Machines

@ Usually store all of the states associated with the client OS to files on the storage media of the host
computer

@ Attackers have to just securely delete the files associated with the virtual machine to erase all the evidence

@ Also, most of the forensics investigation tools fail to detect rootkits running in a virtual environment I
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Minimize Footprint (Cont’d)

J Anonymous identities and storage:

Intruders create fake accounts via Gmail, Yahoo, Dropbox, etc. to
protect their identity. Also, the storage capacity of accounts is now
increased, which attackers utilize to store attack tools and

captured information

J In doing so, there is a reduction in the evidence required for
forensics investigation process
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Anti-Forensics Techniques:

C/HFI

Exploiting Forensics Tools Bugs

Having access to a CFT or knowledge on how it works, helps attackers to craft data that show bugs within the CFT.
When properly triggered, these bugs can fulfill many anti-forensics goals

J Failure to validate data
CFTs that fail to validate their input data can possibly be subverted

An attacker can craft data to exploit buffer-overflow bugs in network monitoring tools such as tcpdump, Snort, and
Ethereal

@ In specific, it is easy to exploit this vulnerability in a network forensics analysis tool as it is exposed to much of the
traffic from an attacker

J Denial of service attacks
Any CFT resource (memory, CPU, etc.) whose use is determined by input data is subject to a possible DoS attack

© Ex: Carefully crafted regular expressions can cause Windows log file analysis tools to hang

® Others offensives include compression bombs that cause DoS attacks on CFTs and tools analyzing the content of
container files

- Fragile heuristics

® An attacker having knowledge about the heuristics that a CFT uses to identify files can exploit them

® Ex: EnCase identifies a Windows file as executable if it has an .exe extension and the letters “MZ” as the first two
characters

@ Tools such as Transmogrify converts a text file into an executable by changing the .txt extension to .exe and placing
the letters “MZ" at the start of the file, which tricks EnCase into identifying it as binary, and not scanning it
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Forensic Tool Activities

Anti-forensics tools (AFTs) have the capability to change their behavior on detecting the use of CFT

Ex: A Worm may not propagate if it discovered that the network is under surveillance

Using Self-Monitoring, Analysis and Reporting Technology (SMART):
- SMART built into hard drives report:

® Power cycle count

® Power On time

® Log of high temperatures the drive has reached

® Other manufacturer-determined attributes

_J These counters can be consistently read by user programs and cannot be reset

J AFTs read these SMART counters to identify forensics analysis attempts, and modify their
behavior accordingly

Ex: High Power On time might indicate that the hard drive has been imaged
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Computer

Forensic Tool Activities (Cont’d)

Two primary techniques to detect network forensics:

- Detecting hosts in “Promiscuous” mode

€ Many network forensics tools use an Ethernet interface in promiscuous mode to capture all
packets on the LAN

@ Often, these tools are not configured in such a way that they do not transmit on the network that
IS being examined

@ Thus, they can be detected by the way they respond to pings, ARPs, and malformed IP packets

-J  DNS monitoring

© Attacker sends packets across a network with their destination as an Ethernet and IP address that
Is on the subnet but currently not in use. It has a source address from a rear network

€ Network monitoring tools on viewing such packets make a reverse DNS request in an attempt to
resolve the hostname

@ By noticing that the DNS server is handling such requests, an attacker may conclude that packets
are being monitored
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J Train and educate the forensic investigators about anti-forensics

J Validate the results of examination using multiple tools

J Impose strict laws against illegal use of anti-forensics tools

J Understand the anti-forensic techniques and their weaknesses

J Use latest and updated CFTs, and testing them for vulnerabilities

_J Save data where the attacker can’t get at it, such as log hosts, CD-ROMs, etc.

J Useintelligent decompression libraries to defend against compression bombs

J Replace weak file heuristics with stronger ones
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Anti-Forensics Challenges

Computer

Anti-forensics is a new field and is unexplored

There is no proper framework or standards for anti-forensics

It is highly dependent on the computer forensics
loopholes
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Anti-Forensics Tools: Privacy
Eraser

» Privacy Eraser protects your privacy by deleting browsing

history and other computer activities

It will erase all digital footprints - browser cache, cookies,
browsing history, address bar history, typed URLs, saved
passwords, Windows' run history, search history, recent
documents, temporary files, recycle bin, clipboard, DNS

cache, log files, etc.
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http://www.cybertronsoft.com
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Computer

Rootkit

Anti-debugging

Avoids unhide, |sof, ps, and Idd detection
Azazel is a userland
rootkit written in C based
off of the original
LD_PRELOAD technique
from Jynx rootkit

Hides files, directories, and remote connections
Hides processes and logins

PCAP hooks avoid local sniffing

PAM backdoor for local and remote entry

Log cleanup for utmp/wtmp entries

OMIXC=->MmMmmm
®> © © O ©®© © O o

Uses xor to obfuscate static strings

git clone

LD PRELOAD=/lib/libselinux.so bash -l
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C/HFI

Hacking Forensic
INVESTIGATOR

Computer

QuickCrypto

Version Running : 4.1t
{Quick Crypto Utimate Edition)

" Encrypt Text . Decrypt Text

"Encrypt Text Decrypt Text | [SNRRNAEN
- = Archie-iax

Create Vol Mount Vol DisMount All ki

Registration Number :

& -y

—— pr || 422C7-2234-MAX
EncryptFiles ° - DecryptFiles ,

L ;|
B B o 8
- g e Ml ieie]
i Encrypt Folder - " Decrypt Folder .
e “Encrypt Folder 2 Decrypt Folder = || NNNRUNIRNUN

Hidw Files 7 . Hide Fold

Internet Web Browsing

Shred Files | . ShredF View IE CONTENT indes DAT ;
" OpenFile

Save Fils View IE COOKIE indax DAT ! View IE COOKIE FILES

Wigw [E HISTORY Index CRAT e View [E HISTORY FILES

o F
ﬁ;l : View TYPED I URLs —‘-"‘“" FLASH Cooloes
mw =
Copy Paste a FaeFou History Chrome Cookies

! ) QuickCrypto allows text
files, image files, audio | e e ' e
’ : Explorer . Monitor ] S "

files, etc. to be hidden , -

and encrypted prior to T
hiding

" Chilsers\PaulAppDatal 2XVX50DL www jiathis comicodalsw

Crhilsars\PauldpoData\Roamin: : QDL wrwew. nwalb com'Brands\RSA

|

http://quickcrypto.com
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Anti-Forensics Tools CHFI
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!;!‘!"‘ﬂ Steganography Studio " G . OmniHide PRO
G : http://stegstudio.sourceforge.net _@ http://omnihide.com
=
. F
N  CryptaPix {{'_)q Masker
- f=f http://www.briggsoft.com — ? P “: http://www.softpuls.com
. . O\
GiliSoft File Lock Pro -4 DeepSound
http://qilisoft.com http://ipinsoft.net
——
whStego 6““ = DBAN
http://wbstego.wbailer.com ; ' http://www.dban.org
| |
i ‘M Data Stash - i Universal Shield
| ' http://www.skyjuicesoftware.com | - | http://www.everstrike.com
........ NIl
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Anti-Forensics Tools (Cont’d)

Ontrack Eraser Degausser
http://www.krollontrack.co.uk

BatchPurifier

http://www.digitalconfidence.com

Steganos Privacy Suite 17

https://www.steganos.com

Webroot’s Internet Security
Complete

http://www.webroot.com

Blancco Flash

http://www.blancco.com

C/HFI

Hacking Forensic
| NVESTIGATOR

Compuler

|1 Blancco 5
>

http://www.blancco.com

Secure IT
http://www.cypherix.com

e\f_, """ b ParetolLogic Privacy Controls

http://www.paretologic.com

Exiv2

http://www.exiv2.org

Invisible Secrets 4

http://www.invisiblesecrets.com
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Module Summary CHFI

Hacking Forensic
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d Intruders implement anti-forensics techniques to hinder or prevent proper
forensics investigation process

J Anti-forensics techniques include file deletion, password protection,
steganography, trail obfuscation, artifact wiping, overwriting data/metadata,
encryption, program packers, rootkits, exploiting forensics tool bugs, etc.

J Intruders may use anti-forensics tools such as Privacy Eraser, QuickStego, CryptaPix,
etc. to hide their malicious activities from being caught

J Strictly implementing countermeasures against anti-forensics may enable an
investigator to successfully deal with a case

i . e
=
v

[y CN =
= e

i g
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