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—>  After successfully completing this module, you will be able to: —

1

Describe the different types of disk drives and their characteristics

Understand the physical and logical structure of a hard disk

Describe hard disk partitions

Summarize Windows, Mac, and Linux boot Processes I

Understand various Windows, Linux and Mac OS X file systems I

Differentiate between various RAID storage systems

ol b G ol ol o 0

Demonstrate file system analysis |
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Hard Disk Drive (HDD)

) The HDD is a non-volatile, random access digital data storage device used in
any computer system

J It utilizes a mechanism that reads data from a disk and writes onto an
another disk

J The hard disk record data magnetically

Solid-state Drive (S5SD)

) The SSD is a data storage device that uses solid-state memory to store data
and provides access to the stored data in the same manner as a HDD

. It uses microchips to hold data in non-volatile memory chips and does not
contain any moving parts

J ltis very expensive per gigabyte (GB) and supports a restricted number of
writes over the life of the device

J It uses two memories:

- NAND-based flash memory: It retains memory even without power
- Volatile RAM: It provides faster access
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Physical Structure of a Hard
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Disk

J The logical structure of a hard disk is the file system and software
utilized to control access to the storage on the disk

J The hard disk logical structure has significant influence on the
performance, consistency, expandability, and compatibility of the
storage subsystem of the hard disk

Different operating systems have different file systems and use

various ways of arranging and controlling access to data on the
hard disk
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Hard Disk Interfaces CHFI

ATA/PATA (IDE/EIDE)

ATA (Advanced Technology
Attachment) is the official
ANSI name of Integrated
Drive Electronics (IDE), a
standard interface between
a motherboard’s data bus
and storage discs

SCSI

SCSI (Small Computer
System Interface) refers to
a set of ANSI standard
interfaces, based on the
parallel bus structure and
designed to connect
multiple peripherals to a
computer

Hacking Forensic
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Serial ATA (SATA)

It is an advancement of
ATA and uses serial
signaling unlike IDE’s
parallel signaling

Serial Attached SCSI

SAS is successor and an
advanced alternative to
parallel SCSI in enterprise
environments
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Hard Disk Interfaces (Cont’d)
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PC Workstation

USB Switch
PC workstation
Universal Serial Bus PC Workstation
Sharing Box : o
|
e rennnnnnnnl -
> [
External Drive PC Workstation

Fibre Channel

~ Fibre Channel (FC) is a point-to-point bi-directional serial interface that supports up to 4 Gbps data transfer
rates between computer devices

— It is particularly suitable for linking computer system servers to shared storage devices and for interconnecting
storage controllers and disk drives
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Tracks are the concentric circles on platters where all the information is stored
Drive head can access these circular rings in one position at a time

Tracks are numbered for identification purposes

E B 8 B

Read-write is done by rolling headers from inner to outermost part of the disk

Track Numbering:

Head Stack

@ Track numbering on a hard disk begins at 0 from the Assembly
outer edge and moves towards the center, typically Head 0
reaching a value of 1023

@ The read/write heads on both surfaces of a platter Head 1
are tightly packed and locked together on an Head 2
assembly of head arms

@ The arms move in and out together to physically hoag ¢
locate all heads at the same track number Heao

© Therefore, a track location is often referred by a o

cylinder number rather than a track number

© Acylinderisa group of all tracks that start at the Hassseess > Tracks
same head position on the disk i > Sector
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A sector is the smallest physical storage unit on the disk platter

It is almost always 512 bytes in size and a few additional bytes for drive control and error
correction

Each disk sector is labelled using the factory track-positioning data
The optimal method of storing a file on a disk is in a contiguous series

For example, if the file size is 600 bytes, two 512 bytes sectors are allocated for the file

Sector Addressing:

)

ot

Cylinders, heads and sectors (CHS) determine the address of the individual sectors on the
disk

For example, on formatting a disk, 50 tracks are divided into 10 sectors each

J Track and sector numbers are used by the operating system and disk drive to identify the

stored information
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Advanced Format: Sectors

Computer

New hard drives use 4096 byte (4 KB or 4K) advanced format sectors

Generation-one Advanced Format also called as 4K sector technology, efficiently uses the storage
surface media of a disk efficiently by merging eight 512 byte sectors into one single sector (4096 bytes)

After merging, the structure of 4K sector does not disturb the key design elements of the traditional
512-byte sector

l..} Gap

PELEEE > Sync
} Address Mark
: One 512 Byte Sector

Data Field 512 B"."I-EE . ECC 40 x 10 bit

symbols = 50 bytes
..... Q___ Eight 512 Byte Sectors

| i
} s12 | 512 512 512 512 512 512 512
! NI Bytes Bytes Bytes Bytes Bytes Bytes Bytes

Format Efficiency Improvement

- [w]
1T I [ I ]

One 4K Byte Sector

- = - .
.|.|..u..u.|.u.u..u.:.u..u.

Distributed
ECC
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J Acluster is the smallest logical storage unit on a hard disk. It is a set of track sectors, ranging from 2 to 32 or
more, depending on the formatting scheme in use

J The file system divides the storage on a disk volume into discreet chunks of data for efficient disk usage and
performance. These chunks are called clusters

J The process by which files are allocated to clusters is called allocation, so clusters are also known as
allocation units

J In the File Allocation Table (FAT) file system, the clusters linked with a file keep track of file data in the hard
disk's file allocation table

e AEARREREERERER

Cluster Size
J Cluster sizing has a significant impact on the performance of an operating system and disk utilization

Cluster size can be altered for optimum disk storage

2l
) The size of a cluster depends on the size of the disk partition and type of file system installed on the partition
) Larger cluster size (greater than one sector):

~ Minimizes the fragmentation problem

-~ Increases the probability of unused space in the cluster

= Reduces disk storage area to save information

~ PReduces the unused area on the disk
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) Slack space is the area of a disk cluster between the end of the file and the end of the cluster

2 If thefile size is less than the cluster size, still a full cluster is assigned to that file. The remaining

space remains unused and is called slack space. This remaining unused space is called slack
space.

. For example, if the partition size is 4 GB, each cluster will be 32 KB. Even if a file requires only 10
KB, the entire 32 KB will be allocated to that file, resulting in 22 KB of slack space

Cluster 4242 lSize: 2048 (2K)

N M T TR RN

User_File.txt JIET @7 ET

User File.txt

: Last 256 Or Slack Space Slack Space
First 512 bytes bytes Filled by OS
A Sector 1 A Sector 2 A Sector 3 A Sector 4 A
I | | |
512 Bytes 512 Bytes 512 Bytes 512 Bytes
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When the operating system marks clusters, as
used, but does not allocate them to any file,
such clusters are known as lost clusters @8 Administrator: Command Prompt N

A lost cluster is a FAT file system error that results
from in what manner the FAT file system allocates
.~ space and chains files together

Stage Z: Examining fTile name linkage ...

It is mainly the result of a logical structure
error and not a physical disk error

They usually occur because of interrupted file activities

such as, ‘the file is not correctly completed and closed’

thus, the clusters have involved never linked correctly to
e a file

CHKDSK is a system tool in Windows, that
authenticates the file system reliability of
a volume and repairs logical file system errors
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Bad sector is a Formatting a disk
damaged portion of enables the
a disk on which no operating system to Bad Sector
read/write operation identify unusable A
can be performed sectors and mark :
them as bad

Bad sectors are If data is in a sector
formed due ‘th mesbad......

to configuration |

problems or any
physical disturbances
to the disk
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Byte

Bit: Nibble: Byte
© Short for binary digit © Itis a group of 4 bits @ Itis a group of 8 bits
@ It is the smallest unit of and is half the size of a and twice the size of a
data stored in a Byte Nibble
© Notacommonterm as ©® One single character

computer and is
represented as a binary
value, either 1 (true) or
0 (false)

most microprocessors
use group of 8 bits or
higher to process data
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Hard Disk Data Addressing

Computer

Hard disk data addressing is a method of allotting addresses
to each physical block of data on a hard disk

CHS (Cylinder-Head-Sector) LBA (Logical Block Address)

= It addresses data by simply specifying the S It addresses data by allotting a sequential number
cylinder (radius), head (platter side), and to each sector of the hard disk
sector (angular position) 2 Itis used on SCSI and enhanced IDE drives

£ Itis used on most IDE drives
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2 Datais recorded onto a hard disk using
) _ a method called zoned bit recording
Track Density (also known as a multiple zone
It is defined as the recording)
space between tracks
disk . . .

S it 2 In this technique, tracks are combined
together into zones depending on
their distance from the center of the

Types of data disk
Gensities B0 | L @ Each zone is assigned a number of
a hard disk: ~ N
_ sectors per track
»
1 ‘\"—] —
Areal Density
It is defined as the Bit Density
number of bits per It is the bits per unit
square inch on a platter length of track
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Disk Capacity Calculation
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Disk Capacity Calculation
Question?

A disk drive has 16,384 cylinders, 80 heads, and 63 sectors per track.
Assume - a sector has 512 bytes. What is the capacity of such a disk?

Answer

The conversion factors appropriate to this hard disk are:
@ 16,384 cylinders / disk
@ 80 heads / cylinder
@ 63 sectors/ track

@ 512 bytes / sector

Total bytes = 1 disk * (16,384 cylinders / disk) * (80 heads / cylinder)
* (1 track / head) * (63 sectors / track) * (512 bytes / sector)

=42,278,584,320 bytes
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Hard disk Data stored as files CPU

Hard disk performance is
sl measured by these factors:

i : @ Data rate: It is a ratio of the
i e number of bytes per second

r __ — I'E.‘C|UE51Z5 the file, hard that hard disk sends to the
disk recovers the byte CPU
Data is stored on the content of the file and =
e Seek time: It is the amount
hard disk in the form of sends them to the CPU of time required to send
files one at a time for further the first byte of the file to
processing the CPU, when it requests
the file
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Partition

J The HDD partitioning is the creation of logical divisions CantiataIe Traeke)
upon a hard disk that allows user to apply operating /'/H
system-specific logical formatting

(

Primary Extended
Partition Partition
£ Itisadrive that holds the © Itis the logical drive that
information regarding holds the information
operating system, regarding stored data
system area, and other and files in the disk
information required for
booting
2 In MS-DOS and earlier

versions of Microsoft
Windows systems, the
first partition (C:) must
be a "primary partition"
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@ The BIOS parameter block (BPB) is a data structure in the partition boot sector

© |t describes the physical layout of a data storage volume, like the number of heads and the size of the tracks on the drive

@ BPB in file systems such as FAT12 (except for in DOS 1.x), FAT16, FAT32, HPFS, and NTFS defines the filesystem structure

© The BPB length varies for FAT16, FAT32, and NTFS boot sectors, due to different types of fields and the amount of data stored in
them

© BPB assists investigators to locate the file table on the hard drive

NTFS - Format of Extended BPB for NTFS (73 bytes):

Sector offset  BPB offset Field length Description

Format of full DOS 7.1 Extended BIOS Parameter Block
(79 bytes) for FAT32:

Sector BPB Field .
Description
offset offset length 0x00B Ox00 25 BYTEs DOS 3.31BPB
Ox00B 0x00 25BYTEs  DOS3.31EPB 0x024 0x19 BYTE Physical drive number (identical to DOS 3.4 EBPB)
Ox024 Ox19 DWORD Logical sectors per FAT
& P 0x025 Ox1A BYTE Flags etc. (identical to DOS 3.4 EBPB)
O0x028 Ox1D WORD Mirroring flags etc.
Extended boot signature (0x80 aka "8.0")
i Ox026 Ox1B BYTE
S IEEE R e EXErsion (similar to DOS 3.4 EBPB and DOS 4.0 ERPR)
0x02C O0x21 DWORD Root directory cluster
0x027 Ox1C BYTE Reserved
0x030 0x25 WORD Location of FS Information Sector
O0x032 Ox27 WORD Location of backup sector(s) Ll i 2Ll el
0x034 0x29 12BYTEs  Reserved (Boot file name) Ox030 Ux25 QWORD MEFT first cluster number
0x040 0x35 BYTE Physical drive number 0x038 0x2D QWORD MFT mirror first cluster number
e Lo Ll Flags etc. 0x040 0x35 DWORD MFT record size
0x042 Ox37 BYTE Extended boot signature (0x29)
Ox044 0x39 DWORD Index block size
0x043 0x38 DWORD Volume serial number
0x047 0x3C 11BYTE:s  Volume label Ox048 Ox3D QWORD Volume serial number
0x052 0x47 8BYTEs  File-system type 0x050 Ox45 DWORD Checksum
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® Holding a partition table which refers to the partitions of a hard disk

® Bootstrapping an operating system

® Distinctively recognizing individual hard disk media with a 32-bit disk
signature
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- Backing up the MBR
In UNIX/Linux, dd can be used to backup and restore the MBR

. Backup the MBR
dd if=/dev/xxx of=mbr.backup bs=512 count=1

) Restore the MBR
dd if=mbr.backup of=/dev/xxx bs=512 count=1

Description Size in bytes

440
0000 0000 0 Code Area (max. 446)
01B8 0670 440  Disk Signature (Optional) 4 T
1010010
01BC 0674 444 Usually Nulls; 0x0000 2 0010110
O1BE 0676 446 Table of Primar*ﬂy Partitinn? 64 =
(Four 16-byte entries, IBM partition table scheme)
O1FE 0776 510 55h MBR Signature;
’ 2
01FF 0777 511 AAh it
VIBR, Total Size: 446 + 64 =2 = 512

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.



Structure of a VMlaster Boot

Layout of 16-byte Partition Record

Offset Description
0x00 Status (Ox80 = bootable, 0x00 = non-bootable, other = malformed) | S
0x01 Cylinder-head-sector address of the first sector in the partition e W
0x04 Partition type |
0x05 Cylinder-head-sector address of the last sector in the partition e
0x08 (4 bytes) Logical block address of the first sector in the partition
O0x0C (4 bytes) Length of the partition, in sectors

Layout of IBM Extended Partition Record

Offset Description
0x00 Status bits (bit 0 = list on Boot Manager menu, other bits = reserved)

0x01 Space-padded partition name
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- Global Unique Identifier (GUID) is a 128-bit unique reference number used as an identifier in

computer software

. In general, GUIDs are displayed as 32 hexadecimal digits with groups separated by hyphens

Common Uses:

e

In Windows registry, GUIDs are used
to identify COM DLLs

In database tables, GUIDs are used
as primary key values

Website assigns GUID to a user’s
browser to record and track the
session

Windows assigns GUID to a
username to identify user accounts

ﬁ Registry Editer
File Edit Wiew Favomtes Help

L Uremistall

{1DEEGI91-BODS-35EC-B441-6616F S6TADFT)
[SFCEEDTE-FSDC-3TAB-B2BE-22AB3CEDETDA}
[3220EEFE-3BCD-3TVE-85585- 123980 TA0ACE}
[3%F413TD-6C26-2004-B0EE-2E5A4BBT1EDD}
{901-£0000-0024-0000-1000-0000000F F 1 CE)
{907 20000002 A - 0A00-1000-0000000FF 1 CE )
{901 £0000-0116-0408-1000-D000000FF1CE}
[923FBD26-9020-3998-9ATA-TIIDE1FOBS42)
[9493AEE4- ABST-39DE-BC42-B0GEEF TSECAT)
(AT4508E6-B013-3BE3-EFSF-045CEIERAZGE]
[CDASFE61 -ASCA-J4F5-ABAA-ECDDITC220ED}

[DdBB2FSE-T5E2-ADCH ,5!3 2-BESTIF235C4AD) ist

AddressBock
Connection Manager
DrectDrawEx
DXM_Runtinne
Fontcore

IESD

IE40ata

IESBAKEX

IEDiata

~I GUIDs

Microsoft Visual Studie 2000 Teols for Office Run

MobileOpticnPack

MPlayerd

Schedulingfgent

WIC

WinRAR archiver
LURL

Userficturelhange
<

>

L

Marme
ab [Diefault)

ab | A utherized COFPrefix

b\ Comments

ab [ pntact

o0 | Dis playMame
ab | DisplayVersion
s EstimnatedSize
b Helplink

ab HelpTelephone
b InstalliDate

b Installlocation
b InstallSource
% Language

20 MadifyPath
ive| Mo Madify

| NeRepair

ab| Pyblisher

ab Readme

i | sEstimabedSize?
ab Grs

#b UnimstallString
ab JRLInfoAbout
b URLUpdatelnfo
ne Version

Tid VersionMajar
i VersionMinor
e Windowslnstaller

£

Type

REG_5Z
REG_5Z
REG_5Z
REG_SZ
REG_SZ
REG_SZ

REG_DW...
REG_EXP...

REG_SZ
REG_SZ
REG_SZ
REG_5Z

REG_DW...
REG_EXP...
REG_DW...
REG_DW...

REG_SZ
REG_SZ

REG_DW...

REG_SZ

REG_EXP...

REG &2
REG_SZ

REG_DW...
REG_DW...
REG_DW...
REG_DW...

Data

(value not set)

Caution. Removing this product might prevent some applications fro

Microsoft Viswal C<+ 2010 x84 Redistributable - 10,0.40219
10.0.40218

D000Gees (235

hittp g crosoft.oomyfwlink T Linkld = 126008

20150304

a1 b 5451 2980 c3ocadBd 349504 C_Red xEh,
00000000 (07

MciExec.exe (4 1DEEG291-BODS-35EC- 2441 - 651 BF36TADFT)
Cre0000000T (1)

(00000001 (1)

Microsoft Corporation

CDO0D3TFT (147594)

MeiEwec.eve /X 1D8EG291- BOD5-35EC-B441-6616F36TADFT)
Dal09d b (1678122.73)

(eeDOO0000a (10

00000000 (0)
00000001 (1)

Computers HEEY_LOCAL_PMACHIMEVSOF TWAREMicrosoft WindowsyCurrertVersion\ Lininstall] 1 DEER2ST - B0 3-33EC- 8441 - 601 RF 30 TADE T}
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J Unified Extensible Firmware Interface (UEFI) |

replaces legacy BIOS firmware interfaces R Protective MBR

J UEFI is a specification that defines a software IBA1 Primary GPT Header

interface between an OS and platform LBA 2 o e | woe | oo

firmware |BA 3

Primary GPT

Entries 5-128
_] It Lses a pa rtitlﬂn SVStem knﬂwn ds GUID ---------------------

Partition Table (GPT) that replaces the o Tl

traditional MIBR éfij??j??j??j??jiiji:j::j::j..j..j..j..j..j..j..j..j..j.:j::j:EjEEjE?j??j??j??j??j?
Advantages of GPT disk layout: ;f;;f;;f;;f;;f;;f;;f;;f;;f;;f;;f;;f;;f;;f;;f;;f;;f;;f;;f;;f;;f;;f;;f;;f;;f;;f;;f;;f;

-~ Supports up to 128 partitions and uses 64-bit S Pﬂrtltlﬂrn 2 ------

Logical Block Addresses (LBAS) 515515515515515515515515515515;1;;1;;1;;1;;1;;1;;1;51;;15515515515515515515515515515

~ Supports maximum partition size from 2 515515515515515515515515515515515515515515515515515515515515515515515515515515515515

Tebibyte (TiB) to 8 Zebibyte (ZiB) ;.;:.::.::.".' .................. '.".':.::.;;.;

> Provides primary and baEsiEiE N
rEdUﬂdaﬂC'\f ______________________

Entries 5-128

Secondary GPT

Secondary GPT Header

http://www.invoke-ir.com
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PROTECTIVE MBR

Protective MBR: First sector of drive

. Disk formatted with a GPT disk layout has a For breakdown see MBR poster
000 33 cO0 BE o0 BC 0D 7C i:-l C0O BE DB BE 00 7C BF 00

Protective MBR located at Logical Block Address 010 06 89 00 02 FC F3 A4 50 68 1C 06 C8 F8 B9 04 00

020 BD BE 07 80 7e 00 OO0 7C O2 OF BS5 OE 01 B3 C5 10

(LBA) 0 030 E2 F1 CD 18 88 56 00 55 C6 46 11 05 C6 46 10 00

040 B4 41 BB AA 55 CD 13 5D /72 OF 81 FB 55 AA /5 09

" . I T " 050 F7 C1 01 00 74 03 FE 46 10 66 60 80 7e 10 0O 74

- Protective MBR provides compatibility with legacy 060 26 66 68 00 00 00 00 66 FF 76 08 68 00 00 68 00
070 7C 68 01 00 68 10 00 B4 42 8A 56 00 88 F4 CD 13

tools that fail to understand the GPT format 080 9F 83 c4 10 9¢ EB 14 B8 01 02 B8 00 7C BA 56 00

090 BA 76 01 BA 4 02 Ba 6E 03 CD 13 66 61 73 1C FE

. . i n . - - 0AD 4E 11 75 OC B0 7JE OO0 BD OF B4 Ba 0D B2 BD EB B84

_l Et IS ElllkE tﬂ thE Iegacv MBR In functlﬂnallt?’ bUt 08B0 55 32 E4 BA 56 00 CcD 13 SD EB 9€ B1 3E FE 7D 55

i i OCD AA 75 6E FF 76 00 ES 80 00 75 17 FA BO D1 ED b4

has Dnl‘r" one partltlﬂn Df t?‘pe OKEE (EFI_GPT_DISK) OD0 ERB B3 00 8D DF E6 60 EB8 7C 00 BDO FF E6 64 EB 75

OE0 00 FB BB 00 BB CD 1A 66 23 CO 75 3B 66 Bl FB 54

J This partition reserves the entire disk for the OF0 43 50 41 75 32 81 #9 02 01 72 2C €8 68 07 88 00

100 00 66 68 00 02 00 00 66 68 08 00 00 00 66 53 66

fnrmal GUID Partitinn Table structure 110 53 66 55 66 68 00 00 00 00 66 68 00 7C 00 00 66

120 61 68 00 00 07 CD 1A S5A 32 F6 EA 00 7C 00 0O CD

£ 130 18 A0 87 07 EB OB AD B6 OF EB 03 AD BS OF 32 E4

Note: The UEFI Firmware does not execute the MBR 140 05 00 07 88 FO AC 3C 00 74 09 88 07 00 B4 OE CD

; 150 10 EB FZ F4 EB FD ZB C9 E4 64 EB OO 24 02 EU FS8

Boot Code (the first 440 h‘,ftES] 160 24 02 C3 49 6€ 76 61 6C 69 64 20 70 61 72 74 69

170 74 69 6F 6E 20 74 61 62 6C 05 00 45 72 72 OF 7

. . 180 20 &C 6F 61 64 69 6E &F 20 6F 70 &5 72 6l 74 bY

J The Get-MBR cmdlet displays the MBR Partition 190 6€ 67 20 73 79 73 74 65 60 00 4D 69 73 73 69 6¢

. 1A0 67 20 6F 70 65 72 61 74 69 OE b7 20 73 79 73 74

Table of a GPT formatted disk 180 €5 60 00 00 00 63 78 9A 00 00 00 00 00 00 00 00

1C0 0. EI F F | OIFF FF FF FF 0O 00

100 0 .|-H-I i) i 0 00 00D 00 OD OO 00

10 0O 00 0 - 0 00 00 00 00 00 00

1F0O O 00 )] | OO0 0D DO DD 5% AA

PS C:\windowslsystem32> Get-MER -Path \\.\PHYSICALDRIVEL | select -ExpandProperty PartitionTable IMPDRTANT PRDTECTIUE MBR UALU Es
Bootable SystemID StartSector EndSector

False EFI_GPT_DISK 1 4294967295 System id EE — EFI GPT partition

GPT head tor offset 1
http://www.invoke-ir.com Cadeh SECLor olse
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(Cont’d)

GUID Partition Table: GPT Header
J The formal GUID Partition Table starts at LBA 1 where the 0x00
GPT Header is found Signature “EF| PART"
Ox08
Revision (version 1.0) Header size(bytes)
GPT Header: Ox10
Header checksum (CRC32) Reserved
J Itis a pointer to the partition table and defines the complete 0x18
logical layout |BA of GPT header (this table, sector 1)
Ox20

. Contains information such as the “EFI PART” signature and a
unique GUID of the disk 0x28

LBA of GPT header (last sector of the disk)

: . ) Starting LBA for partitions(defined in partition table
. The firmware detects GPT corruption using the CRC32 values ne Partitions(definad In parthl )

Ox30
J The MyLBA value, always 1, defines the location of GPT Ending LBA for partitions(defined in partition table)
header, while the AlternateLBA value represents the backup 0:38
GPT and will occupy the last sector on a disk Globally unique identifier{GUID) for entire disk
Ox48
J The backup GPT replaces the original GPT when it is Starting LBA of partition table
corrupted 0x50
. : ber of partiti i ize of each b
J The FirstUsableLBA and LastUsableLBA values point to the . inber.of parKHoN Brines | waleegkeath amnyIbyes)
o
disk portion the partitions can use N
hecksum(CRC32
J The PartitionEntryLBA value represents start of the array, 0x60 | checksis) )
while the NumberOfPartitionEntries and
SizeOfPartitionEntry values denote the overall partition size ' Reserved
0x200 |

http://www.invoke-ir.com R B
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(Cont’d)

Computer

stemnm o

GPT Partition Array: GPT Partition Entry Format
© The GPT Header points to the Partition 0x00
Array via the PartitionEntryLBA value F’E’rtgﬂ_"” :-’F’;:}“'D
© The size and number of partitions are .
defined in the GPT Header arition glohelluricpt
identitier
Each partition contains: - (GUID)
© Two GUIDs, one represents the type of Partition starting LBA
., = . Ox 28
partition, and the second uniquely ___
: . pe St Partition ending LBA
identifies the partition i

Partition attributes
@ Partition StartingLBA and EndingLBA - ”‘i;f.f[:’}’;‘ﬁajjj";';'é,f;'f},f e
Ox38
values describing the location and size
of the partition

Partition name
(36 character Unicode string)

Partition type specific attributes 0x80 :
36 character user-defined partition peserved (if exists) |
name :

http://www.invoke-ir.com
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. What is the Booting Process? (|HF I

Types of Booting
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Essential Windows System Files C(|/HFI
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Ntoskrnl.exe Executive and kernel
Ntkrnlpa.exe Executive and kernel with support for Physical Address Extension (PAE)
Hal.dll Hardware abstraction layer

Win32k.sys Kernel-mode part of the Win32 subsystem

Internal support functions and system service dispatch stubs to executive
functions

Ntdll.dll

Kernel32.dll
Advapi32.dli

Win32 subsystem DLL files
User32.dll

Gdi32.dll
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Windows Boot Process CHFI
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Computer

Windows XP, Vista, and 7 OSs power on and start up using the traditional BIOS-MBR method. Whereas, OSs from
Windows 8 and above uses either traditional BIOS-MBR method or newer UEFI-GPT method according to the user choice

BIOS-MBR method

VBR NT Boot BOOTMGR.EXE WINLOAD.EXE
BIOS - MER g - Sect = (BmMain) =¥ (PsLoadedModulesList)
{DDDDh:?EDDh} (Volume Boot Sectc:r) ector (BmLaunchBootEntry) (OslarchTransferToKErnel)
BCD
HAL.DLL WIN32K.5YS WINRESUME.EXE Boot Configuration
Data
NTOSKRNL.EXE NTOSKRNL.EXE
Ph 1
NTOSKRNL.EXE = (Phase 0) o> (haeimaimioniscar) = SMSS.EXE  |=» WINLOGON.EXE |=»  LSASS.EXE

(HallnitializeBios) (HallnitSystem)

(KillnitializeKernel) (OblnitSystem)

http://breaking-the-system.blogspot.in
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Boot Process- UEFI

- - I TN
| : ! \
| CPU in Protected Mode UEFI Phases i Transfer control to OS \
I i |
| SEC wmmmm) PE/ wmmmm) DXE W) BDS RT |
| - | | , - |
Y \ — S TR \  / i 1
— Load and Early OS | Full OS 1
.| Initialize =» Low-level = avecute > ;}[1:: > m - S s _> s > Eger Mode .
: firmware id EFI drivers Init. i Init. e |
I |
\ v v Vi v !
| |
| UEFI Services oot S |
"
: -~

Attp:/yanswers.microsofT.com
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Investigators can use cmdlets given below in Windows PowerShell to identify the presence of GPT:
Get-GPT
2 It parses the GPT data structure contained within the first few sectors of the device specified

2 It requires the use of the -Path parameter which takes the Win32 Device Namespace (ex. \\.\PHYSICALDRIVE1) for the device from
which the GPT should be parsed

SWWindowes \systemi 2> Get—GPT -Path “\\.“PHYSICALDRIVE1

evision 1 1.0

eadersize . ¥

iy LBA i |

it:Pﬂut&LBH i 20971519

irstUsabl eLEA ! 34

astilsabl elLBA : 20971486

15kGUID i T9132110-0835 4cf1-96c7-380b5Sdbd ad2d

Parti1tionEntryLEA i -

dumberO0fPartitionEntries : 128

izedfPartitionEntry 1 128 ;
PartitionTabl e ! {Mcrosoft resarved partition, Basic data partition, Basic data partition} §

2 If Get-GPT is run against a disk formatted with a MBR, it will throw an error prompting to use Get-MBR instead

PS C:\windows\system32> Get-GPT -Path \\.\PHYSICALDRIVED

Alternate Method:

2 Open “Computer Management” application and click “Disk Management” on the left pane. Right-click on the primary disk (here,
Disk 0) and then click Properties.

2 Inthe Device Properties window, click “Volumes” tab to see the Partition style http://www.invoke-ir.com
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Identifying GUID Partition Table |'| F|

(GPT) (Cont’d)

Computer Management

File Action View Help
e nFER =P

K.~ CnmputerManagement I{anal Volume Layout File System Status Capacity | Free Space | Actions
v ,_|!- System Tools - () Simple ic NTFS Healthy (Boot, Page File, Crash ... 97.56GB 53642 GB
(5) Task Scheduler = (D) Simple ic NTFS Healthy (Primare Partition) 195.31 GR_ 50.22 GR

' - — smple  Basic NTFS (BitLockerf <T3500413AS ATA Device Properties X
| Shared Folders || == Systermn Reserved Simple NTFS

Lacal Users and Grou 5
lh' p | General Policies E Diver Detais Everts

Disk Manage...

.m. Performance
A Device Manager

The volumes contained on this disk are listed below.

v =9 Storage

= Disk Management

Disk:: Disk 0
Type: Basic
Status: Onling
IFarﬁtinn style: Master Boot Record (MER)
Capacity: 476935 MB
Unallocated space: 1 ME

Reserved space:

V

¢ services and Applications

EgEEAEENEEEENE RN ENEERENEE

i

== Dvisk O
Basic " I .
465.76 Mew Spanned Volume...

Online "u"u::lumes

Mew Stniped Volume...

Volume

- (L)
= (D))

—

Mew Mirrored Volume...

Mew RAID-5 Volume...

Convert to Dynamic Dhsk.,

Convert to GPT Dhsk

Offline

( E R R R R RN RO R RO RO RN RN RO RN ROROTRD

Properties

Help

B Unallocated [l Primary partition
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Identifying GUID Partition Table

Get-BootSector

-~ It reviews the hard drive's first sector and determines if the disk is formatted using the MBR or GPT partitioning
scheme. Once done, it acts just as Get-MBR or Get-GPT would, respectively.

Get-BootSector run against a disk formatted using the GPT partitioning scheme:

PS C:\Windows\systen32> Get-BootSector =Path \\.\PHYSICALDRIVE1

F:f_"'u"i E‘il:lrl H 1-'[:'
HeaderSize s 92
-4 |

. : 20971519
FirstlUsableLEA : 34
LastUsablelLEA : 20971486

1skGUID + ¥9132110-0835~4cf1-96c7~-380b5dbdad2d

PartitionEntrylBA : i -
NunterOfPartitionEntries : 128
S1ze0fPartitionEntry : 120
PartitionTable : Microsoft reserved partition, Basic data partition, Basic data partition}

Get-BootSector run against a disk formatted using the MBR partitioning scheme:

PS C:\Windows\system32> Get-BootSector -Path ‘\.\PHYSICALDRIVED | select *

MERS1gnature DiskSignature PartitionTable

Windows 6.1+ 82D4BATD {51, 192, 142, 208..

http://www.invoke-ir.com
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Get-PartitionTable

J It determines the type of boot sector (MBR or GPT) and returns the correct partition object (PartitionEntry or
GuidPartitionTableEntry)

Get-PartitionTable run against an MBR formatted disk, returning an PartitionEntry object:

PS C:\Windows\system32> Get-PartitionTable -Path \\.\PHYSICALDRIVEOQ
Bootable SystemID StartSector EndSector

True NTFS 2048 125827071

Get-PartitionTable run against a GPT formatted disk, returning an array of GuidPartitionTableEntry Objects:

PS C:\windows\system32> Get-PartitionTable -Path \\.\PHYSICALDRIVEL

PartitionTypeGUID : @3c%e316-0b5c-4db8-817d-f92df00215ae
UniquePartitionGuiD : ffla8a47-08f8-43ab-b410-53697f0b2323
StartingLBA : 34

EndingLBA : 65569

Attributes =0

PartitionName : Microsoft reserved partition

PartitionTypeGUID : ebd0a0a2-b9e5-4433-87c0-68b6b72699c7
UniquePartitionGUID : 6d76aed42-b6cl-4fbe-8d42-20cd366026b4
StartingLBA : 67584

EndingLBA : 2164735

Attributes 2

PartitionName : Basic data partition

PartitionTypeGUID : ebd0al0a2-b9e5-4433-87c0-68b6b72699c7
UniquePartitionGUID : d6795c3a-8ad4d-41tb4-91a0-488812ccel27
startingLBA : 2164736

EndingLBA : 4261887

Attributes : 0

PartitionName : Basic data partition

http://www.invoke-ir.com
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2 Most of the operating systems that support GPT disk access come up with a basic partitioning tool, which
displays details about GPTs

E.g.: DiskPart tool (Windows), OS X Disk utility (Mac), GNU parted tool (Linux)

BN Administrator: Command Prompt A = W

DISKPART> detail disk
ell VIRTUAL DISK SCSI Disk Device
sk ID: 2CZ261141-HB86C-4BB4-9DEB-AB3IAELZ6ADER

H anﬂ

Fs T'l.!]:rl size status

# lUolume 1 ) NTFS Fu]tlrlﬂn 3725 GB Healthy
DISKPART > detail partition
Partition 2 Rt g ; ) _ L :
I ype : ebdBaBaZ2-h9e5-4433-87cB-68beh72699c?
Hlﬂﬂﬂn : Mo

: Ho

r BxBPPEEBRREEERERRAE

Volume HHE Lt»

# lUolume 1 D - stit i 3725 GB Healthy

DISKPRARI >

@ Sleuthkit (mmls command) can be used to view detailed partition layout for GPT disk

@ Alternatively, details about GPT header and partition entries can be obtained via manual analysis using a
hex editor
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Deleted and Overwritten GUID Partitions
Case 1:
@ If the MBR disk is repartitioned or converted to GPT, then the sector zero will be generally overwritten with a protective MBR

@ Torecover data from the previous MBR partitioned volumes, investigators can use standard forensic methods used to perform
an extensive search for file systems

Case 2:

@ If the GPT disk is repartitioned or converted to MBR, then the GPT header and tables may remain intact based on the tool used

@ Implementation of general partition deletion tools on a GPT disk might only delete the protective MBR, which can be
recreated by simply reconstructing the disk

As per UEFI specification, if all the fields in a partition entry are zeroed, it implies that the entry is not in use. In this case, data
recovery about deleted GUID partition entries is not possible

GUID Identifiers

@ The GPT scheme provides GUIDs which are of investigative value as they are unique and hold potential information within
them

@ GUIDs possess unique identifying information for both disks and individual partitions

@ Investigators can use tools such as uuid to decode various versions of GUID/UUID

Hidden Information on GPT Disks
@ Intruders may hide data on GPT disks as they do it on traditional MBR disks

@ Data hiding places on GPT disks may be inter-partition gaps, unpartitioned space towards the end of the disk, GPT header, and
reserved areas

Current forensic methods and tools to perform GPT analysis are not satisfactory I
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Operating System Loader

Boot Code

Application

Driver

Compuler

Boot services are terminated;

N

Legend

EFl Binaries

Boot Manager

APl — Specified

Upon Encountering
an Error

=;/ Value Add
Implementation

R

_r
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Linux Boot Process

-~

Runs
—-
BIOS POST
Successful
Searches for 1 test
MBR
Points to l
Loads Mounts
Bootloader — e
Creates Ramdiskl
and loads = O
g 2
nitre s
image =L
L
Kernel mounts o
: Runs
UlrtuFa; root — Linuxrc

.

BIOS stage
Bootloader stage
Kernel stage

Real root
FS

l Runs

Init
process

l Loads

System
daemons

C/HFI
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Compute
CHTIEPLILCT -[ WNVES | |{.i-"'l 1.[ ]'H

~

y
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Understanding File Systems | C|HFI
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The file system is a set of data types, which is employed for storage, hierarchical
categorization, management, navigation, access, and recovering the data

It provides a mechanism for users to store data logically in a hierarchy of files
and directories

't also includes a format for specifying the path to a file through the structure
of directories

They are organized in the form of tree-structured directories, and directories
require access authorization

Major file systems include FAT, NTFS, HFS, HFS+, Ext2, Ext3, Ext4, etc.
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Tvypes of File Systems

Computer

Shared Disk File Systems o o Disk File Systems

In this file system, a number of systems
(servers) can access same external disk
subsystem

This file system is desighed for
storing and recovering the file on the
storage devices, usually a hard disk

Special Purpose File Systems o

In this file system ,files are arranged
dynamically by software, intended for
such purposes as communication
between computer processes or
temporary file space

O Network File Systems

This file system is created to
access the files on other
computers that are
connected by a network

Tape File Systems O Database File Systems
This file system is designed for storing File management, where, instead of orin
and recovering the file on the tape in a self- o addition to hierarchically structured management,
describing form files are identified by their characteristics, such as

the type of file, topic, author, or similar metadata
Flash File Systems

This file system is designed for storing and
recovering the file on the flash memory devices
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File Allocation Table (FAT) | C|HFI
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The FAT file system is used
with DOS, and it was the first
file system used with the
Windows OS

It is named for its method of
organization, the file
allocation table, which resides
at the beginning of the
volume

FAT contains three different
versions (FAT12, FAT16, and
FAT32) and differs due to the
size of the entries in the FAT
structure

System

FAT12
FAT16

FAT32

; T b ] duster 34
§ [ Filel.dat Iq,nuubwes | Cluster 34 J}" 1
. = . F . o

Bytes Per Cluster within File

Computer

Directory Entry Structures Clusters FAT Structure

1
----------

Relationship between the directory
entry structures, clusters, and FAT structure

Cluster Limit

Allocation Table

1.5 Fewer than 4087 clusters

2

A

Between 4,087 and 65,526 clusters, inclusive

Between 65,526 and 268,435,456 clusters, inclusive
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FAT File System Layout C|HFI

It is 1 sector in size and includes
data in the file system category

It contains the FAT structures and its
seceP size is calculated based on their
number and size

p—

ey

Alred

It contains the clusters allocated
«esePp {5 store the content of the file and
directory

Reserved Area FAT Area DATA Area
L e i
| A IR, >

Hacking Forensic

Computer] 1 VESTIGATOR

: Cluster :

. 2048 BYTES -

. afreesnssssanssnnnssrnns > E

File Name  Size  Cluster ) J
gary.txt 1034 6 3 I E
Cluster Next
2 0x0000

3 8 i = g

4 OXFFF7 g
(Bad Cluster) ;

5 0x0000 : ""'—.":

: 0

6 OxFFFF : o

/: J w

7 0x0000 0

. D+

> 8 OXFFFF : 1
8: El :

9 0x0000
Cluster = 2048 = 4 Sectors 9 J
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© Boot Sector is the first sector (512 bytes) of a FAT file system

. EEFEFEESSEEEEEEEEEEEREEEEE RS EEEEEEREEEEFEE R FEFFEFE R FF AR AR SRR

© FAT partition boot sector holds data that the file system uses to access the
partition or volume

"R R R EFS TR EREENFESEEERERRENRNNERRRERRENNFRYRNRREREERERNRERREERERE NN FRERERRRERNEFRRRERRRERNEFSNERREERERNFNYYRERRRAETRNRNFRYYRRRR

€ MBR of x86-based computer systems uses this boot sector on the system
partition to load the system kernel files

llllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

Physical Sector: Cyl O, Hide 1, Sector L
000D00O00: EB 3C 90 4Iv 53 44 4F 53 - 35 ZE 30 DO 02 40 01 Q0 L HAED0ES. 0. [, .

s I | Q0ooDoLo: 02 DO 02 O OO FA FC OO0 - 3F OO0 40 OD 3F OO0 0D OO SRR NE N e o
amp E Q0opDD20: 01 FO 3E OD B0 00 25 AG BE 36 52 4E 4F 20 4E 41 aauws ).« BRNO HA

Byte Offset

Q0ooDD30: 4D 45 20 20 20 20 46 4L

“alue QoopDD4an: 8 DO BC O 7C &8 CD O7F

Q0opoDDs0: 03 DE OE OD S50 91 BE 20

54 31 348 20 20 20 35 CO HE FAT1E 3.
1F A0 10 DD F7? 26 16 OO0 PR | - Y
DD F? 24 11 00 48 1E OB saasPoe aabaisens

(in Hex)

QooDoDDEO: 0D DS C3 46 F? F3 03 C6 - B9 OE 08 DZ 68 OO0 1D O7F soelil Geoaes ik o
gooDoDDT0: 33 DE 8F 06 13 02 8% 1E - 15 D2 OE EB 50 OO 72 57 Faawsunnanaas o El
Y Y | 0JoDDDEO: 33 DE 88 OE LL 00 86 FB - 51 E2 08 OD EE DC DL F3 Fauwsuns | R
3 b?tes EB 3C gﬂ Jump |n5truct|nn | gooDoDoS0: As 5% 74 05 B3 C3 20 EE - ED E3 37 26 BB 57 1a 52 ¥ aa PE.H.H
00oDoDDAD: BE DL OO0 &8 DO 20 OF 33 - DE OE EA 48 DO 72 ZE 5B aimmlle aade s Ha B[
00oDODOED: 8D 36 OB O BD 3E OE D2 -~ 1E BF 45 DEZ C7 05 F5 00 s s et g el Leoe
" | O0ooDooco: 1E BF 45 06 C7T 45 04 OE - D1 BA 16 24 00 EA 03 00 PP 2 S -
D3 8 bvtES MEDDES'D DEM name ”ﬂltext oooDoopo: 00 E0 BE 86 0L EB 03 BEE - AE 0L E3 0% 00 BE Cl 01 " amsssEsmsnEnEsE
O00ODODDED: EG D3 00 FE EE FE AC DA = CD 74 09 B4 OE B8 07 00 sanawsunssCannnun
goooDoDoFo: CD LD EB F2 C3 50 & 4% = A0 OD 00 32 E4 FY EE 03 ... Pddl. .. e
] gooooLoo: 06 DB OZ2 83 DE 00 A3 L3 = OE BY 16 15 D2 58 AZ OF e e O e
UB 25 bytes BIDS ParamEter BlDEk {BPB‘J ; goooDLLo: 02 Al 13 0 BB 16 15 02 = 0E 06 1C OO 13 16 LE OO R T R
gogoonnLEo: FF 36 18 00 FE CZ2 88 Le = OB 02 33 D F7 36 1la 0O N o e et el i B
: 0000DLI0: §8 L6 25 00 A3 04 02 AL ~- 1B 00 24 06 06 02 40 38  ..%..eeee.®.. .0
0000DL40; 06 07 02 76 05 A0 07 02 - 32 E4 50 B4 02 8B OFE 04  ...v....2.P.....
24 26 b‘y‘tES Extended BIOS parameter block : 00000L50: 02 €O ES 06 OA 2E 06 02 - 86 E9 BB 16 24 00 €D 43 .ovvvvnrenesion.
£ 000DOLE0: OF 83 05 00 B3 C4 02 F9 ~ CB 58 28 06 07 02 76 Ll .........X(...%.
I 0000DL70: 01 06 13 02 B3 16 15 02 - 0D F7 26 OB 00 03 D8 EB

B - .
4F S4 34 20 43 6F 75 6C  ...... "BOOT: Coul
G4 Z0 4E 54 4C 44 52 0D dn't find NTLDR.
45 ZF 4F 20 65 72 T2 &F ..BOOT: I/0 =xcao
ET 20 &4 EO 73 S8 0D Ok £ reading disk. .
B0 GE 73 E5 72 74 Z0 61 .Pleass insert a
65 T3 6B OO JE 54 4C 44 2 nother disk.NTLD
OO0 00 00 OO OO0 OO OO oa 1 Gaoasnoos
DO OO0 00 DO OO0 OO 55 Ak S Snosooos e ool

0aopoLed: S0 A2 07 02 FB CB 42 4F

3E 448 b‘y’tE‘S BUDtStI"HF] EDCIE' 00000L90: 64 GE 27 74 20 66 65 GE

. O000DDLAG: OA DO 42 4F 4F 54 34 20
OooDoLlBO: 72 20 72 &5 51 &4 &9 EE
| O0DDOLCO: OO 50 6C &5 6L 73 65 20
1FE 2 bytes Ox55AA End of the sector marker | D0ODDLDO: SE 6F 74 68 65 72 20 64
| 0000DLIEOD: 52 20 20 20 20 20 20 00
00oDoLFO: OO0 DO 00 OO OO OO0 oD Do
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. FAT Folder Structure

™ Folder entries in FAT system:

Name (eight-
plus-three
characters)

Last modified
date
(16 bits)

Created date

(16 bits)

B FAT file systems have a set of 32-byte folder entries for every file

Attribute
byte (8 bits
worth of
information)

Last access
date (16
bits)

Starting cluster
number in the
file allocation

table (16 bits)

Create time
(24 bits)

File size
(32 bits)

C/HFI

Hacking Forensic

C 1
OMPUETR  INVESTIGATOR

Last
modified
time
(16 bits)
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Directory Entries and Cluster
Chains Comput] ki e
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FAT Directory Entry
L
39 0 [ FILEL.DAT I Start: 4015i1e: E,DIEJ P
r"" """ _4'{ .................................... ; 0-0 First character of file name in ASCIl and
40 | 41 \ allocation status (Oxe5 or Ox00 if unallocated)
41 | 45 < : : 1-10 Characters 2 to 11 of file name in ASCI|
H = Directory entry is a data _
42 | 43 | : structure (32 bytes) allotted | | 11-11 File Attributes
43 ’ cOF ! for each file and directory 19— 12 hecerved
F -{ = It contains the information 1
44 0 4 about file such as attributes, 13-13 Created time (tenths of second)
45 | EOF < size, starting cluster, and 14 - 15 Created time (hours, minutes, seconds)
L 4 dates and times
16 — 17 Created day
18-19 Accessed day
= 5 s | 13,699 petor Lare 20 — 21 High 2 bytes of first cluster address (0O for FAT12
i 13,701 EI and FAT16)
22 - 23 Written time (hours, minutes, seconds)
24 - 25 Written day
— w ( \‘ r -J 26 — 27 Low 2 bytes of first cluster address
[ w4 . 28 — 31 Size of file (0 for directories)
FAT Area Data Area
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J  Whenever users create or rename a file on FAT volume, Windows uses attribute bits
to support long file names and creates an eight-plus-three name for the file

J  Windows also creates many secondary folder entries for the file

J Below diagram shows all of the folder entries for the file Thequi~1.fox, which has a
long name of The quick brown.fox

2nd Long Entry (And Last) —<
1%t Long Entry —=
Short Entry —<

http://technet.microsoft.com
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= @ FAT32 file system is derived from a FAT file system and supports 0 @
drives up to 2 terabytes in size _!.‘ -
© It uses drive space efficiently and uses small clusters l“:-
o © |t takes backup of the file allocation table instead of the default copy o
:
T
000h Executable Code (Boots Computer) 446 Bytes
1BEh 1% Position Entry 16 Bytes
1CEh 2"° Position Entry 16 Bytes
1DEh 3¢ Position Entry 16 Bytes
1EEh 4™ Position Entry 16 Bytes
1FEh Boot Record Signature 2 Bytes

MBR table of FAT32
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(NTFS)

NTFS is the standard file system of Windows NT and its descendants
.. Windows XP, Vista, 7, 8.1,10, server 2003, server 2008, and server
2l 2

.. From Windows NT 3.1, it is the default file system of Windows NT family

It has several improvements over FAT such as improved support for
metadata and the use of advanced data structures to improve performance,
reliability, and disk space utilization plus additional extensions such as
security access control lists and file system journaling
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Kernel Mode User Mode

Hard Disk Master Boot Sector Ntidr Operating Application
Boot NTFS.sys System
Record Ntoskrnl.exe
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T ™

Contains definitions of all system-and user-defined attributes of the

Sattrdef volume
Sbhadclus Contains all the bad clusters
Sbitmap Contains bitmap for the entire volume
Shoot Contains the volume's bootstrap
Slogfile Used for recovery purposes
Smft Contains a record for every file
Smftmirr Mirror of the MFT used for recovering files
Squota Indicates disk quota for each user
Supcase Converts characters into uppercase Unicode
Svolume Contains volume name and version number
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» When a volume is formatted as an NTFS volume, the format program allocates the first
16 sectors for the boot sector and the bootstrap code

» Partition identifier: 0x07 (MBR) EBDOAOA2-B9E5-4433-87C0-68B6B72699C7 (GPT)

Boot Sector of an NTFS Volume:

| Phyaical Sector:Cyl 0, Side L, Sector |
set FlEId Length Fleld Name ; | 00000000:EE 52 90 4E 54 46 53 20 -20 20 20 00 02 08 00 00 .R.HTFS ........
00000010:00 00 00 00 00 FB 00 00 -3F 00 FF 00 3F 00 00 00 ........ SN

goooooz2o:00 0o o0 00 80 00 80 OO -4a F3 YF OO0 OO0 00 00 00 .. ....00 Jeannnns

Ox00 3 b\,.rtes jumr_] Instruction | ; 00000030:04 00 00 00 00 00 00 00 -54 FF 07 00 00 00 00 00 ........ T i
§ 5 00000040:F6 00 00 00 OL 00 00 00 -14 A5 18 74 C9 1B 74 1C ..euuennn.. ..t

' ' 00000050:00 00 00 00 FA 33 C0 8B -D0 BC 00 7C FB B& €0 07 ..... : TR levns

Ox03 LONGLONG OEM ID - 00000060:EE D& ES 16 00 B& 00 0D -8E CO 33 DB C6 06 OE 00 .......... E

gOOOO0T0:10 ES 53 00 6% 00 0D 68 -6R 02 CB SR 16 24 00 B4 ..S.h..hj....5..

DODDDDED: 06 CD 13 73 05 B9 FF FF -8R F1 66 OF B6 CF 40 66 ...5...... E...2f

Ox0OB 25 b‘y’tES BIOS Parameter Block {BPB] 00000050: 0F B6 D1 &0 EZ 3F F7 E2 -86 CD €0 ED 06 41 66 O0F ..... ?

DOODOOR0:ET? C9 &6 F? E1l 66 A3 20 -00 €3 B4 41 BE AR 55 8 ..f..f....0..U.

DOD0DOBD:16 24 00 CD 13 72 OF &1 -FB 55 AR 75 09 F§ €1 01 .§...r...Nu....

Ox24 48 bytes Extended BPB A00000CO:74 04 FE 06 14 00 C3 66 -60 1E 06 66 AL 10 00 66 t...... £ L. ..t
Q0000ADA: 03 06 1C 00 66 3B 06 20 -00 OF 82 3A 00 1E 66 6 ....f:....:..f5

DODODAED: 00 &6 50 06 53 66 68 10 -00 01 00 &0 3IE 14 00 00 .£P.Sfh..... S

O0x54 426 t]"ftE'S BDDtStFEF] Code g0000OEN: OF 85 0C 00 E6 B3 FF 80 -3E 14 00 00 OF 84 61 00 ........ - S a.

goooolom:BE4 42 &R 16 24 00 16 1F -8B F4 CD 13 66 58 58 0V .B..5%...... |-

DOD00110:66 58 &6 58 1F EB 2D 66 -33 D2 66 OF BT OE 18 00 £X£X.-f3.f......

OxO1FE WORD End of Sector Marker pO000120:66 F7 F1 FE C2 B8R CA 66 -8B DO &6 C1 ER 10 F7 36 £...... E..E....6
NO0O0130: 1A 00 &6 D& SA 16 24 00 -5A E& C0 B4 06 0A CC BE ...... Ferrrnnns
DOO0014A0: 01 02 €D 13 OF 82 19 00 -8C C0 05 20 00 88 €0 66 ...vveennnnnns £
Q0000150:FF 06 10 00 FF OE OE 00 -0F 85 6F FF 07 1F 66 61 .......... o...fa
DO00DL1E0:C3 A0 FS DL ES 09 00 A0 -FB 0L ES 03 00 FB EB FE .....ovvvvvnnnns
pOO00170:B4 01 B FO AC 3C 00 74 -09 B4 OF BB 07 00 €D 10 ..... Labsannnnns
DO000180:EE F2 €3 0D 0R 41 20 64 -69 73 6B 20 72 65 61 64 ..... h disk read
DODDDL90: 20 &5 72 72 &F T2 20 6F -63 63 TS T2 T2 65 64 00 error occurred.
DO0001AD: 0 0R 4E 54 4C 44 52 20 -69 73 20 6D 6% I3 3 69 .. HTLDR is missi
pO0001B0: 6E 67 00 0D 0R 4E 54 4C -44 52 20 69 73 20 63 6F ng...HTLDR is co
DODDDICE:ED 70 72 &5 73 73 65 64 -00 0D OR 50 72 65 13 13 mpressed...Press
00000ID0: 20 43 74 72 6C 2B 41 6C -74 2B 44 65 6C 20 14 6F Ctrl+Alt+Del to
gOOO01Ed: 20 72 €5 T3 T4 61 T2 T4 -0D 0R 00 00 00 00 00 00 restart........
QOOODIFD: 00 00 00 00 00 00 00 00 -83 A0 B3I O 00 00 55 AR .............. .
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© A clusteris the smallest allocation unit on the hard disk that is used to hold a file
® NTFS uses clusters of different sizes to hold the files, depending on the size of the NTFS volume

© List of the default cluster sizes for NTFS volume:

512 MB or less 1 512 bytes

513 MB-1024 MB (1 GB) 2 1024 bytes (1 GB)
1024 — 2048 MB (2 GB) 4 2048 bytes (2 GB)
Greater than 2049 MB 8 4 KB
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NTFS Master File Table (MET) | C|HFI

Each file on an NTFS volume is
represented by a record in a special

file called the master file table
(MFT)

llllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

It reserves the first 16 records of
the table for special information

The first record of this table
. describes the master file table itself,
. followed by an MFT mirror record

Hacking Forensic

Computer] 1 VESTIGATOR

If the first MFT record is corrupted,
NTFS reads the second record to find
the MFT mirror file, whose first record
is identical to the first record of the
MFT

The locations of the data segments for
both the MFT and MFT mirror file are
recorded in the boot sector, a duplicate
of the boot sector is located at the
logical center of the disk

. Tne third record of the MFT is the log file, :
- used for file recovery. The seventeenth :
and following records of the master file
table are for each file and directory (also
viewed as a file by NTFS) on the volume
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NTEFS Master File Table (IMFT)

(Cont’d)

Extent

" e oh R o e (LT T

Master File Table
¢ ~ S Extent

T e I

Log File Record

files and the file attributes

J The rows consist of file records and

the columns consist of file attributes | | -
a ' nnnnnmn
J It has information of every file on the | ‘ T J
NTFS volume including its own P ——
NTFS volur e [ A
Extent 2

' Ithas 16 records reserved for system Bl il 6 TTTTTTTT ‘

. Small Directory Rer.:u-rd|
files |

| | | :  Extent 3
0 For small folder, MFT is representedas || = I
g ; p 1@ ) CLLLLELLEEEEEEET
follows: |
Structure of a Master File Table on an NTFS volume
s = - -
. !
Standard .FIIE e Data or Unused
: Directory
Information Index Space
Name
k ke 4 A
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mm purpose of the il

It contains one base file record for each file and folder on an NTFS

Master file table

volume
Master file table mirror SMftMirr 1 It guarantees access to the MFT in case of a single-sector failure
Log file SLogFile 2 It contains information used by NTFS for faster recoverability
Volume SVolume 3 It contains information about the volume
Attribute definitions SAttrDef 4 It lists attribute names, numbers, and descriptions
Root file name index 5 The root folder
Cluster bitmap SBitmap 6 It represents the volume by showing free and unused clusters
Boot sector SBoot 7 It includes the BPB used to mount the volume
Bad cluster file SBadClus 8 It contains bad clusters for a volume
Security file SSecure 9 It contains unique security descriptors for all files within a volume
Upcase table SUpcase 10 Ltht;nr?;;z lowercase characters to matching Unicode uppercase
NTFS extension file SExtend  fi | It is used for various optional extensions
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Type

Every file has unique identities such as name, Standard Lists the information regarding the time

. : . : information stamp data and link count information
security information, and metadata of file J
system in the file Attribute list List of attributes that are not in the MFT

The file name is stored here and can be a

il long or short name
________________________________________________________________ Security Ownership and access rights to the file

descriptor are listed here

Every attribute is |c.ient|f|ed by an attribute . Stores file data

type code and attribute name
Object id File identifier volume —unigue identifier
Logged tool . .
e Used by the encrypted file system service

Volume mount point used for installable

R int . )
eparse poin file system filter drivers

There are two categories of attributes:

- Resident attributes: These are the attributes that Index root Employed for use of folders and files
are contained in the MFT Index allocation  Employed for use of folders and files
J Non-resident attributes: These are the attributes Bitmap Employed for use of folders and files
that are allocated with one or more clusters of o
disk space YOme Version number of the volume is listed
information
Volume name The volume label is listed here
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O NTFS data stream is a unique set of file attributes

i NTFS supports multiple data streams per file, where the stream name
¥ identifies a new data attribute on the file

i Command that creates a data stream in an existing file on an NTFS volume: =
= C:\>ECHO text message > myfile.txt:streaml \

Command to display the contents of the data stream: C:\>MORE <
myfile.txt:streaml

.

e

i A data stream does not appear when a file is opened in a text editor. The only way to
= see if a data stream is attached to a file is by examining the MFT entry for the file

1
When you copy an NTFS file to a FAT volume, such as a floppy disk, data streams H
and other attributes not supported by FAT are lost

.
e

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.



HFI

Hacking Forensic
INVESTIGATOR

NTFS Data Stream (Cont’d)

Computer

Administrator: Command Prompt > Administrator: Cornmand Prompt

C:\promgry>dir
Vvolume in drive € has no label.
Vvalume Serial Number is 746E-941F

C:\promqry>di
Vvelume in dreive C has no label.
Volume Serial Number is 7458E-841F

Directory of C:\promgry

Directory of C:\promgry

f2816 82
f2016 @2: .
/87/2684 82:25 PM 7,487 EULA.tTxT
81/31/2885 0O1:

/e4/2016 02: =

fed/2816 82:87 P <DIR>
=¥T
P

7,487 EULA.txt

/a7 [2684 2:25

/31/20@5 @1:87 PM 32,768 promgry .exe File(s) )
2 File(s) 48,255 bytes 2 Dir(s) 65,523,535,872 by free

65,523,535,872 bytes free

:ZFr:ﬂ:F}%ECHC text_message > myfile.txt

Administrator: Commmand Prompt X Administrator: Cornmand Prompt

C:\promqry>di
volume in drive C has no label.
Volume Serial Number is 748FE-041F

Directory of C:\promgry

/2016 @2:87
42016 02:87

<DIR>

<DIR> ..

fezf2e84 @2:25 7,487 EULA.txt
/312885 @81:87 2,768 promqry .exe
2 File(s) 48,255 bytes

2 Dir(s) 6&5,523,535,B72 bytes free

Directory of C:\promgry

L I N o D |

3

jed4/2816 e2:e9
[24/2016 22:89
/o7/2084 ©2:2
4/94,/2918 @2:@
/312845 ©1:8

2

<DIR> _—
7,487 EULA.txt
2.t

2 myfile.

C:\promgry>ECHMO text_message > myTile.txt:stream

-
LR

un
T T T T

32,768 promgry .exe
File(s) 42,255 bytes
Dir{(s) 6&5,522,978,5624 bytes free

:\promqry>more < myfTile.txt:streaml
ILext_message
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Setting the Compression State of a Volume:

J Right-click on the drive that is to be compressed and

The compressed files present on an click Properties

NTFS volume can be read and written
by any Windows-based application
without first being decompressed by
another program In the Confirm Attribute Changes dialog box, choose an
option and click OK

On the General tab, choose “Compress this drive to
save disk space” check box and click Apply

NTFS promotes compression of
individual files, all the files within a o
folder, and all the files/folders within ~- Local Disk (D) Properte:

an NTFS volume

-

Securty Previouws Versions Chucla Customize

(3=rerl Tools Hardware Sharing

The file is automatically = 9 |

. . Tipe o Confirm Attribute Changes b
decompressed by filter driver when Flesysen  NTFS U Lo SR SO,

i 1 i B Used space: 155,793,125, 37 byles 145 0GB
Windows applications requests the s ey g compress
dCCess Capacity: 205,715,155 504 byles 185 GB Et-: 1.-'-:“ :EF%EJ ap-ph.rd?é:"mgeilr:l drive D=\ only, ar do yvou want to apply
i . 0 {_) Apply changes to drive D:\ onfy
NTFS compression algorithms support @ Aoply changes 1o drve D\, aibiibders and Sl
cluster sizes of up to 4 KB il e
P Cencel

] Compress this drive fo save disk space

f] Mllaw files an this drive ba have contents indexed in addition 1o
file pregedies

oK Corcel | [ fosty ]

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.



C/HFI

Hacking Forensic
| NVESTIGATOR

Encrypting File Systems (EFS)

Computer

w Encrypting File System (EFS) was first _ File Encryption Key Data
introduced in version 3.0 of NTFS, that offers o™ S b e
filesystem-level encryption E e -

_ File Encryption Key '
wl This encryption technology maintains a level ™ Encrypted with public key of
of transparency to the user who encrypted i ! RO |
: ; £ Header . 5 p
the file, which means there is no need for | 3 File Encryption Key e
users to decrypt the file to access it to make . | U™ Encrypted with public key of "= Recovery
g recovery agent 2 (optional) S e
changes LB )

w After a user is done with the file, the
encryption policy is automatically restored

.. When any unauthorized user tries to access

an encrypted file, he or she is denied access Encrypted Data

.. To enable the encryption and decryption
facilities, a user has to set the encryption
attributes of the files and folders that the user
wants to encrypt or decrypt
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' ' RSA Base

. I/O Manager : LPC Communication for
: All Key Management

: Support

EFS Driver and
FSRTL {

: ESRTL Callouts

[
0

User Mode

Kernel Mode
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EFS Attribute

Computer

J NTFS sets a flag for the file once you encrypt it and creates an EFS attribute where it stores P
Data Decryption Field (DDF) and Data Recovery Field (DDR) | ,‘

This attribute has Attribute ID = 0x100 in NTFS ed

00000000 PEESEI @0 00 00 00 00 01 00 00 00 00 Q0 00 00 [EEEl . e e i i

00000010 |DY 4C €0 2% 3D 90 &8 42 B4 FA OF CF EL SE Bl Df | U L==RhBr=AlIGHhz0O

00000020 |93 A5 51 37 83 A7 77 13 Bl F7 €3 AD AB T7C A9 AB | “IQTrSw.Iuc-« |8«
oo

EFS Information

"vr . | QO0Q 30030 oo 00 OO0 O 00 OO0 OO0 00 OO0 OO0 Q20 00 00 o0 L
: 00000040 (54 00 0D 00 54 02 00 00 00 00 OO0 00 00 00 00 00 [T...Tevuneennn..
: uersiﬂn DOQI00S0 DO 00 Q0 Q0 0L Q0 O 00 BC Ol OO0 00 14 Q0 00 00 | ... .0 v - Wararare
: 00000060 B0 00 0D 00 7C 01 00 00 00 00 OO0 00 68 01 00 00 [Beeuleenn... ...
--'.'.'L- | DOQ 0070 1 00 Q0 O 0ZF Q0 00 00 30 01 00 00 38 00 00 00 | ... .0 .- 0...8...
Header P ———e— 00000080 (00 00 0D 00 00 OO0 00 00 01 05 00 00 00 00 00 05 | .v.veeeuneeennn.
: Key Entry 0000050 |15 00 00 o0 GRISEIEITENIE 6 S R SIERGD | | . . EVERIETIEGA
: Checksum - po0000A0  SOVOATEHIOE 14 00 00 00 14 00 OO0 00 28 OO0 00 00 [END........ (e
00000080 72 00 OD 00 ©§ 00 00 00 (BT E4 91 B9 AD 2924 07 |r...u...0wS)SY
[ S ——— v User SID coooonco  (EEEEEIEEEEENEEE Ry 16 00 35 00 \CETINSRRE - <
- . 00000000 |32 00 37 00 64 00 31 00 64 00 62 00 2D 00 31 00 [9.7.d.1.d.b.-.1.
#, ;* Q00000ED |63 00 32 00 63 OO 2D 00 34 00 31 00 36 00 31 00 |e.2.c.-.4.1.6.1.
DDF KE\_{ Entries ; 000000F0 (2D 00 &2 00 32 00 37 00 66 00 2D 00 32 00 65 00 [-.b.2.7.f.-.2.8
: Container Name 10000100 |66 00 31 00 38 00 36 00 €5 00 39 00 36 00 64 00 (£.1.8.6.e.9.6.4d._
T e ——— 00000110 65 00 €3 00 00 oo 4BNGEINESNGGNES 00 72 00 6F 00 | =.c...MiElEiElol
Data : F - _1.# DCOCO1Z0 T3 00 6F 00 66 00 74 00 20 00 42 00 61 00 73 00 |s.0.f.t. .B.a.s.
. . J0I00130 65 00 20 00 43 00 72 00 79 00 70 00 74 00 6F 00 [e. .C.r.y.p.t.o
DECr'fptan o DDF I{E"' Entr‘i’; 1 Provider Name 10000140 67 00 72 00 61 00 70 00 68 00 €9 00 63 00 20 00 [g.r.a.p.h.i.e. .
ield 30000130 50 00 72 00 6F OO0 76 00 6% 00 64 00 65 00 72 00 |P.r.c.v.i.d.e.x.
Fie P K - — 0000160 20 00 76 00 31 00 2E 00 30 00 Q0 00 4F 00 55 00 | .¥.1...0...0.0.
: EFS Certificate 00000170 3D 00 45 00 46 00 53 00 20 00 46 00 €9 00 6C 00 |=.E.F.S. .F.i.l.
: QOQOO1E0 ES 00 Z0 00 45 Q0 &E 00 &3 00 72 00 79 Q0 70 00 |=e. .E. C.E.%.F.
: DDF I{EY EI‘I'tI"',Jr 2 Hash 00000150 (74 00 6% 00 6F 00 6E 00 20 00 43 00 &5 00 72 00 |t.i.o. C.e.r.
%, — — 0O001A0 |74 00 €3 00 66 00 69 00 63 00 61 00 74 00 65 00 [t.i.f.i.c.a.t.s.
"_;-_‘__,_,___,_,_,_,_,___,_,_,,_,L—J 00000180 |2C 00 20 00 4C OO0 3D 00 45 00 46 00 53 00 2C 00 |,. .L.=.E.F.S.,.

|"I. - g, = - - - - = - - =g - - - - - . B e am ]
i EI"IEF‘,\'ptEd FEl{ Q00001co |20 00 43 00 4E 00 3D 00 &F 00 &2 00 &5 Q00 67 00| .C.M.=.o.l.e.q.
: tald 00000100 €1 00 o0 oo (EENTINTENEEOEEE TE0AEE EG0ENEn | - . . EiESIERlEELS
Data | DRF Key Fields 4 109001%0 (86 08 C4 43 73 €3 50 1A 6F 77 76 BD 7C DC FS C1 +.KCsT].owvk|bxB
: JCOCOLFD |44 25 55 4C ©5 15 84 38 32 BD BO 50 63 4A OE C3 DADLE.,928°Fel.T

" | ——— | - S :

Id 1': QCAC00210 RE edé DT 22 17T DO D1 AD SC EF D1 AZ 83 1% O0a 3E | @fu®.pC-\nCih._ >
Fie J0900220 |4E 9A 3E TC 74 66 ES AD C5 D1 26 41 04 E7 1E BD Nm>|tfe-EC&A.s.5
DRF Key Entry 1 10900230 |6C €O SC 39 €2 F6 32 28 AS 25 4R AD 42 BF 10 5F | 1A\OBuZ (T$J-Bi._
: 30905240 |70 5C 9D 6E 34 09 25 25 1B 53 4D D8 2E F2 38 2D | pl\&nd.%%.SMm.o8-
- e 0000250 IR QONZENESN 01 00 00 00 0 &eC 01 Q00 00 14 00 00 o0 |(OEEEY.-.1.......

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.




Sparse Files C/HFI

Hacking Forensic

Compuler
B | NVESTIGATOR

| Sparse files provide a method of
saving disk space for files by
allowing 1/0O subsystem to allocate

If NTFS file is marked as sparse,
it assigns only non-allocated
for the data defined by the

only meaningful (nonzero) data application

\

A —

e
A
e 1

I..\.

!

il

Without Sparse File Attribute Set | With Sparse File Attribute Set

______ > Sparse data (zeros) : Sparse data
10 gigabytes -. @ = > (zeros) 10
| gigabytes

......................

Disk space
H D ..... >uwedl17 B 1 =@ BN > Disk space used 7
gigabytes gigabytes

lllllllllllllllllllllllll

p—

e Meaningfuldata ~ § & B &% ¥® ¥ 1. > Meaningful data
7 gigabytes 7 gigabytes
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Linux File Systems
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Linux File System Architecture

User Applications ]

Computer
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\

GNU C Library ]

>- User Space

L System call interface ]

A

Inode g ; Directory
cache J—l Virtual file system }— e ]
- I -
[ Individual file systems ] Kernel
| Space
[ Buffer cache ]
I

‘ Device drivers I
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Table displaying directories and their description specific to the FHS

/bin Essential command binaries. Ex: cat, |s, cp.
/boot Static files of the boot loader. Ex: Kernels, Initrd
[/dev Essential device files. Ex: /dev/null
J The FI|E5¥'5tEI‘T’I Hierarc h\f fetc Host-specific system configuration files
Standard {FHS} defines the /home Users’ home directories, holding saved files, personal settings, etc.
d d
Irectory structure and its
cnntentsvin Linux and Unix-like /lib Essential libraries for the binaries in /bin/ and /shin/
ope rating SvSTEH’IS /media Mount points for removable media
Jmnt Temporarily mounted filesystems
J In the FHS, all files and
direcmrie; are DFESEHT under fopt Add-on application software packages
the root directnrv [FEDFESEHtEd Jroot Home directory for the root user
b\;‘ /} /proc Virtual file system providing process and kernel information as files
/ Information about running processes. Ex: running daemons, currently logged-
EEEEEEEEEENE S aens
/shbin Contains the binary files required for working
[srv Site-specific data for services provided by the system
Jtmp Temporary files
Jusr Secondary hierarchy for read-only user data
Jvar Variable data. Ex: logs, spoal files, etc.
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J First file system for the Linux operating system to
overcome certain limitations of the Minix file system

- It has a maximum partition size of 2 GB and a maximum
file name size of 255 characters

J It removes the two major Minix file system limitations of a
64 MB partition size and short file names

. The major limitation of this file system is that it doesn’t
support separate access, inode modification, and data
modification time stamps

J ltisreplaced by the second extended file system
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(EXT2)

EXT2 is a standard file system that uses improved algorithms, which greatly enhances its speed
significantly, and it maintains additional time stamps

It maintains a special field in the superblock that keeps track of the file system status and identifies
it as either clean or dirty

Its major shortcomings are the risk of file system corruption when writing to EXT2, and it is not a
journaling file system

Physical layout of the EXT2 File system:

Block Block Block
Group 0 Group N-1 Group N
Super Group Block Inode Inode Data
Block Descriptor Bit Map Bit Map Table Blocks
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Mode

EXTZ2 Inode

Owner Info

J The inode is a basic
building block of the Size

EXT2 file system

J Each file and directory Timestamps
are described by a single
inode

J The inodes for each file Direct Blocks
system block are placed
together in an inode =

Indirect Blocks E—

Double Indirect —

Triple Indirect
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Second Extended File System

EXTZ2 Directories
i1 |15 5 File | i2 | 40 | 14 |Very_long_name

J EXT2 directories are particular Sttt et T s A
files that create and hold the i s 1 ok '
access path of the files in the file
system

SrsEEEaEEEEESEEEEEEEEESEOEEER 0 o 20202020 eSS ssssssEssssssSsNssssssEEsssEsEsEe

J These files contain the list of
directory entries with the
following information:

-~ Directory inode

~ Length of the file name

—~ Name of the directory i >

()

DIRECTO

Y

Inode table
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Third Extended File System
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J  Ext3is a journaling version of the EXT2 file system and is greatly used with the Linux operating system
J Itis the enhanced version of the EXT2 file system
J It uses file system maintenance utilities (like fsck) for maintaining and repairing alike EXT2 file system
. Command to convert EXT2 to EXT3 file system:
> # /sbin/tune2fs -j <partition-name>
Ext3 Features
. -
Data Integrity | Speed | Easy Transition

It provides stronger data integrity As the EXT3 file system is The user can easily change the
for events that occur due to journaling the file system, it has file system from EXT2 to EXT3
computer system shutdowns higher throughput in most cases and increase the performance of

than EXT2 the system
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(EXT3) (Cont’d)

J File System Journaling:

€ It records file system updates which help in quick file system recovering in
case of a system crash

© The EXT3 journal uses inode 8 and its location is stated in the superblock

© The first block in the EXT3 journal is for superblock and contains general

information
& )
EXT3 disk layout with online resize support
| ’
Block group 0 i Block group n
. | L

Super Group Desc Reserved GDT Block bitmap Inode bitmap

block block blocks block block moce:lauie PebRblock
b 4
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J EXT4 is a journaling file system, developed as the replacement of commonly used EXT3 file system

J With incorporation of new features, EXT4 has significant advantages over EXT3 and EXT2 file
systems particularly in terms of performance, scalability, and reliability

J Supports Linux Kernel v2.6.19 onwards

@ File System Size - supports maximum individual file size 16TB and overall maximum EXT4 file
system size 1EB (exabyte)

©@ Extents - replaces block mapping scheme used by EXT2 and EXT3, improving large file
Key performance and reducing fragmentation

Features

@

Delayed allocation - improves performance and reduces fragmentation by effectively allocating
larger amounts of data at a time

Multi-block allocation - allocates files contiguously on disk
fsck speed - supports faster file system checking
Journal checksumming - uses checksums in the journal to improve reliability

Persistent preallocation - preallocates on-disk space for a file

Improved Timestamps - provides timestamps measured in nanoseconds

- 5 9 ¥ ® ®

Backward compatibility — makes it possible to mount EXT3 and EXT2 as EXT4
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(EXT4) (Cont’d)

EXT4 disk layout with meta block group
17
| |
Meta block group 0 | | Meta block group n
5 .l....,_ — 17
.'...l-' - LT e LT T
Group 0 Group 63
Iy
Group 0 shlilgf;: Gru;;;ies: BIn::I:Ltkmap Inud:lln:n::t:ap Inode Table Data block
Group 1 Shlfsfl: Gru;;;clies: Eln::I:ll:tkmap Innd:I:::t:ap Inode Table Data block
Group 2 EIn::I:Ltkmap Innd:llnn::t:ap Inode Table Data block
Group 3 Gru;;;clies: Eln::I:ll:tkmap Innd:I:::t:ap Inode Table Data block
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Mac OS X File Systems
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, - Developed by Apple Computer to support Mac
operating system

& HFS Plus (HFS+) is a successor of HFS and is used as a
primary file system in Macintosh

@ Derived from the Berkeley Fast File System (FFS) that was originally
developed at Bell Laboratories from the first version of UNIX FS

@ All BSD UNIX derivatives including FreeBSD, NetBSD, OpenBSD,
NeXTStep, and Solaris use a variant of UFS

® Acts as a substitute for HFS in Mac OS X
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m“m Benefit/Comment

User visible name

Number of
allocation blocks

Long file names

File name
encoding

File/folder

attributes

OS startup support

Catalog node size

Maximum file size

Mac OS Standard

16 bits worth

31 characters

MacRoman

Support for fixed
size attributes
(FileInfo and
ExtendedFileInfo)

System Folder ID

512 bytes

231 bytes

32 bits worth

255 characters

Unicode

Allows for future
metadata
extensions

Also supports a
dedicated
startup file

4 KB

253 bytes

C/HFI

Hacking Forensic
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Radical decrease in disk space used on large volumes, and a large
number of files per volume

Obvious user benefit; also improves cross-platform compatibility

Allows for international-friendly file names, including mixed
script names

Future systems may use metadata for a richer Finder experience

May help non-Mac OS systems to boot from HFS Plus Volumes

Maintains efficiency in the face of the other changes. (This larger
catalog node size is due to the much longer file names [512 bytes
as opposed to 32 bytes], and larger catalog records (because of
more/larger fields)).

Obvious user benefits, especially for multimedia content
creators.
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Hierarchical File System (HES)

Hierarchical File System (HFS, also referred
as Mac OS Standard) is a file system
designed by Apple in 1985 for MAC
operating system

It groups files into directories and
each directory also groups with other
directories

It displays drives, directories, and files
INn groups

't divides a logical volume into logical
blocks of 512 bytes

Compuler

Hacking Forensic
| NVESTIGATOR

pin g e s e, vy

Hierarchical File System

-. ..... 3 apool
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/ It supports large files and uses
HESt ic a successor of HES U.I"IICﬂdE for naming the items
and used as a primary file (files and folders)

system in Macintosh

The HFS Plus allows user to:

@ Efficiently use hard disk space

i ¥ international-friendly fi
It is also called Mac OS Extended t’:;z!’? International-friendly file

(HFS Extended) and is one of the 8 Eucilibhe Mac OS
t y asily DOOT on non-iviac
formats used in the Apple iPod operating systems
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Reserved (1024 bytes)

Volume Header

J HFS+ volumes are divided into logical
blocks (sectors) of 512 bytes

Allocation File

J These sectors are clustered into allocation
blocks

J The total number of allocation blocks R
depends on the volume size :

J The bulk of an HFS+ volume contains File Data or

....... : Catalog File
seven types of sectors: Free Space :

User file fork

Allocation file Attributes File

Catalog file ..............

Extent overflow file

Attribute file

Startup File

Startup file

» ¥ 9 9 » @& ©®

Unused space | 3
' Alternate Volume Header

Reserved (512 bytes)
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Volume Header JournalinfoBlock

HFS+ volume has an optional journal which helps in
mounting an unmounted volume in the case of a
Catalog File

system crash : ,
parentlD = 2, nodeName = “.journal’
e . parentlD = 2, nodeName = “.journal_infoblock_block”

Journal restores the volume structures to a

trustworthy state without scanning all of the e
structures Journal Header |
F ﬁ
Journal Buffer

Transactions

The journal info block (.journal_info_block) is stored
as a file on the HFS+ volume's root directory

F ﬁ
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VAR

J ZFS is the default disk-based and root file system used in the Oracle Solaris 11

J It provides a simple management interface, which is robust, scalable, and easy to administer

Features:
ZFS Pooled Storage Model

Benefits:

_ _ ® Simplifies and reduces storage management tasks
Data integrity Model

Simplified Administration @ Increases storage agility and data protection
Copy-on-Write transactional model © Delivers superior performance and availability
End-to-End Checksums

Self-Healing Data

Unparalled Scalability

ZFS and Solid-State Storage

Snapshots and Clones

Encryption

Deduplication

® &®© @ ®© ®© ® © ® P ¢ ¢ @

Compression

http://www.oracle.com
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The I1SO (International Organization for Windows supports two types of file systems
Standardization) 9660 defines a file system P . on CD-ROM and Digital Versatile Disk (DVD):

for CD-ROM and DVD-ROM media @ Compact Disc File System (CDFS)

@ Universal Disk Format (UDF)

To exchange data, it supports

various computer operating
systems such as Microsoft
Windows, Mac OS, and UNIX-based
systems

ISO 13490 is a combination of ISO 9660 with
multisession support

Common extensions to I1ISO 9660 were to deal with the limitations:

® Longer ASCIl coded names and UNIX permissions are facilitated by
Rock Ridge

@ Unicode naming (like non-Roman scripts)are also supported by
Joliet

© Bootable CDs are facilitated by El Torito
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Compact Disc File System
(CDFES)

CD File System (CDFS) is a file system for Linux
operating system

e e —— e o, T s E e I
R i ~<SI ~ A - ~ SR

= =

It transfers all tracks and boot images on a CD as
normal files

It unlocks the information in old ISO images

For e.g., suppose multisession CD contains two ISO images, mounting
the CD with CDFS file system, results in two sessions as files:

e

Ut

-y
et

[root@ké /root]l# mount -t cdfs -0 ro /dev/cdrom /mnt/cdfs

[root@ké /root]l# ls -1 /mnt/cdfs

total 33389
-r--r--r-- 1 ronsse ronsse 33503232 Aug 8 19:36 sessiocons l-l.iso

-r--r--r-- 1 ronsse ronsse 34121728 Aug 8 19:99 sessions 1l-2.iso

C/HFI

Hacking Forensic

Computer] 1 VESTIGATOR
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Disk Format File System (UDF)

Virtual File System (VFES)

e

e

(b

A VFS is programming that specifies an interface between the OS’s kernel and the different file systems
VFS gives client applications access to the various concrete file system in a systematic manner

E.g.: provision of transparent access to local and network storage devices without noticeable difference by the
client application

VMware Virtual Machine File System (VMFS), New Technology File System (NTFS), Global File System (GFS) and
the Oracle Clustered File System (OCFS) are some of the VFS examples

Universal Disk Format File System (UDF)

P

"t

&

it

UDF is a file system specification defined by the Optical Storage Technology Association (OSTA), aimed to
replace the ISO9660 file system on optical media and also FAT on removable media

It is an open source file system based on ISO/IEC 13346 and ECMA-167 standards that defines how data is
stored and interchanged on a wide variety of optical media
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w Redundant Array of Independent Disks (RAID) is a
technology that uses multiple smaller disks
simultaneously which function as a single large
volume

wl It provides a particular method of accessing one or
many separate hard disks, thereby decreasing the
risk of losing all data in case of hard disk failures or
damage, and improve access time

w This technology is developed to:

@ Maintain a large amount of data storage

@ Achieve a greater level of input/output performance

@ Achieve a greater reliability through data redundancy
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Levels of RAID Storage System | ( HFI

RAID 0 F

[ uxu{ n 1|-
J Data is split into blocks and written equally It is made up of two disks for each volume
across multiple hard drives and is designed for data recovery in the
event of disk failure

Computer

J Itimproves |/O performance by spreading the

I/0 load across many channels and disk drives J The contents of the two disks are identical
J If any drive fails, data recovery is not possible It ensures that data is not lost and assists in
It does not provide data redundancy preventing computer downtime

d It requires minimum two drives for setting up

F Ig.;.). F@'F

| A
i ol <> 8l
D
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Levels of RAID Storage System clHE
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J It provides rapid access and increased storage by ' ' It uses data stripping and dedicated parity, and
configuring two or more disks as one large volume, requires at least three disks
similar to RAID 1 _J Datais striped at a byte level across multiple
J Datais written to a disk on a bit level drives and one drive is set to store parity
J Error correcting code (ECC) is used to verify information
whether the write is successful J If any drive fails, data recovery and error
_ It has better data integrity checking and is slower correction is possible through the parity drive
than RAID O
RAID 2 Parity
AN NSNS SN NN EEEEEEENSESEEEEREEEREE} Generation
. RAID 3 pusasass
------------ CLEEEEEEEEEEEY pesssssssssgsassssnsnnssunnunnnnnnmnnl N
FEEE LR R lasspuunnnnnns E E E A -
} Et:l‘.‘-.-'*l ECEI%I Ecm%l 1 ' ] . ] 1 [ A Pﬂr'j!l'll
A2 A3 AD A1 - _ : A0 A1l A2 A3 II
; _ - BP
adl adl sl ail EI':E.-'*I EEEI%I Ect:r@l el [ o ] ol ’ ol [ arl!.’l l
c2 c3 co c1 EGC@I Ecmél Ecc@l cn§ l 51'.' ’ c2 1 E‘:ﬂ I c Parlﬁll
Dz p3 ' oo D1 B 1l 1 ] [ DP |
ECC/ ECC/ ECC/ aryy
ADto A3 =Word A; BOto B3 =Word B; ?I %I ? l ﬂﬂg D1§ I'.'IZ} D3§ ﬂb
C0to C3 =Word C; DOto D3=Word D ECC/Axto Az = Word A ECC; Stripe 0 Stripe 1 Stripe 2 Stripe 3 Stripe 0, 1,
ECC/Bxto Bz= Word B ECC; 2, 3 Parity

ECC/Cx to Cz= Word C ECC;
ECC/Dxto Dz = Word D ECC;
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Levels of RAID Storage System

(Cont’d)

wl Data is striped at a byte level across multiple
drives and parity information is distributed
among all member drives

w Data writing process is slow

w It requires a minimum of three drives for setup

Parity msamAsnms
Generation .
R TR =

e

3 Pa
q u’
B
Blocks Blocks

C/HFI
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F_ RAID 10 or Mirrored Striping

w Itis a combination of RAID O (Striping Volume Data)
and RAID 1 (Disk Mirroring) and requires at least four
drives to implement

W It has same fault tolerance as RAID level 1 and the
same overheads as mirroring alone

wl It allows mirroring of disks in pairs for redundancy and
improved performance, and then data is striped
across multiple disks for maximum performance

Mirroring Striping
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J Host Protected Areas (HPA) and Device Configuration Overlays (DCO) are the hidden areas of a hard
disk

HPA:

@ HPA is the reserved area on a HDD, meant to store data in a way that the user, BIOS, or OS cannot modify,
change, or access it

@ Information about HDD utilities, diagnostic tools, boot sector code, etc. is available in this area

DCO:

@ DCO is an additional hidden area available on modern hard disks, which enables system vendors to buy HDDs
of varying sizes from different manufacturers and configure all of them to have equal number of sectors

@ It can also be used to enable/disable features on the HDD

J  With an intent to hide information, intruders use certain tools to modify and write to the HPA and DCO
areas on the HDD

J HPA and DCO areas are of concern during the investigation as many tools fail to detect their presence

J Investigators can use tools such as EnCase, TAFT (an ATA (IDE) forensics tool), Sleuth Kit, etc. to detect
and image HPA and/or DCO areas
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Understanding American Standard Code for Information Interchange (ASCIl), Unicode, and Offset
. ASCIl and Unicode are the two most common techniques used to encode the characters

- File contents can be viewed in ASCIl or by extracting the ASCII strings from binary files for analysis

ASCII:

- Itis acharacter encoding scheme developed from telegraphic codes

- ASCIl encodes 128 specified characters into 7-bit integers. The encoded characters are:
Numbers 0 to 9

Lowercase lettersa to z

Uppercase letters Ato Z

Basic punctuation symbols

Control codes that originated with Teletype machines

2 @ T @ @ @

A space

J The ASCII table has 3 divisions namely, non printable (system codes between 0 and 31), lower ASCII (codes
between 32 and 127) and higher ASCII (codes between 128 and 255)

i N N W W N N N N N N
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© UNICODE: ©

J Itis an international encoding standard which supports consistent encoding, representation, and
management of text expressed in many writing systems

J It provides a unigue number for every character, irrespective of the platform, program, and language

O 9 UTF-8 and UTF-16 are the most widely used UTF character encodings O
| UTF Encoding Description |
. UTF-8 a 8-bit, variable-width encoding. Maximizes compatibility with ASCI! ;
UTF-16 a 16-bit, variable-width encoding
UTF-32 a 32-bit, fixed-width encoding
© OFFSET: O

J In computing, an offset usually refers to either the start of a file or the start of a memory address
. Its value is added to a base address to derive the actual address

Example: If “A” denotes address 80, then the expression A+20 implies the address 100, where 20 in
O the expression is the offset O
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. . I & Free Hex Editor Neo - O X
Understanding Hex Editor: | |
: File Edit View >elect Operations Bookmarks NTFS3treams Tools History Window Help
- Hex editors are the programs meant to examine or 2A-HEE G B E P (een -7
I I I 4> _E_Capturel.F"NG x
mﬂdlf\; the Dh'ﬁ,ﬁlﬂal (I'E' b'\ftE per bvte} structure of poooo2ee | 00 01 02 03 04 05 06 07 OB 09 Oa Ob Oc Od Oe Of =
d bina r\f ﬂle DOO00000 | 8% 50 4e 47 Od Oa la 0a 00 00 00 Od 4% 48 44 52 ®PHG........ IHDR
00RO0010 | 00 00 00 cO OO0 00 OO0 a7 OB 06 00 00 OO0 47 2d 53 euvbhenafne s B~
- i 0o0k%p20 | e5 00 00 00 OL 73 52 47 42 00 ae ce 1c ed 00 00 &....sRcB.el.é..
- USUHH“:’; hex-editors have three areas: 0000k N0 | 00 04 67 41 4d 41 00 00 bl 8f Ob £c 61 05 00 00 ..gAMA..: .Qa...
= “SN4E 59 73 00 00 Oe c3 00 00 Qe c3 0L 7 ..pH¥e...R...A.C
@ Address area: located on the left and exhibits the ':-':I:“:_Hf:"j'd ess Area Joo 0008 9743 44 41 5478 Seed 9de9 od..f\CIDATXS &
] _ _ oOOUEUETTEETET™SE 12 87 ef df a7 j b6 75 b7 75 17 14 a3 05  kiZ.:]\§fu-u..e.
addrESS Df thE f|r5t b‘ftE Df EElCh ||I"IE LlSLIE]“'f N 00000070 | 51 dl Of Sa 04 c5 Od a5 fj4a 4b 15 45 11 fd 52 a5 cﬂ,z.ﬁi WH.E. R
i 00000080 | ee 58 10 37 14 2d B2 2af |e0 be al 05 17 aa b2 60  iX.7°7
hexadecimal format 00000090 | d5 42 aa €4 £5 Sc de do |cc €5 ee dc 43 33 48 26 G0 Character Area
00000020 | 7 24 27 &7 79 e0 £}, il --%;r--'Tm"-flm-ﬂ_ Je €9 79 4 oF " De——
® Hexadecimal area: located in the center, lists each BRENNN ¢c %2 be 13 eogp g TONU RS} v 20 eo 7B iESERAEEE
000000cO | 0d 02 20 47 20 00 TH Pred J 0078 od 02 ..€x .x..Ex .X..
b’y’tE of the file in 3 table, usually 16 b'y’tES per line 00000040 | 80 47 20 00 78 0d 02 80 d7 20 00 72 0d 02 80 d7 €x .x..Ex .x..Ex
oo0000ed | 20 00 TE 04 Q2 B0 dA7 20 00 TE 04 02 80 47 20 00 Ko Em Ly, Em
@ Character area: located on the right, exhibits the 00000100 | £4 37 ba Ta 5 sabe T e 526 be78 £L22 g0 esbierimbade
ASCIl representation of each of the bytes in the - FEHEEARARRL . R
. £ »
hEHadECImaI arcad Ready Offset: On000002f8 (760) Size: 00000902 (2,306): 2.25 KB Hex bytes, 16, Default ANSI OVR
J Inforensics, hex editors are of use to view stored http://www.hhdsoftware.com

or deleted data from both files and disk sectors

J In general, investigators use hex editors to
examine evidence in particular parts of a disk

J Apart from the hexadecimal view of the data,
many hex editors also display data both in binary |
and ASCII forms /

Copyright © by EG-Gouncil. All Rights Reserved. Reproduction is Strictly Prohibited.



File System Analysis (Cont’d) | C|HFI

Hacking Forensic

Computer] 1 VESTIGATOR

0 0000 0
1 0001 1
Understanding Hexadecimal Notation: 2 0010 2
3 0011 3
- Hexadecimal numeral system, also known as hex, is a
. 4 0100 4
numeral system with base 16
5 0101 5
J In hexadecimal notation 0-9 represent zero to nine 6 0110 6
values and English alphabets A, B,C, D, E, and F . R .
represent ten to fifteen values
8 1000 8
E.g.: 2BA in hexadecimal is the same as 0010 1011 1010 9 1001 9
binary A 1010 10
- Hexadecimal notation allows using powers of 2 easily B 1011 11
instead of writing the whole thing in binary C 1100 12
D 1101 13
E 1110 14
15

F 1111
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J Itis atechnique to recover files and fragments of files from unallocated space of
the hard disk in the absence of file metadata

J Inthis technique, file identification and extraction is based on certain

characteristics like file header or footer rather than the file extension or
metadata

J Afile header is a signature (also known as a magic number) which is a constant numeric or text
value that determines a file format

Example: A suspect may try to hide an image from being detected by investigators by changing
the file extension from .jpg to .dll

However, changing the file extension does not change to the file header, and analysis tells the
actual file format

Example: A file format is confirmed as .jpg if it shows “JFIF” in the file header and hex signature
as “4A 46 49 46“

J Investigators can take a look at file headers to verify the file format using tools such as 010
Editor, Cl Hex Viewer, Hexinator, Hex Editor Neo, Qiew, WinHex, etc.
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Image File Formats: JPEG

1.|]'IIF"LI|-..T

f,:’:;;{ﬂg JPEG Start Of Image marker FF D8
e Sirs. o ool 4> : J TheJPEG is a commonly used method to compress
Motion-JPEG APP, marker FF E photographic images
Marker content length 00 2A ] | ] h S s h
St R ol 000060 J ltusesa compression algorithm to minimize the
oo JPED g 'w3pe" —— size of the file without affecting the quality of the
Byt Field size image
offsets Padded field size
from
start Offsat to next field
of
-3 Ovamzaten b offeet | e—— e —————————————————— -
Huffman table offset &> Free Hex Editor Neo i 0 %
Start of Frame offsat File Edt View Select Operations Bookmarks NTFSS5treams Tools History Window Help
Start of Scan offset (or zero) —| Not in original & . " ¥ 4 =l & 2 Engsh vl
Motion-JPEG MZLELE N (el 4.
Start of data offset (or zero) J A specification 4P| & jpeg_compression_resultjpg X
Other markers 00000000 | 00 01 02 03 04 05 06 07 OF 09 Oa Ob Oc Od Oe Of =
- TR - L] = il 1 v it d g
JPEG DQT marker FFDB 0084 .. . iadalan s 0938 9290 00 01 (AT
- 00000010 e Oe Oe 12 18 31 ¢0.c 3
JPEG DHT marker FFC401A2.. .. 00000020 e 10 1625 37 de H.....00\....ATH
= JPEG SOF marker EF C0 00 11 00000030 1 la 28 33 44 S1 67 _....00Wb.. (3009
- o 00000040 3  Hexview of IPEG c 45 S0 67 71 78  p(:9M=hydi<EPgqx
JPEG 505 marker FF DA 00 OC DO0000SD | &7 3a 37 3 starts with £2 c0 00 Ob OB 04 gm7e>M\ec.¥A....
—_ AO000 A0 i a0 “ff dg ™ a0 1* o0 o0 01 0 2
L’? JPEG Entmﬂf_cnded dam P ke '::II:-El:El: ! -5 - W -j - e - -5 rrrrrrr L
00000070 | 01 01 01 o2 1) 00 0000 00 00 OL 02 wovsreovnsnsnone
- JPEG EQI marker FF D9 00000080 | 03 04 0506 07 O 09 Oa Ob 00 ££cd 00 DS 10 00 .eevuwnnn. gA.R.
Optional padding with FFs | FFFFFF 00000090 | 02 01 03 03 0204 0305 O0SO04 0400 00 Ol 7d 01 .eeeieencnnens )
- T
00000080 | 02 03 00 04 11 05 1221 31 41 0613 51 61 07 22 .evven. 11A. .Q8."
ﬁ:‘ﬁﬂ?ld JPEG Start of image marker FF D8 000000b0 | 71 14 32 81 91 al 02 23 42 Dbl cl 15 52dl £0 24 q.2 *;.eBzA.Rilas
- 000000c0 | 33 62 7282 09 0a 1617 1219 1825 26 27 2829 3BT, ce0uees ' ()
e —— 00000040 | 28 34 35 36 37 38 39 38 43 44 45 46 47 4% 49 48 *4S6789:CDEFGHIJ
T g, S o 00000060 | S3 S4 55 56 57 58 S3 Sa 63 64 €5 66 €7 68 69 6a  STUVWXYZedefghi)
. 00000020 | 73 74 7576 77 78 79 Ta 83 B4 85 86 27 88 29 fa  stuvwxyzf._te kd v
Offset to next field, zero 00 00 00 00 = :
. Ready Offset: 00000000 (0) Size: (000231428 (143,690): 140.32 KB  Hex bytes, 16 Default ANSI OVR

https://developer.apple.com Hex View of JPEG File Format
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| v
| : : : : . f
',I - The Bitmap (BMP) is a standard file format for a Windows Device |
| Independent Bitmap (DIB) file i
| b
] : : : : b
| ') The size and color of these images can vary from 1 bit per pixel :
|

’ . d : i ins ,
Basic BMP File Format | (black and white) to 24-bit color (16.7 million colors) :
| E
Name Size : ' - :
14 b | 5> Free Hex Editor Neo - O % :

tes
Header y | File Edt View Select Operations Bookmarks NTFSStreams  Tools Hestory Window Help :
! A
Signature 2 bytes H P A -HEB TEERI e Q” Ew 1 ”:im ! )
/ -l N RS RE A s |
T ] y
File Size 4 bytes | (<> Gempomp X r
" : ¥
reserved 4 bytes | | 00000000 | 00 01 02 03 04 05 06 07 08 09 Oa Ob Oc Od Oe 02 — :
| | coo00000 76 S8 0200 00 00 00 00 76 00 00 00 28 00 [B&xX...... A 3
DataOffset 4 bytes | | 00000010 | 00 DWeg02 00 00 €0 01 0000 0100 04 00 00 00 +.€ecleveenenn. ’
| | 00000020 | 00 00 o0 S0t 00 73 12 00 00 00 00  ...... BissBiiass 3
Color Table 4 * NumColors bytes | | 00000030 | 00 00 00  HexviewofBMP [P0 £2 £ £2£ 00 02 01 .ueveaueee by ;
| | 00000040 | 00 00 06 starts with 0 b2 21 00 93 B i UL :
Red 1 byte | | ooooooso | oo 7B 42 44 DO S1 3b 00 00 32 Ze {Y..eI..Q:..7 ¢
: 000000E&D 00 00 2f 22 00 00 21 1B 00 00 Oc 0% OD OD 01 O L S r
Green 1 b‘y’te f 00000070 | 00 00 ££ ££ f££ Of 00 0 00 00 00 00 00 00 1y L :
Bl 1 byte | | oooooozo | 00 00 00 00 00 of 00 0000 00 00 00 00 00 00 .comevenevcannns -
| | 00000090 | 00 00 00 00 0000 0000 00 00 00 00 00 00 00 00 .eeeeeecceecanes .

i
reserved | 1 byte 000000a0 | 00 00 00 00 00 00 00 0 00 00 B0 00 0D iiciiairaeierans :
# : 000000b0 00 00 00 D D0 D 0 00 00 OO0 00 00 0 .osssssassssnsnss F
Repeated NumColors times | | coooooeo | 0o oo 00 00 00 00 D G000 0000 0000 ..oviiincniaeoa: -
; 00000040 00 00 od 0 00 00 OO0 1 0 0D 00 00 DD 0D D0 sssssssssssssasns ¥
% 1 0000000 00 Od ele D 00 Q0 00 U 0D 00 00 0D QD U ssssssssssassmsns :
Raster Data Info ImageSize bytes | | 0oo0oozo | 00 00 00 00 00 o 00 0000 00 00 00 00 00 00 .oeveveseeeennns vl |
| - = |
: Ready Offet: 00000000 (0) Size: 000025878 (153,720 150.12 KB Hex bytes, 16, Default ANSI OVR :

il
F

— T e TR EET T EDT ET SEER gTR TR e SN S e e e ST S

Hex View of BMP File Format
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1.|I'I| uler

Formats

o bres o ties GIF File Format =l

File Edt View Select Operatsond Bookmarks NIFS3treams Tools Hitory Wndow Help

f-HEE a G Q Ty @

ooooo000 | G0 Ol 02 03 G4 05 06 0T QR OF Oadb Oc Od 0w OF :'
1 1 . K . GO3000400 00 £7 00 OO 00 00 00 BIrEded.P.e.....
The GIF is a file format that contains 8 bits per pixel and ot s e D B
e = & ald &y - Wi @D sssssssssss saw *
i e ) : 1 e I4 30 &1 1% 37 Q1 sn solealaallaas
dlsplavs 256 Cﬂlﬂrs per fra mE coo00040 | Ib 24 1€ 20 Hex view ef GIF b 30 0% Ia 34 20 dd 6. d.ET.0..8(-
00000050 | 32 30 i4 I | ITIrEI with o L3 0m 40 00 Oc 44 20..TAT07. M. D
- . " SUO00060 | o0 1% 48 00 47 43 46 38 i Ia de 00 25 42 Q1 walle oo ol *H. KE,
It uses lossless data compression techniques, which 00000070 [ 26 sa 01 36 PTEFITTEEN 13 2 00 16 66 00 15 +L6T.M.K. 2.
COO00080 | 71 00 fé &% 01 3 Gc 01 3a 6% 03 25 TE 0D A7 V9  qQ.ei. 01l AE.TY
I I I I I COOO0090 | 01 3b &E 17 39 4% Je 44 36 01 49 34 03 4o 51 0% -:b-i:-:'r'-::-;:--
malntaln the Ulsual qualltv Df thE Image CO0000a0 | &0 5B OL 4% 6 02 45 64 02 4f T1 O 71 &= 02 Ee Io.Ed.0q. :.1.....
COOOO0BD | #c 04 42 51 Jl 4f TR 28 TOVI e 80 B M M ¥ 1. :.-.;.:ﬂl-::
CRO000=0 | 42 b 45 4B 4B 52 51 Sa 6% &= 6% V2 T4 B0 &7 5% B: Ei-.T-F.E:ﬂl.r' :'t'
GOGOO0d0 | EE T G B T4 3B M B4 00 da £5 02 A6 BY 02 e tm.f)Bd..cE.FiLE
o000l 30 02 4T 2§ 02 57 T Q3 A3 fa Of & 93 O TR Be =58 = xd
O000E0 | Ce 54 ab 01 A BD O 6y B4 03 TEd af Qe 4 Bd 24 5 £ P ol Rl e o w
L4 *
Ready Offyet: 00000000 (0) Sire: (uO00045e5 (18,9175 1247 KB Mex bytes, 16, Defoult ANSI OVR

el ek i PNG File Format =T
File Edt View Select Operstions Bookemprks NTFS Streams  Took Hmtory Windew Help
1 1 1 ':' [+ Pnglmgtpﬁ; o
The PNG is a lossless data compression image format, e e Ty T — =
intended to replace the GIF and TIFF formats oonnooce e Lo emsnve R
00000020 oo Of 59 7300 00 Oe c4 00 00 Of  ....- piYs...A. ..
ooO00030 | c4 01 95 Ib T TE A9 4d 45 07 0 K.ve...... tIME.
It suppﬂrts': 00000040 | ©2 O Oa De H'f:,:::,rt:“ 00 00 07 T4 45 :: iz Ei}'?:”---‘;ﬂl
irdedis il 4] a 41 > T4 ‘B SD 4 47 cC 4B 00 0 DO S CAQTROT . DRiH. ...
- - OO0 | T4 45 55 T4 69 & s 00 cEXcDepcriptionm.
@ Indexed / Palette-based IMages {24-b|‘t RGB or 00000070 | 1309 21 23 0000 OO Ca 74 45 SE 74 43 62 70 7%  ..'4....tENtCopy
1 BOOOODED | 72 69 67 68 T4 00 ac 0f cc 3a OO OO0 OO0 Oe T4 45 right.=.li....tE
32-hlt RG BA EDlDI’S} GOOO0090 | SE T4 43 72 65 E1 T4 69 62 G2 20 4 69 64 65 00 XrCreation time.
BODO0AD | 35 27 G2 09 OO 00 OO 09 T A% SE T SV EF EE T Se...... eFXtSole
g : . 000000BS | 77 61 T2 45 00 5d 7O £f 3a 00 OO OO0 Ob T 43 58  ware.)pPi....cEX
GfE‘fSEElE IMages {Wlth or WIthDut Ellpha Ehannel} 0O0000cO | 74 44 €5 73 63 6c €1 €9 64 €5 72 00 b7 O bé 82  eDisclaimer.-A’
GOO00040 | OO0 00 00 OF T4 45 SE T4 ST 61 72 ée €9 6 67 00  ....tENtMazniog.
poDO00eD | o0 1b o6 B7 OO OO0 OO0 07 T4 45 SE T4 53 6L 75 72 A.et....tDXt3o
Transparency (both normal and alpha channel) 20000020 | €3 65 00 £5 £283 ab 00 0000 08 74 45 58 4 43 ce.BPfh....tDXE
L3 *>
Ready Offset: 00000000 (0) Scre: OuD00122¢6 (744385 7265 KB Hex bytes, 16, Default ANS! OVR I
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PDF File Format

Computer

J Attackers use PDF and Microsoft Office (Word, PowerPoint, and Excel) documents as attack vectors because

of their wide usage by individuals and organizations

J Thus, itis essential for an investigator to understand the PDF and Microsoft Office file formats and structures,

which may assist during malicious document analysis

PDF File Structure:

Header:

The first line of the PDF file specifies the version number of a PDF file format

BLpLE L ER—— PDF File Format - 5 x
Bﬂd?' File Edit Wiew Select Opesations Bookmarks MTFS Streams Teols  History Window  Help
. & r d 3 — i EH]
4 -HERe FREEQ [ oo
Consists of objects (images, fonts, form fields, text streams, annotations, 4> [ & samplepaf x| . . _
| ooooonga | o0 01 02 03 04 05 06 07 09 Om Ob Oc Od O OF =
bookmarks, etc.) that constitute the contents of the document 00000900 5 0a 2565 b b5 b5 04 NEOE-1.5..taam.
00000010 d Da 3c 3c 2 24 78 7D 1 0 ob]..<< IV
0oooo020 ZL 50 &1 &7 &5 73 Z0 eSCatalog/Fages
The Cross-reference table {HrEf tabIE}: 00000030 e vien ofppe ] &7 28 65 6e 20 5553 2 0 R/Lang(en-US
00000040 20 2t et 54 72 65 €5 52 6f 6f ) /StructlreeRoo
. . . . . 000000549 4 20 38 'Z5 50 44 458 6l T2 6b 49 6& &6 &L T & 0 R/MarkInfo
- Contains links to all the DbJECtS in afile 00000060 | 3c 3c 2f & fi 20 74 72 75 65 3e 3e  <</Marked Trued>
0oooao70 Je e 04 Oa &5 Ga &4 &L &2 &a 04 Oa 32 20 30 20 . .ondob]. .2 0
3 ooooooa0 ef 62 &a 0d 0Oa 3= 3¢ 2L 54 79 TO &5 2f 50 &1 BT ob] . . <</ Type Pag
- Allows random access to UbJECtE 00000090 | €5 73 2£ 43 6£ 75 G= 74 20 31 2£ 4b €9 64 73 Sb  es/Count 1/Hida]
Qo0oooal A0 33 20 30 29 32 3d 20 J& J= 0d Oa &5 6= &4 6L 3 0 R] ¥>..endo
H 0O0000akED &2 &a 0Od Oa 33 20 30 20 6f 6X 6a 0d Oa Jc Jeo 2L BEJ..d O ob)..<<
_] A”UWS tD trace updatEd Ehanges made tD the PDF flle 000000ged 3 79 TO 63 2f 30 61 A&7 63 2f S50 61 72 653 6= T4 Iype/Fage/Parent
0000000 20 32 20 30 20 52 2f 52 B3 73 GE 75 T2 &3 65 T3 2 0 R/Reggurcas
a & 0o0000ed J2 32 2f 46 Bf pa e & 2f 46 31 20 35 20 30 L fFane<</EL 5 0
ThE Traller. 000000L0 20 52 3= 3= 2f 50 1} 4 B3 53 &5 T4 5k 2f 50 44 B /ProcSac [ /ED "
L &
- Contains links to the xref table and to main objects in the trailer Ready Offset: DOODOO00 (1) Size: BD0014438 (33,099): B1.15 KE Hex bytes, 16, Default ANSI OVR

dictionary

2 Ends with %%EOF to recognize end of file
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Word File Formats

l.'|]l1|'"IJ1.L T

MS Office Documents - File Format: Microsoft Word File Structure (.doc/.docx):

Binary File Format WordDocument Stream/Main Stream

J Usually, attackers target MS Office documents of 4 Contains binary data of the Word document and Word file
the binary format because they are still in use header (known as the File Information Block (FIB)) located at

and the file structures are highly complex the offset 0

J  FIB contains information about the document, file length, and

& Frew Hex Editor Nes DOC File Format - a0 X e . . :
specifies pointers to elements in the document file

File Edit View 3elect Operations Bookmarkes NTFS Strearms  Tooks  History Window  Help

] -j . a 1 — — i_ T E‘-_d:alh 7 e m =

1-EHEE S Z8° 1" 35k Summary Information Streams
4 .'"l El]E-.:rnpl:.d-:i: Rl
0ooo0aaa0 a9 01 02 05 04 05 06 47 08 09 0a dp dc O0d d= OF

rrral e YT T o J  The summary information is stored in two storage streams:
Summary Information and DocumentSummaryinformation

oooooo1a 0g0 o 0D DO ) 00 00 00 Se 00 03 00 fe If 0% OO T T
oooooo2a 0¢ 00 0D DD D o0 0d 00 ad Qg d0 QJ1 00 of Do
oooo003a 31 o0 OO0 DO - 000 33 00 00 0D
ooo00040 01 oD OD DO
ooooo0s50 If If ff ff
ooooo0a0 iz il If It

ol ) Table Stream (OTable or 1Table)

I I D I SYTETTETRTERENRY

dew wisw of DOC fie
=tarts wih
ef 11 el ot bl Toel”

DD':":":":'TE' EE da @d E I F | EF EF I F EE E @l @@ b e e e e e e e - - " v
; ) J Contains data referenced from the FIB and other parts of the file
oonongan || S Free HexEdtor Neo DOCX File Format - 0 X P
AR [T T Mew Siia. Desions Dtk MIES SUowee: Todk Wy o Wy - stores various plex of character positions (PLCs) and tables
R TA-HEB & f6E ke == W defining document’s structure
DOO000&d '""J"' T - "_""r“‘ ”‘.._‘__.‘_ ....... A — — : :
000000E0 = : |;;i" 02 03 04 C5 I:f : | 08 0% Oa Ob Oc 04 : 0 F : - J Has prEdEflﬂEd structure Un"f for EHEFYPtEd files
£ slalalalififele db 03 04 14 00 Q& 0O Of 00 OO 00 21 00 a% ee L 1% iy
Read slafataliti pile &= Ja 4 01 D o0 B3 OF o0 00 I3 00 O OF Sb 43 | R e [ = -
X 1‘ ;iiiffl;f 'EE r.: '1 4 5f 54 7% T0 -"Eh '3 E-:.I. .:E' _ E:I. ?-:..'.E.‘L'.._:';'FE::.I: Data StrE‘am {optlﬂnal]
00000040 | 0 oo cof  HMexviewofDOOXAle By op 0o 0n 05 00 .....ocoeeen. |
""" 050 50450304 140006 00" [0 00 00 00 00 00 ..vvenenrirrress J No predefined structure
(ulalalafatil A1) - - o0 00 o0 00 OO0 00 B e ol T i
J Contains data referenced from the FIB in the mainstream or
0000 &R 2 1a &2 30 ef 28 54 91 &2 ac Oa 38 &0 &9 a2 4% ¢+ 10IN "B, Blied 2
DOODOEZ0 | 25 44 £2 52 b Be BS Zc 0% al 09 89 of £3 7e 75 S0p <R, . .xTAu other parts of the file
3000T00 Bz 03 5a S& 0f 74 d9 a2 73 87 af 3 1f 21 59 2c¢ e L™ "vl':—.' 'Y, |
GOO00T10 1§ 7d Tb &5 3¢ 01 OO0 04 ff ff 03 00 50 4b O3 O4 IR e s P PH . | .
0000720 14 00 OE G0 Of OO0 OO0 OO0 21 00 Bz 20 21 &a ED D4 ey S b ObJECt Strea ms
po00o730 | 00 00 99 18 o0 00 1e 01 [T €L 72 &4) 22 52 7268 ... [nd x
igidilietalpl Li B 73 22 B4 &2 &3 TS &4 &3 & T4 e T 64 &c e 1:.'2‘::.-:-&.’::.:::. | ' " - . -
BN G s 5 MEE B el ik e o J Holds binary data for embedded OLE objects within the .doc file
£ > i

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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PowerPoint File Formats

Computer

35 Free Hex Editor Neo PPT File Format - o

Microsoft Powerpo int PresEntation File | File Edit View Select Operations Bookmarks MNTF: Streams  Teols  History  Window  Help
| 2Aa-HAEE G FEE EQ =T @

Structure (.ppt/.pptx): > Wi %
pODODODD | 00 01 02 03 04 05 06 07 OB 09 0a Ob Oc DA De OF =
poooonoo | @8 cz 11 e0 al bl lael o000 00 00 OO0 00 00 00 BI.did.d........
DODOO0L0 | 00 OO0 00 00 W& 00 OO0 00 3e 00 03 00 f8 ££ 09 00  seseess. oo bl s
currE nt USEI" Strea m popooozo | 06 00 o0 oo 8 0D O0 OO0 DD OD DD 6C D6 D0 D0  eseseasenns i
DODODO30 | 01 00 00 0O af DO DD 02 DO DD D0  ovoeeecomcnnens
DODOD040 | 01 00 00 OO Hex view of PPT fie DO 00 OD DD 00  cueo®Buueencsnocnn
: : ! {ECHE ooooooso | 04 00 00 o0 | siariswih B pp a9 DL DD 00  ....fi...f...@...
J Maintains CurrentUserAtom record, that identifies the oooonnen | 43 02 0o oo A_NOMEVRE Fon sg 03 b0 o0 1.de.en.t.
: DODOOOTO | d= 03 00 0D 96 04 OD OO G7 04 OD O0 &0 05 DO 00  Bewumussmees oo
| p ,/ df\f- g PPT d | i DODODOE0 | 23 06 Q0 0D 29 OF OO DD 24 D6 DD DO 2D D6 D0 00  feaedeee®ussten
aSt LISEI' 5 name tD D En mD I a tar Et an Gcatlﬂn poooooad | 7o 08 00 00 oF OF DD DD o% OB DD DD 4h 08 O0 00 lu..E...E...T..
. DODOO0AD | de 09 00 OO0 dd 05 0D 00 de D% 0D OO df 09 00 00 Ge..¥...B...B...
of the most recent user edit BRI o 2 0o oo 20 o0 a2 08 oo s a3 s oo bn |ANN R
DDO0OOED | 24 0% 00 00 o5 09 00D D0 o6 09 OO0 DO €7 D9 OO0 00  S.eoBeee®eooge.
DODOOOAD | 24 10 00 00 95 10 0D 00 12 11 0D 00 1B 11 DO 00 —see®uesasssnsss
. DODOODRD | 27 12 00 00 28 12 0D DD 10 13 0D D0 £7 13 D0 00  "eeuloseassstuns
PﬂWEI‘PDInt DﬂcumE I’lt Stl‘EElm DODOOOZD | £3 13 00 00 df 14 0D OO0 o0 1d 0D OO0 €B 15 00 00  @es.Bo..d...E... i
L »
Ready Offset: DOO00000 (07 Size: OuDSERT200 (107 706 830 102,72 ME  Hex bytes, 16, Default ARSI OVR

J Contains information about the presentation layout and

ItS CﬂntentS S5 Free Hex Edvtor Meo PPTX FiIE Fnrmat = O >

File Edt Ve NTFS Streams Tools Hlﬁcr:,,' Wendow Help

Pictures Stream (Optional) 2 4-0E@ & 1 5 i &

"‘" £l Sampleppts X

=

20000000 o0 01 02 O3 "E'i :E ;_'.E "" 0g o9 EIE E'itl be Od ".".E ﬁf T
- Contains information about embedded image files within oonoogto | [ o5 ot 3490 0 ob] e200 0000 z1 00 el fKi.o.iiatids
the presentation | et e ool 0 M@ To e
Go000040 | 00 00 00 Hao wime of PPTX fila 6 00 00 00 ob
:;.I::-:.:::L : 5045 03 04 14 00 06 00 o :_:_ kil
" = CooO00a0 o0 00 Qg o 00 00 Q0 Q0 oD
Summary Information Streams (Optional)
| ThE summary |nfﬂrmat|ﬂn 1S StﬂrEd in two Stﬂrage 00000770 | da 34 Sc £1 §3 48 de Ze b3 £9 00 00 00 22 ££ 03  4@AEN.d...9§
BORLU TR0 D0 o 4b 03 04 14 DL Q06 Lo 22 OO o0 oD 21 QU at FEannnnannnnl @
streams: Summarylnformation and | o= @@ mot ovoe a0 000 IR IRl Rt BT
0OD0OTa0 | 2 T3 fc E9 B4 65 TR 2f 5% 72 &5 &c T3 2L 73 Ee slides/ _relaral
. GoR00TRA 9 64 65 31 Ze TE fd & Ie 72 E5 6 T3 ac 9l ol idel.xml.rels-tA w
DocumentSummarylnformation L el e e ae A .
Ready Orffset= OuDO0006cc (1,7400 Sives CoDOONG63E (91, 704): 29.55 KB Hex bytes, 16, Default AMSI OVR
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Excel File Formats

Microsoft Excel File Structure
(.xls/.xlsx):

An OLE compound file saved in Binary Interchange File Format
(BIFF)

Streams

J Workbook stream is the primary stream in .xls file,
which contains many substreams

Substreams

- Global substream - specifies global properties and data
in a workbook

J Worksheet substream - specifies a sheet in a workbook
Records
2 Holds information about each workbook’s features

J Components include record size, record type, and record
data

Note: Office Open XML Format (MS Office 2007 and above) is
less vulnerable compared to the binary format and is therefore
not widely used by attackers as a vector of attack

C/HFI

Hacking Forensic
| NVESTIGATOR

Computer

&> Free Hex Editor Neo KLS F"E FﬂI'I"I‘IElt B H i

File Edit Wiew Select Operations Bookrnarks MWTFS Strearns Toels  History  Window  Help

74 -HEAG " IRE R (B @

il-’m&mpluxlsﬂs X

ooo0a000 | 00 0L D2 D3 D4 DS DE 0T 0B 09 Da db Oc O0d Oe Of :'
poooooos | BB cf 1l o0 ol bi ia el 00 00 00 90 00 00 00 00 Bl.diE-E........
poooooio | 00 00 00 00 WAL 00 00 00  3c 00 03 00 £o ££ 0% 00 .v.o.o..¥...bi..
pooooozo | 06 00 o0 0D G0 00 01 00 00 00  ..ccocvcvscssnns
pooooodn | o1 of oo oo 00 2100 00 00  ..vcvvnnnneslons
oooooodn | o1 op o0 oD Hex view 0 XLS il Q0 Q0 00 00 00 ... .BFTF...eeen.
DODOOOSD | £F ££ £F £ uccr-ilizgaf.f:?uﬂ- £F  £F £F EF FE GUVRRATTRREV
oooo00ED | ££ ££ £ ££ £f SE EF OFE GUHHAHITITRRERF
00000070 | £F ££ EF Ef £F FE EF ££ EE £F Ef £ £ £ EF EE GHVHITTTRRES
DOO0O0RO | £F £F £F EF £F EF FF £f  £F £F £Ff £f £f £F £f £F  YYVIUVIUTEVEVY
DOO0O090 | £F ££ EF EE £F Ef FF ££  £F £F £ £F £f £F £ £F  §YUTUVITTRVRVY
ODO0O00&0 | £ £5 EE £F  £F £F £F ££  £F ££ £f £f £ £ EE EE GUYUVUTIITRVRVE
ODOOOOkO | £€ £5 EE £F  ££ £F £F ££  EF ££ Ef £f £ £ EE EE GHYVVTTIETRVRES
ODO000e0 | £F ££ EF £F  £F EE £F ££  £F £F £f £F £ £ EE EE GUYVVTETITTRVRVS
DOO0O0AD | £f ££ £F EE £F Ef Ef ££  EFf £f £F £ Ef £F £ £f  UPYUVUVTITURVVY
DoO0O0en | £f £F £F £F £F FF FF £F  FF £f £F £ £F £F £ £F  UPYUVUVTITURVEVY
DOODOOED | £F £F £F £F £F £f Ff £F £F £f £Ff £ £f £F £ £F  QP9UUUUTITIRUIVY v
L4 >
Feady Ceffz et QOOD0O00 (0} Size: CeO002e00 (19, 456): 1900 KE Hex bytes, 16, Default ANSI OVR

=5 Free Hex Editar Mea KLSK FiIE Fﬂrmat = = &
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File System Analysis Using Autopsy | C|HFI

Hacking Forensic

Computce | NVESTIGATOR

J Autopsy is a digital forensics platform and graphical interface to The Sleuth Kit and other digital
forensics tools that can be used to investigate activities which happened on a computer
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Computer

The Sleuth Kit (TSK)

The Sleuth Kit (TSK) is a library and a collection of command line tools that allow to
investigate volume and file system data

The file system tools allow to examine file systems of a suspect computer in a non-
intrusive fashion

The volume system (media management) tools allow to examine the layout of disks and
other media

It supports DOS partitions, BSD partitions (disk labels), Mac partitions, Sun slices

(Volume Table of Contents), and GPT disks
e )

It analyzes raw (i.e. dd), Expert Witness (i.e. EnCase) and AFF file systems and disk images

U —

It supports the NTFS, FAT, EXFAT, UFS 1, UFS 2, EXT2FS, EXT3FS, EXT4, HFS, ISO 9660,

and YAFFS2 file systems

—
http://www.sleuthkit.org

CAEINCIE

Note: To perform analysis, create a forensics image .dd or .EQ1 of hard disk or pen drive using disk imaging tools. Here, we have
created forensics image of a pen drive (.EQ1 format) using AccessData FTK Imager.
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The Sleuth Kit (TSK): fls and HF'
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