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Module Objectives

| After successfully completing this module, you will be able tn:‘

v

Understand Email 5ystem, Email Clients and Email Servers, along with their characteristics

Understand the importance of electronic records management

List the email crimes and discuss the crimes committed via chat room

Describe the components of an Email message

List Common Headers and X-Headers

Review the steps to investigate email crimes and violations

List all the email forensics tools

Discuss about the U.5. Law against email crime: CAN-SPAM act and its characteristics I
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Electronic communication offers global connectivity, but cyber criminals can exploit this unique
feature. This module intends to make you familiar with a subject that is currently a prime
concern: email crime. This module focuses on how to investigate email crime.
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Email System

An e-mail system encompasses of the servers that send and receive e-mails on the
network, along with the e-mail clients that allow users to view and compose messages

Email systems are based on a client-server architecture

The mail is sent from the client to a central server, which then reroutes the mail to
its intended destination

E-mail Server E-mail 5erver
Bob's ISP Alice’s ISP

Bob's Laptop Alice's Laptop
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Email is an abbreviation of “electronic mail,” which is used for sending, receiving, and saving
messages over an electronic communication system. An email system works on the basic Client
Server architecture. When we send a message from e-mail client, it goes through an e-mail
server, which handles the received messages. This e-mail server forwards the message to a POP
or IMAP service if the server has to send the message to a recipient on the same subnet, or else
it implements the standard process to send the message over the Internet to the recipient.

An email system consists of the mail clients to send or fetch emails and two different SMTP and
POP3 or IMAP servers running on a server. An email system works as follows:

1. For example, Jane composes a message using her mail user agent (MUA), writes the
email address of the person she wants to correspond with, Peter, and hits the Send
button.

2. Jane’'s MUA formats the message in Internet email format and uses SMTP to send the
message to the local mail transfer agent (MTA).

3. The MTA looks at the destination address provided in the SMTP protocol.

4, To find out whether the email exchange server accepts the messages for Peter’s
domain, the MTA looks at the domain name in the Domain Name System (DNS).

5. The DNS server responds with a mail exchange record of Peter’'s domain.

6. Jane’'s SMTP sends the message to the mail exchange of Peter’'s domain.

7. Peter checks his mail with the Get Mail button in his MUA using the POP3 server.
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An e-mail client, also known as a mail user agent (MUA), is a computer program
meant for accessing and managing emails

E-mail clients perform the following functions:

Display all the messages in a user’s inbox. The message header typically shows the date, time,
subject of the mail, sender of the mail, and the mail's size

Allows the user to select a message and access the data in the message
Allows the user to create e-mails and send them to others

Allows the user to send file attachments with the message and can also save any attachments
received in other messages

Most commonly used email clients:

d Standalone - Microsoft Outlook and Thunderbird

d Web-based - Gmail and Yahoo! Mail

Copyright © by EC-Coumell. 2l Rights Reserved. Reproduction is Strictly Prohibited.

An email client, also known as mail user agent (MUA), is a desktop application for reading, sending,
and organizing emails. It provides an interface for users to receive, compose, or send emails
from their configured email address. A user needs to set up and configure his/her email address
before using the email client. The configuration includes issuing email ID, password,
POP3/IMAP and SMTP address, port number, and other related preferences. There are a
number of standalone and web-based email clients such aseM Client, Claws Mail, Thunderbird,

Mailbird, Zimbra Desktop, Gmail, Outlook.com, etc. The email client becomes active only when
a user runs it.

An ESP (Email Service Providers) hosts and manages a mailbox that stores the users’ emails. So,
when a user runs the client, the ESP’s Mail Transfer Agent (MTA) sends the emails stored in the
users’ mailbox to the users’ inbox. Until then, the ESP stores all the emails in the user’s mailbox.
Similarly, while sending mails, the email client sends the mails to the server using a Mail
Submission Agent (MSA), and from there, the mail reaches the destination email Id.
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An e-mail server connects to and serves several e-mail clients

An e-mail server works in the following ways:
An e-mail server has a number of e-mail accounts; typically each person has one account

The server maintains a text file for each account. This text file contains all the messages for that
account

Whenever a user clicks the Send button in his or her e-mail client, the client connects to the e-mail
server and passes the message and its accompanying information (including the sender and receiver)
to the server

The server formats that information and attaches it to the bottom of the receiving user’s .txt file. The
server also saves the time, date of receipt, and subject line into the .txt file

If the users want to view the messages using e-mail applications, then he or she has to send a request
to the server via the e-mail client application

An e-mail server comprises of 3 components:
2 POP3
2 SMTP
8 IMAP

Copyright © by EC-Coumell. 2l Rights Reserved. Reproduction is Strictly Prohibited.

Email or mail server is a computer within the network that works as a virtual post office. An
email server connects and serves several email clients. Email servers exchange email with the
SMTP server. When a user sends an email, the client application first directs it to the email
server. This contacts the addressee’s email server and carries out a conversation in accordance
with the rules defined by SMTP over the Internet. The email server checks for the validity of the
username with the other email server. If validated, it transfers the email and the receiving
email server stores it until the addressee logs on and downloads it.

An email server works as follows:
= The server has a number of email accounts; each person has one account.

= |t contains the text file for each account i.e., if an account name is MTony, then the text
file is MTONY.TXT and if an account name is JMary, it becomes JMARY.TXT.

= Now consider that Tony is sending messages to Mary. For example, Tony writes, “Mary,
how are you? Tony” using an email client.

= When Tony presses the Send button, the email client connects to the email server and
passes the name of the sender (Tony) and the recipient (Mary) with the body of the
message to the email server.

= The server formats that information and attaches it to the bottom of the JMARY.TXT file.
The entry in the file may look like:

o From: MTony
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To: IMary
o Mary, how are you?
o Tony
= The server also saves the time, date of receipt, and subject line into the file.

= |f Mary wants to see the message in the email client, then she has to send the request to
the server.
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Smple Mail Transfer Protocol (SMTP) is an I nternet protocol for transmitting e-mail over IP networks
The SMTF servers listen on port 25 and handle all outgoing e-mails

When a user sends an e-miail, the sender’s host SMTP server interacts with the receiver's host SMTP server

L L L L

Conzider an example where a user has an account with myicc.com, and he or she wants to send a mail to
john@mybird.com through a client such as Microsoft Outlook

The procedure works as follows:
When the userclicks on the Send button, Outlock connects to the server of myicc.com via port 25
The client notifies the SMTP server about the sender's address, recipient's address, and body of the message
The SMTP server breaks the recipient’s address into the following parts:
&  The recipient’'s name (john)
& The domain name [mybird.com)

The SMTP server contacts the DMS [Domain Mame Service) server and gueries about the [P address of the SMTP server for
mybird.com

The SMTP server from myicc.com nnects to the SMTP server for mybird.com using port 25 and sends the message to it.
The SMTP server at mybird.com receives the message and transfers it to the POP3 server
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SMTP (Simple Mail Transfer Protocol) is an outgoing mail server, which allows a user to send

emails to a valid email address. Users cannot use SMTP server to receive emai

s: however, in

conjunction with POP or IMAP, they can use SMTP to receive emails with proper configuration.
The SMTP server is just a computer running SMTP, and it acts like a postman.

Consider you have an account with myicc.com, and you have to send an email to your friend at
john@mybird.com through a client such as Outlook Express.

The process of email delivery by the SMTP server is as below:

1. When you click the Send button, the Outlook Express client connects to the server of
myicc.com at port 25.

2. This client tells the sender, recipient’s address, and body of the message to the SMTP
server.

3. The SMTP server breaks the recipient’s address into:

* The recipient’s name (john)
* The domain name (mybird.com)

4. This SMTP server contacts the DNS and asks about the IP address of the SMTP server of
mybird.com. The DNS replies to it and gives one or more IP addresses.

5. The SMTP server from myicc.com connects with the SMTP server of mybird.com using
port 25 and gives the message to it. The SMTP server at mybird.com gets the message
and transfers it to the POP3 server.
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POP3 Server

Post Office Protocol version 3 (POP3) Server

POP3 is an Internet protocol, which is used to retrieve e-mails from a mail server

A POP3 server handles incoming mails

The POP3 server acts as an intermediary between the e-mail client and the text file

.
-
J The server contains one text file for each e-mail account
-
.

When a message arrives, the POP3 server appends that message to the bottom of the
recipient's text file, which can be retrieved by the e-mail client at any preferred time

An e-mail client connects with a POP3 server via port 110

The POP3 downloads the emails to a single device (computer, tablet, smartphone, etc.)
and then usually deletes it from the server

Drawback of POP3 is that the emails can be accessed only from one device
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POP3 (Post Office Protocol, version 3) is a simple protocol for retrieving emails from an email
server. When the POP server receives emails, they are stored on the server until and unless the
user requests it.

POP3 server does not allow the concept of folders; it considers the mailbox on the server to be
its sole store. Once the user connects to the mail server to recover his or her mail using the
email client, the messages automatically download from the mail server to the user's hard disk,
and the mails are no longer stored on the mail server unless the user specifies to keep a copy of
it.
The POP3 server can understand simple commands such as:

= USER -enter your user ID

= PASS -enter your password

= QUIT - quit the POP3 server

= LIST - list the messages and their size

= RETR - retrieve a message, according to a message number

= DELETE - delete a message, according to a message number

The type of mail server used by the mail account needs to be specified when a user configures
his or her email client. Email programs such as Microsoft Outlook and Eudora can automatically
support POP3. To set up their email program, users have to provide their usernames and
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passwords in order to receive POP3 mails. Examples of POP3 server address are
“mail.testserver.com” or “pop.testserver.com.” Every POP3 mail server has its own address,
which is normally allotted to the users by the web hosting company.

The POP protocol can collaborate virtually with any email program as long as the POP3 server is
able to host the protocol.

Advantages:

= Since POP3 implemented email clients download mails onto the system, a user can read
mails even when there is no internet connectivity.

= Users can create a new message and edit them even without logging onto the internet.
These created messages are stored in the “hold folder.”

= Since all the mails and their attachments are stored on the hard drive of the system, you
can quickly download the attachments whenever required.

= You can send and receive emails holding any amount of size, as there are no size limits.

= The size of mailbox depends on the size of the hard drive. Higher the capacity of the
hard drive, higher the size of the mailbox.

Disadvantages:

=  Since mails are stored on the hard drive, users cannot access these mails from remote
machines.

= There is no proper email filtering mechanism, so if users download attachments
containing malware, the malware may affect the entire system.

= |f the folder storing the emails and attachments is corrupted or deleted, it is often
cumbersome to retrieve them.

= Since emails are stored on the users’ machines, other people who have access to the
users systems may be able to read the mails using applications that help to open the
mail folders.
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IVMIAP Server

Internet Message Access Protocol (IMAP) Server

Internet Message Access Protocol (IMAP) is an Internet protocol, which is designed for
accessing e-mail on a mail server

IMAP servers are similar to POP3 servers, as it handles all the incoming mails like POP3

An e-mail client connects to an IMAP server via port 143

Unlike POP3, this protocol keeps e-mails on the server even after the user has already
downloaded them, thus enabling the user to use multiple devices to check the email

In IMAP, the user can also arrange e-mails into folders and store the folders on the server

oo
otototoro
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IMAP servers are similar to POP3 servers. Like POP3, IMAP handles the incoming mail. By
default, the IMAP server listens on port 143, and the IMAPS (IMAP over SSL) listens on port 993.

IMAP stores emails on the mail server and allows users to view and manipulate their emails, as
it the mails are stored on their local systems. This enables the users to organize all the mails
depending on their requirement.

In contrast with POP3, IMAP does not move mails from the mail server to the user’'s mailbox. It
acts as a remote server that stores all the user’s mails in the mail server. IMAP allows email
clients to retrieve MIME parts either in the form of an entire message or in multiple bits,
allowing the clients to retrieve only the text part of the mail without downloading the
attachment. This protocol stores a copy of all the emails on the server even if the user
downloads them onto his/her system. You can also arrange your mails into folders and store
them on the server.

Advantages:

= One can access the messages from any computer round the globe as they are stored on
the server.

= |t enables server-side filtering of spam messages.

= Saves time in deleting large messages in short time without having them downloaded,
as users can view the header information of the message without having it downloaded
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Disadvantages:
= The IMAP protocol does not allow users to access emails in offline mode.

= The mail server is sensitive to store space and requires regular archival of email
messages.

= |t is supported by very few ISPs as IMAP is assumed to be complex and a high-end
option.

= Although IMAP implements authentication mechanism, attackers can easily bypass it
since the credentials traverse through a network in plain text format.
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Electronic records management is the branch of management sciences, which is responsible for
the efficient and systematic control over the process of creation, receipt, maintenance, use and
disposition of electronic records, including the processes for capturing and maintaining digital
evidences and information for legal, fiscal, administrative, and other business purposes

Importance of Electronic

Records Management

importance of electronic records management:

It helps in non-repudiation of electronic communication so that no-one can deny being
the source of a particular communication

It acts as a deterrent for abusive and indecent materials in e-mail messages

It helps in the investigation and prosecution of e-mail crimes
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For an organization, any information in the form of electronic documents or records is a
proprietary asset. ERM makes sure that the organization has all the documents or records it
needs when they are required.

* |t helps to the organizations to tackle any legal mandates pertaining to the protection of
the organization.

" |t protects against unauthorized access or manipulations of electronic data.

" |t reduces the retrieval costs of the records that are no more required to be maintained
on the system and also reduces the burden of keeping paper records.

* |t helps to produce data on demand and withhold it for inspection.

" |t helps in capacity management for effective usage of the IT resources such as servers
and disk storages.

* Helps in preserving original form of email messages, thereby ensuring consistent mail

forms.
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C|HFI

dJ E-mail has become the most preferred method of communication because of its
ease of use and speed. But this has also made e-mail a powerful tool for criminal
activities.

- E-mail crime can be categorized in two ways:

Crimes supported by e-mails

J Crimes committed by sending
e-mails

€ Identity Fraud

€ Spammin
£ . Cyber-stalking

&
Phishin
2 € Child pornography
e

Child abduction

-
@ Mail bombing
e

Mail storms
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Before starting an email investigation, one should understand the term ‘email crime.” Email
crime is a serious offense. In the last few years, email has become the most preferred method
of communication because of ease of use and speed. But these advantages have made email a
powerful tool for criminals.

Email crimes and violations depend on the cyber laws created by the government of the place
from where the email originates. For example, spamming is a crime in Washington State but
not in other states. We can categorize email crime in two ways: one committed by sending
emails and the other supported by emails. When criminals use emails for selling narcotics,
stalking, fraud, child pornography, or child abduction, spamming, fake email, mail bombing, or
mail storms then we can say that emails support cybercrime.

Email Spamming

Spam is unsolicited commercial email (UCE) or junk mail. Spam mail involves sending the same
content to a huge number of addresses at the same time. Spamming or junk mail fills mailboxes
and prevents users from accessing their regular emails. These regular emails start bouncing
because the server exceeds its capacity limit. Spammers hide their identities by forging the
email header. To avoid getting responses from annoyed receivers, spammers provide
misleading information in the FROM and REPLY-TO fields and post them to a mailing list or
newsgroup.
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| Sender Date =
b check this out man Melda Romano Thursday 145937
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i Have Adhntis pains? There is help for you Cirsa Thursday 034536
i down on her, and Reginald Stubbs Wednesday 06:02.05
Common s“hm i natural enlargement dl.‘lEIt geonge Tuesday 163715
headers of Spam 4 Mo Subject fabian dickhaut Monday 10:38 59
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Phishing
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i 100% zum einladen__ 1679438
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FIGURE 12.1: Subject Headers of Spam Mails
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Phishing has emerged as an effective method used to steal personal and confidential data of
users. It is an Internet scam that tricks users into divulging their personal and confidential
information by making interesting statements and offers. Phishers can attack users by mass
mailings to millions of email addresses across the world.

The phishing attack deceives and convinces the user with the fake technical content along with
social engineering practices. The major task for phishers is to make the victims believe the
phishing sites are legitimate. The sources that can be impersonated include web pages, instant
messaging, emails, and Internet Relay Chat (IRC). Most phishing attacks are done through
emails, where the user gets an email that tricks the user to follow the link given, navigating him
or her to a phishing website. The email may contain a message stating that a particular
transaction has occurred from the user’s account and may have a link to check his or her
balance, or the email may contain a link to perform a security check for the user’'s account.
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We recently have discovered that multiple computers have attamepted to log into
your CITIBAME Online Account, and multiple password failures were presentad
before the logons. We now reguine you to re-validate your account information to
us.,
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To continue please Cheik Here or on the link below to re-validate your account
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Please do not reply to this e-mail. Mail sent to this address cannot be answered.
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FIGURE 12.2: Phishing Attack
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Mail Bombing

Email bombing refers to the process of repeatedly sending an email message to a particular
address at a specific victim’s site. In many instances, the messages will be large and constructed
from meaningless data in an effort to consume additional system and network resources.
Multiple accounts at the target site may be abused, increasing the denial of service impact.

Mail bombing is an intentional act of sending multiple copies of identical content to the same
recipient. The primary objective behind mail bombing is to overload the email server and
degrade the communication system by making it unserviceable. Usually, a mail bomber and the
victim know each other. Newsgroup postings that do not agree with the recipient’s opinion also
result in mail bombing. The target of a mail bomber can be either a specific machine or a
particular person. Mail bombing is more abusive than spamming because it not only sends
mails in excessive amounts to a particular person, but it also prevents other users from
accessing their email using the same server.

Mail Storms

A mail storm occurs when computers start communicating without human intervention. The
flurry of junk mail sent by accident is a mail storm. Usage of mailing lists, auto-forwarding
emails, automated response, and the presence of more than one email address are the various
causes for a mail storm. Malicious software code is also written to create mail storms such as
the “Melissa, I-Love-u"” message. Mail storms hinder communication systems and also make
them inoperable.

Identity Fraud

Identity fraud is the illegitimate retrieval and use of others’ personal data for malicious and
monetary gains. ldentity theft is a crime that is quickly gaining popularity. It is the willful act of
stealing someone’s identity for monetary benefits. Criminals obtain personal information about
a person and misuse it, causing heavy financial loss to the victim. Online shopping sites that
have false representations and spam emails that contain irresistible offers are the common
means used to obtain the victim’s credit card numbers. Once the user has placed the order
placed online, criminals can intercept the email message and used it. Criminals not only
withdraw huge amounts of money from the victims’ accounts but can also make the victim
bankrupt.

DRIVER LICENSE :
EXPIRES B i 1 e

TRENT ﬂ'ﬂ%ﬂ ARSENALL
a8 I

s

FREMONT Ch P58

o722 200 3T BB FDSLa

Original ", & Identity Theft
Same Name: TRENT EI'IAHI.ES ARSENAUL

FIGURE 12.3: Identity Fraud
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Cyberstalking

Cyberstalking is a crime where attackers harass an individual, a group, or an organization using
emails or IMs (instant messengers). Attackers try to threaten, solicit for sex, make false
accusations, defame, slander, libel, or steal the identity of the victim/victims as a part of
cyberstalking. The stalker can be someone associated with the victim or a stranger.

Child Pornography

Source: https://www.hg.org

Child Pornography is a criminal offense where a child or a minor is depicted of engaging in a
sexually explicit conduct such as photographs, film, video, pictures or computer-generated
images or pictures, whether made or produced by electronic, mechanical, or other means.

Child Abduction

Source: https://www. hg.org

Child Abduction is the offense of wrongfully removing or wrongfully retaining, detaining or
concealing a child or baby. Abduction is defined as taking away a person by persuasion, fraud,
or open force or violence. There are two types of child abduction: parental child abduction and
abduction by a stranger. Parental child abductions are the most common type while abduction
by stranger comes under kidnap.
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Crime Via Chat Room

Achat room is a wehsite or part of a website where a number of users,
often with common interests, can communicate in real time

Chat rooms are being increasingly used in a variety of crimes such as child
pornography, cyber stalking, and identity thefts

They are a regular feature of different adult sites and are extensively used
to disseminate obscene materials over Internet

They can also be used as a social engineering tool to collect information
for committing several other crimes
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“A chat room is a website, part of a website, or part of an online service such as America
Online, that provides a venue for communities of users with a common interest to
communicate in real time.”

On one hand, online instant messaging or chat rooms have benefited children, but on the other
hand, these have become a potential source of sexual abuse. Pedophiles use chat rooms to
sexually abuse children by establishing online relationships with them. They emotionally attract
the child and befriend them. After establishing a steady relationship, they introduce children to
pornography by providing images and videos that contain sexually explicit material. Pedophiles
exploit children for cybersex, which may lead to physical abuse.
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An email message is composed of three parts:

1. Header

2 E-mail headers contain information about the e-

came, the routing, time of the message, and the Subject: when canwe mest?

subject line Date: Mon, 28, Aug 2015 10:08: 23 QB0 -t > Header
Some of the header information that is usually
important to a technician is kept hidden by the

email software When canwe get together to work on our project? | am
Examples include To, Ce, Bee, From, Message-Id, avzilable amy time this week after 5:00 PM. But | do have some
, , .. other appointrments next week. | would like to meet before we L. Body

Reply-To, Sender, Subject, MIME-Version, Priority, hawve our next class, so email me and let me know what would

Btc. waork for you,

Thanks!
2. Body
Body contains the actual message lzne A, Alverno :
............................... = Sigmature

identity or designation of the senders. Email programs

emails sent

Email Message

il origin such as the address from where it

From: slvernjs@sherno.edu
To: anthosh @akverno.edu

Student, Alverno College
ure

s information to the recipients about the

set to enter this line automatically on all the
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Sample Email Header C ‘HFI

[+ hitpsfmail.geegle.com b
mail.google.com

Deliverad-To: julismnsjadelllggmail.com
Received: by 19.25.143%.148 with SMTP id rld2csplS151%11#g;
Cat, 12 Mar 20818 AY:32:86 -3838 [PST)
E-Received: by 18.187.198. 133 with SMTP id wl2¥mrld 7428541 S8, 1457TE2026549;
Cat, 12 Mar 2018 03:32:86 -QB3a [PST)
Return-Path: < 3NFTivhic A fopkgn. dgykpivgp . ghhkekcniockn . egofidoclis® . bounces. google. com
Received: from mail-iod-xn248 . google.com {mail-io@-x248.google.com. [2607:FEbO 4801 clk: r248])
by mu.google.com with ESMTPS id k9BsilB@7F3B@6iol.57.2016.83.12.85.521.85
for ¢julisnmejadeili@email . come
version=TLS1_2 cipherzE[DHE-RSA-AES12R-G0M-SHASE bits=128/128);
Gat, 12 Mar 2815 B3:32:86 -0B28 [PST)
Received-5PF: pass (google.com: domain of 3IMNF7iVhicliHdfepkgn.dgykpivap.ghhkekcniockn. eqoifdoc]ist. bounces . google.com
designates D6OT:FELO:49@]:cO6: 1 2B a5 paraitted sander) client-1p=2687:fEbG 4801 :co6: @ 248,
Authentication-Results: me.google.com;
spfzpazs (google.com: domain of 3WNFTjvhklaHdfepkgn. dgykpivgp.ghhkekendockn . eqga@doclist bounces . google. com desi
2607 FTEb@: 4081 :cB6: : 248 A: parmitted fénder)
emtp . naLlfrom=3NFTIWhk JAHfopkgn . dgyvkpivap .ghhkekeniockn . eqoidoclist . bounces .. google . Com;
dkif=pais Reader.i=Sgmalil, fo6;
dmarc=pasy (p=NONE dizs=HOME) headsr . from=gmail.con
Recaived: by mall-108- K248, poogle.com with SMTP 14 zT62aX33321881iaf.1
for <julisnmedadaldISgnall . come; Sat, 12 Mar 2816 B3:31:@85 -BB0& (P5T)
EIM-Signature: vw=1l: &=fFoa-1halse; C=relaxed/relaxsd;
depmall .com; f=28128113;
hemime - varslon: meply-to: referancas imessage-1d: date: subject :from: to;
b Lala B bWS kkedh IKBUFLET g Rl 16 rwPMTE sBmSaXgs |
be@ErufEilslcpvudaIFaHL SmdalV f 1TypPHOMSL pFB fcdhrRLGAC 2 7 g+ sHe @1 2dTa
yERF2T43LpRHLGEI0 2 SWnS aeCkod / rM00I 03045 585N 6-+p TLYRSSDMPETEF A/ 0
TE TP ahgy IOVZGalTagR0x IFdFnd g9RBE I FPQ= X/ / 1n/ v IMParaat ob0Bs L gPzEmo
GFIMOTeNIAVIELI T 7 32z PMHI I PO L T RFgAral srRTEFFHK Ipe I-USUswami5 THE
2A3UKGLWGT 4B U7 A TOL+4 Tah L S5MEVs 2 TRPADEE VEoMTIWI F D o fean T Basnhd
Aruges
¥-Google-DEIM-Signature: wvel; a=rsa-shalsé; c-relasedrelaxed;
d=leldd.net; s=-23132020;
""--E‘l-"‘l-?iiEEE‘-:_.-E-:E‘!"W:..HE-'E“FE-:EI"'-"-'?.."I:.-'E-J referencesimessage=-1g
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Email message is a brief and informal text sent or received over a network. Email messages are
simple text messages, which also include attachments like image files and spreadsheets.
Multiple recipients can receive email messages at a time. At present, RFC 5322 defines the
Internet email message format, and RFC 2045 through RFC 2049 defines multi-media content
attachments, together called Multipurpose Internet Mail Extensions or MIME.

Email messages are made of two main sections: one is the message header, and the other is the
message body. The message header may include following fields:

= To

This header specifies to whom the message is addressed. Note that the “To” header
does not always contain the recipient’s address.

= (Cc

This stands for “carbon copy.” This header specifies additional recipients beyond those
listed in the “To” header.

The difference between “To"” and “Cc” is essentially connotative; some mailers also deal
with them differently in generating replies.

= Bcc

This stands for “blind carbon copy.” This header sends copies of e-mails to people who
might not want to receive replies or appear in the headers.

Blind carbon copies are popular with spammers since they confuse many inexperienced
users who get an e-mail that does not have their address or does not appear to be for
them.

" From
This specifies the sender of the message.
= Reply-To

This header specifies an address for sending replies. Though this header has many
legitimate uses, it is also widely used by spammers to deflect criticism. Occasionally, a
naive spammer will solicit responses by e-mail and use the “Reply-To” header to collect
them, but more often, the address specified in junk e-mail is either invalid or that of an
innocent victim.

= Sender

This header is unusual in e-mail (“X-Sender” is usually used instead) but appears
occasionally, especially, in copies of Usenet posts. It should identity the sender; in the
case of Usenet posts, it is a more reliable identifier than the “From” line.

= Subject

This is a completely free-form field specified by the sender to describe the subject of the
message.
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= Apparently-To

Messages with many recipients sometimes have a long list of headers of the form
“Apparently-to: rth@bieberdorf.edu.”

These headers are unusual in the legitimate mail; they are normally a sign of a mailing
list, and in recent times, mailing lists have generally used software sophisticated enough
not to generate a giant pile of headers.

= Comments

This is a nonstandard, free-form header field. Some mailers add this header to identify
the sender; however, spammers often add it by hand (with false information).

= PDate

The header specifies a date of creation and sending of the email. If the sender’s
computer omits this header, a mail server or some other machine might conceivably
add it or even along the route.

=  Errors-To

This header specifies an address for mailer-generated errors, such as bounce messages,
and to go to (instead of the sender’s address). This is not a particularly common header,
as the sender usually wants to receive any errors at the sending address, which is what
most mail server software does by default.

= Message-Id

This header more-or-less specifies a unique ID associated with each message that the
first mail server coming across the message generally assigns to it.

Usually, it is in the form “foo@mailserv.com,” where:
“foo” part could be absolutely anything (at times it indicates the sender’s username).

“mailserv.com” part represents the machine’s name that assigned the unique ID to the
message.

= [n-Reply-To

A Usenet header that occasionally appears in mail, the “In-Reply-To” header gives the
message ID of the message to which it is replying. It is unusual for this header to appear
except in e-mail directly related to Usenet; spammers use it, probably in an attempt to
evade filtration programs.

= Content-Transfer-Encoding

This header relates to MIME, a standard way of enclosing non-text content in e-mail. It
has no direct relevance to the delivery of mail, but it affects how MIME-compliant mail
programs interpret the content of the message.
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= Content-Type

This is another MIME header, which informs the MIME-compliant email programs
regarding the type of content to expect in the message.

= MIME-Version

This is another MIME header that specifies the version of the MIME protocol used by
the sender.

= Newsgroups

This header appears only in e-mail connected with Usenet—either e-mail copies of
Usenet postings or e-mail replies to postings. In the first case, it specifies the
newsgroup(s) to which the user posted the message; in the second, it specifies the
newsgroup(s) in which another user had posted the reply message.

= QOrganization

This is an entirely free-form header that holds the name of the organization through
which the sender of the message has net access. The sender can generally control this
header.

= References

The “References” header is rare in e-mail except for copies of Usenet postings. It is used
to identify the upstream posts to which a message is a response; when it appears in an
e-mail, it is usually just a copy of a Usenet header. It may also appear in e-mail
responses to Usenet postings, giving the message ID of the post getting responses to as
well as the references from that post.

= Priority

This is an essentially free-form header that assigns a priority to the mail. Most software
ignores it. Spammers use it often in an attempt to get their messages read.

The body has the message conveyed through the mail that sometimes includes a sighature
block in the end. A blank line separates the header and the body. In an email, the body or text
always comes after the header lines.

The email body is the main message of the email which contains text, images and other data
(like attachments). The email body displays attachments separately that appear in line with the
text. The size of an email’s body text does not have limitations set by the internet email
standard. However, mail servers have message size limits. The maximum size for email body
with attachments is 10-25 MB. The minimum size allowed for both email header lines and body
is 64 KB.

An email signature is a small amount of additional information attached at the end of the email
message, which consists of name and contact details of the email sender. They can also contain
plain text or images.
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Sample Email Header

Email Headers are the metadata attached to every email which contains a lot of useful
evidentiary information for a forensic investigator. Each email is included with a block of text at
the top called a header. The header has the information about the message, like the sender
information, the recipient information, the servers managing the message, etc. There are few
compulsory headers like FROM, TO, and DATE. Other headers like SUBJECT and CC are optional.
Other headers consist of the sending and receiving time stamps of all mail transfer agents that
received and sent the message. It means, when a message is transferred from one person to
another (i.e. sending or forwarding email), that message is date/time stamped by a mail
transfer agent (MTA). An MTA is a computer program or software agent that enables email
transfer from one system to another. This date/time stamp is one of the headers that precede
the email body. Most of the email clients by default do not show the header information.
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List of Common X-Headers C‘HFI

dJ X-Headers is the generic term for headers starting with a capital X and a hyphen

dJ The common notion is that X-headers are nonstandard and are provided forinformation only, and that,
conversely, any nonstandard informative header should be given a name starting with X-

Copyright © by EC-Coumell. 2l Rights Reserved. Reproduction is Strictly Prohibited.

Common X-headers:

X-Confirm-Reading-To

This header helps users to receive an automated notification when the recipient
receives or reads the message. The emails send these notifications as soon as the
recipient performs the above-said actions.

X-Distribution

The author of Pegasus had added this header to address the issue with mass mailing or
spams. This helps Pegasus to identify if the received mail had numerous recipients by
adding the ‘X-Distribution: bulk’ tag to the header.

X-Errors-To
This enables the users to add an email address to which it can send the errors.
X-Mailer

Users can use this free-form header field when they want the recipient to know their
mail software. Attackers use special software to send junk e-mail, and this field will help
the filters in their task.

X-PMFLAGS

Pegasus adds this header added in any message users sends using it.
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= X-Priority

This header helps in defining priority. Outlook uses this header to assign a priority.

=  X-Sender

The e-mail equivalent to the Sender in normal messages that is more consistent in

defining the Sender of the email compared to the “From” header. Attackers can easily
forge this header.

= X-UIDL

POP uses this unique identifier for retrieving mail from a server. Attackers add this
header between the recipient’s mail server and the recipient’s mail client; if mail arrives
at the mail server with an “X-UIDL"” header, it is probably junk.
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Steps to Investigate E-mail

Crimes and Violations

dJ E-mail systems and chat applications allow criminals to perform various malicious activities.
In such conditions, e-mail and chat history can provide clues to the identity of the criminals
and may become the evidence for solving cyber crimes

Steps involved in investigating e-mail crimes and
violations:

'_l

. Obtain a Search Warrant

2. Examine e-mail messages

3. Copy and print the e-mail messages
4. View the e-mail headers

5. Analyze the e-mail headers

6. Trace the e-mail
7. Acquire e-mail archives

8. Examine e-mail logs

Copyright © by EC-Coumell. 2l Rights Reserved. Reproduction is Strictly Prohibited.

The investigations of criminal activities or violation of policies related to e-mails are similar to
other kinds of computer crime investigations. The primary goal is to gather evidence and report
findings in order to find and prosecute the perpetrator. E-mail crimes depend on the location
where the e-mails arise. Example, in Washington State, it is illegal to send unsolicited e-mails,
whereas it is legal in other states.

Crimes involving e-mails are becoming common, and the investigators have linked e-mail
communications to crimes. Many illegal activities such as extortion, narcotics, trafficking,
stalking, sexual harassment, terrorism, fraud, child abductions, child pornography, etc., involve
using e-mails for communications. Therefore, any crime or policy violation can involve e-mail,
and it is an important medium to gather evidence.

In order to be able to find, extract, and analyze the e-mail related evidence, the investigators
must follow a series of defined and practiced steps. This will not only ease the process of
gathering the evidence but also help the investigators in maintaining compliance and integrity.
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Obtain a Search Warrant and Seize the

Computer and E-mail Account

A search warrant application should include the properlanguage to perform on-
site examination of the suspect’s computer and the e-mail server used to send the
e-mails under investigation

Seize all computers and email accounts suspected to be involved in the crime

Email accounts can be seized by just changing the existing password of the e-mail
account, either by asking the suspect his or her password or obtaining it from the
mail server

Copyright © by EC-Coumell. 2l Rights Reserved. Reproduction is Strictly Prohibited.

To carry out the on-site examination of the computer and email server, the investigators should
obtain a search warrant application in the appropriate language. Then, they should conduct a
forensics test on the permitted equipment as mentioned in the warrant. All the computers and
email accounts suspected to be involved in the crime should be seized. The investigators can
seize the email accounts by changing the existing password of the email account, either by
asking the victim his or her password or from the mail server.

After the detection of an email crime, investigators and prosecutors require evidence to prove
the crime. To obtain evidence, the investigator requires access to the victim’s computer, which
contains the email that the victim received. The first thing to do is to image the victim's
computer and then, physically access the victim’s computer and use the email program used by
the victim to read the email. If required, the investigators can get the username and password
from the victim and can log into the email service to open protected or encrypted files. In case
physical access to a victim's computer is not feasible, the investigators may instruct the victim
to open and print the copy of an offending message, including the header. The header of the
email message plays a key role in email tracing because it contains the unique IP address of the
server that sent the message.
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Examine E-mail Messages

After ratifying the e-mail crime, investigators require evidence to prove the crime and identify the
person responsible for the crime

To obtain evidence, investigators need access to the received email from victim’s computer for further
examination

As with all forensic investigations, analysis should not be done on the original data. Thus the investigator
should image the victim’s computer prior to the analysis

Then, the investigator should physically access the victim’s computer and use the same e-mail program
the victim used to read the e-mail

If required, the investigator can get the username and password from the victim and logon to the
e-mail server

If physical access to a victim's computer is not feasible, the investigator should instruct the victim to
open and print & copy of an offending message, including the header

; The header of the e-mail message has a key role in tracing the e-mail, because it contains the unigue IP
e address of the server that sent the message

Copyright © by EC-Coumell. 2l Rights Reserved. Reproduction is Strictly Prohibited.

After confirming the crime, the investigators need to check if the crime involves email. If the
report mentions any email, the email account should be accessed from the victim's desktop and
the mail along with the headers should be copied. Forensics investigation and analysis should
be performed on the system to find relevant data. In case the client or email account details are
not available, various email artifacts should be gathered from the system, including the email
archive, email client backup, RAM data that can contain email account credentials, system and
network logs, etc.

If the victim is a corporate organization, then the investigators should have permission from the
concerned authorities and work in collaboration with the internal network and system
administrators to understand their policies and abide by their data safety regulations.

The primary information required for starting an email investigation is the unique IP address.
The investigator can retrieve this by examining the email header. The email headers also
provide additional information such as the date and time of sending the message, attachments,
and the unigue message, which are helpful in email tracking. The message header can provide
significant information if examined properly. It is important to know how to find emails headers
in various command-line, Web-based, and GUI clients. For this, open the email header and copy
and paste the headers to a text document.

Module 12 Page 1221 Computer Hacking Forensic Investigator Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Computer Hacking Forensic Investigator Exam 312-45
Investigating Email Crimes

Copy and Print the E-mail

Message

<4 An e-mail investigation can be started as soon as the offending e-mail message is copied and printed

< Some e-mail clients will allow an investigator to copy e-mail messages from the inbox folder to a
portable device

Steps to copy an e-mail message using Microsoft Outlook:

1. Insert a formatted USB key into the machine’s USB port

Mavigate to My Computer or Windows Explorer to access the USB key
Open Microsoft Outlook

Click the folder that contains the offending message, while keeping the folders list open.

S S

A list of messages in the selected folder will be displayed in the mid-section of the panel. Click the
message you want to copy

e

Resize the Outlook window to see both the message to be copied and the USB drive icon
7. Drag the message from the Outlook window to the USE drive icon

8. The next step after copying the e-mail message is to print it. Go to File menu = click Print = click
Print Options. Select the settings for printing in the Print dialog box and then click the Print button

5. You can include the printed e-mail copy in your final report

Copyright © by EC-Coumell. 2l Rights Reserved. Reproduction is Strictly Prohibited.

Viewing the E-mail Headers in
Microsoft Outlook

J The e-mail header plays a vital role in forensic investigations as it holds detailed information on the
e-mail’s origin. Therefore, an investigator should successfully capture the e-mail header.

J After copying the e-mail message, the e-mail header can be retrieved. This process is different for each
e-mail program.

Steps below are in reference to Microsoft
Outlook 2010 desktop application:

s launch Microsoft Outlook and open the
copied e-mail message

W R L T i S =

s Click Message Options icon located on the
top-left of the screen

m This opens a Properties window. Select the
message header text from the Internet
headers: box, then copy and paste the text
in any text editor and save the file

Copyright © by EC-Coumell. Al Rights Reserved. Reproduction is Strictly Prohibited.
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ml Log on to Microsoft
Outlook.com.Click the
received mail for which
you would like to see
headers

ml Click on Reply all drop-
down button and
navigate to the View
message source option

ml Select message headers
text from the Message
source box, copy and
paste the textin any text
editor and save the file

Microsoft Outlook.com

Viewing the E-mail Headers in

Message source
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AOL

dJ Logonto AOL mail.
Right-click the received mail
for which you would like to
cee headers

J Navigate to the View
Message Source option

J Select the message header
text, copy and paste the
text in any text editor and
save the file
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Apple Mail
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Viewing the E-mail Headers in
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Gmail

@l Log on to Gmail.Click on the
received mail for which you
would like to see headers

wl Click on the Reply drop-down
button and navigate to the
Show original option

.| Select message headers text,
copy and paste the text in any
text editor and save the file

Module 12 Page 1224

Viewing the E-mail Headers in

Accound Sxlsment
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wl Logon to Yahoo Mail. Select
the received email for which
you would like to see headers

wl Click on the ...More drop-
down button and navigate to
the View Full Header option

wl Select message headers text,
copy and paste the text in any
text editor and save the file

Viewing the E-mail Headers in
Yahoo Mail

Full header
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Received Headers

|
N—

If, for instance, the machine
xsecurity.com, whose IP address is
104.128.23.115, sends a message to

“Received” headers shows a detailed
log of a message’s history. These
headers help to draw conclusions

about the origin of an e-mail, also mail.target.com, but falsely says HELO
provides information on whether the example.org, the resultant “Received”
headers have been forged or not line might start like this:

Received: from example.org
([104.128.23.115]) by mail.target.com
(8.8.5)...

nd
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Received headers of an email message provide information about the message origin, the route
it took to reach the recipient, and the cause of delivery delays. It is important to examine this
part of the email header once we identify that the email is spam.

When the SMTP Server receives an email message, a received Header gets added to the email.
Therefore, Received Headers are essentially in reverse order; in other words, the last Received
Header added is the first one at the top. To understand the Received Headers correctly, read
from the bottom (first Received Header) to the top (last Received Header).

Investigators must be aware of the forged headers, which attackers make up to deceive the
users, systems, security, etc. and enter the normal traffic.

If, for instance, the machine turmeric.com, whose IP address is 104.128.23.115, sends a
message to mail bieberdorf.edu but falsely says HELO galangal.org, the resultant “Received”
line might start like this:

Received: from galangal.org ([104.128.23.115]) by mail.bieberdorf.edu (8.8.5)...

This means that the e-mail sent from turmeric.com might have “Received” lines that look
something like this:

Received: from galangal.org ([104.128.23.115]) by mail.bieberdorf.edu (8.8.5)...

Received: from nowhere by outer space (8.8.3/8.7.2)...
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4

Analyzing E-mail Headers

Gather the supporting evidences as given below, from the email headers and track
the suspect

———

Recipient’s e-mail address Unigue message number

»

V_
_v_—"

{ Return path IP address of sending server . }

\ 4

" Name of the e-mail server Date and time e-mail was sent . ”*
i Type of e-mail sending service Attachment files information 4\‘
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Analyzing E-mail Headers
(Cont’d)

Consider an example: Rudy sends an Email
to Timmy

Fram: rudy@bieberdorf.edu (Rudy) Raceived: from alpha.bieberdorf.edu

(alpha.bieberdorf.edu

To: timmy@immense-isp.com §124.211,3.11]) by

Date: Tue, Jan 26 2016 14:36:14 P5T mail .bieberdorf.edu (8.8.5) id

¥-Mailer: Loris v2.32 004A21; Tue, Jan 26 2016 14:36:17 -
: 0800 (PST

Subject: Lunch today? From: I:rud:r@biebardurf.adu (R.T.

Hood)

Received: from mail.bieberdorf.edu To: timmy@fimmense-isp.com

(mail.bieberdorf.edu [124.211.3.78]) by Date: Tue, Jan 26 2016 14:36:14 PST

mailhost.immense-isp.com (8.8.5/8.7.2) Message-Id: <rth031897143614-

with ESMTP id LAAZ0869 for 00000298Email .biebardorf.adu>

X-Mailer: Loris v2.32

<timmy@immense-isp.com>; Tue, lan B ol todayt

26 2016 14:39:24 -0800 (PST)
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Module 12 Page

1227 Computer Hacking Forensic Investigator Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Computer Hacking Forensic Investigator Exam 312-45
Investigating Email Crimes

The investigator can track fraudulent e-mail’s originating location by examining the e-mail
header. The most valuable information for investigation is the originating e-mail’s domain
address or an IP address. Other supporting data is the date and time of the message sent,
attachment filenames, and the unigue message number.

In the above e-mail header, Received: from mail.bieberdorf.edu represents that a machine
named mail.bieberdorf.edu sent the mail and bears the IP address 124.211.3.11 by using the
Sendmail version 8.8.5 with assigned ID number 004A21.

The rth@bieberdorf.edu, who gives his real name as R.T. Hood, sent the mail to
tmh@immense-isp.com with mail ID rth031897143614-00000298 @ mail.bieberdorf.edu.

This ID does not represent the SMTP and ESMTP ID numbers and is attached to this message for
life. The sender used a program called Loris, version 2.32 to send the message.
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Examining Additional Files

d E-mail storage depends on the state of the client and server computers

J Some e-mail programs permit the user to store e-mails on the server and some on the
client computer

Another feature of e-mail
programs, which can
prove to be useful is the
suspect’s personal address
book

Microsoft QOutlook acts
like a personal information
manager, and maintains all
information related to the
e-mails

Online e-mail programs
such as AOL, Gmail, and
Yahoo! store the files
containing e-mail messages
on the computer
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Examining Additional Files

Email storage depends on the state of the client and server computers. Some email programs
permit you to store email on a server, and some on the client computer. Various email clients,
for example, Microsoft Outlook, allow the user to save all their email messages in a separate
folder, which can later be accessed from anywhere without logging on to the user’'s email client.

Microsoft Qutlook

Microsoft Outlook Mail acts like a personal information manager, maintaining the information
related to email in the proper format. Microsoft Outlook gives the users the advantage of
saving all their email messages in two different file locations:

*= Personal email file (.pst)
= QOffline email file (.ost)

The client stores these files in different folders such as History, Cookies, Temp, Cache, and the
Temporary Internet folder. Investigators should use forensic tools to retrieve the folder for the
respective email client and then extract the files to find supportive information. Sometimes, the
data is not in readable format. In that case, the programs required to read the data should be
downloaded. For example, a cookie reader can help to read the cookies.
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Online E-mail Programs:

Online e-mail programs such as AOL, Gmail, and Yahoo! leave the files containing e-mail
messages on the computer. They store the files in different folders such as History, Cookies,
Temp, Cache, and Temporary Internet Folder. Investigators can use forensic tools to retrieve
the folder for the respective e-mail client in order to find information about the suspect e-
mails.

Personal Address book:

Another useful feature of the email program is the personal address book. A suspect’s personal

address book can become supporting evidence, which can indicate the suspect’s involvement in
the crime.
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Checking the E-mail Validity

Email DDSSiEr Investigate email addresses
wl Email Dossier is a part of the CentralOps.net
suite of online network utilities

email address '3 gl com

anoervmois [ 153, 82,41, 51)
51 49 ynits

wl It is a scanning tool that the investigator can o In | accout Info

use to check the validity of an e-mail address valldating | . r3@gmail.com...
wl It provides information about e-mail address, Validation results
including the mail exchange records confldence rating: 3 - SMTP
The amail address passed this level of validation
wl This tool initiates SMTP sessions to check D00t akrans, " Trors I, 6 ok garancuad - be
address acceptance, but it never actually sends canonical address: < r3mgmail.com>
e-mail
MX records
preferance exchange IF address (if includad)
Other tools to check e-mail validity: 5 omall-smitpind.googie.com  [108.177.9.27]
Email Address Verifier - https://tools.verifyemailaddress.io 10 altl.gmail-smip-in.l.google.com [64.233.185.26]

g 3 0 alt2.gmail-smtp-in.l.google.com [173.194,.205.27]
e-Mail Validator Tool - http://e-mailvalidator.com ! s

30 alt3.gmail-smtp-in.l. google.com [74.125.141.26]
EITIE“ :hEEkEr-http:ffEmEil-l:hEEkEr.nEt 40 aled.gmail-smip-in.| gocgle.com  [64.233.186.26]

G-Lock Software Email Verifier - http://www.glocksoft.com

SMTP session

= v 4 mn

. J —sbaioica-

https:/ centrolops. net
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A valid email address is the one to which we can send or receive emails. There are particular
standards and guidelines for validating email addresses.

Email Address Verifier

Source: https://tools.verifvemailaddress.io

This email address verification technology connects to mailboxes to check whether an email
address exists or not.

Email Checker

Saurce: http://email-checker.net

Email Checker is a simple tool for verifying an email address. It's free and quite easy to use. Just
enter the email address and hit check button. Then it tells you whether the email address is real
or not. It extracts the MX records from the email address and connect to mail server (over
SMTP and also simulates sending a message) to make sure the mailbox really exist for that
user/address.

G-Lock Software Email Verifier

Source: http://www.glocksoft.com

G-Lock SoftwareE-mail Verifier will check every email address from a database or a mailing list
and determine if the e-mails are still valid.
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The following steps are involved in
examining the originating IP address of
an e-mail:

& Collect the IP address of the sender from
the header of the received mail

€ Search for the IP in the WHOIS database

2 Look for the geographic address of the
sender in the WHOIS database

Examine the Originating IP
Address

NOATFS i e & i

[ PO R PR RN R
DD & 2000 18 IS0
HelFasrar TREVETE
AbrHasdbe ol T80l E -0
Parped RETEE [HET -00-0-0-0-0
A B o] | B e
CwigimAS L5050
Crgemrston Feocchesh, I=c [THERS: ]
Eegiahe D3F-3101
Updwisd 5012-12-14
Hef W ahas gee mploeEn
ChejPidav FaoEfach, 1%
Dwgdd ThEFE-3
Moy (300 Wiles Bd
[ily Pl Fani
FintoPry 4
PaclalCadse 22070

Rl hitp:d b s

Orpihueriiandls CPTE0D2R]H
i b e et a s
DAl s sl heanes = -850 04 5-ullrl
g A basefmyadl Ao Dhece

AR Py = [ 857541 2000
RK T @ianl dwvies Gre: sboch. caw
RAOCAST hip.iwhoa s et s pos CFERSAE -SR]k
ATevHasdis COEmLEI-ERIH
R radh i e alaii
ATechFhars =550 5470
AMsahbaf Qerdas B gbogh (o
RTeckfsl hago'eliai dorae

EiBuertisedls CFTESOZ-ZRIN

S Bl J—iulry
RAbussCmsl derpsSfenbocd.com
Ailrwsicfied oy ahos s arle el pa L CFERLAT R[N

http:/Ywhos.unh.cam

Copyright © by EC-Coumell. 2l Rights Reserved. Reproduction is Strictly Prohibited.

The following steps are involved in the process of examining the originating IP address using the

Trace Email Analyzer tool:

1. Open the email to trace and find its header.

Copy the header and paste it in the box space in the Trace Email Analyzer tool webpage.

2
3. Press the "Get Source" icon.
4

Scroll down below the webpage to find a box containing the Trace Email results.
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Trace the E-mail Origin

J Tracing the origin of an e-mail begins with looking at the message header

J All e-mail header information can be faked, except the "Received” portion referencing the victim’s
computer (the last received)

J Once it is confirmed that the header information is correct, the investigator can use the originating
e-mail server as the primary source

Validating Header Information

J Once it is established that a crime has been committed, the investigator can use the IP address
of the originating source to track down the owner of the e-mail address

J The following are some acceptable sites that an investigator can use to find the person owning
a domain name:

8 Www.arin.net
2 www.internic.net

8 www.freeality.com
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E-mail origin refers to the details of the source used to send the email. It includes the IP
address, mail server, username, domain name, etc. These details will help the investigators in
tracing the perpetrator or sender of an email as well as understanding their motive behind the
attack. To achieve this, the investigators need to further examine the email message header
with one of the free Internet tools.

Validating Header Information

Tracing back email begins by looking at the message header information. The header has a
subject, date, and the “From”/“Received” address. The “From” line contains the source of the
email, and “Received” indicates every point the email passed through, along with the date and
time. Attackers can fake all email header information except the “Received” portion referencing
the victim’s computer (the last received).

Once the investigators confirm that the header information is correct, they can use the
originating email server as the primary source to trace back. The investigators can approach the
court and get a court order served by law enforcement or a civil complaint filed by attorneys.
The court order helps to obtain the log files from the server in order to determine the sender.
After getting the contact information about the suspect, they can take punitive steps against
the suspect.

Module 12 Page 1233 Computer Hacking Forensic Investigator Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Computer Hacking Forensic Investigator Exam 312-45
Investigating Email Crimes

The investigators may use the following registry sites to determine the Email origin:

=  www.arin.net: It employs the American Registry for Internet Numbers (ARIN) to match
the domain name for an IP address. It also provides the point of contact for the domain
name.

= www.internic.com: It provides the identical information given by www.arin.net.

=  www.freeality.com: This site provides the various options for searching such as email
address, phone numbers, and names. One can do a reverse email search, which could
reveal the subject’s real name. This site can do other searches such as reverse phone
number searches and address searches.
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Tracing Back Web-based E-mail

Web-based e-mail services (such as Gmail, Yahoo!, AOL, etc.) can often make it
complicated to trace the sender

A user can read and send this type of e-mail from any computer and from any part
of the world

Web-based e-mail accounts are free, and no authenticinformation is required for
creating an e-mail account

Criminals exploit this advantage and create e-mail accounts using false identities

In case a Web-based e-mail account is used for sending offending messages, the
investigator can contact the provider of the account to find the IP address of the
user who connected to the Web site to send the mail

E
-O--O--0--O-

/ After performing IP address authentication, the investigator can get the sender’s
O information
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There are two ways to transmit an email over the Internet. One is by using the email program
installed on the machine, and the other is an email service on the web.

Email programs such as Eudora and Outlook require configuration with the ISP, and if one
wants to use the email program on another computer, he or she has to first install the email
program on that computer. Tracing a suspect becomes far easier in this case.

On the other hand, if one is using web-based email, then it becomes difficult to trace the
sender. One can read and send the email from any computer and from any part of the world.
These web-based emails are free, and no authentic information is required for creating an
email account. The criminals exploit this advantage and make fake email accounts with false
details.

When the attacker sends offending messages through a web-based email account, the
investigator can use a unique IP address to find the suspect. The online websites such as
Yahoo!, Hotmail, etc. maintain the IP address of each machine accessing their email services.
After IP address authentication, the examiner can contact an email provider to get the sender’s
information.
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Acquire Email Archives

d Email archive is a storehouse of e-mails, kept away from the productive environment
to securely preserve emails

o Reasons to archive e-mails include: compliance, litigation support, storage and
knowledge management

d There are two main archive types, namely:

Local Archive Server Storage Archive
= Any archive that has an archive format = Any archive that has mixed storage for
independent of 2 mail server all the clients that exist on a server
Ex: Microsoft Outlook (Index + Ex: MS Exchange (.STM, .EDBE), IBM
Messages: *.pst), FoxMail (Index + Notes (.NSF, .ID), GroupWise (.DB), etc.

Messages: *.box ), etc.
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Email archiving is an organized method to save and protect email messages so as to be able to
quickly access them at a later date. IT managers can manage large email archives using the
policy-based email archiving software applications; archiving also frees up space on production
servers and speeds up backup times. A lifecycle management component, which uses rules set
up by the administrator, verifies all the emails coming into the company. This identifies all the
email messages in the archive and moves the messages to the storage media.

Email archives store the received and sent emails, contacts, attachments, and other email client
related data, and store them on the system hard drive. Investigators should check for the
presence of such archives across the system and extract them. These archives should be
analyzed to find the email trends and determine if it can provide any evidential artifacts.
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E'
(S ..o [index o Table of

Serves as a directory of the
details of e-mail messages

i Mail Messages

e,

While processing an email archive, it is recommended to integrate the associated
index or table of contents to get accurate forensic results

Content of Email Archives

A Common ltems Stored

Main Status

Unread

Read

Forwarded

Redirected

Flagged

Deleted
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There are a few other files included in an email archive called the table of contents files. These
files act as a directory of the details of the email message. To receive proper forensic results, it
should be ensured that the email is associated with its table of contents or index file while
processing an email archive. Following are the common items that are stored in the table of

contents or index files:
= Main status
= unread and read
= Forwarded
= Redirected
= Flagged
= Deleted
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Local Archive

'Jd Local level archives are under the control of the end user. Follow the
proper guidelines while dealing with local archives

'd Ensure you gather the entire archive; the local archives @an be split into
multiple files, that are used to separately store the data. Each of these
files may contain potential evidences and must be handled carefully

'd It isdifficult to deal with the webmail as there is no offline archive in T
most cases. So consult your counsel on the case, to find out the best I i i
way to approach and gain access to the required data on servers :

e
&)
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Unlike a server storage archive where the server end deals with the archives, the end user on

the local computer deals with the local archive.

Module 12 Page 1238

Computer Hacking Forensic Investigator Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Computer Hacking Forensic Investigator Exam 312-45
Investigating Email Crimes

Local Archive (Cont’d)

Process all items with complete structure of: header, body, encoding, attachment to compute verification
through hash value

i e 3. Encoding
5.. : _ It acts as a universal translator for
S Itisenvelope of e-mail that the e-mails and allows different
contains information regarding email programs to pass data to one
the sender and receiver address, e

subject, time of creation, St :
delivery stamps, message Types of encoding in emails:
auther, CC, and BCC MIME (Multipurpose Internet Mail
. Extensions
& All the above mentioned ]
data may not be found It ils a prntm:nll that allnws: non-ASCl .fih.zs
for all e-mail messages (video, graphics, and E;IEIID:I tD'|bE built in
g emall message

. Body

: UMY format for attachment encoding
£ Itis the primary content or letter S

of the message
Mac format for attachment encoding

h“”” 4. Attachment

It is an extra item that comes as a supplement to the body
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A proper email message always consists of a header, body, and encoding, which are placed
together in a single archive. Attachments are also a part of an email archive.

Types of encoding in emails
MIME
It is an Internet standard that extends the email format for supporting the following:
= Text in non-ASCll character sets
= Attachments like application programs, images, audio, video, etc. other than text
= Multiple part message bodies
= Non-ASCIl character set header information
Uuencode

Uuencode, also known as UNIX-to-UNIX encoding or Uuencode/Uudecode, is a utility for
encoding and decoding files shared between users or systems using the UNIX operating
systems. It is also available for all other operating systems, and many e-mail applications offer it
as an encoding alternative, especially for e-mail attachments. While sending e-mails with
attachments, if the recipient(s) do not have an MIME-compliant system, the Uuencode should
be used to send the attachment as an e-mail note.
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BinHex

BinHex is the short form for "binary-to-hexadecimal.” It is a binary-to-text encoding system
used on Mac OS to send binary files via e-mails. This system is similar to Uuencode, but BinHex
combines both "forks" of the Mac file system including extended file information.

Attachment

Attachments are additional items added to the email. For analysis of attachments, use separate
tools that understand various file types sent as attachments.
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Server Storage Archive

Server storage archives include: Microsoft Exchange, IBM Notes, and Novell GroupWise

Follow the guidelines when dealing Follow the guidelines when dealing
with IBM Notes with Novel GroupWise

& Gather the *. NSF file © Ensure to acquire the entire directory,

while keeping the structure intact
8 Gather the associated *.ID file PINg

for the archive. It functions as the
encryption key that allows you to open
encrypted mails

© MNgwguard.db is stored in the root of
the email directory and is the key file of
the GroupWise structure. It tells the
GroupWise about each user account and
its location

Other key files include wphost. db and
gwcheck. db, but the entire directory

must be intact to do an examination

Copyright © by EC-Coumell. 2l Rights Reserved. Reproduction is Strictly Prohibited.

IBIM Notes

IB\M Notes, formerly IBM Lotus Notes, is an enterprise email client that integrates messaging,
business applications, and social collaboration. It allows the users to archive the messages sent
and received, calendar, contacts, etc. in an encrypted format. The IBM Notes stores the
archives with .nsf extension. Investigators need to search for the archives if they find that the
client is present or uninstalled from a system in order to extract the details. As the archive is in
an encrypted format, the investigators should gather the associated encryption key (also called
as ID), which allows decryption of the file.

Novel GroupWise

Using the Novel GroupWise archiving process, the users and investigators can store the email
contents from the main GroupWise server to a local or networked drive. The process assigns a
networked drive in the AS server to each account. Archiving helps to save the disk storage
space on the main GroupWise server by compressing it and also increases the server speed.

Guidelines for dealing with Novell GroupWise:

* Do not alter or modify the structure to acquire the entire directory. The structure should
remain unaltered for a successful processing through the mail.

= Ngwguard.db is stored in the root of the mail directory and is the key file of the
GroupWise structure. It tells GroupWise about each user account and their locations.

= QOther key files include wphost.db and gwcheck.db, but the entire directory must be
intact to perform an examination.
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Server Storage Archive (Cont’d) m

Follow the guidelines when dealing with MS Exchange

€ Do not deal with an active Exchange server, instead take a backup of the server. This
maintains the best date structure for the data

8 Gather all the data files associated with the server such as PRIV.EDE, PUB.EDB, and
PRIV.STM files to create the complete archive

It is a streaming Internet
content file containing video,

It is a rich text database file audio, and other media that are
containing message headers, It is a database file to store formatted as streams of
message text, and standard public folder hierarchies and Multipurpose Internet Mail
attachments contents Extensions

PRIV.EDBE

Copyright © by EC-Coumell. 2l Rights Reserved. Reproduction is Strictly Prohibited.

MS Exchange

Follow these guidelines when dealing with MS Exchange:

In an organization, various employees connect with each other through servers such as the
Microsoft Exchange Server. Therefore, the investigators should not access an active Exchange
server. The best way is to create a backup of the server, which will be available for users to
connect to the Exchange server. Investigators must collect all the data files associated with the
server, as there is more than one file associated with Exchange email. The archive file consists
of the PRIV.EDB file, PUB.EDB file, and PRIV.STM file. The files available will vary according to
the Exchange server you are dealing with.

= PRIV.EDB: It is a rich text database file that contains message headers, message text,
and standard attachments.

= PUB.EDB: It is a database file to store public folder hierarchies and contents.

= PRIV.STM: It is a streaming Internet content file containing video, audio, and other
media that are streams of MIMEs.

Vost of the backups are part of the forensic process, which is why it is important to be careful
with backups and offline storage. An expert should be engaged to restore the server data in the
case the investigators are not familiar with the restore process for Exchange servers.

Module 12 Page 1242 Computer Hacking Forensic Investigator Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Computer Hacking Forensic Investigator Exam 312-45

Investigating Email Crimes

Forensic Acquisition of E-mail

Archive

Evaluate the tools prior to processing the e-mail archives

< Determine how the tool computes the hash value:

The hashing mechanism should interpret all the email message
components (header, body, and attachment) in the computation of the

hash value

< Check if the tool is designed for forensics:

Processing e-mail for forensics is a different process; therefore, check
the tool's ability to recover deleted data from the archive

Note: Data that has been deleted from the archive’s recycling
bin or deleted items folder resides in the unallocated space of
the email archive
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Forensic Acquisition of E-mail

Archive (Cont’d)

J Outlook PST files are the most common e-mail

archives and can be found on the desktop
system
Processing J Outlook PST File Acquisition:
Local E-mail
Hxchiuiss € Acquire abit-stream i_rn age of the Er'_l‘tl'rtf_f drive an_d
then extract the PST file from the drive image using
multiple tools
& Once the file is extracted, choose tools such as
Paraben’s Email Examiner to process the
\X\ proprietary email archive into usable messages
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Outlook PST File Acquisition

Usually, PST file extraction from the drive image takes place by bit-streaming an image of the
entire drive. While extracting the PST file from the image, multiple tools should be used. Many
virtual mounting programs are present that let you mount the acquired drive and then extract
the copy of the data from the drive. It is one of the best methods for data extraction, as other
common methods used in automated forensic suites are not always feasible to extract a usable
PST file. Choose tools such as Paraben’s Email Examiner to process the proprietary email
archive into usable messages once the file extraction is complete.
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Forensic Acquisition of Email

Archive (Cont’d)

Processing Server Level Archives:

3
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Processing Server Level Archives

Unlike the local stores where the investigators do the acquisition by bit-streaming the image,
the acquisition stage for a server archive is different. They do the acquisition by acquiring the
appropriate files where the archive date is stored, which depends on the structure of the
network archive and size.
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Recovery of Deleted E-mails

the process of sending the mail

wl Recovery of deleted e-mail messages depends upon the e-mail client used in

o Thunderbird 2

Messages deleted from the
mailbox are tagged for deletion
and are no longer visible in the
mailbox

However, these deleted messages
reside in the trash folder, until the
trash folder is cleared

Outlook PST @

Data is taken from the active part of
the archive to a recycle bin

If the recycle bin is emptied, it will go
to the unallocated space of the email
archive where it resides for a specific
period

Recovery of this data varies
depending onthe size of the archive
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Examining Email Logs

@

wl In e-mail related forensic investigations, it is significant to validate
and verify the e-mail addresses, sources, and paths related to the
suspected e-mails

wl It is important to examine logs to figure out if the e-mail header has
o been tampered after the suspected incident

Examining System Logs Examining Network Equipment Logs

can verify the path that email has taken it is possible for an Investigator to verify
the times and the IP addresses contained
within the e-mail

~ These logs provide e-mail message ID
information, source address and
destination address of the servers used to
send the e-mail

T |
— By examining system logs, an investigator | | = By examining the router and firewall logs,
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Email logs are very useful in forensic investigations to solve a case. Although the attackers are
capable of altering the email headers, they cannot change the logs across the network, routers,
firewalls, system, etc. Emails need to pass through all these devices. Investigators can use logs
from various devices to check the email path and other details.

They identify email messages by:
= The received account
= |P address of the system from which they were sent
= Time and date
= |P addresses
System Logs:

Systems store details of all the traffic they receive and send, along with details such as
application, user, port, and protocol used to transfer the data. Therefore, these system logs can
also contribute to the investigation of emails and provide detailed data about them.
Investigators should know the process of finding and collecting this evidential data that can
help in creating the timeline of the security event.

Network Equipment Logs:

Network equipments, such as routers, switches, firewall, server, etc., store the transmission
data and logs. Investigators can work in association with the administrators to gather the
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inbound and outbound traffic logs. The logs from the routers include details of the traffic they
allow or deny, source or destination IP address, type of transmission, etc.

The network admins also maintain the firewall logs that filter Internet traffic and can contain
the details of emails that have passed through the firewall. Gathering of all the details and their
cross-checking can help in finding the difference between header information and the
information provided by the other sources to determine any manipulation.
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Examining Linux E-mail
Server Logs

Sendmail is the command used to send emails via Linux or Unix system. It required the
information regarding the source and destination addresses, the sender and recipient
addresses, and the e-mail message D

Linux and Unix uses Syslog to maintain logs of what has happened on the system

The configuration file, fetc/syslog.conf determines the location of syslog service logs

Syslog configuration file contains information on the logging priority, where logs are
sent, and what other actions may be taken

The syslog.conf provides the location of the log file for e-mail, which is usually
fvar/log/mailog

fvar/log/mailog file contains source and destination IP addresses, date and time
stamps, and other information necessary to validate the data within an e-mail header

Copyright © by EC-Coumell. 2l Rights Reserved. Reproduction is Strictly Prohibited.

Examining Microsoft Exchange

E-mail Server Logs

W Microsoft Exchange uses the Microsoft Extensible Storage Engine (ESE)

Wl It uses Messaging Application Programming Interface (MAPI), which allows collaboration of various e-mail
applications

w While investigating an e-mail sent via Microsoft Exchange server, an investigator should primarily focus on the
following files:

2 .edb database files (responsible for MAPI infarmation)

2 .stm database files [responsible for non-MAP| information)
& checkpoint files

£ temporary files

wl Checkpoint files helps to find out if any data loss occurred after last backup, thus allowing the investigator to
recover lost or deleted messages

w Temporary files store the information received by the server when it was too busy to process it immediately.
System retains these files that may be recovered for investigation purposes

wl Transaction log preserves and processes modifications done in the database file, so that it can be used to
determine if the email has been sent or received by the server

wl Windows Event Viewer can be used to read:

2 Tracking log (allows to view message content associated with the e-mail)

2 Troubleshooting or diagnostic logs (records a number of events for each e-mail sent or received). In addition, Event
Properties dialog box provides more information in forensic investigations
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Examining Novell GroupWise E-
mail Server Logs

GroupWise is an e-mail service platform by the Novell NetWare. It stores the user’s messages in almost
25 proprietary databases

Every database is stored in the OFUSER Directory object and is referenced by a username, followed by a
unigue ID and the .db extension

The NGWDFR.DE database, present in the OFMSG directory object is used for delayed or deferred e-mails
Two ways of organizing mailboxes:

2 Permanent index files (.idx extension) - updated and renamed daily in arder to maintzin the order of e-mails
in the mailbaxes

GroupWise QuickFinder - uses incremental indexing files for daily maintenance of e-mail server changes.
These changes are then written in the .idx file at & particular point of time

Guardian (Ngwguard.db), is a specialized database that:

& Maintains entralized control of the e-mail services and associated files
=1

Tracks changes in the GroupWise environment and clears any processes before they make any unwanted changes
in the GroupWise databaze

Includes built-in safeguards like Ngwguard.fbk, Ngwguard.rfl, and Ngwguard.db which helps in preventing data
lass. They also maintain backup copies and log files from the Guardian database has a single point of dereliction
(In cases where the e-mail server data is erased or corrupted, need to recovered from a previous version or from a

backup and begin the investigation again)

GroupWise generates log files {.log extension) maintained in GroupWise folders, which can be used by the
investigator to match an e-mail header with a suspect’s IP address
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Email Forensics Tools:
Recover My Email

C|HF|

Recover My Email is mail recovery software that can recover deleted email messages
from either Microsoft Outlook PST files or Microsoft Outlook Express DBX files
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Email Forensics Tools:
MailXaminer

MailXaminer is an e-mail searching, reporting, and exporting tool that enables the
law enforcement agencies to execute investigations and detailed analyses of the
suspected e-mails

T
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Some of the features of MailXaminer include:

1.

Case management facility like creating case repository, analyze & recover email, scan
status, interactive dashboards, log files and bookmarking options make the investigation
more efficient and faster.

The custodians can share all case related progress or evidence over web / on cloud with
fellow investigators for review purpose. This can be accomplished via Shared Location,
Mail Settings, or over Cloud.

Skin tone based analysis can be performed on media files, particularly images. The

intensity of detection can be adjusted accordingly from very low, low, high, to very high
respectively for accurate results.

Video files such as .mpd4, .avi, .3gp can be investigated using the software for detection
of availability of pornographic content. The parameters deciding the intensity of
detection fall between the range of very low and very high.

KML (Keyhole Markup Language) file format is used to save and display the geographic
data Google Maps and Google Earth. The available image attachments having GPS
locations can be exported using "Export as KML"; and can be viewed using Google Earth.
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[ ] [ ]
Email Forensics Tools
Stellar Phoenix Deleted '

) 'W| Wise Data Recovery
Email HE‘EE"JE‘I’? } hetp:/ www.wisecleaner.com
Fetp:/fwww.stellarinfo.com | |
Forensic Toolkit (FTK) b4 SeEUS EnaIRRcavery
reto:s/ " Wizard

B DOCE 5 fo.com I__
& Retp:/ www.easeus.com

Paraben's Email Examiner §\ Ao Diskinternals Mail Recovery
Retps:/fwww.paraben.com Retp:/fwww.diskinternals, com
Kernel for PST Recovery AiddMail Email Forensic
Retp:fwww. pstrecoverytools. com software

Retp:/fwww.oiddmail.com
MxToolBox Email Header Paraben's Network E-mail
Analyzer Examiner
htp:/fmxtoolbox.com https:/www.pargben.com

Copyright © by EC-Coumell. 2l Rights Reserved. Reproduction is Strictly Prohibited.

Stellar Phoenix Deleted Email Recovery

Source: http://www.stellarinfo.com

It is a software that safely recovers lost or deleted emails from MS Outlook data (PST) files and
Outlook Express data (DBX) files.

Forensic Toolkit (FTK)

Source: http://accessdata.com

FTK is a court-cited digital investigations platform built for speed, stability and ease of use. It
provides comprehensive processing and indexing up front, so that filtering and searching is fast.
This means we can “zero-in” on the relevant evidence quickly, increasing the analysis speed.

Paraben's Email Examiner

Source: https://www.paraben.com

Email Examiner forensically examines email formats including Outlook (PST and OST),
Thunderbird, Outlook Express, Windows mail and more. It allows to analyze message headers,
bodies and attachments. It recovers email in the deleted folders, supports advanced searching,
reporting and exporting to PST and other formats and supports all major email types that are
stored on local computers for analysis, reporting, and exporting/conversion.
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Kernel for PST Recovery

Source: http://www.pstrecoverytools.com

Kernel for PST Recovery is a enables to repair corrupted PST file and recover all email items
from them. It successfully fixes errors resulted due to damaged or corrupted PST file, virus
attacks, deleted emails, broken PST files, header corruption, disk corruption, errors due to large
PST file size and others.

VixToolBox Email Header Analyzer

Source: http://mxtoolbox.com

This tool will make email headers human readable by parsing them according to RFC 822.

Wise Data Recovery

Source: http://www.wisecleaner.com

Wise Data Recovery is a data recovery program to get back deleted photos, documents, videos,
emails etc. from your local or removable drives for free.

EaseUS Email Recovery Wizard

Source: http://www.wisecleaner.com

EaseUS Email Recovery Wizard is an email recovery software to recover deleted or lost emails,
folders, calendars, appointments, meeting requests, contacts, tasks, task requests, journals,
notes and attachments from corrupted .pst file. It is a safe and read-only utility which reads the
lost/deleted mail items without modifying the existing content and restores the lost data into a
new file.

Diskinternals Mail Recovery

Source: http://www.diskinternals.com

Diskinternals Mail Recovery can automatically locate, recover and fix broken Outlook Express,
Vista Mail, Microsoft Outlook, Server Storage Archive and The Bat email databases on severely
corrupted and damaged disks in one action.

Aid4Mail Email Forensic software

Source: http://www.aiddmail.com

Aid4aMail ‘is used to quickly and reliably migrate email accounts, easily transfer messages
between email apps and web-based services.

Paraben's Network E-mail Examiner

Source: https://www.paraben.com

Network E-mail Examiner makes it easy to analyze and filter messages and output the results
into PST files.
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Email Forensics Tools (Cont’d)

Nuix Investigator Lab

Retp:/fwww.nuix.com

Kernel Email Recovery
Software

Retp:/fwww.nudeustechnologies. com

emailTrackerPro

Fetp:/fwww.e maiftrockerpro.com

Intella TEAM

Retps:/www. vound-software.com

EnCase Forensic

Retps:/fwww. guidonces oft ware. com

EMail Detective - Forensic

Software Tool
hetp:/ www.hotpepperinc.com

O5Forensics

hRetp:/fwww.osforensics. com

Lotus Notes Forensics Tool
Retp:/fwww.maoillproplus.com

Exchange Deleted Email

Recovery
hetp:/fwww.e maildoctor.org

Stellar Phoenix Mailbox

Exchange Recovery
hRetp:/ www.stellarinfo.com
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Nuix Investigator Lab

Source: http://www.nuix.com

Nuix Investigator Lab is for organizations looking to set up a dedicated facility that can rapidly
ingest and process terabytes of digital evidence per day and make it available for timely

analysis.

it enables multiple investigators and subject matter experts simultaneously to review and
collaborate on an investigation with secure remote access, and produce comprehensive reports

on your findings.

emailTrackerPro

Source: http://www.emailtrackerpro.com

EmailTrackerPro not only offers the ability to trace an email using the email header but it also
comes with a spam filter (advanced edition), which scans each email as it arrives and warns the

user if it is suspected spam. Stops spam email before it reaches its intended recipient.
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EnCase Forensic

Source: https://www.quidancesoftware.com

It empowers examiners with efficiency and results in forensic investigations.
Features:
= Rapidly acquire data from the wide variety of devices
= Unearth potential evidence with disk-level forensic analysis
= Produce comprehensive reports on your findings
= Maintain the integrity of your evidence in a format the courts have come to trust

OSForensics

Source: http://www.osforensics.com

It helps discover relevant forensic data faster with high performance file searches and indexing
as well as restores deleted files. It identifies suspicious files and activity with hash matching,
drive signature comparisons and looks into e-mails, memory and binary data. It also manages
digital investigation, organizes information and creates reports about collected forensic data.

Exchange Deleted Email Recovery

Saurce: http://www.emaildoctor.org

This Product features MS Exchange Server Email Data EDB File recovery from any extent of file
corruption, protection and deletion thus eliminating server downtime.

Kernel Email Recovery Software

Saurce: http://www.nucleustechnologies.com

Kernel data recovery group presents an wide range of email recovery products, which recover
the lost and deleted emails, email attachments, images, files and email properties.

This recovery software is developed to restore and repair files of MS Outlook (OST and PST),
Outlook Express (DBX), IncrediMail (.IMM, .IMH, .IMB) which might get corrupt due to
accidental deletion of emails, virus attacks, emails corrupted in the transit and even when the
emails are emptied from the 'Deleted Items’ folder of the email clients.

Intella TEAM

Source: https://www.vound-software.com

Intella TEAM enables multiple individuals to review evidence independently. It is an email
investigation and eDiscovery software tool for an agency, law firm or investigative team that
needs to coordinate the search and analysis of ESI and files that exceed 250 gigabytes.
Investigators can quickly and easily process, search, review and analyze email and ESI as well as
process and search multiple email sources, file types and metadata. It allows viewing results in
a visual layout of choice and exporting the documents of interest in a wide variety of file
formats.
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EMail Detective - Forensic Software Tool

Source: http://www. hotpepperinc.com

This application is used to extract any MBOX or AOL email that has been cached or saved on a
user's disk. Additionally, a comprehensive report is produced that contains all the emails for a
user. This report can then be instantly viewed and searched for any specific words or phrases by
the investigator.

Lotus Notes Forensics Tool

Source: http://www.mailproplus.com

It recovers and extracts evidence from NSF Files.
Features:

= Forensically Analyze Lotus Notes mails with several preview modes for carving out
evidence

= Multiple search types like general expression available to look for available trails
= Recursive listing option enables collective email preview displaying all emails.

Stellar Phoenix Mailbox Exchange Recovery

Source: http://www.stellarinfo.com

Stellar Phoenix Mailbox Exchange Recovery repairs corrupt Exchange Database (EDB) files. It is
capable of handling any level of corruption in EDB and restoring mailbox contents like emails,
attachments, contacts, calendars, tasks, etc.
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Email Forensics Tools (Cont’d)

PST Outlook Repair
n hetp:/fwww.pstoutiookrepair.com

InFixi® Email Recovery Tools
http:/www.infixi.com

DataNumen Outlook Repair

https:/fwww.datanumen.com

eyl Forensic Email Recovery
Tools Kit

é hetp:/fwww. forensicsoftwaore.org

A Repair PST - Outlook PST
Wt ) Recovery

Fetp:/fwww.e mairecovery.in

Repair Software
http:/fwww.stellarinfo.com

Kroll Ontrack Email Recovery

ketp:fwww. krollontrock. com

Recovery Toolbox for Outlook
https:/ foutiook. recoverytoolbox. com

Stellar Phoenix Outlook PST |

MS Qutlook PST Recovery

Tool
http:/ fquickdota.org

Unistal Email Recovery

Software
Rtp:/fwww.unistol. com

Copyright © by EC-Coumell. 2l Rights Reserved. Reproduction is Strictly Prohibited.

PST Outlook Repair

Source: http://www.pstoutlookrepair.com

Qutlook PST stores the Qutlook files and maintains the Outlook data till the space does not gets
consumed or the MS Outlook itself does not encounter some technical glitches.

Forensic Email Recovery Tools Kit

Saurce: http://www. forensicsoftware.org

This kit looks into suspect's mailbox even if he/she played the trick to corrupt/delete the
relevant emails from his/her email database of Outlook application, Exchange email system or
from Mac Outlook email program.

Repair PST - Outlook PST Recovery

Saurce: http://www.emailrecavery.in

Repair P5Tis an Outlook PST Recovery Software to recover emails from corrupt PST files of
Microsoft Outlook. It successfully recovers emails from Outlook PST with tasks, contacts,
calendar, journal, notes and attachments.

Module 12 Page 1258 Computer Hacking Forensic Investigator Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Computer Hacking Forensic Investigator Exam 312-45
Investigating Email Crimes

Kroll Ontrack Email Recovery

Source: http://www.krollontrack.com

It is an email management tool that helps IT administrators granularly search and restore
mailboxes, messages, attachments and other Microsoft® Office Outlook items without restoring
the entire database.

Unistal Email Recovery Software

Source: http://www.unistal.com

This software tool helps recover and restore MS QOutlook Files, Lotus Notes email files,
Incredimail as well as MS Exchange email files.

InFixi® Email Recovery Tools

Source: http://www.infixi.com

InFixi Software group offers a great range of software product for "Email Recovery”, "Email

Conversion", "File Repair", "File Recovery" and "Password Recovery”.

DataNumen Outlook Repair

Source: https://www.datanumen.com

DataNumen Outlook Repairscans the corrupt Outlook personal folders (.pst) files and recovers
mail messages, folders, posts, calendars, appointments, meeting requests, contacts,
distribution lists, tasks, task requests, journals, notes, etc. in them, thereby minimizing the loss
in file corruption.

Stellar Phoenix Outlook PST Repair Software

Source: http://www.stellarinfo.com

Stellar Phoenix® Outlook PST Repair is a reliable solution to repair and recover Outlook personal
storage file ".PST'. After repair, the contents are restored to a new importable PST file. The
application also facilitates the recovery of folders.

Recovery Toolbox for Outlook

Saurce: https://outlook.recoverytoolbox.com

Recovery Toolbox for Outlook helps to restore emails, attachments, contacts and other from
damaged .PST or .OST file. PST repair software helps to fix errors detected in Outlook.

MS Outlook PST Recovery Tool

Source: http://quickdata.org

It is a reliable solution to repair corrupted PST files, recover shift deleted emails, contacts, tasks,
and save data in the different formats like; PST, MS5G, or EML.
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U.S. Laws Against Email Crime:
CAN-SPAM Act

The CAN-SPAM Act (Controlling the Assault of Non-Solicited Pornography and
Marketing Act) is a law that sets the rules for sending e-mails for commercial purposes,
establishes the minimum requirements for commercial messaging, gives the recipients
of e-mails the right to ask the senders to stop e-mailing them, and spells out the
penalties in case the above said rules are violated

CAN-SPAM’s main requirements meant for senders:

S Do not use false or misleading header information

Do not use deceptive subject lines

The commercial e-mail must be identified as an ad

The email must have your valid physical postal address

¢ (& @@

The email must contain the necessary information regarding how to stop
receiving e-mails from the sender in future

(4

Honor recipients’ opt-out reguest within 10 business days

r

Both the company whose product is promoted in the message and the e-mailer
hired on contract to send messages must comply with the law

https:/f e fre gov
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U.S. Laws Against Email Crime:
CAN-SPAM Act (Cont’d)

Penalties:

© All e-mails that are in violation of law are subject to financial penalties of up to $16,000, and depending
on the case one or more persons may be held responsible for the violations

For example, in case of violation of law by e-mails sent for the promotion of commercial products and
—— a ing promoted in the mes

As per the CAN-SPAM Act, there are certain specified violations that may involve additional fines.
Criminal penalties and imprisonment may be sentenced for:

Accessing someone else’s computer to send spam mails without permission
Using false information to register for multiple email accounts or domain names

Relaying or retransmitting multiple spam messages through a computer to mislead others, about the
origin of the message

Harvesting email addresses or generating them through a dictionary attack (the practice of sending

Copyright © by EE-Gommell. All Rights Reserved. Reproduction is Strictly Prohibited.
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Module Summary

An e-mail system consists of e-mail servers and e-mail clients

J An e-mail client, also known as a mail user agent (MUA), is a computer program for
accessing and managing emails

J An e-mail server connects to and serves several e-mail clients

' Headers contain significant information regarding the mail, such as sent time, unique
identifying numbers, |IP address of the sending server, etc.

J “Received” headers maintain a record of the detziled log history of message history, and
they help to find out the origin of an e-mail, even when other headers have been forged

d Online e-mail programs such as AOL, Gmail, and Yahoo! leave the files containing e-mail
messages on the computer in different folders such as History, Cookies, Temp, Cache, and

Temporary Internet folder

ks
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This module discusses email crimes and the processes attackers use to compromise security
using email services, as well as the evidences that can help investigators to find and confirm the
perpetrators. This module describes various methods of accessing and using email services, as
well as the evidential data that the investigators can find using these methods and states the
differences between them. This module helps to analyze different parts of an email, extract

email data from different systems, and find the email logs and artifacts from systems and
servers alike.

In the next module, we will learn about different mobile-related crimes and the methods to
conduct a forensic investigation to determine evidence in such scenarios.
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