Database Forensics

Module 09




Computer Hacking Forensic Investigator Exam 312-45

Database Forensics

Database Forensics

Module 09

Designed by Cyber Crime Investigators. Presented by Professionals.

Module 09 Page 963

Computer Hacking Forensic Investigator v9

Module 09: Database Forensics

Exam 312-49

Computer Hacking Forensic Investigator Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Computer Hacking Forensic Investigator Exam 312-45
Database Forensics

Module Objectives

\ .
| After successfully completing this module, you will be able to:

Understand database forensics and its importance

Perform MSSQL forensics

Determine the database evidence repositories and collect the evidence files

Examine evidence files using SQL Server Management Studio and ApexSQL DBA

Perform MySQL forensics

Understand architecture of My5QL and determine the structure of data directory

List MySQL utilities for performing forensic analysis

Perform MySQL forensics on WordPress web application database I
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Databases store the entire data pertaining to a web application and allow users to view, access,
manage, and update the information. In some cases, either the databases or the web
applications may contain vulnerabilities that allow attackers to manipulate the contents of the
database. Therefore, a forensic investigator must have sound knowledge of the database
servers, and their file systems. Additionally, the investigator should be able to examine their
respective log files and find the cause of the attacks. This module discusses the file systems of
MSSQL and MySQL servers. Furthermore, it explains the usage of various tools to examine the
log files and find the fraudulent transactions.
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Database Forensics and Its

Importance

01 Database Forensics is the examination of the databases and related metadatain a
forensically precise manner to make the findings presentable in the court of law

02 Forensics examination of the databases might allow a forensic investigator to:

- S

I Examine the MAC attributes of tables that could verify the actions of the attacker

]I Determine transactions occurred within a database system or application that
indicate evidence of fraudulent activities

]]I Recover the deleted rows

Retrace the DDL and DML operations performed by the attacker
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Currently, the majority of the applications use high-performance databases to manage the
data. While, the organizations are implementing robust security mechanisms to protect the
databases, hackers are introducing sophisticated ways to attack them, resulting in sensitive
data exposure.

Database forensics deals with the examination of databases and its associated metadata. The
process involved in database forensics is similar to the ones followed in computer forensics.

Databases act as the primary source of electronic evidence for every organization irrespective
of its size and complexity. On the occurrence of an unexpected incident, a forensic examiner
produces this evidence in the court of law, regardless the size of the databases. As a part of an
investigation, the investigator may examine the time stamps to check and validate the activities
carried out by the user/users on the database contents. They can also analyze the transactions
in the Transaction Log Data Files (.Idf) to see if any user/users performed fraudulent activities
on the database. A server hosting databases may contain cached information in its RAM.
Forensic investigators may even examine this information using live analysis technigues.
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IMISSQL Forensics
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SQL server is a Relational Database Management System and is being widely adopted by
various organizations to store data associated with the applications. This includes sensitive data
related to the web application and users’ accounts in the web application. MSSQL forensics take
action when a security incident has occurred and detection and analysis of the malicious
activities performed by criminals over the SQL database file are required. A forensic investigator

needs to examine the Primary Database Files and Transaction Log Files for investigation
purpose.
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Data Storage in SQL Server

2 5QL Server stores data and logs in Primary Data Files
(MDF), Secondary Data Files (NDF) and Transaction Log

Data Files (LDF), respectively. Micrasoft SQL Server Data Page

2 Data pages are divided into:
w Page Header - Presents the page ID, page type, etc.

2 MODF are the starting point of a database and stores
user data and database objects ‘ Page Header
) : ——
- EIDF Ere optional and spread data across multiple i Data Bow 1
atabases L g
£ LDF store log related information, which could be P Data Row 2
useful in recovering databases. These are divided into T o o 3
smaller parts called virtual log files o gitinl
P
2 These files are put together to form a database .
P
2 Each data file (excluding log files) contains multiple b Free Space
data pages (basic storage units with 8 Kb of storage) Pl
P! Row Offsets
b
o
] ]
1

w Data Rows — Store the actual data
w Offset Table — Points to the location of actual data

Copyright © by EC-Coumell. 2l Rights Reserved. Reproduction is Strictly Prohibited.

Data and Logs in SQL servers are stored in three different files:

Primary Data Files (MDF)

The primary data file is the starting point of a database and points to other files in the
database. Every database has a primary data file. The primary data file stores all the
data in the database objects (tables, schema, indexes, etc.). The file name extension for
primary data files is .mdf.

Secondary Data Files (NDF)

The secondary data files are optional. While a database contains only one primary data
file, it can contain zero/single/multiple secondary data files. The Secondary data file can
be stored on a hard disk, separate than the primary data file. The file name extension
for secondary data files is .ndf.

Transaction LOG Data Files (LDF)

The transaction log files hold the entire log information associated with the database.
The transaction log file helps a forensic investigator to examine the transactions
occurred on a database, and even recover data deleted from the database. The file
name extension for transaction log date files is .|df and each file is divided into virtual
log files.

These three files together constitute a database, and each data file contains multiple data
pages, as discussed above.
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Database Evidence Repositories

5QL server data is stored natively within 5QL Server, and externally within windows machine hosting
the server. The main sources of evidence for an examiner would be:

SQOL Server

Windows Operating System (OS)

Volatile database Windows logs

Primary data file and Active
Transaction Logs

Database plan cache SQL Server Error

Mote: System event logs, SOL Server trace files and SQL Server error logs constitute mon volatile data.
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Sources that provide the valuable information are at times overlooked by the investigators. For
instance, inintellectual property cases, databases containing finance related data are the prime
targets for attackers to damage databases. In such case, source code repositories, knowledge
management systems, and document management systems may provide better insights to the
investigator to a suspected breach. Thus, investigators will be able to help the defendants
against invalid obligations.

The databases can be used for versioning and reviewing the document lifecycle. The extended
metadata, like descriptions, keywords and comments may provide insights into the document’s
purpose. It discloses the information like who accessed and exposed the information and,
where and when it was routed.

Location of Files to Restore the Evidence

Along with the Volatile database data, Windows logs and Database plan cache, investigators
can examine the following files to have an insight of the activities occurred on the database:

* Database & logs files: \\Microsoft SQL Server\MSSQL11.MSSQLSERVER\MSSQL\
DATA\*.MDF | *.LDF

* Trace files: \\Microsoft SQL Server\MSSQL11.MSSQLSERVER \MSSQL\ LOG\LOG_#.TRC

= SQL Server error logs:\\Microsoft SQL Server\MSSQL11.MSSQLSERVER\MSSQL\
LOG\ERRORLOG
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l.'l 1Y AperSiOl Skl « Logsn e X '|"

Collecting Volatile Database Data

dJ Gather volatile database information such as users’login sessions, user transactions, etc.

d Use ApexSQL DBA's Apex5QL audit application to track the login history
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Volatile Database is a RAM-style memory, which usually loses all its contents on power cuts.
Investigators can track the volatile database information like login sessions of an account and
the transactions using ApexSQL DBA’s ApexSQL Audit application.

By clicking on “Logon Activity history” in ApexSQL Audit application, the investigator can view
the login history for a given date and time, as shown above.
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Collecting Primary Data File and Active

Transaction Logs Using SQLCMD

‘i Load command line tool and establish logging

Connect to a server with the command sglemd -5 WIN-CQQMK 67E -e -s"," -E (WIN-
CQQMKBE2867E is the server used for this demonstration)

o SQLCMD

C:isWindowsssystend2isglemd -5 WIN-CQQMEGZBLYE —-e —s",'
i >

Issue :out E:\ForensicTest.txt to create a text file named “Foren st” and log the output of
the gathered data to E:\

= SQLCMD -lofx]]

CisHindowsssustend2 deqlond -8 WIN-CQQHMEGZBETE - -=2'"." -E
> 2out E:sForensiclest.txt
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The primary data file (mdf) and active transaction logs (Idf) play a key role in the forensic
investigation. These files offer sufficient information to a forensic examiner for dealing with the
investigation. A forensic examiner needs to know the location of mdf and Idf associated with a
database, before proceeding with the investigation. The SQLCMD application helps an
investigator to obtain the location of these files.

The SQLCMD application lets investigators load and establish a connection with the server.

To initialize connection with the server (WIN-CQQMK62867E), the following command is used
in the application

sglemd -S WIN-CQQOMKE2BETE -e -s"," -E
-2 is used to echo input

-s is used for column separation

-E is used for trusted connection

The above command infers that we want to establish a trusted connection with the server WIN-
CQOQMK62867E and output the results of the forthcoming commands with the columns in the
output separated by commas (,).

The following is to be issued in SQLCMD to create a new text file with name ForensicTest and
save the output to E drive:

:out E:\ForensicTest.txt
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Collecting Primary Data File and Active

Transaction Logs Using SQLCMD (Cont’d)

‘i Collect the active transaction log

lssue the commands sp_helpdb moviescope and go to determine the locations of the transaction log files
associated with moviescope database

o1 SQLCMD

L WIH-COQMEGA2RETPE —& —s*."
- ot
¥ oap_helpdh moviescope
2 F go

< -

The result will be recorded in E:\ drive in the respective file (ForensicTest.txt) as shown in the following
screenshot:

ForensicTestbt = Mobepad

Fle Edt Formet View  Help

sp_helpdo moviescope

a8 MH HIH-COMRAIES /B hdednd sTrat o

Fileid,filename

moyiescone 140 Pregras Files\MEcrosost SOL ServerWESiL 11, MESOLSERVER WESTL \DATA eov i ascape  mdf
moviszcope_log . S Progran FllesiMicrosoft SOL SorvertMES(L11. MESOLSERVER\WESOL\DAT &y rovinscope_lag. 1d¥
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The sp helpdb command outputs the information related to the specified database. A forensic
investigator can use this command to determine the location of the primary data file and
transaction log file that is associated with a database.
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Collecting Primary Data File and Active

Transaction Logs Using SQLCMD (Cont’d)

‘i Collect the active transaction log (Cont’d)

lssue the commands dbcece loginfo and go to gather the VLF allocations for the moviescope database

= SOLCMD

zmil —5 WIN-COGHHGEZHEGYE —e

File Edf Format \aew  Help
dbce loginfe

The status field displays the

Facowerylinitid Fileld ,Filablze petartiH et JFEeqlia  Status  Parlty,CreatelSH
. ]
status of the file, where “2 ’ . y . : y —
. . ) 253952, 192, 218, 4, 118, g
represents an active file, ' ' 263144, 262144, -y -y :
while “0" represents a ; . E184, LI4HEH, i B, 138, Z058ad0es3041400087

recoverable or unused file (3 rows sffacted)

DACC execution completed, IF DBCC printed erroe @esSages, coONTAST vour system administrator,

4 1
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Transaction Log Files store log related information, which could be useful in recovering
databases. It is divided into smaller parts called virtual log files.

The moviescope database files are stored in the VLF allocations. These allocations can be traced
using the following commands in SQLCMD application.
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Transaction Logs

C|HF|
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Ll
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Wb

- These files contain complete data (in .mdf files) and logs (in .ldf files) pertaining to the databases
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aJ Collect the database files (.mdf) and log files (.Idf) from C:\Program Files\Microsoft SQL Server\MS50L11.MSSOLSERVER
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Collecting Active Transaction Logs Using
SQL Server Management Studio

) o SR Cueny sl - WIR-COOMIEIBETE master (WIN-COCRME2DET D Adminkssator (35]) - Microsoft SOL Server Mansgem._ | = | O IS
n_dblog() function allows to Bl G oy Bt Cetug Do et e

. . E Tl dMewery A D 6 0 A - L0 e

ve the active portion of the [ 11 bpote by 8 v B RO D=2 RS

ction log file T Il 5t ey el deiansates T

dblog () function filter
fl:tiuns by:

I!!I‘-.‘! - | T EhiLSy L I
===

=t database DbjE'l:.'t T et L5 [ oot Toranlen I LogBamesme -
3 LOECEFSEDC TG T0E]  LOF WACT CEFT LW RO PAGE CHFT [OODIODOOONDS ©
- OO0 D000 TS00CT  LOF_EHD D91 LK _WLLL DOIODDoaDe  ©
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.. | I- hE{HuLL: NULL]- dspla\r’s thE‘ o S —— [ ——— [ — e —
2 portion of the transaction
e as shown in the

enshot
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ing NULL values imply that
lart and end points for log
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As we know that the transaction logs store all the DML operations, along with some of the DDL
operations, a forensic investigator can examine these transaction logs to see the transactions
performed on the databases. However, since the logs are not in human readable format, it will
be difficult for anyone without the knowledge of SQL to examine the log records.

Forensic investigators use undocumented functions like fn_dblog () and fn_dump_dblog () to
view the transaction logs.

The function fn_dblog() accepts two parameters

* The starting Log Sequence Number(LSN) or NULL(returs everything from the start of the
log)

* The ending Log Sequence Number(LSN) or NULL(returs everything to the end of the log)

Note: This function should not run against an active database instance.
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L SCRCueTy Al - WIN-CDO KEZES T Emasler
Fin G4 Ve Oeery Pooit;m Dibwg Tosk Wadew Help
! The DBCC LOG command allows to retrieve the e bl L i o T/
active transaction log files for the specified T T
database. e e g Mk
+ b Uelafpm
) Syntax: DECC LOG(<databasename >, ot S
<outpus e =
. The output parameter specifies the level of ' ?ff?if;, R BT (of MY atn e _
infarmation a forensic examiner wants to S AN ONON | 0P JOPCAO | NOLELTOND SSONRETS. §
retrieve G Ao LoP CNNT ORI ACKCUNTEAED MSERA 0
& 0= minimal information of each operation o (e e e iy e
such as the Current LSN, Operation, R i |15t P i | iR | e 11
Transaction ID, etc. ﬂ-:::.-r petwbed. WHCODMENE (110580 W CODMERME A, il (02005 -geu.,:.
2 1-=slightly more info than 0, such as Flag

Collecting Active Transaction Logs Using

Bits, Previous LSN, etc.

8 2-=detailed infarmation, including
(AllecUnitld, page id, slotid, etc.)

8 3= full information about each operation

2 4= full information on each operation along
with the hex dump of current transaction

row

Issue the query CBCC LOG (moviescope, 3)
to view the transaction log file for moviescope
database, with the detailed information for
each operation.

SQL Server Management Studio (Cont’d)

i e i, B = | N
Ay b et o Tyra e == he—raark ey = =
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Database Consistency Checker (DBCC) commands may give the investigator valuable insight into
what is happening within the Server system. The DBCC LOG command allows investigators to
view and retrieve the active transaction log files for a specific database. Following are the other

DBCC commands that allow the investigator to obtain additional information related to the
specified database.

DBCC DBTABLE: Returns the structure of the selected database table

DBCC DBINFO: Returns information related to the database metadata

DBCC PROCBUF: Returns the contents of the SQL Server Procedure Buffer. The buffer

contains SQL Server cached executable statements such as stored procedures and SQL
queries.

DBCC BUFFER: Returns the buffer headers and pages from SQL Server's buffer cache,
where SQL Server stores results.

DBCC SHOWFILESTATS: Returns information related to the space occupied by the data
files in the active database.

DBCC PAGE: Returns the data page structure of the selected database
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Collecting Database Plan Cache

retrieve SQL text of all cached entries
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A D DI e N R Bl K
L ™ I - L= I T L= T R L]

Thee naene of the
:#Queq.' execuied su..  WIN-COOMEEZETE (11.0 %91 WIR-O00MEEREETE Adminl..  rmaster (00000 283 rows connectee.

Issue the syntax select * from sys.dm_exec_cached_plans cross apply sys.dm_exec_sql_text (plan_handle) to

‘- SOLQuery1.sq] - WIN-CQOMKE2B5TE master (WIN-CQOMKB2BETE\Administrator (S5))* - Microsoft SQL Server Managern... | = | & [

The plan handle argument retrieves the compiled query plans from the 5QLCP or the OBICP cache stores
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To collect database plan cache, the following query is used in the application:

select * from sys.dm exec cached plans cross apply
sys.dm exec sgl text(plan handle)

ISsuing sys.dm exec cached plans in the syntax returns a row for each query plan that the
SQL server had cached to speed up the query execution. This dynamic management view will
help users to find cached query plans, cached query text, the amount of memory taken by

cached plans, and the reuse count of the cached plans.

The command retrieves the SQL text of all cached entries. Note that the plan handle
argument in the syntax uniquely identifies a query plan for a batch that server had cached or is

currently executing.
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Collecting Database Plan Cache

(Cont’d)

Issue the syntax select * from sys.dm_exec_query_stats to view the aggregate performance statistics for cached
guery plans. It displays only one row per guery statement

L2 R0LCweny1sgl - WIN-COOMKEZBETE.master (WIN-COOMEGZEGTE\Administrator (55))* - Microsoft 50L Mmammﬁ-l:...li-
File Edit View OCuery Project Debug Tools Window Help
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! Ewecut= b Debug B o J0 ul o | 3798 | @8G0I Y| 2 2[R |8,

(a0 T S SO Oy gl = W _Admwesstiaton (3517

from sys.dm swxec_guery_stats
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To collect additional plan cache specifics from the database, like viewing the aggregate

performance statistics, the following query is used.

select * from sys.dm exec query stats

The result contains one row per query statement within the cached plan, and the lifetime of the
rows is tied to the plan itself. When a plan is removed from the cache, the corresponding rows

are eliminated from this view.
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to view one row per plan attribute for the plan specified by the plan handle

Collecting Database Plan Cache

Issue the syntax select * from sys.dm_exec_cached_plans cross apply sys.dm_exec_plan_attributes(plan_handle)

Fie B&t Yiew Ouery Fropct Debaeg Tools ‘Wiedow Help
i RN R N I AR R T T R e R R e -
J -0 |'.|_:" il = | ¥ Exeoute B I:lﬂbl.ni; oy ::_: e ;" ""Ij l'lqul lgj "

Oitspact Explares SOLTas=ryl sl - W, Adminstester (3507 *

1 50Lueny1.5g] - WIN-COOMKE286TE master (WIN-COOMKE2B5TE\Administratar (55))° - Microsoft SOL Server Manag..| = | O (IS0

Connect= Sy 4J

[ WH -CCOMEESH
¥ 3 Detebases

# (3 Feplcaban
H |l FAbwwrelin Hig
+ 3 Menasgement

¥ [ Inbegratioe S
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W5 D 000046 TRHEDED Compded Flan e [E00%
5 D 000046 TEFEDE) Compded Flam | el
17456 e DOD00NI46 TRIEDED Compded Fln  Fre TelE000
7458 e (0000046 TRIEDED Compled Pl Fr: Te[E000 Cor WIN-C1
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H4T45S D DO0000SETRIEDED Corrgadad Pl Free D (000
14745 D DO000004E TEIEDED Corrpded Pl Pree D (000

14740 D DO000004E TEIEDED Corrpded Pl Pree D [E000 =
[11] »

- "

Mame

.ﬂl:hlrr mcecut..  WIN-COOMEEZIETE [11.05P2)  WIN-CODMEERETE \Admird..  masher | QD00 7458 rows cennestion,

The name of the
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To view one row per plan attribute for the plan specified by the plan handle, the following

query is used.

saelect * from

sys.dm exec cached plans Cross apply

sys.dm exec plan attributes(plan handle)

It is to be noted that plan handle in the syntax uniquely identifies a query plan for a batch that
has executed and whose plan resides in the plan cache.
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Collecting Windows Logs

J Windows Logs store the logon events performed on the SQL Server. Launch Event
Viewer, expand Windows Logs node and view various Windows event logs

bl
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Windows event logs are simple text files in XML format (EVTX) used by Windows Vista and later
versions. Windows holds different types of logs including Administrative, Operational, Analytic,
Debug, application, etc.

The Event Viewer in the Windows operating system (OS) allows the user to view the event logs
on a local or a remote machine. Launch Event Viewer, expand Windows Logs node and select
the type of logs (i.e., logs pertaining to the Application, Security, Setup, System, or Forwarded
Events) need to be viewed.

In the forensic point of view, the event log files play a vital role, as these event logs track all the
“significant events” on any computer. Any program that runs on the computer posts a
notification in the event log, and simultaneously posts a notification before it ends. Events
which include system access, operating system jerk, driver or any hardware issue, etc., are
saved in the event logs. Investigators can use this data to trace out the attackers.
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d To collect the trace files {.trc) navigate to C\Program Files\Microsoft SQL

Server\MS5QL11.MS5QLSERVER\MSSQL\LOG

« The trace files contain the events occurred on a 5QL server and the host databases
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' To collect the SAL Server error logs navigate to C:\Program Files\Microsoft SQL
Server\MSSQL11.MSSQLSERVER\MSSQLYLOG

- The 5QL Server error logs contain user defined events and specific system events
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As discussed above, Trace files record all the events occurred on the SQL Server and databases
present in it, while SQL Server error logs record user-defined events and specific system events.
The error logs also contain the IP Address of SQL Server client connections. A new error log file
is created every time a new SQL Server instance occurs.

Forensic investigators may use SQL Server Profiler to view the trace files, and SQL Server
Vianagement Studio or any text editor to view the error logs. Both the files act as a very

important evidence for the forensic examiner while conducting an investigation on the SQL
Server,
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Step 1: Examine Windows Logs

Examine the Windows Logs to obtain information related to SQL Server authentication, startup
and shutdown instances, and the IP addresses of client connections
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It is observed that an event associated with the server login and pertaining to M5SQL Server is recorded. Now, the error
log need to be examined to find out any successful login event.
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¢ HF

a
F

Step 2: Examine Error Logs

8 Navigate to C:\Program Files\Microsoft SQL Server\MSSQL11.MSSQLSERVER\MSSQL\LOG and open
ERRORLOG file with Notepad
® Examine the log file to see the record of user defined events (such as user logins)
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- C-ZFrogren FilexHicroaofe ST SecvechHMSSQL1L MESOLSERVER\MISIL Logh ERRORLOG
-1 CrvFrogram FilzaaswMHicrgaofc S0 SaryweriMSSQL1L MESQlSERVERNNMESGINDATA AT log. LAL
Z01E-02-0% 10:41:3%.75 Sarvar
=& "HISQLIERVER"

FO0LE-03-0% 10:91=z1%.38 Sscver SRl Sepwver degceso I mesketm wich 4 sorea per acsket and 4 logicsl proce

Z0LE-05-05 10:41:135.9€ JeEver L W (=T). Thiz L3 an LnioEmaris
FOLG-03-09 10:91:7%.94 Sepver Fetected 16380 HO of RAM. Thizx iz an informacional meprager no user sctio:
F01E=05=0% 10:48:35. 96 JeEver Uitny scaveartionnl semary 1 £

0L G-03-02 193913 .03 Gerver Thas inpwance of QL Server lasc reEporssd wWoslng & process IR of A716 aw 3.
TULE=UE=US 1i0:=42:9& UF Herdver MNede Sapfigisdatiss: made U: O mask: UsdUodUosOnisOgooinE 2 REEidee U100 mEsS
L0lG-053-02 10:91:3&,04 Gerver Uaing dymawis Loock sllocacicon, Imicisl allocaricn of 2500 Lock blooks anms
JO0LE-0Z-0% 1l0:4dlz3&.05 Secvar Scfiwace Tlaage HeTrice isx dizabled.

F0LE=-03=-03 1004L13&,05 apidds Scarcing Op daTtabaSE "XASGET',

F01LE-03-0% 1iD:492:3&.149 Sacvar CLE wvecxian wd. 0. 30310 losded.

2016-02-09 1014113&.1% Jerver 1 5 ici ing CLE weratan
FO0LE-02-0% 10:41:38.20 apiddx

F01E-05-05 10s480586.20 apidds L Serwer Rodit is scayxcing che sodica. This ia an inforssciconal message
FO0LE-03-0% 19:91:36.70 mapidd= Rl Seqwer Aoditc han =farced she andica. Thia im an infosmacicnal m=maage
IE:ILE--I:E»-I:E- 102482 36.2F apidis Irace ID 1 was scarced by Lagin ¥R,

[ « 0]

Forrngl bet Tike Pervgth | 13508 Times 1127 Lnidd Codeord Rdod|n Dasndoss UCE-2 LE BOMY

Here, it is evident that there is a successful login instance recorded on the name of a user sa. Now, the trace
file can be viewed to examine the SQL Server based events associated with this user.

Copyright © by EE-Gommell. All Rights Reserved. Reproduction is Strictly Prohibited.

Module 09 Page 982 Computer Hacking Forensic Investigator Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Computer Hacking Forensic Investigator Exam 312-45
Database Forensics

Database Forensics Using SQL
Server Management Studio (Cont’d)

C|HF|

Step 3: Examine Trace Files

MNavigate to C\Program Files\Microsoft 5QL Server\MS55QL.1\M55QL\LOG and double-click log_n.trc file
iwhere n is the last number in the sequence). The trace file opens in a SQL Server Profiler

Examine the file to identify any suspicious activity
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e wicreasrs
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By examining the file, some user based events observed on moviescope database. Make a note of the SPID
and the start time of the instance.
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Database Forensics Using SQL
Server Management Studio (Cont’d)

Step 4: Examine Active Transaction Logs

Launch SAL Server Management Studio and connect to the SQL Server. Execute the command dbcc log{moviescope, 3)
in the guery window to view the transaction log file for moviescope database, with detailed information for each
operation. Here, an event can be observed (SPID: 56 and Transaction ID: 0000:000007c9) with a modified row.

1 - Indicates the beginning of a transaction
2 - Indicates the type of the transaction EOL Chsery] 5] « W CODMMEEIBETE mvssieie exgee (VI COCIMEEIRETE A demisisiratior {527]" =
perf{:rmed | dbee Loglimowiescape. )| i-
3 - Indicates the end of a transaction
4 - SPID: Indicate the current user process D S
5 = Unigue transaction identifier ] Penste |1y Messages
Dperalan SPID | Trerossssn D Pags D St |0 OfFfsel i Firw  Rovalisy Cowwenia O | (Rl Loy Conberds 1~
- o 15456 Lo _ L0 T _XACE rﬂ-\. :"I.l.:':-ﬂ'll.'ch! MULL KULL  KWULL RULL hu-@
B - Data Page |dentifier for rows containing s @ [or mereet |5t Tomomnes | nud® T BT | m
the updated record 15936 (ED) | LOF_MODIFY_ROW | NULL | 0000:000007:3 [ D001 0000005 [4 | & [ Tia =
15329 ﬂ- LOF COMBIT XACT | NHULL § CDO0oDD000F:S | MULL HULL  KUJLL KLLL HLUILL
'?' - .Dn data paEE rowW ||:‘ Eat“:‘n Df FEEI'_'Ird 180 LOF 2=l _XACT 55 DOeDDO0Ma  RULL KULL  KWUJLL HAUJLL HLULL
16N LOP THRIRE NOOP  NULL  SOel0N0Tcs  MULL RULL  KULL RLULL HLILL
- . 16002 (OF LOCK_XACT  WULL  QO-00000%:s  NULL KULL WL HUILL HUILL
B - In row data offset of modification | § .02 T it ~
T m ]
g = Value of the row before modification &) Cuery executed successully, WIN-COOMKESETE (1.0 592) | WIN-COOMEREETEAdmIni.. mowiescope OOy | 16008 rows
10 - Value of the row after modification

Convert hexadecimal value of the page ID to decimal, and locate the page containing the updated record. Here, the calculated decimal
value of the page ID is 154. (0000009a)16 = (154)10
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Step 5: Examine Data Page

Mow, we inspect the modified data pages to find the object ID where the data has been modified

Execute the commands: dbcc traceon{3604)dbcc page{moviescope,1,154,1) to view the 154'" data page on the
guery window

The PAGE HEADER contains information regarding the data page such as the type of page, partition ID, object ID,
etc. Note down the Object ID

SOLCwergdagl - WIN-COLMESSE T monescape [WIN-COOMER36 Eubdrmanistratar [53))"
-ldbee Tracesn | 36604
dbce page(moviescops, 1. 154, 1)

D% -«

2 Messapes
PAGE HEADER!:

Page @dx-tgofooddGOCFABEE

mn_pageld = {1:1%54) n_headerVersion = 1 m_type = 1

n_typeFlagBits = 84 m_level = B n_flagBits = BmiBead

n_objId {(&1locUnitld.iddbi) = 37 m_indexTd (AllecUnitId.idInd) = 356

Metadata: AllocUnitId = 725S7554848352763

Metadata: PartitionId = TIGS7S04030042045 Metadata: IndexId = @

vetadata: ObfectId =[21575115] n_prevPage = (8:8) n_nextPage = (8:8)

peinlen = 12 mn_zlotlnt = 5 n_freelnt = 7IB4

n_freelata = 535 n_reservedint = @ n_lsn = (76:383:2)
1% =« 1]

o Query evecuted successfully, WIN-COOREBXETE (11,0 5P | WIN-COOMEERETE A deniini... | meviescope | (EMER O rewes
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Step 6: View the Object

Database Forensics Using SQL
Server Management Studio (Cont’d)

Mext, we use the object ID to find the name of the object/table in moviescope database, whose data was
modified

Execute the command Select * from sysobjects where id = 21575115

The object User_Profile has been modified. Next, we use the same object ID to gather the object schema

SOLCusenydsql - WIN-COOMEGZEETE roviescope (WIN-COOMEEZEGTEADrinistrator (346))*
|[5elect * from sysobjects where id - 21575115

0% = <

7 Resuts | [y Massages _
rame id aype wd info | sabus bﬂH=$l:l'ﬂ.'-lTlﬂ='-"l:f repindn pumﬂ1=-:-'=j crdate ficabd  schema
| T Liser_Profie 21573115 U 1 0 1] 1] ] 1] 20140415 1206:37823 0 1]

£ *

:a Cuery executed wieeesafully, WIN-COOMEB2BETE (11.0 5P2) | WIN-COOMEEB2BETE Admini.. maviescope 000000 | 1 rews
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modification

Step 7: Gather the Object Schema
J Mext, using the object ID, the object schema (table) associated with the User_Profile object is collected

J Execute the command: SELECT sc.colorder , sc.name, st.name as 'datatype’, sc.length FROM syscolumns sc,
systypes st WHERE sc.xusertype = st.xusertype and sc.id = 21575115 ORDER BY colorder

J Byissuing the above command, the object schema is obtained. One of the entries in the table is subjected to

SOLCuenyd.sql - WBN-COOMEE2BETE mowviescope (IR -COORMKE2EETE\ Ad mini shrator [31]) = 0 X

Database Forensics Using SQL

| SELELT sc.colerder , sc.oname, st.name as ‘datapype’, sc.lemgth FROM syscolumns sc, systypes st L-.I-.EREI-I-

emad

Qe
daisatbaih

Lrg

adinas
Gomladnumbar

A B wn S odm e ol B —
w A O = TF AW fn W R o

—_
L=
=

i Query executed successfully.

WIH-COOMESZBETE (11.05P)  WIN-OOOMERRIGTE\Admini.. moviescope  DROECD 10 rows
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dbece trace (3604)

Step 8: View the Modified Record

dbcc page(moviescope,1,154,1)

W As we have seen in step 4, the page ID is 154 and slot D is 4. Therefore, issue the commands

W Toview the data page 154. Scroll down to Slot no. 4 (data row no. 4]

100 % = 4
_'J.'-'I-:-s-s-nn:l:s

S0LCenyT.sql - WIk-COOMKE2EETEmori esoo pe: [WIN-COOME BIE6TEN Administratar (317"
dbce pageimoviescope, 1, 154, 1

[slet 4, OFfset @xled, Length 154, DumpStyle BYTE|

mecord Type = FRIMARY_RECIRD
fecord Size = 154

Record Attributes =

Memary Dump PExodecagedl I25AIES

MULL_BITHAFP WARTABLE_COLLMHS

SReCRECEEonagEED | Jggeacea
oooieOnReEEld . QeddS6H0a
CRECRECaeoneaals EoBBssEa
CRODMDDEDREDRIC:  JBiRG10a
e sbn s e R EopBasEa
CREDEDDMDRIDRGE4 1 DSOOCEMG
L= shaiiliaa st g JleeThea
GREGRSCIGAIGRET ErcitEd L]

Ll ]
A¢Eic-aia
ESBESZRS
GG 300
Jogeiagg
p Ll
Ehpmilea
Pla b iEET L]

cEogeeapa
GEeTeda
FIegssE
dERRE3 MG
ddoglaga
IS 0e
ddoBizea
L= tER] ]

Bxopeana
Satiooia
Tdagscha
Grod e
JEoezdes
T1eeT 5
Jegeizeg
Fae

BSEEIEEE B.._..._. Bovennnn. i.
BSaRG50E B she=yel o, B, This i% [he daka rove
ES@EG5ES g roEctloEm, ir which transaction
GG 10E -8 { has cocowred
Jlea33ga L.e
i
u
E

ron oa
RO SO R

D07 20E
dogaihpa

I
Tk S

I Cuery executed successfully.
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WIN-CGOMEBIGTE (11,0 5F2) | WIN-COOMEEZISTEBAdmini.. moviescope  DRO000D 0 rows
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Step 9: Identify the Data Type

Using slot ID 4 and row offset 8, which were obtained previously from the transaction log, the specific
point within the data row was identified in which the transaction began

SOLCuen T gl - WIN-COOMEBBETE. moniescope [MAN-COOMERBETEAdministrater (1))
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W% = «
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Recard Type = FRTMARY_EECORD Aecord Attrlbutes = HULL_BTITHAP VARTAELE_COLLMNS
Record Size = 154
Menory Dump 2ExEOfodedall4sslEl

CORGRORGRORGDRGR:  SOGHOCEY OECDORRD COPROROR DaOOReR BSROZEER @....... Eviinamim= 0.
EcipcPoReoeamanlg : TeBd3ohg 4c0d=SPg SESETeE2d SagBScEB ESEBSEZSRE . .56.L P M

REORORORoRBIRZE: AcOOEtEd A0OQ4200 TI0RGS0E Taoescod GL004308
COUeEOdoNeReeSC: ADGI0100 2090300 eoUdIod OTOOGM0E Gdtanlod
POPOROREIERBRRSRE:  GCBIESER SEORZIED IopRTEod 3E00Iood I1Be3ten 1
BopoBoloaoooaRsy IBB3358¢ 41206cHD S1DBETSEE T18ET5ER ElOeTioR
el et o Fleslfobe QoBElleg ZoehSaee JESMSIu 2odEanas
COCOUOROReRBIEEC:  Z0003000 IdB@3I360 ICO0500d 3100

W% =4 iii

C Mmoo
T e

ﬂﬂ.lzr:.ruu:utedsuccessfull}'. WiIM-COORKE2BETE (11.05P2)  WIN-CODMERSRESTE Admini.. | moviescope | DEDGD0 | 0 novws

Using the table schema obtained earlier, the data type within this row offset is the age column which contains a 4-byte int data type.
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C|HFI

Server Management Studio (Cont’d)

AV Step 10: Compare the Row Logs
f & MNote downthe hex values of RowlLog Contents 0 and RowLog Contents 1 and convert them to their
eqguivalent decimal values

& Thus, itis evident that the age entity has tampered from 25 to 200, which was successfully determined
using forensic investigation

SO Chery 7.5 4] = WAN-COORBOGIEGTE. mowigsc o pi [WIN - COOMKEZIETELA dmisisiratod (317)"
doce logimovlescope, 3

—

19 (hec B

% =l
Decimal Value Decimal Value 3 Fsacts | [y Mesaages
75 200 Ay Verianirds Sourcs Siot Count Frerlosg Corgants § Figealog Corfards 7 Rovliog Contents 3
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TE0Z3 ILILL Da 3000 T 1000, D015 D20C (O 03E 000003000002 00 HLULL
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Windows Event Viewer records all the events that occur on a system. In conjunction with the
system logs, the application also records the MSSQL logs at an instance of a login attempt
failure, or a SQL Server initiation/shutdown.

Therefore, examining the windows event logs help forensic investigators to examine the logs
and determine any false login records on the event viewer.

SQL Server Management Studio (SSMS):

Source: https://msdn.microsoft.com

SQL Server Management Studio (SSMS) is an integrated environment for accessing, configuring,
managing, administering, and developing all components of SQL Server and Azure SQL
Database. SSMS combines a group of graphical tools with script editors to provide access to SQL
Server to developers and administrators of all skill levels.

Forensic investigators need to have good knowledge of how to use various functions (such as
dbcc log, fn_dblog, etc.) in the SSMS to view and analyze the logs in plain text format.

As discussed in the above slides, both Windows Event Viewer and SQL Server Management
Studio help a forensic examiner in investigating the SQL Server databases. Along with these
applications, forensic investigators use some other database management and monitoring tools
such as ApexSQL DBA, SQLite Database Browser, Adminer, etc. to perform a forensic
investigation on SAL Server databases.
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Step 11 Collecting Volatile
Database Data

S Gather volatile database
information such as Users’
login sessions, user
transactions, etc.

Use ApexSQLDBA's
ApexSQL Audit application
to track the login history

A login event has observed
with the username

anonymous from the Client
host (WIN-CQQMKE28662)

-

ApexSQL DBA

Database Forensics Using
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Step 1: Collecting
Volatile Database Data

(Cont'd)

< Click on Security
configuration history to
view the security related
entry modifications

J Itis observed that the
transactions occurred
on goodshopping
database

.
T i
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Database Forensics Using
ApexSQL DBA (Cont’d)
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= |

Step 1: Collecting Volatile
Database Data (Cont'd)

Database Forensics Using

ApexSQL DBA (Cont’d)

Now, scroll to the right of
the browser window to

view all the operations
performed on the

database, along with the
affected objects

The result implies that a
database principal
impersonation has
occurred on the object
dbo inside the
goodshopping database
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Database Forensics Using

ApexSQL DBA (Cont’d)

Step 2: Examine the Database Transaction Log Flle
Launch Apex5QL Log and establish a database connection with goodshopping database

Hae
- | Database connection

e

Aathenbicaion I.'.'n:'-:-“: wrikanboalian

|.-.|.u O BT
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Database Forensics Using

ApexSQL DBA (Cont’d)

Step 2: Examine the Database Transaction Log File (Cont'd)

Select the goodshopping log file in the Data Sources section
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Database Forensics Using
ApexSQL DBA (Cont’d)

Step 2: Examine the Database Transaction Log Flle (Cont’d)

Select Open results in grid option in the Select output section
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Step 2: Examine the Database Transaction Log File (Cont'd)

Configure the options in the Filter setup section and click Finish

Database Forensics Using

ApexSQL DBA (Cont’d)
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Database Forensics Using
ApexSQL DBA (Cont’d)

Step 2: Examine the Database
Transaction Log Flle (Cont'd)

€ The ApexSQL Log
application examines the
log file and displays the
transactions occurred on
the database

2 Adelete operation has
been observed-on the login
object by the anonymous
user. The deleted entries
{username: smith &
password: smith123)can
be observed under the
Operation details tab.

H : aemens T == —_— "il,,.
L = b
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Database Forensics Using

ApexSQL DBA (Cont’d)

Step 2: Examine the Database Transaction Log Fille (Cont'd)

In the same way, examine the Row history, Undo script, Redo script and Transaction information
sections to get a clear view of the transaction
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ApexSQL DBA

Source: http://www.apexsqgl.com

ApexSQL Audit:

ApexSQL Audit is a SQL Server auditing tool, which provides auditing access, changes, and
security on SQL Server instances, databases, and objects. It audits queries, DDL and DML
operations, security events (authentication changes, permissions changes, and attempted
logins), events on stored procedures and functions. ApexSQL Audit saves captured information
in a centralized auditing repository and provides comprehensive reports.

Analyzing the volatile data with ApexSQL Audit helps forensic investigators gain insight on the
login activities, the client connected to the server and the database on which the transactions
occurred.

ApexSQL Log:

ApexSQL Log is an auditing and recovery tool for SQL Server databases that reads database
transaction logs and audits, reverts or replays data and object changes affecting the database.
It restores updated or missing data and objects, and captures information on the user,
application, and host used to make each change.

Forensic investigators use SQL transaction log reader for forensic auditing and rollback of
malicious or inadvertent database changes.
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MySQL Forensics
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MySQL database is one of the extensively used open source databases and freely available with
unrestricted redistribution, providing users with full access to the source code. The database
can contain different pluggable storage engines to suit the application. It supports transactions
with the integration InnoDB or BDB storage engines for safer handling of parallel write
operations required in enterprise environments.

As per the information security policies, administrators need to audit high-performance
databases regularly to ensure the data integrity and data security. They should even be able to
detect database manipulations.

Information auditing needs to be performed on regularly to find out if any part of the database
is altered intentionally or accidentally by users at any point of time through bypassing auditing
system. Such suspected behavior is to be inspected and analyzed by Database forensic
investigators. The forensic approach for MySQL databases varies with the database engine used
in the db server.
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Internal Architecture of MySQL

o Connectors
Mative C API, JDBC, ODBC, .NET, PHP, Perl, Python, Ruby, Cobol

Management 9 Connection Pool
Service & Utilities Authentication, Thread Reuse, Connection Limits, Check Memory, Caches

Backup ERecovery,

Security, Replication, -
5 ”’“Elu_:';' Rt SQL Interface Parser Optimizer Caches & Buffers

Administration, .
Configuration, DML, DDL, Stored Query Translation, Access Paths, Global and Engine

Migration &Metadata Procedures Views, Object Privilege Statistics Specific Caches &
Triggers, etc. Buffers

Pluggable Storage Engines

Mermaory, Index & Storage Manzge ment

=

F ’? !l
@ I
Archive BLACKHOLE ME FEDERA®

File System ' ) Files & Logs
Redo, Undo, Data, Index,

NTFS, ufs, ext2/3, NFS, SAN, NAS ginary, Error, Query and Slow
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Internal Architecture of MySQL
(Cont’d)

MySOL is based on a tiered architecture containing & Query Cache: caches tha gquery structure and query
subsystems and support components, which work results, unigue te MySOL

together to respond to the gueries made to the database & Cache and Buffers: ensures availability of freguently
SEMVETL Lused data in an effective way. Types of caches include

Table Cache, Record Cache, Key Cache, Privilege Cache,
Hostname Cache, and much mora

Jd The connectors act as a medium forthe clients to connect
to the SQL Server

Jd Storage engines are usedto create, read and update data
within a database. Various Storage engines supported by

J The Connection Pool handles all the client connection
q needs such as user authentication, memaory checks,

thread processing, caches, atc. MySaL are:
< These are the ancillary teols grouped by administration © InnoDB [defaultstorage engine in MySQL version >= 5.5.5]
and enterprise services & MylSAM (default storage engine in MySOL version < 5.5.5)
< The S0L Interface, Parser, Optimizer, caches, and buffers ; & Memory
together form th ial part of the datab i
gether formithe crucial part of the database server | 8 BDB
a8 s50L Inter'l‘a.:e: Userinterface that accepts SOL syntax & ARCHIVE
and transmits results to the user |
& Parser: Validates the SOL statement syntax entared i et
by the usar i & MERGE
& CQuery Optimizer: excludes known-bad conditions in & FEDERATED
the guery pricr to executing the join expression & EXAMELE
& Query Execution: |t is handled by a set of specifically @ Otherthird party storage engines

designed library methods and the results are returnad
by the network communication pathways library J This section stores all the database files and the logs that

store all the transactions occurred within the databases
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The architecture of MySQL is based on a tiered architecture, which is the combination of
subsystems and support components interacting with one another to read, analyze and execute
the queries made to the database server, and return the results.

The connectors act as a medium for the clients to connect to the SQL Server

The Connection Pool handles all the client connection needs such as user
authentication, memory checks, thread processing, caches, etc.

These are the ancillary tools grouped by administration and enterprise services

The SQL Interface, Parser, Optimizer, caches, and buffers collectively form a key part of
the database server.

o The SQL Interface layer acts as an interface by accepting the SQL statements and
delivers the result to the user. In spite of MySQL having the majority of the options
that are not ANSI compliant, the layer supports the ANSI SQL standard. Whenever
the client sends a request to the server through network communication pathways,
the server creates a thread. Then the server analyzes the SQL command and stores
the parts in an internal data structure.

0

Parser validates the SQL queries entered by a user. It constructs a query structure,
which denotes the query statement (SQL) within the memory as a tree structure.
This tree structure consists of a group of tables and field names referenced, join
conditions, etc., and its main task is to check the accuracy of SQL statement. Once
the SQL statement is validated, the Parser passes the query structure to the query
processor and then, to the query optimizer.

The Query Optimizer's primary task is to validate the existence of tables, and the
level of access to the application for a user. The Optimizer then returns the errors (if
any) and the control returns to the thread manager or listener. The optimizer works
on the SELECT-PROJECT-JOIN strategy that attempts to restructure the query.

0

A set of library methods designed to implement a specific query also control its
execution and return the results from each of the execution methods using the
network communication pathways library.

0

0

The query cache plays a vital role in query optimization and execution subsystem. It
caches the query structure as well as the query results.

Caches and buffers ensure that commonly used data are made available in an
efficient way. MySQL database server contains various types of caches, including
table cache, key cache, privilege cache, Hostname Cache, Record Cache; and
miscellaneous caches such as join buffer cache.

0

1. Storage engines are used to create, read, and update data within a database. Various
Storage engines supported by MySQL are:
a. InnoDB (default storage engine in MySQL version >=5.5.5)
= |s often used when you need to use transactions
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= Supports traditional ACID (Atomicity, Consistency, Isolation, Durability)
transactions and foreign key constraints

= Provides 64TB storage limit per table

= QOffers MVCC/Snapshot reads

= Supports crash recovery

» Used in On-Line Transaction Processing (OLTP) systems
b. MylSAM (default storage engine in MySQL version < 5.5.5)

= Provides unlimited data storage

= QOffers data compression technique

= Handles high-speed data loads

= Enables efficient storage
c. Memory

= |tis an in-memory table that Implements a hashing mechanism for faster
retrieval of commonly used data

= QOffer validity for the data stored in memory only during the MySQL session
d. BDB

= Stands for Berkeley database

= (Considered an alternative to InnoDB

= Supports additional transaction methods such as COMMIT and ROLLBACK
e. ARCHIVE

= Provides unlimited storage limit in a compressed format

= Well known for storing and retrieving huge volumes of seldom-accessed archival
or historical data

= Supports automatic data compression
=  QOffers MVCC (Multiversion concurrency control)/Snapshot read
= Limits operations to INSERT and SELECT
f. BLACKHOLE
= Allows the system to write the data, however, that data is never saved
= Writes SQL statements to logs when binary logging is enabled

= Allows Database administrators to disable data injection in the database
temporarily by swapping the table type
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g. MERGE
»  Built using a series of MyISAM tables (with tuple layout or schema)
= Ensures that all the tables reside on the same system
= Blocks the replace operation
= Performs search and sort options more quickly

= Allows users to access data using SELECT, UPDATE, INSERT, and DELETE
operations

= \Widely used in very large database (VLDB) applications like data warehousing
h. FEDERATED

= (Creates a single table reference from one or more database systems

= Hence, similar to Merge, but allows data/tables linkage across database servers

= Enables data translation during storage and retrievals

= Supports all SQL operations

= Does not require middleware for remote data access

= Extensively used in distributed or data mart environments
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Structure of the Data Directory

MySQL server stores all the databases, status and log
files; along with the data managed by the server
under the data directory

By default, the data directory is located at
C:\ProgramData\MySQL\MySQL Server 5.n\ in Windows
based machines

All the databases are stored as folders in the data
directory. The files within these folders (databases)
correspond to the tables, views, and triggers within

that database

Copyright © by EC-Coumell. 2l Rights Reserved. Reproduction is Strictly Prohibited.

The data directory contains databases, tables and status files handled by the server. These data
directories are organized in a tree-like structures by following hierarchical structure of the Unix
or Windows file systems:

»= Every database corresponds to a directory under the data directory

= The tables of a database, correspond to the files of database directory
The default path to the data directory is mentioned below for the windows based machines
C:\ProgramData\MySQL\MySQL Server 5.n\

(or)
C:\mysqgl\data.

LN A L

“ Hame Share Wiew

: = X o X q E +  BH select «il
j I & Copy path h ilx": L‘ | Easy access - } E il Select none

Copy Faste Ko Copy  Delete Renama M Fropemiss o
|2 Pacte shortout to= fo - folder - Bo Invert salacicn

Cliphcard arganize Hiew

1: = t [ Lok Thas PO Lecal Owsk (S v ProgramiDats ¢ BRSOL » BAySOL Sercer 5,7 - n;_'.-I Search MR Server

.

< Favorites Mame [rate modified Type Size

B Desktop | | Data 3152016 Z1TPM  File falder
572016 12:28 PM  File folder

' Diowrniloads ke kg}lnng

3
%] Recent plsces L Uploads INSHNE 1228 P File Talde
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FIGURE 8.1: Data Directory in MySQL Server

Module 09 Page 958 Computer Hacking Forensic Investigator Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Computer Hacking Forensic Investigator Exam 312-45
Database Forensics

Structure of the Data Directory

(Cont’d)

In addition to the files and folders mentioned earlier, the data directory might even contain:
@ auto.cnf file containing the server_uuid which is used to uniquely identify a server
@ The server's process ID (PID) file, which stores the MySQL server’s process |ID

€ Status and log files generated by the server, which store information related to the operations
performed on the server. These files include:

< Process ID file
(HOSTNAME.pid)

< Error log (HOSTNAME.err)

dJ General query log
(HOSTNAME.log)

< Binary log (HOSTNAME-
bin.nnnnnn)

< Binarylog index (HOSTNAME-
bin.index)

=2

Relay log (HOSTNAMErelay-bin.n)

Relay log index (HOSTNAMErelay-
bin.index)

L

|

Master info file (master.info)

|

Relay log info file (relay-log.info)

B

Slow-query log
(HOSTNAMEslow.log)
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Status and log files stored in data directory include:

1. Process ID file (HOSTNAME.pid), contains the process ID created when the server starts

2. Error log (HOSTNAME.err), contains the information associated with the startup and
shutdown events, and errors

3. General query log (HOSTNAME.log), logs the client connections and activities

4. Binary log (HOSTNAME-bin.nnnnnn), contains the events that describe the changes
occurred in the database

5. Binary log index (HOSTNAME-bin.index), contains the list of all the binary log files
currently available in the data directory

6. Relay log (HOSTNAMErelay-bin.n), contains the events that describe the changes
occurred in the database

7. Relay log index (HOSTNAMErelay-bin.index), contains the list of all the relay log files
currently available in the data directory

8. Master info file (master.info) created by a replication slave server, that contains the
essential parameters used for connecting to the master slave

9. Relay log info file (relay-log.info) created by a replication slave server, that contains the
status of relay log processing

10. Slow query log (HOSTNAMEslow.log), a text file that contains statements which take
longer processing time
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Structure of the Data Directory

(Cont’d)

The lnnoDB storage engine contains two types of logs:
& Undo logs, help a forensic examiner to roll back the transactions

@ FRedo logs, help a forensic examiner to re-execute the transactions ‘
(ib_logfileD and ib_logfilel)

@ Ibdatal, store InnoDB's permanent table records

MySQL Server

Data Directory

Databasze 2 Databasze 2

AN NN /I\]

Tablel Tabklel Tablel Tabkle 1 Tabklel Tablel Taklie 1 Tabklel Table 1

MNote: This hierarchical structure mentioned above might vary with the storage engine used
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VMySQL data directories contain all the databases managed by the servers. Their arrangement is
shown in the screenshot below.

= Every database corresponds to a directory under the data directory
= Tables, views, and triggers of a database, correspond to the files of database directories

= The storage structures vary from the hierarchical implementation of databases.

Module 09 Page 1000 Computer Hacking Forensic Investigator Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Computer Hacking Forensic Investigator
Database Forensics

Exam 312-49

Structure of the Data Directory

(Cont’d)

used by MySQL

@ MyiSAM Storage Engine @.

Il-..ll"

i The databases are stored as directories in the data
directory

. All the database tables are stored as files inside
the database folder. These files carry the name of
the tables, and are categorized into three formats:

& [tablename].frm, contains the table format
& [tablename].myd, contains the table data
2 [tablename].myi, contains the table indices

«. In addition, the database directory contains a

db.opt text file, which stores the characteristics of
the database

<
@ @

The database structure varies depending on the storage engine (MyISAM/InnoDB)

'.J@ InnoDB Storage Engine @.

| - All the database tables are stored asfiles

in two formats:

& [tablename].frm, contains the table
format

& [tablename].ibd, containing the data
and index of the table

inside the database folder. These files carry
the name of the tables, and are categorized

Copyright © by EC-Coumell. 2l Rights Reserved. Reproduction is Strictly Prohibited.

Database structures alter as per the storage engines used by MySQL.

MyISAM Storage Engine

In a non-partitioned filesystem, MyISAM storage engine stores each MyISAM table in three
files. The files contain names that start with the table name and will have an extension to
indicate the file type. The file extensions are .frm, .MYl and .MYD. The .frm file stores the table
format, the .MYI file stores the file index, while the .MYD file stores table data.

InnoDB Storage Engine

Table contents of InnoDB are represented by using tablespaces, and are of two types:

The shared tablespace

Individual tablespaces

Module 09 Page 1001

Users can configure InnoDB to use one tablespace file per table. In this shared
tablespace, each InnoDB table contains two table-specific files in the database directory:
The .frm file (as usual) and a .ibd file that contains the table's data and indexes.

Users can configure InnoDB to use one tablespace file per table. In this individual
tablespace, each InnoDB table has two table-specific files in the database directory: The
frm file (as usual) and a.ibd file that contains the table's data and indexes.
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MySQL Forensics

J WMySQL contains Information_Schema table which provides access to
database metadata

'Jd There are two phases in database analysis:

+ Evidence collection

Use MySQL utility programs to make copies of databases and log files that ‘ j.
hold substantial amount of information required for forensic investigation

% Evidence examination

Identify the fraudulent activity and reconstruct the tampered data

Copyright © by EC-Coumell. 2l Rights Reserved. Reproduction is Strictly Prohibited.

MySQL is an open source relational database. Data entered in a MySQL database is duplicated

and stored in

multiple locations. Therefore, any users deleting data in the database either

accidentally or intentionally will not completely delete the data. Forensic investigators can
examine all the files containing a copy of the deleted data (in the data folder) and recover it.
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Viewing the Information Schema

&
< My5QL stores information related to all the databases, along with the read-only
tables, in the Information S5chema

d Information schema provides access to the database metadata

E.g. 1: Viewing a list of all

database in reverse
alphabetic order,
displaying the table name,
table type, and storage
engine used for the

ﬂ'lE‘ tahles in kurdpress"' SRLECT R b i ginn FIOM inforeakion_mcherns . tahlar  WHERE gabln_rchs

database

= Adminisirator C\Windows\system32omd.exe - mysgl -u oot -p
E.g.2:Viewingall the e TR Cohie eotS TS st b e hae e s e T s ey
tables containing more e mg— | tablo_rows |
man '1[:' ers i H -::|_ ||.|‘|I_: i-":::_:.u_ i "
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Mysqlaccess To check the access privileges defined for host name, user name, etc.

'mysqldbexport To export metadata or data, or both from one or more databases

myisamlog

. Myisamchk

MySQL Utility Programs For

Forensic Analysis

Forensic examinations are performed using some of the following MySQL utility programs:

To dump single or multiple databases for backup purpose

To process the MyISAM log file and perform recovery operation, display version
information, etc., depending on the situation

To display the content of bin logs (mysgl-bin.nnnnnn) in text format

Copyright © by EC-Coumell. 2l Rights Reserved. Reproduction is Strictly Prohibited.

The following utility programs help investigators to perform the forensic examination.

Mysqgldump

o

The utility allows you to dump a database or a collection of databases for backup
purposes

o It generates a .sqgl file with CREATE table, DROP table and INSERT into the SQL
statement of the source database

o It executes the .sql file on the destination database to restore the original database.

0 Syntax: mysgldump [options] [db name [tbl name ...]]

mysqlaccess

o Checks the access privileges defined for host name, user name, efc.

o Validates access using the user, db, and host tables

. Syntax: mysglaccess [host name [user name [db name]]] [options]

myisamlog

o Processes the contents of MyISAM log file and perform recovery operation, display

version information, etc., depending on the situation

o The default operations of the utility are update(-u) and recovery(-r)
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Ll
s

Syﬁtax:myisamlng [options] [logfile-name [tbl name] ...]

= myisamchk

L]
L

L]
L

Views the status of the MyISAM table or checks, repairs, or optimizes them.

Syntax: myisamchk [options] tbl name

= mysqlbinlog

0

Reads the binary log files directly and displays them in text format
Displays the content of bin logs (mysql-bin.nnnnnn) in text format

Syntax: mysglbinlog [options] log-file ...

= mysqldbexport

L
L

Ll
s

Export metadata/data definitions

Produces output in a variety of formats by making data extraction easier and
suitable for the external application

o Syntax: mysgldbexport --server=user:passfhost:port:socket dbl, db2,
db3
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Commuon Scenario for Reference

Thisisa
WordPress
e It was so easy to get into this
' server and play with it..! :p

Yo goys are hEver going o carch me up!!
1 arm the had Zuyll

HECENT POSTS

RECENT COMMENTS

ARCHIVES

Marck 200
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Administrators often manage WordPress websites’ databases using MySQL and phpMyAdmin.
Sometimes, they may not follow security best practices, such as updating the WordPress
plugins, implementing strong passwords for MySQL logins, etc., leaving doors for attackers to
gain access to the web application, or sometimes, the Relational Database Management
Systems (RDBMS) as well.

Here, we are considering a WordPress website containing a suspicious post on the index page
of the website. It is not evident whether someone gained unauthorized access to the
WordPress web application, or gained access to the MySQL database.

Therefore, we have addressed two scenarios, wherein, the first scenario deals with identifying
the attacker and collecting all the posts attacker made on the WordPress website, while the
second scenario deals with recovering the deleted data.
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MySQL Forensics for WordPress
Website Database: Scenario 1

Identifying a malicious user and
collecting all the posts made by him/her
through command line client
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Whenever a suspicious activity occurs on the MySQL database of a web application, the error

log, and general query log files act as the main evidence for an investigator, to examine the
transactions performed on a database.

In this scenario, first, we will be examining the error logs and later, we shall analyze the
transactions occurred on the databases using command line client.

Module 09 Page 1007

Computer Hacking Forensic Investigator Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Computer Hacking Forensic Investigator
Database Forensics

Exam 312-49

Scenario 1: Collect the Evidences

—p

s EH W

R = ] L

| *ChBitnami'ywordpress-4.4. 2 mysg Ndatah WIN-COOMEG2BETE.em - Motepad « + [Administrator]
File Edt Search View Encoding Language  Settings Maoo Bun Pluginsg Window
Mg 2z BE =1[E

= @ R

The primary task while performing a forensic investigation is to examine the error log files and check if
there are any unintended startup/shutdown events, as well as critical errors while the server is running

2U16-03-1T
2016-03-1T

2016-03-1T

2016-03-17
2016-03~-1T7
2016-03~-1T7
2016-03~-1T7
2016-03~-1T7
2016-03-1T
2016-03-1T7
2016-03-1T
2016=-03-1T

Veraipon: 't

11:%3;
11:83:52

11:42:53 LD10E

& WINOGOMEESETE & B3 |

[Haze]
[Haze]

[Haze]

[Haze]
153
2153
153
153 LO1OS
153 LO1OE
153 LO1OE

[Haze]
[Haze]
[Haze]
[Haze]
[Hoze]
[Haze]
applere 1°

625!

2 [Hoze] 1
2 [Hoze] 1
2 [Haoze] I

[HaTe] I

[Haze] I
[HaTe] I

[Maze] Io

= [Mate] Io

porT: 3308

i Usiog atomica wo ref count buffer poocl pages
i The Imnall memory bheap 1= disabled
i Mutexes and ¥ locks uss Windows incerlocksd
i Memory barris=r is oot ased
i Compresasd tables use zlib 1.2.3
1 Mot u=ing CFU orcldl instrectiomns
A: Tmitializing buffer poal, size = 12E.0H
1 Completed initimlizacion of buffer Doal
I Highest supparced file formsat is Barraguda.
ocDE3: 128 rollback segment (s}
31 Waiting for purge tTo STarc
ol8: E.6-2% aparcedr lag =squencs pumhesr 3201ET71
e B

funzTicna

aIs

aSgTlyS.

Server hoatnoame [bind-addrea=m=)j: "&') Gorce
IPvE im Aavailahle.
= '1:" reaplwves ©o
sooker creacesd on IP: !
Loaded 0

Servrer

Event Scheduler: ETENTA

MySQL Commuanicy Sexwer (GFL)

Pﬂli-E]-lT IEJEEEEﬁ 1010E [Warning] IF address "192.168.0.13" ocould noc be resolwved:! Ho such hoac 1a Iﬂ

>

e

Manmal bisd file

lergth ; 1457  lines: 1631

La: 1830 Cal; 20 Se0:0|0 Doad' Warsdowi UTF-&

IN5

It is evident from the error log that a remote login attempt has occurred on the server
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Scenario 1: Examine the Log Files = ( ‘H Fi

Since the General Query log file stores the client connections and activities performed on the
server, examine the file to see if any suspicious events were recorded

" *C\Bitnami\wordpress-4.4.2-3\mysql\data\WIN-CQOMKG285TE err - Notepad++ [Administrator] | — | © [

a o =

i F = |

;JHfHEﬂGHKEHEEFkgijl

File Edit ZSearch Veew Encoding

!

il @ C| B

Language Settings Macre Bun  Pluging  Wndow |
a2 B8 %1\ EEEH

&

137
131
131
132
132
133
133
1349
134
1335
135
13E
138

Connece
Connect
Connect
Connect
Connese
COnneEst
Connect
Connact
Connact
ConnesE
Conneot
Connact

Connact

Aocess denied
mencyE192 . 168,
Focess denied
montiyEi142 1868,
hocaps denied
moncyE182, 168,
Aocess denied
montyEl92 . 188,
fiocemm danied
meney@l92, 168,
Eoseas denied
monty@la? . 168.
hoces= danimd

'monty'@rA0E.168.0.153" [(using password: YE3)

[+]
-

F-1 3+

k]

H OB
LD

o

i

L]

it

‘moncy'@F192,168.0,1 (uzing password: ¥ES)

=

¢ 'montyErioz,

i
. ek
u]

168.0. [asing password:

uasr 'moncy'E"192.156E.0.13" [using password:

.13 omn

® O oD e OF e O N

r

ar ussr 'moanty'@rio2 [using password:
0.1% an

[uaing password:
J.13 on

for umer 'monty'@ri92 [using pass=word:

137
1Z:36
138
12:3%:
12:37:
1348
1319

LE0317

180317
leo31?

LED317

1 % 1]

Connase

meneydlod  1658.0.13 aa

0% | 138 Commest

92.165.0.13 en]

Query select Bfversion comment limic 1

47

Ini

138 @

SELECT DARTABASE ()

82 130 Quary =show databsses
DE Wardpress

o

ze| 138

Quary set global general log=d | ﬂ

Maorrmiad ket file
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lenegth : 3705579

linies 1 55250

Ln: 55248 Colz33 Sel:0|0
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Scenario 1: Analyze the General Log

Brute-force Attack:

@ Itis evident that the MySQL Server was subjected to a brute-force attack from the IP
address 192.168.0.13, in an attempt to gain database credentials

8 The brute-force attack was successful and the attacker cracked the user credentials of a
database user named Monty

A connection was established from the attacker address 192.168.0.13

The attacker viewed the databases in the server, and selected the database “WordPress’

The attacker disabled the general query log, which makes it difficult to trace the
transactions performed on the server

Copyright © by EC-Coumell. 2l Rights Reserved. Reproduction is Strictly Prohibited.

Module 09 Page 1009

Csgampshansmysg Paoygsgls 5 24 bindmysgldunp —u root —p databaze wordpress > wordpress_evidence sl
nter password:

Covwampsbinsmysgwnysglh 5 245bin

Scenario 1: Take a Backup of the
Database

dJ Since a malicious activity is evident, a backup of the database has to be made for
further forensic investigation

J Take a backup of the database using mysgldump command line utility

Administrator: C\Windows\system32\cmd.exe
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Scenario 1: Create an Evidence

Database

dJ The database backup has been taken from the affected machine

dJ The next step would be to create a database in the forensic examiner's machine and dump the
contents of the previously taken backup

Administrator: Command Prompt

@ Login to mysqglserverin : - 'y . 1
thE lFI.:I rens I-l: exarm I-rIEF'IE I - MyhQL monitor. Commands end with § or Sg.
) ey connection id is Y
M Ef‘_,h|r'| = Cevuer version: 5.5.24-log MyEQL Community Sepver (GPLY

) Copyright <clk 2088, 20811, Oracle andsor its affiliates. A1l rights rescrved.
Create a database with _ _ _ ‘o . - .
Jpacle is a pegistered trademark of Oreacle Corporation andsor itz

thE s3me name as that in ¥ fates. Other namesz may be trademarks of their vezspective
the affected machine

Type ‘help:® or *"~h' For help. Type "we' to clear the curreent input statement.

E I s 1 wate databaze wordpres 2
E xit thE ﬂ'l'f5l3|| tE'I'rTIIHE| 'Iu.r::?*-y 'ZZ-'::..E'J I:'u-.-.' -.'i:'i-r::-: r.--:I.L t;ll-:.'ilz B

Copy all the contents of : 3
thE dLIITIFl filE t':l' thE 2 4 . o & 1denc
newly created database

Caswanpsbinsnysglmpsgls .5 .24 hin 2
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Scenario 1: Select the Database

J The next task would be to analyze the affected database

J Login to mysqgl (forensic examiner’s machine) and select the wordpress database
from the command prompt

Administrator: Command Prompt - mysgl -u root -p = = “

Cowwamnpsbinsuaysg oagsgls S o248 hindaysgl —u poot —p

nter passwored:

e lecome to the HybhQh monitor. Gonmands end with 3 oor SNg.o
* MyEQL connection id iz 9

Rerver wversiond: 5.5%.24-log HyEQL Community Sewwer (GPLD

o e J'.!_| ht <{cd 2000, 20101, Oracle andsor its affiliates. ALL » J'.!_| htz meseruved.
iz a registered tradenark of Oracle Corporation andAor its
- Other noanes: nay be trademarks of their respective
ype "help; " or "~h' For help. Type *~c' to clear the current input statement .
nypsgly show databases;
Datahaze i

information_schema |

1
mijs ".'-]' i
performance _schena |
|
]
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Scenario 1: View the Tables in the

Database

View the tables in wordpress database and check if any tables are missing

In this scenario, all the tables appear to be present in the database

Administrator: Command Prompt - mysgl -u root -p - o HEN

P Datahata

e e e e e e

in set (H.BH secl

)
p_term_prelat ionships
term_taxonomy

i
i
1

#
1
1
'
1
1
i
1
i
i
1
1
]
i
1

#+

11 wauz in set (AR zeck
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Scenario 1:View the Users in the
Database

The next task would be to analyze the user accounts’ tables and see if there is/are any
unauthorized user accounts in the database

Administrator: Command Prompt - mysgl -u root -p

ysgld zmelect = From wp_useps;

+t——————_—_——_————— e ——— — —_———————————_e———e——e———e——,—,—e——_—_—— b —_—_——_—,—_e—,eeeeee e e e e e e —— —

ID | user_login UsEr_pass WSE_ N Loename uzer_emall

i
_1 .-|.|:_|1'|_i|1 'f'r'l:"g H._-i.u “HFT lllﬂ-ﬂ]f“.1;:‘5'HLH]-;H511]1:4|‘1:::HT 1] - 4:||'|.|:| i._n H ll_i 1 .-tﬂ_.-_l.f'_'llrlﬂ_ i_1 - i
123§ bad_guy i 2PSBoBJHj7eWas BH-PRuOTEymbzFopalHy | anonynous _hacker | hadguyBabc ..com

e e e e e e e e . B e e e e e e e e e e e e e e e e e e e e e e e e e e e . = e e, e e e e . . e . e e e e e . . e e e e e e e e e, e e e e e

rows in set (A.B0 secd

€ Inthis process, a user account was found, with the login name bad_guy
& Make a note of the user ID and check all posts user has made on the wehsite
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Table

Aot
t_date_gnt
st_content
st_title

i pos L _name

1 to_ping

1 pinged

i pozt_modif Led

r pozt_mndif ied_gmt

=t _parent

1o

1 Enu_ordap

v poEt_type

i pozt_mime_type
comnent_count

A rous ain set (H.BEH =

t_content_filtersd |

L

Scenario 1: View Columns in the

View the columnsin the wp_posts table, to view the table structure

Administrator: Command Prompt - mysgl -uroot -p

I_l_.'l;l:[].:::' zhow columns: LIn wp_posts;

;
:
e Lgned
:
H

bigint 283

i Defaule

i HULL

i B

» HHAF—HE—1a W\ :
LT R TR

HU LI

I HULL
1 MULL
e I I]‘_]_j:'-."l"l
I opeEn
H 1.I-:j.ll'.'-ll

¢ HULL
i HULL
i HR0E-08-08 B6:8@
! ABAA-AA-A8 AR AR
i HULL

5]

1
v post

i@

Make a note of the post_author field corresponds to the posts made by the
malicious user

I _maute increment  §
W "
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=t _parent

me_EYpe
v CommEnl_count
#

23 vowz in zet CA.AA
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SER)

Administraton, Command Pra

 ounsigned
L

|
i
1
i
1
d
+

M

! Hix
1 Hi
| HD
1 Hi

H

The next task would be to dump all the posts made by the user

mpt - mysgl -u oot -p

Scenario 1: Collect the Posts Made
by the User

Use the post_author and the user ID to retrieve all the posts made by the user
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Scenario 1: Examine the Posts
Made by the User

Chwamph binymysghmysgl S5, 20 dataywondprassyevidence it - Notepad++
File Ed® Seerch Wiew Erieding Language Sellings Macra Fun Pluging Windew 7

sAEHBR R Mk eayg|xq EERI-T1FEEEHEEDEE BB

—| e ke I'.‘.!l

123 Z016-03%-1T7 OB;&£5:;3% 0000-00-00 Q0; 00: 00 Jvata Draft autc—drafc apen

125 Z016=05=1T QE:46:18 J016=05=1T7 OB:4E€:218 Welcome to WordPreas, This is your fivst poar. Edit ar delecs |

CpeT

122 ZO16-03-1T7 0B 14E149 ZO16-02-17 OB14B149 You Juys aAre never golog oo CATON D= upt!

T am Tche bad guy!f! It was 30 a3y co gec inco this server and play with ico ! @
122 Z0D16-03-1T7 OB (481449 Z016-02-17 OBRi4Bi49 ¥You Quys Are never goiog oo cAtch me= up’

I anm the bad guy!!! Ic was a0 =a3y Co gec inco this sszver and play with ic..! :p

pablish open

inkeric open

o

oREn

i

3

Hormmnal tesd fille length: 1106 lines; 9 Lnz9 Col:l S=0;0]|0

WITF-i wa'o BOM

M5
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In this scenario, the attacker has performed brute-force attack on MySQL database and
succeeded in cracking the user’s credentials. Using the credentials, the attacker has logged into
the database, created a user account, and then disabled the general query log. Turning off this

log means that MySQL will not be able to record the transactions in this log file.

So, as a part of the forensic investigation on MySQL database, a command line client was used
and a backup of the database was taken, as forensic investigations should not be performed on
the affected machine. Once completed, a database was created on the forensic machine and
dumped the database contents onto it. Later, the attacker’s user ID was found and via using it
the posts made by the attacker was found on the web application.
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Tracking the Events Performed by the Malicious
User (MyISAM Storage Engine) and Recovering

MySQL Forensics for WordPress
Website Database: Scenario 2

the Deleted Data
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As mentioned earlier, MySQL stores data and transactions in multiple files. MySQL stores all the
transactions and data in the binary log files, and data alone in ibdata file.

Therefore, whenever someone deletes any important information intentionally or accidentally,
forensic investigators examine the binary log files and ibdata file to view the transactions, as
well as to recover the deleted information.
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MySQL Forensics for WordPress

Website Database: Scenario 2

dJ Thisscenario is a continuation of the first scenario
aJ Here, we shall analyze all the log files to trace the activities performed by the malicious user

< Therefore, the primary task here, is to collect all the logs and the WordPress folder (database)
from the affected machine and dump them in the forensic examiner’s machine
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Scenario 2: Collect the Database
and all the Logs

= T
W Faoribes
B Dwikicp

& Dovricads
| Becent places

# Homegroug
& This P

"1! Hetwndk

Ve

;v ThisPC » Local Disk [(C) » Evidence

Mame

[izte madified

wardgeess

AAF2006 2ak Al File folder

L gersquany leg
its_legfied

2172006 24T AR

Tt Do uen il

R 5A0NE S48 Al File

| it begfie
ibdatal

AMAT200E B AR Hie

212006 A8 AR File

| rysg-bin L0000

3572006 08 A 0G0 File

| rryeg- Bin.DO0002
mysgl-Ein D0000E

R0 Q00002 Fils

00003 Fike

| sl kin. 00000
s l-Ein (0000

0000 F il
SO000S File

| mysg-bin 000G

| sl in. DO00OT
s i, D0D00E

00006 File
000007 Fils

0000 Fike

| ysgbin. 000004
s l-Ein Q0000
| mysq-binL0011

QO00CH Fiba
Q0000 Fite

| mysghbin. 000012
mysgk-bin 003

IEF200E 11:38 FM

BANTA00E 214 A

| rysgl-bin 000014

3 B, 1T Ak
200 245 AR

37 v selected

Module 09 Page 1015

Copyright © by EE-Gommell. All Rights Reserved. Reproduction is Strictly Prohibited.

Computer Hacking Forensic Investigator Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Computer Hacking Forensic Investigator

Database Forensics

Exam 312-49

Files

Scenario 2: Examine the .frm

5 W h M @ E | e

J Analyzing the .frm files help a forensic T I oy ’ @
examiner to understand the table format and B -t TN e ei] E B e y e 2
the terms related to the table content. ¢ Faverte g Ao wehhe |

B Coakicp dtagi B Addic wpmanar® 0

J Since the malicious user created a user ~pemwall :j_j::::::':g Fhatmmicia |
account for himself with the login name s e | == : ;
bad_guy, you may analyze the wp_users.frm — i B i
file with a hex editor to view the column name o i .
(along with its hexadecimal equivalent) that i Tl [ §
contains a list of login names associated with e Kﬁ .
the users.

4] Hemo Wiriahop - [DEadencesoripressiong e ) =
=¢__'£‘_ L e e e T : J Itis observed that the login names are stored
- under the user_login column whose

Cagen Dmmpeoor

Diale ol alsct DRI |55

]
I EH =

hexadecimal eguivalent is

5 7573657 25F6C6F6 769 BE.

J Using this phrase, we shall first find for the
attacker’s login name “bad_guy” from the
binary logs, and from there on, we shall trace
the user activities performed by the malicious
LSEr.
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MySQL Server.

hex value

Password — hackspirit

L=er status— 0

=~ ;oI s W R e

- Binary logs allow a forensic
examiner to trace all the
events that occurred on the

-J Examine each binary log for
the text string user_login or

757365725F6C6F67696E.

Nice name — anonymous_hacker
Email ID —badeguy@abc.com

Cizsplay name —temp user

Scenario 2: Examine the Binary
Logs

Detailed examination of the binary files found that one of the binary files recorded an event where a guery is executed for
creating a user account with the:

User ID-—123
Login name — bad_guy

The next task would be to examine the binary logs and trace the operations performed by the forensic investigator

Mote: Examine only those activities which correspond to the user |ID/port author ID 123

0

= Tigy L4t Tk Dphewm Toob Fupm Wedos  Hep
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i WEhOE - Bt ey e D00 1] - = Kl

— _ (LR ]
it ol idtir)

@ eEoQee

54 sk
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Scenario 2: Examine the Binary

Logs (Cont’d)

< Scroll down the binary logs one by one to see the logs corresponding to the malicious user’s actions

It is observed that a post was made
by the attacker (post_author id: 123)
on 17*" march, 2016 at GMT

08:48:44. The post title was: “It was
50 easy to get into this server and

play with it..! :p” and the post
content being “You guys are never
going to catch me upl! | am the bad

guy!!!l”

In the same way, you may search for
all the actions performed by the
attacker on the posts, by looking for
‘post_author’ = 123 in the hex
editor.
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|

Data Recovery:

By looking for the guery
‘post_author = 123 in all the
bin logs, you may come across
various posts that were added,
deleted and updated by the
attacker.
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Scenario 2: Examine the Binary
Logs (Cont’d)
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Scenario 2: Examine the Binary
Logs (Cont’d)

From the screenshot in the previous slide, it is observed that a -Iﬂ‘
post has been deleted (2) by the attacker whose IDis 123 (1).

The post that was deleted (3) by him/her is
Post Title: “Hello world”

Post Content: “Welcome to WordPress. This is your first post.

Edit or delete it, then start blogging”

Thus, the binary logs help in identifying the user transactions and
recover the data that has been deleted.
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Scenario 2: Examine the Binary
Logs (Cont’d)

< Further scrolling down showed that a user account bearing the user ID 124 has been deleted
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MNote: Since & database
administrator in an
organization stores regular
backups of all the
databases, analyzing these
backups help in identifying
the user who is associsted
with the ID 124,
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User Account

Scenario 2: Retrieve the Deleted

n Examine the database backups to view the all user accounts present in the database
(before the malicious activity has occurred)

Examining an old backup revealed that the user ID 124 pertains to Richard user
account; thus allowing you to successfully recover the deleted user account

! admnin

2 1 James

' [ s =T R

g 1
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1
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1 rous in set (B.88 seck

S et S 1
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V rebrccalPymatl ooon
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Directory

Additional Information

The ibdatal file can be
referred during a forensic
investigation, as it stores the
database data permanently,
including the data that has
been deleted.
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Scenario 2: ibdatal in Data
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In this scenario, the attacker has created a user account in the database and manipulated its
contents.

Therefore, as a part of the forensic investigation on MySQL database, we have dumped all the
files in the forensic examiner's machine in a folder named ‘Evidence’. Once completed, we have
examined .frm to understand the table structure. On obtaining the table structure, we opened
the binary log files, and began to search for the text string “user_login”. Using the string, the
query executed by the attacker was found, to create a user account. Later, the posts made by
the attacker was analyzed, and we were able to reveal that the attacker has deleted a post, and
we recovered it. The binary file also recorded an event, which showed that a user has deleted
the account. There is an ibdata file, which stores data permanently. Forensic investigators can
refer this file as a part of a forensic investigation.

Thus, we examined the binary log files and determined the deleted posts and users.
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Module Summary

el
SR —

Database Forensics is the examination of the databases and related metadatain
a forensically precise manner to make the findings presentable in the court of law

d MSSQL Server stores data and logs in Primary Data Files (MDF), Secondary Data Files (NDF) and
Transaction Log Data Files (LDF), respectively

J SQALserver data is stored natively within SQL Server, and externally within windows machine
hosting the server

- MySQLlis based on atiered architecture containing subsystems and support components, which
work together in order to respond to the queries made to the database server

- MySQL server stores all the databases, status and log files; along with the data managed by the
server under the data directory

J The database structure varies depending on the storage engine (MyISAM/InnoDB) used by MySQL

-
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In this module, we learn about the two types of database management systems, MSSQL and
MySQL, and their underlying file structure as well as evidence repositories. Forensic
investigators can implement the techniques discussed in this module and perform an
investigation of the database management systems. They will be able to recover the deleted
entries, find the transactions occurred on the databases (MSSQL and MySQL), and also take a
backup of the database files (MySQL) and work on them.
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